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P AT']

A FAETR S P44 ESP32 1 (1 A KR8, J8 2k — A 1) B 1 7 9 e 7 e fifE il ESP-IDF
(Espressif IoT Development Framework) B B3 8, H-4wiF. FEE4 2 ESP32 - A& HTE.

Fili: X2 ESP-IDF master 433¢ (RfiiiAs) HYSCRY, SATERFZIT &b A7 Stable version 4 301,
PABH AR AR ) SCRSESP-IDF )%&i’\faﬁ %,

1.1 R

ESP32 SoC its 325 PA R I

* 2.4 GHz Wi-Fi

o WA

o EiMERE Xtensa® 32 37 LX6 AU AL FHAE
o EARTIFETAL BEGS

o ZFhAMK

ESP32 3R] 40 nm T ZHInG, AARAEMIIFEERE. SPIPERE. FsE k. @RI &M, &0 45
I 3 S A R IIFER K -

IREE N P hE Bt e BB, REPFTIR, AT ESP32 B IIIT A . Horh, SREARITIT A 3145 ESP-IDF
EAE MBI PRI AR (oT) AT, A A WikFiL B2 REIFERETT T 2K

1.2 sy LR

1.2.1  #giff:

—K ESP32 JF A
» USB ¥i#i8k (A % Micro-B)
o ML (Windows, Linux 5{ macOS)

508 H B2 &MU A2 USB Type C #5211, WA AR 608 s 2ok 391 KM !

PATR 2 ESP32 B TP AR, i n] 1A SE S REEE R
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ESP32-DevKitC V4 Al 1351

RGN G T AT TF AR 66T ESP32-DevKitC V4 TF AR .

HESF AR

o ESP32-DevKitC V4 FF % #.
* USB A / micro USB B ##E4k
e PC (Windows, Linux #§ Mac OS)

PRATABRLE /Y20 0) . B RTIE B R A2 /7 T 4 B

ik ESP32-DevKitC V4 Jg JkiE —aCH T ESP32 BY/NRUTT Ao, M BRI 46 I 4 S 2 51
TP RN S RTARGE SCPRTG R, AN h Lk I 2 R ONE e F ORI A AR e e AR B

N T RN A PR, ESP32-DevKitC V4 38 SCRFPA N AN I L E :

o [k K ESP32 i1

— ESP32-WROOM-32E

— ESP32-WROOM-32UE

- ESP32-WROOM-32D

— ESP32-WROOM-32U

— ESP32-SOLO-1

— ESP32-WROVER-E

— ESP32-WROVER-IE
ESP32-WROOM-DA

o ATREHER EHER:
R R T A .

IyigieW]  ESP32-DevKitC V4 JFA M) FEAME. 120 Bl AT .

5V Power On LED  1/O Connector

CEE E R L E T L L E Y X))
NS OW) E0 ZA ET OND ZT #1 L2 9T ST EE TE SE vE NA dA N3 EAE
'rl-.'ll‘!llllllil

EN Button

Micro USB Port ——= ESP32-WROOM-32

#51333111%

Boot Button @ - ML snsnsss T

< (18 19 GND 22 Rx TX 22
29930900999

USB-to-UART Bridge Optional Space for ESP32-WROVER

& 1: ESP32-DevKitC V4 (#z4% ESP32-WROOM-32)
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FEHG BEENE
ESP32-WROOM-32 HT BESP32 (. LR, &0, (ESP32-WROOM-32 i R Y .
EN SRR
Boot TR . HCT Boot ST OREE, MBS H— T EN (B ZINATT Boot )

A R B, R O
USB-to-UART #frfiéds | HUE A USB-UART Wi, IR 3 Mbps [ e 4idi K .

Micro USB # 1. USB #10, IRty Bt L, %% PC #1 ESP32-WROOM-32 #
B A5 .

5V Power On LED TP EAGEE G (USB BN S V), SfintT 5o, H2EE, whiliax
L A% H SRR

/0 M PR A2 R IS E 51 2T AR HESE . APl AKX ESP32 iE

FF9AR, S PWM. ADC. DAC. I2C. I2S. SPI ZZFh1fifE.,

FUDRIEI  JT SR AT DA T = APl 07 XA AT e —

» Micro USB ftHy (BRiA)
* 5V/GND %5
* 3V3/GND &L

B At Al IR, 75 00T HE S AR AR/ R A

s TR T I R (31 F0J3) A FRAITIRE, HEER 2 FR A1 B ESP32-DevKitC V4 (# 3%,
ESP32-WROOM-32) " Ji7.

2
Y ramTEm o
ﬂl
1 3V3 P 33V HIHE
2 EN I CHIP_PU, Reset
3 VP I GPIO36, ADC1_CHO, S_VP
4 VN I GPI1039, ADC1_CH3, S_VN
5 1034 | 1 GPIO34, ADC1_CH6, VDET _1
6 1035 | 1 GPIO35, ADC1_CH7, VDET_2
7 1032 | I/O GPIO32, ADC1_CH4, TOUCH_CHY, XTAL_32K_P
8 1033 | I/O GPI033, ADC1_CHS, TOUCH_CHS, XTAL_32K_N
9 1025 | I/O GPIO25, ADC1_CHS, DAC_1

10 1026 | /0 GPIO26, ADC2_CH9, DAC_2

11 1027 | 1/0 GP1027, ADC2_CH7, TOUCH_CH?7

12 1014 | 1/0 GPIO14, ADC2_CH6, TOUCH_CH6, MTMS
13 1012 | 1/0 GPIO12, ADC2_CHS5, TOUCH_CHS5, MTDI
14 GND | G B

15 1013 | 1/0 GPIO13, ADC2_CH4, TOUCH_CH4, MTCK
16 D2 /0 GPIO9, D22

17 D3 /0 GPIO10, D32

18 CMD | I/O GPIO11, CMD?

19 5V P 5V HR

VP AL I EIAG O Hi.
24 M DO, D1, D2, D3, CMD I CLK i ESP32 i -5 SPI flash 8] (¥ Y HBa(5 , 4 P AaredT AR DI IUEELT USB it 01 467
B BEME, XUEMBTAE, FH00TEE N SPI flash/SPI RAM 1) TAF,
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J3

ESP32-DevKitC

0D/ID

0D/ID

(') (« @ ADC2_4 [TOUCH4_RTC _GPIO13.
D2
D3
!

ESP32 Specs

32-bit Xtensa® dual-core @240MHz

wE | BFR | KB | ThEE

1 GND | G Bl

2 1023 | I/O GPIO23

3 1022 | 1/O GPI1022

4 TX | 1/0 GPIO1, UOTXD

5 RX | 1/O GPIO3, UORXD

6 1021 | /O GPIO21

7 GND | G EH

8 1019 | /O GPIO19

9 1018 | I/O GPIO18

10 105 | I/O GPIO5

11 1017 | /O GPIO17?

12 1016 | /O GPIO16P%¢6.3

13 104 | 1/O GPIO4, ADC2_CHO, TOUCH_CHO

14 100 | I/O GPIOO, ADC2_CH1, TOUCH_CH1, Boot
15 102 | 1/0 GPIO2, ADC2_CH2, TOUCH_CH2

16 1015 | /O GPIO15, ADC2_CH3, TOUCH_CH3, MTDO
17 D1 /O GPIOg, D1

18 DO /O GPIO7, DO’

19 CLK | 1/0 GPIO6, CLK

0D/ID
0D/ID
0D/ID
0D/ID

32K XN
DAC_1
DAC_2
TOUCHT,

MTMS @0

0D/ID

MTDI

S_VP
S_VN
VDET_1
VDET_2
32K_XP_  TOUCH9,
TOUCHS

TOUCHS.

Wi-Fi IEEE 802.11 b/g/n 2.4GHz
BLuetooth 4.2 BR/EDR and BLE
520 KB SRAM (16 KB for cache)

448 KB ROM

34 GPIOs, 4x SPI, 3x UART, 2x I2C,
2x I2S, RMT, LED PWM, 1 host SD/eMMC/SDIO,
1 slave SDIO/SPI, TWAIe, 12-bit ADC, Ethernet

NI )y

3V3
EN

ADC1_0 _RTC GPI036
ADC1_3 (RTC_ GP1039
ADC1_6 _RTC _GPI1034
ADC1_7 _RTC_ GPI035
ADC1_4 _RTC GPI032

ADC1_5 _RTC (GPI033
ADC1_8 'RTC ,GPI025

ADC2_9 _RTC ,GPI026
ADC2_7  RTC ,GPI027
ADC2_6 _RTC ,GPI0O14
ADC2_5 _RTC _GPI012

GND

GPI09
GP1010
(< /DR GPIO11

5V0

& ESPRESSIF

GND,

GP1023 JVSPI_MOSI
& ESPRESSIF p—
ESP32-WROOM GPIO1 | UOTXD

GPI03 | UORXD CEIED

GP1021

GND

GPIO19 VSPLMISO. OD/IE

GPIQ18  VSPI_SCK | OD/IE

GPIO5 _ VSPLSS SDIO [ OD/IE/WPU

GPIO17, OD/IE
GPI1016,  OD/IE

GPI04 (RTC _ ADC2_0 _TOUCHO_ OD/IE/WPD

GPIO0 LRTC_ ADC2_1 -TOUCH1, BOOT _ OD/IE/WPU

GPI02 ,RTC, ADC2_2 . TOUCH2, OD/IE/WPD

GPIO15  RTC | ADC2_3 (TOUCH3 ST} [']¢]

GPI08 D1
GPIO7 DO
[IIPETSCK

D !
D !
D !

—\,— PWM Capable Pin

—>— P GPI0 Input Only

@EI® GPIO Input and Output

DAC_X ' Digital-to-Analog Converter
DEBUG = JTAG for Debugging
FLASH  External Flash Memory (SPI)
Analog-to-Digital Converter
Touch Sensor Input Channel I
Other Related Functions '
Serial for Debug/Programming.
Arduino Related Functions
Strapping Pin Functions

Ground

Power Rails (3v3 and 5V)

Can't be used as regular GPIO

& 2: ESP32-DevKitC & it/ (k)

A5G CIS fids LA ESP32-DevKitC J A Al _EI¥ C1S AT REAFAEDA T [ :

RTC Power Domain (VDD3P3_RTC)

Pin Shared with the Flash Memory

WPU: Weak Pull-up (Internal)
WPD: Weak Pull-down (Internal)
PU: Puil-up (External)

|E: Input Enable (After Reset)

1D: input Disabled (After Reset)
OE: Qutput Enable (After Reset)

OD: Output Disabled (After Reset)

3 % GPIO16 1 GPIO17 {3 F T4 2k ESP32-WROOM 51§11 ESP32-SOLO-1 - %4, #iZk ESP32-WROVER Z 41 H & )
BY%% 1 GPIO16 F1 GPIO17 {584 Pt i
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o TP hcti EHUERTREREA N HAis;

o AR P GPIOO i, CLS ATRE MG
PRI C15 W REZ AT AR, WIMTUARE C15 5eMlk. C1S FEIF AR B R AR AL I T P
BT

od N
IERN ey
o z

K 3: C15 (i) 7F ESP32-DevKitC V4 JT & # R &

W R FIF & ESP32-DevKitC V4 EHUAT, 5 E SCHIAIT KM 5E 4 Jotnt «
BUAE, TAIAE PR AT S R B, AR RETT BT, H R R I H ek BRI TT KA.

| 48.2 mm

LKD8 D1 1S 2 @ 4 16 17 5 18 19GND 21 RX TX 22 23 GND

Y
\4

27.9 mm

-
-
-
=1
3
o
-
-
=
A dA

I 4: ESP32-DevKitC F- % MR <+ (H22k ESP32-WROOM-32 #i41) -- 13k &l

TR T

FHSE SR
« ESP32-DevKitC V4 JEF %] (PDF)
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KESP32 $iAHHE15» (PDF)

(ESP32-WROOM-32 £ R#ik&45) (PDF)

«ESP32-WROOM-32D & ESP32-WROOM-32U #; R##%45» (PDF)
(ESP32-WROOM-32E & ESP32-WROOM-32UE #; R ##%1» (PDF)
(ESP32-WROOM-DA # R#i#%F» (PDF)

(ESP32-WROVER #7 K#i#%+)» (PDF)

(ESP32-WROVER-B # R #t%15) (PDF)

o IREEFCMER T A

B RATF KA TE Z Bt SR, TR RIRATARG 5571 sales@espressif.com.

ESP32-DevKitC V2 A 1451
ARAGFINEE T A FFUA(E H ESP32-DevKitC V2 F1 & #i .

e LI

* ESP32-DevKitC V2 ¥ %
» USB A/micro USB B #j(#54k
e PC (Windows, Linux 1§ macOS)

PRATABKE /Y20 0) . B RITE B R A2 /7 T 4 B

ftik ESP32-DevKitC V2 Jg Jka% —iCh T ESP32 BY/NRUTT o, M BRI 46 il S 2 51
TFRN S RTARGE SCPRTE R, AN h L T4 2 R ANE R F SO IT A AR e T e AR B

DitieieW]  ESP32-DevKitC V2 JF AR i 2L 350 KAz hil LT

ESP-WROOM-32

| OND 6I01 8101 SOI LIOI 9400 #O0 001 ZOI SIO1

OQOOOOOOQOOOOOOO

00000000000000000O0 O

& 5: ESP32-DevKitC V2 Jf & it
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FEHG BEENE

ESP32-WROOM-32 HT BESP32 (. LR, &0, (ESP32-WROOM-32 i R Y .

EN SRR

Boot TR . HCT Boot ST OREE, MBS H— T EN (B ZINATT Boot )
BEA R FE B, a0

Micro USB 3 [ USB #211. w] H/EH ARG AE R YR, 5i%E$H: PC il ESP32-WROOM-32 #5
HEERED .

/0 M A2 B 46 R B EL 5 T 2 HF A B HEET . FH PRI RAXT ESP32 i
T, 23l PWM., ADC. DAC, I2C, I2S. SPI%:Z£fhzhfE.

HLDRIEI  JT BAR PT AT =ik 07 s AR e —

» Micro USB it/ (ZRiA)
+ 5V /GND %t
« 3V3/GND %5t

iy bR RN R, 75 AT BE S AT A AR/ S YR

WNREFIFA  ESP32-DevKitC V2 _EHIFT, 1§ 5 SCHIIATT AR se 4 Jotit -
BUE, TR N T] R R FY, R UMTRCETIT AR, H s B0 H ek EARIIT KA

HIZE3CR
« ESP32-DevKitC 51 [ (PDF)

o (ESP32 i ARHIHE45Y (PDF)
(ESP32-WROOM-32 $ R#ik%F» (PDF)

ESP-WROVER-KIT V4.1 A |51

AIEH A T AT AR 61 ESP-WROVER-KIT V4.1 JF A A S H I RERIAH S BC L«

HEd5 TR

o ESP-WROVER-KIT V4.1 7 % %
« USB 2.0 ##li4k (A % Micro-B)
e PC (Windows, Linux B macOS)

YRATABRRE A0 0) . B RIE 5L R A2 7 T AL B

WA  ESP-WROVER-KIT & 52 — 3T ESP32 fIF KA.
ESP-WROVER-KIT J| & H &L S5 7 4 N 244

o ESP32-WROVER-E #i2H
* LCD
* microSD A

I4h, ESP-WROVER-KIT [#)tr 2 ACYEFEERL T St 2 v USB My (FTDIFT2232HL), fifHt
BN E B USB 42 1, fi ] JTAG X} ESP32 #4701, ToFa 404 JTAG 1Hif#% . ESP-WROVER-KIT
AT AN AL B H AR AR SR BT A ARG .

NTETRN, B B A IS BT | AT 2 AR5 .
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#51E: ESP32 1) GPIO16 11 GPIO17 45 I H1/E PSRAM [ i Mt 4p 55 . BRAIEOLT, N T4 H Pt
AR, XIS GPIO & IS | H 2 A ARG

Dpiiettid  ESP-WROVER-KIT JT A 4 3= A F A7 3R BT

seras
crystal

11O expand
UsE 3.2inch
Connector
1 Camera
1 MicroSD
USB_jV
EXT_5V RGB LED
K 6: ESP-WROVER-KIT 3 fEHE [&]
DyeitW]  ESP-WROVER-KIT JF 2R i) LA 4% 0 Beda il UL T .
FT2232HL  32.768 kHz
MicroSD Card Slot. 0R
1/0 Connector ESP32-WROVER-E
Diagnostic LEDs
UART
RGB LED sPI
Camera Connector CTS/RTS
[Esle] JTAG
5V Power On LED
5V Input USB Port
EN Button
Power Switch Boot Button
& 7: ESP-WROVER-KIT F % i &) - AL IR
NEENG VIR R, AR
o WA EAITEG, PABBEHIDUT 48 T 18] 1 e 32 2404
SRS AR RERIUT Y40 T I 2 v 3 S
Espressif Systems 10 Release master

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master%20for ESP32

Chapter 1. Peig Al
LCD
K| 8: ESP-WROVER-KIT JT & i 5 - et /&

FEANG HEANLE

FT2232HL FT2232HL Z #pi USB %% 5 O #fr B gv. JF % A b1l i USB #2 11 %}
FT2232HL ;ts A #EA7E f 4 e, 5 ESP32 @7 4%, FT2232HL ifh H Al
TEHIA A $#2{1k USB-to-JTAG 2 L1 UJRE, Jf¥EiHE B $2it USB-to-Serial %11
oige, AR A RN LS. #0 ESP-WROVER-KIT V4.1 J5#
.

32.768 kHz 32.768 kHz fidi%, w3k Deep-sleep | i A ARG D EERT 4

0 [ FH ESP-WROVER-KIT Jf % Al ik i1 7 —4> 0 W B, ] 7E i ESP32 R 4154

TEA A IFERGU IR, ELEAS IR By S de

ESP32-WROVER-E #
gil

XK ESP32 A4 N 64-Mbit PSRAM, R H2 (R i i) A M7t 25
AbFHRE

SEETEE

ZWr LED {5547 I KR FT2232HL ) GPIO 45 % H: T 4 400 LED {5547, DA%
Jall e

UART g2 0. FT2232HL #l ESP32 4T TX/RX (E 228 & JP2 s, ZRik
THOUT, XPESE S gk i . SR THF M ESP32 BLdd s 1, JwT
FEBRAH BRI, AR ZH %42 2 A AN AR Tk

SPI ERINTEOLT, ESP32 {fi ] SPI #2191 N & flash Al PSRAM., {ii i 265 1
13 ESP32 FIH A SPT % & . XFEOLT, T¥Gmaisrg ik (CS) {55
R, RO T/ERE N33V,

CTS/RTS B OGS BHBAANEZ 2B, b T EeE%TIee, W2 FHBkZE
B TP 14 [AH VA o

ITAG JTAG #:110. FT2232HL F1 ESP32 1% JITAG (Z2CE|H £ IP2 s . Bk
TR, XMW ESAERE. WFHMRE JITAG, L TR Ny, &
FEHRLE -

USB i 11 USB #11. o] {IAEH ARG HEE G, sk PC I & r (42 1 .

EN VR R

BOOT ## 4 TRk . $5T Boot HEITLREF, [FIHE—F EN & (MLHERZAN T Boot i)
HEA CREPERE B, dEadEp R S

YR K E?ﬁﬁa‘éo P 1] Boot #55g—Ml, FF &AM L HL; 5 % Boot #5#—M, FF &M
i,

HL YR BEREIT ¢ ESP-WROVER-KIT F % #i v] i1t USB Jiis 15k 5V iy A$z D fEf . H Pl {f
FH Bk e MEAE W AR L B AR A e . B2 R R, T LR TR A R
W 56 TPT IR A A .

5V Input S5V HEREO. NFrAERSEIERE DT, 5.5x 2.1 mm, HUO0IE. BUUEFF

m

KWH BT R P A cleasemas
L, RS RT R R.

ST, BB LI [ R
5V-t0-3.3V 1l [k 7 5%%@%%‘% T/(1A), NCP1117 H K H R
fay L

A. # L LDO jylxa%JtHEEF (L ] AT R AT AT AR
IDO. TFL/=E #0 BESP-WROVER-KIT V4 1 [&ETHIE
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HEst

Bz E

JP7

JP7

JpP2

JP2
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ESP32 5 Ji5y id  ESP32 RLLH A4 I o 28 s el _E 20 oy O AN RE s . SR RAE DX
PR E BECE AR, WA BT AR . Eetn, A8 K/TP4 HERH REEBAN (T, X 28 GPIO W]
T HA i

R IR s 2 AR, ATt B AL SOONTRE R A R R E T, Ee A GPIOO 1 GPIO2., iy T4 i
i, —LEAPREBA AT [RIINGET , Befn, fi T JTAG A1 SD -RAEFE A, PR —2e 1] SD <30
REAY N I JCIA [l N 247 JTAG sl

FAAEOLR, ARGl E G . Hedn, LCD Ji#efl SD KA —4> GPIO21 A, ] A A .
AT LCD Bifed it D/C (B fdl) (55, HHTEOR B SD R RAGIES . aJess 6
FARMINRE, TR RIEATAE L R R167 KAEHZI0AE. Heif, LCD A1 SD -RAf AT [] i i1

WM N A, 3T —F T R

L VO EHE5/IP1 JP1 AT 14 x 2 Nk, BN IR RE /O™ SR 4. Pl
CHT SN T AR AR B A

H#H I/0 I/0 H#H

n/a 3.3V GND n/a

NC/XTAL 1032 1033 NC/XTAL

JTAG, microSD 1012 1013 JTAG, microSD

JTAG, microSD 1014 1027 Bg sk

Bk 1026 1025 %k, LCD

Wk 1035 1034 gk

gk 1039 1036 gk

JTAG EN 1023 %k, LCD

%3, LCD 1022 1021 %3k, LCD, microSD
%k, LCD 1019 1018 %k, LCD

Bz, LCD 105 1017 PSRAM

PSRAM 1016 104 LED, #1%3L, microSD
#1%3. LED, Boot 100 102 LED, microSD

JTAG, microSD 1015 5V

Vi

NC/XTAL - 32.768 kHz &5 &

JTAG - JTAG/JIP2

Boot - Boot $#8#/SW2

Betg sk - A%k IP4

LED - RGB LED

microSD - microSD Card/J4

LCD - LCD/US

PSRAM - ESP32-WROVER-E ) PSRAM

32.768 kHz ¥

ESP32 &
GP1032

GPIO33

i BOAEOUT, & GPIO32 #il GPIO33 iR £ k. Wik, N THIEE S5, XA
AT R JPL VO Hiegs. @R R11 8 R23 401 0 BRHFHEL £ R12 5§ R24 4, PAKF GP1032
1 GPIO33 i M L HRFE 2 IP1,
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SPI Flash/JP2

ESP32 E

CLK/GPIO6

SDO/GPIO7

SD1/GPIO8

SD2/GPIO9

SD3/GPIO10

NN | W~

CMD/GPIO11

#41E: SPI flash & N TU7 M N ERINAF. G, X LU TR SCRp I AMAT SPT 52 st, AU T M s

eI

T WIALRY flash SR CLHAE O WCHLfH R140 ~ R145 JE8 S HER JP2, AIRTE 2R flash (1 TARMRAR 2
1t 80 MHz, DAKFIPRUE S LA S8 B IESFH Y, BRI R140 ~ R145 fiPH, FFRI4H R flash 528 S5HER

JP2 WiTF.

JTAG/JP2
. | ESP32 &H JTAG 55
1 | EN TRST_N
2 [ MTMS/GPIO14 | TMS
3 | MTDO/GPIO15 | TDO
4 | MTDI/GPIO12 | TDI
5 | MTCK/GPIO13 | TCK
J./JP4
WIS eopr wm | mERES
1 n/a 3.3V
2 | n/a Hh,
3 | GPIO27 SIO_C/SCCB I
4 | GPIO26 SIO_D/SCCB H¥:
5 | GPIO25 VSYNC/Z f [f)
6 | GPIO23 HREF//K V-5 %
7 | GP1022 PCLK/M& 2 i
8 | GPIO21 XCLK/Z& S} h
9 | GPIO35 D7/ Z 53 Bit 7
10 | GPIO34 D6/ Z K3 Bit 6
11 | GPIO39 D5/f8 Z B3 Bit 5
12 | GPIO36 D4/1% Z I Bit 4
13 | GPIO19 D3/f8 Z 53 Bit 3
14 | GPIO18 D2/ Z 554k Bit 2
15 | GPIO5 D1/ Z 53 Bit 1
16 | GPIO4 D0/ Z B3 Bit 0
17 | GPIOO RESET/#:% 35 i/
18 | n/a PWDN/BE % L B
* DO #| D7 R4k o Hds B 2
RGB LED
. | ESP32 %M | RGBLED
1 | GPIOO AR
2 | GPIO2 g
3 | GPIO4 g
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microSD |
ESP32 &/ microSD {5 &
| MTDI/GPIO12 DATA2
) MTCK/GPIO13 CD/DATA3
3 MTDO/GPIO15 CMD
4 MTMS/GPIO14 CLK
5 GPIO2 DATAO
6 GPIO4 DATAI1
- GPIO21 Card Detect
LCD/US _

. | ESP32 &M | LCD (52

1 | GPIO18 A

2 | GPIO19 SCL

3 | GPIO21 D/C

4 | GPIO22 CS

5 | GPIO23 SDA

6 | GPIO25 SDO

7 | GPIO5 wot

WNFYFIFL  ESP-WROVER-KIT FRUET, 115 SEHIATT A thse i Tofit -

PGV AR I PR R R AR, TR AN AR R

o fHJN IPT MRS, VEFE USB WJT A AR .
o 0 IP2 AR, flfE UART 15 .
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USB 28k UART @15

TR H AR
FIHF WLdEIF%, SV Power On LED [ 5555

IEAIHEIFR BUE, TR I3 Y, AR W BCETT R, iR I H ek
EAREITF R

YR 0] ATE ESP-IDF 4 {334 o 2 S R 742 (BSP).
PA N BRI T 5 ESP-WROVER-KIT JF A& A A {44 5 1) 7 5] -

e H . LCD /Rfi|: peripherals/spi_master/Icd
e SD KA/~ : storage/sd_card
o %3 R . https://github.com/espressif/esp32-camera

FHIRESCRY

ESP-WROVER-KIT V4.1 J5i3 & (PDF)

ESP-WROVER-KIT V4.1 75 (DXF)
KESP32 £ AR¥tEH» (PDF)
(ESP32-WROVER-E #; R#i#%1» (PDF)

JTAG 33X,

H/W 5214 5%

ESP-WROVER-KIT V3 A[ 451

AIEF NG T W T AR (1) ESP-WROVER-KIT V3 JT- %y K H I RERIH KL L . 4 ¢ ESP-WROVER-KIT
HAURARING, W50 H/W 855 .

HEe LA

e ESP-WROVER-KIT V3 Ff & #&
» USB %4k (A %% Micro-B)
e PC (Windows. Linux Bf macOS)

VRATLABRIE A 2307y, ELHEHIE B R A2 7 R
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fi&  ESP-WROVER-KIT & 7% — 2 ET ESP32 (- &, £ T LCD BEEEFI micro SD oA#,
ESP-WROVER-KIT A5 PA N ESP32 4 :

» ESP32-WROOM-32
» ESP32-WROVER Z¥I|##igH

14, ESP-WROVER-KIT R ATE T4 T — 3k Je#E 2 ¥ USB #r#s (FTDI FT2232HL), fifdf
KN E BT USB #2171, ffi ] JTAG % ESP32 #4791t , TSN ITAG #1525 . ESP-WROVER-KIT
AT R N R B (R EARCEL AR 8 1 T A IR T

NT BTN, B R 3 5 | A TT A5 .

#7E: %R A ESP32-WROVER #2401 GPIO16 i1 GPIO17 45 Il /E PSRAM [y F- e FI 4052 BAN
BUR, HTHH PSRRI EGE, XA GPIO IS [ H 2 I A ARG .

Dpiiettid  ESP-WROVER-KIT JT S 14 3= B F A4 T7 3R BT -

32.768KHz
110 expand
| LCD:
USB 3.2inch
Connector
1 Camera
t MicroSD
EXT_5V +51|\f-,.0+:3_3v . \ﬂl M RGB LED
[ 9: ESP-WROVER-KIT T HEHE ]
DyigieW]  ESP-WROVER-KIT JF A Ml 32410 #2 1 KAz il XL T
NEENET IR A,
o NIERA EMITIR, DAY /48 75 L A 41
o SRJEVAIRIRERI T /44 T P 2 il B
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32.768
kHz
Micro OR
SD Card
ESP32
e Module
FT2232
RGB
LED
B e T it
UART
Camera
ors - SPI
L& T
LDO
CTS
RTS
5V
Input JTAG
ggg‘z{ PE;V;’ USB Boot EN
& 10: ESP-WROVER-KIT F % M J5) -- AL I
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LCD UL R
L & o

& @ 039
L2
&0
@@
w17 @ 05
o4 @@ 0E
02 @ @ wo
s @@ wis

oo B 1w

1w @ e
s @@ o7
o B o
02 @@ 03
N . N
ruDy @ @ RESET

¥ 11: ESP-WROVER-KIT J % #l i J&j - AR &
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FTEHG BEENE

32.768 kHz 5N 32768 kHz (¥, 5Lt Deep-sleep 1 AT RERTED .

0 FRCHEFH ESP-WROVER-KIT Jf % Mk it 77—~ O BRHLFH, PIFEN & ESP32 R 511540
TEAFEDFERC T R, B RR s 0 Tiae -

ESP32 54 1] %5 ESP32-WROOM-32 & ESP32-WROVER, ESP32-WROVER iz 52%%
£ T ESP32-WROOM-32 W T A BIRE, H.PHE 32-Mbit PSRAM, AJ#E4ER
T A M4t 23 [B) R B s AL 3L T o

FT2232 FT2232 Z i USB i M f%dn . JF & AN vl USB 4% 1 X FT2232
SR AT AN R AR, 5 ESP32 ay 4., FT2232 008 A Al 7E 8 A $2 45
USB-to-JTAG #: M Yjfig, H{EifiA B $#2it USB-to-Serial £ 1 Tyfig, I
RN I 5. W ESP-WROVER-KIT V3 JF ],

UART 511, FT2232HL il ESP32 {47 TX/RX 2L 5[ H & JP11 fFine. BRiA
THOUT, XPES h kg Rz . AR E kT FT2232 i f] ESP32 #5145
I, N R Bl AR, R 1% 1 28 FLA Z R ER Tk g% o

SPI RN LT, ESP32 i fl SPI 422 19717 A & flash A1 PSRAM., fifi X 2£5]
[ %8z ESP32 FIH A SPT %45, XAMEOLT, FFIGINASMY Fik (CS) /7
o ER, kN ESP32-WROVER 4R}, %32 1000 T/ERE N 1.8V 1k
I ESP32-WROOM-32 I}, %3 i TAERE R 3.3 V.

CTS/RTS B OREES  EREBANERZ K. A T HBIZII6E, W70 Bk IE A
BEE TP 14 AH A5

JTAG JTAG ;1. FT2232HL Fl1 ESP32 ) JTAG 25| % JP8 lpiur. ZRik
BT, X G S AR, WFRMHEE JITAG, T IE LR NG, &
FERLIE .

EN A

Boot A . 152 Boot HEIFLRHF, [FIHE— R EN g (MLEERZAN T Boot i)
s CREAETEY AR, R TR E .

USB USB #: 11, w] HIAETF At pg Bt i, s s: PC M A vyl 4 1 .

(VSIS P USB i —MI, JFAM H; #5725 USB f#dd—Ml, JFAMubir.,

YRR K ESP-WROVER-KIT F % i n] i ik USB Jis 115k 5V iy A$z LI fkH . I Pl {f
FH Bk e MEAE WAL AR B T . B 2R R L, T W EE TR A R
WA 5% IPT HERESR AR .

5V Input 5V HUEE: D EBUNAET KoM B dhiztT (RiER: PC) BHMER . U T4 i fr
TAE T e HL i

LDO 5V-10-3.3V K JE 2= 2 H & [k %% NCP1117(1A), NCP1117 fix ) i HE oA 1
Ao B b LDO [l 2 iy b W, {HR Pt mT DA FH B R AR Sy L )
LDO. ®HZ{ZH,, il ESP-WROVER-KIT V3 5[4,

gk B0, bR E OV7670 A5 kAR bR,

RGB LED CLERE RO A, nTi PWM (ks se BRI 4554

/0 Me BRI T A Y 25 1 2T B HEE . W AT ESP32 #5474

2, SLH PWM, ADC, DAC, I2C. I2S. SPI %ZFIgE,

microSD < F#

0T 2 SR 2 B s A T O Y T A3

LCD 7R p#

SCREMGSE—3K 3.27 /) SPI (BRUEPUZeERFTAME 1) LCD EoRgs, 15 W ESP-
WROVER-KIT & # 7R &y -- 1P ALHE .

peELENL Il S 4HEE, BCEITAMRENEE, HR R LI RE L T
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# | BtZRiRE IneEd A
3t |

IP7 i JH AN HL Rl ESP-WROVER-KIT H & A ik
L L

JP7 {ii i USB 35 11 25 ESP-WROVER-KIT J % A fit
L L

JP8 filifE ITAG T
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ESP32 f5JHIsr il ESP32 R ¥4 Tl 4 i e B2 o5 YO T O ERRE AR i5e i o QSR L A TN 17
MRFERE (AR TERE, WHRAT BT IAEA T . Eetn, SRESIPA HEEH R ERAMI AL, WX L GPIO W] ff]
THA A

MR IR s 2 A TRE, ATt B AL SOONTRE R A R R E T, EC A GPIOO 1 GPIO2, iy T4 i
i, —LEANREBA TR G, et fi T JTAG A1 SD -RAEFE MM, PR —2e 1] SD K30
REAY N I JCIA [ N 247 JTAG st

FAAEOLR, ARG ATE G . Hedn, LCD Bl SD R —4> GPIO21 A& ], W] AR A .
AT LCD Bt D/IC (Bdlaizhl) {55, FF M TEOR A SD Ry CD (55 (RadlfES)-
WTEF R AR INRE, IF AN FIE T VAl L #E Bk R167 RASHZIIAE . JEIS, LCD Al SD -RAf u] [a] i fi
A

WM A G, 3T —FT R A

B VO EHZE5/IP1 JP1 AT 14 x 2 kT, BATIREn IR “1/0” SR 4. Pl
“HHT B T X S A AR A T

H+H 1/0 I/0 H+H

n/a 3.3V | GND | n/a

NC/XTAL 1032 | 1033 | NC/XTAL

JTAG, microSD 1012 | 1013 | JTAG, microSD

JTAG, microSD 1014 | 1027 | #1%3k

Bk 1026 | 1025 | $#:f43L, LCD

gk 1035 | 1034 | ik

gk 1039 | 1036 | ##:f5:k

JTAG EN | 1023 | ##f53k, LCD

B3, LCD 1022 | 1021 | #:1%3L, LCD, microSD
%, LCD 1019 | 1018 | #f%%, LCD

Bk, LCD 105 1017 | PSRAM

PSRAM 1016 | 104 LED, #if%3L, microSD
%3k, LED, Boot | IO0 | 102 | LED, microSD

JTAG, microSD 1015 | 5V

N
=

NC/XTAL - 32.768 kHz Oscillator

JTAG - JTAG/JPS

Boot - Boot $#48#/SW2

BBk - A% K /IP4

LED - RGB LED

microSD - microSD Card / J4

LCD - LCD/U5

PSRAM - {5 F Tk ESP32-WROVER [t «

32.768 kHz ¥

ESP32 &k
GP1032

GPIO33

i BOAKSOUT, A8 GPIO32 Ml GPIO33 CLiffk A k. Ik, i T ARIEF S H e BrE, EPE
BIFFR R 2 JPL /O 3EH: . M Al iiad Ff RIT/R23 4b i O BRALPHAS % R12/R24 4b, PAKF GP1032 FiI
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GPIO33 Wi M MBI 2 JP1,

SPI Flash/JP13

ESP32 &/
) CLK/GPIO6
) SD0/GPIO7
3 SD1/GPIOS8
A SD2/GPIO9
5 SD3/GPIO10
6 CMD/GPIOI11

i B flash ST 0 ORI R140 ~ R145 JE 5 B HEEE JP13. QIR 2EKF flash 1 TR
75 80 MHz, y [ ik BIPRULE (5 558 SIS H Y, d@IURSER R140 ~ R145 MU, KFRE4LY flash B2k 5

HEEE IP2 BT
JTAG/JPS
ESP32 & JTAG 55
1 EN TRST_N
) MTMS/GPIO14 T™S
3 MTDO/GPIO15 TDO
4 MTDI/GPIO12 TDI
5 MTCK/GPIO13 TCK
1% J:/JP4
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ESP32 EH BRLES

1. n/a 33V

2. n/a b

3 GPIO27 SIO_C/SCCB H%f

n GPIO26 SIO_D/SCCB %}

5. GPIO25 VSYNC/E: & [r]

6. GPI1023 HREF/ K F% %

7. GPI1022 PCLK/fg Z i[5

8. GPIO21 XCLK/ & S 4h

9. GPIO35 D7/GEH Bit 7
10. GPIO34 D6/15 Z K Bit 6
1. GPIO39 D5/13 ZK0F Bit 5
12. GPIO36 D4/% Z K Bit 4
13. GPIO19 D3/{& ZKf Bit 3
14. GPIO18 D2/ Xk Bit 2
15. GPIOS DI/ ZHd Bit 1
16. GPIO4 DO/ Z K Bit 0
17. GPIOO0 RESET/ L5 i
18. n/a PWDN/H£5 3

* DO £ D7 N BB a2k

RGB LED
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ESP32 & RGB LED
N GPIOO ARE)
5 GPIO2 Z3)
N GPIO4 k)
microSD |
ESP32 &/ microSD {5 &
N MTDI/GPIO12 DATA2
N MTCK/GPIO13 CD/DATA3
N MTDO/GPIO15 CMD
A MTMS/GPIO14 CLK
s GPIO2 DATAOQ
A GPIO4 DATA1
. GPIO21 CD
LCD/U5
ESP32 & Hj LCD 55
N GPIO18 A
N GPIO19 SCL
N GPIO21 D/C
. GPI0O22 CS
s GPI023 SDA
. GPIO25 SDO
. GPIOS 6

WRETFIFE  ESP-WROVER-KIT EHURT, 31 SeifilIT AR S i Teiit .
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PIUGEBERE R IR R IR, RN SR ME AL B .

o N IPT MRS, 1EF USB AJT ARl
o i) IPLL MEEgS, (ERE UART @ fH.

USB@R _ fERE UART B8

RN B AR
FTIF WIRIFY:, SV Power On LED [/ 57,

WERIFHEI R BUE, WAk A ] PR3 3147, R UTREIT L3, F2 R Bl H bess
BARBFF KM

FHORESCRY
« ESP-WROVER-KIT V3 J5i#f [ (PDF)
KESP32 ${ AR #AE 15 (PDF)
«ESP32-WROVER # R#i#%45» (PDF)
(ESP32-WROOM-32 $ R#ik%1» (PDF)
JTAG X,
H/W 814 5%

ESP-WROVER-KIT V2 A[ 451

AIEF NG T W AR 61 ESP-WROVER-KIT V2 JT %t S HERERIHH KL - 4 % ESP-WROVER-KIT
HAUARI NG, W WH/W 8255

S SRS
* ESP-WROVER-KIT V2 JF % #

» USB %24k (A %% Micro-B)
e PC (Windows, Linux B macOS)

VRATPABRIE A2y, ELHERIE B R A2 5 & BT

fitiA  ESP-WROVER-KIT /& 'Rz —kdET ESP32 BT &Mk, AL T LCD FEEHEA] microSD 1l
ESP-WROVER-KIT H]3ENE P ESP32 f#i4H
» ESP32-WROOM-32
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+ ESP32-WROVER 5|4

Bt4h, ESP-WROVER-KIT [ itRe 2 AETHEA T 3Lt 2 ppisl USB My (FTDIFT2232HL), fuifJf
& NG UE e USB $: 11, fiiH] JITAG %t ESP32 #E4 71, TrE#i4NY ITAG i 2% . ESP-WROVER-KIT
AAIT RN B B S FLR R AN T A A g

N T BTN, B R I 5 | 2T R 5.

#1E: ESP-WROVER-KIT V2 #i %k ESP32-WROVER #44 ) GPIO16 1 GPIO17 45l Fil E PSRAM [ -1
FEEES . BOATER T, T4 PR SR ERE, XM~ GPIO & IRT | 2 TF &5 .

Jrfiettid  ESP-WROVER-KIT JF A 14 3= AL F AN 47 s R BT

crystal
110 expand
USBE 3.2inch
Connector
1 Camera
| MicroSD
USB_gV
LDO:
EXT_&V +5W->+3.3V RGB LED
I 12: ESP-WROVER-KIT T fEHE ]
yigseW]  ESP-WROVER-KIT JF A Mty S22 e 1 Kzl XL R
NEENG T IR AN, R
o NELRA LATFIR, DA ST A28 T 1 i 3241
o SRIEARIRERIUF A48T 18 2 i) A
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Micro 5D
Card

‘ 1"
RGE

Camera

LDO

32. 768K
Hz

ESF32
| Madule

CTs
RTS

FT2232

sv
Input

Pawer ' Power

use

Key | Select

Boot EN ‘

[ 13: ESP-WROVER-KIT J % #lffi J&) -- 1A &
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1012
014
026
1035
1039
EM
1022
1618
05
1018
160
50102

1815

L]
o *
)
D &

LB N

0z
i}
PHEN

L I B B B BN BN BN B AR B OBE BN BN BN B O BN OB AN BN OB N
LB B BN BN B BN BN BN BN BN BN O BN DN BN BN B BN N BN NN BN AN

AT et . oo 0

*oH #

. ﬂmm-un
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FEAMG BEXNA

32.768 kHz 5N 32768 kHz (¥, 5Lt Deep-sleep 1 AT RERTED .

ESP32 &4 A& NG ESP32-WROOM-32 & ESP32-WROVER ., ESP32-WROVER Fi4H 52 %%
££5% T ESP32-WROOM-32 [ i GThfE, H.N'HE 32-Mbit PSRAM, R[4t
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5V Input 5V LR WU Ao d B 8hisft (ks PC) BHE .

5V Power On LED | 4P kHGEMA )G (USB 8ANT 5V ki), 24l s AT Riseie

DC/DC %4 2% Hi 5V 33V, ks ik 2 A,

Board B %% 2% 1 XFHEEFAHERE, BT IEBPOE T4 (B#&)

IP101GRI (PHY) YHZ (PHY) B 11 10/100 Heii DL ML & 28 IPIOIGRI & B, RiF & AN &
SEINS DUK LR 4R i PR 2 148 . PHY 5 ESP32 i i ik A4 oph 5742 11 (RMIT)
SEHLERE . RMITL 2 B S7 32 11 (MID) AR R4S . PHY W] 7E 10/100 Mbps
#3748 TEEE 802.3 / 802.3u FRifE.

RJ45 3t |1 DA I B A% i g 11

D 28 A8 W 2575 e S T LUK I P B2 ) — 5847, TR LB, o 0 a2 g e R L B
AR, ALFERE IR R AR B 2 dE 2 1) P Ak ERHE S . [ BB ATEIR &
A5 DK 1585 2 ) AL L B 46

Link/Activity LED 2ALED (G fnzifn), a4y 3l s PHY AT “Link” JJRESEL “Activity” JR7S.

BOOT Button . $ T BOOT #IFCRE, [FIRH%—F EN## (JLhIASZATF BOOT )
A CREMAETE AR, a0 R

EN Fich AR

GPIO Header 1

i 6 NAB[ M FLALR, TiER:E ESP32 fy% f GPIO., HIANZE, & W.GPIO
Header 1.

Slkes SFRBCC RN E 8 F B . 208 5 42 A T 4 SRS BT R TR, TR
BOOT 5§, EN H Bl T fi 1.

PoE T-H (B #t)

PoE AR AR AR HLGi & i FLE (PoE), SHVAKIIERR (A ) $2fitriyil. PoE

T (BHR) MEZAM Akt R REHE R
PoE Fit (B#R) HADPNRHM::
« %% IEEE 802.3at #:lfi

o R 5V,

14 A

W5 PoE THE, 4 HI AR LS5 DK B (A #R) Y RJ4S Port 45 3 PoE AL, PAK
MBS (A AR) RlEIk H PoE 1At (BAR) B9 SV HEHS, KA USB ftri B 514t £ PoE fftdi.

% 2: KM% 2 PoE T (B i)

EFTL EFNE

A ROERETE A HEEF (Z2M0) AERTE (), JH T PoE TAR (B 1R) TERE & Ehernet board
(A). ZEMIREP SR B PoE ScHHLIIHLIE. A A I} DRI (A H0)
BRAE S V .

SRR PoE THL (B B) WIEILIE (26.6~ 54 V).
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External
Power
Terminals
Board A Board A
Connector Connector

[ 25: ESP32-Ethernet-Kit - PoE F#z (B #x) s (GSmok)

BEELEDL AT 4H T ESP32-Ethernet-Kit F- % i it A {71 e 158 701 .

IRELEFEIF R PREIT RATITIY, SRAGTT A58 g GPIO i e 2 FT2232H DASfit JTAG Zhfig. #kigJT
KKHIS, GPIO W] AR HAbLH i -

#®RAFFX | GPIO EH
I GPIO13
2 GPIOI12
3 GPIO15
4 GPIO14

RMIT Ipppiii e RMIT AR A PAK I MAC #1 PHY §52— A>3 50 MHz [a)25 4l (B RMIT
), ERERT A SMRSE L, U RT DA N EREY ESP32 APLL 74 (CRHERE) .

Fril: A% RMIL ISR EE LR, 755 W ESP32-Ethernet-Kit V1.2 DURM AR (A #) J5HHA,
%5 2 WAL E D2,

PHY flll#2 it RMII b} % ESP32-Ethernet-Kit ¥i\ it # >y IP101GRI f#) SOM_CLKO {554 ${it RMII I}
Bl RIS B PHY SMINESRY 25 MHz Joif dh 2 id =2k . FEETHS LTI
R, A4 LAn RESET_N 51 N i i [l & PHY BT (DRAS, ESP32 7 #0if i GPIOS

RESET_N fii 5 A B3l PHY, JUAIXAEA REORIE RS IER LR, 0 ESP32 A AE—E JLFEAT
HA (24 REF_CLK_50M B8P E57E GPIOO b HLRAEHT BNIAFAL T 5 HLF) o

ESP32 APLL Wit fikir) RMIL Bfpp - o) —Fhie P2 M ESP32 APLL PHFKE RMIT BF4f, i3 0L &
K H GPIOO [ 55 i e, DARU LS R IE R i i, SR ML4: PHY.

PPN, 1 P F EAE T ER BRI I — LA AR A KRN (E KL, 152 L ESP32-Ethernet-Kit
VI2 DRI B (A fi) J5IA, 552 50, (% D2, WHERD, R APLL B2 HA A (401128 5t
), IR RMIL 4

GPIO 4rfic A5 /v44 T ESP32-Ethernet-Kit JT A M i 12 1 s RERY GPIO 2 e it «

IP101GRI (PHY) $11 F#E22% 7 ESP32 (MAC) 5 IP101GRI (PHY) ()45 %t % % . ESP32-Ethernet-
Kit [1) 5B ER I ok (A A A S 2 1
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ESP32
GPICD REF CLK_50M
N

. ‘ IHI

=

- = o

&) A % b b
, o
= =
e o]

RMII RMIl Interface 0 PHY
Serial Management Interface
z IP101GRI
|_
L
ol
L
o
GPIO5 i T
& 26: PHY 32 RMII i
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ESP32
GPIOD REF_CLK_50M_180
APLL
Y
=
= = o
&) A % b b
, o
= =
[T =)
RMII RMIl Interface 0 PHY
Serial Management Interface
z IP101GRI
|_
L
o 0
‘-.FDDE| L
GPIOS J_ T
I 27: ESP32 APLL P35 {itfit) RMII Hi
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No. | ESP32 &Hl (MAC) [ IP101GRI (PHY)
RMII 352

1 GPIO21 TX_EN

2 GPIOI9 TXDI[0]

3 GP1022 TXDI[1]

+ GPI025 RXD[0]

5 GPI1026 RXD[1]

6 GPI1027 CRS_DV
7 GPIOO REF_CLK
PR

8 GPI1023 MDC

9 GPIOI8 MDIO
PHY 5 1=

10 | GPIO5 | Reset_N

P4iE: ESP32 [¥) RMII 3= v "1 () T A 48 ) 40 B #2181 2 1Y, AN gl IOMUX 5, GPIO R #E1 7 5 2
REF_CLK {{ "] ##& GPIOO. GPIO16 5 GPIO17, H AWt GPIO 4 [ k7 8 ik .

GPIO Header 1 ASj3:28403% ESP32-Ethernet-Kit JT % #f_b 343 7 it il ) GPIO.,

GPIO Header 2 #Rfs “UiM]” fMAIIAFEEIE, ARG 5 n] i i GPIO.

No. | ESP32 ]
1 GPIO32
2 GPIO33
3 GPIO34
4 GPIO35
5 GPIO36
6 GPIO39

No. | ESP32 &/l | iwBH

1 GPIO17 DR PR 1
2 GPIO16 DU 7R 1
3 GPIO4

4 GPIO2

5 GPIO13 DLR 5 1UEEE 2
6 GPIO12 DL AU 2
7 GPIO15 DLR A UEREE 2
8 GPIO14 DL A ULEH 2
9 GND Ground

10 3V3 33V HE

i

1. ESP32 ith /1) GPIO16 #1 GPIO17 45 % A4 5| i & ESP32-WROVER-E #4115 1, R b Je vk fiff
Mo A ESP32 i) GP1016 Fl GPIO17 45 I, #I T4 HAt AR £ PSRAM Ryf4H , Leh ESP32-
WROOM-32D & ESP32-SOLO-1,

2. HAThBEHR L5 7 it e 4327 X AIRCEL
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VG ya I‘_,l .

GPIO B RLAH: ESP32-WROVER-E | IP101GRI | UART | JTAG | GPIO Comments
S_VP 1036
S_VN 1039
1034 1034
1035 1035
1032 1032
1033 1033
1025 RXD[0]
1026 RXD[1]
1027 CRS_DV
1014 TMS 1014
1012 TDI 1012
1013 TCK 1013
1015 TDO 1015
102 102
100 REF_CLK See note 1
104 104
1016 1016 (NC) | See note 2
1017 1017 (NC) | See note 2
105 Reset_N See note 1
1018 MDIO
1019 TXD[0]
1021 TX_EN
RXDO RXD
TXDO TXD
1022 TXDI[1]
1023 MDC

i

1. AR 1k ESP32 ] GPTIOO [ I HUIRAS3Z PHY M4 i 52, PHY ] RESET_N BRACH{E, PAX
M PHY filEtehdi . BHE, PTRAE G GPIOS 51 RESET_N DAFT A B8P th . 2 WLPHY iz
B RMIT o 5F o % T Joiiiat RESET_N S¢PA epd i) PHY , PHY i fidf F AT e SR04 F /i g
A TR . 500 H RESET_N 251, BOANGOL T MR 25, HAE L5l ESP32 FFjE. A
KSZT, WS W ESP32-Ethernet-Kit V1.2 DUKMEER (A Hz) JREEE.

2. ESP32 it i ) GPIO16 #1 GPIO17 44l ¢4 5| 4} & ESP32-WROVER-E B4 (45 1, A I oA
M. WnFFHEH ESP32 (1) GP1016 £1 GPIO17 45, FIHE# AR PSRAM [A4H, b 4n ESP32-
WROOM-32D & ESP32-SOLO-1,

WHRF A ESP32-Ethernet-Kit FHLET, 15 B JeHfiiATF Z AR SE G Toft .
MG E

Lg%, A RMAE (AR) ERITAEF SRS ONIRES, (F DhRBERIF LA T ERIAIRES .
2. AT RN AR E AN, AR R TGS

3. BRI PATESEPOE 45 (B #) , (HURE] B ISR AT ] SR I

4. ffiff] USB Bl frvA K448 (A 4R) 3 ZE PC,

5. % HLJRIFEM GND #£ % 5V0 —1ll, JtH}, 5V Power On LED [ %%,

EAIFIFR  BUHE,
BARBITF AL o

TEBENT 200, PR 58 ik BTl 5%

THRITE PR N TT R 5 T, AR AR ETIT BRIl Bl H b
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FL ¥ S M DR sl 78 5E BT A RSB E AT AR5, B el e B 485 ethernet/basic 7Rl 4%
BT T T PAOR M RE, SZReANE PHY , GU3EESP32-Ethernet-Kit V1.2 ((&&7Kk) A K
IP101GRI .

%% ESP32-Ethernet-Kit V1.1 [ 3= 25 %

o HIESRAD I K JA [ GPIO 45’5 22 ).

e Cl, C2. C42 1 C43 ¥4y 20 pF. 145 E I, ESP32-Ethernet-Kit V1.2 DUKMERAR (A #r) JFEIE
K.

o f#4H ESP32-WROVER-B #:# >}y ESP32-WROVER-E,

ESP32-Ethernet-Kit 1) H: i}z A<

o ESP32-Ethernet-Kit V1.0 N3
o ESP32-Ethernet-Kit V1.1 N113% %

LIPS E

ESP32-Ethernet-Kit V1.2 PAKMEEN (A #7) JEFEE (PDF)
ESP32-Ethernet-Kit PoE T-# (B #%) B[ (PDF)
ESP32-Ethernet-Kit V1.2 DLKMEEH (A #z) PCB i )5 & (PDF)
ESP32-Ethernet-Kit PoE T4 (B #¢) PCB 7 5% (PDF)

ESP32 $, AR Fk% 15 (PDF)

ESP32-WROVER-E # A 4% 45 (PDF)

JTAG X

H/W 5214 5%

A KATT B Z BT S, THBCR IR 95 581] sales@espressif.com.,

ESP32-Ethernet-Kit V1.0 A[ 4514
AFGF AT A ] ESP32-Ethernet-Kit JT A A LA K it ELAH K HIRE «

ESP32-Ethernet-Kit Jg— 3K VAK e Wi-Fi P& M, AN PAKRM &K T Wi-Fi SR8, 0 THRAVER
(AL IR, ESP32-Ethernet-Kit th[d] i 2R AKX K fIEHL (PoE).

HEe5 TR

s ESP32-Ethernet-Kit V1.0 F+ % A&
» USB #{E4 (A % Micro-B)
e PC (Windows, Linux 1 macOS)

PRATABRE /Y20 0Y . B RTIE B R A2 /7 T 4 B

#%i&  ESP32-Ethernet-Kit J&—Z0R H R4 M &

BT KA AR BN (A Bz) #1PoE ¥4z (B AR) PR, HAnA KMaa (A ) Wi/ Wi-Fi
L ESP32-WROVER-B #1420 1 B 11 10/100 P AR Pk & 2% (PHY) IP101GRI, PoE T4 (B#r) 2
HEPAK ML TR . ESP32-Ethernet-Kit [1) A M n] #E A 142 B Mg B ot Rz TAE.

BT SRR AN, A SGRER T —E 2 Y USB Mrfess (FTDIFT2232H itk F), #Eifi fo i
JFA& NG E#EE R USB #2100, i JTAG X ESP32 #4711, TLFEHIMY JITAG &4 .

Dyiieteid  ESP32-Ethernet-Kit JT % A i) B AITER I XL T

yigieW]  ESP32-Ethernet-Kit JT Ay 3 EALF . 45 1 L a7 LT -

Espressif Systems 53 Release master
Submit Document Feedback


https://github.com/espressif/esp-idf/tree/60a2bf6/examples/ethernet/basic
https://dl.espressif.com/dl/schematics/SCH_ESP32-Ethernet-Kit_A_V1.2_20200528.pdf
https://dl.espressif.com/dl/schematics/SCH_ESP32-Ethernet-Kit_A_V1.2_20200528.pdf
https://dl.espressif.com/dl/schematics/SCH_ESP32-Ethernet-Kit_A_V1.2_20200528.pdf
https://dl.espressif.com/dl/schematics/SCH_ESP32-ETHERNET-KIT_B_V1.0_20190517.pdf
https://dl.espressif.com/dl/schematics/PCB_ESP32-Ethernet-Kit_A_V1_2_20190829.pdf
https://dl.espressif.com/dl/schematics/PCB_ESP32-Ethernet-Kit_B_V1_0_20190306.pdf
https://www.espressif.com/sites/default/files/documentation/esp32_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp32-wrover-e_esp32-wrover-ie_datasheet_cn.pdf
mailto:sales@espressif.com
https://espressif.com
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master%20for ESP32

Chapter 1. e AL

Ethernet Board (A)

[0
ESP32-Ethernel=Kil _A_V10 |

. @ wed Espressif. com

i,
E
=
3
w
]
o
]
L3
2
L
w
-
m
=

eml
w

PoE Board (B)

[ 28: ESP32-Ethernet-Kit V1.0

SV ESP32—ETHERNET—KIT_B
- 4
ESP32-ETHERNET-KIT_A ESP32-ETHERNET-KIT B

RXCH BXCH
TXCH : TXCH
1878 : 1p78
1P45 E 1p45

Flykack 10523753 ;

PSV g‘r’i:iigﬁf:ef pepe ?:zgg?ier Transformer
: Controlex]
R L T L T T T T T T $ p——
Interface
PR kS I SN eI [eEY
Svitch 5v-3.3V IP101GRI
RESET N
=y JTAG MAC OSC_EN
UsB D+/D~, USB-UART ESP32
NN USB-JTAG
(FT2232H) LED#
DIR/RTS
;‘r‘:; EN+IO0 S T IO0+EN I
ESP32 -~ETHERNET-KIT A e
& 29: ESP32-Ethernet-Kit T HEHE & (,ﬁﬂi‘ﬁijﬁ)
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CH_PU Button
BOOT Button GPIO Header 1

ESP32-Ethernet-Kit_A_V1.0 A A ° ESP32-WROVER-B

Link/Activity (J L A® | S
LEDs —|: [ p

Magnetics
Module

RJ45 Port ——e

IP101GRI
(PHY)

Board B
Connectors

ESP32-Ethernet—Kit_B_V1.0

DC/DC 5V Power On LED
Converter 5V Input Power Switch

&l 30: ESP32-Ethernet-Kit - PAKM N (A W) #ifF (k)

UKD (ABR)  FEREENE A _EMTFIR, DA ST 41 il R

GPIO
Header 2

Flow Control
Function Switch
Tx/Rx LEDs

GPIO
Header 3

FT2232H

USB Port
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FTEH | EXNE
4
ESP32- | iX2 ESP32 Bidl & 64-Mbit PSRAM, W] HE{E R I &AM AE 23 TR FIEGHE AL P B
WROVER-

B B
2H
GPIO 5 ARG HGEFLALA, PTiER: 2 BESP32 fUis> GPIO. HARNE, i W.GPIO Header 2,
Header
2

itk BELRE, TR ATFANRGES . BN, I AE.

Yigeik | DIP F3&, nIECHE ESP32 #54)> GPIO [ HiRg. HARNEE, Il shakitdF X,
LTI
Tx/Rx | 2/~ LED, w[lZ/~ UART & #irIRAS.
LED
GPIO | nJif#: % ESP32 134 GPIO, #il#f o Akt 4% 7 % UL EA AR DIHE.
Header
3
FT2232H FT2232H Z /MY USB 45 O ige . & A Ginl i@t USB $2 0% FT2232H ith Fr #- 74 16l
Mgmfe, 5 ESP32 vy i, FT2232H )05 vl 761 iE A 21t USB-to-JTAG # L1 ZIRE, IHAE
iHiH B $2{it USB-to-Serial 4 Mg, A & A G0N I & 5¥#i{. T ESP32-Ethernet-Kit
V1.0 DAKMERNL (A B) JFEHLA

USB ii | USB #2100, nl FVEFF AR B YR, s s PC AR A5 3 11 .

I
YR | HLJEFF K. k10 Boot #4—MI, &AM LH; 142 Boot #228#E—M, F A Mdsi .
ES
5V In- | 5V R 0@ WUAE i B dhiztr (KRR PC) BHEH . (T2 e TAE F a8 H

put P,

5V M EAGERLG (USB BB SV ikl ), L s TSk
Power

On

LED

DC/DC | HiiSVH 33V, BHHEEE2 A,

efds

B M i% | 1XF 2 §HHFER, HTIEBPOE T4 (BAR)

Fedn

IPI01GRI ##1 2 (PHY) Him 1 10/100 P UK M s IP1OIGRI , A vFFF & N S 85 PUK M £k
(PHY) | #pyWPZ%EE:. PHY 5 ESP32 i i fajfb A 37 #2 1 (RMID) SE P iEH: . RMIL 2 IR
SO (MID) BfEifkiii4s . PHY AIFE 10/100 Mbps 3% 37 3¢ IEEE 802.3/802.3u Frift .
RJ45 PAK A B 845 i i 11 o

i 11
WA | L8 AR e i T AR B2 10—, TR HL B S a2 i b R R AR 52 ), A0 46 B 1E
s Wk A e A 8 2 ) = AR ERE S [A] BB 0] ATERC & #5-5 PAK M 58 45 2[RI HR AL FEL I
P4

Link/Activily} LED (£t fIZ1 (), w4515~ PHY AT Link” RS Activity” R .

LED
BOOT | Fzkficht. #T BOOT §I-frFs, [l —T EN & (JLHPAZEAAFF BOOT £#) #EA <[l
g PERE B, R R B

CH_PU | & i,

Fe
GPIO i 6 MRS EFLAL L, TiER S BSP32 (94 1 GPIO. HAAANZE, i WWGPIO Header 1,
Header
1

PoE [*hz (B Hx) PoE Fudid AKIM AL HFLAE (POE), NPAKKMEEMR (A #7) $24EHJE. PoE 1
M (BAR) AYEZEALE I fetiid PR ZhRERER
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PoE T4 (B #it) HAPATHRE:

« ¥k IEEE 802.3at
o HERIH: SV, 14A

W R PoE Th, 5 DAKILRGERF AR M EER (A #) _Ef¢) RJ4S % 15 55 PoE YA 4iAl. KK
R (A AR) #IERE PoE T4t (BAHR) #Y SV RIS, KFA USB fitr 5 314 2 PoE fikri.

External
Power
Terminals
Board A Board A
Connector Connector
[l 31: ESP32-Ethernet-Kit - PoE T4 (B #R) fifF (Adiiok)
FEAYG BEXNA
A Mk LA~ 4 5HERE, BTR BHOIER 2 KM AR (AR) .
AN Z G | PoE FAlu (B i) A5 HIFLE .

BEFLEIL A /441 T ESP32-Ethernet-Kit J A M (A8 /1 L 1 .

IIREREFEIFIE M)Al G ShREERRIT AL E R E GPIO & M) ZhE .

DIP SW GPIO ZH]J &HitheE (DIP SW F2RkE)

| GPIO14 ER: D FT2232H, L ITAG 1)
: fig

) GPIO12 R R FT2232H, #E ITAG 3
: fig

3 GPIO13 EH:Z FT2232H, L ITAG 1)
: fiE

A GPIO15 EREE FT2232H, 3L ITAG 1)
: fig

s GPIO4 ERE R FT2232H, #E ITAG 3
: A

6 GPIO2 R ZE ML 25 MHz 53R

GPIOS % % TP101GRI [ RESET_N
7. -~
LN
8. n/a

F PR AP DIP DW, K54 GPIO T Hofth i i

WirE 2x2 BREERAR, WHT UART HifEalfe.
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=5 #iE
L MTDO GPIO13, IL#szitd¥ I X,
5 MTCK GPIO1S, NL#pfeitdd I %,
N RTS FT2232H [{) RTS {55
A CTS FT2232H [/) CTS {55
GPIO 5}il A543 T ESP32-Ethernet-Kit FF & Al #2111 5L ZH AE R GPIO 43 Fe i «

IP101GRI (PHY) #%11 ESP32 (MAC) 5 IP101GRI (PHY) [A45 I 2 & L K . ESP32-Ethernet-Kit J %

BRI AR S 3% 1 (RMID).

. | ESP32 & Hj (MAC) | IP101GRI (PHY)
RMII 3o
| GPIO21 TX_EN
5 GPIOI19 TXDI[0]
3 GP1022 TXD[1]
A GPIO25 RXDI[0]
s GPI026 RXD[1]
6 GPIO27 CRS_DV
5 GPIOO REF_CLK
RN N v e
8 GPIO23 MDC
9 GPIO18 MDIO
PHY 5 15
10 | GPIO5 | Reset_N

ik BT REF_CLK Z 4, RMI 3w R IrA & B o o2 B 2 1Y, A Bed i IOMUX 5 GPIO Hfi 4

AT R

GPIO Header 1 AR JEREZ 05 ESP32-Ethernet-Kit JT % #g_F20A F At F ) GP1O .
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ESP32 &
! GPIO32
PI
5 GPIO33
3 GPIO34
PI
4 GPIO35
GPIO36
5.
GPIO39
6.

GPIO Header 2 AJEH SR IE HARHE MILIIRER GPIO (GPIO2 [R41) . MRAEAMAEDL, 7 PAKK
I AR Fy m] RE AR BB B Eh e -

ESP32 & MII T8 L]
L GPIO17 EMAC_CLK_180 TLuiHH 1,
5 GPIO16 EMAC_CLK_OUT DB 1.
N GPIO4 EMAC_TX_ER
4 GPIO2 n/a DLERH 2,
s GPIO5 EMAC_RX_CLK DL 2.
ik

1. ESP32 it B 1) GPIO16 F1 GPIO17 45 %A 5| 4 & ESP32-WROVER-B R4 [ 45 B, R I Jo v fif
F. W/ ESP32 1y GP1016 #1 GPIO17 44, UF # A2 SPIRAM RgBE4H , b4 ESP32-
WROOM-32D 1 ESP32-SOLO-1,

2. HAAT eI T o) fe sk 4591 & IRE
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ESP32 &
| GPIO15
5 GPIO13
GPIOI12
3.
GPIO14
4.
GND
5.
6. 3V3
GPIO 5y 1ic
ESP32-WROVER-B | IP101GRI | UART | JTAG | GPIO 152 EH
S_VP 1036
S_VN 1039
1034 1034
1035 1035
1032 1032
1033 1033
1025 RXD[0]
1026 RXD[1]
1027 CRS_DV
1014 TMS 1014
1012 TDI 1012
1013 RTS TCK 1013
1015 CTS TDO 1015
102 102 R I7 U 1 AT 3.
100 REF_CLK DR U 2 A B 3.
104 nTRST | 104
1016 1016 (NC) | W F U 4.
1017 1017 (NC) | WL R i 4.
105 Reset_N 105
1018 MDIO
1019 TXDI0]
1021 TX_EN
RXDO RXD
TXDO TXD
1022 TXDI[1]
1023 MDC
i
1. GPIO2 JJ F-flifE PHY I 4Nk Frtts «
2. GPIOO Ji]F>4 PHY $2fit 50 MHz ELEIS R, A T Bi7 1FA% i 42 0% A8 2R 0F I B 235 R B 52 ), 3%
IR ES R B e R, IS5 0L4s PHY,
3. Wi Ik PHY i GPIOO 1) b RARZS 32 B i e th A2 0, PHY RYSMERARIRFFAE ESP32 b H 5 i
GPIO2 f#ifE.
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4. ESP32 it A i GPIO16 F1 GPIO17 44l %45 5| i} & ESP32-WROVER-B B4l 45, B I Jo A
FH. G0 ESP32 [ GP1016 F1 GPIO17 45/, 7+ o e HoAfth <45 SPIRAM [F452H , Hin ESP32-
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o % IEEE 802.3at 71
o I SV, 14A

107 61 PoE ik, 31 DAK T 2445 UK (A BZ) - RJ4S Port ¥ % PoE fZetiebll. MAK
ML (A B2) KUEDR E PoE FHE (BHR) B9 SV s, ¥ USB Bt [ 21 PoE fiha.
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Power
Terminals
Board A Board A
Connector Connector
[# 35: ESP32-Ethernet-Kit - PoE T4 (B #) /s (oK)
% 4 Fkg 2 PoE FAHL (B AR)
FEAMG BEENAR
A WiERAR AAHEER (Z20) FoHERE CAM), H R PoE FAlw (B M) 1%4% % Ethernet board
(A)o ZEMIRRE B2 K B PoE ZZHALIHLIE . A5 A4 AR AR B4l (A #i)
FEfE 5V HLJE,
AP HL Y5 2 i PoE THz (BH) FI3EHVE (26.6 ~54 V).

BEVLRES AT /M4 AT ESP32-Ethernet-Kit J1 A i 8 {7 Fic B2 1

DNREREFEIFIE  PBIFRITITIY, SASIFIKEH % GPIO it e £ FT2232H PASE I ITAG Thfig. kAT
K KM, GPIO WA T HALH H -

#®EFFX | GPIO B
1 GPIO13
2 GPIO12
3 GPIO15
4 GPIO14

ik PRIT S5 DI B 22 B2 L GPIO A bR i (O B AN IEAEY o 35 DAZRAS U A o

RMIL bt RMIT TAERER A LAK I MAC Il PHY F52—A> 4k 50 MHz [R]85 (R RMIT
PR, EBERT LA AN A, AT DA YRR ESP32 APLL 4.

s Ak RMII B EBER 215 B, 152 W ESP32-Ethernet-Kit V1.1 PAKM AR (A #) JRBRIA,
552 TAYNLE D2,

PHY i $2 it RMII I  ESP32-Ethernet-Kit 2R\ Fit & >4 IP101GRI ) 5S0M_CLKO {555 £ #2 {ik RMII Fif
B, ZETEME S i PHY SMIUER:RY 25 MHz ToE SRSB4 . eSS T E.
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R, R4 LA RESETN 55 /9 T fi fifH & FF PHY B & (DIRES, ESP32 i 2l i GPIOS ff
RESET_N fii 4 A6 /52l PHY, HARXHEARERIER SR IEH B, 50 ESP32 A7 E— @ JLRIAT
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VL1 DUKM B (A M) JRELE, 252 5T, 78 D2, HyER, WER APLL & 1AM & (40128 4k
W), IR AN RMIL 4

GPIO 43fic A5 /v4H T ESP32-Ethernet-Kit JT A M i 12 1 5 RERY GPIO 2 e bt «
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| ESP32 &Hil (MAC) | IP101GRI (PHY)
RMII 352
1 GPIO21 TX_EN
2 GPIOI9 TXDI[0]
3 GP1022 TXDI[1]
+ GPI025 RXD[0]
5 GPI1026 RXD[1]
6 GPI1027 CRS_DV
7 GPIOO REF_CLK
PR
8 GPI1023 MDC
9 GPIOI8 MDIO
PHY 5 1=
10 | GPIO5 | Reset_N

% %7 REF_CLK Z4b, ESP32 () RMI 3 v R i 45 A ol 2 B 2 /Y, A fgi i IOMUX 5§

GPIO Hip5 47 8k

GPIO Header 1 ASj3:28403% ESP32-Ethernet-Kit JT % #f_b 343 7 it il ) GPIO.,

GPIO Header 2 #R¥ls “UiH” SRR ARSI, ASEHAR 65w A i I Y GPIO,

ESP32 Z il

GPIO32

GPIO33

GPIO34

GPIO35

GPIO36

NN | W~

GPIO39

. ESP32 &/ | 1nBA

1 GPIO17 TR A 1
2 GPIO16 DR R 1
3 GPIO4

4 GPI1IO2

5 GPIO13 TR A 2
6 GPIO12 DR R 2
7 GPIO15 LR AU 2
8 GPIO14 DR AUREH 2
9 GND Ground

10 | 3V3 33V HE

i

1. BESP32 ith Jr i) GPIO16 #1 GPIO17 & ¥4 5| & ESP32-WROVER-B #5240 (45 1, BRIt oyl
Mo A ESP32 i) GP1016 Fl GPIO17 451l # I T4 HAt R £ PSRAM Ryf4H , Ll ESP32-
WROOM-32D & ESP32-SOLO-1,

2. HATHREHRIT ) i e 4371 X AICEL
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GPIO 55y Be A4S

ESP32-WROVER-B | IP101GRI | UART | JTAG | GPIO Comments
S_VP 1036

S_VN 1039

1034 1034

1035 1035

1032 1032

1033 1033

1025 RXDIO0]

1026 RXDI[1]

1027 CRS_DV

1014 T™S 1014

1012 TDI 1012

1013 RTS TCK 1013

1015 CTS TDO 1015

102 102

100 REF_CLK See note 1
104 104

1016 1016 (NC) | See note 2
1017 1017 (NC) | See note 2
105 Reset_N See note 1
1018 MDIO

1019 TXD[0]

1021 TX_EN

RXDO RXD

TXDO TXD

1022 TXDI[1]

1023 MDC

ke

1. AR 1k ESP32 ] GPTIOO [ I HUIRAS3Z PHY M4 i 52, PHY ] RESET_N BRACH{E, PAX
M PHY filEtehdi . BHE, PTRAE G GPIOS 51 RESET_N DAFT A B8P th . 2 WLPHY iz
B RMIL it 4F o X Joiilat RESET_N 5¢ P Hppd ) PHY , PHY 78U f i nl e ZER4R /i g
AR SR, S5 00H RESET_N 28], BRUATEOLUT SRy 25/, I Lot ESP32 FF . A
X%, WS ESP32-Ethernet-Kit V1.1 DURMEEM (A #) JREEA

2. ESP32 s i i) GPIO16 #i1 GPIO17 & %A 5| i & ESP32-WROVER-B R 4H (& B, [ L o g
Ao Nl H ESP32 (1) GP1016 Al GPIO17 451, # S s e HoAth R4 PSRAM [y, Hedn ESP32-
WROOM-32D =} ESP32-SOLO-1.,

WHRF A ESP32-Ethernet-Kit FHLET, 15 B JeHfiiATF Z AR SE G Toft .
MG E

Lg%, A RMAE (AR) ERITAEF SRS ONIRES, (F DhRBERIF LA T ERIAIRES .
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3. BRI PATESEPOE 45 (B #) , (HURE] B ISR AT ] SR I

4. ffiff] USB Bl frvA K448 (A 4R) 3 ZE PC,

5. % HLJRIFEM GND #£ % 5V0 —1ll, JtH}, 5V Power On LED [ %%,

ERIFGIF R B, WERIER R AT g Y, AR AR EIT RIS, s Bl H bk

EARMITT R
TEBENT 200, PR 58 ik BTl 5%
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%1%} ESP32-Ethernet-Kit V1.0 14§ 212
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ESP32-DevKitS ESP32-DevKitS-R
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Kl 44: ESP32-PICO-KIT-1 JF & Mfi R - 16T (sShiiok)
FEAHG ik
ESP32-PICO-V3 ESP32-PICO-KIT-1 H & A AR 2 A5 4H (SiP), #4538 ESP32 SoC ith f, X
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e 1 xPC, iz47 Windows, Linux B macOS £%;
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KIT-1 FF &4 .
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Header J2
WS B FE Ihge
1 1020 /0 GPIO20
2 1021 /0 GPIO21, VSPIHD, EMAC_TX_EN
3 1022 /0 GPI022, VSPIWP, UORTS, EMAC_TXD1
4 1019 /0 GPIO19, VSPIQ, UOCTS, EMAC_TXDO0
5 108 /0 GPIOS, SD_DATALI, HS1_DATAL1, U2CTS
6 107 /0 GPIO7, SD_DATAO, HS1_DATAO, U2RTS
7 105 1/0 GPIOS, VSPICS0, HS1_DATA6, EMAC_RX_CLK
8 1010 /O GPIO10, SD_DATA3, SPIWP, HS1_DATA3, UITXD
9 109 /0 GPIO9, SD_DATA?2, SPIHD, HS1_DATA2, UIRXD
10 RXDO | I/O GPIO3, UORXD (W:z/#% 1) , CLK_OUT2
11 TXDO | I/O GPIO1, UOTXD (MW.:x4% 1) , CLK_OUT3, EMAC_RXD?2
12 1035 I ADCI_CH7, RTC_GPIOS
13 1034 I ADC1_CH6, RTC_GPIO4
14 1038 I GPIO38, ADC1_CH2, RTC_GPIO2
15 1037 I GPI1037, ADC1_CHI, RTC_GPIOI
16 EN I CHIP_PU
17 GND P e
18 VDD33 | P 3.3V it
(3V3)
Header J3
ws B A Inge
1 GND P B
2 SEN- I GPI1036, ADC1_CHO, RTC_GPIO0
SOR_VP
(FSVP)
3 SEN- I GPI1039, ADC1_CH3, RTC_GPIO3
SOR_VN
(FSVN)
4 1025 /0 GP1025, DAC_1, ADC2_CHS8, RTC_GPIO6, EMAC_RXDO0
5 1026 /0 GPI026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI1
6 1032 /0 32K_XP (JL:Z#% 2a) , ADC1_CH4, TOUCH9, RTC_GPIO9
7 1033 /0 32K_XN (JL:zf#% 2b) , ADC1_CHS, TOUCHS, RTC_GPIOS
8 1027 /0 GPI1027, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV
9 1014 /0 ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK, HS2_CLK,
SD_CLK, EMAC_TXD2
10 1012 /0 ADC2_CH5, TOUCH5, RTC_GPIO15, MTDI (L% #% 3) , HSPIQ,
HS2_DATAZ2, SD_DATA2, EMAC_TXD3
11 1013 /0 ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID, HS2 DATA3,
SD_DATA3, EMAC_RX_ER
12 1015 /0 ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICS0O, HS2_CMD,
SD_CMD, EMAC_RXD3
13 102 /0 ADC2_CH2, TOUCH2, RTC_GPIOI12, HSPIWP, HS2 DATAO,
SD_DATAO0
14 104 /0 ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD, HS2 DATAI,
SD_DATAI1, EMAC_TX_ER
15 100 /0 ADC2_CHI, TOUCHI, RTC_GPIO11, CLK_OUTI1, EMAC_TX_CLK
16 VvDD33 | P 3.3V fiti
(3V3)
17 GND P e
18 EXT_5V| P 5V it
(5V)
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ESP32-PICO-MINI-02 LDO USB-to-UART Bridge

Micro USE Port

Power On LED

Y0 Connector EN Button BOOT Button

/& 48: ESP32-PICO-DevKitM-2 J1 & M4l 44 &y - 1B (S iek)

FEHHE ik
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LDO SV 5 3.3V Rk =R
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K.

/O Connector ESP32-PICO-MINI-02 [ I EL 51 2 & AcHEER . I Fal %) ESP32
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DLEETE bt

BOOT R . HCT Boot S OREE, [AIHSHE N EN R IE A CF R #H,
IR R

EN fi:4# AR

BOTIFE  FHE, e ESP32-PICO-DevKitM-2 5247 T4 .

B s A
o 1 x ESP32-PICO-DevKitM-2 H % #x

* 1 x USB 2.0 A % Micro B %2k
* 1 xPC, 1547 Windows, Linux B macOS &%
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[.....I.....I......l..]

Pin Header
e TXD Micro-B USB
RXD DP
SSOT USB to UART DM —
ESP32-PICO-MINI-02 EXT_5V -

LED
VDD33 |-

LDO {O)
VN

| EN "BOOT'

ESP32-PICO-DevKith-2

Signal

Pawer

[¢e ¢ ¢ ¢ o ¢ ¢ ¢ ¢ ¢ o ¢ ¢ ¢ ¢ ¢ ¢ o ¢ o o

%] 49: ESP32-PICO-DevKitM-2 T HER] (hmck)

ey X JFABERBLAT =it 73, AL R e —Fh:

» Micro USB £t (ERiA)
* 5V/GND %5 ik
* 3V3/GND %5 ik

N TR W Py WAN 52 o B VY N 24 1 955 M L IR  2P 1787 A -2 1 A R

MM 2 o BERA T AHLPI0N VO B, AR IRRIIAEIL R, AR %
S oSS (R — 5
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Header J2
WS B FE Ihge
1 1020 /0 GPIO20
2 1021 /0 GPIO21, VSPIHD, EMAC_TX_EN
3 1022 /0 GPI022, VSPIWP, UORTS, EMAC_TXD1
4 1019 /0 GPIO19, VSPIQ, UOCTS, EMAC_TXDO0
5 108 /0 GPIOS, SD_DATALI, HS1_DATAL1, U2CTS
6 107 /0 GPIO7, SD_DATAO, HS1_DATAO, U2RTS
7 105 1/0 GPIOS, VSPICS0, HS1_DATA6, EMAC_RX_CLK
8 NC - NC
9 NC - NC
10 RXDO | I/O GPIO3, UORXD (W:z/#% 1) , CLK_OUT2
11 TXDO | I/O GPIO1, UOTXD (MW.:x4% 1) , CLK_OUT3, EMAC_RXD?2
12 1035 I ADCI_CH7, RTC_GPIOS
13 1034 I ADC1_CH6, RTC_GPIO4
14 1038 I GPIO38, ADC1_CH2, RTC_GPIO2
15 1037 I GPI1037, ADC1_CHI, RTC_GPIOI
16 EN I CHIP_PU
17 GND P e
18 VDD33 | P 33V fith
(3V3)
Header J3
ws B A Inge
1 GND P B
2 SEN- I GPI1036, ADC1_CHO, RTC_GPIO0
SOR_VP
(FSVP)
3 SEN- I GPI1039, ADC1_CH3, RTC_GPIO3
SOR_VN
(FSVN)
4 1025 /0 GP1025, DAC_1, ADC2_CHS8, RTC_GPIO6, EMAC_RXDO0
5 1026 /0 GPI026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI1
6 1032 /0 32K_XP (JL:Z#% 2a) , ADC1_CH4, TOUCH9, RTC_GPIO9
7 1033 /0 32K_XN (JL:zf#% 2b) , ADC1_CHS, TOUCHS, RTC_GPIOS
8 1027 /0 GPI1027, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV
9 1014 /0 ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK, HS2_CLK,
SD_CLK, EMAC_TXD2
10 1012 /0 ADC2_CH5, TOUCH5, RTC_GPIO15, MTDI (L% #% 3) , HSPIQ,
HS2_DATAZ2, SD_DATA2, EMAC_TXD3
11 1013 /0 ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID, HS2 DATA3,
SD_DATA3, EMAC_RX_ER
12 1015 /0 ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICS0O, HS2_CMD,
SD_CMD, EMAC_RXD3
13 102 /0 ADC2_CH2, TOUCH2, RTC_GPIOI12, HSPIWP, HS2 DATAO,
SD_DATAO0
14 104 /0 ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD, HS2 DATAI,
SD_DATAI1, EMAC_TX_ER
15 100 /0 ADC2_CHI, TOUCHI, RTC_GPIO11, CLK_OUTI1, EMAC_TX_CLK
16 VvDD33 | P 3.3V fiti
(3V3)
17 GND P e
18 EXT_5V| P 5V it
(5V)
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il
L ZE M C R B L USB /S5 A5
2. 32.768 kHz Sk AR i :
(@) FAEH;
(b) H
3. ESP32-PICO-DevKitM-2 [N SPI flash ) T/EHE R 3.3 V., I, Strapping 45 il MTDI 7£ - fi &2 1/
FE R AR . AR IR T, SRR IR A PR R

| [epio2i][[VsPiHD |EmAC TX EN

. [GPI022|[[VSPWP ][ UoRTS | EMAC_TXD1 |
[GPIOT9][VSPI@ [ UOCTS |[ EMAC TXD0 |
| [GPiow |[SooAmaT]_veors | [SumAua
[cPior |[SocoATaG s [SmATARN
g [CF1os |[VSricso™] [N o R o

) [GPI0a |[ UORXD ][ CLK_OUT2 |

[Emac_rxoo [IBAGHIN [ RTc_GPios | [ADC2 cHe | [GPiozs] e
[EMAC_RD1 | [IDAGIZN) [ RTC_GPIO7 | [ADC2_CHS | [GPIOZ5] e

[IREZREEN[ ToucHe | [RTC_GPIO9 | [ADC1_CH4 | [GPIO32]

[IISEREE | ToucHs | [RTc_GPIos | [ADCT_CH5 | [GPioa3] fR

[Emac_Rx_Dv][ ToucH? |[RTC_GPIO17 |[ADCZ_CHT |[GPIO27]

[IHSZICIKI[ EmaC_TxD2 [[SD_CLK |[HSPICLK | MTMS || TOUCH6 | [RTC_GPIO16 |[ADCZ CHG | [GPiot4] [
[FS2I0ATAZ|| EMAC_TxD3 [ED_DATAZ[ HSPIQ | MTDI || TOUCH5 |[RTC_GPIO5 |[ADC2 CHs |[GPID12] 7
[S2IDATAS| EMAC_RX_ER|ED_DATAJ[ HSPID | MTCK | TouCH4 |[RTC_GPIO14 |[ADC2 CH4 |[GPID13] ok
[ESZICWB][ EMAC_RXD3 |[SD_CMD |[HSPICSO | MTDO | TOUCH3 | [RTC_GFIO13 | [ADG2_CH3 | [GPIOT5]
BO_DATAQ| HSPIWP |[IHSZIDATADN| TOUCH2 |[RTC_GPIO12 |[ADC2_CH2 |[ GPIOZ |
[EMAC_TX_ER|ED_DATAI| HSPIHD |[JHSZIDATAR| TouCHO | [RTC_GPIO10 | [ADC2_CHO | [ GPio4 | K
[cLk_ouT1]Emac_Tx_cLK|[ ToucH1 |[RTC_GPIO11 |[ADC2 CH1 |[ GPioo | K X

| [GPI01 ][ uoTxD [ CLK_OUT3 |[EMAC_RXD? |

GPIO35|| ADC1_CHTY || RTC_GPIO5

| [cPIO34][ADCT_CHE |[RTC_GPIOA4 |
~ [cPio3s][ADC1_cHz |[RTC_GPIOZ |

| [crios7][ADCi_cHi |[RTc_ceiot |

AE ONO W3

(7]

] 50: ESP32-PICO-DevKitM-2 %5 jiifi f (i chioh)

A )=y

BEPRRRAS A TT A BTN, ARA D S As

FHRE SR
+ ESP32-PICO-MINI-02 & ESP32-PICO-MINI-02U #; R #i#% 45 (PDF)
o IRFMEM T H
+ ESP32-PICO-DevKitM-2 JEF{ [ (PDF)
« ESP32-PICO-DevKitM-2 PCB #i 5Kl (PDF)

A RATFEARBEZ B SCR, IECR NIRRT 5570 sales@espressif.com.,

ESP32-DevKitM-1

AIEEAFN G ESP32-DevKitM-1, FHHRHUHE 2 XTI A ARIIE R -

ESP32-DevKitM-1 2 SR ZEHE ! Y — 7k T ESP32-MINI-1/1U B2 A TR Aot M EAREEE R 704
i@%%’lﬁ%ﬂﬁfﬂ!ﬂﬁ%ﬁ HPAIARIE SRR, L BRA AT R N Bea, RN TR I A AR 7
T B BT
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oc66A

3¢ 38 37 36 3V3 GND

ESP32-DevKitM-1- 1= [fi] ESP32-DevKitM-1-ll| 1]

AF E A

o PR ATT: $R4L ESP32-DevKitM-1 )R] BEARIA Kb B RE A F AN B o
o B4 AL ESP32-DevKitM-1 HYTEARECHE . -
o ARX LAY RSO EER: .

P AT AT A E e I 466 5 ESP32-DevKitM-1, FHAFE=F0: B4, NE—L T ESP32-
DevKitM-1 {9 REA KL, AL A 42 5 9F A 215 /G AT TREPFRTAAM , RO /48 ]y ESP32-
DevKitM-1 B¢ [ {4 .

HEik  ESP32-DevKitM-1 JF At —a/ NG S IIF A, RA& ATt Ihfg:

5T ESP32-MINI-1 5, ESP32-MINI-1U #i4
USB %53 11 gt 11 [ B ) IF A pi ik e
WA HHT

AT B AN ST B 1 4

AR A

PSRRI 3

BT Ak, AR ESP32-DevKitM-1 JF A ACRF AR AR sl 5 iy ey oty U4

FAET RS HIFE https://www.espressif.com/zh-hans/company/contact/buy-a-sample ,

AL R SK, ESP32-DevKitM-1 JF 2 AR AR ARHAR (4 -

HE VT BRI https://www.espressif.com/zh-hans/contact-us/sales-questions.

Al1kor4  ESP32-DevKitM-1 JF Rt i) A« 45 100 B2l s R & . R SCPARR#L ESP32-MINI-1 )
TF R BT B o
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USB-to-UART
Bridge

5V 1o 3.3V LDO 1/0 Connector

Boot Button

Micro-USB Port ESP32-MINI-1 Module

Reset Button
3.3V Power
On LED I/O Connector
& 51: ESP32-DevKitM-1 - IE A
FEHGF HARNE
M2 ESP32-MINI-1 #i4H 5§ ESP32-MINI-1U #:i41. ESP32-MINI-1 474 #k # PCB
KZk; ESP32-MINI-1U 74 SR KT AR . AR N &R RSt 4
MB flash, £ i¥, i MW, «ESP32-MINI-1 & ESP32-MINI-1U 7 ARFKS 155
5V #;:33VLDO RS, MIASYV, it 3.3V
Boot TR, T Boot B[R Reset g7t A [ R A=,
L ER R R
Reset £ 5 HicR
Micro-USB $ [ USB 211, w] FIYEFF ARt e s sk PC Al ESP32 itk i [ i 1 1
USB % UART Hifaps Fth | USB % UART #rf4s, nl MLk 3 Mbps B9 15 5%
3.3V BT &M iRz USB LS, izfantT . H2ER, WAL A R
|
/O #4w FrA nT H GPIO 47 ([ Flash 9 SPI ii2k) HESIH 2IF AR HEE . H
PR ESP32 0t e, A ZFiife

WNFDFIF R ESP32-DevKitM-1 EHURT, 5 B Sl A sE i i .

w25
o ESP32-DevKitM-1 FF % #x

 USB A / micro USB B %4k
* PC (Windows. Linux & macS)

BrveE BUE, AT ] PSR B, AR WS EIT AT, IR R I H bR AR
T A o
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R X 2021 4F 12 A 2 HZ #i4E 7 ESP32-DevKitM-1, HAE# ik #iA% MCU #id, 58
F PCN-2021-021 DA & FF &M F 35BS R A AR . X TR A ) R, sk
FRLFERT, FEEAEmenuconfig "= A (CONFIG_FREERTOS_UNICORE).

Wiftk5%

DitiekER]  ESP32-DevKitM-1 (4 2 ZLA RN HER T AT TR .

N
-
e
Power Supply/
Programming
: D+/D-
D01 usB.uART || TRRX
. > . < -
.6. Bridge ESP32MINI-1 |«
' Module
: 3.3V
‘ >
>
LDO I T
O O

Pin Header
Connector x2

§,~_ESP32-DevKitM-1_V1 Boot RST

&l 52: ESP32-DevKitM-1

VUDRIEIE T A AR AT A DAT = APl 0y 2T e —

 Micro USB ftH1 (2R )
e 5V /GND & ik
» 3V3/GND &t

He.
ik

o FIAEREE AnllRngE, 150 0] SIS R
o BUEES APt 72 Micro USB i I {HEHL .

FENRE TR VO A, HBRLFRAINEE I T 3% M MBS % (ESP32 FEARMIAE )

WS AR ES Thie
g!Page 90, 1
1 GND P He
2 3V3 P 3.3V HR
3 136 I GPI036, ADC1_CHO, RTC_GPIOO
To4ks:
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R6-EZFm
we AR £ Ihge
ggpage 90, 1

4 137 I GPIO37, ADC1_CHI, RTC_GPIO1

5 138 I GPIO38, ADC1_CH2, RTC_GPIO2

6 139 I GPIO39, ADC1_CH3, RTC_GPIO3

7 RST I AL EH fERE: IR KM

8 134 I GPIO34, ADC1_CH6, RTC_GPIO4

9 135 I GPIO35, ADC1_CH7, RTC_GPIOS

10 1032 1I/0 GPIO32, XTAL_32K P (32.768 kHz crystal oscillator input),
ADC1_CH4, TOUCH9, RTC_GPIO9

11 1033 /0 GPIO33, XTAL_32K_N (32.768 kHz crystal oscillator output),
ADCI1_CHS5, TOUCHS, RTC_GPIOS

12 1025 /0 GPIO25, DAC_1, ADC2_CHS, RTC_GPIO6, EMAC_RXD0

13 1026 1/0 GPI026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI

14 1027 /0 GPIO27, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV

15 1014 /O GPIO14, ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK,
HS2_CLK, SD_CLK, EMAC_TXD?2

16 5V P 5V HJR

17 1012 /0 GPIO12, ADC2_CHS, TOUCHS, RTC_GPIO15, MTDI?, HSPIQ,
HS2_DATA2, SD_DATA2, EMAC_TXD3

18 1013 1/0 GPIO13, ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID,
HS2_DATA3, SD_DATA3, EMAC_RX_ER

19 1015 /O GPIO15, ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO"& %2
HSPICS0, HS2_CMD, SD_CMD, EMAC_RXD?3

20 102 /0 GPIO2P2e®0.2 " ADC2_CH2, TOUCH2, RTC_GPIO12, HSPIWP,
HS2_DATAO, SD_DATAO

21 100 1/0 GPIOQM%0.2 " ADC2_CHI1, TOUCHI1, RTC_GPIO11, CLK_OUTI,
EMAC_TX_CLK

22 104 1/0 GPIO4, ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD,
HS2_DATAL, SD_DATA1, EMAC_TX_ER

23 109 1/0 GPIO9, HS1_DATA?2, UIRXD, SD_DATA?2

24 1010 I/0 GPIO10, HS1_DATA3, UITXD, SD_DATA3

25 105 /0 GPIO5™ 0.2 'HS1_DATAG6, VSPICSO, EMAC_RX_CLK

26 1018 /0 GPIO18, HS1_DATA7, VSPICLK

27 1023 1/0 GPIO23, HS1_STROBE, VSPID

28 1019 /O GPIO19, VSPIQ, UOCTS, EMAC_TXDO

29 1022 /O GPIO22, VSPIWP, UORTS, EMAC_TXD1

30 1021 I/0 GPIO21, VSPIHD, EMAC_TX_EN

31 TXDO /O GPIO1, UOTXD, CLK_OUT3, EMAC_RXD2

32 RXDO /0 GPIO3, UORXD, CLK_OUT2

N )

BEPRRELT DI W TCRATH T e

FHE SRS
e (ESP32-MINI-1 & ESP32-MINI-1U $ R#i#%-FY (PDF)
« ESP32-DevKitM-1 J5 3 [#| (PDF)
 ESP32-DevKitM-1 PCB i J5[& (PDF)
o ESP32-DevKitM-1 1iJ5 &l (DXF) - 7] {#i F§ Autodesk Viewer &
UP: B I A O K,
2 MTDI, GPIOO, GPIO2, MTDO #I GPIO5 >y Strapping 45l {Eith H FHFI R G A (adFE ., Strapping 45 BAR SRS B Y — 3k
W (F 4 Rt DB . Strapping FEIIG AR T, #i5%  (ESP32 $5 RHME ) > 215 Strapping .
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ESP32-DevKitM-1 & ESPRESSIF

[ 53: ESP32-DevKitM-1 (S lk)

o IREEFT IR T H
*  (ESP32 i ARHHE15) (PDF)

B RATF MBI TE Z B S0, IR TRATBIRI555K1] sales@espressif.com

1.2.2 At

WNFAE ESP32 | ffif] ESP-IDF, 425 DL Rk :

 WCE THEE, T % ESP32 {UfH;
* Gkl TH——CMake fiI Ninja it TH, JIT 4% ESP32 MR

* 3R ESP-IDF AR {FTT RAMESE . ZHERL C G R A5 ESP32 (1A APL (BR{FEFIIEACHD) FlizfT

CILHERY AR ;
E<P-1DE CMake / IDE
Toolchain
Project
L Application -
BUILD AT
- UPLOAD }|3 5
a L a
Wﬁ\ =— = '.-__._::::___ __;f
—y = i =] -——:::—_==:=:::_-_.-"
D
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1.3 23
NEREFRFEAN, IRERUE T AT IR, AR e .

1.3.1 IDE

Frik: AUGHEE A S ER IS &35 (IDE) 2% ESP-IDF.,

* Eclipse Plugin
¢ VSCode Extension

1.3.2 Fghedk
TR BRI E RS, PEEEU BTl AR

Windows *F- & T HBEm ki i e &

i ESP-IDF 75 L2048 —2ph & T H, BRI % ESP32 #y 2 [E{f, f33% Python, Git, %2 X Jq 4.
CMake Fl1 Ninja 4% L H45.

AN HEE NG T WAE SRR T A AR AR i, 2% ESP-IDF )5, it n] DA Eclipse Plugin
s A 37 R CMake 1 EJE4L T K. IDE.

Frik: BRUEAAT: - R ESP-IDF Al ESP-IDF T AR 223¢ AR A BE R 90 NFAF, Zépfiead Kl g
S FEAME K. - Python = ESP-IDF {223 ke i —E N AEW S S HE S . - BRAFBME RS BN L
ff Unicode UTF-8, U] Python & ESP-IDF {44 A2 PR RE AU 74T (I ASCIT R4

RG] DA a0 7 SORF A R SE L & A SCRF Unicode UTF-8: Control Panel > B K date.
time, B{ number #%3 > Administrative tab > W system locale > 4 1i Beta: Use
Unicode UTF-8 for worldwide language support >0k > HHHK.

ESP-IDF T H23%%5  20%¢ ESP-IDF whfs T H IR 5 77 302 T #—1> ESP-IDF T H 22245

Installer

Windows Installer Download
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TR % G ISR e X )] AERR AR P AEH /N, AT A%E%E ESP-IDF WA U4 . fEdceadfir, %
PR KR L BMO SO, 936 Git For Windows 224685 . TELERAR T 208 N S AEEHE AT
H3% Suserprofile$/espressif 1,

BERAART AT EATA K a4 . BT L& T A F5 SOl SO, £33E Git For Windows Z42%4¢
Ao

WRNG TR RN AN
* NER Python
o XGRS
* OpenOCD
e CMake FiI Ninja g% L H
¢ ESP-IDF

LT VPR N # 3 G /Y ESP-IDF H 5% . #E##6 ESP-IDF N #;3| $userprofile%\Desktop\
esp—idf H3EF, HA suserprofiles FEFHKH .

J 5l ESP-IDF #AE: 223450, Wn4)3% T Run ESP-IDF PowerShell Environment B Run
ESP-IDF Command Prompt (cmd.exe), ZEIERET AT E NIRRT O 5sh ESP-IDF,

Run ESP-IDF PowerShell Environment:

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 54: 5% i, ESP-IDF T EH.Z3% 16 §:0H2 4T Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):

B 2P qF ARSI, BN G 1] Windows B fiy SR AF AT A
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Using Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/
git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf
IAdding ESP-IDF tools to PATH.
espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
espressif\tools\xtensa-esp32s2-el1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
espressif\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
espressif\tools\cmake\3.13.4\bin
espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
espressif\tools\ninja\1.9.0\

espressif\tools\idf-exe\1.0.1\

espressif\tools\ccache\3.7\

C
C
C
C
C
C
C
C
C
C

:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date
Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

& 55: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

]

Run ESP-IDF Edipse Environment
Run ESP-IDF PowerShell Environment

=

Run ESP-IDF Command Prompt Environment

]

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about
30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

K 56: 5¢ i ESP-IDF T EL%%% ] S0tz 4T Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

[ 57: ESP-IDF iy A3 nf5 6 1
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ESP-IDF T HZZAEERnIAE “TFIR” S, Q#—4TJT ESP-IDF iy 5/ 7 6 HAYTREETT K. A HesE
J7 ATPATIF Windows fiy 942 7R 4F (I emd.exe) , JFI81T export .bat AR VAR EAIIFASH (Han
PATH, IDF_PATH4). M4, &R LA T Windows iy SH27mAF i 4 C 420 r T A,

R, APREETT A AGE N ESP-IDF TR Z25¢ 4% fh i€ 1) ESP-IDF A%, WS A _EA77EZ 1> ESP-IDF jif
e (M 2R A MCA Y ESP-IDF) , A PAR W Rh g g 7 3k -

1. >& ESP-IDF T H 22 28 i i pusie oy s id— AN RAS, 803 pebE =0 ESP-IDF TAEI 4248
hA B8 1) ESP-IDF 4%

2. 8, WPAIsTT cmd.exe, Y2 A B A ESP-IDF H%, 51217 export.bat, HHE,
XA k%R PATH Hf7AE Python 1 Git. WNSRFE FHEHE A 96 “3AF] Python 5k Git” 4%
fB5E, WHHHE—FrE.

JHUG1EN] ESP-IDF - BUEARE 4B 4% 1 (1] ESP-IDF T 2505, T RN G T a5 — 4> TAE.

AFE RN R AR 1T ESP-IDF, Q3G WAl g I} ESP32 QIS — A TR, FFAg. BestAnififsie s
i

Frik: WURIEAR 2% ESP-IDF, 352 M PRI, AREE A v i 95 00 Ay A

IFIGGIEE TR PRAE, W PAUES & ESP32 W HAE)F T . 1] PAM ESP-IDF H examples H 5% T get-
started/hello_world T.#2FF 15

H % ESP-IDF % RS0 S K¢ ESP-IDF At TAR AR oy 25

#f get-started/hello_world TS il EAMIK) ~/esp HRF:

cd fuserprofile$\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#ili: ESP-IDF {1 examples H st NA—RIIRGITAE, 7TRAT IR Eid 7 iR Hil 91847 H i BT 7R 6,
WAL B B, T AT

Gty BUE, R BSP32 JT e PC, HERITAAMRME AR,
1t Windows #fERGEH, & ZAREH A coM TFk.
A KA AR O A AR TR R, W5 ESP32 el ot ik,

ik WCER a4, USSR .

Bl TR HPEA hello_world Hak, 5 E ESP32 HHARE F, AAJGi247 RN B T.H menuconfig,

Windows

cd %userprofile$\esp\hello_world
idf.py set-target esp32
idf.py menuconfig

FIH—DHLIREG, WELMT idf.py set-target esp32 &E “HER” Whh. W, HIRIEHE
BRIERI AT H 2 i gt R e () o WA CHAR” BB AR (kb
). BEEE, WWAFRAFSEA  ser-target,
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IEHEAE BRSSP RE, RO RAR AT R

Espressif IoT Development Framework Configuration

SDK tool configuration --->
Build type ---=
Application manager ---=
Bootloader config ---=
Security features ---=>
Partition Table --->
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[S] Save

[/] Jump to symbol
[P] T-:g-_ﬂe show-all mode

K 58: TRERlE —EfE o

AT DL S SR T i s, 6% WieFi 4085 BRI %, hello_world /R
BT H 2 ABRA B 54T, e —TE A, 7T ARk menuconfig P79 H LB X — 7.

TR WA 2 BSP32-DevKitC (# 2 ESP32-SOLO-1 #£4[) =i ESP32-DevKitM-1 (# 2
ESP32-MINI-1/1U #i2H) , E7ELES /m Bl FE )P Hi, WifE menuconfig H i AEAAZBIX (CON-
FIG_FREERTOS_UNICORE) ,

ik Luntd b R R RSB RES S FEIRE . n DA ——style RSN, THiEfT
idf.py menuconfig --help %, FEEZER.,

AR B SCRRIOTT A, AT AT AR SRR (BSP) SR IIIT Koo EZAHE., W=

Gk LR GEMIHPAT A, Siekek LA

idf.py build

1247 A b W] PAGRIF S AR PP AT A ESP-IDF 2004, B AR s | Aty . 2 KA AR 7
il Sk

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

(FOAkED)
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Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —VNEH, S8 UG R B bin SCPF

Beor2IBey  WHsfTAT a4, KRFRIKIA: S — 2B SCPFbe sk 22 BSP32 JFAM :

idf.py -p PORT flash

i PORT 46 ly ESP32 JF &MU H: I A FR. Q1SR PORT K& X, idf.py ¥l I mT A E: 10 3hi%
B,
WA % idf.py ZEAITEN, 15 Widfpy.

i Ak flash YU H gt pesk TR, HIL LT FH21T idf.py build,

ARSI R B E A, WSH T SCR ) CHABSRR” o WAl DARIAE b TS5 HEMR Bl ESP32 43
H3E RPCEZ TR (E B

WL bR AR, B BESELUT M H G

esptool.py —-chip esp32 -p /dev/ttyUSBO -b 460800 --before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
<+0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting........
Chip is ESP32DOWDQ6 (revision 0)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 24:0a:c4:05:b9:14

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 5962.8.
—kbit/s)

Hash of data verified.

Compressed 26096 bytes to 15408...

Writing at 0x00001000... (100 %)

Wrote 26096 bytes (15408 compressed) at 0x00001000 in 0.4 seconds (effective 546.7.
—kbit/s)

Hash of data verified.

Compressed 147104 bytes to 77364...

Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
QS
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Writing at 0x0001c000... (80 %)

Writing at 0x00020000... (100 %)

Wrote 147104 bytes (77364 compressed) at 0x00010000 in 1.9 seconds (effective 615.
—5 kbit/s) ...

Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

WER—YIEA], BesgFEnln, HRMFREAL, VAT "hello_world” FF 451517 .
ARF A8 ] Eclipse 5{ /2 VS Code IDE, [fjdf idf.py, &% Eclipse Plugin, DA} VSCode Extension,

WP Y FTRAEH idf.py -p PORT monitor 4, WM “hello_world” TAEMZFTIEN . W
ABLRICHRF PORT Bl 5 O HR L4495

BAT% A )G, IDF Yl s NS s:

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —-——

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

WeHF, BRI AZE RS HEM2W H &2 5, AEETEIR “Hello world!” T,

Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU core(s), WiFi/BT/BLE, silicon revision 1, 2 MB.
—external flash
Minimum free heap size: 298968 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

I PLbEsE cer1+], TR ESP-IDF HiAles

Ui ESP-IDF Wit s fEbesf G R R i, BT EME BaRALA (AF), A TReE R IT R
T 26 MHz it dik, 1l ESP-IDF ERIASCRFR 2 BOT A AR {1 1) 40 MHz i ik .

e®66) (Xn@ly. |66 (6PW+)BBHN9a ™~ /98! Gt 566PE~BkEGeheah58jA
~zYBOY (16,1 68 e888) (Xn@By. !Dr&zY (8 jpi®|8+z5Ymvp

Bemsf, mre:
LB s .

2. 12 menuconfig,

3. HEA Component config --> Hardware Settings -->Main XTAL Config -->Main XTAL
frequency #HFTHECE, BCONFIG_XTAL_FREQ_SEL V% B % 26 MHz,

4. EH Y A TV T o

£ Hi ) ESP-IDF flAH, ESP32 SCRR M IRHR AT -
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e 26 MHz
e 40 MHz

ik WATPABFTPA T S, —IRPESRATIORE . Bl i il e :
idf.py -p PORT flash monitor

LAk,

o WEHIHEIDF WALS, TS 2 Jfl ESP-IDF A0 2% A4 DL gl oA 11
i HIfEidfpy, BmEEZL 1df.py MAFIET .

ASHSER ESP32 I AT 1721 !
BIE, DA — S5 examples, SU# EHETF % H E TR

B —SORGIFF A SR ESP32, [ ESP32 AR5 P A AE

e R PIRE )y T & README SCffh Supported Targets A%, WURFEAG L ESP32, Hi¥
AFAERXA MG, T4 RN ESP32 SCREX AR BIRRFF o

bt

BURR )8 7 ) HE 48 Linux B A< (1] ESP32 g5k [ 44 BF, W B2 B2 {Ml Could not open port
<PORT>: Permission denied: '<PORT>' 45iR{H 8 . LI PAYE Linux & H ¥ 0 Edialour 48
K, uucp 28 KRS

%81y Python Jii & ESP-IDF 374 Python 3.8 Jz DA b AT, 8 TH R 471 2 55 3] e WUAS AT B3
Python. tLATZEHEM sources L4 Hc BTk Python, =(fifi 1] Python & H RSN pyenv X HABEAT THE P

LT R SR WTAE) AR (BSP), MMINTETT AR BRI Ko AT LA R 8, (3
A PASE MR E T AR AR AL -

—BERUE, BSP SRR AR ERTARERALIE. B T ORI (LI RESD, BSP L dnfe s . 2
NIy b A RS P NG IR CRIU R e S o

BSP il i IDF #0046 32 35 % Afi, W] PAHIFE IDF L3 0as 47 3k
LL P 2Bl T anfls ESP-WROVER-KIT BSP Fsim&)mi g :

idf.py add-dependency esp_wrover_kit

WA KA BSP RG], 3HIHE BSP /- B3

P flash  ESP-IDF 37 344 flash, i/ TA N and, 5% flash:

idf.py -p PORT erase-flash

HATAET ZERRI OTA i, iisfTbA T ansd

idf.py -p PORT erase-otadata

PPk flash F5 24— BUNE], fEEBRAR Y, )W SaiEk.
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RGP AR 7 SRR R P 2

o & Windows 335 F #.#7 ESP-IDF T 2
« L5 ESP32 432 % vikik

* Eclipse Plugin

VSCode Extension

IDF Y5 7i0%%

1£ Windows ¥/J% F Wi ESP-IDF T . H

[ 2% ESP-IDF 13 4 Windows “fiy 24/~ FF” 1, Y42 ESP-IDF )4 Hg. AJ5ia
i1

install.bat ‘

T Powershell, i Y)#: % ESP-IDF (23 H . RIGE1T:

install.psl ‘

%A ] N 89T 42 %¢ ESP-IDF i) TH . i &2 TR AR TR, WiZar R Toak . % THRIT
LU E ) ESP-IDF T HZ B4R i Bk e, BUAMEDL R A C:\Users\username\.espressif,

<A K ESP-IDF T LN 4S PATH 355348 & ESP-IDF T H 22358887 “TFIR3EH” K
“ESP-IDF iy &4 Bl X, Sz bty AT FF Windows iy S HE /R A6 1, IR A
MR B2 TR,

HEAFEDR, EFEM NG SRR E DI A R M By AT, e an R AR e i w0l
ESP-IDF, 7] AR T 725585 ESP-IDF T B8N % PATH g4 & .

B, T 24 ] ESP-IDF (1 iy &4 n 71 11, Y14 2 %22%& ESP-IDF [ H 5%, 28 J5 4T export . bat,
HARGWF:

cd %userprofile%\espl\esp-idf
export .bat

Xt Powershell ] |, i A AL 222255 ESP-IDF i H 5%, SRJ5#4T export .psl, HRMGAHUIT:

cd ~/esp/esp-idf
export.psl

BATse e, BT LA Ay PR A ESP-IDF TH 7.

55 ESP32 Gt kb
A PAfE A USB & UART #f, 5 ESP32 @@ 1%z .
IRATF R B 420545 USB & UART Wi, foRZe% , i F AN .

AT USB 5 UART #FJF AR 7E243545 USB & UART #FFF &M, PC FIFF [ali@ 1 USB %4,
FrAil ESP32 2 [a]i@ 1 UART %4,

A USB % UART i 40 AR M AN USB %2 UART #f o 3P 90388 7 HE BHAE 75 B4 1l 225 [ AR
AP, BN — 2 N R AR .

i Ji] UART #Efpkest AR anfi i USB & UART #i#E ESP32 il PC 2 [a] # v S AT . M LR
S ANRHRE ] o
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Developmment Board

L] L]
L] L]
use] :
Personal |, i 4 USB-to-UART |, . '
Computer ' Bridge ESP32 '
L] L]
1 1
L] L]
L] L]
I_ ____________________________________ L]
Il 59: kA USB £ UART Ml I KA
Programmmer Board Development Board
use] v [l
Personal |, . USB-to-UART "
Computer | ' Bridge T ESP32

K 60: 4} USB % UART #f

EEH% ESP32 fl PC i} USB £ ESP32 JF A MRIERE] PC. IR A YKSIAR T 1A A S %, WEiiiA
ESP32 JF i Li USB % UART #F (E4hi4% UART @ ficey) 25, RETEM ERRIEET, Hitr
FahEs.

PATR 2 S dE ESP32 JT A K sl ) e -

« CP210x: CP210x USB % UART #j} VCP IKzI )T
 FTDI: FTDI & COM & LIRS A5

PAEIKEN NS, AR BN, TR R ARG ) USB & UART #rth . — Mg ot
T, B ESP32 JF RS PC RN, MRS Mk D ApHTUAERRERG T, HEL A LR,

XFFE] USB 2 UART #f FERIBLA, WRAIBTTUA R s, 4R E LPRrR I 1S4

idf.py -p PORT [-b BAUD] flash

A PORT Felfly ESP32 JFRAAGHR 11467, —b WATSHL, BRI 460800, WIFFUEHET 3
RS, T S AU BAUD.

TEFR LR, Windows Jf] 122 check-port-on-windows, Linux 5 macOS Jf] F'i% £ 2% check-port-on-

linux-and-macos .

BFl4n, Windows “F-& FH 4k coM3, IragiifrR- 115200, R AT G & heskIF & :

idf.py -p COM3 -b 115200 flash

Linux -5 EEF A4 FRR /dev/ttyUsBO, Frafdchish 115200, AUy eIt A p

idf.py -p /dev/ttyUSBO -b 115200 flash
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macOS V-4 FEROZFRN /dev/cu.usbserial-1401, FEEEREN 115200, AU Aidesk
AR :

idf.py -p /dev/cu.usbserial-1401 -b 115200 flash

Pk WA LR S N EBE, WFREFIEA T ERE. i BooT #¢4l, FIM#%—F RESET
¥edll. Z )5, FaJF BOOT #4¢4l.

£ Windows [V 11 A5 #E Windows BB Bl g7 ) COM g 15112, )T ESP32 55 PC [ise, X
TR, AR 1 B2 R O S SR B

PATR 24 ESP32 DevKitC #1 ESP32 WROVER KIT £ [ :

o it

=4 Device Manager (o ll= =]
File Action View Help

&= @ HE &

4 = tdk-kmb-op780
- 1M Computer

:> = Dlisk drives

..M Display adapters

» ) DVD/CD-ROM drives

s E‘Lﬁ Hurnan Interface Devices
g IDE ATASATAPI controllers
- 22 Keyboards

S

s --E! Mice and octher pointing devices
. A Monitors

. &¥ Metwork adapters

T3 Ports (COM & LPT)

.} Processors

b -% Sound, video and game controllers
b M| Systern devices

p - i Universal Serial Bus controllers

K 61: X454 s H ESP32-DevKitC ) USB & UART #f

{E Linux Al macOS #7511 #% ESP32 JF M (BUSMIELER DIERCAS) HH DB AFK, WA
T ErIE TR, B, WP AREGERLES, HUGs TN ards AR5, EEITAREEER, R
IBITA N A Horb, S5 st a4 Hh B i H BZ ESP32 X R H I -

Linux:

’ 1s /dev/tty*

macOS:

’ls /dev/cu.*
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L

File Action View Help

&= | E| "

a2y Device Manager E'@

4 - tdk-kmb-op780
b -yM Computer
p — Dlisk drives

ﬂ--'ﬁ Display adapters

b 1 DVD/CD-ROM drives

p Eﬁ Human Interface Devices

p g IDE ATASATAPI controllers

b-EB Keyboards

b --B Mice and other pointing devices

DL’:I Monitars

. ¥ Network adapters

T3 Ports (COM & LPT)

[ E Processors

b -% Sound, video and game controllers
oy System devices

- i Universal Serial Bus controllers

K 62: Windows %455 Fi#5 H ESP-WROVER-KIT {7~ USB &

4= aaly

A7 -
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3 X macOS P FHRAFERIER, HRA R 2R USB/E DK FET . HAAR N i ik 2
¥, WEyiE3E ESP32 42 PC. %} macOS High Sierra (10.13) [ P, #R7] BEA B BT AP IR S 7
fnEk, BARITIT R AR EE > 2efmEf >BA, RERTAGELR: “SRATTEANRNARS
., B R N R4 FRA Silicon Labs B FTDI,

£ Linux g i8] dialout sk uucp Al 24 HIB S PB4 0] DA T USB e 1 EFF 5 B
TEL R Linux AT, #RTTDUEA Fér4, FE PR IE] dialout 41, MTTHFEESH:

’sudo usermod —-a -G dialout S$USER

TE Arch Linux H, FF25E DA a2/ H s #] uucp 4y

sudo usermod -a -G uucp S$USER

THEBTERSR, BRI ERURAE

fihsp nERE  BUE, WG D KA e, A EE BSP32 5 & im bR AL, MR UL 1R
e .

ESP32 [y 47l & BRI 115200,

Windows fll Linux &% FEARFIT, B4 PuTTY SSH Client, PuTTY SSH Client B ] f
Windows 7] FF Linux. 0] A A HAR AR DVRR 7 9 35 B0 R 3l 5 S 40

BT, TR LA SRR 1 YA = 115200 (WIS, Wauoh BT HAOBINLAS
5), BRI =8, FEILA =1, 2K =N. UFARS AR T 40T7E Windows il Linux HiRLELH: 1
FLERIEESHC (A1 115200-8-1-N) . JERE, K B3 SAFEAE LD B POt 11 A TR L

S5, WiEE ESPI2 RAATAN A, WA, WAELCRATIFR MBS0 F P 2B T
5| ESP32 MR IEF, 5440 = ol MRRA RSN I, W BRI

ks WAEIIESEER TLEAS IEH S, CHER D&, TR — E AR TR, 25 B 5
TCYEVIRER .

il WERBCA HES L, R AT A

+ ESP32 iyfitHy @5 IR

s HEAmfRITIE, REEEIT AR

o il /£ Windows b & %30 54 Linux 4= macOS L& &% v iR P ., BaiEsn 251E
1

HABRE PR TS I A i O

X Windows #= Linux 321F 7 & AR S 0 Kogfefy, HiE B um 1275 IE 6

5 Ay o ER R E R S T R

FF R PR USB iEHe4s (UART) 275 IER

R R G 2 HAE

AT HES L () hello world 7Rl #E4714L)

macOS 1 R%5 macOS f2fit 1 bigtan 4, IO 2058 1 & A7 .
* % f& Linux #» macOS L& Fsu v, isfTPAFand:

ls /dev/cu.*

© SEBIFELATT
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ﬁ PuTTY Configuration @
Categary:
=- S!E!ssion Options contraling local sedal lines
+ Logging Select a seral line
= Terminal
- Keyboard Serial line to connect to Comz2
- Bell o
- Features Corfigure the seral line
= Window Speed (baud) 115200
Fuppea@nce Data bits 8
- Behaviour
- Translation Stop bits 1
- Selection Pari
- Colours arity [ MNone - ]
£+ Connection Flow cortrol [XONAXOFF |
- Data
- Proxy
- Telnet
- Rlogin
- S5H
- Serial
About Open ] [ Cancel
Pl 63: #£ Windows #ifE RGP i A PuTTY & H IRE S 4L
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PuTTY ConfFiguration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

About %] Cancel

P 64: 7 Linux #A/E RS PuTTY SCEH IS4
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/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

o HUREBESILI FAOTF 5B TAIRCR, iR et IR, S5 ERTF SR i 4, HEAT
IR (AT, W 1152007 WEORHIE AR Bk %) -

screen /dev/cu.device_name 115200

¥ device_name i NizfT 1s /dev/cu.* FHEMIELAE OE,

o PR ERE HERHIrFR NG . HENSRYT nE s ESP32 (N HARF, S Fimh 6. i
i ctri-A + KR Y] bFaEsin.

il WERIETE R EFIER )T, KM YR 28 . WUR E R K v M KM bReE, 205
AR R TR T R A

fnilonpl AT R—AHERE. WRECE LM, il EE T 2R

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008, 1en:8

load:0x3fff0010,1len:3464

load:0x40078000,1len:7828

10oad:0x40080000, 1en:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WARFTEI A B B2 T (MARELAS), W RE DIEREIER . BUEF, nTDAGRLEdb T 203% 2ok
R 23] ESP32,

Friks AERLEE RN, fE ESP32 JHEl I RTT ENAR 1 H ST, 75 2 LAy P 451 HR 1 RTS
& DTR ], BT RTS & DTR I 4] EN & GPIOO Bl ERyoL, 4 RZH0T
K (BARIREBITARIT AR) BEAX M. FELHAMEE, S5 esptool ICRY,

WNAE 4% BSP32 G (T K B BAEE RS, M & AF: 461507 ESP-IDF »2 P63 TiX B, iM% 24
441 ) ESP-IDF *& 4S5 3E

Rer b ERR

CEFERW WAL ATER 5E fr BN R ARRIB IR, O R RN 2 — AT g isqT
esptool.py W HiHfEIR. esptool.py RMWEAGHMWEE, MTEELH. 5 ROM 5|3t
ARG PER TR . n LA AN PRI T FEh AL, AR ORAZ . AR R AR Ak, 3
2% esptool B HERR ZRECE 25 5.

esptool.py il fff USB % UART #f (41 FTDI = CP210x) iy DTR Al RTS il £ 4= %0k B sh & A
ESP32 (&% Y5 ESP32 43 % v ik iz RPUE Z1E40{5)5) - DTR I RTS 5 il £ X % 5 ESP32 1)
GPTIOO il CHIP_PU (EN) & I, [tk DTR 1 RTS () HE B P25 (b £ i ESP32 #E A {4 F#pi=t .
FKnfiln] £ F ESP32 DevKitC 1 & M) J B ]
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— MR, B E 7R ESP-IDF JFAMRA S B, {H)2, esptool.py fEPA NIHOLFARE HZhHE
R

o ffi{oR#423] GPTOO Il CIHP_PU [¥) DTR HI RTS 434k
* DTR Hil RTS 5l 2L 75 XA A o
o AIFAERXFER A TR 2 -

HRRE AR, AT AR ESP32 JFAAR Tl B B B fF F s (B47).

o XWFIREF KM, FTASH XTI LR IR P e, Flin, v LS F Boot #4l
(GPIOO) Fiift: EN #i¢4l (CHIP_PU) HKF-8h&Z {i ESP-IDF JF % #i .
o XFHARAAGRE A, W] A2 GPTO0 R,

Linux il macOS E& T 15 mybn i 5

VEAIZHEDUR IR T PRI IR, eIl Zeead AR .

BEELIFRIABE  PAR )& ESP32 i ESP-IDF [ R A 5K

c H—Y R ES

e % =% 33 ESP-IDF

e B=¥: RHEIT A

e WY REHELTE

o« %4 Frd418 R ESP-IDF &

S RAAlEsy O TAE ESP32 i {li)i] ESP-IDF, FERRIG#RIE RS LR L. WPAZHE AT
RS, 2% Linux Al macOS i R 45 T A R BRI,

Linux J{| /" %% ESP-IDF T2 DA N . RIS B9 Linux ZATAHUCAS, MR GE I ER 4.
e Ubuntu £ Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

H R38R SCRE CentOS 7, {HN T BAFH M FHUALS, B ffEH] CentOS 8.
e Arch:

sudo pacman —-S —--needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

e
* fifi i ESP-IDF 5% CMake 3.16 g PA_ LAY . A Linux ZA7THCAT B8R BT B S B4R 14

B FFJe backports R, {745 cmake3” D (A2 %% cmake™) o
o QR EARGIFRARA LETH RS, HESH RGN, AR 4.
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macOS Ji])" ESP-IDF ¥{# ] macOS _[BRi\ 22341 Python Jii s,

o %% CMake Fll Ninja 451 T 5.
- ¥4 HomeBrew, W]PAiEfT:

’brew install cmake ninja dfu-util

— #7 MacPorts, A PAiafT:

’sudo port install cmake ninja dfu-util

- HVA EYIREN, W17 1) CMake #l Ninja 3257, #5147 ¢ macOS -5 1 R 3025 7 .
o i Z A A I 22 3E ccache DABRAS TR AG 4R 153 F . 17 HomeBrew, W] ifiif MacPorts [/ brew
install ccache 5{ sudo port install ccache SEWLHE.

Frik:s WA BT R aE 2 DA

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

NAZEdE XCode Ay 47 LHE., WiafT xcode-select --install fyadtfT4c3t,

Apple M1 i/ AR A2 Apple M1 R 51 HAFI U H 8RR

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is._
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

B

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2—
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

BTN 4, 423 Apple Rosetta 2

/usr/sbin/softwareupdate -—-install-rosetta —-—agree-to-license

‘%% Python 3 Catalina 10.15 & At B W FRAHEFF(# ] Python 2.7 JiiAs, ¥E A S macOS A4S At A~
SERINL T Python 2.7, $AAT DA A2 KA A 24 Wi FH 1 Python Jii4R:

’python —--version ‘

W A Z Python 2.7.17, NWERERIAMENTERE Python 2.7, iXHITFHZLEFTRA T fir Sk 2 Ha fiwi |
R T4 %% Python 3:

’pythonB —-version ‘

WRzEAT By M, AR 1% %% Python 3,
TR DA 2P PR 4% Python 3:
* ffi ] HomeBrew #4144 (1) 7 A QTR
’brew install python3 ‘
* ffi ] MacPorts 1745 7 R

’sudo port install python38 ‘
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45 b FRULESP-IDF  FE[H 58 ESP32 MYE Y HIARF Z A, W /CRBURZESR BLAY 4K 4 30 ESP-IDF fx
JE o

ARHUESP-IDF (AR 4 $TIF 20, U2 2047 ESP-IDF i) TAEH %, )i git clone a4 vl
ARG BRI FRAE R G TR IR, 35 0T 30

P&, 12T A T

mkdir -p ~/esp
cd ~/esp
git clone —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF 4 RN# # ~/esp/esp-idf,
1 H A ESP-IDF yg A 2, #5% ESP-IDF A [a] fioAs iy B A48 3 5%

G52 WP UL BT ESP-IDF ALy, IFREN SCRF ESP32 B3 H %% ESP-IDF i HfY & Fh T, Lt
g iR, Wik . Python H45,

cd ~/esp/esp-idf
./install.sh esp32

8% {# FJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32

IR A AN BSP32 285 firds T H. . WERFEAZAHbmb AP LT H , R pA— R EFE 2 2~ B AR,
VIRV

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

B¢ {#i fJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32,esp32s2

USRS B R A SRR At 283 TR, WA AT R fir s

cd ~/esp/esp-idf
./install.sh all

8¢ {#i i Fish shell:

cd ~/esp/esp-idf
./install.fish all

il AT macOS I, AFE_EsA AT PR B B DA B

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—to get local issuer certificate (_ssl.c:xxx)

lizfTHLING Python SCHAJeH1fh) Install Certificates.command Z4Eds. TMEZEE, HS%
L% ESP-IDF T ELIS}H BRI T 245 5%

FET AR % ESP-IDF T H 2248 2~ T 3 Github AAf A H FFr i — 28 TR, AR5 Github %2
NGNS, PABLE - EREEACE, I Seik R Espressif (1T 2 55 %5 1E4 T Github BT 2
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Frik: ZICE AW Github K ATRAH T B TR, BB LT Git ¢4 URL.

TR % T I e #E Espressif RS #%, ETEETT install.sh B A R4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

Tk HEREE AT O T B S A, AT R B

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.cn/github_assets"
./install.sh

Fo VR AR 410 K ESP-IDF B i 2id T BN LA R E p, B
Linux A4 SHOME/ .espressif Hsk. WLAERRF TRZAEHHAE R, HIGEE 17 R 3EMA
fi, SRS H IDF_TOOLS_PATH. #i, WHRM kS &R & TIE XA IAR

export IDF_TOOLS_PATH="SHOME/required_idf_tools_path"
./install.sh

. ./export.sh

WRB T IDF_TOOLS_PATH Aftw, iH{Eaf /L& ESP-IDF T H i HIAH], K% &5 2R Ar =
W,

i MR R, KZ 4 shell K8 3R #E 48 &R AE 4 ] IDF_TOOLS_PATH, il
IDF_TOOLS_PATH="S$HOME/required_idf_tools_path" ./install.sh, FXEIELEIE AT
FHEB R TR R, YEIPITIME AN 2 IR R .

SN BeEIABEAE R BUWE, WIWIZER R TH M ORESIN 2 PATH BREEAS B, Toykliid “aySwn”
AT A Hil, AR E SRR R . X AT DAE 1 ESP-IDF $2 4L 55 — AN A A7 38

THAE T 25217 ESP-IDF Y20 57 LIz 7 PA T g

’ . SHOME/esp/esp-idf/export.sh

X fish shell ({374 fish 3.0.0 LA FHRAR) , B PA s

’ . SHOME/esp/esp-idf/export.fish

WE, I Sl B NA— 25!
QIR FFE L 15T ESP-IDF, R[LUHHIAT export . sh Q@514 , RADIRAT
1. EHIFRNELA T v 23 shell Bt & S fFH (.profile, .bashrc. .zprofile %§)

alias get_idf='. SHOME/esp/esp-idf/export.sh'
2. W EEAIE 81547 source [path to profilel, Ul source ~/.bashrc ZRIFEE
A

BUAE AT DAEAT AT A i 7 H iz T get_idf B ol Hr ESP-IDF ¥fkg.

AW HEA export . sh #SHIE] shell (L E ST XA S P EHERE L b & 5 HHREGE IDF JE {135
5 (I B ESP-IDF Ay &) . X ib¥s 1 (M HESUERSER F Y, b T ESE WA B
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S50k JFUGTEN] ESP-IDF W BIEIRE 2 H 4% T (1] ESP-IDF BB A 260, 3% RFF I 4R 26
—A TR

AFE R AR 2L 1T ESP-IDF, GG WAl i ] ESP32 GIEESE— A TAE, g, Beskmiifsies
i .

il WIPRIER 2% ESP-IDF, i 2 il 30 BB, SRIBUE A3 v B il i) T

UG eI TR BUPE, W RAMERSTT & ESP32 W HFEF 1. Al PAM ESP-IDF ' examples H 5% TRy get-
started/hello_world T#EFFIE .

T ESP-IDF 4% 240 05 ESP-IDF B2 1 TR AR T 2kt

Ff get-started/hello_world TFEK il 2 A ~/esp HET:

cd ~/esp
cp -r $SIDF_PATH/examples/get-started/hello_world .

#41:: ESP-IDF f{) examples H 3¢ NA — R/ F TR, W PAFIR FIiR a5 HlH 247 5 A AT s 6
W] ANE S IFR G, o T .

EEfevety  BUE, R ESP32 JF RMEHE PC, IFERITAARME AR,
WE, AR EAE RS T B i A BT A

o Linux ##fE&%:: VA /dev/tty Ff3k
* macOS ¥f{E&RS:: DA /dev/cu. 3k

A RAMER B ORI IEANER, WS ESP32 el 2it ik,

il ISR 04, PAEEZEA .

FLP TR #EA hello_world Hig, & ESP32 M HIRG f, A1 TR E T.H menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32
idf.py menuconfig

FIH—N LG, NE%EMH idf.py set-target esp32 iKE “HF” . TR, HWEERE
BRI AT H 2 B it FIBC e () o WATPAEE “HbR” ME AR (Ml Bk iz
). BEEL, WILAFRARS K« ser-target,

IEHEAE BRSSP RG, RO RAR AT R

AT A i S BRI H A B R AR B, AR Wi-Fi MR FR, AL BEGREESF . hello_world 7R
B H < ABGABC iz AT, e —H &, wf PABRE 6 menuconfig #4700 H AL EX — 2 9R.

TR S B9 2 ESP32-DevKitC (#7 2% ESP32-SOLO-1 #541) m% ESP32-DevKitM-1 (#7 &
ESP32-MINI-1/1U #i4H) , HAELSE ~ IR ¥ El, HifF menuconfig H i fig B A% AR X (CON-
FIG_FREERTOS_UNICORE).

Espressif Systems 113 Release master
Submit Document Feedback



https://github.com/espressif/esp-idf/tree/60a2bf6/examples
https://github.com/espressif/esp-idf/tree/60a2bf6/examples/get-started/hello_world
https://github.com/espressif/esp-idf/tree/60a2bf6/examples/get-started/hello_world
https://github.com/espressif/esp-idf/tree/60a2bf6/examples/get-started/hello_world
https://github.com/espressif/esp-idf/tree/60a2bf6/examples
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master%20for ESP32

Chapter 1. e AL

{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[SpacefEnter] Toggle/enter SC] Leave menu [5] save
j ?

7?1 svmbol info [/1 Jump to symbol
le show-help mode C o], show-name m [A] Toggle show-all mode
t (prompts for save) [D] Save minimal config (advanced)

K 65 LA E—FH 1

ik Komtd P RN SRR E T RS S EEIAE . ATRAEE R ——style RUEIML. HIETT
idf.py menuconfig --help %, FELZER.

AR R SCRRRIT S, W] AT B SRR (BSP) SRIBEIIT K. HEER, WA eiRr.

GivE LR IHMEHAT S, SR TAE:

idf.py build

SEAT DA L T DA B ST BSP-IDE S0, Heett s | SEAMARELIY . K FeIn R —
A

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R VRN, S 58 UR 52 B bin S0P

Rk BIRey  THIsAT AT a2, R AR R 0 SO be sk 2 BSP32 JF A :
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idf.py -p PORT flash

iHFF PORT 4y ESP32 JT A ARG ER A4 R U2 PORT ARZE X, idf-py Kl B /T Ry & 1 A 3%
o

W2 x idf.py ZE0TER, 18 Widfpy.

Pk APk £lash WU AZhgiFIFRek T, W ERHERHET idf.py build.

RGeS R TR L, S5 R SCh ) CHAMRR” . tUn] AR b R S HEfR B ESP32 @52 %
7 i 4 RIEZ FHEAE R .

WM bR AR, B FESELUT T H G

esptool.py —-chip esp32 -p /dev/ttyUSBO -b 460800 —--before=default_reset —-
—after=hard_reset write_flash --flash_mode dio —--flash_freqg 40m --flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
—0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting........ _

Chip is ESP32DOWDQ6 (revision 0)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 24:0a:c4:05:b9:14

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 5962.8._
—kbit/s) ...

Hash of data verified.

Compressed 26096 bytes to 15408...

Writing at 0x00001000... (100 %)

Wrote 26096 bytes (15408 compressed) at 0x00001000 in 0.4 seconds (effective 546.7.
<—>kblt/3) “ e

Hash of data verified.

Compressed 147104 bytes to 77364...

Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000. (100 %)

Wrote 147104 bytes (77364 compressed) at 0x00010000 in 1.9 seconds (effective 615.
-5 kbit/s)...
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

WR—YIRA], Pesgse UG, HRBRFSEAL, N hello_world” FFAG1E1T
RZ 2 ] Eclipse 5{ 42 VS Code IDE, TMidf idf.py, iEZ%# Eclipse Plugin, DA VSCode Extension,

Espressif Systems 115 Release master
Submit Document Feedback



https://github.com/espressif/idf-eclipse-plugin/blob/master/README_CN.md
https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/install.md
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master%20for ESP32

Chapter 1. e AL

RiBLfmidt  ATPABEM idf.py -p PORT monitor fig4d, Mi#h “hello_world” TAEMEFTIHIL. £,
ABEECHF PORT Bl H EER D455

BAT% A5, IDF Vil s N EE:

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST FLASH_BOOT)
ets Jun 8 2016 00:22:57

By, AT PATES S HEFIZW H 2 5, AEFTHRY “Hello world!” 7.

Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU core(s), WiFi/BT/BLE, silicon revision 1, 2 MB.
—external flash
Minimum free heap size: 298968 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

i I PLpEsE cer1+], WARH ESP-IDF Hiiilds

42 ESP-IDF Wit s fEbeskm R & AR 51, ST EE B AL (AF), A TR R IF &R
T 26 MHz it dik, 1] ESP-IDF ERIASCHFR 2 BOT A M {1 ) 40 MHz ik

e®66) (Xn@By. |66 (6PW+)BBHN9a ™~ /98! Gt 566PE~BkEBeBeal58jA
~2YGBY (16,1 68 eB88) (Xn@by. !DrézY (6 jpi®|G+z5Ymvp

ey, mre:

LR s

2. 1R[] menuconfig,

3. #k A Component config -->Hardware Settings -->Main XTAL Config -->Main XTAL
frequency #HfTHECE, BCONFIG_XTAL_FREQ SEL 1% &>} 26 MHz,

4. HH Gn B0 F AT .

1E24 (1) ESP-IDF it A<, ESP32 SCFFH) T M IRIAR AT -

e 26 MHz
e 40 MHz

ik WATPLBFTPA T S, —IRPESRATIOEE . Bl i il e :
idf.py -p PORT flash monitor

LAk,

o WEHIHEIDF YALS, 15 2 Jl ESP-IDF W A02% A4 B gl Ho 11 .
i HIfEidfpy, BmEEZL 1df.py MAFIET .

R E e ESP32 [ AT 197 2] !
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BUAE, ATPAZAR— At examples, B3 EHEIT & H ORI R .

| —SORGIRF A SR ESP32, [0 ESP32 HA 5 Fr g iR

TEdm i IR T |1 & A README U4 Supported Targets . WIHREM TS ESP32, o3
AEAEEDFEAG, A RIFR BSP32 L HEX AN R BIFET .

el s

BUPRR ) 7 A R 48 Linux B4 (1) ESP32 B8k [l 4 BF, A RE < B2 {Ml Could not open port
<PORT>: Permission denied: '<PORT>' 4&iR{H 5 . LIS E] PAYE Linux B ¥R N Zdialour 48
K uncp 28 SERREHIIE BT

He 1) Python Jji A ESP-IDF > 4F Python 3.8 [ DA b JiUA, S0 G0 45 A 58 50 B 558 FUAS AT B8 55
Python, 7] FEM sources %73 5 37 i Python, B {#i f Python & ¥ £S5t UN pyenv XA HEAT TR 45 1

LT RPSHY WTRA RS (BSP), HINAETT At BRI Ko AT AL R, 3
] PASE ISR E T B AR BRI HR AL -

— BRI, BSP SRR AR BT RECRALIE. R T ORI (LI RESD, BSP i i At it . 2
TR E AR A S ST R KB R T o

BSP ji@i i IDF 281+ 32 35 JAfi, W DARIAE IDF 410 ks 3647 F 3.
L FBiliis 1 s ESP-WROVER-KIT BSP s i# %1 H -

idf.py add-dependency esp_wrover_kit

A7 KA BSP W7 Bil, I BSP 7m0

{0 flash  ESP-IDF SZREHESR flash, 15217 PA N Ands, #EFR#EA flash:

idf.py -p PORT erase-flash

TR EHRFRA OTA B, #izfTA hansd:

idf.py -p PORT erase-otadata

YRRk flash 72— Banf ], FEHEBRGARR S, WWOIT BRI ER

s Wi ESP-IDF - SREFESORNEHE R B4 ESP-IDF, &% bug siFE AR Thke. 75 1EE, ESP-IDF
B R B RRAS IR BERRCASER A M ) SR AR . SCRRIARRE f , RS 1B ey, Pl Ressi H 7
23| Hopn ESP-IDF WA, B2 X T2 R HBRIME R, 7S5 ESP-IDF ja A,

L, FEMEARS, W R AR A . B s i EE MR A esp-1df Ui, SRIEH:
W% =% FRILESP-IDF W8, EH5E ek .

PO RANE R AR R, By S i % ESP-IDF A58 G . HART A TR S S A i
ESP-IDF A4 Ff A [

R, WG, WHERBTLEMA, PABF R ESP-IDF & LEWA T EH. BAiEsE % =
Yk E I,

—HEHEG TR, WS ARRTRS, RRE2E5Ewy: AR ts.
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FHORSCRY
o 5 ESP32 4|3 ¢ vikix
* Eclipse Plugin
¢ VSCode Extension
o IDF S5

14 GiiESs—A LR

WIAR T 2 %¢ 4 ESP-IDF, HI%A LM A 385 (IDE), iH7Em 2 32ntTH, &I E Windows  IF44
)3 42 80 7& Linux o macOS ¥ Fr444) 3 T42 Jgidess— A LAE.

1.5 {## ESP-IDF

W% ESP-IDF, 1% %% #74% ESP-IDF

Espressif Systems 118 Release master
Submit Document Feedback


https://github.com/espressif/idf-eclipse-plugin/blob/master/README_CN.md
https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/install.md
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master%20for ESP32

Chapter 2

APl %%

2.1 API Zyg

ARIANERT ESP-IDF W IR 4tk 1 (APD) i TR 24058 RIS
ESP-IDF {21t 1 L e 11 -

o {F ESP-IDF ZH{Fmy 2 3k Se - A B C eRigl. gMiR . Mos. K800 UITRALIES 2. et
F API SR T X SepR . S5 R FIZEal,

o GHIFRGRE. i AR, 51 S M ESP-IDF CMake #) 3% % %% API,

* Kconfig W, W] T K diik R G CH (CMakeLists. txt).

o T A NHGMTEH.

ESP-IDF th ZANMAMF4LAL, A48 % 17 ESP it 9w 5 ARG s 88 = e (RIS = 4iik) » W1
FLSes =J5)%, ESP-IDF $24E4 AL 28R 11, DARRIALXTEE =7 ERO AT, B3 L5 ESP-IDF H
MINBEMI M E . FLEN T, B2 AR E IR Z EN R4 APL,

PAT A4 7553 ESP-IDF APT K HAS HIAYAH S 2«

2.1.1  HEAAbEE

Z % ESP-IDF API 21k [l thesp_err_t KA E LY HIRMAI . A XML ELFER, SR
432 {53 . A % ESP-IDF AU FR ARSI, S FlER R 5%

2.1.2 ECEEGHIE

B ORI HIRE T 5 Rk ESP-IDF URRARA N, 3 LR W) i LB B A5 M A

% ¥ ESP-IDF (4 i Ak Bie B F1 22 R GAHES DA « . ._init (). ..._config() Ml ..._install()
W) HFRE -G A BRI FEEEA S 8. Bl

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"

Q)

119
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esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

IR BRI X AFRER I RCE S AR HE ST, DR B IeAi A iR R 224 h o
I R FP I I AL S R B B, DA R s B

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;
/r R FHR .arg 1 .name KAWL */
esp_timer_create (&émy_timer_args, &my_timer);

Jo2 i BSP-IDF SR €99 ) Fisk B L2 RSEMEG MBI 1L, AT DARIR0 2 B AR,
SRR T B

const esp_timer_create_args_t my_timer_args
.callback = &my_timer_callback,
/* E#, FH .arg f .name B HHBL AT */

{

bi

C+ 155 IR ORI E W IR LA TETS , (AR R LA AUEIE PSR GUT « e C++ fURS (/1] ESP-IDF API
I, ATRAZS A DA R AR

/* IE# : .dispatch_method., .name D\ X .skip unhandled_events AW K4 FE */
const esp_timer_create_args_t my_timer_args {
.callback = &my_timer_callback,

.arg = &my_arg,
bi
///* 4% % esp_timer create args_t W, .arg % .callback ZJg B ¥ */
//const esp_timer create_args_t my_timer_args = {
// .arg = &my_arg,
// .callback = &my_timer_callback,

ey

TR EVIRNAREZ L, WS A8 s e s . TR, C++20 ZHIH C++ 5 A2 24 Hi ESP-IDF
FIERARRAS . AN SIS BRI Es . IR A C++20 2 BTM C++ FRUEAFACHD, WI A E) GCC # @2k
JEPA T

esp_timer_create_args_t my_timer_args = {};
/AT EMBNHAE
my_timer_args.callback = &my_timer_callback;
RN LS

ESP-IDF Jy 30 s g B 7 1 R W BUA (R 2

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_ DEFAULT_ CONFIG.

ST RE—NEEHWENE. WA, FTAFRACREANRNE, BXFEHE: ~/
config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

HFE RCE S AR AL T BRARIIR AR, S B IR AR 2 -
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2.1.3 A7 API

1t ESP-IDF KL & i APL (LR T/ ESP-IDF YA R, A SERpfE Iy AR P P . ik
RSN AR TR private B esp_private. FEBAIfE (Hlhal) WL SHA APL

FLA APT n] BEFE U ELBURN T HUAS Z (8] PAAS SR T 2R B i B e

2.1.4 i H Lk

ESP-IDF R i it 7 — F 5173 ESP-IDF AP 75 sXAY T AR . sl e re 2 1 Bl P s 5 AR [ Y
B, R BIRg R ALPE b SCT — S A ) TR . X 28 4164 4% common_components H 5%
WL PR B4 B 0, B A1 ANET ESP-IDF APL HYTERE -

ANEWAE H & I H H il i EXTRA_COMPONENT_DIRS %k RS04 i BLA% 5 | X Be 41, FMAEARIAF)
ESP-IDF fiiAsHt, PFA] BEAAAE & A0k . BT ESP-IDF /RGBT 630 H B, 35 K500 5 B H T i 2
LA {4 ESP-IDF H&g il ok, IR0 A LT H 10— . TR, A LAERESIRBIE SN,
AIREA TR = N AR s T A AR A0 PR . ZEM BT, 75 B e Ag I I R0 3E T T as .

2.1.5 API faett:

ESP-IDF {1 i SURCARIE | PEINISS R A 22,

ESP-IDF R B RA FIAE IR 1B S RAS & PRAUE S AR RAS AR A E . AR 25 T R 1 3R A PR A ) 75 T A
FIR 1

DARHS GO e 75 1k

ESP-IDF {1t ESP-IDF A1{F{1 A SCPE Y C s %I, iR Moz 2R3 SOMTIALBE 75 Y I
PRSGRIAAE - PEACHS S A B AR TR B BB AT A E BT AR Y ESP-IDF _E 87 435

PATNAE AR 2 8] 4 S RN RS G A b -

* fliJ] deprecated JEMIEFRE. MNP #warning I SCIF. EFFRECTE ESP-IDF
FATUEIT ) o SRR A G DAGE e i 37 1) e RS SR PR T R B S - ESP-IDF )
TERUASRF R 63 I 7 1) eR BORI S«

o marAALE, RS IEACHAISL SO, (B ORI R G FT DASRE IEA 1 SCF

» Hfiy$; Keonfig JE11. Kconfig ALY ) /& Fe 514 BRI HIFEFAE sdkconfig U, CMake SCIFA
PRACHS AT AR AT DABE S 46 Y Keonfig TEI5 44 7% o

e /b e Pk

ESP-IDF JCyERf IR (B — B3R XM, QiR 54~ ESP-IDF JRASKI & T — A Tdmis e
TE T —/MRESAS R R A, TCEFRIZ R AR R 5 0217, DA B enT PAPRERIR A RS 20 1 3 25
P, AEAEIE B SR A

o TP C MR R IEE

o INIUHTBY LSRR R R B USRI . 2 T B T ERIE AR, ES B E 4k,

o HEBAHMFZZW) static inline pREFH extern BE, RZ MK,

o HZEAH) C BB BT R 72

FAUA I 15 0L

RAEFATEC T4 ESP-IDF AT, (HUZfERERAZ 7], ESP-IDF HyJLLEER > AT RES A GRZE . 40
ARET FHNEI RSN E TR, WOl AT Ak it

o FA API,

o 5B 2B,
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o AHAfHRIC N beta”, “preview” Y experimental” HIHfE .

o WML A S RN, s PAE LA T MR A L A ERA T I .

o MARBITHIIRITIRE. Blan, WERFEA RS EM AT , W sEs MR e R H
a4 B R . XA T E D BEIC A BT BE AR AT BE -

o RBAFRICSRIE AN SR & AT AT BB B R B o, ansh S HGE Rk .

o TESEHELE TP Keonfig eI .

o IS H WA E AR

2.2 WHDZEPMY

221 ASIO 5

ASIO 22— NS4 C++ &, 20 https://think-async.com/Asio/, ‘BRI C++ Bt T—4—3%
) 2P
ASTO #1{4:H ESP-IDF HiAs v5.0 A5 5] 1 B ) €3 P -

 GitHub ASIO ZH 4

iaf7 idf.py add-dependency espressif/asio ¥ ASIO A INMBIRAGIH H1.

SCH

T E) DA B3 A A 56 SRy -
« ASIO 34 (English)

2.2.2 ESP-Modbus

'R 2] ESP-Modbus J% (esp-modbus) 37 75T RS485. Wi-Fi FlPAK K2 11 Modbus {5 . H ESP-IDF
v5.0 IRASDASE, H{4E: freemodbus O A% 33 B B D O e

* GitHub _|[#*) ESP-Modbus £H{:

TR SO

AHR SO 2 ) -
o ESP-Modbus 04

W B

PATR 7R BI193 51743 7 ESP-Modbus JE ) HR4 T3 11 . TCP i 1 Y AAILAT EALSE B

e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
e protocols/modbus/tcp/mb_tcp_slave
* protocols/modbus/tcp/mb_tcp_master

T E 2 A AR Fl#Y README . md
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hiXs%

» Modbus 21 575 1MYLE 27 The Modbus Organization,

223 ESP-MQTT

HEid

ESP-MQTT /& MQTT il % F i i S 88, MQTT & —Fh 3T & A/AT B i 52 8 90H B M thill.
ESP-MQTT 4 374 MQTT v5.0.

o T HEH T TCP 1 MQTT. %:TF Mbed TLS 11 SSL. 3T WebSocket (1] MQTT DA & 3T WebSocket
Secure [} MQTT
e Jlik URI fijfb i B e
o B (—AN T A 24K )
. éi‘?riTgifb?‘ KA. NIE. SIETHE . PRRRERELERMLEIPA K 3 ARG (QoS) A (R4 TRE
iy

SN ]

« protocols/mqtt/tcp: F:TF TCP ) MQTT, ERiAs 0 1883

protocols/mqtt/ssl: F:F TLS # MQTT, ZRiAu 1 8883

protocols/mqtt/ssl_ds: J&F TLS ) MQTT, i FI%F5 4 SMEEAT S0 B0 E, RN 11 8883
protocols/mqtt/ssl_mutual_auth: X TLS ) MQTT, BT B 4r580F, BRiAss 1 8883
protocols/mqtt/ssl_psk: £tF TLS () MQTT, (i J Bt 28 50T ik, BRIA SR 11 8883
protocols/mqtt/ws: J:T WebSocket ) MQTT, ERiAif 1 80

protocols/mqtt/wss: T WebSocket Secure [i{) MQTT, ZRi\ i 443

protocols/mqtt5: {# Jf] ESP-MQTT JFE %82 MQTT v5.0 iR 55 #5

MQTT ji & Fif%

W fHesp_mgtt_client_publish 8{HIEMH EE esp_mgtt_client_enqueue, HJ PAGIEHHY
MQTT JH 5 .

QoS 0 FVE ERF H ik —IR, QoS 1 1 2 HA AT, AN FEZHRATH M K T8 iz 72 .
ESP-MQTT [ /i A B WAL M A HIA R0 QoS 1 fl 2 AfiHE, Al ERERTHEE E XK,
4k MQTT B 75 %5k {0 7E 5 35 #% 4% H Clean Session 47 25 ¥ B 20 0 W5 37 £ & (41 %t BL47 4,

¥fdisable_clean_sessioni% B K true),

NHETR HWEALM QoS 1 A1 2 B2k THEBVAR A, B4 Hesp_mgtt_client_publish
W) 2 57 BP 347 5 — R A% B 22 k. RN IE B 0 E L K fEmessage_retransmit_timeout Z
J5 317, FECONFIG_MQTT _OUTBOX_EXPIRED_TIMEOUT_MS 2 J5, HE & M M. Wik
E CONFIG_MQTT_REPORT _DELETED_MESSAGES, W4 % 3% 3543068 50 72

Fic ¥

Wit Fesp_mgtt_client_config t 4SRN T BORIEATRCE . BCEATHAE S AT T4IE,
T HCER i 2 A

e esp_mqtt_client_config_ t::broker_t - fRiFikE bR 24051 .
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e esp_mqtt_client_config t::credentials_t - T B IERNE i
e esp_mqtt_client_config t::session_t - MQTT &%+ XAECE .

e esp_mqtt_client_config_ t::network_t - P XECHE .

* esp_mqtt_client_confiqg t::task_t - fVFHECE FreeRTOS /1% .

* esp_mqtt_client_config_ t::buffer_t - & A& HBIZ M XK/,

TOCHTEANZR A

M55 25

Huhl i3 address &tk uri FE{F hostname, transport DA fport G, AIPAEE RS
Al WA AR B path, ZFBOM WebSocket HE4ET F IEHEA M .

i uri FEHIFEA N scheme: //hostname:port /path,

o Wi mgtt, mgtts. ws fll wss L
* BT TCP 1) MQTT 74 :
— mgtt://mgtt.eclipseprojects.io: 3T TCP ) MQTT, 2RiAdIT 1883
- mgtt://mgtt.eclipseprojects.io:1884: T TCP i) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Kt F TCP 1
MQTT, 11 1884, A5 Hl P4 FIEE T
o HTF SSL ) MQTT /- :
- mgtts://mgtt.eclipseprojects.io: T SSL 1) MQTT, Il 8883
- mgtts://mgtt.eclipseprojects.io:8884: KT SSL [ MQTT, ¥lT 8884
o LT WebSocket 1) MQTT /= :
- ws://mgtt.eclipseprojects.io:80/mgtt
o ELF WebSocket Secure [1) MQTT 713 :
— wss://mgtt.eclipseprojects.i0:443/mgtt
o IfATACE

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler, .
—client);
esp_mgtt_client_start (client);

%if: O OU T, MQTT %) i S S PR PR 2R S A 6 MQTT i (SE#:. SilF. 2%
EIR

WEUE B UEAR 95 A% S0y, X TN TLS M gk, vl Everification A, IR55 A% UL
AR E N PEM 5 DER A%3(, U255 HE DER 4%, W EHF M certificate_len FBt, BN
fEcertificate TR AAETHFE M PEM MU T 4T H

o MRS ZSFRBLIE TS, fliN: mgtt.eclipseprojects.io

openssl s_client -showcerts -connect mgtt.eclipseprojects.i0:8883 < /dev/
—null \
2> /dev/null | openssl x509 -outform PEM > mgtt_eclipse_org.pem

o KEEE /RN T RRF: protocols/mqtt/ssl

o P
const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.i0:8883",
(FTi4k%:)
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.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,
}I
bi

TIEHAN P B IEANE S, IWERAPI 5% LARTLS IR 2550k .

HPutee  credentials ?&‘T@é‘ﬁfﬁgi‘:f”ﬁ?éﬁi‘}%

» username: Jg[n)H T RS 48 H F A F8E:, @ URL &
e client_id: F{MZ g ID 354, BRiAH ESP32_%CHIPIDS, H scHIPIDS 2 5k
MAC Hubk e f5 3 A~y

NIE ATPAl S aut hentication FRIEINIESEL. &) KR A R AIET 3K

e password: fifi[f]%ZH

e — certificate fllkey: 4T ] TLS {5 8&iE, PEM B DER #&\3yH]
* use_secure_element: {§iff] ESP32 H)4t4- 702 (ATECC608A)

* ds_data: ffi iR RFR AT EL ML

Zilhi i session FE#H T MQTT & ifAH AL E

RIS (UWT) 3 B Last_wi 11 ZHRIIA 7B, MQTT £e— % Pk BN TF HE Bt
3o AL T P

topic: Hifn) LWT JH E T 15T

msg: f51a LWT R4

msg_len: LWTJHEHIKEE, msg AUAZS FATL RN 2047 B
gos: LWT i B fIR55 it

retain: % LWT JH R ERE

10 H fe ¥ 2 sap 82 ¥ MQTT 3 iF idf.py menuconfig, W] PAJE Component config >
ESP-MQTT Configuration H$%| MQTT 4% .

AHKBEEAT
 CONFIG_MQTT_PROTOCOL_311: JaJi MQTT $pi¥ 3.1.1 Jii7A
« CONFIG_MQTT_TRANSPORT_SSL #ICONFIG_MQTT_TRANSPORT_WEBSOCKET : J2 Fi##:E MQTT f&

#)=, #il4n SSL. WEBSOCKET #1 WEBSOCKET_SECURE
o CONFIG_MQTT_CUSTOM_OUTBOX : %% mqtt_outbox BRIASZHL, [H I AT DASRAHLAS o Se Pt

Pif

MQTT % T e 2 S i DA F o4

* MQTT_EVENT_BEFORE_CONNECT: % i Wi BRI 2 R 5545 -

e MQTT_EVENT_CONNECTED: &t I iERE 2RS4 . & i B A I & Bl

e MOTT_EVENT_DISCONNECTED: T IJCiAEEIE S ALdE, FlanFE MRS EsoEMH, & ime
bR .

* MQTT_EVENT_SUBSCRIBED: [R45#8 CHIAR F il B oK SRR 6 517 FE B niE B
ID.

e MQTT_EVENT_UNSUBSCRIBED: HR4#fCLHfIAZ FumiiBIT K. SRR &R 1T B H
A 1D,

e MOTT_EVENT_PUBLISHED: ARZ5#8 AR Fimi A IEE . JHERHERXT QoS 45| 1 F1 2 &
i, PFNZON 0 AN RN . SRR & R A BT %\ D,
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e MOTT_EVENT_DATA: &g B AMIHE . FEPR0S: HE ID. KM iHE I E 84K,
WCE R Ect S LK . X T8 IR v K& s, 15 &£~ MOTT_EVENT_DATA, I B Hi=H
H¥EE current_data_offset fltotal_data_len VAFREEWE ALY E. .

* MOQTT_EVENT_ERROR: % Pl F|45i%. M HF - Edierror_handle FE Y error_type,
AIPAK IR R AR BB YE error_handle Z5F{RMFLEEER 73 29I 5T

API 5%

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h
* This header file can be included with:

’ #include "mgtt_client.h" ‘

¢ This header file is a part of the API provided by the mgt t component. To declare that your component depends
on mgtt, add the following to your CMakeL.ists.txt:

’REQUIRES mgtt ‘

or

’PRIV_REQUIRES mgtt ‘

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -- MOTT configuration structure

&Ml mgqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MQTT connection URI. This API is usually used to overrides the URI configured in esp_mqtt_client_init.
S8
e client -- MQTT client handle
* uri --
& [n] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgrtt_client_handle_t client)
Starts MOTT client with already created client handle.
Z¥ client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mgtt_client_reconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
%4 client -- MOTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
%4 client -- MOTT client handle
iz [a] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.
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* Notes:
e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state

int esp_mgtt_client_subscribe_single (esp_mgqtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

 Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQOTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

B8
e client -- MOTT client handle
* topic -- topic filter to subscribe
* gos -- Max qos level of the subscription
R[] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

intesp_mgtt_client_subscribe_multiple (esp_mgqtt_client_handle_t client, const esp_mqtt_topic_t
*topic_list, int size)

Subscribe the client to a list of defined topics with defined qos.
Notes:

* Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(APl is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

SH
e client -- MQTT client handle
* topic_list -- List of topics to subscribe
* size -- size of topic_list
R [1] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)

Unsubscribe the client from defined topic.
Notes:

¢ Client must be connected to send unsubscribe message
* It is thread safe, please refer to esp_mgtt_client_subscribe_single for details

SH
e client -- MOTT client handle
* topic--
& In] message_id of the subscribe message on success -1 on failure

intesp_mgtt_client_publish (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain)
Client to send a publish message to the broker.
Notes:

» This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)
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* Client doesn’t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

* It is thread safe, please refer to esp_mgtt_client_subscribe for details

SH
e client -- MQTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
& [a] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure, -2 in case of full outbox.

int esp_mgtt_client_enqueue (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mgqtt_client_publish() which sends the pub-
lish message immediately in the user task’s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

SH
e client -- MQOTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
* store -- if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are en-
queued
R IH] message_id if queued successfully, -1 on failure, -2 in case of full outbox.

esp_err_t esp_mqtt_client_destroy (esp_mgqtt_client_handle_t client)

Destroys the client handle.
Notes:

e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mqtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)
Set configuration structure, typically used when updating the config (i.e. on "before_connect” event.
S8
e client -- MQTT client handle
* config -- MQTT configuration structure

&[] ESP_ERR_NO_MEM if failed to allocate ESP_ ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success

esp_err_t esp_mgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.
ZH
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e client -- MQOTT client handle
* event -- event type
* event_handler -- handler callback
* event_handler_arg -- handlers context
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-
tion ESP_OK on success

esp_err_t esp_mgtt_client_unregister_event (esp_mgqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
S8
* client -- mqtt client handle
* event -- event ID
* event_handler -- handler to unregister
j&In] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on invalid event ID
ESP_OK on success
int esp_mgtt_client_get_outbox_size (esp_mgqtt_client_handle_t client)
Get outbox size.
%4 client -- MOTT client handle
&1 outbox size 0 on wrong initialization
esp_err_t esp_mqgtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
S8
e client -- MQTT client handle
* event -- MQOTT event handle structure

&1l ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mqgtt_error_codes

MQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_t1ls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component

intesp_tls_stack_err

tls specific error code reported from underlying tls stack
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intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification

esp_mqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message

int session_present

MOTT session_present flag for connection event
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esp_mqtt_error_codes_t *error_handle

esp-mgqtt error handle including esp-tls errors as well as internal MQTT errors

bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig

struct esp_mqtt_client_config_t

MOTT client configuration structure

* Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_mgqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_mgqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_magqtt_client_config_t::network_t network

Network configuration

struct esp_mgtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgqtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct esp_mgqtt_client_config_t::outbox_config_t outbox

Outbox configuration.

struct broker_t

Broker related configuration
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Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration

struct esp_mqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker
struct address_t

Broker address

* uri have precedence over other fields
o If uri isn’t set at least hostname, transport and port should.

Public Members

const char *uri

Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’s identity isn’t verified. it’s recommended to set the options in this struct
for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.

esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.

const char *certificate

Certificate data, default is NULL, not required to verify the server.

Espressif Systems 132 Release master
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master%20for ESP32

Chapter 2. APl &%

size_t certificate_len

Length of the buffer pointed to by certificate.

const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to certifi-
cate verification). PSK is enabled only if there are no other ways to verify broker.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MQTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate
CN must match this name, If NULL, server certificate CN must match hostname. This is ignored
if skip_cert_common_name_check=true.

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.
Public Members
int size

size of MOTT send/receive buffer

int out_size

size of MQTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.

Public Members

const char *username
MQTT username

const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id
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struct esp_maqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t
Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key.

size_tcertificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided.

size_tkey_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection

void *ds_data
Carrier of handle for digital signature parameters, digital signature peripheral is available in

some Espressif devices.

struct network_t

Network related configuration

Public Members
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int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_auto_reconnect=true to disable

esp_transport_handle_t transport

Custom transport handle to use. Warning: The transport should be valid during the client lifetime
and is destroyed when esp_mgqtt_client_destroy is called.

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

struct outbox_config_t

Client outbox configuration options.

Public Members

uint64_t limit

Size limit for the outbox in bytes.

struct session_t

MOQTT Session related configuration

Public Members

struct esp_mqtt_client_config_t::session_t::last_will_t last_will

Last will configuration

bool disable_clean_session

MQOTT clean session, default clean_session is true

int keepalive

MQTT keepalive, default is 120 seconds When configuring this value, keep in mind that the client
attempts to communicate with the broker at half the interval that is actually set. This conservative
approach allows for more attempts before the broker’s timeout occurs

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’t disable keepalive feature, but uses a
default keepalive period
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esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msg isn’t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MQTT task priority

int stack_size
MQOTT task stack size

struct topic_t

Topic definition struct

Public Members

const char *£ilter

Topic filter to subscribe

int gos

Max QoS level of the subscription
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Macros

MQTT_ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

esp_mgtt_client_subscribe (client_handle, topic_type, qos_or_size)

Convenience macro to select subscribe function to use.
Notes:

e Usage of esp_mgtt_client_subscribe_single is the same as previous
esp_mgqtt_client_subscribe, refer to it for details.

S8
* client_handle -- MQOTT client handle
* topic_type -- Needs to be char* for single subscription or esp_mgtt_topic_t
for multiple topics
* gos_or_size -- It’s either a qos when subscribing to a single topic or the size of the
subscription array when subscribing to multiple topics.
R IH] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

Type Definitions

typedef struct esp_mgqtt_client *esp_mqgtt_client_handle_t

typedef enum esp_mgqtt_event_id t esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mgtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

typedef enum esp_mgqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mgqtt_protocol_ver_t esp_mgtt_protocol_ver_t

MQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mqtt_error_codes_t
MQTT error code structure to be passed as a contextual information into ERROR event
Important: This structure extends esp_t1s_Ilast_error error structure and is backward compatible with

it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from

Espressif Systems 137 Release master
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master%20for ESP32

Chapter 2. APl &%

tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mgtt_event_t

MQTT event configuration structure

typedef esp_mqtt_event_t *esp_mgtt_event_handle_t

typedef struct esp_mgqtt_client_config_t esp_mgtt_client_config t

MOQTT client configuration structure

¢ Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

typedef struct fopic_t esp_mgtt_topic_t

Topic definition struct

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

Values:

enumerator MOTT _EVENT_ANY

enumerator MOTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

enumerator MOTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MOTT EVENT_DISCONNECTED

disconnected event

enumerator MOTT EVENT_SUBSCRIBED
subscribed event, additional context:
* msg_id message id
* error_handle error_type in case subscribing failed

* data pointer to broker response, check for errors.
* data_len length of the data for this event

enumerator MOTT_ EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id
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enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA
data event, additional context:
* msg_id message id
* topic pointer to the received topic
* topic_len length of the topic
* data pointer to the received data
« data_len length of the data for this event
¢ current_data_offset offset of the current data for this event
* total_data_len total length of the data received
* retain retain flag of the message
* qos QoS level of the message
¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==
¢ Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MOQTT connection error codes propagated via ERROR event

Values:

enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MQTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_REJECTED

MQTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MQTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MOQTT connection refused reason: Wrong user
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enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t
MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MOTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MOTTS

enumerator MOTT TRANSPORT_OVER_WS
MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MOQTT over Websocket Secure, using scheme: wss

enum esp_mqgtt_protocol_ver_t

MQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED

enumerator MOQTT PROTOCOL_V_3_1

enumerator MOTT PROTOCOL_V_3_1_1

enumerator MQTT PROTOCOL_V_5

2.24 ESP-TLS
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ESP-TLS &ML APT £z 1, HITU7 )% H TLS Thag, SCRen CA JAIERHIE. SNI. ALPN $agAldE
PHZE RS WL 5, M KL B W AEBIR SR esp_t1s_cfg_t o, METEME, MHLATT API
HEAT TLS 37 :

esp_tls_init (): ¥tk TLS MM,

esp_tls_conn_new_sync(): JFEHEIHZER TLS i#4%.

esp_tls_conn_new_async (): FFEHIEHEZESL TLS i3,

esp_tls_conn_read(): P TLS 22 Fr9R HE .

esp_tls_conn_write(): YN HEIEE A TLS %E#:,

esp_tls_conn_destroy (): BEER:.

AT Z MY, 40 HTTP1, HTTP2 %5, A% H ESP-TLS 414 11 5291

W Bl

i [} ESP-TLS 7 & H 75900 HTTPS fij 3R fBil, 525 protocols/https_request.

ESP-TLS 411E b 551

— esp_tls.c

I— esp_tls.h
If esp_tls_mbedtls.c

— esp_tls_wolfssl.c

L— private_include
% esp_tls_mbedtls.h
L esp_tls_wolfssl.h

ESP-TLS 41 {4 3¢ {4 esp-tls/esp_tls.h 43 &% 44 1) 22 & APL 3k 304, 78 ESP-TLS 41{: N5, A T 5L
GeAAEINEE, 2 f# ] MbedTLS il WolfSSL W4~ SSL/TLS J iy Ho v — AN b F7 e & ik d s, 5
MbedTLS #H %) API 7£JAE esp-tls/private_include/esp_tls_mbedtls.h, -5 WolfSSL #H 3¢ ) API F£ i 1E
esp-tls/private_include/esp_tls_wolfssl.h,

TLS JIR 55 23 550k

ESP-TLS 7E% i (i 17 2 Pl TLS AR5 S A0 T, AN ubnd sifiz 55 2 AR 55 g ilAs . sl Fii =
WHRAULR 545 . A WAL esp_t1s_cfg_t G5HPR TR DA R AE— 1T 5E i TLS fie 5 a8k, 5 R A
Ve, W% PURERIATE TLS JERAIE#N), 2R 4R,

« cacert_buf fl cacert_bytes: PAZif R nlesp_tls_cfg t ZERIEAL CA JEf,
ESP-TLS K¢fifi fl 2o (X i) CA JERIGIEMR S5 4% . T, JifEesp_tls_cfg_ t Z5kfk
HRE DA T AR

- cacert_buf - #8§, 8L E CAEBHZMHIX,
— cacert_bytes - CAYEF K/ (PAFEAT R EAAL) .

» use_global_ca_store: global_ca_store °] —iRVESE A6 ik &, FH H T iiE
ESP-TLS #3155 #8, HREFEEX LRSS Hiesp_t1s_cfg t g5k
B use_global_ca_store = true. G LHIEILAIIXE global_ca_store fAAE
APIL, 5[ 3CKRI APL 2%,

* crt_bundle_attach: ESP x509 yiE-{if3 APL$24it T (H5EM iR S5 gt i, RI4TE—4A
FE L) x509 ARAEAS, HT TLS R445500E, FEE1ESHESP x509 i 45 6.

o psk_hint_key: Z{fi f 1 3t 52 %5 4 06 IE iR &5 #%, 4 20 #E ESP-TLS menuconfig H' f
FICONFIG_ESP_TLS_PSK_VERIFICATION , %X 5 i/ %5 M fkesp_t1s_cfg_t $fit#4[5 PSK
i&ﬁﬁﬂ%ﬂéﬂ WIFaER . AL KRS AR UE ) HAb eI, ESP-TLS ##{ A PSK 35k Al

o

o PRk R 55 28 W UE: % eI N4, AUHEI L A . E ESP-TLS menuconfig H1

H CONFIG_ESP_TLS_INSECURE F1CONFIG_ESP_TLS_SKIP_SERVER_CERT_VERIFY W3 H
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IR, BURS, FHARAEesp_tls_cfo t GSMAEHHANN S AR UERET, ESP-TLS Xf
NN SO FE et vall

et T BRI S RIS 1 KR, KT API 5 ca_store SE3LHHL
BROES HAE T, S A 3 D B ORI IR g5 A TLS b,

ESP-TLS JJit 55 25 Uk 15 £l

8 ] MbedTLS HpUFR I}, ESP-TLS 201452 F5F 5% B AR 55 g ik Bk Be R i 5. Buish, TEAR 552842 T 11
AT B IR 25 2R IE 45, i 1R AT BRIV P & 3% 19" Client Hello™ J1 &L FR 446 1%) TLS §7 & (ALPN,
SPI %) , HEF Mk FAL M IR 55 #5IE B A% Fim. 25 BLThae, %76 ESP-TLS menuconfig H' 5
P CONFIG_ESP_TLS_SERVER_CERT_SELECT_HOOK .

LA R e it R esp_t 1s_cfg t HECE, BMAWT:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{

/* LR R AT B R xS

return O;
I3

esp_tls_cfg_t cfg = {
cert_select_cb = cert_section_callback,
bi

JiEJZ SSL/TLS Pk

ESP-TLS 4143 #£1L MbedTLS 5 WolfSSL {E B HJiKJZ SSL/TLS &, BRiA{fii F§ MbedTLS, WolfSSL [
SSL/TLS J# R https:/github.com/espressif/esp-wolfssl /v TFFRE, Z G EFR AL — 3145 =X WolfSSL 21
e, FERAE T — LR BIF B P T R C APL, A SV AT IEAUHABBE ST, 52 F QR R README . md 3
o IR TAE TREH ] WoIfSSL Ay =LA AR .

Frik: BRI T ESP-TLS N, RO A & BBl T AR ESP-TLS 45 5E fUAS .

1t ESP-IDF fii il WolfSSL

FAE TR ] WolfSSL,  mRIRAR Pifh 7 5
D) BT =474, K5 Wolf SSL A 41 1F B s hn 2 T A% o

(BHM cd #4#NTHEEE)
mkdir components
cd components
git clone https://github.com/espressif/esp-wolfssl.git

2) X WolfSSL YENH/NAE R IS TAEH .
o A PAT A4 T 3 WolfSSL:

git clone https://github.com/espressif/esp-wolfssl.git

o 2 wolfssl/examples 756l , 7F LFEMY CMakeLists.txt {FH & HE EXTRA_COMPONENT_DIRS,
MIM#E ESP-IDF #1415 ESP-WoIfSSL, P51 S M 4 % T kay B T2 /M.

SE EIRBIRIG AT DALE TARC B B APRF WoIfSSL f1 i)z SSL/TLS J, HARBBRANR:
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idf.py menuconfig > ESP-TLS > SSL/TLS Library > Mbedtls/Wolfssl

MbedTLS 5 WolfSSL %Ltk

T ZRJETE A WoIfSSL 1 MbedTLS P #f SSL/TLS J, - Br A7 #H 2¢ e 5 1% &4 BROINERS, 217 R
M55 #5% B 44y 16 3IE 11 protocols/https_request 78 il (4 EL R 45 5. X} T MbedTLS, IN_CONTENT K J& 1l
OUT_CONTENT K- i 43 H5 Bk 16384 “E35H1 4096 £77 .

BE WoIfSSL MbedTLS
B AEHESS A ~19KB ~37KB
AT 55 A48 ~22KB ~3.6KB
i DR TNAD ~ 858 KB ~736 KB

Friks AAHCEE AN A SO W PR RAR ], A2 A (E T B S _ERAH

ESP-TLS }'if) ATECC608A (¢4 ctk)

ESP-TLS 3 #+7 ESP32 R4tk Ji_ [ ] ATECC608A it i, {HAZiF MbedTLS >y ESP-TLS (i
J2% SSL/TLS #pifl#k. RLFHE, ESP-TLS ERIALA MbedTLS Jy i)z TLS/SSL Ppisl ik .

#%1E: 7 ESP32 /) ATECCO08A its i M T SCHL ., 1151525 esp_cryptoauth_utility .,

BRI G AT SRy, FRREH T AR TLS #E 8, i A N 229K

1) 75 LAEH RN esp-cryptoauthlib, 3% 27 U{r[4F ESP-IDF Hi{fi [f] esp-cryptoauthlib,
2) J2HPAT menuconfig ¥

menuconfig > Component config > ESP-TLS > Use Secure Element (ATECC608A) with.
—~ESP-TLS

3) g% ATECC608A it F- 27

menuconfig > Component config > esp-cryptoauthlib > Choose Type of ATECC608A_
—chip

WNFE T Z ATECCO08A (b 22, sl 55 TR AN PRI 2 315 € ESP LBk ATECC608A S J1 264,
5 ATECC608A it J- 27,

4) frfesp_tls_cfog_t FHALPUNECE, 7 ESP-TLS )5 H ATECC608A.,

esp_tls_cfg_ t cfg = {
VA -
.use_secure_element = true,

bi

TLS &£

ESP-TLS SCHFAER Ptk R B M 0P8R, TLS 2B 513 1 T 1 iRk 55 45 1% 13 i SCRp i) B i
PHEE, AR MRS B CRF KU &0, H N TAERT TLS PhislRICE . MRS & 3Rk
AT — SR, W TLS 88, K2 LI

R PN, ffesp_tls_cfg t ZEfA iR E ciphersuites_list BRI :
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/B EEAKLAN 0 R, FEEEA TLS EBMA, mEEEM A F R E E A K-
N
static const int ciphersuites_list[] = {MBEDTLS_TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
—SHA384, MBEDTLS_TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 0};
esp_tls_cfg_ t cfg = {

.ciphersuites_list = ciphersuites_list,
bi

ESP-TLS N ciphersuites_list W A R I, % A
Mlesp_tls_get_ciphersuites_list () R TLS Hh kW X R & £ 445 %, H &R
BN BRI B

Frik: LB SUE MbedTLS B A 2L

TLS il A

ESP-TLS ff% )y TLS HEH I E AN Y TLS PRSURAS, 35 BUAKRE I H—AL % M TLS i3k, e, 78
IBATIEANF]AY TLS #EH 0] AR E S TLS 1.2, TLS 1.3 SR HSURAS .

#ik: HAl, {0fE MbedTLS fF:24 ESP-TLS fYJi/z SSL/TLS Pl Rk S5 b U fiE -

FAF BSP-TLS th % B TLS h i MR A, 5 ¥ B esp_tls_cfg_ t::tls_version,
Mesp_tls_proto_ver_t Wk BEFFF A WA E B A FE, KB IA MR8 Ik 55 48 2K
7 TLS 758 .

ESP-TLS JEAZ A HbSUR A Al 44 4 75 Al

#include "esp_tls.h"
esp_tls_cfg_t cfg = {
.tls_version = ESP_TLS_VER_TLS_1_2,

bi

API 5%

Header File

¢ components/esp-tls/esp_tls.h
* This header file can be included with:

’#include "esp_tls.h" ‘

* This header file is a part of the API provided by the esp-t 1s component. To declare that your component
depends on esp-t 1s, add the following to your CMakeLists.txt:

’REQUIRES esp-tls ‘

or

’PRIV_REQUIRES esp-tls ‘

Functions
esp_err_t esp_tls_cfg_server_session_tickets_init (esp_tls_cfg_server_t *cfg)

Initialize the server side TLS session ticket context.

This function initializes the server side tls session ticket context which holds all necessary data structures to
enable tls session tickets according to RFC5077. Use esp_tls_cfg_server_session_tickets_free to free the data.
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%% cfqg -- [in] server configuration as esp_tls_cfg_server_t
B’ ESP_OK if setup succeeded ESP_ERR_INVALID_ARG if context is already initialized
ESP_ERR_NO_MEM if memory allocation failed ESP_ERR_NOT_SUPPORTED if session
tickets are not available due to build configuration ESP_FAIL if setup failed
void esp_tls_cfg server_session_tickets_free (esp_tls_cfg_server_t *cfg)

Free the server side TLS session ticket context.
%%, cfg -- server configuration as esp_tls_cfg_server_t

esp_tls_t *esp_tls_init (void)

Create TLS connection.
This function allocates and initializes esp-tls structure handle.
& a] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error

esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)
Create a new blocking TLS/SSL connection with a given "HTTP” url.

Note:  This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

SH

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

& ] pointer to esp_tls_t, or NULL if connection couldn’t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.

This function establishes a TLS/SSL connection with the specified host in blocking manner.

SH

* hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

e port -- [in] Port number of the host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg_t. At a minimum, this
structure should be zero-initialized.

* tls -- [in] Pointer to esp-tls as esp-tls handle.

A

e -1 If connection establishment fails.

1 If connection establishment is successful.

* 0 If connection state is in progress.

int esp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’s url.

ZH

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

* t1s -- [in] Pointer to esp-tls as esp-tls handle.

PEA ]
e -1 If connection establishment fails.
e 1 If connection establishment is successful.
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0 If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t

*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’t wait for the connection to get established.

B

hostname -- [in] Hostname of the host.

hostlen -- [in] Length of hostname.

port -- [in] Port number of the host.

cfg -- [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure
should be set to be true.

t1s -- [in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’s url.

R M

url -- [in] url of host.
cfg -- [in] TLS configuration as esp_tls_cfg_t.
t1s -- [in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ’data’ into specified tls connection.

S

B

t1s -- [in] pointer to esp-tls as esp-tls handle.
data -- [in] Buffer from which data will be written.
datalen -- [in] Length of data buffer.

>=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

<0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

ESP_TLS_ERR_SSI. WANT_READ/ ESP_TLS_ERR_SSL.L WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)

Read from specified tls connection into the buffer ’data’.

S

R

t1s -- [in] pointer to esp-tls as esp-tls handle.
data -- [in] Buffer to hold read data.
datalen -- [in] Length of data buffer.

>0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.
0 if read operation was not successful. The underlying connection was closed.
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* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.

int esp_tls_conn_destroy (esp_tls_t *tls)
Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%% tls -- [in] pointer to esp-tls as esp-tls handle.
J&IA] - 0 on success
 -11if socket error or an invalid argument

ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)

Return the number of application data bytes remaining to be read from the current record.
This API is a wrapper over mbedtls’s mbedtls_ssl_get_bytes_avail() API.

%% tls -- [in] pointer to esp-tls as esp-tls handle.
B m
* -11n case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)

Returns the connection socket file descriptor from esp_tls session.

2
* t1s -- [in] handle to esp_tls context
* sock£fd -- [out] int pointer to sockfd value.
j&la] - ESP_OK on success and value of sockfd will be updated with socket file descriptor for
connection
* ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)

esp_err_t esp_tls_set_conn_sock£fd (esp_tls_t *tls, int sockfd)

Sets the connection socket file descriptor for the esp_tls session.

ZH
* tls -- [in] handle to esp_tls context
e sockfd -- [in] sockfd value to set.
& [H] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd < 0)

esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)

Gets the connection state for the esp_tls session.

ZH
* tls -- [in] handle to esp_tls context
* conn_state -- [out] pointer to the connection state value.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
e ESP_ERR_INVALID_ARG (Invalid arguments)

esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)
Sets the connection state for the esp_tls session.

S
* t1s -- [in] handle to esp_tls context
e conn_state -- [in] connection state value to set.
&[] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)
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void *esp_tls_get_ssl_context (esp_tls_t *tls)

Returns the ssl context.

%%; tls -- [in] handle to esp_tls context
& [A] - ssl_ctx pointer to ssl context of underlying TLS layer on success
* NULL in case of error

esp_err_tesp_tls_init_global_ca_store (void)
Create a global CA store, initially empty.

This function should be called if the application wants to use the same CA store for multiple connections. This
function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().
pEy |
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

S8
* cacert_pem_buf -- [in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes -- [in] Length of the buffer.
Bl
» ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)

Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedtls related error codes. The error information is cleared internally
upon return.

S8
* h -- [in] esp-tls error handle.
* esp_t1ls_code -- [out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code
* esp_tls_flags -- [out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
¢ ESP_OK (0) if no error occurred
* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)

Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

S
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* h -- [in] esp-tls error handle.
* err_type -- [in] specific error type
* error_code -- [out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.

S

t1s -- [in] handle to esp_tls context
* error_handle -- [out] pointer to the error handle.

FE ]
* ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)

mbedtls_x509_crt *esp_t1ls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

£41:: Modifying the pointer might cause a failure in verifying the certificates.

B
* Pointer to the global CA store currently being used if successful.
* NULL if there is no global CA store set.

const int *esp_tls_get_ciphersuites_list (void)
Get supported TLS ciphersuites list.

See https://www.iana.org/assignments/tls- parameters/tls- parameters.xhtml#tls- parameters-4 for the list of ci-
phersuites

1% 1] Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites.

int esp_tls_server_session_create (esp_tls_cfg_server_t *cfg, int sockfd, esp_tls_t *tls)
Create TLS/SSL server session.

This function creates a TLS/SSL server context for already accepted client connection and performs TLS/SSL
handshake with the client

ZH
» cfqg -- [in] Pointer to esp_tls_cfg_server_t
* sockfd -- [in] FD of accepted connection
* t1s -- [out] Pointer to allocated esp_tls_t
P[]
¢ 0 if successful
¢ <0 in case of error

void esp_tls_server_session_delete (esp_tls_t *tls)

Close the server side TLS/SSL connection and free any allocated resources.
This function should be called to close each tls connection opened with esp_tls_server_session_create()
%4 tls -- [in] pointer to esp_tls_t

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)

Creates a plain TCP connection, returning a valid socket fd on success or an error handle.
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SH
¢ host -- [in] Hostname of the host.
* hostlen -- [in] Length of hostname.
e port -- [in] Port number of the host.
* cfg -- [in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle -- [out] ESP-TLS error handle holding potential errors occurred during
connection
* sock£fd -- [out] Socket descriptor if successfully connected on TCP layer
&[] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS
based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

#51: Note about format of certificates:
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* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };

¢ where ’h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-support
This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_ buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM
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const unsigned char *clientkey_ pem buf

Client key legacy name

unsigned int clientkey_bytes
Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_bytes

Size of client key legacy name

const unsigned char *clientkey_ password

Client key decryption password string

unsigned int clientkey_password_len

String length of the password pointed to by clientkey_password

bool use_ecdsa_peripheral

Use the ECDSA peripheral for the private key operations

uint8_t ecdsa_key_efuse_blk
The efuse block where the ECDSA key is stored

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection
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esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1£_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

const int *ciphersuites_list

Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites. Please check the list validity
by esp_tls_get_ciphersuites_list() API

esp_tls_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

struct esp_tls_cfg_server

ESP-TLS Server configuration parameters.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };

» where 'h2’ is the protocol name

const unsigned char *cacert_buf
Client CA certificate in a buffer. This buffer should be NULL terminated

const unsigned char *cacert_pem_buf

Client CA certificate legacy name

unsigned int cacert_bytes

Size of client CA certificate pointed to by cacert_pem_buf

unsigned int cacert_pem bytes

Size of client CA certificate legacy name
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const unsigned char *servercert_buf

Server certificate in a buffer This buffer should be NULL terminated

const unsigned char *servercert_pem_buf

Server certificate legacy name

unsigned int servercert_bytes

Size of server certificate pointed to by servercert_pem_buf

unsigned int servercert_pem_bytes

Size of server certificate legacy name

const unsigned char *serverkey_buf
Server key in a buffer This buffer should be NULL terminated

const unsigned char *serverkey_pem buf

Server key legacy name

unsigned int serverkey_bytes

Size of server key pointed to by serverkey_pem_buf

unsigned int serverkey_pem_bytes

Size of server key legacy name

const unsigned char *serverkey_password

Server key decryption password string

unsigned int serverkey_password_len

String length of the password pointed to by serverkey_password

bool use_ecdsa_peripheral

Use ECDSA peripheral to use private key

uint8_t ecdsa_key_efuse_blk
The efuse block where ECDSA key is stored

bool use_secure_element

Enable this option to use secure element or atecc608a chip

void *userdata

User data to be added to the ssl context. Can be retrieved by callbacks

Type Definitions

typedef enum esp_tls_conn_state esp_tls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t
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typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg_t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_ family_ t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

£511: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

 Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

» Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef void *esp_tls_handshake_callback

typedef struct esp_tls_cfg_server esp_tls_cfg_server_t

ESP-TLS Server configuration parameters.

typedef struct esp_tls esp_tls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:
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enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

enum esp_tls_proto_ver_t

Values:

enumerator ESP_TLS_VER_ANY

enumerator ESP_TLS_VER_TLS_1_2

enumerator ESP_TLS_VER_TLS_1_3

enumerator ESP_TLS_VER_TLS_MAX

Header File

» components/esp-tls/esp_tls_errors.h
¢ This header file can be included with:

’ #include "esp_tls_errors.h" ‘

* This header file is a part of the API provided by the esp-t1s component. To declare that your component
depends on esp-t1s, add the following to your CMakeLists.txt:

’REQUIRES esp-tls ‘

or

’ PRIV_REQUIRES esp-tls ‘

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.

Public Members
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esp_err_t last_error

error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

intesp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_RESOLVE_HOSTNAME

Error if hostname couldn’t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error
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ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed
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ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSL_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM

System error —errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type —esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX

Last err type —invalid entry
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2.2.5 ESP HTTP % j i

esp_http_client @t 7 —4 API, JITA\ ESP-IDF [ i b At HTTP/S 453K, HLARH i I 20 3%
LU

s BicElflesp_http_client_init (), Al@—" esp_http_client_handle_t SLfl, BIET
Y5 esp_http_client_config_t BUEA|E HTTP & um /il . ek Eon i s — A eiE A .
PR 2 S B ECE R, A ERIAE .

o HRVH Hesp_http_client_perform(), PfT esp_http_client WA #A4E, ®HIEITIF
W, B, CHER (T, [FRE M 0T 55 58 BT P 261 AT 55 BT AH C R S
(fEesp_http_client_config_t ¥ ) FrE S FORER T A .

» fiffflesp_http client cleanup () RXMERE (WF), HREBUTA /B4 HTTP % i
SEHIRIPIAE. MR B AR A E e UG e — R A

W

fii J ESP HTTP % P & HTTP/S 53K 1 & R il , W23 protocols/esp_http_client.

HTTP JEA UK

mE 7Ok B a Y, WS F MM oR fl f M http_rest_with_url #
http_rest_with_hostname_path PR%.

FRAETE

FRA R )e HTTP P E 20 A e sl 2 i) [ — 34 3k . WERAR S5 4% 50 i) Connection:
close KRUPRKMIER:, EHEMS—EARFITI, T HARK.

AT i ESP HTTP % i 5550 B R AR LS, WU AT 582 Hu (il ] [R]— N4 SE 491 ok AL i =K
w2 N RF P ERE http_rest_with_url fl http_rest_with_hostname_path., fH,
— HAEER:, RISAEE: 2w & 24K (I GET, POST. PUT %),

i TLS i %4 clk (ATECC608) 242704 (ATECC608) 1] T HTTP % i3 (1)iK)2 TLS 1%
B, S FESP-TLS 3 4% Wiy ESP-TLS P 8 ATECC608A (ze47t k) ¥ /N, TELMT ., EY
B 402, W JefE menuconfig B3 it CONFIG_ESP_TLS_USE_SECURE_ELEMENT St E:3M TR,
J&, WECHE HTTP % P 2408, WF fs:

esp_http_client_config_t cfg = {
/* other configurations options */
.use_secure_element = true,

bi

HTTPS ik

ESP HTTP % J* g 3 ¥ {# /1 mbedTLS [ SSL % 4%, ZFE ¥ url B B N DL https
JF 3k, = ¥ transport_type ¥ B N HTTP_TRANSPORT_OVER_SSL., A DA &
it CONFIG_ESP_HTTP_CLIENT_ENABLE_HTTPS 3Tt & HTTPS %+ (BRAEH).
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ik AR HTTPS 353K, NGRS 4L, HETR% M esp_http_client_config_t ACE Y
cert_pem i B RHEBSMUMIES (PEM #%2) . M PR R PAE esp_http_client_config_t i
B crt_bundle_attach Jfi 5, i ESP x509 Certificate Bundle #fTIRSS#5LIIE

WMFTMEXEEPTHELHAMY, %N H NG F KK https_with_url fl

https_with_hostname_path,

HTTP i

A7 LB B AR P o S TP IE R R A e (Bdii) -« ERXFMEOLR . I A 5 F AL SRR ] -
e =V E

e esp_http_client_init (): fg— HTTP & igi)Hg.

e esp_http_client_set_* i esp_http_client_delete_*: 1&g HTTP EESEL (7).

e esp_http_client_open(): flwrite_len (ZSECHFEE AIRSGEIHINEKE) FTHF HTTP
R, BE write_len=0 N HEER.

e esp_http_client_write(): [RGB ALYE, ;KK E Nesp_http_client_open () IR
Bohpy write_lenfH; BH write_len=0 J& ﬂﬂ%]ﬂj i{ﬂ(

» esp_http_client_fetch _headers(): {E K £ % i K L MR & #8 5 ( FH)
JG, ¢ HU HTTP Jig % #% 9 ma i k. A AR 45 #% 1B o] content-length, Jf 7] DA
Hesp_http_client_get_status_code () K, PAIREGERER HTTP IRES.

e esp_http_client_read(): 3B HTTP .

e esp_http_client_close(): XHiE#E,

e esp_http_client_cleanup (): B BEHREIE .

W TRSEEATT, SN RGP AI KA http_perform_as_stream_reader,

HTTP i\ ik

ESP HTTP % y i ] b} 32 £ JEARI 5 2ENE

o A DAYE url B esp_http_client_config_t BlE HH) username fll password Ab#y
AP Z e, X auth_type = HTTP_AUTH_TYPE_BASIC, HTTP % i L E AT
— I ERR AT E A A
e UM auth_type = HITP_AUTH_TYPE_NONE, @ﬁﬂﬁqﬂﬁ username fl password F
B, HTTP % ) iy 5 ZEAAT P A . % 7 im 78 26 — W= IR B 2 IR 45 2R 1F, &I ®) 401
Unauthorized 3k, ﬁ'ﬁ}:ﬁﬁ?}%ﬁ‘kbfn uﬂéﬁﬁ%ﬁﬁﬁ HAESE I E P AT
s W T MR S P o4n Y, %%r)ﬂﬁm*lﬁﬁ@@(httanthbaSlC
http_auth_basic_redirect (T #HAAUE) Ml http_auth_digest (T 1§
FHAE) .

o HAl, #ZIAUE SR MDS5 fll SHA-256 H3k .

NIERE L il
* 3F URI fINIE

esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi
o BT H AR rAGIE

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",
(T Igksr)
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(£ 50

.auth_type = HTTP_AUTH_TYPE_BASIC,
bi

ERLg i

ESP HTTP % /7 iy 3¢ #F 4% /4 4b 3, % A # X F 08 mf & il % M W 80 35 18 b 32 ).
esp_http_client_event_id_t LS T A {# | ESP HTTP % /i $h 47 HTTP 75 3K I o] 8 & 4=
HIE L

Witesp http_client_config t::event_handler ¥&E PIVHEREEIET B B 440 I GE .

ESP HTTP % ) 55 Wi B

ZWHE ST ATE B PR T iR IR 78 . 7 ESP HTTP % i 1, mf DATE AL 7E 3 #8370 2 i
Lfﬂ‘f}?ﬂéfﬁf)ﬁiﬂmuoﬂtyJﬁEEﬁimﬁﬂﬂﬁ? ESP Insights HEZ2 , i AE 4L T 5 Bh SE 12 05 5 - SR T, BBER
H&ffi ESP Insights HEZE | 0] DARBUZ WS & . S0 IEFEF it esp_event_handler_register ()
@*&&ﬂﬁ@]$1¢ﬁffqﬂ

FFIEER AR HTTP 7 b SR (B RS A0 B -

e HTTP_EVENT_ERROR : esp_http_client_handle_t
HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA : esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t
HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

FE G ¥ B Ik RB|HTTP_EVENT DISCONNECTED 2 H®i, 5 F 4 ¥ # — E £ it 3
flesp_http_client_handle_t ¥§ I 4 4H 3. ﬁﬁ‘ﬁﬁ{%mﬁ?lz%$[ﬂﬂ’]§):‘ USRS
TERTHMBR, FAT R RESME % i ek AR 28 A el Az

TLS Bp A

n[ffesp_http_client_config_t HIE M TIEZ TLS A0 TLS thilliiA. TMEZEE, #HS
% ESP-TLS %11 TLS BpisUl A5,

HTTP % i) TLS PSURAS Al #2407 7 =X i

#include "esp_http _client.h"
esp_http_client_config_t config = {
.tls_version = ESP_HTTP_CLIENT_TLS_VER_TLS_1_2,

bi

API %

Header File

* components/esp_http_client/include/esp_http_client.h
¢ This header file can be included with:

#include "esp_http_client.h"

* This header file is a part of the API provided by the esp_http_client component. To declare that your
component depends on esp_http_client, add the following to your CMakeLists.txt:
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’REQUIRES esp_http_client ‘

or

’PRIV_REQUIRES esp_http_client ‘

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%%, config -- [in] The configurations, see http_client_config_t
Rl
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client_perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() APL
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to re-use the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have to use esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

% :  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers >
esp_http_client_read (and option) esp_http_client_close.

%% client -- The esp_http_client handle
R E

¢ ESP_OK on successful

e ESP_FAIL on error

esp_err_t esp_http_client_cancel_request (esp_http_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.

%% client -- The esp_http_client handle
izl

¢ ESP_OK on successful

e ESP_FAIL on error

* ESP_ERR_INVALID_ARG

* ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.
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BH
* client -- [in] The esp_http_client handle
e url -- [in] The url
Bl
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S8
* client -- [in] The esp_http_client handle
* data -- [in] post data pointer
* len -- [in] post length
R
* ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)

Get current post field information.

S8

e client -- [in] The client

* data -- [out] Point to post data pointer
R&Ia] Size of post data

esp_err_t esp_http_client_set_header (esp_http_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

2H
* client -- [in] The esp_http_client handle
* key -- [in] The header key
¢ value -- [in] The header value
Rl
 ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_get_header (esp_htp_client_handle_t client, const char *key, char **value)

Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

¥
* client -- [in] The esp_http_client handle
* key -- [in] The header key
* value -- [out] The header value
B
e ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

ZH
* client -- [in] The esp_http_client handle
¢ value -- [out] The username value

PEA ]
e« ESP_OK

ESP_ERR_INVALID_ARG
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esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

ZH
* client -- [in] The esp_http_client handle
* username -- [in] The username value
P[]
« ESP_OK
¢ ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_http_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

2H
* client -- [in] The esp_http_client handle
* value -- [out] The password value
Bl
« ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

ZH
* client -- [in] The esp_http_client handle
» password -- [in] The password value
PEA ]
 ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

BH

* client -- [in] The esp_http_client handle

* auth_type -- [in] The esp_http_client auth type
B m

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_user_data (esp_http_client_handle_t client, void **data)

Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.

S

* client -- [in] The esp_http_client handle

* data -- [out] A pointer to the pointer that will be set to user_data.
B

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)
Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’s behalf.
BH
* client -- [in] The esp_http_client handle
* data -- [in] The pointer to the user data
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R M
* ESP_OK
* ESP_ERR_INVALID_ARG

int esp_http_client_get_errno (esp_hittp_client_handle_t client)

Get HTTP client session errno.

%% client -- [in] The esp_http_client handle
P

e (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_http_client_handle_t client, esp_http_client_method_t
method)

Set http request method.
* client -- [in] The esp_http_client handle
e method -- [in] The method
B
e ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)

Set http request timeout.

2H
* client -- [in] The esp_http_client handle
* timeout_ms -- [in] The timeout value
PE ]
« ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_http_client_handle_t client, const char *key)
Delete http request header.

ZH
* client -- [in] The esp_http_client handle

* key -- [in] The key
Bzl

« ESP_OK

* ESP_FAIL

esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)

This function will be open the connection, write all header strings and return.

ZH

* client -- [in] The esp_http_client handle

* write_len -- [in] HTTP Content length need to write to the server
PEA ]

 ESP_OK

» ESP_FAIL

int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()

B8
* client -- [in] The esp_http_client handle
* buffer -- The buffer
* len -- [in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
B

e (-1) if any errors
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* Length of data written

int64_t esp_http_client_fetch_headers (esp_http_client_handle_t client)
This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.
%4 client -- [in] The esp_http_client handle
B
* (0) if stream doesn’t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
* (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header
bool esp_http_client_is_chunked_response (esp_http_client_handle_t client)
Check response data is chunked.
%%, client -- [in] The esp_http_client handle
&I\ true or false
int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

$51:: (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

S8
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The length
B
* (-1) if any errors
* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform
%% client -- [in] The esp_http_client handle
&[] Status code
int64_t esp_http_client_get_content_length (esp_htp_client_handle_t client)
Get http response content length (from header Content-Length) the valid value if this function invoke after

esp_http_client_perform

%4 client -- [in] The esp_http_client handle
B

¢ (-1) Chunked transfer

* Content-Length value as bytes

esp_err_t esp_http_client_close (esp_http_client_handle_t client)

Close http connection, still kept all http request resources.

%% client -- [in] The esp_http_client handle
S]]

¢ ESP_ OK

« ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_htip_client_handle_t client)

This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’t call this function if you
intend to transfer more files, re-using handles is a key to good performance with esp_http_client.
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%% client -- [in] The esp_http_client handle
Sy (]|

¢ ESP_ OK

« ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_hittp_client_handle_t client)
Get transport type.

%% client -- [in] The esp_http_client handle
izl

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)

Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user contol over the redirection event.

%% client -- [in] The esp_http_client handle
Bl

 ESP_OK

* ESP_FAIL

esp_err_t esp_http_client_set_auth_data (esp_http_client_handle_t client, const char *auth_data, int
len)

On receiving a custom authentication header, this API can be invoked to set the authentication information
from the header. This API can be called from the event handler.

S
* client -- [in] The esp_http_client handle
e auth_data -- [in] The authentication data received in the header
* len -- [in] length of auth_data.
&)
 ESP_ERR_INVALID_ARG
 ESP_OK

void esp_http_client_add_auth (esp_http_client_handle_t client)

On receiving HTTP Status code 401, this API can be invoked to add authorization information.

257¥: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this API.

%% client -- [in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)
Checks if entire data in the response has been read without any error.
%4 client -- [in] The esp_http_client handle
&I
e true
* false
int esp_http_client_read_response (esp_http_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

BH
* client -- [in] The esp_http_client handle
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* buffer -- The buffer
* len -- [in] The buffer length

Bl
* Length of data was read
esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)

Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferrable to esp_http_client_read_response in situations where the content of the response may
be ignored.

S8
* client -- [in] The esp_http_client handle
* len -- Length of data discarded

RE
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
e ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_http_client_handle_t client, char *url, const int len)
Get URL from client.

ZH
* client -- [in] The esp_http_client handle
e url -- [inout] The buffer to store URL
* len -- [in] The buffer length

S|
 ESP_OK
 ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.

* client -- [in] The esp_http_client handle
* len -- [out] Variable to store length

JEA |
» ESP_OK If successful, len will have length of current chunk
e ESP_FAIL If the server is not a chunked server
e ESP_ERR_INVALID_ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event
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intdata_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members

esp_http_client_handle_t client
Client handle

int64_t data_process

Total data processed

struct esp_http_client_redirect_event_data
Argument structure for HTTP_EVENT_REDIRECT event.

Public Members

esp_http_client_handle_t client
Client handle

int status_code
Status Code

struct esp_http_client_config t
HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)
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const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Hittp authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be O for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_tclient_cert_len

Length of the buffer pointed to by client_cert_pem. May be O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be 0O for null-terminated pem

const char *client_key_ password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

esp_http_client_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method
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int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect

Disable HTTP automatic redirects

intmax_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event_handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout
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int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

Macros

DEFAULT_HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t
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typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_ EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_ EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_ EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_ EVENT_HEADER_SENT

This header has been kept for backward compatability and will be deprecated in future versions esp-idf

enumerator HTTP_EVENT_ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:
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enumerator HTTP_ TRANSPORT _UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_ OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_proto_ver_t

Values:

enumerator ESP_HTTP_CLIENT_TLS_VER_ANY

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_2

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_3

enumerator ESP_HTTP_CLIENT TLS_VER_MAX

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_ METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method
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enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_ METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_ METHOD_COPY
HTTP COPY Method

enumerator HTTP_ METHOD_MOVE
HTTP MOVE Method

enumerator HTTP_METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPF IND
HTTP PROPFIND Method

enumerator HTTP_METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_AUTH_TYPE_DIGEST
HTTP Disgest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok
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enumerator HttpStatus_MultipleChoices
enumerator HttpStatus_MovedPermanently
enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect
enumerator HttpStatus_PermanentRedirect
enumerator HttpStatus_BadRequest
enumerator HttpStatus_Unauthorized
enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP AHufssiil

HEik

il 1t ESP-IDF f#) ESP A< #b 455741 (esp_local_ctrl) Z1{4:, A]{#i ff HTTPS & BLE /X #5 ESP ¥ 4%, i@t —

RO AT ECE AR, A AR VEURN Y AR E S B S Rt

it BLE &4t w111k esp_local_ctrl [ #2401 F :

}I

.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,

}I

.handlers = {

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {
.device_name = SERVICE_NAME,
.service_uuid = {
/* LSB <———————————————————————————————————

0x21, O0xd5, 0x3b, 0x8d, Oxbd, 0x75,
Oxb4, 0x42, Oxeb, 0x31, 0x4a, Oxle,

(P oUgkzh)
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/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL

}I

/* Maximum number of properties that may be set */

.max_properties = 10

i

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&config));

[IAE, %F HTTP &4 :

/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT() ;

/* Load server certificate */

extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");

extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;

https_conf.servercert = servercert_start;

https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end[] asm("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;

https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
}V
.handlers = {
/* User defined handler functions */

.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,

.usr_ctx_free_fn = NULL
by
/* Maximum number of properties that may be set */
.max_properties = 10
i

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&config));

PRAT AR DA e300 15 B ESP A b2 il 1) 1 i e 4 -

1. PROTOCOM_SEC2: ¥/ i1 LT SRP6a )% 4HAZ e L T AES-GCM [ s 2| s %% o 3 — B 1038
1 AR ) PAKE Pl (B SRP6a) AL TS KA LRI, i Yl e .
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2. PROTOCOM_SEC1: 5% fETF Curve25519 FUZ4H A e fI T AES-CTR [t umhn 2%,

PROTOCOM_SECO: $§EPAIASC (JoZe4tk:) ﬁﬁsdﬁéé@%

4. PROTOCOM_SEC_CUSTOM: H & ¥ % 4 75 K. &, fF H X — % W 5f, o 20 4 4t
protocomm_security_t * ZEAIf custom_handleo

et

i N E’Jitéﬁ%%l_piﬁ HECESZH R . BTN, #5255 Protocol Communication H 5T 3
F protocomm % 4= fiUAR FY LS

G5t sy P

JEH esp_local_ctrl 5, W] DUCHHZSINEM: . B EELAEA MWL FR name (PR ), BFEAE
A type (ﬁﬂﬁtﬁﬁ)‘ ﬁlﬂ flags (fif) Ak size,

ARA R PR R BT (B0, PP ), W size (ERERAGE 00 X4 [ KB R IEH
MBS, e, 2 i BUSE, A size FPRIBLANIEMAV(EL, A )T esp_local_ctrl XFECEIHI A
RIS HEAT A

type fll £lags FEAS LR T BARR N AR, BT DU . (i, H 2, nAM#EH type
FonJEME, M flags 8 BIHEMRHE.

BN, PAR @ A R R A B R AR ST TYPE_TIMESTAMP #l READONLY Seii B ik
i) type #ll flags FEL:

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

HON, WORBIHFIEBCE T ctx FBL, 4510 HE XY func_get_time (), HITAERIER get/set AL
FEFF AR 2RI ) 3L

PANH get_prop_values () ABREEFI—/nGl, I TR 2RI ()4
static esp_err_t get_property_values (size_t props_count,

const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_

—values,
void *usr_ctx)

{

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value. This 1is.
—essential because the value has to be valid even after this function.
—returns. Alternative is to use dynamic allocation and set the free_fn.

—field */
static int32_t ts = func_get_time();
prop_values[i] .data = &ts;
}
(FITgk%s)
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(£ 50

}
return ESP_OK;

}

PAT N set_prop_values () WA — A7 Bil, RIS B2 A0 Hsm PR i 5 A1

static esp_err_t set_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t..

—*prop_values,
void *usr_ctx)
{
for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i].name);
return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values[i].size, ESP_LOG_INFO) ;
I3

}
return ESP_OK;

}

SERRNBIE 2 I, protocols/esp_local_ctrl,

5

R P S R, 5e, SRR AR B S 1 £ EE ST protocomm £, AR JE Kk I IR
esp_local_ctrl [IZ 55 REf% AP protobuf {515, esp_local_ctrl i 55 £ S EAL Rk, I %Ml
MM FRFEFY (set/get) . $4, MAREASALPRAR 726 BRI Wi WY £ 9 R T AL Bl — 2% protobuf {5 8 H, &%
F i o

PA RS2 esp_local_ctrl JI} %5 GEf% AL P Y 45l protobuf {5 B,

1. get_prop_count : iR [ IR 55 SCRp @ LB AL

2. get_prop_values: #EZ—PRGIHUH, HRMXLRGIFI A EIERGE (AR, KB, f77E)
FEPEAE -

3. set_prop_values: #2—RTIEEHM— B ELE, HTRERTIN NV AEIEE.

HE, fEZ T, NIRRT TEEHE, tal AR HI, &m0 ME— g 4 Frek iR
AlEtE. FRRCESIHT IR, &Y E eI get _prop_count, RSN get_prop_values,
NITA SRS R G| B A AR . h—AURTER] set_prop_values W, WAZ5EH BRI FF
e kG L) e U P SN i | il B S S v TS T N - b i VSN HIE R PA TS T

T T esp_local_ctrl iz 552 LR & Ff protocomm i i :
% 1: ESP A< 58 il AR 45 F AL i it o5

mm &R | URI (HTTPS R % & + | fik
(BLE + | mDNS)
GATT AR
%38
esp_local_ctrlivirsitgamdns- W& A 458
hostname>.local/esp_local_ctrlersion
esp_local_ctrliitipstiétmdns- KL E NI HE R
hostmame>.local/esp_local_ctrl/dontrol
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API 5%

Header File

» components/esp_local_ctrl/include/esp_local_ctrl.h
¢ This header file can be included with:

’#include "esp_local_ctrl.h" ‘

* This header file is a part of the API provided by the esp_local_ctrl component. To declare that your
component depends on esp_local_ctrl, add the following to your CMakeLists.txt:

’REQUIRES esp_local_ctrl ‘

or

’PRIV_REQUIRES esp_local_ctrl ‘

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)
Start local control service.
%%; config -- [in] Pointer to configuration structure
B
* ESP_OK : Success
 ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)

Stop local control service.
esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%%L prop -- [in] Property description structure
Bl
¢ ESP_OK : Success
 ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%4 name -- [in] Name of the property to remove
B

¢ ESP_OK : Success

e ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)

Get property description structure by name.

This API may be used to get a property’s context structure esp_local_ctrl_prop_t when its name is
known

%% name -- [in] Name of the property to find
PEA ]
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* Pointer to property
* NULL if not found

esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)

Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

£41:: In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structuresetinesp_local_ctrl_config_t,and passed
toesp_local_ctrl_start ().

¥
* ep_name -- [in] Name of the endpoint
* handler -- [in] Endpoint handler function
e user_ctx -- [in] User data
izl
* ESP_OK : Success
e ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h for available configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property
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uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
* if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property

uint32_t £lags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)
Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.
struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_ £n)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.
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£411:: If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure

Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
* All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

i If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
e ESP_ERR_INVALID_ARG : InvalidArgument
e ESP_ERR_INVALID_STATE : InvalidProto
* All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)
Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when

esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members
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esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.

const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security 0 This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.
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typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t
Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.

typedef struct protocomm_ble_config esp_local_ctrl_transport_config _ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config_httpd t
Configuration for transport mode HTTPD.

This is a forward declaration for ht t pd_ssl_config_t (for HTTPS) or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_ params_t

typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO

enumerator PROTOCOM_SEC1

enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC__CUSTOM
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2.2.7 ESP H 7t ANHLBER

IREEA Z 00 F AT AE PR o XS MBI T— il B 2k, HAER &R ESCBL T4 B s fE i
esp_serial_slave_link HfFRELL MM ELIKSIHIFH B PMLS ESP MALEEA Tl -

esp_serial_slave_ link W&HIMAMIEING, MRt d €5 ESP ML (EHbiE .

1 esp_serial_slave_link ZH{4H ESP-IDF ii4s v5.0 #2238 T B 13 % -
* ESSL component on GitHub

54T idf.py add-dependency espressif/esp_serial_slave_link $ ESSL ZH{-%5I0 2N /RAY
Wi

BRI
W T IR WS, W2 AR Shy:

ESP SDIO F: A HLali {5

ASCEI T4 T ESP 3074 A S it (Secure Digital Input and Output, SDIO) MHL 5 HIFT iafLt AR, 4R {E
ESP SDIO MALIMSTEAIfE R o R BONARFRHEMIL, fui4 SDIO 415 ESP SDIO MALIEA I -

A% ESP SDIO WAL R T 528 SDIO A MMLZ (B A S . X2 SDIO i3 Hik A 1 dnfaf 35
R E E XX (M3fE 1-7 %35 CMD52 il CMDS53), A5G i G2 (R (4 32 PR A2

IRy SDIO BLEIfE  ESP32 55 o) SDIO MALRAEPL R R % :

RS ESP32
SDIO MAL,
Tohost intr
Frhost intr
TX DMA
RX DMA
X

| | = 00| 00| ¢

* ARG TR AT

UG ESP SDIO AL - AT 4% BARHER) SDIO ¥k e, X} ESP32 SDIO MAL#EAT#I4atk (%
SDIO Simplified Specification 3.1.2 Z) . 34 SDIO MHL{#FRA SD/SDIO . PATF /& ESP SDIO M#L
WA — AR B 1 -
1. SDIO & {if
CMD52 (B A 0x6 = 0x8)
2. SD & {i
CMDO
3. A 10 R (Wlik)
CMDS3
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4. %% SDIO op cond $§4, %5 10 Fuiss
CMDS5 arg = 0x00000000
CMDS5 arg = 0x00ff8000 (#R#5DA_Lma by dEA 1481, E ] 10 Rtk )
ZN K
Bk CMD5 (arg = 0x00000000) J&5 R4 [1 arg “} 0OxXXFFFF00,
AW %% CMDS5 arg = 0xO0FFFF00, %] R4 B/R-RU i (arg31=1) M1k,
5. U E bk
CMD3
6. HEHA
CMD7 (#i4f CMD3 )i # arg)
ZN
CMD3 J5 R6 11 arg & 0x0001xxxX.
CMD7 [#] arg ¥ >4 0x00010000.
7. PR 4-bit B (W)
CMD52 (5 A 0x07 = 0x02)
8. 5 H Funcl
CMD52 (5 A 0x02 = 0x02)
9. J5H SDIO Hlkr (fifi Fl HrIkiZk (DAT1) B %)
CMD52 (E A 0x04 = 0x03)
10. 5E FuncO B A/N (], ERIAH 512 (0x200) F7)
CMD52/53 (5251 0x10 ~ 0x11)
CMD52/53 (5 A 0x10 = 0x00)
CMD52/53 (5 A 0x11 = 0x02)
CMD52/53 (PR BEEEL 0x10 ~ Ox 11, R e 45 A{H)
11. 8 Funcl R/ (W], BRIAK 512 (0x200) 277)
CMD52/53 (5281 0x110 ~ 0x111)
CMD52/53 (5 A 0x110 = 0x00)
CMD52/53 (5 A 0x111 =0x02)
CMD52/53 (FURIEEL 0x110 ~ Ox111, #A e 445 A ME)

ESP SDIO MHLHMX  ESP SDIO ML LT SDIO HLiEfY VO /5 x4 (El CMDS2 #il CMDS3) 4]
o A IERBEA T RS :

* ‘R3% FIFO 141 FIFO

o S2 AN EMMUILEER) 8 (RT3 fray (BT IEAGEE, 153% ESP32 H R4 FH F# > SDIO MALIE
H 52 > F 74 %% & > SDIO SLC Host %4744 [PDF])

o 16 ANl AP, Horp 8 AN TEHLEIMALA R, 8 A~ MBLEN F LAY o ik .

FUGEAETT, FELFE R MR VO Function 1, {7 MBI AFAER, 41 F s,
REL7” % peripherals/sdio
ESP32 SDIO J]#f: 3415 ESP32 SDIO MALEAEI, Pl bl K i@ ESP s 47 AALEE 74 2752 BE

B A7 45 513

324

« 0x044 (TOKEN_RDATA): % 27-16 {3 k31 buffer (%R .

* 0x058 (INT_ST): fRA£F H MBLE] AL WAL

* 0x060 (PKT_LEN): fR47 FALC S0 R TR (PAF RN, FIT A i3 22 o D(H g oA 132
B s .

¢ 0xOD4 (INT_CLR): B 1 j& 455 INT_ST Xt 15 i) /H i o7 .

* 0xODC (INT_ENA): MHLE] FHLAY A K750z «

8 fiL JEiE A
» 0X06C-0x077: BB 1748 0-11, FHURIABLASTILS .
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* 0x07A-0x07B: B2/ 5% (74 14-15, FHURIMALER AT 525 .
* OxO7E-OxO7F: /525 f745% 18-19, FHUHMBLE AT 355
* 0x088-0x08B: 1/ 5 A fi-w 24-27, FEHURIMAHLE I35 .
* 0x09C-0x0BB: /5 277748 32-63, THLRIMBLER T 5 .

HBT P74
« 0x08D (SLAVE_INT): AU MBLII s, 2 Hahigss.

FIFO (% kM%)  0x090 - 0x1F7FF fijff: FIFO,
CMD53 itk 5 B AL i AL 5 AMAILIR ZERACJE (requested length) 47 5% R A B7R -
2 RKE = 0xIF800 - 33k

ML [a] P B 4 B 455 CMDS3 A SRR . MR BRI R T requested length, 22 5k S AR K
BN AN, SRR R TR, X ORI E T CMDS3 HUE R 7

R KRR S E N 1, K OP ik E N 1 (M T CMD53).,
AT HEmE DMEE AR ) FIFO BHRE, AT RAKE CMDS3 (i g i .
n, WEAREKNERIA B E R 512 27T, WIAT DA AT #/EA FIFO Hh5 AEHRER 1031 5255
&R -
1. fEHus R % 3% CMD53, block count=2 (1024 52%7) % Ox1F3F9 = 0x 1FS00 - 1031.

2. SRIGHEFEIRER T &% CMDS53, byte count = 8 ({45l gs s3> 7) F| Ox1F7F9 = 0x 1F800 -
7.

Wil SDIO b Je T PR R BT 6T AL, AL S 24 IR DATL 207 305
Wro i W BIRn, LA 2 A2 (L O INT_ST 577 s, B P, A5, BHIEA
INT_CLR ZFf7geii R i BTz, FFACBEA . AL R] AT R INT_ENA 257785 A B AL ABR A 75 221
Po WRITAEHCIHRREC 5l , DATI LRSI

ESP32 |3 I host_int fi7: 0 & 7,

XFF MM IR, THUAER— R, FEdEE A SLAVE_INT 3ffrds. —HILAE A 1, MHLEEFFIK
A A 2 AE AL, BRI AR .

%l FIFO - 5 AMHLAYIEIL FIFO, AU SE AT 5%

1. %4l TOKEN_RDATA (0x044) % £ 2%(t) TOKEN1 7B} (27-16 fi) . 4112 &) TOKEN1
A AL b g .

2. WPRAT LB 1Y) buffer, (buffer_size x buffer_num N KT 35 ABEARK)E, buffer_size J& EHLFIMAL
TETF UGBS B E SCAYME ) « W buffer AN, HEATE 1, HEWEERMIE.

3. Jil CMDS53 5 A FIFO ik, Y75, requested length AW #8608 2 di & i )&, FIFO #bhik 5
requested length 75 ¢ .

4. WRCHMgE . R, B ZemEESGE A, WE TR

%3k FIFO - MBI A% FIFO,  FALM5ERA N AP 3R -

L SERP g iak. (AT, BRCHIRRF)

2. B (RRify) INT_ST %f¢dsrbirbiifer, DA 2 A A7 Eidi .

3. AR W W C R iYs, B PKT_LEN 954735 . TEBHUSIR 2 B, i SR OO A KR
M T LSO AP R BRI, L, B2 PKT_LEN Al %06, 153 i
RRBEAE . AR %3k FIFO iR B A8ty WARSESERiFfeif, ERIMPLESRI, A5
% PKT_LEN,

4. JIl CMDS3 J\ FIFO it . i, &R KENARTLE 3 Pitfh K E, FIFO ik
BRKEMK.

5. WHTBEIRIE
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ESP SPI \HL HD (AU T.) BiXBMX

B ESP32 AHRILIIAE.

SREEE I SPT B ik 32 Rt ot

ESP32 | ESP32- ESP32- ESP32- ESP32- ESP32- ESP32- ESP32-

S2 C3 S3 C2 Co6 H2 P4
SPI M #lL | N Y (v2) Y (v2) Y (v2) Y (v2) Y (v2) Y (v2) Y (v2)
HD
Tohost intr N N N N N N N
Frhost intr 2% 2% 2% 2% 2% 2 * 2 *
TX DMA Y Y Y Y Y Y Y
RX DMA Y Y Y Y Y Y Y
= HFE 72 64 64 64 64 64 64
r

e e TRGECT, AU MALE RIS MALIEAR o 451 i = 55 45 WU AT BE 65 DA R By

B

o mAMEL: 847, EHLEIMBL
W Bt g 5 H BB, 0L 5964,

o HihEBYEE: 8 4, THLEIMML, Wik
XAy 4 (I WRBUF, RDBUF), WY BHE 2 B 5 AR S 3 e tihl . X
HABFE LR BE @S, XA LR X, EA AT 5

» Dummy FyB:: 8, ##3h, nlik
UL B e LA MM B2 RG], I A AL B R BB L T R i £
Fsf ] o

o BEBr B RERIAE, Ty i B E -
i‘zgﬁﬁf)’%)ﬂw\%ﬁtﬂ%ﬁ)& (OUT, Jria gt MALI F:0L) , s AKdE (IN, Jymhh 3
HLIEIAAIL) -

JipE el —or (EHEMAL) %6 MOSI. MISO. WP il HD 4.

B 1O BEA FERE48 TO AR, DAGE IS SRR 4ok kil . Rk, 5 1 ArialHIEL, KR
s g ny SPT BRI BN, £E QIO BT, HuhbF%dE (IN F1 OUT) W A% 49 4 540
2k b (MOSI, MISO, WP il HD), R I ESP32-S2 SPI MBI FFIRit, DA AR (i
AR

Mode | 4B | Mok ZeBL | dummy 20850 | Bdingdl
Ibit | 1 1 1 1
DOUT | 1 1 4 2
DIO | 1 2 1 2
QOUT | 1 1 4 4
QIO |1 4 1 1
QPI | 4 4 1 4

B QPIAESh, (AP RAGE W T LRI @S (5% L0064 ).

QPI X QPI A JE SPT ML — PR FACIRAS . FHLRT Acik ENQPI iy 4>, (M MALEEA QPI A, 1E
QPI KT, frdPA 4 (Ealkix, b5 HAE BN A . RATEMYLE T QPT BN, FHLA
REAIE QPLfip%-. FALAI 1% EXQPI fiy4iB i QPI A,
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SERE A

ik AN EVRARER . B, WRBUF mf AL ML Zm X E A

PR iR e Hi Bl

WRBUF BAZMHX 0x01 Buf addr FHIM, At
WX KN

RDBUF BEH G i X 0x02 Buf addr MENE, At s
XN

WRDMA 5 A DMA 0x03 8 fis FRIM, A
PP LK B

RDDMA I DMA 0x04 8 fir EEEN e
PP BE) K B

SEG_DONE B2 58 I 0x05 . .

ENQPI HEA QPI iz 0x06 . .

WR_DONE YN 0x07 . .

CMD8 BT 0x08 . .

CMD9 T 0x09 . .

CMDA FHIBT 0x0A . .

EXQPI 1B QPI Eixt 0xDD . .

4, WRBUF, RDBUF, WRDMA #1 RDDMA iy &-#54 2 i fl 4 A . BEAE 2 [k 4 kit T #
Y&, 8 M TR Ay 00 5 R G dr A5 (bit OR) J5 ik, B, Ap4 0xAl R QIO B
I WRBUF,

LENE T
1-bit 0x00
DOUT | 0x10
DIO 0x50
QOUT | 0x20
QIO 0xA0Q
QPI 0xAO0

Beigsi Al Hul, SPIMALHD SRSy (SR B a5 i, AR, X AALI#LE] DMA 13
%, FHURT A BOSEE G A X ke, TAUMTCTEHE & -5 ML IMHTR B R Zenh X, EHE— 2%
IR S ASEUS A ML AR B 2 1 fr VA R (S . FEMALIREI A 1k )5, ABLER
RS EEGE () EHiE DMA L.

WRDMA 4 1| iy 42 WR_DONE (0x07), RDDMA %% [} iy 42 CMDS (0x08).
PLUF 2 4L E ML DMA BB FiAE 5 -

1. MALRF 4092 =355k in#k 2] RDDMA.,

2. ML 7Lk RDDMA F5%, ANF5K 512 2795, I 5 MPLEEEET 3584 F7.

3. EWLIFATHJG K RDDMA 45, KEEH 512 747 (KEERT LS MU . R BESE) . #i 508
FATRMIL AR ARG, Ba 4 U RE L.

4. EAL ML A% CMDS,

5. MAILAFFHAR R 4092 =355 43| RDDMA
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6. LAk CMD8 5, AIATF AR A BE R 55

AR

 ESSL: ESP HBfTMAL4ERS (ESP Serial Slave Link), EJ S SCR4HE A 2H 124 o

o FHL: &fT esp_serial_slave_link HAHK%

o ESSL 545 TAHL LAyl es, XECE|—A> ESP ML, Hiks bR 3o HAg anfeyi o s e gk sh #n
ML B Ll S Bl E R R

 ESSL #4544 : ESSL #5451 F SCy—ANaiil, SL&ECE S S . RAS(E E A ESSL 44 1 =5 1 A «
Bees BRSO G TIRSHECE . GBS MR B 4 .

— TEfEH ﬁf{é R ETR SCwiiRA s WORTER, ROz IR . ALY R ARl X — A AR A
ESSL %45 .

o ESP MML: EBF| B LMMAHL, ESSL AR GRS .

o BZ: FRREH T EVAMAUE EIEFE R S L.

o MALEM: Espressif A {15040 B2k A8 FH A Rk 15t

o TX buffer num: 14, G2 TMAL, W FALEE. F57m B AU ER BG4 . A T Bl p AR
I 211 buffer 2%,

. %{X jCECI';L;aJsiZCI TS, LT AL, P AL F5R B ABLIN R EIE (4 b 55 & k4 L Bt

7N

ESP I\ BLEZ IR 55

Espressif MBLFZAL T 51 i 55 -

1. Tohost HrKr: MMLATE i ek ) AU AL Lo g5, (A% )

2. Frhost 7 : FAILAT ) AHLIE 1 2 =

3. TXFIFO (EHLEIMAL) : MHLEERS AR buffer A BAA7, BRI AL BRI EE .
MALAE L 55 TX buffer num 17520, K5 0] DA 2 DR )45 BB A L. FEHLEEE TX buffer
num, JiZC ARG buffer £, 152% 4 buffer £ & .

4. RXFIFO (MALENFEML) : MHLE] e EWUA B LR . SDIO ML AT ) R Wr 4l s 41, MALA
T B IR BB .
ML LT Hr RX data size, RRMESS & RE BRI/ NER AL, EVLSEBOZEIE KN, Bk e Bk
A€ TR AN S KA R PSS 6 Ty N

5. JLEAAAR s FAUAT AL A% LR A, Rl 5 AMPLZFAFEAR ML .

MBS HERI AR S5 B e T MBLRORAL . NG TREERS . TS5 & &5 R o4 SDIO AL &e Rl iRk #4275 ka4 SPI
AT f8 T AFHE I

i ESP s ABLHERS

ESP SDIO JAKHL ESP SDIO M#L4%E (ESSL SDIO) % £ f& #iF SDMMC 2144, ‘& W] i@ 7 SDMMC Host
8¢ SDSPI Host ZjfE# 1] 5 ESP SDIO ML % . ESSL %4 W da b A T

1. #J#H1k SDMMC & (Z:%SDMMC IR 748 5% 4% ) G5Hk

2. YA sdmme_card_init () ¥JIELiZE.

3. Hessl_sdio_config_ t #J4f BSSL %45, Hh, card iGN NE P sdmme_card_t,
recv_buffer_size {H NVIHE N HIE.

4. Jfessi_init () % SDIO #4101 bRk .

5. filflessl_wait_for_ready () ERHEMILELE .

ESP SPI )\l

Frik: WRARIEAEN SPL M5 ESP SDIO MHLZE T, WIBZISDIO 4= AU

A
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API

e se i AR ATPATR APT (I AALER FHE 4 il 55 -

Tohost HrHi (W] %)

WHessl_get_intr_ena () T fRWFLERLEMlA TR FHLA H KT

WHessl_set_intr_ena () WEREWMIUA EALH IR FELE,

P essl_wait_int () ZREMHLAErEk B .

% )G, I essl_get_intr () TR FIERIRES, I essl_clear_intr()
FEHIE A

L=

Frhost v
1. ¥ essl_send_slave_intr () fit%& MALIIIEH G .

TX FIFO

1. Wfessl_get_tx_buffer_num() T fEMHLAES H T HAUENLEDE 1 buffer £, IRATERE S
THZ RS LML ARSI AT, i tx_buffer_num, FLE|MILEY buffer £ & %
BT .

2. flflessl_send_packet () [AMHLEELEIR.

RX FIFO

1. ] flessl_get_rx_data_size () T fEMILT LKA EVLEHE K/, AR EPE & T8 X
PREL. M4 EWLE B R, R EH AN rx_data_size /N EHLER B ICEPE T buffer X
N, Bk rx_data_size AT EH. WHR rx_data_size —H N 0, FEHLOTRES I
rx_data_size HE|HEN.

2. ffllessl_get_packet () YK A MWHLAIEE .

WSy (k) WRMMITEERE EE, HHessl_reset_cnt () EENTITEES -

W2 Bl
PAR R T ESP32 SDIO FHLAN{ -5 MALEAREAS , HoA 4L T ESSL SDIO:

peripherals/sdio

W TR, 2% README.md 7R,
API %
Header File

¢ components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h

Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

S
e handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bzl
¢ ESP_OK: If success
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* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* Other value returned from lower layer init.
esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

¥
¢ handle -- Handle of an ESSL device.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
e ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_size.

ZH

* handle -- Handle of a ESSL device.

e out_tx_num -- Output of buffer num that host can send data to ESSL slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]

e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send

¥

* handle -- Handle of an ESSL device.

* out_rx_size -- Output of data size to read from slave, in bytes

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
izl

¢ ESP_OK: Success

e ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

e One of the error codes from SDMMC/SPI host controller

esp_err_t essl_reset_cnt (essl_handle_t handle)

Reset the counters of this component. Usually you don’t need to do this unless you know the slave is reset.

%% handle -- Handle of an ESSL device.

Bzl
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.

esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)

Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size
(configured during initialization).

* handle -- Handle of an ESSL device.

* start -- Start address of the packet to send

* length -- Length of data to send, if the packet is over-size, the it will be divided into
blocks and hold into different buffers automatically.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

FEA ]

e ESP_OK Success

* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not
valid.

e ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.
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ESP_ERR_NOT_FOUND: Slave is not ready for receiving.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
One of the error codes from SDMMC/SPI host controller.

esp_err_t ess1l_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t

wait_ms)

Get a packet from ESSL slave.

S

handle -- Handle of an ESSL device.
out_data -- [out] Data output address

size -- The size of the output buffer, if the buffer is smaller than the size of data to

receive from slave, the driver returns ESP_ERR_NOT_FINISHED
out_length -- [out] Output of length the data actually received from slave.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success: All the data has been read from the slave.

ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other

arguments are invalid.

ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.

ESP_ERR_NOT_FOUND: Slave is not ready to send data.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_reg (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t

wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

41z sdio 28-31 are reserved, the lower API helps to skip.

B

handle -- Handle of an ESSL device.

addr -- Address of register to write. For SDIO, valid address: 0-59. For SPI, see

essl_spi.h
value -- Value to write to the register.
value_o -- Output of the returned written value.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success
One of the error codes from SDMMC/SPI host controller

esp_err_t essl_read_regq (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)

Read general purpose R/W registers (8-bit) of ESSL slave.

S

B

handle -- Handle of a ess1 device.

add -- Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,

return interrupt bits on read). For SPI, see ess1_spi.h
value_o -- Output value read from the register.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success
One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

BH

handle -- Handle of an ESSL device.
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* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bzl

* ESP_OK: If interrupt is triggered.

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

* handle -- Handle of an ESSL device.

* intr_mask -- Mask of interrupt bits to clear.

e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

S8
* handle -- Handle of an ESSL device.
* intr_raw -- Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st -- Output of the masked interrupt bits. set to NULL if only raw bits are read.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
¢ ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

SH

* handle -- Handle of an ESSL device.

* ena_mask -- Mask of the interrupt bits to enable.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr_ena (essl_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)
Get interrupt enable bits of ESSL slave.

ZH

* handle -- Handle of an ESSL device.

* ena_mask_o -- Output of interrupt bit enable mask.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Rl

e ESP_OK Success

¢ One of the error codes from SDMMC host controller

esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)
Send interrupts to slave. Each bit of the interrupt will be triggered.

ZH
¢ handle -- Handle of an ESSL device.
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B

Type Definitions

intr_mask -- Mask of interrupt bits to send to slave.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK: Success

ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

One of the error codes from SDMMC host controller

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions

esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)

Initialize the ESSL SDIO device and get its handle.

S

B

out_handle -- Output of the handle.
config -- Configuration for the ESSL SDIO device.

¢ ESP_OK: on success
* ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (essl_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.

%%, handle -- Handle of the ESSL SDIO device to deinit.

B

Structures

¢ ESP_OK: on success
* ESP_ERR_INVALID_ARG: wrong handle passed

struct essl_sdio_config_ t
Configuration for the ESSL SDIO device.

Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h
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Functions
esp_err_t essl_spi_init_dev (essl_handle_t *out_handle, const essl_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

ZH
* out_handle -- [out] Output of the handle
* init_config -- Configuration for the ESSL SPI device
P[]
¢ ESP_OK: On success
¢ ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID_STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.
%% handle -- Handle of the ESSL SPI device
Bz
e ESP_OK: On success
e ESP_ERR_INVALID_STATE: ESSL SPI is not in use
esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

£47:  The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_ t)

S8
* arg -- Context of the component. (Member arg from ess1_handle_t)
* addr -- Address of the shared registers. (Valid: 0 -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value -- [out] Read buffer for the shared registers.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
P[]
¢ ESP_OK: success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
e ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
* out_data -- [out] Output data address
» size -- The size of the output data.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).

¢ ESP_OK: On Success
 ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-

aligned
e ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.
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esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

412 The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_t)

£47E: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
* addr -- Address of the shared registers. (Valid: 0o ~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value -- Buffer for data to send, should be align to 4.

* out_value -- [out] Not supported, should be set to NULL.

* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).

¢ ESP_OK: success

« ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.

* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.

e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.
S

* arg -- Context of the component. (Member arg from ess1_handle_t)

e data -- Address of the data to send

e size -- Size of the data to send.

* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).

P[]

e ESP_OK: On success

e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.

e ESP_ERR_INVALID_ARG: The data address is not DMA capable

* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer

void essl_spi_reset_cnt (void *arg)

Reset the counter in Master context.

£411:: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%%, arg -- Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)
Read the shared buffer from the slave in ISR way.

$51:: The slave’s HW doesn’t guarantee the data in one SPI transaction is consistent. It sends data in unit of
byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
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in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

#&1¥: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S8

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

* addr -- Address of the slave shared buffer

* len -- Length to read

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t
flags)

Read the shared buffer from the slave in polling way.

41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

SH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

¢ addr -- Address of the slave shared buffer

* len -- Length to read

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bzl

¢ ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.

#41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

SH

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

¢ addr -- Address of the slave shared buffer,

* len -- Length to write

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t
flags)

Write the shared buffer of the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S8
* spi -- SPI device handle representing the slave
* data -- Buffer for data to send, strongly suggested to be in the DRAM
¢ addr -- Address of the slave shared buffer,
* len -- Length to write
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

* ESP_OK: success
* or other return value from :cpp:func:spi_device_polling transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

% i This function combines several :cpp:funciessl_spi_rddma_seg and one
:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

S8

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer to hold the received data, strongly suggested to be in the
DRAM and aligned to 4

* len -- Total length of data to receive.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_ done will still be sent.)

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
e ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_seg (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)

Read one data segment from the slave through its DMA.

$&11: To read long buffer, call :cpp:func:essl_spi_rddma instead.

BH
* spi -- SPI device handle representing the slave
* out_data -- [out] Buffer to hold the received data. strongly suggested to be in the
DRAM and aligned to 4
* seg_len -- Length of this segment
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_ done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£ 1#: This is required only when the slave is working in segment mode.

SH
* spi -- SPI device handle representing the slave
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

% T This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

S8

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* len -- Total length of data to send.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_done will still be sent.)

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

Bl
e ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seg (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

#&1¥: To send long buffer, call :cpp:funciess1_spi_wrdma instead.

¥

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* seg_len -- Length of this segment

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.

$&7E: This is required only when the slave is working in segment mode.
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BH
* spi -- SPI device handle representing the slave
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members
spi_device_handle_t *spi
Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.

uint8_t tx_sync_reg
The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be
reserved for the synchronization.

uint8_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.

2.2.8 ESP x509 i 1545
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Fic ¥4

Z B0 AT 5 menuconfig 52 . CMake 2 AR B 8 A B 0 AGE 3543

« CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: [ &8Z&3: Mk 454,

« CONFIG_MBEDTLS_DEFAULT_CERTIFICATE_BUNDLE: Y5& YR IIIE5 5135 v (g Wk 2E4F 45

« CONFIG_MBEDTLS_CUSTOM_CERTIFICATE_BUNDLE_PATH: 5 BAE i 4540 7 i A 1 o b 45 19
Az,

FAEM ] ESP-TLS W HUEH 6, RF &R k45 (LAY attach pR&L:

esp_tls_cfg_t cfg = {
.crt_bundle_attach = esp_crt_bundle_attach,
bi

PP BN T e ) PR R 1 DL TR AIE T B
U B mbedTLS 44, FERE K BLEHIA M attach sECRT PASTS UL 61 -

mbedtls_ssl_config conf;
mbedtls_ssl_config_init (&conf);

esp_crt_bundle_attach (&conf);

M RGIE 15 514
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THIET
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I R
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ALHEM T AN H o Ik TRk

i ] ESP-TLS F1ZRIAEF5 A9 HTTPS 751 : protocols/https_request.

fii i} mbedTLS FIERIAGE F5431% HTTPS 7549 : protocols/https_mbedtls.,
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API 5%

Header File

» components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h
¢ This header file can be included with:

’ #include "esp_crt_bundle.h" ‘

* This header file is a part of the API provided by the mbedt 1s component. To declare that your component
depends on mbedt 1s, add the following to your CMakeLists.txt:

’REQUIRES mbedtls ‘

or

’PRIV_REQUIRES mbedtls ‘

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.
Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle

has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.

%% conf -- [in] The config struct for the SSL connection.
Bl
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%% conf -- [in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)
Set the default certificate bundle used for verification.

Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle
should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

ZH
* x509_bundle -- [in] A pointer to the certificate bundle.
* bundle_size -- [in] Size of the certificate bundle in bytes.

B

ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

229 HTTP JJ}%%%

HTTP Server 2111521t 175 ESP32 _bizf72E2 Web IR 557451 ZNAE, F1E /236 ] HTTP Server 411 API
TR AL TR -
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* httpd_start (): A HTTP JR4SAATEH, AREEARRECE A B AR IR, IR R
%%%;&WJE’J@W\? MR%5ARMEH THAEREE, —AHRIEYr HTTP & (TCP 2881), 5— %
WhPRIEHIES (UDP 283) | BRSO SIEH e i . @ httpd_start () f&
% httpd_config_t Z5{K, AJDATERIER 55 25 5 191 B0 EAT 55 i D0 SE R HERR 1) R/ N TCP i
AT HTTP 353K, ARG KA URT RTE A A P 2R 1y, e PRy v /s B A 34 0]
HTTP W Bz 0 .

* httpd_stop(): IRIEE AR IEIRS S, HREBOH IR AR P8R . X2 — A PHZE R %K,
BRI #TESs KEEILE S, ARG SE AL, WIS TS5 XA ST ES:, M
M URTACBRRR T, BT R & ﬁE’JJ:TjCﬁITEEEj‘J

e httpd register_uri_handler(): jHidf& A httpd_uri t ZE R B 1 50 52 S 3 )F URI
WFRFET o ZEEMR AR R uri 45, method 26%! (Ffl HTTPD_GET/HTTPD_POST/
HTTPD_PUT %4:), esp_err_t *handler (httpd_req t *req) BEEEIRET, fvmH
F R SO user_ctx $84t.

WA

/* URI B E %, EEF % AR GET /uri XKW HAM */
esp_err_t get_handler (httpd_reqg_t *req)
{
/O RBEHEH AL EEG F/
const char resp([] = "URI GET Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;
I

/* URI R0 BE %, HEFE F 3 A& PoST/uri #H K HAH */
esp_err_t post_handler (httpd_reg_t *req)
{
/* & X HTTP POST B X B WM EHEZ H K
* httpd_req_recv() R ¥EW char* HE, B4 7 Z
CEE_H#HHNEE (FELAEHR)
* R TFAERE, null AEFa e
* content_len &% W FHE W kwg */
char content[100];

/YRR BRKEATZ AR N A 2/

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_reqg recv(req, content, recv_size);
if (ret <=0) { /* RE 0 k7 &EBLXHA */
/r RERE R */
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/R RAEE, T UE A httpd_req_recv() #E R
* HERNL, XERNEE
* g N HTTP 408 (i KAH ) # R AL E 3w */
httpd_resp_send_408 (req) ;
}
J* B kA T 4, R E Esp_FAIL ¥ DL R
*CREBEFHXNA
return ESP_FAIL;
}

/* KRB EEE N RER S
const char resp[] = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

}

/* GET /uri # URI I &M */
httpd_uri_t uri_get = {

(P oUgkzh)
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(& E70)
.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
i

/* POST/uri Wy URI 4 %4 AH */
httpd_uri_t uri_post = {
.uri = "/uri",
.method = HTTP_POST,
.handler = post_handler,
.user_ctx = NULL

bi

/* BB web A& M EH S
httpd_handle_t start_webserver (void)
{
/A RBRINNEE S K
httpd_config_t config = HITPD_DEFAULT_CONFIG () ;

/* H % esp_http_server W LB A */
httpd_handle_t server = NULL;

/* B % httpd server */
if (httpd_start (&server, &config) == ESP_OK) {
/* EM URI L EBLF *+/
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
/W RBES BB KK, REWARZL NULL */
return server;

}

/* F b web JR A #EH B */
void stop_webserver (httpd_handle_t server)
{
if (server) {
/* {2 1t httpd server */
httpd_stop (server);

i HT'TP it 55 %575l #5457 AT protocols/http_server/simple () HTTP f 55 s/ ], s BIER 140
AL BRAT B A A RE R R, SRR SGA URL & 248, BCEmIRY K

HTTP ¥ 4%

HTTP 455 e BA KIER I IIEE, RWFELEMNE—NEE (S0F) Er20 %, RS L
NOCEE. BN ORI R AR BEAR P S AS NS, AKX AP UL T R SR AR E A S Rl e, PATE
AEFERE AR PR A REGX 73 A7 5L

QB ZR
/* BRXEEK, ARBRLET X&E */

void free_ctx_func(void *ctx)

{

/* WA U7 free WA RBEH +/

free (ctx);

QS
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}

esp_err_t adder_post_handler (httpd_reg_ t *req)
{
[ EETXEREELE, WHFE—A +/

if (! reg->sess_ctx) |
req->sess_ctx = malloc (sizeof (ANY_DATA_TYPE)); /*/< 45/ F T L% */
regq->free_ctx = free_ctx_func; /I B ET XE S B K
o/

}

/* HHETXHAE
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

AL D"

return ESP_OK;
}

S 5% (i T protocols/http_server/persistent_sockets [7 75 1LY

Websocket JIt 5543

HTTP R % %220 {44244t websocket 377, T] PAE menuconfig H{#i I CONFIG_HTTPD_WS_SUPPORT £V |5
JH websocket ZhfE. A = UNf] i [ websocket BHFE, 12 % protocols/http_server/ws_echo_server H 3% N7~
B

BRI

ESP HTTP R 55 #5 A & Fh i {F, S4rE FE R AR, F 4030 & 0l DA &k AL AL P, 0 200 fif
flesp_event_handler_register () JHEIRFEF PAE ESP HTTP AR 4 45t T2h A0 31

esp_http_server_event_id_t 1% ESP HTTP R55#5 vl 68 & 4= i B S
PAF A G R[] ESP HTTP iR 5% #5% 250 i i Al 2 2L -

e HTTP_SERVER_EVENT_ERROR : httpd_err_code_t

e HTTP_SERVER_EVENT_START : NULL

e HTTP_SERVER_EVENT_ON_CONNECTED : int

e HTTP_SERVER_EVENT_ON_HEADER : int

e HTTP_SERVER_EVENT_HEADERS_SENT : int

e HTTP_SERVER_EVENT_ON_DATA : esp_http_server_event_data

e HTTP_SERVER_EVENT_SENT_DATA : esp_http_server_event_data
e HTTP_SERVER_EVENT_DISCONNECTED : int

e HTTP_SERVER_EVENT_STOP : NULL

API 5%

Header File

¢ components/esp_http_server/include/esp_http_server.h
¢ This header file can be included with:

#include "esp_http_server.h"
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* This header file is a part of the API provided by the esp_http_server component. To declare that your
component depends on esp_http_server, add the following to your CMakeL.ists.txt:

’REQUIRES esp_http_server ‘

or

’PRIV_REQUIRES esp_http_server

Functions
esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)

Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)

{

// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG() ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server

if (httpd_start (&server, &config) == ESP_OK) {

// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);

}

// If server failed to start, handle will be NULL

return server;

* config -- [in] Configuration for new instance of the server
* handle -- [out] Handle to newly created instance of the server. NULL on error

* ESP_OK : Instance created successfully
* ESP_ERR_INVALID_ARG : Null argument(s)
e ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance
e« ESP_ERR_HTTPD_TASK : Failed to launch server task
esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.

Example usage:

// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server

httpd_stop (server);

(N gkse)
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%%, handle -- [in] Handle to server returned by httpd_start
B

* ESP_OK : Server stopped successfully

e ESP_ERR_INVALID_ARG : Handle argument is Null

esp_err_thttpd_register_uri_handler (htipd_handle_t handle, const httpd_uri_t *uri_handler)
Registers a URI handler.

Example usage:

esp_err_t my_uri_handler (httpd_reqg_t* req)
{

// Recv , Process and Send

// Fail condition
if (....) |
// Return fail to close session //
return ESP_FAIL;
}

// On success
return ESP_OK;
;

// URI handler structure
httpd_uri_t my_uri {

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL
bi

// Register handler

if (httpd_register_uri_handler (server_handle, &my_uri) != ESP_OK) {
// If failed to register handler

}

£ 1#: URI handlers can be registered in real time as long as the server handle is valid.

S8
* handle -- [in] handle to HTTPD server instance
* uri_handler -- [in] pointer to handler that needs to be registered
Bl
* ESP_OK : On successfully registering the handler
* ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD HANDLERS_FULL : If no slots left for new handler
» ESP_ERR_HTTPD_HANDLER_EXISTS : If handler with same URI and method is al-
ready registered
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esp_err_t httpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t
method)

Unregister a URI handler.

S8
* handle -- [in] handle to HTTPD server instance
e uri -- [in] URI string
* method -- [in] HTTP method
B
* ESP_OK : On successfully deregistering the handler
e ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (httpd_handle_t handle, const char *uri)
Unregister all URI handlers with the specified uri string.
SH

* handle -- [in] handle to HTTPD server instance

e uri -- [in] uri string specifying all handlers that need to be deregisterd
Bl

* ESP_OK : On successfully deregistering all such handlers

e ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_NOT_FOUND : No handler registered with specified uri string

esp_err_thttpd_sess_set_recv_override (httpd_handle_t hd, int sockfd, htpd_recv_func_t recv_func)

Override web server’s receive function (by session FD)

This function overrides the web server’s receive function. This same function is used to read HTTP request
packets.

$41:: This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

2H
* hd -- [in] HTTPD instance handle
¢ sock£d -- [in] Session socket FD
* recv_£func -- [in] The receive function to be set for this session

ESP_OK : On successfully registering override
* ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)

Override web server’s send function (by session FD)

This function overrides the web server’s send function. This same function is used to send out any response to
any HTTP request.

£41:: This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

SH
¢ hd -- [in] HTTPD instance handle
¢ sockfd -- [in] Session socket FD
e send_func -- [in] The send function to be set for this session
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B
e ESP_OK : On successfully registering override
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_pending_override (httpd_handle_t hd, int sockfd, httpd_pending_func_t

pending_func)

Override web server’s pending function (by session FD)

This function overrides the web server’s pending function. This function is used to test for pending bytes in a
socket.

4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

¥
e hd -- [in] HTTPD instance handle
* sock£d -- [in] Session socket FD
* pending_func -- [in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_req_async_handler_begin (httpd_req_t *r, httpd_req_t **out)

Start an asynchronous request. This function can be called in a request handler to get a request copy that can
be used on a async thread.

ik
e This function is necessary in order to handle multiple requests simultaneously. See exam-

ples/async_requests for example usage.
* You must call httpd_req_async_handler_complete() when you are done with the request.

B8

* r -- [in] The request to create an async copy of

* out -- [out] A newly allocated request which can be used on an async thread
R

* ESP_OK : async request object created

esp_err_thttpd_req async_handler_ complete (hftpd_req_t *r)
Mark an asynchronous request as completed. This will.

* free the request memory
* relinquish ownership of the underlying socket, so it can be reused.
« allow the http server to close our socket if needed (Iru_purge_enable)

41 If async requests are not marked completed, eventually the server will no longer accept incoming
connections. The server will log a “httpd_accept_conn: error in accept (23)” message if this happens.

24 r -- [in] The request to mark async work as completed
B

» ESP_OK : async request was marked completed
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int httpd_req_to_sock£fd (hftpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lru_counter().

£41:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%%, r -- [in] The request whose socket descriptor should be found
Bl

* Socket descriptor : The socket descriptor for this request

e -1 : Invalid/NULL request pointer

inthttpd_req_recv (httpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching ’buf_len’ number of bytes, while the
pointer to content data is incremented internally by the same number.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
* Presently Chunked Encoding is not supported

SH
* r -- [in] The request being responded to
e buf -- [in] Pointer to a buffer that the data will be read into
* buf_len -- [in] Length of the buffer
B
* Bytes : Number of bytes read into the buffer successfully
* 0: Buffer length parameter is zero / connection closed by peer
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

size_t httpd_req get_hdr_wvalue_len (httpd_req_t *r, const char *field)
Search for a field in request headers and return the string length of it’s value.

ik

e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

S8
* r -- [in] The request being responded to
e field -- [in] The header field to be searched in the request

Espressif Systems 213 Release master
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master%20for ESP32

Chapter 2. APl &%

&Ml
* Length : If field is found in the request URL
* Zero : Field not found / Invalid request / Null arguments

esp_err_thttpd_req get_hdr_value_str (hftpd_req_t *r, const char *field, char *val, size_t val_size)

Get the value string of a field from the request headers.

ik

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

e Use httpd_req_get_hdr_value_len() to know the right buffer length

SH
e r -- [in] The request being responded to
e field -- [in] The field to be searched in the header
* val -- [out] Pointer to the buffer into which the value will be copied if the field is found
e val_size -- [in] Size of the user buffer "val”

P[]
» ESP_OK : Field found in the request header and value string copied
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
e ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_thttpd_req _get_url_query_len (hitpd_req_t *1)
Get Query string length from the request URL.

& 7E: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

%4 r -- [in] The request being responded to
B
* Length : Query is found in the request URL
* Zero : Query not found / Null arguments / Invalid request

esp_err_thttpd_req _get_url_query_str (hitpd_req_t *r, char *buf, size_t buf_len)
Get Query string from the request URL.

ik

 Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the *Content-Type’ (eg.
Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm needs
to be applied.

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

« If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value
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* Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)
for storing the query string

SH
e r -- [in] The request being responded to
* buf -- [out] Pointer to the buffer into which the query string will be copied (if found)
* buf_len -- [in] Length of output buffer
Bl
* ESP_OK : Query is found in the request URL and copied to buffer
* ESP_ERR_NOT_FOUND : Query not found
e ESP_ERR_INVALID_ARG : Null arguments
» ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
 ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_value (const char *qry, const char *key, char *val, size_t val_size)
Helper function to get a URL query tag from a query string of the type param1=vall &param2=val2.

ik
* The components of URL query string (keys and values) are not URLdecoded. The user must check for
’Content-Type’ field in the request headers and then depending upon the specified encoding (URLencoded
or otherwise) apply the appropriate decoding algorithm.
« If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error
as return value.

S8
* gry -- [in] Pointer to query string
* key -- [in] The key to be searched in the query string
* val -- [out] Pointer to the buffer into which the value will be copied if the key is found
e val_size -- [in] Size of the user buffer "val”
B
* ESP_OK : Key is found in the URL query string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

esp_err_thttpd_req get_cookie_val (httpd_req_t *req, const char *cookie_name, char *val, size_t
*val_size)

Get the value string of a cookie value from the ”Cookie” request headers by cookie name.

SH
* req -- [in] Pointer to the HTTP request
* cookie_name -- [in] The cookie name to be searched in the request
* val -- [out] Pointer to the buffer into which the value of cookie will be copied if the
cookie is found
* val_size -- [inout] Pointer to size of the user buffer ”val”. This variable will
contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.
A
* ESP_OK : Key is found in the cookie string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
* ESP_ERR_NO_MEM : Memory allocation failure
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bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t
match_upto)

Test if a URI matches the given wildcard template.

Template may end with ”?” to make the previous character optional (typically a slash), ”*” for a wildcard match,
and ”?7*” to make the previous character optional, and if present, allow anything to follow.

Example:

e * matches everything

¢ /foo/? matches /foo and /foo/

¢ /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters ”?” and ”*” anywhere else in the template will be taken literally.

BH
e uri_template -- [in] URI template (pattern)
* uri_to_match -- [in] URI to be matched
* match_upto -- [in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
&\ true if a match was found

esp_err_t httpd_resp_send (htipd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, the request has been responded to.
¢ No additional data can then be sent for the request.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

ZH

* r -- [in] The request being responded to

e buf -- [in] Buffer from where the content is to be fetched

* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
PEA ]

* ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.
This API will send the data as an HTTP response to the request. This API will use chunked-encoding and

send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.
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If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

il
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ When you are finished sending all your chunks, you must call this function with buf_len as 0.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

ZH

* r -- [in] The request being responded to

e buf -- [in] Pointer to a buffer that stores the data

* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
B

* ESP_OK : On successfully sending the response packet chunk

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (hftpd_req_t *r, const char *str)
API to send a complete string as HTTP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

S8
* r -- [in] The request being responded to
* str -- [in] String to be sent as response body

B
* ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request

static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)

API to send a string as an HTTP response chunk.

This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string

S8
* r -- [in] The request being responded to
* str -- [in] String to be sent as response body (NULL to finish response packet)
Bl
* ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP_SEND : Error in raw send
» ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.
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This API sets the status of the HTTP response to the value specified. By default, the 200 OK’ response is sent
as the response.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the status to this value. The status isn’t sent out until any of the send APIs is executed.
* Make sure that the lifetime of the status string is valid till send function is called.

ZH
* r -- [in] The request being responded to
* status -- [in] The HTTP status code of this response
PEA ]
e ESP_OK : On success
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (httpd_req_t *r, const char *type)
API to set the HTTP content type.

This API sets the ’Content Type’ field of the response. The default content type is text/html’.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e This API only sets the content type to this value. The type isn’t sent out until any of the send APIs is
executed.
* Make sure that the lifetime of the type string is valid till send function is called.

SH
* r -- [in] The request being responded to
* type -- [in] The Content Type of the response

R m

ESP_OK : On success
e ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_set_hdr (hitpd_req_t *r, const char *field, const char *value)
API to append any additional headers.

This API sets any additional header fields that need to be sent in the response.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* The header isn’t sent out until any of the send APIs is executed.
¢ The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.
* Make sure that the lifetime of the field value strings are valid till send function is called.

ZH
* r -- [in] The request being responded to

e field -- [in] The field name of the HTTP header
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R m

value -- [in] The value of this HTTP header

ESP_OK : On successfully appending new header

ESP_ERR_INVALID_ARG : Null arguments

ESP_ERR_HTTPD_ RESP_HDR : Total additional headers exceed max allowed
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)

For sending out error code in response to HTTP request.

4ik:

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

* If you wish to send additional data in the body of the response, please use the lower-level functions

directly.

S

R M

req -- [in] Pointer to the HTTP request for which the response needs to be sent
error -- [in] Error type to send
msg -- [in] Error message string (pass NULL for default message)

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_send_custom_err (htipd_req_t *req, const char *status, const char *msg)

For sending out custom error code in response to HTTP request.

i

e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

e If you wish to send additional data in the body of the response, please use the lower-level functions

directly.

S

B M

req -- [in] Pointer to the HTTP request for which the response needs to be sent
status -- [in] Error status to send
msg -- [in] Error message string

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (htpd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.
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ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r -- [in] The request being responded to
Bl

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (htpd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%%4 r -- [in] The request being responded to
R

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (htpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

/i
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r -- [in] The request being responded to

B
* ESP_OK : On successfully sending the response packet
» ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer
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int httpd_send (htpd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.
Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.
HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,

and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
 Unless the response has the correct HTTP structure (which the user must now ensure) it is not guaranteed
that it will be recognized by the client. For most cases, you wouldn’t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

SH
e r -- [in] The request being responded to
* buf -- [in] Buffer from where the fully constructed packet is to be read
* buf_len -- [in] Length of the buffer
PEA ]
* Bytes : Number of bytes that were sent successfully
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
e« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_send (hitpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

#&1¥: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

¥
* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
* buf_len -- [in] data size
» flags -- [in] flags for the send() function
FEA ]
* Bytes : The number of bytes sent successfully
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().
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$41:: This AP is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

B

hd -- [in] server instance

sock£d -- [in] session socket file descriptor
buf -- [in] buffer with bytes to send
buf_len -- [in] data size

flags -- [in] flags for the send() function

Bytes : The number of bytes received successfully

0 : Buffer length parameter is zero / connection closed by peer
HTTPD_SOCK_ERR_INVALID : Invalid arguments
HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_thttpd_register_err handler (httpd_handle_t handle, httpd_err_code_t error,

hitpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

S

B

handle -- [in] HTTP server handle

error -- [in] Error type

handler_f£n -- [in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)

ESP_OK : handler registered successfully
ESP_ERR_INVALID_ARG : invalid error code or server handle

esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’s context.

This API queues a work function for asynchronous execution

£41::  Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

SH

B

handle -- [in] Handle to server returned by httpd_start
work -- [in] Pointer to the function to be executed in the HTTPD’s context
arg -- [in] Pointer to the arguments that should be passed to this function

ESP_OK : On successfully queueing the work
ESP_FAIL : Failure in ctrl socket
ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (htpd_handle_t handle, int sockfd)
Get session context from socket descriptor.

Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’s send/receive functions may require the context (for example, for
accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.
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SH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
PEA ]

 void* : Pointer to the context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_ctx (httpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)
Set session context by socket descriptor.
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Context object to assign to the session
e free_fn -- [in] Function that should be called to free the context
void *httpd_sess_get_transport_ctx (htpd_handle_t handle, int sockfd)
Get session ’transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.
S
httpd_sess_get_ctx()

ZH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
B

 void* : Pointer to the transport context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_transport_ctx (htipd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t
free_fn)

Set session ’transport’ context by socket descriptor.

W
httpd_sess_set_ctx()

SH
* handle -- [in] Handle to server returned by httpd_start
sock£d -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Transport context object to assign to the session
* free_fn -- [in] Function that should be called to free the transport context

void *httpd_get_global_user_ctx (hitpd_handle_t handle)
Get HTTPD global user context (it was set in the server config struct)

%%, handle -- [in] Handle to server returned by httpd_start
iR [A] global user context

void *httpd_get_global_transport_ctx (httpd_handle_t handle)
Get HTTPD global transport context (it was set in the server config struct)

%4 handle -- [in] Handle to server returned by httpd_start
& IA] global transport context
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esp_err_thttpd_sess_trigger_close (htpd_handle_t handle, int sockfd)

Trigger an httpd session close externally.

£41:: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

SH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor of the session to be closed
PEA ]

» ESP_OK : On successfully initiating closure

» ESP_FAIL : Failure to queue work

« ESP_ERR_NOT_FOUND : Socket fd not found

e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_update_lru_counter (hftpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

$41:: Calling this API is only necessary if the LRU Purge Enable option is enabled.

ZH
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor of the session for which LRU counter is to be
updated
PEA ]
* ESP_OK : Socket found and LRU counter updated
e ESP_ERR_NOT_FOUND : Socket not found
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_get_client_1list (httpd_handle_t handle, size_t *fds, int *client_fds)
Returns list of current socket descriptors of active sessions.

412 Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.

B8
* handle -- [in] Handle to server returned by httpd_start
» fds -- [inout] In: Size of provided client_fds array Out: Number of valid client fds
returned in client_fds,
* client_£ds -- [out] Array of client fds
&I
* ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array
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Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members

int £4

Session socket file descriptor
intdata_len
Data length

struct httpd_config
HTTP Server Configuration Structure.

£41:: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority
Priority of FreeRTOS task which runs the server

size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uint32_t task_caps

The memory capabilities to use when allocating the HTTP server task’s stack

uint16_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the
server

uintl6_t max_open_sockets

Max number of sockets/clients connected at any time (3 sockets are reserved for internal working of the
HTTP server)

uintl6_t max_uri_handlers

Maximum allowed uri handlers
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uint16_t max_resp_headers

Maximum allowed additional headers in HTTP response

uint16_t backlog_conn

Number of backlog connections

bool 1ru_purge_enable

Purge “Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)

uintl6_t send_wait_timeout

Timeout for send function (in seconds)

void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_f£fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.

httpd_free_ctx_fn_t global_transport_ctx_free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)
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int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£n
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.

httpd_close_func_t close_£fn

Custom session closing callback.

Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n

URI matcher function.

Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP
request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher

Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

int method

The type of HTTP request, -1 if unsupported method, HTTP_ANY for wildcard method to support every
method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)
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size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx

Session Context Pointer

A session context. Contexts are maintained across ’sessions’ for a given open TCP connection. One
session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.

By default, this is NULL. URI Handlers can set this to any meaningful value.

If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx

Pointer to free context hook
Function to free session context

If the web server’s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.

struct httpd_uri
Structure for URI handler.

Public Members

const char *uri
The URI to handle

httpd_method_t method
Method supported by the URI, HTTP_ANY for wildcard method to support all methods

esp_err_t (*handler)(httpd_req_t *r)

Handler to call for supported request method. This must return ESP_OK, or else the underlying socket
will be closed.
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void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTP_ANY

HTTPD_MAX_REQ_HDR_LEN

HTTPD_MAX_URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT

HTTPD_200
HTTP Response 200

HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408

HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON

HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream
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ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC
Result string truncated

ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported

ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef void *httpd_handle_t
HTTP Server Instance Handle.
Every instance of the server will have a unique handle.

typedef enum http_method httpd_method_t
HTTP Method Type wrapper over "enum http_method” available in "http_parser” library.

typedef void (*httpd_free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free
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typedef esp_err_t (*httpd_open_func_t)(hitpd_handle_t hd, int sockfd)
Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
* ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for closing a session.

$41:: Its possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config_t
HTTP Server Configuration Structure.

£41:: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef struct httpd_req httpd_req t
HTTP Request Data Structure.

typedef struct Attpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level send function.

4122 User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()
function
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Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
« HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(htpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level recv function.

#51:  User specified recv function must handle errors internally, depending upon the set value of er-
o, and return specific HTTPD_SOCK_ERR_ codes, which will eventually be conveyed as return value of
httpd_req_recv() function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level “get pending bytes” function.

#&1#: User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Return
* Bytes : The number of bytes waiting to be received
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_func_t)(httpd_req_t *req, httpd_err_code_t error)
Function prototype for HTTP error handling.
This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is

used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

i
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e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

* When invoked, the validity of uri, method, content_lenand user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
* ESP_OK : error handled successful
» ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function

Enumerations

enum httpd_err_code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:

enumerator HTTPD_500_INTERNAL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND

enumerator HTTPD_405_METHOD_NOT_ALLOWED

enumerator HTTPD_408_REQ_TIMEOUT

enumerator HTTPD_411_LENGTH_REQUIRED

enumerator HTTPD_414_URI_TOO_LONG

enumerator HTTPD_431_REQ HDR_FIELDS_TOO_LARGE
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enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_ SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_ SERVER_EVENT_START

This event occurs when HTTP Server is started

enumerator HTTP_ SERVER_EVENT_ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_SERVER_EVENT ON_HEADER

Occurs when receiving each header sent from the client

enumerator HTTP_ SERVER_EVENT_HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_SERVER_EVENT_ ON_DATA

Occurs when receiving data from the client

enumerator HTTP_SERVER_EVENT SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_ SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped

2.2.10 HTTPS JR%5 5

HTTPS IR 55 & AL AEHTTP IR 5525 AR ESAE b IR 55 oA B i B HTTP JIR 55 85 i #4 11E e
B0, FEMF SSL i [m] Ak P bR £ o
HTTP ik %% AR A SORIRTRERE T 7 AR SORS A A A 5545 -

API W]

FHIHTTP R % %2 1) APL & R3E H THTTPS IR % %5, X4 APTAUFRNERMEFH, T A PR2A 4 i F4e i
WHRES .

» ”send”, “receive” F1”pending” [B]{EVE I} R E—Ab B AR
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— httpd_sess_set_send _override ()

— httpd_sess_set_recv_override ()

— httpd_sess_set_pending_override ()
* “transport context” fEE 2 E R

- httpd_sess_get_transport_ctx(): R\|£&3%H R SSL

— httpd _sess_set_transport_ctx()
httpd_get_global_transport_ctx(): REILZH) SSL _E R3¢
— httpd_config::global_transport_ctx
- httpd_config::global_transport_ctx_free_fn
— httpd_config::open_fn: HTRBEEZEEREF

Fofth APT IR, BoA HABFRE .

I

5% 7~ Al protocols/https_server Jfe2f > QA4 B4 IR 55 4% -

SUATTE, ASRAEBGES, RHARAZIE T, AR IR S5 K PR E S A I b A S
REHALAMRSS IR B R AL

18 3 MR R R A L B S AR R AR ht tpd_ssl_config: :transport_mode, W PAEREEA T
SSL MR RSNk G2 . 70 M Bl7e B L 2 4 P o E B (R BREE o, W DAGE I Bk It .

PE e

EALRIASIE R AT LMY, ERehE Rk H B0 RTTAERR LGN T, TR E LN
B JEEEEN TN EEERFE I REES TR, Rt HFHFAH] 100 ms.

API 5%

Header File

¢ components/esp_https_server/include/esp_https_server.h
* This header file can be included with:

’#include "esp_https_server.h" ‘

¢ This header file is a part of the API provided by the esp_https_server component. To declare that your
component depends on esp_https_server, add the following to your CMakeLists.txt:

’REQUIRES esp_https_server ‘

or

’PRIV_REQUIRES esp_https_server

Functions
esp_err_thttpd_ssl_start (httpd_handle_t *handle, httpd_ssl_config_t *config)
Create a SSL capable HTTP server (secure mode may be disabled in config)
SH
* config -- [inout] - server config, must not be const. Does not have to stay valid after
calling this function.
* handle -- [out] - storage for the server handle, must be a valid pointer

&[] success
esp_err_t httpd_ssl_stop (hitpd_handle_t handle)

Stop the server. Blocks until the server is shut down.

%% handle -- [in]
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B
* ESP_OK: Server stopped successfully
* ESP_ERR_INVALID_ARG: Invalid argument
e ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

struct httpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.

Public Members

httpd_config_t httpd
Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.

const uint8_t *servercert

Server certificate

size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)

size_t cacert_len

CA certificate byte length

const uint§_t *prvtkey_pem
Private key

size_t prvtkey_len
Private key byte length
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bool use_ecdsa_peripheral

Use ECDSA peripheral to use private key

uint8_t ecdsa_key_efuse_blk
The efuse block where ECDSA key is stored

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uintl6_t port_secure

Port used when transport mode is secure (default 443)

uint16_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server

void *ss1_userdata

User data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use. The callback is only applicable when CON-
FIG_ESP_TLS_SERVER_CERT_SELECT_HOOK is enabled in menuconfig

const char **alpn_protos

Application protocols the server supports in order of prefernece. Used for negotiating during the TLS
handshake, first one the client supports is selected. The data structure must live as long as the https server
itself

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init Notes:

* port is set when starting the server, according to ’transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
* SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
» Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg_t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.
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typedef esp_tls_last_error_t esp_https_server_last_error_t

typedef void esp_https_server_user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config t

Enumerations

enum esp_https_server_event_id_t

Values:

enumerator HTTPS_SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTPS_SERVER_EVENT_START

This event occurs when HTTPS Server is started

enumerator HTTPS_SERVER_EVENT_ON_CONNECTED
Once the HTTPS Server has been connected to the client

enumerator HTTPS_SERVER_EVENT_ON_DATA

Occurs when receiving data from the client

enumerator HTTPS_SERVER_EVENT_SENT_DATA
Occurs when an ESP HTTPS server sends data to the client

enumerator HTTPS_SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTPS_SERVER_EVENT_STOP
This event occurs when HTTPS Server is stopped

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL_TRANSPORT_SECURE

enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSI,_USER_CB_SESS_CLOSE
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2.2.11 ICMP |nlip

¥ o 2 4 SR (ICMP) il 3 T2 W sl il LAY, sl 7 TP A i e . WA M2 TH ping
R, Rl Echo Reply, MU2HT I FEH{EN 0 [ ICMP it LB -

TE ping 275, ﬁfjﬁﬂﬂﬁimﬁtﬂlﬁk@ (ICMP echo request), 2R )55 25 (ICMP echo reply), Z#fF
HABARR . @R, SRR AR R A IR N )E, IR LR TP 4
E%): Mg s (k. BT s).

IoT 4518 i T BT AR IR 55 e 2 5 T . ﬁn%HIﬁ%%&k%% B M a] ] ok 84 . A A ping
2, B R IR AT ICMP echo Kidlitl, WLRESCELX —DIRE.

HfapaX — Ry 1 P A, ESP-IDF 243 17— 2847 Jil ) APLL

Gl ping 25 T ping 275, HETIAE esp_ping_config_t, f§&HAmG A IP Hiklk. [AIFgHET
[B)4EREE . HAh, AT PAEIT esp_ping_callbacks_t FENFEIEEREEL.

A7 ping 215 3B VE eR Ko 191 -

static void test_on_ping_success (esp_ping_handle_t hdl, wvoid *args)
{

// optionally, get callback arguments

// const char* str = (const char*) args;

// printf("$s\r\n", str); // "foo"

uint8_t ttl;

uintlé6_t seqgno;

uint32_t elapsed_time, recv_len;

ip_addr_t target_addr;

esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));

esp_ping_get_profile(hdl, ESP_PING_PROF_TTL, &ttl, sizeof (ttl));

esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;

esp_ping_get_profile (hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));

esp_ping_get_profile (hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—time));

printf ("%d bytes from %s icmp_seqg=%d ttl=%d time=%d ms\n",

recv_len, inet_ntoa(target_addr.u_addr.ip4), seqgno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, wvoid *args)
{
uintlé6_t seqno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));
esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
Haddr) ) H
printf ("From %s icmp_seg=%d timeout\n", inet_ntoa(target_addr.u_addr.ip4),.
—»Seqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, wvoid *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));

QS
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(£ L£50)

esp_ping_get_profile (hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

esp_ping_get_profile (hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("$d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping/()

{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));
getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ipdaddr (ip_2_ip4 (&target_addr), &addr4);
freeaddrinfo (res);

esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;

ping_config.target_addr = target_addr; // target IP address

ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—pling_stop can stop it

/* set callback functions */

esp_ping_callbacks_t cbs;

cbs.on_ping_success = test_on_ping_success;

cbs.on_ping_timeout = test_on_ping_timeout;

cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—~can be NULL

cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;
esp_ping_new_session (&ping_config, &cbs, &ping);

kiR Ik ping 206 i esp_ping_new_session iR [0l {46 A PA S sh Bl 45 11 ping &% . R,
ping 2 iEERIE GRS BahEsh. WF ping &5 1EEEE, ICMP Ha i 755 I3 F EHTEL

B ping 256 WIS RFLE ] ping £3%, 7 esp_ping_delete_session RfH M. 7EMIER ping
S, BRZSTEE A TEIRIRS (BPEWA T esp_ping_stop , HZSIEEEMITALTE).

RIS F i Edd e Bl R0 esp_ping_get_profile, HIERHL ping ZIHAYA Izt T %K
i, A ESTACR R B R o

W

ICMP echo 7~ ffll:  protocols/icmp_echo

API £%

Header File
» components/lwip/include/apps/ping/ping_sock.h
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e This header file can be included with:

’ #include "ping/ping_sock.h" ‘

¢ This header file is a part of the API provided by the 1wip component. To declare that your component depends
on 1wip, add the following to your CMakeL.ists.txt:

’ REQUIRES lwip ‘

or

’ PRIV_REQUIRES lwip ‘

Functions
esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,
esp_ping_handle_t *hdl_out)

Create a ping session.

S
* config -- ping configuration
* cbs -- a bunch of callback functions invoked by internal ping task
* hdl_out -- handle of ping session

Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)
* ESP_ERR_NO_MEM: out of memory
» ESP_FAIL: other internal error (e.g. socket error)
* ESP_OK: create ping session successfully, user can take the ping handle to do follow-on

jobs
esp_err_t esp_ping_delete_session (esp_ping handle_t hdl)
Delete a ping session.

%%4 hdl -- handle of ping session

Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: delete ping session successfully

esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.

%4 hdl -- handle of ping session

PEA ]
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: start ping session successfully

esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.

%4 hdl -- handle of ping session

B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: stop ping session successfully

esp_err_t esp_ping_get_profile (esp_ping_handle_t hdl, esp_ping profile_t profile, void *data, uint32_t
size)

Get runtime profile of ping session.

BH
* hdl -- handle of ping session
* profile -- type of profile
* data -- profile data
* size -- profile data size
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B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_ERR_INVALID_SIZE: the actual profile data size doesn’t match the “size” param-
eter
» ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of “ping” callback functions.

Public Members
void *cb_args
arguments for callback functions

void (*on_ping_success)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping handle_t hdl, void *args)
Invoked by internal ping thread when receive ICMP echo reply packet timeout.

void (*on_ping_end)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_ t
Type of “ping” configuration.

Public Members

uint32_t count

A ”ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

uint32_t data_size

Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header
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ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface

Netif index, interface=0 means NETIF_NO_INDEX

Macros
ESP_PING_DEFAULT_CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely

Type Definitions

typedef void *esp_ping_handle_t
Type of ”ping” session handle.

Enumerations

enum esp_ping_profile_t

Profile of ping session.

Values:

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure

enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target
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enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet
enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session

2.2.12 mDNS JI}%

mDNS Jg—FPZi % UDP 55, HISRELALA MR 26 iz 55 A 0L A 30
B v5.0 i A, ESP-IDF #1{4: mDNS £ A ESP-IDF Hrif: H 2 i <7 il O % -
* GitHub _|* mDNS 2/
izf7 idf.py add-dependency espressif/mdns, FEIWH F0 mDNS 44,

FLRE ISR

AT N 8, A F mDNS FAH & S0k -
« mDNS k4

2.2.13 Mbed TLS

Mbed TLS J&—A~ C fCiSE, HTSLEmEiEsc. X.509 iE-FBH#fELA & SSL/TLS Fl DTLS . % ZEAHS
SRS, B EIRAXRGEMN

#57F: ESP-IDF fifi fj ) Mbed TLS 4 Z| {3 rh a8 %5 A Mbed TLS fAb T o X 864N T 5 JE s e 1) fifi
BIFEA &, W bignum (MPI) Fll ECC,

Mbed TLS #2442 F I HE:

« TCP/IP il 5TIRE: M. 1R, Bk, 85,

« SSL/TLS ilif5XhEE: #Itafk. BF. /5.

¢ X.509 BHAE: CRT. CRL FI54]4b3H

o FEBLECE

o WAy

o IR

TLS Ai4< 37 SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2 1 TLS 1.3, {H 25 % ESP-IDF |- Mbed TLS &\ 4%
47 SSL3.0. TLS 1.0 A1 TLS 1.1, DTLS i 4A<374% DTLS 1.0. DTLS 1.1 il DTLS 1.2, {H4% ¥ ESP-IDF
I Mbed TLS E.4:# % T DTLS 1.0,

Mbed TLS 3%

Mbed TLS SCEISHPA T (L) 154

* API Reference
* Knowledge Base
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2.3 W%F API

2.3.1 Bluetooth® Common

Bluetooth® Generic Defines

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_defs.h
¢ This header file can be included with:

’#include "esp_bt_defs.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘

Structures

struct esp_bt_uuid_t

UUID type.
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Public Members

uintl6_t len
UUID length, 16bit, 32bit or 128bit

uintl6_t uuidlé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[ESP_UUID_LEN_128]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UuID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)

ESP_BT_STATUS_BASE_FOR_HCI_ERR

ESP_BT_OCTET16_LEN

ESP_BT_OCTET8_LEN

ESP_DEFAULT_GATT_IF
Default GATT interface id.

ESP_BLE_PRIM_ADV_INT MIN

Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM_ADV_INT MAX

Maximum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_CONN_INT MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT_MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h
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ESP_BLE_IS_VALID_PARAM (X, min, max)

Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN_32

ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_BLE_ENC_KEY MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY_ MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY_ MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &

response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.

ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

Type Definitions

typedef uint8_t esp_bt_octet16_t[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]

typedef uint8_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bd_addr_t[ESP_BD_ADDR_LEN]

Bluetooth device address.

typedef uint8_t esp_ble_key mask_t
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Enumerations

enum esp_bt_status_t

Status Return Value.

Values:

enumerator ESP_BT_STATUS_SUCCESS

enumerator ESP_BT_STATUS_FAIL

enumerator ESP_BT_STATUS_NOT READY

enumerator ESP_BT_STATUS_NOMEM

enumerator ESP_BT_STATUS_BUSY

enumerator ESP_BT_STATUS_DONE

enumerator ESP_BT_STATUS_UNSUPPORTED

enumerator ESP_BT_STATUS_PARM_INVALID

enumerator ESP_BT_STATUS_UNHANDLED

enumerator ESP_BT_STATUS_AUTH_FAILURE

enumerator ESP_BT_STATUS_RMT_DEV_DOWN

enumerator ESP_BT_STATUS_AUTH_REJECTED

enumerator ESP_BT_STATUS_INVALID_STATIC_RAND_ADDR

enumerator ESP_BT_STATUS_PENDING

enumerator ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_PARAM_OUT_OF_RANGE

enumerator ESP_BT_STATUS_TIMEOUT

enumerator ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_FMT
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enumerator ESP_BT_STATUS_MEMORY_FULL

enumerator ESP_BT_STATUS_EIR_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SUCCESS

enumerator ESP_BT_STATUS_HCI_ILLEGAL_COMMAND

enumerator ESP_BT_STATUS_HCI_NO_CONNECTION

enumerator ESP_BT_STATUS_HCI_HW_FAILURE

enumerator ESP_BT_STATUS_HCI_PAGE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_AUTH_FAILURE

enumerator ESP_BT_STATUS_HCI_KEY MISSING

enumerator ESP_BT_STATUS_HCI_MEMORY_FULL

enumerator ESP_BT_STATUS_HCI_CONNECTION_TOUT

enumerator ESP_BT_STATUS_HCI_MAX NUM_OF_CONNECTIONS

enumerator ESP_BT_STATUS_HCI_MAX NUM_OF_SCOS

enumerator ESP_BT_STATUS_HCI_CONNECTION_EXISTS

enumerator ESP_BT_STATUS_HCI_COMMAND_ DISALLOWED

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_RESOURCES

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_SECURITY

enumerator ESP_BT_STATUS_HCI_HOST REJECT_DEVICE

enumerator ESP_BT_STATUS_HCI_HOST_ TIMEOUT

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_VALUE

enumerator ESP_BT_STATUS_HCI_ILLEGAL_ PARAMETER_FMT

enumerator ESP_BT_STATUS_HCI_PEER_USER

enumerator ESP_BT_STATUS_HCI_PEER_LOW_RESOURCES
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enumerator ESP_BT_STATUS_HCI_PEER_POWER_OFF

enumerator ESP_BT_STATUS_HCI_CONN_CAUSE_LOCAL_HOST

enumerator ESP_BT_STATUS_HCI_REPEATED_ATTEMPTS

enumerator ESP_BT_STATUS_HCI_PAIRING_NOT_ ALLOWED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_LMP_PDU

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_REM FEATURE

enumerator ESP_BT_STATUS_HCI_SCO_OFFSET REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_INTERVAL_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_AIR_MODE

enumerator ESP_BT_STATUS_HCI_INVALID_LMP_PARAM

enumerator ESP_BT_STATUS_HCI_UNSPECIFIED

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_LMP_PARAMETERS

enumerator ESP_BT_STATUS_HCI_ROLE_CHANGE_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_LMP_RESPONSE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_LMP_ERR TRANS_COLLISION

enumerator ESP_BT_STATUS_HCI_LMP_PDU_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_ENCRY_ MODE_NOT_ ACCEPTABLE

enumerator ESP_BT_STATUS_HCI_UNIT_KEY_USED

enumerator ESP_BT_STATUS_HCI_QOS_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSTANT PASSED

enumerator ESP_BT_STATUS_HCI_PAIRING_WITH_UNIT_KEY NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_DIFF_TRANSACTION_COLLISION

enumerator ESP_BT_STATUS_HCI_UNDEFINED_O0x2B
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enumerator ESP_BT_STATUS_HCI_QOS_UNACCEPTABLE_PARAM

enumerator ESP_BT_STATUS_HCI_QOS_REJECTED

enumerator ESP_BT_STATUS_HCI_CHAN_ CLASSIF_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSUFFCIENT SECURITY

enumerator ESP_BT_STATUS_HCI_PARAM OUT_OF_RANGE

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x31

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_PENDING

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x33

enumerator ESP_BT_STATUS_HCI_RESERVED_SLOT_VIOLATION

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_FAILED

enumerator ESP_BT_STATUS_HCI_INQ_ RSP_DATA_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SIMPLE_PAIRING_NOT_ SUPPORTED

enumerator ESP_BT_STATUS_HCI_HOST_BUSY PAIRING

enumerator ESP_BT_STATUS_HCI_REJ_NO_SUITABLE_CHANNEL

enumerator ESP_BT_STATUS_HCI_CONTROLLER_BUSY

enumerator ESP_BT_STATUS_HCI_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_HCI_DIRECTED_ADVERTISING_TIMEOUT

enumerator ESP_BT_STATUS_HCI_CONN_TOUT DUE_TO_MIC_FAILURE

enumerator ESP_BT_STATUS_HCI_CONN_FAILED_ ESTABLISHMENT

enumerator ESP_BT_STATUS_HCI_MAC_CONNECTION_ FAILED

enum esp_bt_dev_type_t
Bluetooth device type.

Values:

enumerator ESP_BT_DEVICE_TYPE_BREDR
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enumerator ESP_BT DEVICE_TYPE_BLE

enumerator ESP_BT_DEVICE_TYPE_DUMO

enum esp_ble_addr_type_t
BLE device address type.

Values:

enumerator BLE_ADDR_TYPE_PUBLIC
Public Device Address

enumerator BLE_ADDR_TYPE_RANDOM

Random Device Address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enumerator BLE_ ADDR_TYPE_RPA_PUBLIC
Resolvable Private Address (RPA) with public identity address

enumerator BLE_ ADDR_TYPE_RPA_RANDOM

Resolvable Private Address (RPA) with random identity address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enum esp_ble_wl_addr_type_t
white list address type

Values:

enumerator BLE_WL_ADDR_TYPE_PUBLIC

enumerator BLE_WL_ADDR_TYPE_RANDOM

Bluetooth® Main API

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_main.h
¢ This header file can be included with:

’ #include "esp_bt_main.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘
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Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)

Get bluetooth stack status.
& a] Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init()/esp_bluedroid_init_with_cfg().
pEy |
e ESP_OK : Succeed
» Other : Failed
esp_err_t esp_bluedroid_disable (void)
Disable bluetooth, must prior to esp_bluedroid_deinit().
peA |
e ESP_OK : Succeed
¢ Other : Failed
esp_err_t esp_bluedroid_init (void)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.
S|
e ESP_OK : Succeed
e Other : Failed
esp_err_t esp_bluedroid_init_with_cf£fg (esp_bluedroid_config_t *cfg)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.
%% c£qg -- Initial configuration of ESP Bluedroid stack.
$ey |
e ESP_OK : Succeed
e Other : Failed
esp_err_t esp_bluedroid_deinit (void)
Deinit and free the resource for bluetooth, must be after every bluetooth stuff.
PE ]
e ESP_OK : Succeed
¢ Other : Failed

Structures

struct esp_bluedroid_config_t

Bluetooth stack configuration.

Public Members

bool ssp_en

Whether SSP(secure simple pairing) or legacy pairing is used for Classic Bluetooth

Macros
BT_BLUEDROID_INIT CONFIG_DEFAULT ()
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Enumerations

enum esp_bluedroid_status_t

Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

enumerator ESP_ BLUEDROID_STATUS_UNINITIALIZED

Bluetooth not initialized

enumerator ESP_ BLUEDROID_STATUS_INITIALIZED

Bluetooth initialized but not enabled

enumerator ESP_ BLUEDROID_STATUS_ENABLED

Bluetooth initialized and enabled

Bluetooth® Device APIs

Overview Bluetooth device reference APIs.

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_device.h
e This header file can be included with:

’ #include "esp_bt_device.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’ PRIV_REQUIRES bt ‘

Functions
esp_err_t esp_bt_dev_register_callback (esp_bt_dev_cbh_t callback)

register callback function. This function should be called after esp_bluedroid_enable() completes successfully
R
* ESP_OK : Succeed

e ESP_FAIL: others
const uint8_t *esp_bt_dev_get_address (void)

Get bluetooth device address. Must use after “esp_bluedroid_enable”.
R[] bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled

esp_err_t esp_bt_dev_set_device_name (const char *name)

Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDR/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

%% name -- [in] : device name to be set

B
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ESP_OK : Succeed

ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit

* ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled

e ESP_FAIL : others

esp_err_t esp_bt_dev_get_device_name (void)

Get bluetooth device name. This function should be called after esp_bluedroid_enable() completes success-
fully.

A BR/EDRV/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.
Bl
e ESP_OK : Succeed

* ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled
e ESP_FAIL : others

esp_err_t esp_bt_dev_coex_status_config (esp_bt_dev_coex_type_t type, esp_bt_dev_coex_op_t op,
uint®_t status)

Config bluetooth device coexis status. This function should be called after esp_bluedroid_enable() completes

successfully.
SH
* type -- [in] : coexist type to operate on
* op -- [in] : clear or set coexist status
* status -- [in] : coexist status to be configured
B

ESP_OK : Succeed

ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit

ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled

ESP_FAIL : others

esp_err_t esp_bt_config file_path_update (const char *file_path)
This function is used to update the path name of bluetooth bond keys saved in the NVS module and need to
be called before esp_bluedroid_init().

%% file_path -- [in] the name of config file path, the length of file_path should be less than
NVS_NS_NAME_MAX_SIZE
A
¢ ESP_OK: success
e other: failed
esp_err_t esp_bt_dev_vendor_command_send (esp_bt_dev_vendor_cmd_params_t
*vendor_cmd_param)

This function is called to send vendor hci comamnd.
%% vendor_cmd_param -- [in] vendor hci command parameters
P[]
e ESP_OK : success
¢ other : failed

Unions

union esp_bt_dev_cb_param_t

#include <esp_bt_device.h> BT device callback parameters.

Public Members
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struct esp_bt_dev_cb_param_t::name_res_param name_res

discovery result parameter struct

struct esp_bt_dev_cb_param_t::vendor_cmd_cmpl_evt_param vendor_cmd_cmpl
Event parameter of ESP_BT_DEV_VENDOR_CMD_COMPLETE_EVT

struct name_res_param
#include <esp_bt_device.h> ESP_BT_DEV_NAME_RES_EVT.

Public Members

esp_bt_status_t status

Status of getting device name

char *name

Name of Bluetooth device

struct vendor__cmd_cmpl_evt_param
#include <esp_bt_device.h> ESP_BT_DEV_VENDOR_CMD_COMPLETE_EVT.

Public Members

uint16_t opcode

vendor hci command opcode

uint16_t param_len

The lenght of parameter buffer

uint8_t *p_param_buf

The point of parameter buffer

Structures

struct esp_bt_dev_vendor_cmd_params_t

Vendor HCI command parameters.

Public Members

uint16_t opcode

vendor hci command opcode

uint§_t param_len

the length of parameter

uint8_t *p_param_buf

the point of parameter buffer
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Macros

ESP_BT_DEV_COEX_BLE_ST MESH_CONFIG

ESP_BT_DEV_COEX_BLE_ST_MESH_TRAFFIC

ESP_BT_DEV_COEX_BLE_ST_ MESH_STANDBY

ESP_BT DEV_COEX_BT_ST_A2DP_STREAMING

ESP_BT _DEV_COEX_BT_ST_A2DP_PAUSED

ESP_BT_DEV_COEX_OP_CLEAR

ESP_BT_DEV_COEX_OP_SET

VENDOR_HCI_CMD_MASK

Type Definitions

typedef uint8_t esp_bt_dev_coex_op_t

typedef void (*esp_bt_dev_cb_t)(esp_bt_dev_cbh_event_t event, esp_bt_dev_cb_param_t *param)
bluetooth device callback function type

Param event : Event type
Param param : Pointer to callback parameter

Enumerations

enum esp_bt_dev_coex_type_t

Bluetooth device coex type.

Values:

enumerator ESP_BT_DEV_COEX_TYPE_BLE

enumerator ESP_BT_DEV_COEX_TYPE_BT

enum esp_bt_dev_cb_event_t

BT device callback events.

Values:

enumerator ESP_BT_DEV_NAME_RES_EVT

Device name result event

enumerator ESP_BT_DEV_VENDOR_CMD_COMPLETE_EVT

When vendor hci command complete, the event comes

enumerator ESP_BT_DEV_EVT_ MAX
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2.3.2 Bluetooth® Low Energy (Bluetooth LE)

GAP API

WA PR 7RG A H AL AE ESP-IDF i H 75 15l {1 bluetooth/bluedroid/ble H % .
* DU SMP (A5 HN) R K Pl AR %R T a2 S8, 74
GATT & i, 1] X i £ AR ATE K, SE & R
— bluetooth/bluedroid/ble/gatt_security_client
— GATT 4% P Bl 7R
o AT N SMP 24 i 5545 0 B R . 2o IR T 2R L 2240, IF 5824 GATT & i,
A )] S A AR ELRTE K, SE BN i R
— bluetooth/bluedroid/ble/gatt_security_server
— GATT ‘Al 55 45 BliER

API %

Header File

¢ components/bt/host/bluedroid/api/include/api/esp_gap_ble_api.h
* This header file can be included with:

’#include "esp_gap_ble_api.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’ PRIV_REQUIRES bt ‘

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)

This function is called to occur gap event, such as scan result.

%% callback -- [in] callback function
Bzl
¢ ESP_OK : success
e other : failed
esp_gap_ble_cb_t esp_ble_gap_get_callback (void)
This function is called to get the current gap callback.
PEA ]
* esp_gap_ble_cb_t : callback function

esp_err_t esp_ble_gap_config_adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.

%4 adv_data -- [in] Pointer to User defined ADV data structure. This memory space can not
be freed until callback of config_adv_data is received.
B
e ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

%%, scan_params -- [in] Pointer to User defined scan_params data structure. This memory
space can not be freed until callback of set_scan_params

Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
%% duration -- [in] Keeping the scanning time, the unit is second.
B
* ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.
Bl
e ESP_OK : success
— other : failed
esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.

%4 adv_params -- [in] pointer to User defined adv_params data structure.
Bl
* ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
Bl
¢ ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.
%4 params -- [in] - connection update parameters
Bl
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function allows configuring either a Non-Resolvable Private Address or a Static Random Address.

%%, rand_addr -- [in] The address to be configured. Refer to the table below for possible
address subtypes:

| address [47:46] | Address Type |
|- |- |
| 0b00 | Non—-Resolvable Private |

(FItgkss)
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R
e ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_clear_rand_addr (void)

This function clears the random address for the application.

R
¢ ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_config_local_privacy (bool privacy_enable)

Enable/disable privacy (including address resolution) on the local device.

%% privacy_enable -- [in] - enable/disable privacy on remote device.
B

e ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_config_local_icon (uintl6_ticon)

set local gap appearance icon

%% icon -- [in] - External appearance value, these values are defined by the Bluetooth SIG,
please refer to https://www.bluetooth.com/specifications/assigned-numbers/
B m
¢ ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)

Add or remove device from white list.

2H
* add_remove -- [in] the value is true if added the ble device to the white list, and false
remove to the white list.
* remote_bda -- [in] the remote device address add/remove from the white list.
* wl_addr_type -- [in] whitelist address type
P[]
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.
B
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)

Get the whitelist size in the controller.

%% length -- [out] the white list length.
P[]

e ESP_OK : success

¢ other : failed
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esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t min_conn_int,
uint16_t max_conn_int, uint16_t slave_latency,
uint16_t supervision_tout)

This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

S8
* bd_addr -- [in] BD address of the peripheral
* min_conn_int -- [in] minimum preferred connection interval
* max_conn_int -- [in] maximum preferred connection interval
* slave_latency -- [in] preferred slave latency
* supervision_tout -- [in] preferred supervision timeout
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device Note: This API don’t affect the advertising data.
%% name -- [in] - device name.
B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_get_device_name (void)
Get device name of the local device.
B
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t *addr_type)

This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

S8
* local_used_addr -- [in] - current local used ble address (six bytes)
* addr_type -- [in] - ble address type

#’&n] - ESP_OK : success
* other : failed

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)
This function is called to get ADV data for a specific type.
SH
* adv_data -- [in] - pointer of ADV data which to be resolved
* type -- [in] - finding ADV data type
* length -- [out] - return the length of ADV data not including type
&[] pointer of ADV data
esp_err_t esp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.

SH
* raw_data -- [in] : raw advertising data with the format: [Len