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“HCHT B T X S A AR A

H+H I/0 I/0 H+H
n/a 3.3V | GND | n/a
NC/XTAL 1032 | 1033 | NC/XTAL
JTAG, MicroSD 1012 | 1013 | JTAG, MicroSD
JTAG, MicroSD 1014 | 1027 | #1453k
Bk 1026 | 1025 | #3, LCD
ik 1035 | 1034 | ik
Bk 1039 | 1036 | #3k
JTAG EN | 1023 | ##f%3k, LCD
B, LCD 1022 | 1021 | #f 3, LCD, MicroSD
%, LCD 1019 | 1018 | ##f%3k, LCD
%L, LCD 105 | 1017 | PSRAM
PSRAM 1016 | 104 LED, #i%3L, MicroSD
%3k, LED, Boot | I0O0 | 102 | LED, MicroSD
JTAG, MicroSD 1015 | 5V
Wi

* NC/XTAL - 32.768 kHz Oscillator

e JTAG - JTAG /JPS8

» Boot - Boot ##48 / SW2

o BHRk - RI% Sk /JP4

e LED - RGB LED

¢ MicroSD - MicroSD Card / J4

* LCD-LCD /U5

« PSRAM - {3& i T-#0); ESP32-WROVER (14545t .

32.768 kHz ¥
ESP32 & B
] GPIO32
5 GPIO33

i BOAKSOLT, 8 GPIO32 Ml GPIO33 CLiffk A ik, ik, i TR S5m0 e BrE, EPAE
BIFF R R 2 JPL /O 3R . M P alidad Ff RIT/R23 4b i O KR PHAS %2 R12/R24 4L, DAKF GP1032 FI
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GPIO33 Wi M MmIRFE 2 JP1,

SPI Flash / JP13

ESP32 &/
) CLK / GPIO6
5 SDO0 / GPIO7
3 SD1 / GPIOS8
4 SD2 / GPIO9
5 SD3 / GPIO10
6 CMD / GPIO11

g B flash ST 0 BCHLPH R140 ~ R145 JE 5 B HEET JP13. QPR 2KF flash 1y TR
75 80 MHz, y [ ik BIPRULE (5 558 SIS H I, dURSER R140 ~ R145 HH, KFRE4LY flash B2 5

HEEE IP2 BT
JTAG / JP8
ESP32 & JTAG 55
1 EN TRST_N
5 MTMS / GPIO14 T™S
3 MTDO / GPIO15 TDO
4 MTDI / GPIO12 TDI
5 MTCK / GPIO13 TCK
#1531 JP4
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ESP32 & BRLES

1. n/a 3.3V

2. n/a o

3. GPIO27 SIO_C / SCCB H%

4 GPI026 SIO_D / SCCB %z

s GPIO25 VSYNC / 3t i [l 5

6. GPI1023 HREF / /K F-52%

7 GPI022 PCLK / 1§ Zi5h

g GPIO21 XCLK / ZGihfsh

9. GPIO35 D7 / 15 Z 5 Bit 7
10. GPIO34 D6 / 5 Z ¥Hs Bit 6
1L GPIO39 D5 / & Z 5% Bit 5
12. GPIO36 D4 /B Z K Bit 4
13. GPIOI9 D3/ & Z 5 Bit 3
14, GPIO18 D2 / & Z 5 Bit 2
15. GPIOS DI /g Z 5 Bit 1
16. GPIO4 DO / 1 Z%H Bit 0
17. GPIOO RESET / 8 4 {if
18. n/a PWDN / 3K

* DO £ D7 N5 KB 2k

RGB LED
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ESP32 & RGB LED
N GPIOO ARE)
5 GPIO2 Z3)
N GPIO4 kel
MicroSD J;
ESP32 & MicroSD {55
N MTDI / GPIO12 DATA2
N MTCK / GPIO13 CD / DATA3
N MTDO / GPIO15 CMD
A MTMS / GPIO14 CLK
s GPIO2 DATAOQ
N GPIO4 DATA1
. GPIO21 CD
LCD/ U5
ESP32 & LCD &
L GPIO18 A
5 GPIO19 SCL
N GPIO21 D/C
4 GPI0O22 CS
s GPI023 SDA
. GPIO25 SDO
. GPIOS Tt

WURETFIFE  ESP-WROVER-KIT EHURT, 31 SefiilAIT KA S i Tefit .
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PIUGEBERL R I T TR IR A, SR R ME AL BRI .

o fiFH JPT7 HERERS, 1EFE USB NI K Mufiteg
o fiH JP11 JEESY, i UART (5.

USB @R _ fERE UART B8

AR AR .
FTIT WIEIFX, 5V Power On LED i 557,

IESTFRIF R BUAE, WA AT TR e O IR Y, B TR E I AR, IR Bl
i H besw BRI R A

FHOR SR

« ESP-WROVER-KIT V3 513 & (PDF)
KESP32 ${ AR #AE 15 (PDF)
«ESP32-WROVER # R#i#%45» (PDF)
(ESP32-WROOM-32 $ R#ik%1» (PDF)

JTAG 33X,

ESP32 H/W R Ak %%

ESP-WROVER-KIT V2 A[ 451

ARAGEINEH T A 1A 1 ] ESP-WROVER-KIT V2 FF A A [ H I BEFIAH KL & . A )¢ ESP-WROVER-KIT
HABRAANZ, W ESP32 H/W B4,

HESF T

e ESP-WROVER-KIT V2 % #x
« USB $#22k (A %% Micro-B)
* PC (Windows, Linux B macOS)

EETLABRE A2y, ELHEEIEE BLR A2 5 TR

i ESP-WROVER-KIT & 'R#E —dET ESP32 BT &Mk, SEAL T LCD FEHAF] MicroSD R,
ESP-WROVER-KIT ®]3ENEPA T ESP32 f#i4H
» ESP32-WROOM-32
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« ESP32-WROVER Z 4]

Bt5h, ESP-WROVER-KIT fRF 2 AAET4R I TR Sc it 2t USB #ifids (FTDIFT2232HL), fuifJt
KN FGES USB #2111 JTAG X ESP32 A7, TL# oMY ITAG Jif4% . ESP-WROVER-KIT
FRTE RN G R AR AR HARH AR et 1T A A5

N TBETHN, B R I 5 | 2T R 5.

#ik: ESP-WROVER-KIT V2 ##; ESP32-WROVER #4j GPIO16 1 GPIO17 % [} i /£ PSRAM [¥) /i %
FIREES . BOAROLT, T @ PRI SEmrERE, XM GPIO A5 HIRS | 25T AR5 .

Jifiettid  ESP-WROVER-KIT JF A 14 = AL F AN 4427 3R B s

s
crystal

110 expand
ChannelA LcD.
USE | 3.2inch
Connector
r Camera
ChannelB
t MicroSD
UsB_5v
LDO:
EXT_5\-" +5V->+3.3V RGB LED

[ 12: ESP-WROVER-KIT 3jfgHE |4

Dyiepi]  ESP-WROVER-KIT JF At i) EAHM . 4 10 Bzl LR .

TRME ARG AT, VAR ERT 48 1A AP R, RS ARRER Y /e 4 118 2 i
LA
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Micro 5D
Card

Camera

LDO

32. 768K
Hz

ESF32

| Madule

CTs
RTS

FT2232

sv
Input

Pawer Power

Key | Select

use Boot

[ 13: ESP-WROVER-KIT J % #i 17 JRi— A0 I
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0
1012
VAT A A A AN EFEFFFFEEFE. 014
026
1035
639
EM
1022
i1
105
1015
[[4]#]

50_lo2

CHO
SG_0

HREF

LI N

ESP-WROVER-KIT
-l Baemttom o o o

D&
N4
Dz
[1]i]
PWON

L O B B BN BN BN BN B AR BN R BN BN BN B B BN OB BN BN BN N
LB B BN BN B BN BN BN BN BN BN I BN BN BN BN B OB N B DN BN N

*oH #

°s

% 14: ESP-WROVER-KIT J % # 17 Jai— AR &

Espressif Systems 33 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 1. e AL

FEAMG BEXNA

32.768 kHz HNEE 32768 kHz (¥, 5Lt Deep-sleep 1 A0 ERERTED .

ESP32 &4 A& NG ESP32-WROOM-32 & ESP32-WROVER ., ESP32-WROVER Fi4H 52 %%
£E 1% T ESP32-WROOM-32 [T THAE, FLPNHE 32-Mbit PSRAM, AJ it
TG M 2 [ A B AL B RE ) -

CTS/RTS BOREES . EHBAANER 2. T eeTne, U Pk
PEFE TP 14 [ AH A5 o

UART HiO, FT2232HL 1 ESP32 flj i /T TX/RX E 2.5 & P11 B, 2RIk
O, XWIEKES ke e . WSk FT2232 fifi ff] ESP32 Hi2H A
I, DRTREBRAH R E , RABI2H 4 2 A AN 1A

SPI BRI OLT, ESP32 fii ] SPI £2 1195 1A A & flash Fl PSRAM., (i fij ix £65]
JHI %4 ESP32 FIHAL SPT 545, XFPREOLT, FTHIMBIMY 2 (CS) 17
Fo JER, NG ESP32-WROVER #4I R}, %L N TAEHRE R 1.8 V; ik
i ESP32-WROOM-32 i}, %$% I TAEHL TN 3.3V,

JTAG JTAG ;0. FT2232HL il ESP32 {4 JTAG 5 25| 1 & JPS i . BRiA
B, XWEESAER. WFMEITAG, HIE L H LR WNg, &
FEBRERME

FT2232 FT2232 Z {0 USB & Ef O M4 . JF & N il i@ it USB $2 O X% FT2232
TR A e e, 5 ESP32 HAriE#E. FT2232 Hf5 USB-to-UART #I
USB-to-JTAG Hjfik.

EN S

Boot FEEEE . $iT Boot ST LREE, [MIN4E— T EN# (HLIASZAATF Boot )
A BT E B, s O ERE

USB USB 2 1 . W] HIYEFF ARyt i s, 542 PC AT AR 542 1

LR ¢ ESP-WROVER-KIT Jf % # n] @ 2 USB 3 18 5V # A4 Db, Pl fff
MR EFE AL B AT . B2 EAE R, 1B B TR £ o0
Wi 5% IPT SR AU A .

(VSIS P USB #8E—M, FFA LA 5% USB #edd—M, FFAMdir.

5V Input 5V RS DU &t B 8zt CRiE#: PC) BHER . AUH T4 fhsir
TAE TG HU

LDO 5V-t0-3.3V (K JE 2= & A& JE 25 NCP1117(1A), NCP1117 fix )i it oA 1
Ao H_b LDO Sy [ i b i, EF P ml DAE B AT AR i L
LDO., HZL{ZH,, i ESP-WROVER-KIT V2 JEF{E ,

Wk B0, SCREbRiE OVT7670 $1g kit

RGB LED CLERE ROE A, T PWM (kob SEER 1) il

1/0 M BRI A A I 25 1 2T A HEE . P AT AKX ESP32 #4744
&, SHl PWM. ADC. DAC, 12C, 12S. SPI %&£ Ffiifig.

MicroSD 1 MicroSD RH%, AI# e =S 0] - 24 ESP32 #f AT #BIHT, GPIO2 ATk
T . 2R, AT HEE MicroSD RIJgE, 75k GPIO2 Haji—A~ i
FH . BRIATEAL R, GPIO2 Fl 7 HiPH R153 A F Wik . 4 T (#E MicroSD
R, OTHHRR R SRR, 1 TP IR

LCD &/Rbt TR K 3.27 19 SPT (ARiEPU 4 A T4MEH: 1) LCD SRy, 1 WLESP-
WROVER-KIT & Z AR A ey A7 o

BEELEN PR S ALHEEE, BCEITAARIRE, Hoh R WL REIL R
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#F
§t

Bz E

JP1

JP1

JP7

JP7

JP8

[Espressi

fifiiE MicroSD Card ZfE) [ Fi7 B FHL

WP FE AL TR A, GPIO2 B g AbFA&AL (CRF JP1 3%
% GPIOO)

I Sh S HL Yl ESP-WROVER-KIT Jf %A {1t

fif F} USB 3 1 >4 ESP-WROVER-KIT J & H ik

ffifg JTAG Thfg
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PONFEEIE%  ESP-WROVER-KIT FHIFT, 15 SCHi T &M i o .

ARV R IR B PR RN, TR SN R A BE LR

o T IPT MR, EF USB SAIT AR .
o fEJH IPIT MRS, (HAE UART 1.

fiEgE UART @15

R R A RIS .
FTFF Hud§iJF %, 5V Power On LED [ 55,

ESTFEIFR BUE, TERIERE AT HaF e 200 3R B80T, R MTIRETT RS, F2linf)
T H pesg 2 NI KR

LIES @]

ESP-WROVER-KIT V2 J& ¥ [ (PDF)
KESP32 ¢ A#k%A5» (PDF)
«ESP32-WROVER #; R¥i#%) (PDF)
«ESP32-WROOM-32 #; R#ik&15» (PDF)

JTAG RiX,

ESP32 H/W 5 A %%

1.3.3 ESP32-PICO-KIT V4/V4.1 AT 1451

AFEEGALE T WA 44 {5 Fl ESP32-PICO-KIT V4 / V4.1 (45 FF & M. 4 ¢ ESP32-PICO-KIT H:Ath i A< 1y
N, W ESP32 H/W B4,

A 3G EE ] T ESP32-PICO-KIT V4 i V4.1, ESP32-PICO-KIT V4.1 5 V4 ({5 K2 MITE T, 1
Hh V4 35230 CP2102 USB-to-UART e iz Rt 1 Mbps, V4.1 $5351) CP2102N i i i 1 i ik
# 3 Mbps.

i SIS
o ESP32-PICO-KIT # 15 FF % 4%

e USB2.0 2k (A #i%% Micro-B #l)
* PC (Windows, Linux B Mac OS)

ERTPABRE ARy, ELERIE RLR A2 5 TR BT
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titid

ESP32-PICO-KIT &gk H 'R IR VRIF Kb, HAZ L2 B A 588 Wi-Fi fIE F D)8 ESP32 275
SiP f5i4H ESP32-PICO-D4. 5 HAth ESP32 RFIMIZHAH LY, ESP32-PICO-D4 f5i4H L 5¢ 8 4L M DA T ANl 4

* 40 MHz SRR 4%

e 4 MB flash

« SRR
XK FEAR T H BN RGN G5 X S Tean B FAS, A b el i S 4=, 3 T v A
PE,
ESP32-PICO-KIT £ T USB #% UART #rigz i, AiFHF & A Bt PC ¥ USB i #4721
s
AT ET %, ESP32-PICO-D4 LA 10 {55 F R 40 H A B35 d 1 A Al s A 4% (450 20 A~ x

0.1 Je~pfalf) 5lthe b1 I AL, ESP32-PICO-KIT JFAAREE MY 20 MR, A 17 5]
A, 00 3 AEEERARPERRG I, ATHEH - H SRR

i
1. SRS B B HEE Y 3 MG T %32 F ESP32-PICO-D4 SiP R4l () 4 & flash fitl, HEZ 5H, i
DR & S AS AR B AR FAE 5
2. ESP32-PICO-D4 J % M RN R I k4T .

Dhetid
ESP32-PICO-KIT JF A i) FZ A PFRIER T X T

VPPN Pin Header
DRF/DOMN
AL USB Bridget /
SV
3.3V USE Part
LDO Regulator

@ &) — o

= Power
UN N NN NN N RN NN N RN NN

Pin Header

[ 15: ESP32-PICO-KIT #E[
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Dyigie]
ESP32-PICO-KIT JFA M 1 220, e 11 L dz il Iy XL T

ESP32-PICO-D4 LDO USB-to-UART Bridge

-

3D Antenna ——= i .. : f feheug -0 I|
;- s H|Ye 230 ! t Micro USB Port

Power On LED

1/0 Connector

[l 16: ESP32-PICO-KIT JF % Hi7fi
ESP32-PICO-KIT J St i) T S PR W R 3R (NZe LA 10T ) -

FEHG BEEXNE

ESP32-PICO-D4 ESP32-PICO-KIT H & #t_F 1814 bR ESP32-PICO-D4 iH , £/, | ESP32
SHIE R RS, IR TR, LC ULl %, BB AT — EN {55
b hrF B BT TR AR

LDO 5V-t0-3.3V L E e E i

USB-to-UART #fEE2% | B0 - USB-to-UART BiE e, V4 AL ) CP2102 n] f2{m ik 1 Mbps [
RS, VAL JRATE ) CP2102N Al {13k 3 Mbps B 155 %,

Micro USB 3 [ USB # 11., W] HAETF A Bt g, sl f: PC AT & v (5 42 1 o

5V Power On LED FENGER G, LGN RE. B2EE, WAL 48 ) R
K.

I/0 ESP32-PICO-D4 R prA & I E 51 2 At HEE . F 7Rl AX ESP32

TR, 523 PWM, ADC. DAC, 12C. I2S. SPI L fihfe. WEIE
1, IR LA

BOOT TSR . % Boot #EIF A, [FEF#%—F EN & (HHEAZALTT Boot 4 )
A R B, @R O .

EN A

P D 2 I

T EAR AT I LA =it 55

 Micro USB fftH, (ERiA)
e 5V /GND & ik
» 3V3/GND E it
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ity LAt AR R, 75 AT BE S BRI B AR/ SR

L

TEENG T IR VO I AR ShRe, BARA R UL AR X A R IRERIE] . 15275 ESP32-PICO-KIT
TEZARA By o
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Header J2
WS AT il IfgE
1 FLASH_SD1 (FSD1) /O
GPIOS, SD_DATALI,
SPID, HS1_DATAI
(Rt 1) ,U2CTS
2 FLASH_SD3 (FSD3) /O
GPIO7, SD_DATAO,
SPIQ, HS1_DATAO
(W3t 1) , U2RTS
3 FLASH_CLK (FCLK) /O
GPIO6, SD_CLK,
SPICLK, HS1_CLK
(R4t 1) ,UICTS
4 1021 /O
GPIO21, VSPIHD,
EMAC_TX_EN
5 1022 /O
GPIO22, VSPIWP,
UORTS, EMAC_TXDI1
6 1019 /O
GPIO19, VSPIQ,
UOCTS, EMAC_TXDO
7 1023 /O
GPI1023, VSPID,
HS1_STROBE
8 1018 /O
GPIO18, VSPICLK,
HS1_DATA7
9 105 /O
GPIO35, VSPICSO,
HS1_DATAG,
EMAC_RX_CLK
10 1010 /O
GPIO10, SD_DATA3,
SPIWP, HS1_DATAS3,
UITXD
11 109 /O

GPIO9, SD_DATAZ2,
SPIHD, HS1_DATA2,
UIRXD

19

T
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Header J3

No.

Name

Type

Function

FLASH_CS (FCS)

I/0

GPIO16, HS1_DATA4
(RL3t#A 1) , U2RXD,
EMAC_CLK_OUT

FLASH_SDO (FSDO0)

I/0

GPIO17, HS1_DATAS5
(W3t 1) ,U2TXD,
EMAC_CLK_OUT_180

FLASH_SD2 (FSD2)

I/0

GPIO11, SD_CMD,
SPICS0, HS1_CMD
(J#ieA 1) , UIRTS

SENSOR_VP (FSVP)

GPIO36, ADC1_CHO,
RTC_GPIOO

SENSOR_VN (FSVN)

GPIO39, ADC1_CH3,
RTC_GPIO3

1025

I/0

GPIO25, DAC_1,
ADC2_CHS,
RTC_GPIO6,
EMAC_RXDO

1026

I/0

GPI1026, DAC_2,
ADC2_CH9,
RTC_GPIO7,
EMAC_RXD1

1032

I/0

32K_XP (WLit#A 2a)
, ADC1_CH4,
TOUCH9, RTC_GPIO9

1033

I/0

32K_XN (L7 2b)
, ADCI1_CHS,
TOUCHS, RTC_GPIO8

10

1027

/0

GPIO27, ADC2_CHY7,
TOUCH?7,
RTC_GPIO17

EMAC_RX DV
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A K R

1. ZE M C %32 ESP32-PICO-D4 11 /A & flash &,

2. 32.768 kHz {4k (@) Wy A; (b) i,

3. E T B 2T A USB Mrideti e

4. ESP32-PICO-KIT [N'#& SPI flash i T/EHL % 3.3V, A, strapping %5l MTDI FEA5i4H S8 (i
FEH R LRFFIRAL Yo AIEHEZAE I, W ORI% A SR AL P A SR

BRI

ESP32-PICO-KIT FHLF], ¥ & JeifiiAIT At 58 4 Joii -

A, THEIFE R AT G e g FOP IR Y, AAE AR E I RIE, R0 H Bk 2 R
FF KA o

IRMRILF

ESP32-PICO-KIT R4 52 x20.3 x 10 mm (2.1” x 0.8” x0.4” ),

T
: R~
ﬂﬂ@swn¢mwm1 £
. £ESPRESSIF =
ESPRESSIF SYSTEMS ( E =
(SHANGHAD)PTE LTD\ © -
FCL 10 20CT2-ESPRPICOKIT o~
—
& 17: ESP32-PICO-KIT R -} [&-¥
SR G
=
=
[
L |
¥

L 52 mm J

[ 18: ESP32-PICO-KIT JX ~f il 1

A RITEMA D PREEF AT, W B % T
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ESP32
GPICD REF CLK_50M
N

. ‘ IHI

=

- = o

&) o % b b
o o
= =
[Ts] )

RMII RMIl Interface 0 PHY
Serial Management Interface
z IP101GRI
'_
L
[¥p]
L
o
GPIOS i T
I 35: PHY &4t RMII fip4h
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R, A4 LA RESETN 5% /9 T fii fi [ & FF PHY BT & (DIRAES, ESP32 i 2l i GPIOS ff
RESET_N i 4 /530 PHY, HAEAEA RERRUEAR S IR _Eif, 750 ESP32 A —E JLRIEATT
HA (24 REF_CLK_S0M B4 E 575 GPIOO | HLRAERT BINIGFAL TR HF) o

ESP32 APLL P4k RMIIL bph 55 —Fhik P2 M ESP32 APLL N#R3KEL RMIT BH4d, 152 0L F & .
K H GPIOO [AB 855 i e e ifl, PARU LR IER i )i, SR A1 ML4: PHY.

ESP32
GPIOD REF_CLK_50M_180
APLL ]
L
=
3 T 9 x o
5] = »
UI a'l
= =
s =
RMII RMIl Interface 0 PHY
Serial Management Interface
9 - IP101GRI
!
L
W
‘-.I’DDE:| L
GPICE J_ T

Il 36: ESP32 APLL P fitry RMIT %
SELBLIEI, PR B AR T BRI — LA CAR . A KA R B, 155 W ESP32-Ethernet-Kit

VLI DUKRM B (A fR) JRELE, 252 5T, 78 D2, HyER, WER APLL & T HABM & (40128 4k
), IR AN RMIL 4

GPIO 4rfic A5 /r4H T ESP32-Ethernet-Kit JT A M i 12 1 5 RERY GPIO 2 e bt «

IP101GRI (PHY) $11 F#22 7 ESP32 (MAC) 5 IP101GRI (PHY) (%5 %t % % . ESP32-Ethernet-
Kit (1) 55 BRIk (A A A S 22 11
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| ESP32 &Hl (MAC) | IP101GRI (PHY)
RMII 3%
1 GPIO21 TX_EN
2 GPIOI9 TXDI[0]
3 GP1022 TXDI[1]
+ GPI025 RXD[0]
5 GPI026 RXD[1]
6 GP1027 CRS_DV
7 GPIOO REF_CLK
PR
8 GPI1023 MDC
9 GPIOI8 MDIO
PHY 5 15
10 | GPIO5 | Reset_N

%3 %7 REF_CLK Z4b, ESP32 () RMI 3o R Fr A 4 A ol 2 B 2 /Y, A fgii i IOMUX 5§

GPIO i [T sl .

GPIO Header 1 AJEFE#$45 ESP32-Ethernet-Kit - /& #l_F 343 A FIH F 7% GPIO.,

GPIO Header 2 #Rffs “UiM]” fAIAFEEE, ARG 5 n] i i GPIO.

ESP32 &l

GPIO32

GPIO33

GPIO34

GPIO35

GPIO36

NN | W~

GPIO39

. ESP32 &/ | 1nhH

1 GPIO17 TR A 1
2 GPIO16 DR AR 1
3 GPIO4

4 GPIO2

5 GPIO13 LR U 2
6 GPIO12 DR R 2
7 GPIO15 LR UEEH 2
8 GPIO14 DR R 2
9 GND Ground

10 | 3V3 33V HE

il

1. ESP32 ith Jr i) GPIO16 #1 GPIO17 & ¥4 5]} & ESP32-WROVER-B #5240 (45 1, BRIt oyl
Mo nFEEH ESP32 i) GP1016 Fl GPIO17 45 I, # T 4f HA AR £ PSRAM Ryf4H , Heh ESP32-
WROOM-32D & ESP32-SOLO-1,

2. FATHBREHR ST o it e 4371 X AIRCEL
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GPIO F5 5y Be A4S

ESP32-WROVER-B | IP101GRI | UART | JTAG | GPIO Comments
S_VP 1036

S_VN 1039

1034 1034

1035 1035

1032 1032

1033 1033

1025 RXDIO0]

1026 RXDI[1]

1027 CRS_DV

1014 T™S 1014

1012 TDI 1012

1013 RTS TCK 1013

1015 CTS TDO 1015

102 102

100 REF_CLK See note 1
104 104

1016 1016 (NC) | See note 2
1017 1017 (NC) | See note 2
105 Reset_ N See note 1
1018 MDIO

1019 TXD[0]

1021 TX_EN

RXDO RXD

TXDO TXD

1022 TXDI[1]

1023 MDC

PiE:

1. AR 1k ESP32 ] GPIOO [f_I HUIRAS3Z PHY M4k i 52, PHY ] RESET_N BRACH{E, PAX
M PHY it . B, AT GPIOS 5| RESET_N DAFT B hdi . 2 WLPHY 32
B RMIL it 4F o T Joiiil it RESET_N S¢ P ppd 4 i) PHY , PHY 78Ut i nl e ZER4E /i g
FIA TSR, 500 H RESET_N 2501, BRATEOLUT SRy 25, I LR G ESP32 FFH. H
K% ¥it, WS ESP32-Ethernet-Kit V1.1 DURMEEM (A #) JRBEEA

2. ESP32 s /i) GPIO16 #i1 GPIO17 & M4 5| i & ESP32-WROVER-B R 4H [ B, K L o g
o dnEdH ESP32 (1) GP1016 Al GPIO17 4511, # S sE  HoAth R4 PSRAM [yfidl, Hedn ESP32-
WROOM-32D =} ESP32-SOLO-1.,

WHRF A ESP32-Ethernet-Kit L HLET, 15 B JeHfiiAT ZARSE G ToHt

PIA VR
LoEsE, WA RM R (A) ERIBTA IR E ONRAS, F DpReEFRIF AL T BRCIRAS .
2. T RN AR R BRI, AR KR AERE S
3. ULH A PATEREPOE F4#2. (B#R) , {HANEE[] B ARIEAL M MR HL R .
4. fdi ] USB Bt K44 (A4 ) #EEZ PC,
5. K HUIRIF 2 GND # & 5V0 —1fill. i, SV Power On LED ¥ f %%,

EADHIF R e, ATk N A e g 300 IR T, AR WMABEETT KR, Rl R
T H pesr 2 TT KR

WA ITEREAN T — 210, SRS 52 ik A IR
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P AR DR sl A58 T AR SEBCE AT S AR N5, 00T PAFC B8 5% ethernet/basic 7R
ARBIE T TIAKVAKRM I GE, SCREANE PHY, tHFESP32-Ethernet-Kit V1.1 JF 2 A {# 1) IP101GRI .

%% ESP32-Ethernet-Kit V1.0 fiy - 3i{& ik :

* Jit GPIOO S #H JG B Bh e fik4s PHY J7 2 uCHh i PHY MIAME TR SR, $RALA4H4S GPIOO. JR T
EHIA VRS PRE OSC_EN 1) 102 BEjik, nI FHAEHAD .

* AP 1k ESP32 fll] GPIOO 1) - FRZS A2 2 PHY {80t 5207, PHY flll RESET_N BRAKAG, %
M PHY B Bhd o 10 5 v GPIOS 54l RESET_N FT % B Bh4 i o

o F2[5 FT2232H 315 B (94 SPI Flash U6,

o BRI HEE T4,

* % nTRST ITAG {55, FHM 1) GPIO4 W] A HAth H 3

« GPIO15 £ [y FhidifH R68 #£ 2 JTAG [ MTDO il .

o TN A BUFT B AR R B R OBD R A B ARIIHLSY ), RFIESE A AR 2 HE 4 &
HEEFUOh 1 HE 4 FHHERERT 1 HE 4 £HHEE . A 4 SHHEEFHERIHERHEN 223 7E B AR .

ESP32-Ethernet-Kit i H: iz A<
o ESP32-Ethernet-Kit V1.0 N1135 %

M SCRY

ESP32-Ethernet-Kit V1.1 DL ERM (A #7) JEBLE (PDF)
ESP32-Ethernet-Kit V1.0 PoE ¥ (B #z) i [& (PDF)
ESP32 £ R#it% 15 (PDF)

ESP32-WROVER-B # £} #% 45 (PDF)

JTAG B,

ESP32 H/W 5 A 5%

B RATF KA TE Z BT SR, THICRIRATHIRG 55711 sales@espressif.com.

1.3.5 ESP32-DevKitS(-R)

RIGE N T R854 N ESP32 T Y Bk I Hit ESP32-DevKitS(-R).

ESP32-DevKitS(-R) fIEFZTIF A ML, 43542 ESP32-DevKitS il ESP32-DevKitS-R, S ft31fi%# (spring), R
% WROVER 41,

ESP32-DevKitS ESP32-DevKitS-R

AFE A AR T A
* N354T ESP32-DevKitS(-R) FIREM: . BRI E 5 .«
o BAFSFE FEAIN A T ESP32-DevKitS(-R) [ fifif .
o FASESUAS: B HE TR R SCR I B RE
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Chapter 1. PREEAT]

NE]

AT T W - F ESP32-DevKitS(-R). H3k#B4 /144 T ESP32-DevKitS(-R), 44T be A & 4R /)N
FIIER T /EFEAE ESP32-DevKitS(-R) 2B AR L il E A e sk [

ik ESP32-DevKitS(-R) 2 /k#% &y ESP32 Bil M BER i, Joii ESP32 Bidl 55 B YA {5 5 2 4%
R e THe% . ESP32-DevKitS(-R) FAEAME4LS, nI {23 fbl ESP32-DevKitC f/NRTF A AR «

ESP32-DevKitS #1 ESP32-DevKitS-R AN {354 5y A TAE, FT@&RA B ESP32 #54H ,

¢ ESP32-DevKitS:

— ESP32-WROOM-32
ESP32-WROOM-32D
ESP32-WROOM-32U
ESP32-SOLO-1
ESP32-WROOM-32E

— ESP32-WROOM-32UE
« ESP32-DevKitS-R:

— ESP32-WROVER (PCB & IPEX)

— ESP32-WROVER-B (PCB & IPEX)

— ESP32-WROVER-E

— ESP32-WROVER-IE

A K EABAREA(E L, 1§55 ESP32 R5IK4L

Spring Pins

Left Female Headers Right Female Headers

& ESPRESSIF
| o ESPI2-DovKits
SN:051850000000000233

=8 cansem v [B]3[E]

MR E)

LDO

A

Power On LED USB-to-UART Bridge

A& G €0 74 ET OO T

By ng Rl 15 1 A &

EN Button - Boot Button
Micro-B USB
[ 37: ESP32-DevKitS - 1F i
A 1k4rad
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Spring Pins

Left Female Headers Right Female Headers

& ESPRESSIF
sdel: ESP32-Davkiti-R
SH:DE1 §E000D000001 34
sanasn ) [B]5[E]
R HMLN A e

U0 U DL
0000000000

Ui

LDO

ml
] [ .
il -

u
i
-l
»
E & ™
i
&

Power On LED

5

i 15..2

USB-to-UART Bridge

EN Button Boot Button
Micro-B USB
& 38: ESP32-DevKitS-R - 1ETH
FEHGF 48
5| B AR AR EE AL, TR R e AR A .
2.54 mm Hh) e ISR 5 . S THERE S IA 15 IL 4T B /N,
USB-to-UART #i i 4% HUMS F USB %% UART #r4%4%, nlH{IEm ik 3 Mbps BOf&HH 4%,
LDO 5V-t0-3.3V i 2= 2k e 4% (LDO).

Micro-USB £ $ ##/Micro | USB $21H o R AT Bt )k rht i P st e AU AT T Ay e 5 1 11
USB i 1

EN f S

Boot £ TR . A Boot SV [RIEH— T EN BEHEA R T ET B,
W ER R R E

FL i 7~s LED FEEMGEH G (USB sk flkf sy ) , i dT ikt

IR IF R GEHLET, PR ESP32-DevKitS(-R) SE4f Joiit .

LA REAE

o fT3k—3K ESP32 i
 USB 2.0 ¥4k (FnifE A %% Micro-B %)
o HiJii (Windows, Linux & macOS)

BEPFBETE TR A BRKFRLAL 5225 5 ESP32-DevKitS(R) Bes i |-
« FFEALEHE] ESP32-DevkitS(R) BeabicHL 1. B REEAL 17 MR L 5 ML e | e
o FPRELLR FIE, DFE] “TRRE" — 5 MR 2 AR AR.
o BT T L A E R b, AR IR, (0 P T| E AREAL
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BRI

Wk )i A ] ESP-IDF A HE S 2 R — ik SO (*.bin) Bk F| ESP32-DevKitS(-R) M % . Al
Hebeik AT, AR 0% RO B WA B AT T R EREE RN R T Bk & ESP32-DevKitS(-R).

k)i R Windows i} LT AGEF Flash T 5L B EHISCRE . W F BT AREETF2 6 doc 30
PRI BT

e
L B I SO R ESP32 00 AR B E N R 3, X — IR ] i Bk T H A shh
17, WATHAE Boot ##8If s 4% EN 428 Fsh 47
2. BesRsEE, Bk THEVAB N NS EBEY, BfrEFRmET .

27.9 mm

ESP32-DevkKits-v1.1

=
PrepERbRre

48.2 mm

)

COOOE N e W

AS OWY €0 20 ET OND ZT ¥ [

CLkD@ D1 15 2 A 4 16 1

eeceCeCOEPOES

] 39: ESP32-DevKitS 5} - 1

SRR AT

P AR R

AT GWSERES, A ESP32-DevKitS(-R) JEEACKF AR i FL 48 5 B R v e Hoh oy X %k
AT TS HI/E https://www.espressif.com/zh-hans/company/contact/buy-a-sample .

HERET WG, ESP32-DevKitS(-R) B3 AR AR ACHRAR U4

HEIT BIE A https://www.espressif.com/zh-hans/contact-us/sales-questions.

ks
IfEHEP  ESP32-DevKitS(-R) 5 BLALPFAIFE Ry 2 A0 P
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s

ESPIZ-DevKits-vi.1 —=p§
-

=

==9

AS 0D £0 20 €T QWO !'l' t'r‘t o H‘,‘H‘h

AAA R AR S B R EEE.

0000000000

48.2 mm

[ 40: ESP32-DevKitS-R R~ - #51h]

B U e e XD Micro-B USB
RXD DP
EN —
USB to UART DM
, , BOOT EXT 5V |—
Spring Pins for

ESP32 Module |— LED

VDD33
L0 ©

Signal
77 S any any e 'B oaT " EN '
ST Power
I - L] - L] L] - L] - L] L] L] L] - L] L] - L] L] L] L] - I
& 41: ESP32-DevKitS(-R) (70K)
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LR T DAT = AR 7 A AR 45 ESP32-DevKitS(-R) fit i :

» Micro USB 3 F1{HH, (RN
* 5V I GND %5 B fit e
* 3V3 Fl GND % B,

FEBGEFER —FfltH 772X Micro USB s i

: wE | 55

L1 3V3 VDD 3V3
L2 EN CHIP_PU
L3 VP SENSOR_VP
L4 VN SENSOR_VN
L5 34 GPIO34

L6 35 GPIO35

L7 32 GPI1032

L8 33 GPIO33

L9 25 GPI1025
L10 | 26 GPIO26
L11 | 27 GP1027
L12 | 14 GPIO14
L13 | 12 GPIO12
L14 | GND | GND

L15 | 13 GPIO13
L16 | D2 SD_DATA2
L17 | D3 SD_DATA3
L18 | CMD | SD_CMD
L19 | 5V External 5V
R1 GND | GND

R2 23 GP1023

R3 22 GPIO22
R4 TX UOTXD

R5 RX UORXD
R6 21 GPIO21

R7 GND | GND

RS 19 GPIO19
R9 18 GPIO18
RI10O | 5 GPIOS

R11 | 17 GPIO17
RI12 | 16 GPIO16

R13 | 4 GPIO4
R14 | O GPIOO0
R15 | 2 GPIO2

R16 | 15 GPIOI15
R17 | D1 SD_DATA1
R18 | DO SD_DATAO
R19 | CLK | SD_CLK

A SRR S RN 2B

FHSR 3K

« ESP32-DevKitS(-R) JE 3 [ (PDF)
 ESP32 £/ R¥t% 45 (PDF)
« ESP32-WROOM-32 ; R#i#%45 (PDF)
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« ESP32-WROOM-32D & ESP32-WROOM-32U i A }i#% 45 (PDF)
« ESP32-SOLO-1 $# AR#i#%45 (PDF)

« ESP32-WROVER i R #1#% 45 (PDF)

+ ESP32-WROVER-B # A #i#%45 (PDF)

o IRFEmEM T A

1.3.6 ESP32-PICO-KIT-1

ESP32-PICO-KIT-1 Jj2—3k T ESP32 [ Egﬁﬂim M b33 ESP32-PICO-V3 (SiP, R&ZiZESE) B
2. ESP32-PICO-V3 H&5E#W Wi-Fi fIlE A Thfg, 5T ESP32 RAIBLAHML, AT R T RS
B, TTHRBIM S

* 40 MHz 5437

e 4 MB flash

o JEBHLEY

o SFPATIDCRD R 2% 55

A5 SRGUFERE F ESPI2-PICO-V3, JIPURRHSNGE, KAWEE TSR, Rt 7
R T

ESP32-PICO-KIT-1 JF A BUAHE ML 1 USB-to-UART B LB, Jr (897 % A 5 A Bl PC ) USB 311 1
RS T

NITEREFEERE, ESP32-PICO-V3 LA 10 {55 MR S8 i R B 51 25T AR Py (A5 4 (18 x 0.17
)o LR I8 ARG R, WIS L

#47E: ESP32-PICO-KIT-1 JF & AR BRI SR FHEET

ESP32-PICO-KIT-1 A J P& (it 7 5T ESP32 365 v B H T A gt 44, B0 5 ) PR ESP32 U8k 1y 3]
fit.
AFEE G AT LA

o PR AT RIS 4 ESP32-PICO-KIT-1 JFJctfe, PAS b Tk Kt ir 5 A R AL 5
s NEmtHf oy X NMAEETT AR EIT P a0k i T
o EMAE T L ESP32-PICO-KIT-1 JF % Ml (4 E40(E B ;
. @éﬁzz&% PEEREAE DA (A0 ), SR (WA ), FHEROUEERE 2 D) AT AR AT T4
i
o RS SUAE: BRAUH R SO R .

P AT

ARATIEE T U 5 ESP32-PICO-KIT-1. 155X} ESP32-PICO-KIT-1 JFAMIEAT T RIZNE, R
TE R T /N G QTR [ 58 5 20T B

A11kliik  ESP32-PICO-KIT-1 JF A B4 PF . 45 0 Jedasihil T X R IE
M2 EFITTAG, SRRETIY , TF A M R A R W 35
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& 42: ESP32-PICO-KIT-1 #MNIRIE (Sack)
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3D Antenna

ESP32-PICO-V3 LDO USB-to-UART Bridge

Micro USB Port
Power On LED
/0 Connector EN Button BOOT Button
P 43: ESP32-PICO-KIT-1 Ff &M i foy - IETA (s a5k )
FEAK ik

ESP32-PICO-V3

ESP32-PICO-KIT-1 JF A& Az A 2k i 4l (SiP), 443k ESP32 SoC ith H, X
TAIEHERZ . LC ILACHL B . A F—~ EN {55 Ehr i RI W] IR

TAE,
LDO 5V 5 3.3V AREZRERR
USB-t0-UART CP2102N: ;0 Fr USB-to-UART #fii 2%, Bid ik % ] 35 3 Mbps.
Micro-B USB USB #: 10, v N R Aty , oiiEd: PC #E47 USB 15 .
5V Power On LED TR ERE, 2EfgniImeit. B2EE, IAX A rpiR b a R

K

1/0 Connector

ESP32-PICO-V3 LI C | 2= KMl = mrst ESP32 g4
SifE, S8 PWM, ADC. DAC, 12C. 12S. SPI%Thfg. HE(EH, I

BT R Ak

BOOT ##¢4# R . $i T Boot ST ORHE, [FIHE T EN RRFIEA MR T 2B,
I R A

EN $7¢4# SR

WTDFR  LHnT, Ji§HhfR ESP32-PICO-KIT-1 SE4F FLifi .

it A

e 1 x ESP32-PICO-KIT-1 Ff % #
* 1 x USB 2.0 A % Micro B %4k
e 1 xPC, iz47 Windows, Linux B macOS £%;

SROFRLT R

Beak N1, AR w2 RO B — AR T PROE C BT RS, R AR PR R 2

ESP32-PICO-KIT-1 JF % i .

NE AL 5 X

FAGIT W SRR, RS ESP32-PICO-KIT-1 B f 2k
EEITE ) JHHI{E https://www.espressif.com/en/company/contact/buy-a-sample,
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LT At EIGSE, ESP32-PICO-KIT-1 JF AR AR ARHAR 1% .

HEE T BAFE I https://www.espressif.com/zh-hans/contact-us/sales-questions.

wirk5%

DyieHEr  ESP32-PICO-KIT-1 f = B PR AIEER Ty A B i

[. a & & & & ® & & © & & © ® & ¢ ® & © °© @

Pin Header
AN TXD Micro-B USE
RXD oP
ESOT USE to UART DM —
ESP32-PICO-V3 EXTLOV =
VDD33 |_ =2
LDO {(O)
P ,/, P /. ,/ Signal
( en )(poacT)
Power

ESP32-PICO-KIT-1

[¢ # o ¢ ¢ ¢ & ¢ 0 o ¢ ¢ ¢ ¢ ¢ o ¢ ¢ o ¢ o

| 44: ESP32-PICO-KIT-1 TfeHE R (k)

Peuesit  TFRMEFRBEA T =R tr 7, WAL e — i

* Micro USB it/ (2RiA)
« 5V/GND %% I fit e,
* 3V3/GND %5 fHIfit i,

it i O REE R FhOT K, ARERIIEEE, A R] RE S BUA T AR/

FEMRGA 2R TR EIT A RIN VO B, HEARLARMIRE I TR AR 45548 %
SCAS B fR A — 2K
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Header J2
ws B FE Inge
1 1020 /0 GPIO20
2 1021 /0 GPIO21, VSPIHD, EMAC_TX_EN
3 1022 /0 GPI022, VSPIWP, UORTS, EMAC_TXD1
4 1019 /0 GPIO19, VSPIQ, UOCTS, EMAC_TXDO
5 108 1/0 GPIOS, SD_DATALI, HS1_DATAL1, U2CTS
6 107 /0 GPIO7, SD_DATAO, HS1_DATAO, U2RTS
7 105 /0 GPIOS, VSPICS0, HS1_DATA6, EMAC_RX_CLK
8 1010 /0 GPIO10, SD_DATA3, SPIWP, HS1_DATA3, UITXD
9 109 /0 GPIO9, SD_DATA?2, SPIHD, HS1_DATA2, UIRXD
10 RXDO | I/O GPIO3, UORXD (W:zf# 1) ,CLK_OUT2
11 TXDO | I/O GPIO1, UOTXD (W44 1) , CLK_OUT3, EMAC_RXD2
12 1035 I ADCI_CH7, RTC_GPIOS
13 1034 I ADC1_CH6, RTC_GPIO4
14 1038 I GPIO38, ADC1_CH2, RTC_GPIO2
15 1037 I GPI037, ADC1_CHI, RTC_GPIOI
16 EN I CHIP_PU
17 GND P e
18 VDD33 | P 3.3V it
(3V3)
Header J3
s B i) Ihge
1 GND P i,
2 SEN- I GPI036, ADC1_CHO, RTC_GPIO0
SOR_VP
(FSVP)
3 SEN- I GPI039, ADC1_CH3, RTC_GPIO3
SOR_VN
(FSVN)
4 1025 /0 GP1025, DAC_1, ADC2_CHS8, RTC_GPIO6, EMAC_RXDO0
5 1026 /0 GPI026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI1
6 1032 /0 32K_XP (JLiZf% 2a) , ADC1_CH4, TOUCH9, RTC_GPIO9
7 1033 /0 32K_XN (JL:zf# 2b) , ADC1_CHS, TOUCHS, RTC_GPIOS
8 1027 /0 GPI1027, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV
9 1014 /0 ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK, HS2_CLK,
SD_CLK, EMAC_TXD2
10 1012 /0 ADC2_CH5, TOUCH5, RTC_GPIO15, MTDI (L% #% 3) , HSPIQ,
HS2_DATAZ2, SD_DATA2, EMAC_TXD3
11 1013 /0 ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID, HS2 DATA3,
SD_DATA3, EMAC_RX_ER
12 1015 /0 ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICSO, HS2_CMD,
SD_CMD, EMAC_RXD3
13 102 /O ADC2_CH2, TOUCH2, RTC_GPIOI12, HSPIWP, HS2 DATAO,
SD_DATAO0
14 104 /0 ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD, HS2 DATAI,
SD_DATAI1, EMAC_TX_ER
15 100 /0 ADC2_CHI, TOUCHI, RTC_GPIO11, CLK_OUTI1, EMAC_TX_CLK
16 VvDD33 | P 3.3V fiti
(3V3)
17 GND P e
18 EXT_5V| P 5V fite
(5V)
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i
L ZERCERE 2 USB Hridnt /s
2. 32.768 kHz 5 4 5y A Fin 45 I -
* (a) A
 (b) KA

3. ESP32-PICO-KIT-1 Py SPI flash [¥) T.fEf 4 3.3 V. [H ik, Strapping 4 MTDI 75 I 42 (il 72

W R SRR T, TR RZ A MRS O AN B

J3 J2

»
‘i

[RTc_GPioo | [ADG1_cHo|[GPio3s | | ]

[[RTc_cpios | [Apci_cHa|[crioss || &

[EvAC_Rxoo | IIBAGHIN | RTc_GPios | [ADC2_CHE | [ GPIOZS | | ke

| EmAC_RxD1 |[IIBAGEEN | RTC_GPIO? | [ADG2_CH8 || GPIO26 |

S| Touc+ [ RGP0 | (301 v [P0z

[ISERFREI|| ToucHs || RTC_GPIOS |[ADC1_CH5 |[GPioa3 | 34

[Emac_Rx_Dv|[ ToucH? |[RTC_GPIO17 |[ADC2_CHT | GPIo27

[IHSEI6IKY| | EMAC_TxD2 |[SD_CIK |[HSPICLK | MTMS | TOUCHe |[RTC_GPIO16 |[ADC2_CH6 |[ GPIO14 |
[iS200ATAZ|| EmAC_TXD3 [SD_DATAZ[ HSPIQ | MTDI || TOUCHS |[RTC_GPIOTS |[ADG2_CHS|[GPIO12 |
[FiSZ05ATAS| EMAC_RX_ER[SD_DATA3[ HSPID | MTCK || TOUCH4 |[RTC_GPIOT4 |[ADC2_CH4|[GPIO13 |
[IESZICHIB) | EMAC_RXD3 |[SD_CMD |[FSPICS0 | MTDO || TOUCH3 |[RTC_GPIOT3 | [ADG2_CHB | [ GPIO15 |
;

& 45: ESP32-PICO-KIT-1 H#Ifi R (AdicR)

AR )y

BEPRNR A
I BTN, HARA D SERAR

FHSR SO

« ESP32-PICO-V3 #; R#I#% 45 (PDF)

o REFCHER T H
ESP32-PICO-KIT-1 £ [ (PDF)

« ESP32-PICO-KIT-1 PCB i) ¥l (PDF)

B RATF KM EZ T SR, THIRR R AT 5571 sales@espressif.com.

1.3.7 ESP32-PICO-DevKitM-2

[GPioz1 ][ VSPIHD_|EMAC_TX_EN

[cPio22 |[TvsPWP ][ UoRTS ][ EMAC_TXD1 |
[GPiote [ VSPI@ || uocTs  |[ EMAC TXDO |

J [ GPioe |[SDDATAT]| u2CTS | [IHSTDATAT
L [ GPIO7 |[SD_DATAD]|[ U2RTS | [EISTIDATADY
§ (05 | [VePicsn | [ISBATAB Evac_ R oL

[cPioio | SPiWP|[SD_DATAS | IHSTIBATASY [U1TXD
['cPiog |[SPIHD || SD_DATAZ | [IHSTIBATAZY| [U1RXD

[[ePio3 ][ uorxp [ cLk ouTz |

[[GPI01 ][ uoTxD ][ CLK_OUT3 |[ EMAC_RXDZ |

¥ | GPIOS5 || ADC1_CH7 || RTC_GPIOS

[GPioas |[ADC1_CHG |[RTC_GPIO4 |
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ESP32-PICO-DevKitM-2 & — 3 F ESP32 [ &2 T Kb, M 3%k ESP32-PICO-MINI-02(02U) f&4f,
ESP32-PICO-MINI-02(02U) #54H EL£& 52 B4 1) Wi-Fi fliE 42 6E .

ESP32-PICO-DevKitM-2 JI- & i [l if 4 il 1 USB-to-UART #frdi i i, 75 T % N 52 EL#%il s PC ) USB
Uiy I L AT R R AR L

N5 EREF%E4% , ESP32-PICO-MINI-02(02U) _ERYFTA 10 {55 MR S8 LA I 5 | i AT S AR DI 4
(18x0.17 ). bk I8 MREARIYFH BHEET, AT A E R .

#47k: ESP32-PICO-DevKitM-2 F- % A B SR F HEST .

ESP32-PICO-DevKitM-2 Sy J P4t 1 B ESP32 38 i b HIJT A B, SNy (3 4] PR3 ESP32 itk
HIRE o

/& 46: ESP32-PICO-DevKitM-2 4N (fsik)

AIEFEIE AT LAEY

o Pear AT B 4E ESP32-PICO-DevKitM-2 FF A M, PAK b T3k s S AR il 3 1 A e 5

s WA ey X AT E AR ETT BT AR 2 KA

o B AE HIE ESP32-PICO-DevKitM-2 % B b {F £ {5 B ;

. @éﬁzz&% PERREAE DT A (W), SR (A0 ), HEOEERE 2 D) S AT AR AT T4
M (fa):;

o RS SUAE: BRAUR R SCRIA R .
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P AT

ARG T WA Hed T ESP32-PICO-DevKitM-2., 1 4%} ESP32-PICO-DevKitM-2 J % 4T 1 A Zif
G, SRIGHE L R I & /NG AR [ e 5 2 T AR

HIPEREIA  ESP32-PICO-DevKitM-2 FF & A i) B4 4. 42 101 Je g il s R . R SCAM 2k ESP32-
PICO-MINI-02 {1 FF KA Ry () BEA T 1 o

ESP32-PICO-MINI-02 LDO USB-to-UART Bridge

oA~ D
1 21 19 -] 7 5 NC NC  RAQ THO 35 LI M ¥ EN GND 3V
- — | WiF POWER us ge

8
—mm—

9]

-—‘—.—1 Wik
u: 6
E % ! gn : J Micro USB Port
L ;i- g |
. o iEe O Power On LED
110 Connector EN Button BOOT Button
& 47: ESP32-PICO-DevKitM-2 Ff & M40 Jay - 1T (S meR)
MAE L ATTIG, HEHER T, &M 32 B A DL R R
FEAHG #Hid
ESP32-PICO-MINI-02 ESP32-PICO-DevKitM-2 JF & H f) M 54l , $5#k ESP32 SoC ith Fr.
Pl AT ¥ERR M 2% ESP32-PICO-MINI-02U [ F %A »
LDO SV 5% 3.3V AR ZE R A
USB-to-UART CP2102N: B - USB-to-UART #riigs, HR 4 HHEn] ik 3 Mbps,
Micro-B USB [ USB #1. w g &ffity, 80848 PC 17 USB jifs .
5V Power On LED FEt EH)E, EfRnITsai. HE2EE, AR AS i fhn 5
K.
1/0 Connector ESP32-PICO-MINI-02 [} I .51 H 25 K AHEEr - F Farxd ESP32
T4, S8 PWM, ADC, DAC. 12C. I2S. SPI£1jjfit. HE(5H,
TLEEATE R bk
BOOT TR . HCT Boot BT OREE, [T T EN SERRFFEA R T 2B,
TH L ER TR R
N AR
BOTIFE  HE, AR ESP32-PICO-DevKitM-2 5247 T4 .
Jr i B Ak
1 x ESP32-PICO-DevKitM-2 H % #x
« 1x USB 2.0 A % Micro B $(#j2 4k
* 1 xPC, iz47T Windows, Linux B macOS &%}
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BAFRS Y W Rk N, EFE e P B A A P s E T A, R R EE
ESP32-PICO-DevKitM-2 JF % # .

ME AR 5 X
BRI QKRS , £ ESP32-PICO-DevKitM-2 i Bl i

ZEIH ) HHITE https://www.espressif.com/en/company/contact/buy-a-sample

LT At EIGSC, ESP32-PICO-DevKitM-2 JF A AR AR AR AR (3¢ -

HLETT B HIAE https://www.espressif.com/zh-hans/contact-us/sales-questions.

Bitk5%

JyigHEr]  ESP32-PICO-DevKitM-2 ) = B PR AIERE 7 AU B B

Pin Header
AN TXD Micro-B USB
RXD DP
BOOT —
= USB to UART DM
ESP32-PICO-MINI-02 EXTSV =

LED

VDD33 |-
LDO {O)
S S

| EN "BOOT'

ESP32-PICO-DevKith-2

Signal

Power

[e ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ o o ¢ o of

] 48: ESP32-PICO-DevKitM-2 ZHfEHER (k)

Pl )i X TFRBERBEA T = A r Ty s, AT R — i

e Micro USB fitH1 (ZRiA)
* 5V/GND %
 3V3/GND 45 I fLH

B Lo ta S UL RRR BT, RREIRI IR, 5 R] RE 2 SR T AR B L I

FENRE 2P T ITRETE RPN VO B, HRRLARFSREN T K. BSR4 5 548 X
S R O — 2
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Header J2
ws B FE Inge
1 1020 /0 GPIO20
2 1021 /0 GPIO21, VSPIHD, EMAC_TX_EN
3 1022 /0 GPI022, VSPIWP, UORTS, EMAC_TXD1
4 1019 /0 GPIO19, VSPIQ, UOCTS, EMAC_TXDO
5 108 1/0 GPIOS, SD_DATALI, HS1_DATAL1, U2CTS
6 107 /0 GPIO7, SD_DATAO, HS1_DATAO, U2RTS
7 105 /0 GPIOS, VSPICS0, HS1_DATA6, EMAC_RX_CLK
8 NC - NC
9 NC - NC
10 RXDO | I/O GPIO3, UORXD (W:zf# 1) ,CLK_OUT2
11 TXDO | I/O GPIO1, UOTXD (W44 1) , CLK_OUT3, EMAC_RXD2
12 1035 I ADCI_CH7, RTC_GPIOS
13 1034 I ADC1_CH6, RTC_GPIO4
14 1038 I GPIO38, ADC1_CH2, RTC_GPIO2
15 1037 I GPI037, ADC1_CHI, RTC_GPIOI
16 EN I CHIP_PU
17 GND P e
18 VDD33 | P 33V fith
(3V3)
Header J3
s B i) Ihge
1 GND P i,
2 SEN- I GPI036, ADC1_CHO, RTC_GPIO0
SOR_VP
(FSVP)
3 SEN- I GPI039, ADC1_CH3, RTC_GPIO3
SOR_VN
(FSVN)
4 1025 /0 GP1025, DAC_1, ADC2_CHS8, RTC_GPIO6, EMAC_RXDO0
5 1026 /0 GPI026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI1
6 1032 /0 32K_XP (JLiZf% 2a) , ADC1_CH4, TOUCH9, RTC_GPIO9
7 1033 /0 32K_XN (JL:zf# 2b) , ADC1_CHS, TOUCHS, RTC_GPIOS
8 1027 /0 GPI1027, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV
9 1014 /0 ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK, HS2_CLK,
SD_CLK, EMAC_TXD2
10 1012 /0 ADC2_CH5, TOUCH5, RTC_GPIO15, MTDI (L% #% 3) , HSPIQ,
HS2_DATAZ2, SD_DATA2, EMAC_TXD3
11 1013 /0 ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID, HS2 DATA3,
SD_DATA3, EMAC_RX_ER
12 1015 /0 ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICSO, HS2_CMD,
SD_CMD, EMAC_RXD3
13 102 /O ADC2_CH2, TOUCH2, RTC_GPIOI12, HSPIWP, HS2 DATAO,
SD_DATAO0
14 104 /0 ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD, HS2 DATAI,
SD_DATAI1, EMAC_TX_ER
15 100 /0 ADC2_CHI, TOUCHI, RTC_GPIO11, CLK_OUTI1, EMAC_TX_CLK
16 VvDD33 | P 3.3V fiti
(3V3)
17 GND P e
18 EXT_5V| P 5V fite
(5V)
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ik

—

A E R 2 0 L USB #riggsith s
2. 32.768 KHz {5 3k A fiy 145 I :
(@) A
(b) %M
3. ESP32-PICO-DevKitM-2 [N SPI flash ) TAERLE N 3.3 V. [HIt, Strapping 4 i MTDI & b H & fi
SRR ARG WERER TZEW, PR A= A AR

EmS T W o)
d G | [GPIo21][ VSPIHD |EMAC_TX_EN

- [GPIO22][[VSPIWP || UORTS ][ EMAC TXD1 |
[GPIOTS][[VSPIQ || UOCTS _|[ EMAC_TXDO |
| [GPioe | [SomoATAT]_UzcTs | ST
[erior |[SocoATao]|_uerrs | StumATan
i [CPi0s |[VePicso | FSTBATAB] Evac RX CLA
@

L | [cPI03|[ UoRXD ][ CLK OUTZ |

[Ewac R0 | [IBAGEIN [ RTc_GPios | [Anca o | [Griozs]
[EmAC_RxD1 |[IIDAGEZN] [RTC_GPIO7 | [ADC2_CHo | [GPIoZ6] e

[E30@ N[ ToucHs |[[RTc_Gpios |[ADC1_CH4 |[GPIC32]
[EREE| ToucHs |[[RTC_GPIOS |[ADCT_CH5 |[GPioa3] TR

[EMAC_RX_DV][ TOUCH7 |[RTC_GPIO17 |[ADC2_CHT |[GPI0O27] LT

[IHSZICIKI|[ EvaC_TxDz [[SD_CLK |[HSPICLK | MTMS || TOUCH6 | [RTC_GPIO16 |[ADCZ CH6 | [GPiot4] [
[FS20DATAZ|| EMAC_TxD3 [SD_DATAZ[ HSPIQ | MTDI || ToUCHs |[RTC_GPIO15 |[ADCZ_CHS |[GPio1z] B
[S2I0ATAS| EMAC_RX_ER|ED_DATAJ[ HSPID || MTCK | ToucH4 |[RTC_GPIO14 | [ADG2 CH4 |[GPIO13] fok
[HS200MD | EMAC_RXD3 |[SD_CMD |[HSPICSD | MTDO || ToUCH3 | [RTC_GPIO13 | [ADC2 CH3 | [GPIOT5]

BO_DATAJ| HsPiwP |[IHSZIDATABN| TOUCH2 |[RTC_GPIO12 |[ADC2_CH2 |[ GPIOZ |

| [ePi01 ][ uomxp | CLK_OUTS |[ EMAC_RXD2 |
[GPIO35][ADC_CHT |[RTC_GPIOS |
_ [GPIO34][ADC1_CHE |[RTC_GPIOA |

[EMAC_TX_ER|SD_DATAI| HSPIHD |[JHSZIDATAR| ToucHO | [RTC_GPIo10 | [ADC2_cHo | [ GPio4 | Kd ! [crioas][apci cHz |[RTC GRioz |
[cLx ouT1]EmAC_TX_CLK|[ ToucH1 | [RTC_GPIOT1 |[ADC2_CH1 |[ Grioo | K & . [GPIO37][ADC1_CH1 | [RTC_GPIOT |
g GND
I 49: ESP32-PICO-DevKitM-2 45 it J5 (S 5ck)
A
BEPER A
I BN, 1 AR D SR
FHSR S
» ESP32-PICO-MINI-02 & ESP32-PICO-MINI-02U # R Fi#% 45 (PDF)
o R T A
« ESP32-PICO-DevKitM-2 JEiFH [&| (PDF)
« ESP32-PICO-DevKitM-2 PCB i)=&l (PDF)
A RATE R EZ BT 3R, HBRIRATI R 95581 ] sales @espressif.com .
1.3.8 ESP32-DevKitM-1
AR AU ] ESP32-DevKitM-1, FH4R 2 3 IO R AR {5 B -
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ESP32-DevKitM-1 & SR ZE i i) — ikt T ESP32-MINL-1(1U) S AT TR St A BT 78 1
i@%?ltﬂ%ﬂﬂﬂﬂﬁ%ﬂ M PAARYESEBR T oK, i RN TR 2 R AN e g, [ It R R T A B e
ThI A E A

ESP32-DevKitM-1-1E JH] ESP32-DevKitM-1-fill i

ES R

o ek N TT: $R4E ESP32-DevKitM-1 ) fRj SEARIA Kb B RE A FAI BT B o
o B4 AL ESP32-DevKitM-1 RYTEAREECHE -
o ARRSUAY: ROV SR BERL .

P AT

AATZHNTIT 4G 6] ESP32-DevKitM-1, FRAUFE =7 B, /41— % T ESP32-DevKitM-1
ABEAE R, IRJETE R A AZ T & B A AR TRE RO R AL . SRS 4 ANy ESP32-DevKitM-1 5
SR

HEik  ESP32-DevKitM-1 JF At —3/ NG S BIF A, A& AT g

#7 ESP32-MINI-1 5 ESP32-MINI-1U #£H
USB %883 11 g 4 11 [ i ) IF A pi ik el

B HEE

VA H B AN B T 2o 1
PARCH A AL

AR

B W SCREN, 4 ESP32-DevKitM-1 I A Rs DA i L AR w2 B R e R ) oAt T A f
SEET] HIE IR https://www.espressif.com/zh-hans/company/contact/buy-a-sample.

fiLEEIT ARG SK, ESP32-DevKitM-1 JF 2 AR AR ARAAR (4 -

HE VT B I https://www.espressif.com/zh-hans/contact-us/sales-questions.
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TF R B AT B o

Espressif Systems 89 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/sites/default/files/documentation/esp32-mini-1_datasheet_cn.pdf
https://www.espressif.com/zh-hans/company/contact/buy-a-sample
https://www.espressif.com/zh-hans/contact-us/sales-questions
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 1. e AL

USB-to-UART

N 5V 10 3.3V LDO 1/0 Connector
Bridge

Boot Button

ESP32-MINI-1 Module

Micro-USB Port

Reset Button

3.3V Power
On LED I/0 Connsctor

K 50: ESP32-DevKitM-1 - 1F [

FEHG BEENE

M2 ESP32-MINI-1 #:i4H 5§ ESP32-MINI-1U #:i41. ESP32-MINI-1 474 #k # PCB
K4k; ESP32-MINI-1U i AN R ERAY . B N B R EE 4
MB flash, £, i «ESP32-MINI-1 & ESP32-MINI-1U 5 AREHE 155

5V #:33VLDO Ry, WA SY, @i 33V

Boot fi# T . % T Boot S [ B — T Reset giE A “[H{F Mk £, @
TLER O R

Reset A2

Micro-USB %11 USB #2211, w] FIETF A b d B sk PC Al ESP32 ik 1)3d {42 1

USB % UART Wi#:ias | Hut T USB % UART Wiy, wlHEfErih 3 Mbps & Hi %

3.3 V HLRIERAT TR R USB WG, ZfanTsoie. W2EE, 36 WA < A i s
PR

U/O 445 JiiA v GPIO 451 (F% Flash [ SPI J4k) 5|1 2FF AR HEE . H
Frapxt ESP32 5t i 4, JF R Z Rk

WNFDFIF R ESP32-DevKitM-1 EHURT, 5 B e I A sE i it .

0l
o ESP32-DevKitM-1 JF %}t

 USB A / micro USB B %Rk
e PC (Windows. Linux B Mac OS)

BRUFBEE BUE, RN T R e O IR T, AR ARCETT A, s gl
Beork BIEHTF KA.

1ER%: ESP32-DevKitM-1 5Ly A% MCU BE4, ek AL Al & ZAEmenuconfig 1 {fifiE
EAg X, (CONFIG_FREERTOS_UNICORE).,
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wiftk5%

DytiekER]  ESP32-DevKitM-1 (4 32 2 A1 HER T XN R 7R

U~
=~
=
Power Supply/
Programming
; D+/D- TX/RX
- > USB-'UART - g ESP32-MINI-1 Pin Header
.6’ Bridge Module ~ " Connector x2
: 3.3V
: >
LDO ' T
: o] [© ;
. ESP32-DevKitM-1_V/1 Boot  RST

&l 51: ESP32-DevKitM-1

VUDRIEI I BAR P DA T =i 07 AT e —

e Micro USB fitH1 (ZRiA)
e 5V /GND “& it
« 3V3/GND 4%t

e,

o BIAEEE Al w150 R e IR AR s R
o ABGEREEA PR30 Micro USB s I fIEHL .

FEIRE  TFA BN VO A, HEAMFRIII AR T R, SMAE M ETHS % (ESP32 HORKAK 15)

wmS AR E3:1] Thge

1 GND p FeHh

2 3v3 P 3.3V B

3 136 I GPI1036, ADC1_CHO, RTC_GPIO0

4 137 I GPIO37, ADC1_CHI1, RTC_GPIO1

5 138 I GPIO38, ADC1_CH2, RTC_GPIO2

6 139 I GPI10O39, ADC1_CH3, RTC_GPIO3

7 RST I B mor fRE; R K

8 134 1 GPIO34, ADC1_CH6, RTC_GPl1O4

9 135 I GPIO35, ADC1_CH7, RTC_GPIOS

ToREE
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Fz6-ZEWm
ws B et Ihge
10 1032 1I/0 GPIO32, XTAL_32K_P (32.768 kHz crystal oscillator input),
ADCI1_CH4, TOUCH9, RTC_GPIO9
11 1033 I/0 GPIO33, XTAL_32K_N (32.768 kHz crystal oscillator output),
ADCI1_CHS5, TOUCHS, RTC_GPIO8
12 1025 I/0 GPIO25, DAC_1, ADC2_CHS8, RTC_GPIO6, EMAC_RXDO0
13 1026 1/0 GPI1026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI1
14 1027 I/0 GPIO27, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV
15 1014 1/0 GPIO14, ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK,
HS2_CLK, SD_CLK, EMAC_TXD2
16 5V P 5V R
17 1012 1/0 GPIO12, ADC2_CHS5, TOUCHS, RTC_GPIO15, MTDI, HSPIQ,
HS2_DATAZ2, SD_DATA2, EMAC_TXD3
18 1013 1/0 GPIO13, ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID,
HS2_DATA3, SD_DATA3, EMAC_RX_ER
19 1015 1/0 GPIO15, ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICSO,
HS2_CMD, SD_CMD, EMAC_RXD3
20 102 I/0 GPIO2, ADC2_CH2, TOUCH2, RTC_GPIOI12, HSPIWP,
HS2_DATAO, SD_DATAO
21 100 1/0 GPIOO, ADC2_CH1, TOUCHI1, RTC_GPIO11, CLK_OUTI,
EMAC_TX_CLK
22 104 1/0 GP1IO4, ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD,
HS2_DATAI1, SD_DATA1, EMAC_TX_ER
23 109 1/0 GPIO9, HS1_DATA2, UIRXD, SD_DATA2
24 1010 1/0 GPIO10, HS1_DATA3, UITXD, SD_DATA3
25 105 1/0 GPIOS5, HS1_DATAG6, VSPICSO, EMAC_RX_CLK
26 1018 1/0 GPIO18, HS1_DATA7, VSPICLK
27 1023 1/0 GPI1O23, HS1_STROBE, VSPID
28 1019 1/0 GPIO19, VSPIQ, UOCTS, EMAC_TXDO
29 1022 1/0 GP1022, VSPIWP, UORTS, EMAC_TXD1
30 1021 1/0 GPIO21, VSPIHD, EMAC_TX_EN
31 TXDO 1/0 GPIO1, UOTXD, CLK_OUT3, EMAC_RXD2
32 RXDO 1/0 GPIO3, UORXD, CLK_OUT2
BRI Dy
W TC A TH T 5
FHIRSCRY

e (ESP32-MINI-1 & ESP32-MINI-1U # R Ei#&-FY (PDF)

+ ESP32-DevKitM-1 J5 3 X (PDF)

 ESP32-DevKitM-1 PCB 7 J& & (PDF)

o ESP32-DevKitM-1 1iJ5i &l (DXF) - 7] {#i F§ Autodesk Viewer Zr &
o IRFESmEM T A

o (ESP32 i ARHIHE45Y (PDF)

B RATF R EZ BT S0, TEERRIRATW T 453581] sales@espressif.com,

14 EAIRZPEDER

THIRGE N IR IR, e R
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141 BEIRIAEE

e H—F: ZEEE (Windows . Linux FllmacOS)
« %= 3IESP-IDF

s H=%: KEILA

s WY REFKEEE

142 GBS —A TR

o B AW b\ IAE
o HxY EIERE

e HXY: ME

e BAY: miFIAL

s BAY: REILE
c BEY BNE

L5 59— Pl

EIEATHAAE TR, ese il TRMER, BARPRILT:

1.5.1 Windows [ T 5505 b i 13 B

27k Hiur, BT CMake 7 £S5 55 64 (i Windows A<, 32 {37 Windows R A< i A T B 15 4
GNU Make 3% % % RO THAE

ik
ESP-IDF {3424 ¥, 00 T, 4 fEFEISE ESP32 HyZRI(F, 4045 Python. Git, 3¢ X4iF4E. CMake Fi
Ninja %1% 1 H.2,

AN, BATE WA PR T K. Aid, @HE%%E ESP-IDF J5 ik n] DA ] Eclipse 5
Hifth 52 Ff CMake 15246 T2 IDE.

P&iE: B ESP-IDF JiUAS il i 15 48 GNU Make #)3% 7 %¢ Fl MSYS2 Unix 455, (HWNSCAETE, H
FA] B H2E g Windows iy %42/ 71 /] ESP-IDF.

ik FRUESME: - 7L ESP-IDF Al ESP-IDF T B 223 it AR 90 74T, el Kl g
2 FEAM K. - Python 8 ESP-IDF 22 e —E AN BE B S AR ulidE 5. - BRARBME RS BN 5L
ff Unicode UTF-8, U] Python = ESP-IDF {423 B4 P B R RE USRI 74T (I ASCIL 74

RYUEFHL I T DA e A0y A A R SO 9 30H Unicode UTF-8: 5 B TRAR-T00i FL 0L o ) e
F kAT BRI T e R S AT “Beta: (f11] Unicode UTF-8 SRR 4BRifr 7 -l - T
.

ESP-IDF T Hg3:%

2% ESP-IDF a5 1T B85 18 5 1 7 2 M https:/dl.espressif.com/dl/esp-idf/?idf=4.4 /" #; ESP-IDF T E
LA o
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TR e B B L M IR R LA AER /N, I PA%LSE ESP-IDF (WA A .. fE&ientfirf, %
B R BRI SCHE, 4G Git For Windows ‘225645 . PR CRFRIT 2/ N8I U e R AT
H3% Suserprofile%/espressif H1,

RGBT BTN Tz . LR T T 75 B SO, 238 Git For Windows 22%¢
Ao

BHNG R ST AL

* N ER Python
o T HiiEey

* OpenOCD
e CMake FiI Ninja g% L H
¢ ESP-IDF

LT VPR N8 3| A /Y ESP-IDF H 5% . #E##6 ESP-IDF N #;F| $userprofile%\Desktop\
esp—idf H3EF, HA suserprofiles FEFHHZE.

Ja 5l ESP-IDF BAE: 223450, W A)3% T Run ESP-IDF PowerShell Environment B Run
ESP-IDF Command Prompt (cmd.exe), ZEHERET AT E NI R O S sh ESP-IDF,

Run ESP-IDF PowerShell Environment:

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

Finish

& 52: 52 i, ESP-IDF T EH.Z234 1] §:0H2 4T Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):
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Using Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/
git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf
IAdding ESP-IDF tools to PATH.
espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
espressif\tools\xtensa-esp32s2-el1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
espressif\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
espressif\tools\cmake\3.13.4\bin
espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
espressif\tools\ninja\1.9.0\

espressif\tools\idf-exe\1.0.1\

espressif\tools\ccache\3.7\

C
C
C
C
C
C
C
C
C
C

:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date
Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

[& 53: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

]

Run ESP-IDF Edipse Environment
Run ESP-IDF PowerShell Environment

=

Run ESP-IDF Command Prompt Environment

]

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about
30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 54: 58 i ESP-IDF T EL%%% ] S04z 4T Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows.1 .
Setting IDF_PATH: C:‘\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4. 0\xtensa-esp3

. sers\test).espressifitocls\xtensa-esp32s2-elf\esp-2020r3-8.4.0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\.espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0\risc
y32-esp-elfi\bin
C:\Users\test\ .espressifi\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'\2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test,.

ifytoolsh\dfu-util 0. 9\dfu-util-90.9-win64
if\python_enu\idf4.3_py3. T_env\Scripts

Checking if Python packag are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf:

& 55: ESP-IDF iy A2 /84 2 1
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i AR AF

YEJG SR, BATREH Windows @y 3R THRAE

ESP-IDF T HZHAR0I1E “FFR” S, AT ESP-IDF iy 48R 45 1 I BREE 0. Acped
J7 2] PAFT I Windows Ay #2784 (B cmd.exe), #1547 export .bat AKX E LA E (i
PATH, IDF_PATH %), HAb, #A[ADAHE T Windows fr S R0 S A e T A,

R, APREEDy S UE ] ESP-IDF TR Z2%& 4% Hh 4 1 ESP-IDF ##%4% . WRGAY FL il _EA77E 2 1> ESP-IDF
A (HLUn AR R A ESP-IDF) , G5 VAN PIRMEI T4 -

1. 7y ESP-IDF T H-Z e B (1 pREE Ty AR — R4S, IR0 T i ESP-IDF TAEHAR 15 E
A B 1 i) ESP-IDF %42

2. g, BAIDAET end.exe, FfFUMREGA LMK ESP-IDF H3g, SAJ5i1T export .bat, £
o, DXAPIAZER PATH HiA7AE Python Ml Gite UIRFEAEMIH BRI A X “HAF] Python B Git” )
BRR(EE, Ik,

Y4 ESP-IDF T H478E 88228 i oh 5, FFRIA S E MBI Esw . FEIF B, Wi 2% T4
IR BE.

FHSRSCH

AR AR w2
1t Windows $35% F 91 i ESP-IDF 1. JL

A 2% ESP-IDF 1L 35 M Windows “fp & $&R4F" %11, Y)#: % ESP-IDF ()44 Hok. A5z
17

install.bat ‘

%tF- Powershell, 445 ESP-IDF (%% H . SRIGiEFT

install.psl ‘

%A ] N 3T 4 %E ESP-IDF i iy T H . WNIRE 2285 T AR TH, WG Iea. % T HE
Nl B ESP-IDF T BB B E , BHUATE L R C: \Users\username\ .espressif,

1 <SS EA” P ESP-IDF T HLEINFE PATH $h5i75 4t ESP-IDF T H 4273 SO AE “TFHE3E0E"
“ESP-IDF iy 24 /nAF" Bt o, fdiizbes =0 n 479 Windows fy 3 /RAF 8 1, 7R 1
A 202 n T .

ABEREOLT , BIEAE G Y a3 R AT 8 10 A Rl BB T AT IR, e SR AR AR i v 1 i
ESP-IDF, fn] ARSI 772 35 ESP-IDF T 245 % PATH P57 &

F e, HTIFA S0 ) ESP-IDF H)fi 4B 6 11, 9145 5% ESP-IDF i) H 3, A4 AT export . bat |
Sk ST

cd %userprofile%\esp\esp-idf
export .bat

XFF Powershell F ', i [l FEUHe 22 4%% ESP-IDF () H 3%, RJGH4T export .psl, HAGASUFR:

cd ~/esp/esp-idf
export.psl

BATSE R, BT DAl oy 343 ] ESP-IDF TR 1
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1.5.2 Linux P 1. HBEM briE 3 &

YA

457 ESP-IDF B FHCPHEL. THURMIIN AL, W AEINE S, I FFR:
e Ubuntu #1 Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—setuptools cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.
—0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3_
—python3-pip python3-setuptools cmake ninja-build ccache dfu-util libusbx

HHIM5SASCRE CentOS 7, {HN T HAFHIH FUALS, A H] CentOS 8.
e Arch:

sudo pacman -S --needed gcc git make flex bison gperf python-pip cmake ninja.
—ccache dfu-util libusb

i

* i /] ESP-IDF F3% CMake 3.5 (DA FARA . BRI Linux ZA7H AT RERR 2 TH90 B B AR P
ST backports £{FFE, W% “cmaked” H(fHAL (RZEZM “cmake”).
o AR LA, ARG, 5% T RGN R, AR T LB I

&,
S

FLPR ] j /dev/ttyUSBO i i 54 Linux A 45 [a] ESP32 4857 B {4ERf, Al fES ¥ Failed to open
port /dev/ttyUSBO 45iR7H 8. BLIFA] DU 38 %8 Linux Dialout #8.,

M%) Python it A

ESP-IDF 37§ Python 3.6 & DA L ilAS , BHTIR A 2 58 2 e A AT S8 Python., AT ZEFEA sources
LRI Python, s {fi ] Python P ARLEUN pyenv XA AT T AT B -

T2 72"

SRR LIRS, WIS =% I ESP-IDF 7,

1.5.3 macOS “F-& T HBE ks v i
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el
ESP-IDF {1 F] macOS _F2Ri\ 2235 1) Python 4,

* 225 pip:
’sudo easy_install pip

o 7% CMake F1 Ninja #i% 1. H
- ¥4 HomeBrew, 0 PAIBST:

’brew install cmake ninja dfu-util

- #H MacPorts, W] PAzfT:

’sudo port install cmake ninja dfu-util

- HVA EYRE, W17 H) CMake il Ninja 3257, #0147 5% macOS -5 [ 2025 7]l
o SR ZUEILIF] I 22 % ccache PASRAS BRI 41634 & . W1 HomeBrew, Wi id MacPorts [ brew
install ccache 8 sudo port install ccache 58/fi%& %,

il ANAAE FaAE AP B IS R DT R
(/Library/Developer/

invalid active developer path
—CommandLineTools), missing xcrun at:/Library/Developer/CommandLineTools/usr/bin/

xcrun: error:

—xcrun®

N5 XCode iy 47 T.H, BAKW 54T xcode-select —-install.,

‘z% Python 3 Catalina 10.15 &A1t B W R AHERF(# ] Python 2.7 JiiAs, ¥E K KA macOS fiAs At A~
BRI Python 2.7, $0A7 DA i & A 7 7524 Wil 8 F 1 Python fit 4k

’python ——version
R 452 Python 2.7.17, MARER BN 2 Python 2.7, X IR E AT iy LA

LR 75 B 4 %56 4 Python 3:

’python3 —--version

Azt bk M BAE R, WACERAN_E AT 2% Python 3,

TR DA 2 B 4% Python 3:
o fifi | HomeBrew 472235 () 7401

’brew install python3

* fifi Ffl MacPorts JFf 72235 YA :

sudo port install python38

THRITES = JRIX ESP-IDF BT RS B IT K EFB -
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Windows Linux macOS

ik FEACRY Y, Linux A1 macOS #:4E &24: ' ESP-IDF f BN L35 %454 ~/esp; Windows #:1E RS
BRI 225 58 Suserprofile%\esp, G A PAKF ESP-IDF AT HAth AR R, (HIEHE=AE
i i AT A TR ) e . R, ESP-IDF R R 25 A A%

1.6 45— %: 3K ESP-IDF

1EFE| 58 ESP32 N I RE P 2 i, 15 e R BUR ZE SR (A P 2 SCF ESP-IDF @ f7

AR ESP-IDF AR A FTIF 235, DIHeE] G2 017 ESP-IDF 9 TAEH K, fi git clone iyd e
BEmAE Qe . SRR FRERIE R GRS TR, W0 T 3

1.6.1 Linux Al macOS ¥R %:

FIIP &S, JasATPA R i

mkdir -p ~/esp
cd ~/esp
git clone -b release/v4.4 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF X RN #{ % ~/esp/esp-idf,
T HIfEESP-IDF JR A1 7, #5% ESP-IDF R [m] A it B A3 5

1.6.2 Windows 1R 5%

b T b BT HAN, 55— NI ESP-IDF T B 4 3% WREIRI I 4 ESP-IDF ZR il 4K
T HITEESP-IDF j ki 41, #% ESP-IDF N |[m] fRCAS (1) B AT 37 55%

B 7 {fi ] ESP-IDF T H4244%, @tnlPAs %45 é F3) 4 ESP-IDF,

L7 =0 ZETH

%7 ESP-IDF A5, fEufaf 244 ESP-IDF g4 M TR, Hengifas. il Python (4%,
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1.7.1 Windows i &R 5:

THARPEER — 2P % Windows (ESP-IDF T 255 35) WA, LA sl TH
B 76 ESP-IDF T HAZ:44s, Gt il DA fr A3 a1 Fal 2 X S8 T H . HRPIRIL TR

cd fuserprofile\espl\esp-idf
install.bat esp32

08 i Windows PowerShell

cd ~/esp/esp-idf
./install.psl esp32

1.7.2 Linux fll macOS ¥R 5

cd ~/esp/esp-idf
./install.sh esp32

8¢ {# i Fish shell

cd ~/esp/esp-idf
./install.fish esp32

#Fi: WME—REREZ N, AZAHRS RS TH, 4217 . /install.sh esp32,
esp32c3,esp32s3, WidiafT ./install.sh B ./install.sh all W[—KMNIFE =0 H AR
AT A,

173 PERTAMGEIIR

ESP-IDF T H 228 2 24 Github A iCAS AP PR — L8 TR, Q2R 17517 Github 302218, WIR] PABLE
— IR R, SIS Espressif (19N Uik 55 dR AT Github B R#K.

Frik: ZICE AWM Github KA A H T EE B TR, BB LT Git €4 URL.

Windows 1 &%;

QR Ay B FE 21T ESP-IDF T H AR R L o6 $% Espressif [ #/[k 54§, 15 7E Select Components 4 [1 1
i) Optimization %4)/5)3% Use Espressif download mirror instead of GitHub %£17i .,

Linux il macOS }#{: &%

TR L TR ek Espressif MRS AS, WEIZIT install. sh LA T A<

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh
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174 Ao SCTRRBERAT

A BRI A Kf ESP-IDF B 55 0 41 L HBOALHAE H P Ao H sk, B Linux £l macOS R 48 H
) SHOME/ .espressif fl Windows &4t SUSERPROFILES\ .espressif, I4h, uTDAK T HZ:
R HALH &b, EIE B TR AT, FOpk E A8 & IDF_TOOLS_PATH. VERL, iR ERH
FE&HEE TGRSR

RSP T IDF_TOOLS_PATH A8 &, iHHAIRIZAS BE IR AT LM AR (install . bat, install.
psl 8y install.sh) il A (export .bat, export.psl B export .sh) IEEFF—F.

1.8 ZEPUL: BB

LRI, SR 0 T 5 RIS N 2 PATH PRIFAS &, Toikilad “ar el 1” fX e TH. Hit, 44
W E eI EA i, 3X AT PAjE S ESP-IDF $2 4k 55— A 5E il

1.8.1 Windows ¥ 2%

Windows 244§ (ESP-IDF T R4 3% ) WIAE “HIG” 484 “ESP-IDF Command Prompt” PRf
F o RPSER AT AT 4R P 1, IR E A AR, AR DU HZ I, SRIeakst
T—%.

BEAL, ARG B T A SR AT B 1 6T ESP-IDF, 3 R 77 AU :

’ Suserprofile%\esp\esp-idf\export.bat

B (i F§ Windows PowerShell

’ .SHOME /esp/esp-idf/export.psl

1.8.2 Linux fil macOS ¥ R%:

THAERR 2ia 1T ESP-IDF (2 i B Iz TPA R fir %

’ . SHOME/esp/esp—-idf/export.sh

X T fish shell ({3745 fish 3.0.0 K DA FARA), B1TA Frd

’ . SHOME/esp/esp-idf/export.fish

HE, IR © SHARZRNA — !
R B4 Hs 1T ESP-IDF,  fEn DA HAAT export . sh QIE—Ml4, BB HRAE
L SHIFFRIGE AT 642 shell B8 3CfFH (.profile, .bashrc, .zprofile %)

alias get_idf='. SHOME/esp/esp-idf/export.sh'

2. B ERANE Bia{T source [path to profilel, Ul source ~/.bashrc RIFHCE
Ao

BT DAEAL AT 3 7 11 Pz AT get_idf ARBLE BT esp-idf PR,

X RN EHN export . sh #SINE shell AYECE M. PINIE & FEAERA R 23k -PETHEE IDF
MEPERSE (4ETCT5 M IDF B 00) . ATTRRIR 8 RE AU RS H B T RESZ ma HL b (3
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1.9 Shb: JHREIE TR

AR, FEA DA 4n e 45 JF K ESP32 W AR ¥ T . %A LA ESP-IDF ot examples H 5% F (1) get-
started/hello_world TFEFF 4 .

Rt get-started/hello_world TFEE i B LA ~/esp HFET:

1.9.1 Linux fil macOS ¥ R%

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

1.9.2 Windows ¥R %

cd fuserprofile$\esp
xcopy /e /i $IDF_PATH%\examples\get-started\hello_world hello_world

ESP-IDF f{) examples H ¢ NA—RSR0) TR, #RAT AT M B ikt A e o] DARE IR bk I ik
SRIFHABAT ARG, Wl DAE RS R, TeRdt T il .

H % ESP-IDF %% RGN SCRpl A S A2

L10 55582 R

BUAE, RS ESP32 JT R MEE] PC, IFEFTF AR O,
W, B OEAFBRERG T Bmi ARG AR :

* Windows ##{E&R&%:: coMl &
o Linux $#fE&%:: DA /dev/tty IR
* macOS #fE&RS:: DA /dev/cu. JFiR

AR ER P LR EAFER, WIS ESP32 ¢l ¢ oiddz,

il WO N4, B MBI

111 5L AH

WHHEAS AP Fbe)E 142 P FIA) hello_world Hig, Hiafr TREACE T.H menuconfig,

1.11.1 Linux il macOS 1 &%

cd ~/esp/hello_world
idf.py set-target esp32
idf.py menuconfig
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1.11.2 Windows ¥R 5

)

cd Suserprofile%\esp\hello_world
idf.py set-target esp32
idf.py menuconfig

FTH—HUH G, NEkkdE “HAR” bk idf.py set-target esp32, &, IWEAERHERIT
IR IR H Z i i AL (A ) . Wl DAEERE “HAR BB R it (IHSH]L_IEJIS %) .
BLER, BIEFRFSH.

WSR2 AL SRR IR, D)2 /s T T SR

(Top)

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=

Security features --->
Partition Table ---=
Compiler options ---=
Component config ---=
Compatibility options ---»>

[S |::1c~,-"Er|t-r] Toggle/enter [ESC] Leave menu [5] save
- ad _

- : [/] Jump to symbol
e show-hel P mC ode C e g5 -name de A oaqle show-all mode
[0] uu1t (prompts for save)

K 56 TREAE—F 6 1

T DA AT SR BB B T H i AR B, fAL4E Wi-Fi ﬂéﬁﬁﬁi ﬁﬁ%ﬂif_@%ﬁi_fﬁ%- hello_world/n
5 H 25 DABABL Bz T, PRl PABKS 8 ] menuconfig #4700 H fit BHiX— 5K

TERE: S H 2 ESP32-DevKitC (# %k ESP32-SOLO-1 #£4f) = ESP32-DevKitM-1 (# #k
ESP32-MINI-1(1U) #{2H), 1§ 76685/ B #2)¥ 1, HifE menuconfig Hffi fE B X B X (CON-
FIG_FREERTOS_UNICORE) ,

ik %m0 P ER SRR E T e 5 EERE . 0T DA T —-style SRASSM. B
ZA=ZHE., #2817 idf .py menuconfig —-help fiyd.

112 S50\ Gk TR

HHHAT 654, ikber TAE:

idf.py build

SEFUAL 0 TR AEAS ESP-IDF A1, 85250 bootloader. 4y KA1
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$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git:/usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
../../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —VNEH, S5 UG FF2E B bin S0P

113 55Jush: Bk BIes

W PAT 4, KRR A i — 3 S04 (bootloader.bin, partition-table.bin £/ hello_world.bin) %55 % /4%
i ESP32 F & He :

idf.py -p PORT [-b BAUD] flash

15K PORT #:fohy ESP32 JF LA ER T4 FR, FURRI LS < iE485 &
TR TT DAKE BAUD Beffe Ay 575 SR A Bk I AR . BRIADRAR R R 460800,
W2 x idf.py ZE0IEEE, 5 Widfpy.

il 2k £lash PRI A Sk peor TR, ILICHHHs,T 1df . py build,

L13.1  Jgeskad Rerlr nf G 8 S0 e

WERAEIZAT 4 € iy I AN “PERR R SRR R 12, JRLR 2 — R B2 15T esptool . py HI B IR.
esptool.py @M AGW MR, MTHEEL . 5 ROM 5 SN S B DA Sebe sk AR TR . i
HLA% D) — A oy B 7 vl 7 BEDA S BRI T Fah B AL UnAR A AR ek, 7#527% Troubleshooting
PFREZER.

esptool.py @il USB #4511 5EH:8845 - (11 FTDI 5% CP210x) ) DTR FI RTS 5 28 £ 30k A 3
500 ESP32 (2% 5 ESP32 43 % v i 45 JRPUE 234115 ). DTR Fl RTS #2144 %425 ESP32 1)
GPTOO0 I CHIP_PU (EN) & |-, [Hit DTR F1 RTS () B P25 fk £ g ESP32 HE A [ {F R aiAit .
FKon il n] £ ESP32 DevKitC Ff A& it I B4 .

—ERUL, SN E IR esp-idf TFAMA S MBI, H)2, esptool.py FELAMEDL FARE H 2l H EAE
o

o TRIWERA 1542 3] GPTOO Ml CTHP_PU ) DTR FI RTS 5 1il4k .

* DTR HI RTS 5| L e By 5]

o MRASEAT AR ERA T2 i 2

MRIGERECFARNSE, dR] DARS 48 ESP32 I A AR T Bh B EL B (F F 28 (2 A)
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o %t Espressif fFF &M, G507 AS % W IF A AT 138 R el A P Eg . Biltn, W pAi@ad #43 Boot
$e4ll (GPI00) F4%/E EN #5241l (CHIP_PU) KTF-BhE ] esp-idf ¥ &M
o WFHAMRBRAME:, W PAZERRF GPTOO Rk,

1.13.2  FEERfE
TER R, MAF BRI T+ HE:

esptool.py —-chip esp32 -p /dev/ttyUSBO -b 460800 --before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
<.0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting........

Chip is ESP32DOWDQ6 (revision 0)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 24:0a:c4:05:b9:14

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 5962.8.
—kbit/s) ...

Hash of data verified.

Compressed 26096 bytes to 15408...

Writing at 0x00001000... (100 %)

Wrote 26096 bytes (15408 compressed) at 0x00001000 in 0.4 seconds (effective 546.7.
—kbit/s)

Hash of data verified.

Compressed 147104 bytes to 77364.
Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000.. (lOO %)

Wrote 147104 bytes (77364 compressed) at 0x00010000 in 1.9 seconds (effective 615.
5 kbit/s)
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

QER—YIH], Besgsei)a, FFEBRGEN, MHRF “hello_world” FFiHiE4T.
R AR F B ] Eclipse 5 J& VS Code IDE, [fidf idf.py, &% Eclipse 351, DA VS Code 354 .

1.14 55120 Tl

A[PME ] idf.py -p PORT monitor g4, MM “hello_world” TAEMZfTEMN. HE, AEEID
FF PORT Fr 4t Ay G311 HR 11 44 9%

WA )E, IDF SALE YR EE)
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$ idf.py -p /dev/ttyUSBO monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— idf_monitor on /dev/ttyUSBO 115200 —-—-—

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

v, BT AR H SRS H S22 05, FEITEIR “Hello world!” 7.

Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU core(s), WiFi/BT/BLE, silicon revision 1, 2MB.
—external flash

Minimum free heap size: 298968 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

TR ptEdg cerl+ ], R IDF B0

W12 IDF WIS TEbe R n R IR A AL A%, BT EME B ailig (F), A mraese B R IT R M
T 26 MHz fidik, 1l ESP-IDF BERIA SR Z BT S AR A 40 MHz f# 3R o

e®b) (Xn@dy. 88 (6PW+)BBHN9a— /98! §t566PE~BkEBcheal58jA
~zZYOOY (16,1 60 c086) (Xn@By. !DrézY (6 jpi® |6+z5Ymvp

B, ZEATPA:

LB S

2. ¥ FFmenuconfig.

3. # A Component config -—> ESP32-specific —> Main XTAL frequency # 17 Hd &,
¥CONFIG_ESP32_XTAL_FREQ_SEL ik 26 MHz,

4. KRG, WEHRIFRE VHET.

il B PUB TPAN S, —IRIESATHE . bR Al L A -
idf.py -p PORT flash monitor

LAt

* WHHIEIDF Y%, T 21 IDF Bt deiy s R A e -
* W HIfLidfpy, AHEEZL 1df.py L FIEI,

e, BOK ESP32 AT
PAE, FE] AR — LU HA examples, BUE BT R B ORI HFLT .

s —SORGIREFFA SR ESP32, [ ESP32 AR5 Bl A RE (T

eGP B &/ README Xt Supported Targets kg, WIRFMHE 5 ESP32, B
NFEAEIEANFRAE, ABARIFIR ESP32 XFRHX A /R BIARST o
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1.15 95 ESP-IDF

IREE NI BRI A ESP-IDF, {252 bug sif@ LB s, b, GAEGE RIS, ot m s
A IRAS . SRR Tk EEMER A esp-1df SCMEJe, SRIGHEIRE =% IR ESP-IDF f
HUERINN: ¥ TR0 W

BEAh, fnT AUROR AR B gy . BAATT S, IR A AR .

VR, EHSERUE, WEEGBITREERIA, PABT B ESP-IDF B THMA FrEf. RikiES% % =
F Rk E I,

—HEHE T, WS HMWAR RS, BAAE2EEwy: AR te.

1.16  HIECHS

1.16.1 %5 ESP32 Gt s 1 EH;

ARFEAY FEA G WA )8 ESP32 Al PC 22 [A] )3 1 i .

#EH;: ESP32 fi1 PC

I USB £ ESP32 JT A AR 4% 5 PC. WIR BRI P B0A A 3 %%, 3 SehfiiA ESP32 JT &t _EiY
USB 583 LIt )1 (BANAREL R G RCAS ) B, MRIETER DI RIKERER, HFibfr Fahicae.
PATR /2 SR dE ESP32 JT A Mok sl i) B2 -

« CP210x: CP210x USB % UART #j VCP ZKsh L7
« FTDI: FTDI [, COM 3 [ 3R Zh )5

PAESRENUIE S, WS BT BN v, BRI AR R USB eeh L0t fr o — oL T, 24
ESP32 JF kM5 PC i), W IWVEKEhAL Y Wi S T UERIERG Y, HE LB EHE.

1¢ Windows |- 5 i 11

f#r Windows &£ 45 #1488 T 1) COM i 141 5% . Wi ESP32 5 PC s, A5 dfniEs:, AaW1um
BN F i 2% 5 PR B .

PATF A ESP32 DevKitC #l ESP32 WROVER KIT 5 [7:

{£ Linux fl macOS |- # &1

B ESP32 FFRAR (SONIRRLHR LUERLAR) (OF 1B 2T, SREA T @ as Tk, 5, WiIFHF%
HEGERLES, BUGEITOA R s SRIG, MR IFAMEREREs, FUGETTA T i, Jhh, S iEts
e BRI R ESP32 X M A e 11 :

Linux:

ls /dev/tty*

macOS:

ls /dev/cu.*

@ik X T macOS FIFT: FARGAAEIH I, WA R AT CATTHEEY 228 73F T IR E I
ML) USB/ER TTREFRF . T macOS High Sierra (10.13) il 1, 40T AEIE 7 230 A AR EN R P 1)
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-

= Device Manager

File Action View Help

4 2 tdk-kmb-op780

& 78 Computer

B - Disk drives

b ';, Display adapters
DVD/CD-ROM drives
Hurnan Interface Devices
IDE ATA/ATAPI controllers
Keyboards
Mice and other pointing devices
Menitors
Metwork adapters
4 .f? Ports (COM &LPT)

Gielce ) d Flb

|> D Processors

[ -& 5ound, video and game controllers
&y System devices

b - i Universal Serial Bus controllers

& 57: s gt ESP32-DevKitC 1) USB & UART #f
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Il N

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
1M Computer

]

[ =y Dhisk drives

I --'ﬁ Display adapters

by DVD/CD-ROM drives

b % Hurnan Interface Devices
. g IDE ATA/ATAPI controllers
b-EB Keyboards

B

[+ --ﬂ Mice and other pointing devices
b | Monitors

b -mF Network adapters

4 73 Ports (COM & LPT)

i % Sound, video and game controllers
i 1M Systemn devices
[ - i Universal Serial Bus controllers

/& 58: Windows 14 £ 45348 1 ESP-WROVER-KIT [ 4~ USB HE 47 1
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e, BAFITIF R Rk E > ZeMEA >EA, BESOHAFRER: SRATFEN KRG
e Hod g E & R 44 FR R Silicon Labs 1§, FTDI.

1 Linux "PMH )8 dialout

YT S M P R4 AT PATE G USB St LU EA T B2 5 4 . AE 24X Linux jiiA R wT DA AR fir 4
B PEINE] dialout 4, MM RIFEEE RLBR:

sudo usermod —-a -G dialout S$USER

£ Arch Linux 1, F52L@ DA T iy -5 1 P ] uuep 4

sudo usermod -a -G uucp S$USER

THHERER, BIRE R ERURAE

ik eh £
BAE, WO O Runfe )y, AE I BSP32 e & LR AR, ANmEukep D iERE S

Windows fll Linux &% FEARGIYT, B PuTTY SSH Client, PuTTY SSH Client BE ] ff T
Windows 4 A] T Linux, AR AT DA A FHoA HR R 79 B840 R 1305 240

AT %, FCEAE BRI IA R S O B = 115200, $dli(z =8, {1kl =1, AR =N, PA
TR BN T Qe HE Windows Al Linux FRECEH AT FiREF S8 (40 115200-8-1-N), R, XH
— BRI RY R O AT E .

N5, KA ESP32 Z2ATHIH . WA, WEELmTTITER DT &R . X HLAY H S A A BT gk
P ESP32 (I ARSI S %4 =l

il WERIESE S LB IER T, M 0 L. AURESEZ s EARRHTIFNARES, 25 LAgE
PREICIE T A

macOS ${{E RS macOS /4L T PRmEm S, FUILEA L33 N A mfey .
o % Linux Fo macOS k% 3% 0 | ifTPA T Al

ls /dev/cu.*

o B BRI T

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

 RBEIE BB ERTFRBIRAECR, Hi SRR A ORI . R SR A 41, 2
FIA T 7%

screen /dev/cu.device_name 115200

¥t device_name B NizfT 1s /dev/cu.* FHEMIELAE OIS,

o EREMIER AR R HE., HENFIET NS ESP32 [ ARy, ESFmbrh. iF
i Cul-A +\ #HE ) BERESih .

U EERAESE R B IER S, M PRRETh . AR A P Lt A P Dess, 2 JE g
W IR e T T ER 1T
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ﬁ PuTTY Configuration @
Categary:
=- S!E!ssion Options contraling local sedal lines
+ Logging Select a seral line
= Terminal
- Keyboard Serial line to connect to Comz2
- Bell o
- Features Configure the serial line
= Window Speed (baud) 115200
FDDEEFHDE Data bits 8
- Behaviour
- Translation Stop bits 1
- Selection Pari
- Colours arity [ MNone - ]
£+ Connection Flow cortrol [XONAXOFF |
- Data
- Prosgy
- Telnet
- Rlogin
- 55H
- Senal
About [ Open ] [ Cancel
& 59: ¥£ Windows #/E RS H i ] PUTTY &% &5 T E S
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

Aboul % Cancel

& 60: 7£ Linux #2/E R4 PuTTY & HiEES
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HthonBl  PAF 2 ESP32 iy— A H ARG WEREE BT L, 3l &I i

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00
clk_drv:0x00,qg_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£ff0008, len:8

load:0x3fff0010, 1len:3464

load:0x40078000,1len:7828

10oad:0x40080000, 1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WARFTEI A H B2 e (MARELY ), WIRRE DRI . B, S0 AR 2038, &
B R L2 3] ESP32,

ik FERLEER AT 30T, A8 ESP32 BB HGTT B A 1 H AT, 5 2E K unfe )y h 2 A Hs 1 RTS
& DTR B, % FBAFAET 5 RTS & DTR BRI %445 EN & GPIOO Bl LRy oL, 4 RZHOT
Ko (BFRIREEITARIT i) #EA XA M. FEZHAMEE, 5% esptool IURY,

UNFEAE L ESP32 BEPFIF A BRI, M ox s 4 & B X L, IENE L9 s gk
Zeldik.

1.16.2 Eclipse IDE Gl @t fl%s 4574

ESP-IDF V4.0 ZRi\ >R H T CMake & R 5.
FIXt CMake 1478 %5, ESP-IDF A7 —3H 1 Eclipse i, HIA&#:/EHEES, & UL ESP-IDF Eclipse {4

#41: ESP-IDF Eclipse f#i{}: H8 H i /2 macOS # &, {H 225 35E %} Windows, Linux Al macOS 3J3f f .

Wi £ 4 GNU Make {6454 # 245 (14 Eclipse IDE JF & 3185, i HiHE R N1 (154 GNU Make) , 2t
F Eclipse IDE #4432 Ao ke k45 % (124 GNU Make)

1.16.3 VS Code IDE fti# A ]

AR VS code, I HEUT M4 5 ESP-IDF Ml ki B4R Hhodai i s 2 e S ip, B, Beok.
. I, JBEE. core-dump. DAKRGUBEREE M FERIE.

P22 P

HEFEL VS Code #@i 1137 #H 2k ESP-IDF VS Code #fifF, i PRk 22 it f 4¢3 ESP-IDF VS Code
.
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& #H ESPIIDF VS Code #F 14 B A2 <htps.//github.com/espressif /vscode-esp-idf-
extension/blob/master /docs/tutorial/toc.md> | AN 6 F FIFA ThEE .

SCRET Dhiie

WRRYT: T BRI L% ESP-IDF N7 HAH ¢ T H A%

fsdt: Sl —EAEA L B AR, R IR R AR

Besk: UART Ml JTAG ¥y 7] 58 b .

Wids: WEZ A HiEhEE, T AYE VS Code H /S IDF Wi i, BAEINAME S 2 m—
F.

o 84X <https://github.com/espressif /vscode-esp-idf-extension/blob/master/docs/tutorial/debugging. md>: 32t 1
BRI RS AR, (R SCHRr SR S AN core-dump DIRE, 4347 bug BN E.

GUI Sl $RAtfifeim P, TR EERS R .

WONFDFiGE: & HEBES: SCORPM YRR PR B, ISR AL ALy - Um0 Ar R
RGPAERTR BEHOT RIS svdat SUPERI BB, [FIRSCR 2 A WAZIB ER LA

IDF “JERR/IG T - SRy 43 B kil SO R/ BE T P 51

Rainmaker Cloud: A1y 4 ) Rainmaker Cloud SCHF, #RT DARRAA B A BUEH A M M I 45 1)
R

o AURSHERG : FATA W EMACD B R SR, PG R BaC @8 mtT. JRATMAAE IDE NEH
FE YA ) HTML 44

Bugs [i]i8l & JyfiEiioK
MR BAEMA] VS Code BUHALLETNAE il F [, BHNEHE 1817 B2 github AR, AT A
BAZ %o PO AR EA T A o

FATEYGD GG M BRI RETOR IR T PSR D R s SO B T REREATEGE A AT
HRITEAARIRZHINEE. WAL github _EH T DHEETK .

1.16.4 IDF Wx#iZs

IDF i lat e — D & mfe e, Tk HAri &8 D pg s 4dis, IDF s [ L 3 2 IDF f
{ILES R

£ IDF A F AR H A eR 0T DAJS T BE LS

o N CMake 4iE RS0, WHEWM: idf.py monitor
o FE S GNU Make 4iiE&R%85, inHH: make monitor

Befiteblint
N Y75 IDF MR b7 HL, BB R 4 i PR G
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iR BRIE ik
Curl+] B AR Y
Curl+T PEREGT PRI REZ —, R REAE,
C P A AOR s
e Ctrl+T
. Ctrl4] K exit FAF &k Rt
e Ctrl+P HEH A, #FA | mEHRRS, #id RTSZ& (W10 %#:) #F A Bootloader,
Bootloader, it RTS £k | MHIFF AR BITATEMAR)T . SFAFHAD B A F 3l nl PAfH
BN R JHIERAE
. Ctrl4R Wik RTS & #E H bRk | EE S, JFE RTS 28 (W2 482 ) EHas v R .
%
. Ctl+F e yine o ANE] = idf_monitor, 1547 £1lash H#Fxr, S5 E idf_monitor,
i AEA R B IR SO ER > W B B dm ik, RIS B Fbe k.
R idf_monitor 2 AZ L —E JHZhHY, WLIZ 7 HAR en-
crypted-flash,
. Ctrl+A UGk Sbesk b RSy | 4% idf_monitor, 54T app-flash H#x, A JEMWKE
. idf_monitor, 15 £lash RMbl, {4 R B4
N BT Ak . ISR df_monitor J2UA B & RIEhAY,
) NW£3247H ¥R encrypted-flash,
. CultyY IR AE R EAT B | BOEE, 2 A5 ra e A T8l . v E AR 1 A
H & ARITE DL PR R A H R .
. Ctrl+l IR E W S B AR | fE LREEHEIE N0, BTBAHER . I
A ‘ﬁ%i%%{éi/@?ﬁizyjﬁﬁ (iR IDF 5 ¥lasth &2 i
i
. Ctrl4l IR FT BV A fRic | IDF SRS o] PAZERE—AT A9 FF LT BV — A HH R AR . ()
(SH 1) PRCHIRE R A ——timestamp-format AT
- Bok ok AE
o | TR
3 #
H)
. CtrlaX B B R
E #
X)
Ctrl+C I EFE TR N AR | B 4% IDF M M #%F JF iz 17 GDB Il H i ik
J¥ %, M FE B AT R R RN O R . X R OE

J& ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME
B

BT ctrl-] Mlcerl-T, HAbberm(E o

He S IDF Fgtk:

1 Zhifii bkl ESP-IDF %y H 30k 0x4

L H AR E H AR A .

/N HERA LSS, IDF HE &5 661 addr2line

AP R AR B LB Y Y R A4
ESP-IDF J I f)7 %A= crash Fil panic S, K57 AR U0TR (35 778w (i 11 ]
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Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—~0x3ffb7e00

A2 : Ox3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H
—0x00000000

A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0

Al0 : 0x00000003 Al1l : 0x00060£f23 Al2 : 0x00060£f20 A13 H
—~0x3ffba6dl

Al4 : 0x00000047 A1S : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d

EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :o
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e¢00 0x400db£f56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40_
—0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF 8 A 25 A7 a4 A SE 0 A B

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H-
—0x3ffb7e00

0x400£f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—~hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H.
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H.
—0x3ffb7dd0
Al0 : 0x00000003 A1l : 0x00060£23 Al12 : 0x00060£20 A13 H.
—0x3ffba6dl
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world _main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
«s./hello_world _main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32/./cpu_start.c:254

IDF Hi &R fE /G GIs T A R s, i ik

xtensa-esp32-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

&1 K FFBEAY B ESP_MONITOR_DECODE % # 4 0 B3 ¥ M idf_monitor.py f%) 4% & fiy 247 6 3 :
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idf_monitor.py --disable-address-decoding 2% F#uihkfiEeg .

il ¥ GDBStub L1 GDB  BRIKESLT, 415 ESP-IDF F AT % 2 crash SE0F, panic 4bFHASFH7E
F1_EAT BUAH K PR A7 AR i i (S o), ARG EE I R AR

BEAh, W ARCEL Y AR AE S 61517 GDBStub AL Bzt T o i b AR 7 2828 sl i (Cul+C).,

B AL panic ALFEAFPAIZ1T GDBStub, GDBStub T.HAJ DAY GDB i H XA HEA Tl (R, SRVFEEi
WA Ay ek ifn AR %6 . GDBStub ARG JTAG A, (HN T3 B0 Rk i 14 .
& e & A panic g5 {41 J5 il GDBStub, 11247 idf.py menuconfig {TJF Ui H il & 3 5, I

¥CONFIG_ESP_SYSTEM_PANIC iﬁiﬁﬁﬁﬂﬂ GDBStub on panic, @z%3{%‘CONFIG7ESP7SYSTEMipANIC
XHE N GDBStub on runtime,

AEXFFOLR , AR panic AbPRASH MM A 5N AR 58 28 I (Curd+C), I %2 IDF M 2 4% 5] GDBStub
CZMN2, panic B H ShRHFEHAT A G 21 280247 GDB. GDBIRH )G, i RTS &
HARSZNTF Rt APRRIERE RTS Hh H4, A ArsE, TR At

IDF {if% e Jn Giaf T il T a4

xtensa-esp32-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"

B ok w DAV A idf.py monitor —-print-filter="xyz" 5 3§ IDF & ¥ 2%, H b,
—-print-filter @¥ihIHIENSE. SEERMEAE RS, WHTEERINZ.

T TN A B RS, T4 ¢ <tag>:<log_level> &I, Hrf <tag> BI&EFIFH,
<log_level>#& {N, E, W, I, D, V, *}&EHPH—NFE:, BHEDE F.

Bi4n, PRINT_FILTER="tagl:W" HICEH-FTE ESP_LOGW ("tagl", ...) IrGafti, s8CE51E
AR H A TR GOl B ESP_LOGE ("tagl", ...). i <log_level> sififi {405
BIERIAE *

ik PRI, PTDAGE FLGAE B & AR ST T DG TDF W 28 i th e s
AR, FLET TR R

AR IREA R S, B~ B9 o, DMEARA ik fe .

AN R AR it B e — AT SR T AT [ 2, R BE & S mad e Th e, B, MORERITARTT ENiZAT, (A
JERKEIAATABZR G A E e — D RIFIRE, W] PARE L B0 0] 42 Rk G U A (R )i A B0 e
BIRHERIROLT ).

iy 32 BLW 711

o * AT IUCEE MR BARS . (H PRINT_FILTER="*:1 tagl:E" FTHIXT tagl Mk HET &
B, OXJRN tagl UL < HUUE LS .

o BRINFIN] (25) ST *:v, BONTERRANG S B S ARG B VL BCAT 25 bR 25 R B R VE L r A 25

o "N AANIIH T HAEThEER L, WIIH T print £ BUFTEIE . A TR — D,
* B BCE S TTRG

o M "tagl:V", "tagl:v", "tagl:". "tagl:*" fll "tagl" ZJq,

. %M!'J/"\;agltw tagl:E" % [FT "tagl:E", X@EF NEEHINEAHERAFRRESERER
Al — M52

o BN "tagl:T tag2:W" {UFE Info {40 BEF AN EAREANFT B tagl, FF Warning 1E4H BE SR 515K
FARHHIFTED tag2.

o FUN "tagl:I tag2:W tag3:N" FEARM LT E—HN, X2F K tag3:NFEE tag3 AT
B,
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e tag3:NZEMN "tagl:T tag2:W tag3:N *:V" FHAE Y, XEZ2H FUEEH tag3:N,
tag3 [FEMATREFTEN IR T tagl Ml tag2 FEIRIEE ST HIER E A g0 (BRSO
FEERAITEL T A -

RS R R B AR H G R AR BOA BCE A TR e I B7 DOLT AR A

1load:0x40078000,1len:13564
entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte

W (31) esp_image: image at 0x30000 has invalid SPI mode 255

E (39) boot: Factory app partition is not bootable

I (568) cpu_start: Pro cpu up.

I (569) heap_init: Initializing. RAM available for dynamic allocation:

I (603) cpu_start: Pro cpu start user code

D (309) light_driver: [light_init, 74]:status: 1, mode: 2

D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID..
1

I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="wifi esp_image:E light_driver:I" JiiifieIifgisk s BT frn:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="1light_driver:D esp_image:N boot:N cpu_start:N vfs:N wifi:N

RENAIST =L T v

10ad:0x40078000, 1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF [ s Commle

Windows AL T C51 )8

T Windows Fl £ R, A7 SO — S5 PR AT AE GDB
« AN, if.py o make Y, W AESAE IDF YIRS 2 AT 30 .
« GDBJEATI, WTAES#H BT, %54 TFH s GDBSwb HEfTif.

1.16.5 T HBE A E LikHE

BRTAREEM (EWLS =¥ &E LK) FHROHH TR, GER A B T4 THE.

WITCRPAT R, BB FA R AR T g i — b T AeE. A, B LATERA NI OLE 18 B AT 9 i
T He%:

o TR T H R R

o EEAG I HAM GCC fiA (40 4.8.5)
o EFLRYAHE gcc. newlib By libstde++

o FBAH R GIRE I (1] T
AMEAE MM 38 T 288 bin S

IR T4 LI, AT DA SR
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B IFUE U Windows BhBE i 1 5

B TN ESP-IDF T Fox 5 %, PRI AT 3l e Windows PRIE R 9 T HAE, XIERAR ST FE N
Fa e TAW DA b il 28R, [Pty (3 g e F P adb AT B SO

{1} ESP-IDF TR 22485 %t TR 4 K HAh TR BEATPRIEARIER A, 1155 I8 Windows -F & T L8409 47 /£
.

% HF GNU Make 914 # R 45 25K Windows FeZ% MSYS2 Unix, J&TF CMake [/#)#4) 3 22 40 W Jo b 25K

L ESP-IDF

Frik: B4 ESP-IDF fliJf] ;7 MSYS2 bash iy 247 HHl, T CMake (%515 2 50 ] {1 % UL
Windows @211, HIZAS$EH 61 9 23

WTERE, ARG LT bash AGZCeE PowerShell 4, — S 4B T AR BT A .

IR AT, i T A M

mkdir %userprofile%\esp
cd 2userprofile\esp
git clone -b release/v4.4 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF $+ F# £ Suserprofile%\esp\esp-idf,
T HITEESP-IDF j ki 41, 4% ESP-IDF N [m] fCAS (1) B AT 37 55%

s git clone idH) —-b release/v4.4 WEIW4EIF git M ESP-IDF 3% F1 T3 [k -5 I HUAS B9 SCARY )
143 32 o

#%{E: GitHub 17 "F# zip CRY” ZIEEAIE H T ESP-IDF, AT EM M git clone id. 1EN&
1y, ATDAFEBEA 2245 Git FYFRESH T 2% Stable version fY zip A4 304k

ik TECEmRE GRS, N EAESE ——recursive . WIRRC A ek T ESP-IDF {HEA M it
SR, HIBITPAT R TR

cd esp-idf
git submodule update —-init

TH

CMake I_JL "N ERcH &A1) Windows B R E R CMake, FizfT2e% 4%

ekl S ] AT B, k4% “Add CMake to the system PATH for all users” (A JH P 250
BRI CMake) Bf “Add CMake to the system PATH for the current user” (524§ [ F7 i & Gt B A2 750
CMake) .

Ninja i T.H

#il: HEl, Ninja (URHECRF 64 7 Windows RASHY bin SCfF. AR PARC A HoAt 413 TH (401 mingw-
make) 7i 32 {ii Windows it i i CMake #1 idf.py o {H H R ITC KT 0L TR AT SCR
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T TR ECIR T BT KA1 ) Windows -5 BE I Ninja.

16T Windows “F-5 1) Ninja T 8OCfFg—Azip XM, % ninja.exe XfF. EFELFZCIFHF
FEEIA S, Hidhe 2] Path 55 (B EFERIEE] Path A2 EHE AR H ).

Python NI4T T Windows L AR HFTIR Python.

Python Z2Re 41 “H & X7 KRR ERHE— R P, f/5—Wik “Add python.exe to Path” (¥l
python.exe #I| Path FREEAS G 1), F5EFZIET My “Will be installed” (CRF£322%%) .

Python 2358 T, M Windows JHIGHERAPITIT “ar4/n 4" B0, FHsfrbA T and:

pip install —-user pyserial

THBERE R EIGEER Windows T H 4
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patchS5-win32.zip

WK 45 1 3 fF i JE §) Cc:\Program Files " (H H X B). £ 4% & X #f & & —
‘> xtensa-esp32-elf HE.

Rig, HHIZHFZ T bin THFERAIE Path 313 T %, 0, ¥ H3F C:\Program Files\
xtensa—esp32-elf\bin FEHNE| Path BN &,

Ik AR5 MSYS2 % (i “GNU Make” #ii &%), WAl LABkE N88—4, BE#ERIME
5% C:\msys32\opt\xtensa-esp32-elf\bin F| Path A2, [Kh MSYS2 M & T HEE.

HEIH % 21 Path SREFAS i E Windows SRS, 6] Path SRS R IIFERTHIH %,
FIIFRSGE BN, BTSRRI (Windows 10 fi FUERIH: “TigRGTL") .
Wil Path A5 R (HEFE “JH PR S CROUHERE . FLIKORT U277 LA P Path s 47E%

H3). mEEENARRRN ; <new value>,

JnBebE RIS = R E T A BTSRRI

MEIF UG Linux SRBE T 19 T 5

B T MR E W BT B i b T REESN, BURRT AR IRAS SN G, ACSKIT IR E A T L
FLAE . UNFFHud (1 g b T RAE, Wl 2| Linux & T A Ea947 208 B BT,

ik BOEHCH THEERT A Y2K38 M (time_t A 32 (74 € F 64 fi1) .

RYEERY Yk ESP-IDF 32D R R0 -
e CentOS 7:

sudo yum -y update && sudo yum install git wget ncurses-devel flex bison gperf..
—python3 python3-pip cmake ninja-build ccache dfu-util libusbx

H i8R 3 #F CentOS 7, HN T S 4IRS, #fE ] CentOS 8.
» Ubuntu /] Debian:
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sudo apt-get install git wget libncurses-dev flex bison gperf python3 python3-
—pip python3-setuptools python3-serial python3-cryptography python3-future.
—python3-pyparsing python3-pyelftools cmake ninja-build ccache libffi-dev.
—~libssl-dev dfu-util libusb-1.0-0

Arch:

sudo pacman —-Sy —--needed gcc git make ncurses flex bison gperf python-pyserial.
—python-cryptography python-future python-pyparsing python-pyelftools cmake.
—ninja ccache dfu-util libusb

#ii: il ESP-IDF 5% CMake 3.5 (DA L JiiAS . BX5HYY Linux S AT BEAG 2 TH0 B SO BPRR G
BJTJH backports B, s2e%E “cmake3” B (2% “cmake” ).

IR vk TILEE e -
e CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python3 python3-devel.
—automake bison flex texinfo help2man libtool make

* Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev.
—automake bison flex texinfo helpZ2man libtool make

e Ubuntu 16.04 85 PA F

sudo apt-get install gawk gperf grep gettext python python-dev automake bison..
—~flex texinfo help2man libtool libtool-bin make

¢ Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev.
—automake bison flex texinfo help2man libtool libtool-bin make

e Arch:

sudo pacman -Sy —-needed python-pip

A TAER S, HFIEAZHE S

mkdir -p ~/esp
cd ~/esp

T#FH4i1¥ crosstool-NG:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patch5

git submodule update —--init

./bootstrap && ./configure —-enable-local && make

% W R E X 64 fi tmet Y T OH £ B, & F T ¥ crosstool-NG/
samples/xtensa-esp32-elf/crosstool.config X 4 # % 33 Fl 43 47 B W] & & ¥{
——enable-newlib-long-time_t ffilf.
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./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

ISR T HAE SR E S ~/esp/crosstool -NG/builds/xtensa-esp32-elf,

T T RS PATH SRBAS & 788 H 2 X T HAEE HI3]— gt H B, IR mE] paT .
Bilgn, B AR ) T B4 i 2] ~/esp/xtensa-esp32-elf/ HEH.

AT IEFM T AR SFEER ~/ . profile XA PATH IREEAS B . IUAL, AR DATE ~/ .profile
SO EEIPA R AR . XA, T At DIV DA xtensa-esp32-elf:

export PATH="S$SHOME/esp/xtensa-esp32-elf/bin:$SPATH"

i MAREENRF /bin/bash B E AWK shell, HFRIFAFAE .bash_profile fil .profile F/N3C
{4, NHEH .bash_profile, FE CentOS MIE |, alias FEZEEME] .bashre X,

B EPTERUA profile WHMBUZER. 1277PA T a4 KAGA PATH BB IEH:

printenv PATH

S 55 A A i ) A RO S R S LA T 1 T R A

$ printenv PATH
/home/user—-name/esp/xtensa-esp32-elf/bin:/home/user-name/bin:/home/user—-name/.
—local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/
—games:/usr/local/games:/snap/bin

HEIXHA /home/user—name Wi%EH i A 4% 1) 11842

RS RIS = KA ESP-IDF SRS BT KB

MNEIFIEBEE macOS PRBE Ry T H 4%

A e MBS E T HeE, SRS 224 MacPorts 3f Homebrew 45 HIAE, 0%, Al
DAE I F &A% iTag T B4k,

MacPorts 23152 %% 1) XCode k{4, i Homebrew HZEHLZ2%E XCode iy 47 L EEIV],
WE% T A 2GR E B, AR WREHEM LR E THANE .

RS
o 24 pip:

sudo easy_install pip

o 2N pyserial:

’pip install --user pyserial

o 2% CMake F11 Ninja #1% TH.:
— #74 Homebrew, %50 PLiETT:
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’brew install cmake ninja dfu-util ‘

— P45 MacPorts, 0] DAIzfT:

sudo port install cmake ninja dfu-util ‘

IRARES G vf T ILBE  ZEe o -
o %}T MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool autoconf.
—automake make

%} Homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget helpZman libtool.
—autoconf automake make

WE—ARGEES (K RNE) -

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-sensitive.
—HFS+"

L

hdiutil mount ~/esp/crosstool.dmg

DR 1 G TAE H RS- R

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

HIAE B A H SR

cd ~/esp/ctng-volume

FEH- 4% crosstool-NG:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patchb

git submodule update —--init

./bootstrap && ./configure —--enable-local && make

g L HL g

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

i i B A T R 5 & ¥R fF F ~/esp/ctng-volume/crosstool-NG/builds/
xtensa-esp32-elf, {# H T H & mi, 15 ¥ ~/esp/ctng-volume/crosstool-NG/builds/
xtensa—esp32-elf/bin §INE PATH FEEAR &,

ISR RIS = KA ESP-IDF BT RS RCEIT KA

1.16.6 Pk Al'] (48 GNU Make)
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#%1E: ESP-IDF V4.0 2 JE AR BRIA # R 40 CMake. AR SCRY 2 B4 %) 2 i 2T GNU Make ({1448
ARG, R, Kk, ROTTEASMEE SCFHET GNU Make FIIE RS

AR BHEFR S H P S ESP32 B {4 & WY B A ES Gl A — 187 B s i i 7 i 4T i ) ESP-IDF
(Espressif IoT Development Framework) Bl B3 B, H-4wiF. FEE4 2= ESP32 - AT

#4:: X2 ESP-IDF branch release/v4 .4 MR SCRY, A HAA W) SCRYESP-IDF ja A i3 4 i
A

Heid

ESP32 SoC th i SR PA N i -

e 2.4 GHz Wi-Fi

- W

» PR

« BTIIFEH AR

- ZHH
ESP32 FH 40 nm T2, FUATRFERIVIFEPERE . SPIIERE . Ruati. BRI b, & I A
2 I3 SRR [ S o

IREE I PR Bt e B AR . BECEEIR, HEAT ESP32 WEMF AT K. Hor, SRE VAT %3145 ESP-IDF
EAE I PP AR (LoT) 2JT, IR 1 WikFiLL B2 AREIFESE I T 2K

A5 LA

g

o —3X ESP32 JT % Hin
o USB ##i2k (A %% Micro-B)
e PC (Windows. Linux B macOS)

/GG

o WHE THEE, T4 ESP32 MIHRYE:

* 3R ESP-IDF B PFJF R AESL . SAMEZL O AL 35 ESP32 (T HY APT (ARPFEFIJRACRY) FIIEAT
TILRER AR

« R CIHFEME (LR B SUARGaEHAT, K140 Eclipse.

RIS
RIS, 1A REERIT AR EA(E S -

VRN LR
TR N IR IR, e R

BRI RIS
o Windows. Linux fllmacOS % —4: &8 T B4k
« %% IR ESP-IDF
=9 REARETE
W ¥ Python 3161,
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G RS —A TR

%AW Frst)E AR
Fo EBLE
HEy: BE

FEANF T BiF el
FHF BALE

Fb Bl LHBE

TR —E T i AU A N AR P AT

N T MRIF R AR, Rl DA B G ) AR FE P b A Tl T B . S AR (S A R e X B B, 4%
WREERE PR AT 20

Windows -7 T HBEM bt s (1448 GNU Make)

#1E: ESP-IDF V4.0 J 2 G A BRAR 2 R 45y CMake. A5 30K 323414 2 il 5T GNU Make fI1£48
MRS, HER, Kk, ROTTREA SIS SR EET GNU Make [ R4

HEiA  Windows RETHA N E “make” B85, FrPARR 748 THEEZ 4b, BRTRE—13HZ GNU [
Bi. XH, FRATM A MSYS2 M2 GNU, BIedE—E M XN FREE, HehnGsn] DA ] Eclipse 85 HiAth
R, ARG8T MSYS2 Binf,

CHBEEY AR T AR B VAR R it N4k Windows 24— T HAEH MSYS2 JE 48t 34
https://dl.espressif.com/dl/esp32_win32_msys2_environment_and_esp2020r2_toolchain-20200601.zip

RGOS RER C:\ " (REME T, EATREFU o\ R, SRR — A
PR EIFRY msys32 HRo

JFG24R #1847 C: \msys32\mingw32. exe CMF, TTF—A MSYS2 MINGW32 it 1. %% 1
P85 bash shell. i RIE-—4 0 esp B3O, 1 ESP32 BHAR I A M BIA H ko ZERT PARE I A
N RIS

mkdir -p ~/esp

BAEWTPAETE cd ~/esp firdy, HEARINIGIERY SO, e HAl IS, AP PR A5 .

0 ~resp o || B &

$ mkdir -p ~/esp

$ cd ~/esp

K 61: MSYS2 MINGW32 shell # [

THTEREP T, A S DL E ESP32 HTF A BAKE .

ISR AREERCEIT AT, WIS = RIR ESP-IDF =Y,
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SOFIEABE 24 IDF AT BRI, A7 N5 B2 T ik Windows MSYS2 FRIEIR BT YK . s
RF IR A Tl 12 BA5E F F) REC iE B% A A, mT DA

1. ZHHlIHA MSYS2 #4355 (B C: \msys32), IR HBI/EMZHEIAFRB R (B C:\msys32_old).
2. EH BB ER, RGN IR RS .

3. ¥FHE) MSYS2 FRESfRIEE 2 C: \msys32 (SR &R HAMN ).

4. FHIHHY C:\msys32_old\home ¥, HWHEHMEINE C:\msys32,

5. Dby, e HAMFE R, AT DAMERIHE C: \msys32_old\home ¥k,

R, ERTRAMERRI P22 2R R MSYS2 355, AR E N BRAFAEA I R B4R BT
BeAh, BORTIDA B RATUA 5 (R FHRAa9mA) , (EPEEME S,

FHSRSCH

W % JF M ¥ ¥ Windows B B F M T H B (ff 4 GNU  Make)

#51¥: ESP-IDF V4.0 } 2 5 A BRA R 2R 402 CMake. A8 SCRY 3235414 2 Bl AT GNU Make HI1£4E
MRS, HER, Kk, ROTTREA SRS SR EET GNU Make IFHE RS

TN T A RE S G A A2 AR, Iy (s B 1 b | SO b, &R 2
i PR T] AS T 4 i 3150 R BRI THE RS

i TR A B0 T RARIA TR E IR &, 155l Windows -F & T 2480947818 B (1548 GNU Make) .

INEIFUGIC L CILBERIBAEE  ARAR WSS B, %% MSYS2; HuRk, %% ESP-IDF firif (4 Python T.
BAL; g, THEOFLSE Xtensa THEE.

o TP MSYS2 ZEAE BRI, Jf F 7 msys2-1686-xxxxxxx.exe LM (FR{TIX I ¢ 32-bit
MSYS #1355, 32 fii fil 64 {ii Window 5 W] i i ). 1k 2 A4 SCEGH B 2 W), S e 450
msys2-1686-20161025.exe,

o ML, in—Bn, iEAE A% “Run MSYS2 32-bit now”,

o ERSERUE, WM CTFIR” SEHHRE] “MSYS2 MinGW 32-bit”, 24T “@r SRS .

= WA B BT XA L 7 117 MSYS2 S0P R TIX 4r . BRAR “MSYS” 355
Cygwin fH{}j, x4 Windows FRZi11) APL I F B in— A4 2 . Bk 18 F SR COM i 117
J A4 Python, FRATFREMERLT “MinGW” FR5E.

e GitHub _F 1) ESP-IDF {3 £ tools H 5% F 7] PAFk 2] 44 5 windows_install_prerequisites.
sh A, IR GEEA A H ESP-IDF G4, o a] LA AR bk #E4T R 8 (G T 3 raw #%2X) -
tools/windows/windows_install_prerequisites.sh, Ff & HAFAF 2 31 FL K -

o W fE MSYS2 iy B H b AR % M AR W IR AE B R R, AR XS Window 12
A, HFEHIERF () A2 R BF (V). il C:/Users/myuser/Downloads/
windows_install_prerequisites.sh. 448k, WA AEEITIFEEZ AN .

e windows_install_prerequisites.sh JJI A5 F 45 % 20 5 3 ESP-IDF [ 4% {4 & fl

ESP32 T .HA4#k,
BEXEfR S

* MSYS WfETEfIA et T A Pt T HEh T, SETCRBIN . e, BRI ERE S

*** fatal error - cygheap base mismatch detected - 0x612E5408/0x612E4408

AN AR K AT B2 BT cygwin DLL SRR HEZS .
AMEDL T, W a XM At 1 (S TLIEra IR ), IFEHITH G 0. K5, HENE
A EHafT windows_install_prerequisites.sh (/NG Su[DAMEA “m E&isL” #&
N Z BB TGS ). BUE, SRR ES .

o R, MSYS2 @A~ “UREN KT, IR AT RES N “TgIFIIR T
Wi, L, aniRiEE| 5 MSYS2 Zde A KA IR, T Bi{E MSYS2-packages [ @141 5% T [ -
WEZR. WARRKBIIFEER, F #2351 IDF Issue,
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thIE LX) MSYS2 5% HPEHLXAG 28 (JEE ) B9 MSYS2 5%, X n] DASCIR 4= i Hh =l b XA 3%
HE.

IMFTFEIIX LG, ETEIBIT LA BB AT A MSYS2 iR 81 3R 30 Bt SR AFER 2R
/etc/pacman.d, il c:\msys2\etc\pacman.d.

HAE mirrorlist .mingw32 f BN~ iE4]:

Server
Server

https://mirrors.ustc.edu.cn/msys2/mingw/i686/
http://mirror.bit.edu.cn/msys2/REPOS/MINGW/1686

EAE mirrorlist .msys fx E 3N NigA]:

Server
Server

http://mirrors.ustc.edu.cn/msys2/msys/$arch
http://mirror.bit.edu.cn/msys2/REPOS/MSYS2/S$arch

HTTP {CH W DAFEIE T “WBEA” 201, L umTiE http_proxy 48 &, M sRiFfi ] HTTP
LI #; MSYS #1 PIP:

’export http_proxy='http://http.proxy.server :PORT'

IR

’export http_proxy='http://user:password@http.proxy.server:PORT'

WFAAZ AR TR ] MSYS, 3576 MSYS Hg i /etc/profile,

b e : PRI WPREC LR T MSYS2, siE B AA R AT #AE, SR AR T
LA

https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-202112-patch5-win32.zip

il WREE SN T AR s & T et fo i AT IR, WESia 7 TR, XHITH
R T

W% A THRAE & 2 AL EAE Windows Hfii i ESP-IDF. [Ritbr 4b, Gk 2 /0 %4 % GNU make.,
bash Ml sed. FRFMEULMAHXLERE, WANEA—DTHHIES OXFEA BB 1] menuconfig) .

ISR AREEBCETT AL, WIS = kIR ESP-IDF EY,

SHEAEE X4 IDF GRS, A BBk T RS ) Windows MSYS2 SRR IH R4 2K
I, EITHEEHEEAE, R MA Windows FREEAI T HAERIW] .

* R IDF B3 2 {8 A SR AR

o {Eiz1T IDF & FEHf tools/windows/windows_install_prerequisites.sh {4, %}

AANFHRS R P BT AR, I 2R L RS B Ao iUAs

R, ZMATETE B MSYS2 Hh 2 i 51| 22 af A7 2 /4110 1)
ANFE LR I K2 A4S IDF JUAS, ST AYEAS R H s R ECE ML) MSYS2 FRkE. 53, AW DA 2
AT HEE, R HMBEGRIAFME ST, RJ56H PATH PR R4S @ BOA TR,
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Linux F-5 TH#EEMbaAERE (1448 GNU Make)

#{k: ESP-IDF V4.0 2 J5 iRA K BRI R 458k CMake, A SCRY 3 3244 2 i - GNU Make {448
WERGE. WER, KK, ROTTEBA XML SR T GNU Make FIHE RS

RYENERY  Ynik ESP-IDF 2L DA R R (440 -
e CentOS 7:

sudo yum install gcc git wget make flex bison gperf python python2-cryptography

e Ubuntu and Debian:

sudo apt-get install gcc git wget make flex bison gperf python python-pip.
—python-setuptools python-serial python-cryptography python-future python-
—pyparsing python-pyelftools libffi-dev libssl-dev

Arch:

sudo pacman —-S —--needed gcc git make flex bison gperf python-pyserial python-
—cryptography python-future python-pyparsing python-pyelftools

Frili: —LEIHRY (2014 4R 2 5i) Linux KA pyserial IRAFfESE 2.x , ESP-IDF Jf A 30 Ff.
XAEOLN, WA vy 23 Python B & BN, M pip 2RI,

TILERY Linux ity ESP32 THAERT DA Espressif R T 2k

e 64 {if Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patchS-linux-amd64.tar.gz

e 32 {y Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-linux-i686.tar.gz

L NRIEF S G, BIES] ~/esp HarA:

e 64 {if Linux:

mkdir -p ~/esp

cd ~/esp

tar -xzf ~/Downloads/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-1linux-
—amdé64.tar.gz

e 32 {if Linux:

mkdir -p ~/esp

cd ~/esp

tar -xzf ~/Downloads/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-1linux-—
—~1686.tar.gz

2. THEHYHRIESR| ~/esp/xtensa-esp32-elf/ BT,
AT IEFEMH T HEE, SUMER ~/ .profile XM H PATH B4R &, BLAk, &L PATE
~/.profile CAHIEMPA N, XHE—XK, Fra%imtd DA xtensa-esp32-elf:

’export PATH="$HOME/esp/xtensa-esp32-elf/bin:S$PATH"

WE, GO iR AR E A4 . Xk, BRAEFEN A A T e, mFEE
%, AN B4 [E/ .profile X

’alias get_esp32="export PATH="SHOME/esp/xtensa-esp32-elf/bin:S$PATH"'
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R, EATMEA S A get_esp32 fird-f THAERNI 2 /Y PATH, MMM T HEE.

i WRECHKF /bin/bash BEE AESE shell, H[FFAFE .bash_profile fll .profile, N
W .bash_profile . ¥F CentOS I |, alias FEHEHEME| .bashre X4,

3. BT EBERME cprofile WHMUZER . I217PA T a4 KIGA PATH BB LA

printenv PATH

R AT T S 2 70 3 2R TR Ak A2

$ printenv PATH
/home/user-name/esp/xtensa-esp32-elf/bin:/home/user-name/bin:/home/user—-name/.
—local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/
—games:/usr/local/games:/snap/bin

XH, 7 2F /home /user—name FON LAY LR T H k.

LR 1) 88 /dev/ttyUSBO  H:2% Linux AN ] GEAEBEE ESP32 B il Failed to open port /dev/
ttyUSBO 45IRIHE , X PTDAEAT A 4 AT ) 7 A 40 2| dialour 48 SRARDE .

B ER AREREIT RENST, WERIES =% IR ESP-IDF FETY,

FHOR SO

IZIFIRBEE Linux SRBE P THEE (f458 GNU Make)

#iE: ESP-IDF V4.0 [z 2 JE AR BRI # 2R G0 CMake. A8 SURS 32 BEHH R 2 /i BT GNU Make [ {548
MRS, HIER, Ak, FRAOTATREASRZE SR T GNU Make [WHHE RS

ik R THBOARE T EE X 2. 5% T B g 2 UL E B, AEWRTREMNLITHREL
HLAER L -

"ZARENERY Y1k ESP-IDF FE2DA N AR (4 :
¢ Ubuntu and Debian:

sudo apt-get install gcc git wget make libncurses-dev flex bison gperf python.
—python-pip python-setuptools python-serial python-cryptography python-future.
—python-pyparsing python-pyelftools libffi-dev libssl-dev

Arch:

sudo pacman —-S --needed gcc git make ncurses flex bison gperf python-pyserial.
—python-cryptography python-future python-pyparsing python-pyelftools

il —2EIARY (2014 4R 2 H) Linux AT H pyserial AR fESE 2.x , ESP-IDF JF A 30 Hf.
XFPEOLT, I F va 8 3 Python 5P & TATINGS, T pip LML,

MDA G v T AL 5k

o GBI -
— CentOS 7:
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sudo yum install gawk gperf grep gettext ncurses-devel python python-devel.
—automake bison flex texinfo help2man libtool

— Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—~dev automake bison flex texinfo help2man libtool

— Ubuntu 16.04 =% P4 F

sudo apt-get install gawk gperf grep gettext python python-dev automake.
—bison flex texinfo help2man libtool libtool-bin

— Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo help2man libtool libtool-bin

— Arch:

TODO

s BIETAER S, HEAZH

mkdir -p ~/esp
cd ~/esp

o FEFH Y% crosstool-NG :

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patchb

git submodule update —--init

./bootstrap && ./configure --enable-local && make

o Gk LR

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

YRR3R0 T HESPWARTES] ~/esp/crosstool-NG/builds/xtensa-esp32-elf, %
WAT /IR E A5 d N, 1 LREEINE) PATH.

JRBEPER AREEREIT RENEL, WERIES =% IR ESP-IDF ZETY,

Mac OS V{5 LI B badEBeE (1458 GNU Make)

#%1k: ESP-IDF V4.0 J 2 JG A BRIARG B R G0 CMake. A8 SCRY G2 B4 46 2 T 3T GNU Make [ f£48
ARG, W, Kk, RAOTTEA ML SCFHET GNU Make FIIE RS

* 25 pip:

sudo easy_install pip

#rik: pip MR HIT L PTE Python €,

Espressif Systems 131 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 1. e AL

T HBEREY Mac OS JiRAfy ESP32 T HA%E 1] AM A S il T2k :
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-macos.tar.gz

TERIEG 2 G, BIER ~/esp HxH:

mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-macos.tar.gz

T HE P EET] ~/esp/xtensa—esp32-elf/ FIET.

AT IEFEMH T E e, SUHEH ~/ . .profile XA PATH FRIEAE R, BLAL, AR DAKE ~/ .
profile SUAFHFIEMPATFAMS, XFE—K, FrfZimtd 3 PAH ] xtensa-esp32-elf:

export PATH=$HOME/esp/xtensa-esp32-elf/bin:S$PATH ‘

e, ERIPUCH bk a a4 . A, SHAATETREN A DA TR, fR»sEmns, s
FEPA A 2 G0 B/ .profile S

’alias get_esp32="export PATH=$HOME/esp/xtensa-esp32-elf/bin:S$PATH" ‘

XRE, BTMEA A get_esp32 fird-ff TREEINIM R/ PATH, MMM T A4,

ISR AREERCETT AL, WIS = kIR ESP-IDF ETY .,

FHSR SO

MBIFUG T Mac OS BR5E Fit) TIEE (1448 GNU Make)

#1E: ESP-IDF V4.0 K2 JE A BRI H 22558 CMake. A9 SCRY 32 4% 2 Bl BT GNU Make (11457
MRS, HER, Kok, RAOTTREASAESE ST GNU Make IR RS

il LR T HEERRE A I 2 . 1S5 T et A e UL E FY, AR WREFEMIHRIE T
HAERTE DL

RS
o 2245 pip:

sudo easy_install pip

#ik: pip MFHIT4e8 4249 Python 316,

AN AT T SR
o ARSI -
— 2% MacPorts 1f homebrew 77 %5 41045 B 8% . MacPorts 75 % 58 #2211 XCode # {4, T
homebrew HFEFiZ2%E XCode iy 247 LEAIA],
— %}T MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget._
—libtool autoconf automake
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— X}F homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget.
—~help2man libtool autoconf automake

Q- RGEE B (K RNE) -

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-—
—sensitive HEFS+"

o H#H:

hdiutil mount ~/esp/crosstool.dmg

o BIBHR I A TAR H RIS R

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

* RIEERTAE H %

cd ~/esp/ctng-volume

o N#iH 413 crosstool-NG :

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patch5

git submodule update —--init

./bootstrap && ./configure —--enable-local && make

o Gaik T HAE:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

g B B M L OH B & R F ¥ ~/esp/ctng-volume/crosstool-NG/builds/
xtensa-esp32-elf, HEMEIF/EX TI5d NG, ¥ LEAERINE PATH,

INBEPER AREERCEIT RN, WRIES = 0 JRIR ESP-IDF 57,

Windows Linux macOS

Frik: FEASSCR{H, Linux #1 macOS #44f R 45 ESP-IDF fBIAZ A H(AE ~/esp; Windows #1ERSE
HIBRIABR 12N Suserprofilet\esp. A n] DAYS ESP-IDF ZRAEALATHANEART , (EE AL O] Ay
TSI Bl . R, ESP-IDF AN SRR S8 I A%

BeAk, ] DURYE B B R MSLPri oK, XIEE T A &, ARG s TR, SER, iR
A g7 Lt E (1% GNU Make % %) ZWHHRBELEE.
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5 JRHL ESP-IDF

BT THEE, GOLTE gt ESP32 [ APL (F{FAEANJEAH), HAkiEIL ESP-IDF /i,
REBCAHREIA AT o, VB VREA P ESP-IDF f TAEH K, ] git clone fird wMEimfE Qi
I &S, JisfTPA R and:

mkdir -p ~/esp
cd ~/esp
git clone -b release/v4.4 —-recursive https://github.com/espressif/esp-idf.git

ESP-IDF Rf N3 % ~/esp/esp-idf,
T HIEESP-IDF yg K A, #5 %5 ESP-IDF [l A i 2 A48 H 3 5 .

#i: git clone M4 M) -b release/v4.4 JEIEIf git N ESP-IDF 04 v i 55 MU ARAS A SCRS RS
AID

#rik: GitHub W "N zip OB BYZIEEARNGE I T ESP-IDF, FrbAfREAME] git clone fiyd. 1EN#H
1oy, AT DATEVRAG 44255 Git fy3R55 T 2% Stable version [ zip A4 34

i FEFIEICAE O ER, AEEICHE ——recursive &, BN, HEEBITLA TGS, FBUFE
TR

cd esp-idf
git submodule update —--init

B BEAEIE R

T HEHE PR AR 7 IDF_PATH #:45 ESP-IDF ) H 5% . A, BFHEAE PC i @RI m A m, Bl
I TR .

N DAE R BRI T2 &, n] DA P ECE Tk GRS, BRI RIE A A P i E S
7sho IDF_PATH (1% % GNU Make) =75, 25 Windows . Linux % MacOS ¥E RS AR E = .

DU 9% Python §k P14y

ESP-IDF fif 35 Python X {4:fU{\f-F* IDF_PATH/requirements.txt F. BEA[PLIBITPA N Ay &4 7%¢
A

python -m pip install --user -r $IDF_PATH/requirements.txt

ik TR G ) Python fERESS AR (121714 python —-version), JiR¥EA AL,
SRt E IS python Bk python3, python3. 7, fil4n:

python3 -m pip install --user -r $IDF_PATH/requirements.txt

SBhb: G TR

BLAE, 0] DA UR E & - & ESP32 W A2 ¥ 1. %0 PAA ESP-IDF Ht examples H 5% K 1) get-
started/hello_world T #2FF14.
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Ff get-started/hello_world & il ZEAHK) ~/esp HRT:

Linux £l macOS L &%

cd ~/esp

<

cp —-r SIDF_PATH/examples/get-started/hello_world .

Windows $§:f: & %¢
cd %userprofile%\esp

xcopy /e /i %IDF_PATHS\examples\get-started\hello_world hello_world

ESP-IDF [f] examples F 5% NA—RSR 0 TA, H#RAT VAT B B kst A e . 0] DARE IR a7 ik
SRFBAT A RAER G, Wl DAE RS R, ot T .

% ESP-IDF %% RGN SCRFl A S A2

BAL: G

e, WRFRRY ESP32 JFAMGERE] PC, FFEF I AR 1.
WH, B OEAFEEAE RS T B2 Foa BT A

o Windows ¥:{E&R%:: coMl &
o Linux ##fE&%:: DA /dev/tty JFIR
* macOS ¥{ERS:: VA /dev/cu. ik

A KA AR R OLRTEAGE R, EILE ESP32 ¢l $ vtk (4% GNU Make #4%) .

ik R DY, B NIRRT

18 e

A S 2 s 42 PIRFI hello_world H, Hafr LAERE T H menuconfig,

Linux £l macOS #{E &%

cd ~/esp/hello_world
make menuconfig

Windows 1 &%

cd Suserprofile%\esp\hello_world
make menuconfig

WA 2 A0 BRER A, W) 2% 7R I T ) 3 B :
BEASEEASS, %% Serial flasher config>Default serial port BIEFEHE N (4 HETZS
FMETAR) . I EEEIAERE, S < save > RAFICE, G RE < Exit > Bl menuconfig.
menuconfig THAHE ILEMEILT.

o BRIk B

o EE: JEATHE

e ESC #: iR R EGR I

o FXIEF: WA GRERBISER, HH b ) .
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elopment Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>
Security features --->
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[SpacefEnter] Toggle/enter [ESC] Leave menu [S] save

[0] Load [?2] Symbol info [/] Jump to symbol
[F] Toggle show-help mode [c] gle show-name mode [A] Toggle show-all mode
[Q] Quit (prompts for save) [D] Save minimal config (advanced)

K62 TAAE—F 61

o ZH VU EH Y B EFR () BUERI; N g B (¢ BB
o EXEE (EIAECEEI) U A A0 T B 2 E
o/ B SRACE T

WRE: AR )& ESP32-DevKitC (#z %k ESP32-SOLO-1 #i4), i#EHRE R HIARIT A, HiH:
menuconfig F{IFEEARALR. (CONFIG_FREERTOS_UNICORE).

H{NL: GibERRER
WA S, b T

make flash

BAT DA A4 BT DA% AR AT A ESP-IDF 4144, %5 4E il bootloader. 43 X AW F AR — 1
e B, X IR SRR B 2 ESP32 & AR

ekl Pl RSN S G RAEEITA E AR E CERERI X RERE R, JR 2 — T g
JeisfT esptool.py IR, esptool.py @MERFIHHMER Y, HTEESH. 5 ROM 5|30
AL H A sk B TR o fRHZ B R — AT SR B YA e # B AR P BRSE T a2 f6r. 2R i)
TR, 1522% Troubleshooting FREUTH £ 15 &,

esptool.py il USB 45 [54415 F- (4n FTDI & CP210x) ) DTR il RTS # #4450k B 8iE
£ ESP32 (i§53% 5 ESP32 432 % v ik s (154 GNU Make % %) FEUE Z1E414% B). DTR HI RTS £
T2k W 425 ESP32 14 GPIOO0 #l1 CHIP_PU (EN) &I I, [tk DTR #1 RTS % i i B S22 fiff ESP32
HEA R F#EAE . HH RG] 5 ESP32 DevKitC JF A A i 24 .

— R, SN E IR esp-idf TFAMA MBI, (H)g, esptool.py FELATHEIL T ANAE H 3l = B
.

o SRR 43 GPIOO 1 CIHP_PU ) DTR 1 RTS $ i £k

* DTR #I RTS $ il & A e E 7 XA )

o MRAEA AR R AT i 2
MR EREFRFNE, ol DAKFGR ESP32 JF AR T3 BB L& 7 T Bk (B2 47).
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o %t Espressif fFF &M, G507 AS % W IF A AT 138 R el A P Eg . Biltn, W pAi@ad #43 Boot
$e4ll (GPI00) F4%/E EN #5241l (CHIP_PU) KTF-BhE ] esp-idf ¥ &M
o WFHAMRBRAME:, W PAZERRF GPTOO Rk,

RN SRR, TR SRR BRI T T EE R . BE, FFARRGSEM, WA
FEF “hello_world” FFi&E5N .

esptool.py v3.0-dev

Flashing binaries to serial port /dev/ttyUSBO (app at offset 0x10000)...
esptool.py v3.0-dev

Serial port /dev/cu.SLAB_USBtoUART

Connecting........
Chip is ESP32DOWDQ6 (revision 1)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 30:ae:a4:15:21:b4

Uploading stub...

Running stub...

Stub running...

Configuring flash size...

Auto-detected Flash size: 4MB

Flash params set to 0x0220

Compressed 26704 bytes to 15930...

Wrote 26704 bytes (15930 compressed) at 0x00001000 in 1.4 seconds (effective 151.9.
—kbit/s) ...

Hash of data verified.

Compressed 147984 bytes to 77738...

Wrote 147984 bytes (77738 compressed) at 0x00010000 in 6.9 seconds (effective 172.
—7 kbit/s) ...

Hash of data verified.

Compressed 3072 bytes to 103...

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 1607.9.
—kbit/s) ...

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

AR 7 B2 ] Eclipse IDE, i dE make Wik R 50, 155 Eclipse guide.

B WLy

AT PAME ] make monitor @4, WML “hello_world” [izfTIE L.
BATRMA G, IDF MALE N AR 8h:

$ make monitor

MONITOR
—-—— idf_monitor on /dev/ttyUSBO 115200 —-—-—
——— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST FLASH_BOOT)
ets Jun 8 2016 00:22:57

s, BT AR H SRS H G205, AETEIR “Hello world!” 7.

Hello world!

QR3]
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(ZEE50)

This is esp32 chip with 2 CPU cores, WiFi/BT/BLE, silicon revision 1, 4MB external.
—flash

Restarting in 10 seconds...

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

TR s cerl+), R IDF HEALSS.

W2 IDF W ILasEbe s e R A AL A, BT EME B ailig (WUF), A mTaese B R IT R A
T 26 MHz ftdik, 1 ESP-IDF BERIASCHFR Z BT A AR I 40 MHz f# 3R o

e088) (Xn@ly. '66(BPW+)§BHN9a ™ /96 ' §t560PH~OkEBcheab50iA
~zZYQOY (16,1 60 cB86) (Xn@By. !DrézY (6 jpi®|@+z5Ymvp

BUR, TH:

LR H LS

2. ¥TFFmenuconfig,

3. jJt A Component config —> ESP32-specific —> Main XTAL frequency it 1T i &,
¥-CONFIG_ESP32_XTAL_FREQ_SEL i%'& >k 26 MHz,

4. WRJE, WHEIR IR VAR

ik A DUs T PA R A, — IR R . B e e A

make flash monitor

AN, WEHITEIDF %A%, T ARSEZ ] IDF M dlas i DRt S AR 1 .
VP, O e ESP32 A2
BAE, ERTPAZE AL H A examples, SUEEHEITA B MW AR .

SRHEAE

P DAFESE FH make @i BAER DI =, ML EA make menuconfig #HfTH AL E .
X BRI  :

TE HiASERAR

ESPPORT B35 flash fimonitor Ay HIE O, f5l: make flash ESPPORT=/
dev/ttyUSB1,make monitor ESPPORT=COMI1

ESPBAUD 7 ek ESP32 WM H: 0%, f]: make flash ESPBAUD=9600

MONITORBAUD L PR B9 3%, i make monitor MONITORBAUD=9600

#7k: EATSHBHIEAE (il export ESPPORT=/dev/ttyUSB1), FE[A—2EH O, W £HH
HET, JTH make i S H IR A R1EH.

i i ESP-IDF

IREE NI BRI A ESP-IDF, {252 bug s ffE B ik, b, GAEM A, R s s
AHIIIA . FfRi BTk EE MR EAH) esp-1iaf SUFJe, RIS = KA ESP-IDF f
{UEIN: ¥ TRy i
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W SR @Aiy B2 F5 ESP-IDF sl ¥ B p kA2 T, W95 b 31 i% & IDF_PATH. W), T HEERF LA E
ESP-IDF,

BEAh, T AU AR By . BT, AL A AR .

FHSR SO

FENDRCE SR P % IDF_PATH (144t GNU Make)

#ik: ESP-IDF V4.0 [z 2 JE AR BRI 2R 50 CMake. A8 SCR 32 BHH R 2 7 BT GNU Make [ {548
WEARGE. R, Ak, ROTTEASUL CFHLT GNU Make FIIE RS

NTAERGZWIESIN, (R IDF_PATH PRI BRYBCE, 512 MUA T U % AL Bt Be B i 2 1)
B E S

Windows 4 fi: 4¢P BCE A RIETE C: /msys32/ete/profile.d/ BT, #KITIF
MSYS2 i B 230077

1. £ C:/msys32/etc/profile.d/ HE FAI & — D H WA SO, R EGH N ex-
port_idf_path.sh,

2. $5E L) ESP-IDF {R1FIAL, Xl S ARG RCE A ¢, W C: \msys32\home\user—-name\
esp\esp-idf,

3. FEMIAS S AR )7 export wyéAT, fi:

’export IDF_PATH="C:/msys32/home/user—-name/esp/esp-idf"

B ST B Windows 4 2R G5 A2 TR 1Y 1E 2HT .
4. PRAFBIAS S
5. KX MSYS2 B 10, HEFFIH. 2f7PA Find, Kif IDF_PATH @G Ik E:

printenv IDF_PATH ‘

URBLE IS, W MERRRET B2 BRI A AR A
R EAA BIRABCE IDF_PATH AR, BRI ATERRIRITIT MSYS2 7 I I 2E AT 32 i i

export IDF_PATH="C:/msys32/home/user—-name/esp/esp-idf"

MR ARAEZE%E BSP32 B AR PN = R B IRE T & B HE R, RN S 25 F4selE
T 4% Y.

Linux fil MacOS $:{i:2&%; 7£ ~/.profile XXH-HEINPA a4, iIXE IDF_PATH AF&:

export IDF_PATH=~/esp/esp-idf

B HIFETR R, AR ER R AR

ik WREEHR /bin/bash WE NEE shell, H[EIMFFAE .bash_profile fll .profile, NIEH
Hi .bash_profile.,

BFTPA R 4, K& IDF_PATH 25 IR E:

printenv IDF_PATH

MR BN, WL TENZ BiFE ~/ . profile XA (HF3hik®E) ML,
MR AR KA S IDF_PATH Afig, WA ATZERR R B34 T 4t i 1 A7 ik
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export IDF_PATH=~/esp/esp-idf

MR AR AE L% BSP32 B AE P N = R I 3 BBk 200, iR % 2

T 42 EIY,

L5 ESP32 Gt 11 (455 GNU Make £%;)

#il:: ESP-IDF V4.0 J 2 J5 AR HERIAE B R 58 f) CMake. A SCRY 8241 X 2 Hi BT GNU Make %48
MRS, R, Kk, ROTUTREA L 5T GNU Make I R4

AE FEA 48 ESP32 #1 PC Z [AJA A F 4

EEH% ESP32 fl PC ] USB £ ESP32 JF AR IEHER] PC. AR B A IKSNALTIA A S %, WA
ESP32 JF M Li) USB B2eR 0 i (BOOMRELER D& LS ) 20T, ARIGHEM L RIKSRR, FFT T

B
PAF A& SR #% ESP32 55T R MR AR B R 1y i 4% -
FER USB Ik zf #if
ESP32-DevKitC CP210x
ESP32-LyraT CP210x
ESP32-LyraTD-MSC CP210x
ESP32-PICO-KIT CP210x
ESP-WROVER-KIT FTDI
ESP32 Demo # FTDI
ESP-Prog FTDI IR FEtR (w/o ESP32)
ESP32-MeshKit-Sense n/a F&HD BESP-Prog {1
ESP32-Sense Kit n/a ¥4 ESP-Prog fifi [

e CP210x: CP210x USB to UART Bridge VCP Drivers

o FTDI: FTDI Virtual COM Port Drivers

PAEBRSIURES % . BB, 24 Bl T — ESP32 JF &5 PC RNy, FTRIERE RS T ikIKEh

FEFFRF TR B 8 2%

HEMIT (Windows J 1)

PAR A ESP32 DevKitC A1 ESP32 WROVER KIT £ [ :

G411 (Linux Fl MacOS J1] /)

ki Windows 1545 Hlgs H ) COM i 141 3% . Wi ESP32 5 PC [z,
WRIGEIE . 2B NI 5 PR H B 2 61 i 1

A ESP32 IRt (BAMEHLER IERC ) HUER DAk, i

MR T e . g, WITFEmeiElis:, H—iafrad: Ra, EEITAREERS, K

BTN

Linux

Horp, S ztran4 s BT i 1 B2 BSP32 XM H3 H -

ls /dev/tty*

MacOS

ls /dev/cu.*
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[ =y Dhisk drives
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by DVD/CD-ROM drives

b % Hurnan Interface Devices
. g IDE ATA/ATAPI controllers
b-EB Keyboards

B

[+ --ﬂ Mice and other pointing devices
b | Monitors

b -mF Network adapters

4 73 Ports (COM & LPT)

i % Sound, video and game controllers
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P M E Linux () dialout 4] YEis M 7 R4 HA @ L USB X ef 1 AT EES AR . TEZ 4L
Linux A, @#R T AEIE AR fir%-, RE P ASNE] dialout 4, RARKBULERR:

’sudo usermod —-a -G dialout S$USER

TE Arch Linux 1, FFEEE AR -/ a8 g uucp 4

’sudo usermod —-a -G uucp S$USER

AT, e S AR AT DAL

N R PR, M O 2SR, IR DB RE T EARGIH, FRATRHE A PuTTY
SSH Client #ATHHIE. % TH A AT Windows Fl Linux #:/E R %8 ] DA A Oy, k&

WEZHAT .
EATSn, BOEER O IR = 115200, FdEfi =8, {5 ikfi =1, AR5 =N, 7F Windows Al Linux
HELE R OOREE S (40 115200-8-1-N) EREGTTR . R, X8 SR LR B i i &
H TR E .
&% PuUTTY Configuration IE
Categony:
=2- S,assiu:-n Options contraling local senal lines
P Logging Select a serial line
= Terminal
- Keyboard Serial line to connect to comz2
- Bell _ o
- Features Configure the seral line
=~ Window Speed (baud) 115200
;;ppea!ance Data bits g
- Behaviour
- Translation Stop bits 1
- Selection .
- Colours Parity [ Mone - ]
£ Connection Flow control [XONXOFF |
- Data
- Prosy
- Telnet
- Rlogin
- 55H
- Serial
About [ Open ] [ Cancel ]
Pl 65: 1 Windows #/F RS8Pl PuTTY & A (5S40
R, WAL umiTH N, &F ESP32 @ A ALATITH, HAKYTEI N A B T4 2 ESP32 1AE)7 .
ESP32 4T HI 7R fl
ets Jun 8 2016 00:22:57

rst:0x5
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET)

(DEEPSLEEP_RESET) , boot:0x13

,boot:0x13

(SPI_FAST_FLASH_BOOT)

(SPI_FAST_FLASH_BOOT)

Qs
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

Aboul % Cancel

[ 66: 7E Linux #AE RS8P PuTTY BCEH HEFSEL
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(ZEE50)

configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010,1len:3464

10oad:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader

I (45) boot: compile time 18:48:10

AT A H AR TR (TR AL ), SRR MR . N, T DABREIAT 203, I I
SRR T 3] ESP32,

Friks FERLEH R4 T, 18 ESP32 J{El I IRTT ENAR 1 HAGHT, 7524 LA fr P45 1 H  RTS
& DTR 5|l % MEUAFAETF RTS & DTR 5 EHEEHF] EN & GPIOO 5|l Lo, 4KZ 0T
K (EIERFEITARITAAMR) #EA XD, FELIEHMER, S0 esptool SCRY,

ik WALV, TR 0. FATRAAEG S22 IR 0] ESP32 FEGHTA N HIFEF, AR KA
S, WRZY AR R ICIE T R H

MR ARk ESP32 BRI RE P o - i deik & BRI, iR L5 BRE B,

ifiid make 44 QAR ITH (1458 GNU Make)

#il:: ESP-IDF V4.0 J 2 J5 AR HERIANE B R 458 4 CMake . A SCRY 241X 2 Hi BT GNU Make %58
MRS HIER, Ak, AOTTREASRLE SRR T GNU Make [ HEAR S

SHIH T esp-idf-template 5ji H Ak #b, ESP-IDF A7 GitHub 3% W) examples H 5% N HEALL 7R
BIiE .

THREIF A G E I, JHRRCE . WHEZIH .

it ¥ 0 H

’make menuconfig

Sk

’make all

%A 2 RFILE: app Al bootloader, FARPRMLEA: i/ X 3.

Bk make all SEMUSKHTEI 44, fem @il esptool.py Besfith e Aid, fnTPAGEH]
PATR fir B bk

make flash
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Ay ] ARFEEANITH (245 app. bootloader A1 X3 ek N -« JLAh, WIR XK HAFAE ota_data,
WU fiy -3 22 [ IRRER) 4y ota_data B 200 17 o A& SR VFEE N factory 73 IX HHIz AT B Ak app (4N
R factory 73 KRAFAE, WIMEE—A OTA 43 KIFIRIZAT) . AT LA make menuconfig FCE AR MY
Bexo

fEizfT make flash ZHITLFHMIZIT make all. make flash fir&A<Sulin] LA ZhH & BT 3C
.

(LR VERVGER TR AE B RBERSEUE , BT DARA SRR 4 1 B AR )Y, 1l AN 4235 bootloader
oy R XA DL AT DABE I AR fir -

* make app ANHIFN T
* make app-flash (WKEFN HRF

make app-flash {EA 72 H B E BN LT
WERBA LA, FFREREHTER . S bootloader F173 X LM BATIRAL .

A TIARASERUR,” build” F R 408 “my_appbin® () M0 HERISCHE. R
ANA] | bootloader Ji[12% 1) ESP32 W% ~C {4,

ESP32 {j—3t flash W AGLEZ WA, ARZFEEE (KGR, TR, SHHEHHSE) . I,
TE 1] flash B 7y KK, Sl H PR B 0x8000 F i A%+ o

SREPE N AAEA A (FR%) . 2888 (app. HiolCHAl) . 1I8BLAE flash i (mAL &L .
M X b i K J7 #5028 - 1817 make menuconfig, BEfE—APUE LK EK:

e “Single factory app, no OTA”
e “Factory app, two OTA definitions”

FARW RGN A, factory app 7E flash HH Y BE M AS bk 25 °4 0x10000, 24T make partition_table
1T P DAST B 73 R A 2L

LA Koy KR S HE L RN, 5 A8 % A%

Eclipse IDE [ dfkesk i (445 GNU Make)

#ik: ESP-IDF V4.0 [z 2 JE A BN 2R 5 CMake. AR SURS 32 B4R 2 i BT GNU Make [ {448
ARG, R, Kk, ROTTEASYME: CFHLT GNU Make FIIE RS

‘%% Eclipse IDE  Eclipse IDE J&— NI HULHSEIT K FAEE, PN T45 . Al ESP-IDF 5 H

o WO, WIEEWE-G LA N ) ESP-IDF,  HAKS IR B EE RS (Windows, OS X Fl
Linux) X F8R 17205

o FATEW, EAIAE M ATRIE—NIH , KEEGEIH AR, i, SEFEEMH
4T (make menuconfig) X% ESP-IDF Wi H #t47Hl & . HHui, Eclipse i TLEEE & ESP-IDF
TiH .

* M eclipse.org " E XV EAE RGN Eclipse %24 -

1247 Eclipse Installer, 1%3#% “Eclipse for C/C++ Development” (/[ 4t. 0] fEE~ > CDT).

ML Eclipse  $TI143 41 Eclipse IDE, 1% M DA 22 BRI T4 A -

FARHH

* Eclipse 75 {#Jf] ESP-IDF [{] Makefile Tijfig. I, 7E{fiJf] Eclipse §i, 752 EA)E—> ESP-IDF 5ji
H. 7e4)7 ESP-IDF Wi H i, 0] PA(# ] GitHub 117 idf-template 35 H 45} , % M ESP-IDF ¥ H 5%
FR A Hil—> example.,
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* 1547 Eclipse, %&£t “File” -> “Import-" .

o FETRHIINHEHE I ERE “C/C++” -> “Existing Code as Makefile Project” , /i “Next” .

o FEAT—5LH, 7£ “Existing Code Location” Ab#fi A 73/ IDF 5 H 4% . 17, iX B #i A ESP-IDF
TiH %42, ik ESP-IDF A G (GXAFEGHHE) . thoh, S8 m BAraEh NS 4h
Makefile (¥iH Makefile) 304

o ARFEH, #kF] “Toolchain for Indexer Settings” , 1%E# “Cross GCC” , £ )55 “Finish” |

Wi H sk

o FUHRHEBIAE “Project Explorer” |, fHHEESFHZIH, HAERFTEERE “Properties” .

o S “C/C++ Build” T “Environment” J&PE T, 5% “Add -, F-7EX Y {37 &% A BATCH_BUILD
L.

o ke “Add-” , HFE IDF_PATH Ab4i A ESP-IDF FiTYERY) 568 &< %45 . Windows F AT DAM
Windows | Vi #55 fil IDF_PATH,

o Yi%E PATH FMEAR R, PREMBIME, H XA E Xtensa T HA 23 812 )5, {Fk IDF
WHEA—EB5 (TN E PATH, WW 28 ). TR E IR /home/user-name/esp/
xtensa-esp32-elf/bin (ffl). W&, EHFELAE T EREATHE IN—A B3 (-) . Windows f] P 75 22
¥ PATH IAIEAS BN C: \msys32\mingw32\bin; C:\msys32\opt \xtensa-esp32-elf\
bin;C:\msys32\usr\bin. VEE, iHMRHE msys32 i RMARZRERRAS, Bk PATH IR H.

e MacOS H F/ 75 B3 —/)> PYTHONPATH IEAF &, A H X E N /Library/Frameworks/
Python.framework/Versions/2.7/1lib/python2.7/site-packages., {£iE & %8 ik
e Python  (F54¢%¢ pyserial #5H) WA 25 Eclipse P /) {E 1 Python.

FEMBEH : WAL IDF_PATH 535 H R7E C: \msys32\home Z I, W NAH B & L 4iFar4: python
${IDF_PATH}/tools/windows/eclipse_make.py (iF¥WE, XFhT¥ER]BE S804 R0 0] i 2
filo)

o HifE “C/C++ General” -> “Preprocessor Include Paths” JE{ETH . A “Providers” LI,
- M “Providers” ¥k “CDT Cross GCC Built-in Compiler Settings” , f “Command
to get compiler specs” E M xtensa-esp32-elf-gcc ${FLAGS} -std=c++11 -E -P
-v —dD "S${INPUTS}",
- M “Providers” 7|FE kPt “CDT GCC Build Output Parser” |, Jf “Compiler command
pattern” EH xtensa-esp32-elf-(gcc|g\+\+|c\+\+|cc|cpplclang).,
o HifE “C/C++ General” -> “Indexer” JEM:TiTH .
- A)3%E  “Enable project specific settings” , = AT 1E AN E .
- BUNA)E  “Allow heuristic resolution of includes” . %% %A i< 5% Eclipse o= 483)
TEBR SR SO H 5%
o HifE “C/C++ Build” -> “Behavior” &L .
- /A% “Enable parallel build” , =/ “IHAT4%° Bl .

1t Eclipse "Prfg it i H - A e B9 H 1, Eclipse IDE 7] 82 s KA KA E SUERY B R FTE S, X
52 A} ESP-IDF 7E 4t B2 2 H el AR il — 280 R, 3k SERs RIS S HE I H dai o8 UG T
%
o ik “OK” , [ Eclipse IDE Hif#] “Properties” XfEHE.
* ¥£ Eclipse IDE F 4, FTIFard$enfFtd 0. #EATH H%, 217 make menuconfig X EH
i) ESP-IDF Wit .. FFrB:, &L JVATE Eclipse H15¢ A A

* [n]%| Eclipse IDE F, #E#% “Project” -> “Build” JIG4miFEUiH .

/MR TSR IR H A 238 Eclipse 817809, WIZEEEE “Project” -> “Build” ®BiiAEH4T “Project”
-> “Clean” #:E. WIIHEAE)G, Eclipse 4 REEH A E UM AR SEL, A5 0 Sk SO0 5 %

4
1%,

1t Eclipse B0 H &0 PAKF make flash HAFREEMAE Eclipse Wi H H, X AL AT PAE T Eclipse UI
WH esptool.py #HFTHER:

* fTHF “Project Explorer” , H-Aiii@MuiH (EEEAGWHA S, W H Fr-F304,
Eclipse W] BELHRFIHE IR Makefile),
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o MEHFEHE “Build Targets” -> “Create- .

o FURRAFRHIA “fash”, BLALTHE I BA(E

o XIf, BEE[PAESE “Project” -> “Build Target” -> “Build” (PfEf: Shift+F9), €& HE X
Pk HAR, HT9miE. Beskmil .

HE, BFF20E make menuconfig BB AT HAIHADGE KL . make menuconfig {7
AR (FARIE D 3 E RGN HE ™) -

WEET, HHRBMHFSERI boot Loader #l partition_table Hin.

TR BeH (fé%E GNUMake £5:)  Br T AREEM (GBS —4: & E T A4) THIH
TRHES, BGLrAA T TR

#il:: ESP-IDF V4.0 J 2 JG AR HERIANE B R 458 4y CMake . A SCRY 824X 2 Hi BT GNU Make %48
MRS, WHER, Kok, ROTTREA L 5T GNU Make I R4

WNTCRFIARTR K, A SUE R A PR A T e b T AR . R, BN DATERA NI IR B AT A
T He%:

T B ] T L B g 15 T

L fifi il HoAth GCC JiA (f14.8.5)
FEFEEWF gcc. newlib By libstde++
H A 4R B[R] FEAE

o AMEAEMMUE T K bin SCF

U TR T, AN R
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APl 7%

2.1 ¥59 API

2.1.1 Controller && VHCI

Application Example

Check bluetooth/hci folder in ESP-IDF examples, which contains the following application:

e This is a BLE advertising demo with wvirtual HCI interface. Send Re-
set/ADV_PARAM/ADV_DATA/ADV_ENABLE HCI command for BLE advertising - blue-
tooth/hci/controller_vhci_ble_adv.

API Reference

Header File

» components/bt/include/esp32/include/esp_bt.h

Functions
esp_err_t esp_ble_tx_power_set (esp_ble_power_type_t power_type, esp_power_level_t power_level)

Set BLE TX power Connection Tx power should only be set after connection created.

S8
* power_type —: The type of which tx power, could set Advertising/Connection/Default
and etc
» power_level —Power level(index) corresponding to absolute value(dbm)
&Ia] ESP_OK - success, other - failed
esp_power_level t esp_ble_tx_power_get (esp_ble_power_type_t power_type)

Get BLE TX power Connection Tx power should only be get after connection created.
%% power_type —: The type of which tx power, could set Advertising/Connection/Default

and etc
&l >=0 - Power level, < 0 - Invalid

149
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esp_err_t esp_bredr_tx_power_set (esp_power_level_t min_power_level, esp_power_level_t
max_power_level)

Set BR/EDR TX power BR/EDR power control will use the power in range of minimum value and maximum
value. The power level will effect the global BR/EDR TX power, such inquire, page, connection and so on.
Please call the function after esp_bt_controller_enable and before any function which cause RF do TX. So you
can call the function before doing discovery, profile init and so on. For example, if you want BR/EDR use the
new TX power to do inquire, you should call this function before inquire. Another word, If call this function
when BR/EDR is in inquire(ING), please do inquire again after call this function. Default minimum power
level is ESP_PWR_LVL_NO, and maximum power level is ESP_PWR_LVL_P3.

S8
* min_power_level —~The minimum power level
* max_power_level —The maximum power level
#&[n] ESP_OK - success, other - failed

esp_err_t esp_bredr_tx_power_get (esp_power_level_t *min_power_level, esp_power_level_t
*max_power_level)
Get BR/EDR TX power If the argument is not NULL, then store the corresponding value.
S8
* min_power_level ~The minimum power level
* max_power_level —The maximum power level
#&n] ESP_OK - success, other - failed
esp_err_t esp_bredr_sco_datapath_set (esp_sco_data_path_t data_path)
Set default SCO data path Should be called after controller is enabled, and before (¢)SCO link is established.
%% data_path -SCO data path
&[A] ESP_OK - success, other - failed
esp_err_t esp_bt_controller_init (esp_bt_controller_config_t *cfg)
Initialize BT controller to allocate task and other resource. This function should be called only once, before
any other BT functions are called.

%%, c£qg -Initial configuration of BT controller. Different from previous version, there’ s a mode
and some connection configuration in “cfg” to configure controller work mode and allocate
the resource which is needed.
&[] ESP_OK - success, other - failed
esp_err_t esp_bt_controller_deinit (void)
De-initialize BT controller to free resource and delete task. You should stop advertising and scanning, as well
as disconnect all existing connections before de-initializing BT controller.
This function should be called only once, after any other BT functions are called.

J&[n] ESP_OK - success, other - failed

esp_err_t esp_bt_controller_enable (esp_bt_mode_t mode)

Enable BT controller. Due to a known issue, you cannot call esp_bt_controller_enable() a second time to
change the controller mode dynamically. To change controller mode, call esp_bt_controller_disable() and
then call esp_bt_controller_enable() with the new mode.

%4 mode —: the mode(BLE/BT/BTDM) to enable. For compatible of API, retain this argument.
This mode must be equal as the mode in “cfg” of esp_bt_controller_init().
J&Ia] ESP_OK - success, other - failed

esp_err_t esp_bt_controller_disable (void)
Disable BT controller.

&Ml ESP_OK - success, other - failed

esp_bt_controller_status_t esp_bt_controller_get_status (void)
Get BT controller is initialised/de-initialised/enabled/disabled.
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JRIA| status value

bool esp_vheci_host_check_send_available (void)

esp_vhci_host_check_send_available used for check actively if the host can send packet to controller or not.
& a] true for ready to send, false means cannot send packet

void esp_vheci_host_send_packet (uint8_t *data, uint16_t len)

esp_vhci_host_send_packet host send packet to controller

Should not call this function from within a critical section or when the scheduler is suspended.

S8
* data —the packet point
* len —the packet length

esp_err_t esp_vheci_host_register_callback (const esp_vhci_host_callback_t *callback)
esp_vhci_host_register_callback register the vhci reference callback struct defined by vhci_host_callback

structure.

%% callback —esp_vhci_host_callback type variable
J&[n] ESP_OK - success, ESP_FAIL - failed

esp_err_t esp_bt_controller_mem_release (esp_bt_mode_t mode)

esp_bt_controller_mem_release release the controller memory as per the mode

This function releases the BSS, data and other sections of the controller to heap. The total size is about 70k
bytes.

esp_bt_controller_mem_release(mode) should be called only before esp_bt_controller_init() or after
esp_bt_controller_deinit().

Note that once BT controller memory is released, the process cannot be reversed. It means you cannot use the
bluetooth mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If the app calls esp_bt_controller_enable(ESP_BT_MODE_BLE) to use BLE only then it is safe to call
esp_bt_controller_mem_release(ESP_BT_MODE_CLASSIC_BT) at initialization time to free unused BT
Classic memory.

If the mode is ESP_BT MODE_BTDM, then it may be wuseful to call API
esp_bt_mem_release(ESP_BT_MODE_BTDM) instead, which internally calls
esp_bt_controller_mem_release(ESP_BT_MODE_BTDM) and additionally releases the BSS and data
consumed by the BT/BLE host stack to heap. For more details about usage please refer to the documentation
of esp_bt_mem_release() function

%%t mode —: the mode want to release memory
&Ia] ESP_OK - success, other - failed

esp_err_t esp_bt_mem_release (esp_bt_mode_t mode)
esp_bt_mem_release release controller memory and BSS and data section of the BT/BLE host stack as per the

mode

This function first releases controller memory by internally calling esp_bt_controller_mem_release(). Addi-
tionally, if the mode is set to ESP_BT_MODE_BTDM, it also releases the BSS and data consumed by the
BT/BLE host stack to heap

Note that once BT memory is released, the process cannot be reversed. It means you cannot use the bluetooth
mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.
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If you never intend to wuse bluetooth in a current boot-up cycle, you can call
esp_bt_mem_release(ESP_BT_MODE_BTDM) before esp_bt_controller_init or after
esp_bt_controller_deinit.

For example, if a user only uses bluetooth for setting the WiFi configuration, and does not use bluetooth in the
rest of the product operation” . In such cases, after receiving the WiFi configuration, you can disable/deinit
bluetooth and release its memory. Below is the sequence of APIs to be called for such scenarios:

esp_bluedroid_disable();
esp_bluedroid_deinit () ;
esp_bt_controller_disable();
esp_bt_controller_deinit ();
esp_bt_mem_release (ESP_BT_MODE_BTDM) ;

$41k: In case of NimBLE host, to release BSS and data memory to heap, the mode needs to be set to
ESP_BT_MODE_BTDM as controller is dual mode.

%4 mode —: the mode whose memory is to be released
J&RM ESP_OK - success, other - failed

esp_err_t esp_bt_sleep_enable (void)

enable bluetooth to enter modem sleep
Note that this function shall not be invoked before esp_bt_controller_enable()

There are currently two options for bluetooth modem sleep, one is ORIG mode, and another is EVED Mode.
EVED Mode is intended for BLE only.

For ORIG mode: Bluetooth modem sleep is enabled in controller start up by default if CON-
FIG_CTRL_BTDM_MODEM_SLEEP is set and “ORIG mode” is selected. In ORIG modem sleep mode,
bluetooth controller will switch off some components and pause to work every now and then, if there is no
event to process; and wakeup according to the scheduled interval and resume the work. It can also wakeup
earlier upon external request using function “esp_bt_controller_wakeup_request” .

Bl
e ESP_OK : success
* other : failed
esp_err_t esp_bt_sleep_disable (void)
disable bluetooth modem sleep

Note that this function shall not be invoked before esp_bt_controller_enable()
If esp_bt_sleep_disable() is called, bluetooth controller will not be allowed to enter modem sleep;

If ORIG modem sleep mode is in use, if this function is called, bluetooth controller may not immediately wake
up if it is dormant then. In this case, esp_bt_controller_wakeup_request() can be used to shorten the time for
wakeup.

Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_scan_dupilcate_list_flush (void)
Manually clear scan duplicate list.

Note that scan duplicate list will be automatically cleared when the maximum amount of device in the filter is
reached the amount of device in the filter can be configured in menuconfig.

£41:: This function name is incorrectly spelled, it will be fixed in release 5.x version.
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P[]
¢ ESP_OK : success
e other : failed

void esp_wifi_bt_power_domain_on (void)
bt Wi-Fi power domain power on

void esp_wifi_bt_power_domain_off (void)

bt Wi-Fi power domain power off

Structures

struct esp_bt_controller_config t

Controller config options, depend on config mask. Config mask indicate which functions enabled, this means
some options or parameters of some functions enabled by config mask.

Public Members

uintl6_t controller_task_stack_size

Bluetooth controller task stack size

uint8_t controller_task_prio

Bluetooth controller task priority

uint§_t hei_uart_no
If use UART1/2 as HCI 10 interface, indicate UART number

uint32_t hei_uart_baudrate
If use UART1/2 as HCI 10 interface, indicate UART baudrate

uint8_t scan_duplicate_mode

scan duplicate mode

uint8_t scan_duplicate_type

scan duplicate type

uintl6_t normal_adv_size

Normal adv size for scan duplicate

uintl6_t mesh_adv_size

Mesh adv size for scan duplicate

uintl6_t send_adv_reserved_size

Controller minimum memory value

uint32_t controller_debug_flag
Controller debug log flag

uint8_t mode
Controller mode: BR/EDR, BLE or Dual Mode
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uint§_t ble_max_conn

BLE maximum connection numbers

uint§_tbt_max_acl_conn

BR/EDR maximum ACL connection numbers

uint8_t bt _sco_datapath
SCO data path, i.e. HCI or PCM module

bool auto_latency

BLE auto latency, used to enhance classic BT performance

bool bt _legacy_auth_vs_evt
BR/EDR Legacy auth complete event required to protect from BIAS attack

uint8_t bt_max_sync_conn

BR/EDR maximum ACL connection numbers. Effective in menuconfig

uint§_tble_sca

BLE low power crystal accuracy index

uint8_t pcm_role
PCM role (master & slave)

uint§_t pem_polar
PCM polar trig (falling clk edge & rising clk edge)

bool hli

Using high level interrupt or not

uintl6_t dup_list_refresh_period

Duplicate scan list refresh period

boolble_scan_backoff
BLE scan backoff

uint32_tmagic

Magic number

struct esp_vheci_host_callback

esp_vhci_host_callback used for vhci call host function to notify what host need to do

Public Members

void (*notify host_send_available)(void)

callback used to notify that the host can send packet to controller

int (*notify_host_recv)(uint8_t *data, uint16_t len)

callback used to notify that the controller has a packet to send to the host
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Macros

ESP_BT_CONTROLLER_CONFIG_MAGIC_VAL
BT_CONTROLLER_INIT_CONFIG_DEFAULT ()

Type Definitions

typedef struct esp_vhci_host_callback esp_vhei_host_callback_t

esp_vhci_host_callback used for vhei call host function to notify what host need to do

Enumerations
enum esp_bt_mode_t
Bluetooth mode for controller enable/disable.

Values:

enumerator ESP_BT _MODE_IDLE

Bluetooth is not running

enumerator ESP_BT_MODE_BLE
Run BLE mode

enumerator ESP_BT_MODE_CLASSIC_BT
Run Classic BT mode

enumerator ESP_BT_MODE_BTDM

Run dual mode

enum [anonymous]

BLE sleep clock accuracy(SCA), values for ble_sca field in esp_bt_controller_config_t, currently only
ESP_BLE_SCA_500PPM and ESP_BLE_SCA_250PPM are supported.

Values:

enumerator ESP_BLE_SCA_500PPM
BLE SCA at 500ppm

enumerator ESP_BLE_SCA_250PPM
BLE SCA at 250ppm

enumerator ESP_BLE_SCA_150PPM
BLE SCA at 150ppm

enumerator ESP_BLE_SCA_100PPM
BLE SCA at 100ppm

enumerator ESP_BLE_SCA_75PPM
BLE SCA at 75ppm

enumerator ESP_BLE_SCA_50PPM
BLE SCA at 50ppm
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enumerator ESP_BLE_SCA_30PPM
BLE SCA at 30ppm

enumerator ESP_BLE_SCA_20PPM
BLE SCA at 20ppm

enum esp_bt_controller_status_t

Bluetooth controller enable/disable/initialised/de-initialised status.

Values:

enumerator ESP_BT_CONTROLLER_STATUS_IDLE

enumerator ESP_BT_CONTROLLER_STATUS_INITED

enumerator ESP_BT_CONTROLLER_STATUS_ENABLED

enumerator ESP_BT_CONTROLLER_STATUS_NUM

enum esp_ble_power_type_t

BLE tx power type ESP_BLE_PWR_TYPE_CONN_HDLO-8: for each connection, and only be
set after connection completed. when disconnect, the correspond TX power is not effected.
ESP_BLE_PWR_TYPE_ADV : for advertising/scan response. ESP_BLE_PWR_TYPE_SCAN : for scan.
ESP_BLE_PWR_TYPE_DEFAULT : if each connection’ s TX power is not set, it will use this default value.
if neither in scan mode nor in adv mode, it will use this default value. If none of power type is set, system will
use ESP_PWR_LVL,_P3 as default for ADV/SCAN/CONNO-9.

Values:

enumerator ESP_BLE_PWR_TYPE_CONN_HDILO

For connection handle 0

enumerator ESP_BLE_PWR_TYPE_CONN_HDL1

For connection handle 1

enumerator ESP_BLE_PWR_TYPE_CONN_HDL2

For connection handle 2

enumerator ESP_BLE_PWR_TYPE_CONN_HDL3

For connection handle 3

enumerator ESP_BLE_PWR_TYPE_CONN_HDL4

For connection handle 4

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS5

For connection handle 5

enumerator ESP_BLE_PWR_TYPE_CONN_HDL6

For connection handle 6

Espressif Systems 156 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. API &%

enumerator ESP_BLE_PWR_TYPE_CONN_HDL7

For connection handle 7

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS8

For connection handle 8

enumerator ESP_BLE_PWR_TYPE_ADV

For advertising

enumerator ESP_BLE_PWR_TYPE_SCAN

For scan

enumerator ESP_BLE_PWR_TYPE_DEFAULT

For default, if not set other, it will use default value

enumerator ESP_BLE_PWR_TYPE_NUM
TYPE numbers

enum esp_power_level_t

Bluetooth TX power level(index), it” s just a index corresponding to power(dbm).

Values:

enumerator ESP_PWR_LVL_N12
Corresponding to -12dbm

enumerator ESP_PWR_LVL_N9
Corresponding to -9dbm

enumerator ESP_PWR_LVL_N6
Corresponding to -6dbm

enumerator ESP_ PWR_LVL_N3
Corresponding to -3dbm

enumerator ESP_ PWR_LVL_NO
Corresponding to Odbm

enumerator ESP_ PWR_LVL_P3

Corresponding to +3dbm

enumerator ESP_PWR_LVL_P6

Corresponding to +6dbm

enumerator ESP_PWR_LVL_P9
Corresponding to +9dbm

enumerator ESP_PWR_LVL_N14
Backward compatibility! Setting to -14dbm will actually result to -12dbm
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enumerator ESP_PWR_LVL_N11
Backward compatibility! Setting to -11dbm will actually result to -9dbm

enumerator ESP_PWR_LVL_N8
Backward compatibility! Setting to -8dbm will actually result to -6dbm

enumerator ESP_PWR_LVL_NS5
Backward compatibility! Setting to -5dbm will actually result to -3dbm

enumerator ESP_PWR_LVL_N2
Backward compatibility! Setting to -2dbm will actually result to Odbm

enumerator ESP_PWR_LVL_P1
Backward compatibility! Setting to +1dbm will actually result to +3dbm

enumerator ESP_PWR_LVL_P4
Backward compatibility! Setting to +4dbm will actually result to +6dbm

enumerator ESP_PWR_LVL_P7
Backward compatibility! Setting to +7dbm will actually result to +9dbm

enum esp_sco_data_path_t

Bluetooth audio data transport path.

Values:

enumerator ESP_SCO_DATA_PATH_HCI

data over HCI transport
enumerator ESP_SCO_DATA_PATH_PCM
data over PCM interface
2.1.2 BT COMMON
BT GENERIC DEFINES
API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_bt_defs.h

Structures

struct esp_bt_uuid_t
UUID type.
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Public Members

uintl6_t len
UUID length, 16bit, 32bit or 128bit

uintl6_t uuidlé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[16]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UuID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)

ESP_BT_STATUS_BASE_FOR_HCI_ERR

ESP_BT_OCTET16_LEN

ESP_BT_OCTET8_LEN

ESP_DEFAULT_GATT_IF
Default GATT interface id.

ESP_BLE_PRIM_ADV_INT MIN

Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM_ADV_INT MAX

Maximum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_CONN_INT_ MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h
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ESP_BLE_IS_VALID_PARAM (X, min, max)
Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN 32

ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_PEER_IRK_LEN
Bluetooth peer irk.

ESP_BLE_ENC_KEY MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &

response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.

ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

Type Definitions

typedef uint8_t esp_bt_octet16_t[16]

typedef uint8_t esp_bt_octet8_t[§]

typedef uint8_t esp_link_key[16]

typedef uint8_t esp_bd_addr_t[6]

Bluetooth device address.

typedef uint8_t esp_ble_key_mask_t
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Enumerations

enum esp_bt_status_t

Status Return Value.

Values:

enumerator ESP_BT_STATUS_SUCCESS

enumerator ESP_BT_STATUS_FAIL

enumerator ESP_BT_STATUS_NOT READY

enumerator ESP_BT_STATUS_NOMEM

enumerator ESP_BT_STATUS_BUSY

enumerator ESP_BT_STATUS_DONE

enumerator ESP_BT_STATUS_UNSUPPORTED

enumerator ESP_BT_STATUS_PARM_INVALID

enumerator ESP_BT_STATUS_UNHANDLED

enumerator ESP_BT_STATUS_AUTH_FAILURE

enumerator ESP_BT_STATUS_RMT_DEV_DOWN

enumerator ESP_BT_STATUS_AUTH_REJECTED

enumerator ESP_BT_STATUS_INVALID_STATIC_RAND_ADDR

enumerator ESP_BT_STATUS_PENDING

enumerator ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_PARAM_OUT_OF_RANGE

enumerator ESP_BT_STATUS_TIMEOUT

enumerator ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_FMT
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enumerator ESP_BT_STATUS_MEMORY_FULL

enumerator ESP_BT_STATUS_EIR_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SUCCESS

enumerator ESP_BT_STATUS_HCI_ILLEGAL_COMMAND

enumerator ESP_BT_STATUS_HCI_NO_CONNECTION

enumerator ESP_BT_STATUS_HCI_HW_FAILURE

enumerator ESP_BT_STATUS_HCI_PAGE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_AUTH_FAILURE

enumerator ESP_BT_STATUS_HCI_KEY MISSING

enumerator ESP_BT_STATUS_HCI_MEMORY_FULL

enumerator ESP_BT_STATUS_HCI_CONNECTION_TOUT

enumerator ESP_BT_STATUS_HCI_MAX_ NUM_OF_CONNECTIONS

enumerator ESP_BT_STATUS_HCI_MAX NUM_OF_SCOS

enumerator ESP_BT_STATUS_HCI_CONNECTION_EXISTS

enumerator ESP_BT_STATUS_HCI_COMMAND DISALLOWED

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_RESOURCES

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_SECURITY

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_DEVICE

enumerator ESP_BT_STATUS_HCI_HOST_ TIMEOUT

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_VALUE

enumerator ESP_BT_STATUS_HCI_ILLEGAL_ PARAMETER_FMT

enumerator ESP_BT_STATUS_HCI_PEER_USER

enumerator ESP_BT_STATUS_HCI_PEER_LOW_RESOURCES
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enumerator ESP_BT_STATUS_HCI_PEER_POWER_OFF

enumerator ESP_BT_STATUS_HCI_CONN_CAUSE_LOCAL_HOST

enumerator ESP_BT_STATUS_HCI_REPEATED_ATTEMPTS

enumerator ESP_BT_STATUS_HCI_PAIRING_NOT_ ALLOWED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_LMP_PDU

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_REM FEATURE

enumerator ESP_BT_STATUS_HCI_SCO_OFFSET REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_INTERVAL_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_AIR_MODE

enumerator ESP_BT_STATUS_HCI_INVALID_LMP_PARAM

enumerator ESP_BT_STATUS_HCI_UNSPECIFIED

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_LMP_PARAMETERS

enumerator ESP_BT_STATUS_HCI_ROLE_CHANGE_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_LMP_RESPONSE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_LMP_ERR TRANS_COLLISION

enumerator ESP_BT_STATUS_HCI_LMP_PDU_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_ENCRY_ MODE_NOT_ ACCEPTABLE

enumerator ESP_BT_STATUS_HCI_UNIT_KEY_USED

enumerator ESP_BT_STATUS_HCI_QOS_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSTANT PASSED

enumerator ESP_BT_STATUS_HCI_PAIRING_WITH_UNIT_KEY NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_DIFF_TRANSACTION_COLLISION

enumerator ESP_BT_STATUS_HCI_UNDEFINED_O0x2B
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enumerator ESP_BT_STATUS_HCI_QOS_UNACCEPTABLE_PARAM

enumerator ESP_BT_STATUS_HCI_QOS_REJECTED

enumerator ESP_BT_STATUS_HCI_CHAN CLASSIF_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSUFFCIENT SECURITY

enumerator ESP_BT_STATUS_HCI_PARAM OUT_OF_RANGE

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x31

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_PENDING

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x33

enumerator ESP_BT_STATUS_HCI_RESERVED_SLOT_VIOLATION

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_FAILED

enumerator ESP_BT_STATUS_HCI_INQ_ RSP_DATA_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SIMPLE_PAIRING_NOT_ SUPPORTED

enumerator ESP_BT_STATUS_HCI_HOST_BUSY PAIRING

enumerator ESP_BT_STATUS_HCI_REJ_NO_SUITABLE_CHANNEL

enumerator ESP_BT_STATUS_HCI_CONTROLLER_BUSY

enumerator ESP_BT_STATUS_HCI_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_HCI_DIRECTED_ADVERTISING_TIMEOUT

enumerator ESP_BT_STATUS_HCI_CONN_TOUT DUE_TO_MIC_FAILURE

enumerator ESP_BT_STATUS_HCI_CONN_FAILED_ ESTABLISHMENT

enumerator ESP_BT_STATUS_HCI_MAC_CONNECTION_ FAILED

enum esp_bt_dev_type_t
Bluetooth device type.

Values:

enumerator ESP_BT_DEVICE_TYPE_BREDR
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enumerator ESP_BT DEVICE_TYPE_BLE

enumerator ESP_BT_DEVICE_TYPE_DUMO

enum esp_ble_addr_type_t
BLE device address type.

Values:

enumerator BLE_ADDR_TYPE_PUBLIC
Public Device Address

enumerator BLE_ADDR_TYPE_RANDOM

Random Device Address. To set this
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enumerator BLE_ ADDR_TYPE_RPA_PUBLIC
Resolvable Private Address (RPA) with public identity address

enumerator BLE_ ADDR_TYPE_RPA_RANDOM

address,

use

the

function

Resolvable Private Address (RPA) with random identity address. To set this address, use the function

esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enum esp_ble_wl_addr_type_t
white list address type

Values:

enumerator BLE_WL_ADDR_TYPE_PUBLIC

enumerator BLE_WL_ADDR_TYPE_RANDOM

BT MAIN API

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_main.h

Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)

Get bluetooth stack status.
& [n] Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init().
R
e ESP_OK : Succeed
» Other : Failed
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esp_err_t esp_bluedroid_disable (void)
Disable bluetooth, must prior to esp_bluedroid_deinit().
R
e ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_init (void)

Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.

$eq |
e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_deinit (void)

Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

peq |
e ESP_OK : Succeed
» Other : Failed

Enumerations

enum esp_bluedroid_status_t

Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

enumerator ESP_ BLUEDROID_STATUS_UNINITIALIZED

Bluetooth not initialized

enumerator ESP_BLUEDROID_STATUS_INITIALIZED
Bluetooth initialized but not enabled

enumerator ESP_ BLUEDROID_STATUS_ENABLED
Bluetooth initialized and enabled

BT DEVICE APIs

Overview Bluetooth device reference APIs.

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_device.h

Functions
const uint8_t *esp_bt_dev_get_address (void)

Get bluetooth device address. Must use after “esp_bluedroid_enable” .

&[] bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled
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esp_err_t esp_bt_dev_set_device_name (const char *name)

Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDR/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

%%t name —[in] : device name to be set
Bl
e ESP_OK : Succeed
* ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit
* ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled
e ESP_FAIL : others

2.1.3 BTLE
GAP API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

* This is a SMP security client demo and its tutorial. This demo initiates its security parameters and acts as a
GATT client, which can send a security request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_client
— GATT Security Client Example Walkthrough
 This is a SMP security server demo and its tutorial. This demo initiates its security parameters and acts as a
GATT server, which can send a pair request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_server
— GATT Security Server Example Walkthrough

API Reference

Header File
¢ components/bt/host/bluedroid/api/include/api/esp_gap_ble_api.h

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)

This function is called to occur gap event, such as scan result.

%%t callback —[in] callback function
B
e ESP_OK : success
e other : failed
esp_gap_ble_cb_t esp_ble_gap_get_callback (void)

This function is called to get the current gap callback.
Bl
* esp_gap_ble_cb_t : callback function
esp_err_t esp_ble_gap_config_adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.

%4 adv_data —[in] Pointer to User defined ADV data structure. This memory space can not
be freed until callback of config_adv_data is received.
B
e ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

%% scan_params —[in] Pointer to User defined scan_params data structure. This memory
space can not be freed until callback of set_scan_params
PEA ]
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.

%% duration —[in] Keeping the scanning time, the unit is second.
FEA ]

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.
B
e ESP_OK : success
— other : failed

esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.

%%, adv_params —[in] pointer to User defined adv_params data structure.
B

e ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.

%4 params —[in] - connection update parameters
B

¢ ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
B
* ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function allows configuring either a Non-Resolvable Private Address or a Static Random Address.

%% rand_addr —[in] The address to be configured. Refer to the table below for possible ad-
dress subtypes:

| address [47:46] | Address Type | =
—Corresponding API |

(QA)
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(£ LT

| 0b00 | Non-Resolvable Private | esp_
—ble_gap_addr_create_nrpa |

| | Address (NRPA) | u
. \

|- |- |-~
e - - - - """ """ ""”"¥"”"¥"”"¥*”"¥‘"¥‘“"¥‘“"¥"7/"¥"=/"¥"=/=-"¥”/ ¥’‘=/¥‘“7/7¥‘7/ ¥/ "7”7/7¥""” ‘

| Obl1 | Static Random Address | esp_
—ble_gap_addr_create_static |

|- |- |-~
e \

B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_addr_create_static (esp_bd_addr_t rand_addr)
Create a static device address.
%4 rand_addr —[out] Pointer to the buffer where the static device address will be stored.
&1 - ESP_OK : Success
e Other : Failed
esp_err_t esp_ble_gap_addr_create_nrpa (esp_bd_addr_t rand_addr)
Create a non-resolvable private address (NRPA)
%#( rand_addr —[out] Pointer to the buffer where the NRPA will be stored.
&A] - ESP_OK : Success
 Other : Failed
esp_err_t esp_ble_gap_set_resolvable_private_address_timeout (uintl6_t rpa_timeout)

This function sets the length of time the Controller uses a Resolvable Private Address before generating and
starting to use a new resolvable private address.

#4122 Note: This function is currently not supported on the ESP32 but will be enabled in a future update.

%4 rpa_timeout —[in] The timeout duration in seconds for how long a Resolvable Private
Address is used before a new one is generated. The value must be within the range specified
by the Bluetooth specification (0x0001 to 0xOE10), which corresponds to a time range of 1
second to 1 hour. The default value is 0x0384 (900 seconds or 15 minutes).
Bl
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_add_device_to_resolving list (esp_bd_addr_t peer_addr, uint8_t
addr_type, uint8_t *peer_irk)
This function adds a device to the resolving list used to generate and resolve Resolvable Private Addresses in
the Controller.

£511: Note: This function shall not be used when address resolution is enabled in the Controller and:

* Advertising (other than periodic advertising) is enabled,

* Scanning is enabled, or

* an HCI_LE_Create_Connection, HCI_LE_Extended_Create_Connection, or
HCI_LE_Periodic_Advertising_Create_Sync command is pending. This command may be used
at any time when address resolution is disabled in the Controller. The added device shall be set to
Network Privacy mode.
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S8
* peer_addr —[in] The peer identity address of the device to be added to the resolving
list.
* addr_type [in] The address type of the peer identity address
(BLE_ADDR_TYPE_PUBLIC or BLE_ADDR_TYPE_RANDOM).
* peer_irk —[in] The Identity Resolving Key (IRK) of the device.
Bl
» ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.
Bl
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config local_privacy (bool privacy_enable)
Enable/disable privacy (including address resolution) on the local device.

%4 privacy_enable -[in] - enable/disable privacy on remote device.
B

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_config local_icon (uintl6_ticon)

set local gap appearance icon

%% icon —[in] - External appearance value, these values are defined by the Bluetooth SIG,
please refer to https://www.bluetooth.com/specifications/assigned-numbers/
B
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)

Add or remove device from white list.

S
* add_remove —[in] the value is true if added the ble device to the white list, and false
remove to the white list.
* remote_bda —[in] the remote device address add/remove from the white list.
* wl_addr_type —[in] whitelist address type
Rl
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.
]|
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)

Get the whitelist size in the controller.

%% length —[out] the white list length.
izl

e ESP_OK : success

e other : failed
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esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t min_conn_int,
uint16_t max_conn_int, uint16_t slave_latency,
uint16_t supervision_tout)

This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

S8
* bd_addr —[in] BD address of the peripheral
* min_conn_int —[in] minimum preferred connection interval
* max_conn_int —[in] maximum preferred connection interval
* slave_latency [in] preferred slave latency
* supervision_tout —[in] preferred supervision timeout
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device Note: This API don’ t affect the advertising data.
%4 name —{[in] - device name.
B
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_get_device_name (void)
Get device name of the local device.
B
¢ ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t *addr_type)

This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

S
* local_used_addr —[in] - current local used ble address (six bytes)
* addr_type —[in] - ble address type

#&n] - ESP_OK : success
* other : failed

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)
This function is called to get ADV data for a specific type.
BH
* adv_data —[in] - pointer of ADV data which to be resolved
* type —[in] - finding ADV data type
* length [out] - return the length of ADV data not including type
R[] pointer of ADV data
esp_err_t esp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.

S8
* raw_data —[in] : raw advertising data with the format: [Length 1][Data Type 1][Data
1][Length 2][Data Type 2][Data 2] -
* raw_data_len [in] : raw advertising data length , less than 31 bytes

B

ESP_OK : success
¢ other : failed
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esp_err_t esp_ble_gap_config_scan_rsp_data_raw (uint8_t *raw_data, uint32_t raw_data_len)

This function is called to set raw scan response data. User need to fill scan response data by self.

S8

e raw_data —[in] : raw scan response data

* raw_data_len —[in] : raw scan response data length , less than 31 bytes
B

e ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)

This function is called to read the RSSI of remote device. The address of link policy results are returned in the
gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.

%% remote_addr —[in] : The remote connection device address.
B

e ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_add_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type, esp_duplicate_info_t
device_info)

This function is called to add a device info into the duplicate scan exceptional list.

B8
* type —[in] device info type, it is defined in esp_ble_duplicate_exceptional info_type t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV, device_info is invalid.
* device_info —[in] the device information.
A
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_remove_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type,
esp_duplicate_info_t
device_info)

This function is called to remove a device info from the duplicate scan exceptional list.

B8
* type —[in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV , device_info is invalid.
* device_info —[in] the device information.
&l
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_clean_duplicate_scan_exceptional_list (esp_duplicate_scan_exceptional_list_type_t
list_type)

This function is called to clean the duplicate scan exceptional list. This API will delete all device information
in the duplicate scan exceptional list.

%% list_type —[in] duplicate scan exceptional list type, the value can be one or more of
esp_duplicate_scan_exceptional_list_type_t.
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_security_param (esp_ble_sm_param_t param_type, void *value, uint8_t
len)
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Set a GAP security parameter value. Overrides the default value.

Secure connection is highly recommended to avoid some major vulnerabilities like ‘Impersonation in the Pin
Pairing Protocol’ (CVE-2020-26555) and ‘ Authentication of the LE Legacy Pairing Protocol’ .

To accept only secure connection mode, it is necessary do as following:

a. Set bit ESP_LE_AUTH_REQ_SC_ONLY (param_type is ESP_BLE_SM_AUTHEN_REQ_MODE),
bit ESP_LE_AUTH_BOND and bit ESP_LE_AUTH_REQ_MITM is optional as required.

b. Set to ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE (param_type is
ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH).

SH
* param_type [in] : the type of the param which to be set
* value —[in] : the param value
* len —[in] : the length of the param value
&a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_security_rsp (esp_bd_addr_t bd_addr, bool accept)

Grant security request access.

SH

* bd_addr [in] : BD address of the peer

* accept —[in] : accept the security request or not
jJ&RM| - ESP_OK : success

e other : failed

esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act_t sec_act)

Set a gap parameter value. Use this function to change the default GAP parameter values.

S8
* bd_addr —[in] : the address of the peer device need to encryption
* sec_act —[in] : This is the security action to indicate what kind of BLE security level
is required for the BLE link if the BLE is supported
& n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)
Reply the key value to the peer device in the legacy connection stage.
BH
* bd_addr —[in] : BD address of the peer
* accept —[in] : passkey entry successful or declined.
» passkey —[in] : passkey value, must be a 6 digit number, can be lead by 0.

jJRM| - ESP_OK : success
 other : failed

esp_err_t esp_ble_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the confirm value to the peer device in the secure connection stage.
S8
* bd_addr —[in] : BD address of the peer device
* accept —[in] : numbers to compare are the same or different.
&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_remove_bond_device (esp_bd_addr_t bd_addr)

Removes a device from the security database list of peer device. It manages unpairing event while connected.
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%% bd_addr [in] : BD address of the peer device
1M - ESP_OK : success
* other : failed

int esp_ble_get_bond_device_num (void)

Get the device number from the security database list of peer device. It will return the device bonded number

immediately.

J&[A] - >= 0 : bonded devices number.
 ESP_FAIL : failed

esp_err_t esp_ble_get_bond_device_list (int *dev_num, esp_ble_bond_dev_t *dev_list)

Get the device from the security database list of peer device. It will return the device bonded information

immediately.

S8
* dev_num —[inout] Indicate the dev_list array(buffer) size as input. If dev_num is large
enough, it means the actual number as output. Suggest that dev_num value equal to
esp_ble_get_bond_device_num().
* dev_1list —[out] an array(buffer) of esp_ble_bond_dev_t type. Use for storing
the bonded devices address. The dev_list should be allocated by who call this API.
&n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_oob_req_reply (esp_bd_addr_t bd_addr, uint8_t *TK, uint8_t len)

This function is called to provide the OOB data for SMP in response to ESP_GAP_BLE_OOB_REQ_EVT.

BH
* bd_addr —[in] BD address of the peer device.
» TK —[in] Temporary Key value, the TK value shall be a 128-bit random number
* len —[in] length of temporary key, should always be 128-bit
J&a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_sc_oob_req_ reply (esp_bd_addr_t bd_addr, uint8_t p_c[16], uint8_t p_r[16])

This function is called to provide the OOB data for SMP in response
ESP_GAP_BLE_SC_OOB_REQ_EVT.

SH
* bd_addr —[in] BD address of the peer device.
* p_c —[in] Confirmation value, it shall be a 128-bit random number
* p_r —[in] Randomizer value, it should be a 128-bit random number
#&n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_create_sc_oob_data (void)

This function is called to create the OOB data for SMP when secure connection.

jJRM| - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_disconnect (esp_bd_addr_t remote_device)

This function is to disconnect the physical connection of the peer device gattc may have multiple virtual GATT
server connections when multiple app_id registered. esp_ble_gattc_close (esp_gatt_if _t gattc_if, uintl16_t

to

conn_id) only close one virtual GATT server connection. if there exist other virtual GATT server connec-
tions, it does not disconnect the physical connection. esp_ble_gap_disconnect(esp_bd_addr_t remote_device)

disconnect the physical connection directly.

%% remote_device —[in] : BD address of the peer device
&\l - ESP_OK : success
e other : failed
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esp_err_t esp_ble_get_current_conn_params (esp_bd_addr_t bd_addr, esp_gap_conn_params_t
*conn_params)

This function is called to read the connection parameters information of the device.

ZH

* bd_addr —[in] BD address of the peer device.

* conn_params —[out] the connection parameters information
&\ - ESP_OK : success

e other : failed

esp_err_t esp_gap_ble_set_channels (esp_gap_ble_channels channels)
BLE set channels.

%% channels —[in] : The n th such field (in the range 0 to 36) contains the value for the link
layer channel index n. 0 means channel n is bad. 1 means channel n is unknown. The most
significant bits are reserved and shall be set to 0. At least one channel shall be marked as
unknown.

&a] - ESP_OK : success

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* other : failed

esp_err_t esp_gap_ble_set_authorization (esp_bd_addr_t bd_addr, bool authorize)
This function is called to authorized a link after Authentication(MITM protection)

S
* bd_addr —[in] BD address of the peer device.
* authorize —[out] Authorized the link or not.
&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_read_phy (esp_bd_addr_t bd_addr)
This function is used to read the current transmitter PHY and receiver PHY on the connection identified by

remote address.

%% bd_addr [in] : BD address of the peer device
jJRM| - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_prefered_default_phy (esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask)

This function is used to allows the Host to specify its preferred values for the transmitter PHY and receiver
PHY to be used for all subsequent connections over the LE transport.

S
* tx_phy_mask [in]: indicates the transmitter PHY s that the Host prefers the Controller
to use
* rx_phy_mask —[in] : indicates the receiver PHYSs that the Host prefers the Controller
to use

& n] - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_set_prefered_phy (esp_bd_addr_t bd_addr, esp_ble_gap_all_phys_t
all_phys_mask, esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask,
esp_ble_gap_prefer_phy_options_t phy_options)
This function is used to set the PHY preferences for the connection identified by the remote address. The
Controller might not be able to make the change (e.g. because the peer does not support the requested PHY)
or may decide that the current PHY is preferable.

S8
* bd_addr [in] : remote address
* all_phys_mask —[in] : a bit field that allows the Host to specify
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* tx_phy_mask —[in] : a bit field that indicates the transmitter PHY's that the Host prefers
the Controller to use
* rx_phy_mask —[in] : a bit field that indicates the receiver PHY's that the Host prefers
the Controller to use
* phy_ options —[in] : a bit field that allows the Host to specify options for PHYs
&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_set_rand_addr (uint8_t instance, esp_bd_addr_t rand_addr)
This function is used by the Host to set the random device address specified by the Random_Address parameter.

ZH
* instance —[in] : Used to identify an advertising set
e rand_addr —[in] : Random Device Address

J&A] - ESP_OK : success
« other : failed

esp_err_t esp_ble_gap_ext_adv_set_params (uint8_t instance, const esp_ble_gap_ext_adv_params_t
%
params)

This function is used by the Host to set the advertising parameters.

B8
* instance -[in] : identifies the advertising set whose parameters are being configured.
* params —[in] : advertising parameters

&IA] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config ext_adv_data_raw (uint8_t instance, uint16_t length, const uint8_t
*data)

This function is used to set the data used in advertising PDUs that have a data field.

B8
* instance [in] : identifies the advertising set whose data are being configured
* length [in] : data length
e data [in] : data information
&[] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_config_ext_scan_rsp_data_raw (uint8_t instance, uint16_t length, const
uint8_t *scan_rsp_data)

This function is used to provide scan response data used in scanning response PDUs.

S8
* instance -[in]: identifies the advertising set whose response data are being configured.
* length —[in] : responsedata length
* scan_rsp_data —[in] : response data information
&\l - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_start (uint8_t num_adv, const esp_ble_gap_ext_adv_t *ext_adv)

This function is used to request the Controller to enable one or more advertising sets using the advertising sets
identified by the instance parameter.

SH
* num_adv —[in] : Number of advertising sets to enable or disable
* ext_adv —[in] : adv parameters

&n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_stop (uint§_t num_adv, const uint8_t *ext_adv_inst)

This function is used to request the Controller to disable one or more advertising sets using the advertising sets
identified by the instance parameter.
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SH
* num_adv —[in] : Number of advertising sets to enable or disable
e ext_adv_inst -[in] : ext adv instance

#&n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_set_remove (uint8_t instance)

This function is used to remove an advertising set from the Controller.

%%, instance —[in] : Used to identify an advertising set
&I - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_set_clear (void)
This function is used to remove all existing advertising sets from the Controller.

jJRM] - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_set_params (uint8_t instance, const
esp_ble_gap_periodic_adv_params_t *params)

This function is used by the Host to set the parameters for periodic advertising.
* instance —[in] : identifies the advertising set whose periodic advertising parameters
are being configured.
» params —[in] : periodic adv parameters
j&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config periodic_adv_data_raw (uint8_t instance, uint16_t length, const
uint8_t *data)
This function is used to set the data used in periodic advertising PDUs.
S8
* instance -[in] : identifies the advertising set whose periodic advertising parameters
are being configured.
* length [in] : the length of periodic data
* data —[in] : periodic data information
J&M| - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_periodic_adv_start (uint8_t instance)
This function is used to request the Controller to enable the periodic advertising for the advertising set specified.
%%, instance —[in] : Used to identify an advertising set
J&A] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_periodic_adv_stop (uint8_t instance)
This function is used to request the Controller to disable the periodic advertising for the advertising set specified.
%% instance —[in] : Used to identify an advertising set

jJRM| - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_set_ext_scan_params (const esp_ble_ext_scan_params_t *params)
This function is used to set the extended scan parameters to be used on the advertising channels.
%4 params —[in] : scan parameters

J&M| - ESP_OK : success
e other : failed
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esp_err_t esp_ble_gap_start_ext_scan (uint32_t duration, uint16_t period)

This function is used to enable scanning.

SH
* duration —[in] Scan duration time, where Time = N * 10 ms. Range: 0x0001 to
O0xFFFF.
e period —[in] Time interval from when the Controller started its last Scan Duration until
it begins the subsequent Scan Duration. Time = N * 1.28 sec. Range: 0x0001 to OxFFFF.
&A] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_stop_ext_scan (void)
This function is used to disable scanning.

J&M| - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_create_sync (const esp_ble_gap_periodic_adv_sync_params_t
*params)
This function is used to synchronize with periodic advertising from an advertiser and begin receiving periodic
advertising packets.

%%, params —[in] : sync parameters
JRIA] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_cancel (void)

This function is used to cancel the LE_Periodic_Advertising_Create_Sync command while it is pending.

jJRM| - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_terminate (uintl6_t sync_handle)
This function is used to stop reception of the periodic advertising identified by the Sync Handle parameter.

%4 sync_handle —[in] : identify the periodic advertiser
#&n] - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_add_dev_to_list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to add a single device to the Periodic Advertiser list stored in the Controller.

SH
* addr_type —[in] : address type
¢ addr —[in] : Device Address
* sid —[in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
J&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_remove_dev_from_list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to remove one device from the list of Periodic Advertisers stored in the Controller.
Removals from the Periodic Advertisers List take effect immediately.

S8
* addr_type —[in] : address type
¢ addr [in] : Device Address
e sid —[in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
#&n] - ESP_OK : success
e other : failed
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esp_err_t esp_ble_gap_periodic_adv_clear_dev (void)

This function is used to remove all devices from the list of Periodic Advertisers in the Controller.

jJRIA| - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_prefer_ ext_connect_params_set (esp_bd_addr_t addr,
esp_ble_gap_phy_mask_t phy_mask,
const esp_ble_gap_conn_params_t
*phy_lm_conn_params, const
esp_ble_gap_conn_params_t
*phy_2m_conn_params, const
esp_ble_gap_conn_params_t
*phy_coded_conn_params)

This function is used to set aux connection parameters.

SH
* addr [in] : device address
* phy_mask —[in] : indicates the PHY(s) on which the advertising packets should be re-
ceived on the primary advertising channel and the PHY's for which connection parameters
have been specified.
* phy_1m_conn_params —[in] : Scan connectable advertisements on the LE 1M PHY.
Connection parameters for the LE 1M PHY are provided.
* phy_2m_conn_params —[in] : Connection parameters for the LE 2M PHY are pro-
vided.
* phy_coded_conn_params —[in] : Scan connectable advertisements on the LE
Coded PHY. Connection parameters for the LE Coded PHY are provided.
&a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_recv_enable (uintl6_t sync_handle, uint8_t enable)

This function is used to set periodic advertising receive enable.

BH
* sync_handle —[in] : Handle of periodic advertising sync
* enable [in] : Determines whether reporting and duplicate filtering are enabled or dis-
abled
&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_trans (esp_bd_addr_t addr, uint16_t service_data,
uint16_t sync_handle)

This function is used to transfer periodic advertising sync.

ZH

e addr —[in] : Peer device address

* service_data [in] : Service data used by Host

* sync_handle —[in] : Handle of periodic advertising sync
&a] - ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_periodic_adv_set_info_trans (esp_bd_addr_t addr, uintl6_t service_data,
uint8_t adv_handle)

This function is used to transfer periodic advertising set info.

2H
* addr [in] : Peer device address
* service_data —[in] : Service data used by Host
* adv_handle [in] : Handle of advertising set
#&n] - ESP_OK : success
e other : failed
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esp_err_t esp_ble_gap_set_periodic_adv_sync_trans_params (esp_bd_addr_t addr, const
esp_ble_gap_past_params_t
*params)

This function is used to set periodic advertising sync transfer params.
e addr [in] : Peer device address
* params —[in] : Params of periodic advertising sync transfer
&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_tx_start (const esp_ble_dmm_tx_t *tx_params)
This function is used to start a test where the DUT generates reference packets at a fixed interval.
%4 tx_params —[in] : DTM Transmitter parameters
#’&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_rx_start (const esp_ble_dtm_rx_t *rx_params)
This function is used to start a test where the DUT receives test reference packets at a fixed interval.
%% rx_params —[in] : DTM Receiver parameters
RA] - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_enh_tx_start (const esp_ble_dtm_enh_tx_t *tx_params)
This function is used to start a test where the DUT generates reference packets at a fixed interval.
%4 tx_params —[in] : DTM Transmitter parameters
&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_enh_rx_start (const esp_ble_dtm_enh_rx_t *rx_params)
This function is used to start a test where the DUT receives test reference packets at a fixed interval.
%% rx_params -[in] : DTM Receiver parameters
#&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_stop (void)
This function is used to stop any test which is in progress.
&A] - ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_clear_advertising (void)
This function is used to clear legacy advertising.
J&M| - ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_vendor_command_send (esp_ble_vendor_cmd_params_t *vendor_cmd_param)
This function is called to send vendor hci command.
%% vendor_cmd_param —[in] vendor hci command parameters
]|
» ESP_OK : success
e other : failed

Unions

union esp_ble_key_value_t

#include <esp_gap_ble_api.h> union type of the security key value
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Public Members

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

esp_ble_lenc_keys_t lenc_key
local encryption reproduction keys LTK = = d1(ER,DIV,0)

esp_ble_lcsrk_keys 1csrk_key
local device CSRK = d1(ER,DIV,1)

union esp_ble_sec_t

#include <esp_gap_ble_api.h> union associated with ble security

Public Members

esp_ble_sec_key_notif_t key_notif

passkey notification

esp_ble_sec_req_tble_req
BLE SMP related request

esp_ble_key_t ble_key
BLE SMP keys used when pairing

esp_ble_local_id_keys_t ble_id_keys
BLE IR event

esp_ble_local_oob_data_t oob_data
BLE SMP secure connection OOB data

esp_ble_auth_cmpl_t auth_cmpl

Authentication complete indication.

union esp_ble_gap_cb_param_t

#include <esp_gap_ble_api.h> Gap callback parameters union.

Public Members

struct esp_ble_gap_cb_param_t::ble_get_dev_name_cmpl_evt_param get_dev_name_cmpl
Event parameter of ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_adv_data_cmpl_evt_param adv_data_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_cmpl_evt_param scan_rsp_data_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_param_cmpl_evt_param scan_param_cmpl
Event parameter of ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_result_evt_param scan_rst
Event parameter of ESP_GAP_BLE_SCAN_RESULT_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_raw_cmpl_evt_param adv_data_raw_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_raw_cmpl_evt_param scan_rsp_data_raw_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_start_cmpl_evt_param adv_start_cmpl
Event parameter of ESP_GAP_BLE_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_start_cmpl_evt_param scan_start_cmpl
Event parameter of ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

esp_ble_sec_tble_security

ble gap security union type

struct esp_ble_gap_cb_param_t::ble_scan_stop_cmpl_evt_param scan_stop_cmpl
Event parameter of ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_stop_cmpl_evt_param adv_stop_cmpl
Event parameter of ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_clear_cmpl_evt_param adv_clear_cmpl
Event parameter of ESP_GAP_BLE_ADV_CLEAR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_rand_cmpl_evt_param set_rand_addr_cmpl
Event parameter of ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

struct esp_ble_gap_cb_param_t::ble_update_conn_params_evt_param update_conn_params
Event parameter of ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

struct esp_ble_gap_cb_param_t::ble_pkt_data_length_cmpl_evt_param pkt_data_lenth_cmpl
Event parameter of ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_local_privacy_cmpl_evt_param local_privacy_cmpl
Event parameter of ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_rpa_timeout_cmpl_evt_param set_rpa_timeout_cmpl
Event parameter of ESP_GAP_BLE_SET_RPA_TIMEOUT_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_add_dev_to_resolving_list_cmpl_evt_param
add_dev_to_resolving list_cmpl

Event parameter of ESP_GAP_BLE_ADD_DEV_TO_RESOLVING_LIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_clear_bond_dev_cmpl_evt_param clear_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_get_bond_dev_cmpl_evt_param get_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_read_rssi_cmpl_evt_param read_rssi_cmpl
Event parameter of ESP_GAP_BLE_READ_RSSI_ COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_whitelist_cmpl_evt_param update_whitelist_cmpl
Event parameter of ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_duplicate_exceptional_list_cmpl_evt_param
update_duplicate_exceptional_list_cmpl

Event parameter of ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_channels_evt_param ble_set_channels
Event parameter of ESP_GAP_BLE_SET_CHANNELS_EVT

struct esp_ble_gap_cb_param_t::ble_read_phy_cmpl_evt_param read_phy
Event parameter of ESP_GAP_BLE_READ_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_def_phy_cmpl_evt_param set_perf_def_phy
Event parameter of ESP_GAP_BLE_SET_PREFERED_DEFAULT_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_phy_cmpl_evt_param set_perf_phy
Event parameter of ESP_GAP_BLE_SET_PREFERED_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_rand_addr_cmpl_evt_param
ext_adv_set_rand_addr

Event parameter of ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_params_cmpl_evt_param ext_adv_set_params
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_data_set_cmpl_evt_param ext_adv_data_set
Event parameter of ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_scan_rsp_set_cmpl_evt_param scan_rsp_set
Event parameter of ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_ext_adv_start_cmpl_evt_param ext_adv_start
Event parameter of ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_stop_cmpl_evt_param ext_adv_stop
Event parameter of ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_remove_cmpl_evt_param ext_adv_remove
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_clear_cmpl_evt_param ext_adv_clear
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_set_params_cmpl_param peroid_adv_set_params
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_data_set_cmpl_param period_adv_data_set
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_start_cmpl_param period_adv_start
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_stop_cmpl_param period_adv_stop
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_create_sync_cmpl_param period_adv_create_sync
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_cancel_cmpl_param period_adv_sync_cancel
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_terminate_cmpl_param period_adv_sync_term
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_add_dev_cmpl_param period_adv_add_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_remove_dev_cmpl_param period_adv_remove_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_clear_dev_cmpl_param period_adv_clear_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_ext_scan_params_cmpl_param set_ext_scan_params
Event parameter of ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_start_cmpl_param ext_scan_start
Event parameter of ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_ext_scan_stop_cmpl_param ext_scan_stop
Event parameter of ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_conn_params_set_cmpl_param ext_conn_params_set
Event parameter of ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_terminate_param adv_terminate
Event parameter of ESP_GAP_BLE_ADV_TERMINATED_EVT

struct esp_ble_gap_cb_param_t::ble_scan_req_received_param scan_req_received
Event parameter of ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT

struct esp_ble_gap_cb_param_t::ble_channel_sel_alg_param channel_sel_alg
Event parameter of ESP_GAP_BLE_CHANNEL_SELETE_ALGORITHM_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_lost_param periodic_adv_sync_lost
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_estab_param periodic_adv_sync_estab
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

struct esp_ble_gap_cb_param_t::ble_phy_update_cmpl_param phy_update
Event parameter of ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_report_param ext_adv_report
Event parameter of ESP_GAP_BLE_EXT_ADV_REPORT_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_report_param period_adv_report
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_recv_enable_cmpl_param
period_adv_recv_enable

Event parameter of ESP_GAP_BLE_PERIODIC_ADV_RECV_ENABLE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_trans_cmpl_param period_adv_sync_trans
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_set_info_trans_cmpl_param
period_adv_set_info_trans

Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SET_INFO_TRANS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_past_params_cmpl_param set_past_params
Event parameter of ESP_GAP_BLE_SET_PAST_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_trans_recv_param past_received
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_RECV_EVT

struct esp_ble_gap_cb_param_t::ble_dtm_state_update_evt_param dtm_state_update
Event parameter of ESP_GAP_BLE_DTM_TEST_UPDATE_EVT
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struct esp_ble_gap_cb_param_t::vendor_cmd_cmpl_evt_param vendor_cmd_cmpl
Event parameter of ESP_GAP_BLE_VENDOR_CMD_COMPLETE_EVT

struct ble_add_dev_to_resolving_ list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADD_DEV_TO_RESOLVING_LIST COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicates the success status of adding a device to the resolving list

struct ble_adv_clear_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_CLEAR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate adv clear operation success status

struct ble_adv_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set advertising data operation success status

struct ble_adv_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

struct ble_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate adv stop operation success status

struct ble_adv_terminate_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_TERMINATED_EVT.

Public Members

uint8_t status

Indicate adv terminate status

uint§_t adv_instance

extend advertising handle

uintl6_t conn_idx

connection index

uint§_t completed_event

the number of completed extend advertising events

struct ble_channel_sel_alg_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CHANNEL_SELETE_ALGORITHM_EVT.

Public Members

uint16_t conn_handle

connection handle

uint§_t channel_sel_alg

channel selection algorithm

struct ble_clear_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the clear bond device operation success status

struct ble_dtm_state_update_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_DTM_TEST_UPDATE_EVT.
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Public Members

esp_bt_status_t status

Indicate DTM operation success status

esp_ble_dtm_update_evt_t update_evt
DTM state change event, 0x00: DTM TX start, 0x01: DTM RX start, 0x02:DTM end

uint16_t num_of_pkt
number of packets received, only valid if update_evt is DTM_TEST_STOP_EVT and shall be re-

ported as O for a transmitter

struct ble_ext_adv_data_set_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising data set status

struct ble_ext_adv_report_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_REPORT_EVT.

Public Members

esp_ble_gap_ext_adv_report_t params

extend advertising report parameters

struct ble_ext_adv_scan_rsp_set_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising sacn response data set status

struct ble_ext_adv_set_clear_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

struct ble_ext_adv_set_params_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status

struct ble_ext_adv_set_rand_addr_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising random address set status

struct ble_ext_adv_set_remove_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

struct ble_ext_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

struct ble_ext_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

struct ble_ext_conn_params_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend connection parameters set status
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struct ble_ext_scan_start_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising start status

struct ble_ext_scan_stop_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising stop status

struct ble_get_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the get bond device operation success status

uint8_t dev_num

Indicate the get number device in the bond list

esp_ble_bond_dev_t *bond_dev

the pointer to the bond device Structure

struct ble_get_dev_name_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the get device name success status

char *name

Name of bluetooth device

struct ble_local_privacy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the set local privacy operation success status

struct ble_period_adv_add_dev_cmpl_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list add status

struct ble_period_adv_clear_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list clean status

struct ble_period_adv_create_sync_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising create sync status

struct ble_period_adv_remove_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list remove status

struct ble_period_adv_sync_cancel_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising sync cancle status
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struct ble_period_adv_sync_terminate_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising sync terminate status

struct ble_periodic_adv_data_set_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising data set status

struct ble_periodic_adv_recv_enable_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_RECV_ENABLE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Set periodic advertising receive enable status

struct ble_periodic_adv_report_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT.

Public Members
esp_ble_gap_periodic_adv_report_t params
periodic advertising report parameters

struct ble_periodic_adv_set_info_trans_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SET INFO_TRANS_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Periodic advertising set info transfer status

esp_bd_addr_t bda

The remote device address

struct ble_periodic_adv_set_params_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate periodic advertisingparameters set status

struct ble_periodic_adv_start_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising start status

struct ble_periodic_adv_stop_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising stop status

struct ble_periodic_adv_sync_estab_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT.

Public Members
uint8_t status

periodic advertising sync status

uintl6_t sync_handle

periodic advertising sync handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t adv_addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising phy type

uintl6_t period_adv_interval

periodic advertising interval
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uint§_t adv_clk_accuracy

periodic advertising clock accuracy

struct ble_periodic_adv_sync_lost_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT.

Public Members

uint16_t sync_handle

sync handle

struct ble_periodic_adv_sync_trans_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Periodic advertising sync transfer status

esp_bd_addr_t bda

The remote device address

struct ble_periodic_adv_sync_trans_recv_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_RECV_EVT.

Public Members

esp_bt_status_t status

Periodic advertising sync transfer received status

esp_bd_addr_t bda

The remote device address

uintl6_t service_data

The value provided by the peer device

uint16_t sync_handle

Periodic advertising sync handle

uint8_t adv_sid

Periodic advertising set id

uint8_t adv_addr_type

Periodic advertiser address type
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esp_bd_addr_t adv_addr

Periodic advertiser address

esp_ble_gap_phy_t adv_phy
Periodic advertising PHY

uintl6_t adv_interval

Periodic advertising interval

uint§_t adv_clk_accuracy

Periodic advertising clock accuracy

struct ble_phy_ update_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

phy update status

esp_bd_addr_t bda

address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
rx phy type

struct ble_pkt_data_length_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set pkt data length operation success status

esp_ble_pkt_data_length_params_t params
pkt data length value

struct ble_read_phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_READ_PHY_COMPLETE_EVT.

Public Members
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esp_bt_status_t status

read phy complete status

esp_bd_addr_t bda
read phy address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
rx phy type

struct ble_read_rssi_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_READ_RSSI COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the read adv tx power operation success status
int8 trssi
The ble remote device rssi value, the range is from -127 to 20, the unit is dbm, if the RSSI cannot

be read, the RSSI metric shall be set to 127.

esp_bd_addr_t remote_addr
The remote device address

struct ble_remove_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the remove bond device operation success status

esp_bd_addr_t bd_addr

The device address which has been remove from the bond list

struct ble_rpa_timeout_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_RPA_TIMEOUT_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set RPA timeout operation success status

struct ble_scan_param_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the set scan param operation success status

struct ble_scan_req_received_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT.

Public Members

uint§_t adv_instance

extend advertising handle

esp_ble_addr_type_t scan_addr_type

scanner address type

esp_bd_addr_t scan_addr

scanner address

struct ble_scan_result_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RESULT_EVT.

Public Members

esp_gap_search_evt_t search_evt

Search event type

esp_bd_addr_t bda

Bluetooth device address which has been searched

esp_bt_dev_type_t dev_type
Device type

esp_ble_addr_type_t ble_addr_type
Ble device address type

esp_ble_evt_type_t ble_evt_type

Ble scan result event type

int rssi
Searched device’ s RSSI

uint8_t ble_adv([31 + 31]
Received EIR

int flag
Advertising data flag bit
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int num_resps

Scan result number

uint8_t adv_data_len
Adv data length

uint8_t scan_rsp_len

Scan response length

uint32_t num_dis

The number of discard packets

struct ble_scan_rsp_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set scan response data operation success status

struct ble_scan_rsp_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_scan_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan start operation success status

struct ble_scan_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan stop operation success status

struct ble_set_channels_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_CHANNELS_EVT.
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Public Members

esp_bt_status_t stat
BLE set channel status

struct ble_set_ext_scan_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status

struct ble_set_past_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PAST_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Set periodic advertising sync transfer params status

esp_bd_addr_t bda

The remote device address

struct ble_set_perf_def phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERED_DEFAULT_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate perf default phy set status

struct ble_set_perf_phy cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERED_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate perf phy set status

struct ble_set_rand_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT.
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Public Members

esp_bt_status_t status

Indicate set static rand address operation success status

struct ble_update_conn_params_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT.

Public Members

esp_bt_status_t status

Indicate update connection parameters success status

esp_bd_addr_t bda

Bluetooth device address

uintl6_tmin_int

Min connection interval

uintl6_t max_int

Max connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t conn_int

Current connection interval

uint16_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to
0x0C80 Time = N * 10 msec

struct ble_update_duplicate_exceptional_list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate update duplicate scan exceptional list operation success status

uint8_t subcode

Define in esp_bt_duplicate_exceptional_subcode_type_t

uint16_t length
The length of device_info
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esp_duplicate_info_t device_info

device information, when subcode is ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN,
the value is invalid

struct ble_update_whitelist_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the add or remove whitelist operation success status

esp_ble_wl_operation_t wl_opration

The value is ESP_BLE_WHITELIST_ADD if add address to whitelist operation success,
ESP_BLE_WHITELIST_REMOVE if remove address from the whitelist operation success

struct vendor__cmd_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_VENDOR_CMD_COMPLETE_EVT.

Public Members

uintl6_t opcode

vendor hci command opcode

uint16_t param_len

The length of parameter buffer

uint§_t *p_param_buf

The point of parameter buffer

Structures

struct esp_ble_vendor_cmd_params_t

Vendor HCI command parameters.

Public Members

uint16_t opcode

vendor hci command opcode

uint§_t param_len

the length of parameter
uint8_t *p_param_buf
the point of parameter buffer

struct esp_ble_dtm_tx_t
DTM TX parameters.
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Public Members

uint8_t tx_channel

channel for sending test data, tx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Frequency
range: 2402 MHz to 2480 MHz

uint8_t len_of_data

length in bytes of payload data in each packet

esp_ble_dtm_pkt_payload_t pkt_payload
packet payload type. value range: 0x00-0x07

struct esp_ble_dtm_rx_t
DTM RX parameters.

Public Members

uint§_t rx_channel

channel for test data reception, rx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Fre-
quency range: 2402 MHz to 2480 MHz

struct esp_ble_adv_params_t

Advertising parameters.

Public Members

uintl6_t adv_int_min

Minimum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec

uintl6_t adv_int_max

Maximum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec
Advertising max interval

esp_ble_adv_type_t adv_type
Advertising type

esp_ble_addr_type_t own_addr_type

Owner bluetooth device address type

esp_bd_addr_t peer_addr

Peer device bluetooth device address

esp_ble_addr_type_t peer_addr_type

Peer device bluetooth device address type, only support public address type and random address type
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esp_ble_adv_channel_t channel_map

Advertising channel map

esp_ble_adv_filter_t adv_£filter_policy
Advertising filter policy

struct esp_ble_adv_data_t

Advertising data content, according to “Supplement to the Bluetooth Core Specification” .

Public Members

bool set_scan_rsp

Set this advertising data as scan response or not

bool include_name

Advertising data include device name or not

bool include_txpower

Advertising data include TX power

intmin_interval

Advertising data show slave preferred connection min interval. The connection interval in the following
manner: connlntervalmin = Conn_Interval_Min * 1.25 ms Conn_Interval_Min range: 0x0006 to 0x0C80
Value of OxFFFF indicates no specific minimum. Values not defined above are reserved for future use.

intmax_interval

Advertising data show slave preferred connection max interval. The connection interval in the follow-
ing manner: connlntervalmax = Conn_Interval_Max * 1.25 ms Conn_Interval_Max range: 0x0006 to
0x0C80 Conn_Interval_Max shall be equal to or greater than the Conn_Interval_Min. Value of OxFFFF
indicates no specific maximum. Values not defined above are reserved for future use.

int appearance

External appearance of device

uintl6_t manufacturer_len

Manufacturer data length

uint8_t *p_manufacturer_data

Manufacturer data point

uintl6_t service_data_len

Service data length

uint8_t *p_service_data

Service data point

uint16_t service_uuid_len

Service uuid length
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uint8_t *p_service_uuid

Service uuid array point

uint8_t £lag
Advertising flag of discovery mode, see BLE_ADV_DATA_FLAG detail

struct esp_ble_scan_params_t

Ble scan parameters.

Public Members

esp_ble_scan_type_t scan_type
Scan type

esp_ble_addr_type_t own_addr_type

Owner address type

esp_ble_scan_filter_t scan_filter_policy
Scan filter policy

uintl6_t scan_interval

Scan interval. This is defined as the time interval from when the Controller started its last LE scan until
it begins the subsequent LE scan. Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625
msec Time Range: 2.5 msec to 10.24 seconds

uint16_t scan_window

Scan window. The duration of the LE scan. LE_Scan_Window shall be less than or equal to
LE_Scan_Interval Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625 msec Time
Range: 2.5 msec to 10240 msec

esp_ble_scan_duplicate_t scan_duplicate

The Scan_Duplicates parameter controls whether the Link Layer should filter out duplicate advertising
reports (BLE_SCAN_DUPLICATE_ENABLE) to the Host, or if the Link Layer should generate ad-
vertising reports for each packet received

struct esp_gap_conn_params_t

connection parameters information

Public Members

uintl6_t interval

connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3
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uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80

Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_conn_update_params_t

Connection update parameters.

Public Members

esp_bd_addr_t bda

Bluetooth device address

uintl6_tmin_int

Min connection interval

uintl6_t max_int

Max connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80

Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_pkt_data_length_params_t
BLE pkt date length keys.

Public Members

uintl6_t rx_len

pkt rx data length value

uintl6_t tx_len
pkt tx data length value

struct esp_ble_penc_keys_t
BLE encryption keys.

Public Members

esp_bt_octetl6_t 1tk
The long term key

esp_bt_octetS_t rand

The random number
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uintl6_t ediv

The ediv value

uint8_t sec_level

The security level of the security link

uint8_t key_size

The key size(7~16) of the security link

struct esp_ble_pcsrk_keys_t
BLE CSRK keys.

Public Members

uint32_t counter

The counter

esp_bt_octetl6_t csrk
The csrk key

uint8_t sec_level

The security level

struct esp_ble_pid_keys_t
BLE pid keys.

Public Members

esp_bt_octetl6_t irk

The irk value

esp_ble_addr_type_t addr_type
The address type

esp_bd_addr_t static_addr
The static address

struct esp_ble_lenc_keys_t

BLE Encryption reproduction keys.

Public Members

esp_bt_octet]l6_t 1tk
The long term key
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uintl6_t div

The div value

uint8_t key_size

The key size of the security link

uint8_t sec_level

The security level of the security link

struct esp_ble_lcsrk_keys
BLE SRK keys.

Public Members

uint32_t counter

The counter value

uintl6_t div

The div value

uint8_t sec_level

The security level of the security link

esp_bt_octetl6_t csrk
The csrk key value

struct esp_ble_sec_key_notif_t
Structure associated with ESP_KEY_NOTIF_EVT.

Public Members

esp_bd_addr_t bd_addr

peer address

uint32_t passkey

the numeric value for comparison. If just_works, do not show this number to UI

struct esp_ble_sec_req_t

Structure of the security request.

Public Members

esp_bd_addr_t bd_addr

peer address

struct esp_ble_bond_key_info_t

struct type of the bond key information value
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Public Members

esp_ble_key_mask_t key_mask

the key mask to indicate witch key is present

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

struct esp_ble_bond_dev_t

struct type of the bond device value

Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_bond_key_info_t bond_key

the bond key information

struct esp_ble_key_t

union type of the security key value

Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_key_type_t key_type
key type of the security link

esp_ble_key_value_t p_key_value

the pointer to the key value

struct esp_ble_local_id_keys_t

structure type of the ble local id keys value

Public Members

esp_bt_octetl6_t ix
the 16 bits of the ir value
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esp_bt_octetl6_t irk
the 16 bits of the ir key value

esp_bt_octet]6_t dhk
the 16 bits of the dh key value

struct esp_ble_local_oob_data_t

structure type of the ble local oob data value

Public Members

esp_bt_octet]6_t oob_c

the 128 bits of confirmation value

esp_bt_octetl6_t oob_xr

the 128 bits of randomizer value

struct esp_ble_auth_cmpl_t
Structure associated with ESP_AUTH_CMPL_EVT.

Public Members

esp_bd_addr_t bd_addr

BD address peer device.

bool key_present
Valid link key value in key element

esp_link_key key

Link key associated with peer device.

uint8_t key_type
The type of Link Key

bool success
TRUE of authentication succeeded, FALSE if failed.

uint§_t fail_reason
The HCI reason/error code for when success=FALSE

esp_ble_addr_type_t addr_type

Peer device address type

esp_bt_dev_type_t dev_type
Device type
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esp_ble_auth_req_t auth_mode

authentication mode

struct esp_ble_gap_ext_adv_params_t

ext adv parameters

Public Members

esp_ble_ext_adv_type_mask_t type
ext adv type

uint32_t interval_min

ext adv minimum interval

uint32_t interval_max

ext adv maximum interval

esp_ble_adv_channel_t channel_map

ext adv channel map

esp_ble_addr_type_t own_addr_type

ext adv own addresss type

esp_ble_addr_type_t peer_addr_type

ext adv peer address type

esp_bd_addr_t peer_addr

ext adv peer address

esp_ble_adv_filter t filter_policy
ext adv filter policy

int8_t tx_power

ext adv tx power

esp_ble_gap_pri_phy_t primary_phy
ext adv primary phy

uint8_t max_skip

ext adv maximum skip

esp_ble_gap_phy_t secondary_phy

ext adv secondary phy

uint8_t sid

ext adv sid
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bool scan_req notif

ext adv sacn request event notify

struct esp_ble_ext_scan_cfg_t

ext scan config

Public Members

esp_ble_scan_type_t scan_type

ext scan type

uintl6_t scan_interval

ext scan interval

uintl6_t scan_window

ext scan window

struct esp_ble_ext_scan_params_t

ext scan parameters

Public Members

esp_ble_addr_type_t own_addr_type

ext scan own addresss type

esp_ble_scan_filter_t £ilter_policy

ext scan filter policy

esp_ble_scan_duplicate_t scan_duplicate

ext scan duplicate scan

esp_ble_ext_scan_cfg_mask_t c£g_mask

ext scan config mask

esp_ble_ext_scan_cfg_t uncoded_cfg

ext scan uncoded config parameters

esp_ble_ext_scan_cfg_t coded_cfg

ext scan coded config parameters

struct esp_ble_gap_conn_params_t

create extend connection parameters

Public Members
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uintl6_t scan_interval

init scan interval

uint16_t scan_window

init scan window

uintl6_t interval_min

minimum interval

uintl6_t interval_max

maximum interval

uintl6_t latency

ext scan type

uint16_t supervision_timeout

connection supervision timeout

uintl6_tmin_ce_len

minimum ce length

uintl6_t max_ce_len

maximum ce length

struct esp_ble_gap_ext_adv_t

extend adv enable parameters

Public Members

uint8_t instance

advertising handle

int duration

advertising duration

int max_events

maximum number of extended advertising events

struct esp_ble_gap_periodic_adv_params_t

periodic adv parameters

Public Members

uintl6_t interval_min

periodic advertising minimum interval
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uintl6_t interval_max

periodic advertising maximum interval

uint8_t properties

periodic advertising properties

struct esp_ble_gap_periodic_adv_sync_params_t

periodic adv sync parameters

Public Members

esp_ble_gap_sync_t £ilter_policy

periodic advertising sync filter policy

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t addr_type

periodic advertising address type

esp_bd_addr_t addr

periodic advertising address

uintl6_t skip

the maximum number of periodic advertising events that can be skipped

uintl6_t sync_timeout

synchronization timeout

struct esp_ble_gap_ext_adv_report_t

extend adv report parameters

Public Members

esp_ble_gap_adv_type_t event_type

extend advertising type

uint§_t addr_type

extend advertising address type

esp_bd_addr_t addr

extend advertising address

esp_ble_gap_pri_phy_t primary_ phy
extend advertising primary phy
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esp_ble_gap_phy_t secondly_phy

extend advertising secondary phy

uint8_t sid

extend advertising sid

uint8_t tx_power

extend advertising tx power

int8_t rssi

extend advertising rssi

uintl6_t per_adv_interval

periodic advertising interval

uint§_tdir_addr_type
direct address type

esp_bd_addr_t dir_addr

direct address

esp_ble_gap_ext_adv_data_status_t data_status
data type

uint8_t adv_data_len

extend advertising data length

uint8_t adv_data[251]

extend advertising data

struct esp_ble_gap_periodic_adv_report_t

periodic adv report parameters

Public Members

uint16_t sync_handle

periodic advertising train handle

uint8_t tx_power

periodic advertising tx power

int8_t rssi

periodic advertising rssi

esp_ble_gap_ext_adv_data_status_t data_status

periodic advertising data type
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uint§_t data_length

periodic advertising data length

uint8_t data[251]

periodic advertising data

struct esp_ble_gap_periodic_adv_sync_estab_t

perodic adv sync establish parameters

Public Members

uint8_t status

periodic advertising sync status

uintl6_t sync_handle

periodic advertising train handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising adv phy type

uintl6_t period_adv_interval

periodic advertising interval

uint8_t adv_clk_accuracy

periodic advertising clock accuracy

struct esp_ble_dtm_enh_tx_t
DTM TX parameters.

Public Members

uint§_t tx_channel

channel for sending test data, tx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Frequency
range: 2402 MHz to 2480 MHz

uint§_t len_of_data

length in bytes of payload data in each packet
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esp_ble_dmm_pkt_payload_t pkt_payload
packet payload type. value range: 0x00-0x07

esp_ble_gap_phy_t phy
the phy type used by the transmitter, coded phy with S=2:0x04

struct esp_ble_dtm_enh_rx_t
DTM RX parameters.

Public Members

uint8_t rx_channel

channel for test data reception, rx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Fre-
quency range: 2402 MHz to 2480 MHz

esp_ble_gap_phy_t phy
the phy type used by the receiver, 1M phy: 0x01, 2M phy:0x02, coded phy:0x03

uint§_t modulation_idx

modulation index, 0x00:standard modulation index, 0x01:stable modulation index

struct esp_ble_gap_past_params_t

periodic adv sync transfer parameters

Public Members

esp_ble_gap_past_mode_t mode

periodic advertising sync transfer mode

uint16_t skip

the number of periodic advertising packets that can be skipped

uintl6_t sync_timeout

synchronization timeout for the periodic advertising train

uint§_t cte_type
periodic advertising sync transfer CET type

Macros

ESP_BLE_ADV_FLAG_LIMIT_DISC
BLE_ADV_DATA_FLAG data flag bit definition used for advertising data flag.

ESP_BLE_ADV_FLAG_GEN_DISC

ESP_BLE_ADV_FLAG_BREDR_NOT_SPT
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ESP_BLE_ADV_FLAG_DMT CONTROLLER_SPT

ESP_BLE_ADV_FLAG_DMT HOST_SPT

ESP_BLE_ADV_FLAG_NON_LIMIT_DISC

ESP_LE_KEY_ NONE
relate to BTM_LE_KEY_xxx in stack/btm_api.h

No encryption key

ESP_LE_KEY_PENC

encryption key, encryption information of peer device

ESP_LE_KEY PID
identity key of the peer device

ESP_LE_KEY_ PCSRK
peer SRK

ESP_LE_KEY PLK
Link key

ESP_LE_KEY LLK
peer link key

ESP_LE_KEY_LENC

master role security information:div

ESP_LE_KEY_LID

master device ID key

ESP_LE_KEY_ LCSRK
local CSRK has been deliver to peer

ESP_LE_AUTH_NO_BOND
relate to BTM_LE_AUTH_xxx in stack/btm_api.h

0 no bondingv

ESP_LE_AUTH_BOND

1 « 0 device in the bonding with peer

ESP_LE_AUTH_REQ MITM

1 « 2 man in the middle attack

ESP_LE_AUTH_REQ BOND_MITM
0101 banding with man in the middle attack
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ESP_LE_AUTH_REQ_SC_ONLY

1 « 3 secure connection

ESP_LE_AUTH_REQ_SC_BOND

1001 secure connection with band

ESP_LE_AUTH_REQ_SC_MITM
1100 secure conn with MITM

ESP_LE_AUTH_REQ_SC_MITM_ BOND
1101 SC with MITM and Bonding

ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_DISABLE

authentication disable

ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE

authentication enable

ESP_BLE_OOB_DISABLE
disbale the out of bond

ESP_BLE_OOB_ENABLE

enable the out of bond

ESP_IO_CAP_OUT
relate to BTM_IO_CAP_xxx in stack/btm_api.h

DisplayOnly

ESP_IO_CAP_IO
DisplayYesNo

ESP_IO_CAP_IN
KeyboardOnly

ESP_IO_CAP_NONE
NolnputNoOutput

ESP_IO_CAP_KBDISP
Keyboard display

ESP_BLE_APPEARANCE_UNKNOWN
relate to BTM_BLE_APPEARANCE_UNKNOWN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PHONE
relate to BTM_BLE_APPEARANCE_GENERIC_PHONE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_COMPUTER
relate to BTM_BLE_APPEARANCE_GENERIC_COMPUTER in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_GENERIC_WATCH
relate to BTM_BLE_APPEARANCE_GENERIC_WATCH in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_SPORTS_WATCH
relate to BTM_BLE_APPEARANCE_SPORTS_WATCH in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CLOCK
relate to BTM_BLE_APPEARANCE_GENERIC_CLOCK in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_DISPLAY
relate to BTM_BLE_APPEARANCE_GENERIC_DISPLAY in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_REMOTE
relate to BTM_BLE_APPEARANCE_GENERIC_REMOTE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_EYEGLASSES
relate to BTM_BLE_APPEARANCE_GENERIC_EYEGLASSES in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_TAG
relate to BTM_BLE_APPEARANCE_GENERIC_TAG in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_KEYRING
relate to BTM_BLE_APPEARANCE_GENERIC_KEYRING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER
relate to BTM_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_THERMOMETER
relate to BTM_BLE_APPEARANCE_GENERIC_THERMOMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_THERMOMETER_EAR
relate to BTM_BLE_APPEARANCE_THERMOMETER_EAR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HEART RATE
relate to BTM_BLE_APPEARANCE_GENERIC_HEART_RATE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HEART_RATE_BELT
relate to BTM_BLE_APPEARANCE_HEART_RATE_BELT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE
relate to BTM_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_BLOOD_PRESSURE_ARM
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_ARM in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HID
relate to BTM_BLE_APPEARANCE_GENERIC_HID in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_KEYBOARD
relate to BTM_BLE_APPEARANCE_HID_KEYBOARD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_MOUSE
relate to BTM_BLE_APPEARANCE_HID_MOUSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_JOYSTICK
relate to BTM_BLE_APPEARANCE_HID_JOYSTICK in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_GAMEPAD
relate to BTM_BLE_APPEARANCE_HID_GAMEPAD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID DIGITIZER_TABLET
relate to BTM_BLE_APPEARANCE_HID_DIGITIZER_TABLET in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_CARD_READER
relate to BTM_BLE_APPEARANCE_HID_CARD_READER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_DIGITAIL_PEN
relate to BTM_BLE_APPEARANCE_HID_DIGITAL_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_HID_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_GLUCOSE
relate to BTM_BLE_APPEARANCE_GENERIC_GLUCOSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WALKING
relate to BTM_BLE_APPEARANCE_GENERIC_WALKING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_IN_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_IN_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_ON_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_HIP
relate to BTM_BLE_APPEARANCE_WALKING_ON_HIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CYCLING
relate to BTM_BLE_APPEARANCE_GENERIC_CYCLING in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_CYCLING_COMPUTER
relate to BTM_BLE_APPEARANCE_CYCLING_COMPUTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_CADENCE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_POWER
relate to BTM_BLE_APPEARANCE_CYCLING_POWER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED_CADENCE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_STANDALONE_SPEAKER
relate to BTM_BLE_APPEARANCE_STANDALONE_SPEAKER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER
relate to BTM_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_ FINGERTIP
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_ WRIST
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WEIGHT
relate to BTM_BLE_APPEARANCE_GENERIC_WEIGHT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE

relate to BTM_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_POWERED WHEELCHAIR
relate to BTM_BLE_APPEARANCE_POWERED_WHEELCHAIR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_MOBILITY_ SCOOTER
relate to BTM_BLE_APPEARANCE_MOBILITY_SCOOTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR

relate to BTM_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_INSULIN_ PUMP
relate to BTM_BLE_APPEARANCE_GENERIC_INSULIN_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP

relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP in stack/btm_ble_api.h

in

in
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ESP_BLE_APPEARANCE_INSULIN_ PUMP_PATCH_PUMP
relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PEN
relate to BTM_BLE_APPEARANCE_INSULIN_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY
relate to BTM_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS
relate to BTM_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV in
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV in
stack/btm_ble_api.h

BLE_DTM_PKT PAYLOAD_0x00

PRBS9 sequence ‘11111111100000111101 -/ (in transmission order) as described in [Vol 6] Part F, Section
4.1.5

BLE_DTM_PKT_PAYLOAD_0x01
Repeated ‘11110000’ (in transmission order) sequence as described in [Vol 6] Part F, Section 4.1.5

BLE_DTM_PKT_PAYLOAD_0x02
Repeated ‘10101010’ (in transmission order) sequence as described in [Vol 6] Part F, Section 4.1.5

BLE_DTM_PKT_PAYLOAD_0x03
PRBS15 sequence as described in [Vol 6] Part F, Section 4.1.5

BLE_DTM_PKT PAYLOAD_0x04

Repeated ‘11111111’ (in transmission order) sequence

BLE_DTM_PKT_ PAYLOAD_0x05

Repeated ‘00000000’ (in transmission order) sequence

BLE_DTM_PKT_ PAYLOAD_0x06

Repeated ‘00001111’ (in transmission order) sequence
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BLE_DTM_PKT PAYLOAD_0x07

Repeated ‘01010101’ (in transmission order) sequence

BLE_DTM_PKT_PAYLOAD_MAX
0x08 ~ OxFF, Reserved for future use

ESP_GAP_BLE_CHANNELS_LEN
channel length

ESP_GAP_BLE_ADD_WHITELIST COMPLETE_EVT

This is the old name, just for backwards compatibility.

ESP_BLE_ADV_DATA_LEN_MAX

Advertising data maximum length.

ESP_BLE_SCAN_RSP_DATA_LEN_MAX

Scan response data maximum length.
VENDOR_HCI_CMD_MASK
BLE_BIT (n)

ESP_BLE_GAP_SET_EXT_ADV_PROP_NONCONN_NONSCANNABLE_UNDIRECTED

Non-Connectable and Non-Scannable Undirected advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_CONNECTABLE

Connectable advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_SCANNABLE

Scannable advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_DIRECTED

Directed advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_HD_DIRECTED
High Duty Cycle Directed Connectable advertising (<= 3.75 ms Advertising Interval)

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY
Use legacy advertising PDUs

ESP_BLE_GAP_SET_EXT_ADV_PROP_ANON_ADV

Omit advertiser’ s address from all PDUs ( “anonymous advertising” )

ESP_BLE_GAP_SET_EXT_ADV_PROP_INCLUDE_TX_PWR
Include TxPower in the extended header of the advertising PDU

ESP_BLE_GAP_SET_EXT_ADV_PROP_MASK

Reserved for future use If extended advertising PDU types are being used (bit 4 = 0) then: The advertisement
shall not be both connectable and scannable. High duty cycle directed connectable advertising (<= 3.75 ms
advertising interval) shall not be used (bit 3 = 0)ADV_IND
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ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_IND
ADV_DIRECT_IND (low duty cycle)

ESP_BLE_GAP_SET EXT_ADV_PROP_LEGACY_LD_DIR
ADV_DIRECT_IND (high duty cycle)

ESP_BLE_GAP_SET_ EXT_ADV_PROP_LEGACY_ HD_DIR
ADV_SCAN_IND

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_SCAN
ADV_NONCONN_IND

ESP_BLE_GAP_SET_ EXT_ADV_PROP_LEGACY_ NONCONN

ESP_BLE_GAP_PHY 1M
Secondery Advertisement PHY is LEIM

ESP_BLE_GAP_PHY 2M
Secondery Advertisement PHY is LE2M

ESP_BLE_GAP_PHY_ CODED
Secondery Advertisement PHY is LE Coded

ESP_BLE_GAP_NO_PREFER_TRANSMIT PHY
No Prefer TX PHY supported by controller

ESP_BLE_GAP_NO_PREFER_RECEIVE_PHY
No Prefer RX PHY supported by controller

ESP_BLE_GAP_PRI_PHY_ 1M
Primary phy only support 1M and LE coded phy.

Primary Phy is LEIM

ESP_BLE_GAP_PRI_PHY_CODED
Primary Phy is LE CODED

ESP_BLE_GAP_PHY 1M PREF_MASK
The Host prefers use the LEIM transmitter or receiver PHY

ESP_BLE_GAP_PHY 2M PREF_MASK
The Host prefers use the LE2M transmitter or receiver PHY

ESP_BLE_GAP_PHY CODED_PREF_MASK
The Host prefers use the LE CODED transmitter or receiver PHY

ESP_BLE_GAP_PHY OPTIONS_NO_PREF
The Host has no preferred coding when transmitting on the LE Coded PHY
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ESP_BLE_GAP_PHY OPTIONS_PREF_S2_CODING

The Host prefers that S=2 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_PHY OPTIONS_PREF_S8_CODING

The Host prefers that S=8 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_EXT_SCAN_CFG_UNCODE_MASK
Scan Advertisements on the LEIM PHY

ESP_BLE_GAP_EXT_SCAN_CFG_CODE_MASK
Scan advertisements on the LE coded PHY

ESP_BLE_GAP_EXT_ADV_DATA_COMPLETE
Advertising data.

extended advertising data compete

ESP_BLE_GAP_EXT_ADV_DATA_INCOMPLETE

extended advertising data incomplete

ESP_BLE_GAP_EXT_ADV_DATA_TRUNCATED

extended advertising data truncated mode

ESP_BLE_GAP_SYNC_POLICY_ BY ADV_INFO
Advertising SYNC policy.

sync policy by advertising info

ESP_BLE_GAP_SYNC_POLICY BY PERIODIC_LIST

periodic advertising sync policy

ESP_BLE_ADV_REPORT_EXT_ADV_IND

Advertising report.

advertising report with extended advertising indication type

ESP_BLE_ADV_REPORT EXT_SCAN_IND

advertising report with extended scan indication type

ESP_BLE_ADV_REPORT EXT_DIRECT_ADV

advertising report with extended direct advertising indication type

ESP_BLE_ADV_REPORT EXT_SCAN_RSP

advertising report with extended scan response indication type Bluetooth 5.0, Vol 2, Part E, 7.7.65.13

ESP_BLE_LEGACY_ADV_TYPE_IND

advertising report with legacy advertising indication type

ESP_BLE_LEGACY_ADV_TYPE_DIRECT_IND

advertising report with legacy direct indication type

Espressif Systems 225
Submit Document Feedback

Release v4.4.7-222-gd0274c0efb


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. API &%

ESP_BLE_LEGACY_ADV_TYPE_SCAN_IND

advertising report with legacy scan indication type

ESP_BLE_LEGACY_ADV_TYPE_NONCON_IND

advertising report with legacy non connectable indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_IND

advertising report with legacy scan response indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_SCAN_IND

advertising report with legacy advertising with scan response indication type

EXT_ADV_TX_PWR_NO_PREFERENCE
Extend advertising tx power, range: [-127, +126] dBm.

host has no preference for tx power

ESP_BLE_GAP_PAST MODE_NO_SYNC_EVT

Periodic advertising sync trans mode.

No attempt is made to sync and no periodic adv sync transfer received event

ESP_BLE_GAP_PAST_MODE_NO_REPORT EVT

An periodic adv sync transfer received event and no periodic adv report events

ESP_BLE_GAP_PAST_MODE_DUP_FILTER_DISABLED

Periodic adv report events will be enabled with duplicate filtering disabled

ESP_BLE_GAP_PAST_MODE_DUP_FILTER_ENABLED

Periodic adv report events will be enabled with duplicate filtering enabled

Type Definitions

typedef uint8_t esp_ble_key_type_t

typedef uint8_t esp_ble_auth_req t

combination of the above bit pattern

typedef uint8_t esp_ble_io_cap_t

combination of the io capability

typedef uint8_t esp_ble_dtm_pkt_payload_t

typedef uint8_t esp_gap_ble_channels|5]

typedef uint8_t esp_duplicate_info_t[6]

typedef uint16_t esp_ble_ext_adv_type_mask_t

typedef uint8_t esp_ble_gap_phy_t
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typedef uint8_t esp_ble_gap_all_phys_t

typedef uint8_t esp_ble_gap_pri_phy_t

typedef uint8_t esp_ble_gap_phy_mask_t

typedef uint16_t esp_ble_gap_prefer_ phy_options_t

typedef uint8_t esp_ble_ext_scan_cfg mask_t

typedef uint8_t esp_ble_gap_ext_adv_data_status_t

typedef uint8_t esp_ble_gap_sync_t

typedef uint8_t esp_ble_gap_adv_type_t

typedef uint8_t esp_ble_gap_past_mode_t

typedef void (*esp_gap_ble_cb_t)(esp_gap_ble_cb_event_t event, esp_ble_gap_cb_param_t *param)
GAP callback function type.

Param event : Event type
Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gap_ble_cb_event_t
GAP BLE callback event type.

Values:

enumerator ESP_GAP_BLE_ADV_DATA_SET COMPLETE_EVT

When advertising data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

When scan response data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_PARAM SET_COMPLETE_EVT

When scan parameters set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RESULT_EVT

When one scan result ready, the event comes each time

enumerator ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

When raw advertising data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET COMPLETE_EVT

When raw scan response data set complete, the event comes
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enumerator ESP_GAP_BLE_ADV_START COMPLETE_EVT

When start advertising complete, the event comes

enumerator ESP_GAP_BLE_SCAN_START COMPLETE_EVT

When start scan complete, the event comes

enumerator ESP_GAP_BLE_AUTH_CMPL_EVT

Authentication complete indication.

enumerator ESP_GAP_BLE_KEY_ EVT
BLE key event for peer device keys

enumerator ESP_GAP_BLE_SEC_REQ_EVT
BLE security request

enumerator ESP_GAP_BLE_PASSKEY NOTIF_EVT

passkey notification event

enumerator ESP_GAP_BLE_PASSKEY REQ EVT

passkey request event

enumerator ESP_GAP_BLE_OOB_REQ_EVT
OOB request event

enumerator ESP_GAP_BLE_LOCAL_IR_EVT
BLE local IR (identity Root 128-bit random static value used to generate Long Term Key) event

enumerator ESP_GAP_BLE_LOCAL_ER_EVT
BLE local ER (Encryption Root value used to generate identity resolving key) event

enumerator ESP_GAP_BLE_NC_REQ_EVT

Numeric Comparison request event

enumerator ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

When stop adv complete, the event comes

enumerator ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

When stop scan complete, the event comes

enumerator ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

When set the static rand address complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

When update connection parameters complete, the event comes

enumerator ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

When set pkt length complete, the event comes
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enumerator ESP_GAP_BLE_SET_LOCAL_PRIVACY_ COMPLETE_EVT

When Enable/disable privacy on the local device complete, the event comes

enumerator ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

When remove the bond device complete, the event comes

enumerator ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

When clear the bond device clear complete, the event comes

enumerator ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

When get the bond device list complete, the event comes

enumerator ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

When read the rssi complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_WHITELIST COMPLETE_EVT

When add or remove whitelist complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_ _COMPLETE_EVT

When update duplicate exceptional list complete, the event comes

enumerator ESP_GAP_BLE_SET_CHANNELS_EVT

When setting BLE channels complete, the event comes

enumerator ESP_GAP_BLE_READ_PHY COMPLETE_EVT

when reading phy complete, this event comes

enumerator ESP_GAP_BLE_SET_PREFERED_DEFAULT PHY COMPLETE_EVT

when preferred default phy complete, this event comes

enumerator ESP_GAP_BLE_SET_PREFERED_PHY_ COMPLETE_EVT

when preferred phy complete , this event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET RAND_ADDR_COMPLETE_EVT

when extended set random address complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET PARAMS_COMPLETE_EVT

when extended advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

when extended advertising data complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

when extended scan response data complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_START COMPLETE_EVT

when extended advertising start complete, the event comes
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enumerator ESP_GAP_BLE_EXT_ ADV_STOP_COMPLETE_EVT

when extended advertising stop complete, the event comes

enumerator ESP_GAP_BLE_EXT ADV_SET REMOVE_COMPLETE_EVT

when extended advertising set remove complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET CLEAR_COMPLETE_EVT

when extended advertising set clear complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SET PARAMS_COMPLETE_EVT

when periodic advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

when periodic advertising data complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_START COMPLETE_EVT

when periodic advertising start complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

when periodic advertising stop complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

when periodic advertising create sync complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT

when extended advertising sync cancel complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

when extended advertising sync terminate complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

when extended advertising add device complete , the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

when extended advertising remove device complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

when extended advertising clear device, the event comes

enumerator ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

when extended scan parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

when extended scan start complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

when extended scan stop complete, the event comes
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enumerator ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET COMPLETE_EVT

when extended prefer connection parameter set complete, the event comes

enumerator ESP_GAP_BLE_PHY UPDATE_COMPLETE_EVT

when ble phy update complete, the event comes

enumerator ESP_GAP_BLE_EXT ADV_REPORT_EVT

when extended advertising report complete, the event comes

enumerator ESP_GAP_BLE_SCAN_TIMEOUT_EVT

when scan timeout complete, the event comes

enumerator ESP_GAP_BLE_ADV_TERMINATED_ EVT

when advertising terminate data complete, the event comes

enumerator ESP_GAP_BLE_SCAN_REQ RECEIVED_EVT

when scan req received complete, the event comes

enumerator ESP_GAP_BLE_CHANNEL_SELETE_ALGORITHM_EVT

when channel select algorithm complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REPORT_ EVT

when periodic report advertising complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST EVT

when periodic advertising sync lost complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

when periodic advertising sync establish complete, the event comes

enumerator ESP_GAP_BLE_SC_OOB_REQ_EVT

Secure Connection OOB request event

enumerator ESP_GAP_BLE_SC_CR_LOC_OOB_EVT

Secure Connection create OOB data complete event

enumerator ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT

When getting BT device name complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_RECV_ENABLE_COMPLETE_EVT

when set periodic advertising receive enable complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_COMPLETE_EVT

when periodic advertising sync transfer complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SET_ INFO_TRANS_COMPLETE_EVT

when periodic advertising set info transfer complete, the event comes
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enumerator ESP_GAP_BLE_SET_ PAST_PARAMS_ COMPLETE_EVT

when set periodic advertising sync transfer params complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_RECV_EVT

when periodic advertising sync transfer received, the event comes

enumerator ESP_GAP_BLE_DTM_TEST_UPDATE_EVT

when direct test mode state changes, the event comes

enumerator ESP_GAP_BLE_ADV_CLEAR_COMPLETE_EVT

When clear advertising complete, the event comes

enumerator ESP_GAP_BLE_SET_ RPA_TIMEOUT_COMPLETE_EVT

When set the Resolvable Private Address (RPA) timeout completes, the event comes

enumerator ESP_GAP_BLE_ADD_DEV_TO_RESOLVING_LIST COMPLETE_EVT

when add a device to the resolving list completes, the event comes

enumerator ESP_GAP_BLE_VENDOR_CMD_COMPLETE_EVT

When vendor hci command complete, the event comes

enumerator ESP_GAP_BLE_EVT MAX

when maximum advertising event complete, the event comes

enum esp_ble_adv_data_type
The type of advertising data(not adv_type)

Values:

enumerator ESP_BLE_AD_TYPE_FLAG

enumerator ESP_BLE_AD_TYPE_16SRV_PART

enumerator ESP_BLE_AD_TYPE_16SRV_CMPL

enumerator ESP_BLE_AD_TYPE_32SRV_PART

enumerator ESP_BLE_AD_TYPE_32SRV_CMPL

enumerator ESP_BLE_AD_TYPE_128SRV_PART

enumerator ESP_BLE_AD_TYPE_128SRV_CMPL

enumerator ESP_BLE_AD_TYPE_NAME_SHORT

enumerator ESP_BLE_AD_TYPE_NAME_CMPL

enumerator ESP_BLE_AD_TYPE_TX_PWR
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enumerator ESP_BLE_AD_TYPE_DEV_CLASS

enumerator ESP_BLE_AD_TYPE_SM_TK

enumerator ESP_BLE_AD_TYPE_SM OOB_FLAG

enumerator ESP_BLE_AD_TYPE_INT_RANGE

enumerator ESP_BLE_AD_TYPE_SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_128SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_PUBLIC_TARGET

enumerator ESP_BLE_AD_TYPE_RANDOM_TARGET

enumerator ESP_BLE_AD_TYPE_APPEARANCE

enumerator ESP_BLE_AD_TYPE_ADV_INT

enumerator ESP_BLE_AD_TYPE_LE_DEV_ADDR

enumerator ESP_BLE_AD_TYPE_LE_ROLE

enumerator ESP_BLE_AD_TYPE_SPAIR_C256

enumerator ESP_BLE_AD_TYPE_SPAIR_R256

enumerator ESP_BLE_AD_TYPE_32SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_32SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_128SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_LE_SECURE_CONFIRM

enumerator ESP_BLE_AD_TYPE_LE_SECURE_RANDOM

enumerator ESP_BLE_AD_TYPE_URI

enumerator ESP_BLE_AD_TYPE_INDOOR_POSITION

enumerator ESP_BLE_AD_TYPE_TRANS_DISC_DATA
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enumerator ESP_BLE_AD_TYPE_LE_SUPPORT_FEATURE

enumerator ESP_BLE_AD_TYPE_CHAN_MAP_UPDATE

enumerator ESP_BLE_AD_MANUFACTURER_SPECIFIC_TYPE

enum esp_ble_adv_type_t

Advertising mode.

Values:

enumerator ADV_TYPE__IND

enumerator ADV_TYPE_DIRECT_IND_HIGH

enumerator ADV_TYPE_SCAN_IND

enumerator ADV_TYPE_NONCONN_IND

enumerator ADV_TYPE_DIRECT_IND_LOW

enum esp_ble_adv_channel_t

Advertising channel mask.

Values:

enumerator ADV_CHNL_37

enumerator ADV_CHNL_38

enumerator ADV_CHNL_39

enumerator ADV_CHNL_ALL

enum esp_ble_adv_filter_t

Values:

enumerator ADV_FILTER_ALLOW_SCAN_ANY_ CON_ANY

Allow both scan and connection requests from anyone.

enumerator ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

Allow both scan req from White List devices only and connection req from anyone.

enumerator ADV_FILTER_ALLOW_SCAN_ANY CON_WLST

Allow both scan req from anyone and connection req from White List devices only.

enumerator ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

Allow scan and connection requests from White List devices only.
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enum esp_ble_sec_act_t

Values:

enumerator ESP_BLE_SEC_ENCRYPT

relate to BTA_DM_BLE_SEC_ENCRYPT in bta/bta_api.h. If the device has already bonded, the stack
will used Long Term Key (LTK) to encrypt with the remote device directly. Else if the device hasn’ t
bonded, the stack will used the default authentication request used the esp_ble_gap_set_security_param
function set by the user.

enumerator ESP_BLE_SEC_ENCRYPT_NO_MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_NO_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) Whether the authentication request has been met,
and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote device.
Else if the device hasn’ t been bonded, the stack will use NO MITM authentication request in the current
link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enumerator ESP_BLE_SEC_ENCRYPT MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) whether the authentication request has been
met, and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote
device. Else if the device hasn’ t been bonded, the stack will use MITM authentication request in the
current link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enum esp_ble_sm_param_t

Values:

enumerator ESP_BLE_SM_PASSKEY

Authentication requirements of local device

enumerator ESP_BLE_SM_AUTHEN_REQ_MODE
The 10 capability of local device

enumerator ESP_BLE_SM_IOCAP_MODE

Initiator Key Distribution/Generation

enumerator ESP_BLE_SM_SET_INIT KEY

Responder Key Distribution/Generation

enumerator ESP_BLE_SM_SET_RSP_KEY

Maximum Encryption key size to support

enumerator ESP_BLE_SM_MAX_KEY_SIZE

Minimum Encryption key size requirement from Peer

enumerator ESP_BLE_SM_MIN_KEY_SIZE
Set static Passkey

enumerator ESP_BLE_SM_SET_STATIC_PASSKEY
Reset static Passkey
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enumerator ESP_BLE_SM_CLEAR_STATIC_PASSKEY
Accept only specified SMP Authentication requirement

enumerator ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH
Enable/Disable OOB support

enumerator ESP_BLE_SM_OOB_SUPPORT
Appl encryption key size

enumerator ESP_BLE_APP_ENC_KEY_SIZE

authentication max param

enumerator ESP_BLE_SM_MAX PARAM

enum esp_ble_dtm_update_evt_t

Values:

enumerator DTM_TX_START_EVT
DTM TX start event.

enumerator DTM_RX_START_EVT
DTM RX start event.

enumerator DTM_TEST_STOP_EVT
DTM test end event.

enum esp_ble_scan_type_t

Ble scan type.

Values:

enumerator BLE_SCAN_TYPE_PASSIVE

Passive scan

enumerator BLE_ SCAN_TYPE_ACTIVE

Active scan

enum esp_ble_scan_filter_t

Ble scan filter type.

Values:

enumerator BLE_SCAN_FILTER ALLOW_ALL
Accept all :

i. advertisement packets except directed advertising packets not addressed to this device (default).

enumerator BLE_ SCAN_FILTER_ALLOW_ONLY_WLST
Accept only :

i. advertisement packets from devices where the advertiser’ s address is in the White list.
ii. Directed advertising packets which are not addressed for this device shall be ignored.
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enumerator BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
Accept all :

i. undirected advertisement packets, and
ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.

enumerator BLE_SCAN_FILTER_ALLOW_WLIST_RPA_DIR
Accept all :

i. advertisement packets from devices where the advertiser’ s address is in the White list, and
ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.

enum esp_ble_scan_duplicate_t

Ble scan duplicate type.

Values:

enumerator BLE_ SCAN_DUPLICATE_DISABLE

the Link Layer should generate advertising reports to the host for each packet received

enumerator BLE_SCAN_DUPLICATE_ENABLE
the Link Layer should filter out duplicate advertising reports to the Host

enumerator BLE_SCAN_DUPLICATE_ENABLE_RESET
Duplicate filtering enabled, reset for each scan period, only supported in BLE 5.0.

enumerator BLE_SCAN_DUPLICATE_MAX

Reserved for future use.

enum esp_gap_search_evt_t
Sub Event of ESP_GAP_BLE_SCAN_RESULT_EVT.

Values:

enumerator ESP_GAP_SEARCH_INQ_RES_EVT

Inquiry result for a peer device.

enumerator ESP_GAP_SEARCH_INQ_ CMPIL_EVT
Inquiry complete.

enumerator ESP_GAP_SEARCH_DISC_RES_EVT

Discovery result for a peer device.

enumerator ESP_GAP_SEARCH_DISC_BLE_RES_EVT

Discovery result for BLE GATT based service on a peer device.

enumerator ESP_GAP_SEARCH_DISC_CMPL_EVT

Discovery complete.
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enumerator ESP_GAP_SEARCH_DI_DISC_CMPIL_EVT

Discovery complete.

enumerator ESP_GAP_SEARCH_SEARCH_CANCEL_CMPL_EVT

Search cancelled

enumerator ESP_GAP_SEARCH_INQ DISCARD_NUM_EVT
The number of pkt discarded by flow control

enum esp_ble_evt_type_t

Ble scan result event type, to indicate the result is scan response or advertising data or other.

Values:

enumerator ESP_BLE_EVT_CONN_ADV
Connectable undirected advertising (ADV_IND)

enumerator ESP_BLE_EVT _CONN_DIR_ADV
Connectable directed advertising (ADV_DIRECT_IND)

enumerator ESP_BLE_EVT_DISC_ADV
Scannable undirected advertising (ADV_SCAN_IND)

enumerator ESP_BLE_EVT _NON_CONN_ADV
Non connectable undirected advertising (ADV_NONCONN_IND)

enumerator ESP_BLE_EVT_SCAN_RSP
Scan Response (SCAN_RSP)

enum esp_ble_wl_operation_t

Values:

enumerator ESP_BLE_WHITELIST REMOVE

remove mac from whitelist

enumerator ESP_BLE_WHITELIST ADD
add address to whitelist

enumerator ESP_BLE_WHITELIST CLEAR

clear all device in whitelist

enum esp_bt_duplicate_exceptional_subcode_type_t

Values:

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL_ LIST ADD

Add device info into duplicate scan exceptional list

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL_ LIST REMOVE

Remove device info from duplicate scan exceptional list
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enumerator ESP_ BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN

Clean duplicate scan exceptional list

enum esp_ble_duplicate_exceptional_info_type_t

Values:

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_ADV_ADDR
BLE advertising address , device info will be added into ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

enumerator ESP_ BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_LINK_ID

BLE mesh link ID, it is for BLE mesh, device info will be added into
ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_BEACON_TYPE
BLE mesh beacon AD type, the format is | Len | 0x2B | Beacon Type | Beacon Data |

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROV_SRV_ADV
BLE mesh provisioning service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1827 | ---. [

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH PROXY_SRV_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1828 | ---. [

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ INFO_MESH_PROXY_ SOLIC_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1859 | ---. [

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_URI_ADV
BLE mesh URI adv, the format is ---| Len | 0x24 | data |-+

enum esp_duplicate_scan_exceptional_list_type_t

Values:

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

duplicate scan exceptional addr list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST

duplicate scan exceptional mesh link ID list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_BEACON_TYPE_LIST

duplicate scan exceptional mesh beacon type list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAIL_ MESH_PROV_SRV_ADV_LIST

duplicate scan exceptional mesh adv with provisioning service uuid

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_PROXY SRV_ADV_LIST

duplicate scan exceptional mesh adv with proxy service uuid

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_ MESH_PROXY_ SOLIC_ADV_LIST

duplicate scan exceptional mesh adv with proxy solicitation PDU uuid
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enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH URI_ADV_LIST

duplicate scan exceptional URI list
enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ALL_LIST
duplicate scan exceptional all list
GATT DEFINES
API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_gatt_defs.h

Unions

union esp_gatt_rsp_t

#include <esp_gatt_defs.h> Represents the response type for a GATT remote read request.

Public Members

esp_gatt_value_t attr_value

The GATT attribute value, including its data, handle, and metadata.

uintl6_t handle
Only the handle of the GATT attribute, when that’ s the only required information.

Structures

struct esp_gatt_id_t
Represents a GATT identifier.

Public Members

esp_bt_uuid_t uuid
The UUID component of the GATT ID.

uint8_t inst_id

The instance ID component of the GATT ID, providing further differentiation of the GATT ID.

struct esp_gatt_srve_id_t

Represents a GATT service identifier.

Public Members

esp_gatt_id_t id
Encapsulates the UUID and instance ID of the GATT service.
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bool is_primary

Indicates if the service is primary. A value of true means it is a primary service, false indicates a secondary
service.

struct esp_attr_desc_t

Defines an attribute’ s description.

This structure is used to describe an attribute in the GATT database. It includes details such as the UUID of
the attribute, its permissions, and its value.

Public Members

uint16_t uvuid_length
Length of the UUID in bytes.

uint8_t *uuid_p
Pointer to the UUID value.

uint16_t perm

Attribute permissions, defined by esp_gatt_perm_t.

uint16_t max_length

Maximum length of the attribute’ s value.

uint16_t length

Current length of the attribute’ s value.

uint8_t *value

Pointer to the attribute’ s value array.

struct esp_attr_control_t

Defines the auto response setting for attribute operations.

This structure is used to control whether the GATT stack or the application will handle responses to Read/Write
operations.

Public Members

uint§_t auto_rsp

Controls who handles the response to Read/Write operations.

e If set to ESP_GATT_RSP_BY_APP, the application is responsible for generating the response.
e If setto ESP_GATT_AUTO_RSP, the GATT stack will automatically generate the response.

struct esp_gatts_attr_db_t
attribute type added to the GATT server database
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Public Members

esp_attr_control_t attr_control

The attribute control type

esp_attr_desc_t att_desc

The attribute type

struct esp_attr_wvalue_t

set the attribute value type

Public Members

uintl6_t attr_max_len

attribute max value length

uintl6_t attr_len

attribute current value length

uint8_t *attr_value

the pointer to attribute value

struct esp_gatts_incl_svc_desc_t

Gatt include service entry element.

Public Members

uintl6_t start_hdl

Gatt start handle value of included service

uintl6_t end_hdl

Gatt end handle value of included service

uintl6_t uvuid

Gatt attribute value UUID of included service

struct esp_gatts_incl128_svc_desc_t

Gatt include 128 bit service entry element.

Public Members

uintl6_t start_hdl

Gatt start handle value of included 128 bit service

uint16_t end_hdl

Gatt end handle value of included 128 bit service
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struct esp_gatt_value_t

Represents a GATT attribute’ s value.

Public Members

uint8_t value[512]
Array holding the value of the GATT attribute.

uintl6_t handle
Unique identifier (handle) of the GATT attribute.

uintl6_t offset

Offset within the attribute’ s value, for partial updates.

uintl6_t len

Current length of the data in the value array.

uint8_t auth_req

Authentication requirements for accessing this attribute.

struct esp_gatt_conn_params_t

Connection parameters for GATT.

Public Members

uintl6_t interval

Connection interval.

uintl6_t latency

Slave latency for the connection in number of connection events.

uintl6_t timeout

Supervision timeout for the LE Link.

struct esp_gattc_multi_t

Represents multiple attributes for reading.

Public Members

uint8_t num_attr

Number of attributes.

uintl6_t handles[10]
List of attribute handles.

struct esp_gattc_db_elem_t
GATT database attribute element.
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Public Members

esp_gatt_db_attr_type_t type
Attribute type.

uint16_t attribute_handle
Attribute handle.

uint16_t start_handle

Service start handle.

uint16_t end_handle

Service end handle.

esp_gatt_char_prop_t properties

Characteristic properties.

esp_bt_uuid_t uuid
Attribute UUID.

struct esp_gattc_service_elem_t

Represents a GATT service element.

Public Members

bool is_primary

Indicates if the service is primary.

uintl6_t start_handle

Service start handle.

uintl6_t end_handle

Service end handle.

esp_bt_uuid_t uuid
Service UUID.

struct esp_gattc_char_elem_t

Represents a GATT characteristic element.

Public Members

uintl6_t char_handle

Characteristic handle.

esp_gatt_char_prop_t properties

Characteristic properties.

Espressif Systems 244 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. API &%

esp_bt_uuid_t uuid
Characteristic UUID.

struct esp_gattc_descr_elem_t

Represents a GATT descriptor element.

Public Members

uintl6_t handle

Descriptor handle.

esp_bt_uuid_t vuid
Descriptor UUID.

struct esp_gattc_incl_svc_elem_t

Represents an included GATT service element.

Public Members

uintl6_t handle

Current attribute handle of the included service.

uintl6_t incl_srvc_s_handle

Start handle of the included service.

uintl6_t incl_srvc_e_handle

End handle of the included service.

esp_bt_uuid_t uuid
Included service UUID.

Macros

ESP_GATT_ILLEGAL_UUID
GATT INVALID UUID.

ESP_GATT_ILLEGAL_HANDLE

GATT INVALID HANDLE.

ESP_GATT_ATTR_HANDLE_MAX
GATT attribute max handle.

ESP_GATT_MAX_ READ_ MULTI_HANDLES

Maximum number of attributes to read in one request.

ESP_GATT_UUID_IMMEDIATE_ALERT_ SVC
Immediate Alert Service UUID.
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ESP_GATT_UUID_LINK_LOSS_SVC
Link Loss Service UUID.

ESP_GATT_UUID_TX_POWER_SVC
TX Power Service UUID.

ESP_GATT_UUID_CURRENT_TIME_SVC
Current Time Service UUID.

ESP_GATT_UUID_REF_TIME_UPDATE_SVC
Reference Time Update Service UUID.

ESP_GATT_UUID_NEXT_DST_CHANGE_SVC
Next DST Change Service UUID.

ESP_GATT_UUID_GLUCOSE_SVC
Glucose Service UUID.

ESP_GATT_UUID_ HEALTH_ THERMOM_SVC
Health Thermometer Service UUID.

ESP_GATT_UUID_DEVICE_INFO_SVC

Device Information Service UUID.

ESP_GATT_UUID_HEART_RATE_SVC
Heart Rate Service UUID.

ESP_GATT_UUID_PHONE_ALERT_ STATUS_SVC
Phone Alert Status Service UUID.

ESP_GATT_UUID_BATTERY SERVICE_SVC
Battery Service UUID.

ESP_GATT_UUID_BLOOD_PRESSURE_SVC
Blood Pressure Service UUID.

ESP_GATT_UUID_ALERT_NTF_SVC
Alert Notification Service UUID.

ESP_GATT_UUID_HID_SVC
HID Service UUID.

ESP_GATT_UUID_SCAN_PARAMETERS_SVC

Scan Parameters Service UUID.

ESP_GATT_UUID_RUNNING_SPEED_CADENCE_SVC
Running Speed and Cadence Service UUID.
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ESP_GATT_UUID_Automation_IO_SVC
Automation IO Service UUID.

ESP_GATT_UUID_CYCLING_SPEED_CADENCE_SVC
Cycling Speed and Cadence Service UUID.

ESP_GATT_UUID_CYCLING_POWER_SVC
Cycling Power Service UUID.

ESP_GATT_UUID_LOCATION_AND_ NAVIGATION_SVC

Location and Navigation Service UUID.

ESP_GATT_UUID_ENVIRONMENTAL_SENSING_SVC

Environmental Sensing Service UUID.

ESP_GATT_UUID_BODY_COMPOSITION
Body Composition Service UUID.

ESP_GATT_UUID_USER_DATA_SVC
User Data Service UUID.

ESP_GATT_UUID_WEIGHT_ SCALE_SVC
Weight Scale Service UUID.

ESP_GATT_UUID_BOND_MANAGEMENT_SVC
Bond Management Service UUID.

ESP_GATT_UUID_CONT GLUCOSE_MONITOR_SVC

Continuous Glucose Monitoring Service UUID.

ESP_GATT_UUID_PRI_SERVICE
Primary Service UUID.

ESP_GATT_UUID_SEC_SERVICE
Secondary Service UUID.

ESP_GATT_UUID_INCLUDE_SERVICE
Include Service UUID.

ESP_GATT_UUID_CHAR_DECLARE
Characteristic Declaration UUID.

ESP_GATT_UUID_CHAR_EXT_ PROP
Characteristic Extended Properties UUID.

ESP_GATT_UUID_CHAR_DESCRIPTION
Characteristic User Description UUID.
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ESP_GATT_UUID_CHAR_CLIENT_CONFIG
Client Characteristic Configuration UUID.

ESP_GATT_UUID_CHAR_SRVR_CONFIG
Server Characteristic Configuration UUID.

ESP_GATT_UUID_CHAR_PRESENT_ FORMAT

Characteristic Presentation Format UUID.

ESP_GATT_UUID_CHAR_AGG_FORMAT
Characteristic Aggregate Format UUID.

ESP_GATT_UUID_CHAR_VALID_RANGE
Characteristic Valid Range UUID.

ESP_GATT_UUID_EXT RPT_REF_DESCR
External Report Reference Descriptor UUID.

ESP_GATT_UUID_RPT REF_DESCR
Report Reference Descriptor UUID.

ESP_GATT_UUID_NUM_DIGITALS_DESCR
Number of Digitals Descriptor UUID.

ESP_GATT_UUID_VALUE_TRIGGER_DESCR
Value Trigger Setting Descriptor UUID.

ESP_GATT_UUID_ENV_SENSING_CONFIG_DESCR

Environmental Sensing Configuration Descriptor UUID.

ESP_GATT_UUID_ENV_SENSING_MEASUREMENT_ DESCR

Environmental Sensing Measurement Descriptor UUID.

ESP_GATT_UUID_ENV_SENSING_TRIGGER_DESCR
Environmental Sensing Trigger Setting Descriptor UUID.

ESP_GATT_UUID_TIME_TRIGGER_DESCR
Time Trigger Setting Descriptor UUID.

ESP_GATT_UUID_GAP_DEVICE_NAME
GAP Device Name UUID.

ESP_GATT_UUID_GAP_ICON
GAP Icon UUID.

ESP_GATT_UUID_GAP_PREF_CONN_PARAM
GAP Preferred Connection Parameters UUID.
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ESP_GATT_UUID_GAP_CENTRAL_ADDR_RESOL
GAP Central Address Resolution UUID.

ESP_GATT_UUID_GATT_SRV_CHGD
GATT Service Changed UUID.

ESP_GATT_UUID_ALERT_LEVEL
Alert Level UUID.

ESP_GATT_UUID_TX_POWER_LEVEL
TX Power Level UUID.

ESP_GATT_UUID_CURRENT_TIME
Current Time UUID.

ESP_GATT_UUID_LOCAL_TIME_INFO
Local Time Info UUID.

ESP_GATT_UUID_REF_TIME_INFO

Reference Time Information UUID.

ESP_GATT_UUID_NW_STATUS
Network Availability Status UUID.

ESP_GATT_UUID_NW_TRIGGER
Network Availability Trigger UUID.

ESP_GATT_UUID_ALERT_STATUS
Alert Status UUID.

ESP_GATT_UUID_RINGER_CP
Ringer Control Point UUID.

ESP_GATT_UUID_RINGER_SETTING
Ringer Setting UUID.

ESP_GATT_UUID_GM_MEASUREMENT

Glucose Measurement Characteristic UUID.

ESP_GATT_UUID_GM_CONTEXT

Glucose Measurement Context Characteristic UUID.

ESP_GATT_UUID_GM_CONTROL_POINT
Glucose Control Point Characteristic UUID.

ESP_GATT_UUID_GM_FEATURE
Glucose Feature Characteristic UUID.
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ESP_GATT_UUID_SYSTEM_ID
System ID Characteristic UUID.

ESP_GATT_UUID_MODEL_NUMBER_STR
Model Number String Characteristic UUID.

ESP_GATT_UUID_SERIAL_NUMBER_STR
Serial Number String Characteristic UUID.

ESP_GATT_UUID_FW_VERSION_STR

Firmware Revision String Characteristic UUID.

ESP_GATT_UUID_HW_VERSION_STR
Hardware Revision String Characteristic UUID.

ESP_GATT_UUID_SW_VERSION_STR
Software Revision String Characteristic UUID.

ESP_GATT_UUID_MANU_NAME
Manufacturer Name String Characteristic UUID.

ESP_GATT_UUID_IEEE_DATA
IEEE 11073-20601 Regulatory Certification Data List Characteristic UUID.

ESP_GATT_UUID_PNP_ID
PnP ID Characteristic UUID.

ESP_GATT_UUID_HID_ INFORMATION
HID Information Characteristic UUID.

ESP_GATT_UUID_HID_ REPORT_MAP
HID Report Map Characteristic UUID.

ESP_GATT_UUID_HID_ CONTROL_POINT
HID Control Point Characteristic UUID.

ESP_GATT_UUID_HID_ REPORT
HID Report Characteristic UUID.

ESP_GATT_UUID_HID_PROTO_MODE
HID Protocol Mode Characteristic UUID.

ESP_GATT_UUID_HID BT KB_INPUT
HID Bluetooth Keyboard Input Characteristic UUID.

ESP_GATT_UUID_HID BT KB_OUTPUT
HID Bluetooth Keyboard Output Characteristic UUID.
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ESP_GATT_UUID_HID_ BT MOUSE_INPUT
HID Bluetooth Mouse Input Characteristic UUID.

ESP_GATT_HEART_ RATE_MEAS
Heart Rate Measurement Characteristic UUID.

ESP_GATT BODY_SENSOR_LOCATION
Body Sensor Location Characteristic UUID.

ESP_GATT_HEART_RATE_CNTL_POINT
Heart Rate Control Point Characteristic UUID.

ESP_GATT_UUID_BATTERY_LEVEL
Battery Level Characteristic UUID.

ESP_GATT_UUID_SC_CONTROL_POINT
Sensor Control Point Characteristic UUID.

ESP_GATT_UUID_SENSOR_LOCATION

Sensor Location Characteristic UUID.

ESP_GATT_UUID_RSC_MEASUREMENT
RSC Measurement Characteristic UUID.

ESP_GATT_UUID_RSC_FEATURE
RSC Feature Characteristic UUID.

ESP_GATT_UUID_CSC_MEASUREMENT
CSC Measurement Characteristic UUID.

ESP_GATT_UUID_CSC_FEATURE
CSC Feature Characteristic UUID.

ESP_GATT_UUID_SCAN_INT_ WINDOW
Scan Interval Window Characteristic UUID.

ESP_GATT_UUID_SCAN_REFRESH
Scan Refresh UUID.

ESP_GATT_PERM_READ
Permission to read the attribute. Corresponds to BTA_GATT_PERM_READ.

ESP_GATT_PERM READ_ENCRYPTED

Permission to read the attribute with encryption. Corresponds
BTA_GATT_PERM_READ_ENCRYPTED.

ESP_GATT_PERM_READ_ENC_MITM

Permission to read the attribute with encrypted MITM (Man In The Middle) protection. Corresponds to

BTA_GATT_PERM_READ_ENC_MITM.
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ESP_GATT_PERM WRITE
Permission to write to the attribute. Corresponds to BTA_GATT_PERM_WRITE.

ESP_GATT_PERM WRITE_ENCRYPTED

Permission to  write to the  attribute  with  encryption. Corresponds  to
BTA_GATT_PERM_WRITE_ENCRYPTED.

ESP_GATT_PERM WRITE_ENC_MITM

Permission to write to the attribute with encrypted MITM protection. Corresponds  to
BTA_GATT_PERM_WRITE_ENC_MITM.

ESP_GATT_PERM_WRITE_SIGNED
Permission for signed writes to the attribute. Corresponds to BTA_GATT_PERM_WRITE_SIGNED.

ESP_GATT_PERM WRITE_SIGNED MITM

Permission for signed writes to the attribute with MITM protection. Corresponds  to
BTA_GATT_PERM_WRITE_SIGNED_MITM.

ESP_GATT_PERM_READ AUTHORIZATION

Permission to read the attribute with authorization.

ESP_GATT_PERM WRITE_AUTHORIZATION
Permission to write to the attribute with authorization.

ESP_GATT_PERM_ENCRYPT KEY_ SIZE (keysize)
Macro to specify minimum encryption key size.
B8

* keysize —The minimum size of the encryption key, in bytes.

ESP_GATT_CHAR_PROP_BIT_BROADCAST
Ability to broadcast.Corresponds to BTA_GATT_CHAR_PROP_BIT_BROADCAST.

ESP_GATT_CHAR_PROP_BIT_READ
Ability to read.Corresponds to BTA_GATT_CHAR_PROP_BIT_READ.

ESP_GATT_CHAR_PROP_BIT WRITE_NR
Ability to write without response.Corresponds to BTA_GATT_CHAR_PROP_BIT_WRITE_NR.

ESP_GATT_CHAR_PROP_BIT_WRITE
Ability to write.Corresponds to BTA_ GATT_CHAR_PROP_BIT_WRITE.

ESP_GATT_CHAR_PROP_BIT NOTIFY
Ability to notify.Corresponds to BTA_GATT_CHAR_PROP_BIT_NOTIFY.

ESP_GATT_CHAR_PROP_BIT_INDICATE
Ability to indicate.Corresponds to BTA_GATT_CHAR_PROP_BIT_INDICATE.

ESP_GATT_CHAR_PROP_BIT_ AUTH
Ability to authenticate.Corresponds to BTA_GATT_CHAR_PROP_BIT_AUTH.
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ESP_GATT_CHAR_PROP_BIT_ EXT_PROP
Has extended properties.Corresponds to BTA_GATT_CHAR_PROP_BIT_EXT_PROP.

ESP_GATT_MAX_ATTR_LEN
Defines the maximum length of a GATT attribute.

This definition specifies the maximum number of bytes that a GATT attribute can hold.As same as
GATT_MAX_ATTR_LEN.

ESP_GATT_RSP_BY_ APP

Defines attribute control for GATT operations.

This module provides definitions for controlling attribute auto responses in GATT operations.Response to
Write/Read operations should be handled by the application.

ESP_GATT_AUTO_RSP
Response to Write/Read operations should be automatically handled by the GATT stack.

ESP_GATT_IF_NONE

Macro indicating no specific GATT interface.

No specific application GATT interface.

Type Definitions

typedef uint16_t esp_gatt_perm_t
Type to represent GATT attribute permissions.

typedef uint8_t esp_gatt_char_prop_t

Type for characteristic properties bitmask.

typedef uint8_t esp_gatt_if_t
GATT interface type for client applications.

Enumerations
enum esp_gatt_prep_write_type
Defines the attribute write operation types from the client.

These values are used to specify the type of write operation in a prepare write sequence. relate to
BTA_GATT_PREP_WRITE_xxx in bta/bta_gatt_api.h.

Values:

enumerator ESP_GATT_PREP_WRITE_CANCEL
Prepare write cancel. Corresponds to BTA_GATT_PREP_WRITE_CANCEL.

enumerator ESP_GATT_PREP_WRITE_EXEC
Prepare write execute. Corresponds to BTA_GATT_PREP_WRITE_EXEC.

enum esp_gatt_status_t
GATT operation status codes.

These status codes are used to indicate the result of various GATT operations. relate to BTA_GATT_xxx in
bta/bta_gatt_api.h .
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Values:

enumerator ESP_GATT_OK
0x0, Operation successful. Corresponds to BTA_GATT_OK.

enumerator ESP_GATT_INVALID HANDLE
0x01, Invalid handle. Corresponds to BTA_GATT_INVALID_HANDLE.

enumerator ESP_GATT_READ_NOT_PERMIT
0x02, Read operation not permitted. Corresponds to BTA_GATT_READ_NOT_PERMIT.

enumerator ESP_GATT_WRITE_NOT PERMIT
0x03, Write operation not permitted. Corresponds to BTA_GATT_WRITE_NOT_PERMIT.

enumerator ESP_GATT_INVALID_PDU
0x04, Invalid PDU. Corresponds to BTA_GATT_INVALID_PDU.

enumerator ESP_GATT_INSUF_AUTHENTICATION
0x05, Insufficient authentication. Corresponds to BTA_GATT_INSUF_AUTHENTICATION.

enumerator ESP_GATT_REQ NOT_SUPPORTED
0x06, Request not supported. Corresponds to BTA_GATT_REQ_NOT_SUPPORTED.

enumerator ESP_GATT_INVALID_ OFFSET
0x07, Invalid offset. Corresponds to BTA_GATT_INVALID_OFFSET.

enumerator ESP_GATT_INSUF_AUTHORIZATION
0x08, Insufficient authorization. Corresponds to BTA_GATT_INSUF_AUTHORIZATION.

enumerator ESP_GATT_PREPARE_Q_FULL
0x09, Prepare queue full. Corresponds to BTA_GATT_PREPARE_Q_FULL.

enumerator ESP_GATT_NOT_FOUND
0x0a, Not found. Corresponds to BTA_GATT_NOT_FOUND.

enumerator ESP_GATT_NOT_LONG
0x0b, Not long. Corresponds to BTA_GATT_NOT_LONG.

enumerator ESP_GATT_INSUF_KEY_ SIZE
0x0c, Insufficient key size. Corresponds to BTA_GATT_INSUF_KEY_SIZE.

enumerator ESP_GATT_INVALID_ATTR_LEN
0x0d, Invalid attribute length. Corresponds to BTA_GATT_INVALID_ATTR_LEN.

enumerator ESP_GATT_ERR_UNLIKELY
0x0e, Unlikely error. Corresponds to BTA_GATT_ERR_UNLIKELY.

enumerator ESP_GATT_INSUF_ENCRYPTION
0x0f, Insufficient encryption. Corresponds to BTA_GATT_INSUF_ENCRYPTION.
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enumerator ESP_GATT_UNSUPPORT_GRP_TYPE
0x10, Unsupported group type. Corresponds to BTA_ GATT_UNSUPPORT_GRP_TYPE.

enumerator ESP_GATT_INSUF_RESOURCE
0x11, Insufficient resource. Corresponds to BTA_GATT_INSUF_RESOURCE.

enumerator ESP_GATT_NO_RESOURCES
0x80, No resources. Corresponds to BTA_ GATT_NO_RESOURCES.

enumerator ESP_GATT_INTERNAL_ERROR
0x81, Internal error. Corresponds to BTA_ GATT_INTERNAL_ERROR.

enumerator ESP_GATT_WRONG_STATE
0x82, Wrong state. Corresponds to BTA_GATT_WRONG_STATE.

enumerator ESP_GATT_DB_FULL
0x83, Database full. Corresponds to BTA_GATT_DB_FULL.

enumerator ESP_GATT_BUSY
0x84, Busy. Corresponds to BTA_GATT_BUSY.

enumerator ESP_GATT_ERROR
0x85, Generic error. Corresponds to BTA_GATT_ERROR.

enumerator ESP_GATT_CMD_STARTED
0x86, Command started. Corresponds to BTA_GATT_CMD_STARTED.

enumerator ESP_GATT_ILLEGAL_PARAMETER
0x87, Illegal parameter. Corresponds to BTA_GATT_ILLEGAL_PARAMETER.

enumerator ESP_GATT_PENDING
0x88, Operation pending. Corresponds to BTA_GATT_PENDING.

enumerator ESP_GATT_AUTH_FAIL
0x89, Authentication failed. Corresponds to BTA_GATT_AUTH_FAIL.

enumerator ESP_GATT_MORE
0x8a, More data available. Corresponds to BTA_GATT_MORE.

enumerator ESP_GATT_INVALID_CFG
0x8b, Invalid configuration. Corresponds to BTA_GATT_INVALID_CFG.

enumerator ESP_GATT_SERVICE_STARTED
0x8c, Service started. Corresponds to BTA_GATT_SERVICE_STARTED.

enumerator ESP_GATT_ENCRYPTED_MITM
0x0, Encrypted, with MITM protection. Corresponds to BTA_GATT_ENCRYPTED_MITM.
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enumerator ESP_GATT_ENCRYPTED_NO_MITM
0x8d, Encrypted, without MITM protection. Corresponds to BTA_GATT_ENCRYPTED_NO_MITM.

enumerator ESP_GATT_NOT_ENCRYPTED
0x8e, Not encrypted. Corresponds to BTA_GATT_NOT_ENCRYPTED.

enumerator ESP_GATT_CONGESTED
0x8f, Congested. Corresponds to BTA_GATT_CONGESTED.

enumerator ESP_GATT_DUP_REG
0x90, Duplicate registration. Corresponds to BTA_GATT_DUP_REG.

enumerator ESP_GATT_ALREADY_ OPEN
0x91, Already open. Corresponds to BTA_GATT_ALREADY_OPEN.

enumerator ESP_GATT_CANCEL
0x92, Operation cancelled. Corresponds to BTA_GATT_CANCEL.

enumerator ESP_GATT_STACK_RSP
0xe0, Stack response. Corresponds to BTA_GATT_STACK_RSP.

enumerator ESP_GATT_APP_RSP
Oxel, Application response. Corresponds to BTA_GATT_APP_RSP.

enumerator ESP_GATT_UNKNOWN_ERROR
Oxef, Unknown error. Corresponds to BTA_ GATT_UNKNOWN_ERROR.

enumerator ESP_GATT_CCC_CFG_ERR

Oxfd, Client Characteristic Configuration Descriptor improperly configured. Corresponds to
BTA_GATT_CCC_CFG_ERR.

enumerator ESP_GATT_PRC_IN_PROGRESS
Oxfe, Procedure already in progress. Corresponds to BTA_GATT_PRC_IN_PROGRESS.

enumerator ESP_GATT_OUT_OF _RANGE
Oxff, Attribute value out of range. Corresponds to BTA_GATT_OUT_OF_RANGE.

enum esp_gatt_conn_reason_t

Enumerates reasons for GATT connection.

Values:

enumerator ESP_GATT__CONN_UNKNOWN
Unknown connection reason. Corresponds to BTA_GATT_CONN_UNKNOWN in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_L2C_FAILURE
General L2CAP failure. Corresponds to BTA_GATT_CONN_L2C_FAILURE in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_TIMEOUT
Connection timeout. Corresponds to BTA_GATT_CONN_TIMEOUT in bta/bta_gatt_api.h
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enumerator ESP_GATT _CONN_TERMINATE_PEER_USER

Connection terminated by peer user. Corresponds to BTA_GATT_CONN_TERMINATE_PEER_USER
in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_TERMINATE_LOCAL_HOST

Connection terminated by local host. Corresponds to BTA_GATT_CONN_TERMINATE_LOCAL_HOST
in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_FAIL_ESTABLISH

Failure to establish connection. Corresponds to BTA_GATT_CONN_FAIL_ESTABLISH in
bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_LMP_TIMEOUT

Connection failed due to LMP response timeout. Corresponds to
BTA_GATT_CONN_LMP_TIMEOUT in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_CONN_CANCEL

L2CAP connection cancelled. Corresponds to BTA_GATT_CONN_CONN_CANCEL in
bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_NONE
No connection to cancel. Corresponds to BTA_GATT_CONN_NONE in bta/bta_gatt_api.h

enum esp_gatt_auth_req t
Defines the GATT authentication request types.

This enumeration lists the types of authentication requests that can be made. It corresponds to the
BTA_GATT_AUTH_REQ_xxx values defined in bta/bta_gatt_api.h. The types include options for
no authentication, unauthenticated encryption, authenticated encryption, and both signed versions with and
without MITM (Man-In-The-Middle) protection.

Values:

enumerator ESP_GATT AUTH_REQ_NONE
No authentication required. Corresponds to BTA_GATT_AUTH_REQ_NONE.

enumerator ESP_GATT_AUTH_REQ_NO_MITM
Unauthenticated encryption. Corresponds to BTA_GATT_AUTH_REQ_NO_MITM.

enumerator ESP_GATT AUTH_REQ_MITM
Authenticated encryption (MITM protection). Corresponds to BTA_GATT_AUTH_REQ_MITM.

enumerator ESP_GATT_AUTH_REQ_SIGNED_NO_MITM
Signed data, no MITM protection. Corresponds to BTA_GATT_AUTH_REQ_SIGNED_NO_MITM.

enumerator ESP_GATT_AUTH_REQ SIGNED_MITM
Signed data with MITM protection. Corresponds to BTA_GATT_AUTH_REQ_SIGNED_MITM.

enum esp_service_source_t

Enumerates the possible sources of a GATT service discovery.
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This enumeration identifies the source of a GATT service discovery process, indicating whether the service
information was obtained from a remote device, from NVS (Non-Volatile Storage) flash, or the source is
unknown.

Values:

enumerator ESP_GATT_SERVICE_FROM_REMOTE_DEVICE
Service information from a remote device. Relates to BTA_ GATTC_SERVICE_INFO_FROM_REMOTE_DEVICE.

enumerator ESP_GATT_SERVICE_FROM_NVS_FLASH
Service information from NVS flash. Relates to BTA_ GATTC_SERVICE_INFO _FROM_NVS_FLASH.

enumerator ESP_GATT_SERVICE_FROM_UNKNOWN
Service source is unknown. Relates to BTA_GATTC_SERVICE_INFO_FROM_UNKNOWN.

enum esp_gatt_write_type_t
Defines the types of GATT write operations.

Values:

enumerator ESP_GATT_WRITE_TYPE_NO_RSP

Write operation where no response is needed.

enumerator ESP_GATT _WRITE_TYPE_RSP

Write operation that requires a remote response.

enum esp_gatt_db_attr_type_t
Enumerates types of GATT database attributes.

Values:

enumerator ESP_GATT_DB_PRIMARY_SERVICE

Primary service attribute.

enumerator ESP_GATT_DB_SECONDARY_SERVICE

Secondary service attribute.

enumerator ESP_GATT_DB_CHARACTERISTIC

Characteristic attribute.

enumerator ESP_GATT_DB_DESCRIPTOR

Descriptor attribute.

enumerator ESP_GATT_DB_INCLUDED_SERVICE

Included service attribute.

enumerator ESP_GATT_DB_ALL
All attribute types.

Espressif Systems 258 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. AP1 &%

GATT SERVER API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

¢ This is a GATT sever demo and its tutorial. This demo creates a GATT service with an attribute table, which
releases the user from adding attributes one by one. This is the recommended method of adding attributes.
— bluetooth/bluedroid/ble/gatt_server_service_table
— GATT Server Service Table Example Walkthrough
 This is a GATT server demo and its tutorial. This demo creates a GATT service by adding attributes one by
one as defined by Bluedroid. The recommended method of adding attributes is presented in example above.
— bluetooth/bluedroid/ble/gatt_server
— GATT Server Example Walkthrough
e This is a BLE SPP-Like demo. This demo, which acts as a GATT server, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_server

API Reference

Header File

e components/bt/host/bluedroid/api/include/api/esp_gatts_api.h

Functions
esp_err_t esp_ble_gatts_register_callback (esp_gatts_cbh_t callback)

This function is called to register application callbacks with BTA GATTS module.
B
e ESP_OK : success

* other : failed
esp_gatts_cb_t esp_ble_gatts_get_callback (void)

This function is called to get the current application callbacks with BTA GATTS module.
Bl
* esp_gatts_cb_t : current callback
esp_err_t esp_ble_gatts_app_register (uintl6_t app_id)
This function is called to register application identifier.
B
* ESP_OK : success
* other : failed
esp_err_t esp_ble_gatts_app_unregister (esp_gatt_if_t gatts_if)
unregister with GATT Server.

%48 gatts_if —[in] GATT server access interface
R

e ESP_OK : success

¢ other : failed

esp_err_t esp_ble_gatts_create_service (esp_gatt_if_t gatts_if, esp_gatt_srvc_id_t *service_id,
uint16_t num_handle)
Create a service. When service creation is done, a callback event ESP_GATTS_CREATE_EVT is called to
report status and service ID to the profile. The service ID obtained in the callback function needs to be used
when adding included service and characteristics/descriptors into the service.

SH
e gatts_if —[in] GATT server access interface
e service_id [in] service ID.
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R m

num_handle —[in] number of handle requested for this service.

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_create_attr_tab (const esp_gatts_attr_db_t *gatts_attr_db, esp_gatt_if t

gatts_if, uint16_t max_nb_attr, uint8_t srvc_inst_id)

Create a service attribute tab.

S

B m

gatts_attr_db —[in] the pointer to the service attr tab

gatts_if —[in] GATT server access interface

max_nb_attr —[in] the number of attribute to be added to the service database.
srve_inst_id —[in] the instance id of the service

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_add_included_service (uintl6_t service_handle, uint16_t

included_service_handle)

This function is called to add an included service. This function have to be called between
‘esp_ble_gatts_create_service’ and ‘esp_ble_gatts_add_char’ . After included service is included, a callback
event ESP_GATTS_ADD_INCL_SRVC_EVT is reported the included service ID.

B

B

service_handle —[in] service handle to which this included service is to be added.
included_service_handle —[in] the service ID to be included.

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_add_char (uintl6_t service_handle, esp_bt_uuid_t *char_uuid, esp_gatt_perm_t

perm, esp_gatt_char_prop_t property, esp_attr_value_t *char_val,
esp_attr_control_t *control)

This function is called to add a characteristic into a service.

S

B

service_handle —[in] service handle to which this included service is to be added.
char_uuid —[in] : Characteristic UUID.

perm —[in] : Characteristic value declaration attribute permission.

property —[in] : Characteristic Properties

char_val —[in] : Characteristic value

control —[in] : attribute response control byte

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_add_char_descr (uintl6_t service_handle, esp_bt_uuid_t *descr_uuid,

esp_gatt_perm_t perm, esp_attr_value_t *char_descr_val,
esp_attr_control_t *control)

This function is called to add characteristic descriptor. When it’ s done, a callback event
ESP_GATTS_ADD_DESCR_EVT is called to report the status and an ID number for this descriptor.

SH

R m

service_handle [in] service handle to which this characteristic descriptor is to be
added.

perm —[in] descriptor access permission.

descr_uuid —[in] descriptor UUID.

char_descr_val -[in] : Characteristic descriptor value

control —[in] : attribute response control byte
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* ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gatts_delete_service (uintl6_t service_handle)

This function is called to delete a service. When this is done, a callback event ESP_GATTS_DELETE_EVT
is report with the status.

%¥( service_handle —[in] service_handle to be deleted.
P[]

* ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_start_service (uintl6_t service_handle)

This function is called to start a service.

%% service_handle [in] the service handle to be started.
B

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_stop_service (uintl6_t service_handle)
This function is called to stop a service.

%% service_handle —[in] - service to be topped.
B

e ESP_OK : success

* other : failed

esp_err_t esp_ble_gatts_send_indicate (esp_gatt_if_t gatts_if, uint16_t conn_id, uint16_t attr_handle,
uint16_t value_len, uint8_t *value, bool need_confirm)

Send indicate or notify to GATT client. Set param need_confirm as false will send notification, otherwise indi-
cation. Note: the size of indicate or notify data need less than MTU size,see “esp_ble_gattc_send_mtu_req”

2H
e gatts_if —[in] GATT server access interface
e conn_id —[in] - connection id to indicate.
* attr_handle —[in] - attribute handle to indicate.
* value_len —[in] - indicate value length.
e value —[in] value to indicate.
* need_confirm [in] - Whether a confirmation is required. false sends a GATT notifi-
cation, true sends a GATT indication.
izl
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_send_response (esp_gatt_if_t gatts_if, uint16_t conn_id, uint32_t trans_id,
esp_gatt_status_t status, esp_gatt_rsp_t *rsp)

This function is called to send a response to a request.

SH
e gatts_if —[in] GATT server access interface
* conn_id —[in] - connection identifier.
e trans_id —[in] - transfer id
* status —[in] - response status
* rsp —[in] - response data.
izl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_set_attr_value (uintl6_t attr_handle, uint16_t length, const uint8_t *value)
This function is called to set the attribute value by the application.
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S

B

attr_handle —[in] the attribute handle which to be set
length —[in] the value length
value —[in] the pointer to the attribute value

ESP_OK : success
other : failed

esp_gatt_status_t esp_ble_gatts_get_attr_value (uintl6_t attr_handle, uint16_t *length, const uint8_t

**yalue)

Retrieve attribute value.

ZH

B

attr_handle [in] Attribute handle.
length —[out] pointer to the attribute value length

value —[out] Pointer to attribute value payload, the value cannot be modified by user

ESP_GATT_OK : success
other : failed

esp_err_t esp_ble_gatts_open (esp_gatt_if _t gatts_if, esp_bd_addr_t remote_bda, bool is_direct)

Open a direct open connection or add a background auto connection.

S

B

esp_err_t esp_ble_gatts_close (esp_gatt_if t gatts_if, uint16_t conn_id)

gatts_if [in] GATT server access interface

remote_bda —[in] remote device bluetooth device address.
is_direct —[in] direct connection or background auto connection

ESP_OK : success
other : failed

Close a connection a remote device.

S

B m

gatts_if —[in] GATT server access interface
conn_id —[in] connection ID to be closed.

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_send_service_change_indication (esp_gatt _if t gatts_if,
esp_bd_addr_t remote_bda)

Send service change indication.

ZH

B

gatts_if —[in] GATT server access interface

remote_bda —[in] remote device bluetooth device address. If remote_bda is NULL
then it will send service change indication to all the connected devices and if not then to a

specific device

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_show_local_database (void)
Print local database (GATT service table)

R

ESP_OK : success
other : failed
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Unions

union esp_ble_gatts_cb_param_t

#include <esp_gatts_api.h> Gatt server callback parameters union.

Public Members

struct esp_ble_gatts_cb_param_t::gatts_reg_evt_param reg
Gatt server callback param of ESP_GATTS_REG_EVT

struct esp_ble_gatts_cb_param_t::gatts_read_evt_param read
Gatt server callback param of ESP_GATTS_READ_EVT

struct esp_ble_gatts_cb_param_t::gatts_write_evt_param write
Gatt server callback param of ESP_GATTS_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_exec_write_evt_param exec_write
Gatt server callback param of ESP_GATTS_EXEC_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_mtu_evt_param mtu
Gatt server callback param of ESP_GATTS_MTU_EVT

struct esp_ble_gatts_cb_param_t::gatts_conf_evt_param conf
Gatt server callback param of ESP_GATTS_CONF_EVT (confirm)

struct esp_ble_gatts_cb_param_t::gatts_create_evt_param create
Gatt server callback param of ESP_GATTS_CREATE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_incl_srvc_evt_param add_incl_srvc
Gatt server callback param of ESP_GATTS_ADD_INCL_SRVC_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_evt_param add_char
Gatt server callback param of ESP_GATTS_ADD_CHAR_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_descr_evt_param add_char_descr
Gatt server callback param of ESP_GATTS_ADD_CHAR_DESCR_EVT

struct esp_ble_gatts_cb_param_t::gatts_delete_evt_param del
Gatt server callback param of ESP_GATTS_DELETE_EVT

struct esp_ble_gatts_cb_param_t::gatts_start_evt_param start
Gatt server callback param of ESP_GATTS_START_EVT

struct esp_ble_gatts_cb_param_t::gatts_stop_evt_param stop
Gatt server callback param of ESP_GATTS_STOP_EVT

struct esp_ble_gatts_cb_param_t::gatts_connect_evt_param connect
Gatt server callback param of ESP_GATTS_CONNECT_EVT
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struct esp_ble_gatts_cb_param_t::gatts_disconnect_evt_param disconnect
Gatt server callback param of ESP_GATTS_DISCONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_open_evt_param open
Gatt server callback param of ESP_GATTS_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_cancel_open_evt_param cancel_open
Gatt server callback param of ESP_GATTS_CANCEL_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_close_evt_param close
Gatt server callback param of ESP_GATTS_CLOSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_congest_evt_param congest
Gatt server callback param of ESP_GATTS_CONGEST_EVT

struct esp_ble_gatts_cb_param_t::gatts_rsp_evt_param rsp
Gatt server callback param of ESP_GATTS_RESPONSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_attr_tab_evt_param add_attr_tab
Gatt server callback param of ESP_GATTS_CREAT_ATTR_TAB_EVT

struct esp_ble_gatts_cb_param_t::gatts_set_attr_val_evt_param set_attr_val
Gatt server callback param of ESP_GATTS_SET_ATTR_VAL_EVT

struct esp_ble_gatts_cb_param_t::gatts_send_service_change_evt_param service_change
Gatt server callback param of ESP_GATTS_SEND_SERVICE_CHANGE_EVT

struct gatts_add_attr_tab_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CREAT_ATTR_TAB_EVT.

Public Members

esp_gatt_status_t status

Operation status

esp_bt_uuid_t sve_uuid

Service uuid type

uint§_t sve_inst_id

Service id

uint16_t num_handle

The number of the attribute handle to be added to the gatts database

uintl6_t *handles

The number to the handles

struct gatts_add_char_descr_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_DESCR_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Descriptor attribute handle

uint16_t service_handle

Service attribute handle

esp_bt_uuid_t descr_uuid

Characteristic descriptor uuid

struct gatts_add_char_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Characteristic attribute handle

uintl6_t service_handle

Service attribute handle

esp_bt_uuid_t char_uuid

Characteristic uuid

struct gatts_add_incl_srvc_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_INCL_SRVC_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Included service attribute handle

uint16_t service_handle

Service attribute handle

struct gatts_cancel_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CANCEL_OPEN_EVT.
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Public Members

esp_gatt_status_t status

Operation status

struct gatts_close_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CLOSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

struct gatts_conf_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONF_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uintl6_t handle
attribute handle

uintl6_t len

The indication or notification value length, len is valid when send notification or indication failed

uint8_t *value

The indication or notification value , value is valid when send notification or indication failed

struct gatts_congest_evt_param
#include <esp_gatts_api.h> ESP_GATTS_LISTEN_EVT.

ESP_GATTS_CONGEST_EVT

Public Members

uint16_t conn_id

Connection id
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bool congested

Congested or not

struct gatts_connect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

uint8_t 1ink_role

Link role : master role = 0 ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_params_{ conn_params

current Connection parameters

esp_ble_addr_type_t ble_addr_type
Remote BLE device address type

uint16_t conn_handle

HCI connection handle

struct gatts_create_evt_param
#include <esp_gatts_api.h> ESP_GATTS_UNREG_EVT.

ESP_GATTS_CREATE_EVT

Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

esp_gatt_srvc_id_t service_id

Service id, include service uuid and other information

struct gatts_delete_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DELETE_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

struct gatts_disconnect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DISCONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

uint§_t 1ink_role

Link role : master role = 0 ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_reason_t reason

Indicate the reason of disconnection

struct gatts_exec_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_EXEC_WRITE_EVT.

Public Members

uint16_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been written

uint8_t exec_write_flag

Execute write flag

struct gatts_mtu_evt_param
#include <esp_gatts_api.h> ESP_GATTS_MTU_EVT.
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Public Members

uint16_t conn_id

Connection id

uint1l6_t mtu
MTU size

struct gatts_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_read_evt_param
#include <esp_gatts_api.h> ESP_GATTS_READ_EVT.

Public Members

uint16_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been read

uint1l6_t handle
The attribute handle

uintl6_t of £set

Offset of the value, if the value is too long

bool is_long

The value is too long or not

bool need_rsp

The read operation need to do response

struct gatts_reg_evt_param
#include <esp_gatts_api.h> ESP_GATTS_REG_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uint16_t app_id
Application id which input in register API

struct gatts_rsp_evt_param
#include <esp_gatts_api.h> ESP_GATTS_RESPONSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t handle

Attribute handle which send response

struct gatts_send_service_change_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SEND_SERVICE_CHANGE_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_set_attr_val_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SET_ATTR_VAL_EVT.

Public Members

uintl6_t srve_handle

The service handle

uintl6_t attr_handle
The attribute handle

esp_gatt_status_t status

Operation status

struct gatts_start_evt_param
#include <esp_gatts_api.h> ESP_GATTS_START_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

struct gatts_stop_evt_param
#include <esp_gatts_api.h> ESP_GATTS_STOP_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t service_handle

Service attribute handle

struct gatts_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_WRITE_EVT.

Public Members

uint16_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been written

uint16_t handle
The attribute handle

uintl6_t of £set

Offset of the value, if the value is too long

bool need_rsp

The write operation need to do response

bool is_prep

This write operation is prepare write

uintl6_t len

The write attribute value length
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uint8_t *value

The write attribute value

Macros

ESP_GATT_PREP_WRITE_CANCEL

Prepare write flag to indicate cancel prepare write

ESP_GATT_PREP_WRITE_EXEC

Prepare write flag to indicate execute prepare write

Type Definitions

typedef void (*esp_gatts_cb_t)(esp_gatts_cb_event_t event, esp_gatt_if t gatts_if, esp_ble_gatts_cb_param_t
*
param)

GATT Server callback function type.

Param event : Event type

Param gatts_if : GATT server access interface, normally different gatts_if correspond to different
profile

Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gatts_cb_event_t

GATT Server callback function events.

Values:

enumerator ESP_GATTS_REG_EVT

When register application id, the event comes

enumerator ESP_GATTS_READ_EVT

When gatt client request read operation, the event comes

enumerator ESP_GATTS_WRITE_EVT

When gatt client request write operation, the event comes

enumerator ESP_GATTS_EXEC_WRITE_EVT

When gatt client request execute write, the event comes

enumerator ESP_GATTS_MTU_EVT

When set mtu complete, the event comes

enumerator ESP_GATTS_CONF_EVT

When receive confirm, the event comes

enumerator ESP_GATTS_UNREG_EVT

When unregister application id, the event comes

enumerator ESP_GATTS_CREATE_EVT

When create service complete, the event comes
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enumerator ESP_GATTS_ADD_INCL_SRVC_EVT

When add included service complete, the event comes

enumerator ESP_GATTS_ADD_CHAR_EVT

When add characteristic complete, the event comes

enumerator ESP_GATTS_ADD_CHAR_DESCR_EVT

When add descriptor complete, the event comes

enumerator ESP_GATTS_DELETE_EVT

When delete service complete, the event comes

enumerator ESP_GATTS_START EVT

When start service complete, the event comes

enumerator ESP_GATTS_STOP_EVT

When stop service complete, the event comes

enumerator ESP_GATTS_CONNECT_EVT

When gatt client connect, the event comes

enumerator ESP_GATTS_DISCONNECT_EVT

When gatt client disconnect, the event comes

enumerator ESP_GATTS_OPEN_EVT

When connect to peer, the event comes

enumerator ESP_GATTS_CANCEL_OPEN_EVT

When disconnect from peer, the event comes

enumerator ESP_GATTS_CLOSE_EVT

When gatt server close, the event comes

enumerator ESP_GATTS_LISTEN_EVT

When gatt listen to be connected the event comes

enumerator ESP_GATTS_CONGEST_EVT

When congest happen, the event comes

enumerator ESP_GATTS_RESPONSE_EVT

When gatt send response complete, the event comes

enumerator ESP_GATTS_CREAT_ATTR_TAB_EVT

When gatt create table complete, the event comes

enumerator ESP_GATTS_SET_ATTR_VAL_EVT

When gatt set attr value complete, the event comes

enumerator ESP_GATTS_SEND_SERVICE_CHANGE_EVT

When gatt send service change indication complete, the event comes
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GATT CLIENT API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

¢ This is a GATT client demo and its tutorial. This demo can scan for devices, connect to the GATT server and
discover its services.
— bluetooth/bluedroid/ble/gatt_client
— GATT Client Example Walkthrough
e This is a multiple connection demo and its tutorial. This demo can connect to multiple GATT server devices
and discover their services.
— bluetooth/bluedroid/ble/gattc_multi_connect
— GATT Client Multi-connection Example Walkthrough
e This is a BLE SPP-Like demo. This demo, which acts as a GATT client, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_client

API Reference

Header File

¢ components/bt/host/bluedroid/api/include/api/esp_gattc_api.h

Functions
esp_err_t esp_ble_gattc_register_callback (esp_gattc_cb_t callback)

This function is called to register application callbacks with GATTC module.

%% callback [in] : pointer to the application callback function.
B
* ESP_OK: success
e other: failed
esp_gattc_cb_t esp_ble_gattc_get_callback (void)

This function is called to get the current application callbacks with BTA GATTC module.
Bl
* esp_gattC_cb_t : current callback
esp_err_t esp_ble_gattc_app_register (uintl6_t app_id)
This function is called to register application callbacks with GATTC module.
%% app_id —[in] : Application Identify (UUID), for different application
Bl
e ESP_OK: success
e other: failed
esp_err_t esp_ble_gattc_app_unregister (esp_gatt_if t gattc_if)
This function is called to unregister an application from GATTC module.
%4 gattc_if —[in] Gatt client access interface.
Bl
e ESP_OK: success
* other: failed
esp_err_t esp_ble_gattc_open (esp_gatt_if _t gattc_if, esp_bd_addr_t remote_bda, esp_ble_addr_type_t
remote_addr_type, bool is_direct)
Open a direct connection or add a background auto connection.
S8

e gattc_if —[in] Gatt client access interface.
e remote_bda —[in] remote device bluetooth device address.
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* remote_addr_type —[in] remote device bluetooth device the address type.
* is_direct —[in] direct connection or background auto connection(by now, background
auto connection is not supported).
B
* ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_aux_open (esp_gatt_if t gattc_if, esp_bd_addr_t remote_bda,
esp_ble_addr_type_t remote_addr_type, bool is_direct)

esp_err_t esp_ble_gattc_close (esp_gatt_if t gattc_if, uint16_t conn_id)
Close the virtual connection to the GATT server. gattc may have multiple virtual GATT server connections
when multiple app_id registered, this API only close one virtual GATT server connection. if there exist other
virtual GATT server connections, it does not disconnect the physical connection. if you want to disconnect the
physical connection directly, you can use esp_ble_gap_disconnect(esp_bd_addr_t remote_device).

SH
e gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID to be closed.
B
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_send_mtu_req (esp_gatt_if t gattc_if, uint16_t conn_id)

Configure the MTU size in the GATT channel. This can be done only once per connection. Before using, use
esp_ble_gatt_set_local_mtu() to configure the local MTU size.

ZH
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID.
B
e ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_search_service (esp_gatt_if t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*filter_uuid)

This function is called to get service from local cache. This function report service search result by a call-
back event, and followed by a service search complete event. Note: 128-bit base UUID will automatically be
converted to a 16-bit UUID in the search results. Other types of UUID remain unchanged.

S
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID.
e filter_uuid [in] a UUID of the service application is interested in. If Null, discover
for all services.
B
* ESP_OK: success
* other: failed

esp_gatt_status_t esp_ble_gattc_get_service (esp_gatt_if t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*sve_uuid, esp_gattc_service_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the service with the given service uuid in the gattc cache, if the svc_uuid is NULL, find all the service.
Note: It just get service from local cache, won’ t get from remote devices. If want to get it from remote device,
need to used the esp_ble_gattc_cache_refresh, then call esp_ble_gattc_get_service again.

BH
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
* svc_uuid —[in] the pointer to the service uuid.
» result —[out] The pointer to the service which has been found in the gattc cache.
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B

count —[inout] input the number of service want to find, it will output the number of
service has been found in the gattc cache with the given service uuid.
offset —[in] Offset of the service position to get.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_all_char (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t

start_handle, uint16_t end_handle,
esp_gattc_char_elem_t *result, uint16_t *count, uint16_t
offset)

Find all the characteristic with the given service in the gattc cache Note: It just get characteristic from local
cache, won’ t get from remote devices.

B

B

gattc_if [in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

start_handle [in] the attribute start handle.

end_handle —[in] the attribute end handle

result —[out] The pointer to the characteristic in the service.

count —[inout] input the number of characteristic want to find, it will output the number
of characteristic has been found in the gattc cache with the given service.

offset —[in] Offset of the characteristic position to get.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_all_descr (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t

char_handle, esp_garttc_descr_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the descriptor with the given characteristic in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

ZH

R M

gattc_if —[in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

char_handle —[in] the given characteristic handle

result —[out] The pointer to the descriptor in the characteristic.

count —[inout] input the number of descriptor want to find, it will output the number of
descriptor has been found in the gattc cache with the given characteristic.

offset [in] Offset of the descriptor position to get.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_char_by_uuid (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t

start_handle, uint16_t end_handle, esp_bt_uuid_t
char_uuid, esp_gattc_char_elem_t *result,
uint16_t *count)

Find the characteristic with the given characteristic uuid in the gattc cache Note: It just get characteristic from
local cache, won’ t get from remote devices.

S

gattc_if —[in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.
start_handle —[in] the attribute start handle
end_handle —[in] the attribute end handle

char_uuid —[in] the characteristic uuid

result —[out] The pointer to the characteristic in the service.
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* count —[inout] input the number of characteristic want to find, it will output the number
of characteristic has been found in the gattc cache with the given service.
Bl
¢ ESP_OK: success
* other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_uuid (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t
start_handle, uint16_t end_handle, esp_bt_uuid_t
char_uuid, esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result, uint16_t *count)

Find the descriptor with the given characteristic uuid in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

S8

* gattc_if —[in] Gatt client access interface.

* conn_id —[in] connection ID which identify the server.

e start_handle —[in] the attribute start handle

* end_handle [in] the attribute end handle

e char_uuid —[in] the characteristic uuid.

* descr_uuid [in] the descriptor uuid.

* result —[out] The pointer to the descriptor in the given characteristic.

e count —[inout] input the number of descriptor want to find, it will output the number of

descriptor has been found in the gattc cache with the given characteristic.

B

* ESP_OK: success

* other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_char_handle (esp_gart_if_t gattc_if, uint16_t
conn_id, uint16_t char_handle,
esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result,
uint16_t *count)

Find the descriptor with the given characteristic handle in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

S8

* gattc_if —[in] Gatt client access interface.

* conn_id —[in] connection ID which identify the server.

e char_handle —[in] the characteristic handle.

* descr_uuid —[in] the descriptor uuid.

* result —[out] The pointer to the descriptor in the given characteristic.

e count —[inout] input the number of descriptor want to find, it will output the number of

descriptor has been found in the gattc cache with the given characteristic.

&I

e ESP_OK: success

* other: failed

esp_gatt_status_t esp_ble_gattc_get_include_service (esp_gatt_if t gattc_if, uint16_t conn_id,
uint16_t start_handle, uint16_t end_handle,
esp_bt_uuid_t *incl_uuid,
esp_gattc_incl_svc_elem_t *result, uint16_t
*count)

Find the include service with the given service handle in the gattc cache Note: It just get include service from
local cache, won’ t get from remote devices.

SH
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
e start_handle —[in] the attribute start handle
* end_handle —{in] the attribute end handle
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B

incl_uuid —{in] the include service uuid

result —[out] The pointer to the include service in the given service.

count —[inout] input the number of include service want to find, it will output the number
of include service has been found in the gattc cache with the given service.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_attr_count (esp_gatt_if t gattc_if, uint16_t conn_id,

esp_gatt_db_attr_type_t type, uint16_t start_handle,
uint16_t end_handle, uint16_t char_handle, uint16_t
*count)

Find the attribute count with the given service or characteristic in the gattc cache.

B

B

gattc_if [in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

type —[in] the attribute type.

start_handle [in] the attribute start handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore

end_handle [in] the attribute end handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore

char_handle —[in] the characteristic handle, this parameter valid when the type is
ESP_GATT_DB_DESCRIPTOR. If the type isn’ t ESP_GATT_DB_DESCRIPTOR,
this parameter should be ignore.

count —[out] output the number of attribute has been found in the gattc cache with the
given attribute type.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_db (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t start_handle,

This function is called to get the GATT database. Note: It just get attribute data base from local cache, won

uint16_t end_handle, esp_gattc_db_elem_t *db, uint16_t *count)

)

t get from remote devices.

S

B

gattc_if —[in] Gatt client access interface.

start_handle —[in] the attribute start handle

end_handle —[in] the attribute end handle

conn_id —[in] connection ID which identify the server.

db —[in] output parameter which will contain the GATT database copy. Caller is respon-
sible for freeing it.

count —[in] number of elements in database.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_read_char (esp_gart_if t gattc_if, uint16_t conn_id, uint16_t handle,

esp_gatt_auth_req_t auth_req)

This function is called to read a service’ s characteristics of the given characteristic handle.

S

B

gattc_if —[in] Gatt client access interface.
conn_id —[in] : connection ID.

handle —[in] : characteritic handle to read.
auth_req —[in] : authenticate request type

ESP_OK: success
other: failed
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esp_err_t esp_ble_gattc_read_by_type (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t start_handle,
uint16_t end_handle, esp_bt_uuid_t *uuid, esp_gatt_auth_req_t
auth_req)

This function is called to read a service’ s characteristics of the given characteristic UUID.

e gattc_if —[in] Gatt client access interface.
e conn_id —[in] : connection ID.
e start_handle —[in] : the attribute start handle.
* end_handle {in] : the attribute end handle
e uuid [in] : The UUID of attribute which will be read.
* auth_req —[in] : authenticate request type
PEA ]
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_read_multiple (esp_gatt_if _t gattc_if, uint16_t conn_id, esp_gattc_multi_t
*read_multi, esp_gatt_auth_req_t auth_req)

This function is called to read multiple characteristic or characteristic descriptors.

SH
e gattc_if —[in] Gatt client access interface.
e conn_id —[in] : connection ID.
* read_multi [in] : pointer to the read multiple parameter.
* auth_req [in] : authenticate request type
B
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_read_multiple_variable (esp_gatt_if t gattc_if, uint16_t conn_id,
esp_gattc_multi_t *read_multi,
esp_gatt_auth_req_t auth_req)

This function is called to read multiple variable length characteristic or characteristic descriptors.

BH
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] : connection ID.
* read_multi —[in] : pointer to the read multiple parameter.
* auth_req [in] : authenticate request type
Bl
* ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_read_char_descr (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t handle,
esp_gatt_auth_req_t auth_req)

This function is called to read a characteristics descriptor.

S8

* gattc_if —[in] Gatt client access interface.

e conn_id —[in] : connection ID.

* handle —[in] : descriptor handle to read.

* auth_req —[in] : authenticate request type
B

* ESP_OK: success

* other: failed

esp_err_t esp_ble_gattc_write_char (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t handle, uint16_t
value_len, uint8_t *value, esp_gatt_write_type_t write_type,
esp_gatt_auth_req_t auth_req)

This function is called to write characteristic value.
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S

B

gattc_if —[in] Gatt client access interface.

conn_id —[in] : connection ID.

handle —[in] : characteristic handle to write.
value_len —[in] length of the value to be written.
value —[in] : the value to be written.

write_type —[in] : the type of attribute write operation.
auth_req —[in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_write_char_descr (esp_gatt_if _t gattc_if, uint16_t conn_id, uint16_t handle,
uint16_t value_len, uint8_t *value, esp_gatt_write_type_t
write_type, esp_gatt_auth_req_t auth_req)

This function is called to write characteristic descriptor value.

S

B

gattc_if —[in] Gatt client access interface.

conn_id —[in] : connection ID

handle [in] : descriptor hadle to write.

value_len —[in] length of the value to be written.
value —[in] : the value to be written.

write_type —[in] : the type of attribute write operation.
auth_req [in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_prepare_write (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t handle,
uint16_t offset, uint16_t value_len, uint8_t *value,
esp_gatt_auth_req_t auth_req)

This function is called to prepare write a characteristic value.

SH

B

gattc_if —[in] Gatt client access interface.
conn_id —[in] : connection ID.

handle —[in] : characteristic handle to prepare write.
offset —[in] : offset of the write value.
value_len —[in] length of the value to be written.
value —[in] : the value to be written.

auth_req —[in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_prepare_write_char_descr (esp_gatt_if t gattc_if, uint16_t conn_id,
uint16_t handle, uint16_t offset, uint16_t
value_len, uint8_t *value,
esp_gatt_auth_req_t auth_req)

This function is called to prepare write a characteristic descriptor value.

S

gattc_if —[in] Gatt client access interface.
conn_id —[in] : connection ID.

handle [in] : characteristic descriptor handle to prepare write.

offset —[in] : offset of the write value.
value_len [in] length of the value to be written.
value —[in] : the value to be written.

auth_req —[in] : authentication request.
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P[]
e ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_execute_write (esp_gatt_if t gattc_if, uint16_t conn_id, bool is_execute)
This function is called to execute write a prepare write sequence.

SH
* gattc_if —[in] Gatt client access interface.
e conn_id —in] : connection ID.
* is_execute —[in] : execute or cancel.
Rl
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_register_for_notify (esp_gatt_if t gattc_if, esp_bd_addr_t server_bda,
uint16_t handle)

This function is called to register for notification of a service.

ZH
* gattc_if —[in] Gatt client access interface.
* server_bda [in] : target GATT server.
e handle —[in] : GATT characteristic handle.
P[]
» ESP_OK: registration succeeds
* other: failed

esp_err_t esp_ble_gattc_unregister_for_notify (esp_gatt_if t gattc_if, esp_bd_addr_t server_bda,
uint16_t handle)

This function is called to de-register for notification of a service.

ZH
e gattc_if —[in] Gatt client access interface.
* server_bda [in] : target GATT server.
e handle —[in] : GATT characteristic handle.
P
* ESP_OK: unregister succeeds
e other: failed

esp_err_t esp_ble_gattc_cache_refresh (esp_bd_addr_t remote_bda)

Refresh the server cache store in the gattc stack of the remote device. If the device is connected, this API will
restart the discovery of service information of the remote device.

%4 remote_bda —[in] remote device BD address.
B

¢ ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_cache_assoc (esp_gatt_if_t gattc_if, esp_bd_addr_t src_addr, esp_bd_addr_t
assoc_addr, bool is_assoc)

Add or delete the associated address with the source address. Note: The role of this API is mainly when the
client side has stored a server-side database, when it needs to connect another device, but the device’ s attribute
database is the same as the server database stored on the client-side, calling this API can use the database that
the device has stored used as the peer server database to reduce the attribute database search and discovery
process and speed up the connection time. The associated address mains that device want to used the database
has stored in the local cache. The source address mains that device want to share the database to the associated
address device.

ZH
e gattc_if —[in] Gatt client access interface.
* src_addr —[in] the source address which provide the attribute table.
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* assoc_addr —[in] the associated device address which went to share the attribute table
with the source address.
e is_assoc —[in] true add the associated device address, false remove the associated de-
vice address.
PEA ]
e ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_cache_get_addr_1list (esp_gart_if t gattc_if)

Get the address list which has store the attribute table in the gattc cache. There will callback
ESP_GATTC_GET_ADDR_LIST_EVT event when get address list complete.

%% gattc_if [in] Gatt client access interface.
B

* ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_cache_clean (esp_bd_addr_t remote_bda)
Clean the service cache of this device in the gattc stack,.
%4 remote_bda —[in] remote device BD address.
B
e ESP_OK: success
* other: failed

Unions

union esp_ble_gattc_cb_param_t

#include <esp_gattc_api.h> Gatt client callback parameters union.

Public Members

struct esp_ble_gattc_cb_param_t::gattc_reg_evt_param reg
Gatt client callback param of ESP_GATTC_REG_EVT

struct esp_ble_gattc_cb_param_t::gattc_open_evt_param open
Gatt client callback param of ESP_GATTC_OPEN_EVT

struct esp_ble_gattc_cb_param_t::gattc_close_evt_param close
Gatt client callback param of ESP_GATTC_CLOSE_EVT

struct esp_ble_gattc_cb_param_t::gattc_cfg_mtu_evt_param cfg_mtu
Gatt client callback param of ESP_GATTC_CFG_MTU_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_cmpl_evt_param search_cmpl
Gatt client callback param of ESP_GATTC_SEARCH_CMPL_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_res_evt_param search_res
Gatt client callback param of ESP_GATTC_SEARCH_RES_EVT

struct esp_ble_gattc_cb_param_t::gattc_read_char_evt_param read
Gatt client callback param of ESP_GATTC_READ_CHAR_EVT
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struct esp_ble_gattc_cb_param_t:.gattc_write_evt_param write
Gatt client callback param of ESP_GATTC_WRITE_DESCR_EVT

struct esp_ble_gattc_cb_param_t::gattc_exec_cmpl_evt_param exec_cmpl
Gatt client callback param of ESP_GATTC_EXEC_EVT

struct esp_ble_gattc_cb_param_t::gattc_notify_evt_param notify
Gatt client callback param of ESP_GATTC_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_srvc_chg_evt_param srvc_chg
Gatt client callback param of ESP_GATTC_SRVC_CHG_EVT

struct esp_ble_gattc_cb_param_t::gattc_congest_evt_param congest
Gatt client callback param of ESP_GATTC_CONGEST_EVT

struct esp_ble_gattc_cb_param_t::gattc_reg_for_notify_evt_param reg_for_notify
Gatt client callback param of ESP_GATTC_REG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t:.gattc_unreg_for_notify_evt_param unreg_for_notify
Gatt client callback param of ESP_GATTC_UNREG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_connect_evt_param connect
Gatt client callback param of ESP_GATTC_CONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_disconnect_evt_param disconnect
Gatt client callback param of ESP_GATTC_DISCONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_set_assoc_addr_cmp_evt_param set_assoc_cmp
Gatt client callback param of ESP_GATTC_SET_ASSOC_EVT

struct esp_ble_gattc_cb_param_t:.gattc_get_addr_list_evt_param get_addr_list
Gatt client callback param of ESP_GATTC_GET_ADDR_LIST_EVT

struct esp_ble_gattc_cb_param_t::gattc_queue_full_evt_param queue_f£full
Gatt client callback param of ESP_GATTC_QUEUE_FULL_EVT

struct esp_ble_gattc_cb_param_t::gattc_dis_srvc_cmpl_evt_param dis_srve_cmpl
Gatt client callback param of ESP_GATTC_DIS_SRVC_CMPL_EVT

struct gattc_cfg_mtu_evt_param
#include <esp_gattc_api.h>ESP_GATTC_CFG_MTU_EVT.

Public Members

esp_gatt_status_t status

Operation status
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uintl6_t conn_id

Connection id

uint16_t mtu

MTU size

struct gattc_close_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CLOSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_reason_t reason

The reason of gatt connection close

struct gattc_congest_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONGEST_EVT.

Public Members

uint16_t conn_id

Connection id

bool congested

Congested or not

struct gattc_connect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

uint8_t 1ink_role

Link role : master role = 0O ; slave role = 1
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esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_params_t conn_params

current connection parameters

esp_ble_addr_type_t ble_addr_type
Remote BLE device address type

uintl6_t conn_handle

HCI connection handle

struct gattc_dis_srvc_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DIS_SRVC_CMPL_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

struct gattc_disconnect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DISCONNECT_EVT.

Public Members

esp_gatt_conn_reason_I reason

disconnection reason

uint16_t conn_id

Connection id

uint8_t 1ink_role

Link role : master role = 0O ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

struct gattc_exec_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_EXEC_EVT.

Public Members
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esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

struct gattc_get_addr_list_evt_param
#include <esp_gattc_api.h>ESP_GATTC_GET_ADDR_LIST_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint8_t num_addr

The number of address in the gattc cache address list

esp_bd_addr_t *addr_1list

The pointer to the address list which has been get from the gattc cache

struct gattc_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_NOTIFY_EVT.

Public Members

uint16_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

uint16_t handle

The Characteristic or descriptor handle

uint16_t value_len

Notify attribute value

uint8_t *value

Notify attribute value

bool is_notify

True means notify, false means indicate

struct gattc_open_evt_param
#include <esp_gattc_api.h>ESP_GATTC_OPEN_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

uint1l6_t mtu
MTU size

struct gattc_queue_full_evt_param
#include <esp_gattc_api.h>ESP_GATTC_QUEUE_FULL_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

bool is_full

The gattc command queue is full or not
struct gattc_read_char_evt_param

#include <esp_gattc_api.h>ESP_GATTC_READ_CHAR_EVT, ESP_GATTC_READ_DESCR_EVT,
ESP_GATTC_READ_MULTIPLE_EVT, ESP_GATTC_READ_MULTI_VAR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

uintl6_t handle

Characteristic handle

uint8_t *value

Characteristic value

uintl6_t value_len

Characteristic value length
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struct gattc_reg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t app_id
Application id which input in register API

struct gattc_reg_for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t handle

The characteristic or descriptor handle

struct gattc_search_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_CMPL_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

esp_service_source_t searched_service_source

The source of the service information

struct gattc_search_res_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_RES_EVT.

Public Members

uint16_t conn_id

Connection id

uintl6_t start_handle

Service start handle
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uint16_t end_handle

Service end handle

esp_gatt_id_t srve_id

Service id, include service uuid and other information

bool is_primary

True if this is the primary service

struct gattc_set_assoc_addr_cmp_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SET_ASSOC_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gattc_srvec_chg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SRVC_CHG_EVT.

Public Members

esp_bd_addr_t remote_bda

Remote bluetooth device address

struct gattc_unreg_for_notify_evt_param
#include <esp_gattc_api.h>ESP_GATTC_UNREG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t handle

The characteristic or descriptor handle
struct gattc_write_evt_param

#include <esp_gattc_api.h>ESP_GATTC_WRITE_CHAR_EVT, ESP_GATTC_PREP_WRITE_EVT,
ESP_GATTC_WRITE_DESCR_EVT.

Public Members

esp_gatt_status_t status

Operation status
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uintl6_t conn_id

Connection id

uintl6_t handle

The Characteristic or descriptor handle

uintl6_t of£set

The prepare write offset, this value is valid only when prepare write

Type Definitions

typedef void (*esp_gattc_cb_t)(esp_gattc_cb_event_t event, esp_gatt_if _t gattc_if, esp_ble_gattc_cb_param_t
%
param)

GATT Client callback function type.

Param event : Event type

Param gattc_if : GATT client access interface, normally different gattc_if correspond to different
profile

Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gattc_cb_event_t
GATT Client callback function events.

Values:

enumerator ESP_GATTC_REG_EVT

When GATT client is registered, the event comes

enumerator ESP_GATTC_UNREG_EVT

When GATT client is unregistered, the event comes

enumerator ESP_GATTC_OPEN_EVT

When GATT virtual connection is set up, the event comes

enumerator ESP_GATTC_READ_CHAR_EVT

When GATT characteristic is read, the event comes

enumerator ESP_GATTC_WRITE_CHAR_EVT

When GATT characteristic write operation completes, the event comes

enumerator ESP_GATTC_CLOSE_EVT

When GATT virtual connection is closed, the event comes

enumerator ESP_GATTC_SEARCH_CMPIL_EVT

When GATT service discovery is completed, the event comes

enumerator ESP_GATTC_SEARCH_RES_EVT

When GATT service discovery result is got, the event comes
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enumerator ESP_GATTC_READ_ DESCR_EVT

When GATT characteristic descriptor read completes, the event comes

enumerator ESP_GATTC_WRITE_DESCR_EVT

When GATT characteristic descriptor write completes, the event comes

enumerator ESP_GATTC_NOTIFY_EVT

When GATT notification or indication arrives, the event comes

enumerator ESP_GATTC_PREP_WRITE_EVT

When GATT prepare-write operation completes, the event comes

enumerator ESP_GATTC_EXEC_EVT

When write execution completes, the event comes

enumerator ESP_GATTC_ACL_EVT

When ACL connection is up, the event comes

enumerator ESP_GATTC_CANCEL_OPEN_EVT

When GATT client ongoing connection is cancelled, the event comes

enumerator ESP_GATTC_SRVC_CHG_EVT

When “service changed” occurs, the event comes

enumerator ESP_GATTC_ENC_CMPL_CB_EVT

When encryption procedure completes, the event comes

enumerator ESP_GATTC_CFG_MTU_EVT

When configuration of MTU completes, the event comes

enumerator ESP_GATTC_ADV_DATA_EVT

When advertising of data, the event comes

enumerator ESP_GATTC_MULT_ADV_ENB_EVT

When multi-advertising is enabled, the event comes

enumerator ESP_GATTC_MULT_ADV_UPD_EVT

When multi-advertising parameters are updated, the event comes

enumerator ESP_GATTC_MULT ADV_DATA_EVT

When multi-advertising data arrives, the event comes

enumerator ESP_GATTC_MULT_ADV_DIS_EVT

When multi-advertising is disabled, the event comes

enumerator ESP_GATTC_CONGEST_EVT

When GATT connection congestion comes, the event comes
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enumerator ESP_GATTC_BTH_SCAN_ENB_EVT

When batch scan is enabled, the event comes

enumerator ESP_GATTC_BTH_SCAN_CFG_EVT

When batch scan storage is configured, the event comes

enumerator ESP_GATTC_BTH_SCAN_RD_EVT

When Batch scan read event is reported, the event comes

enumerator ESP_GATTC_BTH_SCAN_THR_EVT

When Batch scan threshold is set, the event comes

enumerator ESP_GATTC_BTH_SCAN_PARAM_EVT

When Batch scan parameters are set, the event comes

enumerator ESP_GATTC_BTH_SCAN_DIS_EVT

When Batch scan is disabled, the event comes

enumerator ESP_GATTC_SCAN_FLT_CFG_EVT

When Scan filter configuration completes, the event comes

enumerator ESP_GATTC_SCAN_FLT_PARAM_EVT

When Scan filter parameters are set, the event comes

enumerator ESP_GATTC_SCAN_FLT_STATUS_EVT

When Scan filter status is reported, the event comes

enumerator ESP_GATTC_ADV_VSC_EVT

When advertising vendor spec content event is reported, the event comes

enumerator ESP_GATTC_REG_FOR_NOTIFY_EVT

When register for notification of a service completes, the event comes

enumerator ESP_GATTC_UNREG_FOR_NOTIFY_EVT

When unregister for notification of a service completes, the event comes

enumerator ESP_GATTC_CONNECT_EVT

When the ble physical connection is set up, the event comes

enumerator ESP_GATTC_DISCONNECT_EVT

When the ble physical connection disconnected, the event comes

enumerator ESP_GATTC_READ_MULTIPLE_EVT

When the ble characteristic or descriptor multiple complete, the event comes

enumerator ESP_GATTC_QUEUE_FULL_EVT

When the gattc command queue full, the event comes
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enumerator ESP_GATTC_SET_ASSOC_EVT

When the ble gattc set the associated address complete, the event comes

enumerator ESP_GATTC_GET_ADDR_LIST EVT

When the ble get gattc address list in cache finish, the event comes

enumerator ESP_GATTC_DIS_SRVC_CMPI,_EVT

When the ble discover service complete, the event comes

enumerator ESP_GATTC_READ_MULTI_VAR_EVT

When read multiple variable characteristic complete, the event comes

BLUFI API

Overview BLUFI is a profile based GATT to config ESP32 WIFI to connect/disconnect AP or setup a softap and
etc. Use should concern these things:

1. The event sent from profile. Then you need to do something as the event indicate.
2. Security reference. You can write your own Security functions such as symmetrical encryption/decryption and
checksum functions. Even you can define the “Key Exchange/Negotiation” procedure.

Application Example Check bluetooth folder in ESP-IDF examples, which contains the following application:

* This is the BLUFI demo. This demo can set ESP32’ s wifi to softap/station/softap&station mode and config
wifl connections - bluetooth/blufi

API Reference

Header File

¢ components/bt/common/api/include/api/esp_blufi_api.h

Functions
esp_err_t esp_blufi_register_callbacks (esp_blufi_callbacks_t *callbacks)

This function is called to receive blufi callback event.
%% callbacks —[in] callback functions

&\l ESP_OK - success, other - failed
esp_err_t esp_blufi_profile_init (void)

This function is called to initialize blufi_profile.
J&Ia] ESP_OK - success, other - failed

esp_err_t esp_blufi_profile_deinit (void)

This function is called to de-initialize blufi_profile.
Jx ] ESP_OK - success, other - failed

esp_err_t esp_blufi_send_wifi_conn_report (wifi_mode_t opmode, esp_blufi_sta_conn_state_t
sta_conn_state, uint8_t softap_conn_num,
esp_blufi_extra_info_t *extra_info)

This function is called to send wifi connection report.

S

* opmode —: wifi opmode
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* sta_conn_state —: station is already in connection or not
* softap_conn_num —: softap connection number
* extra_info —: extra information, such as sta_ssid, softap_ssid and etc.
#&[n] ESP_OK - success, other - failed
esp_err_t esp_blufi_send_wifi_list (uintl6_t apCount, esp_blufi_ap_record_t *list)
This function is called to send wifi list.
S
* apCount —: wifi list count
e list —: wifilist
#&[n] ESP_OK - success, other - failed
uintl6_t esp_blufi_get_version (void)
Get BLUFI profile version.

R [1] Most 8bit significant is Great version, Least 8bit is Sub version

esp_err_t esp_blufi_send_error_info (esp_blufi_error_state_t state)

This function is called to send blufi error information.

%% state —: error state
#&In] ESP_OK - success, other - failed

esp_err_t esp_blufi_send_custom_data (uint8_t *data, uint32_t data_len)
This function is called to custom data.
S
¢ data —: custom data value

* data_1len —: the length of custom data
&\l ESP_OK - success, other - failed

Unions

union esp_blufi_cb_param_t

#include <esp_blufi_api.h> BLUFI callback parameters union.

Public Members

struct esp_blufi_cb_param_t::blufi_init_finish_evt_param init_£inish
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_deinit_finish_evt_param deinit_£finish
Blufi callback param of ESP_BLUFI_EVENT_DEINIT_FINISH

struct esp_blufi_cb_param_t::blufi_set_wifi_mode_evt_param wifi_mode
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_connect_evt_param connect
Blufi callback param of ESP_BLUFI_EVENT_CONNECT

struct esp_blufi_cb_param_t::blufi_disconnect_evt_param disconnect
Blufi callback param of ESP_BLUFI_EVENT_DISCONNECT

struct esp_blufi_cb_param_t::blufi_recv_sta_bssid_evt_param sta_bssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_BSSID
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struct esp_blufi_cb_param_t::blufi_recv_sta_ssid_evt_param sta_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_SSID

struct esp_blufi_cb_param_t::blufi_recv_sta_passwd_evt_param sta_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_ssid_evt_param softap_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_SSID

struct esp_blufi_cb_param_t::blufi_recv_softap_passwd_evt_param softap_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_max_conn_num_evt_param softap_max_conn_num
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM

struct esp_blufi_cb_param_t::blufi_recv_softap_auth_mode_evt_param softap_auth_mode
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE

struct esp_blufi_cb_param_t::blufi_recv_softap_channel_evt_param softap_channel
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL

struct esp_blufi_cb_param_t::blufi_recv_username_evt_param username
Blufi callback param of ESP_BLUFI_EVENT_RECV_USERNAME

struct esp_blufi_cb_param_t::blufi_recv_ca_evt_param ca
Blufi callback param of ESP_BLUFI_EVENT_RECV_CA_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_cert_evt_param client_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_CERT

struct esp_blufi_cb_param_t::blufi_recv_server_cert_evt_param server_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_pkey_evt_param client_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_recv_server_pkey_evt_param server_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_get_error_evt_param report_error
Blufi callback param of ESP_BLUFI_EVENT_REPORT_ERROR

struct esp_blufi_cb_param_t::blufi_recv_custom_data_evt_param custom_data
Blufi callback param of ESP_BLUFI_EVENT_RECV_CUSTOM_DATA

struct blufi_connect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_CONNECT.
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Public Members

esp_blufi_bd_addr_t remote_bda

Blufi Remote bluetooth device address

uint§_t server_if

server interface

uint16_t conn_id

Connection id

struct blufi_deinit_finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DEINIT_FINISH.

Public Members

esp_blufi_deinit_state_t state

De-initial status

struct blufi_disconnect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DISCONNECT.

Public Members

esp_blufi_bd_addr_t remote_bda

Blufi Remote bluetooth device address

struct blufi_get_error_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_REPORT_ERROR.

Public Members

esp_blufi_error_state_t state

Blufi error state

struct blufi_init_finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_INIT_FINISH.

Public Members

esp_blufi_init_state_t state

Initial status

struct blufi_recv_ca_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CA_CERT.
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Public Members

uint8_t *cert

CA certificate point

int cert_len

CA certificate length

struct blufi_recv_client_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_CERT

Public Members

uint8_t *cert

Client certificate point

int cert_len

Client certificate length

struct blufi_recv_client_pkey_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

Public Members

uint8_t *pkey

Client Private Key point, if Client certificate not contain Key

int pkey_len
Client Private key length

struct blufi_recv_custom_data_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CUSTOM_DATA.

Public Members

uint8_t *data

Custom data

uint32_t data_1len
Custom data Length

struct blufi_recv_server_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_CERT
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Public Members

uint8_t *cert

Client certificate point

int cert_len

Client certificate length

struct blufi_recv_server_pkey_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

Public Members

uint8_t *pkey

Client Private Key point, if Client certificate not contain Key

int pkey_len
Client Private key length

struct blufi_recv_softap_auth_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE.

Public Members

wifi_auth_mode_t auth_mode

Authentication mode

struct blufi_recv_softap_channel_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL.

Public Members

uint8_t channel

Authentication mode

struct blufi_recv_softap_max_conn_num_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM.

Public Members

int max_conn_num
SSID

struct blufi_recv_softap_passwd_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD.
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Public Members

uint8_t *passwd

Password

int passwd_len

Password Length

struct blufi_recv_softap_ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_SSID.

Public Members

uint®_t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_sta_bssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_BSSID.

Public Members

uint8_t bssid[6]
BSSID

struct blufi_recv_sta_passwd_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_PASSWD.

Public Members

uint8_t *passwd

Password

int passwd_len

Password Length

struct blufi_recv_sta_ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_SSID.

Public Members

uint®_t *ssid
SSID
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int ssid_len
SSID length

struct blufi_recv_username_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_USERNAME.

Public Members

uint8_t *name

Username point

int name_len

Username length

struct blufi_set_wifi_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_SET_WIFI_MODE.

Public Members

wifi_mode_t op_mode

Wifi operation mode

Structures

struct esp_blufi_extra_info_t

BLUFI extra information structure.

Public Members

uint8_t sta_bssid[6]
BSSID of station interface

bool sta_bssid_set

is BSSID of station interface set

uint8_t *sta_ssid

SSID of station interface

int sta_ssid_len

length of SSID of station interface

uint8_t *sta_passwd

password of station interface

int sta_passwd_len

length of password of station interface
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uint8_t *softap_ssid

SSID of softap interface

int softap_ssid_len
length of SSID of softap interface

uint8_t *softap_passwd

password of station interface

int softap_passwd_len

length of password of station interface

uint8_t softap_authmode

authentication mode of softap interface

bool softap_authmode_set

is authentication mode of softap interface set

uint8_t softap_max_conn_num

max connection number of softap interface

bool softap_max_conn_num_set

is max connection number of softap interface set

uint§_t softap_channel

channel of softap interface

bool softap_channel_set

is channel of softap interface set

uint8_t sta_max_conn_retry

max retry of sta establish connection

bool sta_max_conn_retry_set

is max retry of sta establish connection set

uint8_t sta_conn_end_reason

reason of sta connection end

bool sta_conn_end_reason_set

is reason of sta connection end set

int8_t sta_conn_rssi

rssi of sta connection
bool sta_conn_rssi_set
is rssi of sta connection set

struct esp_blufi_ap_record_t
Description of an WiFi AP.
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Public Members

uint8_t ssid[33]
SSID of AP

int8_t rssi

signal strength of AP

struct esp_blufi_callbacks_t
BLUFI callback functions type.

Public Members

esp_blufi_event_cb_t event_cb
BLUFI event callback

esp_blufi_negotiate_data_handler_t negotiate_data_handler
BLUFI negotiate data function for negotiate share key

esp_blufi_encrypt_func_t encrypt_func
BLUFI encrypt data function with share key generated by negotiate_data_handler

esp_blufi_decrypt_func_t decrypt_£func
BLUFI decrypt data function with share key generated by negotiate_data_handler

esp_blufi_checksum_func_t checksum_func
BLUFI check sum function (FCS)

Macros

ESP_BLUFI_BD_ADDR_LEN
Bluetooth address length.

Type Definitions

typedef uint8_t esp_blufi_bd_addr_t[6]

Bluetooth device address.

typedef void (*esp_blufi_event_cb_t)(esp_blufi_cb_event_t event, esp_blufi_cb_param_t *param)
BLUFI event callback function type.

Param event : Event type
Param param : Point to callback parameter, currently is union type

typedef void (*fesp_blufi_negotiate_data_handler_t)(uint8_t *data, int len, uint8_t **output_data,
int *output_len, bool *need_free)

BLUFI negotiate data handler.
Param data : data from phone

Param len : length of data from phone
Param output_data : data want to send to phone
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Param output_len : length of data want to send to phone
Param need_free : output reporting if memory needs to be freed or not *

typedef int (*esp_blufi_encrypt_func_t)(uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI encrypt the data after negotiate a share key.

Param iv8 : initial vector(8bit), normally, blufi core will input packet sequence number

Param crypt_data : plain text and encrypted data, the encrypt function must support au-
tochthonous encrypt

Param crypt_len : length of plain text

Return Nonnegative number is encrypted length, if error, return negative number;

typedef int (*esp_blufi_decrypt_func_t)(uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI decrypt the data after negotiate a share key.

Param iv8 : initial vector(8bit), normally, blufi core will input packet sequence number

Param crypt_data : encrypted data and plain text, the encrypt function must support au-
tochthonous decrypt

Param crypt_len : length of encrypted text

Return Nonnegative number is decrypted length, if error, return negative number;

typedef uint16_t (*esp_blufi_checksum_func_t)(uint8_t iv8, uint8_t *data, int len)
BLUFI checksum.

Param iv8 : initial vector(8bit), normally, blufi core will input packet sequence number
Param data : data need to checksum
Param len : length of data

Enumerations

enum esp_blufi_cb_event_t

Values:

enumerator ESP_BLUFI_EVENT_INIT FINISH

enumerator ESP_BLUFI_EVENT DEINIT_FINISH

enumerator ESP_BLUFI_EVENT_ SET WIFI_OPMODE

enumerator ESP_BLUFI_EVENT_BLE_CONNECT

enumerator ESP_BLUFI_EVENT BLE_DISCONNECT

enumerator ESP_BLUFI_EVENT REQ CONNECT_TO_AP

enumerator ESP_BLUFI_EVENT_REQ DISCONNECT FROM_AP

enumerator ESP_BLUFI_EVENT_GET_WIFI_STATUS

enumerator ESP_BLUFI_EVENT_DEAUTHENTICATE_STA

enumerator ESP_BLUFI_EVENT RECV_STA BSSID
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enumerator ESP_BLUFI_EVENT RECV_STA_SSID

enumerator ESP_BLUFI_EVENT_RECV_STA_PASSWD

enumerator ESP_BLUFI_EVENT_RECV_SOFTAP_SSID

enumerator ESP_BLUFI_EVENT RECV_SOFTAP_PASSWD

enumerator ESP_BLUFI_EVENT RECV_SOFTAP_MAX_CONN_NUM

enumerator ESP_BLUFI_EVENT RECV_SOFTAP_AUTH_MODE

enumerator ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL

enumerator ESP_BLUFI_EVENT_RECV_USERNAME

enumerator ESP_ BLUFI_EVENT_RECV_CA_CERT

enumerator ESP_BLUFI_EVENT_RECV_CLIENT CERT

enumerator ESP_BLUFI_EVENT RECV_SERVER_CERT

enumerator ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

enumerator ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

enumerator ESP_BLUFI_EVENT_RECV_SLAVE_DISCONNECT_BLE

enumerator ESP_BLUFI_EVENT_GET WIFI_LIST

enumerator ESP_BLUFI_EVENT REPORT_ERROR

enumerator ESP_BLUFI_EVENT_RECV_CUSTOM_DATA

enum esp_blufi_sta_conn_state_t
BLUPFI config status.

Values:

enumerator ESP_BLUFI_STA_CONN_SUCCESS

enumerator ESP_BLUFI_STA_CONN_FAIL

enumerator ESP_BLUFI_STA_CONNECTING

enumerator ESP_BLUFI_STA_NO_IP
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enum esp_blufi_init_state_t
BLUFI init status.

Values:

enumerator ESP_BLUFI_INIT_OK

enumerator ESP_BLUFI_INIT_FAILED

enum esp_blufi_deinit_state_t
BLUFI deinit status.

Values:

enumerator ESP_BLUFI_DEINIT_ OK

enumerator ESP_ BLUFI_DEINIT_FAILED

enum esp_blufi_error_state_t

Values:

enumerator ESP_BLUFI_SEQUENCE_ERROR

enumerator ESP_BLUFI_CHECKSUM_ERROR

enumerator ESP_BLUFI_DECRYPT_ERROR

enumerator ESP_BLUFI_ENCRYPT ERROR

enumerator ESP_BLUFI_INIT_ SECURITY_ERROR

enumerator ESP_BLUFI_DH_MALLOC_ERROR

enumerator ESP_BLUFI_DH_PARAM ERROR

enumerator ESP_BLUFI_READ_ PARAM ERROR

enumerator ESP_BLUFI_MAKE_PUBLIC_ERROR

enumerator ESP_BLUFI_DATA_FORMAT ERROR

enumerator ESP_BLUFI_CALC_MD5_ERROR

enumerator ESP_BLUFI_WIFI_SCAN_FAIL

enumerator ESP_ BLUFI_MSG_STATE_ERROR
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2.1.4 CLASSIC BT
CLASSIC BLUETOOTH GAP API

API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_gap_bt_api.h

Functions
static inline uint32_t esp_bt_gap_get_cod_srvc (uint32_t cod)

get major service field of COD
%%t cod —[in] Class of Device

J&[E] major service bits
static inline uint32_t esp_bt_gap_get_cod_major_dev (uint32_t cod)

get major device field of COD
%% cod —[in] Class of Device
&1 major device bits
static inline uint32_t esp_bt_gap_get_cod_minor_dev (uint32_t cod)
get minor service field of COD
% ¥ cod —[in] Class of Device
& [A] minor service bits
static inline uint32_t esp_bt_gap_get_cod_format_type (uint32_t cod)
get format type of COD
%% cod —[in] Class of Device
&[] format type
static inline bool esp_bt_gap_is_valid_cod (uint32_t cod)
decide the integrity of COD
%% cod —[in] Class of Device
Bl
* true if cod is valid
* false otherise
esp_err_t esp_bt_gap_register_callback (esp_bt _gap_cb_t callback)
register callback function. This function should be called after esp_bluedroid_enable() completes successfully
Bl
e ESP_OK : Succeed
e ESP_FAIL: others
esp_err_t esp_bt_gap_set_scan_mode (esp_bt_connection_mode_t c_mode, esp_bt_discovery_mode_t
d_mode)

Set discoverability and connectability mode for legacy bluetooth. This function should be called after
esp_bluedroid_enable() completes successfully.

S
* c_mode —[in] : one of the enums of esp_bt_connection_mode_t
* d_mode —[in] : one of the enums of esp_bt_discovery_mode_t

B

ESP_OK : Succeed
ESP_ERR_INVALID_ARG: if argument invalid
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
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* ESP_FAIL: others

esp_err_t esp_bt_gap_start_discovery (esp_bt_ing_mode_t mode, uint8_t inq_len, uint8_t num_rsps)

This function starts Inquiry and Name Discovery. This function should be called after esp_bluedroid_enable()
completes successfully. When Inquiry is halted and cached results do not contain device name, then Name
Discovery will connect to the peer target to get the device name. esp_bt_gap_cb_t will be called with
ESP_BT_GAP_DISC_STATE_CHANGED_EVT when Inquriry is started or Name Discovery is completed.
esp_bt_gap_cb_t will be called with ESP_BT_GAP_DISC_RES_EVT each time the two types of discovery
results are got.

* mode —[in] - Inquiry mode

* ing len —[in] - Inquiry duration in 1.28 sec units, ranging from 0x01 to 0x30. This
parameter only specifies the total duration of the Inquiry process,
— when this time expires, Inquiry will be halted.

* num_rsps —[in] - Number of responses that can be received before the Inquiry is halted,
value 0 indicates an unlimited number of responses.

Bl

e ESP_OK : Succeed

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled

* ESP_ERR_INVALID_ARG: if invalid parameters are provided

» ESP_FAIL: others

esp_err_t esp_bt_gap_cancel_discovery (void)
Cancel Inquiry and Name Discovery. This function should be called after esp_bluedroid_enable() completes
successfully. esp_bt_gap_cb_t will be called with ESP_BT_GAP_DISC_STATE_CHANGED_EVT if In-
quiry or Name Discovery is cancelled by calling this function.
B
e ESP_OK : Succeed

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_gap_get_remote_services (esp_bd_addr_t remote_bda)

Start SDP to get remote services. This function should be called after esp_bluedroid_enable() completes suc-
cessfully. esp_bt_gap_cb_t will be called with ESP_BT_GAP_RMT_SRVCS_EVT after service discovery
ends.
R
* ESP_OK : Succeed

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_gap_get_remote_service_record (esp_bd_addr_t remote_bda, esp_bt_uuid_t
*uuid)
Start SDP to look up the service matching uuid on the remote device. This function should be called after
esp_bluedroid_enable() completes successfully.

esp_bt_gap_cb_t will be called with ESP_BT_GAP_RMT_SRVC_REC_EVT after service discovery ends
$eqE|
e ESP_OK : Succeed
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

uint§_t *esp_bt_gap_resolve_eir_data (uint8_t *eir, esp_bt_eir_type_t type, uint8_t *length)
This function is called to get EIR data for a specific type.
S8
* eir —[in] - pointer of raw eir data to be resolved

* type [in] - specific EIR data type
* length —[out] - return the length of EIR data excluding fields of length and data type
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1R[] pointer of starting position of eir data excluding eir data type, NULL if not found

esp_err_t esp_bt_gap_config_eir_ data (esp_bt_eir_data_t *eir_data)
This function is called to config EIR data.

esp_bt_gap_cb_t will be called with ESP_BT_GAP_CONFIG_EIR_DATA_EVT after config EIR ends.

%4 eir_data —[in] - pointer of EIR data content
B
e ESP_OK : Succeed
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_ERR_INVALID_ARG: if param is invalid
e ESP_FAIL: others

esp_err_t esp_bt_gap_set_cod (esp_bt_cod_t cod, esp_bt_cod_mode_t mode)
This function is called to set class of device. The structure esp_bt_gap_cb_t will be called with
ESP_BT_GAP_SET_COD_EVT after set COD ends. This function should be called after Bluetooth profiles
are initialized, otherwise the user configured class of device can be overwritten. Some profiles have special
restrictions on class of device, and changes may make these profiles unable to work.

¥
* cod —[in] - class of device
* mode —[in] - setting mode
izl
e ESP_OK : Succeed
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_ERR_INVALID_ARG: if param is invalid
e ESP_FAIL: others

esp_err_t esp_bt_gap_get_cod (esp_bt_cod_t *cod)

This function is called to get class of device.

2% cod —[out] - class of device
R

e ESP_OK : Succeed

e ESP_FAIL: others

esp_err_t esp_bt_gap_read_rssi_delta (esp_bd_addr_t remote_addr)
This function is called to read RSSI delta by address after connected. The RSSI value returned by
ESP_BT_GAP_READ_RSSI_DELTA_EVT.

%% remote_addr —[in] - remote device address, corresponding to a certain connection handle
]|
* ESP_OK : Succeed
e ESP_FAIL: others
esp_err_t esp_bt_gap_remove_bond_device (esp_bd_addr_t bd_addr)
Removes a device from the security database list of peer device.
%% bd_addr —[in] : BD address of the peer device
&IA] - ESP_OK : success
e ESP_FAIL : failed
int esp_bt_gap_get_bond_device_num (void)
Get the device number from the security database list of peer device. It will return the device bonded number
immediately.

J&A] - >= 0 : bonded devices number
» ESP_FAIL : failed
esp_err_t esp_bt_gap_get_bond_device_list (int *dev_num, esp_bd_addr_t *dev_list)

Get the device from the security database list of peer device. It will return the device bonded information
immediately.
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SH
* dev_num —[inout] Indicate the dev_list array(buffer) size as input. If dev_num is large
enough, it means the actual number as output. Suggest that dev_num value equal to
esp_ble_get_bond_device_num().
* dev_list —[out] an array(buffer) of esp_bd_addr_t type. Use for storing the
bonded devices address. The dev_list should be allocated by who call this API.
B
¢ ESP_OK : Succeed
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_gap_set_pin (esp_bt_pin_type_t pin_type, uint8_t pin_code_len, esp_bt_pin_code_t
pin_code)

Set pin type and default pin code for legacy pairing.

SH
* pin_type [in] Use variable or fixed pin. If pin_type is
ESP_BT_PIN_TYPE_VARIABLE, pin_code and pin_code_len will be ignored,
and ESP_BT_GAP_PIN_REQ_EVT will come when control requests for pin code. Else,
will use fixed pin code and not callback to users.
* pin_code_1len [in] Length of pin_code
* pin_code [in] Pin_code
& n] - ESP_OK : success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

esp_err_t esp_bt_gap_pin_reply (esp_bd_addr_t bd_addr, bool accept, uint8_t pin_code_len,
esp_bt_pin_code_t pin_code)

Reply the pin_code to the peer device for legacy pairing when ESP_BT_GAP_PIN_REQ_EVT is coming.

ZH
* bd_addr —[in] BD address of the peer
* accept —[in] Pin_code reply successful or declined.
* pin_code_1len —[in] Length of pin_code
* pin_code —[in] Pin_code
j&A] - ESP_OK : success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* other : failed

esp_err_t esp_bt_gap_set_security_param (esp_bt_sp_param_t param_type, void *value, uint8_t len)

Set a GAP security parameter value. Overrides the default value.

S8
* param_type [in] : the type of the param which is to be set
* value —[in] : the param value
e len —[in] : the length of the param value
#&n] - ESP_OK : success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

esp_err_t esp_bt_gap_ssp_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)

Reply the key value to the peer device in the legacy connection stage.

S8

* bd_addr —[in] : BD address of the peer

* accept —[in] : passkey entry successful or declined.

» passkey —[in] : passkey value, must be a 6 digit number, can be lead by 0.
j&n] - ESP_OK : success

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled

* other : failed
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esp_err_t esp_bt_gap_ssp_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the confirm value to the peer device in the legacy connection stage.
SH
* bd_addr —[in] : BD address of the peer device
* accept —[in] : numbers to compare are the same or different
#&n] - ESP_OK : success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed
esp_err_t esp_bt_gap_set_afh_channels (esp_bt_gap_afh_channels channels)
Set the AFH channels.
%% channels —[in] : The n th such field (in the range 0 to 78) contains the value for channel n
: 0 means channel n is bad. 1 means channel n is unknown. The most significant bit is reserved
and shall be set to 0. At least 20 channels shall be marked as unknown.
&n] - ESP_OK : success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
« other : failed
esp_err_t esp_bt_gap_read_remote_name (esp_bd_addr_t remote_bda)
Read the remote device name.
%%t remote_bda —[in] The remote device’ s address
#&n] - ESP_OK : success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed
esp_err_t esp_bt_gap_set_qos (esp_bd_addr_t remote_bda, uint32_t t_poll)
Config Quality of service.
¥
e remote_bda —[in] The remote device’ s address
e t_poll —[in] Poll interval, the maximum time between transmissions which from the
master to a particular slave on the ACL logical transport. unit is 0.625ms
&IA] - ESP_OK : success

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

Unions

union esp_bt_gap_cb_param_t
#include <esp_gap_bt_api.h> GAP state callback parameters.

Public Members

struct esp_bt_gap_cb_param_t::disc_res_param disc_res

discovery result parameter struct

struct esp_bt_gap_cb_param_t::disc_state_changed_param disc_st_chg

discovery state changed parameter struct

struct esp_bt_gap_cb_param_t::rmt_srvcs_param rmt_srvecs

services of remote device parameter struct
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struct esp_bt_gap_cb_param_t::rmt_srvc_rec_param rmt_Srvc_rec

specific service record from remote device parameter struct

struct esp_bt_gap_cb_param_t::read_rssi_delta_param read_rssi_delta

read rssi parameter struct

struct esp_bt_gap_cb_param_t::config_eir_data_param config_eir_data
config EIR data

struct esp_bt_gap_cb_param_t::auth_cmpl_param auth_cmpl

authentication complete parameter struct

struct esp_bt_gap_cb_param_t::pin_req_param pin_req

pin request parameter struct

struct esp_bt_gap_cb_param_t::cfm_req_param cfm_req

confirm request parameter struct

struct esp_bt_gap_cb_param_t::key_notif _param key_notif

passkey notif parameter struct

struct esp_bt_gap_cb_param_t::key_req_param key_req

passkey request parameter struct

struct esp_bt_gap_cb_param_t::set_afh_channels_param set_afh_channels

set AFH channel parameter struct

struct esp_bt_gap_cb_param_t::read_rmt_name_param read_rmt_name

read Remote Name parameter struct

struct esp_bt_gap_cb_param_t::mode_chg_param mode_chg

mode change event parameter struct

struct esp_bt_gap_cb_param_t::bt_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_BT_GAP_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp_bt_gap_cb_param_t::qos_cmpl_param qos_cmpl

QoS complete parameter struct

struct esp_bt_gap_cb_param_t::acl_conn_cmpl_stat_param acl_conn_cmpl_stat

ACL connection complete status parameter struct

struct esp_bt_gap_cb_param_t::acl_disconn_cmpl_stat_param acl_disconn_cmpl_stat

ACL disconnection complete status parameter struct

struct acl_conn_cmpl_stat_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_ACL_CONN_CMPL_STAT_EVT.
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Public Members

esp_bt_status_t stat

ACL connection status

uint16_t handle

ACL connection handle

esp_bd_addr_t bda

remote bluetooth device address

struct acl_disconn_cmpl_stat_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_ACL_DISCONN_CMPL_STAT_EVT.

Public Members

esp_bt_status_t reason

ACL disconnection reason

uint16_t handle

ACL connection handle

esp_bd_addr_t bda

remote bluetooth device address

struct auth_cmpl_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_AUTH_CMPL_EVT.

Public Members

esp_bd_addr_t bda

remote bluetooth device address

esp_bt_status_t stat

authentication complete status

uint8_t device_name[(248) + 1]

device name

struct bt _remove_bond_dev_cmpl_evt_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bd_addr_t bda

remote bluetooth device address
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esp_bt_status_t status

Indicate the remove bond device operation success status

struct cfm_req param
#include <esp_gap_bt_api.h> ESP_BT_GAP_CFM_REQ_EVT.

Public Members

esp_bd_addr_t bda

remote bluetooth device address

uint32_t num_val

the numeric value for comparison.

struct config _eir_data_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_CONFIG_EIR_DATA_EVT *.

Public Members

esp_bt_status_t stat

config EIR status: ESP_BT STATUS_SUCCESS: config success
ESP_BT_STATUS_EIR_TOO_LARGE: the EIR data is more than 240B. The EIR may not
contain the whole data. others: failed

uint§_teir type_num

the number of EIR types in EIR type

esp_bt_eir_type_t eir_type[12]
EIR types in EIR type

struct disc_res_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_DISC_RES_EVT.

Public Members

esp_bd_addr_t bda

remote bluetooth device address

int num_prop

number of properties got

esp_bt_gap_dev_prop_t *prop
properties discovered from the new device

struct disc_state_changed_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_DISC_STATE_CHANGED_EVT.
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Public Members

esp_bt_gap_discovery_state_t state

discovery state

struct key_notif param
#include <esp_gap_bt_api.h>ESP_BT_GAP_KEY_NOTIF_EVT.

Public Members

esp_bd_addr_t bda

remote bluetooth device address

uint32_t passkey

the numeric value for passkey entry.

struct key_req_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_KEY_REQ_EVT.

Public Members

esp_bd_addr_t bda

remote bluetooth device address

struct mode_chg_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_MODE_CHG_EVT.

Public Members

esp_bd_addr_t bda

remote bluetooth device address

esp_bt_pm_mode_t mode
PM mode

struct pin_req_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_PIN_REQ_EVT.

Public Members

esp_bd_addr_t bda

remote bluetooth device address

boolmin_16_digit
TRUE if the pin returned must be at least 16 digits
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struct gos_cmpl_param

#include <esp_gap_bt_api.h>ESP_BT_GAP_QOS_CMPL_EVT.

Public Members

esp_bt_status_t stat
QoS status

esp_bd_addr_t bda

remote bluetooth device address

uint32_tt_poll

poll interval, the maximum time between transmissions which from the master to a particular slave
on the ACL logical transport. unit is 0.625ms.

struct read_rmt_name_param

#include <esp_gap_bt_api.h>ESP_BT_GAP_READ_REMOTE_NAME_EVT.

Public Members

esp_bt_status_t stat

read Remote Name status

uint8_t rmt_name[(248) + 1]

Remote device name

esp_bd_addr_t bda

remote bluetooth device address

struct read_rssi_delta_param

#include <esp_gap_bt_api.h> ESP_BT_GAP_READ_RSSI_DELTA_EVT *.

Public Members

esp_bd_addr_t bda

remote bluetooth device address

esp_bt_status_t stat

read rssi status

int8_t rssi_delta

rssi delta value range -128 ~127, The value zero indicates that the RSSI is inside the Golden Receive
Power Range, the Golden Receive Power Range is from ESP_BT_GAP_RSSI_LOW_THRLD to
ESP_BT_GAP_RSSI_HIGH_THRLD

struct rmt_srvc_rec_param

#include <esp_gap_bt_api.h>ESP_BT_GAP_RMT_SRVC_REC_EVT.
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Public Members

esp_bd_addr_t bda

remote bluetooth device address

esp_bt_status_t stat

service search status

struct rmt_srves_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_RMT_SRVCS_EVT.

Public Members

esp_bd_addr_t bda

remote bluetooth device address

esp_bt_status_t stat

service search status

int num_uuids
number of UUID in uuid_list

esp_bt_uuid_t *uuid_list

list of service UUIDs of remote device

struct set_afh_channels_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_SET_AFH_CHANNELS_EVT.

Public Members

esp_bt_status_t stat
set AFH channel status

Structures

struct esp_bt_cod_t

Class of device.

Public Members

uint32_t reserved_2

undefined

uint32_t minor

minor class
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uint32_tmajor

major class

uint32_t service

service class

uint32_t reserved_8

undefined

struct esp_bt_gap_dev_prop_t

Bluetooth Device Property Descriptor.

Public Members

esp_bt_gap_dev_prop_type_t type
Device property type

int len

Device property value length

void *val

Device property value

struct esp_bt_eir_data_t

)

EIR data content, according to “Supplement to the Bluetooth Core Specification’

Public Members

bool fec_required

FEC is required or not, true by default

bool include_txpower

EIR data include TX power, false by default

bool include_uuid
EIR data include UUID, false by default

uint8_t £lag
EIR flags, see ESP_BT_EIR_FLAG for details, EIR will not include flag if it is 0, O by default

uintl6_t manufacturer_len

Manufacturer data length, O by default

uint8_t *p_manufacturer_data

Manufacturer data point

uintl6_turl_len
URL length, 0 by default
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uint8_t *p_url
URL point

Macros

ESP_BT_GAP_RSSI_HIGH_THRLD
RSSI threshold.
High RSSI threshold

ESP_BT_GAP_RSSI_LOW_THRLD
Low RSSI threshold

ESP_BT_GAP_AFH_CHANNELS_LEN

ESP_BT_GAP_MAX_ BDNAME_LEN

Maximum bytes of Bluetooth device name.

ESP_BT GAP_EIR_DATA_LEN

Maximum size of EIR Significant part.

ESP_BT_EIR_TYPE_ FLAGS
Extended Inquiry Response data type.

Flag with information such as BR/EDR and LE support

ESP_BT_EIR_TYPE_INCMPL_16BITS_UUID
Incomplete list of 16-bit service UUIDs

ESP_BT_EIR_TYPE_CMPI_16BITS_UUID
Complete list of 16-bit service UUIDs

ESP_BT_EIR_TYPE_INCMPL_32BITS_UUID
Incomplete list of 32-bit service UUIDs

ESP_BT_EIR_TYPE_CMPI_32BITS_UUID
Complete list of 32-bit service UUIDs

ESP_BT_EIR_TYPE_INCMPL_128BITS_UUID
Incomplete list of 128-bit service UUIDs

ESP_BT_EIR_TYPE_CMPI_128BITS_UUID
Complete list of 128-bit service UUIDs

ESP_BT_EIR_TYPE_SHORT_LOCAL_NAME

Shortened Local Name

ESP_BT_EIR_TYPE_CMPL_LOCAL_NAME

Complete Local Name
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ESP_BT_EIR_TYPE_TX_POWER_LEVEL

Tx power level, value is 1 octet ranging from -127 to 127, unit is dBm

ESP_BT_EIR_TYPE_URL

Uniform resource identifier

ESP_BT_EIR_TYPE_MANU_SPECIFIC

Manufacturer specific data

ESP_BT_EIR_TYPE_MAX_NUM
MAX number of EIR type

ESP_BT_EIR_FLAG_LIMIT_DISC

ESP_BT_EIR_FLAG_GEN_DISC

ESP_BT EIR_FLAG_BREDR_NOT_ SPT

ESP_BT_EIR_FLAG_DMT_CONTROLLER_SPT

ESP_BT_EIR_FLAG_DMT_HOST_ SPT

ESP_BT_EIR_MAX_LEN

ESP_BT PIN_CODE_LEN
Max pin code length

ESP_BT_IO_CAP_OUT

ESP_BT_IO_CAP_IO

ESP_BT_IO_CAP_IN

ESP_BT_IO_CAP_NONE

ESP_BT_PM MD_ACTIVE

Active mode

ESP_BT_PM_MD_HOLD
Hold mode

ESP_BT_PM_MD_SNIFF
Sniff mode

ESP_BT_PM_MD_PARK
Park state
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ESP_BT_COD_SRVC_BIT MASK

Bits of major service class field.

Major service bit mask

ESP_BT_COD_SRVC_BIT_OFFSET

Major service bit offset

ESP_BT_COD_MAJOR_DEV_BIT_MASK

Bits of major device class field.

Major device bit mask

ESP_BT_COD_MAJOR_DEV_BIT_ OFFSET
Major device bit offset

ESP_BT_COD_MINOR_DEV_BIT_MASK

Bits of minor device class field.

Minor device bit mask

ESP_BT_COD_MINOR_DEV_BIT_OFFSET

Minor device bit offset

ESP_BT_COD_FORMAT TYPE_BIT_MASK
Bits of format type.

Format type bit mask

ESP_BT_COD_FORMAT TYPE_BIT OFFSET
Format type bit offset

ESP_BT_COD_FORMAT_TYPE_1

Class of device format type 1.

ESP_BT_GAP_MIN_INQ_LEN

Minimum and Maximum inquiry length Minimum inquiry duration, unit is 1.28s

ESP_BT_GAP_MAX_INQ_LEN

Maximum inquiry duration, unit is 1.28s

ESP_BT_GAP_TPOLL_MIN

Minimum, Default and Maximum poll interval Minimum poll interval, unit is 625 microseconds

ESP_BT_GAP_TPOLL_DFT

Default poll interval, unit is 625 microseconds

ESP_BT_GAP_TPOLL_MAX

Maximum poll interval, unit is 625 microseconds
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Type Definitions

typedef uint8_t esp_bt_gap_afh_channels|[10]

typedef uint8_t esp_bt_eir type_t

typedef uint8_t esp_bt_pin_code_t[16]
Pin Code (upto 128 bits) MSB is 0

typedef uint8_t esp_bt_io_cap_t
Combination of the IO Capability

typedef uint8_t esp_bt_pm_mode_t

typedef void (*esp_bt_gap_cb_t)(esp_bt_gap_cb_event_t event, esp_bt_gap_cb_param_t *param)
bluetooth GAP callback function type

Param event : Event type
Param param : Pointer to callback parameter

Enumerations
enum esp_bt__cod_mode_t
class of device settings

Values:

enumerator ESP_BT_SET_COD_MAJOR_MINOR

overwrite major, minor class

enumerator ESP_BT_SET_COD_SERVICE_CLASS

set the bits in the input, the current bit will remain

enumerator ESP_BT_CLR_COD_SERVICE_CLASS

clear the bits in the input, others will remain

enumerator ESP_BT_SET_COD_ALL

overwrite major, minor, set the bits in service class

enumerator ESP_BT_INIT_COD

overwrite major, minor, and service class

enum esp_bt_connection_mode_t

Discoverability and Connectability mode.

Values:

enumerator ESP_BT_NON_CONNECTABLE

Non-connectable

enumerator ESP_BT_CONNECTABLE

Connectable
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enum esp_bt_discovery_mode_t

Values:

enumerator ESP_BT_NON_DISCOVERABLE

Non-discoverable

enumerator ESP_BT_LIMITED_DISCOVERABLE

Limited Discoverable

enumerator ESP_BT_GENERAL_DISCOVERABLE

General Discoverable

enum esp_bt_gap_dev_prop_type_t
Bluetooth Device Property type.

Values:

enumerator ESP_BT_GAP_DEV_PROP_BDNAME

Bluetooth device name, value type is int8_t []

enumerator ESP_BT_GAP_DEV_PROP_COD

Class of Device, value type is uint32_t

enumerator ESP_BT_GAP_DEV_PROP_RSSI
Received Signal strength Indication, value type is int8_t, ranging from -128 to 127

enumerator ESP_BT_GAP_DEV_PROP_EIR
Extended Inquiry Response, value type is uint8_t []

enum esp_bt_cod_srvc_t

Major service class field of Class of Device, mutiple bits can be set.

Values:

enumerator ESP_BT_COD_SRVC_NONE

None indicates an invalid value

enumerator ESP_BT_COD_SRVC_LMTD_DISCOVER

Limited Discoverable Mode

enumerator ESP_BT_COD_SRVC_POSITIONING

Positioning (Location identification)

enumerator ESP_BT_COD_SRVC_NETWORKING
Networking, e.g. LAN, Ad hoc

enumerator ESP_BT_COD_SRVC_RENDERING
Rendering, e.g. Printing, Speakers
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enumerator ESP_BT_COD_SRVC_CAPTURING

Capturing, e.g. Scanner, Microphone

enumerator ESP_BT_COD_SRVC_OBJ_TRANSFER
Object Transfer, e.g. v-Inbox, v-Folder

enumerator ESP_BT_COD_SRVC_AUDIO

Audio, e.g. Speaker, Microphone, Headset service

enumerator ESP_BT_COD_SRVC_TELEPHONY
Telephony, e.g. Cordless telephony, Modem, Headset service

enumerator ESP_BT_COD_SRVC__INFORMATION

Information, e.g., WEB-server, WAP-server

enum esp_bt_pin_type_t

Values:

enumerator ESP_BT_PIN_TYPE_VARIABLE
Refer to BTM_PIN_TYPE_VARIABLE

enumerator ESP_BT_PIN_TYPE_FIXED
Refer to BTM_PIN_TYPE_FIXED

enum esp_bt_sp_param_t

Values:

enumerator ESP_BT_SP_IOCAP_MODE
Set I0 mode

enum esp_bt_cod_major_dev_t
Major device class field of Class of Device.

Values:

enumerator ESP_BT_COD_MAJOR_DEV_MISC

Miscellaneous

enumerator ESP_BT_COD_MAJOR_DEV_COMPUTER

Computer

enumerator ESP_BT_COD_MAJOR_DEV_PHONE

Phone(cellular, cordless, pay phone, modem

enumerator ESP_BT_COD_MAJOR_DEV_LAN_NAP
LAN, Network Access Point

enumerator ESP_BT_COD_MAJOR_DEV_AV
Audio/Video(headset, speaker, stereo, video display, VCR
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enumerator ESP_BT_COD_MAJOR_DEV_PERIPHERAL
Peripheral(mouse, joystick, keyboard)

enumerator ESP_BT_COD_MAJOR_DEV__IMAGING

Imaging(printer, scanner, camera, display

enumerator ESP_BT_COD_MAJOR_DEV_WEARABLE
Wearable

enumerator ESP_BT_COD_MAJOR_DEV_TOY
Toy

enumerator ESP_BT_COD_MAJOR_DEV_HEALTH
Health

enumerator ESP_BT_COD_MAJOR_DEV_UNCATEGORIZED

Uncategorized: device not specified

enum esp_bt_gap_discovery_state_t

Bluetooth Device Discovery state

Values:

enumerator ESP_BT_GAP_DISCOVERY_STOPPED

Device discovery stopped

enumerator ESP_BT_GAP_DISCOVERY_STARTED

Device discovery started

enum esp_bt_gap_cb_event_t
BT GAP callback events.

Values:

enumerator ESP_BT_GAP_DISC_RES_EVT

Device discovery result event

enumerator ESP_BT_GAP_DISC_STATE_CHANGED_EVT

Discovery state changed event

enumerator ESP_BT_GAP_RMT_ SRVCS_EVT

Get remote services event

enumerator ESP_BT_GAP_RMT_SRVC_REC_EVT

Get remote service record event

enumerator ESP_BT_GAP_AUTH_CMPL_EVT

Authentication complete event
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enumerator ESP_BT_GAP_PIN_REQ EVT

Legacy Pairing Pin code request

enumerator ESP_BT_GAP_CFM_REQ_EVT

Security Simple Pairing User Confirmation request.

enumerator ESP_BT_GAP_KEY_ NOTIF_EVT
Security Simple Pairing Passkey Notification

enumerator ESP_BT_GAP_KEY_ REQ_EVT

Security Simple Pairing Passkey request

enumerator ESP_BT_GAP_READ_RSSI_DELTA_EVT

Read rssi event

enumerator ESP_BT_GAP_CONFIG_EIR_DATA_EVT
Config EIR data event

enumerator ESP_BT_GAP_SET_AFH_CHANNELS_EVT
Set AFH channels event

enumerator ESP_BT_GAP_READ_REMOTE_NAME_EVT

Read Remote Name event

enumerator ESP_BT_GAP_MODE_CHG_EVT

enumerator ESP_BT_GAP_REMOVE_BOND_DEV_COMPLETE_EVT

remove bond device complete event

enumerator ESP_BT_GAP_QOS_CMPL_EVT
QOS complete event

enumerator ESP_BT_GAP_ACL_CONN_CMPL_STAT_ EVT

ACL connection complete status event

enumerator ESP_BT_GAP_ACL_DISCONN_CMPL_STAT_EVT

ACL disconnection complete status event

enumerator ESP_BT_GAP_EVT_ MAX

enum esp_bt_ing mode_t
Inquiry Mode

Values:

enumerator ESP_BT_INQ MODE_GENERAL_INQUIRY

General inquiry mode

enumerator ESP_BT_INQ MODE_LIMITED_ INQUIRY

Limited inquiry mode
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Bluetooth A2DP API

Application Example Check bluetooth/bluedroid/classic_bt folder in ESP-IDF examples, which contains the fol-
lowing application:

¢ This is a A2DP sink client demo. This demo can be discovered and connected by A2DP source device and
receive the audio stream from remote device - bluetooth/bluedroid/classic_bt/a2dp_sink

API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_a2dp_api.h

Functions
esp_err_t esp_a2d_register_callback (esp_a2d_cb_t callback)

Register application callback function to A2DP module. This function should be called only after
esp_bluedroid_enable() completes successfully, used by both A2DP source and sink.

%%t callback —[in] A2DP event callback function
&l
e ESP_OK: success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
» ESP_FAIL: if callback is a NULL function pointer
esp_err_t esp_a2d_sink_register_data_callback (esp_a2d_sink_data_cbh_t callback)

Register A2DP sink data output function; For now the output is PCM data stream decoded from SBC format.
This function should be called only after esp_bluedroid_enable() completes successfully, used only by A2DP
sink. The callback is invoked in the context of A2DP sink task whose stack size is configurable through
menuconfig.

Z¥ callback —[in] A2DP sink data callback function

izl
* ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: if callback is a NULL function pointer

esp_err_t esp_a2d_sink_init (void)
Initialize the bluetooth A2DP sink module. This function should be called after esp_bluedroid_enable() com-
pletes successfully, and ESP_A2D_PROF_STATE_EVT with ESP_A2D_INIT_SUCCESS will reported to
the APP layer. Note: A2DP can work independently. If you want to use AVRC together, you should initiate
AVRC first. This function should be called after esp_bluedroid_enable() completes successfully.
Bl
» ESP_OK: if the initialization request is sent successfully

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_a2d_sink_deinit (void)
De-initialize for A2DP sink module. This function should be called only after esp_bluedroid_enable() com-
pletes successfully, and ESP_A2D_PROF_STATE_EVT with ESP_A2D_DEINIT_SUCCESS will reported
to APP layer.
PEA ]
» ESP_OK: if the deinitialization request is sent successfully

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
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esp_err_t esp_a2d_sink_connect (esp_bd_addr_t remote_bda)

Connect to remote bluetooth A2DP source device. This API must be called after esp_a2d_sink_init() and
before esp_a2d_sink_deinit().

%4 remote_bda —[in] remote bluetooth device address

Bl
» ESP_OK: connect request is sent to lower layer successfully
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_a2d_sink_disconnect (esp_bd_addr_t remote_bda)

Disconnect from the remote A2DP source device. This API must be called after esp_a2d_sink_init() and
before esp_a2d_sink_deinit().

%¥( remote_bda —[in] remote bluetooth device address

B
* ESP_OK: disconnect request is sent to lower layer successfully
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
¢ ESP_FAIL: others

esp_err_t esp_a2d_media_ctrl (esp_a2d_media_ctrl_t ctrl)

Media control commands. This API can be used for both A2DP sink and source and must be called after
esp_a2d_sink_init() and before esp_a2d_sink_deinit().

%% ctrl [in] control commands for A2DP data channel

B
* ESP_OK: control command is sent to lower layer successfully
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_a2d_source_init (void)

Initialize the bluetooth A2DP source module. A2DP can work independently. If you want to use AVRC
together, you should initiate AVRC first. This function should be called after esp_bluedroid_enable() completes
successfully, and ESP_A2D_PROF_STATE_EVT with ESP_A2D_INIT_SUCCESS will reported to the APP
layer. Note: A2DP can work independently. If you want to use AVRC together, you should initiate AVRC
first.
Rl

» ESP_OK: if the initialization request is sent to lower layer successfully

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled

e ESP_FAIL: others

esp_err_t esp_a2d_source_deinit (void)
De-initialize for A2DP source module. This function should be called only after esp_bluedroid_enable() com-
pletes successfully, and ESP_A2D_PROF_STATE_EVT with ESP_A2D_DEINIT_SUCCESS will reported
to APP layer.
Py
¢ ESP_OK: success

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_a2d_source_register_data_callback (esp_a2d_source_data_cb_t callback)

Register A2DP source data input function. For now, the input shoule be PCM data stream. This function should
be called only after esp_bluedroid_enable() completes successfully. The callback is invoked in the context of
A2DP source task whose stack size is configurable through menuconfig.

Z¥ callback —[in] A2DP source data callback function

P[]
* ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: if callback is a NULL function pointer
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esp_err_t esp_a2d_source_connect (esp_bd_addr_t remote_bda)
Connect to remote A2DP sink device. This API must be called after esp_a2d_source_init() and before
esp_a2d_source_deinit().

¥ remote_bda —[in] remote bluetooth device address
P[]
* ESP_OK: connect request is sent to lower layer successfully
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
esp_err_t esp_a2d_source_disconnect (esp_bd_addr_t remote_bda)
Disconnect from the remote A2DP sink device. This API must be called after esp_a2d_source_init() and
before esp_a2d_source_deinit().

%¥( remote_bda —[in] remote bluetooth device address

P[]
» ESP_OK: disconnect request is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

Unions

union esp_a2d_cb_param_t

#include <esp_a2dp_api.h> A2DP state callback parameters.

Public Members

struct esp_a2d_cb_param_t::a2d_conn_stat_param conn_stat

A2DP connection status

struct esp_a2d_cb_param_t::a2d_audio_stat_param audio_stat

audio stream playing state

struct esp_a2d_cb_param_t::a2d_audio_cfg_param audio_cfg

media codec configuration information

struct esp_a2d_cb_param_t::media_ctrl_stat_param media_ctrl_stat

status in acknowledgement to media control commands

struct esp_a2d_cb_param_t::a2d_prof _stat_param a2d_prof_stat

status to indicate a2d prof init or deinit

struct a2d_audio_cfg param
#include <esp_a2dp_api.h> ESP_A2D_AUDIO_CFG_EVT.

Public Members

esp_bd_addr_t remote_bda

remote bluetooth device address

esp_a2d_mcc_t mec

A2DP media codec capability information
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struct a2d_audio_stat_param
#include <esp_a2dp_api.h>ESP_A2D_AUDIO_STATE_EVT.

Public Members

esp_a2d_audio_state_t state

one of the values from esp_a2d_audio_state_t

esp_bd_addr_t remote_bda

remote bluetooth device address

struct a2d_conn_stat_param
#include <esp_a2dp_api.h> ESP_A2D_CONNECTION_STATE_EVT.

Public Members

esp_a2d_connection_state_t state

one of values from esp_a2d_connection_state_t

esp_bd_addr_t remote_bda

remote bluetooth device address

esp_a2d_disc_rsn_t disc_rsn
reason of disconnection for “DISCONNECTED”

struct a2d_prof_stat_param
#include <esp_a2dp_api.h>ESP_A2D_PROF_STATE_EVT.

Public Members

esp_a2d_init_state_t init_state

a2dp profile state param

struct media_ctrl_stat_param
#include <esp_a2dp_api.h> ESP_A2D_MEDIA_CTRL_ACK_EVT.

Public Members

esp_a2d_media_ctrl_t cmd

media control commands to acknowledge

esp_a2d_media_ctrl_ack_t status

acknowledgement to media control commands
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Structures

struct esp_a2d_mcc_t

A2DP media codec capabilities union

Public Members

esp_a2d_mct_t type
A2DP media codec type

uint8_t sbe[(4)]
SBC codec capabilities

uint8_t m12[(4)]
MPEG-1,2 audio codec capabilities

uint8_t m24[(6)]
MPEG-2, 4 AAC audio codec capabilities

uint8_t atrac[(7)]
ATRAC family codec capabilities

union esp_a2d_mcc_t::[anonymous] cie

A2DP codec information element

Macros

ESP_A2D_MCT_SBC
Media codec types supported by A2DP.

SBC

ESP_A2D_MCT_M12
MPEG-1, 2 Audio

ESP_A2D_MCT_M24
MPEG-2, 4 AAC

ESP_A2D_MCT_ATRAC
ATRAC family

ESP_A2D_MCT_NON_A2DP

ESP_A2D_CIE_LEN_SBC

ESP_A2D_CIE_LEN_M12

ESP_A2D_CIE_LEN_M24

ESP_A2D_CIE_LEN_ATRAC
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Type Definitions

typedef uint8_t esp_a2d_mct_t

typedef void (*esp_a2d_cb_t)(esp_a2d_cb_event_t event, esp_a2d_cb_param_t *param)
A2DP profile callback function type.

Param event : Event type
Param param : Pointer to callback parameter

typedef void (*esp_a2d_sink_data_cb_t)(const uint8_t *buf, uint32_t len)
A2DP sink data callback function.

Param buf [in] : pointer to the data received from A2DP source device and is PCM format de-
coded from SBC decoder; buf references to a static memory block and can be overwritten by
upcoming data

Param len [in] : size(in bytes) in buf

typedef int32_t (*esp_a2d_source_data_cb_t)(uint8_t *buf, int32_t len)

A2DP source data read callback function.

Param buf [in] : buffer to be filled with PCM data stream from higher layer

Param len [in] : size(in bytes) of data block to be copied to buf. -1 is an indication to user that
data buffer shall be flushed

Return size of bytes read successfully, if the argument len is -1, this value is ignored.

Enumerations
enum esp_a2d_connection_state_t
Bluetooth A2DP connection states.

Values:

enumerator ESP_A2D_CONNECTION_STATE_DISCONNECTED

connection released

enumerator ESP_A2D_CONNECTION_STATE_CONNECTING

connecting remote device

enumerator ESP_A2D_CONNECTION_STATE_CONNECTED

connection established

enumerator ESP_A2D_CONNECTION_STATE_DISCONNECTING

disconnecting remote device

enum esp_a2d_disc_rsn_t

Bluetooth A2DP disconnection reason.

Values:

enumerator ESP_A2D_DISC_RSN_NORMAL

Finished disconnection that is initiated by local or remote device

enumerator ESP_A2D_DISC_RSN_ABNORMAL

Abnormal disconnection caused by signal loss
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enum esp_a2d_audio_state_t

Bluetooth A2DP datapath states.

Values:

enumerator ESP_A2D_AUDIO_STATE_REMOTE_SUSPEND

audio stream datapath suspended by remote device

enumerator ESP_A2D_AUDIO_STATE_STOPPED

audio stream datapath stopped

enumerator ESP_A2D_AUDIO_STATE_STARTED

audio stream datapath started

enum esp_a2d_media_ctrl_ack_t

A2DP media control command acknowledgement code.

Values:

enumerator ESP_A2D_MEDIA_CTRL_ACK_SUCCESS

media control command is acknowledged with success

enumerator ESP_A2D_MEDIA_CTRL_ACK_FAILURE

media control command is acknowledged with failure

enumerator ESP_A2D_MEDIA_CTRL_ACK_BUSY

media control command is rejected, as previous command is not yet acknowledged

enum esp_a2d_media_ctrl_t

A2DP media control commands.

Values:

enumerator ESP_A2D_MEDIA_CTRL_NONE

Not for application use, use inside stack only.

enumerator ESP_A2D_MEDIA_ CTRL_CHECK_SRC_RDY
check whether AVDTP is connected, only used in A2DP source

enumerator ESP_A2D_MEDIA_CTRL_START

command to set up media transmission channel

enumerator ESP_A2D_MEDIA_CTRL_STOP

command to stop media transmission

enumerator ESP_A2D_MEDIA CTRL_SUSPEND

command to suspend media transmission

enum esp_a2d_init_state_t

Bluetooth A2DP Initiation states.

Values:
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enumerator ESP_A2D_DEINIT_SUCCESS
A2DP profile deinit successful event

enumerator ESP_A2D_INIT_SUCCESS
A2DP profile deinit successful event

enum esp_a2d_cb_event_t
A2DP callback events.

Values:

enumerator ESP_A2D_CONNECTION_STATE_EVT

connection state changed event

enumerator ESP_A2D_AUDIO_STATE_EVT

audio stream transmission state changed event

enumerator ESP_A2D_AUDIO_CFG_EVT
audio codec is configured, only used for A2DP SINK

enumerator ESP_A2D_MEDIA_ CTRI_ACK_EVT

acknowledge event in response to media control commands

enumerator ESP_A2D_PROF_STATE_EVT

indicate a2dp init&deinit complete

BT AVRCP APIs

Overview Bluetooth AVRCP reference APIs.

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_avrc_api.h

Functions
esp_err_t esp_avrc_ct_register_callback (esp_avrc_ct_cb_t callback)

Register application callbacks to AVRCP module. This function should be called after esp_bluedroid_enable()
completes successfully.

%% callback —[in] AVRCP controller callback function
PEA ]
¢ ESP_OK: success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others
esp_err_t esp_avrc_ct_init (void)

Initialize the bluetooth AVRCP controller module, This function should be called after esp_bluedroid_enable()
completes successfully. Note: AVRC cannot work independently, AVRC should be used along with A2DP
and AVRC should be initialized before A2DP.

B
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* ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_avrc_ct_deinit (void)
De-initialize AVRCP controller module. This function should be called after after esp_bluedroid_enable()
completes successfully. Note: AVRC cannot work independently, AVRC should be used along with A2DP
and AVRC should be deinitialized before A2DP.
B
e ESP_OK: success

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_avrc_ct_send_set_player_value_cmd (uint8_t tl, uint8_t attr_id, uint8_t value_id)

Send player application settings command to AVRCP target. This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

S8
e tl [in] : transaction label, O to 15, consecutive commands should use different values
* attr_id [in] : player application setting attribute IDs from one of
esp_avrc_ps_attr_ids_t
* value_id —[in] : attribute value defined for the specific player application setting at-
tribute
B
* ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_avrc_ct_send_get_rn_capabilities_cmd (uint8_t tl)
Send GetCapabilities PDU to AVRCP target to retrieve remote device’ s supported notification event_ids.
This function should be called after ESP_ AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP
connection is established.

%% t1 [in] : transaction label, O to 15, consecutive commands should use different values
Rl

¢ ESP_OK: success

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled

* ESP_FAIL: others

esp_err_t esp_avrc_ct_send_register_notification_cmd (uint8_t tl, uint8_t event_id, uint32_t
event_parameter)

Send register notification command to AVRCP target. This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

ZH
e t1 —[in] : transaction label, 0 to 15, consecutive commands should use different values.
* event_id —[in] : id of events, e.g. ESP_AVRC_RN_PLAY_STATUS_CHANGE,
ESP_AVRC_RN_TRACK_CHANGE, etc.

* event_parameter —[in] : playback interval for
ESP_AVRC_RN_PLAY_POS_CHANGED; For other events , value of this parameter
is ignored.

B
e ESP_OK: success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_ERR_NOT_SUPPORTED: if the event_id is not supported in current implementa-
tion
e ESP_FAIL: others

esp_err_t esp_avrc_ct_send_set_absolute_volume_cmd (uint8_t tl, uint8_t volume)

Send set absolute volume command to AVRCP target. This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.
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ZH
e tl [in] : transaction label, O to 15, consecutive commands should use different values
e volume [in] : volume, O to 0x7f, means 0% to 100%
PEA ]
e ESP_OK: success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_ERR_NOT_SUPPORTED: if the event_id is not supported in current implementa-
tion
e ESP_FAIL: others

esp_err_t esp_avrc_ct_send_metadata_cmd (uint8_t tl, uint8_t attr_mask)

Send metadata command to AVRCP target. This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.
BH

e tl1 [in] : transaction label, O to 15, consecutive commands should use different values.
* attr_mask —[in] : mask of attributes, e.g. ESP_AVRC_MD_ATTR_ID_TITLE |
ESP_AVRC_MD_ATTR_ID_ARTIST.
P[]
* ESP_OK: success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_avrc_ct_send_passthrough_cmd (uint8_t tl, uint8_t key_code, uint8_t key_state)

Send passthrough command to AVRCP target. This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.
S8

e t1 [in] : transaction label, O to 15, consecutive commands should use different values.

* key_code —[in] : passthrough command code, e.g. ESP_AVRC_PT_CMD_PLAY,
ESP_AVRC_PT_CMD_STOP, etc.

* key_state —[in] : passthrough command key
state, ESP_AVRC_PT_CMD_STATE_PRESSED or
ESP_AVRC_PT_CMD_STATE_RELEASED

e ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_avrc_tg_register_callback (esp_avrc_tg cb_t callback)

Register application callbacks to AVRCP target module. This function should be called after
esp_bluedroid_enable() completes successfully.

%% callback -[in] AVRCP target callback function

PEA ]
e ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_avrc_tg_init (void)
Initialize the bluetooth AVRCP target module, This function should be called after esp_bluedroid_enable()
completes successfully. Note: AVRC cannot work independently, AVRC should be used along with A2DP
and AVRC should be initialized before A2DP.
PEA ]
¢ ESP_OK: success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_avrc_tg_deinit (void)
De-initialize AVRCP target module. This function should be called after after esp_bluedroid_enable() com-
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pletes successfully. Note: AVRC cannot work independently, AVRC should be used along with A2DP and
AVRC should be deinitialized before A2DP.

PEA ]
e ESP_OK: success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_avrc_tg_get_psth_cmd_filter (esp_avrc_psth_filter_t filter, esp_avrc_psth_bit_mask_t
*cmd_set)

Get the current filter of remote passthrough commands on AVRC target. Filter is given by filter type
and bit mask for the passthrough commands. This function should be called after esp_avrc_tg_init().
For filter type ESP_AVRC_PSTH_FILTER_ALLOWED_CMD, the retrieved command set is constant
and it covers all of the passthrough commands that can possibly be supported. For filter type
ESP_AVRC_PSTH_FILTER_SUPPORT_COMMANDS, the retrieved command set covers the passthrough
commands selected to be supported according to current configuration. The configuration can be changed
using esp_avrc_tg_set_psth_cmd_filter().

&l
e ESP_OK: success
« ESP_ERR_INVALID_ STATE: if bluetooth stack is not enabled or AVRC TG is not ini-
tialized
* ESP_ERR_INVALID_ARG: if filter type is invalid or cmd_set is NULL
e ESP_FAIL: otherwise

esp_err_t esp_avrc_tg_set_psth_cmd_filter (esp_avrc_psth_filter_t filter, const
esp_avrc_psth_bit_mask_t *cmd_set)

Set the filter of remote passthrough commands on AVRC target. Filter is given by filter type and bit mask for
the passthrough commands. This function should be called after esp_avrc_tg_init().

If filter type is ESP_AVRC_PSTH_FILTER_SUPPORT_CMD, the passthrough commands which are
set “1” as given in cmd_set will generate ESP_AVRC_CT_PASSTHROUGH_RSP_EVT callback event
and are auto-accepted in the protocol stack, other commands are replied with response type “NOT
IMPLEMENTED” (8). The set of supported commands should be a subset of allowed command
set. The allowed command set can be retrieved using esp_avrc_tg_get_psth_cmd_filter() with filter type
“ESP_AVRC_PSTH_FILTER_ALLOWED_CMD” .

Filter type “ESP_AVRC_PSTH_FILTER_ALLOWED_CMD” does not apply to this function.

FEA ]
¢ ESP_OK: success
e ESP_ERR_INVALID STATE: if bluetooth stack is not enabled
* ESP_ERR_INVALID_ARG: if filter type is invalid or cmd_set is NULL

« ESP_ERR_NOT _SUPPORTED:: if filter type is
ESP_AVRC_PSTH_FILTER_ALLOWED_CMD, or cmd_set includes unallowed
commands

bool esp_avrc_psth_bit_mask_operation (esp_avrc_bit_mask_op_t op, esp_avrc_psth_bit_mask_t
*psth, esp_avrc_pt_cmd_t cmd)

Operate on the type esp_avrc_psth_bit_mask_t with regard to a specific PASSTHROUGH command.
BH

* op —[in] operation requested on the bit mask field
* psth —[in] pointer to passthrough command bit mask structure
* cmd —[in] passthrough command code
&1l For operation ESP_AVRC_BIT_MASK_OP_SET or ESP_AVRC_BIT_MASK_OP_CLEAR,

return true for a successful operation, otherwise return false. For operation
ESP_AVRC_BIT_MASK_OP_TEST, return true if the corresponding bit is set, other-
wise false.

esp_err_t esp_avrc_tg_get_rn_evt_cap (esp_avrc_rn_evt_cap_t cap, esp_avrc_rn_evt_cap_mask_t
*evt_set)
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Get the requested event notification capabilies on local AVRC target. The capability is returned in a bit mask
representation in evt_set. This function should be called after esp_avrc_tg_init().

For capability type “ESP_AVRC_RN_CAP_ALLOWED_EVT, the retrieved event set is constant and it
covers all of the notifcation events that can possibly be supported with current implementation.

For capability type ESP_AVRC_RN_CAP_SUPPORTED_EVT, the event set covers the notification
events selected to be supported under current configuration, The configuration can be changed using
esp_avrc_tg_set_rn_evt_cap().
$EA |
* ESP_OK: success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not enabled or AVRC TG is not ini-
tialized
* ESP_ERR_INVALID_ARG: if cap is invalid or evt_set is NULL
 ESP_FAIL: otherwise

esp_err_t esp_avrc_tg_set_rn_evt_cap (const esp_avrc_rn_evt_cap_mask_t *evt_set)
Set the event notification capabilities on local AVRCP target. The capability is given in a bit mask representation
in evt_set and must be a subset of allowed event IDs with current implementation. This function should be
called after esp_avrc_tg_init().
B
¢ ESP_OK: success
« ESP_ERR_INVALID STATE: if bluetooth stack is not enabled
* ESP_ERR_INVALID_ARG: if evt_set is NULL

bool esp_avrc_rn_evt_bit_mask_operation (esp_avrc_bit_mask_op_t op,
esp_avrc_rn_evt_cap_mask_t *events,
esp_avrc_rn_event_ids_t event_id)

Operate on the type esp_avrc_rn_evt_cap_mask_t with regard to a specific event.

For operation ESP_AVRC_BIT_MASK_OP_TEST, return true if the corresponding bit is set, otherwise false.

S8
* op —[in] operation requested on the bit mask field
* events —[in] pointer to event notification capability bit mask structure
e event_id —[in] notification event code
&1 For operation ESP_AVRC_BIT_MASK_OP_SET or ESP_AVRC_BIT_MASK_OP_CLEAR,
return true for a successful operation, otherwise return false.

esp_err_t esp_avrc_tg_send_rn_rsp (esp_avrc_rn_event_ids_t event_id, esp_avrc_rn_rsp_t 1sp,
esp_avrc_rn_param_t *param)

Send RegisterNotification Response to remote AVRCP controller. Local event notification capability can be
set using esp_avrc_tg_set_rn_evt_cap(), in a bit mask representation in evt_set. This function should be called
after esp_avrc_tg_init().

ZH
* event_id —[in] notification event ID that remote AVRCP CT registers
* rsp -[in] notification response code
* param —[in] parameters included in the specific notification
PEA ]
¢ ESP_OK: success
« ESP_ERR_INVALID STATE: if bluetooth stack is not enabled or AVRC TG is not ini-
tialized
e ESP_ERR_INVALID_ARG: if evt_set is NULL

Unions
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union esp_avrc_rn_param_t

#include <esp_avrc_api.h> AVRCP notification parameters.

Public Members

uint8_t volume
response data for ESP_AVRC_RN_VOLUME_CHANGE, ranges 0..127

esp_avrc_playback_stat_t playback
response data for ESP_AVRC_RN_PLAY_STATUS_CHANGE

uint8_t elm_id[8]
response data for ESP_ AVRC_RN_TRACK_CHANGE

uint32_t play_pos
response data for ESP_AVRC_RN_PLAY_POS_CHANGED, in millisecond

esp_avrc_batt_stat_t batt
response data for ESP_AVRC_RN_BATTERY_STATUS_CHANGE

union esp_avrc_ct_cb_param_t

#include <esp_avrc_api.h> AVRC controller callback parameters.

Public Members

struct esp_avrc_ct_cb_param_t::avrc_ct_conn_stat_param conn_stat

AVRC connection status

struct esp_avrc_ct_cb_param_t::avrc_ct_psth_rsp_param psth_rsp

passthrough command response

struct esp_avrc_ct_cb _param_t:.avrc_ct_meta_rsp_param meta_rsp

metadata attributes response

struct esp_avrc_ct_cb_param_t::avrc_ct_change_notify_param change_nt £

notifications

struct esp_avrc_ct_cb_param_t::avrc_ct_rmt_feats_param rmt_feats

AVRC features discovered from remote SDP server

struct esp_avrc_ct_cb_param_t::avrc_ct_get_rn_caps_rsp_param get_rn_caps_rsp

get supported event capabilities response from AVRCP target

struct esp_avrc_ct_cb_param_t::avrc_ct_set_volume_rsp_param set_volume_rsp

set absolute volume response event

struct avrce_ct_change_notify_param
#include <esp_avrc_api.h> ESP_AVRC_CT_CHANGE_NOTIFY_EVT.
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Public Members

uint8_t event_id
id of AVRC event notification

esp_avrc_rn_param_t event_parameter

event notification parameter

struct avrc_ct_conn_stat_param
#include <esp_avrc_api.h> ESP_AVRC_CT_CONNECTION_STATE_EVT.

Public Members

bool connected

whether AVRC connection is set up

esp_bd_addr_t remote_bda

remote bluetooth device address

struct avrc_ct_get_rn_caps_rsp_param
#include <esp_avrc_api.h>ESP_AVRC_CT_GET_RN_CAPABILITIES_RSP_EVT.

Public Members

uint8_t cap_count

number of items provided in event or company_id according to cap_id used

esp_avrc_rn_evt_cap_mask_t evt_set

supported event_ids represented in bit-mask

struct avrc_ct_meta_rsp_param
#include <esp_avrc_api.h>ESP_AVRC_CT_METADATA_RSP_EVT.

Public Members

uint§_t attr_id

id of metadata attribute

uint8_t *attr_text
attribute itself

intattr_length

attribute character length

struct avrce_ct_psth_rsp_param
#include <esp_avrc_api.h>ESP_AVRC_CT_PASSTHROUGH_RSP_EVT.
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Public Members

uint8_ttl

transaction label, O to 15

uint8_t key_code

passthrough command code

uint8_t key_state
0 for PRESSED, 1 for RELEASED

esp_avrc_rsp_t rsp_code

response code

struct avrce_ct_rmt_feats_param
#include <esp_avrc_api.h> ESP_AVRC_CT_REMOTE_FEATURES_EVT.

Public Members

uint32_t feat_mask

AVRC feature mask of remote device

uintl6_t tg_feat_flag

feature flag of remote device as TG

esp_bd_addr_t remote_bda

remote bluetooth device address

struct avrce_ct_set_volume_rsp_param
#include <esp_avrc_api.h>ESP_AVRC_CT_SET_ABSOLUTE_VOLUME_RSP_EVT.

Public Members

uint8_t volume

the volume which has actually been set, range is 0 to 0x7f, means 0% to 100%

union esp_avrc_tg_cb_param_t

#include <esp_avrc_api.h> AVRC target callback parameters.

Public Members

struct esp_avrc_tg_cb_param_t:.avrc_tg_conn_stat_param conn_stat

AVRC connection status

struct esp_avrc_tg_cb_param_t::avrc_tg_rmt_feats_param rmt_feats
AVRC features discovered through SDP
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struct esp_avrc_tg_cb_param_t::avrc_tg_psth_cmd_param psth_cmd

passthrough command

struct esp_avrc_tg_cb_param_t:.avrc_tg_set_abs_vol_param set_abs_vol

set absolute volume command targeted on audio sink

struct esp_avrc_tg_cb_param_t::avrc_tg_reg_ntf_param reg_ntf

register notification

struct esp_avrc_tg_cb_param_t::avrc_tg_set_app_value_param set_app_value

set player application value

struct avrc_tg_conn_stat_param
#include <esp_avrc_api.h> ESP_AVRC_TG_CONNECTION_STATE_EVT.

Public Members

bool connected

whether AVRC connection is set up

esp_bd_addr_t remote_bda

remote bluetooth device address

struct avre_tg_psth_cmd_param
#include <esp_avrc_api.h> ESP_AVRC_TG_PASSTHROUGH_CMD_EVT.

Public Members

uint8_t key_code

passthrough command code

uint8_t key_state
0 for PRESSED, 1 for RELEASED

struct avrce_tg_reg_ntf_ param
#include <esp_avrc_api.h> ESP_AVRC_TG_REGISTER_NOTIFICATION_EVT.

Public Members

uint8_t event_id

event id of AVRC RegisterNotification

uint32_t event_parameter

event notification parameter

struct avrc_tg_rmt_feats_param
#include <esp_avrc_api.h> ESP_AVRC_TG_REMOTE_FEATURES_EVT.
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Public Members

uint32_t feat_mask

AVRC feature mask of remote device

uintl6_t ct_feat_flag

feature flag of remote device as CT

esp_bd_addr_t remote_bda

remote bluetooth device address

struct avrc_tg_set_abs_vol_param
#include <esp_avrc_api.h> ESP_AVRC_TG_SET_ABSOLUTE_VOLUME_CMD_EVT.

Public Members

uint8_t volume

volume ranges from O to 127

struct avrc_tg_set_app_value_param
#include <esp_avrc_api.h>ESP_AVRC_TG_SET_PLAYER_APP_VALUE_EVT.

Public Members

uint8_t num_val

attribute num

esp_avrc_set_app_value_param_t *p_vals

point to the id and value of player application attribute

Structures

struct esp_avrc_psth_bit_mask_t

AVRC passthrough command bit mask.

Public Members

uintl6_t bits[8]
bit mask representation of PASSTHROUGH commands

struct esp_avrc_rn_evt_cap_mask_t

AVRC target notification event capability bit mask.

Public Members
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uintl6_tbits
bit mask representation of PASSTHROUGH commands

struct esp_avrc_set_app_value_param_t

AVRCEP set app value parameters.

Public Members

uint§_t attr_id
player application attribute id

uint8_t attr_val

player application attribute value

Macros

ESP_AVRC_TRANS_LABEL_MAX

max transaction label

Type Definitions
typedef void (*esp_avrc_ct_cb_t)(esp_avrc_ct_cb_event_t event, esp_avrc_ct_cb_param_t *param)
AVRCEP controller callback function type.

Param event : Event type
Param param : Pointer to callback parameter union

typedef void (*esp_avrc_tg_cb_t)(esp_avrc_tg _cb_event_t event, esp_avrc_tg_cb_param_t *param)

AVRCEP target callback function type.

Param event : Event type
Param param : Pointer to callback parameter union

Enumerations

enum esp_avrc_features_t
AVRC feature bit mask.

Values:

enumerator ESP_AVRC_FEAT_RCTG

remote control target

enumerator ESP_AVRC_FEAT_RCCT

remote control controller

enumerator ESP_AVRC_FEAT_VENDOR

remote control vendor dependent commands

enumerator ESP_AVRC_FEAT_BROWSE

use browsing channel
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enumerator ESP_AVRC_FEAT_ META_DATA

remote control metadata transfer command/response

enumerator ESP_AVRC_FEAT_ADV_CTRL

remote control advanced control commmand/response
enum esp_avrc_feature_flag_t
AVRC supported features flag retrieved in SDP record.

Values:

enumerator ESP_AVRC_FEAT_FLAG_CAT1

category 1

enumerator ESP_AVRC_FEAT_FLAG_CAT2
category 2

enumerator ESP_AVRC_FEAT FLAG_CAT3
category 3

enumerator ESP_AVRC_FEAT_FLAG_CAT4
category 4

enumerator ESP_AVRC_FEAT_FLAG_BROWSING

browsing

enumerator ESP_AVRC_FEAT_FLAG_COVER_ART_GET_IMAGE_PROP
Cover Art GetlmageProperties

enumerator ESP_AVRC_FEAT_FLAG_COVER_ART_GET_IMAGE
Cover Art Getlmage

enumerator ESP_AVRC_FEAT FLAG_COVER_ART_ GET_LINKED THUMBNAIL
Cover Art GetLinkedThumbnail

enum esp_avrc_pt_cmd_t

AVRC passthrough command code.

Values:

enumerator ESP_AVRC_PT_CMD_SELECT

select

enumerator ESP_AVRC_PT_CMD_UP
up

enumerator ESP_AVRC_PT_CMD_DOWN

down

enumerator ESP_AVRC_PT_CMD_LEFT
left
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enumerator ESP_AVRC_PT_CMD_RIGHT
right

enumerator ESP_AVRC_PT_CMD_RIGHT UP
right-up

enumerator ESP_AVRC_PT_CMD_RIGHT DOWN
right-down

enumerator ESP_AVRC_PT_CMD_LEFT_UP
left-up

enumerator ESP_AVRC_PT_CMD_LEFT_DOWN

left-down

enumerator ESP_AVRC_PT_CMD_ROOT_MENU

root menu

enumerator ESP_AVRC_PT_CMD_SETUP_MENU

setup menu

enumerator ESP_AVRC_PT_CMD_CONT_MENU

contents menu

enumerator ESP_AVRC_PT_CMD_FAV_MENU

favorite menu

enumerator ESP_AVRC_PT_CMD_EXIT

exit

enumerator ESP_AVRC_PT_CMD_0
0

enumerator ESP_AVRC_PT_CMD_1
1

enumerator ESP_AVRC_PT_CMD_2
2

enumerator ESP_AVRC_PT_CMD_3
3

enumerator ESP_AVRC_PT_CMD_4
4

enumerator ESP_AVRC_PT_CMD_5
5
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enumerator ESP_AVRC_PT_CMD_6
6

enumerator ESP_AVRC_PT_CMD_7
7

enumerator ESP_AVRC_PT_CMD_8
8

enumerator ESP_AVRC_PT_CMD_9
9

enumerator ESP_AVRC_PT_CMD_DOT
dot

enumerator ESP_AVRC_PT_CMD_ENTER

enter

enumerator ESP_AVRC_PT_CMD_CLEAR

clear

enumerator ESP_AVRC_PT_CMD_CHAN_UP

channel up

enumerator ESP_AVRC_PT_CMD_CHAN_DOWN

channel down

enumerator ESP_AVRC_PT_CMD_PREV_CHAN

previous channel

enumerator ESP_AVRC_PT_CMD_SOUND_SEL

sound select

enumerator ESP_AVRC_PT_CMD_INPUT_SEL

input select

enumerator ESP_AVRC_PT_CMD_DISP_INFO

display information

enumerator ESP_AVRC_PT_CMD_HELP
help

enumerator ESP_AVRC_PT_CMD_PAGE_UP
page up

enumerator ESP_AVRC_PT_CMD_PAGE_DOWN

page down
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enumerator ESP_AVRC_PT_CMD_POWER

power

enumerator ESP_AVRC_PT_CMD_VOL_UP

volume up

enumerator ESP_AVRC_PT_CMD_VOL_DOWN

volume down

enumerator ESP_AVRC_PT_CMD_MUTE

mute

enumerator ESP_AVRC_PT_CMD_PLAY
play

enumerator ESP_AVRC_PT_CMD_STOP
stop

enumerator ESP_AVRC_PT_CMD_PAUSE

pause

enumerator ESP_AVRC_PT_CMD_RECORD

record

enumerator ESP_AVRC_PT_CMD_REWIND

rewind

enumerator ESP_AVRC_PT_CMD_FAST_FORWARD

fast forward

enumerator ESP_AVRC_PT_CMD_EJECT

eject

enumerator ESP_AVRC_PT_CMD_FORWARD

forward

enumerator ESP_AVRC_PT_CMD_BACKWARD

backward

enumerator ESP_AVRC_PT_CMD_ANGLE

angle

enumerator ESP_AVRC_PT_CMD_SUBPICT

subpicture

enumerator ESP_AVRC_PT_CMD_F1
Fl
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enumerator ESP_AVRC_PT_CMD_F2
F2

enumerator ESP_AVRC_PT_CMD_F3
F3

enumerator ESP_AVRC_PT_CMD_F4
F4

enumerator ESP_AVRC_PT_CMD_F5
F5

enumerator ESP_AVRC_PT_CMD_VENDOR

vendor unique

enum esp_avrc_psth_filter_t

AVRC passthrough command filter.

Values:

enumerator ESP_AVRC_PSTH_FILTER_ALLOWED_CMD
all of the PASSTHROUGH commands that can possibly be used, immuateble

enumerator ESP_AVRC_PSTH_FILTER_SUPPORTED_CMD
PASSTHROUGH commands selectively supported according to the current configuration

enumerator ESP_AVRC_PSTH_FILTER_SUPPORT_MAX

enum esp_avrc_bit_mask_op_t

Values:

enumerator ESP_AVRC_BIT_MASK_OP_TEST

operation code to test a specific bit

enumerator ESP_AVRC_BIT_ MASK_OP_SET

operation code to set a specific bit

enumerator ESP_AVRC_BIT_MASK_OP_CLEAR

operation code to clear a specific bit

enum esp_avrc_pt_cmd_state_t

AVRC passthrough command state.

Values:

enumerator ESP_AVRC_PT_CMD_STATE_PRESSED
key pressed

enumerator ESP_AVRC_PT_CMD_STATE_RELEASED

key released
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enum esp_avrc_ct_cb_event_t
AVRC Controller callback events.

Values:

enumerator ESP_AVRC_CT_CONNECTION_STATE_EVT

connection state changed event

enumerator ESP_AVRC_CT_PASSTHROUGH_RSP_EVT

passthrough response event

enumerator ESP_AVRC_CT_METADATA_RSP_EVT

metadata response event

enumerator ESP_AVRC_CT_PLAY STATUS_RSP_EVT

play status response event

enumerator ESP_AVRC_CT_CHANGE_NOTIFY_EVT

notification event

enumerator ESP_AVRC_CT_REMOTE_FEATURES_EVT

feature of remote device indication event

enumerator ESP_AVRC_CT_GET_RN_CAPABILITIES_RSP_EVT

supported notification events capability of peer device

enumerator ESP_AVRC_CT_SET_ABSOLUTE_VOLUME_RSP_EVT

set absolute volume response event

enum esp_avrc_tg _cb_event_t
AVRC Target callback events.

Values:

enumerator ESP_AVRC_TG_CONNECTION_STATE_EVT

connection state changed event

enumerator ESP_AVRC_TG_REMOTE_FEATURES_EVT

feature of remote device indication event

enumerator ESP_ AVRC_TG_PASSTHROUGH_CMD_EVT

passthrough command event

enumerator ESP_AVRC_TG_SET_ABSOLUTE_VOLUME_CMD_EVT

set absolute volume command from remote device

enumerator ESP_AVRC_TG_REGISTER_NOTIFICATION_ EVT

register notification event
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enumerator ESP_AVRC_TG_SET_PLAYER_APP_VALUE_EVT

set applicaton attribute value, attribute refer to esp_avrc_ps_attr_ids_t

enum esp_avrc_md_attr_mask_t

AVRC metadata attribute mask.

Values:

enumerator ESP_AVRC_MD_ATTR_TITLE
title of the playing track

enumerator ESP_AVRC_MD_ATTR_ARTIST

track artist

enumerator ESP_AVRC_MD_ATTR_ALBUM

album name

enumerator ESP_AVRC_MD_ATTR_TRACK_NUM

track position on the album

enumerator ESP_AVRC_MD_ATTR_NUM_TRACKS

number of tracks on the album

enumerator ESP_AVRC_MD_ATTR_GENRE

track genre

enumerator ESP_AVRC_MD_ATTR_PLAYING_TIME

total album playing time in miliseconds

enum esp_avrc_rn_event_ids_t

AVRC event notification ids.

Values:

enumerator ESP_AVRC_RN_PLAY_ STATUS_CHANGE

track status change, eg. from playing to paused

enumerator ESP_AVRC_RN_TRACK_CHANGE

new track is loaded

enumerator ESP_ AVRC_RN_TRACK_REACHED_END

current track reached end

enumerator ESP_ AVRC_RN_TRACK_REACHED_START

current track reached start position

enumerator ESP_ AVRC_RN_PLAY_POS_CHANGED
track playing position changed
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enumerator ESP_AVRC_RN_BATTERY_STATUS_CHANGE
battery status changed

enumerator ESP_AVRC_RN_SYSTEM STATUS_CHANGE

system status changed

enumerator ESP_AVRC_RN_APP_SETTING_CHANGE

application settings changed

enumerator ESP_AVRC_RN_NOW_PLAYING_CHANGE

now playing content changed

enumerator ESP_AVRC_RN_AVAILABLE_PLAYERS_CHANGE

available players changed

enumerator ESP_AVRC_RN_ADDRESSED_PLAYER CHANGE
the addressed player changed

enumerator ESP_AVRC_RN_UIDS_CHANGE
UIDs changed

enumerator ESP_AVRC_RN_VOLUME_CHANGE

volume changed locally on TG

enumerator ESP_AVRC_RN_MAX_EVT

enum esp_avrc_rn_evt_cap_t

AVRC target notification event notification capability.

Values:

enumerator ESP_AVRC_RN_CAP_ALLOWED_EVT

all of the notification events that can possibly be supported, immutable

enumerator ESP_AVRC_RN_CAP_SUPPORTED_EVT

notification events selectively supported according to the current configuration

enumerator ESP_AVRC_RN_CAP_MAX

enum esp_avrc_rn_rsp_t

AVRC notification response type.

Values:

enumerator ESP_AVRC_RN_RSP_INTERIM

initial response to RegisterNotification, should be sent T_mtp(1000ms) from receiving the command

enumerator ESP_AVRC_RN_RSP_CHANGED

final response to RegisterNotification command
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enum esp_avrc_ps_attr_ids_t

AVRC player setting ids.

Values:

enumerator ESP_AVRC_PS_EQUALIZER

equalizer, on or off

enumerator ESP_AVRC_PS_REPEAT MODE

repeat mode

enumerator ESP_AVRC_PS_SHUFFLE_MODE

shuffle mode

enumerator ESP_AVRC_PS_SCAN_MODE

scan mode on or off

enumerator ESP_AVRC_PS_MAX_ATTR

enum esp_avrc_ps_eq_value_ids_t
AVRC equalizer modes.

Values:

enumerator ESP_AVRC_PS_EQUALIZER_OFF
equalizer OFF

enumerator ESP_AVRC_PS_EQUALIZER_ON
equalizer ON

enum esp_avrc_ps_rpt_value_ids_t
AVRC repeat modes.

Values:

enumerator ESP_AVRC_PS_REPEAT_ OFF

repeat mode off

enumerator ESP_AVRC_PS_REPEAT_SINGLE

single track repeat

enumerator ESP_AVRC_PS_REPEAT_GROUP

group repeat

enum esp_avrc_ps_shf_ value_ids_t
AVRC shuffle modes.

Values:

enumerator ESP_AVRC_PS_SHUFFLE_OFF
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enumerator ESP_AVRC_PS_SHUFFLE_ALL

enumerator ESP_AVRC_PS_SHUFFLE_GROUP

enum esp_avrc_ps_scn_value_ids_t
AVRC scan modes.

Values:

enumerator ESP_AVRC_PS_SCAN_OFF

scan off

enumerator ESP_AVRC_PS_SCAN_ALL

all tracks scan

enumerator ESP_AVRC_PS__SCAN_GROUP

group scan

enum esp_avrc_rsp_t
AVCTP response codes.

Values:

enumerator ESP_AVRC_RSP_NOT_IMPL

not implemented

enumerator ESP_AVRC_RSP_ACCEPT

accept

enumerator ESP_AVRC_RSP_REJECT

reject

enumerator ESP_AVRC_RSP_IN_TRANS

in transition

enumerator ESP_AVRC_RSP_IMPL_STBL

implemented/stable

enumerator ESP_AVRC_RSP_CHANGED
changed

enumerator ESP_AVRC_RSP_INTERIM

interim

enum esp_avrc_batt_stat_t
AVRCEP battery status.

Values:

enumerator ESP_AVRC_BATT_NORMAL

normal state
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enumerator ESP_AVRC_BATT_WARNING

unable to operate soon

enumerator ESP_AVRC_BATT_CRITICAL

cannot operate any more

enumerator ESP_AVRC_BATT_EXTERNAL
plugged to external power supply

enumerator ESP_AVRC_BATT_FULL_CHARGE

when completely charged from external power supply

enum esp_avrc_playback_stat_t

AVRCP current status of playback.

Values:

enumerator ESP_AVRC_PLAYBACK_STOPPED
stopped

enumerator ESP_AVRC_PLAYBACK_PLAYING
playing

enumerator ESP_ AVRC_PLAYBACK_PAUSED

paused

enumerator ESP_AVRC_PLAYBACK_FWD_SEEK

forward seek

enumerator ESP_AVRC_PLAYBACK_REV_SEEK

reverse seek

enumerator ESP_AVRC_PLAYBACK_ERROR

error

SPP API

Application Example Check bluetooth/bluedroid/classic_bt folder in ESP-IDF examples, which contains the fol-
lowing application:

e This is a SPP demo. This demo can discover the service, connect, send and recive SPP data blue-
tooth/bluedroid/classic_bt/bt_spp_acceptor, bluetooth/bluedroid/classic_bt/bt_spp_initiator

API Reference

Header File
¢ components/bt/host/bluedroid/api/include/api/esp_spp_api.h
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Functions
esp_err_t esp_spp_register_callback (esp_spp_cb_t callback)

This function is called to init callbacks with SPP module.

%4 callback —[in] pointer to the init callback function.
B
* ESP_OK: success
e other: failed
esp_err_t esp_spp_init (esp_spp_mode_t mode)
This function is called to init SPP module. When the operation is completed, the callback function will be called
with ESP_SPP_INIT_EVT. This function should be called after esp_bluedroid_enable() completes success-
fully.

%% mode —[in] Choose the mode of SPP, ESP_SPP_MODE_CB or ESP_SPP_MODE_VFS.
PE ]

¢ ESP_OK: success

e other: failed

esp_err_t esp_spp_deinit (void)
This function is called to uninit SPP module. The operation will close all active SPP connection first, then the
callback function will be called with ESP_SPP_CLOSE_EVT, and the number of ESP_SPP_CLOSE_EVT
is equal to the number of connection. When the operation is completed, the callback function will be called
with ESP_SPP_UNINIT_EVT. This function should be called after esp_spp_init() completes successfully.
S|
* ESP_OK: success
e other: failed

esp_err_t esp_spp_start_discovery (esp_bd_addr_t bd_addr)

This function is called to performs service discovery for the services provided by the given peer device. When
the operation is completed, the callback function will be called with ESP_SPP_DISCOVERY_COMP_EVT.
This funciton must be called after esp_spp_init() successful and before esp_spp_deinit().

%4 bd_addr —[in] Remote device bluetooth device address.
B

¢ ESP_OK: success

* other: failed

esp_err_t esp_spp_connect (esp_spp_sec_t sec_mask, esp_spp_role_t role, uint8_t remote_scn,
esp_bd_addr_t peer_bd_addr)

This function makes an SPP connection to a remote BD Address. When the connection is initiated or failed to
initiate, the callback is called with ESP_SPP_CL_INIT_EVT. When the connection is established or failed,
the callback is called with ESP_SPP_OPEN_EVT. This funciton must be called after esp_spp_init() successful
and before esp_spp_deinit().

ZH
* sec_mask —[in] Security Setting Mask. Suggest to use ESP_SPP_SEC_NONE,
ESP_SPP_SEC_AUTHORIZE or ESP_SPP_SEC_AUTHENTICATE only.
e role —[in] Master or slave.
e remote_scn —[in] Remote device bluetooth device SCN.
* peer_bd_addr —[in] Remote device bluetooth device address.
izl
* ESP_OK: success
e other: failed

esp_err_t esp_spp_disconnect (uint32_t handle)
This function closes an SPP connection. When the operation is completed, the callback function will be
called with ESP_SPP_CLOSE_EVT. This funciton must be called after esp_spp_init() successful and before
esp_spp_deinit().
%% handle —[in] The connection handle.
Bl
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* ESP_OK: success
e other: failed

esp_err_t esp_spp_start_srv (esp_spp_sec_t sec_mask, esp_spp_role_t role, uint8_t local_scn, const char
*name)

This function create a SPP server and starts listening for an SPP connection request from a remote Bluetooth
device. When the server is started successfully, the callback is called with ESP_SPP_START_EVT. When
the connection is established, the callback is called with ESP_SPP_SRV_OPEN_EVT. This funciton must be
called after esp_spp_init() successful and before esp_spp_deinit().

S8
* sec_mask —[in] Security Setting Mask. Suggest to use ESP_SPP_SEC_NONE,
ESP_SPP_SEC_AUTHORIZE or ESP_SPP_SEC_AUTHENTICATE only.
e role —[in] Master or slave.
* local_scn —[in] The specific channel you want to get. If channel is 0, means get any
channel.
e name —[in] Server’ s name.
Bl
* ESP_OK: success
* other: failed

esp_err_t esp_spp_stop_srv (void)

This function stops all SPP servers. The operation will close all active SPP connection first, then the call-
back function will be called with ESP_SPP_CLOSE_EVT, and the number of ESP_SPP_CLOSE_EVT
is equal to the number of connection. When the operation is completed, the callback is called with
ESP_SPP_SRV_STOP_EVT. This funciton must be called after esp_spp_init() successful and before
esp_spp_deinit().
Bl
* ESP_OK: success
* other: failed

esp_err_t esp_spp_stop_srv_scn (uint8_t scn)

This function stops a specific SPP server. The operation will close all active SPP connection first on the
specific SPP server, then the callback function will be called with ESP_SPP_CLOSE_EVT, and the number of
ESP_SPP_CLOSE_EVT is equal to the number of connection. When the operation is completed, the callback
is called with ESP_SPP_SRV_STOP_EVT. This funciton must be called after esp_spp_init() successful and
before esp_spp_deinit().

%%t scn —[in] Server channel number.
PEA ]

¢ ESP_OK: success

e other: failed

esp_err_t esp_spp_write (uint32_t handle, int len, uint8_t *p_data)

This function is used to write data, only for ESP_SPP_MODE_CB. When this function need to
be called repeatedly, it is strongly recommended to call this function again after the previous event
ESP_SPP_WRITE_EVT is received and the parameter ‘cong’ is equal to false. If the previous event
ESP_SPP_WRITE_EVT with parameter ‘cong’ is equal to true, the function can only be called again when
the event ESP_SPP_CONG_EVT with parameter ‘cong’ equal to false is received. This funciton must be
called after an connection between initiator and acceptor has been established.

ZH
* handle —[in] The connection handle.
* len —[in] The length of the data written.
e p_data —[in] The data written.
PEA ]
* ESP_OK: success
e other: failed
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esp_err_t esp_spp_vEfs_register (void)

This function is used to register VFS. For now, SPP only supports write, read and close. When the operation
is completed, the callback function will be called with ESP_SPP_VFS_REGISTER_EVT. This function must
be called after esp_spp_init()/esp_spp_enhanced_init() successful and before esp_spp_deinit().

B
¢ ESP_OK: success
* other: failed

esp_err_t esp_spp_vEfs_unregister (void)

This function is used to unregister VFS. When the operation is completed, the callback function will be called
with ESP_SPP_VFS_UNREGISTER_EVT. This function must be called after esp_spp_vfs_register() suc-
cessful and before esp_spp_deinit().

pEy |
¢ ESP_OK: success
* other: failed

Unions

union esp_spp_cb_param_t

#include <esp_spp_api.h> SPP callback parameters union.

Public Members

struct esp_spp_cb_param_t::spp_init_evt_param init
SPP callback param of SPP_INIT_EVT

struct esp_spp_cb_param_t::spp_uninit_evt_param uninit
SPP callback param of SPP_UNINIT_EVT

struct esp_spp_cb_param_t::spp_discovery_comp_evt_param disc_comp
SPP callback param of SPP_DISCOVERY_COMP_EVT

struct esp_spp_cb_param_t::spp_open_evt_param open
SPP callback param of ESP_SPP_OPEN_EVT

struct esp_spp_cb_param_t::spp_srv_open_evt_param Srv_open
SPP callback param of ESP_SPP_SRV_OPEN_EVT

struct esp_spp_cb_param_t::spp_close_evt_param close
SPP callback param of ESP_SPP_CLOSE_EVT

struct esp_spp_cb_param_t:.spp_start_evt_param start
SPP callback param of ESP_SPP_START_EVT

struct esp_spp_cb_param_t::spp_srv_stop_evt_param srv_stop
SPP callback param of ESP_SPP_SRV_STOP_EVT

struct esp_spp_cb_param_t::spp_cl_init_evt_param cl_init
SPP callback param of ESP_SPP_CL_INIT_EVT
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struct esp_spp_cb_param_t:.spp_write_evt_param write
SPP callback param of ESP_SPP_WRITE_EVT

struct esp_spp_cb_param_t::spp_data_ind_evt_param data_ind
SPP callback param of ESP_SPP_DATA_IND_EVT

struct esp_spp_cb_param_t::spp_cong_evt_param cong
SPP callback param of ESP_SPP_CONG_EVT

struct esp_spp_cb_param_t::spp_vfs_register_evt_param vEs_register
SPP callback param of ESP_SPP_VFS_REGISTER_EVT

struct esp_spp_cb_param_t::spp_vfs_unregister_evt_param vEs_unregister
SPP callback param of ESP_SPP_VFS_UNREGISTER_EVT

struct spp_cl_init_evt_param
#include <esp_spp_api.h>ESP_SPP_CL_INIT_EVT.

Public Members

esp_spp_status_t status

status

uint32_t handle

The connection handle

uint8_t sec_id

security ID used by this server

bool use_co

TRUE to use co_rfc_data

struct spp_close_evt_param
#include <esp_spp_api.h>ESP_SPP_CLOSE_EVT.

Public Members

esp_spp_status_t status

status

uint32_t port_status
PORT status

uint32_t handle

The connection handle
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bool async

FALSE, if local initiates disconnect

struct spp_cong_evt_param
#include <esp_spp_api.h> ESP_SPP_CONG_EVT.

Public Members

esp_spp_status_t status

status

uint32_t handle

The connection handle

bool cong
TRUE, congested. FALSE, uncongested

struct spp_data_ind_evt_param
#include <esp_spp_api.h> ESP_SPP_DATA_IND_EVT.

Public Members

esp_spp_status_t status

status

uint32_t handle

The connection handle

uintl6_t len
The length of data

uint8_t *data

The data received

struct spp_discovery_comp_evt_param
#include <esp_spp_api.h> SPP_DISCOVERY_COMP_EVT.

Public Members

esp_spp_status_t status

status

uint8_t sen_num

The num of scn_num
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uint8_t sen[31]

channel #

const char *service_name[31]

service_name

struct spp_init_evt_param
#include <esp_spp_api.h> SPP_INIT_EVT.

Public Members

esp_spp_status_t status

status

struct spp_open_evt_param
#include <esp_spp_api.h> ESP_SPP_OPEN_EVT.

Public Members

esp_spp_status_t status

status

uint32_t handle

The connection handle

int £d
The file descriptor only for ESP_SPP_MODE_VFS

esp_bd_addr_t rem_bda
The peer address

struct spp_srv_open_evt_param
#include <esp_spp_api.h> ESP_SPP_SRV_OPEN_EVT.

Public Members

esp_spp_status_t status

status

uint32_t handle

The connection handle

uint32_t new_listen_handle

The new listen handle
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int £d
The file descriptor only for ESP_SPP_MODE_VFS

esp_bd_addr_t rem_bda
The peer address

struct spp_srv_stop_evt_param
#include <esp_spp_api.h> ESP_SPP_SRV_STOP_EVT.

Public Members

esp_spp_status_t status

status

uint8_t sen

Server channel number

struct spp_start_evt_param
#include <esp_spp_api.h> ESP_SPP_START_EVT.

Public Members

esp_spp_status_t status

status

uint32_t handle

The connection handle

uint8_t sec_id

security ID used by this server

uint8_t sen

Server channel number

bool use_co
TRUE to use co_rfc_data

struct spp_uninit_evt_param
#include <esp_spp_api.h> SPP_UNINIT_EVT.

Public Members

esp_spp_status_t status

status

struct spp_vfs_register_evt_param
#include <esp_spp_api.h> ESP_SPP_VFS_REGISTER_EVT.
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Public Members

esp_spp_status_t status

status

struct spp_v£fs_unregister_evt_param
#include <esp_spp_api.h> ESP_SPP_VFS_UNREGISTER_EVT.

Public Members

esp_spp_status_t status

status

struct spp_write_evt_param
#include <esp_spp_api.h> ESP_SPP_WRITE_EVT.

Public Members

esp_spp_status_t status

status

uint32_t handle

The connection handle

int len

The length of the data written.

bool cong

congestion status

Macros

ESP_SPP_SEC_NONE
No security. relate to BTA_SEC_NONE in bta/bta_api.h

ESP_SPP_SEC_AUTHORIZE

Authorization required (only needed for out going connection ) relate to BTA_SEC_AUTHORIZE in
bta/bta_api.h

ESP_SPP_SEC_AUTHENTICATE
Authentication required. relate to BTA_SEC_AUTHENTICATE in bta/bta_api.h

ESP_SPP_SEC_ENCRYPT
Encryption required. relate to BTA_SEC_ENCRYPT in bta/bta_api.h

ESP_SPP_SEC_MODE4_LEVEL4

Mode 4 level 4 service, i.e. incoming/outgoing MITM and P-256 encryption relate to
BTA_SEC_MODE4_LEVELA4 in bta/bta_api.h
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ESP_SPP_SEC_MITM
Man-In-The_Middle protection relate to BTA_SEC_MITM in bta/bta_api.h

ESP_SPP_SEC_IN_16_DIGITS
Min 16 digit for pin code relate to BTA_SEC_IN_16_DIGITS in bta/bta_api.h

ESP_SPP_MAX_MTU
SPP max MTU

ESP_SPP_MAX_SCN
SPP max SCN

Type Definitions
typedef uint16_t esp_spp_sec_t

typedef void (*esp_spp_cb_t)(esp_spp_cb_event_t event, esp_spp_cb_param_t *param)

SPP callback function type. When handle ESP_SPP_DATA_IND_EVT, it is strongly recommended to cache
incoming data, and process them in other lower priority application task rather than in this callback directly.

Param event Event type
Param param Point to callback parameter, currently is union type

Enumerations
enum esp_spp_status_t

Values:

enumerator ESP_SPP__SUCCESS

Successful operation.

enumerator ESP_SPP_FAILURE

Generic failure.

enumerator ESP_SPP_BUSY

Temporarily can not handle this request.

enumerator ESP_SPP_NO_DATA
No data

enumerator ESP_ SPP_NO_RESOURCE

No more resource

enumerator ESP_SPP_NEED_INIT
SPP module shall init first

enumerator ESP_SPP_NEED_DEINIT
SPP module shall deinit first
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enumerator ESP_SPP_NO_CONNECTION

Connection may have been closed

enumerator ESP_SPP_NO_SERVER
No SPP server

enum esp_spp_role_t

Values:

enumerator ESP_SPP_ROLE_MASTER

Role: master

enumerator ESP_SPP_ROLE_SLAVE

Role: slave

enum esp_spp_mode_t

Values:

enumerator ESP_SPP_MODE_CB

When data is coming, a callback will come with data

enumerator ESP_SPP_MODE_VFS
Use VEFS to write/read data

enum esp_spp_cb_event_t

SPP callback function events.

Values:

enumerator ESP_SPP_INIT EVT

When SPP is inited, the event comes

enumerator ESP_SPP_UNINIT EVT

When SPP is uninited, the event comes

enumerator ESP_SPP_DISCOVERY_COMP_EVT

When SDP discovery complete, the event comes

enumerator ESP_SPP_OPEN_EVT

When SPP Client connection open, the event comes

enumerator ESP_SPP_CLOSE_EVT

When SPP connection closed, the event comes

enumerator ESP_SPP_START EVT

When SPP server started, the event comes

enumerator ESP_SPP_CL_INIT EVT

When SPP client initiated a connection, the event comes
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enumerator ESP_SPP_DATA_IND_EVT
When SPP connection received data, the event comes, only for ESP_SPP_MODE_CB

enumerator ESP_SPP_CONG_EVT
When SPP connection congestion status changed, the event comes, only for ESP_SPP_MODE_CB

enumerator ESP_SPP_WRITE_EVT
When SPP write operation completes, the event comes, only for ESP_SPP_MODE_CB

enumerator ESP_SPP_SRV_OPEN_EVT

When SPP Server connection open, the event comes

enumerator ESP_SPP_SRV_STOP_EVT

When SPP server stopped, the event comes

enumerator ESP_SPP_VFS_REGISTER_EVT
When SPP VFS register, the event comes

enumerator ESP_SPP_VFS_UNREGISTER_EVT
When SPP VFES unregister, the event comes

HFP DEFINES

API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_hf_defs.h

Macros

ESP_BT_HF_NUMBER_LEN

ESP_BT_HF_OPERATOR_NAME_LEN

BTC_HSAG_SERVICE_NAME

BTC_HFAG_SERVICE_NAME

BTC_HF_SERVICES

BTC_HF_SERVICE_NAMES

BTC_HF_SECURITY

BTC_HF_CALL_END_TIMEOUT

BTC_HF_INVALID_IDX
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Type Definitions

typedef void (*esp_hf_connection_state_callback)(esp_hf_connection_state_t state, esp_bd_addr_t
*bd_addr)

Callback for connection state change. state will have one of the values from BtHf ConnectionState

typedef void (*esp_hf_audio_state_callback)(esp_hf_audio_state_t state, esp_bd_addr_t *bd_addr)

Callback for audio connection state change. state will have one of the values from BtHf AudioState

typedef void (*esp_hf_vr_cmd_callback)(esp_hf_vr_state_t state, esp_bd_addr_t *bd_addr)

Callback for VR connection state change. state will have one of the values from BtHf VRState

typedef void (*esp_hf_answer_call_cmd_callback)(esp_bd_addr_t *bd_addr)
Callback for answer incoming call (ATA)

typedef void (*esp_hf_hangup_call_cmd_callback)(esp_bd_addr_t *bd_addr)
Callback for disconnect call (AT+CHUP)

typedef void (*esp_hf_volume_cmd_callback)(esp_hf_volume_control_target_t type, int volume,
esp_bd_addr_t *bd_addr)

Callback for disconnect call (AT+CHUP) type will denote Speaker/Mic gain (BtHf VolumeControl).

typedef void (*esp_hf_dial_call_cmd_callback)(char *number, esp_bd_addr_t *bd_addr)
Callback for dialing an outgoing call If number is NULL, redial

typedef void (*esp_hf_dtmf_cmd_callback)(char tone, esp_bd_addr_t *bd_addr)

Callback for sending DTMF tones tone contains the dtmf character to be sent

typedef void (*esp_hf_nrec_cmd_callback)(esp_hf_nrec_t nrec, esp_bd_addr_t *bd_addr)

Callback for enabling/disabling noise reduction/echo cancellation value will be 1 to enable, O to disable

typedef void (*esp_hf_wbs_callback)(esp_hf_wbs_config_t wbs, esp_bd_addr_t *bd_addr)
Callback for AT+BCS and event from BAC WBS enable, WBS disable

typedef void (*esp_hf_chld_cmd_callback)(esp_hf_chld_type_t chld, esp_bd_addr_t *bd_addr)
Callback for call hold handling (AT+CHLD) value will contain the call hold command (0, 1, 2, 3)

typedef void (*esp_hf_cnum_cmd_callback)(esp_bd_addr_t *bd_addr)
Callback for CNUM (subscriber number)

typedef void (*esp_hf_cind_cmd_callback)(esp_bd_addr_t *bd_addr)
Callback for indicators (CIND)

typedef void (*esp_hf_cops_cmd_callback)(esp_bd_addr_t *bd_addr)
Callback for operator selection (COPS)

typedef void (*esp_hf_clcec_cmd_callback)(esp_bd_addr_t *bd_addr)
Callback for call list (AT+CLCC)

typedef void (*esp_hf_unknown_at_cmd_callback)(char *at_string, esp_bd_addr_t *bd_addr)

Callback for unknown AT command recd from AG at_string will contain the unparsed AT string
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typedef void (*esp_hf_key_pressed_cmd_callback)(esp_bd_addr_t *bd_addr)

Callback for keypressed (HSP) event.

Enumerations
enum esp_hf_ in_band_ring_state_t
in-band ring tone state

Values:

enumerator ESP_HF_IN_BAND_ RINGTONE_NOT PROVIDED

enumerator ESP_HF_IN_BAND_RINGTONE_PROVIDED

enum esp_hf_vr_state_t

voice recognition state

Values:

enumerator ESP_HF_VR_STATE_DISABLED

voice recognition disabled

enumerator ESP_HF_VR_STATE_ENABLED

voice recognition enabled

enum esp_hf_ volume_control_target_t

Bluetooth HFP audio volume control target.

Values:

enumerator ESP_HF_VOLUME_CONTROL_TARGET_SPK

speaker

enumerator ESP_HF_VOLUME_CONTROL_TARGET MIC

microphone

enum esp_hf_ audio_state_t

Bluetooth HFP audio connection status.

Values:

enumerator ESP_HF_AUDIO_STATE_DISCONNECTED

audio connection released

enumerator ESP_HF_AUDIO_STATE_CONNECTING

audio connection has been initiated

enumerator ESP_HF_AUDIO_STATE_CONNECTED

audio connection is established

enumerator ESP_HF_AUDIO_STATE_CONNECTED_MSBC

mSBC audio connection is established
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enum esp_hf_volume_type_t

Values:

enumerator ESP_HF_VOLUME_TYPE_SPK

enumerator ESP_HF_VOLUME_TYPE_MIC

enum esp_hf_ network_state_t

+CIND network service availability status

Values:

enumerator ESP_HF_NETWORK_STATE_NOT_AVAILABLE

enumerator ESP_HF_NETWORK_STATE_AVAILABLE

enum esp_hf_service_type_t

+CIEV Service type

Values:

enumerator ESP_HF_SERVICE_TYPE_HOME

enumerator ESP_HF_SERVICE_TYPE_ROAMING

enum esp_hf call_status_t

+CIND call status indicator values

Values:

enumerator ESP_HF_CALL_STATUS_NO_CALLS

no call in progress

enumerator ESP_HF_CALL_STATUS_CALL_IN_PROGRESS

call is present(active or held)

enum esp_hf_ call_setup_status_t

+CIND call setup status indicator values

Values:

enumerator ESP_HF_CALL_SETUP_STATUS_IDLE

no call setup in progress

enumerator ESP_HF_CALL_SETUP_STATUS_INCOMING

incoming call setup in progress

enumerator ESP_HF_CALL_SETUP_STATUS_OUTGOING_DIALING

outgoing call setup in dialing state
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enumerator ESP_HF_CALL_SETUP_STATUS_OUTGOING_ALERTING

outgoing call setup in alerting state

enum esp_hf_roaming_status_t

+CIND roaming status indicator values

Values:

enumerator ESP_HF_ROAMING_STATUS_INACTIVE

roaming is not active

enumerator ESP_HF_ROAMING_STATUS_ACTIVE

a roaming is active

enum esp_hf_ call_held_status_t
+CIND call held indicator values

Values:

enumerator ESP_HF_CALL_HELD_STATUS_NONE

no calls held

enumerator ESP_HF_CALL_HELD_STATUS_HELD_AND_ACTIVE

both active and held call

enumerator ESP_HF_CALL_HELD_STATUS_HELD

call on hold, no active call

enum esp_hf_ current_call_status_t
+CLCC status of the call

Values:

enumerator ESP_HF_CURRENT_CALL_STATUS_ACTIVE

active

enumerator ESP_HF_CURRENT_CALIL_STATUS_HELD
held

enumerator ESP_HF_CURRENT_CALIL_STATUS_DIALING

dialing (outgoing calls only)

enumerator ESP_HF_CURRENT _CALIL_STATUS_ALERTING

alerting (outgoing calls only)

enumerator ESP_HF_CURRENT_CALIL_STATUS_INCOMING

incoming (incoming calls only)

enumerator ESP_HF_CURRENT_CALIL_STATUS_WAITING

waiting (incoming calls only)
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enumerator ESP_HF_CURRENT_CALL_STATUS_HELD_BY_RESP_HOLD
call held by response and hold

enum esp_hf_current_call_direction_t
+CLCC direction of the call

Values:

enumerator ESP_HF_CURRENT_CALL_DIRECTION_OUTGOING

outgoing

enumerator ESP_HF_CURRENT_CALL_DIRECTION_INCOMING

incoming

enum esp_hf current_call_mpty_ type_t
+CLCC multi-party call flag

Values:

enumerator ESP_HF_CURRENT_CALL_MPTY_ TYPE_SINGLE

not a member of a multi-party call

enumerator ESP_HF_CURRENT_CALL_MPTY_ TYPE_MULTI

member of a multi-party call

enum esp_hf_ current_call_mode_t
+CLCC call mode

Values:

enumerator ESP_HF_CURRENT _CALIL_MODE_VOICE

enumerator ESP_HF_CURRENT_CALL_MODE_DATA

enumerator ESP_HF_CURRENT_CALL_MODE_FAX

enum esp_hf_call_addr_type_t
+CLCC address type

Values:

enumerator ESP_HF_CALL_ADDR_TYPE_UNKNOWN

unkown address type

enumerator ESP_HF_CALL_ADDR_TYPE_INTERNATIONAL

international address

enum esp_hf_ subscriber_service_type_t

+CNUM service type of the phone number

Values:
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enumerator ESP_HF_SUBSCRIBER_SERVICE_TYPE_UNKNOWN

unknown

enumerator ESP_HF_SUBSCRIBER_SERVICE_TYPE_VOICE

voice service

enumerator ESP_HF_SUBSCRIBER_SERVICE_TYPE_FAX

fax service

enum esp_hf_btrh_status_t
+BTRH response and hold result code

Values:

enumerator ESP_HF_BTRH_STATUS_HELD

incoming call is put on held in AG

enumerator ESP_HF_BTRH_STATUS_ACCEPTED

held incoming call is accepted in AG

enumerator ESP_HF_BTRH_STATUS_REJECTED

held incoming call is rejected in AG

enum esp_hf btrh_cmd_t
AT+BTRH response and hold action code.

Values:

enumerator ESP_HF_BTRH_CMD_HOLD

put the incoming call on hold

enumerator ESP_HF_BTRH_CMD_ACCEPT

accept a held incoming call

enumerator ESP_HF_BTRH_CMD_REJECT

reject a held incoming call

enum esp_hf nrec_t

Values:

enumerator ESP_HF_NREC_STOP

enumerator ESP_HF_NREC_START

enum esp_hf_call_waiting_status_t

+CCWA resposne status

Values:

enumerator ESP_HF_CALL_WAITING_INACTIVE

Espressif Systems 371 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. API &%

enumerator ESP_HF_CALL_WAITING_ACTIVE

enum esp_hf_ wbs_config t

Values:

enumerator ESP_HF_WBS_NONE

enumerator ESP_HF_WBS_NO

enumerator ESP_HF_WBS_YES

enum esp_hf_ connection_state_t

Bluetooth HFP RFCOMM connection and service level connection status.

Values:

enumerator ESP_HF_CONNECTION_STATE_DISCONNECTED
RFCOMM data link channel released

enumerator ESP_HF_CONNECTION_STATE_CONNECTING
connecting remote device on the RFCOMM data link

enumerator ESP_HF_CONNECTION_STATE_CONNECTED
RFCOMM connection established

enumerator ESP_HF_CONNECTION_STATE_SLC_CONNECTED

service level connection established

enumerator ESP_HF_CONNECTION_STATE_DISCONNECTING
disconnecting with remote device on the RFCOMM data link

enum esp_hf_chld_type_t
AT+CHLD command values.

Values:

enumerator ESP_HF_CHLD_TYPE_REL
<0>, Terminate all held or set UDUB( “busy” ) to a waiting call

enumerator ESP_HF_CHLD_TYPE_REL_ACC

<1>, Terminate all active calls and accepts a waiting/held call

enumerator ESP_HF_CHLD_TYPE_HOLD_ACC

<2>, Hold all active calls and accepts a waiting/held call

enumerator ESP_HF_CHLD_TYPE_MERGE
<3>, Add all held calls to a conference

enumerator ESP_HF_CHLD_TYPE_MERGE_DETACH

<4>, connect the two calls and disconnects the subscriber from both calls
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enumerator ESP_HF_CHLD_TYPE_REL_X

<1x>, releases specified calls only

enumerator ESP_HF_CHLD_TYPE_PRIV_X

<2x>, request private consultation mode with specified call

enum esp_hf_at_response_code_t

Values:

enumerator ESP_HF_AT_RESPONSE_CODE_OK

acknowledges execution of a command line

enumerator ESP_HF_AT_RESPONSE_CODE_ERR

command not accepted

enumerator ESP_HF_AT_RESPONSE_CODE_NO_CARRIER

connection terminated

enumerator ESP_HF_AT_RESPONSE_CODE_BUSY
busy signal detected

enumerator ESP_HF_AT_RESPONSE_CODE_NO_ANSWER

connection completion timeout

enumerator ESP_HF_AT_RESPONSE_CODE_DELAYED
delayed

enumerator ESP_HF_AT_RESPONSE_CODE_BLACKLISTED
blacklisted

enumerator ESP_HF_AT_RESPONSE_CODE_CME
CME error

enum esp_hf_at_response_t

Values:

enumerator ESP_HF_AT RESPONSE_ERROR

enumerator ESP_HF_AT_RESPONSE_OK

enum esp_hf cme_err_t

Extended Audio Gateway Error Result Code Response.

Values:

enumerator ESP_HF_CME_AG_FAILURE

ag failure
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enumerator ESP_HF_CME_NO_CONNECTION_TO_PHONE

no connection to phone

enumerator ESP_HF_CME_OPERATION_NOT_ALLOWED

operation not allowed

enumerator ESP_HF_CME_OPERATION_NOT_SUPPORTED

operation not supported

enumerator ESP_HF_CME_PH_SIM_PIN_REQUIRED
PH-SIM PIN Required

enumerator ESP_HF_CME_SIM_NOT_INSERTED
SIM not inserted

enumerator ESP_HF_CME_SIM_PIN_REQUIRED
SIM PIN required

enumerator ESP_HF_CME_SIM_PUK_REQUIRED
SIM PUK required

enumerator ESP_HF_CME_SIM FAILURE
SIM failure

enumerator ESP_HF_CME_SIM_BUSY
SIM busy

enumerator ESP_HF_CME_INCORRECT_ PASSWORD

incorrect password

enumerator ESP_HF_CME_SIM_PIN2_ REQUIRED
SIM PIN2 required

enumerator ESP_HF_CME_SIM_PUK2_REQUIRED
SIM PUK?2 required

enumerator ESP_HF_CME_MEMEORY_FULL

memory full

enumerator ESP_HF_CME_INVALID_INDEX

invalid index

enumerator ESP_HF_CME_MEMEORY_FAILURE

memory failure

enumerator ESP_HF_CME_TEXT_STRING_TOO_LONG

test string too long
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enumerator ESP_HF_CME_INVALID_CHARACTERS_IN_TEXT_STRING

invalid characters in text string

enumerator ESP_HF_CME_DIAL_STRING_TOO_LONG

dial string too long

enumerator ESP_HF_CME__INVALID_ CHARACTERS_IN_DIAL_STRING

invalid characters in dial string

enumerator ESP_HF_CME_NO_NETWORK_SERVICE

no network service

enumerator ESP_HF_CME_NETWORK_TIMEOUT

network timeout

enumerator ESP_HF_CME_NETWORK_NOT_ALLOWED

network not allowed &#8212;emergency calls only

HFP CLIENT API

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_hf_client_api.h

Functions
esp_err_t esp_hf_ client_register_callback (esp_hf_client_cb_t callback)

Register application callback function to HFP client module. This function should be called only after
esp_bluedroid_enable() completes successfully.

%%t callback —[in] HFP client event callback function
PEA ]
¢ ESP_OK: success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
» ESP_FAIL: if callback is a NULL function pointer
esp_err_t esp_hf_ client_init (void)

Initialize the bluetooth HFP client module. This function should be called after esp_bluedroid_enable() com-
pletes successfully.

Bl
» ESP_OK: if the initialization request is sent successfully
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_hf client_deinit (void)
De-initialize for HFP client module. This function should be called only after esp_bluedroid_enable() com-
pletes successfully.
R
e ESP_OK: success

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
 ESP_FAIL: others
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esp_err_t esp_hf_client_connect (esp_bd_addr_t remote_bda)

Establish a Service Level Connection to remote bluetooth HFP audio gateway(AG) device. This function must
be called after esp_hf_client_init() and before esp_hf_client_deinit().

%4 remote_bda —[in] remote bluetooth device address

B
* ESP_OK: connect request is sent to lower layer
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_hf_client_disconnect (esp_bd_addr_t remote_bda)

Disconnect from the remote HFP audio gateway. This function must be called after esp_hf_client_init() and
before esp_hf_client_deinit().

%% remote_bda —[in] remote bluetooth device address

PEA ]
» ESP_OK: disconnect request is sent to lower layer
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf_client_connect_audio (esp_bd_addr_t remote_bda)
Create audio connection with remote HFP AG. As a precondition to use this API, Service Level Connection
shall exist with AG.

%% remote_bda —[in] remote bluetooth device address

P[]
* ESP_OK: connect audio request is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf_client_disconnect_audio (esp_bd_addr_t remote_bda)
Release the established audio connection with remote HFP AG. As a precondition to use this API, Service

Level Connection shall exist with AG.

%% remote_bda —[in] remote bluetooth device address

B
* ESP_OK: disconnect audio request is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf_ client_start_voice_recognition (void)

Enable voice recognition in the AG. As a precondition to use this API, Service Level Connection shall exist
with AG.

Bl
* ESP_OK: starting voice recognition is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
esp_err_t esp_hf_ client_stop_voice_recognition (void)

Disable voice recognition in the AG. As a precondition to use this API, Service Level Connection shall exist
with AG.

Bl
» ESP_OK: stoping voice recognition is sent to lower layer
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
esp_err_t esp_hf_client_volume_update (esp_hf_volume_control_target_t type, int volume)

Volume synchronization with AG. As a precondition to use this API, Service Level Connection shall exist with
AG.

S
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* type —[in] volume control target, speaker or microphone

* volume —[in] gain of the speaker of microphone, ranges O to 15
B

* ESP_OK: volume update is sent to lower layer

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled

* ESP_FAIL: others

esp_err_t esp_hf_client_dial (const char *number)

Place a call with a specified number, if number is NULL, last called number is called. As a precondition to
use this API, Service Level Connection shall exist with AG.

%4 number —[in] number string of the call. If NULL, the last number is called(aka re-dial)
FEA ]

* ESP_OK: a call placing is sent to lower layer

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled

e ESP_FAIL: others

esp_err_t esp_hf_client_dial_memory (int location)

Place a call with number specified by location(speed dial). As a precondition to use this API, Service Level
Connection shall exist with AG.

%% location —[in] location of the number in the memory

izl
* ESP_OK: a memory call placing is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf_client_send_chld_cmd (esp_hf_chld_type_t chld, int idx)

Send call hold and multiparty commands, or enhanced call control commands(Use AT+CHLD). As a precon-
dition to use this API, Service Level Connection shall exist with AG.

SH
* chld [in] AT+CHLD call hold and multiparty handling AT command.
e idx -[in] used in Enhanced Call Control Mechanisms, used if chld is
ESP_HF_CHLD_TYPE_REL_X or ESP_HF_CHLD_TYPE_PRIV_X
PEA ]
* ESP_OK: command AT+CHLD is sent to lower layer
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf client_send_btrh_cmd (esp_hf_btrh_cmd_t btrh)

Send response and hold action command(Send AT+BTRH command) As a precondition to use this API, Ser-
vice Level Connection shall exist with AG.

%%, btrh -[in] response and hold action to send

P[]
* ESP_OK: command AT+BTRH is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf client_answer_call (void)
Answer an incoming call(send ATA command). As a precondition to use this API, Service Level Connection
shall exist with AG.
B
» ESP_OK: a call answering is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf_client_reject_call (void)

Reject an incoming call or terminate an ongoing call(send AT+CHUP command). As a precondition to use
this API, Service Level Connection shall exist with AG.
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B
* ESP_OK: the call rejecting is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf_client_query_current_calls (void)

Query list of current calls in AG(send AT+CLCC command). As a precondition to use this API, Service Level
Connection shall exist with AG.
B
» ESP_OK: query of current calls is sent to lower layer

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf_client_query_current_operator_name (void)

Query the name of currently selected network operator in AG(use AT+COPS commands). As a precondition
to use this API, Service Level Connection shall exist with AG.
R M
* ESP_OK: query of current operator name is sent to lower layer

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf client_retrieve_subscriber_info (void)

Get subscriber information number from AG(send AT+CNUM command) As a precondition to use this API,
Service Level Connection shall exist with AG.
B
» ESP_OK: the retrieving of subscriber information is sent to lower layer

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf_client_send_dtm£ (char code)

Transmit DTMF codes during an ongoing call(use AT+VTS commands) As a precondition to use this API,
Service Level Connection shall exist with AG.

%4 code —[in] dtmf code, single ascii character in the set 0-9, #, *, A-D
PEA ]
* ESP_OK: the DTMF codes are sent to lower layer
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_hf_client_request_last_voice_tag_number (void)
Request a phone number from AG corresponding to last voice tag recorded (send AT+BINP command). As a
precondition to use this API, Service Level Connection shall exist with AG.
B
* ESP_OK: the phone number request corresponding to last voice tag recorded is sent to
lower layer

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf client_send_nrec (void)
Disable echo cancellation and noise reduction in the AG (use AT+NREC=0 command). As a precondition to
use this API, Service Level Connection shall exist with AG.
B
» ESP_OK: NREC=0 request is sent to lower layer

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf client_register_data_callback (esp_hf_client_incoming_data_cb_t recv,
esp_hf_client_outgoing_data_cb_t send)
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Register HFP client data output function; the callback is only used in the case that Voice Over HCI is enabled.

ZH
* recv —[in] HFP client incoming data callback function
* send —[in] HFP client outgoing data callback function
B
« ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: if callback is a NULL function pointer

esp_err_t esp_hf_client_pkt_stat_nums_get (uintl6_t sync_conn_handle)

Get the number of packets received and sent This function is only used in the case that Voice Over HCI is
enabled and the audio state is connected. When the operation is completed, the callback function will be called
with ESP_HF_CLIENT_PKT_STAT _NUMS_GET_EVT.

%4 sync_conn_handle —[in] the (¢)SCO connection handle

B
» ESP_OK: if the request is sent successfully
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

void esp_hf_client_outgoing data_ready (void)
Trigger the lower-layer to fetch and send audio data. This function is only only used in the case that Voice
Over HCI is enabled. After this function is called, lower layer will invoke esp_hf_client_outgoing_data_cb_t
to fetch data.

As a precondition to use this API, Service Level Connection shall exist with AG.

void esp_hf_client_pcm_resample_init (uint32_t src_sps, uint32_t bits, uint32_t channels)
Initialize the down sampling converter. This is a utility function that can only be used in the case that Voice
Over HCI is enabled.

S8
* src_sps —[in] original samples per second(source audio data, i.e. 48000, 32000, 16000,

44100, 22050, 11025)
* bits —[in] number of bits per pcm sample (16)
e channels —[in] number of channels (i.e. mono(1), stereo(2)---)
void esp_hf_client_pcm_resample_deinit (void)
Deinitialize the down sampling converter.
int32_tesp_hf_client_pcm_resample (void *src, uint32_t in_bytes, void *dst)
Down sampling utility to convert high sampling rate into 8K/16bits 1-channel mode PCM samples. This can
only be used in the case that Voice Over HCI is enabled.

S

* src —[in] pointer to the buffer where the original sampling PCM are stored
* in_bytes —[in] length of the input PCM sample buffer in byte
* dst —[in] pointer to the buffer which is to be used to store the converted PCM samples

&M number of samples converted

Unions

union esp_hf_client_cb_param_t
#include <esp_hf_client_api.h> HFP client callback parameters.

Public Members

Espressif Systems 379 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. AP1 &%

struct esp_hf_client_cb_param_t::hf_client_conn_stat_param conn_stat
HF callback param of ESP_HF_CLIENT_CONNECTION_STATE_EVT

struct esp_hf_client_cb_param_t::hf_client_audio_stat_param audio_stat
HF callback param of ESP_HF_CLIENT_AUDIO_STATE_EVT

struct esp_hf_client_cb_param_t::hf_client_bvra_param bvra
HF callback param of ESP_HF_CLIENT_BVRA_EVT

struct esp_hf_client_cb_param_t::hf_client_service_availability_param service_availability
HF callback param of ESP_HF_CLIENT_CIND_SERVICE_AVAILABILITY_EVT

struct esp_hf_client_cb_param_t::hf_client_network_roaming_param roaming
HF callback param of ESP_HF_CLIENT_CIND_ROAMING_STATUS_EVT

struct esp_hf_client_cb_param_t::hf_client_signal_strength_ind_param signal_strength
HF callback param of ESP_HF_CLIENT_CIND_SIGNAL_STRENGTH_EVT

struct esp_hf_client_cb_param_t::hf_client_battery_level_ind_param battery_level
HF callback param of ESP_HF_CLIENT_CIND_BATTERY_LEVEL_EVT

struct esp_hf_client_cb_param_t::hf_client_current_operator_param cops
HF callback param of ESP_HF_CLIENT_COPS_CURRENT_OPERATOR_EVT

struct esp_hf_client_cb_param_t::hf_client_call_ind_param call
HF callback param of ESP_HF_CLIENT_CIND_CALL_EVT

struct esp_hf_client_cb_param_t::hf_client_call_setup_ind_param call_setup
HF callback param of ESP_HF_CLIENT_BVRA_EVT

struct esp_hf_client_cb_param_t::hf _client_call_held_ind_param call_held
HF callback param of ESP_HF_CLIENT_CIND_CALL_HELD_EVT

struct esp_hf_client_cb_param_t::hf _client_btrh_param btrh
HF callback param of ESP_HF_CLIENT_BRTH_EVT

struct esp_hf_client_cb_param_t::hf_client_clip_param clip
HF callback param of ESP_HF_CLIENT_CLIP_EVT

struct esp_hf_client_cb_param_t::hf_client_ccwa_param ccwa
HF callback param of ESP_HF_CLIENT_BVRA_EVT

struct esp_hf_client_cb_param_t::hf_client_clcc_param clee
HF callback param of ESP_HF_CLIENT_CLCC_EVT

struct esp_hf_client_cb_param_t::hf _client_volume_control_param volume_control
HF callback param of ESP_HF_CLIENT_VOLUME_CONTROL_EVT
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struct esp_hf_client_cb_param_t::hf_client_at_response_param at_response
HF callback param of ESP_HF_CLIENT_AT_RESPONSE_EVT

struct esp_hf_client_cb_param_t::hf_client_cnum_param cnum
HF callback param of ESP_HF_CLIENT_CNUM_EVT

struct esp_hf_client_cb_param_t::hf_client_bsirparam bsir
HF callback param of ESP_HF_CLIENT_BSIR_EVT

struct esp_hf_client_cb_param_t::hf_client_binp_param binp
HF callback param of ESP_HF_CLIENT_BINP_EVT

struct esp_hf_client_cb_param_t::hf _client_pkt_status_nums pkt_nums
HF callback param of ESP_HF_CLIENT_PKT_STAT_NUMS_GET_EVT

struct hf_client_at_response_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_AT_RESPONSE_EVT.

Public Members

esp_hf_at_response_code_t code

AT response code

esp_hf_cme_err_t cme

Extended Audio Gateway Error Result Code

structhf_client_audio_stat_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_AUDIO_STATE_EVT.

Public Members

esp_hf_client_audio_state_t state

audio connection state

esp_bd_addr_t remote_bda

remote bluetooth device address

uint16_t sync_conn_handle

(e)SCO connection handle

struct hf_client_battery_level_ind_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CIND_BATTERY_LEVEL_EVT.

Public Members
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int value

battery charge value, ranges from 0 to 5

struct hf_client_binp_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_BINP_EVT.

Public Members

const char *number

phone number corresponding to the last voice tag in the HF

structhf_client_bsirparam
#include <esp_hf _client_api.h>ESP_HF_CLIENT_BSIR_EVT.

Public Members

esp_hf_client_in_band_ring_state_t state

setting state of in-band ring tone

struct hf_client_btrh_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_BTRH_EVT.

Public Members

esp_hf_btrh_status_t status

call hold and response status result code

struct hf_client_bvra_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_BVRA_EVT.

Public Members

esp_hf_vr_state_t value

voice recognition state

struct hf_client_call_held_ind_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CIND_CALL_HELD_EVT.

Public Members

esp_hf_call_held_status_t status
bluetooth proprietary call hold status indicator

structhf_client_call_ind_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CIND_CALL_EVT.
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Public Members

esp_hf_call_status_t status

call status indicator

structhf_client_call_setup_ind_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CIND_CALL_SETUP_EVT.

Public Members

esp_hf_call_setup_status_t status

call setup status indicator

structhf_client_ccwa_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CCWA_EVT.

Public Members

const char *number

phone number string of waiting call

structhf_client_clcc_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CLCC_EVT.

Public Members
int idx
numbering(starting with 1) of the call

esp_hf_current_call_direction_t dir

direction of the call

esp_hf_current_call_status_t status

status of the call

esp_hf_current_call_mpty_type_t mpty
multi-party flag

char *number

phone number(optional)

structhf_client_clip_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CLIP_EVT.
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Public Members

const char *number

phone number string of call

struct hf_client_cnum_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CNUM_EVT.

Public Members

const char *number

phone number string

esp_hf_subscriber_service_type_t type

service type that the phone number relates to

structhf_client_conn_stat_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CONNECTION_STATE_EVT.

Public Members

esp_hf_client_connection_state_t state

HF connection state

uint32_t peer_feat
AG supported features

uint32_t chld_feat

AG supported features on call hold and multiparty services

esp_bd_addr_t remote_bda

remote bluetooth device address

struct hf_client_current_operator_param
#include <esp_hf_client_api.h> ESP_HF_CLIENT_COPS_CURRENT_OPERATOR_EVT.

Public Members

const char *name

name of the network operator

structhf_client_network_roaming param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CIND_ROAMING_STATUS_EVT.
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Public Members

esp_hf_roaming_status_t status

roaming status

struct hf_client_pkt_status_nums
#include <esp_hf_client_api.h>ESP_HF_CLIENT_PKT_STAT_NUMS_GET_EVT.

Public Members

uint32_t rx_total

the total number of packets received

uint32_t rx_correct

the total number of packets data correctly received

uint32_t rx_err

the total number of packets data with possible invalid

uint32_t rx_none

the total number of packets data no received

uint32_t rx_lost

the total number of packets data partially lost

uint32_t tx_total

the total number of packets send

uint32_t tx_discarded

the total number of packets send lost

structhf_client_service_availability_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CIND_SERVICE_AVAILABILITY_EVT.

Public Members

esp_hf_network_state_t status

service availability status

structhf_client_signal_strength_ind_param
#include <esp_hf_client_api.h> ESP_HF_CLIENT_CIND_SIGNAL_STRENGTH_EVT.

Public Members

int value

signal strength value, ranges from 0 to 5
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struct hf_client_volume_control_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_VOLUME_CONTROL_EVT.

Public Members

esp_hf_volume_control_target_t type

volume control target, speaker or microphone

int volume

gain, ranges from 0 to 15

Macros

ESP_BT_HF_CLIENT NUMBER_LEN

ESP_BT_ HF_CLIENT_OPERATOR_NAME_LEN

ESP_HF_CLIENT PEER_FEAT_3WAY

ESP_HF_CLIENT_PEER_FEAT ECNR

ESP_HF_CLIENT_PEER_FEAT VREC

ESP_HF_CLIENT_PEER_FEAT INBAND

ESP_HF_CLIENT PEER_FEAT_VTAG

ESP_HF_CLIENT PEER_FEAT_REJECT

ESP_HF_CLIENT PEER_FEAT ECS

ESP_HF_CLIENT_PEER_FEAT ECC

ESP_HF_CLIENT_PEER_FEAT EXTERR

ESP_HF_CLIENT PEER_FEAT_CODEC

ESP_HF_CLIENT PEER_FEAT HF_IND

ESP_HF_CLIENT_PEER_FEAT ESCO_S4

ESP_HF_CLIENT_CHLD FEAT REL

ESP_HF_CLIENT CHLD_FEAT_REL_ACC

ESP_HF_CLIENT CHLD_FEAT_REL_X
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ESP_HF_CLIENT CHLD_FEAT_HOLD_ACC

ESP_HF_CLIENT CHLD_FEAT_PRIV_X

ESP_HF_CLIENT CHLD_FEAT MERGE

ESP_HF_CLIENT_CHLD_FEAT MERGE_DETACH

Type Definitions

typedef void (*esp_hf_client_incoming_data_cb_t)(const uint8_t *buf, uint32_t len)

HFP client incoming data callback function, the callback is useful in case of Voice Over HCI.

Param buf [in] : pointer to incoming data(payload of HCI synchronous data packet), the buffer
is allocated inside bluetooth protocol stack and will be released after invoke of the callback is
finished.

Param len [in] : size(in bytes) in buf

typedef uint32_t (*esp_hf_client_outgoing_data_cb_t)(uint8_t *buf, uint32_t len)

HFP client outgoing data callback function, the callback is useful in case of Voice Over HCI. Once audio
connection is set up and the application layer has prepared data to send, the lower layer will call this function
to read data and then send. This callback is supposed to be implemented as non-blocking, and if data is not
enough, return value 0 is supposed.

Param buf [in] : pointer to incoming data(payload of HCI synchronous data packet), the buffer
is allocated inside bluetooth protocol stack and will be released after invoke of the callback is
finished.

Param len [in] : size(in bytes) in buf

Return length of data successfully read

typedef void (*esp_hf_client_cb_t)(esp_hf_client_cb_event_t event, esp_hf _client_cb_param_t *param)
HFP client callback function type.

Param event : Event type
Param param : Pointer to callback parameter

Enumerations

enum esp_hf_client_connection_state_t

Bluetooth HFP RFCOMM connection and service level connection status.

Values:

enumerator ESP_HF_CLIENT_CONNECTION_STATE_DISCONNECTED
RFCOMM data link channel released

enumerator ESP_HF_CLIENT CONNECTION_STATE_CONNECTING
connecting remote device on the RFCOMM data link

enumerator ESP_HF_CLIENT CONNECTION_STATE_CONNECTED
RFCOMM connection established
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enumerator ESP_HF_CLIENT_CONNECTION_STATE_SLC_CONNECTED

service level connection established

enumerator ESP_HF_CLIENT CONNECTION_ STATE_DISCONNECTING
disconnecting with remote device on the RFCOMM dat link

enum esp_hf_client_audio_state_t

Bluetooth HFP audio connection status.

Values:

enumerator ESP_HF_CLIENT AUDIO_STATE_DISCONNECTED

audio connection released

enumerator ESP_HF_CLIENT AUDIO_STATE_CONNECTING

audio connection has been initiated

enumerator ESP_HF_CLIENT_AUDIO_STATE_CONNECTED

audio connection is established

enumerator ESP_HF_CLIENT AUDIO_STATE_CONNECTED_MSBC

mSBC audio connection is established

enum esp_hf_client_in_band_ring_state_t

in-band ring tone state

Values:

enumerator ESP_HF_CLIENT_IN_BAND_RINGTONE_NOT PROVIDED

enumerator ESP_HF_CLIENT_IN_BAND_RINGTONE_PROVIDED

enum esp_hf_client_cb_event_t
HF CLIENT callback events.

Values:

enumerator ESP_HF_CLIENT_ CONNECTION_STATE_EVT

connection state changed event

enumerator ESP_HF_CLIENT_AUDIO_STATE_EVT

audio connection state change event

enumerator ESP_HF_CLIENT BVRA_EVT

voice recognition state change event

enumerator ESP_HF_CLIENT_CIND_CALL_EVT

call indication

enumerator ESP_HF_CLIENT CIND_CALL_SETUP_EVT

call setup indication
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enumerator ESP_HF_CLIENT_CIND_CALI_HELD_EVT

call held indication

enumerator ESP_HF_CLIENT CIND_SERVICE_AVAILABILITY EVT

network service availability indication

enumerator ESP_HF_CLIENT_CIND_SIGNAL_STRENGTH_EVT

signal strength indication

enumerator ESP_HF_CLIENT CIND_ROAMING_STATUS_EVT

roaming status indication

enumerator ESP_HF_CLIENT_CIND_BATTERY LEVEL_EVT

battery level indication

enumerator ESP_HF_CLIENT_COPS_CURRENT_OPERATOR_EVT

current operator information

enumerator ESP_HF_CLIENT_ BTRH_EVT

call response and hold event

enumerator ESP_HF_CLIENT_CLIP_EVT

Calling Line Identification notification

enumerator ESP_HF_CLIENT_CCWA_EVT

call waiting notification

enumerator ESP_HF_CLIENT_CLCC_EVT
list of current calls notification

enumerator ESP_HF_CLIENT_VOLUME_CONTROL_EVT

audio volume control command from AG, provided by +VGM or +VGS message

enumerator ESP_HF_CLIENT_AT RESPONSE_EVT

AT command response event

enumerator ESP_HF_CLIENT CNUM_EVT

subscriber information response from AG

enumerator ESP_HF_CLIENT_BSIR_EVT

setting of in-band ring tone

enumerator ESP_HF_CLIENT_ BINP_EVT

requested number of last voice tag from AG

enumerator ESP_HF_CLIENT_RING_IND_EVT

ring indication event

enumerator ESP_HF_CLIENT PKT_STAT NUMS_GET_EVT

requested number of packet different status
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HFP AG API

API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_hf_ag_api.h

Functions

esp_err_t esp_bt_hf register_callback (esp_hf_cb_t callback)
Register application callback function to HFP AG module. This function should be called only after
esp_bluedroid_enable() completes successfully.

%% callback —[in] HFP AG event callback function
B
¢ ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
» ESP_FAIL: if callback is a NULL function pointer
esp_err_t esp_bt_hf _init (esp_bd_addr_t remote_addr)

Initialize the bluetooth HF AG module. This function should be called after esp_bluedroid_enable() completes
successfully.

%4 remote_addr —[in] remote bluetooth device address

B
* ESP_OK: if the initialization request is sent successfully
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_bt_hf deinit (esp_bd_addr_t remote_addr)

De-initialize for HF AG module. This function should be called only after esp_bluedroid_enable() completes
successfully.

%4 remote_addr —[in] remote bluetooth device address

PEA ]
e ESP_OK: success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_hf_ connect (esp_bd_addr_t remote_bda)

To establish a Service Level Connection to remote bluetooth HFP client device. This function must be called
after esp_bt_hf_init() and before esp_bt_hf_deinit().

%% remote_bda —[in] remote bluetooth HFP client device address
P[]
» ESP_OK: connect request is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
¢ ESP_FAIL: others

esp_err_t esp_bt_hf_disconnect (esp_bd_addr_t remote_bda)

Disconnect from the remote HFP client. This function must be called after esp_bt_hf_init() and before
esp_bt_hf_deinit().

%% remote_bda —[in] remote bluetooth device address

B
* ESP_OK: disconnect request is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
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esp_err_t esp_bt_hf connect_audio (esp_bd_addr_t remote_bda)

Create audio connection with remote HFP client. As a precondition to use this API, Service Level Connection
shall exist with HFP client.

%4 remote_bda —[in] remote bluetooth device address

B
* ESP_OK: audio connect request is sent to lower layer
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_bt_hf disconnect_audio (esp_bd_addr_t remote_bda)

Release the established audio connection with remote HFP client. As a precondition to use this API, Service
Level Connection shall exist with HFP client.

%% remote_bda —[in] remote bluetooth device address

PEA ]
* ESP_OK: audio disconnect request is sent to lower layer
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_hf vra (esp_bd_addr_t remote_bda, esp_hf_vr_state_t value)

Response of Volume Recognition Command(AT+VRA) from HFP client. As a precondition to use this API,
Service Level Connection shall exist with HFP client.

S8

* remote_bda —[in] the device address of voice recognization initiator

* value —[in] O - voice recognition disabled, 1- voice recognition enabled
A

* ESP_OK: response of volume recognition is sent to lower layer

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled

e ESP_FAIL: others

esp_err_t esp_bt_hf_volume_control (esp_bd_addr_t remote_bda, esp_hf_volume_control_target_t type,
int volume)

Volume synchronization with HFP client. As a precondition to use this API, Service Level Connection shall
exist with HFP client.

BH
e remote_bda —[in] remote bluetooth device address
* type —[in] volume control target, speaker or microphone
* volume —[in] gain of the speaker of microphone, ranges O to 15

* ESP_OK: volume synchronization control is sent to lower layer

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_ERR_INVALID_ARG: if arguments are invalid

e ESP_FAIL: others

esp_err_t esp_hf_ unat_response (esp_bd_addr_t remote_addr, char *unat)

Handle Unknown AT command from HFP Client. As a precondition to use this API, Service Level Connection
shall exist with HFP client.

BH
e remote_addr —[in] remote bluetooth device address
* unat —[in] User AT command response to HF Client. It will response “ERROR” by
default if unat is NULL.
Bl
» ESP_OK: response of unknown AT command is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_hf cmee_response (esp_bd_addr_t remote_bda, esp_hf_at_response_code_t
response_code, esp_hf _cme_err_t error_code)
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Unsolicited send extend AT error code to HFP Client. As a precondition to use this API, Service Level Con-
nection shall exist with HFP client.

S8
e remote_bda —[in] remote bluetooth device address
* response_code —[in] AT command response code
* error_code —[in] CME error code
PEA ]
* ESP_OK: extend error code is sent to lower layer
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_bt_hf indchange_notification (esp_bd_addr_t remote_addr, esp_hf_call_status_t
call_state, esp_hf_call_setup_status_t call_setup_state,
esp_hf_network_state_t ntk_state, int signal)

Usolicited send device status notificationto HFP Client. As a precondition to use this API, Service Level
Connection shall exist with HFP client.

2H
e remote_addr —[in] remote bluetooth device address
* call_state [in] call state
* call_setup_state —[in] call setup state
e ntk_state -[in] network service state
* signal [in] signal strength from O to 5

P[]
» ESP_OK: device status notification is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_ERR_INVALID_ARG: if arguments are invalid
e ESP_FAIL: others

esp_err_t esp_bt_hf cind_response (esp_bd_addr_t remote_addr, esp_hf _call_status_t call_state,
esp_hf_call_setup_status_t call_setup_state, esp_hf_network_state_t
ntk_state, int signal, esp_hf_roaming_status_t roam, int batt_lev,
esp_hf_call_held_status_t call_held_status)

Response to device individual indicatiors to HFP Client. As a precondition to use this API, Service Level
Connection shall exist with HFP client.

ZH
e remote_addr —[in] remote bluetooth device address
e call_state [in] call state
* call_setup_state —[in] call setup state
* ntk_state [in] network service state
* signal —[in] signal strength from O to 5
e roam —[in] roam state
* batt_1lev [in] batery level from 0 to 5
* call_held_status —{in] call held status
B
» ESP_OK: response to device individual indicators is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_ERR_INVALID_ARG: if the arguments are invalid
* ESP_FAIL: others

esp_err_t esp_bt_hf cops_response (esp_bd_addr_t remote_addr, char *name)

Reponse for AT+COPS command from HF Client. As a precondition to use this API, Service Level Connection
shall exist with HFP client.

SH
e remote_addr —[in] remote bluetooth device address
* name —[in] current operator name

B
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* ESP_OK: reponse for AT+COPS command is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_FAIL: others

esp_err_t esp_bt_hf clcc_response (esp_bd_addr_t remote_addr, int index,
esp_hf_current_call_direction_t dir, esp_hf_current_call_status_t
current_call_state, esp_hf_current_call_mode_t mode,
esp_hf_current_call_mpty_type_t mpty, char *number,
esp_hf_call_addr_type_t type)

Response to AT+CLCC command from HFP Client. As a precondition to use this API, Service Level Con-
nection shall exist with HFP client.

B8
e remote_addr —[in] remote bluetooth device address
* index —[in] the index of current call, starting with 1, finishing response with 0 (send OK)
* dir —[in] call direction (incoming/outgoing)
* current_call_state —[in] current call state
e mode —[in] current call mode (voice/data/fax)
» mpty —[in] single or multi type
* number —[in] current call number
* type —[in] international type or unknow
Bl
* ESP_OK: response to AT+CLCC command is sent to lower layer
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_hf_ cnum_response (esp_bd_addr_t remote_addr, char *number, int number_type,
esp_hf_subscriber_service_type_t service_type)

Response for AT+CNUM command from HF Client. As a precondition to use this API, Service Level Con-
nection shall exist with HFP client.

* remote_addr —[in] remote bluetooth device address

* number —[in] registration number

* number_type —[in] value of number type from 128-143: national or international, may
contain prefix and/or escape digits 144-159: international, includes country code prefix,
add “+” if needed 160-175: national, but no prefix nor escape digits

* service_type —[in] service type (unknown/voice/fax)

Bl

* ESP_OK: response for AT+CNUM command is sent to lower layer

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled

e ESP_FAIL: others

esp_err_t esp_bt_hf bsir (esp_bd_addr_t remote_addr, esp_hf_in_band_ring_state_t state)

Inform HF Client that AG Provided in-band ring tone or not. As a precondition to use this API, Service Level
Connection shall exist with HFP client.

S
e remote_addr —[in] remote bluetooth device address
» state —[in] in-band ring tone state
izl
* ESP_OK: information of in-band ring tone is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* ESP_ERR_INVALID_ARG: if arguments are invalid
* ESP_FAIL: others

esp_err_t esp_bt_hf answer_call (esp_bd_addr_t remote_addr, int num_active, int num_held,
esp_hf_call_status_t call_state, esp_hf_call_setup_status_t
call_setup_state, char *number, esp_hf_call_addr_type_t
call_addr_type)
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Answer Incoming Call from AG. As a precondition to use this API, Service Level Connection shall exist with
HEFP client.

S8
e remote_addr —[in] remote bluetooth device address
* num_active —{in] the number of active call
e num_held —[in] the number of held call
e call_state —[in] call state
* call_setup_state —[in] call setup state
* number —[in] number of the incoming call
* call_addr_type —[in] call address type
Bl
* ESP_OK: answer incoming call is sent to lower layer
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_hf reject_call (esp_bd_addr_t remote_addr, int num_active, int num_held,
esp_hf_call_status_t call_state, esp_hf_call_setup_status_t
call_setup_state, char *number, esp_hf_call_addr_type_t
call_addr_type)

Reject Incoming Call from AG. As a precondition to use this API, Service Level Connection shall exist with
HFP client.

ZH
e remote_addr —[in] remote bluetooth device address
* num_active —{in] the number of active call
e num_held —[in] the number of held call
* call_state —[in] call state
* call_setup_state —[in] call setup state
* number —[in] number of the incoming call
* call_addr_type [in] call address type
Bzl
* ESP_OK: reject incoming call is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_hf out_call (esp_bd_addr_t remote_addr, int num_active, int num_held,
esp_hf_call_status_t call_state, esp_hf_call_setup_status_t call_setup_state,
char *number, esp_hf_call_addr_type_t call_addr_type)

Initiate a call from AG. As a precondition to use this API, Service Level Connection shall exist with HFP client.
If the AG is driven by the HF to call esp_hf_ag_out_call, it needs to response an OK or ERROR to HF. But
if the AG is actively calling esp_hf_ag_out_call, it does not need to take a response to HF.

ZH
e remote_addr —[in] remote bluetooth device address
* num_active —{in] the number of active call
e num_held —[in] the number of held call
* call_state —[in] call state
* call_setup_state —[in] call setup state
* number —[in] number of the outgoing call
* call_addr_type —[in] call address type

* ESP_OK: a call initiation is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_hf end_call (esp_bd_addr_t remote_addr, int num_active, int num_held,
esp_hf_call_status_t call_state, esp_hf_call_setup_status_t call_setup_state,
char *number, esp_hf_call_addr_type_t call_addr_type)
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End an ongoing call. As a precondition to use this API, Service Level Connection shall exist with HFP client.

ZH
e remote_addr —[in] remote bluetooth device address
* num_active —{in] the number of active call
e num_held —[in] the number of held call
* call_state —[in] call state
* call_setup_state —[in] call setup state
e number —[in] number of the call
* call_addr_type [in] call address type
B
* ESP_OK: end an ongoing call is sent to lower layer
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_hf register_data_callback (esp_hf_incoming_data_cb_t recv,
esp_hf_outgoing_data_cb_t send)
Register AG data output function. The callback is only used in the case that Voice Over HCI is enabled.
S
» recv —[in] HFP client incoming data callback function
* send —[in] HFP client outgoing data callback function
A
¢ ESP_OK: success
» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
» ESP_FAIL: if callback is a NULL function pointer
esp_err_t esp_hf_ag_pkt_stat_nums_get (uintl6_t sync_conn_handle)
Get the number of packets received and sent.

This function is only used in the case that Voice Over HCI is enabled and the audio state is connected. When the
operation is completed, the callback function will be called with ESP_HF_PKT_STAT_NUMS_GET_EVT.

%¥( sync_conn_handle —[in] the (¢)SCO connection handle

B
» ESP_OK: if the request is sent successfully
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

void esp_hf_outgoing_data_ready (void)
Trigger the lower-layer to fetch and send audio data.

This function is only used in the case that Voice Over HCI is enabled. As a precondition to use this API,
Service Level Connection shall exist with HFP client. After this function is called, lower layer will invoke
esp_hf_client_outgoing_data_cb_t to fetch data

Unions

union esp_hf_cb_param_t

#include <esp_hf_ag_api.h> HFP AG callback parameters.

Public Members

struct esp_hf_cb_param_t::hf_conn_stat_param conn_stat
AG callback param of ESP_HF_CONNECTION_STATE_EVT
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struct esp_hf_cb_param_t::hf_audio_stat_param audio_stat
AG callback param of ESP_HF_AUDIO_STATE_EVT

struct esp_hf_cb_param_t::hf_vra_rep_param vra_rep
AG callback param of ESP_HF_BVRA_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_volume_control_param volume_control
AG callback param of ESP_HF_VOLUME_CONTROL_EVT

struct esp_hf_cb_param_t::hf _unat_rep_param unat_rep
AG callback param of ESP_HF_UNAT_RESPONSE_EVT

struct esp_hf_cb_param_t::hf _out_call_param out_call
AG callback param of ESP_HF_DIAL_EVT

struct esp_hf_cb_param_t::hf_ind_upd_param ind_upd
AG callback param of ESP_HF_IND_UPDATE_EVT

struct esp_hf_cb_param_t::hf _cind_rep_param cind_rep
AG callback param of ESP_HF_CIND_RESPONSE_EVT

struct esp_hf_cb_param_t::hf _cops_rep_param cops_rep
AG callback param of ESP_HF_COPS_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_clcc_rep_param clcc_rep
AG callback param of ESP_HF_CLCC_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_cnum_rep_param cnum_rep
AG callback param of ESP_HF_CNUM_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_vts_rep_param vts_rep
AG callback param of ESP_HF_VTS_RESPONSE_EVT

struct esp_hf_cb_param_t::hf _nrec_param nrec
AG callback param of ESP_HF_NREC_RESPONSE_EVT

struct esp_hf_cb_param_t::hf _ata_rep_param ata_rep
AG callback param of ESP_HF_ATA_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_chup_rep_param chup_rep
AG callback param of ESP_HF_CHUP_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_wbs_rep_param wbs_rep
AG callback param of ESP_HF_WBS_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_bcs_rep_param bes_rep
AG callback param of ESP_HF_BCS_RESPONSE_EVT
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struct esp_hf_cb_param_t::ag_pkt_status_nums pkt_nums
AG callback param of ESP_HF_PKT_STAT_NUMS_GET_EVT

struct ag_pkt_status_nums
#include <esp_hf_ag_api.h>ESP_HF_PKT_STAT _NUMS_GET_EVT.

Public Members

uint32_t rx_total

the total number of packets received

uint32_t rx_correct

the total number of packets data correctly received

uint32_t rx_err

the total number of packets data with possible invalid

uint32_t rx_none

the total number of packets data no received

uint32_t rx_lost

the total number of packets data partially lost

uint32_t tx_total

the total number of packets send

uint32_t tx_discarded

the total number of packets send lost

structhf_ata_rep_param
#include <esp_hf_ag_api.h> ESP_HF_ATA_RESPONSE_EVT.

Public Members

esp_bd_addr_t remote_addr

remote bluetooth device address

struct hf_audio_stat_param
#include <esp_hf_ag_api.h>ESP_HF_AUDIO_STATE_EVT.

Public Members

esp_bd_addr_t remote_addr

Remote bluetooth device address
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esp_hf_audio_state_t state

Audio connection state

uintl6_t sync_conn_handle

(e)SCO connection handle

struct hf_bes_rep_param
#include <esp_hf_ag_api.h>ESP_HF_BCS_RESPONSE_EVT.

Public Members

esp_bd_addr_t remote_addr

Remote bluetooth device address

esp_hf_wbs_config_t mode
codec mode CVSD or mSBC

struct hf_chup_rep_param
#include <esp_hf_ag_api.h> ESP_HF_CHUP_RESPONSE_EVT.

Public Members

esp_bd_addr_t remote_addr

remote bluetooth device address

struct hf_cind_rep_param
#include <esp_hf_ag_api.h>ESP_HF_CIND_RESPONSE_EVT.

Public Members

esp_bd_addr_t remote_addr

remote bluetooth device address

structhf_clcc_rep_param
#include <esp_hf_ag_api.h>ESP_HF_CLCC_RESPONSE_EVT.

Public Members

esp_bd_addr_t remote_addr

remote bluetooth device address

struct hf_cnum_rep_param
#include <esp_hf_ag_api.h>ESP_HF_CNUM_RESPONSE_EVT.
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Public Members

esp_bd_addr_t remote_addr

remote bluetooth device address

struct hf_conn_stat_param

#include <esp_hf_ag_api.h>ESP_HF_CONNECTION_STATE_EVT.

Public Members

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_hf_connection_state_t state

Connection state

uint32_t peer_feat
HF supported features

uint32_t chld_feat

AG supported features on call hold and multiparty services

struct hf_cops_rep_param

#include <esp_hf_ag_api.h>ESP_HF_COPS_RESPONSE_EVT.

Public Members

esp_bd_addr_t remote_addr

remote bluetooth device address

struct hf_ind_upd_param
#include <esp_hf_ag_api.h>ESP_HF_IND_UPDATE_EVT.

Public Members

esp_bd_addr_t remote_addr

remote bluetooth device address

structhf_nrec_param

#include <esp_hf_ag_api.h>ESP_HF_NREC_RESPOSNE_EVT.

Public Members

esp_bd_addr_t remote_addr

Remote bluetooth device address
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esp_hf_nrec_t state
NREC enabled or disabled

struct hf_out_call_param
#include <esp_hf_ag_api.h>ESP_HF_DIAL_EVT.

Public Members

esp_bd_addr_t remote_addr

remote bluetooth device address

esp_hf_dial_type_t type
dial type

char *num_or_loc

location in phone memory

struct hf_unat_rep_param
#include <esp_hf_ag_api.h>ESP_HF_UNAT_RESPOSNE_EVT.

Public Members

esp_bd_addr_t remote_addr

Remote bluetooth device address

char *unat

Unknown AT command string

struct hf_volume_control_param
#include <esp_hf_ag_api.h>ESP_HF_VOLUME_CONTROL_EVT.

Public Members

esp_bd_addr_t remote_addr

Remote bluetooth device address

esp_hf_volume_type_t type

Volume control target, speaker or microphone

int volume

Gain, ranges from 0 to 15

struct hf_vra_rep_param
#include <esp_hf _ag_api.h>ESP_HF_BVRA_RESPONSE_EVT.
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Public Members

esp_bd_addr_t remote_addr

Remote bluetooth device address

esp_hf_vr_state_t value

Voice recognition state

struct hf_vts_rep_param
#include <esp_hf_ag_api.h>ESP_HF_VTS_RESPONSE_EVT.

Public Members

esp_bd_addr_t remote_addr

Remote bluetooth device address

char *code
MTF code from HF Client

structhf_wbs_rep_param
#include <esp_hf_ag_api.h>ESP_HF_WBS_RESPONSE_EVT.

Public Members

esp_bd_addr_t remote_addr

Remote bluetooth device address

esp_hf_wbs_config_t codec
codec mode CVSD or mSBC

Macros

ESP_HF_PEER_FEAT 3WAY

ESP_HF_PEER_FEAT_ECNR

ESP_HF_PEER_FEAT_VREC

ESP_HF_PEER_FEAT_INBAND

ESP_HF_PEER_FEAT VTAG

ESP_HF_PEER_FEAT REJECT

ESP_HF_PEER_FEAT_ECS
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ESP_HF_PEER_FEAT_ECC

ESP_HF_PEER_FEAT_ EXTERR

ESP_HF_PEER_FEAT_ CODEC

ESP_HF_PEER_FEAT_HF_IND

ESP_HF_PEER_FEAT ESCO_S4

ESP_HF_CHLD_FEAT_REL

ESP_HF_CHLD_FEAT REL_ACC

ESP_HF_CHLD_FEAT REL_X

ESP_HF_CHLD_FEAT_HOLD_ACC

ESP_HF_CHLD_FEAT_PRIV_X

ESP_HF_CHLD_FEAT MERGE

ESP_HF_CHLD_FEAT MERGE_DETACH

Type Definitions

typedef void (*esp_hf_incoming_data_cb_t)(const uint8_t *buf, uint32_t len)

AG incoming data callback function, the callback is useful in case of Voice Over HCIL.

Param buf [in] : pointer to incoming data(payload of HCI synchronous data packet), the buffer
is allocated inside bluetooth protocol stack and will be released after invoke of the callback is
finished.

Param len [in] : size(in bytes) in buf

typedef uint32_t (*esp_hf_outgoing_data_cb_t)(uint8_t *buf, uint32_t len)

AG outgoing data callback function, the callback is useful in case of Voice Over HCI. Once audio connection
is set up and the application layer has prepared data to send, the lower layer will call this function to read data
and then send. This callback is supposed to be implemented as non-blocking, and if data is not enough, return
value 0 is supposed.

Param buf [in] : pointer to incoming data(payload of HCI synchronous data packet), the buffer
is allocated inside bluetooth protocol stack and will be released after invoke of the callback is
finished.

Param len [in] : size(in bytes) in buf

Return length of data successfully read

typedef void (*esp_hf_cb_t)(esp_hf_cb_event_t event, esp_hf_cb_param_t *param)
HF AG callback function type.

Param event : Event type
Param param : Pointer to callback parameter
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Enumerations

enum esp_hf_cb_event_t

HF callback events.

Values:

enumerator ESP_HF_CONNECTION_STATE_EVT

Connection state changed event

enumerator ESP_HF_AUDIO_STATE_EVT

Audio connection state change event

enumerator ESP_HF_BVRA_RESPONSE_EVT

Voice recognition state change event

enumerator ESP_HF_VOLUME_CONTROL_EVT
Audio volume control command from HF Client, provided by +VGM or +VGS message

enumerator ESP_HF_UNAT_RESPONSE_EVT

Unknown AT cmd Response

enumerator ESP_HF_IND_UPDATE_EVT
Indicator Update Event

enumerator ESP_HF_CIND_RESPONSE_EVT

Call And Device Indicator Response

enumerator ESP_HF_COPS_RESPONSE_EVT

Current operator information

enumerator ESP_HF_CLCC_RESPONSE_EVT

List of current calls notification

enumerator ESP_HF_CNUM_RESPONSE_EVT

Subscriber information response from HF Client

enumerator ESP_HF_VTS_RESPONSE_EVT
Enable or not DTMF

enumerator ESP_HF_NREC_RESPONSE_EVT
Enable or not NREC

enumerator ESP_HF_ATA_RESPONSE_EVT

Answer an Incoming Call

enumerator ESP_HF_CHUP_RESPONSE_EVT

Reject an Incoming Call

enumerator ESP_HF_DIAL_EVT

Origin an outgoing call with specific number or the dial the last number
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enumerator ESP_HF_WBS_RESPONSE_EVT
Codec Status

enumerator ESP_HF_BCS_RESPONSE_EVT
Final Codec Choice

enumerator ESP_HF_PKT_STAT_NUMS_GET_EVT
Request number of packet different status
enum esp_hf_dial_type_t
Dial type of ESP_HF_DIAL_EVT.

Values:

enumerator ESP_HF_DIAL_NUM

Dial with a phone number

enumerator ESP_HF_DIAL_VOIP
Dial with VoIP

enumerator ESP_HF_DIAL_MEM

Dial with a memory position

Bluetooth HID Device API

Overview A Bluetooth HID device is a device providing the service of human or other data input and output to and
from a Bluetooth HID Host. Users can use the Bluetooth HID Device APIs to make devices like keyboards, mice,
joysticks and so on.

Application Example Check bluetooth/bluedroid/classic_bt folder in ESP-IDF examples, which contains the fol-
lowing application:

¢ This is an example of Bluetooth HID mouse device. The device running this example can be discovered and
connected by a Bluetooth HID Host device such as a PC, and the pointer will move left and right after HID
connection is established - bluetooth/bluedroid/classic_bt/bt_hid_mouse_device

API Reference

Header File
¢ components/bt/host/bluedroid/api/include/api/esp_hidd_api.h

Functions
esp_err_t esp_bt_hid_device_register_callback (esp_hd_cb_t callback)

This function is called to init callbacks with HID device module.

%%, callback —[in] pointer to the init callback function.
|

* ESP_OK: success

e other: failed
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esp_err_t esp_bt_hid_device_init (void)
Initializes HIDD interface. This function should be called after esp_bluedroid_init() and
esp_bluedroid_enable() success, and should be called after esp_bt_hid_device_register_callback. When
the operation is complete, the callback function will be called with ESP_HIDD_INIT_EVT.
B
¢ ESP_OK: success
* other: failed

esp_err_t esp_bt_hid_device_deinit (void)
De-initializes HIDD interface. This function should be called after esp_bluedroid_init() and
esp_bluedroid_enable() success, and should be called after esp_bt_hid_device_init(). When the opera-
tion is complete, the callback function will be called with ESP_HIDD_DEINIT_EVT.
pEy |
¢ ESP_OK: success
* other: failed

esp_err_t esp_bt_hid_device_register_app (esp_hidd_app_param_t *app_param,
esp_hidd_qos_param_t *in_qos, esp_hidd_qos_param_t
*out_qos)

Registers HIDD parameters with SDP and sets 12cap Quality of Service.  This function should
be called after esp_bluedroid_init() and esp_bluedroid_enable() success, and should be called after
esp_bt_hid_device_init(). When the operation is complete, the callback function will be called with
ESP_HIDD_REGISTER_APP_EVT.

S8
* app_param —[in] HIDD parameters
* in_gos —[in] incoming QoS parameters
* out_gos —[in] outgoing QoS parameters
B
e ESP_OK: success
* other: failed

esp_err_t esp_bt_hid_device_unregister_app (void)
Removes HIDD parameters from SDP and resets 12cap Quality of Service. This function should
be called after esp_bluedroid_init() and esp_bluedroid_enable() success, and should be called after

esp_bt_hid_device_init(). When the operation is complete, the callback function will be called with
ESP_HIDD_UNREGISTER_APP_EVT.

|
* ESP_OK: success
e other: failed

esp_err_t esp_bt_hid_device_connect (esp_bd_addr_t bd_addr)

Connects to the peer HID Host with virtual cable. This function should be called after esp_bluedroid_init()
and esp_bluedroid_enable() success, and should be called after esp_bt_hid_device_init(). When the operation
is complete, the callback function will be called with ESP_HIDD_OPEN_EVT.

%% bd_addr —[in] Remote host bluetooth device address.
R m

e ESP_OK: success

¢ other: failed

esp_err_t esp_bt_hid_device_disconnect (void)

Disconnects from the currently connected HID Host. This function should be called after esp_bluedroid_init()
and esp_bluedroid_enable() success, and should be called after esp_bt_hid_device_init(). When the operation
is complete, the callback function will be called with ESP_HIDD_CLOSE_EVT.

& 1¥: The disconnect operation will not remove the virtually cabled device. If the connect request from the
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different HID Host, it will reject the request.

$eqE|
e ESP_OK: success
* other: failed

esp_err_t esp_bt_hid_device_send_report (esp_hidd_report_type_t type, uint8_t id, uint16_t len,
uint8_t *data)

Sends HID report to the currently connected HID Host.  This function should be called after
esp_bluedroid_init() and esp_bluedroid_enable() success, and should be called after esp_bt_hid_device_init().
When the operation is complete, the callback function will be called with ESP_HIDD_SEND_REPORT_EVT.

S8
* type —[in] type of report
e id —[in] report id as defined by descriptor
* len —[in] length of report
* data [in] report data
B
* ESP_OK: success
* other: failed

esp_err_t esp_bt_hid_device_report_error (esp_hidd_handshake_error_t error)

Sends HID Handshake with error info for invalid set_report to the currently connected HID Host. This func-
tion should be called after esp_bluedroid_init() and esp_bluedroid_enable() success, and should be called
after esp_bt_hid_device_init(). When the operation is complete, the callback function will be called with
ESP_HIDD_REPORT_ERR_EVT.

%% error —[in] type of error
B

e ESP_OK: success

* other: failed

esp_err_t esp_bt_hid_device_virtual_cable_unplug (void)

Remove the virtually cabled device. This function should be called after esp_bluedroid_init() and
esp_bluedroid_enable() success, and should be called after esp_bt_hid_device_init(). When the operation
is complete, the callback function will be called with ESP_HIDD_VC_UNPLUG_EVT.

£47E: If the connection exists, then HID Device will send a VIRTUAL_CABLE_UNPLUG control command
to the peer HID Host, and the connection will be destroyed. If the connection does not exist, then HID Device
will only unplug on it’ s single side. Once the unplug operation is success, the related pairing and bonding
information will be removed, then the HID Device can accept connection request from the different HID Host,

jR’IAl - ESP_OK: success
¢ other: failed

Unions

union esp_hidd_cb_param_t

#include <esp_hidd_api.h>HID device callback parameters union.

Public Members

struct esp_hidd_cb_param_t::hidd_init_evt_param init
HIDD callback param of ESP_HIDD_INIT_EVT
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struct esp_hidd_cb_param_t::hidd_deinit_evt_param deinit
HIDD callback param of ESP_HIDD_DEINIT_EVT

struct esp_hidd_cb_param_t::hidd_register_app_evt_param register_app
HIDD callback param of ESP_HIDD_REGISTER_APP_EVT

struct esp_hidd_cb_param_t::hidd_unregister_app_evt_param unregister_app
HIDD callback param of ESP_HIDD_UNREGISTER_APP_EVT

struct esp_hidd_cb_param_t::hidd_open_evt_param open
HIDD callback param of ESP_HIDD_OPEN_EVT

struct esp_hidd_cb_param_t::hidd_close_evt_param close
HIDD callback param of ESP_HIDD_CLOSE_EVT

struct esp_hidd_cb_param_t::hidd_send_report_evt_param send_report
HIDD callback param of ESP_HIDD_SEND_REPORT_EVT

struct esp_hidd_cb_param_t::hidd_report_err_evt_param report_err
HIDD callback param of ESP_HIDD_REPORT_ERR_EVT

struct esp_hidd_cb_param_t::hidd_get_report_evt_param get_report
HIDD callback param of ESP_HIDD_GET_REPORT_EVT

struct esp_hidd_cb_param_t::hidd_set_report_evt_param set_report
HIDD callback param of ESP_HIDD_SET_REPORT_EVT

struct esp_hidd_cb_param_t::hidd_set_protocol_evt_param set_protocol
HIDD callback param of ESP_HIDD_SET_PROTOCOL_EVT

struct esp_hidd_cb_param_t::hidd_intr_data_evt_param intr_data
HIDD callback param of ESP_HIDD_INTR_DATA_EVT

struct esp_hidd_cb_param_t::hidd_vc_unplug_param ve_unplug
HIDD callback param of ESP_HIDD_VC_UNPLUG_EVT

struct hidd_close_evt_param
#include <esp_hidd_api.h> ESP_HIDD_CLOSE_EVT.

Public Members

esp_hidd_status_t status

operation status

esp_hidd_connection_state_t conn_status

connection status

structhidd_deinit_evt_param
#include <esp_hidd_api.h> ESP_HIDD_DEINIT_EVT.
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Public Members

esp_hidd_status_t status

operation status

struct hidd_get_report_evt_param
#include <esp_hidd_api.h> ESP_HIDD_GET_REPORT_EVT.

Public Members

esp_hidd_report_type_t report_type
report type

uint8_t report_id

report id

uintl6_tbuffer_size

buffer size

structhidd_init_evt_param
#include <esp_hidd_api.h> ESP_HIDD_INIT_EVT.

Public Members

esp_hidd_status_t status

operation status

structhidd_intr_data_evt_param
#include <esp_hidd_api.h> ESP_HIDD_INTR_DATA_EVT.

Public Members

uint§_t report_id

interrupt channel report id

uintl6_t len

interrupt channel report data length

uint8_t *data

interrupt channel report data pointer

struct hidd_open_evt_param
#include <esp_hidd_api.h> ESP_HIDD_OPEN_EVT.
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Public Members

esp_hidd_status_t status

operation status

esp_hidd_connection_state_t conn_status

connection status

esp_bd_addr_t bd_addr

host address

struct hidd_register_app_evt_param
#include <esp_hidd_api.h> ESP_HIDD_REGISTER_APP_EVT.

Public Members

esp_hidd_status_t status

operation status

bool in_use

indicate whether use virtual cable plug host address

esp_bd_addr_t bd_addr

host address

struct hidd_report_err_evt_param
#include <esp_hidd_api.h> ESP_HIDD_REPORT_ERR_EVT.

Public Members

esp_hidd_status_t status

operation status

uint8_t reason

lower layer failed reason(ref hiddefs.h)

struct hidd_send_report_evt_param
#include <esp_hidd_api.h> ESP_HIDD_SEND_REPORT_EVT.

Public Members

esp_hidd_status_t status

operation status

uint8_t reason

lower layer failed reason(ref hiddefs.h)
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esp_hidd_report_type_t report_type
report type

uint8_t report_id

report id

struct hidd_set_protocol_evt_param
#include <esp_hidd_api.h> ESP_HIDD_SET_PROTOCOL_EVT.

Public Members

esp_hidd_protocol_mode_t protocol_mode

protocol mode

struct hidd_set_report_evt_param
#include <esp_hidd_api.h> ESP_HIDD_SET_REPORT_EVT.

Public Members

esp_hidd_report_type_t report_type
report type

uint8_t report_id

report id

uint16_t len
set_report data length

uint8_t *data

set_report data pointer

struct hidd_unregister_app_evt_param
#include <esp_hidd_api.h> ESP_HIDD_UNREGISTER_APP_EVT.

Public Members

esp_hidd_status_t status

operation status

struct hidd_vc_unplug_param
#include <esp_hidd_api.h> ESP_HIDD_VC_UNPLUG_EVT.

Public Members

esp_hidd_status_t status

operation status
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esp_hidd_connection_state_t conn_status

connection status

Structures

struct esp_hidd_app_param_t

HID device characteristics for SDP server.

Public Members

const char *name

service name

const char *description

service description

const char *provider

provider name

uint8_t subclass
HID device subclass

uint8_t *desc_list

HID descriptor list
intdesc_list_len
size in bytes of HID descriptor list

struct esp_hidd_qgos_param_t
HIDD Quality of Service parameters negotiated over L2CAP.

Public Members

uint8_t service_type

the level of service, 0 indicates no traffic

uint32_t token_rate

)

token rate in bytes per second, O indicates “don’ t care’

uint32_t token_bucket_size

limit on the burstness of the application data

uint32_t peak_bandwidth

bytes per second, value O indicates “don’ t care”

uint32_t access_latency

maximum acceptable delay in microseconds
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uint32_t delay_variation

the difference in microseconds between the max and min delay

Macros

ESP_HID_CLASS_UNKNOWN
subclass of hid device
unknown HID device subclass

ESP_HID_CLASS_JOS
joystick

ESP_HID_CLASS_GPD
game pad

ESP_HID_CLASS_RMC

remote control

ESP_HID_CLASS_SED

sensing device

ESP_HID_CLASS_DGT
digitizer tablet

ESP_HID_CLASS_CDR

card reader

ESP_HID_CLASS_KBD
keyboard

ESP_HID_CLASS_MIC

pointing device

ESP_HID_CLASS_COM
combo keyboard/pointing

Type Definitions
typedef void (*esp_hd_cb_t)(esp_hidd_cb_event_t event, esp_hidd_cb_param_t *param)
HID device callback function type.

Param event Event type
Param param Point to callback parameter, currently is union type

Enumerations

enum esp_hidd_handshake_error_t
HIDD handshake result code.

Values:

Espressif Systems 412 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. API &%

enumerator ESP_HID_PAR HANDSHAKE_RSP_SUCCESS

successful

enumerator ESP_HID_PAR_HANDSHAKE_RSP_NOT_READY

not ready, device is too busy to accept data

enumerator ESP_HID_PAR_HANDSHAKE_RSP_ERR_INVALID_REP_ID
invalid report ID

enumerator ESP_HID_PAR_HANDSHAKE_RSP_ERR_UNSUPPORTED_REQ

device does not support the request

enumerator ESP_HID_PAR_HANDSHAKE_RSP_ERR_INVALID_PARAM

parameter value is out of range or inappropriate

enumerator ESP_HID_PAR_HANDSHAKE_RSP_ERR_UNKNOWN

device could not identify the error condition

enumerator ESP_HID_PAR_HANDSHAKE_RSP_ERR_FATAL
restart is essential to resume functionality
enum esp_hidd_report_type_t
HIDD report types.

Values:

enumerator ESP_HIDD_ REPORT_TYPE_OTHER

unknown report type

enumerator ESP_HIDD_REPORT_TYPE_INPUT

input report

enumerator ESP_HIDD_REPORT_TYPE_OUTPUT

output report

enumerator ESP_ HIDD_REPORT_TYPE_FEATURE

feature report

enumerator ESP_HIDD_REPORT_TYPE_INTRDATA

special value for reports to be sent on interrupt channel, INPUT is assumed

enum esp_hidd_connection_state_t

HIDD connection state.

Values:

enumerator ESP_HIDD_CONN_STATE_CONNECTED

HID connection established

enumerator ESP_HIDD_CONN_STATE_CONNECTING

connection to remote Bluetooth device
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enumerator ESP_HIDD_CONN_STATE_DISCONNECTED

connection released

enumerator ESP_ HIDD_CONN_STATE_DISCONNECTING

disconnecting to remote Bluetooth device

enumerator ESP_HIDD_CONN_STATE_UNKNOWN

unknown connection state

enum esp_hidd_protocol_mode_t

HID device protocol modes.

Values:

enumerator ESP_HIDD_REPORT_MODE
Report Protocol Mode

enumerator ESP_HIDD_BOOT_ MODE
Boot Protocol Mode

enumerator ESP_HIDD_UNSUPPORTED_MODE

unsupported

enum esp_hidd_boot_report_id_t

enum

HID Boot Protocol report IDs.

Values:

enumerator ESP_HIDD_BOOT_ REPORT_ID_KEYBOARD
report ID of Boot Protocol keyboard report

enumerator ESP_HIDD_BOOT_REPORT_ID_MOUSE

report ID of Boot Protocol mouse report

[anonymous]

HID Boot Protocol report size including report ID.

Values:

enumerator ESP_HIDD_BOOT_REPORT_SIZE_KEYBOARD

report size of Boot Protocol keyboard report

enumerator ESP_HIDD_BOOT_REPORT_SIZE_MOUSE

report size of Boot Protocol mouse report

enum esp_hidd_cb_event_t

HID device callback function events.

Values:

enumerator ESP_HIDD_INIT_EVT

When HID device is inited, the event comes
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enumerator ESP_HIDD_DEINIT_ EVT

When HID device is deinited, the event comes

enumerator ESP_HIDD_REGISTER_APP_EVT

When HID device application registered, the event comes

enumerator ESP_HIDD_UNREGISTER_APP_EVT

When HID device application unregistered, the event comes

enumerator ESP_HIDD_OPEN_EVT

When HID device connection to host opened, the event comes

enumerator ESP_HIDD_CLOSE_EVT

When HID device connection to host closed, the event comes

enumerator ESP_HIDD_SEND_REPORT_EVT

When HID device send report to lower layer, the event comes

enumerator ESP_HIDD_REPORT_ERR_EVT

When HID device report handshanke error to lower layer, the event comes

enumerator ESP_HIDD_GET_REPORT_EVT
When HID device receives GET_REPORT request from host, the event comes

enumerator ESP_HIDD_SET_ REPORT_EVT
When HID device receives SET_REPORT request from host, the event comes

enumerator ESP_HIDD_SET_PROTOCOL_EVT
When HID device receives SET_PROTOCOL request from host, the event comes

enumerator ESP_HIDD_INTR_DATA_EVT

When HID device receives DATA from host on intr, the event comes

enumerator ESP_HIDD_VC_UNPLUG_EVT
When HID device initiates Virtual Cable Unplug, the event comes

enumerator ESP_HIDD_API_ERR_EVT

When HID device has API error, the event comes

enum esp_hidd_status_t

Values:

enumerator ESP_HIDD_SUCCESS

enumerator ESP_HIDD_ERROR
general ESP HD error

enumerator ESP_HIDD_NO_RES

out of system resources
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enumerator ESP_HIDD_BUSY

Temporarily can not handle this request.

enumerator ESP_HIDD_NO_DATA
No data.

enumerator ESP_HIDD_NEED_INIT
HIDD module shall init first

enumerator ESP_HIDD_NEED_DEINIT
HIDD module shall deinit first

enumerator ESP_HIDD_NEED_REG
HIDD module shall register first

enumerator ESP_HIDD_NEED_DEREG
HIDD module shall deregister first

enumerator ESP_HIDD_NO_CONNECTION

connection may have been closed

2.1.5 NimBLE-based host APIs

Overview

Apache MyNewt NimBLE is a highly configurable and BT SIG qualifiable BLE stack providing both host and con-
troller functionalities. ESP-IDF supports NimBLE host stack which is specifically ported for ESP32 platform and
FreeRTOS. The underlying controller is still the same (as in case of Bluedroid) providing VHCI interface. Refer
to NimBLE user guide for a complete list of features and additional information on NimBLE stack. Most features
of NimBLE including BLE Mesh are supported by ESP-IDF. The porting layer is kept cleaner by maintaining all
the existing APIs of NimBLE along with a single ESP-NimBLE API for initialization, making it simpler for the
application developers.

Architecture

Currently, NimBLE host and controller support different transports such as UART and RAM between them. How-
ever, RAM transport cannot be used as is in case of ESP as ESP controller supports VHCI interface and buffering
schemes used by NimBLE host is incompatible with that used by ESP controller. Therefore, a new transport between
NimBLE host and ESP controller has been added. This is depicted in the figure below. This layer is responsible for
maintaining pool of transport buffers and formatting buffers exchanges between host and controller as per the re-
quirements.

BLE Application
NimBLE Host
ESP-NimBLE VHCI Layer
ESP-Controller

| 1: ESP NimBLE Stack
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Threading Model

The NimBLE host can run inside the application thread or can have its own independent thread. This flexibil-
ity is inherently provided by NimBLE design. By default, a thread is spawned by the porting function nim-
ble_port_freertos_init. This behavior can be changed by overriding the same function. For BLE Mesh,
additional thread (advertising thread) is used which keeps on feeding advertisement events to the main thread.

Programming Sequence

To begin with, make sure that the NimBLE stack is enabled from menuconfig choose NimBLE for the Bluetooth host.

Typical programming sequence with NimBLE stack consists of the following steps:

e Initialize NVS flash using nvs_flash_init () APIL This is because ESP controller uses NVS during
initialization.

e Call esp_nimble_hci_and_controller_init () to initialize ESP controller as well as trans-
port layer. This will also link the host and controller modules together. Alternatively, if ESP controller
is already initialized, then esp_nimble_hci_init () can be called for the remaining initialization.

e Initialize the host stack using nimble_port_init.

¢ Initialize the required NimBLE host configuration parameters and callbacks

* Perform application specific tasks/initialization

* Run the thread for host stack using nimble_port_freertos_init

This documentation does not cover NimBLE APIs. Refer to NimBLE tutorial for more details on the programming
sequence/NimBLE APIs for different scenarios.

API Reference

Header File

¢ components/bt/host/nimble/esp-hci/include/esp_nimble_hci.h

Functions
esp_err_t esp_nimble_hci_init (void)

Initialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

This function initializes the transport buffers to be exchanged between NimBLE host and ESP controller. It
also registers required host callbacks with the controller.

A
¢ ESP_OK if the initialization is successful
* Appropriate error code from esp_err_t in case of an error
esp_err_t esp_nimble_hci_and_controller_init (void)

Initialize ESP Bluetooth controller(link layer) and VHCI transport layer between NimBLE Host and ESP
Bluetooth controller.

This function initializes ESP controller in BLE only mode and the transport buffers to be exchanged between
NimBLE host and ESP controller. It also registers required host callbacks with the controller.

Below is the sequence of APIs to be called to init/enable NimBLE host and ESP controller:

void ble_host_task(void *param)
{

nimble_port_run(); //This function will return only when nimble_port_
—stop () is executed.

nimble_port_freertos_deinit ();

}

Ch o gksr)
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(ZEE50)

int ret = esp_nimble_hci_and_controller_init ();

if (ret != ESP_OK) {

ESP_LOGE (TAG, "esp_nimble_hci_and_controller_init () failed with error:

—", ret);
return;

I
nimble_port_init ();

//Initialize the NimBLE Host configuration

nimble_port_freertos_init (ble_host_task);

nimble_port_freertos_init() is an optional call that creates a new task in which the NimBLE host will run.
The task function should have a call to nimble_port_run(). If a separate task is not required, calling nim-
ble_port_run() will run the NimBLE host in the current task.
Bl
e ESP_OK if the initialization is successful
* Appropriate error code from esp_err_t in case of an error

esp_err_t esp_nimble_hci_deinit (void)
Deinitialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

£%1¥: This function should be called after the NimBLE host is deinitialized.

R M
¢ ESP_OK if the deinitialization is successful
* Appropriate error codes from esp_err_t in case of an error

esp_err_t esp_nimble_hci_and_controller_deinit (void)
Deinitialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller and disable and deini-

tialize the controller.

Below is the sequence of APIs to be called to disable/deinit NimBLE host and ESP controller:

int ret = nimble_port_stop();
if (ret == 0) {
nimble_port_deinit ();

ret = esp_nimble_hci_and_controller_deinit () ;

if (ret != ESP_OK) {

ESP_LOGE (TAG, "esp_nimble_hci_and_controller_deinit () failed with.

—error: ", ret);

If nimble_port_freertos_init() is used during initialization, then nimble_port_freertos_deinit() should be called
in the host task after nimble_port_run().

251 This function should not be executed in the context of Bluetooth host task.

£47E: This function should be called after the NimBLE host is deinitialized.
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B
e ESP_OK if the deinitialization is successful
* Appropriate error codes from esp_err_t in case of an error

Macros

BLE_HCI_UART_H4_NONE

BLE_HCI_UART_H4_CMD

BLE_HCI_UART_H4_ACL

BLE_HCI_UART_H4_SCO

BLE_HCI_UART_H4_EVT

2.1.6 ESP-BLE-MESH

With various features of ESP-BLE-MESH, users can create a managed flooding mesh network for several scenarios,
such as lighting, sensor and etc.

For an ESP32 to join and work on a ESP-BLE-MESH network, it must be provisioned firstly. By provisioning, the
ESP32, as an unprovisioned device, will join the ESP-BLE-MESH network and become a ESP-BLE-MESH node,
communicating with other nodes within or beyond the radio range.

Apart from ESP-BLE-MESH nodes, inside ESP-BLE-MESH network, there is also ESP32 that works as ESP-BLE-
MESH Provisioner, which could provision unprovisioned devices into ESP-BLE-MESH nodes and configure the
nodes with various features.

For information how to start using ESP32 and ESP-BLE-MESH, please see the Section ESP-BLE-MESH ik A 17.
If you are interested in information on ESP-BLE-MESH architecture, including some details of software implemen-
tation, please see Section ESP-BLE-MESH %2 #.

Application Examples and Demos

Please refer to Sections ESP-BLE-MESH -~ 15 and ESP-BLE-MESH 7% 7403

API Reference

ESP-BLE-MESH APIs are divided into the following parts:

» ESP-BLE-MESH Definitions
* ESP-BLE-MESH Core API Reference
e ESP-BLE-MESH Models API Reference

ESP-BLE-MESH Definitions

This section contains only one header file, which lists the following items of ESP-BLE-MESH.

 ID of all the models and related message opcodes

* Structs of model, element and Composition Data

* Structs of used by ESP-BLE-MESH Node/Provisioner for provisioning
» Structs used to transmit/receive messages

» Event types and related event parameters
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Header File

» components/bt/esp_ble_mesh/api/esp_ble_mesh_defs.h

Unions

union esp_ble_mesh_prov_cb_param_t

#include <esp_ble_mesh_defs.h> BLE Mesh Node/Provisioner callback parameters union.

Public Members

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_register_comp_param prov_register_comp
Event parameter of ESP_BLE_MESH_PROV_REGISTER_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_unprov_dev_name_comp_param
node_set_unprov_dev_name_comp

Event parameter of ESP_BLE_MESH_NODE_SET_UNPROV_DEV_NAME_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_enable_comp_param
node_prov_enable_comp

Event parameter of ESP_BLE_ MESH_NODE_PROV_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_disable_comp_param
node_prov_disable_comp

Event parameter of ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_link_open_evt_param node_prov_link_open
Event parameter of ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_link_close_evt_param node_prov_1link_close
Event parameter of ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_output_num_evt_param node_prov_output_num
Event parameter of ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_output_str_evt_param node_prov_output_str
Event parameter of ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_evt_param node_prov_input
Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provision_complete_evt_param node_prov_complete
Event parameter of ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provision_reset_param node_prov_reset
Event parameter of ESP_BLE_MESH_NODE_PROV_RESET_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_oob_pub_key_comp_param
node_prov_set_oob_pub_key_ comp

Event parameter of ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_number_comp_param
node_prov_input_num_comp

Event parameter of ESP_BLE_ MESH_NODE_PROV_INPUT_NUM_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_string_comp_param
node_prov_input_str_comp

Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_STR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_identity_enable_comp_param
node_proxy_identity_enable_comp

Event parameter of ESP_BLE_MESH_NODE_PROXY_IDENTITY_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_gatt_enable_comp_param
node_proxy_gatt_enable_comp

Event parameter of ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_gatt_disable_comp_param
node_proxy_gatt_disable_comp

Event parameter of ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_add_local_net_key_comp_param
node_add_net_key_comp

Event parameter of ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_add_local_app_key_comp_param
node_add_app_key_comp

Event parameter of ESP_BLE_ MESH_NODE_ADD_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_bind_local_mod_app_comp_param
node_bind_app_key_to_model_comp

Event parameter of ESP_BLE_MESH_NODE_BIND_APP_KEY_TO_MODEL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_recv_unprov_adv_pkt_param
provisioner_recv_unprov_adv_pkt

Event parameter of ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_enable_comp_param
provisioner_prov_enable_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_disable_comp_param
provisioner_prov_disable_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_link_open_evt_param
provisioner_prov_link_open

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_read_oob_pub_key_evt_param
provisioner_prov_read_oob_pub_key

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_evt_param
provisioner_prov_input

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_output_evt_param
provisioner_prov_output

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_link_close_evt_param
provisioner_prov_link_close

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_comp_param
provisioner_prov_complete

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_unprov_dev_comp_param
provisioner_add_unprov_dev_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_dev_with_addr_comp_param
provisioner_prov_dev_with_addr_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_dev_comp_param
provisioner_delete_dev_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE _DEV_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_dev_uuid_match_comp_param
provisioner_set_dev_uuid_match_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_DEV_UUID_MATCH_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_prov_data_info_comp_param
provisioner_set_prov_data_info_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA_INFO_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_static_oob_val_comp_param
provisioner_set_static_oob_val_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_STATIC_OOB_VALUE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_primary_elem_addr_comp_param
provisioner_set_primary_elem_addr_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_PRIMARY_ELEM_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_read_oob_pub_key_comp_param
provisioner_prov_read_oob_pub_key_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_num_comp_param
provisioner_prov_input_num_ comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_str_comp_param
provisioner_prov_input_str_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_node_name_comp_param
provisioner_set_node_name_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_NODE_NAME_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_local_app_key_comp_param
provisioner_add_app_key_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_update_local_app_key_comp_param
provisioner_update_app_key_comp

Event parameter of ESP_BLE_ MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_bind_local_mod_app_comp_param
provisioner_bind_app_key_to_model_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY_TO_MODEL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_local_net_key_comp_param
provisioner_add_net_key_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_update_local_net_key_comp_param
provisioner_update_net_key_comp

Event parameter of ESP_ BLE_ MESH_PROVISIONER_UPDATE_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_store_node_comp_data_comp_param
provisioner_store_node_comp_data_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_node_with_uuid_comp_param
provisioner_delete_node_with_uuid_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_node_with_addr_comp_param
provisioner_delete_node_with_addr_comp

Event parameter of ESP_BLE_ MESH_PROVISIONER_DELETE NODE_WITH_ADDR_COMP_EVT

int err_code

Indicate the result of enabling/disabling to receive heartbeat messages by the Provisioner
Indicate the result of setting the heartbeat filter type by the Provisioner

Indicate the result of setting the heartbeat filter address by the Provisioner

Indicate the result of directly erasing settings by the Provisioner

Indicate the result of opening settings with index by the Provisioner

Indicate the result of opening settings with user id by the Provisioner

Indicate the result of closing settings with index by the Provisioner

Indicate the result of closing settings with user id by the Provisioner
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Indicate the result of deleting settings with index by the Provisioner

Indicate the result of deleting settings with user id by the Provisioner

bool enable

Indicate enabling or disabling receiving heartbeat messages

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_enable_heartbeat_recv_comp

ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT_RECV_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT_RECV_COMP_EVT

uint8_t type

Type of the filter used for receiving heartbeat messages

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_set_heartbeat_filter_type_comp

ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_TYPE_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_TYPE_COMP_EVT

uint8_t op

Operation (add, remove, clean)

uintl6_t hb_src

Heartbeat source address

uintl6_t hb_dst

Heartbeat destination address

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_set_heartbeat_filter_info_comp

ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_INFO_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_INFO_COMP_EVT

uint_tinit_ttl
Heartbeat InitTTL

uint8_t rx_ttl
Heartbeat RXTTL

uint8_t hops
Heartbeat hops (InitTTL - RXTTL + 1)

uintl6_t feature

Bit field of currently active features of the node

int8_t rssi

RSSI of the heartbeat message
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struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_recv_heartbeat
ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT_MESSAGE_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT_MESSAGE_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_direct_erase_settings_comp

ESP_BLE_MESH_PROVISIONER_DRIECT_ERASE_SETTINGS_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_DRIECT_ERASE_SETTINGS_COMP_EVT

uint8_t index

Index of Provisioner settings
struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_open_settings_with_index_comp
ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX_COMP_EVT.
Event parameter of ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX_COMP_EVT

char uid[20 + 1]

Provisioner settings user id

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_open_settings_with_uid_comp

ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_close_settings_with_index_comp

ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_COMP_EVT.
Event parameter of ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_close_settings_with_uid_comp

ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_delete_settings_with_index_comp

ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX COMP_EVT.
Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_delete_settings_with_uid_comp

ESP_BLE_MESH_PROVISIONER_DELETE SETTINGS_WITH_UID_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_fast_prov_info_comp_param
set_fast_prov_info_comp

Event parameter of ESP_BLE_MESH_SET_FAST_PROV_INFO_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_fast_prov_action_comp_param
set_fast_prov_action_comp

Event parameter of ESP_BLE_MESH_SET_FAST_PROV_ACTION_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_heartbeat_msg_recv_param heartbeat_msg_recv
Event parameter of ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_enable_comp_param 1lpn_enable_comp
Event parameter of ESP_BLE_MESH_LPN_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_disable_comp_param 1lpn_disable_comp
Event parameter of ESP_BLE_MESH_LPN_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_poll_comp_param 1lpn_poll_comp
Event parameter of ESP_BLE_MESH_LPN_POLL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_friendship_establish_param
lpn_friendship_establish

Event parameter of ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_friendship_terminate_param
lpn_friendship_terminate

Event parameter of ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_establish_param
frnd_friendship_establish

Event parameter of ESP_BLE_MESH_FRIEND_ FRIENDSHIP_ESTABLISH_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_terminate_param
frnd_friendship_terminate

Event parameter of ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_recv_adv_pkt_param
proxy_client_recv_adv_pkt

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_RECV_ADV_PKT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_connected_param
proxy_client_connected

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_CONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_disconnected_param
proxy_client_disconnected

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_DISCONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_recv_filter_status_param
proxy_client_recv_filter_status

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_RECV_FILTER_STATUS_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_connect_comp_param
proxy_client_connect_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_CONNECT_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_disconnect_comp_param
proxy_client_disconnect_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_DISCONNECT_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_set_filter_type_comp_param
proxy_client_set_filter_type_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_SET_FILTER_TYPE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_add_filter_addr_comp_param
proxy_client_add_filter_addr_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_ADD_FILTER_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_remove_filter_addr_comp_param
proxy_client_remove_filter_addr_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_REMOVE_FILTER_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_server_connected_param
proxy_server_connected

Event parameter of ESP_BLE_MESH_PROXY_SERVER_CONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_server_disconnected_param
proxy_server_disconnected

Event parameter of ESP_BLE_MESH_PROXY_SERVER_DISCONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_model_sub_group_addr_comp_param
model_sub_group_addr_comp

Event parameters of ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_model_unsub_group_addr_comp_param
model_unsub_group_addr_comp

Event parameters of ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_deinit_mesh_comp_param deinit_mesh_comp
Event parameter of ESP_BLE_MESH_DEINIT_MESH_COMP_EVT

struct ble_mesh_deinit_mesh_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_DEINIT_MESH_COMP_EVT.

Public Members

int err_code

Indicate the result of BLE Mesh deinitialization

struct ble_mesh_friend_friendship_establish_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT.

Public Members
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uint16_t 1pn_addr

Low Power Node unicast address

struct ble_mesh_friend_friendship_terminate_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT.

Public Types

enum [anonymous]

This enum value is the reason of friendship termination on the friend node side

Values:

enumerator ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_ESTABLISH FAIL

Friend Offer has been sent, but Friend Offer is not received within 1 second, friendship fails to
be established

enumerator ESP_BLE_MESH_ FRND_FRIENDSHIP_TERMINATE_POLL_TIMEOUT

Friendship is established, PollTimeout timer expires and no Friend Poll/Sub Add/Sub Remove
is received

enumerator ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_RECV_FRND_REQ

Receive Friend Request from existing Low Power Node

enumerator ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_RECV_FRND_CLEAR

Receive Friend Clear from other friend node
enumerator ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_DISABLE
Friend feature disabled or corresponding NetKey is deleted
Public Members
uintl6_t 1pn_addr
Low Power Node unicast address

enum esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_terminate_param::[anonymous]
reason

This enum value is the reason of friendship termination on the friend node side Friendship terminated
reason

struct ble_mesh_heartbeat_msg_recv_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT.

Public Members

uint8_t hops
Heartbeat hops (InitTTL - RXTTL + 1)
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uintl6_t feature

Bit field of currently active features of the node

struct ble_mesh_input_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_INPUT_EVT.

Public Members

esp_ble_mesh_input_action_t action

Action of Input OOB Authentication

uint8_t size

Size of Input OOB Authentication

struct ble_mesh_input_number_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_INPUT_NUM_COMP_EVT.

Public Members

int err_code

Indicate the result of inputting number

struct ble_mesh_input_string_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_INPUT_STR_COMP_EVT.

Public Members

int err_code

Indicate the result of inputting string

struct ble_mesh_link_close_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer

Type of the bearer used when device link is closed

struct ble_mesh_link_open_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer

Type of the bearer used when device link is open
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struct ble_mesh_lpn_disable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_LPN_DISABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of disabling LPN functionality

struct ble_mesh_lpn_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_LPN_ENABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of enabling LPN functionality

struct ble_mesh_lpn_friendship_establish_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT.

Public Members

uintl6_t friend_addr

Friend Node unicast address

struct ble_mesh_lpn_friendship_terminate_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT.

Public Members

uintl6_t friend_addr

Friend Node unicast address

struct ble_mesh_lpn_poll_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_POLL_COMP_EVT.

Public Members

int err_code

Indicate the result of sending Friend Poll

struct ble_mesh_model_sub_group_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT.
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Public Members

int err_code

Indicate the result of local model subscribing group address

uint16_t element_addr

Element address

uint16_t company_id

Company ID

uint16_t model_id
Model ID

uint16_t group_addr
Group Address

struct ble_mesh_model_unsub_group_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of local model unsubscribing group address

uintl6_t element_addr

Element address

uintl6_t company_id

Company ID

uintl6_t model_id
Model ID

uintl6_t group_addr
Group Address

struct ble_mesh_node_add_local_app_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of adding local AppKey by the node

uint16_t net_idx
NetKey Index
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uint16_t app_idx
AppKey Index

struct ble_mesh_node_add_local_net_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of adding local NetKey by the node

uintl6_t net_idx
NetKey Index

struct ble_mesh_node_bind_local_mod_app_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_BIND_APP_KEY_TO_MODEL_COMP_EVT.

Public Members

int err_code

Indicate the result of binding AppKey with model by the node

uint16_t element_addr

Element address

uint16_t app_idx
AppKey Index

uintl6_t company_id

Company ID

uintl6_t model_id
Model ID

struct ble_mesh_output_num_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT.

Public Members

esp_ble_mesh_output_action_t action

Action of Output OOB Authentication

uint32_t number
Number of Output OOB Authentication

struct ble_mesh_output_str_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT.
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Public Members

char string][8]
String of Output OOB Authentication

struct ble_mesh_prov_disable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of disabling BLE Mesh device

struct ble_mesh_prov_enable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of enabling BLE Mesh device

struct ble_mesh_prov_register_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROV_REGISTER_COMP_EVT.

Public Members

int err_code

Indicate the result of BLE Mesh initialization

struct ble_mesh_provision_complete_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT.

Public Members

uint16_t net_idx
NetKey Index

uint8_t net_key[16]
NetKey

uint16_t addr

Primary address

uint8_t £lags
Flags
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uint32_t iv_index
IV Index

struct ble_mesh_provision_reset_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_RESET_EVT.

struct ble_mesh_provisioner_add_local_app_key_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of adding local AppKey by the Provisioner

uintl6_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index

struct ble_mesh_provisioner_add_local_net_key_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET _KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of adding local NetKey by the Provisioner

uintl6_t net_idx
NetKey Index

struct ble_mesh_provisioner_add_unprov_dev_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT.

Public Members

int err_code

Indicate the result of adding device into queue by the Provisioner

struct ble_mesh_provisioner_bind_local_mod_app_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY_TO_MODEL_COMP_EVT.

Public Members

int err_code

Indicate the result of binding AppKey with model by the Provisioner
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uint16_t element_addr

Element address

uint16_t app_idx
AppKey Index

uint16_t company_id

Company ID

uint16_t model_id
Model ID

struct ble_mesh_provisioner_delete_dev_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_DELETE _DEV_COMP_EVT.

Public Members

int err_code

Indicate the result of deleting device by the Provisioner

struct ble_mesh_provisioner_delete_node_with_addr_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of deleting node with unicast address by the Provisioner

uintl6_t unicast_addr

Node unicast address

struct ble_mesh_provisioner_delete_node_with_uuid_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT.

Public Members

int err_code

Indicate the result of deleting node with uuid by the Provisioner

uint8_t uuid[16]

Node device uuid

struct ble_mesh_provisioner_link_close_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT.
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Public Members

esp_ble_mesh_prov_bearer_t bearer

Type of the bearer used when Provisioner link is closed

uint8_t reason

Reason of the closed provisioning link

struct ble_mesh_provisioner_link_open_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer

Type of the bearer used when Provisioner link is opened

struct ble_mesh_provisioner_prov_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.

Public Members

uint16_t node_idx

Index of the provisioned device

esp_ble_mesh_octet]16_t device_uuid

Device UUID of the provisioned device

uint16_t unicast_addr

Primary address of the provisioned device

uint§_t element_num

Element count of the provisioned device

uint16_t netkey_idx

NetKey Index of the provisioned device

struct ble_mesh_provisioner_prov_dev_with_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of Provisioner starting to provision a device

struct ble_mesh_provisioner_prov_disable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT.
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Public Members

int err_code

Indicate the result of disabling BLE Mesh Provisioner

struct ble_mesh_provisioner_prov_enable_comp_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of enabling BLE Mesh Provisioner

struct ble_mesh_provisioner_prov_input_evt_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT.

Public Members
esp_ble_mesh_oob_method_t method
Method of device Output OOB Authentication

esp_ble_mesh_output_action_t action

Action of device Output OOB Authentication

uint8_t size

Size of device Output OOB Authentication

uint8_t 1ink_idx

Index of the provisioning link

struct ble_mesh_provisioner_prov_input_num_comp_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT.

Public Members

int err_code

Indicate the result of inputting number by the Provisioner

struct ble_mesh_provisioner_prov_input_str_comp_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT.

Public Members

int err_code

Indicate the result of inputting string by the Provisioner
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struct ble_mesh_provisioner_prov_output_evt_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT.

Public Members

esp_ble_mesh_oob_method_t method
Method of device Input OOB Authentication

esp_ble_mesh_input_action_t action

Action of device Input OOB Authentication

uint8_t size

Size of device Input OOB Authentication

uint8_t 1ink_idx

Index of the provisioning link

char string][8]

String output by the Provisioner

uint32_t number

Number output by the Provisioner

union esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_output_evt_param::[anonymous]
[anonymous]

struct ble_mesh_provisioner_prov_read_oob_pub_key comp_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of setting OOB Public Key by the Provisioner

struct ble_mesh_provisioner_prov_read_oob_pub_key evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_EVT.

Public Members

uint8_t 1ink_idx

Index of the provisioning link

struct ble_mesh_provisioner_recv_unprov_adv_pkt_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT.

Espressif Systems 438 Release v4.4.7-222-gd0274c0efb
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. API &%

Public Members

uint8_t dev_uuid[16]

Device UUID of the unprovisioned device

esp_ble_mesh_bd_addr_t addr

Device address of the unprovisioned device

esp_ble_mesh_addr_type_t addr_type

Device address type

uint16_t oob_info

OOB Info of the unprovisioned device

uint8_t adv_type

Auvertising type of the unprovisioned device

esp_ble_mesh_prov_bearer_t bearer

Bearer of the unprovisioned device

int8_t rssi

RSSI of the received advertising packet

struct ble_mesh_provisioner_set_dev_uuid_match_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_DEV_UUID_MATCH_COMP_EVT.

Public Members

int err_code

Indicate the result of setting Device UUID match value by the Provisioner

struct ble_mesh_provisioner_set_node_name_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_NODE_NAME_COMP_EVT.

Public Members

int err_code

Indicate the result of setting provisioned device name by the Provisioner

uint16_t node_index

Index of the provisioned device

struct ble_mesh_provisioner_set_primary_ elem_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_PRIMARY_ELEM_ADDR_COMP_EVT.
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Public Members

int err_code

Indicate the result of setting unicast address of primary element by the Provisioner

struct ble_mesh_provisioner_set_prov_data_info_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA_INFO_COMP_EVT.

Public Members

int err_code

Indicate the result of setting provisioning info by the Provisioner

struct ble_mesh_provisioner_set_static_oob_val_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_STATIC_OOB_VALUE_COMP_EVT.

Public Members

int err_code

Indicate the result of setting static oob value by the Provisioner

struct ble_mesh_provisioner_store_node_comp_data_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT.

Public Members

int err_code

Indicate the result of storing node composition data by the Provisioner

uint16_t addr

Node element address

struct ble_mesh_provisioner_update_local_app_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of updating local AppKey by the Provisioner

uint16_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index
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struct ble_mesh_provisioner_update_local_net_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET _KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of updating local NetKey by the Provisioner

uintl6_t net_idx
NetKey Index

struct ble_mesh_proxy_client_add_filter_ addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_ADD_FILTER_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of Proxy Client add filter address

uint8_t conn_handle

Proxy connection handle

uint16_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_ client_connect_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_CONNECT_COMP_EVT.

Public Members

int err_code

Indicate the result of Proxy Client connect

esp_ble_mesh_bd_addr_t addr

Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type

Device address type

uintl6_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_connected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_CONNECTED_EVT.
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Public Members

esp_ble_mesh_bd_addr_t addr

Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type

Device address type

uint8_t conn_handle

Proxy connection handle

uintl6_t net_idx

Corresponding NetKey Index

struct ble_mesh_proxy_client_disconnect_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_DISCONNECT_COMP_EVT.

Public Members

int err_code

Indicate the result of Proxy Client disconnect

uint8_t conn_handle

Proxy connection handle

struct ble_mesh_proxy_client_disconnected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_DISCONNECTED_EVT.

Public Members

esp_ble_mesh_bd_addr_t addr

Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type

Device address type

uint8_t conn_handle

Proxy connection handle

uint16_t net_idx

Corresponding NetKey Index

uint8_t reason

Proxy disconnect reason

struct ble_mesh_proxy_client_recv_adv_pkt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_RECV_ADV_PKT_EVT.
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Public Members

esp_ble_mesh_bd_addr_t addr

Device address

esp_ble_mesh_addr_type_t addr_type

Device address type

uint16_t net_idx
Network ID related NetKey Index

uint8_t net_id[8]

Network ID contained in the advertising packet

int8_t rssi

RSSI of the received advertising packet

struct ble_mesh_proxy_client_recv_filter_status_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_RECV_FILTER_STATUS_EVT.

Public Members

uint8_t conn_handle

Proxy connection handle

uintl6_t server_addr

Proxy Server primary element address

uintl6_t net_idx
Corresponding NetKey Index

uint§_t filter_type
Proxy Server filter type(whitelist or blacklist)

uintl6_t list_size

Number of addresses in the Proxy Server filter list

struct ble_mesh_proxy_client_remove_filter_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_REMOVE_FILTER_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of Proxy Client remove filter address

uint8_t conn_handle

Proxy connection handle
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uintl6_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_set_filter type_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_SET_FILTER_TYPE_COMP_EVT.

Public Members

int err_code

Indicate the result of Proxy Client set filter type

uint8_t conn_handle

Proxy connection handle

uint16_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_gatt_disable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of disabling Mesh Proxy Service

struct ble_mesh_proxy_gatt_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of enabling Mesh Proxy Service

struct ble_mesh_proxy_identity_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_IDENTITY_ENABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of enabling Mesh Proxy advertising

struct ble_mesh_proxy_server_connected_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_SERVER_CONNECTED_EVT.
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Public Members

uint8_t conn_handle

Proxy connection handle

struct ble_mesh_proxy_server_disconnected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_SERVER_DISCONNECTED_EVT.

Public Members

uint§_t conn_handle

Proxy connection handle

uint8_t reason

Proxy disconnect reason

struct ble_mesh_set_fast_prov_action_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_SET_FAST_PROV_ACTION_COMP_EVT.

Public Members

uint8_t status_action

Indicate the result of setting action of fast provisioning

struct ble_mesh_set_fast_prov_info_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_SET_FAST_PROV_INFO_COMP_EVT.

Public Members

uint§_t status_unicast

Indicate the result of setting unicast address range of fast provisioning

uint8_t status_net_idx

Indicate the result of setting NetKey Index of fast provisioning

uint8_t status_match

Indicate the result of setting matching Device UUID of fast provisioning

struct ble_mesh_set_oob_pub_key_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of setting OOB Public Key
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struct ble_mesh_set_unprov_dev_name_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_SET UNPROV_DEV_NAME_COMP_EVT.

Public Members

int err_code

Indicate the result of setting BLE Mesh device name

union esp_ble_mesh_server_state_value_t

#include <esp_ble_mesh_defs.h> Server model state value union.

Public Members

uint8_t onoff

The value of the Generic OnOff state
The value of the Light LC Light OnOff state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_onof £
The Generic OnOff state

intl6_t level

The value of the Generic Level state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_level

The Generic Level state

uint8_t onpowerup

The value of the Generic OnPowerUp state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_onpowerup

The Generic OnPowerUp state

uint16_t power

The value of the Generic Power Actual state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_power_actual

The Generic Power Actual state

uint16_t lightness
The value of the Light Lightness Actual state

The value of the Light Lightness Linear state
The value of the Light CTL Lightness state
The value of the Light HSL Lightness state
The value of the Light xyL Lightness state
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struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lightness_actual

The Light Lightness Actual state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lightness_linear

The Light Lightness Linear state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_ctl_lightness
The Light CTL Lightness state

uint16_t temperature

The value of the Light CTL Temperature state

intl6_t delta_uv
The value of the Light CTL Delta UV state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1light_ctl_temp_delta_uv
The Light CTL Temperature & Delta UV states

uint16_t hue
The value of the Light HSL Hue state

uintl6_t saturation

The value of the Light HSL Saturation state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl

The Light HSL composite state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_lightness
The Light HSL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_hue
The Light HSL Hue state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_saturation

The Light HSL Saturation state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_xyl_lightness

The Light xyL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lc_light_onoff
The Light LC Light OnOff state

union esp_ble_mesh_model_cb_param_t

#include <esp_ble_mesh_defs.h> BLE Mesh model callback parameters union.

Public Members
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struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_operation_evt_param model_operation
Event parameter of ESP_BLE_MESH_MODEL_OPERATION_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_send_comp_param model_send_comp
Event parameter of ESP_BLE_MESH_MODEL_SEND_COMP_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_publish_comp_param model_publish_comp
Event parameter of ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_mod_recv_publish_msg_param
client_recv_publish_msg

Event parameter of ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_client_model_send_timeout_param
client_send_timeout

Event parameter of ESP_BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_publish_update_evt_param
model_publish_update

Event parameter of ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_server_model_update_state_comp_param
server_model_update_state

Event parameter of ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT

struct ble_mesh_client_model_send_timeout_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_EVT.

Public Members

uint32_t opcode

Opcode of the previously sent message

esp_ble_mesh_model_t *model

Pointer to the model which sends the previous message

esp_ble_mesh_msg_ctx_t *ctx

Pointer to the context of the previous message

struct ble_mesh_mod_recv_publish_msg_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT.

Public Members

uint32_t opcode

Opcode of the unsolicited received message
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esp_ble_mesh_model_t *model

Pointer to the model which receives the message

esp_ble_mesh_msg_ctx_t *ctx

Pointer to the context of the message

uintl6_t length

Length of the received message

uint8_t *msg

Value of the received message

struct ble_mesh_model_operation_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_OPERATION_EVT.

Public Members

uint32_t opcode

Opcode of the received message

esp_ble_mesh_model_t *model

Pointer to the model which receives the message

esp_ble_mesh_msg_ctx_t *ctx

Pointer to the context of the received message

uint16_t length

Length of the received message

uint8_t *msg

Value of the received message

struct ble_mesh_model_publish_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT.

Public Members

int err_code

Indicate the result of publishing a message

esp_ble_mesh_model_t *model

Pointer to the model which publishes the message

struct ble_mesh_model_publish_update_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT.
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Public Members

esp_ble_mesh_model_t *model

Pointer to the model which is going to update its publish message

struct ble_mesh_model_send_comp_param

#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_SEND_COMP_EVT.

Public Members

int err_code

Indicate the result of sending a message

uint32_t opcode
Opcode of the message

esp_ble_mesh_model_t *model

Pointer to the model which sends the message

esp_ble_mesh_msg_ctx_t *ctx

Context of the message

struct ble_mesh_server_model_update_state_comp_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT.

Public Members

int err_code

Indicate the result of updating server model state

esp_ble_mesh_model_t *model

Pointer to the server model which state value is updated

esp_ble_mesh_server_state_type_t type
Type of the updated server state

Structures

struct esp_ble_mesh_deinit_param_t

BLE Mesh deinit parameters
Public Members

bool erase_flash

Indicate if erasing flash when deinit mesh stack
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struct esp_ble_mesh_elem_t

Abstraction that describes a BLE Mesh Element. This structure is associated with struct bt_mesh_elem in
mesh_access.h

Public Members

uintl6_t element_addr

Element Address, assigned during provisioning.

const uintl6_t location

Location Descriptor (GATT Bluetooth Namespace Descriptors)

const uint8_t sig_model_count

SIG Model count

const uint8_t vahd_model_count

Vendor Model count

esp_ble_mesh_model_t *sig_models
SIG Models

esp_ble_mesh_model_t *vnd_models
Vendor Models

struct esp_ble_mesh_model_pub_t

Abstraction that describes a model publication context.  This structure is associated with struct
bt_mesh_model_pub in mesh_access.h

Public Members

esp_ble_mesh_model_t *model

Pointer to the model to which the context belongs. Initialized by the stack.

uint16_t publish_addr
Publish Address.

uintl6_t app_idx
Publish AppKey Index.

uintl6_t cred

Friendship Credentials Flag.

uintl6_t send_rel

Force reliable sending (segment acks)

uint8_tttl
Publish Time to Live.
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uint8_t retransmit

Retransmit Count & Interval Steps.

uint8_t period
Publish Period.

uint§_t period_div

Divisor for the Period.

uint8_t fast_period

Use FastPeriodDivisor

uint8_t count

Retransmissions left.

uint32_t period_start

Start of the current period.

struct net_buf_simple *msg

Publication buffer, containing the publication message.

This will get correctly created when the publication context has been defined using the
ESP_BLE_MESH_MODEL_PUB_DEFINE macro.

ESP_BLE_MESH_MODEL_PUB_DEFINE(name, size);

esp_ble_mesh_cb_t update

Callback used to update publish message. Initialized by the stack.

struct k_delayed_work timer

Publish Period Timer. Initialized by the stack.

uint8_t dev_role

Role of the device that is going to publish messages

struct esp_ble_mesh_model_op_t

Abstraction that describes a model operation context.

bt_mesh_model_op in mesh_access.h

Public Members

const uint32_t opcode

Message opcode

const size_tmin_len

Message minimum length

esp_ble_mesh_cb_t param_cb

Callback used to handle message. Initialized by the stack.

This structure is associated with struct
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struct esp_ble_mesh_model_cbs_t

Abstraction that describes a model callback structure. This structure is associated with struct
bt_mesh_model_cb in mesh_access.h.

Public Members

esp_ble_mesh_cb_t init_cb

Callback used during model initialization. Initialized by the stack.

struct esp_ble_mesh_model

Abstraction that describes a Mesh Model instance. This structure is associated with struct bt_mesh_model in
mesh_access.h

Public Members

const uint16_t model_id
16-bit model identifier

uint16_t company_id

16-bit company identifier

uint16_t model_id
16-bit model identifier

struct esp_ble_mesh_model::[anonymous]::[anonymous] vnd

Structure encapsulating a model ID with a company ID

union esp_ble_mesh_model::[anonymous] [anonymous]
Model ID

uint8_t element_idx

Internal information, mainly for persistent storage Belongs to Nth element

uint8_t model_idx
Is the Nth model in the element

uintl6_t £lags

Information about what has changed

esp_ble_mesh_elem_t *element

The Element to which this Model belongs

esp_ble_mesh_model_pub_t *const pub
Model Publication

uint16_t keys[CONFIG_BLE_MESH_MODEL_KEY_COUNT]
AppKey List
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uint16_t groups[CONFIG_BLE_MESH_MODEL_GROUP_COUNT]

Subscription List (group or virtual addresses)

esp_ble_mesh_model_op_t *op

Model operation context

esp_ble_mesh_model_cbs_t *cb

Model callback structure

void *user_data

Model-specific user data

struct esp_ble_mesh_msg_ctx_t

Message sending context. This structure is associated with struct bt_mesh_msg_ctx in mesh_access.h

Public Members

uintl6_t net_idx
NetKey Index of the subnet through which to send the message.

uintl6_t app_idx
AppKey Index for message encryption.

uint16_t addr

Remote address.

uintl6_t recv_dst

Destination address of a received message. Not used for sending.

int§_t recv_rssi

RSSI of received packet. Not used for sending.

uint8_t recv_ttl

Received TTL value. Not used for sending.

uint8_t send_rel

Force sending reliably by using segment acknowledgement

uint8_t send_ttl
TTL, or ESP_BLE_MESH_TTL_DEFAULT for default TTL.

uint32_t recv_op

Opcode of a received message. Not used for sending message.

esp_ble_mesh_model_t *model

Model corresponding to the message, no need to be initialized before sending message
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bool srv_send

Indicate if the message is sent by a node server model, no need to be initialized before sending message

struct esp_ble_mesh_prov_t

Provisioning properties & capabilities. This structure is associated with struct bt_mesh_prov in mesh_access.h

struct esp_ble_mesh_comp_t

Node Composition data context. This structure is associated with struct bt_mesh_comp in mesh_access.h

Public Members

uintl6_t eid
16-bit SIG-assigned company identifier

uintl6_t pid

16-bit vendor-assigned product identifier

uintl6_t vid

16-bit vendor-assigned product version identifier

size_t element_count

Element count

esp_ble_mesh_elem_t *elements

A sequence of elements

struct esp_ble_mesh_unprov_dev_add_t

Information of the device which is going to be added for provisioning.

Public Members

esp_ble_mesh_bd_addr_t addr

Device address

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t uuid[16]
Device UUID

uint16_t oob_info

Device OOB Info ADD DEV_START_PROV_NOW_FLAG shall not be set if the bearer has both
PB-ADV and PB-GATT enabled

esp_ble_mesh_prov_bearer_t bearer

Provisioning Bearer
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struct esp_ble_mesh_device_delete_t

Information of the device which is going to be deleted.

Public Members

esp_ble_mesh_bd_addr_t addr

Device address

esp_ble_mesh_addr_type_t addr_type

Device address type

uint8_t uuid[16]
Device UUID

uint8_t £lag
BITO: device address; BIT1: device UUID

struct esp_ble_mesh_prov_data_info_t

Information of the provisioner which is going to be updated.

Public Members

uintl6_t net_idx
NetKey Index

uint8_t £lags
Flags

uint32_t iv_index

IV Index

uint8_t £lag
BITO: net_idx; BIT1: flags; BIT2: iv_index

struct esp_ble_mesh_node_t

Information of the provisioned node

Public Members

esp_ble_mesh_bd_addr_t addr

Node device address

esp_ble_mesh_addr_type_t addr_type
Node device address type
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uint8_t dev_uuid[16]
Device UUID

uint16_t oob_info
Node OOB information

uintl6_t unicast_addr

Node unicast address

uint§_t element_num

Node element number

uintl6_t net_idx
Node NetKey Index

uint8_t flags
Node key refresh flag and iv update flag

uint32_t iv_index

Node IV Index

uint8_t dev_key[16]
Node device key

char name[31 + 1]

Node name

uint16_t comp_length
Length of Composition Data

uint8_t *comp_data

Value of Composition Data

struct esp_ble_mesh_fast_prov_info_t

Context of fast provisioning which need to be set.

Public Members

uintl6_t unicast_min

Minimum unicast address used for fast provisioning

uintl6_t unicast_max

Maximum unicast address used for fast provisioning

uintl6_t net_idx

Netkey index used for fast provisioning
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uint8_t £lags

Flags used for fast provisioning

uint32_t iv_index

IV Index used for fast provisioning

uint8_t of£set
Offset of the UUID to be compared

uint§_tmatch_1len
Length of the UUID to be compared

uint8_t match_val[16]
Value of UUID to be compared

struct esp_ble_mesh_heartbeat_filter_info_t

Context of Provisioner heartbeat filter information to be set

Public Members

uintl6_t hb_src

Heartbeat source address (unicast address)

uintl6_t hb_dst

Heartbeat destination address (unicast address or group address)

struct esp_ble_mesh_client_op_pair_t
BLE Mesh client models related definitions.

Client model Get/Set message opcode and corresponding Status message opcode

Public Members

uint32_t cli_op

The client message opcode

uint32_t status_op

The server status opcode corresponding to the client message opcode

struct esp_ble_mesh_client_t

Client Model user data context.

Public Members

esp_ble_mesh_model_t *model

Pointer to the client model. Initialized by the stack.
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int op_pair_size

Size of the op_pair

const esp_ble_mesh_client_op_pair_t *op_pair

Table containing get/set message opcode and corresponding status message opcode

uint32_t publish_status

Callback used to handle the received unsolicited message. Initialized by the stack.

void *internal_data

Pointer to the internal data of client model

uint§_tmsg_role

Role of the device (Node/Provisioner) that is going to send messages

struct esp_ble_mesh_client_common_param_t

Common parameters of the messages sent by Client Model.
Public Members
esp_ble_mesh_opcode_t opcode

Message opcode

esp_ble_mesh_model_t *model

Pointer to the client model structure

esp_ble_mesh_msg_ctx_t ctx

The context used to send message

int32_tmsg_timeout

Timeout value (ms) to get response to the sent message Note: if using default timeout value in menuconfig,
make sure to set this value to 0

uint8_t msg_role

Role of the device - Node/Provisioner

struct esp_ble_mesh_state_transition_t
Parameters of the server model state transition
Public Functions

BLE_MESH_ATOMIC_DEFINE (flag, ESP_BLE_MESH_SERVER_FLAG_MAX)

Flag used to indicate if the transition timer has been started internally.

If the model which contains esp_ble_mesh_state_transition_t  sets “set_auto_rsp” to
ESP_BLE_MESH_SERVER_RSP_BY_APP, the handler of the timer shall be initialized by the
users.

And users can use this flag to indicate whether the timer is started or not.
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Public Members

bool just_started

Indicate if the state transition has just started

uint8_t trans_time

State transition time

uint8_t remain_time

Remaining time of state transition

uint8_t delay

Delay before starting state transition

uint32_t quo_tt

Duration of each divided transition step

uint32_t counter

Number of steps which the transition duration is divided

uint32_t total_duration

State transition total duration

int64_t start_timestamp

Time when the state transition is started

struct k_delayed_work timer

Timer used for state transition

struct esp_ble_mesh_last_msg_info_t

Parameters of the server model received last same set message.

Public Members

uint®_ttid

Transaction number of the last message

uintl6_t sre

Source address of the last message

uintl6_t dst

Destination address of the last message

int64_t timestamp

Time when the last message is received

struct esp_ble_mesh_server_rsp_ctrl_t

Parameters of the Server Model response control
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Public Members

uint8_t get_auto_rsp

BLE Mesh Server Response Option.

il.

iii.

iv.

vi.

. If get_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of Client

Get messages need to be replied by the application;

If get_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Client Get
messages will be replied by the server models;

If set_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of Client
Set messages need to be replied by the application;

If set_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Client Set
messages will be replied by the server models;

. If status_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of

Server Status messages need to be replied by the application;
If status_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Server
Status messages will be replied by the server models;Response control for Client Get messages

uint8_t set_auto_rsp

Response control for Client Set messages

uint8_t status_auto_rsp

Response control for Server Status messages

Macros

ESP_BLE_MESH_SDU_MAX_LEN

< The maximum length of a BLE Mesh message, including Opcode, Payload and TransMIC Length of a short
Mesh MIC.

ESP_BLE_MESH_MIC_SHORT
Length of a long Mesh MIC.

ESP_BLE_MESH_MIC_LONG

The maximum length of a BLE Mesh provisioned node name

ESP_BLE_MESH_NODE_NAME_MAX_LEN

The maximum length of a BLE Mesh unprovisioned device name

ESP_BLE_MESH_DEVICE_NAME_MAX_ LEN

The maximum length of settings user id

ESP_BLE_MESH_SETTINGS_UID_SIZE

Invalid settings index

ESP_BLE_MESH_INVALID_SETTINGS_IDX
Define the BLE Mesh octet 16 bytes size

ESP_BLE_MESH_OCTET16_LEN
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ESP_BLE_MESH_OCTET8_LEN

ESP_BLE_MESH_CID_NVAL
Special TTL value to request using configured default TTL

ESP_BLE_MESH_TTIL_DEFAULT

Maximum allowed TTL value

ESP_BLE_MESH_TTIL_MAX

ESP_BLE_MESH_ADDR_UNASSIGNED

ESP_BLE_MESH_ADDR_ALL_NODES

ESP_BLE_MESH_ADDR_PROXIES

ESP_BLE_MESH_ADDR_FRIENDS

ESP_BLE_MESH_ADDR_RELAYS

ESP_BLE_MESH_KEY_ UNUSED

ESP_BLE_MESH_KEY_DEV

ESP_BLE_MESH_KEY_ PRIMARY

ESP_BLE_MESH_KEY_ ANY
Internal macros used to initialize array members

ESP_BLE_MESH_KEY UNUSED_ELT_(IDX, )

ESP_BLE_MESH_ADDR_UNASSIGNED_ELT_(IDX,_)

ESP_BLE_MESH_MODEL_KEYS_UNUSED

ESP_BLE_MESH_MODEL_GROUPS_UNASSIGNED

Primary Network Key index

ESP_BLE_MESH_NET_PRIMARY

Relay state value

ESP_BLE_MESH_RELAY DISABLED

ESP_BLE_MESH_RELAY_ENABLED

ESP_BLE_MESH_RELAY NOT_SUPPORTED

Beacon state value
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ESP_BLE_MESH_BEACON_DISABLED

ESP_BLE_MESH_BEACON_ENABLED
GATT Proxy state value

ESP_BLE_MESH_GATT_PROXY_ DISABLED

ESP_BLE_MESH_GATT PROXY_ ENABLED

ESP_BLE_MESH_GATT_ PROXY_ NOT_SUPPORTED

Friend state value

ESP_BLE_MESH_FRIEND_DISABLED

ESP_BLE_MESH_FRIEND_ENABLED

ESP_BLE_MESH_FRIEND_NOT_SUPPORTED

Node identity state value

ESP_BLE_MESH_NODE_IDENTITY_ STOPPED

ESP_BLE_MESH_NODE_IDENTITY_ RUNNING

ESP_BLE_MESH_NODE_IDENTITY_NOT_ SUPPORTED

Supported features

ESP_BLE_MESH_FEATURE_RELAY

ESP_BLE_MESH_FEATURE_PROXY

ESP_BLE_MESH_FEATURE_FRIEND

ESP_BLE_MESH_FEATURE_LOW_POWER

ESP_BLE_MESH_FEATURE_ALL_SUPPORTED
ESP_BLE_MESH_ADDR_IS_UNICAST (addr)
ESP_BLE_MESH_ADDR_IS_GROUP (addr)
ESP_BLE_MESH_ADDR_IS_VIRTUAL (addr)

ESP_BLE_MESH_ADDR_IS_RFU (addr)

ESP_BLE_MESH_INVALID_ NODE_INDEX

Espressif Systems 463
Submit Document Feedback

Release v4.4.7-222-gd0274c0efb


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. API &%

ESP_BLE_MESH_TRANSMIT (count, int_ms)

Encode transmission count & interval steps.

$51::  For example, ESP_BLE_MESH_TRANSMIT(2, 20) means that the message will be sent about
90ms(count is 3, step is 1, interval is 30 ms which includes 10ms of advertising interval random delay).

BH
¢ count —Number of retransmissions (first transmission is excluded).
* int_ms —Interval steps in milliseconds. Must be greater than 0 and a multiple of 10.

j& Al BLE Mesh transmit value that can be used e.g. for the default values of the Configuration
Model data.

ESP_BLE_MESH_GET_TRANSMIT_COUNT (transmit)
Decode transmit count from a transmit value.
S

e transmit —Encoded transmit count & interval value.
j&[A] Transmission count (actual transmissions equal to N + 1).

ESP_BLE_MESH_GET_TRANSMIT INTERVAL (transmit)
Decode transmit interval from a transmit value.

SH

e transmit —Encoded transmit count & interval value.
&[] Transmission interval in milliseconds.

ESP_BLE_MESH_PUBLISH_TRANSMIT (count, int_ms)
Encode Publish Retransmit count & interval steps.

ZH

e count —Number of retransmissions (first transmission is excluded).
* int_ms —Interval steps in milliseconds. Must be greater than 0 and a multiple of 50.

i& 1] BLE Mesh transmit value that can be used e.g. for the default values of the Configuration
Model data.

ESP_BLE_MESH_GET_PUBLISH_TRANSMIT_COUNT (transmit)
Decode Publish Retransmit count from a given value.

ZH
e transmit —Encoded Publish Retransmit count & interval value.
J& 1] Retransmission count (actual transmissions equal to N + 1).

ESP_BLE_MESH_GET_PUBLISH_TRANSMIT INTERVAL (transmit)

Decode Publish Retransmit interval from a given value.

Callbacks which are not needed to be initialized by users (set with 0 and will be initialized internally)

S
e transmit —Encoded Publish Retransmit count & interval value.
j&[A] Transmission interval in milliseconds.

ESP_BLE_MESH_PROV_STATIC_OOB_MAX_LEN
Maximum length of string used by Output OOB authentication

ESP_BLE_MESH_PROV_OUTPUT_OOB_MAX_LEN
Maximum length of string used by Output OOB authentication
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ESP_BLE_MESH_PROV_INPUT_OOB_MAX_LEN

Macros used to define message opcode
ESP_BLE_MESH_MODEL_OP_1 (b0)
ESP_BLE_MESH_MODEL_OP_2 (b0, bl)
ESP_BLE_MESH_MODEL_OP_3 (b0, cid)
This macro is associated with BLE_ MESH_MODEL,_CB in mesh_access.h

ESP_BLE_MESH_SIG_MODEL (_id, _op, _pub, _user_data)
This macro is associated with BLE_ MESH_MODEL_VND_CB in mesh_access.h

ESP_BLE_MESH_VENDOR_MODEL (_company, _id, _op, _pub, _user_data)
ESP_BLE_MESH_ELEMENT (_loc, _mods, _vnd_mods)
Helper to define a BLE Mesh element within an array.

In case the element has no SIG or Vendor models, the helper macro ESP_BLE_MESH_MODEL_NONE can
be given instead.

#51¢: This macro is associated with BLE_ MESH_ELEM in mesh_access.h

BH
* _loc —Location Descriptor.
* _mods —Array of SIG models.
* _vnd_mods —Array of vendor models.

ESP_BLE_MESH_PROV (uuid, sta_val, sta_val_len, out_size, out_act, in_size, in_act)

BT_OCTET32_LEN

BD_ADDR_LEN

ESP_BLE_MESH_ADDR_TYPE_PUBLIC

ESP_BLE_MESH_ADDR_TYPE_RANDOM

ESP_BLE_MESH_ADDR_TYPE_RPA_ PUBLIC

ESP_BLE_MESH_ADDR_TYPE_RPA_RANDOM

ESP_BLE_MESH_MODEL_PUB_DEFINE (_name, _msg_len, _role)
Define a model publication context.
S8
* _name —Variable name given to the context.
* _msg_1len —Length of the publication message.
e _role —Role of the device which contains the model.
ESP_BLE_MESH_MODEL_OP (_opcode, _min_len)
Define a model operation context.
* _opcode ~Message opcode.
* _min_len -Message minimum length.
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ESP_BLE_MESH_MODEL_OP_END

Define the terminator for the model operation table. Each model operation struct array must use this terminator
as the end tag of the operation unit.

ESP_BLE_MESH_MODEL_NONE

Helper to define an empty model array. This structure is associated with BLE_ MESH_MODEL_NONE in
mesh_access.h

ADD_DEV_RM_AFTER_PROV_FLAG

Device will be removed from queue after provisioned successfully

ADD_DEV_START PROV_NOW_FLAG

Start provisioning device immediately

ADD_DEV_FLUSHABLE_DEV_FLAG

Device can be remove when queue is full and new device is going to added

DEL_DEV_ADDR_FLAG

DEL_DEV_UUID_FLAG

PROV_DATA_NET_IDX_FLAG

PROV_DATA_FLAGS_FLAG

PROV_DATA_IV_INDEX_FLAG

ESP_BLE_MESH_HEARTBEAT FILTER_ACCEPTLIST

ESP_BLE_MESH_HEARTBEAT FILTER_REJECTLIST

Provisioner heartbeat filter operation

ESP_BLE_MESH_HEARTBEAT FILTER_ADD

ESP_BLE_MESH_HEARTBEAT_FILTER_REMOVE

ESP_BLE_MESH_MODEL_ID_CONFIG_SRV
BLE Mesh models related Model ID and Opcode definitions.

< Foundation Models

ESP_BLE_MESH_MODEL_ID_CONFIG_CLI

ESP_BLE_MESH_MODEL_ID_HEALTH_SRV

ESP_BLE_MESH_MODEL_ID_ HEALTH_CLI
Models from the Mesh Model Specification
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ESP_BLE_MESH_MODEL_ID_GEN_ONOFF_SRV

ESP_BLE_MESH_MODEL_ID_GEN_ONOFF_CLI

ESP_BLE_MESH_MODEL_ID_GEN_LEVEL_SRV

ESP_BLE_MESH_MODEL_ID_GEN_LEVEL_CLI

ESP_BLE_MESH_MODEL_ID_GEN_DEF_TRANS_TIME_SRV

ESP_BLE_MESH_MODEL_ID_GEN_DEF_TRANS_TIME_CLI

ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_SRV

ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_CLI

ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_SRV

ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_CLI

ESP_BLE_MESH_MODEL_ID_GEN_BATTERY_ SRV

ESP_BLE_MESH_MODEL_ID_GEN_BATTERY CLI

ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_SRV

ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_CLI

ESP_BLE_MESH_MODEL_ID_GEN_ADMIN_ PROP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_MANUFACTURER_PROP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_USER_PROP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_CLIENT_ PROP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_PROP_CLI

ESP_BLE_MESH_MODEL_ID_SENSOR_SRV
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ESP_BLE_MESH_MODEL_ID_SENSOR_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_SENSOR_CLI

ESP_BLE_MESH_MODEL_ID_TIME_SRV

ESP_BLE_MESH_MODEL_ID_TIME_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_TIME_CLI

ESP_BLE_MESH_MODEL_ID_SCENE_SRV

ESP_BLE_MESH_MODEL_ID_SCENE_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_SCENE_CLI

ESP_BLE_MESH_MODEL_ID_SCHEDULER_SRV

ESP_BLE_MESH_MODEL_ID_SCHEDULER_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_SCHEDULER_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT CTL_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT CTL_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT CTL_TEMP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_HSI_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_HSIL_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_HUE_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT HSL_SAT_SRV
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ESP_BLE_MESH_MODEL_ID_LIGHT_XYL_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT XYL_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT XYL_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT_LC_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_LC_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_LC_CLI

ESP_BLE_MESH_MODEL_OP_BEACON_GET
Config Beacon Get

ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET
Config Composition Data Get

ESP_BLE_MESH_MODEL_OP_DEFAULT TTIL_GET
Config Default TTL Get

ESP_BLE_MESH_MODEL_OP_GATT_ PROXY_ GET
Config GATT Proxy Get

ESP_BLE_MESH_MODEL_OP_RELAY_ GET
Config Relay Get

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET
Config Model Publication Get

ESP_BLE_MESH_MODEL_OP_FRIEND_GET
Config Friend Get

ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_GET
Config Heartbeat Publication Get

ESP_BLE_MESH_MODEL_OP_HEARTBEAT SUB_GET
Config Heartbeat Subscription Get

ESP_BLE_MESH_MODEL_OP_NET_KEY_ GET
Config NetKey Get

ESP_BLE_MESH_MODEL_OP_APP_KEY_ GET
Config AppKey Get

ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY GET
Config Node Identity Get
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ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_GET
Config SIG Model Subscription Get

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_GET
Config Vendor Model Subscription Get

ESP_BLE_MESH_MODEL_OP_SIG_MODEL_APP_GET
Config SIG Model App Get

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_GET
Config Vendor Model App Get

ESP_BLE_MESH_MODEL_OP_KEY_ REFRESH_PHASE_GET
Config Key Refresh Phase Get

ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT GET
Config Low Power Node PollTimeout Get

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_GET
Config Network Transmit Get

ESP_BLE_MESH_MODEL_OP_BEACON_SET
Config Beacon Set

ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_SET
Config Default TTL Set

ESP_BLE_MESH_MODEL_OP_GATT PROXY_ SET
Config GATT Proxy Set

ESP_BLE_MESH_MODEL_OP_RELAY_ SET
Config Relay Set

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_SET
Config Model Publication Set

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD
Config Model Subscription Add

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAIL_ ADDR_ADD
Config Model Subscription Virtual Address Add

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE
Config Model Subscription Delete

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ ADDR_DELETE
Config Model Subscription Virtual Address Delete
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ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE
Config Model Subscription Overwrite

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_OVERWRITE
Config Model Subscription Virtual Address Overwrite

ESP_BLE_MESH_MODEL_OP_NET_KEY_ADD
Config NetKey Add

ESP_BLE_MESH_MODEL_OP_APP_KEY_ ADD
Config AppKey Add

ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND
Config Model App Bind

ESP_BLE_MESH_MODEL_OP_NODE_RESET
Config Node Reset

ESP_BLE_MESH_MODEL_OP_FRIEND_SET
Config Friend Set

ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_SET
Config Heartbeat Publication Set

ESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_SET
Config Heartbeat Subscription Set

ESP_BLE_MESH_MODEL_OP_NET_KEY_ UPDATE
Config NetKey Update

ESP_BLE_MESH_MODEL_OP_NET_KEY_ DELETE
Config NetKey Delete

ESP_BLE_MESH_MODEL_OP_APP_KEY_ UPDATE
Config AppKey Update

ESP_BLE_MESH_MODEL_OP_APP_KEY DELETE
Config AppKey Delete

ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY SET
Config Node Identity Set

ESP_BLE_MESH_MODEL_OP_KEY_ REFRESH_PHASE_SET
Config Key Refresh Phase Set

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_VIRTUAIL_ ADDR_SET
Config Model Publication Virtual Address Set
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ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE_ALL
Config Model Subscription Delete All

ESP_BLE_MESH_MODEL_OP_MODEL_APP_UNBIND
Config Model App Unbind

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_ SET
Config Network Transmit Set

ESP_BLE_MESH_MODEL_OP_BEACON_STATUS

ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_STATUS

ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_STATUS

ESP_BLE_MESH_MODEL_OP_GATT_ PROXY_STATUS

ESP_BLE_MESH_MODEL_OP_RELAY_ STATUS

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_STATUS

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_STATUS

ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_LIST

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_LIST

ESP_BLE_MESH_MODEL_OP_NET KEY_ STATUS

ESP_BLE_MESH_MODEL_OP_NET_KEY LIST

ESP_BLE_MESH_MODEL_OP_APP_KEY_ STATUS

ESP_BLE_MESH_MODEL_OP_APP_KEY LIST

ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_ STATUS

ESP_BLE_MESH_MODEL_OP_MODEL_APP_STATUS

ESP_BLE_MESH_MODEL_OP_SIG_MODEL_APP_LIST

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_LIST

ESP_BLE_MESH_MODEL_OP_NODE_RESET_STATUS

ESP_BLE_MESH_MODEL_OP_FRIEND_STATUS
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ESP_BLE_MESH_MODEL_OP_KEY REFRESH_PHASE_STATUS

ESP_BLE_MESH_MODEL_OP_HEARTBEAT_ PUB_STATUS

ESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_STATUS

ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT_ STATUS

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_STATUS

ESP_BLE_MESH_CFG_STATUS_SUCCESS

ESP_BLE_MESH_CFG_STATUS_INVALID_ADDRESS

ESP_BLE_MESH_CFG_STATUS_INVALID_MODEL

ESP_BLE_MESH_CFG_STATUS_INVALID_APPKEY

ESP_BLE_MESH_CFG_STATUS_INVALID_NETKEY

ESP_BLE_MESH_CFG_STATUS_INSUFFICIENT RESOURCES

ESP_BLE_MESH_CFG_STATUS_KEY_ INDEX_ALREADY_ STORED

ESP_BLE_MESH_CFG_STATUS_INVALID_ PUBLISH_PARAMETERS

ESP_BLE_MESH_CFG_STATUS_NOT_A_SUBSCRIBE_MODEL

ESP_BLE_MESH_CFG_STATUS_STORAGE_FAILURE

ESP_BLE_MESH_CFG_STATUS_FEATURE_NOT_SUPPORTED

ESP_BLE_MESH_CFG_STATUS_CANNOT UPDATE

ESP_BLE_MESH_CFG_STATUS_CANNOT REMOVE

ESP_BLE_MESH_CFG_STATUS_CANNOT_BIND

ESP_BLE_MESH_CFG_STATUS_TEMP_UNABLE_TO_CHANGE_STATE

ESP_BLE_MESH_CFG_STATUS_CANNOT SET

ESP_BLE_MESH_CFG_STATUS_UNSPECIFIED_ERROR

ESP_BLE_MESH_CFG_STATUS_INVALID_BINDING
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ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT GET
Health Fault Get

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_GET
Health Period Get

ESP_BLE_MESH_MODEL_OP_ATTENTION_GET
Health Attention Get

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT CLEAR
Health Fault Clear

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT CLEAR_UNACK
Health Fault Clear Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT TEST
Health Fault Test

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT TEST_UNACK
Health Fault Test Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET
Health Period Set

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET_ UNACK
Health Period Set Unacknowledged

ESP_BLE_MESH_MODEL_OP_ATTENTION_SET
Health Attention Set

ESP_BLE_MESH_MODEL_OP_ATTENTION_SET_UNACK
Health Attention Set Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_CURRENT STATUS

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_ STATUS

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_STATUS

ESP_BLE_MESH_MODEL_OP_ATTENTION_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_GET

ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET

ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET_UNACK
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ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_STATUS
Generic Level Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_GET

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET

ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET_ UNACK

ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET

ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET_UNACK

Generic Default Transition Time Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_GET

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_SET

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_SET UNACK

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_STATUS
Generic Power OnOff Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_GET

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_STATUS
Generic Power OnOff Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET UNACK

Generic Power Level Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_STATUS
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ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST_GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST STATUS

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT STATUS

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_STATUS

Generic Power Level Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT SET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_ SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET_UNACK
Generic Battery Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_BATTERY_GET

ESP_BLE_MESH_MODEL_OP_GEN_BATTERY_STATUS

Generic Location Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_GET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_GET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_STATUS

Generic Location Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET_ UNACK

Generic Manufacturer Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_GET
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ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_GET

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_ SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_ STATUS
Generic Admin Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_ PROPERTIES_GET

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTIES_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTY_ GET

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_ SET

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_ PROPERTY_ SET_ UNACK

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTY_STATUS
Generic User Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_GET

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_ GET

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_STATUS
Generic Client Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_CLIENT_ PROPERTIES_GET

ESP_BLE_MESH_MODEL_OP_GEN_CLIENT PROPERTIES_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_DESCRIPTOR_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_DESCRIPTOR_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_GET
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ESP_BLE_MESH_MODEL_OP_SENSOR_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_COLUMN_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_COLUMN_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_SERIES_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_SERIES_STATUS
Sensor Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_SET

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_SET_UNACK

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTINGS_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTINGS_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_SET

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_SET_UNACK

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_STATUS

ESP_BLE_MESH_MODEL_OP_TIME_GET

ESP_BLE_MESH_MODEL_OP_TIME_SET

ESP_BLE_MESH_MODEL_OP_TIME_STATUS

ESP_BLE_MESH_MODEL_OP_TIME_ROLE_GET

ESP_BLE_MESH_MODEL_OP_TIME_ROLE_SET

ESP_BLE_MESH_MODEL_OP_TIME_ROLE_STATUS

ESP_BLE_MESH_MODEL_OP_TIME_ZONE_GET
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ESP_BLE_MESH_MODEL_OP_TIME_ZONE_SET

ESP_BLE_MESH_MODEL_OP_TIME_ZONE_STATUS

ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_GET

ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_SET

ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_STATUS
Scene Message Opcode

ESP_BLE_MESH_MODEL_OP_SCENE_GET

ESP_BLE_MESH_MODEL_OP_SCENE_RECALL

ESP_BLE_MESH_MODEL_OP_SCENE_RECALIL_UNACK

ESP_BLE_MESH_MODEL_OP_SCENE_STATUS

ESP_BLE_MESH_MODEL_OP_SCENE_REGISTER_GET

ESP_BLE_MESH_MODEL_OP_SCENE_REGISTER_STATUS
Scene Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SCENE_STORE

ESP_BLE_MESH_MODEL_OP_SCENE_STORE_UNACK

ESP_BLE_MESH_MODEL_OP_SCENE_DELETE

ESP_BLE_MESH_MODEL_OP_SCENE_DELETE_UNACK
Scheduler Message Opcode

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_GET

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_STATUS

ESP_BLE_MESH_MODEL_OP_SCHEDULER_GET

ESP_BLE_MESH_MODEL_OP_SCHEDULER_STATUS
Scheduler Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_SET

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_SET_ UNACK
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ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_GET

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_SET

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_SET UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_LINEAR_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LINEAR_SET

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_LINEAR_SET UNACK

ESP_BLE_MESH_MODEIL_OP_LIGHT LIGHTNESS_LINEAR_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LAST GET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LAST STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_DEFAULT_GET

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_DEFAULT_ STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_RANGE_STATUS
Light Lightness Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_RANGE_SET UNACK
Light CTL Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_GET

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_STATUS
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ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_TEMPERATURE_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_TEMPERATURE_RANGE_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_DEFAULT GET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTI_DEFAULT_STATUS
Light CTL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_DEFAULT SET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_SET_UNACK
Light HSL Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_GET

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_HUE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_HUE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_HUE_SET UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_HUE_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SATURATION_GET

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_SATURATION_SET

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_SATURATION_SET UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SATURATION_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_SET
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ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_ HSL_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_HSIL_TARGET_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_TARGET_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_HSIL_DEFAULT GET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_ HSL_RANGE_STATUS
Light HSL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_DEFAULT SET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_RANGE_SET_UNACK
Light xyL. Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_GET

ESP_BLE_MESH_MODEL_OP_LIGHT XYL_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT XYL_TARGET_ GET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_TARGET_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT GET

ESP_BLE_MESH_MODEL_OP_LIGHT XYL_DEFAULT_ STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_XYIL_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_RANGE_STATUS
Light xyL Setup Message Opcode

Espressif Systems 482
Submit Document Feedback

Release v4.4.7-222-gd0274c0efb


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.7-222-gd0274c0efb

Chapter 2. API &%

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT SET

ESP_BLE_MESH_MODEL_OP_LIGHT XYL_DEFAULT_ SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT XYL_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL RANGE_SET_UNACK
Light Control Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_SET UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT LC_MODE_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT LC_OM_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT LC_LIGHT_ ONOFF_GET

ESP_BLE_MESH_MODEL_OP_LIGHT LC_LIGHT_ ONOFF_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT ONOFF_SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ ONOFF_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY GET

ESP_BLE_MESH_MODEL_OP_LIGHT LC_PROPERTY_ SET

ESP_BLE_MESH_MODEL_OP_LIGHT LC_PROPERTY_ SET UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY_ STATUS

ESP_BLE_MESH_MODEL_STATUS_SUCCESS

ESP_BLE_MESH_MODEL_STATUS_CANNOT_SET_RANGE_MIN
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ESP_BLE_MESH_MODEL_STATUS_CANNOT_SET_ RANGE_MAX

ESP_BLE_MESH_SERVER_RSP_BY_ APP

Response need to be sent in the application

ESP_BLE_MESH_SERVER_AUTO_RSP

Response will be sent internally

Type Definitions

typedef uint8_t esp_ble_mesh_octet1l6_t[16]
Define the BLE Mesh octet 8§ bytes size

typedef uint8_t esp_ble_mesh_octet8_t[§]
Invalid Company ID

typedef uint32_t esp_ble_mesh_cb_t

typedef uint8_t UINT8

typedef uint16_t UINT16

typedef uint32_t UINT32

typedef uint64_t UINT64

typedef UINTS BT_OCTET32[32]

typedef uint8_t BD_ADDR[6]

typedef uint8_t esp_ble_mesh_bd_addr_t[6]

typedef uint8_t esp_ble_mesh_addr_type_t
BLE device address type.

typedef struct esp_ble_mesh_model esp_ble_mesh_model_t

typedef uint§_t esp_ble_mesh_dev_add_flag t

typedef uint32_t esp_ble_mesh_opcode_config client_get_t

esp_ble_mesh_opcode_config_client_get_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_config_client_get_state. The following opcodes will only be used in
the esp_ble_mesh_config_client_get_state function.

typedef uint32_t esp_ble_mesh_opcode_config_client_set_t

esp_ble_mesh_opcode_config_client_set_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_config_client_set_state. The following opcodes will only be used in
the esp_ble_mesh_config_client_set_state function.
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typedef uint32_t esp_ble_mesh_opcode_config_status_t

esp_ble_mesh_opcode_config_status_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to locate
the opcodes used by the Config Model messages The following opcodes are used by the BLE Mesh Config
Server Model internally to respond to the Config Client Model’ s request messages.

typedef uint8_t esp_ble_mesh_cfg status_t

This typedef is only used to indicate the status code contained in some of the Configuration Server Model status
message.

typedef uint32_t esp_ble_mesh_opcode_health_client_get_t

esp_ble_mesh_opcode_health_client_get_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_health_client_get_state. The following opcodes will only be used in
the esp_ble_mesh_health_client_get_state function.

typedef uint32_t esp_ble_mesh_opcode_health_client_set_t

esp_ble_mesh_opcode_health_client_set_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_health_client_set_state. The following opcodes will only be used in
the esp_ble_mesh_health_client_set_state function.

typedef uint32_t esp_ble_mesh_health_model_status_t

esp_ble_mesh_health_model_status_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to locate
the opcodes used by the Health Model messages. The following opcodes are used by the BLE Mesh Health
Server Model internally to respond to the Health Client Model’ s request messages.

typedef uint32_t esp_ble_mesh_generic_message_opcode_t

esp_ble_mesh_generic_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_generic_client_get_state &
esp_ble_mesh_generic_client_set_state.Generic OnOff Message Opcode

typedef uint32_t esp_ble_mesh_sensor_message_opcode_t

esp_ble_mesh_sensor_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_sensor_client_get state &
esp_ble_mesh_sensor_client_set_state.Sensor Message Opcode

typedef uint32_t esp_ble_mesh_time_scene_message_opcode_t

esp_ble_mesh_time_scene_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_time_scene_client_get_state &
esp_ble_mesh_time_scene_client_set_state. Time Message Opcode

typedef uint32_t esp_ble_mesh_light_message_opcode_t

esp_ble_mesh_light_message_opcode_t  belongs to esp_ble_mesh_opcode._t, this  typedef s
only used to locate the opcodes used by functions esp_ble_mesh_light_client_get_state &
esp_ble_mesh_light_client_set_state.Light Lightness Message Opcode

typedef uint32_t esp_ble_mesh_opcode_t
End of defines of esp_ble_mesh_opcode_t

typedef uint8_t esp_ble_mesh_model_status_t

This typedef is only used to indicate the status code contained in some of the server models (e.g. Generic
Server Model) status message.
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Enumerations

enum esp_ble_mesh_cb_type_t

Values:

enumerator ESP_BLE_MESH_TYPE_PROV_CB

enumerator ESP_BLE_MESH_TYPE_OUTPUT_NUM_CB

enumerator ESP_BLE_MESH_TYPE_OUTPUT_STR_CB

enumerator ESP_BLE_MESH_TYPE_INTPUT_CB

enumerator ESP_BLE_MESH_TYPE_LINK_OPEN_CB

enumerator ESP_BLE_MESH_TYPE_LINK CLOSE_CB

enumerator ESP_BLE_MESH_TYPE_COMPLETE_CB

enumerator ESP_BLE_MESH_TYPE_RESET_CB

enum esp_ble_mesh_oob_method_t

Values:

enumerator ESP_BLE_MESH_NO_OOB

enumerator ESP_BLE_MESH_STATIC_OOB

enumerator ESP_BLE_MESH_OUTPUT_OOB

enumerator ESP_ BLE_MESH_INPUT_OOB

enum esp_ble_mesh_output_action_t

Values:

enumerator ESP_BLE_MESH_NO_OUTPUT

enumerator ESP_BLE_MESH_BLINK

enumerator ESP_BLE_MESH_BEEP

enumerator ESP_BLE_MESH_VIBRATE

enumerator ESP_BLE_MESH_DISPLAY_ NUMBER

enumerator ESP_BLE_MESH_DISPLAY STRING
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enum esp_ble_mesh_input_action_t

Values:

enumerator ESP_BLE_MESH_NO_INPUT

enumerator ESP_BLE_MESH_PUSH

enumerator ESP_BLE_MESH_TWIST

enumerator ESP_BLE_MESH_ENTER_NUMBER

enumerator ESP_BLE_MESH_ENTER_STRING

enum esp_ble_mesh_prov_bearer_t

Values:

enumerator ESP_BLE_MESH_PROV_ADV

enumerator ESP_BLE_MESH_PROV_GATT

enum esp_ble_mesh_prov_oob_info_t

Values:

enumerator ESP_BLE_MESH_PROV_OOB_OTHER

enumerator ESP_BLE_MESH_PROV_OOB_URI

enumerator ESP_BLE_MESH_PROV_OOB_2D_CODE

enumerator ESP_BLE_MESH_PROV_OOB_BAR_CODE

enumerator ESP_BLE_MESH_PROV_OOB_NFC

enumerator ESP_BLE_MESH_PROV_OOB_NUMBER

enumerator ESP_BLE_MESH_PROV_OOB_STRING

enumerator ESP_BLE_MESH_PROV_OOB_ON_BOX

enumerator ESP_BLE_MESH_PROV_OOB_IN_BOX

enumerator ESP_BLE_MESH_PROV_OOB_ON_PAPER

enumerator ESP_BLE_MESH_PROV_OOB_IN_MANUAL

enumerator ESP_BLE_MESH_PROV_OOB_ON_DEV
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enum esp_ble_mesh_dev_role_t

Values:

enumerator ROLE_NODE

enumerator ROLE_PROVISIONER

enumerator ROLE_FAST_PROV

enum esp_ble_mesh_fast_prov_action_t

Values:

enumerator FAST PROV_ACT_NONE

enumerator FAST _PROV_ACT_ENTER

enumerator FAST PROV_ACT_SUSPEND

enumerator FAST_PROV_ACT_EXIT

enumerator FAST _PROV_ACT_MAX

enum esp_ble_mesh_proxy_ filter_ type_t

Values:

enumerator PROXY_ FILTER_WHITELIST

enumerator PROXY_ FILTER_BLACKLIST

enum esp_ble_mesh_prov_cb_event_t

Values:

enumerator ESP_BLE_MESH_PROV_REGISTER_COMP_EVT

Initialize BLE Mesh provisioning capabilities and internal data information completion event

enumerator ESP_BLE_MESH_NODE_SET UNPROV_DEV_NAME_COMP_EVT

Set the unprovisioned device name completion event

enumerator ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT

Enable node provisioning functionality completion event

enumerator ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT

Disable node provisioning functionality completion event

enumerator ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT
Establish a BLE Mesh link event
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enumerator ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT
Close a BLE Mesh link event

enumerator ESP_BLE_MESH_NODE_PROV_OOB_PUB_KEY_EVT
Generate Node input OOB public key event

enumerator ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT

Generate Node Output Number event

enumerator ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT
Generate Node Output String event

enumerator ESP_BLE_MESH_NODE_PROV_INPUT_EVT

Event requiring the user to input a number or string

enumerator ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT

Provisioning done event

enumerator ESP_BLE_MESH_NODE_PROV_RESET_EVT

Provisioning reset event

enumerator ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_ COMP_EVT

Node set oob public key completion event

enumerator ESP_BLE_MESH_NODE_PROV_INPUT NUMBER_COMP_EVT

Node input number completion event

enumerator ESP_BLE_MESH_NODE_PROV_INPUT_STRING_COMP_EVT

Node input string completion event

enumerator ESP_BLE_MESH_NODE_PROXY_IDENTITY_ ENABLE_COMP_EVT
Enable BLE Mesh Proxy Identity advertising completion event

enumerator ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT
Enable BLE Mesh GATT Proxy Service completion event

enumerator ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT
Disable BLE Mesh GATT Proxy Service completion event

enumerator ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY_ COMP_EVT
Node add NetKey locally completion event

enumerator ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY_ COMP_EVT
Node add AppKey locally completion event

enumerator ESP_BLE_MESH_NODE_BIND_APP_KEY TO_MODEL_COMP_EVT
Node bind AppKey to model locally completion event
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enumerator ESP_ BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT

Provisioner enable provisioning functionality completion event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT

Provisioner disable provisioning functionality completion event

enumerator ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT EVT

Provisioner receives unprovisioned device beacon event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_ EVT

Provisioner read unprovisioned device OOB public key event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT

Provisioner input value for provisioning procedure event

enumerator ESP_ BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT

Provisioner output value for provisioning procedure event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_ EVT

Provisioner establish a BLE Mesh link event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT

Provisioner close a BLE Mesh link event

enumerator ESP_ BLE_ MESH_PROVISIONER_PROV_COMPLETE_EVT

Provisioner provisioning done event

enumerator ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT

Provisioner add a device to the list which contains devices that are waiting/going to be provisioned com-
pletion event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT

Provisioner start to provision an unprovisioned device completion event

enumerator ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT

Provisioner delete a device from the list, close provisioning link with the device completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET DEV_UUID_MATCH_COMP_EVT

Provisioner set the value to be compared with part of the unprovisioned device UUID completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET PROV_DATA_ INFO_COMP_EVT

Provisioner set net_idx/flags/iv_index used for provisioning completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET STATIC_OOB_VALUE_COMP_EVT

Provisioner set static oob value used for provisioning completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET PRIMARY ELEM ADDR_COMP_EVT

Provisioner set unicast address of primary element completion event
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enumerator ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_COMP_EVT

Provisioner read unprovisioned device OOB public key completion event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT

Provisioner input number completion event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT

Provisioner input string completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET NODE_NAME_COMP_EVT

Provisioner set node name completion event

enumerator ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY COMP_EVT

Provisioner add local app key completion event

enumerator ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY COMP_EVT

Provisioner update local app key completion event

enumerator ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY TO_MODEL_COMP_EVT

Provisioner bind local model with local app key completion event

enumerator ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET KEY COMP_EVT

Provisioner add local network key completion event

enumerator ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET_KEY COMP_EVT

Provisioner update local network key completion event

enumerator ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT

Provisioner store node composition data completion event

enumerator ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT

Provisioner delete node with uuid completion event

enumerator ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT

Provisioner delete node with unicast address completion event

enumerator ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT RECV_COMP_EVT

Provisioner start to receive heartbeat message completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET HEARTBEAT_FILTER_TYPE_COMP_EVT

Provisioner set the heartbeat filter type completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET HEARTBEAT_FILTER_INFO_COMP_EVT

Provisioner set the heartbeat filter information completion event

enumerator ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT MESSAGE_EVT

Provisioner receive heartbeat message event
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enumerator ESP_ BLE_MESH_PROVISIONER_DRIECT_ERASE_SETTINGS_COMP_EVT

Provisioner directly erase settings completion event

enumerator ESP_ BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX COMP_EVT

Provisioner open settings with index completion event

enumerator ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT

Provisioner open settings with user id completion event

enumerator ESP_ BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_ COMP_EVT

Provisioner close settings with index completion event

enumerator ESP_ BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT

Provisioner close settings with user id completion event

enumerator ESP_ BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX_COMP_EVT

Provisioner delete settings with index completion event

enumerator ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT

Provisioner delete settings with user id completion event

enumerator ESP_BLE_MESH_SET_FAST PROV_INFO_COMP_EVT

Set fast provisioning information (e.g. unicast address range, net_idx, etc.) completion event

enumerator ESP_BLE_MESH_SET_FAST PROV_ACTION_COMP_EVT

Set fast provisioning action completion event

enumerator ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT

Receive Heartbeat message event

enumerator ESP_BLE_MESH_LPN_ENABLE_COMP_EVT

Enable Low Power Node completion event

enumerator ESP_BLE_MESH_LPN_DISABLE_COMP_EVT

Disable Low Power Node completion event

enumerator ESP_BLE_MESH_LPN_POLL_COMP_EVT

Low Power Node send Friend Poll completion event

enumerator ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT

Low Power Node establishes friendship event

enumerator ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT

Low Power Node terminates friendship event

enumerator ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT

Friend Node establishes friendship event
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enumerator ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT

Friend Node terminates friendship event

enumerator ESP_BLE_MESH_PROXY_CLIENT RECV_ADV_PKT EVT

Proxy Client receives Network ID advertising packet event

enumerator ESP_BLE_MESH_PROXY_ CLIENT CONNECTED_EVT

Proxy Client establishes connection successfully event

enumerator ESP_BLE_MESH_PROXY_CLIENT DISCONNECTED_EVT

Proxy Client terminates connection successfully event

enumerator ESP_BLE_MESH_PROXY_CLIENT RECV_FILTER_STATUS_EVT

Proxy Client receives Proxy Filter Status event

enumerator ESP_ BLE_MESH_PROXY_CLIENT CONNECT_COMP_EVT

Proxy Client connect completion event

enumerator ESP_BLE_MESH_PROXY_CLIENT DISCONNECT_COMP_EVT

Proxy Client disconnect completion event

enumerator ESP_BLE_MESH_PROXY_CLIENT SET_FILTER_TYPE_COMP_EVT

Proxy Client set filter type completion event

enumerator ESP_BLE_MESH_PROXY_CLIENT ADD_FILTER_ADDR_COMP_EVT

Proxy Client add filter address completion event

enumerator ESP_BLE_MESH_PROXY_CLIENT REMOVE_FILTER_ADDR_COMP_EVT

Proxy Client remove filter address completion event

enumerator ESP_BLE_MESH_PROXY_SERVER_CONNECTED_EVT

Proxy Server establishes connection successfully event

enumerator ESP_BLE_MESH_PROXY_SERVER_DISCONNECTED_EVT

Proxy Server terminates connection successfully event

enumerator ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT

Local model subscribes group address completion event

enumerator ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT

Local model unsubscribes group address completion event

enumerator ESP_BLE_MESH_DEINIT MESH_COMP_EVT

De-initialize BLE Mesh stack completion event

enumerator ESP_BLE_MESH_PROV_EVT_MAX
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enum [anonymous]

BLE Mesh server models related definitions.
This enum value is the flag of transition timer operation

Values:

enumerator ESP_BLE_MESH_SERVER_TRANS_TIMER_START

enumerator ESP_BLE_MESH_SERVER_FLAG_MAX

enum esp_ble_mesh_server_state_type_t

This enum value is the type of server model states

Values:

enumerator ESP_BLE_MESH_GENERIC_ONOFF_STATE

enumerator ESP_BLE_MESH_GENERIC_LEVEL_STATE

enumerator ESP_ BLE_MESH_GENERIC_ONPOWERUP_STATE

enumerator ESP_BLE_MESH_GENERIC_POWER_ACTUAL_STATE

enumerator ESP_BLE_MESH_LIGHT LIGHTNESS_ACTUAL_STATE

enumerator ESP_BLE_MESH_LIGHT LIGHTNESS_LINEAR STATE

enumerator ESP_BLE_MESH_LIGHT CTL_LIGHTNESS_STATE

enumerator ESP_BLE_MESH_LIGHT_CTL_TEMP_DELTA_UV_STATE

enumerator ESP_BLE_MESH_LIGHT_HSL_STATE

enumerator ESP_BLE_MESH_LIGHT HSL_LIGHTNESS_STATE

enumerator ESP_BLE_MESH_LIGHT_HSL_HUE_STATE

enumerator ESP_BLE_MESH_LIGHT_HSL_SATURATION_STATE

enumerator ESP_BLE_MESH_LIGHT_XYL_LIGHTNESS_STATE

enumerator ESP_BLE_MESH_LIGHT LC_LIGHT ONOFF_STATE

enumerator ESP_BLE_MESH_SERVER_MODEL_STATE_MAX

enum esp_ble_mesh_model_cb_event_t

Values:
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enumerator ESP_BLE_MESH_MODEL_OPERATION_EVT

User-defined models receive messages from peer devices (e.g. get, set, status, etc) event

enumerator ESP_BLE_MESH_MODEL_SEND_COMP_EVT

User-defined models send messages completion event

enumerator ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT

User-defined models publish messages completion event

enumerator ESP_BLE_MESH_CLIENT MODEL_RECV_PUBLISH_MSG_EVT

User-defined client models receive publish messages event

enumerator ESP_ BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_EVT

Timeout event for the user-defined client models that failed to receive response from peer server models

enumerator ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT

When a model is configured to publish messages periodically, this event will occur during every publish
period

enumerator ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT

Server models update state value completion event

enumerator ESP_BLE_MESH_MODEL_EVT_MAX

ESP-BLE-MESH Core API Reference

This section contains ESP-BLE-MESH Core related APIs, which can be used to initialize ESP-BLE-MESH stack,
provision, send/publish messages, etc.

This API reference covers six components:

ESP-BLE-MESH Stack Initialization

Reading of Local Data Information

Low Power Operation (Updating)

Send/Publish Messages, add Local AppKey, etc.
ESP-BLE-MESH Node/Provisioner Provisioning
ESP-BLE-MESH GATT Proxy Server

ESP-BLE-MESH Stack Initialization

Header File

components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_common_api.h

Functions
esp_err_t esp_ble_mesh_init (esp_ble_mesh_prov_t *prov, esp_ble_mesh_comp_t *comp)

Initialize BLE Mesh module. This API initializes provisioning capabilities and composition data information.

f41E:  After calling this API, the device needs to call esp_ble_mesh_prov_enable() to enable provisioning
functionality again.
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BH
* prov —[in] Pointer to the device provisioning capabilities. This pointer must remain valid
during the lifetime of the BLE Mesh device.
* comp —[in] Pointer to the device composition data information. This pointer must remain
valid during the lifetime of the BLE Mesh device.
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_deinit (esp_ble_mesh_deinit_param_t *param)
De-initialize BLE Mesh module.

£41:: This function shall be invoked after esp_ble_mesh_client_model_deinit().

%% param —[in] Pointer to the structure of BLE Mesh deinit parameters.
&[] ESP_OK on success or error code otherwise.

Reading of Local Data Information

Header File

» components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_local_data_operation_api.h

Functions
int32_t esp_ble_mesh_get_model_publish_period (esp_ble_mesh_model_t *model)
Get the model publish period, the unit is ms.
%% model —[in] Model instance pointer.

jR& 1] Publish period value on success, 0 or (negative) error code from errno.h on failure.
uintl6_t esp_ble_mesh_get_primary_ element_address (void)

Get the address of the primary element.

R[] Address of the primary element on success, or ESP_BLE_MESH_ADDR_UNASSIGNED
on failure which means the device has not been provisioned.

uint16_t *esp_ble_mesh_is_model_subscribed_to_group (esp_ble_mesh_model_t *model, uint16_t
group_addr)

Check if the model has subscribed to the given group address. Note: E.g., once a status message is received
and the destination address is a group address, the model uses this API to check if it is successfully subscribed
to the given group address.

S
* model [in] Pointer to the model.
* group_addr —[in] Group address.

&1 Pointer to the group address within the Subscription List of the model on success, or NULL
on failure which means the model has not subscribed to the given group address. Note: With
the pointer to the group address returned, you can reset the group address to 0x0000 in order
to unsubscribe the model from the group.

esp_ble_mesh_elem_t *esp_ble_mesh_find_element (uintl6_t element_addr)
Find the BLE Mesh element pointer via the element address.
%% element_addr —[in] Element address.
j&a] Pointer to the element on success, or NULL on failure.
uint8_t esp_ble_mesh_get_element_count (void)

Get the number of elements that have been registered.

% u] Number of elements.
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esp_ble_mesh_model_t *esp_ble_mesh_find_vendor_model (const esp_ble_mesh_elem_t *element,
uint16_t company_id, uint16_t model_id)

Find the Vendor specific model with the given element, the company ID and the Vendor Model ID.

S

element —[in] Element to which the model belongs.

* company_id —[in] A 16-bit company identifier assigned by the Bluetooth SIG.

* model_id —[in] A 16-bit vendor-assigned model identifier.

j& 8] Pointer to the Vendor Model on success, or NULL on failure which means the Vendor Model
is not found.

esp_ble_mesh_model_t *esp_ble_mesh_£find_sig_model (const esp_ble_mesh_elem_t *element, uint16_t

model _id)

Find the SIG model with the given element and Model id.

S

element —[in] Element to which the model belongs.
model_id —[in] SIG model identifier.

J&[A] Pointer to the SIG Model on success, or NULL on failure which means the SIG Model is not
found.

const esp_ble_mesh_comp_t *esp_ble_mesh_get_composition_data (void)

Get the Composition data which has been registered.

&8 Pointer to the Composition data on success, or NULL on failure which means the Composi-
tion data is not initialized.

esp_err_t esp_ble_mesh_model_subscribe_group_addr (uintl6_t element_addr, uint16_t
company_id, uint16_t model_id, uint16_t
group_addr)

A local model of node or Provisioner subscribes a group address.

£ 1#: This function shall not be invoked before node is provisioned or Provisioner is enabled.

B

element_addr —[in] Unicast address of the element to which the model belongs.

company_id —[in] A 16-bit company identifier.
model_id —[in] A 16-bit model identifier.
group_addr —[in] The group address to be subscribed.

j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_model_unsubscribe_group_addr (uintl6_t element_addr, uint16_t
company_id, uint16_t model_id,
uint16_t group_addr)

A local model of node or Provisioner unsubscribes a group address.

#&7¥: This function shall not be invoked before node is provisioned or Provisioner is enabled.

S

* element_addr —[in] Unicast address of the element to which the model belongs.

company_id —[in] A 16-bit company identifier.
model_id —[in] A 16-bit model identifier.
group_addr —[in] The subscribed group address.

&[] ESP_OK on success or error code otherwise.
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const uint8_t *esp_ble_mesh_node_get_local_net_key (uintl6_t net_idx)
This function is called by Node to get the local NetKey.

%% net_idx [in] NetKey index.
&1l NetKey on success, or NULL on failure.
const uint8_t *esp_ble_mesh_node_get_local_app_key (uintl6_t app_idx)
This function is called by Node to get the local AppKey.
%% app_idx —[in] AppKey index.
&[] AppKey on success, or NULL on failure.
esp_err_t esp_ble_mesh_node_add_local_net_key (const uint8_t net_key[16], uint16_t net_idx)
This function is called by Node to add a local NetKey.

£%1#: This function can only be called after the device is provisioned.

S
* net_key —[in] NetKey to be added.
* net_idx [in] NetKey Index.
& [a] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_node_add_local_app_key (const uint8_t app_key[16], uint16_t net_idx,
uint16_t app_idx)

This function is called by Node to add a local AppKey.

£ 7E: The net_idx must be an existing one. This function can only be called after the device is provisioned.

SH
* app_key —[in] AppKey to be added.
* net_idx —[in] NetKey Index.
* app_idx —[in] AppKey Index.
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_node_bind_app_key_to_local_model (uintl6_t element_addr, uint16_t
company_id, uint16_t model_id,
uint16_t app_idx)

This function is called by Node to bind AppKey to model locally.

£41:: If going to bind app_key with local vendor model, the company_id shall be set to OXFFFF. This function
can only be called after the device is provisioned.

SH
* element_addr —[in] Node local element address
* company_id —[in] Node local company id
* model_id —[in] Node local model id
* app_idx —[in] Node local appkey index
j&[n] ESP_OK on success or error code otherwise.

Low Power Operation (Updating)

Header File

» components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_low_power_api.h
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Functions
esp_err_t esp_ble_mesh_lpn_enable (void)

Enable BLE Mesh device LPN functionality.

$41:: This API enables LPN functionality. Once called, the proper Friend Request will be sent.

&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_lpn_disable (bool force)
Disable BLE Mesh device LPN functionality.

%% force -[in] when disabling LPN functionality, use this flag to indicate whether directly
clear corresponding information or just send friend clear to disable it if friendship has already
been established.

j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_lpn_poll (void)
LPN tries to poll messages from the Friend Node.

£411:: The Friend Poll message is sent by a Low Power node to ask the Friend node to send a message that it
has stored for the Low Power node. Users can call this API to send Friend Poll message manually. If this API
is not invoked, the bottom layer of the Low Power node will send Friend Poll before the PollTimeout timer
expires. If the corresponding Friend Update is received and MD is set to 0, which means there are no messages
for the Low Power node, then the Low Power node will stop scanning.

#&[n] ESP_OK on success or error code otherwise.

Send/Publish Messages, add Local AppKey, etc.

Header File

¢ components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_networking_api.h

Functions
esp_err_t esp_ble_mesh_register_custom_model_callback (esp_ble_mesh_model_cb_t callback)

Register BLE Mesh callback for user-defined models’ operations. This callback can report the following events
generated for the user-defined models:

* Call back the messages received by user-defined client and server models to the application layer;

« If users call esp_ble_mesh_server/client_model_send, this callback notifies the application layer of the
send_complete event;

* If user-defined client model sends a message that requires response, and the response message is received
after the timer expires, the response message will be reported to the application layer as published by a
peer device;

« If the user-defined client model fails to receive the response message during a specified period of time, a
timeout event will be reported to the application layer.

£41k:  The client models (i.e. Config Client model, Health Client model, Generic Client models, Sensor
Client model, Scene Client model and Lighting Client models) that have been realized internally have their
specific register functions. For example, esp_ble_mesh_register_config_client_callback is the register function
for Config Client Model.
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¥ callback —[in] Pointer to the callback function.
&[] ESP_OK on success or error code otherwise.
esp_err_t esp_ble_mesh_model_msg_opcode_init (uint8_t *data, uint32_t opcode)

Add the message opcode to the beginning of the model message before sending or publishing the model mes-
sage.

4122 This API is only used to set the opcode of the message.

ZH

* data —[in] Pointer to the message data.

* opcode —[in] The message opcode.
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_client_model_init (esp_ble_mesh_model_t *model)

Initialize the user-defined client model. All user-defined client models shall call this function to initialize the
client model internal data. Node: Before calling this API, the op_pair_size and op_pair variabled within the
user_data(defined using esp_ble_mesh_client_t_) of the client model need to be initialized.

%%, model —[in] BLE Mesh Client model to which the message belongs.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_client_model_deinit (esp_ble_mesh_model_t *model)

De-initialize the user-defined client model.

$41:: This function shall be invoked before esp_ble_mesh_deinit() is called.

%% model —[in] Pointer of the Client model.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_server_model_send_msg (esp_ble_mesh_model_t *model,
esp_ble_mesh_msg_ctx_t *ctx, uint32_t opcode,
uint16_t length, uint8_t *data)

Send server model messages(such as server model status messages).

SH

* model —[in] BLE Mesh Server Model to which the message belongs.

* ctx —[in] Message context, includes keys, TTL, etc.

* opcode —[in] Message opcode.

* length —[in] Message length (exclude the message opcode).

» data —[in] Parameters of Access Payload (exclude the message opcode) to be sent.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_client_model_send_msg (esp_ble_mesh_model_t *model,
esp_ble_mesh_msg_ctx_t *ctx, uint32_t opcode,
uint16_t length, uint8_t *data, int32_t
msg_timeout, bool need_rsp,
esp_ble_mesh_dev_role_t device_role)

Send client model message (such as model get, set, etc).

SH
* model —[in] BLE Mesh Client Model to which the message belongs.
e ctx —[in] Message context, includes keys, TTL, etc.
* opcode —[in] Message opcode.
* length —[in] Message length (exclude the message opcode).
* data —[in] Parameters of the Access Payload (exclude the message opcode) to be sent.
* msg_timeout —[in] Time to get response to the message (in milliseconds).
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* need_rsp [in] TRUE if the opcode requires the peer device to reply, FALSE other-
wise.
* device_role —[in] Role of the device (Node/Provisioner) that sends the message.
#&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_model_publish (esp_ble_mesh_model_t *model, uint32_t opcode, uint16_t
length, uint8_t *data, esp_ble_mesh_dev_role_t device_role)

Send a model publication message.

5 1k Before calling this function, the user needs to ensure that the model publication message
(esp_ble_mesh_model_pub_t::msg) contains a valid message to be sent. And if users want to update the pub-
lishing message, this API should be called in ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT with
the message updated.

BH
* model —[in] Mesh (client) Model publishing the message.
* opcode —[in] Message opcode.
* length —[in] Message length (exclude the message opcode).
* data —[in] Parameters of the Access Payload (exclude the message opcode) to be sent.
* device_role [in] Role of the device (node/provisioner) publishing the message of
the type esp_ble_mesh_dev_role_t.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_server_model_update_state (esp_ble_mesh_model_t *model,
esp_ble_mesh_server_state_type_t type,
esp_ble_mesh_server_state_value_t *value)

Update a server model state value. If the model publication state is set properly (e.g. publish address is set to
a valid address), it will publish corresponding status message.

£ 1#: Currently this API is used to update bound state value, not for all server model states.

ZH
* model —[in] Server model which is going to update the state.
* type —[in] Server model state type.
e value —[in] Server model state value.

j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_node_local_reset (void)

Reset the provisioning procedure of the local BLE Mesh node.

£41::  All provisioning information in this node will be deleted and the node needs to be reprovisioned. The
API function esp_ble_mesh_node_prov_enable() needs to be called to start a new provisioning procedure.

&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_node_name (uintl6_t index, const char *name)

This function is called to set the node (provisioned device) name.

$41: indexis obtained from the parameters of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.

S
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* index —[in] Index of the node in the node queue.
* name —[in] Name (end by ‘\0’ ) to be set for the node.
&l ESP_OK on success or error code otherwise.

const char *esp_ble_mesh_provisioner_get_node_name (uintl6_t index)

This function is called to get the node (provisioned device) name.

£41:: index is obtained from the parameters of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.

%4 index —[in] Index of the node in the node queue.
&1l Node name on success, or NULL on failure.

uintl6_t esp_ble_mesh_provisioner_get_node_index (const char *name)
This function is called to get the node (provisioned device) index.

%% name —[in] Name of the node (end by ‘\0’ ).
J&M| Node index on success, or an invalid value (OxFFFF) on failure.

esp_err_t esp_ble_mesh_provisioner_store_node_comp_data (uint16_t unicast_addr, uint8_t
*data, uint16_t length)

This function is called to store the Composition Data of the node.

S
e unicast_addr —[in] Element address of the node

* data —[in] Pointer of Composition Data
* length [in] Length of Composition Data
&\l ESP_OK on success or error code otherwise.
esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_uuid (const uint8_t uuid[16])
This function is called to get the provisioned node information with the node device uuid.
Z¥ uuid [in] Device UUID of the node
j&[a] Pointer of the node info struct or NULL on failure.
esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_addr (uintl6_t unicast_addr)
This function is called to get the provisioned node information with the node unicast address.
%% unicast_addr —[in] Unicast address of the node
& [n] Pointer of the node info struct or NULL on failure.
esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_name (const char *name)
This function is called to get the provisioned node information with the node name.
%24 name —[in] Name of the node (end by ‘\0’ ).
j&[n] Pointer of the node info struct or NULL on failure.
uintl6_t esp_ble_mesh_provisioner_get_prov_node_count (void)

This function is called by Provisioner to get provisioned node count.
1% [1] Number of the provisioned nodes.

const esp_ble_mesh_node_t **esp_ble_mesh_provisioner_get_node_table_entry (void)

This function is called by Provisioner to get the entry of the node table.

& T After invoking the function to get the entry of nodes, users can use the ‘“for”
loop combined with the macro CONFIG_BLE_MESH_MAX_PROV_NODES to get each
node’ s information.  Before trying to read the node’ s information, users need to check if
the node exists, i.e. if the *(esp_ble_mesh_node_t **node) is NULL. For example: “ const
esp_ble_mesh_node_t **entry = esp_ble_mesh_provisioner_get_node_table_entry(); for (int i = 0; i <
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CONFIG_BLE_MESH_MAX_PROV_NODES; i++) { const esp_ble_mesh_node_t *node = entry[i]; if
(node) { ...... } } e

J& 1] Pointer to the start of the node table.

esp_err_t esp_ble_mesh_provisioner_delete_node_with_uuid (const uint8_t uuid[16])
This function is called to delete the provisioned node information with the node device uuid.
%% uuid [in] Device UUID of the node
&\l ESP_OK on success or error code otherwise.
esp_err_t esp_ble_mesh_provisioner_delete_node_with_addr (uint16_t unicast_addr)
This function is called to delete the provisioned node information with the node unicast address.

%¥( unicast_addr —[in] Unicast address of the node
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_add_local_app_key (const uint8_t app_key[16], uint16_t
net_idx, uint16_t app_idx)

This function is called to add a local AppKey for Provisioner.

$51¥: app_key: If set to NULL, app_key will be generated internally. net_idx: Should be an existing one.
app_idx: If it is going to be generated internally, it should be set to OXFFFF, and the new app_idx will be
reported via an event.

SH
* app_key —[in] The app key to be set for the local BLE Mesh stack.
* net_idx —[in] The network key index.
* app_idx —[in] The app key index.

&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_update_local_app_key (const uint8_t app_key[16],
uint16_t net_idx, uint16_t
app_idx)

This function is used to update a local AppKey for Provisioner.

S8
* app_key —[in] Value of the AppKey.
* net_idx —[in] Corresponding NetKey Index.
* app_idx —[in] The AppKey Index

&\l ESP_OK on success or error code otherwise.

const uint8_t *esp_ble_mesh_provisioner_get_local_app_key (uintl6_t net_idx, uint16_t
app_idx)
This function is called by Provisioner to get the local app key value.

SH

* net_idx —[in] Network key index.

* app_idx —[in] Application key index.
&Il App key on success, or NULL on failure.

esp_err_t esp_ble_mesh_provisioner_bind_app_key to_local_model (uintl6_t element_addr,
uint16_t app_idx,
uint16_t model_id,
uint16_t company_id)

This function is called by Provisioner to bind own model with proper app key.
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$41:: company_id: If going to bind app_key with local vendor model, company_id should be set to OXFFFF.

SH
* element_addr —[in] Provisioner local element address
* app_idx [in] Provisioner local appkey index
* model_id —[in] Provisioner local model id
* company_id —[in] Provisioner local company id
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_add_local_net_key (const uint8_t net_key[16], uint16_t
net_idx)

This function is called by Provisioner to add local network key.

& 1E: net_key: If set to NULL, net_key will be generated internally. net_idx: If it is going to be generated
internally, it should be set to OXFFFF, and the new net_idx will be reported via an event.

S8
* net_key —[in] The network key to be added to the Provisioner local BLE Mesh stack.
* net_idx —[in] The network key index.

#&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_update_local_net_key (const uint8_t net_key[16],
uint16_t net_idx)

This function is called by Provisioner to update a local network key.
BH
* net_key —[in] Value of the NetKey.
* net_idx —[in] The NetKey Index.
#&[n] ESP_OK on success or error code otherwise.
const uint8_t *esp_ble_mesh_provisioner_get_local_net_key (uintl6_t net_idx)
This function is called by Provisioner to get the local network key value.
%% net_idx [in] Network key index.
&1l Network key on success, or NULL on failure.
esp_err_t esp_ble_mesh_provisioner_recv_heartbeat (bool enable)
This function is called by Provisioner to enable or disable receiving heartbeat messages.

F&1¥:  If enabling receiving heartbeat message successfully, the filter will be an empty rejectlist by default,
which means all heartbeat messages received by the Provisioner will be reported to the application layer.

%% enable —[in] Enable or disable receiving heartbeat messages.
& [n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_heartbeat_filter_ type (uint8_t type)

This function is called by Provisioner to set the heartbeat filter type.

41z 1. If the filter type is not the same with the current value, then all the filter entries will be cleaned.

a. If the previous type is rejectlist, and changed to acceptlist, then the filter will be an empty acceptlist,
which means no heartbeat messages will be reported. Users need to add SRC or DST into the filter entry,
then heartbeat messages from the SRC or to the DST will be reported.
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%% type —[in] Heartbeat filter type (acceptlist or rejectlist).
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_heartbeat_filter_info (uint8_t op,
esp_ble_mesh_heartbeat_filter_info_t
*info)

This function is called by Provisioner to add or remove a heartbeat filter entry.

a. If the operationis “REMOVE” , the “hb_src” can be set to the SRC (can only be a unicast address)
of heartbeat messages, and the “hb_dst” can be set to the DST (unicast address or group address), at
least one of them needs to be set.

* The filter entry with the same SRC or DST will be removed.

$&1E: 1. If the operationis “ADD” , the “hb_src” can be set to the SRC (can only be a unicast address) of
heartbeat messages, and the “hb_dst” can be set to the DST (unicast address or group address), at least one
of them needs to be set.

* If only one of them is set, the filter entry will only use the configured SRC or DST to filter heartbeat
messages.

 If both of them are set, the SRC and DST will both be used to decide if a heartbeat message will be
handled.

* If SRC or DST already exists in some filter entry, then the corresponding entry will be cleaned firstly,
then a new entry will be allocated to store the information.

2H
* op —[in] Add or REMOVE
* info —[in] Heartbeat filter entry information, including: hb_src - Heartbeat source ad-
dress; hb_dst - Heartbeat destination address;
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_direct_erase_settings (void)

This function is called by Provisioner to directly erase the mesh information from nvs namespace.

£571: This function can be invoked when the mesh stack is not initialized or has been de-initialized.

&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_open_settings_with_index (uint8_t index)

This function is called by Provisioner to open a nvs namespace for storing mesh information.

$411:: Before open another nvs namespace, the previously opened nvs namespace must be closed firstly.

%%, index —[in] Settings index.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_open_settings_with_uid (const char *uid)

This function is called by Provisioner to open a nvs namespace for storing mesh information.

#51¥: Before open another nvs namespace, the previously opened nvs namespace must be closed firstly.

%%, uid —[in] Settings user id.
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&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_close_settings_with_index (uint8_t index, bool erase)

This function is called by Provisioner to close a nvs namespace which is opened previously for storing mesh
information.

4122 1. Before closing the nvs namespace, it must be open.

a. When the function is invoked, the Provisioner functionality will be disabled firstly, and: a) If the “erase”
flag is set to false, the mesh information will be cleaned (e.g. removing NetKey, AppKey, nodes, etc)
from the mesh stack. b) If the “erase” flag is set to true, the mesh information stored in the nvs namespace
will also be erased besides been cleaned from the mesh stack.

b. If Provisioner tries to work properly again, we can invoke the open function to open a new nvs namespace
or a previously added one, and restore the mesh information from it if not erased.

c. The working process shall be as following: a) Open settings A b) Start to provision and control nodes c)
Close settings A d) Open settings B e) Start to provision and control other nodes f) Close settings B g)

* index —[in] Settings index.
* erase —[in] Indicate if erasing mesh information.
j#&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_close_settings_with_uid (const char *uid, bool erase)

This function is called by Provisioner to close a nvs namespace which is opened previously for storing mesh
information.

5122 1. Before closing the nvs namespace, it must be open.

a. When the function is invoked, the Provisioner functionality will be disabled firstly, and: a) If the “erase”
flag is set to false, the mesh information will be cleaned (e.g. removing NetKey, AppKey, nodes, etc)
from the mesh stack. b) If the “erase” flag is set to true, the mesh information stored in the nvs namespace
will also be erased besides been cleaned from the mesh stack.

b. If Provisioner tries to work properly again, we can invoke the open function to open a new nvs namespace
or a previously added one, and restore the mesh information from it if not erased.

c. The working process shall be as following: a) Open settings A b) Start to provision and control nodes c)
Close settings A d) Open settings B e) Start to provision and control other nodes f) Close settings B g)

2H

* uid —[in] Settings user id.

* erase —[in] Indicate if erasing mesh information.
&l ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_delete_settings_with_index (uint8_t index)
This function is called by Provisioner to erase the mesh information and settings user id from a nvs namespace.

£47:: When this function is called, the nvs namespace must not be open. This function is used to erase the
mesh information and settings user id which are not used currently.

%%, index —[in] Settings index.
j&[n] ESP_OK on success or error code otherwise.
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esp_err_t esp_ble_mesh_provisioner_delete_settings_with_uid (const char *uid)

This function is called by Provisioner to erase the mesh information and settings user id from a nvs namespace.

441 When this function is called, the nvs namespace must not be open. This function is used to erase the
mesh information and settings user id which are not used currently.

%% uid —[in] Settings user id.
&[] ESP_OK on success or error code otherwise.

const char *esp_ble_mesh_provisioner_ get_settings_uid (uint8_t index)
This function is called by Provisioner to get settings user id.
%4 index -[in] Settings index.
R[] Setting user id on success or NULL on failure.
uint§_t esp_ble_mesh_provisioner_get_settings_index (const char *uid)
This function is called by Provisioner to get settings index.
%%% uid —[in] Settings user id.
]| Settings index.
uint8_t esp_ble_mesh_provisioner_get_free_settings_count (void)
This function is called by Provisioner to get the number of free settings user id.

&[] Number of free settings user id.

const uint_t *esp_ble_mesh_get_fast_prov_app_key (uintl6_t net_idx, uint16_t app_idx)
This function is called to get fast provisioning application key.
SH
* net_idx —[in] Network key index.
* app_idx [in] Application key index.
&\l Application key on success, or NULL on failure.

Type Definitions

typedef void (*esp_ble_mesh_model_cb_t)(esp_ble_mesh_model_cb_event_t event,
esp_ble_mesh_model_cb_param_t *param)

: event, event code of user-defined model events; param, parameters of user-defined model events

ESP-BLE-MESH Node/Provisioner Provisioning

Header File

* components/bt/esp_ble_mesh/api/core/inc