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N8RS

LS E] BHRE Flash PSRAM SPI & &
ESP32-S3-DevKitC-1-N8 | ESP32-S3-WROOM-1-N8 | 8 MB QD — 33V
ESP32-S3-DevKitC-1- ESP32-S3-WROOM-1- 8 MB QD 2MB QD 33V
N8R2 N8R2

ESP32-S3-DevKitC-1- ESP32-S3-WROOM-1- 8 MB QD 8 MB OT 33V
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AL RS, TR MR AR AR AR (2

HEVTBAE I https://www.espressif.com/zh-hans/contact-us/sales-questions.
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Power Supply/

Programming

i D+/D-
; USB-to-UART | V/RX

Brid

ridge »| RGBLED
ESP32-S3-WROOM
=111uU42
3.3V Module
LDO = *| Header Block x 2

=
N
<

ESP32-53 USB Port

Boot RST

 ESP32-S3-DevKitC-1

& 3: ESP32-S3-DevKitC-1 (S F57k)

J1

F Z 4 IngE

_I=l'5 *I_l'-( §|=].Page 7,1

1 3V3 | P 3.3V HJE

2 3V3 | P 3.3V HJE

3 RST | I EN

4 4 I/O/T RTC_GPIO4, GPIO4, TOUCH4, ADC1_CH3

5 5 1/O/T RTC_GPIO5, GPIO5, TOUCHS, ADC1_CH4

6 6 I/O/T RTC_GPIO6, GPIO6, TOUCH6, ADC1_CH5

7 7 1/0O/T RTC_GPIO7, GPIO7, TOUCH7, ADC1_CH6

8 15 I/O/T RTC_GPIO15, GPIO15, UORTS, ADC2_CH4, XTAL_32K_P

9 16 1/0/T RTC_GPIO16, GPIO16, UOCTS, ADC2_CH5, XTAL_32K_N

10 17 I/O/T RTC_GPIO17, GPIO17, UITXD, ADC2_CH6

11 18 1/0/T RTC_GPIO18, GPIO18, UIRXD, ADC2_CH7, CLK_OUT3

12 8 I/O/T RTC_GPIO8, GPIO8, TOUCHS, ADC1_CH?7, SUBSPICSI

13 3 1/O/T RTC_GPIO3, GPIO3, TOUCH3, ADC1_CH2

14 46 I/O/T GPIO46

15 9 1/O/T RTC_GPIO9, GPIO9, TOUCH9, ADC1_CHS, FSPIHD, SUBSPTHD

16 10 I/O/T RTC_GPIO10, GPIO10, TOUCH10, ADC1_CH9, FSPICSO, FSPIIO4, SUB-
SPICSO

17 11 I/O/T RTC_GPIO11, GPIO11, TOUCHI1, ADC2_CHO, FSPID, FSPIIO5, SUBSPID

18 12 1/O/T RTC_GPIO12, GPIO12, TOUCHI2, ADC2_CHI, FSPICLK, FSPIIO6, SUB-
SPICLK

19 13 I/O/T RTC_GPIO13, GPIO13, TOUCH13, ADC2_CH2, FSPIQ, FSPIIO7, SUBSPIQ

20 14 1/O/T RTC_GPIO14, GPIO14, TOUCH14, ADC2_CH3, FSPIWP, FSPIDQS, SUB-
SPIWP

21 5V | P 5V HR

22 G G i)
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J3

FS | &R | K38 | Ihae

1 G G B

2 TX | I/O/T | UOTXD, GPIO43, CLK_OUTI1

3 RX | I/O/T | UORXD, GP1044, CLK_OUT2

4 1 I/O/T | RTC_GPIOI, GPIO1, TOUCHI, ADCI_CHO
5 2 I/O/T | RTC_GPIO2, GPIO2, TOUCH2, ADCI1_CHI
6 42 I/O/T | MTMS, GP1042

7 41 I/O/T | MTDI, GPIO41, CLK_OUTI

8 40 I/O/T | MTDO, GP1040, CLK_OUT2

9 39 I/O/T | MTCK, GPIO39, CLK_OUT3, SUBSPICS1
10 38 I/O/T | GPIO38, FSPIWP, SUBSPIWP, RGB LED
11 37 I/O/T | SPIDQS, GP1037, FSPIQ, SUBSPIQ

12 36 /O/T | SPIIO7, GPIO36, FSPICLK, SUBSPICLK

13 35 I/O/T | SPIIO6, GPIO35, FSPID, SUBSPID

14 0 I/O/T | RTC_GPIOO0, GPIOO

15 45 I/O/T | GPIO45

16 48 I/O/T | GP1048, SPICLK_N, SUBSPICLK_N_DIFF
17 47 I/O/T | GPIO47, SPICLK_P, SUBSPICLK_P_DIFF
18 21 I/O/T | RTC_GPIO21, GPIO21

19 20 I/O/T | RTC_GPIO20, GPIO20, UICTS, ADC2_CH9, CLK_OUTI, USB_D+
20 19 I/O/T | RTC_GPIO19, GPIO19, UIRTS, ADC2_CHS8, CLK_OUT2, USB_D-
21 G G B

22 G G B

A RE MR PRIIRE, 11527 ESP32-S3 $ORMIAK 15 (PDF).
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GND)
UOTXD , GP1043 JCLK_0uT1]
UORXD [ GP1044 CLK_0uT2}
ADC1_3 TTOUCHA RTC GPI01 RTC JTOUCH1] ADC1 0
ADC1_4 ITOUCH5] RTC GPI02 [RTC ;TOUCH2] ADC1_1
ADC1 5 ITOUCH6, RTC MTMS
ADC1_6 JTOUCHT, RTC MTDI
[X7AL-32K.P] ADC2_4 { UORTS | RTC ,GPIO15 . MTDO
ADC2_5 I UOCTS | RTC ,GPIO16 > MTCK
ADC2_6 1 ULTXD [RTC GPIO1T 5 GPI038 [FSP! suBSPIVP RGB_LED)
CLKSOUTS] ADC2_7 [ UIRXD ;[ RTC ,GPIO18 _ FSPIQ ; susspiQ }
ADC1 7 JTOUCH8 RTC GPIO8 ) {FSPICLK_ sussPiCLK]
JTAG ; ADC1_2 JTOUCH3[RTC GPIO3
LOG /GPI046 GPIO0 | BOOT

ESP32-S3-WROOM{L

[ FSPIHD T'suBspiHp T ADC1_8 JTOUCH9 RTC GPIO9 : 2 GPI045
LESPICS0 suBsPICSOY FSPIIO4] ADC1_9 (TOUCH10| RTC (GPI010 = & GPI048
[FSPID _ SUesrio | FSPIIOS L ADC2_ 0 TOUCHIL RTC (GPIO1L 5 - ED
[ FSPICLK SUBSPICLKIFSPII06 [ ADC2_1 [ TOUCH12RTC GPI012 1 GPI021 RTC
ADC2_2 [TOUCH13 RTC {GPI013 2 (V-2 GPIO20 [RTC L ULCTS [ ADC2_9 cLk oura)
FSPIWP [ SUBSPIWPIFSPIDQS] ADC2_3 [TOUCH14, RTC .GPI014: th [ USB_D-

ESP32-S3 Specs

5V0 a = @D
GND,

—\,— PWM Capable Pin
@EIE® GPIO Input and Output

32-bit Xtensa® dual-core @240MHz JTAG/USB JTAG for Debugging and USB

(LITHE) Analog-to-Digital Converter

Wi-Fi IEEE 802.11 b/g/n 2.4GHz + BLE 5 Mesh ETED Touc Sonto ot Chamee
512 KB SRAM (16 KB SRAM in RTC) Other Related Functions

AT Serial for Debug/Programming

384 KB ROM SRl
t i i ti

45 GPIOs, 4x SPI, 3x UART, 2x I12C, ———

14x Touch, 2x 12S, RMT, LED PWM, USB-OTG, IS wiscelaneous/SPi functions Ground

TWAI®, 2x 12-bit ADC, 1x LCD interface, DVP Clock Output @D Power Rais (33 and 51

A )y

BEPFRRAC B R A A
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MR . ESP32-S3-DevKitC-1 v1.1
A EREE B (R B ESP32-S3-DevKitC-1, FHRULZHIT KR RAIF S -

ESP32-S3-DevKitC-1 &2 —#K A TR IT K& M, #53% Wi-Fi + Bluetooth® LE #i4H ESP32-S3-WROOM-1 , ESP32-
S3-WROOM-1U & ESP32-S3-WROOM-2,

M BT I L5 BT RARPIIUHEST, T RN A TG SEPRaioR, b 1 B 1 2 Fl
SN BERE, AR A AR A T e AR B
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& 5: ESP32-S3-DevKitC-1 (## ESP32-S3-WROOM-1 4 )

AFER BT AR
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BRI P EARE R SRR M, SR e 2 AR T AR AT (U)o
AR SAS B AR SR SOR R B

AT AN R 241 ESP32-S3-DevKitC-1, S ANar7E ESP32-S3-DevKitC-1 b5 [ {F LA %
s LA

AUIPESra DAT SR S G R HR N 3T St B r) T2
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E5P32-53-WROODM-1/10U:2

3.3V Power On LED Pin Headers

USE-to-UART
Bridgs

RGB LED

ESP32-52
USE Port

Resat Buttan

.......

-----

Boot Button

USE-to-UART Port

5Vt0 3.3 VLDO Fin Headers

Kl 6: ESP32-S3-DevKitC-1 - 1ET

EEHAMG

TR

ESP32-S3-WROOM-1/1U/2

ESP32-S3-WROOM-1 . ESP32-S3-WROOM-1U £ ESP32-S3-WROOM-2
Sl 8 Wi-Fi + [RE#E A MCU Bi4H, B FEMWIMEE O, 31K
[P 22 ) 2532 S RE I FIME S AL PEAE )y, & o N TR REAI AloT 3447
Y, ESP32-S3-WROOM-1 #1 ESP32-S3-WROOM-2 3% Jf] PCB #i# K4k,
ESP32-S3-WROOM-1U 3R JH i as MR L

5Vt033VLDO (5V 433
V LDO)

HLREESAY, BIA SV, it 3.3V,

Pin Headers ($F4t)

BRI GPIO 45 (I3 flash 1Y SPT GEk) L 51 =TT KA HEEL
HER AT RBCEL A E

USB-to-UART Port (USB %%
UART #:11)

Micro-USB # 11, WM ZAR LR O, nPbesr 208 A, ]
VENEAEEE O, Ak USB # UART #rfias 5ith Frilfs .

Boot Button (Boot %)

AT . %1 Boot 481 [R]HFH%— T Reset ##dE A “[E{FF 37 5,
WL ER LR B E

Reset Button (Reset )

AR

ESP32-S3 USB Port (ESP32-
S3 USB #11)

ESP32-S3 USB OTG #11, 4 USB 1.1 f5if. ESP32-S3 USB %
CORL ST A (e 1, aTBESR R 2, Rl USB Pl
AT, AT JTAG J7id.

USB-to-UART Bridge (USB %%
UART #r#%4% )

HULE R USB % UART #rfieds, nI ik 3 Mbps (& Hiid .

RGB LED

A1k RGB %6 AR, Hi GPIO48 3Kz,

3.3V Power OnLED (3.3 V i
JEFERAT)

TF RS USB LIRS, %5~ T 5ol

F4iE: ME ESP32-S3-WROOM-2 #54H Z 51| - A Al , 4 GPIO35. GPIO36 il GPIO37 & T Pk
ESP32-S3 iih 5 SPI flash/PSRAM 2 [R5, AMEBAS A

FFHUGEIF R N

WHLHT, ORI AR e TT
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A WA

* ESP32-S3-DevKitC-1

« USB 2.0 ¥#lk (hrifE A 2% Micro-B )
o ML (Windows. Linux 5{ macOS)

ik TEFERHAE XA USB Mgk W BUREACT TR, Tork T e M ae -

BEPRBEYE i USB 5 UART 4 1 ERIT Aot 5 HUIN o BPFEA SCFridind ESP32-S3 USB 4% . 18
RS, BOABET USB 4 UART #11.

BAFBER WRIAE RN T, FEEH N AR A POR B BT AR, R AR P besR B I A

M ELE R R

AR IRl 2R VS bR, LT .

N8RS

N8RS

LIS E] BHRE Flash PSRAM SPI & &
ESP32-S3-DevKitC-1-N8 | ESP32-S3-WROOM-1-N§ | 8 MB QD — 33V
ESP32-S3-DevKitC-1- ESP32-S3-WROOM-1- 8 MB QD 2 MB QD 33V
N8R2 N8R2

ESP32-S3-DevKitC-1- ESP32-S3-WROOM-1- 8 MB QD 8 MB OT 33V
N8RS N8RS

ESP32-S3-DevKitC-1- ESP32-S3-WROOM-2- 16 MB OT 8 MB OT 1.8V
N16R8V N16R8V

ESP32-S3-DevKitC-1- ESP32-S3-WROOM-2- 32 MB OT 8 MB OT 1.8V
N32R8V N32R8V

ESP32-S3-DevKitC-1U- ESP32-S3-WROOM-1U- 8 MB QD — 33V
N8 N8

ESP32-S3-DevKitC-1U- ESP32-S3-WROOM-1U- 8 MB QD 2MB QD 33V
N8R2 N8R2

ESP32-S3-DevKitC-1U- ESP32-S3-WROOM-1U- 8 MB QD 8 MB OT 33V

& FEP, QD 8 Quad SPI, OT 5t Octal SPI,

AT QSRR BEIT B ARCRE AR i A8 R 1 e HAt O S

EETT B I https://www.espressif.com/zh-hans/company/contact/buy-a-sample

AT RIS, TFRBCR AR ARARAR (2 .

HEVT BRI https://www.espressif.com/zh-hans/contact-us/sales-questions.

wiftk5%

DitieREr]  ESP32-S3-DevKitC-1 1) 1 B F MR 7 2R B«
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o
]
T freesesss s
Power Supply/
Programming |
i D+/D-
; USB-to-UART | V/RX
-—{ N hl
Brid
oé'—. ridge .| RGBLED
; ESP32-S3-WROOM
H =1/1U/2
: .l 3.3V Module
LbO - ™| Header Block x 2
i ESP32-S3 USB Port

ol

Boot RST

& 7: ESP32-S3-DevKitC-1 (k)

ML s ST DATT = A 7 U e e — 25 T At L -

* USB %% UART $ I fft ri 5 ESP32-S3 USB 4% Mt (R H—smImpftrg ), BRABti 7 ()
* 5V #il G (GND) HEEHfitH
* 3V3 #il G (GND) HEEHftH

HERE TRRINE T AP IUAEE (1 F0I3) #Y9 #BkAN ik, HEET R4 BRI ESP32-S3-DevKitC-1 - E
& iR, HEEH )RS5 JF AU (PDF) —2.
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J1
F 2 S IhdE
_I=I.? %II-{ ggPage 13,1
1 3V3 [ P 3.3V HE
2 3V3 | P 3.3V HLJE
3 RST | I EN
4 4 1/O/T RTC_GPIO4, GP1I0O4, TOUCH4, ADC1_CH3
5 5 I/O/T RTC_GPIO35, GPIO5, TOUCHS5, ADC1_CH4
6 6 1/O/T RTC_GPIO6, GPIO6, TOUCH6, ADC1_CH5
7 7 I/O/T RTC_GPIO7, GPIO7, TOUCH7, ADC1_CH6
8 15 1/O/T RTC_GPIO15, GPIO15, UORTS, ADC2_CH4, XTAL_32K_P
9 16 1/O/T RTC_GPIO16, GPIO16, UOCTS, ADC2_CHS5, XTAL_32K_N
10 17 1/O/T RTC_GPIO17, GPIO17, UITXD, ADC2_CH6
11 18 1/O/T RTC_GPIO18, GPIO18, UIRXD, ADC2_CH7, CLK_OUT3
12 8 1/O/T RTC_GPIO8, GPIO8, TOUCHS, ADC1_CH7, SUBSPICSI
13 3 I/O/T RTC_GPIO3, GPIO3, TOUCH3, ADC1_CH2
14 46 1/O/T GPI0O46
15 9 I/O/T RTC_GPIO9, GPIO9, TOUCHY, ADC1_CHS, FSPIHD, SUBSPIHD
16 10 1/O/T RTC_GPIO10, GPIO10, TOUCH10, ADCI1_CH9, FSPICSO, FSPIIO4, SUB-
SPICSO
17 11 1/O/T RTC_GPIO11, GPIO11, TOUCHI11, ADC2_CHO, FSPID, FSPIIO5, SUBSPID
18 12 /O/T RTC_GPIO12, GPIO12, TOUCHI12, ADC2_CHI, FSPICLK, FSPIIO6, SUB-
SPICLK
19 13 1/O/T RTC_GPIO13, GPIO13, TOUCH13, ADC2_CH2, FSPIQ, FSPIIO7, SUBSPIQ
20 14 1/O/T RTC_GPIO14, GPIO14, TOUCH14, ADC2_CH3, FSPIWP, FSPIDQS, SUB-
SPIWP
21 5V | P 5V HR
22 G G B
J3
FS | &% | K8 | Thek
1 G G P
2 TX | I/O/T | UOTXD, GPIO43, CLK_OUTI1
3 RX | I/O/T | UORXD, GPIO44, CLK_OUT2
4 1 I/O/T | RTC_GPIO1, GPIO1, TOUCH1, ADC1_CHO
5 2 I/O/T | RTC_GPIO2, GPIO2, TOUCH2, ADC1_CHI
6 42 I/O/T | MTMS, GPIO42
7 41 I/O/T | MTDI, GP1041, CLK_OUTI1
8 40 I/O/T | MTDO, GP1040, CLK_OUT?2
9 39 I/O/T | MTCK, GPIO39, CLK_OUT3, SUBSPICS1
10 38 I/O/T | GPIO38, FSPIWP, SUBSPIWP
11 37 I/O/T | SPIDQS, GPIO37, FSPIQ, SUBSPIQ
12 36 I/O/T | SPIIO7, GPIO36, FSPICLK, SUBSPICLK
13 35 1/O/T | SPIIO6, GPIO35, FSPID, SUBSPID
14 0 I/O/T | RTC_GPIOO, GPIOO
15 45 I/O/T | GPIO45
16 48 I/O/T | GPIO48, SPICLK_N, SUBSPICLK_N_DIFF, RGB LED
17 47 I/O/T | GPIO47, SPICLK_P, SUBSPICLK_P_DIFF
18 21 I/O/T | RTC_GPIO21, GPIO21
19 20 I/O/T | RTC_GPIO20, GPI020, UICTS, ADC2_CH9, CLK_OUTI, USB_D+
20 19 I/O/T | RTC_GPIO19, GPIO19, UIRTS, ADC2_CHS8, CLK_OUT2, USB_D-
21 G G a4,
22 G G )

VP M I A O i T WRE g
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ARG INBEAFRRE, 555 U7 S (PDF),

ESP32-S3-DevKitC-1 @& ESPRESSIF

GND,
UOTXD | GPI043,CLK_OUTL
UORXD | GP|044 ,CLK_OUT2

ADC1_3 ;. TOUCH4Z RTC . GPIO4 GPIOL JRTC, TOUCH1; ADC1 0

ADC1_4 _TOUCH5]RTC . GPIO5 2 GPI02 [RTC, TOUCH2; ADC1_1

ADC1_5 { TOUCH6. RTC | GPI06 3 (3 ENGPI042]

ADC1_6 ; TOUCHT,RTC | GPIO7 5 MTDI
KTAL_32K_P. ADC2_4 . UORTS JRTC GPIO15 5 MTDO
XTAL_32K_N_ ADC2_5 1 UOCTS L RTC (GPIO16 b {7} (« O GP|039,CLK_OUT3! SUBSPICS1

ADC2_6 ; UITXD I RTC (GPIO17 B GPI038, FSPIWP | SUBSPIWP.

EE]
3V3
RST

ESP32-53-WROOM-1

CLK OUT3] ADC2_7 _ ULRXD _RTC_GPIO18 ' GPIO37
ADC1_7 "TOUCHS 'RTC | GPIO8 2 / GPI1036 S SPICLK suBsPicLKd
JTAG  ADCL_2 [TOUCH3 RTC _ GPIO3 - GPI035 FSPID _ SUBSPID
LOG___GPIO46 2 = GPIOO | BOOT
ADCL_8 ZTOUCHS 'RTC | GPIO9 2 GPIO45. _VSPI
. = GPI048 SPICLK_H RGB_LED,
GPIO4T
GPIO21 RTC

FSPIHD _ SUBSPIHD
FSPICS0 SUBSPICSO L FSPII0A4 | ADC1_9 _TOUCH10, RTC (GPIO10,
FSPID © susspid TFSPIIO5] ADC2_0 JTOUCH11RTC ;GPIO11
FSPICLK suBsPicLK_ FSPIIO6 | ADC2 1 _TOUCH12, RTC _GPIO12
FSPIQ § SUBSPIQ | FSPIIO7 | ADC2_2  TOUCH13, RTC | GPIO13 (T3 W P GP1020, RTC . ULCTS [ ADC2_9 JCLK OUT1]
ESPIWP | sussPiwp FSPIDQS] ADC2_3 [ TOUCH14_ RTC _GPIO14 g USB_D-
5V0 & : GND
GND » v @ GND

=M\~ PWM Capable Pin

ESP32-53 Specs @E@I® GPIO Input and Output
32-bit Xtensae dual-core @240MHz JTAG/USB' JTAG for Debugging and USB
i Analog-to-Digjtal Converter
Wi-Fi IEEE 802.11 b/g/n .2.4GHZ + BLE 5 Mesh QIET) Touch Sensor Input Channel
512 KB SRAM (16 KB SRAM in RTC) [SAG1EE0 Other Related Functions

[ Serial for Debug/Programming

384 KB ROM

45 GPI0s, 4x SPI, 3x UART, 2x I2C, @SLITD strapping Pin Functions
RTC Power Domain (VDD3P3_RTC)

14x Touch, 2x I35, RMT, LED PHM, USB-OTG, Miscellaneous/SPI functions Ground

TWAIe, 2x 12-bit ADC, 1x LCD interface, DVP U Clock Output @D Power Rails (3v3 and 5V)

& 8: ESP32-S3-DevKitC-1 457 J& (k)

SN )y
BEPRREAS  JoP S .

FHORSCRY
« ESP32-S3 $iAH14% 15 (PDF)
* ESP32-S3-WROOM-1 & ESP32-S3-WROOM-1U #7 R#4% 45 (PDF)
« ESP32-S3-WROOM-2 $ A4i#% 45 (PDF)
« ESP32-S3-DevKitC-1 J5i 3 5 (PDF)
» ESP32-S3-DevKitC-1 PCB 175 & (PDF)
« ESP32-S3-DevKitC-1 )¢5t & (PDF)
o ESP32-S3-DevKitC-1 K~ &5 {4 (DXF) - 7] {#i J§ Autodesk Viewer 5%

A RATF R EL B SRS, WA NIRRT 55781 sales@espressif.com.,

ESP32-S3-DevKitM-1

ASFGEER S B 5 s | ESP32-S3-DevKitM-1, H4RHEZ I KR IIEAEE .
ESP32-S3-DevKitM-1 &3 A1 T FF KWL, $EE10 2 Wi-Fit+ ¥ 7 LE #4] ESP32-S3-MINI-1 & ESP32-
S3-MINI-1U, %32 RN R 44 «

M BT I L5 1 BT R ARPIIUHEST, T RN A TR SEPRafoR, b 1 Bk 1 2 Al
SN A, AR AR R T e AR
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AFEFEAFE AT 2
e NI35H:

(T EANLE T H R BCRIREL: . 3R e

o B TR T IT R REE
o ABXSAS: B TR R SR

YNREE ]
KM TAE.

A/ NYTRE A 4 ESP32-S3-DevKitM-1, 1 B 4] 7. ESP32-S3-DevKitM-1 | g sx [ K AH

3.3V Power On LED

ESP32-533-MINI-171U

USE-to-UART

RGE LED Bricgs

Fin Headers

ESP32-53
USE Port

Rezat Buttan

Boot Button

USBE-to-UART Port

SV1io 33 VLDO

Pin Headers

& 10: ESP32-S3-DevKitM-1 - 1EH

ALPEAred DATR 5 I S R R MR A 2T S b i SR AL

EEAMG

TR

ESP32-S3-MINI-1/1U

ESP32-S3-MINI-1 1l ESP32-S3-MINI-1U 2@ ] 8L Wi-Fi + [X ke 4
MCU B, BHAFEHIMFE . ESP32-S3-MINI-1 % Jf] PCB Hi# K
2, ESP32-S3-MINI-1U R iR 2 ANP R . WIS BLH % 02
ESP32-S3ENS it F. iZith Hi A5 8 MB flash, |y T flash P43 5] 5 7585
Fod R ESP32-S3-MINI-1/1U 40 H AT B /N8 Rt

5Vt033VLDO (5V 433
VLDO)

LAY, BIA SV, Hih 3.3V,

Pin Headers (#4})

Pirml i GPIO 451 (Ef flash () SPL 5. 4k) 3.5 | =TT A M HERT
HAEE A FHOEZEE

USB-to-UART Port (USB #%
UART #:11)

Micro-USB #2111, WM A AR 1, nPBEsR B 208 f, ]
VERBMEEE O, I ik USB #% UART #FEeas 5t Fri i .

Boot Button (Boot %)

T EdEEE . AL Boot FERY[FI I — T Reset fEIEA “RfF T KK,
AT ER R B

Reset Button (Reset £ )

SR .

ESP32-S3 USB Port (ESP32-
S3 USB #:11)

ESP32-S3 USB OTG ¥ [1, %#54# USB 1.1 frifi, ESP32-S3 USB
FURS ST A (e 11, rbEs R 2, Rl i USB sl
AT, AT JTAG JHid.

USB-to-UART Bridge (USB %%
UART #zde)

I USB % UART sy, mIH2ALE A 3 Mbps A& 4 %

RGB LED

A4k RGB RJE AR, B GPIO48 UK5) .

3.3 VPower OnLED (3.3 V i
TEFERET)

TP AR USB LIRS, %8I 5ol
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IHGEIFR M AT, T ORTT A SE i To i -

AR

» ESP32-S3-DevKitM-1
» USB 2.0 Hfligk (A5 A 7% Micro-B #l)
« Hiflf (Windows, Linux 5§ macOS)

ik ARG Y USB Hdlndk. FR- BT T 58, Toih M T8 e g e .

WPEGEE 8 USB §% UART 8 1SR Z WS HN . B8 A S ERE R ESP32-S3 USB 4 1148 . 7
Jasi AR BRIAMET ] USB % UART $:00 .

BAveE IRIERE N, FEE S NTTER MO R EIT R IR, R AR bk T A

P ALTERI L 3

AT QSRR BRI IT SRR AR i A8 0 1 e HoAt O S

SEET]HIE IR https://www.espressif.com/zh-hans/company/contact/buy-a-sample

A RS, TR MR AR AR AR (2 .

HE VT B I https://www.espressif.com/zh-hans/contact-us/sales-questions.

wiftk5%

TifieRER]  ESP32-S3-DevKitM-1 1) 1B (F AR 7 200N B FR

~—
C~
L ]
LTI s
Power Supply/
Programming |
i D+/D-
| USB-to-UART | | /RX
Bridge .| RGBLED

ESP32-53-MIMI-1/1U
Module

3.3V
LDO N *|Header Block x 2

=
=
e ESP32-S3 USB Port
' g o

Boot RST

Y

. ESP32-S3-DevKitM-1

K 11: ESP32-S3-DevKitM-1 (k)
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LR L P

BT AR = 7 A e He— 25 T AR I -

» USB %% UART #% Il fit i s ESP32-S3 USB #% HIfitA (PR —s bt ), BNty (HEt)
* 5V I G (GND) HEgHfit
* 3V3 #il G (GND) HE4HffH

HEEE RERIE T IT RS (J1F1I3) B SR e, HEEHA 4 PR AN ESP32-S3-DevKitM-1 - iE.
& R, HEEHYS-5 IR AU B K (PDF) —2

J1
Fs | & S Ihde
R By!
1 3V3 | P 3.3V
2 0 I/O/T | RTC_GPIO0, GPIO0
3 1 I/O/T | RTC_GPIOI, GPIO1, TOUCHI, ADCI_CHO
4 2 I/O/T | RTC_GPIO2, GPIO2, TOUCH2, ADC1_CHI
5 3 I/O/T | RTC_GPIO3, GPIO3, TOUCH3, ADCI_CH2
6 4 I/O/T | RTC_GPIO4, GP104, TOUCH4, ADC1_CH3
7 5 I/O/T | RTC_GPIO5, GPIO5, TOUCHS5, ADCI1_CH4
8 6 I/O/T | RTC_GPIO6, GPI06, TOUCH6, ADC1_CH5
9 7 I/O/T | RTC_GPIO7, GPIO7, TOUCH7, ADCI_CH6
10 8 I/O/T | RTC_GPIOS8, GPIO8, TOUCHS, ADCI_CH7, SUBSPICS1
11 9 I/O/T | RTC_GPIO9, GPI09, TOUCHY9, ADC1_CHS8, FSPIHD, SUBSPIHD
12 10 I/O/T | RTC_GPIO10, GPIO10, TOUCH10, ADC1_CH9, FSPICSO0, FSPTIO4, SUBSPICS0
13 11 I/O/T | RTC_GPIOl11, GPIO11, TOUCHI11, ADC2_CHO, FSPID, FSPIIO5, SUBSPID
14 12 I/O/T | RTC_GPIO12, GPIO12, TOUCHI2, ADC2_CHI, FSPICLK, FSPIIO6, SUBSPI-
CLK
15 13 I/O/T | RTC_GPIO13, GPIO13, TOUCH13, ADC2_CH2, FSPIQ, FSPIIO7, SUBSPIQ
16 14 I/O/T | RTC_GPIO14, GPIO14, TOUCH14, ADC2_CH3, FSPIWP, FSPIDQS, SUBSPIWP
17 15 I/O/T | RTC_GPIO15, GPIO15, UORTS, ADC2_CH4, XTAL_32K_P
18 16 I/O/T | RTC_GPIO16, GPIO16, UOCTS, ADC2_CH5, XTAL_32K_N
19 17 I/O/T | RTC_GPIO17, GPIO17, UITXD, ADC2_CH6
20 18 I/O/T | RTC_GPIO18, GPIO18, UIRXD, ADC2_CH7, CLK_OUT3
21 5V P 5V HR
22 G G B

VP i I A O i T WRE .
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3

! FS | B | KB | Ihge
1 G G B
2 RST | I EN
3 46 I/O/T | GPIO46
4 45 I/O/T | GPIO45
5 RX I/0/T | UORXD, GP1044, CLK_OUT2
6 TX I/O/T | UOTXD, GPIO43, CLK_OUT!1
7 42 I/O/T | MTMS, GPI10O42
8 41 I/O/T | MTDI, GPIO41, CLK_OUT1
9 40 I/O/T | MTDO, GP1040, CLK_OUT2
10 39 I/O/T | MTCK, GPIO39, CLK_OUT3, SUBSPICS1
11 38 I/O/T | GPIO38, FSPIWP, SUBSPIWP
12 37 I/O/T | SPIDQS, GPIO37, FSPIQ, SUBSPIQ
13 36 I/O/T | SPIIO7, GPIO36, FSPICLK, SUBSPICLK
14 35 I/O/T | SPIIO6, GPIO35, FSPID, SUBSPID
15 34 I/O/T | SPIIOS, GPIO34, FSPICSO, SUBSPICSO
16 33 I/O/T | SPIIO4, GPIO33, FSPIHD, SUBSPIHD
17 26 I/O/T | SPICS1, GP1026
18 21 I/O/T | RTC_GPIO21, GPIO21
19 20 I/O/T | RTC_GPIO20, GP1020, UICTS, ADC2_CH9, CLK_OUT1, USB_D+
20 19 I/0/T | RTC_GPIO19, GPIO19, UIRTS, ADC2_CHS8, CLK_OUT2, USB_D-
21 48 I/O/T | SPICLK_N, GP1048, SUBSPICLK_N_DIFF, RGB LED
22 47 I/0/T | SPICLK_P, GP1047, SUBSPICLK_P_DIFF

ARG BEA PR RS, 11525 ESP32-S3 ORI 1S (PDF).

ESP32-S3-DevKitM-1 &) ESPRESSIF

3V3

BOOT _ GPIOO

ADC1_0 _TOUCH1, RTC_ GPIO1

ADC1_1_TOUCH2_ RTC_ GPIO2

ADC1_2 _TOUCH3 RTC _ GPIO3

ADC1_3 ' TOUCH4 RTC , GPIO4

ADC1_4 _TOUCH5_RTC . GPIO5

ADC1_5 _TOUCH6, RTC , GPIO6

ADC1_6 (TOUCHT7 RTC_ GPIO7

ADC1_7 ' TOUCHS8_ RTC , GPIO8

[FSPIHD | suespiHo [ ADC1_8 . TOUCH9 RTC , GPIO9

FSPICS0_ suBspicso FSPIIO4 . ADC1 9 _TOUCH10, RTC ,GPIO10
FSPID | sussPib | FSPIIO5 | ADC2_0 _TOUCH11, RTC _GPIO11
FSPICLK (SUBSPICLK L FSPIIO6 | ADC2_1 _TOUCH12 RTC _GPIO12
FSPIQ | susspig | FSPIIOT | ADC2_2 TOUCH13, RTC ,GPIO13
FSPIWP | suesPiwP JFSPIDOS, ADC2_3 [TOUCH14, RTC GPIO14

EsP32-53-MINI-1 [ GND
RST
GPI046. LOG
GPI045, VSPI
UORXD GPI044 [CLK OUT2
UOTXD ,GPI1043 CLK OUTL
MTMS
21 ] GP1041 CLK_OUTL
MTDO (IEEDETX
MTCK (D EENHET
GP1038 L FSPIWP.
GPI037
GPI036 FSPI|
GPI035 FSPID | SUBSPID
(EEED | FSPICS0  SUBSPICSO.
GPI033
GP1026
GP1021, RTC

"

cececcecececcocen
o
g
1}

32K P ADC2_4 . UORTS L RTC _GPIO15
AL 32K N ADC2_5 L UOCTS L RTC _GPIO16

ADC2 6 . ULTXD  RTC _GPIO1T U130 B8 GP1020, RTC . UICTS , ADC2 9 CLK OUTL
CLK_OUT3| ADC2_7 | ULRXD ,RTC GPIO18 : : (BB GPIO19, RTC . ULRTS | ADC2_8 [CLK OUT2

5V0 GPI048 \RGB_LED]
GND, u GPI047

—N\y— PWMCapablePin

ESP32-53 Specs @& GPIO Input and Output

32-bit Xtensae dual-core @240MHz JTAG/USB JTAG for Debugging and USB
Wi-Fi IEEE 862.11 b/g/n 2.4GHz + BLE 5 Mesh CCIEMEY Analogto-Digital Converter

QT Touch Sensor Input Channel

512 KB SRAM (16 KB SRAM in RTC) @IALTED Other Related Functions
384 KB ROM FSIYW Serial for Debug/Programming
45 GPIOs, 4x SPI, 3x UART, 2x I2C @S strapping Pin Functions

; d : ; RTC Power Domain (VDD3P3_RTC)
14x Touch, 2x I2S, RMT, LED PWM, USB-OTG,

Miscellaneous/Secondary functions Ground
TWAIe, 2x 12-bit ADC, 1x LCD interface, DVP (@D Clock Output @D Power Rails (3v3 and 5v)

[ 12: ESP32-S3-DevKitM-1 4475 5 (o)

AR )y
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BEPERRAS  Jopr SR .

FIE SRS

ESP32-S3 $i A4 15 (PDF)

ESP32-S3-MINI-1 & ESP32-S3-MINI-1U 3 R#i4% 5 (PDF)
ESP32-S3-DevKitM-1 JE# K| (PDF)

ESP32-S3-DevKitM-1 PCB #iJ5 [l (PDF)

ESP32-S3-DevKitM-1 R 51 %] (PDF)

ESP32-S3-DevKitM-1 R~} &5 S (DXF) - 7] f#i ] Autodesk Viewer &

A RAFF LM E 2T SR, IR IRATAIRT 55701 sales@espressif.com.

1.2.2 §#kft:

ELE ESP32-S3 [ fifi fl ESP-IDF, 5235 DL R &k :
o WE T HuE, AT%HiF ESP32 S3 ﬁﬂ,
i ¥

« FKIR ESP-IDF k(I 42 W*E%EE‘%%ZIK@/‘ ESP32 S3 ﬁﬂ% il API (BRI ) Hlizs
1 TR A

—— CMake / IDE

Toolchain

Project

— Application FLFL]

UPLOAD

(-R-d-N--B-E-3-0-L-N-K-3-1-L-3-B-J-1-

BHAGHOOSEDDOBED0OEE

:

/(f == = :‘:"E:;j\\ h o :-:::::::3::—— . _—::-'-""':':-I:;T

1.3 23

FATFRBE AT I iR B 22 Ty F 23R, TR 2 Hep 22—
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1.3.1 IDE

Frik: AUEGEE H O E ARSI & ER8E (IDE) Z%¢ ESP-IDF,

* Eclipse Plugin
¢ VSCode Extension

1.3.2 FPyiede
T ARE AR R GEL B B ) F B 2R -

Windows °F 3 T JLBER bl e

fiik  ESP-IDF 5z —suphge T H . 4 REFISE ESP32-S3 Myt {4, 3% Python, Git, %2 X 4wiaR.
CMake F/1 Ninja 4% T.H.45,

TEARNITEE Y, AT A RARFIEITA X8E. Aid, BHE%3E ESP-IDF J5i4 ] PAf# A Eclipse
Plugin 5 HAh 37 #F CMake [/ &£/ T.H IDE,

ik FRAEZRAM: - i5YEE ESP-IDF Al ESP-IDF T A2 Bt AR A e ad 90 A7 4F, 2 ptieid Kl fE
2 FEAMEIM . - Python 5 ESP-IDF [ 226 e b —E AN BB R SR olidf 5. - BRARBAE RS B0 3L
f# Unicode UTF-8, U] Python = ESP-IDF {224 Bt A P B R RE AR 74T (I ASCIL 74

ARG B G0 DA A0 R U R R SEHE A 2 HF Unicode UTE-8: 4l T A-SE g H B . e [B) 2 8
M Q- HE PRI R - O RS I -2 e B T “Beta: i ] Unicode UTF-8 & ERE T - miitfie-EEHE
ik o

ESP-IDF 3122363 *22%% ESP-IDF Wb T H i 5y 177 302 T #—> ESP-IDF T HZ2%¢ 4%

Windows
Installer

Windows Installer Download

Bt g i em O FELe LR AER /D, "I PA%% ESP-IDF WG A . Trdcseidfer, 4%
By N HL BRI SR, AU Git For Windows ‘2688 . TELRALRART 285 T 8 SUUHFHHE L AE
H3% Suserprofile$/espressif 1,

BRLPART AT EATAT MR T . R B T A 75 BRI MO SO, 93 Git For Windows 222
A%
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BRNG  LRRRTF R LN NN

* PHE Python

. U

* OpenOCD

» CMake #iI Ninja 1% T E.

¢ ESP-IDF
SEURYF ALYPIRE FAREIBUA 1) ESP-ID FI 5. #4545 ESP-IDF 4] $userprofile® \Desktop\
esp-idf H3E'F, HH suserprofiles fRERFKHZ.

Ja ) ESP-IDF BREE 22364500, WSRA3% T Run ESP-IDF PowerShell Environment B Run
ESP-IDF Command Prompt (cmd.exe), ZZRERETF AR E R REFE O 5 3h ESP-IDF,

Run ESP-IDF PowerShell Environment:

ply Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 13: 52 i, ESP-IDF T HZ23% 16 08247 Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):

P 2P dy (eGSR, AR Windows [y S AT At o

ESP-IDF THZZAEERIAE “TFR” S, Q41T ESP-IDF iy &P I HREET . A st
77 35 CAT AFTIT Windows iy 94275 4F (B emd.exe) , F1817T export.bat A ABCEARGASHE (KN
PATH, IDF_PATH %), UI4h, %WIADAE T Windows fir QFm Al I & Sy TH. .

TR, ASPEETDy SUAGE Ji) ESP-IDF T 2222 858 Fp i 1) ESP-IDF 4% . 4R i LI b A7 7E 21> ESP-IDF
A (2R A ESP-IDF) , G0 VAN PIAME 4 -
1. 7y ESP-IDF T HZ2 dr ) (1 PRy SRV — N RIAS, gy 20 ESP-IDF TARER 18 &
Ay B 1 i) ESP-IDF %42
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Using Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/
git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf
IAdding ESP-IDF tools to PATH.
espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
espressif\tools\xtensa-esp32s2-el1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
espressif\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
espressif\tools\cmake\3.13.4\bin
espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
espressif\tools\ninja\1.9.0\

espressif\tools\idf-exe\1.0.1\

espressif\tools\ccache\3.7\

C
C
C
C
C
C
C
C
C
C

:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date
Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

& 14: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

]

Run ESP-IDF Edipse Environment
Run ESP-IDF PowerShell Environment

=

Run ESP-IDF Command Prompt Environment

]

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about
30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

K 15: 58 5 ESP-IDF T EL%%% ] S0tz 4T Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

[ 16: ESP-IDF i 23 n i 1
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2. B, ADABAT omd.exe, HY)R R A MK ESP-IDF H3%, RJ5i81T export .bat, ¥
B, XF VAR PATH HfEAE Python 1 Git, QAR BB FA ¢ “48RF] Python 5 Git” ()
BMEE, THEAS R .

JFUG S ESP-IDF - BUfE (s CL 4 H 4% 1T (i i ESP-IDF MIPIEA 4504, 3 R RN U A R 58— T
.

A F R B (558 S8BT ESP-IDF (55— 20 #cIRANE TS, LofF (i1 ESP32-S3 Ad s — 4~ TA%, IFH
. BESAI E BA

il WERGSE R ESP-IDF, 5 M43 shpg P 0., PRI ARS8 m B i 64 B A 4

JEIGEIEE TR BUTE, PTRAMERS I % ESP32-S3 W FET 7. AT LAM ESP-IDF Ht examples H 5g 1
get-started/hello_world TF2F 44 .

% ESP-IDF % R4 S Ff ESP-IDF At T AR AR iy a5

Ff get-started/hello_world TFE5 il 2 AAHA ~/esp HRXT:

cd Suserprofile%\esp
xcopy /e /i %IDF_PATHS\examples\get-started\hello_world hello_world

#1E: ESP-IDF {Y examples H 3¢ N —R5R G TR, @G0T DA Bk 8 6otz 47 Ho b p AT s ]
W] PANE RG], o T .

EHEBery  BUE, WA ESP32-S3 T A EHE ] PC, HAFITAMMIN A,
1 Windows #AERSE T, & A FREH DA coM Ik
A RAMTER B D LAREAER, WIS ESP32-S3 4l % v ikik.

ik WO N4, BRTERSS R .

FCYE LR 52k A hello_world H3g, W H ESP32-S3 Jy Hin:h i, R/Fiztr TR E T A

menuconfig,

Windows

cd fuserprofile$\esp\hello_world
idf.py set-target esp32s3
idf.py menuconfig

FIH—HLRE, MEEM idf.py set-target esp32s3 W'E “HAp” &l TERL, IRIERF
HRHIAAIH Z I g ie s (W) . ST AE RS “HAR” BCE NI R (T kit i
HE). HEER, HILEFRARS R set-target.

IEFRAE FIR P IR)E, RGN TR

AT PAE 1 S B BCE T A R AR, (U Wi-Fi (MRS TR, ISR PR EE %S . hello_world R
GBI H 2 ABCABCEZ T, BEX—SH b, ATABKE ] menuconfig #EATHH FLE X — LK.
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{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

] Leave menu [5] save

7?1 svmbol info [/1 Jump to symbol
le show-help mode C o], S - [A] Toggle show-all mode
t (prompts for save) [D] Save minimal config (advanced)

F 17 TR E—FHE N

i % R R R SR A AT RE S S BRI . 0T PAE I I sty le SREUEAIL. T

i2fT idf .py menuconfig —-help fiy4d, FPHEZFER.

AR AR SCRRIT S, T RAE I AR SCRF AL (BSP) SRIP IR TT K. HEAHR, Wi

Give LR IEMEHLA TS, gk T

idf.py build

1247 PA b a4 W] AR B R P BT A ESP-IDF 2004, $36 E s | e e . 70 IXERAN Ay ik
il SC P

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

PR VIR, e USKF A2 i bin S0
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Ko sk 8% % i R DAR 6 4, 6 [0 AE W H9 3 ) SCPF (bootloader.bin. partition-table.bin
hello_world.bin) £ % £ ) ESP32-S3 I AR :

idf.py -p PORT [-b BAUD] flash

HRF PORT 4y ESP32-S3 JF AR H 4 7K
RE W] LAKF BAUD By 7 BB SRR R . BOABRFR 2 460800,
WA % idf.py SR, 7 Widfpy.

Pk APk £lash WU A ZhgiFIFRe T, HIERHERHET idf.py build.

Be kRl REE BN 8 ARAEIZF T4 E 2 BN TEERI SEXRERBR R, 1 AR R R
> —TW]RE2I54T esptool . py B FIAS R . esptool .py WA RGN, JTEELA. 5
ROM 5| gl ge 32 LA Sbpe s R TR . TDASZ BRDA N AP BRI T Fal S (7, RAnfieiZ . ansRi
AR, 2% Troubleshooting. FKEUE 15 & .

esptool.py jlitffi USB &L M6 2885  (40 FTDI 3 CP210x) [ DTR F1 RTS #1242 350k H 2
5 ESP32-S3 (ii& %5 ESP32-S3 43 % v if 3% JRIUE L 14115 E). DTR il RTS 2 ifil £ X % #2 5|
ESP32-S3 1) GPIOO0 il CHIP_PU (EN) &M I, Kt DTR F1 RTS [ H FE B S48 fh £ {di ESP32-S3 i A [
PR . M R BIT AF ESP32 DevKitC T At IR FRE .

— kUL, B ) ESP-IDF JF AR S PR, {22, esptool.py TEPANIEN FABEH S EE
fiFi {2k

o RIREAEN A F)] GPIOO0 F CIHP_PU fi¥ DTR F1 RTS #4544k .

« DTR F1 RTS #5 il £k pfic B 5 A ]

o MRARTEA KRR A7 i 2R
MRYEEREER AP, ] DAKF4 BSP32-S3 1 A M T shist B a4 N abist (&24).

o Xt Espressif fFF &M, G507 AS % W IF AT 138 EG el A P Ee . Biltn, W pAiEad #43 Boot

¥4l (GPI00) PR EN $:4l (CHIP_PU) KF3h& i ESP-IDF H & #i .
o NPT HAMRRAME:, W PAZERRF GPTOO Rk,

WA fERRERE T, BRBERIRLIANT A H R

esptool.py esp32s3 -p /dev/ttyUSBO -b 460800 --before=default_reset --after=hard_
—reset write_flash --flash_mode dio --flash_freq 80m --flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v3.2-dev

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-S3

Features: WiFi, BLE

Crystal is 40MHz

MAC: 7c:df:al:e0:00:64

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to OxOO004fff...

Flash will be erased from 0x00010000 to 0xOO0039fff...

Flash will be erased from 0x00008000 to OxOOOO08fff...

Compressed 18896 bytes to 11758...

QR3]
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(£ L£50)

Writing at 0x00000000... (100 %)

Wrote 18896 bytes (11758 compressed) at 0x00000000 in 0.5 seconds (effective 279.9.
—kbit/s)

Hash of data verified.

Compressed 168208 bytes to 88178.

Writing at 0x00010000... (16 %)
Writing at 0x0001a80f... (33 %)
Writing at 0x000201f1... (50 %)
Writing at 0x00025dcf... (66 %)
Writing at 0x0002d0be... (83 %)
Writing at 0x00036c07... (100 %)

Wrote 168208 bytes (88178 compressed) at 0x00010000 in 2.4 seconds (effective 569.
2 kbit/s)

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.1 seconds (effective 478.9.
—kbit/s)

Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

R PIR], FeRsEm)E, FEMBCRRESENL, WHRF “hello_world” FFHizT,
IR EZE ] Eclipse 8{/2 VS Code IDE, [ijdf idf.py, 155% Eclipse Plugin, PA & VSCode Extension,

WEE L A A idf.py —-p PORT monitor figd~, ML “hello_world” THEMEFTEN . WE,
ANBLRICHRF PORT et G311 R 14455

Tk )G, IDF SALE YRI5

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

BUIN, ST AR R E H RIS H S 2 I, FEHTAI “Hello world!” T

Hello world!

Restarting in 10 seconds...

This is esp32s3 chip with 2 CPU core(s), This is esp32s3 chip with 2 CPU.
—core(s), WiFi/BLE, silicon revision 0, 2MB external flash
Minimum free heap size: 390684 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

EERT RGeS cerl+], JBH IDF Hithds.

ik A PLE T AT e, —RMEPATHE . BRI L A
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idf.py -p PORT flash monitor

LAk,

* WHIEIDF Y%, T HE 21 IDF Bt deiy s R b e -
* W HifLidfpy, AHEEZL 1df.py L FIEI,

N8, U sERk ESP32-S3 A1)
BULE, S DAL examples, B0 EHEIF R 11 ORI RLRE .

% —SORGIREFA SR ESP32-S3, [Hly ESP32-S3 AL & BT iR«

FE4n R IR B A README SCffh Supported Targets i, WIRFEM {7 ESP32-S3, B
HRAEAEIXA ks, AP 2RI BESP32-S3 S sk AN s IR .

Tl

FLPR ] /dev/ttyUSBO  fifi F 5228 Linux it 45 [i) ESP32-S3 et [EfE ), FfES I Failed to open
port /dev/ttyUSBO 45RI4E . MHT A DAKEH] P8 & Linux Dialout ..,

He %21y Python Jjg &  ESP-IDF 32§ Python 3.7 J DA b JRAS, @ HRAE 5 50 2 S B BUAS AT B 37
Python, 1 7]3E#EM sources 2235 % fi it Python, B{fi il Python 453 224511 pyenv ¥f UAR AT T4 T4,

BTty AR IRt (BSP), MBI EHETT KM L IR AT & o AR 2R A LA R AL,
T AT PASE O 45 E TF A AR W AR AL -

—fBRUL, BSP SCRIT A LA REPEALCE. B T IE SCRIRII LI AESL, BSP LMy antl s . i
AN TR ARG AS AF SN TR SR B AR

BSP sl i IDF 404532 35 AT, f0T DARITE IDF AL0FA M 217 R 2
UL P Bl 1 gy ESP-BOX BSP 5 H j:

idf.py add-dependency esp-box

WA KA BSP RG], i HITE BSP 7= B30k

FIDESCR AR SCERRAR R R P 2

£ Windows 335 F % #7 ESP-IDF T E
5 ESP32-S3 43 % ik

Eclipse Plugin

VSCode Extension

IDF %5 70.%%

1t Windows ¥/J% F 97 ESP-IDF T . H

[ 2% ESP-IDF 1M %M Windows “fip42m4F” 11, Y)4 2 ESP-IDF ({44 H k. 515
17

install.bat

%1F- Powershell, 44 % ESP-IDF (%3 H 3. SRIGEFT
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install.psl

Z a4 Al 8 4%¢ ESP-IDF iR i) TH . R 2208 TR TH, WhZar S/ I8k Z THM
N E LA E ) ESP-IDF T B2 830 B e, BRIAIEDL R A C: \Users\username\ .espressif,

B A K ESP-IDF T %E PATH BABiE &:  ESP-IDF T HZCRARTE “THAFHR
“ESP-IDF fip &4 A5 QI RGET 30 miiz by sUAldTIT Windows iy 48" A7 47 11, ZEAIFEIL T 1
A B2 TH

AEERFIT, BIEAEGNR 6y Q3R AF 8 DA 2l PRy TIPS SR AR SR % 8 1
ESP-IDF, n] AR T 7722 5 ESP-IDF T RSl 25 PATH FRFAC

B, TIPS Z4 ] ESP-IDF [ fin S48~ A7 6 11, Y46 %04 ESP-IDF [¥) H 5%, SR )5 4T export .bat,
HAAAr 4R

cd %userprofile%\espl\esp-idf
export.bat

Xt Powershell 7, i [ 22 %245 ESP-IDF ) H 5%, AGH4T export .psl, HiKar4UIT:

cd ~/esp/esp-idf
export.psl

BATSE U ORI A iy & 3R 7T (] ESP-IDF TR T .

55 ESP32-S3 Gt o 11 % 1%
ATEAT L EA G/ ESP32-S3 I PC Z [HJ [y 1 HE 4 .

YE4; ESP32-S3 fll PC JH USB £ ESP32-S3 JF A IESE] PC, WIR IR AEFI%A Hh %%, &
JehfiiA ESP32-S3 FF &M i USB #6581 | (AN L ER TG RCRY ) 815, SREAEN FI R IKEART
HIEATTFah s
PA RS2 SR 2% ESP32-S3 Ff & MOk sh A2y i) e 4% -

« CP210x: CP210x USB % UART #f VCP IKzhF25

» FTDI: FTDI &, COM 3 M 9K sh AT

PA LIRSS, ST RN v, BRI AR AARGET B USB Beeh LUt Jr o — oL T, 24
ESP32-S3 JF %t 55 PC HEHEIY, XSRS P Wi E AudT WE B ER G, FFEfAsh .

1t Windows #5011 fu#r Windows 1545 B4 111 COM i %136, WiFF ESP32-S3 5 PC [1y1%#2,
RIS EFERE, BRI DS F RIS G R P

PATR 24 ESP32 DevKitC #1 ESP32 WROVER KIT £ [ :

{E Linux fil macOS L7311 AF ESP32-S3 JF Aty (BAMNEHCHE GG RL s ) HOH B4 0K,
PAT i as Tk 558, WiTPIFAREGERCAS, HUGafr AR ards R, EEITREGERA, 7
WIsATA R i o, 55 —asfrar4 ) Hh B i 1 BLZ ESP32-S3 X AYHR 1 -

Linux:

’ls /dev/tty*

macOS:

’ls /dev/cu.*
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- )

=4 Device Manager E'@

File Action View Help

&= | T HE =

4 2 tdk-kmb-op780

& 78 Computer
: Disk drives
Display adapters
DVD/CD-ROM drives
Hurnan Interface Devices
; IDE ATASATAPI controllers
Keyboards

?!IE

] -

P

I,.;.
B

Mice and other pointing devices

Monitors

[ -&F Metwork adapters

4 73" Ports (COM & LPT)

LT ? Silicon Labs CP210x USE to UART Bridge (COM3)
b I Processors

b -iy Sound, video and game controllers

m i CE )

[» M System devices
I - i Universal Serial Bus controllers

] 18: s g s ESP32-DevKitC 1) USB % UART #f
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Il N

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
1M Computer

]

[ =y Dhisk drives

i B Display adapters

[ I_L-ﬁ' DVD/CD-ROM drives

b Eﬁ Human Interface Devices
. g IDE ATA/ATAPI controllers
b-EB Keyboards

B

[+ --ﬂ Mice and other pointing devices
b | Monitors

b -mF Network adapters

4 73 Ports (COM & LPT)

i % Sound, video and game controllers
i 1M Systemn devices
[ - i Universal Serial Bus controllers

& 19: Windows 14 £ 45348 1 ESP-WROVER-KIT [ 4 USB HE 47 1
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il XT macOS I 7 HEAFERIH O, IHIAR L USB/H KSR . AR RG] A 3RS AR
¥, WEAI#AE ESP32-S3 42 PC, %} macOS High Sierra (10.13) (441 7, Rl BEiL 75 228 AAvFURBh R
FRimEk, BT 2 G RmaGRE > 2eMmRA > B, RERGAREER: REFEANRNR
G-, AR IF R N G144 F7 A Silicon Labs 5 FTDI,

£ Linux WP 8] dialout  MHIESRA N2 0] PAE S USB X ef TR T35 #fE . fEZ % Linux
A, G AEE AR i, R PESINE] dialout 41, MIMERIFEER:

’sudo usermod —-a -G dialout S$USER

TE Arch Linux H, FF25E DA a2/ H s #] uucp 4y

sudo usermod -a -G uucp S$USER

THEBTERSR, BRI ERURAE

Mk RE B, N 0 KAy, AE EE ESP32-S3 J5 K LR AR, ARk 1 iE
R

ESP32-S3 {4z & R AN 115200,

Windows fll Linux &% FEARFIT, B4 PuTTY SSH Client, PuTTY SSH Client B ] f
Windows 7] FlF Linux. %50 n] DAUEEH HAER DR PP IS0 E AR IRE 1S S50

BT, TR LA SRR 1 YA = 115200 (WIS, Wauoh BT HAOBINLAS
5), BRI =8, FEILA =1, 2K =N. UFARS AR T 40T7E Windows il Linux HiRLELH: 1
FLERIEESHC (A1 115200-8-1-N) . JERE, K B3 SAFEAE LD B POt 11 A TR L

)5, KA ESP32-S3 BATEIH &, Ay, WL umdT IFep DUt T& s . XHEA H G ARG T
2 ESP32-S3 MW ARSF, WS H i d =,

R WAERIESE R TEEIER S, XS 0 K. IREGEZ S — HRRHT RG22 5 BRI
PR TEYE DT E

macOS BB macOS LT BEAES, PRt 1 4R
o B A Linux 4o macOS L& &%, af7PA Fand:

ls /dev/cu.*

o BB T

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

o MRAEAER LN _ERIT S RSEARCR, MRS R S I R EIT KRR & 48K, iz
FIPA TS (WA TEE, 36 “1152007 S LS R BOA DR )

screen /dev/cu.device_name 115200

¥ device_name B HizfT 1s /dev/cu.* g IS 05,

o BFEAIEZ PiaE n iy HiG . BN T nas] ESP32-S3 (R ALY, WS %4 b= hl.
T Cul-A +\ R PRsE il
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ﬁ PuTTY Configuration
Categary:

= Terminal

- Keyboard
- Bell

- Featuras
= Window

- Sppearance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Prosgy

- Telnet

- Flogin

- 55H

- Senal

Options contraling local sedal lines |

About

Select a seral line

Serial line to connect to
Corfigure the seral line
Speed (baud)

Data bits

Stop bits

Parity

Flow control

Comi2

115200

[ None - ]

| XON/XOFF -

Open

] [ Cancel ]

P& 20: 7 Windows #/E RS0 H (] PuTTY B8 OHE S5
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

Aboul % Cancel

P 21: 7 Linux #4/E RS PuTTY SCEH IS4
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A RIS EFIER S, KM PR . AR EHOCA SR ORCR K bEag, 25 BE
W IR e I ER 1

sl AR HERG WEREE LA L, e E AT AR

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008, 1en:8

load:0x3fff0010,1len:3464

load:0x40078000,1len:7828

10ad:0x40080000, 1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

GARFTEI A H @ ey (MARELAS ), WIS E DB IER . By, ] DARSEii 72038, H X
B AR 2 %] ESP32-S3,

Frik: AERREEE R4y s U, AE ESP32-S3 ma iRt BV A 1 H AT, BE K /7 A2 Hs 0
RTS & DTR . % ML T RTS & DTR & M B #EHF] EN & GPIOO B BRI, 4R%
HOFEt (BIRRETARIIFAAR) MBA XA M. ELZHEAMMGEE, 5% esptool RS,

WA E %% ESP32-S3 i (- R R BB, % B Fr464% A ESP-IDF *& Bk4E3| TiXH, WM %
B Fr4sis A ESP-IDF ve YR%E % .

IDF 2%

IDF IS lgs & — R T 4Lamfe 7, H Uk B AR sr st DR S T8E , IDF 08 [ iR 3 H IDF )3
LSS

1t IDF ] 1df.py monitor W DAE ML EHLA -

BefiEtebist S 707685 IDF MOLaSdE 7500, A S 4n A D i
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TRIEGRE B®IE £
Curl+] B g R
Ctrl+T SRR WIS TR —, IR EE.
ct ey S b -
e Ctrl+T
. Ctrls] K exit TEAF Kk B RE
. CtilsP HEBRES, EAGIS | EEHRES, @ RTS & (WE#ER) dEAGI SR
AR Wi RTS &% | 77, WHHF ARSI RRT . SR HAL R &S sl
15 FHAE P DABE ] LR
. Ctil+R Wl RTS & H\H H AR | EERS, @M RTS & (T iER) BRI
%
. CulsF TP I I H {5 idf_monitor, 1517 £1lash Hix, 851K idf_monitor,
i AE ] ke 3 10 Y SC PR30 2 0 B A, AR TR
i 2R idf_monitor 2 PAZHL -E FH B, W &izAT H bR
encrypted-flash,
. Cirlta I Gk S e N ARy | %7 45 idf_monitor, iz 1T app-flash Hir, R EWKE
;4- w idf_monitor. X5 flash 28}, {HEA LW HEF R IF
N FR TR, WIS idf_monitor ELAZ KL & HENH, U
) 25fTH AR encrypted-flash,
. Ctley R EAE R LA | BG, SEFraEANSTEYE. RVvrESE B A
H &% PG O PR AR A H B .
— EIbMRE XS AH | ETREEF N, B TFSAHEEE. A
T ‘ﬁ%i)%%i%@ﬂ:/‘lﬂﬁﬁi%%ﬁ% (AR IDF Wi asth &2 1%
BE) .
. Ciritl {EIEARE FT B A bRic | IDF B ORRS o] PATERE— AT RO LT B — e Aric . HifTa)
@g 1) PRCHIRS T PAE i ——t imestamp-format 4415
- Bk AE
. CtlsH SR A P
(= &
H)
. ClleX B s
A
X)
Ctrl+C HIEFE TR N AR | B {5 IDF WS #0 #% Jf 32 /77 GDB I H ¥ ik #%,
¥ Mz e R XFEE

Jfl:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME
BT

BT ctrl-] Mlcerl-T, HAbberm(E s

He S IDF F¢tk:

F1 &l fift 15 Mo ik ESP-IDF i i JE X004 0x4

L H AR E H AR A .

(4 75 Bk i A S ik 5, IDF WL 45 5 6

addr2line_ Az HUHEAEYEAC RS H B 7 B FIXT B 1) PR o
ESP-IDF [ 27 A& 2 crash A1 panic FEOFmF, REP=A8 Q1R B R A7 55 £l A [l )
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Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—~0x3ffb7e00

A2 : Ox3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H
—0x00000000

A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0

Al0 : 0x00000003 Al1l : 0x00060£f23 Al2 : 0x00060£f20 A13 H
—0x3ffba6dl

Al4 : 0x00000047 A1lS : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d

EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :o
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e¢00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40_
—0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF M 8 A 23 A7 a4 b S8 0 T A

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H-
—0x3ffb7e00

0x400£f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—~hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H.
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H.
—0x3ffb7dd0
Al0 : 0x00000003 A1l : 0x00060£23 Al12 : 0x00060£20 A13 H.
—0x3ffba6dl
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
< ./hello_world _main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32s3/./cpu_start.c:254

IDF Hi &R fE /G GIs T A R s, M4 ok

xtensa-esp32s3-elf-addr2line -pfiaC —-e build/PROJECT.elf ADDRESS

%1 KA E ESP_MONITOR_DECODE % & A 0 m{# 8 H idf_monitor.py M) %E & fiy 4T 1% T
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idf_monitor.py --disable-address-decoding 2% F#uihkfiEeg .

B RO H st BOAE LT, IDF I tlas 78 H ARt i S il il DTR #1 RTS #3472 H 3h &
Bt o B2y 1k IDF Wi Bl ae e it B 3 & 07, /eI IDF ML i B k5 ——no-reset, W

idf_monitor.py —--no-reset,

#lli: ——no-reset MWIE IDF Wi ALAS EHBIRR 58 i 1IN AT DASEBRIRIARRRCR . W 1df . py monitor
—--no-reset -p [PORT],

il GDBStub UL iiJil GDB  GDBStub 7 FFfEizf i} i1 ﬂﬁt GDBStub 7£ H A5 _izfy, H#EdE i
3] MMM A 4. GDBStub SZ RPN A AR & K2 i MR iS5 a & . BAREAH JTAG
ﬂ;ﬁ A, 1HHT GDBStub 5¢ 431 Hi A7 1 SE GE MR, WO T 200 ERRRE (40 JTTAG/USB #$%
N

i 3 ¥ CONFIG_ESP_SYSTEM_PANIC % & >} GDBStub on runtime, u] DK HAREE NTE)G &iafT
GDBStub. GDBStub {H{RHHE G GiZAT, 1R H 7 1 %8 CtrleC S0V BRIl (B LR
JFAT), AL GDBStub bR 4

AN, 3R] PAIE 1% B CONFIG_ESP_SYSTEM_PANIC “/j GDBStub on panic M E panic AbHARF, {#
HAE B crash 21T GDBStub, 4 crash & 4ERf, GDBStub i if 5 11 RR IR A7 i, 3%
7~ GDBStub 1EXEIiE4T .

SR codeC SRCEUSTTITL. IDF KA A1315) GDB, ML % 411
Wi, GDB M, ML RTS AR Fir. WIS RTS 118, A5 (0, 90 7
i

#%1: IDF WAEs1E G GiafT 43 i GDB:

xtensa-esp32s3-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"

B omk B PLYE A idf.py monitor —-print-filter="xyz" J&2 3 IDF I fi 78, H p,
—--print-filter @HihiHEM S8 SEEIEAE TR, AT HUETNEE .

Froa AT EI A BB R, AT & <tag>:<log_level> ST, H i <tag> AR FIFH,
<log_level> & {N, E, W, I, D, V, *}&E&HPH—IFE, 80928 & H.

14, PRINT_FILTER="tagl:W" HPLEIIF4TE] ESP_LOGW ("tagl", ...) WIBMNHE, XFHFELE
BAR HE TGO R4, B ESP_LOGE ("tagl", ...). WH7¥EE <log level> Sl 409
FIERIAME * o

ik SR, LAGEN JE HAEAE R & E AR R o T DAGE T IDF e $ i ek R R
S, HICHR B N R o

I AR P A A E é‘%% B <. B9 1, DAEARA R o e .

A0SR LY AR Pt 1 B 5 — AT JE T o [ 4, W RE S S e D RE, B, MRRERITIRTEDiAT, H
JER K BZAT A BT A ﬁ%*/‘a%ﬂlﬁl@, AT AT A S ] 2 A G P A (R 1) A 050 il
EIRIERIREOLT ) o

fii 126 LI 73~ 451

o * A T PCEARAT 2 BFRSE . {H PRINT_FILTER="*:T tagl:E" fTEIXT tagl k&4
By, 2B tagl B * BRI SES R .
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gj(%%)u)“'] (%) %?T/H: *: V PR A E TR0 2 500 8 B AR 31 VL A 2 R E%@@E)ﬁﬁﬁﬁ‘]@o

o RN ORANH T HEThEER I, WAPH T print £ BFTENE . O T REGRIX — R, TE
* B BCE S TTARY

o N "tagl:v", "tagl:v", "tagl:". "tagl:*" fl "tagl" Z[d.

o K ";agliW tagl:E" %E[HT "tagl:E", &S IR B A F 42 R AR 2 7 T
Rl — 5%

o BN "tagl:I tag2:wW" {LFE Info {40 R B EARH HIFTH] tagl, ¥ Warning {40 9% 51 5L
FARGAATE tag2,
o BN "tagl:T tag2:W tag3:N" {EAJ EAERE T E—MN, XR2FH tag3:NH5E tag3 AT
El

e tag3:NJEMMN) "tagl:I tag2:W tag3:N *:V" FHEAEE X, XEHRFUWHEEEAE tag3:N,

tag3 [FELATREFTEI R T tagl Ml tag2 $5IR(E B & FT EIFERS & RN ] (SR RER) |

HERNFTEN TR A

rA S BN TR H SR AR B B EAT ] i ek I 1 DL ZRAS19:

load:0x40078000,1len:13564

entry 0x40078d4c

esp_image: image at 0x30000 has invalid magic byte

esp_image: image at 0x30000 has invalid SPI mode 255

boot: Factory app partition is not bootable

) cpu_start: Pro cpu up.

) heap_init: Initializing. RAM available for dynamic allocation:

) cpu_start: Pro cpu start user code

) light_driver: [light_init, 74]:status: 1, mode: 2

) vis: esp_vifs_register_fd_range is successful for range <54; 64) and VFS ID.

OO HHHEMS H

1)
1)
9)
568
569
603
309
318

(3
(3
(3
(
(
(
(
(
1
I

328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="wifi esp_image:E light_driver:I" JiifiWifdiskids BT prn:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="1light_driver:D esp_image:N boot:N cpu_start:N vis:N wifi:N

REAASTAYTi UL gk S

10oad:0x40078000, 1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF W gL 2% LU )8
Windows A% | CL110] 8
o T Windows il 5 PR, A LUdk b S Hoth—SekRk b8 JLEAE GDB i .

o RO, idf.py RIS, WHEAE IDF WAL= 2 Higs 30 7.
* GDBizf7it, nRESEE BN, A4 T165 GDBSwb JH4Til 5 -

Linux fl macOS “F- & T HBE R brifi e ¥

VEAIRZHEDUR IR T PRI IR, sE g AR .
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BEELIFRIABE  PATR 2 ESP32-S3 15 ESP-IDF [ H RSB

s F—F: w¥REE

o % —%: I ESP-IDF

I ES RS

s B RERELE

o %A% Fr444% A ESP-IDF v&

S5 RS O TAE ESP32-S3 Wi fi] ESP-IDF, i SRS RG24 — LU0, DATR 22%e s
A ] P 43272 Linux Fl macOS i R 50 A 35 SR 41

Linux J{| )" %5 ESP-IDF 2L N . ARSI 1Y Linux ZATARUAS, SRR GRS .
» Ubuntu £ Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3_
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

H B3R SCRE CentOS 7, {HN T HAFHI M FUALS, A CentOS 8.
e Arch:

sudo pacman -S --needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

i

* filiJ] ESP-IDF 752 CMake 3.16 s LA LA . B Linux BATHUATRERR 2T A B ARG,
B J backports ZE(FIE, H% “cmake3” PR (A9 “emake”).
o QR ERSRB A GRS, WESFET ARG, BRI EI 2.

macOS J])*  ESP-IDF {8 Jl macOS |2k 2235 (%) Python it Zs .

o 2% CMake F1 Ninja #4131 H.:
— #4 HomeBrew, #A]DAiz

’brew install cmake ninja dfu-util

- #H MacPorts, 0] Phia

’sudo port install cmake ninja dfu-util

- HPAEYIARTER , 11517 CMake F1 Ninja 71, 25if)4 ¢ macOS V-5 19T #4235 7).
o 5 ZU L[R2 %% ccache PAFRAS B R IT) 9015 B . W1F HomeBrew, 7] MacPorts [ brew
install ccache 85 sudo port install ccache SEWMLEE,

Frik: WA BT BRI 2 AN B

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

N5 XCode iy 4T T.H, W[15fT xcode-select --install fyddifT4csE,

Espressif Systems 41 Release v5.0.6-318-g78af5840al
Submit Document Feedback



https://brew.sh/
https://www.macports.org/install.php
https://cmake.org/
https://ninja-build.org/
https://ccache.samba.org/
https://brew.sh/
https://www.macports.org/install.php
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.6-318-g78af5840a1

Chapter 1. e AL

Apple M1 J{[ ) 2R84 192 Apple M1 251 B A B 40 iR 2w

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is_
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

B

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2-
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

BT EATANT &K %2 Apple Rosetta 2

/usr/sbin/softwareupdate --install-rosetta --—-agree-to-license

“iz%¢ Python 3 Catalina 10.15 JAi Y] H R AHEFREM A Python 2.7 JiRAS, ¥EAR ) macOS HiAH A
SN E Python 2.7, AT PATR iy & A A 724 16111 4 Python JiAR:

’python ——-version ‘

WA A2 Python 2.7.17, NWAEREWMBGAMNTERE Python 2.7, XHIFHRELLEI T F i 2k
LI 2 75 B 4% %6 4 Python 3:

’pythonB —-version ‘

WERIEAT B A PR 5, WA Al 1 %A 222 Python 3.

AR LA 22 3R 2% Python 3:
* fifi [l HomeBrew #F4T224& 1) 40T
’brew install python3 ‘
* fdi ] MacPorts #4725 5 ¥A QN T

’sudo port install python38 ‘

45 " JRILESP-IDF  7E [l 58 ESP32-S3 My AL F Z 1l , W e SR HURZER AL Bk 4S04 ESP-IDF
Bl

RN ESP-IDF [yl A< 7745, YI%E] G2 fjey ESP-IDF i TAEHSE, fliH] git clone fy& o
MEmRE . FEXEARBAERGE M AL, W IF 3L

I, B T e

mkdir -p ~/esp

cd ~/esp
git clone -b release/v5.0 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF 4 RN#( # ~/esp/esp-idf,
1 HEESP-IDF yg A 2, #5% ESP-IDF A[a] fioAs iy B A48 3 5%

g5 BT [T ESP-IDF ALy, (A 2N S0 ESP32-S3 Y3 H 2:%¢ ESP-IDF fili il (45 Fh T
o Heangsigas . #ilds. Python f4%,

cd ~/esp/esp-idf
./install.sh esp32s3

B {# FJ Fish shell:
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cd ~/esp/esp-idf
./install.fish esp32s3

IR AN ESP32-S3 L i T H . WERFEAZAHARE A ETH , WnrpA— kg E £~ H
bR, AR s

. code-block:: bash

cd ~/esp/esp-idf ./install.sh esp32,esp32s2
8% {# FJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32,esp32s2

USRS B R N A SRR H AL 2 TR, WA AT R fir s

cd ~/esp/esp-idf
./install.sh all

8¢ {#i fJ Fish shell:

cd ~/esp/esp-idf
./install.fish all

Frik: W macOS 7, WNEHE ERAEAT A IR @ 2 AR B iR

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—to get local issuer certificate (_ssl.c:xxx)

Aizf TN Python SCFJE ) Install Certificates.command ZHEHEY. THEZFE, S
% 4% BESP-IDF T HINf H B T #ibi e

PR ISR % ESP-IDF T H 2345 2 T 3 Github AAf A H Ffr i — 28 TR, U125 Github %2
NN, AIABCE —ANEREEAR R, S5 Espressif (19 F 28I 95 4E47 Github BT 3.

ik ZBCE P Github KAGCAH R AT H, B A S S TIMAE Git @# ) URL.

TR L TR ok Espressif N EURISAS, WAEIZIT install. sh LA T i<

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

o S5kt ARSI E A ESP-IDF fris 4k T H BN ZEE R PR E &, B
Linux ZZLH) SHOME/ . espressif H 3k, GEATPAKESERF T 2238 3 Hfth H Sk, (HIETEBTT 2058 AR
HI, EHrXENEAS R IDF_TOOLS_PATH. Vi, WHREN K S E 4L A TS IZBAAMAUER .

R T IDF_TOOLS_PATH AF &, IR B IR MIT LR A (install. . bat, install.
psl B install.sh) il A (export .bat, export.psl B export.sh) HLEFFF—F.

SN DCPPRABEAE MU, BRWIN 2R TR R ORI 2 PATH PR5Ae &, Tokadad “ap a7
X EET R I, DARE—SIEAE A . X ] DAl ESP-IDF 42 by 5 — A gEA 7 B .

—

WAERT 21247 ESP-IDF i &3 %d HizfT AT iy &
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’. SHOME /esp/esp—-idf/export.sh

KT fish shell (f¥ 7 FF fish 3.0.0 KA FARAS), #HizfTPA R

’ . SHOME/esp/esp-idf/export.fish

R, rdFRm «7 SEBEZ B NA 25!
MR EF LA 1217 ESP-IDF, #n] DUATIAT export . sh G — 144, BAACDIRAT
1. B HIFERENELL R 23| shell L& 04 F (.profile, .bashrc, .zprofile %)

alias get_idf='. SHOME/esp/esp-idf/export.sh'
2. B ERAE DBia{T source [path to profilel, Ul source ~/.bashrc RIFHECE
XA

DA AEAT AT 3 o 11 Pz AT get_idf ARBE BT esp-idf PR,

AW E A export . sh {INE] shell HCESCIF . XIS T BOE SRR 2o & 35 THHSHGT IDF HEfLI3R
5 (WAETCH B IDF (&3h) . bW 7 S RS H A, 3] e H A B .

S50b: JFUGTEN] ESP-IDF WY BEREC 28 g 1 (1] ESP-IDF A 2501, 3% P AR 43 Al T 4R
5 —> TR

ARG TR W) 558 BUOE 1) ESP-IDF 985 —20 . #MATE B, QORI ESP32-S3 G5 — AT, I
. BESER A B

Frik: WURAGLARZH ESP-IDF, 52 M2 50 it gR, SR ARS8 w BT i) B A 3 p

RGO TR BUFE, SEWTRAMER T & ESP32-S3 W HIAR)F T . %A RAM ESP-IDF Ht examples H 5% Y
get-started/hello_world TFEIT14.

F%: ESP-IDF % R4EA S ESP-IDF ptARmH TR AR halify 25hs o

Ff get-started/hello_world TFE | B IEAMY) ~/esp HRE T

cd ~/esp
cp —-r SIDF_PATH/examples/get-started/hello_world .

#{l:: ESP-IDF fy examples H & NG —FRIRBI TR, GR AR R BRIk Iz 7 H T AR 7w 6,
WAl LB B, T AT =

Gt BUE, WRFERY ESP32-S3 JT R MEHE] PC, FHERIF AR 1.
WG, A EAE RS T B2 A BT A -

o Linux &% VA /dev/tty FFk
e macOS ¥ &%:: VA /dev/cu. FFk

A RUTER B DLIRENFER, W5 ESP32-S3 4l $ v ikik.

il W N4, BafERSPRP.
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Bl ¥ LFE 3 PE A hello_world H 3, ¥ H ESP32-S3 HHO R, Rizafr TR E T H

menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32s3
idf.py menuconfig

HH— LR G, NEEMHH idf.py set-target esp32s3iXE “HIR” HH. HE, E/ER
I 2 A RACEL (W) . GEHURTDLECHEN AR RCELSFHORE (M Bk
HIE), WEEL, EWAFRIFSH  ser-target.

IR (wus JEE N R NI N

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=
Security features ---=>
Partition Table ---=
Compiler options ---=
Component config ---=
Compatibility options ---»

[Space/Enter] Toggle/enter SC] Leave menu [S] save

[0] Load 77 sym info [/] Jump to symbol
[F] Toggle show-help moc C show-name mode [A] Toggle show-all mode
[Q] Quit (prompts for save) [D] Save minimal config (advanced]

K 22: TREACE —Ff 0

ATV L SR P BB T (AR R, g Wi-Fi A5 FR . AL BRI S . hello world R
B0 H 2 DABOARCELZ T, I —IH H, ATABKE (6 menuconfig #EATIH FLEX — K.

il % b R SRR E T R e S EIEORE . G DAE I ——style RBUESNL. &
1817 idf .py menuconfig --help figd, FIPHEZFELE.

AR A2 SRR T Bt T RAE S AR SCRF AL (BSP) SRIPBI T K. HEAER, Wi .

Gk LR WEMEHIPA RS, Sk TAR:

idf.py build

%ﬁ#i/ﬁ/\*fu\ﬁ IR P A A ESP-IDF 414, 36 AR5 | e mafe )y . 43 IXSRAN R ARy —
S0k

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(FOAkED)
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(£ L£50)

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
../../../components/esptool_py/esptool/esptool.py —-p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R UIERE, S SERUR A L bin SCPF

ek B B4y W H AT v S, BRI W AR g i — 3F ) SCfF (bootloader.bin., partition-table.bin I
hello_world.bin) 5g5x % %) ESP32-S3 JF %4 :

idf.py -p PORT [-b BAUD] flash

f PORT 4y ESP32-S3 JF AR H 47K
L] LAKF BAUD Bl A B Bk iR . BROABRF R 460800,
WA K idf.py RN, 5 Widfpy.

i Ak flash WK Hahgidtbeat TR, W EFFIE4T idf.py build.

ek Bl BB R MhE  WURTEZETTA e ar R BN R IXAER AT, T RO R R
HZ —nlfE2i51T esptool.py I i Bl4ER. esptool.py et RGRMIAET, MTEESH. 5
ROM 5| M ##5 22 H.DA S pes [l F ) T2 o ] DA B DA R P IRIEAT T 2h R 07, AN RYLZ 8. W m)
AT R fd i*?ﬁ;%% Troubleshooting. FREUTH L5 E..

esptool.py @it i USB 44 5688845 - (40 FTDI 5 CP210x) [ DTR il RTS 24 4k 4 50k A 8

5 i ESP32-S3 ( #57% 5 ESP32-S3 43 % v ik 3% PRIPUE 214115 E). DTR Fl RTS i £k %4 5|
ESP32-S3 1) GPI0O0 Fil CHIP_PU (EN) &M I, F it DTR 1 RTS f4HL & HL A5 fb £ i ESP32-S3 3k A [#
PR B A RR B A ESP32 DevKitC JF A M) IR B A

—BokUL, B E 5 ESP-IDF JRAMA 2 B, HJ2, esptool.py FEPA NIEIL T AREH S HE
R

o VR LEREAT %% GPIOO Ml CIHP_PU [ DTR F1 RTS #5:4i|4k .
« DTR Fll RTS #% il £ A e 0 =UAN [F]
o MRASVEA X REN R AT I £k i

MR AR RIS, o nT DAKF G ESP32-S3 I St T sl i B U 4 ik (B4

o XtF Espressif f)FF &M, @507 PAS %% W IF A AT 138G el P8 Eg . Bilan, v pAi@ad #4543 Boot
$iedl (GPI00) F¥EfE EN $¢4l (CHIP_PU) RKFh& i ESP-IDF Jf % #it .
o W HAMBR AR, W PAZEIRF GPTO0 Fifk.

WRLRIE bR R, BAAEFIRMT R H

esptool.py esp32s3 -p /dev/ttyUSBO -b 460800 --before=default_reset --after=hard_
—~reset write_flash --flash_mode dio --flash_freqg 80m --flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v3.2-dev

Q)
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Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-S53

Features: WiFi, BLE

Crystal is 40MHz

MAC: 7c:df:al1l:e0:00:64

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to OxOO0OOQO4fff...
Flash will be erased from 0x00010000 to O0xOO0O039fff...
Flash will be erased from 0x00008000 to 0x00008fff...
Compressed 18896 bytes to 11758...

Writing at 0x00000000... (100 %)

Wrote 18896 bytes (11758 compressed) at 0x00000000 in 0.5 seconds (effective 279.9.
—kbit/s) ...

Hash of data verified.

Compressed 168208 bytes to 88178.
Writing at 0x00010000... (16 %)
Writing at 0x0001a80f... (33 %)
Writing at 0x000201f1... (50 %)
Writing at 0x00025dcf... (66 %)
Writing at 0x0002d0be... (83 %)
Writing at 0x00036c07.. (100 %)

Wrote 168208 bytes (88178 compressed) at 0x00010000 in 2.4 seconds (effective 569.
—2 kbit/s)...

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.1 seconds (effective 478.9.
—kbit/s)

Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

TR —PI0FR], BeskIER)E, FFAMCRSEN, MHET “hello_world” JFIRiETT.
IR 7 B2 ] Eclipse B2 VS Code IDE, [fidE idf.py, %% Eclipse Plugin, DA} VSCode Extension,

WL BRI DAMEE ] idf.py —-p PORT monitor g2, WM “hello_world” THAEMZITIEMN . T,
ANBLRICHRF PORT et G311 R 4455

WA G, IDF SALE Y RIS

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— idf_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

PEisE, G AER S HEMZ W HEZ G, BRFTE “Hello world!” 1.
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Hello world!

Restarting in 10 seconds...

This is esp32s3 chip with 2 CPU core(s), This is esp32s3 chip with 2 CPU.
—core(s), WiFi/BLE, silicon revision 0, 2MB external flash
Minimum free heap size: 390684 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

BT PR ctrl+], dBH IDF HiHLEs.

ik BRATUB AT S, — MR, Bk A A
idf.py -p PORT flash monitor

LAt

o HHIFEIDF YAL%E , T 240 IDF B0 28 A0 P b A HoAb i
o i HIfEidfpy, BmEEZL 1df.py A HHET.

I, WU K ESP32-S3 [\ AT 123!
BAE, AT PAZE— e HoAh examples, B EHIEF A H O HEF .

g —HORGIRF A SR} ESP32-S3, [ ESP32-S3 AR & P iR«

e R IR B & README SCff Supported Targets i, WISRFEM T ESP32-S3, B
GARTFAEIA TN, LI ESP32-S3 7 HHsk AR B AR .

bt

FLFIL ] 135 /dev/ttyUSBO i F 26 Linux A [5] ESP32-S3 B [E14:0f, TIRES P Failed to open
port /dev/ttyUSBO F5iR{HE . MHTR] DREH PN 2 Linux Dialout 8.

He %511y Python Jjg /A ESP-IDF 3 #F Python 3.7 J¢ DA iAW T 45 4E 2 58 21 BBt A AT B8 8T
Python, W] £EM sources 2735 55 it Python, B {#i fj Python & ¥ 255Ul pyenv X} AR A HEAT TR 45 11

LTl ETRAGR Bt (BSP), MBI T AR B IS ZBUT Ko ARE AR AL R %L
T8 AT PASE O 45 TF A AR WA AL -

— BRI, BSP SRR AR ERTARECRALE . R T BE ORI (LI RESN, BSP PR INfL B . (2
TR ER AR A S ST R IR B R T o

BSP it IDF #8435 32 35 S, 5P LARIAE IDF ZHHE ik as 2547 R 2.
UL B nfiliin 1 nfs ESP-BOX BSP @l H rf:

idf.py add-dependency esp-box

A KA BSP (7B, T HIEE BSP /R il SCIF

HEL: 9l ESP-IDF  RFE AN BT A 1) ESP-IDF, 252 bug iRt T ¥R, EESP-IDF
FRREA F2 SRR AR ERRASHR A A SRR IR . SCRFMIBRG IS, A IR SR e, P mlke it B
FE Fei) ESP-IDF JitA . B2 T 3HpIRNE S, 1§25 ESP-IDF 1k .
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PIt, BAEA Y, WM RSB f i BR AR HERMEREA ) esp-1idf S
e, NGRS =% RIR ESP-IDF HIFE/R, BB SE wkE .

7P DR A Ry . BT, B HIE 247 ESP-IDF B & A . R HPRAME A
i) ESP-IDF Jit A Br ANl .

WE, BTG, R T LA, AR Hiii ESP-IDF ref i T RGBT . HIkESE S =

R E TR,
— BEGHr 2 TR, N AR, RIRESE5 % wy: RERtE,
FRSCAY

o 15 ESP32-S3 43 % v ik ik

* Eclipse Plugin

¢ VSCode Extension
o IDF A5

14 GiiESs—A LR

WK E 2446 4 ESP-IDF H %A i F4E T A 3158 (IDE), 1S EM SR TT £ Windows P 44
£)3E 142 80 Linux o macOS F Fr454) 3 42 it — TR,

1.5 #l4k ESP-IDF

W H1#k ESP-IDF, % %% Uninstall ESP-IDF .
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APl %%

2.1 API Conventions

This document describes conventions and assumptions common to ESP-IDF Application Programming Interfaces
(APIs).

ESP-IDF provides several kinds of programming interfaces:

* C functions, structures, enums, type definitions and preprocessor macros declared in public header files of ESP-
IDF components. Various pages in the API Reference section of the programming guide contain descriptions
of these functions, structures and types.

* Build system functions, predefined variables and options. These are documented in the build system guide.

* Kconfig options can can be used in code and in the build system (CMakeLists.txt) files.

* Host tools and their command line parameters are also part of ESP-IDF interface.

ESP-IDF consists of components written specifically for ESP-IDF as well as third-party libraries. In some cases, an
ESP-IDF-specific wrapper is added to the third-party library, providing an interface that is either simpler or better
integrated with the rest of ESP-IDF facilities. In other cases, the original API of the third-party library is presented
to the application developers.

Following sections explain some of the aspects of ESP-IDF APIs and their usage.

2.1.1 Error handling

Most ESP-IDF APIs return error codes defined with esp_err_t type. See Error Handling section for more infor-
mation about error handling approaches. Error Code Reference contains the list of error codes returned by ESP-IDF
components.

2.1.2 Configuration structures

H P Correct initialization of configuration structures is an important part in making the application compatible
with future versions of ESP-IDF.

Most initialization or configuration functions in ESP-IDF take as an argument a pointer to a configuration structure.
For example:

51
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const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"
bi
esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

Initialization functions never store the pointer to the configuration structure, so it is safe to allocate the structure on
the stack.

The application must initialize all fields of the structure. The following is incorrect:

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;

/* Incorrect! Fields .arg and .name are not initialized */
esp_timer_create (&émy_timer_args, &my_timer);

Most ESP-IDF examples use C99 designated initializers for structure initialization, since they provide a concise way
of setting a subset of fields, and zero-initializing the remaining fields:

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
/* Correct, fields .arg and .name are zero-initialized */

bi

C++ language doesn’ t support the designated initializers syntax until C++20, however GCC compiler partially
supports it as an extension. When using ESP-IDF APIs in C++ code, you may consider using the following pattern:

esp_timer_create_args_t my_timer_args = {};
/* All the fields are zero-initialized */
my_timer_args.callback = &my_timer_callback;

Default initializers

For some configuration structures, ESP-IDF provides macros for setting default values of fields:

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_DEFAULT_CONFIG expands to a designated initializer.
Now all fields are set to the default values.
Any field can still be modified: */

config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

Itis recommended to use default initializer macros whenever they are provided for a particular configuration structure.

2.1.3 Private APIs

Certain header files in ESP-IDF contain APIs intended to be used only in ESP-IDF source code, and not by the appli-
cations. Such header files often contain private or esp_private in their name or path. Certain components,
such as hal only contain private APIs.

Private APIs may be removed or changed in an incompatible way between minor or patch releases.

2.1.4 Components in example projects

ESP-IDF examples contain a variety of projects demonstrating usage of ESP-IDF APIs. In order to reduce code
duplication in the examples, a few common helpers are defined inside components that are used by multiple examples.
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This includes components located in common_components directory, as well as some of the components located in
the examples themselves. These components are not considered to be part of the ESP-IDF API.

It is not recommended to reference these components directly in custom projects (via EXTRA_COMPONENT_DIRS
build system variable), as they may change significantly between ESP-IDF versions. When starting a new project
based on an ESP-IDF example, copy both the project and the common components it depends on out of ESP-IDF,
and treat the common components as part of the project. Note that the common components are written with examples
in mind, and might not include all the error handling required for production applications. Take time to read the code
and understand if it applicable to your use case.

2.1.5 API Stability

ESP-IDF uses Semantic Versioning as explained in the versions page.

Minor and bugfix releases of ESP-IDF guarantee compatibility with previous releases. The sections below explain
different aspects and limitations to compatibility.

Source level compatibility

ESP-IDF guarantees source level compatibility of C functions, structures, enums, type definitions and preprocessor
macros declared in public header files of ESP-IDF components. Source level compatibility implies that the application
can be recompiled with the newer version of ESP-IDF without changes.

The following changes are allowed between minor versions and do not break source level compatibility:

* Deprecating functions (using the deprecated attribute) and header files (using a preprocessor #warning).
Deprecations are listed in ESP-IDF relese notes. It is recommended to update the source code to use the newer
functions or files that replace the deprecated ones, however this is not mandatory. Deprecated functions and
files can be removed in major versions of ESP-IDF.

* Renaming components, moving source and header files between components —provided that the build system
ensures that correct files are still found.

¢ Renaming Kconfig options. Kconfig system renaming mechanism ensures that the original Kconfig option
names can still be used by the application in sdkconfig file, CMake files and source code.

Lack of binary compatibility

ESP-IDF does not guarantee binary compatibility between releases. This means that if a precompiled library is built
with one ESP-IDF version, it is not guaranteed to work the same way with the next minor or bugfix release. The
following are the possible changes that keep source level compatibility but not binary compatibility:

¢ Changing numerical values for C enum members.

¢ Adding new structure members or changing the order of members. See Configuration structures for tips that
help ensure compatibility.

* Replacing an extern function witha static inline one with the same signature, or vice versa.

¢ Replacing a function-like macro with a compatible C function.

Other exceptions from compatibility

While we try to make upgrading to a new ESP-IDF version easy, there are parts of ESP-IDF that may change between
minor versions in an incompatible way. We appreciate issue reports about any unintended breaking changes that don’
t fall into the categories below.

* Private APIs.

» Components in example projects.

 Features clearly marked as “beta” , “preview” ,or “experimental” .

¢ Changes made to mitigate security issues or to replace insecure default behaviors with a secure ones.
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» Features which were never functional. For example, if it was never possible to use a certain function or an
enumeration value, it may get renamed (as part of fixing it) or removed. This includes software features which
depend on non-functional chip hardware features.

» Unexpected or undefined behavior (for example, due to missing validation of argument ranges) that is not
documented explicitly may be fixed/changed.

 Location of Kconfig options in menuconfig.

» Location and names of example projects.

2.2 WHDZEPMY

2.2.1 ASIO port
Asio is a cross-platform C++ library, see https://think-async.com/Asio/. It provides a consistent asynchronous model
using a modern C++ approach.
The ESP-IDF component ASIO has been moved from ESP-IDF since version v5.0 to a separate repository:
* ASIO component on GitHub
To add ASIO component in your project, please run idf.py add-dependency espressif/asio

Hosted Documentation

The documentation can be found on the link below:

¢ ASIO documentation (English)

2.2.2 ESP-Modbus

The Espressif ESP-Modbus Library (esp-modbus) supports Modbus communication in the networks based on RS485,
Wi-Fi, Ethernet interfaces. The ESP-IDF component freemodbus has been moved from ESP-IDF since version v5.0
to a separate repository:

* ESP-Modbus component on GitHub

Hosted Documentation

The documentation can be found on the link below:

* ESP-Modbus documentation (English)

Application Example

The examples below demonstrate the ESP-Modbus library of serial, TCP ports for slave and master implementations
accordingly.

e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
¢ protocols/modbus/tcp/mb_tcp_slave
e protocols/modbus/tcp/mb_tcp_master

Please refer to the specific example README.md for details.
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Protocol References

e https://modbus.org/specs.php: Modbus Organization with protocol specifications.

223 ESP-MQTT

Overview

ESP-MQTT is an implementation of [MQTT](mgqtt.org) protocol client (MQTT is a lightweight publish/subscribe
messaging protocol).

Features

 Supports MQTT over TCP, SSL with mbedtls, MQTT over Websocket, MQTT over Websocket Secure.

 Easy to setup with URI

» Multiple instances (Multiple clients in one application)

* Support subscribing, publishing, authentication, last will messages, keep alive pings and all 3 QoS levels (it
should be a fully functional client).

Application Example

e protocols/mqtt/tcp: MQTT over tcp, default port 1883

e protocols/mqtt/ssl: MQTT over tls, default port 8883

¢ protocols/mqtt/ssl_ds: MQTT over tls using digital signature peripheral for authentication, default port 8883.
* protocols/mqtt/ssl_mutual_auth: MQTT over tls using certificates for authentication, default port 8883

* protocols/mqtt/ssl_psk: MQTT over tls using pre-shared keys for authentication, default port 8883.

* protocols/mqtt/ws: MQTT over Websocket, default port 80

* protocols/mqtt/wss: MQTT over Websocket Secure, default port 443

Configuration

The configuration is made by setting fields in esp_mgtt_client_config_t struct. The configuration struct
has the following sub structs to configure different aspects of the client operation.

* broker - Allow to set address and security verification.
e credentials - Client credentials for authentication.
* session - Configuration for MQTT session aspects.

* network - Networking related configuration.

¢ task - Allow to configure FreeRTOS task.

e buffer - Buffer size for input and output.

In the following session the most common aspects are detailed.

Broker

Address Broker address can be set by usage of broker.address struct. The configuration can be made by
usage of uri field or the combination of hostname, transport and port. Optionally, path could be set, this
field is useful in websocket connections.

The uri field is used in the following format scheme://hostname:port/path. - Curently support mgtt,
mgtts, ws, wss schemes - MQTT over TCP samples:

e mgtt://mgtt.eclipseprojects.io: MQTT over TCP, default port 1883:
e mgtt://mgtt.eclipseprojects.io:1884 MQTT over TCP, port 1884:
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e mgtt://username:password@mgtt.eclipseprojects.i0:1884 MQTT over TCP, port
1884, with username and password

* MQTT over SSL samples:
- mgtts://mgtt.eclipseprojects.io: MQTT over SSL, port 8883
- mgtts://mgtt.eclipseprojects.io:8884: MQTT over SSL, port 8884
* MQTT over Websocket samples:
- ws://mgtt.eclipseprojects.i10:80/mgtt
* MQTT over Websocket Secure samples:
- wss://mgtt.eclipseprojects.i0:443/mgtt
¢ Minimal configurations:

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (&émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler,
—client);
esp_mgtt_client_start (client);

* Note: By default mqtt client uses event loop library to post related mqtt events (connected, subscribed, pub-
lished, etc.)

Verification For secure connections TLS is used, and to guarantee Broker’ s identity the broker.
verification struct must be set. The broker certificate may be set in PEM or DER format. To select DER
the equivalent _1en field must be set, otherwise a NULL terminated string in PEM format should be provided to
certificate field.

e Get certificate from server, example: mgtt.eclipseprojects.io openssl s_client
-showcerts —-connect mgtt.eclipseprojects.io:8883 </dev/null 2>/dev/
null |openssl x509 —-outform PEM >mgtt_eclipse_org.pem

¢ Check the sample application: examples/mgtt_ssl

* Configuration:

const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {

.address.uri = "mgtts://mgtt.eclipseprojects.io:8883",
.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,

by
bi

To details on other fields check the Reference API and 7LS Server verification.

Client Credentials All client related credentials are under the credentials field.

e username: pointer to the username used for connecting to the broker, can also be set by URIL
e client_id: pointer to the client id, defaults to ESP32_$CHIPID% where %CHIPID% are the last 3 bytes
of MAC address in hex format

Authentication It’ s possible to set authentication parameters through the authentication field. The client
supports the following authentication methods:

» Using a password by setting authentication.password.

e Muthual authentication with TLS by setting authentication.certificate and
authentication.key, both can be provided in PEM or DER format.

e Using secure element available in ESP32-WROOM-32SE, setting authentication.
use_secure_element.

» Using Digital Signature Peripheral available in some Espressif devices, setting authentication.
ds_data.
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Session For MQTT session related configurations sect ion fields should be used.

Last Will and Testament MQTT allows for a last will and testament (LWT) message to notify other clients when a
client ungracefully disconnects. This is configured by the following fields inthe esp_mgtt_client_config_t.
session.last_will-struct.

topic: pointer to the LWT message topic

msg: pointer to the LWT message

msg_1len: length of the LWT message, required if msg is not null-terminated
gos: quality of service for the LWT message

retain: specifies the retain flag of the LWT message

Change settings in Project Configuration Menu The settings for MQTT can be found using idf.py
menuconfig, under Component config -> ESP-MQTT Configuration

The following settings are available:

CONFIG_MQTT _PROTOCOL_311: Enables 3.1.1 version of MQTT protocol
CONFIG_MQTT_TRANSPORT _SSL, CONFIG_MQTT_TRANSPORT_WEBSOCKET Enables specific MQTT
transport layer, such as SSL, WEBSOCKET, WEBSOCKET_SECURE
CONFIG_MQTT_CUSTOM_OUTBOX: Disables default implementation of mqtt_outbox, so a specific imple-
mentaion can be supplied

Events

The following events may be posted by the MQTT client:

MQTT_EVENT_BEFORE_CONNECT: The client is initialized and about to start connecting to the broker.
MQTT_EVENT_CONNECTED: The client has successfully established a connection to the broker. The client
is now ready to send and receive data.

MQTT_EVENT_DISCONNECTED: The client has aborted the connection due to being unable to read or write
data, e.g. because the server is unavailable.

MQTT_EVENT_SUBSCRIBED: The broker has acknowledged the client’ s subscribe request. The event data
will contain the message ID of the subscribe message.

MQTT_EVENT_UNSUBSCRIBED: The broker has acknowledged the client’ s unsubscribe request. The event
data will contain the message ID of the unsubscribe message.

MQTT_EVENT_PUBLISHED: The broker has acknowledged the client’ s publish message. This will only
be posted for Quality of Service level 1 and 2, as level O does not use acknowledgements. The event data will
contain the message ID of the publish message.

MQTT_EVENT_DATA: The client has received a publish message. The event data contains: message ID, name
of the topic it was published to, received data and its length. For data that exceeds the internal buffer multiple
MQTT_EVENT_DATA will be posted and current_data_offset and total_data_len from event data updated to
keep track of the fragmented message.

MQTT_EVENT_ERROR: The client has encountered an error. esp_maqtt_error_type_t from error_handle in the
event data can be used to further determine the type of the error. The type of error will determine which parts
of the error_handle struct is filled.

API Reference

Header File

components/mqtt/esp-mgqtt/include/mgqtt_client.h

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
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%% config -MQTT configuration structure
W}l mqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mqgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MOTT connection URI. This API is usually used to overrides the URI configured in esp_mgqtt_client_init.
S8
* client —~MQTT client handle
* uri —
& [n] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgtt_client_handle_t client)
Starts MOTT client with already created client handle.
%4 client —MQTT client handle
& Ia] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mqgtt_client_reconnect (esp_mqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
¥ client ~MOQTT client handle
&1l ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
24 client —MQTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mqgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.

* Notes:
* Cannot be called from the MOTT event handler

¥ client ~MOQTT client handle
&1l ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state

int esp_mgtt_client_subscribe (esp_mgtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

* Client must be connected to send subscribe message
e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(APl is protected by internal mutex, so it might block if a longer data receive operation is in progress.

SH
e client —MQTT client handle
* topic -
* gos —// TODO describe parameters
& I0] message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)
Unsubscribe the client from defined topic.
Notes:

* Client must be connected to send unsubscribe message

Espressif Systems 58 Release v5.0.6-318-g78af5840al
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.6-318-g78af5840a1

Chapter 2. APl &%

e It is thread safe, please refer to esp_mqgtt_client_subscribe for details

SH
* client —~MQTT client handle
* topic -
&1l message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_publish (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain)

Client to send a publish message to the broker.
Notes:

¢ This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)

* Client doesn’ t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

* It is thread safe, please refer to esp_mgtt_client_subscribe for details

SH
e client —MQTT client handle
* topic —topic string
* data —payload string (set to NULL, sending empty payload message)
* len —data length, if set to 0, length is calculated from payload string
* gos —QoS of publish message
* retain —retain flag
& Ia] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure.

int esp_mgtt_client_enqueue (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mgqtt_client_publish() which sends the pub-
lish message immediately in the user task’ s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

SH

e client —MQTT client handle

* topic —topic string

* data —payload string (set to NULL, sending empty payload message)

* len —data length, if set to 0, length is calculated from payload string

* gos —QoS of publish message

* retain —retain flag

* store —if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are enqueued
R I0] message_id if queued successfully, -1 otherwise

esp_err_t esp_magtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.

Notes:
¢ Cannot be called from the MQTT event handler

%4 client —MQTT client handle
&I ESP_OK ESP_ERR_INVALID_ARG on wrong initialization
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esp_err_t esp_mqtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)
Set configuration structure, typically used when updating the config (i.e. on “before_connect” event.
S8
e client —MQTT client handle
* config -MQTT configuration structure

&[] ESP_ERR_NO_MEM if failed to allocate ESP_ ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success

esp_err_t esp_mqgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.
S8
* client —~MQTT client handle
* event —event type
* event_handler —handler callback
* event_handler_arg —handlers context
& [a] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-
tion ESP_OK on success
intesp_mgtt_client_get_outbox_size (esp_mgtt_client_handle_t client)
Get outbox size.

¥ client —MQTT client handle
1R[] outbox size 0 on wrong initialization

Structures

struct esp_mgtt_error_codes

MQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_t1ls_last_error error, but recommended to update

applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source

of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-

nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component

intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification
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esp_mgqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message

int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mqtt error handle including esp-tls errors as well as internal MQTT errors
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bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig
struct esp_mgtt_client_config t

MOQTT client configuration structure

¢ Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_mgqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_maqtt_client_config_t::.credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_maqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgqtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct broker_t

Broker related configuration

Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration
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struct esp_mqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker
struct address_t

Broker address

* uri have precedence over other fields
o Ifuriisn’ t set at least hostname, transport and port should.

Public Members

const char *uri

Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’ s identity isn’ t verified. it’ s recommended to set the options in this
struct for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.

esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.

const char *certificate

Certificate data, default is NULL, not required to verify the server.

size_t certificate_len

Length of the buffer pointed to by certificate.
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const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to certifi-
cate verification). PSK is enabled only if there are no other ways to verify broker.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.

Public Members

int size
size of MOTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.

Public Members

const char *username
MQTT username

const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPIDS are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_mqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.
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Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key.

size_tcertificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided.

size_tkey_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection

void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)
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bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_auto_reconnect=true to disable

struct session_t

MQTT Session related configuration

Public Members

struct esp_maqtt_client_config_t::session_t::last_will_t last_will

Last will configuration

bool disable_clean_session

MOTT clean session, default clean_session is true

int keepalive
MOTT keepalive, default is 120 seconds

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’ t disable keepalive feature, but uses
a default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MOQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msgisn’ t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

Espressif Systems 66 Release v5.0.6-318-g78af5840al
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.6-318-g78af5840a1

Chapter 2. APl &%

struct task_t

Client task configuration

Public Members

int priority
MQTT task priority

int stack_size
MQTT task stack size

Macros

MQTT_ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

Type Definitions

typedef struct esp_mqtt_client *esp_mgtt_client_handle_t

typedef enum esp_mgqtt_event_id_t esp_mgtt_event_id_t
MQTT event types.

User event handler receives context data in esp_mqtt_event_t structure with

e client - MQTT client handle
* various other data depending on event type

typedef enum esp_mqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mqtt_protocol_ver_t esp_mqtt_protocol_ver_t

MOQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mgtt_error_codes_t
MOQTT error code structure to be passed as a contextual information into ERROR event
Important: This structure extends esp_t 1s_last_error error structure and is backward compatible with

it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from

Espressif Systems 67 Release v5.0.6-318-g78af5840al
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.6-318-g78af5840a1

Chapter 2. APl &%

tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mgtt_event_t

MQTT event configuration structure

typedef esp_mqtt_event_t *esp_mgtt_event_handle_t

typedef esp_err_t (*mgtt_event_callback_t)(esp_mqtt_event_handle_t event)

typedef struct esp_mqtt_client_config_t esp_mgtt_client_config_t

MOTT client configuration structure

* Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MOTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

enumerator MOTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MOTT_ EVENT_DISCONNECTED

disconnected event

enumerator MOTT EVENT_SUBSCRIBED

subscribed event, additional context:

* msg_id message id
* data pointer to the received data
* data_len length of the data for this event

enumerator MOTT EVENT_UNSUBSCRIBED

unsubscribed event
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enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA
data event, additional context:
* msg_id message id
* topic pointer to the received topic
* topic_len length of the topic
* data pointer to the received data
« data_len length of the data for this event
¢ current_data_offset offset of the current data for this event
* total_data_len total length of the data received
* retain retain flag of the message
* qos QoS level of the message
¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’ t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==1
¢ Additional context: msg_id (id of the deleted message).

enum esp_mgtt_connect_return_code_t

MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MOTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_REJECTED

MOQTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MQTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MQTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password
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enum esp_mgtt_error_type_t
MOQTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MQTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MQTTS

enumerator MOTT TRANSPORT_OVER_WS

MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MQTT over Websocket Secure, using scheme: wss

enum esp_mgtt_protocol_ver_t

MQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED

enumerator MOQTT_ PROTOCOL_V_3_1

enumerator MQTT PROTOCOL_V_3_1_1

enumerator MOTT PROTOCOL_V_5

2.2.4 ESP-TLS
Overview

The ESP-TLS component provides a simplified API interface for accessing the commonly used TLS functionality.
It supports common scenarios like CA certification validation, SNI, ALPN negotiation, non-blocking connection
among others. All the configuration can be specified in the esp_t1s_cfg_t data structure. Once done, TLS
communication can be conducted using the following APIs:
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esp_tls_init (): for initializing the TLS connection handle.
esp_tls_conn_new_sync (): for opening a new blocking TLS connection.
esp_tls_conn_new_async (): for opening a new non-blocking TLS connection.
esp_tls_conn_read (): for reading from the connection.
esp_tls_conn_write (): for writing into the connection.
esp_tls_conn_destroy (): for freeing up the connection.

Any application layer protocol like HTTP1, HTTP2 etc can be executed on top of this layer.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection: protocols/https_request.

Tree structure for ESP-TLS component

— esp_tls.c

F— esp_tls.h

If esp_tls_mbedtls.c

— esp_tls_wolfssl.c

L— private_include
% esp_tls_mbedtls.h
L esp_tls_wolfssl.h

The ESP-TLS component has a file esp-tls/esp_tls.h which contain the public API headers for the component. Inter-
nally ESP-TLS component uses one of the two SSL/TLS Libraries between mbedtls and wolfssl for its operation. API
specific to mbedtls are present in esp-tls/private_include/esp_tls_mbedtls.h and API specific to wolfssl are present in
esp-tls/private_include/esp_tls_wolfssL.h.

TLS Server verification

The ESP-TLS provides multiple options for TLS server verification on the client side. The ESP-TLS client can verify
the server by validating the peer’ s server certificate or with the help of pre-shared keys. The user should select only
one of the following options in the esp_t1s_cfg_t structure for TLS server verification. If no option is selected
then client will return a fatal error by default at the time of the TLS connection setup.

cacert_buf and cacert_bytes: The CA certificate can be provided in a buffer to the esp_t1s_cfg_t struc-
ture. The ESP-TLS will use the CA certificate present in the buffer to verify the server. The following variables
in esp_t1ls_cfg_t structure must be set.

— cacert_buf - pointer to the buffer which contains the CA cert.

— cacert_bytes - size of the CA certificate in bytes.
use_global_ca_store: The global_ca_store can be initialized and set at once. Then it can be used
to verify the server for all the ESP-TLS connections which have set use_global_ca_store = true
in their respective esp_t1s_cfg_t structure. See API Reference section below on information regarding
different API used for initializing and setting up the global_ca_store.
crt_bundle_attach: The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom
x509 root certificates for TLS server verification. More details can be found at ESP x509 Certificate Bundle
psk_hint_key: To use pre-shared keys for server verification, CONFIG_ESP_TLS_PSK_VERIFICATION
should be enabled in the ESP-TLS menuconfig. Then the pointer to PSK hint and key should be provided
tothe esp_t1ls_cfg_t structure. The ESP-TLS will use the PSK for server verification only when no other
option regarding the server verification is selected.
skip server verification: This is an insecure option provided in the ESP-TLS for test-
ing purpose. The option can be set by enabling CONFIG_ESP_TLS_INSECURE and CON-
FIG_ESP_TLS_SKIP_SERVER_CERT _VERIFY in the ESP-TLS menuconfig. When this option is enabled the
ESP-TLS will skip server verification by default when no other options for server verification are selected in
the esp_t1ls_cfqg_t structure. WARNING:Enabling this option comes with a potential risk of establishing a
TLS connection with a server which has a fake identity, provided that the server certificate is not provided either
through API or other mechanism like ca_store etc.
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ESP-TLS Server cert selection hook

The ESP-TLS component provides an option to set the server cert selection hook when using the mbedTLS stack.
This provides an ability to configure and use a certificate selection callback during server handshake, to select a
certificate to present to the client based on the TLS extensions supplied in the client hello (alpn, sni, etc). To enable
this feature, please enable CONFIG_ESP_TLS_SERVER_CERT_SELECT_HOOK in the ESP-TLS menuconfig. The
certificate selection callback can be configured in the esp_t1s_cfqg_t structure as follows:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{
/* Code that the callback should execute */
return O;

}

esp_tls_cfg_t cfg = {
cert_select_cb = cert_section_callback,
bi

Underlying SSL/TLS Library Options

The ESP-TLS component has an option to use mbedtls or wolfssl as their underlying SSL/TLS library. By default
only mbedtls is available and is used, wolfssl SSL/TLS library is available publicly at https://github.com/espressif/
esp-wolfssl. The repository provides wolfssl component in binary format, it also provides few examples which are
useful for understanding the API. Please refer the repository README.md for information on licensing and other
options. Please see below option for using wolfssl in your project.

F&1:  As the library options are internal to ESP-TLS, switching the libraries will not change ESP-TLS specific code
for a project.

How to use wolfssl with ESP-IDF

There are two ways to use wolfssl in your project

1) Directly add wolfssl as a component in your project with following three commands.:

(First change directory (cd) to your project directory)
mkdir components

cd components

git clone https://github.com/espressif/esp-wolfssl.git

2) Add wolfssl as an extra component in your project.

¢ Download wolfssl with:

git clone https://github.com/espressif/esp-wolfssl.git

¢ Include esp-wolfssl in ESP-IDF with setting EXTRA_COMPONENT_DIRS in CMakeLists.txt of your project
as done in wolfssl/examples. For reference see Optional Project variables in build-system.

After above steps, you will have option to choose wolfssl as underlying SSL/TLS library in configuration menu of
your project as follows:

idf.py menuconfig -> ESP-TLS -> choose SSL/TLS Library -> mbedtls/wolfssl

Comparison between mbedtls and wolfssl

The following table shows a typical comparison between wolfssl and mbedtls when protocols/https_request exam-
ple (which has server authentication) was run with both SSL/TLS libraries and with all respective configurations
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set to default. (mbedtls IN_CONTENT length and OUT_CONTENT length were set to 16384 bytes and 4096 bytes
respectively)

Property Wolfssl | Mbedtls
Total Heap Consumed | ~19 Kb | ~37 Kb

Task Stack Used ~22Kb | ~3.6 Kb
Bin size ~858 Kb | ~736 Kb

#51:: These values are subject to change with change in configuration options and version of respective libraries.

Digital Signature with ESP-TLS

ESP-TLS provides support for using the Digital Signature (DS) with ESP32-S3. Use of the DS for TLS is supported
only when ESP-TLS is used with mbedTLS (default stack) as its underlying SSL/TLS stack. For more details on
Digital Signature, please refer to the Digital Signature Documentation. The technical details of Digital Signature such
as how to calculate private key parameters can be found in ESP32-S3 Technical Reference Manual > Digital Signature
(DS) [PDF]. The DS peripheral must be configured before it can be used to perform Digital Signature, see Configure
the DS Peripheral in Digital Signature.

The DS peripheral must be initlized with the required encrypted private key parameters (obtained when the DS
peripheral is configured). ESP-TLS internally initializes the DS peripheral when provided with the required DS
context (DS parameters). Please see the below code snippet for passing the DS context to esp-tls context. The DS
context passed to the esp-tls context should not be freed till the TLS connection is deleted.

#include "esp_tls.h"

esp_ds_data_ctx_t *ds_ctx;

/* initialize ds_ctx with encrypted private key parameters, which can be read from.

—the nvs or

provided through the application code */

esp_tls_cfg_t cfg = {
.clientcert_buf = /* the client cert */,
.clientcert_bytes = /* length of the client cert */,
/* other configurations options */
.ds_data = (void *)ds_ctx,

bi

F&1¥: When using Digital Signature for the TLS connection, along with the other required params, only the client
cert (clientcert_buf) and the DS params (ds_data) are required and the client key (clientkey_buf’) can be set to NULL.

* An example of mutual authentication with the DS peripheral can be found at ssl mutual auth which internally
uses (ESP-TLS) for the TLS connection.

API Reference

Header File

e components/esp-tls/esp_tls.h

Functions
esp_tls_t *esp_tls_init (void)
Create TLS connection.

This function allocates and initializes esp-tls structure handle.

&[] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
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esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)
Create a new blocking TLS/SSL connection with a given “HTTP” url.

Note: This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

e url —[in] url of host.

» cfg —[in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’ . Ata minimum,
this structure should be zero-initialized.

&Ml pointer to esp_tls_t, or NULL if connection couldn’ t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.
This function establishes a TLS/SSL connection with the specified host in blocking manner.

ZH

* hostname —[in] Hostname of the host.

* hostlen —[in] Length of hostname.

¢ port —[in] Port number of the host.

» cfg [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg_t. At a minimum, this
structure should be zero-initialized.

* t1ls [in] Pointer to esp-tls as esp-tls handle.

P[]

e -1 If connection establishment fails.

¢ 1 If connection establishment is successful.

* O If connection state is in progress.

int esp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given “HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’ s url.

¥

e url [in] url of host.

» cfg —[in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’ . Ata minimum,
this structure should be zero-initialized.

* t1s —[in] Pointer to esp-tls as esp-tls handle.

B

e -1 If connection establishment fails.

e 1 If connection establishment is successful.

* O If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’ t wait for the connection to get established.

B8
e hostname —[in] Hostname of the host.
* hostlen —[in] Length of hostname.
e port —[in] Port number of the host.
* cfg [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure
should be set to be true.
» t1ls [in] pointer to esp-tls as esp-tls handle.
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R
e -1 If connection establishment fails.
* O If connection establishment is in progress.
¢ 1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given “HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’ s url.

¥

e url [in] url of host.

* cfg —[in] TLS configuration as esp_tls_cfg_t.

» t1s [in] pointer to esp-tls as esp-tls handle.
B

e -1 If connection establishment fails.

* O If connection establishment is in progress.

1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ‘data’ into specified tls connection.

SH
* t1s —[in] pointer to esp-tls as esp-tls handle.
e data —[in] Buffer from which data will be written.
* datalen —[in] Length of data buffer.

* >=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

<0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

» ESP_TLS_ERR_SSL._ WANT_READ/ ESP_TLS_ERR_SSL. WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)
Read from specified tls connection into the buffer ‘data’ .
BH
* tls —[in] pointer to esp-tls as esp-tls handle.
¢ data [in] Buffer to hold read data.
* datalen —[in] Length of data buffer.
Bl
* >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.
* 0 if read operation was not successful. The underlying connection was closed.
* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.
int esp_tls_conn_destroy (esp_tls_t *tls)
Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%%L t1s —[in] pointer to esp-tls as esp-tls handle.
J&[A] - 0 on success
* -1 if socket error or an invalid argument

ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)
Return the number of application data bytes remaining to be read from the current record.

This API is a wrapper over mbedtls’ s mbedtls_ssl_get_bytes_avail() APL.
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%% t1s —[in] pointer to esp-tls as esp-tls handle.
Bl
* -11n case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)
Returns the connection socket file descriptor from esp_tls session.
S8
* t1s [in] handle to esp_tls context
* sockfd —[out] int pointer to sockfd value.
&Ia] - ESP_OK on success and value of sockfd will be updated with socket file descriptor for
connection
* ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)
void *esp_tls_get_ssl_context (esp_tls_t *tls)
Returns the ssl context.
%4 t1ls —[in] handle to esp_tls context
JR&IH] - ssl_ctx pointer to ssl context of underlying TLS layer on success
* NULL in case of error
esp_err_tesp_tls_init_global_ca_store (void)
Create a global CA store, initially empty.
This function should be called if the application wants to use the same CA store for multiple connections. This

function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().

pEy |
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

S8
* cacert_pem_buf —[in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes —[in] Length of the buffer.

B
» ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
void esp_tls_free_global_ca_store (void)
Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedtls related error codes. The error information is cleared internally
upon return.

S

* h —[in] esp-tls error handle.
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* esp_t1ls_code —[out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code

* esp_tls_flags —[out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

B

* ESP_ERR_INVALID_STATE if invalid parameters

e ESP_OK (0) if no error occurred

* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)
Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

SH
* h —[in] esp-tls error handle.
* err_type [in] specific error type
* error_code —[out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
S8

* t1s —[in] handle to esp_tls context
* error_handle [out] pointer to the error handle.
Bl
* ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)

mbedtls_x509_crt *esp_t1ls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

$511:: Modifying the pointer might cause a failure in verifying the certificates.

Bl
* Pointer to the global CA store currently being used if successful.
e NULL if there is no global CA store set.

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)

Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

S
* host —[in] Hostname of the host.
* hostlen —[in] Length of hostname.
e port —[in] Port number of the host.
* cfg —[in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle [out] ESP-TLS error handle holding potential errors occurred during
connection
» sockfd —[out] Socket descriptor if successfully connected on TCP layer
B}l ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS
based error codes on failure
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Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1ls_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

£#571: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

« Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format

 Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.
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Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { “h2” ,NULL };

e where ‘h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’ s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-
support This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey pem buf

Client key legacy name

unsigned int clientkey_ bytes

Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_bytes

Size of client key legacy name
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const unsigned char *clientkey_ password

Client key decryption password string

unsigned int clientkey_ password_len

String length of the password pointed to by clientkey_password

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element
Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp
Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then

TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.
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Type Definitions

typedef enum esp_tls_conn_state esp_tls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_ family_ t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

£511: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

 Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format

» Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef struct esp_tls esp_tls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:
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enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

Header File

e components/esp-tls/esp_tls_errors.h

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.

Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

int esp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_RESOLVE_HOSTNAME

Error if hostname couldn’ t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOL_FAMILY
Unsupported protocol family
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ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_ OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed
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ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET_ HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_ VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSI_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

Espressif Systems 84 Release v5.0.6-318-g78af5840al
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.6-318-g78af5840a1

Chapter 2. APl &%

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM
System error &#8212; errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type &#8212; esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSIL_CERT_FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX
Last err type &#8212; invalid entry

2.2.5 ESP HTTP Client
Overview

esp_http_client provides an API for making HTTP/S requests from ESP-IDF applications. The steps to use
this API are as follows:

e esp _http client_init (): Creates an esp_http_client_config t instance i.e. a HTTP
client handle based on the given esp_http_client_config_t configuration. This function must be
the first to be called; default values will be assumed for the configuration values that are not explicitly defined
by the user.

* esp_http_client_perform(): Performs all operations of the esp_http_client - opening the con-
nection, exchanging data and closing the connection (as required), while blocking the current task
until its completion. All related events will be invoked through the event handler (as specified in
esp_http_client_config_ t).

e esp_http_client_cleanup (): Closes the connection (if any) and frees up all the memory allocated
to the HTTP client instance. This must be the last function to be called after the completion of operations.

Application Example

Simple example that uses ESP HTTP Client to make HTTP/S requests at protocols/esp_http_client.

Basic HTTP request

Check out the example functions http_rest_with_url and http_rest_with_hostname_path in the
application example for implementation details.
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Persistent Connections

Persistent connection means that the HTTP client can re-use the same connection for several exchanges. If the server
does not request to close the connection with the Connection: close header, the connection is not dropped
but is instead kept open and used for further requests.

To allow ESP HTTP client to take full advantage of persistent connections, one should make as many requests as
possible using the same handle instance.

Check out the example functions http_rest_with_url and http_rest_with_hostname_path in the
application example. Here, once the connection is created, multiple requests (GET, POST, PUT, etc.) are made
before the connection is closed.

HTTPS Request

ESP HTTP client supports SSL connections using mbedTLS, with the url configuration starting with https
scheme or transport_type set to HTTP_TRANSPORT_OVER_SSL. HTTPS support can be configured via
CONFIG_ESP_HTTP_CLIENT_ENABLE_HTTPS (enabled by default).

4 {¥: While making HTTPS requests, if server verification is needed, additional root certificate (in PEM for-
mat) needs to be provided to the cert_pem member in esp_http_client_config_t configuration. Users
can also use the ESP x509 Certificate Bundle for server verification using the crt_bundle_attach
member of the esp_http_client_config_t configuration.

Check out the example functions https_with_url and https_with_hostname_path in the application
example. (Implementation details of the above note are found here)

HTTP Stream

Some applications need to open the connection and control the exchange of data actively (data streaming). In such
cases, the application flow is different from regular requests. Example flow is given below:

e esp_http client_init (): Create a HTTP client handle

* esp_http_client_set_* or esp_http_client_delete_*: Modify the HTTP connection pa-
rameters (optional)

* esp_http_client_open (): Open the HTTP connection with write_len parameter (content length
that needs to be written to server), set write_len=0 for read-only connection

e esp_http_client_write (): Write data to server with a maximum length equal to write_len of
esp_http_client_open () function; no need to call this function for write_len=0

* esp_http_client_fetch_headers (): Read the HTTP Server response headers, after sending the
request headers and server data (if any). Returns the content—-length from the server and can be suc-
ceeded by esp_http_client_get_status_code () for getting the HTTP status of the connection.

e esp _http client_read (): Read the HTTP stream

e esp_http client_close (): Close the connection

e esp_http client_cleanup (): Release allocated resources

Check out the example function http_perform_as_stream_reader in the application example for imple-
mentation details.

HTTP Authentication

ESP HTTP client supports both Basic and Digest Authentication.

e Users can provide the username and password in the url or the username and password
members of the esp_http_client_config_t configuration. For auth_type =
HTTP_AUTH_TYPE_BASIC, the HTTP client takes only 1 perform operation to pass the au-
thentication process.
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e If auth_type = HTTP_AUTH_TYPE_NONE, but the username and password fields are
present in the configuration, the HTTP client takes 2 perform operations. The client will receive the
401 Unauthorized header in its first attempt to connect to the server. Based on this information, it
decides which authentication method to choose and performs it in the second operation.

¢ Check out the example functions ht tp_auth_basic,http_auth_basic_redirect (for Basic
authentication) and http_auth_digest (for Digest authentication) in the application example for
implementation details.

Examples of Authentication Configuration

¢ Authentication with URI

esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

* Authentication with username and password entry

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

API Reference

Header File

» components/esp_http_client/include/esp_http_client.h

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%% config [in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client_perform(),
is_async member of esp_htip_client_config_t must be set while making a call to esp_http_client_init() API.
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to re-use the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have to use esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.
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# 1:  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%% client —The esp_http_client handle
S|
¢ ESP_OK on successful
 ESP_FAIL on error

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

S8
* client —[in] The esp_http_client handle
e url [in] The url
R M
* ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S8
* client —[in] The esp_http_client handle
* data —[in] post data pointer
* len —[in] post length
B
* ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)

Get current post field information.

BH

¢ client —[in] The client

* data [out] Point to post data pointer
& ] Size of post data

esp_err_t esp_http_client_set_header (esp_htp_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

ZH
* client —[in] The esp_http_client handle
* key —[in] The header key
e value —[in] The header value
Bzl
« ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)

Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

B
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* client —[in] The esp_http_client handle
* key —[in] The header key
¢ value —[out] The header value
PEA ]
* ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

S
* client —[in] The esp_http_client handle
¢ value —{out] The username value
Bzl
« ESP_OK
e« ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

ZH
* client —[in] The esp_http_client handle
¢ username —[in] The username value
PEA ]
« ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_http_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

* client —[in] The esp_http_client handle
* value —[out] The password value
P[]
« ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

2H
* client —[in] The esp_http_client handle
» password —[in] The password value
B
« ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

S8

* client —[in] The esp_http_client handle

* auth_type —[in] The esp_http_client auth type
A

» ESP_OK

* ESP_ERR_INVALID_ARG
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int esp_http_client_get_errno (esp_hittp_client_handle_t client)

Get HTTP client session errno.

%% client —[in] The esp_http_client handle
P

* (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_http_client_handle_t client, esp_http_client_method_t
method)

Set http request method.

SH
* client —[in] The esp_http_client handle
¢ method —[in] The method
Bl
* ESP_ OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)

Set http request timeout.

ZH
* client —[in] The esp_http_client handle
e timeout_ms —[in] The timeout value
PEA ]
 ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_http_client_handle_t client, const char *key)
Delete http request header.

ZH
* client —[in] The esp_http_client handle
* key —[in] The key
B
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)
This function will be open the connection, write all header strings and return.

S

* client —[in] The esp_http_client handle

* write_len —[in] HTTP Content length need to write to the server
Bzl

 ESP_OK

* ESP_FAIL

int esp_http_client_write (esp_htp_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()

S8
* client —[in] The esp_http_client handle
* buffer —The buffer
* len —[in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
B
* (-1) if any errors
* Length of data written
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int64_t esp_http_client_fetch_headers (esp_hitp_client_handle_t client)
This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.
%% client —[in] The esp_http_client handle
B
* (0) if stream doesn’ t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
* (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header
bool esp_http_client_is_chunked_response (esp_http_client_handle_t client)
Check response data is chunked.
%% client —[in] The esp_http_client handle
J&[A| true or false
int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

1 (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

S
* client —[in] The esp_http_client handle
e buffer —The buffer
* len —[in] The length

e (-1) if any errors
* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform
%% client —[in] The esp_http_client handle
&[] Status code
intb4_t esp_http_client_get_content_length (esp_http_client_handle_t client)
Get http response content length (from header Content-Length) the valid value if this function invoke after
esp_http_client_perform

%% client —[in] The esp_http_client handle
izl

¢ (-1) Chunked transfer

* Content-Length value as bytes

esp_err_t esp_http_client_close (esp_http_client_handle_t client)
Close http connection, still kept all http request resources.
%% client —[in] The esp_http_client handle
B
* ESP_OK
* ESP_FAIL
esp_err_t esp_http_client_cleanup (esp_http_client_handle_t client)

This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’ t call this function if
you intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%% client —[in] The esp_http_client handle
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gml
- ESP_OK
« ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_hittp_client_handle_t client)
Get transport type.

%% client —[in] The esp_http_client handle
izl

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_htip_client_handle_t client)
Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user contol over the redirection event.

%4 client —[in] The esp_http_client handle
B
* ESP_OK
» ESP_FAIL
void esp_http_client_add_auth (esp_http_client_handle_t client)

On receiving HTTP Status code 401, this API can be invoked to add authorization information.

$51:: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this API.

%% client —[in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)
Checks if entire data in the response has been read without any error.

%% client —[in] The esp_http_client handle
PEA ]

* true

* false

int esp_http_client_read_response (esp_htip_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

¥
* client —[in] The esp_http_client handle
e buffer —The buffer
* len —[in] The buffer length

B

* Length of data was read

esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)

Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferrable to esp_http_client_read_response in situations where the content of the response may

be ignored.
BH
* client —[in] The esp_http_client handle
* len —Length of data discarded
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R
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
 ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_http_client_handle_t client, char *url, const int len)
Get URL from client.

SH
* client —[in] The esp_http_client handle
¢ url —[inout] The buffer to store URL
* len —[in] The buffer length

PEA ]|
e« ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.

SH
* client —[in] The esp_http_client handle
* len —[out] Variable to store length

izl
» ESP_OK If successful, len will have length of current chunk
e ESP_FAIL If the server is not a chunked server
e ESP_ERR_INVALID_ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

int data_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’ s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’ s store current http header value

Espressif Systems 93 Release v5.0.6-318-g78af5840al
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.6-318-g78af5840a1

Chapter 2. API &%

struct esp_http_client_config_t
HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Http authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be 0 for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_tclient_cert_len

Length of the buffer pointed to by client_cert_pem. May be 0O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_tclient_key_len

Length of the buffer pointed to by client_key_pem. May be O for null-terminated pem
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const char *client_key_password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect

Disable HTTP automatic redirects

intmax_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event_handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

Espressif Systems 95 Release v5.0.6-318-g78af5840al
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.6-318-g78af5840a1

Chapter 2. APl &%

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

void *ds_data

Pointer for digital signature peripheral context, see ESP-TLS Documentation for more details

Macros

DEFAULT_HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_ TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’ t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t
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ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef esp_err_t (*http_event_handle_cb)(esp_htip_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_ EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_ EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_ EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_ EVENT_HEADER_SENT

This header has been kept for backward compatability and will be deprecated in future versions esp-idf

enumerator HTTP_EVENT_ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually
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enum esp_http_client_transport_t

HTTP Client transport.

Values:

enumerator HTTP_ TRANSPORT_UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD__SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_METHOD_OPTIONS
HTTP OPTIONS Method
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enumerator HTTP_ METHOD_COPY
HTTP COPY Method

enumerator HTTP_ METHOD_MOVE
HTTP MOVE Method

enumerator HTTP_METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPF IND
HTTP PROPFIND Method

enumerator HTTP_METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_AUTH_TYPE_DIGEST
HTTP Disgest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices

enumerator HttpStatus_MovedPermanently

enumerator HttpStatus_Found
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enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect

enumerator HttpStatus_PermanentRedirect

enumerator HttpStatus_BadRequest

enumerator HttpStatus_Unauthorized

enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP Local Control

Overview

ESP Local Control (esp_local_ctrl) component in ESP-IDF provides capability to control an ESP device over Wi-Fi
+ HTTPS or BLE. It provides access to application defined properties that are available for reading / writing via a
set of configurable handlers.

Initialization of the esp_local_ctrl service over BLE transport is performed as follows:

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {
.device_name = SERVICE_NAME,
.service_uuid = {
/¥ LSB o mm e
A > MSB */
0x21, 0xd5, 0x3b, 0x8d, Oxbd, 0x75, 0x68, 0x8a,
Oxb4, 0x42, Oxeb, 0x31, 0O0x4a, Oxle, 0x98, 0x3d
}
}
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.pop = NULL,
br
.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL
}I
/* Maximum number of properties that may be set */
.max_properties = 10
bi
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(& E70)
/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));
Similarly for HTTPS transport:
/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT () ;
/* Load server certificate */
extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");
extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;
https_conf.servercert = servercert_start;
https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end[] asm("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;

https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {

.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,

.transport_config = {
.httpd = &https_conf

}I

.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.pop = NULL,

}I

.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL

ty

/* Maximum number of properties that may be set */
.max_properties = 10

bi

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

You may set security for transport in ESP local control using following options:

1.

hed

PROTOCOM_SEC2: specifies that SRP6a based key exchange and end to end encryption based on AES-GCM
is used. This is the most preffered option as it adds a robust security with Augmented PAKE protocol i.e.

SRP6a.

PROTOCOM_SECI: specifies that Curve25519 based key exchange and end to end encryption based on AES-

CTR is used.
PROTOCOM_SECQO: specifies that data will be exchanged as a plain text (no security).

PROTOCOM_SEC_CUSTOM: you can define your own security requirement. Please note that you will also

have to provide custom_handle of type protocomm_security_t * in this context.

$41::  The respective security schemes need to be enabled through the project configuration menu. Please refer to
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the Enabling protocom security version section in Protocol Communication for more details.

Creating a property

Now that we know how to start the esp_local_ctrl service, let’ s add a property to it. Each property must have a
unique name (string), a type (e.g. enum), flags (bit fields) and size.

The size is to be kept 0, if we want our property value to be of variable length (e.g. if its a string or bytestream). For
fixed length property value data-types, like int, float, etc., setting the size field to the right value, helps esp_local_ctrl
to perform internal checks on arguments received with write requests.

The interpretation of type and flags fields is totally upto the application, hence they may be used as enumerations, bit-
fields, or even simple integers. One way is to use fype values to classify properties, while flags to specify characteristics
of a property.

Here is an example property which is to function as a timestamp. It is assumed that the application defines
TYPE_TIMESTAMP and READONLY, which are used for setting the type and flags fields here.

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

Also notice that there is a ctx field, which is set to point to some custom func_get_time(). This can be used inside the
property get / set handlers to retrieve timestamp.

Here is an example of get_prop_values() handler, which is used for retrieving the timestamp.

static esp_err_t get_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_
—values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value.
* This is essential because the value has to be
* valid even after this function returns.
* Alternative 1is to use dynamic allocation
* and set the free fn field */
static int32_t ts = func_get_time();
prop_values[i].data = &ts;

}
return ESP_OK;

Here is an example of set_prop_values() handler. Notice how we restrict from writing to read-only properties.
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static esp_err_t set_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t.
—*prop_values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—Pprops([i].name);
return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values|[i].size, ESP_LOG_INFO);

}
return ESP_OK;

For complete example see protocols/esp_local_ctrl

Client Side Implementation

The client side implementation will have establish a protocomm session with the device first, over the supported mode
of transport, and then send and receive protobuf messages understood by the esp_local_ctrl service. The service will
translate these messages into requests and then call the appropriate handlers (set / get). Then, the generated response
for each handler is again packed into a protobuf message and transmitted back to the client.

See below the various protobuf messages understood by the esp_local_ctrl service:

1. get_prop_count : This should simply return the total number of properties supported by the service

2. get_prop_values : This accepts an array of indices and should return the information (name, type, flags) and
values of the properties corresponding to those indices

3. set_prop_values : This accepts an array of indices and an array of new values, which are used for setting the
values of the properties corresponding to the indices

Note that indices may or may not be the same for a property, across multiple sessions. Therefore, the client must
only use the names of the properties to uniquely identify them. So, every time a new session is established, the client
should first call get_prop_count and then get_prop_values, hence form an index to name mapping for all properties.
Now when calling set_prop_values for a set of properties, it must first convert the names to indexes, using the created
mapping. As emphasized earlier, the client must refresh the index to name mapping every time a new session is
established with the same device.

The various protocomm endpoints provided by esp_local_ctrl are listed below:

%% 1: Endpoints provided by ESP Local Control

Endpoint | URI (HTTPS Server + | Description

Name mDNS)

(BLE +

GATT

Server)

esp_local_ctritvepsiéamdns- Endpoint used for retrieving version string
hostname>.local/esp_local_ctrl/yersion

esp_local_ctrlicostédkmdns- Endpoint used for sending / receiving control messages
hostname>.local/esp_local_ctrl/¢ontrol
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API Reference

Header File

» components/esp_local_ctrl/include/esp_local_ctrl.h

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)
Start local control service.

%% config —[in] Pointer to configuration structure
A
¢ ESP_OK : Success
 ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)

Stop local control service.
esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%% prop —[in] Property description structure
Bl
¢ ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)
Remove a property.

This finds a property by name, and releases the internal resources which are associated with it.

%%t name —[in] Name of the property to remove
Bl

e ESP_OK : Success

* ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)
Get property description structure by name.

This API may be used to get a property’ s context structure esp_local_ctrl_prop_t when its name
is known

%%; name —[in] Name of the property to find
B

* Pointer to property

e NULL if not found

esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)

Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

Espressif Systems 104 Release v5.0.6-318-g78af5840al
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/78af5840a1/components/esp_local_ctrl/include/esp_local_ctrl.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.6-318-g78af5840a1

Chapter 2. APl &%

£41:: In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structuresetinesp_local_ctrl_config_t,and passed
toesp_local_ctrl_start ().

¥
* ep_name —[in] Name of the endpoint
* handler —[in] Endpoint handler function
e user_ctx —[in] User data

¢ ESP_OK : Success
e ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h for available configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
« if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property
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uint32_t flags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)
Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.
struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_£fn)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.

4112 If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This  provides value of the usr_ctx field of
esp_local_ctrl_handlers_t structure
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Return Returning different error codes will convey the corresponding protocol level errors to
the client :

¢ ESP_OK : Success

e ESP_ERR_INVALID_ARG : InvalidArgument
¢ ESP_ERR_INVALID_STATE : InvalidProto

¢ All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

i If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
¢ All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)

Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when
esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members

esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.
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const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security O This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t

Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.
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typedef struct protocomm_ble_config esp_local_ctrl_transport_config ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config httpd_t
Configuration for transport mode HTTPD.

This is a forward declaration for ht tpd_ss1_config_t (for HTTPS)or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_params_t

typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config_t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO

enumerator PROTOCOM_SEC1

enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC_CUSTOM

2.2.7 ESP Serial Slave Link
Overview

Espressif provides several chips that can work as slaves. These slave devices rely on some common buses, and have
their own communication protocols over those buses. The esp_serial_slave_link component is designed for the master
to communicate with ESP slave devices through those protocols over the bus drivers.

After an esp_serial_slave_link device is initialized properly, the application can use it to communicate with the ESP
slave devices conveniently.
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Espressif Device protocols

For more details about Espressif device protocols, see the following documents.

ESP SPI Slave HD (Half Duplex) Mode Protocol

SPI Slave Capabilities of Espressif chips

ESP32 | ESP32-S2 | ESP32-C3
SPI Slave HD N Y (v2) Y (v2)
Tohost intr N N
Frhost intr 2% 2 *
TX DMA Y Y
RX DMA Y Y
Shared registers 72 64

Introduction In the half duplex mode, the master has to use the protocol defined by the slave to communicate with
the slave. Each transaction may consist of the following phases (list by the order they should exist):

¢ Command: 8-bit, master to slave
This phase determines the rest phases of the transactions. See Supported Commands.

e Address: 8-bit, master to slave, optional
For some commands (WRBUF, RDBUF), this phase specifies the address of the shared buffer to
write to/read from. For other commands with this phase, they are meaningless but still have to exist
in the transaction.

e Dummy: 8-bit, floating, optional
This phase is the turnaround time between the master and the slave on the bus, and also provides
enough time for the slave to prepare the data to send to the master.

¢ Data: variable length, the direction is also determined by the command.
This may be a data OUT phase, in which the direction is slave to master, or a data IN phase, in
which the direction is master to slave.

The direction means which side (master or slave) controls the MOSI, MISO, WP, and HD pins.

Data 10 Modes In some IO modes, more data wires can be used to send the data. As a result, the SPI clock cycles
required for the same amount of data will be less than in the 1-bit mode. For example, in QIO mode, address and
data (IN and OUT) should be sent on all 4 data wires (MOSI, MISO, WP, and HD). Here are the modes supported
by the ESP32-S2 SPI slave and the wire number used in corresponding modes.

Mode | command WN | address WN | dummy cycles | data WN
1-bit 1 1 1 1
DOUT | 1 1 4 2
DIO 1 2 4 2
QOUT | 1 1 4 4
QIO 1 4 4 4
QPI 4 4 4 4

Normally, which mode is used is determined by the command sent by the master (See Supported Commands), except
the QPI mode.

QPI Mode The QPImode is a special state of the SPI Slave. The master can send the ENQPI command to put the
slave into the QPI mode state. In the QPI mode, the command is also sent in 4-bit, thus it” s not compatible with the
normal modes. The master should only send QPI commands when the slave is in QPI mode. To exit from the QPI
mode, master can send the EXQPI command.
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Supported Commands

£41:: The command name is in a master-oriented direction. For example, WRBUF means master writes the buffer

of slave.

Name Description Command Address Data

WRBUF Write buffer 0x01 Buf addr master to slave, no
longer than buffer
size

RDBUF Read buffer 0x02 Buf addr slave to master, no
longer than buffer
size

WRDMA Write DMA 0x03 8 bits master to slave, no
longer than length
provided by slave

RDDMA Read DMA 0x04 8 bits slave to master, no
longer than length
provided by slave

SEG_DONE Segments done 0x05 . .

ENQPI Enter QPI mode 0x06 . .

WR_DONE Write segments | 0x07 . .

done

CMDS8 Interrupt 0x08 . .

CMD9 Interrupt 0x09 . .

CMDA Interrupt 0x0A . .

EXQPI Exit QPI mode 0xDD . .

Moreover, WRBUF, RDBUF, WRDMA, RDDMA commands have their 2-bit and 4-bit version. To do transactions
in 2-bit or 4-bit mode, send the original command ORed by the corresponding command mask below. For example,
command 0xA1 means WRBUF in QIO mode.

Mode | Mask
1-bit 0x00
DOUT | 0x10
DIO 0x50
QOUT | 0x20
QIO 0xA0
QPI 0xAO0

Segment Transaction Mode Segment transaction mode is the only mode supported by the SPI Slave HD driver
for now. In this mode, for a transaction the slave load onto the DMA, the master is allowed to read or write in
segments. This way the master doesn’ t have to prepare a large buffer as the size of data provided by the slave. After
the master finishes reading/writing a buffer, it has to send the corresponding termination command to the slave as a
synchronization signal. The slave driver will update new data (if exist) onto the DMA upon seeing the termination
command.

The termination command is WR_DONE (0x07) for the WRDMA and CMD8 (0x08) for the RDDMA.
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Here’ s an example for the flow the master read data from the slave DMA:

1.
2.

e

The slave loads 4092 bytes of data onto the RDDMA
The master do seven RDDMA transactions, each of them is 512 bytes long, and reads the first 3584 bytes from
the slave

. The master do the last RDDMA transaction of 512 bytes (equal, longer, or shorter than the total length loaded

by the slave are all allowed). The first 508 bytes are valid data from the slave, while the last 4 bytes are
meaningless bytes.

The master sends CMDS to the slave

The slave loads another 4092 bytes of data onto the RDDMA

The master can start new reading transactions after it sends the CMD8

Terminology

ESSL: Abbreviation for ESP Serial Slave Link, the component described by this document.

Master: The device running the esp_serial_slave_link component.

ESSL device: a virtual device on the master associated with an ESP slave device. The device context has the
knowledge of the slave protocol above the bus, relying on some bus drivers to communicate with the slave.
ESSL device handle: a handle to ESSL device context containing the configuration, status and data required
by the ESSL component. The context stores the driver configurations, communication state, data shared by
master and slave, etc.

The context should be initialized before it is used, and get deinitialized if not used any more. The master
application operates on the ESSL device through this handle.

ESP slave: the slave device connected to the bus, which ESSL component is designed to communicate with.
Bus: The bus over which the master and the slave communicate with each other.

Slave protocol: The special communication protocol specified by Espressift HW/SW over the bus.

TX buffer num: a counter, which is on the slave and can be read by the master, indicates the accumulated
buffer numbers that the slave has loaded to the hardware to receive data from the master.

RX data size: a counter, which is on the slave and can be read by the master, indicates the accumulated data
size that the slave has loaded to the hardware to send to the master.

Services provided by ESP slave

There are some common services provided by the Espressif slaves:

1.
2.
3.

Tohost Interrupts: The slave can inform the master about certain events by the interrupt line. (optional)
Frhost Interrupts: The master can inform the slave about certain events.

Tx FIFO (master to slave): the slave can send data in stream to the master. The SDIO slave can also indicate
it has new data to send to master by the interrupt line.

The slave updates the TX buffer num to inform the master how much data it can receive, and the master then
read the TX buffer num, and take off the used buffer number to know how many buffers are remaining.

Rx FIFO (slave to master): the slave can receive data from the master in units of receiving buffers.

The slave updates the RX data size to inform the master how much data it has prepared to send, and then
the master read the data size, and take off the data length it has already received to know how many data is
remaining.

. Shared registers: the master can read some part of the registers on the slave, and also write these registers to

let the slave read.

The services provided by the slave depends on the slave’ s model. See SPI Slave Capabilities of Espressif chips for
more details.

Initialization of ESP Serial Slave Link

ESP SDIO Slave The ESP SDIO slave link (ESSL SDIO) devices relies on the sdmmc component. It includes the
usage of communicating with ESP SDIO Slave device via SDSPI feature. The ESSL device should be initialized as
below:

1