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Chapter 1

P Al

AR B AESE 5 1 5 ESP32 (4RI A B ARCF IR, a2k — 4] B B0 75 49 g s 4 ] {1 ESP-IDF
(Espressif IoT Development Framework) B B3 8, H-4wiF. FEE4 2 ESP32 - A& HTE.

#7il: iX/2 ESP-IDF branch release/v5. 1 AHY SCRY, A HAMAAS K SCRYESP-IDF 1Ak i A~ 2
%

1.1 R

ESP32 SoC ith i S F A T HIRE:

* 2.4 GHz Wi-Fi
o WA

o EiMERE Xtensa® 32 37 LX6 AU AL FHAE
o EARTIFETAL BEGS

o ZFhAMK

ESP32 3R] 40 nm T ZHInG, AARAEMIIFEERE. SPIPERE. FsE k. @RI &M, &0 45
I 3 S A R IIFER K -

IREE N P hE Bt e BB, REPFTIR, AT ESP32 B IIIT A . Horh, SREARITIT A 3145 ESP-IDF
EAE MBI PRI AR (oT) AT, A A WikFiL B2 REIFERETT T 2K

1.2 sy LR
121 @

o —iK ESP32 JF At
o USB %42k (A % Micro-B)
o ML (Windows, Linux 5{ macOS)

il Hul—28IF A Ml A2 USB Type C £ 1o A P O8] 5 28 A 40 SR EERTT S A

PATR 2 ESP32 B TP AR, i n] 1A SE S REEE R
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ESP32-DevKitS(-R)

AIGE NG T IREE L N ESP32 BT bE R ik ESP32-DevKitS(-R).

ESP32-DevKitS(-R) FEFZIF A ML, 43542 ESP32-DevKitS il ESP32-DevKitS-R, S ft##5# (spring), R
% WROVER 4,

ESP32-DevKitS ESP32-DevKitS-R

A AU N

* AT1dEE: 241 T ESP32-DevKitS(-R) MIE( . AR EARF -
o BIEAE PEEE T ESP32-DevKitS(-R) FE:
o AR SUAS: B TR R SORYBERR

ATTHER AT T i ek T ESP32-DevKitS(-R). JF3k#543 /144 T ESP32-DevKitS(-R), 4o /T4
FIFEAR N T JERELE ESP32-DevKitS(-R) | Zeeize | it M e i B .

fii& ESP32-DevKitS(-R) j SR 3% %0 ESP32 Bl ibesr kAR, Jofhff ESP32 KL 5 iy JSURI{7 -5 e ft 4
R e THe% . ESP32-DevKitS(-R) FAEAME4LS, R {123 Ml ESP32-DevKitC f/NRTF A AR o

ESP32-DevKitS Fil ESP32-DevKitS-R U fE A5 5y A T ANE, HTEEAE R ESP32 54 .

¢ ESP32-DevKitS:

— ESP32-WROOM-32
ESP32-WROOM-32D
ESP32-WROOM-32U
ESP32-SOLO-1
ESP32-WROOM-32E

— ESP32-WROOM-32UE
* ESP32-DevKitS-R:

— ESP32-WROVER (PCB & IPEX)

— ESP32-WROVER-B (PCB & IPEX)

— ESP32-WROVER-E

— ESP32-WROVER-IE

A X EABAHREAE R, 1§55 ESP32 RAIK4L

ki
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Spring Pins

Left Female Headers Right Female Headers

& ESPRESSIF
Mode': ESP32-DevKirs
SM0819E0000000000222

FEIAHE (DW)
ML

LDO

Power On LED USB-to-UART Bridge

frikne p1 15 2 A & AR

EN Button - Boot Button

Micro-B USB

& 1: ESP32-DevKitS - 1F Jfj

Spring Pins

Left Female Headers Right Female Headers

&% ESPRESSIF

n
Model: ESPIZ-Dovkits-R

=T

LDO

A
sl
w»
-
-
=

Power On LED USB-to-UART Bridge

CLK De D1 15..2

EN Button Boot Button

Micro-B USB

I 2: ESP32-DevKitS-R - 1E T
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FTEHG ]

5 | A T UL R IREEAL T R ] e A

2.54 mm HER): R BRI EG I M. SCTHERRREA, 15 WAt /NIy

USB-to-UART #if: 4% FUGS | USB %% UART #rfzds, nlHefitmik 3 Mbps Bf& 5.

LDO 5V-10-3.3V {E =4 A E 4% (LDO).

Micro-USB % & ##/Micro | USB 211 A FAEFT A i) A Hh FE Y5 5 o122 HL Mo AT e il Bl s 82 11

USB i [

EN SRR

Boot TR . A Boot S8V [RI 4 — T EN fdE A R T 7 B,
T AT R T B A

HL i 57~ LED FEAMGER G (USB s fEr LR ) , i fnA] ikt

Uil PR GEHLET, AR ESP32-DevKitS(-R) ST TLH .

BRI

o {TiE—3K ESP32 FiZ
« USB 2.0 $(4k (Fiife A 755 Micro-B %1)
o B (Windows, Linux B macOS)

BT RIS T U B 20 5] ESP32-DevKitS(-R) BEF IR I

o RERLH RS ESP32-DevKitS(-R) BesiitR . B PRAZE F 5 iR AL S AR B | RIS RT 5 o
o PRI R, WrE] CHEmk” —AE IR C 2 R ARAR .
o WA A S A R A R IEIREEAL b . AR AL, AT SRR | P AR SR AL .

BROFRCE

WEJi A (] ESP-IDF JFAHESLRFF — bl SO (*.bin) Sg5 3] ESP32-DevKitS(-R) H 775 I
Pt AT, S 3 — AR W PRI B ETT AR5, KNI AR 7 48k 42 ESP32-DevKitS(-R).

#rikJi X Windows i 7t n] DA Flash TR T H s —dEHISCrF. i N EIZ TR . IS doc 3L
PEIe A BE 5 -

i
1 B R SO R ESP32 0 AR B E M R 3t X IR ] i Bk T H H sk
17, WATHAE Boot #48If s 4% EN 424 Fsh 47
2. BeRsEE, Bk THEVAB N FEEBEA, BfrEFRmREF .

BRI
PG ALIRRI L 3

AT ASERER , 45/ ESP32-DevKitS(-R) ML DA L A8 sk B B R eI UM 7 Ak s

i
FETTBFE I https://www.espressif.com/zh-hans/company/contact/buy-a-sample

AL AR SK, ESP32-DevKitS(-R) BEsREACRF AR ARHAR (L2

HEIT B I https://www.espressif.com/zh-hans/contact-us/sales-questions.
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ESP32-DevKitS-v1.1 . @

i

é:- 1
bk Hbbhe

48.2 mm

e

pPeCeeCOPOES

CLKD@ D1 15 2 @& 4 16 17
AS GWD €0 20 ET OND ZT ¥T [2Z

el 3: ESP32-DevKitS 5} - #fi

48.2 mm

Eo -'-:_J' =l

AS 0WD £ 20 €1 ONO ZV T 2T ﬂr‘ﬁ:“‘aﬂ 1
AR AR R j

CLkDe D115 2 # 4 16
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wiftk5%

ThtieRER]  ESP32-DevKitS(-R) (14 32 EA P RIHER T AN T B s .

L L .

B U e XD Micro-B USB
RXD DP
EN —
USB to UART DM
, , BOOT EXT 5V |—
Spring Pins for

ESP32 Module LED

\VDD33
L0 ©
Signal
Power
I *« & 8 L] L] *T & 8 L] L] *« & B L] L] . ® 8 L] L] - I
& 5: ESP32-DevKitS(-R) (S k)
HLJRZE S R RATR =Rt 7 SO L3 — 25 ESP32-DevKitS(-R) fit i :
* Micro USB i 1 fitr (BRiA)
* 5V I GND 45t
« 3V3 1 GND 45 it
WG FE A — A HL 7750 Micro USB i FiE AT
- wE | FS
L1 3V3 VDD 3V3
L2 | EN CHIP_PU
L3 | VP SENSOR_VP
L4 | VN SENSOR_VN
L5 | 34 GPIO34
L6 | 35 GPIO35
L7 | 32 GPIO32
L8 | 33 GPIO33
L9 | 25 GPIO25
L10 | 26 GP1026
L11 | 27 GPI1027
L12 | 14 GPIO14
L13 | 12 GPIO12
L14 | GND | GND
L15 | 13 GPIO13
L16 | D2 SD_DATA2
L17 | D3 SD_DATA3
Thdts:
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F®1-8FWR
- RE | 55
L18 | CMD | SD_CMD
L19 | 5V External 5V
R1 GND | GND
R2 23 GPI1023
R3 22 GP1022
R4 TX UOTXD
R5 RX UORXD
R6 21 GPIO21
R7 GND | GND
RS 19 GPIO19
R9 18 GPIO18
RI10 | 5 GPIOS
R11 | 17 GPIO17
R12 | 16 GPIO16
R13 | 4 GPI104
R14 | O GPIOO
RI15 | 2 GPIO2
R16 | 15 GPIO15
R17 | D1 SD_DATAI1
R18 | DO SD_DATAO
R19 | CLK | SD_CLK

BhdE SRR S A28

SR
« ESP32-DevKitS(-R) JE 3 [ (PDF)
* ESP32 £ Rt 15 (PDF)

« ESP32-WROOM-32 # AR#i#%45 (PDF)
« ESP32-WROOM-32D & ESP32-WROOM-32U ;i R #i#% 45 (PDF)

« ESP32-SOLO-1 # A #4445 (PDF)
+ ESP32-WROVER # R #i#% 4 (PDF)

« ESP32-WROVER-B # A #1445 (PDF)

o RETMIERMT R

ESP32-DevKitM-1

AIEEAFN G i ESP32-DevKitM-1, FHHRHUH 2 XTI A AR E R -

ESP32-DevKitM-1 2 JRZEHfE i 11— 8§ ESP32-MINI-1(1U) B AT THTT St M BRI )
BB, P TRESEERR R, W BEERA R Z RN B, R R A TE

T A A L
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oc66A

3¢ 38 37 36 3V3 GND

ESP32-DevKitM-1-1F 1] ESP32-DevKitM-1 -l i

AF E A

o PR ATT: $R4L ESP32-DevKitM-1 )R] BEARIA Kb B RE A F AN B o
o B4 AL ESP32-DevKitM-1 HYTEARECHE . -
o ARX LAY RSO EER: .

e AT AT 444 ] ESP32-DevKitM-1, FIEAFE=KE B9E, N —L &+ ESP32-
DevKitM-1 FHEA (8, SRIRAE A A2 5 71 A S5 IEATRE PR A 1L, B AR 0fT y ESP32-
DevKitM-1 B¢ [ {4 .

HEik  ESP32-DevKitM-1 JF At —a/ NG S IIF A, RA& ATt Ihfg:

* #4257 ESP32-MINI-1 5 ESP32-MINI-1U £
USB %53 11 gt 11 [ B ) IF A pi ik e

o« BAHHT

o VO HEAHUNE AT 2B 1

AR A

PSRRI 3

BT Ak, AR ESP32-DevKitM-1 JF A ACRF AR AR sl 5 iy ey oty U4

FAET RS HIFE https://www.espressif.com/zh-hans/company/contact/buy-a-sample ,

AL R SK, ESP32-DevKitM-1 JF 2 AR AR ARHAR (4 -

HE VT BRI https://www.espressif.com/zh-hans/contact-us/sales-questions.

Al1kor4  ESP32-DevKitM-1 JF Rt i) A« 45 100 B2l s R & . R SCPARR#L ESP32-MINI-1 )
TF R BT B o
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USB-to-UART

N 5V 1o 3.3V LDO 1/0 Connector
Bridge

Boot Button

ESP32-MINI-1 Module

Micro-USB Port

Reset Button

3.3V Power
On LED I/O Connector

& 6: ESP32-DevKitM-1 - IF JAj

FEANG BEENLE

M2 ESP32-MINI-1 #i4H 5§ ESP32-MINI-1U #:i41. ESP32-MINI-1 474 #k # PCB
K4k; ESP32-MINI-1U i AN R ERAY . B N B S R EE 4
MB flash, ¥ £, 50, (ESP32-MINI-1 & ESP32-MINI-1U 3 ARELH% )

5V 433V LDO RS, A SV, BH 33V

Boot TS . $T Boot f8[FIHF#%— T Reset gEiE A “[EFTNE B,
S ER T 2R

Reset £ 5 HicR

Micro-USB 11 USB 211, w] FIYEFF ARt e s sk PC Al ESP32 itk i [ i 1 1

USB % UART #i#:as | Hut ) USB % UART Wiy, wlHEfEmihk 3 Mbps & Hi %

3.3V HEIERET ﬁ%ﬁﬁﬁé% USB i), Zianilei. WE2EE, iF AR AL i
i

/O 1EH:AR JiiA v GPIO 451 (% Flash [ SPI J4k) ¥ 5|1 2FF AR EIHEE .
Pl ESP32 0tk g, JF A ZFpIGe

WNFDFIF R ESP32-DevKitM-1 EHURT, 5 B Sl A sE i i .

w25
o ESP32-DevKitM-1 FF % #x

« USB A / micro USB B %{JE 4k
* PC (Windows. Linux & macS)

BAveE BUE, RPN PSR B, AR WRBREIT AR, ISR R I H bR 2
T A o
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JERE: XF 2021 4F 12 F 2 H 2 fi2E i) ESP32-DevKitM-1, A% R0 % MCU BI4L, i
% PCN-2021-021 PARfE T A M BRGSO @ A5 0 BRI A . R TR B AR AL T St , b
FARLRER, SE3¥Emenuconfig W {fi fE R, (CONFIG_FREERTOS_UNICORE).

Wiftk5%

DitiekER]  ESP32-DevKitM-1 (4 2 ZLA RN HER T AT TR .

N
-
e
Power Supply/
Programming
: D+/D-
D01 usB.uART || TRRX
. > . < -
.6. Bridge ESP32MINI-1 |«
' Module
: 3.3V
‘ >
>
LDO I T
O O

Pin Header
Connector x2

§,~_ESP32-DevKitM-1_V1 Boot RST

K 7: ESP32-DevKitM-1

VUDRIEIE T A AR AT A DAT = APl 0y 2T e —

 Micro USB ftH1 (2R )
e 5V /GND & ik
» 3V3/GND &t

He.
ik

o FIAEREE AnllRngE, 150 0] SIS R
o BUEES APt 72 Micro USB i I {HEHL .

FENRE TR VO A, HBRLFRAINEE I T 3% M MBS % (ESP32 FEARMIAE )

WS AR ES Thie
g!Page 13,1
1 GND P FeH
2 3v3 P 3.3V IR
3 136 I GP1036, ADC1_CHO, RTC_GPIO0
Toidkst
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Fz2-Ztm
we AR £ Ihge
ggpage 13,1

4 137 I GPIO37, ADC1_CHI, RTC_GPIO1

5 138 I GPIO38, ADC1_CH2, RTC_GPIO2

6 139 I GPIO39, ADC1_CH3, RTC_GPIO3

7 RST I AL EH fERE: IR KM

8 134 I GPIO34, ADC1_CH6, RTC_GPIO4

9 135 I GPIO35, ADC1_CH7, RTC_GPIOS

10 1032 1I/0 GPIO32, XTAL_32K P (32.768 kHz crystal oscillator input),
ADC1_CH4, TOUCH9, RTC_GPIO9

11 1033 /0 GPIO33, XTAL_32K_N (32.768 kHz crystal oscillator output),
ADCI1_CHS5, TOUCHS, RTC_GPIOS

12 1025 /0 GPIO25, DAC_1, ADC2_CHS, RTC_GPIO6, EMAC_RXD0

13 1026 1/0 GPI026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI

14 1027 /0 GPIO27, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV

15 1014 /O GPIO14, ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK,
HS2_CLK, SD_CLK, EMAC_TXD?2

16 5V P 5V HJR

17 1012 /0 GPIO12, ADC2_CHS, TOUCHS, RTC_GPIO15, MTDI?, HSPIQ,
HS2_DATA2, SD_DATA2, EMAC_TXD3

18 1013 1/0 GPIO13, ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID,
HS2_DATA3, SD_DATA3, EMAC_RX_ER

19 1015 /O GPIO15, ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO™ 52,
HSPICS0, HS2_CMD, SD_CMD, EMAC_RXD?3

20 102 /0 GPIO2P2e 5.2 ADC2_CH2, TOUCH2, RTC_GPIO12, HSPIWP,
HS2_DATAO, SD_DATAO

21 100 1/0 GPIOOM 5.2 " ADC2_CHI1, TOUCHI1, RTC_GPIO11, CLK_OUTI,
EMAC_TX_CLK

22 104 1/0 GPIO4, ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD,
HS2_DATAL, SD_DATA1, EMAC_TX_ER

23 109 1/0 GPIO9, HS1_DATA?2, UIRXD, SD_DATA?2

24 1010 I/0 GPIO10, HS1_DATA3, UITXD, SD_DATA3

25 105 /0 GPIO5™ 5.2 'HS1_DATAG6, VSPICSO, EMAC_RX_CLK

26 1018 /0 GPIO18, HS1_DATA7, VSPICLK

27 1023 1/0 GPIO23, HS1_STROBE, VSPID

28 1019 /O GPIO19, VSPIQ, UOCTS, EMAC_TXDO

29 1022 /O GPIO22, VSPIWP, UORTS, EMAC_TXD1

30 1021 I/0 GPIO21, VSPIHD, EMAC_TX_EN

31 TXDO /O GPIO1, UOTXD, CLK_OUT3, EMAC_RXD2

32 RXDO /0 GPIO3, UORXD, CLK_OUT2

N )

BEPRRELT DI W TCRATH T e

FHE SRS
e (ESP32-MINI-1 & ESP32-MINI-1U $ R#i#%-FY (PDF)
« ESP32-DevKitM-1 J5 3 [#| (PDF)
 ESP32-DevKitM-1 PCB i J5[& (PDF)
o ESP32-DevKitM-1 1iJ5 &l (DXF) - 7] {#i F§ Autodesk Viewer &
UP: B I A O K,
2 MTDI, GPIOO, GPIO2, MTDO #I GPIO5 >y Strapping 45l {Eith H FHFI R G A (adFE ., Strapping 45 BAR SRS B Y — 3k
W (F 4 Rt DB . Strapping FEIIG AR T, #i5%  (ESP32 $5 RHME ) > 215 Strapping .
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ESP32-DevKitM-1 & ESPRESSIF

% 8: ESP32-DevKitM-1 (it k)

o IREEFT IR T H
*  (ESP32 i ARHHE15) (PDF)

B RATF MBI TE Z B S0, IR TRATBIRI555K1] sales@espressif.com

1.2.2 At

WNFAE ESP32 | ffif] ESP-IDF, 425 DL Rk :

 WCE THEE, T % ESP32 {UfH;
* Gkl TH——CMake fiI Ninja it TH, JIT 4% ESP32 MR

* ZRI ESP-IDF B {FTF RAMESE . ZMER O G RAf0 5 ESP32 (IR APL (kRIS ) Hliz

S

1T

CILHERY AR ;
ESP-IDE CMake / IDE
Toolchain
Project
L Application -

BUILD AT
- UPLOAD }|3 5
& o
: 5
H _ ; :

:ﬁj#w.-‘-. .}.—:Z — e — ___.-"'"I

f— = —— I.l‘:.:.:l._'lh -_-::\:::—_==:_:::;."-""j

(—
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1.3 23

FATERBE AT I iR B 22 Ty F 2R, TR 2 ep 22—

1.3.1 IDE

ik EWESE N A CE R IT K35 (IDE) 4% ESP-IDF,

* Eclipse Plugin
¢ VSCode Extension

1.3.2 Fghedk
T HRYE R B AR R GERL NS WY 1) T30 2R -

Windows *F- & T HBEm ki i e &

i ESP-IDF 75 L2048 —2ph & T H, BRI % ESP32 #y 2 [E{f, f33% Python, Git, %2 X Jq 4.
CMake Fl1 Ninja 4% L H45.

TEARAT TR, FATEE WA RRFFATA X8 E. A, EAE23 ESP-IDF J5i8n] AT Eclipse
Plugin 5% Hfth 37 4 CMake 7)1k T H. IDE.

flk: WA (F: - #YERE ESP-IDF Ml ESP-IDF T FLAQZAE BA A R AEREL 90 578, B4 g it KTt
£ HMASIN. - Python 5 ESP-IDF 2238l 7 R AE L A 24 2 - [ AR BRAE R
}# Unicode UTF-8, 701] Python 5 ESP-IDF f)%  f4 th R A BLITHRAR 745 (I ASCIL 4

BRG] DA 1 40ROy SRR R GERC B SR Unicode UTF-8: 45 ThTAR- SE B H 30T B[R] i 47
M- PR TR - S R R GE - A) e T “Beta: i /] Unicode UTF-8 SCHFABRIE S - i - /g
i«

ESP-IDF T H23%%5  20%¢ ESP-IDF whfs T H IR 5 77 302 T #—1> ESP-IDF T H 22245

Installer

Windows Installer Download
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TR % G ISR e X )] AERR AR P AEH /N, AT A%E%E ESP-IDF WA U4 . fEdceadfir, %
PR KR L BMO SO, 936 Git For Windows 224685 . TELERAR T 208 N S AEEHE AT
H3% Suserprofile$/espressif 1,

BERAART AT EATA K a4 . BT L& T A F5 SOl SO, £33E Git For Windows Z42%4¢
Ao

WRNG TR RN AN
* NER Python
o XGRS
* OpenOCD
e CMake FiI Ninja g% L H
¢ ESP-IDF

LT VPR N # 3 G /Y ESP-IDF H 5% . #E##6 ESP-IDF N #;3| $userprofile%\Desktop\
esp—idf H3EF, HA suserprofiles FEFHKH .

J 5l ESP-IDF #AE: 223450, Wn4)3% T Run ESP-IDF PowerShell Environment B Run
ESP-IDF Command Prompt (cmd.exe), ZEIERET AT E NIRRT O 5sh ESP-IDF,

Run ESP-IDF PowerShell Environment:

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 9: 5% i, ESP-IDF T H.Z73% 4] §:1112 47 Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):

FE A 28 AF  AEJRSEB IR, ARG Windows () iy 4 /R AT HEA T4 45 -

Espressif Systems 16 Release v5.1.6-1062-g876bbf9c30
Submit Document Feedback


https://gitforwindows.org/
https://gitforwindows.org/
https://cmake.org/download/
https://ninja-build.org/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 1. e AL

Using Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/
git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf
IAdding ESP-IDF tools to PATH.
espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
espressif\tools\xtensa-esp32s2-el1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
espressif\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
espressif\tools\cmake\3.13.4\bin
espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
espressif\tools\ninja\1.9.0\

espressif\tools\idf-exe\1.0.1\

espressif\tools\ccache\3.7\

C
C
C
C
C
C
C
C
C
C

:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date
Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

& 10: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

]

Run ESP-IDF Edipse Environment
Run ESP-IDF PowerShell Environment

=

Run ESP-IDF Command Prompt Environment

]

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about
30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

K 11: 58 5 ESP-IDF T EL%%% ] S04z 4T Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

[ 12: ESP-IDF i A3 nf5 6 1
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ESP-IDF T HZZAEERnIAE “TFIR” S, Q#—4TJT ESP-IDF iy 5/ 7 6 HAYTREETT K. A HesE
J7 AATPAFTIF Windows fiy 942 7R 4F (B emd.exe) , JFI21T export .bat AR EAPIFASE (Han
PATH, IDF_PATH4). M4, EAIEDVAEIT Windows iy 42 mAF i A AhE 221 TH .

TR, AREEDy SU00E ] ESP-IDF TR 22%¢ 4% i€ 1) ESP-IDF %42 MR ERAY FL i _EA7/E 2 4> ESP-IDF
FAE (HCANESTHE 2R IAR 1) ESP-IDF) , %04 AR PRI 4

1. >k ESP-IDF T H- @z g8 ) @t i ped Oy A — AN ETAS, HREBr s Ty X 1Y ESP-IDF T /ERK 4R35 &
Ry A B3 F 1Y) ESP-IDF 4% .

2. B, BOPUETT emd. exe, U EEA A M H K ESP-IDF H%, RJHiafT export.bat. ¥E
B, XA YAELR PATH HEAE Python Al Git, WIRERTEME I HHB RN ¢ “HAF] Python 5§ Git” )
ARG R, R,

JERSHE)T] ESPIDF  SUE (0.2 B4 T HT) ESP-IDF HOFTAT 40, B2 FAHAF A M FF sty 55— A T
i

A SRR R 0 555 U6 ESP-IDF {055— 5. A fire, (49 60T ESP32 Bl — A TR, Ik,
Pe RN R 4 i

Frik: WPRESEAR 2R ESP-IDF, 2 a3 iR B, AREU AR S v B 5 (4 B A A«

UG ENE TR PIYE, EnTAER T & ESP32 W AR 7 T . 0 PAA ESP-IDF Ht examples H 5% 1
get-started/hello_world TFETT4G .

Hi%: ESP-IDF %1% 24 A % ESP-IDF 428 H TR AL i 254

H§ get-started/hello_world THE | £ EAMK) ~/esp HET:

cd %userprofile$\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#{l:: ESP-IDF fy examples H g N —FRIRBI TR, G0 AR IR BRI R Iz 7 H A AR 6,
LIRS/ 1E N1 i R

EHEBERy  BUTE, WERFERY ESP32 TR RMRIERS] PC, AR ARMEMIE 0.
7t Windows #fERGEH, & HZAREH A coM Ik
A RAMTER B O LA IEANER, WS ESP32 el aitds,

il WHICER N4, BTSSR EA .

FLP TR W#EA hello_world Hig, & ESP32 A HIRGF, A1 TR E T.H menuconfig,

Windows

cd fuserprofile$\esp\hello_world
idf.py set-target esp32
idf.py menuconfig
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FIH—AHLIREE, WEEMN idf.py set-target esp32 WE “HIR" Eh. W, HWHEAEME
BRIFRIIAIL T H 2 A g AL E (A1) . ST AEER “HAR" BB IR R (il gkt i%25
). WEEE, WILAIFRARS K ¢ ser-target,

WA E BB RS ARG RR AR SR

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type ---=>
Application manager ---=>
Bootloader config ---=
Security features ---=>
Partition Table --->
Compiler options ---=
Component config ---=
Compatibility options ---=

[Space/Enter] Togglefenter [ESC] Leave menu [S] Save

[0] Load [7] nbol info [/] Jump to s
[F] Toggle show-help mode  [C] i ode [A] Toggle s
[Q] Quit (prompts for save) [D] Save minimal config (advanced)

K13 TR E— 1

T DA I B SR AR T H 1 AR R, G Wi-Fi MR AR SR PSR Z 4 . hello_world /R
BT H 2 PABGARCELZ T, X —H o, AT ABk ] menuconfig #EATIH ML EX — K

W SR E A 2 ESP32-DevKitC (47 2k ESP32-SOLO-1 #i41) #§ ESP32-DevKitM-1 (#7 %k
ESP32-MINI-1(1U) #i4H) , AR E /R BIFE)FHI, HifE menuconfig Hffi g LA AL (CON-
FIG_FREERTOS_UNICORE) ,

ik B2 O RS S ERE AT RES S EEIRE . A DUl BRI sty le SRASAMIL, T
47 idf.py menuconfig —--help %, HKWELER.

AR R SCRRAIT S, T RAE I AR SCRFAL (BSP) SRIP BN ERITT K. HEAHR, Wi .

Gk LR WA a4, Sk TR

idf.py build

1247 PA_E a4 T AR HI R P A BT A ESP-IDF 200, 335 6 s | M AE e . 7 IXERAN Ay 3t
il S o

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(FOAkED)
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(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R UIERE, S SERUR A L bin SCPF

BB Rr BT T A, FERIRA: B — S PR T A0 ESP32 T4

idf.py -p PORT flash

iH-FF PORT #4a2y ESP32 JT A AR AR 4 5K AR PORT REE X, idf.py Freiul i AT H s O H 3
o

W2 K idf . py ZHEGTERE, W Widfpy.

ik Ak flash $EHUR B besk TR, FILILFRHETT idf.py build.

EAERET IS AR B ), AR A AR 5l S ESP32 403 ¢ v ik i SREBUE SRR B

WEREIE  TERS R iR, BT AR H &

esptool.py —-chip esp32 -p /dev/ttyUSBO -b 460800 --before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
<.0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting........
Chip is ESP32DOWDQ6 (revision 0)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 24:0a:c4:05:b9:14

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 5962.8.
—kbit/s)

Hash of data verified.

Compressed 26096 bytes to 15408...

Writing at 0x00001000... (100 %)

Wrote 26096 bytes (15408 compressed) at 0x00001000 in 0.4 seconds (effective 546.7.
—kbit/s)

Hash of data verified.

Compressed 147104 bytes to 77364...

Q)
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(8L 7))
Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000.. (100 %)

Wrote 147104 bytes (77364 compressed) at 0x00010000 in 1.9 seconds (effective 615.
5 kbit/s)
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

WER—PIEA], FesgFenln, HFRMFREAL, NV HFRT "hello_world” FF 451517 .
IR EZE 1 ] Eclipse 5({/& VS Code IDE, i3k idf.py, 5% Eclipse Plugin, PA K VSCode Extension,

WePRE AT DMEi ] idf.py —p PORT monitor fyd~, WAL “hello_world” TAEMBfTIENL. R,
T%ulﬂﬁ PORT 4 Jy fA51P) 5 10 24 F5 o

W a, IDF BE W EED:

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —-——

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

eE, Bl DAEERSh H SR H &2 5, FRFTEIR “Hello world!” T,

Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU core(s), WiFi/BT/BLE, silicon revision 1, 2 MB.
—external flash
Minimum free heap size: 298968 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

T pLbEgE cerl+], iR IDF Hatids.

U2 IDF ML asAEResR n IR PR A E A e, T BNMG B A iled (AF) , AR ATRE R PN R TF A R
T 26 MHz it dik, 1l ESP-IDF ERIA SRR R 2 BOT KA {11 40 MHz i ik .

e986) (Xn@By. |66 (6PW+)BBHN9a— /90! Gt 566PE~BKHGeBeah5hjA
~zYBOY (16,1 68 e888) (Xn@By. !Dr&zY (8 jpi®|8+z5Ymvp

BER, fEnTRA:
LB LS .

2. 1R[] menuconfig,
3. HEA Component config --> Hardware Settings -->Main XTAL Config -->Main XTAL
frequency #FTHECE, BCONFIG_XTAL_FREQ_SEL V%% 26 MHz,
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4. FH G EA G T AR .
£ 24 Fi 1) ESP-IDF AT, ESP32 SRR T IR AT -

* 26 MHz
e 40 MHz

ik BT LS TA N e, —IREESIITHEE . B il e -
idf.py -p PORT flash monitor

LAk,

o HHIFEIDF YAL%E , T #TE 240 IDF B0 2SA0 He bl A HoAb i
o i HIfEidfpy, BmEEZL 1df.py A HEET.

ek, BOEKESP32 AT ¥2]!
BUAE, A PAZE— 2o HAth examples, BE EHEITA B ORI AR .

g LRGSR ESP32, [0 ESP32 HOR & BT ek ik

e 4w R BIRE Y BT A README ({4 supported Targets i, QISRFEARH 5 ESP32, o
AAEXAFAE, A4 RIFRIR ESP32 SCRHX AR B .

el

LR 0] j8 /dev/ttyUSBO  {ifi F§ BE 26 Linux Jit4s [7] ESP32 Best [ 4 mf, WS Pl Failed to open
port /dev/ttyUSBO 454 . WL DAKEF sl % Linux Dialout 8.,

e %1y Python Jijii /A ESP-IDF 37 F Python 3.7 K PA b ilAS, ELTH 2% 8 A4E 2 50 3] d5 87 AR A T o8 38T
Python, W] FEM sources 273 55 i Python, B {#i ] Python & ¥ 255Ul pyenv X} AR AS AT TR 45 1

ETHRgSeR ETRAR Bt (BSP), MBI EHETT AR B IEZAT & o AR5 2R AL R %L
T8 AT PASE O 45 TF A AR WA AL -

— BRI, BSP SRR A BT RECRALE . R T E SCRIRIIR (LI RESN, BSP RPN B . 2
TR EO ARG A S SN Y KB R T o

BSP il L IDF 201432 35 KA, W DART{E IDF 410433 a% 47 R #.
VL F ABillER T anfiris ESP-WROVER-KIT BSP @l miH v :

idf.py add-dependency esp_wrover_kit

A7 KA BSP 7 Bil, I BSP 7m0

P flash  ESP-IDF SCREHEESR flash, 15217 N Ands, #EFR#EA flash:

idf.py -p PORT erase-flash

AATAETT ZARRRIN OTA ¥l , izfrA T

idf.py -p PORT erase-otadata

PRIk flash 72— Bamf ], FEHEBRGARR S, HWOT SRR ER
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RGP AR 7 SRR R P 2

o & Windows 335 F #.#7 ESP-IDF T 2
« L5 ESP32 432 % vikik

* Eclipse Plugin

¢ VSCode Extension

o IDF Y5035

1£ Windows ¥/J% F Wi ESP-IDF T . H

A 2% ESP-IDF 1 1L 5 M Windows “fp &R 4F" %11, Y)#: % ESP-IDF 945 Hk. A5z
17

install.bat ‘

T Powershell, i Y)#: % ESP-IDF (23 H . RIGE1T:

install.psl ‘

Z A% A N4 ESP-IDF i i) TH. . WIS &2 THAAN TR, WiZar - F o ZLTAM
T ER LA E i ESP-IDF T B2 830 B g , BN R A C: \Users\username\ .espressif,

<A K ESP-IDF T LN 4S PATH 355348 & ESP-IDF T H 22358887 “TFIR3EH” K
“ESP-IDF iy &4 Al X Sz U7 FF Windows iy S8 /RAF 7 1, AT fE% % 1
R B 2eEn T A,

ALY, BIEAER 8 G Q4R & D I 2l R EE Ty AT IFRY, e i R AR SR I o 1
ESP-IDF, n] DAMRYE T 772 5 ESP-IDF T RS 25 PATH FRFAC H

B, T 24 ] ESP-IDF (1 iy &4 n 71 11, Y14 2 %22%& ESP-IDF [ H 5%, 28 J5 4T export . bat,
HARGWF:

cd %userprofile%\espl\esp-idf
export .bat

Xt Powershell ] |, i A AL 222255 ESP-IDF i H 5%, SRJ5#4T export .psl, HRMGAHUIT:

cd ~/esp/esp-idf
export.psl

BT, GOt Al a9 345 ] ESP-IDF TR T,

55 ESP32 Gt kb
A PAfE A USB & UART #f, 5 ESP32 @@ 1%z .
IRATF R B 420545 USB & UART Wi, foRZe% , i F AN .

AT USB 5 UART #FJF AR 7E243545 USB & UART #FFF &M, PC FIFF [ali@ 1 USB %4,
FrAil ESP32 2 [a]i@ 1 UART %4,

A USB % UART i 40 AR M AN USB %2 UART #f o 3P 90388 7 HE BHAE 75 B4 1l 225 [ AR
AP, BN — 2 N R AR .

i Ji] UART #Efpkest AR anfi i USB & UART #i#E ESP32 il PC 2 [a] # v S AT . M LR
S ANRHRE ] o
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Developmment Board

L] L]
L] L]
use] :
Personal |, i 4 USB-to-UART |, . '
Computer ' Bridge ESP32 '
L] L]
1 1
L] L]
L] L]
I_ ____________________________________ L]
Il 14: 22445 USB % UART Hifg I KA
Programmmer Board Development Board
use]
Personal |, . USB-to-UART "
Computer | ' Bridge T ESP32

K 15: 44 USB % UART #f

YEE ESP32 fil PC ] USB 4K ESP32 J| &M iE 445 PC. USRI IR FE I8 HahZeds, i il
ESP32 1 % M ) USB % UART #f (=444 UART HEfiies) 85, RGN DI RIKaR T, T
Fah#d .
PAF R2 SR 2% ESP32 T LA SRS 7 A «

« CP210x: CP210x USB % UART #j} VCP IKzI )T

 FTDI: FTDI & COM & LIRS A5

PAEIKEN NS, AR BN, TR R ARG ) USB & UART #rth . — Mg ot
T, B ESP32 JF RS PC RN, MRS Mk D ApHTUAERRERG T, HEL A LR,

X USB 2 UART #f F 2RISR, BT LAIZFTA T v, S0E LR R T iES 4L

idf.py -p PORT [-b BAUD] flash

WA BRI PR, 5 2B AU BAUD . BROIAR B 460800,

s WA CE A 8 R, WIFRETFahdE AN A 154 BOOT #5411, [FIHf4%—F RESET
¥edll. ZJ5, PaJF BOOT #44l.

£ Windows #7751 6 #F Windows A B HLAR ) COM i 115155 )T ESP32 5 PC fyERE, &
JEERTEERE , AR SR P S R B

PATF 24 ESP32 DevKitC #1 ESP32 WROVER KIT £ [ :
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- )

=4 Device Manager E'@

File Action View Help

&= | T HE =

4 2 tdk-kmb-op780

& 78 Computer
: Disk drives
Display adapters
DVD/CD-ROM drives
Hurnan Interface Devices
; IDE ATASATAPI controllers
Keyboards

?!IE

] -

P

I,.;.
B

Mice and other pointing devices

Monitors

[ -&F Metwork adapters

4 73" Ports (COM & LPT)

LT ? Silicon Labs CP210x USE to UART Bridge (COM3)
b I Processors

b -iy Sound, video and game controllers

m i CE )

[» M System devices
I - i Universal Serial Bus controllers

E 16: s a g b ESP32-DevKitC 1) USB & UART #f
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Il N

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
1M Computer

]

[ =y Dhisk drives

i B Display adapters

[ I_L-ﬁ' DVD/CD-ROM drives

b Eﬁ Human Interface Devices
. g IDE ATA/ATAPI controllers
b-EB Keyboards

B

[+ --ﬂ Mice and other pointing devices
b | Monitors

b -mF Network adapters

4 73 Ports (COM & LPT)

i % Sound, video and game controllers
i 1M Systemn devices
[ - i Universal Serial Bus controllers

P 17: Windows i £ &5 BESS 1 ESP-WROVER-KIT [ #i4~ USB 52473 1
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{E Linux fll macOS LA Fdi11  #AF ESP32 JF Aot (BOOMARRCER DI RCay) AYER DB AR, 3450
T arIE TR, B, WP AREGERLRS, HUGs TN e AR5, EEITANREEER, R
IBITA N A Horb, S st a4 H B i 1 B2 ESP32 X R H 1 -

Linux:

’ls /dev/tty*

macOS:

’ls /dev/cu.*

3 X macOS HI P FHHAERIHR I, ARG USB/H DK FET . HAR N i i i sk ) 2
¥, Wi ESP32 4o PC. 1T macOS High Sierra (10.13) (i f I, 4R 7] fEid 5 B T8 RIS UK S LT
e, BAERHTF AR RERE > ZefmRA >EA, RERSAGFLER: SEAFAARNRS
., Hh I & N R4 FR8 Silicon Labs 5, FTDI,

{F Linux "PEI 8] dialout  YEjEsEH P 24 0] DAE L USB XTER LT S #4E . #E 2% Linux
WA, AR DAl AR 4, R PEINE] dialout 41, MIMSRIFEEEAUR:

’sudo usermod —-a -G dialout S$USER

f£ Arch Linux 1, #525E PAT ar R i wucp 419

’sudo usermod -a -G uucp S$SUSER

THHEEER, BIRAR TR ERURAE .

Bl EdE  BUE, WG 0 KA e, AR HE BSP32 5 & um LR AR, ML 1R

oSt

ESP32 {5l G B R R BRIA A 115200

Windows fll Linux &% FEARGIST, A1 A PuTTY SSH Client, PuTTY SSH Client BE ] ff] T
Windows A fF Linux, Z3tA] DA HAER D1 AR e 3508 a0 R 7805 240

BT %, BCETE AR RR P ERIAR AR T R = 115200 (A 528, i EECHE G BRI R
), BARAL =8, {F1Efi =1, AFERE =N, UFEBR I ER T ) 7E Windows 1 Linux Hrfir 5 11
FEAREESE (W1 115200-8-1-N) o JEE, X @ Bl £erE iR BB ny e O ricE .

IRJG, KA ESP32 RAMAITHIHE . W, WEELuniT A DT AR . X A H S WA T 2k
B ESP32 (U AR, S %4 w1l

Pk WHEERAEER G IETE, FHE O, WERE KR — BT IRIRES, 25 FAe R
PR TR R ER .

macOS i R4 macOS 4L T higEm S, BUILEOR T 2365 1 ZOm ey .
* 2% f& Linux #2 macOS L& Fs5v | A Fand:

ls /dev/cu.*

o BT T 4 -

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
<~USBtoOUART7
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ﬁ PuTTY Configuration
Categary:

= Terminal

- Keyboard
- Bell

- Featuras
= Window

- Sppearance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Prosgy

- Telnet

- Flogin

- 55H

- Senal

Options contraling local sedal lines |

About

Select a seral line

Serial line to connect to
Corfigure the seral line
Speed (baud)

Data bits

Stop bits

Parity

Flow control

Comi2

115200

[ None - ]

| XON/XOFF -

Open

] [ Cancel ]

P 18: £ Windows #:E R G H (] PuTTY B8 OHE S5
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

Aboul % Cancel

P 19: 7 Linux #4/E RG] PuTTY BEEH IS4
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o RSB R T R AR, B SR SRR . IR R SRR, B
T F s (AR, i <1152007 BECk LS A BAIE%) -

screen /dev/cu.device_name 115200

¥t device_name B NizfT 1s /dev/cu.* [FHIMIELAE OIS,

o BSHERIERE DERE R RI H G HE AT IMEE] BSP32 W AR, WS Hin dw k. 7
B Cul-A +\ SR BRAELTE

Friks EIERIESEH LR IER T, OCM PRSI . WURELHOC P A it L e KM bk, 2 ) bA%
W {1 IR e T I ER 1T

fttonBl DA RR—HERG. WEPREEEE M L, eI .

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£ff0008, 1en:8

load:0x3fff0010,1len:3464

load:0x40078000,1len:7828

10oad:0x40080000, 1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WARFTEI A H B2 e (MAZELAS ), W RE HIEREIER . My, ] DAREEE 12058, Hipe X
B R 2 %) ESP32,

Friks FEREHE RN, fE ESP32 [l I RTT ENAR 1 HAEHT, 75 2 LAy s 451 H 1 RTS
& DTR B}, AL T RTS & DTR I H 445 EN & GPIOO 1l LR IL, 4 RZH0T
KM (GARIREITAMIT AR) BEA XM, FELHAMEE, S5 esptool SURY,

HIAAE 25 ESP32 WA FF R ARSI, M5 A%« FF441% 8 ESP-IDF ve B3 TiX B, iM% 25
Fr4&4% A ESP-IDF »& 4k&5: 535 .

Resk i britEER

PEREN ARABA T E ar 2 I BN “HEHR N XA IR, O IR R 2 — AT e ia T
esptool.py W B4R, esptool.py RIWERGIMA, HTHEELHA. 5 ROM 53Nk
ARG PER TR . i LA LA PRI T FEh AL, AR RIS AR R AR AR, 37
2% esptool B HERR ZRECE 2 {5 5.

esptool.py #iidfff USB % UART #f (40 FTDI = CP210x) fj DTR Al RTS il £ 4= %0k B sh & A
ESP32 (1§ &% L5 ESP32 43 % v ik 3% JRICE 214115 5) . DTR I RTS $& i 4 X % £z 5| ESP32 1)
GPTIOO0 I CHIP_PU (EN) & |, [Fik DTR F RTS (¥ i B P28 {2t ESP32 1 A [EfF N a4,
FnfFln] £ F ESP32 DevKitC Ff &M I HE A .

— kUL, B E 7 ESP-IDF JRAMA S B, {Hi2, esptool.py FEPANIEIL T AREH S EHE
R
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o SRR 23] GPIOO FI CIHP_PU A DTR FI RTS il £k,
* DTR FI RTS il e & 7 =R ] o
o PAFTEIXFER T4 M 2t -

MRIERECFRIRNE, AT DARFERH) ESP32 JF A AR TS BCE N [ (F F 8 (A7)

o WTIRFEIF RN, GRTASE XS I AR JFe s 8 P amg . BN, WA #/E Boot #e4l
(GPIO0) Fifl: EN #41l (CHIP_PU) KF-a)& {i ESP-IDF F &K .
o X HABRBAGRE:, v DA cPTo0 FiAK.

IDF Wi 812

IDF a4y, ] T esp-idf-monitor {4, T ICA H AR5 H: LA AT4kd), IDF 1
WA [F] A HE L IDF (1 H A

1 IDF Hiff ] idf.py monitor RJLAJEH HLHiHLAR -

PRFEDBERE 70785 IDF W MLas b A T2, 300 P a4 A B A
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TRIEGRE B®IE £
Curl+] B g R
Ctrl+T SRR WIS TR —, IR EE.
ct ey S b -
e Ctrl+T
. Ctrls] K exit TEAF Kk B RE
. CtilsP HEBRES, EAGIS | EEHRES, @ RTS & (WE#ER) dEAGI SR
AR Wi RTS &% | 77, WHHF ARSI RRT . SR HAL R &S sl
15 FHAE P DABE ] LR
. Ctil+R Wl RTS & H\H H AR | EERS, @M RTS & (T iER) BRI
%
. CulsF TP I I H {5 idf_monitor, 1517 £1lash Hix, 851K idf_monitor,
i AE ] ke 3 10 Y SC PR30 2 0 B A, AR TR
i 2R idf_monitor 2 PAZHL -E FH B, W &izAT H bR
encrypted-flash,
. Cirlta I Gk S e N ARy | %7 45 idf_monitor, iz 1T app-flash Hir, R EWKE
;4- w idf_monitor. X5 flash 28}, {HEA LW HEF R IF
N FR TR, WIS idf_monitor ELAZ KL & HENH, U
) 25fTH AR encrypted-flash,
. Ctley R EAE R LA | BG, SEFraEANSTEYE. RVvrESE B A
H &% PG O PR AR A H B .
— EIbMRE XS AH | ETREEF N, B TFSAHEEE. A
T ‘ﬁ%i)%%i%@ﬂ:/‘lﬂﬁﬁi%%ﬁ% (AR IDF Wi asth &2 1%
BE) .
. Ciritl {EIEARE FT B A bRic | IDF B ORRS o] PATERE— AT RO LT B — e Aric . HifTa)
@g 1) PRCHIRS T PAE i ——t imestamp-format 4415
- Bk AE
. CtlsH SR A P
(= &
H)
. ClleX B s
A
X)
Ctrl+C HIEFE TR N AR | B {5 IDF WS #0 #% Jf 32 /77 GDB I H ¥ ik #%,
¥ Mz e R XFEE

Jfl:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME
BT

BT ctrl-] Mlcerl-T, HAbberm(E s

He S IDF F¢tk:

F1 2y fi ity sl

L H AR E H AR A .

B 200 R AR T AT AT RIS R TN BERI LT, IDF ISP A f izt AE PR A i o

MOE CCHEERITTS), FE F—FT B AT A R A .
ESP-IDF [ IR % A: crash Al panic SR, K5 AR U07R 35 17w e o A1 [
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Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—~0x3ffb7e00

A2 : Ox3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H
—0x00000000

A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0

Al0 : 0x00000003 Al1l : 0x00060£f23 Al2 : 0x00060£f20 A13 H
—0x3ffba6dl

Al4 : 0x00000047 A1lS : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d

EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :o
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e¢00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40_
—0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF M 8 A 23 A7 a4 b S8 0 T A

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H-
—0x3ffb7e00

0x400£f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—~hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H.
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H.
—0x3ffb7dd0
Al0 : 0x00000003 A1l : 0x00060£23 Al12 : 0x00060£20 A13 H.
—0x3ffba6dl
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
< ./hello_world _main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32/./cpu_start.c:254

IDF Hi &R fE /G GIs T A R s, M4 ok

xtensa-esp32-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

TSR FHFE AL TS 48 A B VUL g Hbhl , IDF Y 288 2K 2r ROM LA, BEf R £ FT BIYE SO 44
M5, HER BH % in ROM:
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abort () was called at PC 0x40007c69 on core 0
0x40007¢c69: ets_write_char in ROM

Backtrace: 0x40081656:0x3ffb4acO0 0x40085729:0x3ffb4ae0 0x4008a7ce:0x3ffb4b00._
—0x40007c69:0x3ffb4db70 0x40008148:0x3ffb4b90 0x400d51d7:0x3ffb4c20._
—0x400e31bc:0x3ffb4c50 0x40087bc5:0x3ffb4c80

0x40081656: panic_abort at /Users/espressif/esp-idf/components/esp_system/panic.
—c:452

0x40085729: esp_system_abort at /Users/espressif/esp-idf/components/esp_system/
—port/esp_system_chip.c:90

0x4008a7ce: abort at /Users/espressif/esp-idf/components/newlib/abort.c:38
0x40007¢c69: ets_write_char in ROM

0x40008148: ets_printf in ROM

0x400d51d7: app_main at /Users/espressif/esp-idf/examples/get-started/hello_world/
—main/hello_world_main.c:49

0x400e31bc: main_task at /Users/espressif/esp-idf/components/freertos/app_startup.
—c:208 (discriminator 13)

0x40087bc5: vPortTaskWrapper at /Users/espressif/esp-idf/components/freertos/
—FreeRTOS-Kernel/portable/xtensa/port.c:162

ROM ELF ({2 #ii4fs TDF_PATH fl ESP_ROM_ELF_DIR MEiAr iz A ahmEk . i@ MATh, v
PAIEIT R esp_idf_monitor HI8EHEN ROM ELF X {4:#4: python -m esp_idf_monitor
—--rom-elf-file [ROM ELF XMW %421,

2 PFIfREEAS B ESP_MONITOR_DECODE %k 0 5% 2 ¥ ] esp_idf_monitor [1¥45 & @iy & 47 15 3
python -m esp_idf_monitor —-disable—address-decoding 2% |- HihkfEiY.

HERE SO H bR )y BRAIEOL T, IDF ISR A H ARt i 3 DTR F1 RTS 3474k H 2h & (7
he EPj Ik IDF WML B 2h 52 60, WFEJR 1 IDF BEALES I EikIi -—no-reset, 4l idf.py

monitor —--no-reset,

ik ——no-reset WEIFE IDF Wi 048 %12 2 55 28 v 11 B 0] ASE B AR, 40 idf . py monitor
—-—no-reset —-p [PORT],

M GDBStub LLFi)Il GDB - GDBStub SZH5AEIaf T #EA T 1. GDBStb 7£ H i bizfT, Hfiladeh Hig
FE FAL M Ay 2. GDBStub SCRFIUNAFAIZE B A ERR IR an . BAREAT ITAG
P, (T GDBStub 5¢ 4xif i B AT 11 58 MO R, WO 2GR REELE (401 ITAG/USB Hi
e

iﬁ;ij3{%1CONFIG_ESP_SYSTEM_PANIC &Ejﬂ GDBStub on runtime, W] PLKFH ﬁ@ﬂﬁ%ﬂ%}ﬁéi@ﬁ
GDBStub., GDBStub R H:E fG GiafT, BB T O AL ctrl+c SEUN HAEF W (RIE -2
F3HAT), Mifiil GDBStub AbBEHA A 2.

A, R DA IS i B CONFIG_ESP_SYSTEM_PANIC )y GDBStub on panic JHEIE panic ZbFEAEA, fili
HAE KA crash HFHHZETT GDBStub, 24 crash & 2EH}, GDBStub Ffifiid s 11 i APk I F AT AR, &
7% GDBStub 1F7EiE1T .

Toie 2l Ak crrl+C b @I EIRA FATHR N, IDF IAa ik H2h/ash GDB, ik il Fr ik i
4. GDBIBMSE, ilid RTS i AL Hin. WRARMERE RTS f 02k, WA, FaRNTT
KMo

#iE: IDF WALERAE IS 24740 M )3 A GDB:

xtensa-esp32-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"
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B on k B PALYE H idf.py monitor —-print-filter="xyz" J&2 3 IDF I fi 28, H o,
——print-filter J@&#i kS8 SEENE NS F55E, RIFTBIE A, S'Zﬁ@ﬂ% B AR

= ESP_IDF_MONITOR_PRINT_FILTER JHE e e -

%Z{ [E] B FH PR E A5 T ESP_IDF_MONITOR_PRINT_FILTER fI&%{ ——print-filter B, i@iIfy
AT CLI 24 ——print-filter /B .

FHAAT AR E RS, T8 E <tag>:<log_level> kM, HH <tag> BIREFIFH,
dogiewl>%{N,E,w,I,D,v,*}%ﬁ#ﬂ@%¢?ﬂg?ﬁﬁm5*éﬂﬂ
BN, ——print_filter="tagl:W" HVLEHFTEI ESP_LOGW ("tagl", ...) FiGgEH, ®ES

TERAR H ST EH AR %, B ESP_LOGE ("tagl", ...). WZ4EE <log_level> mifii 14l
TR ERINE * o

Friks HRiEmy, RAGEA R HEAE R &R A HUORTR B . BT DA IDF M A0 i 0 ok IR %
I E, HICTH iR Hﬁazf?

I AR P AR A E é\éi‘% B x. B9 o, DA ik fe .

SN AR i e a7 e R T [ A Tﬁﬁ%ﬁzﬂmﬁﬂjm_ﬂﬁb, B, MERLgRITURT AT, 5
Ja R EIZAT AN Z B A oﬁ%~Aaﬁ@ o AT DRI A 0[] S 3 G 1 (e S A A
ERHISHRE ).

iy 32 LW 7151

o * AT ILEATATRAARSE . (H ——print_filter="*:T1 tagl:E" {THIX T tagl Hith<
iRl , XN tagl BN * BRI SEm

o BRI (%) fff/ﬂi * V PR SR AE A 2 590 5 S AR S P AT R A 2 R R MR PE L I P25

o RN ORAH T HETh e, WAPH T print £ BFTENE . S T REGRIX — R, T
*:E Eﬁ%%ﬁﬂ@fﬁ%ﬁ%ﬂo

o FN "tagl:v", "tagl:v", "tagl:"., "tagl:*" fl "tagl" Z[d.

. fJAWl'J/"\;aEQl:W tagl:E" Z[HT "tagl:E", X/&H R JESE B E A A R 2 PRI bR 2 2 78 s el
Al— %5

o FN] "tagl:I tag2:wW" {UAE Info 40 B Ak BEARGUMNFTED tagl, 7E Warning P40 4% 5 55
FARGAATE tag2.
o MM "tagl:TI tag2:W tag3:N" fEA EAEFRT E—MN, X2H N tag3:NfEE tag3 AT
B

e tag3:NJEMN) "tagl:I tag2:W tag3:N *:V" FHEAEE X, XEHR FUWHEEEAE tag3:N,
tag3 ([F R ATREFTEI R T tagl Ml tag2 $5IR(E BT EIFERS & RN G n] (SR RGR) |
HBRINFT DT A

RO E RSB AT H SRR B AT AR SR I 17 LR BRATAY:

load:0x40078000,1len:13564
entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte
W (31) esp_image: image at 0x30000 has invalid SPI mode 255
E (39) boot: Factory app partition is not bootable
I (568) cpu_start: Pro cpu up.
I (569) heap_init: Initializing. RAM available for dynamic allocation:
I (603) cpu_start: Pro cpu start user code
D (309) light_driver: [light_init, 74]:status: 1, mode: 2
Qyitiza
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D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID..
<~>1
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="wifi esp_image:E light_driver:I" i Iifiicm i B irms:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="1light_driver:D esp_image:N boot:N cpu_start:N vis:N wifi:N

REAASTAlIY: L TR S

load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF W28 L) sl
Windows 55 F B0 0] &
* HT Windows ¥l 5 BRI, A LUk 58 S A — SUREIR S JC 3 AE GDB i

© MAWOLT, idf.py RN, ATRESE IDF MOLREKE 2 BIET 1 30 7.
* GDB a7, WHESEHE—BUNE], A5 71455 GDBSwb JH4Til {5 -

Linux il macOS ¥ & T G50 brifi e B

VEANEREBYR IRYE N IR IR, el AR .

BEEIFR AL DA 20N ESP32 5L ESP-IDF [ A {4 %

s H—F wRESL

o % =% ILESP-IDF

I ES AS

e BV RENETE

o % AY: FH51EA ESP-IDF 2

S RBAlEsy T AE ESP32 fp{li)i] ESP-IDF, TERRERIE RS 2R — /i, DA 2R
AP R4 Linux F1 macOS [ 256 LA T3 B .

Linux JI| )" #i9¢ ESP-IDF {52 A N iRIE MK Linux ZATHUAS, PRGN ZEEM S
» Ubuntu £ Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

F B398 SCFF CentOS 7, {E4 T REAFAY iR, B CentOS 8.
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e Arch:

sudo pacman —-S ——needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

e
* fifi jfl ESP-IDF 5% CMake 3.16 o DA AR . &Y Linux 47T TR E T8 5 S A9 ARG 14

B FF 5 backports A, B 2% "cmake3” # {4 4U, (AN 2425 cmake”) .
o R BRI ERPEA BN RSGE, WSHET RGNS, AF R 2.

macOS J{|)"  ESP-IDF ¥{# il macOS _[BRi\ 2234 Python Jii s,

o %% CMake Fll Ninja 457 T H.
- #7F HomeBrew, 0] PListT:

’brew install cmake ninja dfu-util

- # MacPorts, #50] PAizsT:

’sudo port install cmake ninja dfu-util

- A EIARIE, W 1jIR CMake A1 Ninja 351, #0if) 4 K& macOS V-5 1)1 2k 434 7).
o i Z A A I &2 3E ccache PAFRAS TR AG 4R 1553 F . 217 HomeBrew, W] ifiif MacPorts [ /) brew
install ccache B{ sudo port install ccache FENZ%,

Friks WEHE BT BB E AR R

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

NamiZedE XCode Ay 47 TH., W[iafT xcode-select --install fyaidtfT4est,

Apple M1 i/ URIERIH H52E Apple M1 ZR 51 HA FIUTH H BRER:

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is._
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

B

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2—
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

EFF LI TN A2 2K %% Apple Rosetta 2:

/usr/sbin/softwareupdate —-—-install-rosetta —-—agree-to-license

‘%% Python 3 Catalina 10.15 & At B W FR AHEFF# ] Python 2.7 JiiAs, ¥E K S macOS A4S At A
BRI Python 2.7, $AATPA N i &SR4£ 7524 Wil 8 FH 11 Python K4k

python --version

QR A Z Python 2.7.17, WAEREMBGAMTERE Python 2.7, XBFFRELLETITA T fir ks
LR 2 75 B 48 %6 4 Python 3:
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python3 --version

WRETT B A AR R, AR AN A *4e%¢ Python 3.
TG AR 2 PR3 Python 3:
o {ifi f§ HomeBrew #4742 %E Ay a0 R

brew install python3

* fifi Ffl MacPorts JFf 7238 VAR :

sudo port install python38

45 b+ FRULESP-IDF  JE[F 58 ESP32 MyE Y AR F Z A, W 5CRBURZESR LAY 4R 4 30 ESP-IDF {x
JE o

AKHL ESP-IDF (YA HREIA: FTTF %35, DIHeE] G2 0RA7 ESP-IDF i TAEH K, i git clone fiyd e
BerLA O, FIXTRARIEREM AT, L F .

TIPS, 187 A T a4

mkdir -p ~/esp
cd ~/esp
git clone -b release/v5.1 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF ¥ F# & ~/esp/esp-idf,
15 BIFEESP-IDF pe A 4y, 45 ESP-IDF AN [R] RAS F) 2L AR F 5%

G52 Ye¥ LI BT OESP-IDF ALy, fGAFE SN 30 ESP32 By H %2%¢ ESP-IDF (i 1] i 4 Fh T A,
Pehnghitdy . A% . Python f3F.

cd ~/esp/esp-idf
./install.sh esp32

B} (i Jf] Fish shell:

cd ~/esp/esp-idf
./install.fish esp32

IR A AN ESP32 2235 fires T H. . WERFEAZAHbmG AP H , MR pA— R 2 2~ B AR,
WRETR:

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

8 {ifi Jf] Fish shell:

cd ~/esp/esp-idf
./install.fish esp32,esp32s2

USRS B R N A SRR H AL 283 TR, Wl AIsA T R fir s

cd ~/esp/esp-idf
./install.sh all

8¢ {#i i Fish shell:

cd ~/esp/esp-idf
./install.fish all
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il AT macOS I, AN ERAEATE PRS2 DU B

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—~to get local issuer certificate (_ssl.c:xxx)

Wiz f TS HL I Python SCfESE FRf) Install Certificates.command Z¥EH. THMELZEL, S
% 4245 ESP-IDF T H A B N 2B iR

P UHARE % ESP-IDF T HZE 452 2 Github AAR A AR — 28 T A, 415517 Github %2
NN, AR AIEACE, AL et Espressif 1R #5547 64T Github BTH 2

Frili: ZCE AWM Github KA A T EE B TR, EH AU Git €4 URL.

FAETER T RN L See it Espressif N R55 4%, WfEi2fT install. sh DA R a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

o 2580 A RPN 0 A4S ESP-IDF Frfs i 4 ie T H BN LR PR E sk, B
Linux 24 H¥) SHOME/ . espressif Hik. GEATPAKEER T H 23 Hph B SR, (HIETEETT 2258 A
Hl, EHrXEIEASE IDF_TOOLS_PATH. Y14, WHRENHPKS 4L 48 T B IZBARMAUR .

BB T IDF_TOOLS_PATH A%+, GMfRIZZ e IR AT A (install .bat, install.
psl B install.sh) il A (export .bat, export.psl B export.sh) BEEF—2.

SV BEVIPRBEAR R BUnS, GRWIRIZR A T H MRS N A5 PATH BRBEAS B, Jovkiliad “ar e 17 il
AT B Hil, AR E SRR R . X AT DAE 1 ESP-IDF $2 4L 55 — AN A A 7 108

WAL 25217 ESP-IDF B85 57 LIz T PA T g4

’ . SHOME/esp/esp-idf/export.sh

XFF fish shell ({S2HF fish 3.0.0 KA ERA), Iz AR 4

’ . SHOME/esp/esp—-idf/export.fish

R, IR 5ERZ [N A —A 2% !
MR ETF LA 1217 ESP-IDF, #0] DUATIAT export . sh Q#3144 HAACDIRAT
1. B HIFERENELL R 2% shell B & 049 (.profile, .bashrc, .zprofile %)

alias get_idf='. SHOME/esp/esp-idf/export.sh'
2. B E A& E D 8iiafT source [path to profile], fll source ~/.bashrc 3R E
A

BT DAEAT AT A i i 11 Pz AT get_idf RBEESUHT esp-idf PRk,

ANEWH AN export . sh #SHIE] shell (FHCE ST XA FEAEREA Kb & 35 HHREGT IDF FE L35
% (G TCTHE G IDF R3h) . X5EE 7601 MRS H i, 38 w] RESE M AR (Y BT o

ST JFUAEN ESP-IDF WL BUAEGE £ R T ESP-IDF HFFAT A, B2 TRAEAGAITIF AL
15— T

ASRRAFHE €58 W ESP-IDF (%545 . $RIGACHRE, (000 BSP32 QA — T, JFhze.
PR RER A
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il WPRGSE R ESP-IDF, 52 M4 30 shp P g, BRI AT m B s (4 B A 4

JFUGGIEE TR BAE, &P AMERIT & ESP32 I IR )¥ T . f&W LAM ESP-IDF 1 examples H 5% T [
get-started/hello_world TF2FF44.

% ESP-IDF % R4 S Ff ESP-IDF At T AR AR hofi Ay 25

Ff get-started/hello_world TF5 il 2 A ~/esp HR T :

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

#ril:: ESP-IDF ff) examples H g N4 —RIRBITAE, &0] AR IR BRI IR 247 A AR 1
WA A B B, TR AT

Wt BUE, WRERY ESP32 JFAMUERE PC, FEFIT KM MR,
WH, A TEAF AR R T B Z A A A -

o Linux ##fE&%:: VA /dev/tty F3k
* macOS ¥{E&RS:: DA /dev/cu. 3k

A RAMTER B ORI IEANER, EWE ESP32 el & ait ik,

ik WHICEROY, BRTERSS R

MCFL TAE THUEA hello_world Hag, BB ESP32 yHIREF, A)5iafr TRARCE TH menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32
idf.py menuconfig

I TR, Wi idf.py set-target esp32 W “HiR” A . {EE, AR
BRIt et H 2 M aidAIRCE. (A04) . AT AEESR “HARY BUE NI R (R Bk %4
B BEAEE, WWAFAIRSA : sertarget,

IEHEAE EIR P IRG, RGURRR AT R

fnr DAL e BB B H A R R AR R, UdE Wi-Fi RG24 PR, AL B Rd 24 . hello_world R
B H < PABGARC Bz tT, e —H &, wf AR 6 menuconfig #4700 H BCELX— 23R,

W A 1 2 ESP32-DevKitC (# % ESP32-SOLO-1 #54f) & ESP32-DevKitM-1 (#j %
ESP32-MINI-1(1U) #54H) , W 7E5RE /R BIRL T Hi, RifE menuconfig 1 fEEA ALK (CON-
FIG_FREERTOS_UNICORE) .

il Bt 1 2R MRS BB G A iR S EIEIRR . BT A R —-style KBRS, T
1817 idf .py menuconfig —-help iy, FIHEZFELE.

AR SCRFIT B, T RAE S R SCRF AL (BSP) SR BIEIIIT K. HEAER, Wi .
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{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

] Leave menu [5] save

7?1 svmbol info [/1 Jump to symbol
le show-help mode C o], S - [A] Toggle show-all mode
t (prompts for save) [D] Save minimal config (advanced)

K 20: TR E—FH 1N

GivE LR IHMEHAT S, iR AL

idf.py build

IB4T A b4 W DA AR P AT A ESP-IDF 2004, B35 AR s |\ e e . 43 XERAN A 7 ok
il St

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized wvalues.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

WR—UNEH, S5 UR R B bin S0P

PORFIRAT WIS TPAT a2, R5 MU AL B —HE I SO ek 2 50 ESP32 I KA :

idf.py -p PORT flash

5FF PORT Fiffe oy ESP32 TR AU H A4 FK. WIS PORT REE X, idf-py Rl B W] I ER 1O H 3
o

W24 5% idf.py BN, 5 Widfpy.
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ik Ak flash $EHR B34 besk TR, FILILFHRHETT 1df.py build.

AEBE IR OB R 8, TR T F H IR B ESP32 613 % v i 4k SRPUE Z1R4{E B

WERIE  TER i, BB H&:

esptool.py —-chip esp32 -p /dev/ttyUSBO -b 460800 —--before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
—0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting........

Chip is ESP32DOWDQ6 (revision 0)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 24:0a:c4:05:b9:14

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 5962.8.
—kbit/s)

Hash of data verified.

Compressed 26096 bytes to 15408...

Writing at 0x00001000... (100 %)

Wrote 26096 bytes (15408 compressed) at 0x00001000 in 0.4 seconds (effective 546.7.
—kbit/s) ...

Hash of data verified.

Compressed 147104 bytes to 77364...

Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000... (100 %)

Wrote 147104 bytes (77364 compressed) at 0x00010000 in 1.9 seconds (effective 615.
-5 kbit/s)
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

WER—YIFR], Bk ia, TFARGREN, N AT hello_world” JF4Giz1T
ISR 75 226 ] Eclipse 552 VS Code IDE, [fidE idf.py, %% Eclipse Plugin, DA} VSCode Extension,

WP DA idf.py —p PORT monitor fid~, HifH “hello_world” TREMIEITIHN . HE,
TE;LD‘I/EA’{T PORT %ﬁjﬂlp\ﬂﬁ% DZ*L:D

EAFGGA S, IDF Wil E B AR

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build
(N oLaksn)
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Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

ey, BT AYE RS HEMZW H &2 )5, BRIFTEIR “Hello world!” T

Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU core(s), WiFi/BT/BLE, silicon revision 1, 2 MB.
—external flash
Minimum free heap size: 298968 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

T pLbEgE ctrl+], iR IDF Hiiss.

W2 IDF M WlasAebest e R A AR A8, BAT ENG B a2 alig (r) , ARA AT RER PR SR IT SR
T 26 MHz fivdi, 1fif ESP-IDF BRIA SCRFR Z HOT AR ) 40 MHz i ik -

e986) (Xn@dy. |66 (6PW+)§BHN9a— /90 ! §t566PE~BKHGcheahsdiA
~zYBOY (16,1 60 e066) (Xn@By. !DrézY (6 jpi® |G+z5Ymvp

ATV

LR s .

2. 1R[] menuconfig,

3. #£ A\ Component config-->Hardware Settings -->Main XTAL Config -->Main XTAL
frequency #4THECE, BCONFIG_XTAL_FREQ_SEL V%% 26 MHz,

4. T G EAR T AR .
15241 ESP-IDF it , ESP32 SERFAY F A RN T -

* 26 MHz
* 40 MHz

il BWATUE T AT S, —RMATIOEE . Bk i A
idf.py —-p PORT flash monitor

LAk,

o iHHIFEIDF WALZS , THRE (1 F IDF W O0gs i) Hes da A At 1
o HHIfEidfpy, &HEEZL idf.py MAHIEEI .,

\_:E:;!l_{? »u\am’ﬁ ESP32 B’JA] J%j'
e, T PASE— 28 HA examples, B0 EIZTT A H C RN AT .

T —HORGIFF AR S ESP32, A ESP32 HrOR (U B ek i hd
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e 4w R BIRR Y BT & README U supported Targets i, AISRFEARH 5 ESP32, o
AAEXAFAE, A4 RIFRIR ESP32 SCRRX AR BIRES .

bt

FLRE 0] j8 /dev/ttyUSBO  {ifi F§ HE 26 Linux Jit 4s [7] ESP32 Bet {4 mf, WS P Failed to open
port /dev/ttyUSBO 45iR{HE . MHTR] DLREH ¥ 2 Linux Dialout 8.

He 721 Python Jfi AX  ESP-IDF 37 ¥F Python 3.7 & PA_bHRAS, FEWTHHEAE R 58 3] f 8 AR M T 58 8T
Python, W] £EM sources %73 55 i Python, B {#i fj Python & ¥ £ 55Ul pyenv X} AR AS AT TR 45

ETRgSeit ETRAR Bt (BSP), MBI T AR B IS ZAT Ko (RS 2R LA R %L
T8 AT PASE O 45 E TF A AR WA AL -

— R, BSP SRR AR ERTARECRALE . R T RE ORI (LI RESN, BSP RPN R . (2
TR ER ARG A S SN Y KB R T o

BSP it IDF #8435 32 35 JeAfi, 5P LARIAE IDF ZH ik as 2547 R 2.
CL P Bl 1 s ESP-WROVER-KIT BSP s 55 H v :

idf.py add-dependency esp_wrover_kit

AT KA BSP W7 Bil, I BSP 7m0

P flash  ESP-IDF SZREHESR flash, 15217 PA N Ands, #EFR#EA flash:

idf.py -p PORT erase-flash

AATAETT ZARRRIN OTA ¥l , izfTA N ansd

idf.py -p PORT erase-otadata

PRk flash 52— Banf ], FEHEBRGARR T, WIS R

S 9 ESP-IDF  (RZ S RIHIE M FIAHY ESP-IDF, 1552 bug S 20GH 2168 #:%%, EESP-IDF
FO A S B IS R B A AT N0 SRR . S PRI, A L B g7, P
5| AT ESP-IDF JiA. 8% 5% T X FHIRIO RS B, 2% ESP-IDF ik,

UL, AR, AR R R AR MR A . LR R IR A esp-idf P
e, BRI S =% IR ESP-IDF WHOR, EHS M.

53— Ry RISy . LAy, IR £ A ESPIDF B4 . FLATTHE PR & R st
Fi1#y ESP-IDF JiRAAS FiF AN«

W, WG, WHERBTLEMA, PABGH R ESP-IDF i LREWA T E#H. AAiEsE % =
Yok E I

—HEH TR, WS HWARTRS, BARE2EEwy: AR te.

FHORSCRY

L5 ESP32 4|3 % v ik ik
Eclipse Plugin

VSCode Extension

IDF Y4025
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14 GabEss—A LR

QR &% 4t ESP-IDF H A i 4 T L3355 (IDE), 57 2 R1T i A Windows  Fr44
)3 T 42 B Linux %= macOS F 45403 T42 ik — TR,

1.5 #i#; ESP-IDF

155 H1#% ESP-IDF, %% Uninstall ESP-IDF .
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APl %%

2.1 API Zyg

ARIANERT ESP-IDF W IR 4tk 1 (APD) i TR 24058 RIS
ESP-IDF {21t 1 L e 11 -

o {F ESP-IDF ZH{Fmy 2 3k Se - A B C eRigl. gMiR . Mos. K800 UITRALIES 2. et
F API SR T X SepR . S5 R FIZEal,

o GHIFRGRE. i AR, 51 S M ESP-IDF CMake #) 3% % %% API,

* Kconfig W, W] T K diik R G CH (CMakeLists. txt).

o T A NHGMTEH.

ESP-IDF th ZANMAMF4LAL, A48 % 17 ESP it 9w 5 ARG s 88 = e (RIS = 4iik) » W1
FLSes =J5)%, ESP-IDF $24E4 AL 28R 11, DARRIALXTEE =7 ERO AT, B3 L5 ESP-IDF H
MINBEMI M E . FLEN T, B2 AR E IR Z EN R4 APL,

PAT A4 7553 ESP-IDF APT K HAS HIAYAH S 2«

2.1.1  HEAAbEE

Z % ESP-IDF API 21k [l thesp_err_t KA E LY HIRMAI . A XML ELFER, SR
432 {53 . A % ESP-IDF AU FR ARSI, S FlER R 5%

2.1.2 ECEEGHIE

B ORI HIRE T 5 Rk ESP-IDF URRARA N, 3 LR W) i LB B A5 M A

% ¥ ESP-IDF (4 i Ak Bie B F1 22 R GAHES DA « . ._init (). ..._config() Ml ..._install()
W) HFRE -G A BRI FEEEA S 8. Bl

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"

Q)

47
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esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

IR BRI X AFRER I RCE S AR HE ST, DR B IeAi A iR R 224 h o
I R FP I I AL S R B B, DA R s B

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;
/r R FHR .arg 1 .name KAWL */
esp_timer_create (&émy_timer_args, &my_timer);

Jo2 i BSP-IDF SR €99 ) Fisk B L2 RSEMEG MBI 1L, AT DARIR0 2 B AR,
SRR T B

const esp_timer_create_args_t my_timer_args
.callback = &my_timer_callback,
/* E#, FH .arg f .name B HHBL AT */

{

bi

C+ 155 IR ORI E W IR LA TETS , (AR R LA AUEIE PSR GUT « e C++ fURS (/1] ESP-IDF API
I, ATRAZS A DA R AR

/* IE# : .dispatch_method., .name D\ X .skip unhandled_events AW K4 FE */
const esp_timer_create_args_t my_timer_args {
.callback = &my_timer_callback,

.arg = &my_arg,
bi
///* 4% % esp_timer create args_t W, .arg % .callback ZJg B ¥ */
//const esp_timer create_args_t my_timer_args = {
// .arg = &my_arg,
// .callback = &my_timer_callback,

ey

TR EVIRNAREZ L, WS A8 s e s . TR, C++20 ZHIH C++ 5 A2 24 Hi ESP-IDF
FIERARRAS . AN SIS BRI Es . IR A C++20 2 BTM C++ FRUEAFACHD, WI A E) GCC # @2k
JEPA T

esp_timer_create_args_t my_timer_args = {};
/AT EMBNHAE
my_timer_args.callback = &my_timer_callback;
RN LS

ESP-IDF Jy 30 s g B 7 1 R W BUA (R 2

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_ DEFAULT_ CONFIG.

ST RE—NEEHWENE. WA, FTAFRACREANRNE, BXFEHE: ~/
config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

HFE RCE S AR AL T BRARIIR AR, S B IR AR 2 -
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2.1.3 A7 API

1t ESP-IDF KL & i APL (LR T/ ESP-IDF YA R, A SERpfE Iy AR P P . ik
RSN AR TR private B esp_private. FEBAIfE (Hlhal) WL SHA APL

FLA APT n] BEFE U ELBURN T HUAS Z (8] PAAS SR T 2R B i B e

2.1.4 i H Lk

ESP-IDF R i it 7 — F 5173 ESP-IDF AP 75 sXAY T AR . sl e re 2 1 Bl P s 5 AR [ Y
B, R BIRg R ALPE b SCT — S A ) TR . X 28 4164 4% common_components H 5%
WL PR B4 B 0, B A1 ANET ESP-IDF APL HYTERE -

ANEWAE H & I H H il i EXTRA_COMPONENT_DIRS %k RS04 i BLA% 5 | X Be 41, FMAEARIAF)
ESP-IDF fiiAsHt, PFA] BEAAAE & A0k . BT ESP-IDF /RGBT 630 H B, 35 K500 5 B H T i 2
LA {4 ESP-IDF H&g il ok, IR0 A LT H 10— . TR, A LAERESIRBIE SN,
AIREA TR = N AR s T A AR A0 PR . ZEM BT, 75 B e Ag I I R0 3E T T as .

2.1.5 API faett:

ESP-IDF {1 i SURCARIE | PEINISS R A 22,

ESP-IDF R B RA FIAE IR 1B S RAS & PRAUE S AR RAS AR A E . AR 25 T R 1 3R A PR A ) 75 T A
FIR 1

DARHS GO e 75 1k

ESP-IDF {1t ESP-IDF A1{F{1 A SCPE Y C s %I, iR Moz 2R3 SOMTIALBE 75 Y I
PRSGRIAAE - PEACHS S A B AR TR B BB AT A E BT AR Y ESP-IDF _E 87 435

PATNAE AR 2 8] 4 S RN RS G A b -

* fliJ] deprecated JEMIEFRE. MNP #warning I SCIF. EFFRECTE ESP-IDF
FATUEIT ) o SRR A G DAGE e i 37 1) e RS SR PR T R B S - ESP-IDF )
TERUASRF R 63 I 7 1) eR BORI S«

o marAALE, RS IEACHAISL SO, (B ORI R G FT DASRE IEA 1 SCF

» Hfiy$; Keonfig JE11. Kconfig ALY ) /& Fe 514 BRI HIFEFAE sdkconfig U, CMake SCIFA
PRACHS AT AR AT DABE S 46 Y Keonfig TEI5 44 7% o

e /b e Pk

ESP-IDF JCyERf IR (B — B3R XM, QiR 54~ ESP-IDF JRASKI & T — A Tdmis e
TE T —/MRESAS R R A, TCEFRIZ R AR R 5 0217, DA B enT PAPRERIR A RS 20 1 3 25
P, AEAEIE B SR A

o TP C MR R IEE

o INIUHTBY LSRR R R B USRI . 2 T B T ERIE AR, ES B E 4k,

o HEBAHMFZZW) static inline pREFH extern BE, RZ MK,

o HZEAH) C BB BT R 72

FAUA I 15 0L

RAEFATEC Tk ESP-IDF JRARTHR A Sy, BRAEREIRAZ ], ESP-IDF fyRLLEHR 7 il fES A
ATy X AL A ARJET T AU SR AN T, Wil i) A Ao ik 4l -

o FuH API,

o 5B 2B,
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o AHAfHRIC N beta”, “preview” Y experimental” HIHfE .

o WML A S RN, s PAE LA T MR A L A ERA T I .

o MARBITHIIRITIRE. Blan, WERFEA RS EM AT , W sEs MR e R H
a4 B R . XA T E D BEIC A BT BE AR AT BE -

o RBAFRICSRIE AN SR & AT AT BB B R B o, ansh S HGE Rk .

o TESEHELE TP Keonfig eI .

o IS H WA E AR

2.2 WHDZEPMY

2.2.1 ASIO port

Asio is a cross-platform C++ library, see https://think-async.com/Asio/. It provides a consistent asynchronous model
using a modern C++ approach.

The ESP-IDF component ASIO has been moved from ESP-IDF since version v5.0 to a separate repository:
* ASIO component on GitHub
To add ASIO component in your project, please run idf.py add-dependency espressif/asio

Hosted Documentation

The documentation can be found on the link below:

¢ ASIO documentation (English)

2.2.2 ESP-Modbus

The Espressif ESP-Modbus Library (esp-modbus) supports Modbus communication in the networks based on RS485,
Wi-Fi, Ethernet interfaces. The ESP-IDF component freemodbus has been moved from ESP-IDF since version v5.0
to a separate repository:

* ESP-Modbus component on GitHub

Hosted Documentation

The documentation can be found on the link below:

* ESP-Modbus documentation (English)

Application Example

The examples below demonstrate the ESP-Modbus library of serial, TCP ports for slave and master implementations
accordingly.

e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
¢ protocols/modbus/tcp/mb_tcp_slave
e protocols/modbus/tcp/mb_tcp_master

Please refer to the specific example README.md for details.
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Protocol References

* https://modbus.org/specs.php: Modbus Organization with protocol specifications.

223 ESP-MQTT

HEid

ESP-MQTT /& MQTT il % F i i S 88, MQTT & —Fh 3T & A/AT B i 52 8 90H B M thill.
ESP-MQTT 4 374 MQTT v5.0.

o T HEH T TCP 1 MQTT. %:TF Mbed TLS 11 SSL. 3T WebSocket (1] MQTT DA & 3T WebSocket
Secure [} MQTT
e Jlik URI fijfb i B e
o B (—AN T A 24K )
. é%ﬂl‘)ﬁl KA. NIE. SIETHE . PRRRERELERMLEIPA K 3 ARG (QoS) A (R4 TRE
iy

SN ]

protocols/mqtt/tcp: F:T TCP 1) MQTT, BRiAu 0 1883

protocols/mqtt/ssl: F:F TLS # MQTT, ZRiAu 1 8883

protocols/mqtt/ssl_ds: KT TLS f MQTT, {# T4 AMEIHAT S I60E, BRIASG 1 8883
protocols/mqtt/ssl_mutual_auth: £ TLS ) MQTT, fiHE-FHFT S IE, BRI 1 8883
protocols/mqtt/ssl_psk: X TLS ) MQTT, {f f#idh = 84H 347 B0 560F, BRASE 1T 8883
protocols/mqtt/ws: KT WebSocket (1) MQTT, ERiA 1 80

protocols/mqtt/wss: T WebSocket Secure [i{) MQTT, ZRi\ i 443

protocols/mqtt5: {# Jf] ESP-MQTT JFE %82 MQTT v5.0 iR 55 #5

MQTT &\ 1%

W fHesp_mgtt_client_publish 8{HIEMH EE esp_mgtt_client_enqueue, HJ PAGIEHHY
MQTT JH 5 .

QoS 0 FIH EHF R AR, QoS 1Al 2 HAARATH, PEAHMTEZIG %ﬁf%%%ﬂ%mﬁm%jz

ESP-MQTT J& K I 4 & Hr A5 M A HIA B9 QoS 1 Fl 2 K AiH ., DARE S % 82 45 iR 5 505 )
B Ak MQTT #1735k (U AF B 7 i #2 H Clean Session 5 15 3% &~ 0 B 2 1% &y (%TXTJHG jﬂ

¥fdisable_clean_sessioni% B K true),

AREFREEAL D QoS 1 F1 2 J§ B B2 & THEBUR A&, (HA5 i lesp_mgtt_client_publish
W &S BE AT 88 — R R 22k, KAHIAE B E % ¥ fimessage_retransmit_timeout 2Z
JG #17. FECONFIG_MQTT_OUTBOX_EXPIRED_TIMEOUT _MS 2 j5, 1B & W gME. %
# CONFIG_MQTT_REPORT _DELETED_MESSAGES , W|£x %3625t S3@ 5 F .

Fic ¥

Wit Fesp_mgtt_client_config t 4SRN T BORIEATRCE . BCEATHAE S AT T4IE,
T HCER i 2 A

e esp_mqtt_client_config_ t::broker_t - fRiFikE bR 24051 .
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e esp_mqtt_client_config t::credentials_t - T B IERNE i
e esp_mqtt_client_config t::session_t - MQTT &%+ XAECE .

e esp_mqtt_client_config_ t::network_t - P XECHE .

* esp_mqtt_client_confiqg t::task_t - fVFHECE FreeRTOS /1% .

* esp_mqtt_client_config_ t::buffer_t - & A& HBIZ M XK/,

TOCHTEANZR A

M55 25

Huhl i3 address &tk uri FE{F hostname, transport DA fport G, AIPAEE RS
AL RN DA Epath, T BN WebSocket 41 F AR H A H -

i uri FEIFEA N scheme: //hostname:port /path,

o Wi mgtt, mgtts. ws fll wss L
* BT TCP 1) MQTT 74 :
— mgtt://mgtt.eclipseprojects.io: 3T TCP ) MQTT, 2RiAdIT 1883
- mgtt://mgtt.eclipseprojects.io:1884: T TCP i) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Kt F TCP 1
MQTT, 11 1884, A5 Hl P4 FIEE T
o HTF SSL ) MQTT /- :
- mgtts://mgtt.eclipseprojects.io: T SSL 1) MQTT, Il 8883
- mgtts://mgtt.eclipseprojects.io:8884: KT SSL [ MQTT, ¥lT 8884
o LT WebSocket 1) MQTT /= :
- ws://mgtt.eclipseprojects.io:80/mgtt
o ELF WebSocket Secure [1) MQTT 713 :
— wss://mgtt.eclipseprojects.i0:443/mgtt
o IfATACE

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler, .
—client);
esp_mgtt_client_start (client);

%if: O OU T, MQTT %) i S S PR PR 2R S A 6 MQTT i (SE#:. SilF. 2%
EIR

WEUE B UEAR 95 A% S0y, X TN TLS M gk, vl Everification A, IR55 A% UL
AR E N PEM 5 DER A%3(, U255 HE DER 4%, W EHF M certificate_len FBt, BN
fEcertificate TR AAETHFE M PEM MU T 4T H

o MRS ZSFRBLIE TS, fliN: mgtt.eclipseprojects.io

openssl s_client -showcerts -connect mgtt.eclipseprojects.i0:8883 < /dev/
—null \
2> /dev/null | openssl x509 -outform PEM > mgtt_eclipse_org.pem

o KEEE /RN T RRF: protocols/mqtt/ssl

o FCE:
const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.i0:8883",
(FTi4k%:)
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.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,
}I
bi

TRAEMFEENTEHER, IEEFAPI 5% PLAILTLS Server verification

HPutee  credentials ?&‘T@é‘ﬁfﬁgi‘:f”ﬁ?éﬁi‘}%

» username: Jg[n)H T RS 48 H F A F8E:, @ URL &
e client_id: F{MZ g ID 354, BRiAH ESP32_%CHIPIDS, H scHIPIDS 2 5k
MAC Hubk e f5 3 A~y

NIE ATPAl S aut hentication FRIEINIESEL. &) KR A R AIET 3K

e password: {ii[fJ75HY

e - certificate fllkey: #fTXL|A] TLS H{7569F, PEM B DER A&z 7]
* use_secure_element: {§if] ESP32-WROOM-32SE W44 T0E

* ds_data: ffi iR RFR AT EL ML

Zilhi i session FE#H T MQTT & ifAH AL E

RIS (UWT) 3 B Last_wi 11 ZHRIIA 7B, MQTT £e— % Pk BN TF HE Bt
3o AL T P

topic: Hifn) LWT JH E T 15T

msg: f51a LWT R4

msg_len: LWTJHEHIKEE, msg AUAZS FATL RN 2047 B
gos: LWT i B fIR55 it

retain: % LWT JH R ERE

10 H fe ¥ 2 sap 82 ¥ MQTT 3 iF idf.py menuconfig, W] PAJE Component config >
ESP-MQTT Configuration H$%| MQTT 4% .

AHKBEEAT
 CONFIG_MQTT_PROTOCOL_311: JaJi MQTT $pi¥ 3.1.1 Jii7A
« CONFIG_MQTT_TRANSPORT_SSL #ICONFIG_MQTT_TRANSPORT_WEBSOCKET : J2 Fi##:E MQTT f&

#)=, #il4n SSL. WEBSOCKET #1 WEBSOCKET_SECURE
o CONFIG_MQTT_CUSTOM_OUTBOX : %% mqtt_outbox BRIASZHL, [H I AT DASRAHLAS o Se Pt

Pif

MQTT % T e 2 S i DA F o4

* MQTT_EVENT_BEFORE_CONNECT: % i Wi BRI 2 R 5545 -

e MQTT_EVENT_CONNECTED: &t I iERE 2RS4 . & i B A I & Bl

e MOTT_EVENT_DISCONNECTED: T IJCiAEEIE S ALdE, FlanFE MRS EsoEMH, & ime
bR .

* MQTT_EVENT_SUBSCRIBED: [R45#8 CHIAR F il B oK SRR 6 517 FE B niE B
ID.

e MQTT_EVENT_UNSUBSCRIBED: HR4#fCLHfIAZ FumiiBIT K. SRR &R 1T B H
A 1D,

e MOTT_EVENT_PUBLISHED: ARZ5#8 AR Fimi A IEE . JHERHERXT QoS 45| 1 F1 2 &
i, PFNZON 0 AN RN . SRR & R A BT %\ D,
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e MOTT_EVENT_DATA: &g B AMIHE . FEPR0S: HE ID. KM iHE I E 84K,
WCE R Ect S LK . X T8 IR v K& s, 15 &£~ MOTT_EVENT_DATA, I B Hi=H
H¥EE current_data_offset fltotal_data_len VAFREEWE ALY E. .

* MOQTT_EVENT_ERROR: % Pl F|45i%. M HF - Edierror_handle FE Y error_type,
AIPAK IR R AR BB YE error_handle Z5F{RMFLEEER 73 29I 5T

API 5%

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -- MOTT configuration structure

&Ml mgqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MQTT connection URI. This API is usually used to overrides the URI configured in esp_mqtt_client_init.
S8
e client -- MQTT client handle
* uri --
& In] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgrtt_client_handle_t client)
Starts MOTT client with already created client handle.
Z¥ client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mgtt_client_reconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
%4 client -- MOTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
%4 client -- MOTT client handle
& [1] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.

* Notes:
e Cannot be called from the MQTT event handler

24 client -- MOTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
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int esp_mgtt_client_subscribe_single (esp_mgqtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

* Client must be connected to send subscribe message

¢ This API is could be executed from a user task or from a MOTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

* client -- MQTT client handle
* topic -- topic filter to subscribe
* gos -- Max qos level of the subscription
1R [n] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

int esp_mgtt_client_subscribe_multiple (esp_mgqtt_client_handle_t client, const esp_mgtt_topic_t
*topic_list, int size)

Subscribe the client to a list of defined topics with defined qos.
Notes:

¢ Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

SH
e client -- MOTT client handle
* topic_list -- List of topics to subscribe
* size -- size of topic_list
R[] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

intesp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)

Unsubscribe the client from defined topic.
Notes:

 Client must be connected to send unsubscribe message
* It is thread safe, please refer to esp_mgtt_client_subscribe_single for details

S8
e client -- MOTT client handle
* topic--
&M message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_publish (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int gos, int retain)

Client to send a publish message to the broker.

Notes:

» This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)

* Client doesn’t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

« It is thread safe, please refer to esp_mgtt_client_subscribe for details

S8
e client -- MQTT client handle
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* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to O, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
1R [n] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure, -2 in case of full outbox.

int esp_mgtt_client_enqueue (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int gos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mqtt_client_publish() which sends the pub-
lish message immediately in the user task’s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().
B8
e client -- MOTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to O, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
» store -- if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are en-
queued
& IH] message_id if queued successfully, -1 on failure, -2 in case of full outbox.

esp_err_t esp_mgtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.

Notes:
¢ Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
& In] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mgtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on ”before_connect” event.
Notes:

* When calling this function make sure to have all the intendend configurations set, otherwise default values
are set.

SH
e client -- MOTT client handle
* config -- MQOTT configuration structure
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success

esp_err_t esp_mgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mgqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.
SH

e client -- MQTT client handle
* event -- event type
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* event_handler -- handler callback
* event_handler_arg -- handlers context
jza] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-
tion ESP_OK on success

esp_err_t esp_mqgtt_client_unregister_event (esp_mgqtt_client_handle_t client, esp_mqtt_event _id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
S
* client -- mqtt client handle
e event -- event ID
* event_handler -- handler to unregister
&kl ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on invalid event ID
ESP_OK on success
intesp_mgtt_client_get_outbox_size (esp_mgtt_client_handle_t client)
Get outbox size.
%4 client -- MOTT client handle
& IH] outbox size 0 on wrong initialization
esp_err_t esp_mqtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
ZH
* client -- MQTT client handle
e event -- MOTT event handle structure

&1l ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mqgtt_error_codes

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_Ilast_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component

intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification
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esp_mgqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message

int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mqtt error handle including esp-tls errors as well as internal MQTT errors
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bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig

struct esp_mqtt_client_config_t

MOTT client configuration structure

* Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_mgqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_mgqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_magqtt_client_config_t::network_t network

Network configuration

struct esp_mgqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct esp_mgqtt_client_config_t::outbox_config_t outbox

Outbox configuration.

struct broker_t

Broker related configuration
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Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration

struct esp_maqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker

struct address_t

Broker address

* uri have precedence over other fields
 If uri isn’t set at least hostname, transport and port should.

Public Members

const char *uri
Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’s identity isn’t verified. it’s recommended to set the options in this struct
for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.

esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.
Client only attach the bundle, the clean up must be done by the user.

const char *certificate

Certificate data, default is NULL. It’s not copied nor freed by the client, user needs to clean up.
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size_t certificate_len

Length of the buffer pointed to by certificate.

const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to cer-
tificate verification). PSK is enabled only if there are no other ways to verify broker. It’s not
copied nor freed by the client, user needs to clean up.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MQTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN.

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate
CN must match this name, If NULL, server certificate CN must match hostname. This is ignored
if skip_cert_common_name_check=true. It’s not copied nor freed by the client, user needs to
clean up.

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.
Public Members
int size

size of MQTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.

Public Members

const char *username
MQTT username

const char *client_id

Set MQOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id
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struct esp_maqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key. It’s not copied nor freed by the client, user needs to clean up.

size_tcertificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided. It’s not copied nor freed by the
client, user needs to clean up.

size_tkey_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection

void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices. It’s not copied nor freed by the client, user needs to clean up.

struct network_t

Network related configuration
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Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_auto_reconnect=true to disable

esp_transport_handle_t transport

Custom transport handle to use. Warning: The transport should be valid during the client lifetime
and is destroyed when esp_mgqtt_client_destroy is called.

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

struct outbox_config_t

Client outbox configuration options.

Public Members

uint64_t 1imit

Size limit for the outbox in bytes.

struct session_t

MQTT Session related configuration

Public Members

struct esp_maqtt_client_config_t::session_t::last_will_t last_will

Last will configuration

bool disable_clean_session

MQTT clean session, default clean_session is true

int keepalive

MOQTT keepalive, default is 120 seconds When configuring this value, keep in mind that the client
attempts to communicate with the broker at half the interval that is actually set. This conservative
approach allows for more attempts before the broker’s timeout occurs
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bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’t disable keepalive feature, but uses a
default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic
LWT (Last Will and Testament) message topic

const char *msg
LWT message, may be NULL terminated

intmsg_len

LWT message length, if msg isn’t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MOQTT task priority

int stack_size
MOQTT task stack size

struct topic_t

Topic definition struct
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Public Members

const char *£ilter

Topic filter to subscribe

int gos

Max QoS level of the subscription

Macros

MQTT_ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

esp_mgtt_client_subscribe (client_handle, topic_type, qos_or_size)

Convenience macro to select subscribe function to use.
Notes:

e Usage of esp_mgtt_client_subscribe_single is the same as previous
esp_mgqtt_client_subscribe, refer to it for details.

SH
e client_handle -- MQTT client handle
* topic_type -- Needs to be char* for single subscription or esp_mgtt_topic_t
for multiple topics
* gos_or_size -- It’s either a qos when subscribing to a single topic or the size of the
subscription array when subscribing to multiple topics.
1& 0] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

Type Definitions

typedef struct esp_mgqtt_client *esp_mgtt_client_handle_t

typedef enum esp_mqtt_event_id t esp_mgtt_event_id_t
MQTT event types.

User event handler receives context data in esp_mqtt_event_ t structure with

e client - MOTT client handle
* various other data depending on event type

typedef enum esp_mqtt_connect_return_code_t esp_mqtt_connect_return_code_t

MOQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_error_type_t esp_mqgtt_error_type_t
MOQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mqtt_protocol_ver_t esp_mqtt_protocol_ver_t

MOQTT protocol version used for connection
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typedef struct esp_mqtt_error_codes esp_mqtt_error_codes_t

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errmo | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mqtt_event_t esp_mqtt_event_t

MOQTT event configuration structure

typedef esp_mgqtt_event t *esp_mqtt_event_handle_t

typedef struct esp_mgqtt_client_config_t esp_mqtt_client_config_t

MQTT client configuration structure

 Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

typedef struct topic_t esp_mqtt_topic_t

Topic definition struct

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqtt_event_ t structure with

e client - MQTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MQTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

enumerator MQTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MQTT EVENT_DISCONNECTED

disconnected event
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enumerator MOTT EVENT_SUBSCRIBED
subscribed event, additional context:
* msg_id message id
e error_handle error_type in case subscribing failed

* data pointer to broker response, check for errors.
* data_len length of the data for this event

enumerator MOTT EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id

enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MQTT_EVENT DATA
data event, additional context:

* msg_id message id

* topic pointer to the received topic

* topic_len length of the topic

* data pointer to the received data

* data_len length of the data for this event

* current_data_offset offset of the current data for this event

* total_data_len total length of the data received

* retain retain flag of the message

* qos QoS level of the message

¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==1
¢ Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

Values:

enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MQTT connection refused reason: Wrong protocol
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enumerator MOTT CONNECTION_REFUSE_ID_ REJECTED

MOQTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MOTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MOQTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t
MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MOTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MOTTS

enumerator MOTT TRANSPORT_OVER_WS
MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MOQTT over Websocket Secure, using scheme: wss

enum esp_mqgtt_protocol_ver_t

MQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED
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enumerator MOTT PROTOCOL_V_3_1

enumerator MOQTT PROTOCOL_V_3_1_1

enumerator MOTT_PROTOCOL_V_5

2.2.4 ESP-TLS
Overview

The ESP-TLS component provides a simplified API interface for accessing the commonly used TLS functionality.
It supports common scenarios like CA certification validation, SNI, ALPN negotiation, non-blocking connection
among others. All the configuration can be specified in the esp_t1s_cfg_t data structure. Once done, TLS
communication can be conducted using the following APIs:

* esp_tls_init (): for initializing the TLS connection handle.

e esp_tls_conn_new_sync (): for opening a new blocking TLS connection.

e esp_tls_conn_new_async (): for opening a new non-blocking TLS connection.
e esp_tls_conn_read (): for reading from the connection.

* esp_tls_conn_write (): for writing into the connection.

* esp_tls_conn_destroy (): for freeing up the connection.

Any application layer protocol like HTTP1, HTTP2 etc can be executed on top of this layer.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection: protocols/https_request.

Tree structure for ESP-TLS component

I— esp_tls.c

If esp_tls.h

— esp_tls_mbedtls.c

I— esp_tls_wolfssl.c

L— private_include
— esp_tls_mbedtls.h
— esp_tls_wolfssl.h

The ESP-TLS component has a file esp-tls/esp_tls.h which contain the public API headers for the component. Inter-
nally ESP-TLS component uses one of the two SSL/TLS Libraries between mbedtls and wolfssl for its operation. API
specific to mbedtls are present in esp-tls/private_include/esp_tls_mbedtls.h and API specific to wolfssl are present in
esp-tls/private_include/esp_tls_wolfssL.h.

TLS Server verification

The ESP-TLS provides multiple options for TLS server verification on the client side. The ESP-TLS client can verify
the server by validating the peer’s server certificate or with the help of pre-shared keys. The user should select only
one of the following options in the esp_t1s_cfg_t structure for TLS server verification. If no option is selected
then client will return a fatal error by default at the time of the TLS connection setup.

« cacert_buf and cacert_bytes: The CA certificate can be provided in a buffer to the esp_t1s_cfg_t struc-
ture. The ESP-TLS will use the CA certificate present in the buffer to verify the server. The following variables
in esp_t1ls_cfg_t structure must be set.

— cacert_buf - pointer to the buffer which contains the CA cert.
— cacert_bytes - size of the CA certificate in bytes.
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¢ use_global_ca_store: The global_ca_store can be initialized and set at once. Then it can be used
to verify the server for all the ESP-TLS connections which have set use_global_ca_store = true
in their respective esp_t1s_cfg_t structure. See API Reference section below on information regarding
different API used for initializing and setting up the global_ca_store.

* crt_bundle_attach: The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom
x509 root certificates for TLS server verification. More details can be found at ESP x509 Certificate Bundle

e psk_hint_key: To use pre-shared keys for server verification, CONFIG_ESP_TLS_PSK_VERIFICATION
should be enabled in the ESP-TLS menuconfig. Then the pointer to PSK hint and key should be provided
tothe esp_t1ls_cfg_t structure. The ESP-TLS will use the PSK for server verification only when no other
option regarding the server verification is selected.

e skip server verification: This is an insecure option provided in the ESP-TLS for test-
ing purpose. The option can be set by enabling CONFIG_ESP_TLS INSECURE and CON-
FIG_ESP_TLS_SKIP_SERVER_CERT_VERIFY in the ESP-TLS menuconfig. When this option is enabled the
ESP-TLS will skip server verification by default when no other options for server verification are selected in
the esp_tls_cfg_t structure. WARNING:Enabling this option comes with a potential risk of establishing a
TLS connection with a server which has a fake identity, provided that the server certificate is not provided either
through API or other mechanism like ca_store etc.

ESP-TLS Server cert selection hook

The ESP-TLS component provides an option to set the server cert selection hook when using the mbedTLS stack.
This provides an ability to configure and use a certificate selection callback during server handshake, to select a
certificate to present to the client based on the TLS extensions supplied in the client hello (alpn, sni, etc). To enable
this feature, please enable CONFIG_ESP_TLS_SERVER_CERT _SELECT_HOOK in the ESP-TLS menuconfig. The
certificate selection callback can be configured in the esp_t1s_cfg_t structure as follows:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{
/* Code that the callback should execute */
return 0;

}

esp_tls_cfg_ t cfg = {
cert_select_cb = cert_section_callback,
bi

Underlying SSL/TLS Library Options

The ESP-TLS component has an option to use mbedtls or wolfssl as their underlying SSL/TLS library. By default
only mbedtls is available and is used, wolfssl SSL/TLS library is available publicly at https://github.com/espressif/
esp-wolfssl. The repository provides wolfssl component in binary format, it also provides few examples which are
useful for understanding the API. Please refer the repository README.md for information on licensing and other
options. Please see below option for using wolfssl in your project.

#5112 As the library options are internal to ESP-TLS, switching the libraries will not change ESP-TLS specific code
for a project.

How to use wolfssl with ESP-IDF

There are two ways to use wolfssl in your project

1) Directly add wolfssl as a component in your project with following three commands.:
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(First change directory (cd) to your project directory)
mkdir components

cd components

git clone https://github.com/espressif/esp-wolfssl.git

2) Add wolfssl as an extra component in your project.

¢ Download wolfssl with:

git clone https://github.com/espressif/esp-wolfssl.git

¢ Include esp-wolfssl in ESP-IDF with setting EXTRA_COMPONENT_DIRS in CMakeLists.txt of your project
as done in wolfssl/examples. For reference see Optional Project variables in build-system.

After above steps, you will have option to choose wolfssl as underlying SSL/TLS library in configuration menu of
your project as follows:

idf.py menuconfig -> ESP-TLS -> choose SSL/TLS Library -> mbedtls/wolfssl

Comparison between mbedtls and wolfssl

The following table shows a typical comparison between wolfssl and mbedtls when protocols/https_request exam-
ple (which has server authentication) was run with both SSL/TLS libraries and with all respective configurations
set to default. (mbedtls IN_CONTENT length and OUT_CONTENT length were set to 16384 bytes and 4096 bytes
respectively)

Property Wolfssl | Mbedtls
Total Heap Consumed | ~19 Kb ~37 Kb

Task Stack Used ~22Kb | ~3.6Kb
Bin size ~858 Kb | ~736 Kb

F&i1i:: These values are subject to change with change in configuration options and version of respective libraries.

ATECC608A (Secure Element) with ESP-TLS

ESP-TLS provides support for using ATECC608A cryptoauth chip with ESP32-WROOM-32SE. Use of
ATECCG608A is supported only when ESP-TLS is used with mbedTLS as its underlying SSL/TLS stack. ESP-TLS
uses mbedtls as its underlying TLS/SSL stack by default unless changed manually.

41:: ATECC608A chip on ESP32-WROOM-32SE must be already configured and provisioned, for details refer
esp_cryptoauth_utility

To enable the secure element support, and use it in you project for TLS connection, you will have to follow below
steps

1) Add esp-cryptoauthlib in your project, for details please refer esp-cryptoauthlib with ESP_IDF
2) Enable following menuconfig option:

menuconfig->Component config->ESP-TLS->Use Secure Element (ATECC608A) with ESP-
—TLS

3) Select type of ATECC608A chip with following option:

menuconfig->Component config->esp-cryptoauthlib->Choose Type of ATECC608A chip

to know more about different types of ATECC608A chips and how to obtain type of ATECC608A connected to
your ESP module please visit ATECC608A chip type
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4) Enable use of ATECC608A in ESP-TLS by providing following config option in esp_tls_cfg_t

esp_tls_cfg_t cfg = {
/* other configurations options */
.use_secure_element = true,

bi

API Reference

Header File

¢ components/esp-tls/esp_tls.h

Functions
esp_tls_t *esp_tls_init (void)

Create TLS connection.
This function allocates and initializes esp-tls structure handle.

&[] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)

Create a new blocking TLS/SSL connection with a given "HTTP” url.

Note: This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

S8

e url -- [in] url of host.

e cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ’esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

R[] pointer to esp_tls_t, or NULL if connection couldn’t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.
This function establishes a TLS/SSL connection with the specified host in blocking manner.

ZH

* hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

e port -- [in] Port number of the host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg_t. At a minimum, this
structure should be zero-initialized.

* tls -- [in] Pointer to esp-tls as esp-tls handle.

P

e -1 If connection establishment fails.

¢ 1 If connection establishment is successful.

* O If connection state is in progress.

intesp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’s url.

S8
e url -- [in] url of host.
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B

cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

t1s -- [in] Pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
1 If connection establishment is successful.
0 If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t

*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’t wait for the connection to get established.

S

hostname -- [in] Hostname of the host.

hostlen -- [in] Length of hostname.

port -- [in] Port number of the host.

cfg -- [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure
should be set to be true.

t1s -- [in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

int esp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’s url.

ZH

B

url -- [in] url of host.
cfg -- [in] TLS configuration as esp_tls_cfg_t.
t1s -- [in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer °data’ into specified tls connection.

S

B

t1s -- [in] pointer to esp-tls as esp-tls handle.
data -- [in] Buffer from which data will be written.
datalen -- [in] Length of data buffer.

>=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

<0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

ESP_TLS_ERR_SSL. WANT_READ/ ESP_TLS_ERR_SSL. WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)

Read from specified tls connection into the buffer ‘data’.

ZH
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* t1s -- [in] pointer to esp-tls as esp-tls handle.

e data -- [in] Buffer to hold read data.

* datalen -- [in] Length of data buffer.

B

* >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.

* 0 if read operation was not successful. The underlying connection was closed.

* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.

int esp_tls_conn_destroy (esp_tls_t *tls)
Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%4 tls -- [in] pointer to esp-tls as esp-tls handle.
&M - 0 on success
* -1 if socket error or an invalid argument
ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)

Return the number of application data bytes remaining to be read from the current record.
This API is a wrapper over mbedtls’s mbedtls_ssl_get_bytes_avail() APIL.

%4 tls -- [in] pointer to esp-tls as esp-tls handle.
B
* -11in case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)
Returns the connection socket file descriptor from esp_tls session.
ZH
* tls -- [in] handle to esp_tls context
* sock£fd -- [out] int pointer to sockfd value.
&1 - ESP_OK on success and value of sockfd will be updated with socket file descriptor for
connection
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)
esp_err_t esp_tls_set_conn_sock£fd (esp_tls_t *tls, int sockfd)
Sets the connection socket file descriptor for the esp_tls session.
ZH
* tl1s -- [in] handle to esp_tls context
e sockfd -- [in] sockfd value to set.
&[] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd < 0)
esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)
Gets the connection state for the esp_tls session.
S
* t1s -- [in] handle to esp_tls context
* conn_state -- [out] pointer to the connection state value.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)
esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)

Sets the connection state for the esp_tls session.

SH
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* tls -- [in] handle to esp_tls context
* conn_state -- [in] connection state value to set.
& Ia] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)

void *esp_tls_get_ssl_context (esp_tls_t *tls)

Returns the ssl context.

%% tls -- [in] handle to esp_tls context
JRH] - ssl_ctx pointer to ssl context of underlying TLS layer on success
* NULL in case of error

esp_err_t esp_tls_init_global_ca_store (void)
Create a global CA store, initially empty.

This function should be called if the application wants to use the same CA store for multiple connections. This
function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().
Bl
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

S8
* cacert_pem_buf -- [in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes -- [in] Length of the buffer.
Bl
» ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)
Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedtls related error codes. The error information is cleared internally
upon return.

SH
* h -- [in] esp-tls error handle.
* esp_tls_code -- [out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code
* esp_tls_flags -- [out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
¢ ESP_OK (0) if no error occurred
* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise
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esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)
Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

* h -- [in] esp-tls error handle.
* err_type -- [in] specific error type
* error_code -- [out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
S

* t1s -- [in] handle to esp_tls context
* error_handle -- [out] pointer to the error handle.
FEA ]
* ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)

mbedtls_x509_crt *esp_tls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

$411: Modifying the pointer might cause a failure in verifying the certificates.

B
* Pointer to the global CA store currently being used if successful.
* NULL if there is no global CA store set.

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)

Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

SH
* host -- [in] Hostname of the host.
* hostlen -- [in] Length of hostname.
e port -- [in] Port number of the host.
* cfg -- [in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle -- [out] ESP-TLS error handle holding potential errors occurred during
connection
* sock£fd -- [out] Socket descriptor if successfully connected on TCP layer
&[] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS
based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.
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Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

£47E: Note about format of certificates:

« This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };
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* where 'h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-support
This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey_ pem buf

Client key legacy name

unsigned int clientkey_bytes
Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_bytes

Size of client key legacy name

const unsigned char *clientkey_ password

Client key decryption password string

unsigned int clientkey_password_len

String length of the password pointed to by clientkey_password
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bool use_ecdsa_peripheral

Use the ECDSA peripheral for the private key operations

uint8_t ecdsa_key_efuse_blk
The efuse block where the ECDSA key is stored

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting
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esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

esp_tls_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

Type Definitions

typedef enum esp_tls_conn_state esp_t1ls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_ family_ t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

£47:: Note about format of certificates:

 This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

 Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

¢ Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef struct esp_tls esp_tls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING
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enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

enum esp_tls_proto_ver_t

Values:

enumerator ESP_TLS_VER_ANY

enumerator ESP_TLS_VER_TLS_1_2

enumerator ESP_TLS_VER_TLS_1_3

enumerator ESP_TLS_VER_TLS_MAX

Header File

* components/esp-tls/esp_tls_errors.h

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.
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Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

int esp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_ PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_ FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_ OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET_ HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error

Espressif Systems 82 Release v5.1.6-1062-g876bbf9¢30
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2. APl &%

ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed
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ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSL_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM
System error &#8212; errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type &#8212; esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX
Last err type &#8212; invalid entry
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2.2.5 ESP HTTP % j i

esp_http_client @t 7 —4 API, JITA\ ESP-IDF [ i b At HTTP/S 453K, HLARH i I 20 3%
LU

s BicElflesp_http_client_init (), Al@—" esp_http_client_handle_t SLfl, BIET
Y5 esp_http_client_config_t BUEA|E HTTP & um /il . ek Eon i s — A eiE A .
PR 2 S B ECE R, A ERIAE .

o HRVH Hesp_http_client_perform(), PfT esp_http_client WA #A4E, ®HIEITIF
W, B, CHER (T, [FRE M 0T 55 58 BT P 261 AT 55 BT AH C R S
(fEesp_http_client_config_t ¥ ) FrE S FORER T A .

» fiffflesp_http client cleanup () RXMERE (WF), HREBUTA /B4 HTTP % i
SEHIRIPIAE. MR B AR A E e UG e — R A

W

fii J ESP HTTP % P & HTTP/S 53K 1 & R il , W23 protocols/esp_http_client.

HTTP JEA UK

mE 7Ok B a Y, WS F MM oR fl f M http_rest_with_url #
http_rest_with_hostname_path PR%.

FRAETE

FRA R )e HTTP P E 20 A e sl 2 i) [ — 34 3k . WERAR S5 4% 50 i) Connection:
close KRUPRKMIER:, EHEMS—EARFITI, T HARK.

AT i ESP HTTP % i 5550 B R AR LS, WU AT 582 Hu (il ] [R]— N4 SE 491 ok AL i =K
w2 N RF P ERE http_rest_with_url fl http_rest_with_hostname_path., fH,
— HAEER:, RISAEE: 2w & 24K (I GET, POST. PUT %),

i TLS i %4 clk (ATECC608) 242704 (ATECC608) 1] T HTTP % i3 (1)iK)2 TLS 1%
B, S FESP-TLS 3 4% Wiy ESP-TLS P 8 ATECC608A (ze47t k) ¥ /N, TELMT ., EY
B 402, W JefE menuconfig B3 it CONFIG_ESP_TLS_USE_SECURE_ELEMENT St E:3M TR,
J&, WECHE HTTP % P 2408, WF fs:

esp_http_client_config_t cfg = {
/* other configurations options */
.use_secure_element = true,

bi

HTTPS ik

ESP HTTP % J* g 3 ¥ {# /1 mbedTLS [ SSL % 4%, ZFE ¥ url B B N DL https
JF 3k, = ¥ transport_type ¥ B N HTTP_TRANSPORT_OVER_SSL., A DA &
it CONFIG_ESP_HTTP_CLIENT_ENABLE_HTTPS 3Tt & HTTPS %+ (BRAEH).
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ik AR HTTPS 353K, NGRS 4L, HETR% M esp_http_client_config_t ACE Y
cert_pem { RIEHEHAMUARIES (PEM #&3%) . H e[ PAE I esp_http_client_config_t i
B crt_bundle_attach Jfi 5, i ESP x509 Certificate Bundle #fTIRSS#5LIIE

0% T MR ESC 4 R R SE B, W % R B b i) B 8 nttps_with_url il

https_with_hostname_path,

HTTP i

A7 LB B AR P o S TP IE R R A e (Bdii) -« ERXFMEOLR . I A 5 F AL SRR ] -
e =V E

e esp_http_client_init (): fg— HTTP & igi)Hg.

e esp_http_client_set_* i esp_http_client_delete_*: 1&g HTTP EESEL (7).

e esp_http_client_open(): flwrite_len (ZSECHFEE AIRSGEIHINEKE) FTHF HTTP
#4E, KE write_len=0 N HiEifE,

e esp_http_client_write(): [RGB ALYE, ;KK E Nesp_http_client_open () IR
Bohpy write_lenfH; BH write_len=0 J& ﬂﬂ%]ﬂj 2

» esp_http_client_fetch _headers(): {E K £ % i K L MR & #8 5 ( FH)
J&, ¥ HC HTTP fik 55 &% 09w W k. M ik 4% %"§ iR [n] content-length, Ff W] PA
Hesp_http_client_get_status_code () K, PAIREGERER HTTP IRES.

e esp_http_client_read(): 3B HTTP .

e esp_http_client_close(): XHiE#E,

e esp_http_client_cleanup (): B BEHREIE .

W TRSEEATT, SN RGP AI KA http_perform_as_stream_reader,

HTTP i\ ik

ESP HTTP % y i ] b} 32 £ JEARI 5 2ENE

o A DAYE url B esp_http_client_config_t BlE HH) username fll password Ab#y
A P&, %F auth_type = HTTP_AUTH_TYPE_BASIC, HTTP & g HEHAT
— I ERR AT E A A
e UMM auth_type = HTITP_AUTH_TYPE_NONE, {HE:E HH username fl password F
B, HTTP % | 5 B AT PRI VE . % P i 7E 26 — IR i B Ik 55 4 ik, & iic® 401
Unauthorlzed% ﬁ'ﬁ}:ﬁiﬁﬂﬁ Y‘“ﬁfnuﬂéﬁﬁ%ﬁﬁﬁ HAESE I E P AT
I Hm T ML A WY, WS H N M R B P K % http_auth basic,
http_auth_ba51c_red1rect (T #HAAUE) Ml http_auth_digest (T 1§
FHAE) .

NEAL s il
* HT URI yIAIIE
esp_http_client_config_t config = {

.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi
o BT H P A AL

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HTTP_AUTH_TYPE_BASIC,
bi
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BRI

ESP HTTP % F i ¢ R & (4 AL 31, & A4 M ¢ 5 (F B & il & M 0 3 4 4 2 #2 r.
esp_http_client_event_id_t WALE T T4 (i ] ESP HTTP % P $h T HTTP 5 3R i o] fE & 4
HUE LR

Wiitesp http client_config t::event_handler & FIVERERI ] 5 S AT EE .

ESP HTTP % ) 55 Wi K

WHE BT AR B PR T A B R, AE ESP HTTP & P, wl DA AE 3 A 30 B i g
ifﬁﬁf?ﬂéfﬁﬂ S S - BLTIREA G LT ESP Insights HE4E % HEZE w35 DI 12 W15 B . AR, BRAFAS
{3t ESP Insights #EZE , t9.0] PAFREZ WS B . T AR F ] B id esp_event_handler_register ()
@%ﬁﬁﬂﬁ?ﬂ%ﬁﬁﬂﬁﬂ%

FPFIEFR AR HTTP 2 i SRR U Bs JER o

e HTTP_EVENT_ERROR : esp_http_client_handle_t

e HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA :esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t

e HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

£ & ¥ ¥ I P|HTTP_EVENT DISCONNECTED 2 Hi, S5 &F # % # — & # it 3
fesp_http_client_handle_t Hizﬁ‘%ﬁilz A F RN T R A [ R b i,
TERTHMBR, FAERESHE R iRk SR A8 e i Ar

API %

Header File

« components/esp_http_client/include/esp_http_client.h

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%%, config -- [in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client_perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() APL
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to reuse the same connection for
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the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have to use esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

% 1E:  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%4 client -- The esp_http_client handle
PEA ]

¢ ESP_OK on successful

e ESP_FAIL on error

esp_err_t esp_http_client_cancel_request (esp_http_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.

%4 client -- The esp_http_client handle
&

¢ ESP_OK on successful

e ESP_FAIL on error

e ESP_ERR_INVALID_ARG

e« ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

B8
* client -- [in] The esp_http_client handle
e url -- [in] The url
R
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S8
* client -- [in] The esp_http_client handle
* data -- [in] post data pointer
* len -- [in] post length
Bl
* ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)
Get current post field information.
S8
e client -- [in] The client

* data -- [out] Point to post data pointer
R[] Size of post data

esp_err_t esp_http_client_set_header (esp_htp_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.
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ZH
e client -- [in] The esp_http_client handle
* key -- [in] The header key
e value -- [in] The header value
P[]
 ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)
Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

2H
* client -- [in] The esp_http_client handle
* key -- [in] The header key
* value -- [out] The header value
PEA ]
 ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

¥
* client -- [in] The esp_http_client handle
¢ value -- [out] The username value
P[]
« ESP_OK
e« ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

ZH
* client -- [in] The esp_http_client handle
¢ username -- [in] The username value
P[]
« ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_http_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

* client -- [in] The esp_http_client handle
* value -- [out] The password value
P[]
« ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

SH
* client -- [in] The esp_http_client handle
» password -- [in] The password value

B
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* ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.
S8
* client -- [in] The esp_http_client handle
* auth_type -- [in] The esp_http_client auth type
B
* ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_user_data (esp_htp_client_handle_t client, void **data)
Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.
ZH

* client -- [in] The esp_http_client handle

* data -- [out] A pointer to the pointer that will be set to user_data.
PEA ]

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)
Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’s behalf.

B8
* client -- [in] The esp_http_client handle

* data -- [in] The pointer to the user data
Bl

« ESP_OK

 ESP_ERR_INVALID_ARG

int esp_http_client_get_errno (esp_hittp_client_handle_t client)
Get HTTP client session errno.

%%, client -- [in] The esp_http_client handle
R

* (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_http_client_handle_t client, esp_http_client_method_t
method)

Set http request method.

2H
* client -- [in] The esp_http_client handle
* method -- [in] The method
Bl
« ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)
Set http request timeout.
SH

* client -- [in] The esp_http_client handle
* timeout_ms -- [in] The timeout value

gml
- ESP_OK
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» ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_htip_client_handle_t client, const char *key)

Delete http request header.
BH
* client -- [in] The esp_http_client handle
* key -- [in] The key
B m
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)
This function will be open the connection, write all header strings and return.
S8

* client -- [in] The esp_http_client handle

* write_len -- [in] HTTP Content length need to write to the server
AL

« ESP_OK

e ESP_FAIL

int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()
SH
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
B
* (-1) if any errors
* Length of data written
int64_t esp_http_client_fetch_headers (esp_http_client_handle_t client)
This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.

%4 client -- [in] The esp_http_client handle
Bl
* (0) if stream doesn’t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
e (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header

bool esp_http_client_is_chunked_response (esp_hittp_client_handle_t client)
Check response data is chunked.

%% client -- [in] The esp_http_client handle
&I\ true or false

int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

51 (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

¥
* client -- [in] The esp_http_client handle
* buffer -- The buffer
* len -- [in] The length

PEA ]
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* (-1) if any errors
* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform

%4 client -- [in] The esp_http_client handle
&[] Status code

int64_t esp_http_client_get_content_length (esp_htp_client_handle_t client)

Get http response content length (from header Content-Length) the valid value if this function invoke after
esp_http_client_perform

%4 client -- [in] The esp_http_client handle
B

¢ (-1) Chunked transfer

* Content-Length value as bytes

esp_err_t esp_http_client_close (esp_http_client_handle_t client)

Close http connection, still kept all http request resources.

%% client -- [in] The esp_http_client handle
Rl

e« ESP_OK

« ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_htip_client_handle_t client)

This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don'’t call this function if you
intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%% client -- [in] The esp_http_client handle
Bl

 ESP_OK

» ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_http_client_handle_t client)
Get transport type.

%4 client -- [in] The esp_http_client handle
PEA ]

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)
Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user control over the redirection event.

%% client -- [in] The esp_http_client handle
S]]

¢ ESP_ OK

« ESP_FAIL

esp_err_t esp_http_client_reset_redirect_counter (esp_http_client_handle_t client)
Reset the redirection counter. This is useful to reset redirect counter in cases where the same handle is used
for multiple requests.

%% client -- [in] The esp_http_client handle
B
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* ESP_OK
* ESP_ERR_INVALID_ARG

void esp_http_client_add_auth (esp_http_client_handle_t client)
On receiving HTTP Status code 401, this API can be invoked to add authorization information.

$411: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this APL

%% client -- [in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)

Checks if entire data in the response has been read without any error.

%% client -- [in] The esp_http_client handle
|

e true

¢ false

intesp_http_client_read_response (esp_http_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

SH
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The buffer length
PEA ]
* Length of data was read

esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)
Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferable to esp_http_client_read_response in situations where the content of the response may
be ignored.

ZH
* client -- [in] The esp_http_client handle
* len -- Length of data discarded
B
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
e ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_htp_client_handle_t client, char *url, const int len)
Get URL from client.
S8
e client -- [in] The esp_http_client handle
e url -- [inout] The buffer to store URL
* len -- [in] The buffer length
B
* ESP_OK
* ESP_FAIL
esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.

B8
* client -- [in] The esp_http_client handle
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* len -- [out] Variable to store length
Bzl
* ESP_OK If successful, len will have length of current chunk
e ESP_FAIL If the server is not a chunked server
ESP_ERR_INVALID ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

int data_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members

esp_http_client_handle_t client
Client handle

intb4_t data_process

Total data processed

struct esp_http_client_redirect_event_data
Argument structure for HTTP_EVENT_REDIRECT event.
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Public Members

esp_http_client_handle_t client
Client handle

int status_code
Status Code

struct esp_http_client_config t
HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Http authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be O for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_t client_cert_len

Length of the buffer pointed to by client_cert_pem. May be 0O for null-terminated pem
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const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be O for null-terminated pem

const char *client_key_password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

esp_http_client_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect

Disable HTTP automatic redirects

intmax_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event_handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context
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bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

Macros

DEFAULT HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_ REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server
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ESP_ERR_HTTP_INVALID_ TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_EVENT_HEADER_SENT

This header has been kept for backward compatibility and will be deprecated in future versions esp-idf

enumerator HTTP_EVENT ON_HEADER

Occurs when receiving each header sent from the server
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enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:

enumerator HTTP_ TRANSPORT_UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_proto_ver_t

Values:

enumerator ESP_HTTP_CLIENT_TLS_VER_ANY

enumerator ESP_HTTP_CLIENT TLS_VER_TLS_1_2

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_3

enumerator ESP_HTTP_CLIENT_TLS_VER_MAX

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method
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enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_ METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_ METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_ METHOD_COPY
HTTP COPY Method

enumerator HTTP_ METHOD_MOVE
HTTP MOVE Method

enumerator HTTP_ METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_ METHOD_PROPFIND
HTTP PROPFIND Method

enumerator HTTP_ METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:
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enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_AUTH_TYPE_DIGEST
HTTP Digest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices

enumerator HttpStatus_MovedPermanently

enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect

enumerator HttpStatus_PermanentRedirect

enumerator HttpStatus_BadRequest

enumerator HttpStatus_Unauthorized

enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP Local Control
Overview

ESP Local Control (esp_local_ctrl) component in ESP-IDF provides capability to control an ESP device over HTTPS
or BLE. It provides access to application defined properties that are available for reading / writing via a set of
configurable handlers.

Initialization of the esp_local_ctrl service over BLE transport is performed as follows:

Espressif Systems 101 Release v5.1.6-1062-g876bbf9¢30
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2. AP1 &%

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {
.device_name = SERVICE_NAME,
.service_uuid = {
/* LSB <—-—————————
et > MSB */

0x21, 0xd5, 0x3b, 0x8d, Oxbd, 0x75, 0x68, 0x8a,
Oxb4, 0x42, Oxeb, 0x31, 0x4a, 0Oxle, 0x98, 0x3d

}I

.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,

}I

.handlers = {
/* User defined handler functions */

.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,

.usr_ctx_free_fn = NULL
}I
/* Maximum number of properties that may be set */
.max_properties = 10
i

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&config));

Similarly for HTTPS transport:

/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT() ;

/* Load server certificate */

extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");

extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;

https_conf.servercert = servercert_start;

https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end[] asm ("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;

https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
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b
.handlers = {
/* User defined handler functions */

.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,

.usr_ctx_free_fn NULL

}l
/* Maximum number of properties that may be set */
.max_properties = 10

bi

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

You may set security for transport in ESP local control using following options:

1. PROTOCOM_SEC2: specifies that SRP6a based key exchange and end to end encryption based on AES-GCM
is used. This is the most preffered option as it adds a robust security with Augmented PAKE protocol i.e.
SRP6a.

2. PROTOCOM_SECI: specifies that Curve25519 based key exchange and end to end encryption based on AES-
CTR is used.

3. PROTOCOM_SECQO: specifies that data will be exchanged as a plain text (no security).

4. PROTOCOM_SEC_CUSTOM: you can define your own security requirement. Please note that you will also
have to provide custom_handle of type protocomm_security_t * in this context.

£41:: The respective security schemes need to be enabled through the project configuration menu. Please refer to
the Enabling protocom security version section in Protocol Communication for more details.

Creating a property

Now that we know how to start the esp_local_ctrl service, let’s add a property to it. Each property must have a
unique name (string), a type (e.g. enum), flags (bit fields) and size.

The size is to be kept 0, if we want our property value to be of variable length (e.g. if its a string or bytestream). For
fixed length property value data-types, like int, float, etc., setting the size field to the right value, helps esp_local_ctrl
to perform internal checks on arguments received with write requests.

The interpretation of type and flags fields is totally upto the application, hence they may be used as enumerations, bit-
fields, or even simple integers. One way is to use fype values to classify properties, while flags to specify characteristics
of a property.

Here is an example property which is to function as a timestamp. It is assumed that the application defines
TYPE_TIMESTAMP and READONLY, which are used for setting the type and flags fields here.

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;
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Also notice that there is a ctx field, which is set to point to some custom func_get_time(). This can be used inside the
property get / set handlers to retrieve timestamp.

Here is an example of get_prop_values() handler, which is used for retrieving the timestamp.

static esp_err_t get_property_values(size_t props_count,
const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_
—values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) <
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value.
* This is essential because the value has to be
* valid even after this function returns.
* Alternative 1s to use dynamic allocation
* and set the free fn field */
static int32_t ts = func_get_time();
prop_values[i].data = &ts;

}
return ESP_OK;

Here is an example of set_prop_values() handler. Notice how we restrict from writing to read-only properties.

static esp_err_t set_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t..
—*prop_values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i].name);
return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values[i].size, ESP_LOG_INFO) ;

}
return ESP_OK;

For complete example see protocols/esp_local_ctrl

Client Side Implementation

The client side implementation will have establish a protocomm session with the device first, over the supported mode
of transport, and then send and receive protobuf messages understood by the esp_local_ctrl service. The service will
translate these messages into requests and then call the appropriate handlers (set / get). Then, the generated response
for each handler is again packed into a protobuf message and transmitted back to the client.

See below the various protobuf messages understood by the esp_local_ctrl service:
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1. get_prop_count : This should simply return the total number of properties supported by the service

2. get_prop_values : This accepts an array of indices and should return the information (name, type, flags) and
values of the properties corresponding to those indices

3. set_prop_values : This accepts an array of indices and an array of new values, which are used for setting the
values of the properties corresponding to the indices

Note that indices may or may not be the same for a property, across multiple sessions. Therefore, the client must
only use the names of the properties to uniquely identify them. So, every time a new session is established, the client
should first call get_prop_count and then get_prop_values, hence form an index to name mapping for all properties.
Now when calling set_prop_values for a set of properties, it must first convert the names to indexes, using the created
mapping. As emphasized earlier, the client must refresh the index to name mapping every time a new session is
established with the same device.

The various protocomm endpoints provided by esp_local_ctrl are listed below:

%% 1: Endpoints provided by ESP Local Control

Endpoint | URI (HTTPS Server + | Description
Name mDNS)
(BLE +
GATT
Server)
esp_local_ctritvpsiéamdns- Endpoint used for retrieving version string
hostname>.local/esp_local_ctrl/yersion
esp_local_ctrli¢comst/dbkmdns- Endpoint used for sending / receiving control messages
hostname>.local/esp_local_ctrl/¢ontrol
API Reference
Header File

e components/esp_local_ctrl/include/esp_local_ctrl.h

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)
Start local control service.

%% config -- [in] Pointer to configuration structure
Bl

¢ ESP_OK : Success

 ESP_FAIL : Failure

esp_err_t esp_local_ctrl_stop (void)

Stop local control service.

esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%4 prop -- [in] Property description structure
B

¢ ESP_OK : Success

 ESP_FAIL : Failure
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esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%4 name -- [in] Name of the property to remove
B

e ESP_OK : Success

* ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)

Get property description structure by name.

This API may be used to get a property’s context structure esp_local_ctrl_prop_t when its name is
known

%%, name -- [in] Name of the property to find
JEA |

* Pointer to property

e NULL if not found

esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)

Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

251¥: In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structuresetinesp_local_ctrl_config_t,and passed
toesp_local_ctrl_start ().

¥
* ep_name -- [in] Name of the endpoint
* handler -- [in] Endpoint handler function
e user_ctx -- [in] User data

P[]

¢ ESP_OK : Success
e ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h for available configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.
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Structures

struct esp_local_ctrl_prop

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
* if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property

uint32_t £lags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)
Function used by esp_local ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.
struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value
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void (*£ree_£n)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.

4112 If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This  provides value of the usr_ctx field of
esp_local_ctrl_handlers_t structure

Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
e ESP_ERR_INVALID_ARG : InvalidArgument
¢ ESP_ERR_INVALID_STATE : InvalidProto
¢ All other error codes : InternalError

esp_err_t (¥*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

;. If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This  provides value of the usr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
* ESP_OK : Success
e ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
¢ All other error codes : InternalError
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void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (fusr_ctx_free_f£fn)(void *usr_ctx)

Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when
esp_local_ctrl_stop () iscalled.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members

esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.

const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security 0 This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_t max_properties

This limits the number of properties that are available at a time
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Macros

ESP_LOCAL_CTRL_TRANSPORT BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get _prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t
Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.

typedef struct protocomm_ble_config esp_local_ctrl_transport_config _ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config_httpd t
Configuration for transport mode HTTPD.

This is a forward declaration for ht tpd_ssl_config_t (for HTTPS)or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_params_t

typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config t

Configuration structure to pass to esp_local_ctrl_start ()
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Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO

enumerator PROTOCOM_SEC1

enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC_CUSTOM

2.2.7 ESP Serial Slave Link

Overview

Espressif provides several chips that can work as slaves. These slave devices rely on some common buses, and have
their own communication protocols over those buses. The esp_serial_slave_link component is designed for the master
to communicate with ESP slave devices through those protocols over the bus drivers.

After an esp_serial_slave_link device is initialized properly, the application can use it to communicate with the ESP
slave devices conveniently.

Espressif Device protocols

For more details about Espressif device protocols, see the following documents.

Communication with ESP SDIO Slave This document describes the process of initialization of an ESP SDIO
Slave device and then provides details on the ESP SDIO Slave protocol - a non-standard protocol that allows an SDIO
Host to communicate with an ESP SDIO slave.

The ESP SDIO Slave protocol was created to implement the communication between SDIO host and slave, because
the SDIO specification only shows how to access the custom region of a card (by sending CMD52 and CMDS53 to
Functions 1-7) without any details regarding the underlying hardware implementation.

SDIO Slave Capabilities of Espressif chips The services provided by the SDIO Slave peripheral of the ESP32
chip are listed in the table below:

Services ESP32
SDIO slave Y
Tohost intr 8
Frhost intr 8

TX DMA Y

RX DMA Y
Shared registers 56%*

» * Not including the interrupt registers
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ESP SDIO Slave Initialization The host should initialize the ESP32 SDIO slave according to the standard SDIO
initialization process (Section 3.1.2 of SDIO Simplified Specification). In this specification as well as below, the
SDIO slave is called an (SD)IO card. Here is a brief example of an ESP SDIO Slave initialization process:

SDIO reset CMD52 (Write 0x6=0x8)
SD reset CMDO
Check whether 10 card (optional) CMDS
Send SDIO op cond and wait for card ready CMDS5 arg = 0x00000000

CMD5 arg = 0x00ff8000 (according to the response above, poll until ready)

Example: Arg of R4 after first CMDS5 (arg=0x00000000) is OxXXFFFFO0O0.

Keep sending CMDS5 with arg=0x00FFFF00 until the R4 shows card ready (arg bit 31=1).

5. Set address CMD3
Select card CMD7 (arg address according to CMD3 response)

Example: Arg of R6 after CMD3 is 0x0001xxxx.

Arg of CMD?7 should be 0x00010000.

Select 4-bit mode (optional) CMD52 (Write 0x07=0x02)
Enable funcl CMDS52 (Write 0x02=0x02)
Enable SDIO interrupt (required if interrupt line (DAT1) is used) CMD52 (Write 0x04=0x03)
Set Func0 blocksize (optional, default value is 512 (0x200)) CMD52/53 (Read 0x10~0x11)

CMD52/53 (Write 0x10=0x00)

CMD52/53 (Write 0x11=0x02)

CMD52/53 (Read 0x10~0x11, read to check the final value)
11. Set Funcl blocksize (optional, default value is 512 (0x200)) CMD52/53 (Read 0x110~0x111)
CMD52/53 (Write 0x110=0x00)
CMD52/53 (Write 0x111=0x02)
CMD52/53 (Read 0x110~0x111, read to check the final value)

bl s

o

© 00N

ESP SDIO Slave Protocol The ESP SDIO Slave protocol is based on the SDIO Specification’s I/O Read/Write
commands, i.e., CMD52 and CMD53. The protocol offers the following services:

* Sending FIFO and receiving FIFO

* 52 8-bit R/W registers shared by host and slave (For details, see ESP32 Technical Reference Manual > SDIO
Slave Controller > Register Summary > SDIO SLC Host registers [PDF]

* 16 general purpose interrupt sources, 8 from host to slave and 8 from slave to host

To begin communication, the host needs to enable the I/O Function 1 in the slave and access its registers as described
below.

Check the code example peripherals/sdio.

The ESP Serial Slave Link component implements the logic of this protocol for ESP32 SDIO Host when communi-
cating with an ESP32 SDIO slave.

Slave register table

32-bit

¢ 0x044 (TOKEN_RDATA): in which bit 27-16 holds the number of the receiving buffer.

e 0x058 (INT_ST): holds the interrupt source bits from slave to host.

¢ 0x060 (PKT_LEN): holds the accumulated data length (in bytes) already read by host plus the data copied to
the buffer but yet to be read.

* 0x0D4 (INT_CLR): write 1 to clear interrupt bits corresponding to INT_ST.

¢ 0xODC (INT_ENA): mask bits for interrupts from slave to host.

8-bit Shared general purpose registers:

* 0x06C-0x077: R/W registers 0-11 shared by slave and host.
¢ 0x07A-0x07B: R/W registers 14-15 shared by slave and host.
¢ 0x07E-0x07F: R/W registers 18-19 shared by slave and host.
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¢ 0x088-0x08B: R/W registers 24-27 shared by slave and host.
¢ 0x09C-0x0OBB: R/W registers 32-63 shared by slave and host.

Interrupt Registers: - 0x08D (SLAVE_INT): bits for host to interrupt slave. auto clear.

FIFO (sending and receiving) 0x090 - Ox1F7FF are reserved for FIFOs.

The address of CMD353 is related to the length requested to read from or write to the slave in a single transfer, as
demonstrated by the equation below:

requested length = Ox1F800-address

The slave will respond with data that has a length equal to the length field of CMD53. In cases where the data is longer
than the requested length, the data will be zero filled (when sending) or discarded (when receiving). This includes
both the block and the byte mode of CMDS53.

41 The function number should be set to 1, OP Code should be set to 1 (for CMD53).

In order to achieve higher efficiency when accessing the FIFO by an arbitrary length, the block and byte modes of
CMD?53 can be used in combination. For example, given that the block size is set to 512 by default, you can write/get
1031 bytes of data from the FIFO by doing the following:

1. Send CMD53 in block mode, block count=2 (1024 bytes) to address 0x1F3F9=0x1F800-1031.
2. Then send CMDS53 in byte mode, byte count=8 (or 7 if your controller supports that) to address
0x1F7F9=0x1F800-7.

Interrupts SDIO interrupts are “level sensitive”. For host interrupts, the slave sends an interrupt by pulling the
DATI line down at a proper time. The host detects when the interrupt line is pulled down and reads the INT_ST
register to determine the source of the interrupt. After that, the host can clear the interrupt bits by writing the
INT_CLR register and process the interrupt. The host can also mask unneeded sources by clearing the bits in the
INT_ENA register corresponding to the sources. If all the sources are cleared (or masked), the DAT1 line goes
Inactive.

On ESP32, the corresponding host_int bits are: bit O to bit 7.

For slave interrupts, the host sends a transfer to write the SLAVE_INT register. Once a bit is set to 1, the slave
hardware and the driver will detect it and inform the application.

Receiving FIFO To write to the slave’s receiving FIFO, the host should complete the following steps:

1. Read the TOKENI field (bits 27-16) of the register TOKEN_RDATA (0x044). The buffer number re-
maining is TOKEN1 minus the number of buffers used by host.

2. Make sure the buffer number is sufficient (buffer_size x buffer_num is greater than the data to write,
buffer_size is pre-defined between the host and the slave before the communication starts). Otherwise, keep
returning to Step 1 until the buffer size is sufficient.

3. Write to the FIFO address with CMD53. Note that the requested length should not exceed the length
calculated at Step 2, and the FIFO address is related to requested length.

4. Calculate used buffers. Note that a partially used buffer at the tail is counted as used.

Sending FIFO To read the slave’s sending FIFO, the host should complete the following steps:

1. Wait for the interrupt line to become active (optional, low by default).

2. Read (poll) the interrupt bits in the INT_ST register to monitor if new packets exist.

3. If new packets are ready, read the PKT_LEN register. Before reading the packets, determine the length
of data to be read. As the host keeps the length of data already read from the slave, subtract this value from
PKT_LEN, the result will be the maximum length of data available for reading. If no data has been added to
the sending FIFO yet, wait and poll until the slave is ready and update PKT_LEN.

4. Read from the FIFO using CMD53. Note that the requested length should not be greater than calculated at
Step 3, and the FIFO address is related to requested length.
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5. Update the read length.

g ie: The driver for ESP32 hasn’t been developed yet.

ESP SPI Slave HD (Half Duplex) Mode Protocol

SPI Slave Capabilities of Espressif chips

ESP32 | ESP32-S2 | ESP32-C3 | ESP32-S3 | ESP32-C2 | ESP32-C6 | ESP32-H2
SPI Slave HD N Y (v2) Y (v2) Y (v2) Y (v2) Y (v2) Y (v2)
Tohost intr N N N N N N
Frhost intr 2% 2% 2% 2% 2% 2%
TX DMA Y Y Y Y Y Y
RX DMA Y Y Y Y Y Y
Shared registers 72 64 64 64 64 64

Introduction In the half duplex mode, the master has to use the protocol defined by the slave to communicate with
the slave. Each transaction may consist of the following phases (list by the order they should exist):

¢« Command: 8-bit, master to slave
This phase determines the rest phases of the transactions. See Supported Commands.

* Address: 8-bit, master to slave, optional
For some commands (WRBUF, RDBUF), this phase specifies the address of the shared buffer to
write to/read from. For other commands with this phase, they are meaningless but still have to exist
in the transaction.

e Dummy: 8-bit, floating, optional
This phase is the turnaround time between the master and the slave on the bus, and also provides
enough time for the slave to prepare the data to send to the master.

¢ Data: variable length, the direction is also determined by the command.
This may be a data OUT phase, in which the direction is slave to master, or a data IN phase, in
which the direction is master to slave.

The direction means which side (master or slave) controls the MOSI, MISO, WP, and HD pins.

Data I0 Modes In some IO modes, more data wires can be used to send the data. As a result, the SPI clock cycles
required for the same amount of data will be less than in the 1-bit mode. For example, in QIO mode, address and
data (IN and OUT) should be sent on all 4 data wires (MOSI, MISO, WP, and HD). Here are the modes supported
by the ESP32-S2 SPI slave and the wire number used in corresponding modes.

Mode | command WN | address WN | dummy cycles | data WN
1-bit 1 1 1 1
DOUT | 1 1 4 2
DIO 1 2 4 2
QOUT | 1 1 4 4
QIO 1 4 4 4
QPI |4 4 4 4

Normally, which mode is used is determined by the command sent by the master (See Supported Commands), except
the QPI mode.
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QPIMode The QPImode is a special state of the SPI Slave. The master can send the ENQPI command to put the
slave into the QPI mode state. In the QPI mode, the command is also sent in 4-bit, thus it’s not compatible with the
normal modes. The master should only send QPI commands when the slave is in QPI mode. To exit from the QPI

mode, master can send the EXQPI command.

Supported Commands
£ 11:: The command name is in a master-oriented direction. For example, WRBUF means master writes the buffer
of slave.
Name Description Command Address Data
WRBUF Write buffer 0x01 Buf addr master to slave, no
longer than buffer
size
RDBUF Read buffer 0x02 Buf addr slave to master, no
longer than buffer
size
WRDMA Write DMA 0x03 8 bits master to slave, no
longer than length
provided by slave
RDDMA Read DMA 0x04 8 bits slave to master, no
longer than length
provided by slave
SEG_DONE Segments done 0x05 . .
ENQPI Enter QPI mode 0x06 . .
WR_DONE Write segments | 0x07 . .
done
CMDS8 Interrupt 0x08 . .
CMD9 Interrupt 0x09 R .
CMDA Interrupt 0x0A . .
EXQPI Exit QPI mode 0xDD . .

Moreover, WRBUF, RDBUF, WRDMA, RDDMA commands have their 2-bit and 4-bit version. To do transactions
in 2-bit or 4-bit mode, send the original command ORed by the corresponding command mask below. For example,

command 0xA1 means WRBUF in QIO mode.

Mode | Mask
1-bit 0x00
DOUT | 0x10
DIO 0x50
QOUT | 0x20
QIO 0xA0
QPI 0xAO0

Segment Transaction Mode Segment transaction mode is the only mode supported by the SPI Slave HD driver
for now. In this mode, for a transaction the slave load onto the DMA, the master is allowed to read or write in
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segments. This way the master doesn’t have to prepare a large buffer as the size of data provided by the slave. After
the master finishes reading/writing a buffer, it has to send the corresponding termination command to the slave as a
synchronization signal. The slave driver will update new data (if exist) onto the DMA upon seeing the termination
command.

The termination command is WR_DONE (0x07) for the WRDMA and CMD8 (0x08) for the RDDMA.
Here’s an example for the flow the master read data from the slave DMA:

1. The slave loads 4092 bytes of data onto the RDDMA

2. The master do seven RDDMA transactions, each of them is 512 bytes long, and reads the first 3584 bytes from
the slave

3. The master do the last RDDMA transaction of 512 bytes (equal, longer, or shorter than the total length loaded
by the slave are all allowed). The first 508 bytes are valid data from the slave, while the last 4 bytes are
meaningless bytes.

4. The master sends CMDS to the slave

The slave loads another 4092 bytes of data onto the RDDMA

6. The master can start new reading transactions after it sends the CMDS§

b

Terminology

» ESSL: Abbreviation for ESP Serial Slave Link, the component described by this document.

e Master: The device running the esp_serial_slave_link component.

¢ ESSL device: a virtual device on the master associated with an ESP slave device. The device context has the
knowledge of the slave protocol above the bus, relying on some bus drivers to communicate with the slave.

» ESSL device handle: a handle to ESSL device context containing the configuration, status and data required
by the ESSL component. The context stores the driver configurations, communication state, data shared by
master and slave, etc.

The context should be initialized before it is used, and get deinitialized if not used any more. The master
application operates on the ESSL device through this handle.

» ESP slave: the slave device connected to the bus, which ESSL component is designed to communicate with.

¢ Bus: The bus over which the master and the slave communicate with each other.

« Slave protocol: The special communication protocol specified by Espressif HW/SW over the bus.

e TX buffer num: a counter, which is on the slave and can be read by the master, indicates the accumulated
buffer numbers that the slave has loaded to the hardware to receive data from the master.

e RX data size: a counter, which is on the slave and can be read by the master, indicates the accumulated data
size that the slave has loaded to the hardware to send to the master.

Services provided by ESP slave

There are some common services provided by the Espressif slaves:

1. Tohost Interrupts: The slave can inform the master about certain events by the interrupt line. (optional)

2. Frhost Interrupts: The master can inform the slave about certain events.

3. Tx FIFO (master to slave): the slave can send data in stream to the master. The SDIO slave can also indicate
it has new data to send to master by the interrupt line.
The slave updates the TX buffer num to inform the master how much data it can receive, and the master then
read the TX buffer num, and take off the used buffer number to know how many buffers are remaining.

4. Rx FIFO (slave to master): the slave can receive data from the master in units of receiving buffers.
The slave updates the RX data size to inform the master how much data it has prepared to send, and then
the master read the data size, and take off the data length it has already received to know how many data is
remaining.

5. Shared registers: the master can read some part of the registers on the slave, and also write these registers to
let the slave read.

The services provided by the slave depends on the slave’s model. See SDIO Slave Capadbilities of Espressif chips and
SPI Slave Capabilities of Espressif chips for more details.
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Initialization of ESP Serial Slave Link

ESP SDIO Slave The ESP SDIO slave link (ESSL SDIO) devices relies on the sdmmc component. It includes the
usage of communicating with ESP SDIO Slave device via SDSPI feature. The ESSL device should be initialized as
below:

1. Initialize a sdmmc card (see :doc:* Document of SDMMC driver </api-reference/storage/sdmmc>‘) structure.

2. Call sdmmc_card_init () to initialize the card.

3. Initialize the ESSL device with essl_sdio_config_ t. The card member should be the
sdmmc_card_t got in step 2, and the recv_buffer_size member should be filled correctly according to pre-
negotiated value.

4. Call essl_init () to do initialization of the SDIO part.

5. Call essl_wait_for_ready () to wait for the slave to be ready.

ESP SPI Slave

41 If you are communicating with the ESP SDIO Slave device through SPI interface, you should use the SDIO
interface instead.

Hasn’t been supported yet.

APIs

After the initialization process above is performed, you can call the APIs below to make use of the services provided
by the slave:

Tohost Interrupts (optional)

Call essl_get_intr_ena () to know which events will trigger the interrupts to the master.

Call essl_set_intr_ena () to set the events that will trigger interrupts to the master.

Call essl_wait_int () to wait until interrupt from the slave, or timeout.

When interrupt is triggered, call essl_get_intr () to know which events are active, and call
essl _clear intr () toclear them.

v

Frhost Interrupts

1. Call essl_send_slave_intr () to trigger general purpose interrupt of the slave.

TX FIFO

1. Call essl_get_tx_buffer_num() to know how many buffers the slave has prepared to receive data
from the master. This is optional. The master will poll #x_buffer_num when it try to send packets to the slave,
until the slave has enough buffer or timeout.

2. Call essl_send_packet () to send data to the slave.

RX FIFO

1. Call essl_get_rx_data_size () to know how many data the slave has prepared to send to the master.
This is optional. When the master tries to receive data from the slave, it will update the rx_data_size for once,
if the current rx_data_size is shorter than the buffer size the master prepared to receive. And it may poll the
rx_data_size if the rx_dat_size keeps 0, until timeout.

2. Call essl_get_packet () to receive data from the slave.

Reset counters (Optional) Call ess1_reset_cnt () toreset the internal counter if you find the slave has reset
its counter.
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Application Example

The example below shows how ESP32 SDIO host and slave communicate with each other. The host use the ESSL
SDIO.

peripherals/sdio.
Please refer to the specific example README.md for details.

API Reference

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h

Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

2H
e handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
e ESP_OK: If success
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ Other value returned from lower layer init.
esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

SH
* handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
* ESP_OK: If success
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_size.

S8

* handle -- Handle of a ESSL device.

* out_tx_num -- Output of buffer num that host can send data to ESSL slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

e ESP_OK: Success

» ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send

2H

e handle -- Handle of an ESSL device.

* out_rx_size -- Output of data size to read from slave, in bytes

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]

e ESP_OK: Success

» ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller
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esp_err_t essl_reset_cnt (essl_handle_t handle)

Reset the counters of this component. Usually you don’t need to do this unless you know the slave is reset.

%% handle -- Handle of an ESSL device.

PEA ]
¢ ESP_OK: Success
e ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.

esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)

Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size
(configured during initialization).

¥
¢ handle -- Handle of an ESSL device.
* start -- Start address of the packet to send
* length -- Length of data to send, if the packet is over-size, the it will be divided into
blocks and hold into different buffers automatically.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

e ESP_OK Success

* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not
valid.

e ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.

* ESP_ERR_NOT_FOUND: Slave is not ready for receiving.

e ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller.

esp_err_t ess1l_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t
wait_ms)

Get a packet from ESSL slave.

2H
e handle -- Handle of an ESSL device.
* out_data -- [out] Data output address
* size -- The size of the output buffer, if the buffer is smaller than the size of data to
receive from slave, the driver returns ESP_ERR_NOT_FINISHED
* out_length -- [out] Output of length the data actually received from slave.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bl
e ESP_OK Success: All the data has been read from the slave.
* ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other
arguments are invalid.
* ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.
* ESP_ERR_NOT_FOUND: Slave is not ready to send data.
» ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
¢ One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_reg (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t
wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

f&iE: sdio 28-31 are reserved, the lower API helps to skip.

SH
¢ handle -- Handle of an ESSL device.
* addr -- Address of register to write. For SDIO, valid address: 0-59. For SPI, see
essl_spi.h
* value -- Value to write to the register.
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* value_o -- Output of the returned written value.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

B

ESP_OK Success
* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_read_regq (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)
Read general purpose R/W registers (8-bit) of ESSL slave.

ZH
* handle -- Handle of a ess1 device.
* add -- Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,
return interrupt bits on read). For SPI, see essl_spi.h
* value_o -- Output value read from the register.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
&)
e ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

ZH
* handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
» ESP_OK: If interrupt is triggered.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

SH
* handle -- Handle of an ESSL device.
* intr_mask -- Mask of interrupt bits to clear.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

e ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

SH
e handle -- Handle of an ESSL device.
* intr_raw -- Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st -- Output of the masked interrupt bits. set to NULL if only raw bits are read.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
P
¢ ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

¥
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* handle -- Handle of an ESSL device.
* ena_mask -- Mask of the interrupt bits to enable.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

peA |
e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr_ena (essl_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)

Get interrupt enable bits of ESSL slave.

S8
* handle -- Handle of an ESSL device.
* ena_mask_o -- Output of interrupt bit enable mask.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

R
¢ ESP_OK Success
¢ One of the error codes from SDMMC host controller

esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Send interrupts to slave. Each bit of the interrupt will be triggered.

SH
* handle -- Handle of an ESSL device.
* intr_mask -- Mask of interrupt bits to send to slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

S|
e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

Type Definitions

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

e components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions

esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)

Initialize the ESSL SDIO device and get its handle.

* out_handle -- Output of the handle.
* config -- Configuration for the ESSL SDIO device.
Bl
¢ ESP_OK: on success
¢ ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (ess/_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.

%%; handle -- Handle of the ESSL SDIO device to deinit.
PEA ]

¢ ESP_OK: on success

* ESP_ERR_INVALID_ARG: wrong handle passed
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Structures

struct essl_sdio_config_t
Configuration for the ESSL SDIO device.

Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.

Header File

* components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h

Functions
esp_err_t essl_spi_init_dev (essl_handle_t *out_handle, const ess/_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

SH
* out_handle -- [out] Output of the handle
* init_config -- Configuration for the ESSL SPI device
B
e ESP_OK: On success
* ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID_STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.
%%t handle -- Handle of the ESSL SPI device
B
* ESP_OK: On success
* ESP_ERR_INVALID_STATE: ESSL SPI is not in use
esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

$411:: The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_ t)

S8
* arg -- Context of the component. (Member arg from ess1_handle_t)
e addr -- Address of the shared registers. (Valid: 0 -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value -- [out] Read buffer for the shared registers.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
B
* ESP_OK: success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
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* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.

S
* arg -- Context of the component. (Member arg from ess1_handle_t)
* out_data -- [out] Output data address
* size -- The size of the output data.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
P
¢ ESP_OK: On Success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
e ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-
aligned
* ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.

esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

412 The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_t)

$411:: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
e addr -- Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value -- Buffer for data to send, should be align to 4.
* out_value -- [out] Not supported, should be set to NULL.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
PEA ]
¢ ESP_OK: success
« ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.

2
* arg -- Context of the component. (Member arg from ess1_handle_t)
* data -- Address of the data to send
* size -- Size of the data to send.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
B
¢ ESP_OK: On success
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« ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.

¢ ESP_ERR_INVALID_ARG: The data address is not DMA capable

* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer

void essl_spi_reset_cnt (void *arg)

Reset the counter in Master context.

£41:: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%%, arg -- Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)

Read the shared buffer from the slave in ISR way.

$51:: The slave’s HW doesn’t guarantee the data in one SPI transaction is consistent. It sends data in unit of
byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

BH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

* addr -- Address of the slave shared buffer

* len -- Length to read

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

* ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t
flags)

Read the shared buffer from the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S8

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

¢ addr -- Address of the slave shared buffer

* len -- Length to read

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

Espressif Systems 124 Release v5.1.6-1062-g876bbf9¢30
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2. APl &%

esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S

B

spi -- SPI device handle representing the slave

data -- Buffer for data to send, strongly suggested to be in the DRAM

addr -- Address of the slave shared buffer,

len -- Length to write

flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t

flags)

Write the shared buffer of the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S

B

spi -- SPI device handle representing the slave

data -- Buffer for data to send, strongly suggested to be in the DRAM

addr -- Address of the slave shared buffer,

len -- Length to write

flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_polling transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

S G

This function combines several :cpp:funciessl_spi_rddma_seg and one

:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

B

B

spi -- SPI device handle representing the slave

out_data -- [out] Buffer to hold the received data, strongly suggested to be in the
DRAM and aligned to 4

len -- Total length of data to receive.

seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_ done will still be sent.)

flags -- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_rddma_seq (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)

Read one data segment from the slave through its DMA.

$41:: To read long buffer, call :cpp:funciess1_spi_rddma instead.

SH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer to hold the received data. strongly suggested to be in the

DRAM and aligned to 4

* seg_len -- Length of this segment

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£&7E: This is required only when the slave is working in segment mode.

ZH

* spi -- SPI device handle representing the slave

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

%/ T This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

SH

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* len -- Total length of data to send.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_done will still be sent.)

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seq (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

$41:: To send long buffer, call :cpp:func:essl_spi_wrdma instead.
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S8

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* seg_len -- Length of this segment

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.

£41:: This is required only when the slave is working in segment mode.

S
* spi -- SPI device handle representing the slave
» flags-- SPI_TRANS_* flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members

spi_device_handle_t *spi

Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.

uint8_t tx_sync_reg

The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be
reserved for the synchronization.

uint§_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.

2.2.8 ESP x509 Certificate Bundle

Overview

The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom x509 root certificates for
TLS server verification.
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411 : The bundle is currently not available when using WolfSSL.

The bundle comes with the complete list of root certificates from Mozilla’ s NSS root certificate store. Using the
gen_crt_bundle.py python utility the certificates’ subject name and public key are stored in a file and embedded in
the ESP32 binary.

When generating the bundle you may choose between:

* The full root certificate bundle from Mozilla, containing more than 130 certificates. The current bundle was
updated Tue Jan 10 04:12:06 2023 GMT.

* A pre-selected filter list of the name of the most commonly used root certificates, reducing the amount of
certificates to around 41 while still having around 90% absolute usage coverage and 99% market share coverage
according to SSL certificate authorities statistics.

In addition it is possible to specify a path to a certificate file or a directory containing certificates which then will be
added to the generated bundle.

1. Trusting all root certificates means the list will have to be updated if any of the certificates are retracted. This
includes removing them from cacrt_all.pem.

Configuration

Most configuration is done through menuconfig. CMake will generate the bundle according to the configuration and
embed it.

e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: automatically build and attach the bundle.

e CONFIG_MBEDTLS DEFAULT CERTIFICATE _BUNDLE: decide which certificates to include from the com-
plete root list.

* CONFIG_MBEDTLS_CUSTOM_CERTIFICATE_BUNDLE _PATH: specify the path of any additional certifi-
cates to embed in the bundle.

To enable the bundle when using ESP-TLS simply pass the function pointer to the bundle attach function:

esp_tls_cfg_t cfg = {
.crt_bundle_attach = esp_crt_bundle_attach,
bi

This is done to avoid embedding the certificate bundle unless activated by the user.

If using mbedTLS directly then the bundle may be activated by directly calling the attach function during the setup
process:

mbedtls_ssl_config conf;
mbedtls_ssl_config_init (&conf);

esp_crt_bundle_attach (&conf);

Generating the List of Root Certificates

The list of root certificates comes from Mozilla’s NSS root certificate store, which can be found here The list can be
downloaded and created by running the script mk—ca-bundle.pl that is distributed as a part of curl. Another
alternative would be to download the finished list directly from the curl website: CA certificates extracted from
Mozilla

The common certificates bundle were made by selecting the authorities with a market share of more than 1 %
from w3tech’s SSL Survey. These authorities were then used to pick the names of the certificates for the filter
list, cmn_crt_authorities.csv, from this list provided by Mozilla.
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Updating the Certificate Bundle

The bundle is embedded into the app and can be updated along with the app by an OTA update. If you want to include
a more up-to-date bundle than the bundle currently included in ESP-IDF, then the certificate list can be downloaded
from Mozilla as described in Generating the List of Root Certificates.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection using the certificate bundle with
two custom certificates added for verification: protocols/https_x509_bundle.

HTTPS example that uses ESP-TLS and the default bundle: protocols/https_request.
HTTPS example that uses mbedTLS and the default bundle: protocols/https_mbedtls.

API Reference

Header File

* components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.

Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle
has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.

%% conf -- [in] The config struct for the SSL connection.
B
* ESP_OK if adding certificates was successful.
* Other if an error occurred or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%% conf -- [in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)

Set the default certificate bundle used for verification.

Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle
should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

S
* x509_bundle -- [in] A pointer to the certificate bundle.
* bundle_size -- [in] Size of the certificate bundle in bytes.
A
* ESP_OK if adding certificates was successful.
* Other if an error occurred or an action must be taken by the calling process.

bool esp_crt_bundle_in_use (const mbedtls_x509_crt *ca_chain)
Check if the given CA certificate chain is the default "7dummy” certificate chain attached by the esp_crt_bundle.
%% ca_chain -- A pointer to the CA chain.

&M true if the ca_chain is the dummy CA chain attached by esp_crt_bundle
JR[n] false otherwise
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229 HTTP JJ}%%%

HTTP Server ZH{4-424L T7F ESP32 [izf7i4 B4 Web IRF#509Th6E, N4/ HTTP Server 244 API
A 20 9 -

* httpd_start (): AE HTTP R5#5095501, MR E AW ECE N BN AR TR, F R %
M55 2L AR . MRS TAEEY, — DA KIUr HTTP ji& (TCP 2K8) , J—A4>
FRAEFEE GRS (UDP 283 | ‘EAITEMR S 2R AT 55 IEEF R 48 i F o a3 1) httpd_start() {£33
httpd_config_t 544, AT PATEAN 8 R 554 S5 0 i) e AT 55 1 DL e R MERR I K/ . TCP it s Wi ATT
?gg&%*, FRHE K %) URL R VE I P A BERR Y, AE b PRy o 75 2 &% [5] HTTP iy
AVA o

* httpd_stop (): MRIAEAREIE LIRSS 2%, HREBOH RIB WA R . X2 — P ZE R 4K,
B IR S 2T 5 R E IS, SRS FHZ R, W RES ST S S X EFTFR0ES, 1
BRCEMHY) URTARBRAR)Y , HREIrA 2360 B SR EE .

e httpd_register uri_handler(): iBitfE A httpd_uri_t FEH& T 4ok i URL
WNFRAR R . ZEEMARE ST B uri &5, method 2% (LYl HTTPD_GET/HTTPD_POST/
HTTPD_PUT %4), esp_err_t *handler (httpd_req t *req) LHMPREFEET, T2 H
P BRSO user_ctx $7E.

WA

/* URT B REK, EXF W AR GET /uri HXKHHRA +/
esp_err_t get_handler (httpd_reqg_t *req)
{
/ REEHERMEKER */
const char resp[] = "URI GET Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;
}

/* URT B REK, EFEFm AR PoST/uri KM HRA */
esp_err_t post_handler (httpd_reqg_t *req)
{
/* & X HTTP POST H R HEWEME & H KK
* httpd_req_recv() R FEW char* H I, B4 7T &
R _HE A (FELARR)
T EAE R, null AL,
* content_len 2% W FHEHKE */
char content[1007];

/MR ABEKREART Zob KU & #r +/

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_reqg recv(req, content, recv_size);
if (ret <= 0) { /* &KH o0 xrx&EHECL KXW */
/r mE R r/
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/* R REBE, AU A httpd_req recv() EH
*EREL, X ERMNAEE
* g B HTTP 408 (F RBH ) #HiR% F P W */
httpd_resp_send_408 (req) ;
I3
/R RAETHIE, RE ESP_FAIL ¥ P # &
*CREEEBEFH XA
return ESP_FAIL;

(P oUgkzh)
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(£ 50

}

JFORHE B R B H/
const char resp[] = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

3

/* GET /uri W URI WL B HEM */
httpd_uri_t uri_get = {

.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
bi

/* POST/uri #] URI A F & H */
httpd_uri_t uri_post = {

.uri = "/uri",
.method = HTTP_POST,
.handler = post_handler,

.user_ctx = NULL
bi

/* BB web AW EH S/
httpd_handle_t start_webserver (void)
{
/Y ERBRINWEE S B 1/
httpd_config_t config = HTTPD_DEFAULT_CONFIG() ;

/* B % esp_http _server W LB A */
httpd_handle_t server = NULL;

/* B 3 httpd server */
if (httpd_start (&server, &config) == ESP_OK) {
/* EM URT KERF */
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
/W RR A kK, REWAEE NULL */
return server;

}

/* fE ik web RE B &K +/
void stop_webserver (httpd_handle_t server)

{

if (server) {
/* & 1t httpd server */
httpd_stop (server);

W HTTP Jlit 55 3556l 15457 (T protocols/http_server/simple () HTTP fie g5 /R i, 2 BIETR 140
TAEBAT B A A KRR R, SRR URL & S8, BN k.
HTTP K&

HTTP g5 4 A KIERIINEE, AWELMEHE-EE (S8) 2R EHm, RS2 L
oK. BTN SCRE T i AR B S AS  B, AEKRT DL T R B I E A E SO IR R, DA
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HE TR 2 PRI RETICX 73 N AT B

Kitkornpl

/ BEXEHK, ARBERET XHE */
void free_ctx_func(void *ctx)
{
/% M LR free DLANBY R E B4/
free (ctx);

}

esp_err_t adder_post_handler (httpd_reqg t *req)
{
/r EETXFREESE, WHE—4 +/

if (! reg->sess_ctx) |
req->sess_ctx = malloc (sizeof (ANY_DATA_TYPE)); /*!< 4517 F T X # i */
reqg->free_ctx = free_ctx_func; /I Bk ET XHENE K
o*/

}

/* P ET X HAE
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

return ESP_OK;
}

PG 5% (i T protocols/http_server/persistent_sockets [ 7 ALH5 .

Websocket JJit 55 2%

HTTP JI% 5 #5240 {145 it websocket 3 . 7] PAYE menuconfig H{ii Jl CONFIG_HTTPD_WS_SUPPORT ¥ J5
JH websocket HJfE. F < QA F websocket TIRE, 125 [ protocols/http_server/ws_echo_server H 5% FAY/R
B

AL B

ESP HTTP R 55 #8 H & M {F, Y4rE FE AN, FH AR E 7l A A BFE . 25200l
Hesp_event_handler register () FENIALTEARFDAE ESP HTTP R 45 andtf T2 403,

esp_http_server_event_id_t f1& ESP HTTP k4528 v e & 4 A r A 44
AT HEFLEIR R R [6) ESP HTTP 4522 S 21 1 T B S 2 2

e HTTP_SERVER_EVENT_ERROR : httpd_err_code_t

e HTTP_SERVER_EVENT_START : NULL

e HTTP_SERVER_EVENT_ON_CONNECTED : int

e HTTP_SERVER_EVENT_ON_HEADER : int

e HTTP_SERVER_EVENT_HEADERS_SENT : int

e HTTP_SERVER_EVENT_ON_DATA : esp_http_server_event_data

e HTTP_SERVER_EVENT_SENT_DATA : esp_http_server_event_data
e HTTP_SERVER_EVENT_DISCONNECTED : int

e HTTP_SERVER_EVENT_STOP : NULL
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API 7%
Header File

e components/esp_http_server/include/esp_http_server.h

Functions
esp_err_thttpd_register_uri_handler (htpd_handle_t handle, const httpd_uri_t *uri_handler)

Registers a URI handler.

Example usage:

esp_err_t my_uri_handler (httpd_req t* req)
{

// Recv , Process and Send

// Fail condition

if (....) |
// Return fail to close session //
return ESP_FAIL;

}

// On success
return ESP_OK;

}

// URI handler structure
httpd_uri_t my_uri {

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL
bi

// Register handler
if (httpd_register_uri_handler (server_handle, &my_uri) != ESP_OK) {
// If failed to register handler

£41:: URI handlers can be registered in real time as long as the server handle is valid.

ZH
* handle -- [in] handle to HTTPD server instance
* uri_handler -- [in] pointer to handler that needs to be registered
Bl
» ESP_OK : On successfully registering the handler
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_HANDLERS_FULL : If no slots left for new handler
« ESP_ERR_HTTPD_HANDLER_EXISTS : If handler with same URI and method is al-
ready registered

esp_err_thttpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t
method)

Unregister a URI handler.
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B

B

handle -- [in] handle to HTTPD server instance
uri -- [in] URI string
method -- [in] HTTP method

ESP_OK : On successfully deregistering the handler
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (httpd_handle_t handle, const char *uri)

Unregister all URI handlers with the specified uri string.

¥

R

handle -- [in] handle to HTTPD server instance
uri -- [in] uri string specifying all handlers that need to be deregisterd

ESP_OK : On successfully deregistering all such handlers
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_NOT_FOUND : No handler registered with specified uri string

esp_err_thttpd_sess_set_recv_override (httpd_handle_t hd, int sockfd, htpd_recv_func_t recv_func)

Override web server’s receive function (by session FD)

This function overrides the web server’s receive function. This same function is used to read HTTP request

packets.

$41E: This AP is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

S

B

hd -- [in] HTTPD instance handle
sock£d -- [in] Session socket FD
recv_func -- [in] The receive function to be set for this session

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)

Override web server’s send function (by session FD)

This function overrides the web server’s send function. This same function is used to send out any response to
any HTTP request.

4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
* a URI handler where sockfd is obtained using httpd_req_to_sockfd()

S

B

hd -- [in] HTTPD instance handle
sock£d -- [in] Session socket FD
send_func -- [in] The send function to be set for this session

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments
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esp_err_t httpd_sess_set_pending_override (hipd_handle_t hd, int sockfd, httpd_pending_func_t
pending_func)

Override web server’s pending function (by session FD)

This function overrides the web server’s pending function. This function is used to test for pending bytes in a
socket.

$411: This AP is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

2
* hd -- [in] HTTPD instance handle
e sock£fd -- [in] Session socket FD
* pending_func -- [in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
* ESP_ERR_INVALID_ARG : Null arguments

inthttpd_req_to_sock£fd (httpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lru_counter().

#&1E: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%% r -- [in] The request whose socket descriptor should be found
B

* Socket descriptor : The socket descriptor for this request

* -1 : Invalid/NULL request pointer

int httpd_req_recv (hitpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching 'buf_len’ number of bytes, while the
pointer to content data is incremented internally by the same number.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
 Presently Chunked Encoding is not supported

¥
* r -- [in] The request being responded to
e buf -- [in] Pointer to a buffer that the data will be read into
* buf_len -- [in] Length of the buffer
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B
* Bytes : Number of bytes read into the buffer successfully
* 0: Buffer length parameter is zero / connection closed by peer
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

size_t httpd_req get_hdr_wvalue_len (httpd_req_t *r, const char *field)
Search for a field in request headers and return the string length of it’s value.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

SH

* r -- [in] The request being responded to

* field -- [in] The header field to be searched in the request
B

* Length : If field is found in the request URL

 Zero : Field not found / Invalid request / Null arguments

esp_err_thttpd_req _get_hdr_value_str (hitpd_req_t *r, const char *field, char *val, size_t val_size)
Get the value string of a field from the request headers.

ik

e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

e Use httpd_req_get_hdr_value_len() to know the right buffer length

SH
* r -- [in] The request being responded to
e field -- [in] The field to be searched in the header
* val -- [out] Pointer to the buffer into which the value will be copied if the field is found
* val_size -- [in] Size of the user buffer "val”

* ESP_OK : Field found in the request header and value string copied

* ESP_ERR_NOT_FOUND : Key not found

* ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_thttpd_req get_url_query_ len (httpd_req_t *r)
Get Query string length from the request URL.

£41:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

Espressif Systems 136 Release v5.1.6-1062-g876bbf9¢30
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2.

APl &%

%% r -- [in] The request being responded to
R m
* Length : Query is found in the request URL
* Zero : Query not found / Null arguments / Invalid request

esp_err_thttpd_req _get_url_query_str (hitpd_req_t *r, char *buf, size_t buf_len)

Get Query string from the request URL.

i

Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the ’Content-Type’ (eg.
Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm needs
to be applied.

This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value

Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)
for storing the query string

SH
* r -- [in] The request being responded to
* buf -- [out] Pointer to the buffer into which the query string will be copied (if found)
* buf_len -- [in] Length of output buffer
Bl
* ESP_OK : Query is found in the request URL and copied to buffer
* ESP_ERR_NOT_FOUND : Query not found
e ESP_ERR_INVALID_ARG : Null arguments
» ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
e ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_value (const char *qry, const char *key, char *val, size_t val_size)

Helper function to get a URL query tag from a query string of the type param1=vall&param2=val2.

i

The components of URL query string (keys and values) are not URLdecoded. The user must check for
’Content-Type’ field in the request headers and then depending upon the specified encoding (URLencoded
or otherwise) apply the appropriate decoding algorithm.

If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error
as return value.

S
* gry -- [in] Pointer to query string
* key -- [in] The key to be searched in the query string
* val -- [out] Pointer to the buffer into which the value will be copied if the key is found
e val_size -- [in] Size of the user buffer "val”
Bl
* ESP_OK : Key is found in the URL query string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
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esp_err_thttpd_req get_cookie_val (httpd_req_t *req, const char *cookie_name, char *val, size_t
*val_size)

Get the value string of a cookie value from the ”Cookie” request headers by cookie name.

ZH
* req -- [in] Pointer to the HTTP request
* cookie_name -- [in] The cookie name to be searched in the request
* val -- [out] Pointer to the buffer into which the value of cookie will be copied if the
cookie is found
* val_size -- [inout] Pointer to size of the user buffer ”val”. This variable will
contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.
PEA ]
» ESP_OK : Key is found in the cookie string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
* ESP_ERR_NO_MEM : Memory allocation failure

bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t
match_upto)

Test if a URI matches the given wildcard template.

Template may end with ”?” to make the previous character optional (typically a slash), ”*” for a wildcard match,
and ”?7*” to make the previous character optional, and if present, allow anything to follow.

Example:

* * matches everything

¢ /foo/? matches /foo and /foo/

¢ /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters ”?” and ”*” anywhere else in the template will be taken literally.

S
* uri_template -- [in] URI template (pattern)
* uri_to_match -- [in] URI to be matched
* match_upto -- [in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
jJ&[A| true if a match was found

esp_err_t httpd_resp_send (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, the request has been responded to.
* No additional data can then be sent for the request.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
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* r -- [in] The request being responded to
e buf -- [in] Buffer from where the content is to be fetched
* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()

B

ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer
ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_ RESP_SEND : Error in raw send

» ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (hftpd_req_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.

This API will send the data as an HTTP response to the request. This API will use chunked-encoding and
send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.

If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e When you are finished sending all your chunks, you must call this function with buf_len as 0.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

ZH

* r -- [in] The request being responded to

e buf -- [in] Pointer to a buffer that stores the data

* buf_1len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
B

* ESP_OK : On successfully sending the response packet chunk

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (hitpd_req_t *r, const char *str)
API to send a complete string as HTTP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

* r -- [in] The request being responded to
str -- [in] String to be sent as response body

B

ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer
ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request
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static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)

API to send a string as an HTTP response chunk.

This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string

S8
* r -- [in] The request being responded to
* str -- [in] String to be sent as response body (NULL to finish response packet)
Bl
e ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.

This API sets the status of the HTTP response to the value specified. By default, the 200 OK’ response is sent
as the response.

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the status to this value. The status isn’t sent out until any of the send APIs is executed.
* Make sure that the lifetime of the status string is valid till send function is called.

SH
* r -- [in] The request being responded to
* status -- [in] The HTTP status code of this response
B
* ESP_OK : On success
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (hitpd_req_t *1, const char *type)
API to set the HTTP content type.

This API sets the ’Content Type’ field of the response. The default content type is text/html’.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the content type to this value. The type isn’t sent out until any of the send APIs is

executed.
* Make sure that the lifetime of the type string is valid till send function is called.

SH
* r -- [in] The request being responded to
* type -- [in] The Content Type of the response
Bl
e ESP_OK : On success
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer
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esp_err_t httpd_resp_set_hdr (hitpd_req_t *r, const char *field, const char *value)
API to append any additional headers.

This API sets any additional header fields that need to be sent in the response.

il
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* The header isn’t sent out until any of the send APIs is executed.
¢ The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.
* Make sure that the lifetime of the field value strings are valid till send function is called.

ZH
* r -- [in] The request being responded to
e field -- [in] The field name of the HTTP header
* value -- [in] The value of this HTTP header

R M

ESP_OK : On successfully appending new header

ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_HDR : Total additional headers exceed max allowed
e ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)

For sending out error code in response to HTTP request.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
* If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

BH
* req -- [in] Pointer to the HTTP request for which the response needs to be sent
* error -- [in] Error type to send
* msg -- [in] Error message string (pass NULL for default message)
Bl
* ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (htpd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
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* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%%, r -- [in] The request being responded to
R

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (htipd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ke
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r -- [in] The request being responded to
B

ESP_OK : On successfully sending the response packet

e ESP_ERR_INVALID_ARG : Null arguments

« ESP_ERR_HTTPD RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (httpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

24 r -- [in] The request being responded to
Bl

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

int httpd_send (htipd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.

Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.
HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,
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and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.

i
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Unless the response has the correct HTTP structure (which the user must now ensure) it is not guaranteed
that it will be recognized by the client. For most cases, you wouldn’t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

ZH
* r -- [in] The request being responded to
* buf -- [in] Buffer from where the fully constructed packet is to be read
* buf_len -- [in] Length of the buffer
P
* Bytes : Number of bytes that were sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_send (hitpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)
A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

251 This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

SH
¢ hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
e buf_len -- [in] data size
» flags -- [in] flags for the send() function
B
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
e HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (hittpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().

£41:: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

S
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* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
e buf_len -- [in] data size
» flags -- [in] flags for the send() function
B
* Bytes : The number of bytes received successfully
* 0: Buffer length parameter is zero / connection closed by peer
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_thttpd_register_err_ handler (httpd_handle_t handle, httpd_err_code_t error,
httpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

SH
* handle -- [in] HTTP server handle
* error -- [in] Error type
* handler_f£n -- [in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)
PEA ]
* ESP_OK : handler registered successfully
e ESP_ERR_INVALID_ ARG : invalid error code or server handle

esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)
Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)
{
// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG () ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server
if (httpd_start (&server, &config) == ESP_OK) {
// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
// If server failed to start, handle will be NULL
return server;

2H
* config -- [in] Configuration for new instance of the server
* handle -- [out] Handle to newly created instance of the server. NULL on error

B

ESP_OK : Instance created successfully
e ESP_ERR_INVALID_ARG : Null argument(s)
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* ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance
e« ESP_ERR_HTTPD_TASK : Failed to launch server task

esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.

Example usage:

// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server
httpd_stop (server);

%%, handle -- [in] Handle to server returned by httpd_start
R

* ESP_OK : Server stopped successfully

* ESP_ERR_INVALID_ARG : Handle argument is Null

esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’s context.

This API queues a work function for asynchronous execution

$41:: Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

S8

* handle -- [in] Handle to server returned by httpd_start

* work -- [in] Pointer to the function to be executed in the HTTPD’s context

* arg -- [in] Pointer to the arguments that should be passed to this function
Bl

* ESP_OK : On successfully queueing the work

e ESP_FAIL : Failure in ctrl socket

e ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (hitpd_handle_t handle, int sockfd)
Get session context from socket descriptor.

Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’s send/receive functions may require the context (for example, for
accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.

ZH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
B

* void* : Pointer to the context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd
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void httpd_sess_set_ctx (hitpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)
Set session context by socket descriptor.

S

handle -- [in] Handle to server returned by httpd_start

sock£d -- [in] The socket descriptor for which the context should be extracted.

ctx -- [in] Context object to assign to the session

free_f£n -- [in] Function that should be called to free the context

void *httpd_sess_get_transport_ctx (htpd_handle_t handle, int sockfd)
Get session ’transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.

S U

httpd_sess_get_ctx()

B

B

handle -- [in] Handle to server returned by httpd_start

sock£d -- [in] The socket descriptor for which the context should be extracted.

void* : Pointer to the transport context associated with this session

NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_transport_ctx (httpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t

free_fn)

Set session ’transport’ context by socket descriptor.

S

httpd_sess_set_ctx()

ZH

handle -- [in] Handle to server returned by httpd_start

sock£d -- [in] The socket descriptor for which the context should be extracted.
ctx -- [in] Transport context object to assign to the session
free_£n -- [in] Function that should be called to free the transport context

void *httpd_get_global_user_ctx (htipd_handle_t handle)

Get HTTPD global user context (it was set in the server config struct)

%%, handle -- [in] Handle to server returned by httpd_start
J&a] global user context

void *httpd_get_global_transport_ctx (httpd_handle_t handle)

Get HTTPD global transport context (it was set in the server config struct)

%%, handle -- [in] Handle to server returned by httpd_start
1R[] global transport context

esp_err_thttpd_sess_trigger_close (httpd_handle_t handle, int sockfd)

Trigger an httpd session close externally.

£47: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

¥
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* handle -- [in] Handle to server returned by httpd_start

* sock£fd -- [in] The socket descriptor of the session to be closed
B

* ESP_OK : On successfully initiating closure

» ESP_FAIL : Failure to queue work

« ESP_ERR_NOT_FOUND : Socket fd not found

e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_update_lru_counter (hitpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

£41:: Calling this API is only necessary if the LRU Purge Enable option is enabled.

SH
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor of the session for which LRU counter is to be
updated
FEA ]
* ESP_OK : Socket found and LRU counter updated
« ESP_ERR_NOT_FOUND : Socket not found
* ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_get_client_1list (httpd_handle_t handle, size_t *fds, int *client_fds)
Returns list of current socket descriptors of active sessions.

#&1¥: Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.

ZH
* handle -- [in] Handle to server returned by httpd_start
» fds -- [inout] In: Size of provided client_fds array Out: Number of valid client fds
returned in client_fds,
* client_£ds -- [out] Array of client fds

* ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array

Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members
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int £4

Session socket file descriptor
int data_len
Data length

struct httpd_config
HTTP Server Configuration Structure.

$411: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify

only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority
Priority of FreeRTOS task which runs the server

size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uintl6_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the

server

uint16_t max_open_sockets

Max number of sockets/clients connected at any time (3 sockets are reserved for internal working of the

HTTP server)

uintl6_t max_uri_handlers

Maximum allowed uri handlers

uintl6_t max_resp_headers

Maximum allowed additional headers in HTTP response

uintl6_t backlog_conn

Number of backlog connections

bool 1lru_purge_enable

Purge “Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)

Espressif Systems 148
Submit Document Feedback

Release v5.1.6-1062-g876bbf9c30


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2. APl &%

uintl6_t send_wait_timeout

Timeout for send function (in seconds)

void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_f£fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.

httpd_free_ctx_fn_t global_transport_ctx_free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£fn
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.
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httpd_close_func_t close_£fn

Custom session closing callback.

Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n

URI matcher function.

Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP
request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher

Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

int method
The type of HTTP request, -1 if unsupported method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)

size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx
Session Context Pointer
A session context. Contexts are maintained across ’sessions’ for a given open TCP connection. One

session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.
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By default, this is NULL. URI Handlers can set this to any meaningful value.

If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx
Pointer to free context hook
Function to free session context

If the web server’s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.

struct httpd_uri
Structure for URI handler.

Public Members

const char *uri
The URI to handle

httpd_method_t method
Method supported by the URI

esp_err_t (*handler)(hitpd_req_t *1)
Handler to call for supported request method. This must return ESP_OK, or else the underlying socket

will be closed.

void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTPD_MAX_REQ_ HDR_LEN

HTTPD_MAX_ URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT
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HTTPD_200
HTTP Response 200

HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408

HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON

HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream

ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC

Result string truncated
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ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported

ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef struct httpd_req httpd_req_t
HTTP Request Data Structure.

typedef struct httpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level send function.

1. User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()
function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level recv function.

f&1#:  User specified recv function must handle errors internally, depending upon the set value of er-
rno, and return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of
httpd_req_recv() function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send

Espressif Systems 153 Release v5.1.6-1062-g876bbf9¢30
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2. APl &%

Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
e« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level “get pending bytes” function.

#47:: User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Return
* Bytes : The number of bytes waiting to be received
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_func_t)(hitpd_req_t *req, httpd_err_code_t error)
Function prototype for HTTP error handling.
This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is

used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

/i

e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

¢ When invoked, the validity of uri, method, content_lenand user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
¢ ESP_OK : error handled successful
» ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void *httpd_handle_t
HTTP Server Instance Handle.

Every instance of the server will have a unique handle.
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typedef enum http_method httpd_method_t
HTTP Method Type wrapper over "enum http_method” available in "http_parser” library.

typedef void (*httpd_£free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free

typedef esp_err_t (*httpd_open_func_t)(httpd_handle_t hd, int sockfd)
Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
¢ ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for closing a session.

£41E:  It's possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config t
HTTP Server Configuration Structure.

$51:: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function
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Enumerations

enum httpd_err_code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:

enumerator HTTPD_500_INTERNAL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND

enumerator HTTPD_405_METHOD_NOT_ALLOWED

enumerator HTTPD_408_REQ_TIMEOUT

enumerator HTTPD_411_LENGTH_REQUIRED

enumerator HTTPD_414_URI_TOO_LONG

enumerator HTTPD_431_REQ HDR_FIELDS_TOO_LARGE

enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_SERVER_EVENT ERROR

This event occurs when there are any errors during execution

enumerator HTTP_SERVER_EVENT START

This event occurs when HTTP Server is started

enumerator HTTP_SERVER_EVENT ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_SERVER_EVENT ON_HEADER

Occurs when receiving each header sent from the client
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enumerator HTTP_ SERVER_EVENT_HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_SERVER_EVENT_ON_DATA

Occurs when receiving data from the client

enumerator HTTP_SERVER_EVENT SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_ SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_ SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped

2.2.10 HTTPS JJ} %%

HTTPS IR 55 a4 AL AEHTTP IR 525 AR ELAE I IR 55 oA B A HTTP JIR 55 45 i 44 1L e
B, N SSL Al [l Ak B bR £

HTTP R %35 A0 T SCRY [RIVREE T ) P BE A SORYHE i R 5545

API W]

NHIHTTP R %% 1 APL ANIE I T HTTPS MR %35 . iX48 APLAUFRNERE ], JH TAb P 204 & ih f g
HEBIRAS .

» ”send”, “receive” F1”pending” [B]{EVE M} R E—AL P AR
— httpd_sess_set_send_override ()
— httpd_sess_set_recv_override ()
— httpd_sess_set_pending_override ()
* “transport context” fE# 2 E R
- httpd_sess_get_transport_ctx(): RA|£&3%H R SSL
— httpd _sess_set_transport_ctx()
- httpd_get_global_transport_ctx(): R[EILZH SSL R
- httpd_config: :global_transport_ctx
- httpd_config::global_transport_ctx_free_fn
— httpd_config::open_fn: HTRBEZEEREF

Fifth APTI UGN, BoA HABFRE .

Il

1527 7] protocols/https_server Je2f > QA5 E 2 4 M IR 55 4 -

SR, SRTEA MG, FFHARA B BT, BAERI IR LS5 P C B IR A A - ik A
G, KFHAR A MR S5 458 E Bl R

T8 3 MO R IR A B S A R TR AR ht tpd_ssl_config: :transport_mode, TU\i_? %?:?%‘%’%
SSL 3R SR8 MR 5525 . AE M s e BB L Ze e vE s B B nAE EREE d:ﬁIUJE‘EH%JIKIJJ

Espressif Systems 157 Release v5.1.6-1062-g876bbf9¢30
Submit Document Feedback


https://github.com/espressif/esp-idf/tree/876bbf9c30a/examples/protocols/https_server
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2. APl &%

BB IR AN R AT EPIRD , A R R B H LR TUARE B Z SO, WIREHR 2L L)
] JE2ild CAT N LB R PR RIEE S TR, RIRAFEAE 100 ms,

API %

Header File

¢ components/esp_https_server/include/esp_https_server.h

Functions
esp_err_thttpd_ssl_start (httpd_handle_t *handle, httpd_ssl_config_t *config)
Create a SSL capable HTTP server (secure mode may be disabled in config)
BH
* config -- [inout] - server config, must not be const. Does not have to stay valid after
calling this function.
* handle -- [out] - storage for the server handle, must be a valid pointer

JRIA] success
esp_err_thttpd_ssl_stop (httpd_handle_t handle)

Stop the server. Blocks until the server is shut down.
%% handle -- [in]
Bl
* ESP_OK: Server stopped successfully

e ESP_ERR_INVALID_ARG: Invalid argument
 ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

struct httpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.

Public Members

httpd_config_t httpd
Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.
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const uint8_t *servercert

Server certificate

size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)

size_t cacert_len

CA certificate byte length

const uint§_t *prvtkey_pem
Private key

size_t prvtkey_len
Private key byte length

bool use_ecdsa_peripheral

Use ECDSA peripheral to use private key

uint8_t ecdsa_key_efuse_blk
The efuse block where ECDSA key is stored

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uint16_t port_secure

Port used when transport mode is secure (default 443)

uintl6_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server

void *ss1_userdata

user data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use
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const char **alpn_protos

Application protocols the server supports in order of prefernece. Used for negotiating during the TLS
handshake, first one the client supports is selected. The data structure must live as long as the https server
itself'!

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init
(http_server default config had to be copied for customization)
Notes:

 port is set when starting the server, according to ’transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
* SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
« Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.
typedef void esp_https_server_ user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config_t

Enumerations

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL_TRANSPORT_SECURE

enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSL_USER_CB_SESS_CLOSE

2.2.11 ICMP Echo

Espressif Systems 160 Release v5.1.6-1062-g876bbf9¢30
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2. AP1 &%

Overview

ICMP (Internet Control Message Protocol) is used for diagnostic or control purposes or generated in response to
errors in IP operations. The common network util ping is implemented based on the ICMP packets with the type
field value of 0, also called Echo Reply.

During a ping session, the source host firstly sends out an ICMP echo request packet and wait for an ICMP echo reply
with specific times. In this way, it also measures the round-trip time for the messages. After receiving a valid ICMP
echo reply, the source host will generate statistics about the IP link layer (e.g. packet loss, elapsed time, etc).

It is common that IoT device needs to check whether a remote server is alive or not. The device should show the
warnings to users when it got offline. It can be achieved by creating a ping session and sending/parsing ICMP echo
packets periodically.

To make this internal procedure much easier for users, ESP-IDF provides some out-of-box APIs.

Create a new ping session To create a ping session, you need to fill in the esp_ping_config_t configuration
structure firstly, specifying target IP address, interval times, and etc. Optionally, you can also register some callback
functions with the esp_ping_callbacks_t structure.

Example method to create a new ping session and register callbacks:

static void test_on_ping_success (esp_ping_handle_t hdl, woid *args)
{

// optionally, get callback arguments

// const char* str = (const char*) args;

// printf ("%s\r\n", str); // "foo"

uint8_t ttl;

uintlé6_t seqno;

uint32_t elapsed_time, recv_len;

ip_addr_t target_addr;

esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &seqgno, sizeof (segno));

esp_ping_get_profile (hdl, ESP_PING_PROF_TTL, &ttl, sizeof(ttl));

esp_ping_get_profile(hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr)) ;

esp_ping_get_profile (hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));

esp_ping_get_profile(hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—~time));

printf ("$d bytes from %s icmp_seg=%d ttl=%d time=%d ms\n",

recv_len, inet_ntoa(target_addr.u_addr.ip4), seqno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, woid *args)
{
uintlé6_t seqgno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &seqgno, sizeof (seqgno));
esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;
printf ("From %s icmp_seg=%d timeout\n", inet_ntoa(target_addr.u_addr.ipd), .
—»5eqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, woid *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));
esp_ping_get_profile (hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

(CFgkzE)
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(£ L£50)

esp_ping_get_profile (hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("%d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping/()

{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));
getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ipd4addr (ip_2_1ip4 (&¢target_addr), &addré);
freeaddrinfo (res);

esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;

ping_config.target_addr = target_addr; // target IP address

ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—pling_stop can stop it

/* set callback functions */
esp_ping_callbacks_t cbs;
cbs.on_ping_success = test_on_ping_success;
cbs.on_ping_timeout = test_on_ping_timeout;
cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—can be NULL
cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;
esp_ping_new_session (&ping_config, &cbs, &ping);

Start and Stop ping session You can start and stop ping session with the handle returned by
esp_ping_new_session. Note that, the ping session won’t start automatically after creation. If the ping session
is stopped, and restart again, the sequence number in ICMP packets will recount from zero again.

Delete a ping session If a ping session won’t be used any more, you can delete it with
esp_ping_delete_session. Please make sure the ping session is in stop state (i.e. you have called
esp_ping_stop before or the ping session has finished all the procedures) when you call this function.

Get runtime statistics As the example code above, you can call esp_ping_get_profile to get different
runtime statistics of ping session in the callback function.

Application Example

ICMP echo example: protocols/icmp_echo

API Reference

Header File
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¢ components/Iwip/include/apps/ping/ping_sock.h

Functions

esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,

esp_ping_handle_t *hdl_out)
Create a ping session.

S

* config -- ping configuration

* cbs -- a bunch of callback functions invoked by internal ping task

* hdl_out -- handle of ping session
B

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)

e ESP_ERR_NO_MEM: out of memory
* ESP_FAIL: other internal error (e.g. socket error)

* ESP_OK: create ping session successfully, user can take the ping handle to do follow-on

jobs
esp_err_t esp_ping_delete_session (esp_ping_handle_t hdl)

Delete a ping session.

%%% hdl -- handle of ping session
Bl

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)

* ESP_OK: delete ping session successfully
esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.

%4 hdl -- handle of ping session
B

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)

» ESP_OK: start ping session successfully
esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.

%4 hdl -- handle of ping session
B

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)

» ESP_OK: stop ping session successfully

esp_err_t esp_ping_get_profile (esp_ping_handle_t hdl, esp_ping profile_t profile, void *data, uint32_t

size)

Get runtime profile of ping session.

BH
* hdl -- handle of ping session
* profile -- type of profile
* data -- profile data
* size -- profile data size

B

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
o ESP_ERR_INVALID_SIZE: the actual profile data size doesn’t match the “size” param-

eter
* ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of “ping” callback functions.
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Public Members

void *cb_args

arguments for callback functions

void (*on_ping_success)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when receive ICMP echo reply packet timeout.

void (*on_ping_end)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_t
Type of “ping” configuration.

Public Members

uint32_t count

A ”ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

uint32_t data_size

Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header

ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface
Netif index, interface=0 means NETIF_NO_INDEX
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Macros
ESP_PING_DEFAULT_CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely

Type Definitions

typedef void *esp_ping_handle_t

Type of “ping” session handle.

Enumerations

enum esp_ping profile_t

Profile of ping session.

Values:

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure

enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target

enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet

enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session

2.2.12 mDNS k55
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e GitHub | mDNS 2H{4
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2.2.13 Mbed TLS

Mbed TLS is a C library that implements cryptographic primitives, X.509 certificate manipulation and the SSL/TLS
and DTLS protocols. Its small code footprint makes it suitable for embedded systems.

$&1E: ESP-IDF uses a fork of Mbed TLS which includes a few patches (related to hardware routines of certain
modules like bignum (MPI) and ECC) over vanilla Mbed TLS.

Mbed TLS supports SSL 3.0 up to TLS 1.3 and DTLS 1.0 to 1.2 communication by providing the following:

e TCP/IP communication functions: listen, connect, accept, read/write.
¢ SSL/TLS communication functions: init, handshake, read/write.

* X.509 functions: CRT, CRL and key handling

* Random number generation

* Hashing

* Encryption/decryption

412 Mbed TLS is in the process of migrating all the documentation to a single place. In the meantime, users can
find the documentation at the old Mbed TLS site .

Mbed TLS Support in ESP-IDF

Please find the information about the Mbed TLS versions present in different branches of ESP-IDF here.

#51:: Please refer the ESP-IDF Migration Guide to migrate from Mbed TLS version 2.x to version 3.0 or greater.

Application Examples
Examples in ESP-IDF use ESP-TLS which provides a simplified API interface for accessing the commonly used TLS
functionality.

Refer to the examples protocols/https_server/simple (Simple HTTPS server) and protocols/https_request (Make
HTTPS requests) for more information.

If the Mbed TLS API is to be used directly, refer to the example protocols/https_mbedtls.
Alternatives
ESP-TLS acts as an abstraction layer over the underlying SSL/TLS library and thus has an option to use Mbed TLS

or wolfSSL as the underlying library. By default, only Mbed TLS is available and used in ESP-IDF whereas wolfSSL
is available publicly at https://github.com/espressif/esp-wolfSSL with the upstream submodule pointer.
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Please refer to ESP-TLS: Underlying SSL/TLS Library Options docs for more information on this and comparison of
Mbed TLS and wolfSSL.

Important Config Options

Following is a brief list of important config options accessible at Component Config -> mbedTLS. The full
list of config options can be found here.

e CONFIG_MBEDTLS_SSL_PROTO_TLSI_2: Support for TLS 1.2

e CONFIG_MBEDTLS_SSL_PROTO_TLSI_3: Support for TLS 1.3

e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: Support for trusted root certificate bundle (more about this:
ESP x509 Certificate Bundle)

* CONFIG_MBEDTLS_CLIENT _SSL_SESSION_TICKETS: Support for TLS Session Resumption: Client session
tickets

e CONFIG_MBEDTLS_SERVER_SSL_SESSION_TICKETS: Support for TLS Session Resumption: Server session
tickets

* CONFIG_MBEDTLS_HARDWARE_SHA: Support for hardware SHA acceleration

* CONFIG_MBEDTLS_HARDWARE_AES: Support for hardware AES acceleration

e CONFIG_MBEDTLS_HARDWARE_MPI: Support for hardware MPI (bignum) acceleration

41 : Mbed TLS v3.0.0 and later support only TLS 1.2 and TLS 1.3 (SSL 3.0, TLS 1.0, TLS 1.1 and DTLS 1.0 are
not supported). The support for TLS 1.3 is experimental and only supports the client-side. More information about
this can be found out here.

Performance and Memory Tweaks

Reducing Heap Usage The following table shows typical memory usage with different configs when the proto-
cols/https_request example (with Server Validation enabled) was run with Mbed TLS as the SSL/TLS library.

Mbed TLS | Related Configs Heap

Test Usage
(approx.)

Default NA 42196 B

Enable SSL | CONFIG_MBEDTLS_SSL_VARIABLE_BUFFER_LENGTH 42120 B

Variable Length

Disable Keep | CONFIG_MBEDTLS _SSL_KEEP_PEER_CERTIFICATE 38533 B

Peer Certificate

Enable Dy- | CONFIG_MBEDTLS_DYNAMIC _BUFFER CON- | 22013 B

namic TX/RX | FIG_MBEDTLS_DYNAMIC_FREE_CONFIG_DATA CON-

Buffer FIG_MBEDTLS_DYNAMIC_FREE_CA_CERT

1. These values are subject to change with change in configuration options and versions of Mbed TLS.

Reducing Binary Size Under Component Config —> mbedTLS, there are multiple Mbed TLS features
which are enabled by default but can be disabled if not needed to save code size. More information can be about this
can be found in Minimizing Binary Size docs.

1t APT #3531 7 B AL A7 (e ESP-IDF 7 11351 H (1% protocols H & T .
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2.3

%4 API

2.3.1 Bluetooth® Common

BT GENERIC DEFINES

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_defs.h

Structures

struct esp_ble_conn_params_t

create connection parameters

Public Members

uintl6_t scan_interval
Initial scan interval, in units of 0.625ms, the range is 0x0004(2.5ms) to OXFFFF(10.24s).

uintl6_t scan_window
Initial scan window, in units of 0.625ms, the range is 0x0004(2.5ms) to OXFFFF(10.24s).

uintl6_t interval_min

Minimum connection interval, in units of 1.25ms, the range is 0x0006(7.5ms) to 0x0C80(4s).

uintl6_t interval_max

Maximum connection interval, in units of 1.25ms, the range is 0x0006(7.5ms) to 0x0C80(4s).

uintl6_t latency
Connection latency, the range is 0x0000(0) to 0x01F3(499).

uintl6_t supervision_timeout

Connection supervision timeout, in units of 10ms, the range is from 0x000A(100ms) to 0x0C80(32s).

uintl6_tmin_ce_len

Minimum connection event length, in units of 0.625ms, setting to 0 for no preferred parameters.

uintl6_tmax_ce_len

Maximum connection event length, in units of 0.625ms, setting to O for no preferred parameters.
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struct esp_bt_uuid_t
UUID type.

Public Members

uintl6_t 1len
UUID length, 16bit, 32bit or 128bit

uintl6_t uuidlé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[ESP_UUID_LEN_128]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UUID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)

ESP_BT_STATUS_BASE_FOR_HCI_ERR

ESP_BT_OCTET16_LEN

ESP_BT_OCTET8_LEN

ESP_DEFAULT GATT_IF
Default GATT interface id.

ESP_BLE_PRIM_ADV_INT MIN

Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM_ADV_INT MAX

Maximum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_CONN_INT_ MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_ MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h
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ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h

ESP_BLE_PHY_ 1M_PREF_MASK
The Host prefers use the LE1M transmitter or receiver PHY

ESP_BLE_PHY 2M_PREF_MASK
The Host prefers use the LE2M transmitter or receiver PHY

ESP_BLE_PHY CODED_PREF_MASK
The Host prefers use the LE CODED transmitter or receiver PHY

ESP_BLE_IS_VALID_PARAM (X, min, max)

Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN_32

ESP_UUID_LEN 128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_PEER_IRK_LEN
Bluetooth peer irk.

ESP_BLE_ENC_KEY MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY_ MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &
response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.
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ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

ESP_BLE_ADV_NAME_LEN_MAX

ESP_INVALID_CONN_HANDLE

Type Definitions

typedef uint8_t esp_bt_octet16_t[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]

typedef uint8_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_ble_phy mask_t

typedef uint8_t esp_bd_addr_t[ESP_BD_ADDR_LEN]

Bluetooth device address.

typedef uint8_t esp_ble_key_mask_t

Enumerations

enum esp_bt_status_t

Status Return Value.

Values:

enumerator ESP_BT_STATUS_SUCCESS

enumerator ESP_BT_STATUS_FAIL

enumerator ESP_BT_STATUS_NOT_READY

enumerator ESP_BT_STATUS_NOMEM

enumerator ESP_BT_STATUS_BUSY

enumerator ESP_BT_STATUS_DONE

enumerator ESP_BT_STATUS_UNSUPPORTED

enumerator ESP_BT_STATUS_PARM INVALID

enumerator ESP_BT_STATUS_UNHANDLED
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enumerator ESP_BT_STATUS_AUTH_FAILURE

enumerator ESP_BT_STATUS_RMT_DEV_DOWN

enumerator ESP_BT_STATUS_AUTH_REJECTED

enumerator ESP_BT_STATUS_INVALID_ STATIC_RAND_ ADDR

enumerator ESP_BT_STATUS_PENDING

enumerator ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_PARAM OUT_OF _RANGE

enumerator ESP_BT_STATUS_TIMEOUT

enumerator ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_FMT

enumerator ESP_BT_STATUS_MEMORY_FULL

enumerator ESP_BT_STATUS_EIR_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SUCCESS

enumerator ESP_BT_STATUS_HCI_ILLEGAL_COMMAND

enumerator ESP_BT_STATUS_HCI_NO_CONNECTION

enumerator ESP_BT_STATUS_HCI_HW_FAILURE

enumerator ESP_BT_STATUS_HCI_PAGE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_AUTH_FAILURE

enumerator ESP_BT_STATUS_HCI_KEY MISSING

enumerator ESP_BT_STATUS_HCI_MEMORY_FULL

enumerator ESP_BT_STATUS_HCI_CONNECTION_TOUT

enumerator ESP_BT_STATUS_HCI_MAX_ NUM_OF_CONNECTIONS
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enumerator ESP_BT_STATUS_HCI_MAX NUM OF_SCOS

enumerator ESP_BT_STATUS_HCI_CONNECTION_EXISTS

enumerator ESP_BT_STATUS_HCI_COMMAND_DISALLOWED

enumerator ESP_BT_STATUS_HCI_HOST_ REJECT_RESOURCES

enumerator ESP_BT_STATUS_HCI_HOST REJECT_SECURITY

enumerator ESP_BT_STATUS_HCI_HOST_ REJECT_ DEVICE

enumerator ESP_BT_STATUS_HCI_HOST_TIMEOUT

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_VALUE

enumerator ESP_BT_STATUS_HCI_ILLEGAL_PARAMETER_FMT

enumerator ESP_BT_STATUS_HCI_PEER_USER

enumerator ESP_BT_STATUS_HCI_PEER_LOW_RESOURCES

enumerator ESP_BT_STATUS_HCI_PEER_POWER_OFF

enumerator ESP_BT_STATUS_HCI_CONN_CAUSE_LOCAL_HOST

enumerator ESP_BT_STATUS_HCI_REPEATED_ATTEMPTS

enumerator ESP_BT_STATUS_HCI_PAIRING_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_LMP_PDU

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_ REM_FEATURE

enumerator ESP_BT_STATUS_HCI_SCO_OFFSET_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_INTERVAL_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_AIR_MODE

enumerator ESP_BT_STATUS_HCI_INVALID_LMP_ PARAM

enumerator ESP_BT_STATUS_HCI_UNSPECIFIED

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_LMP_PARAMETERS
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enumerator ESP_BT_STATUS_HCI_ROLE_CHANGE_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_LMP_RESPONSE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_LMP_ERR_TRANS_COLLISION

enumerator ESP_BT_STATUS_HCI_LMP_PDU_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_ENCRY_ MODE_NOT_ ACCEPTABLE

enumerator ESP_BT_STATUS_HCI_UNIT_KEY_ USED

enumerator ESP_BT_STATUS_HCI_QOS_NOT_ SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSTANT_ PASSED

enumerator ESP_BT_STATUS_HCI_PAIRING_WITH_UNIT_KEY NOT_ SUPPORTED

enumerator ESP_BT_STATUS_HCI_DIFF_TRANSACTION_COLLISION

enumerator ESP_BT_STATUS_HCI_UNDEFINED_O0x2B

enumerator ESP_BT_STATUS_HCI_QOS_UNACCEPTABLE_PARAM

enumerator ESP_BT_STATUS_HCI_QOS_REJECTED

enumerator ESP_BT_STATUS_HCI_CHAN_CLASSIF_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSUFFCIENT_SECURITY

enumerator ESP_BT_STATUS_HCI_PARAM OUT_OF_RANGE

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x31

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_PENDING

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x33

enumerator ESP_BT_STATUS_HCI_RESERVED_SLOT_VIOLATION

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_FAILED

enumerator ESP_BT_STATUS_HCI_INQ_ RSP_DATA_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SIMPLE_PAIRING_NOT_ SUPPORTED
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enumerator ESP_BT_STATUS_HCI_HOST_ BUSY_PAIRING

enumerator ESP_BT_STATUS_HCI_REJ_NO_SUITABLE_CHANNEL

enumerator ESP_BT_STATUS_HCI_CONTROLLER_BUSY

enumerator ESP_BT_STATUS_HCI_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_HCI_DIRECTED_ADVERTISING_TIMEOUT

enumerator ESP_BT_STATUS_HCI_CONN_TOUT DUE_TO_MIC_FAILURE

enumerator ESP_BT_STATUS_HCI_CONN_FAILED_ ESTABLISHMENT

enumerator ESP_BT_STATUS_HCI_MAC_CONNECTION_FAILED

enumerator ESP_BT_STATUS_HCI_CCA_REJECTED

enumerator ESP_BT_STATUS_HCI_TYPEO_SUBMAP_NOT_DEFINED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_ADV_ID

enumerator ESP_BT_STATUS_HCI_LIMIT REACHED

enumerator ESP_BT_STATUS_HCI_OPT_CANCEL_BY_ HOST

enumerator ESP_BT_STATUS_HCI_PKT_TOO_LONG

enumerator ESP_BT_STATUS_HCI_TOO_LATE

enumerator ESP_BT_STATUS_HCI_TOO_EARLY

enum esp_bt_dev_type_t
Bluetooth device type.

Values:

enumerator ESP_BT _DEVICE_TYPE_BREDR

enumerator ESP_BT_DEVICE_TYPE_BLE

enumerator ESP_BT_DEVICE_TYPE_DUMO

enum esp_ble_addr_type_t
BLE device address type.

Values:

Espressif Systems 175 Release v5.1.6-1062-g876bbf9¢30
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2. APl &%

enumerator BLE_ ADDR_TYPE_PUBLIC
Public Device Address

enumerator BLE_ADDR_TYPE_RANDOM

Random Device Address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enumerator BLE_ ADDR_TYPE_RPA_PUBLIC
Resolvable Private Address (RPA) with public identity address

enumerator BLE_ ADDR_TYPE_RPA RANDOM

Resolvable Private Address (RPA) with random identity address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enum esp_ble_wl_addr_type_t
white list address type

Values:

enumerator BLE_WL_ADDR_TYPE_PUBLIC
Public Device Address

enumerator BLE_WL_ADDR_TYPE_RANDOM

Random Device Address

BT MAIN API

API Reference

Header File

¢ components/bt/host/bluedroid/api/include/api/esp_bt_main.h

Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)

Get bluetooth stack status.
J&[n] Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init().
$EA |
e ESP_OK : Succeed
e Other : Failed
esp_err_t esp_bluedroid_disable (void)
Disable Bluetooth, must be called prior to esp_bluedroid_deinit().

1. Before calling this APIL, ensure that all activities related to the application, such as connections, scans,
etc., are properly closed.

B
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e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_init (void)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.

$Ey |
e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_deinit (void)

Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

B
e ESP_OK : Succeed
¢ Other : Failed

Enumerations
enum esp_bluedroid_status_t
Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

enumerator ESP_ BLUEDROID_STATUS_UNINITIALIZED

Bluetooth not initialized

enumerator ESP_ BLUEDROID_STATUS_INITIALIZED

Bluetooth initialized but not enabled

enumerator ESP_ BLUEDROID_STATUS_ENABLED

Bluetooth initialized and enabled

BT DEVICE APIs

Overview Bluetooth device reference APIs.

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_device.h

Functions
const uint8_t *esp_bt_dev_get_address (void)

Get bluetooth device address. Must use after “esp_bluedroid_enable”.
&[] bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled
esp_err_t esp_bt_dev_set_device_name (const char *name)
Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDR/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

%% name -- [in] : device name to be set

B
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ESP_OK : Succeed

ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit

* ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled

e ESP_FAIL : others

2.3.2 Bluetooth® Low Energy
GAP API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

 This is a SMP security client demo and its tutorial. This demo initiates its security parameters and acts as a
GATT client, which can send a security request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_client
— GATT Security Client Example Walkthrough
 This is a SMP security server demo and its tutorial. This demo initiates its security parameters and acts as a
GATT server, which can send a pair request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_server
— GATT Security Server Example Walkthrough

API Reference

Header File
¢ components/bt/host/bluedroid/api/include/api/esp_gap_ble_api.h

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)

This function is called to occur gap event, such as scan result.

$&1E: Avoid performing time-consuming operations within the callback functions.

%% callback -- [in] callback function
FEA ]

¢ ESP_OK : success

e other : failed

esp_gap_ble_cb_t esp_ble_gap_get_callback (void)
This function is called to get the current gap callback.
B
* esp_gap_ble_cb_t : callback function
esp_err_t esp_ble_gap_config adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.
%4 adv_data -- [in] Pointer to User defined ADV data structure. This memory space can not
be freed until callback of config_adv_data is received.
B
e ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

%%, scan_params -- [in] Pointer to User defined scan_params data structure. This memory
space can not be freed until callback of set_scan_params

Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
%%, duration -- [in] The scanning duration in seconds. Set to 0 for continuous scanning until
explicitly stopped.
A
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.
Bl
» ESP_OK : success
— other : failed
esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)

This function is called to start advertising.

%%, adv_params -- [in] pointer to User defined adv_params data structure.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.
%4 params -- [in] - connection update parameters
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
Bl
» ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function allows configuring either a Non-Resolvable Private Address or a Static Random Address.

%% rand_addr -- [in] The address to be configured. Refer to the table below for possible
address subtypes:
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| address [47:46] | Address Type |
—Corresponding API |

| 0b00 | Non—-Resolvable Private | esp_
—ble_gap_addr_create_nrpa |
| | Address (NRPA) | u

| 0b1l1 | Static Random Address | esp_

B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_addr_create_static (esp_bd_addr_t rand_addr)
Create a static device address.
%4 rand_addr -- [out] Pointer to the buffer where the static device address will be stored.
#&a] - ESP_OK : Success
e Other : Failed
esp_err_t esp_ble_gap_addr_create_nrpa (esp_bd_addr_t rand_addr)
Create a non-resolvable private address (NRPA)
%% rand_addr -- [out] Pointer to the buffer where the NRPA will be stored.
&A] - ESP_OK : Success
* Other : Failed
esp_err_t esp_ble_gap_set_resolvable_private_address_timeout (uintl6_t rpa_timeout)

This function sets the length of time the Controller uses a Resolvable Private Address before generating and
starting to use a new resolvable private address.

£41:: Note: This function is currently not supported on the ESP32 but will be enabled in a future update.

%4 rpa_timeout -- [in] The timeout duration in seconds for how long a Resolvable Private
Address is used before a new one is generated. The value must be within the range specified
by the Bluetooth specification (0x0001 to 0xOE10), which corresponds to a time range of 1
second to 1 hour. The default value is 0x0384 (900 seconds or 15 minutes).
B
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_add_device_to_resolving_ list (esp_bd_addr_t peer_addr, uint8_t
addr_type, uint8_t *peer_irk)
This function adds a device to the resolving list used to generate and resolve Resolvable Private Addresses in
the Controller.

£511: Note: This function shall not be used when address resolution is enabled in the Controller and:

¢ Advertising (other than periodic advertising) is enabled,

» Scanning is enabled, or

* an HCI_LE_Create_Connection, HCI_LE_Extended_Create_Connection, or
HCI_LE_Periodic_Advertising_Create_Sync command is pending. This command may be used
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at any time when address resolution is disabled in the Controller. The added device shall be set to
Network Privacy mode.

SH
* peer_addr -- [in] The peer identity address of the device to be added to the resolving
list.
* addr_type -- [in] The address type of the peer identity address
(BLE_ADDR_TYPE_PUBLIC or BLE_ADDR_TYPE_RANDOM).
* peer_irk -- [in] The Identity Resolving Key (IRK) of the device.
Bl
» ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.
B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_config_local_privacy (bool privacy_enable)
Enable/disable privacy (including address resolution) on the local device.
%4 privacy_enable -- [in] - enable/disable privacy on remote device.
B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_config _local_icon (uintl6_ticon)

Set the local GAP appearance icon.

For a complete list of valid appearance values, please refer to 72.6.2 Appearance Category ranges” at: https:
/Iwww.bluetooth.com/specifications/assigned-numbers/

511 : This API does not restrict the input icon value. If an undefined or incorrect icon value is used, the
device icon may not display properly.

%% icon -- [in] - External appearance value (16-bit), as defined by the Bluetooth SIG.
R

e ESP_OK : Success

e ESP_FAIL : Internal failure

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)

Add or remove device from white list.

ZH
* add_remove -- [in] the value is true if added the ble device to the white list, and false
remove to the white list.
e remote_bda -- [in] the remote device address add/remove from the white list.
* wl_addr_type -- [in] whitelist address type
P[]
* ESP_OK : success
« other : failed

Espressif Systems 181 Release v5.1.6-1062-g876bbf9¢30
Submit Document Feedback


https://www.bluetooth.com/specifications/assigned-numbers/
https://www.bluetooth.com/specifications/assigned-numbers/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1062-g876bbf9c30

Chapter 2. APl &%

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.
B
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)
Get the whitelist size in the controller.

%% length -- [out] the white list length.
$Eq |

* ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t min_conn_int,
uint16_t max_conn_int, uint16_t slave_latency,
uint16_t supervision_tout)
This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

SH
* bd_addr -- [in] BD address of the peripheral
* min_conn_int -- [in] minimum preferred connection interval
* max_conn_int -- [in] maximum preferred connection interval
* slave_latency -- [in] preferred slave latency
* supervision_tout -- [in] preferred supervision timeout
R
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device Note: This API don’t affect the advertising data.
2% name -- [in] - device name.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_get_device_name (void)
Get device name of the local device.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t *addr_type)
This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

ZH
* local_used_addr -- [in] - current local used ble address (six bytes)
* addr_type -- [in] - ble address type

&IA] - ESP_OK : success
* other : failed

uint§_t *esp_ble_resolve_adv_data_by_ type (uint8_t *adv_data, uint16_t adv_data_len,
esp_ble_adv_data_type type, uint8_t *length)

This function is called to get ADV data for a specific type.

$4{¥: This is the recommended function to use for resolving ADV data by type. It improves upon the
deprecated esp_ble_resolve_adv_data function by including an additional parameter to specify the
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length of the ADV data, thereby offering better safety and reliability.

SH
* adv_data -- [in] - pointer of ADV data which to be resolved
* adv_data_1len -- [in] - the length of ADV data which to be resolved.
* type -- [in] - finding ADV data type
* length -- [out] - return the length of ADV data not including type
& Ia] pointer of ADV data

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)

This function is called to get ADV data for a specific type.

51k This function has been deprecated and will be removed in a future release. Please use
esp_ble_resolve_adv_data_by_type instead, which provides better parameter validation and sup-
ports more accurate data resolution.

SH

* adv_data -- [in] - pointer of ADV data which to be resolved

* type -- [in] - finding ADV data type

* length -- [out] - return the length of ADV data not including type
R[] pointer of ADV data

esp_err_t esp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.
S8
* raw_data -- [in] : raw advertising data with the format: [Length 1][Data Type 1][Data

1][Length 2][Data Type 2][Data 2] ...
* raw_data_len -- [in] : raw advertising data length , less than 31 bytes
Bl
¢ ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config scan_rsp_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw scan response data. User need to fill scan response data by self.
S8

* raw_data -- [in] : raw scan response data

* raw_data_1len -- [in] : raw scan response data length , less than 31 bytes
B

¢ ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)
This function is called to read the RSSI of remote device. The address of link policy results are returned in the

gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.

%:¥( remote_addr -- [in] : The remote connection device address.
B

¢ ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_add_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type, esp_duplicate_info_t
device_info)

This function is called to add a device info into the duplicate scan exceptional list.

S
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* type -- [in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADYV , device_info is invalid.

e device_info -- [in] the device information.

P[]
e ESP_OK : success
« other : failed

esp_err_t esp_ble_gap_remove_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type,
esp_duplicate_info_t
device_info)

This function is called to remove a device info from the duplicate scan exceptional list.

2H
* type -- [in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADYV , device_info is invalid.
e device_info -- [in] the device information.
P[]
e ESP_OK : success
« other : failed

esp_err_t esp_ble_gap_clean_duplicate_scan_exceptional_list (esp_duplicate_scan_exceptional_list_type_t
list_type)
This function is called to clean the duplicate scan exceptional list. This API will delete all device information
in the duplicate scan exceptional list.

%%, list_type -- [in] duplicate scan exceptional list type, the value can be one or more of
esp_duplicate_scan_exceptional_list_type_t.
izl
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_security_param (esp_ble_sm_param_t param_type, void *value, uint8_t
len)

Set a GAP security parameter value. Overrides the default value.

Secure connection is highly recommended to avoid some major
vulnerabilities like 'Impersonation in the Pin Pairing Protocol'
(CVE-2020-26555) and 'Authentication of the LE Legacy Pairing
Protocol'.

To accept only “secure connection mode’, it is necessary do as.

—following:
1. Set bit "ESP_LE_AUTH_REQ_SC_ONLY  ( param_type  1is
"ESP_BLE_SM_AUTHEN_REQ_MODE'), bit "ESP_LE_AUTH_BOND  and bit
"ESP_LE_AUTH_REQ_MITM' is optional as required.
2. Set to 'ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE  ( param_

—~type® 1is
"ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH").

ZH

* param_type -- [in] : the type of the param which to be set
* value -- [in] : the param value
e len -- [in] : the length of the param value

#&n] - ESP_OK : success
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 other : failed

esp_err_t esp_ble_gap_security_rsp (esp_bd_addr_t bd_addr, bool accept)
Grant security request access.

BH

* bd_addr -- [in] : BD address of the peer

* accept -- [in] : accept the security request or not
&A] - ESP_OK : success

* other : failed

esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act_t sec_act)
Set a gap parameter value. Use this function to change the default GAP parameter values.

B8
* bd_addr -- [in] : the address of the peer device need to encryption
* sec_act -- [in] : This is the security action to indicate what kind of BLE security level
is required for the BLE link if the BLE is supported
&a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)
Reply the key value to the peer device in the legacy connection stage.

S

* bd_addr -- [in] : BD address of the peer

* accept -- [in] : passkey entry successful or declined.

* passkey -- [in] : passkey value, must be a 6 digit number, can be lead by 0.
#&n] - ESP_OK : success

e other : failed

esp_err_t esp_ble_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the confirm value to the peer device in the secure connection stage.
S8
* bd_addr -- [in] : BD address of the peer device
* accept -- [in] : numbers to compare are the same or different.
J&M| - ESP_OK : success
* other : failed
esp_err_t esp_ble_remove_bond_device (esp_bd_addr_t bd_addr)
Removes a device from the security database list of peer device. It manages unpairing event while connected.
%% bd_addr -- [in] : BD address of the peer device
&A] - ESP_OK : success
* other : failed
int esp_ble_get_bond_device_num (void)
Get the device number from the security database list of peer device. It will return the device bonded number

immediately.

J&[H] - >= 0 : bonded devices number.
e ESP_FAIL : failed

esp_err_t esp_ble_get_bond_device_list (int *dev_num, esp_ble_bond_dev_t *dev_list)
Get the device from the security database list of peer device. It will return the device bonded information

immediately.

B8
* dev_num -- [inout] Indicate the dev_list array(buffer) size as input. If dev_num is
large enough, it me