ESP32-C3
ESP-IDF Programming Guide

Release v5.1.5-92-g5b6aal9189
IREETR BB
2024 4F 11 H 06 H

)



Table of contents

Table of contents i
1 Al 3
L1 IR e 3
1.2 HERSTAE .« o 3
120 BEEE: 3

122 B8 4

1.3 e 4
1.3.1  IDE . . . e e e e e 4

1.3.2  FolEsE 4

14 GeiFsB— TR . . 35
1.5 HIZZESP-IDF . . . . . 35
2 API &% 37
2.1 APLZUSE . . 37
200 AR Lo 37

212 FEEESEME . L 37

213 FAAAPL . . o 39

214 RGBITIHALE .o 39

2.1.5  APLEESEMTE . . o e 39

22 NWHEL 40
221 ASIOPOIt . . . o ot 40

222  ESP-Modbus . . . . . . .. e e e e 40

223  ESP-MQTT . . . . . e e e e e 41

2.2.4  ESP-TLS . . . . . e 59

225 EBSPHTTP 0 . o o v v o e e e e e e e e e e e e e e 75

2.2.6  ESPLocal Control . . . . . . . . . . . . . . e 91

2277 ESPSerial Slave Link . . . . . . . . ... 101

2.2.8 ESPx509 Certificate Bundle . . . . .. .. ... ... .. .. .. .. ... .. . ..., 115

229 HTTPHRSZS . - o o o o 118
2.2.10 HTTPS IRGHE . . o o e e e e e e e e e e 145
2211 ICMPECho . . . . . . . e e e 148
2212 mDNS RS . . . o e 153
2213 Mbed TLS . . . . . . e e e e e e 154
2214 TP MIZEIZMIL . . o e 156

23 TR APL . . 156
2.3.1  Bluetooth® Common . . . . . . . . . . . . e e 156

2.3.2  Bluetooth® Low Energy . . . . . . . . . ... 165

2.3.3  Controller && VHCI . . . . . . . . . . e 308

2.3.4 ESP-BLE-MESH . . . . . . . . . e e e 319

2.3.5 NimBLE-basedhost APIs . . . . . . . . . . . . . . . . . . .. 602

24 FESRACHEDZZE 604
25 GEMAPL . ..o 611
251 WI-Fio o e e e e 611

252 DPAKRI e 731

2,53 Thread . . . . . . . .. e 766

254 TP MIZEIETIL . . 776




2.6

2.7

2.8

29

2.10

255 TP FZEIEMML « o o 811

25.6  NHEWML . .o 814

ANEEAPT e 814

2.6.1  FiEEEEE (ADC) BARFEAETCERS . . . . . 814

2.6.2  Analog to Digital Converter (ADC) Continuous Mode Driver . . . . . . . ... ... .. 824

263  BEUHERES (ADC) BHEIKEHAEIE . . . o o 832

2.6.4 BRI L e 834

2.6.5 GPIO&RTCGPIO . ... . .. . e e e e 844

2.6.6  GHAEIEE © e 862

267  LHGPIO . . .. . e 876

2.6.8  Hash-based Message Authentication Code (HMAC) . . . . ... ... ... ... .... 880

2.6.9  Digital Signature (DS) . . . . . . .. e 884

2610 RCIRFNFEIT . . o o o e 890

2.6.11 I2S . . . e 908

2.6.12 LCD . . . . e e e e 947

2.6.13 LEDPWMIEHIES . . . . o o 961

2,614 LIAMERE RMT) . . . o oo e 979

2.6.15 SDSPI EHEKBHERT . . . o o 1004
2.6.16 Sigma-Delta Modulation (SDM) . . . . . . . . . . . e 1009
2.6.17 SPIFlash API . . . . . . . . e e e e 1015
2.6.18 SPIMaster Driver . . . . . . . . . o o e e e e e e e e e e e e e e 1043
2.6.19 SPIMMLIRFNRRIT . . . o o o o 1065
2,620 SPT MMLEAUTALR . o . 1071
2.621 JRPEEABEGES . . e 1079
2.6.22 Two-Wire Automotive Interface (TWAI) . . . . . .. .. ... ... ... ... ..... 1082
2,623 WHAREEENE KRS (UART) . . . . e 1100
THELE © o o o e 1123
270 THAY e 1123
272 THECESZE e 1124
273  ffiff sdkconfig.defaults . . . . . . . .. ... 1124
274 Keonfig #2CHE « - o . o o e 1124
2775 Keonfig SE I JGTERTE .« o o o 1124
2776 PFREGEIIZE .. e 1125
BC APT . e 1433
2.8.1  PRBLEME . . . o e 1433
282 G . . e 1451
283  WI-Fiil . L o e e 1455
TG APL © . o e 1475
29.1  FAT XFRGE . . o o e 1476
292 BIFEEIT . e 1484
293 HEGRMAFAEIE . . . . . 1488
294  NVSZXAERFET . . . o e 1510
29.5  NVSHOXKIBATERIT . . o o e 1514
29.6 SD/SDIO/MMC IRENFEIT . . . o o o e e 1515
297 K APL ... e 1528
29.8  SPIFFS SUHFRGE . . . . o o e 1537
299  EWISCHEZRGAEM . ... 1541
2910 PFEIIMT APL. . . ... 1556
System APL . . . . . o e 1559
2.10.1 AppImage Format . . . . . . . . . . . . . e e 1559
2.10.2 Application Level Tracing . . . . . . . . . .. ... 1565
2.10.3 Call function with external stack . . . . . . . .. .. ... .. .. ... .. .. ... 1570
2.10.4 ChipRevision . . . . . . . . .. 1571
210.5 FEHIGLIT . . o o 1574
2.10.6 eFuse Manager . . . . . . . . . ... e e 1583
2.10.7 Error Codes and Helper Functions . . . . . . . ... ... .. ... ... . ... .... 1615
2.10.8 ESPHTTPS OTA . . . . . . . e e e e 1618
2.109 EventLoopLibrary . . . . . . . . . . 1625




2.10.10
2.10.11
2.10.12
2.10.13
2.10.14
2.10.15
2.10.16
2.10.17
2.10.18
2.10.19
2.10.20
2.10.21
2.10.22
2.10.23
2.10.24
2.10.25
2.10.26
2.10.27
2.10.28
2.10.29

FreeRTOS (Overview) . . . . . . . . 0 i e e e e e e e e e e e e
FreeRTOS (ESP-IDF) . . . . . . . . o e
FreeRTOS (Supplemental Features) . . . . . . . . .. .. ... .. .. ... .....
Heap Memory Allocation . . . . . . . . . . .. e
Memory Management for MMU Supported Memory . . . . . . . . . ... .. ... ...
Heap Memory Debugging . . . . . . . . . . . . e
EVBERERE (BSPSEME) . o
Internal and Unstable APIs . . . . . . . . .. . .
Interrupt allocation . . . . . . . ... e
Logging library . . . . . . . . ..
TRUITRGE APL. . . Lo
ST (OTA) © o o o
HTRETEL . o
POSIX Threads Support . . . . . . . . . . e
Random Number Generation . . . . . . . . . . . ... e
BEARAEZS . . o
SoC Capabilities . . . . . . . . . . o e e
ROEWHE] ..o
The Async memcpy APT . . . . . . . . .
Watchdogs . . . . . . . . e

3 H/W#itEs%

4 API 3/
MWRZEREEE . o o

4.1

4.2

4.3

4.4

4.5

4.1.1
4.1.2
4.1.3
4.1.4

R L
BRI
BOESETSGRMIT . . o o
WAMEBLEE . . . .

WHBFRIESIRR .«

4.2.1
422
423

1 = - =
B
NHRRFEBEIEL . . o

MRIEETE T ® . . o

4.3.1
432
433

e
TR v o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

BREEATT oo
W ...

FISMERARF Bootloader) . . . . . . ..

441
442
443
4.4.4
445
4.4.6
4.4.7
4438
449

BB IERNE -
HEZR . o
WA TR . o
MIRRBE BN .« o o e e
BV .
FIT o o
BISMERTE RN o o
MIEREEBEIR PSS RIEN . . o o o
HEXBIFEMEFLT . . o o

FIEERGE . . . . e

45.1
452
453
454
4.5.5
45.6
4.5.7
4.5.8
459
4.5.10

i
FMEERGE . .
NI E ..
TiH CMakeLists SCEE . . o o o e
ZHAE CMakeLists SUEE © o v o o o e
HMATCE . . o o e
TANFHEE S o
PRI . . . o
BREWHPERAEE
IECEZHAT © . e

1917

1919
1919
1919
1919
1920
1921
1928
1928
1929
1929
1930
1931
1935
1983
2022
2022
2023
2023
2024
2024
2024
2024
2025
2025
2025
2025
2026
2027
2028
2030
2031
2032
2032
2036
2036




4.6

4.7

4.8

4.9

4.10

4.11

4511 CMake TR - o o o o o 2037

4512  ZH4 CMakeLists 785l . . . . e 2037
4513 HE X sdkeonfig IBRAME . . . . . . 2041
4514 Flash BEL. . o oo 2041
4515 M Bootloader . . . . . . ... 2042
4516 GRELE CMake ZHUE . . . . 2042
4517 AR EASE =) CMake TH . . . . o 2042
4518 AT . . . . . 2043
4519 FHEX CMake TH T ESP-IDF . . . . . . . . . oo oo it 2043
4520 ESP-IDF CMake fZ RS APL . . . . . . . 2044
4521 SCMHEED & BEEAE .. 2048
4522 KERGHIICEIRE . . . 2048
4523 MIBRZNT . . o 2049
4.5.24 M ESP-IDF GNU Make fJ7# 24T F45] CMake I ESE . . . .. ... . ... ... 2050
RE JET7 o o 2051
4.6.1 <Y R 2051
4.6.2 ESP32-C3 Hrmydetddms . . o o o 2052
463  IFENLHISHEIE . e 2052
464  WMAMEHIEETIRE . . o L 2053
BEDEERE 2054
47.1 MR . 2054
472  BEE . e e 2054
473  CHAZUDFERERAES flash . .. L. 2055
474  BARZDFRRELERI UART . . . 2056
4775  KODEEREMID . 2057
476  [EIFEIROM BEEL . - o o o 2057
477 FEEEEREASEE ... 2057
47.8 zf7 idf.py coredump-info fil idf.py coredump-debug.......... 2058
CH4 T . 2058
481 esp-idf-cxx 1. . . .. 2060
482  CHHIBZFRUE . . o 2060
483  ZETE . 2060
4.84  SEANE ., 2061
485 BIFEFEEUEE RTTD) . . ..o 2061
4.8.6 FEC++TTHITHF R . . o 2061
4.8.7 1 2063
488  WEEIIT . . o 2063
Deep Sleep Wake Stubs . . . . . . . . . . 2063
49.1 Rules for Wake Stubs . . . . . . . . .. 2063
49.2 Implementing AStub . . . . . .. L e e e 2063
493 Loading Code Into RTCMemory . . . . . . . . ... ... ... ... 2064
494 Loading Datalnto RTC Memory . . . . . ... ... ... ... ... ......... 2064
49,5 CRCCheck For Wake Stubs . . . . . . . . . . . . e 2065
4.9.6 Example . . . . .. 2065
FERANTE . 2065
4.10.1 HMEIR . 2065
4102 BRRID ., 2065
4103 ERRIDEAESREIEE . . 2065
4104 ESP_ERROR_CHECK 7% . v« v v v v e et e e e e e e e e e e 2066
4.10.5 ESP_ERROR_CHECK_WITHOUT_ABORT 7% . . . v v v v i i it i i it 2066
4.10.6 ESP_RETURN_ON_ERROR ZZ . . . o v v o i it e e e e e s 2066
4.10.7 ESP_GOTO_ON_ERROR ZZ . .t s v v i i e e e e e e s e e 2067
4.10.8 ESP_RETURN_ON_FALSE X . . v vt vttt e e e 2067
4.10.9 ESP_GOTO_ON_FALSE 7% « v v v v ot i et e e e e e e e 2067
4.10.10 CHECK ZEFTB . . . 2067
41011 FRHBALFALR . L 2067
4.10.12 CH+ T8 . o o 2068
ESP-WIFI-MESH . . . . . . e e e 2068




4.12

4.13

4.14

4.15

4.16

4.17

ANLT BEIR o, 2068

4112 FRIAY 2069
4113 ESP-WIFI-MESH 2: . . . . . . 2069
4114 FESTIZE 2075
4115 FEHIRIZ 2079
411.6  BHEEE . . . 2082
4017 SR .. 2084
4118 PERE . . . 2086
4119 HEZHEBTEIN . ..o 2087
FEEAEBL 2087
4021 MR . 2087
4122 BALIEFLT ... 2087
4123 ZFEEASEERE SN . . . . e 2088
4124 GDBStD . . . o oo 2091
4125 RTCETIEEEE « o o o 2091
4.12.6 Guru Meditation 515 . . . . . . ... 2091
4.12.7 HAMSZEREER . 2093
flash JIBE . . . 2095
4031 MR . 2095
4.13.2 Encrypted Partitions . . . . . . . .. ... e 2095
4133 FHIEEFUSES . . . o v o 2096
4134 flash MBS TRR . . o o 2096
4135 flash MIBEBEE . . . o 2097
4.13.6 HREHBIIIARR . . . 2102
4.13.7 ESP32-C3flash MBRRES . . . . . o 2103
4.13.8 FEMEER flash FIRBEIE . . . . . 2104
4139 EFIMERI fAash . ... 2104
4.13.10 P flash MBE . . . o L 2105
413.11 flash MIBEAIE S, . . o o 2105
4.13.12 flash IMBEWIRIBREE . . . . . o 2105
4.13.13 flash MBS LA . o o o 2106
4.13.14 flash MIBRIEFINAE . . o o e 2106
41305 FERGNFT . . o o 2107
BEEEHNG 2108
A4 BEFH .. 2108
4142 LLJZ (EJUZR) o o o 2109
4143 HAL (BEAHIZIR) . o 2110
ITAGHIR . . o o 2111
4151 BIE 2111
4152 TAEBIE . . 2111
4153 BEFFEITAGIERIEE . . . o 2112
4154 FHOpenOCD . . . . . 2112
4155 R ESP32-C3 HARML . . . o o o e 2113
4156 JEFTERRE . L L 2115
4157 PERIEH . . . 2116
4.15.8 MIUEIGFIE OpenOCD . . . . . . . . e 2116
4159 PEBEIFANTEES « o o o e e e e e e e e 2120
41510 FHECRY © o o 2124
FEREARIAS A AL . . L o e 2149
4161 HEER .. 2149
4162 B T .. 2149
4163 BEESSBIAAEAURINAE . . . . 2152
WIP . 2158
4.17.1 Supported APIs . . . . . .. 2158
4.17.2 BSD Sockets API . . . . . . . . e 2159
4.17.3 Netconn APL . . . . . . . e 2162
4174 1IwIP FreeRTOS Task . . . . . . . . . . e e 2163
4.17.5 TPvOSupport . . . . ... e 2163




4.18

4.19

4.20

4.21

4.22

4.23

4.4

4.25

4.17.6 esp-lwip custom modifications . . . . . . . .. .. L 2164

4.17.7 Performance Optimization . . . . . . . . . . . . . i 2165
FERERERT 2166
4.18.1 DRAM (F{#E RAM) . . . . o 2167
4182 IRAM (F5ARAM) . . . . e 2167
4183 IROM (FCHEM flash HHELT) .« . . o o oo 2168
4.184 DROM (Blfififife flash HH) ..o oo o 2168
4.18.5 RTCFAST memory (RTC PUiEFERERE) . . - o o o o oo e e e 2168
418.6 EHAADMAINEE . . . . o 2168
4187 AEHERRFPHCE DMA ZEilX . . . o 2169
OpenThread . . . . . . . . 2169
4.19.1 OpenThread PRI FTAE o 0 o o o o 2169
4.19.2 935 OpenThread W JHREIT . . . . o o o 2170
4.19.3 OpenThread AR HEE . . . . o o o o 2171
IR e 2171
420.1 HEIR . o 2171
4202 NEDRIR o 2172
4203 AEEEXDIRE .. 2172
4204 ERCHRRINIRZE L. 2174
4.20.5 R RIIFGE .« o 2175
420.6 BEEHADKIE o 2175
4.20.7 AFIXTH (parttool.py) .« . v v v e e e e e e e 2175
PERE 2177
4211 WRTIRARTERE . . ... 2177
A21.2 FBEH - o o o o e 2177
Reproducible Builds . . . . . . .. ... 2194
4.22.1 Introduction . . . . . . . . . . e 2194
4.22.2 Reasons for non-reproducible builds . . . . . .. ... oo 2194
4.22.3 Enabling reproducible builds in ESP-IDF . . . . . . ... ... .. .. .. ... .. 2194
4.22.4 How reproducible builds are achieved . . . . . . . .. ... ... L 0oL 2194
4.22.5 Reproducible builds and debugging . . . . . . .. ... 2195
4.22.6  Factors which still affect reproducible builds . . . . . . ... ... ... L. 2195
REGHE . o 2195
4231 FROITHE - o o o 2195
4232 B - . o o 2196
4233 REUE . 2196
4234 PHY HIHRMLEHE . - . - o o o 2196
4235 APLZE . . . . 2196
SECUTILY . . v o o o o e e e e e e e e e e e e e e e 2203
4241 Goals . . ... 2203
4242 Platform Security . . . . . . ... e 2204
4243 Network Security . . . . . . . . e 2205
4.24.4 Product SECUrity . . . . . . . . .. 2206
4.24.5 Security Policy . . . . ... e 2207
Secure Boot V2 . . . . . L L 2207
4.25.1 Background . . . . . ... e e 2208
4252 Advantages . . . ... e 2208
4.25.3 Secure Boot V2 Process . . . . . . ..o 2208
4.25.4 Signature Block Format . . . . . . . .. ... o 2209
4255 SecurePadding . . . . . . . .. e e 2209
4.25.6 Verifyinga Signature Block . . . . . . .. ... oL oo 2210
4257 VerifyinganImage . . . . ... ... ... ... e 2210
4.25.8 Bootloader Size . . . . . . ... e e 2210
4259 eFUSeUSage . . . . . . .. e e 2210
4.25.10 How To Enable Secure Boot V2. . . . . . . . . . . ... 2211
4.25.11 Restrictions after Secure Bootisenabled . . . . . . ... ... ... ... ... . ... 2212
4.25.12 Generating Secure Boot SigningKey . . . . . ... ... oo 0oL 2212
4.25.13 Remote Signing of Images . . . . . . . . . . . ... 2212

Vi



4.26

4.27

4.28

4.29

4.30

4.31

4.25.14 Secure Boot Best Practices . . . . . . . . . . . .. 2213

4.25.15 Key Management . . . . . . . v v v i i e e e e e e e e e e e e e e 2213
4.25.16 Multiple Keys . . . . . . . o . e e 2214
4.25.17 KeyRevocation . . . . . . .. . L e 2214
4.25.18 Technical Details . . . . . . . . . . . . . e 2215
4.25.19 Secure Boot & Flash Encryption . . . . . . . .. ... ... ... 2215
4.25.20 Signed App Verification Without Hardware Secure Boot . . . . . . ... .. ... .. .. 2215
4.2521 Advanced Features . . . . . . . . . ... e 2216
GRURTAERE . o o 2216
4261 MR .. 2216
4262 FreeRTOS JFA APL . . . . . . . 2216
4263 Pthread APL . . . . . . . . e 2216
4264 CUUARUE . . o e 2217
50 2217
4271 IDF i LE -idfpy . . . . . o 2217
4.27.2 IDFDockerImage . .. ... . . . . . . e 2221
4.27.3 IDF Windows Installer . . . . . . . . . . . . . e 2223
4.27.4 IDF Component Manager . . . . . . . . . v v v v v v it e e e e e e e 2224
4275 IDFclang-tidy . . . . . . . o o e e e 2226
4.27.6 Downloadable Tools . . . . . . . . . . . . e 2226
ESP32-C3 W BATEIAE . . . o o o e 2241
4281 USIEFIGELRB . . o 2241
4282 SIMZEAMALTF . . 2242
4283 USIMZBEMNAF .. 2243
4284 WHTARREFIEITIEL . . o . o 2243
4285 GHIFPATCINRART . . . . o 2244
428.6 s TEICINIL . . . 2244
4287 AHEAFAMEERTSSERCRD . 2245
4.28.8 MOCKS . . . o e e 2246
Running Applicationson Host . . . . . . . . . . . ... L 2248
4.29.1 Introduction . . . . . . . . .. e e e e e e 2248
4.29.2 Requirements . . . . . . . . i e e e e e e e e e e 2249
4293 BuildandRun . . . . . ... 2249
4.29.4 Component Linux/Mock Support Overview . . . . . . . . .. . ... ... ... .... 2249
USB Serial/JTAG Controller Console . . . . . . . . . . . ... . 2250
4.30.1 Hardware Requirements . . . . . . . . . . . . .. 2250
4.30.2 Software Configuration . . . . . . . . . . . ... 2250
4.30.3 Uploading the Application . . . . . . . . . . . . e 2251
4.30.4 Limitations . . . . . . ... e e e e e e e e 2251
Wi-FLORBIERT . . o o e e 2252
431.1 ESP32-C3Wi-FiTHREFIZE . . . . . . o 2252
4312 WIS Wi-Fi W HERY - . . o 2252
4313 ESP32-C3Wi-Fi APT&51%AHS . . . . o 2253
4314 WAL BESP32-C3WIi-FIAPI S840 . . . . . . . o 2253
4.31.5 BSP32-C3 Wi-Fi Zif 452l . . . . . . . . 2253
431.6 ESP32-C3Wi-Fisf{fliids . . . . . o o oo 2253
4.31.77 ESP32-C3 Wi-Fi station — &M . . . . . . . o o 2257
431.8 ESP32-C3Wi-Fi AP —f1&0L . . . o o 2259
4319 ESP32-C3Wi-Fi i . . . . . 2259
4.31.10 ESP32-C3 Wi-Fistation JEHES B . . . . o 0 o o o e o 2266
4.31.11 $&3NZ1 AP i) ESP32-C3 Wi-Fistation #4% . . . . . . . . .. .o oo oo 2272
43112 Wi-FiEHTEEE . . . e 2272
4.31.13 Wi-Fibeacon #IF . . . . . . . . 2273
431.14 ESP32-C3 Wi-Fi it . . . . . o 2273
4.31.15 Wi-Fi Easy Connect™ (DPP) . . . . . . . . . . . . . . .. e 2278
4.31.16 TELRMIZEETL L o e 2279
43107 BRI . ..o 2279
431.18 Wi-FiLocation . . . . . .. . . . . . . .. e 2279

Vii



7

4.31.19
4.31.20
4.31.21
4.31.22
4.31.23
4.31.24
4.31.25
4.31.26
4.31.27
4.31.28
4.31.29
4.31.30
4.31.31
4.31.32
4.31.33
4.31.34

ESP32-C3 Wi-Fi F5HERa . . . o o o
ESP32-C3 Wi-Fi & © . . o o o o
Wi-Fi 80211 R ETE . . . o o
Wi-Fi Sniffer B85, . . . . . .
Wi-Fi ZHRLE .
Wi-Fi 58S E R
Wi-Fi BEERASEEIE . . .
Wi-FiHT20/40 . . oo e e
Wi-FiQOS . o o o
WIi-FIAMSDU . . .ottt e e e
Wi-FL A8 o
WPS T .« o o
Wi-Fi Zfi X EHTSOL . . . o
WTEE Wi-FLPEBE . . o o
Wi-FiMenuconfig . . . . . . . . ..

WOSEHERR . o

432 Wi-FiSecurity . . . . . . . e

4.32.1
4.32.2
4323
4.32.4
4.32.5

ESP32-C3 Wi-Fi Security Features . . . . . . . . . ... ... ... ... .. .....
Protected Management Frames (PMF) . . . . . ... .. ... ... ... . ...
WiFi Enterprise . . . . . . . . o L e
WPA3-Personal . . . . . . . . . . . . e e
Wi-Fi Enhanced Open™ . . . . . . . . . . ..

433 (RIFEEECAERFERT - . - .

4.33.1
4.33.2

%
FERFIESPAIDF5.X © . oot

5.1

5.1.1
5.1.2

REMIFRERANG .
Wi-Fi 5 FRIIRERA G .

MAATEREE] 5.0 . . oo
MSOIEREEI ST . . oo

Libraries and Frameworks
Cloud Frameworks . . . . . . . . . . . e

6.1

6.2

6.1.1
6.1.2
6.1.3
6.1.4
6.1.5
6.1.6
6.1.7
6.1.8
6.1.9

ESPRainMaker . . . . . . . . . . . e e e e
AWS ToT . . o e
Azure IoT . . . . . o e
Google IoT Core . . . . . . . . i e e e
Aliyun IoT . . . . . o o e
Joylink IoT . . . . . . . o
Tencent IoT . . . . . . . . e
Tencentyun [oT . . . . . . . . . e
BaiduIoT . . . . . . . e

HAMBEFITF RIS . oo

6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6
6.2.7
6.2.8
6.2.9
6.2.10

Uk
WHAITTHR - . o o
T .

Pull Request 2 3ZAE © . o . o o o
VEEEHITE © .

7.1
7.2
7.3
7.4

ESP-ADF . . . . e
ESP-CSI . . . . e e e
ESP-DSP . . . e e e e
ESP-WIFI-MESH . . . . . . . e e e
ESP-WHO . . . . e e e e e
ESPRainMaker . . . . . . . . . . . . e e
ESP-IoT-Solution . . . . . . . . . . . . . e
ESP-Protocols . . . . . . . . . e e
ESP-BSP . . . e e e e e
ESP-IDF-CXX . . . . e e e e e e e

viii



75 IR .
7.5.1  Espressif IoT Development Framework Style Guide . . . . . ... ... .........
7.5.2  Install pre-commit Hook for ESP-IDF Project . . . . . .. ... ... ..........
7.5.3 Documenting Code . . . . .. . .. ... e
754 BUBURGITHE . ..
7.5.5 API Documentation Template . . . . . . . . . . . ... ...
7.5.6  Contributor Agreement . . . . . . . . . ... e e e e e e e e e e
7.577 Copyright Header Guide . . . . . . . . . . . . . ... e
7.5.8  ESP-IDF Tests with Pytest Guide . . . . . . . ... ... ... ... .. .........
8 ESP-IDF Jjg A w4
8.1 KAHUAS . . o o
8.2  FRIZIEBME AT .
83  JRAEFHE . . .
8.4  HRABR . . . e
8.5  EEMTIMUAS . . . o e
8.6  Git TAEL -« v v o o o e e
87 HHTESP-IDF . . . . . e
8.7.1 HWHEMRERIMHUA . . . e
872  HHIE—NIIALGHUR . . . e
873  HTAE master 4737 . . .
874  HINE KA o o
9 BEd
9.1 PlatformIO . . . . . . . . e
9.1.1  Whatis PlatformIO? . . . . . . .. . ...
9.1.2 Installation . . . . . . . . . L e e e
9.1.3  Configuration . . . . . . . . e e e e e
9.1.4  Tutorials . . . . . .. e
9.1.5 Project Examples . . . . . . . .. e
9.1.6 NeXtSIEPS . .« . v v o e e e e e e e
00 AFFHIRERE - - o oo
10 Copyrights and Licenses
10.1 Software Copyrights . . . . . . . . . o e e e e e e e
10.1.1 Firmware Components . . . . . . . . . . . oo v v it i it e e e
10.1.2 Documentation . . . . . . . . . oL e e e e e e e e e e
10.2 ROM Source Code Copyrights . . . . . . . . . . o o ittt e e e e
10.3 Xtensalibhal MIT License . . . . . . . . . o o oot ittt e e e e
10.4 TinyBasic Plus MIT License . . . . . . . . . . . . i 0t i e i e e e e e e e e e
10.5 TlpgDec License . . . . . . o o o o i i i e e e e e e e e
11 X TARRE
12 DJsis &5
iyl
#l







Table of contents

X HUR R 10T JF R HESE (esp-idf) 9 3C#Y4 0> ESP-IDF J& ESP32, ESP32-S ESP32-C #/l ESP32-H &%
T E T R AEZR

AL AL 4% ESP32-C3 S8 1) ESP-IDF i /f] .

PRI AP 2% API §5Hg

Espressif Systems 1 Release v5.1.5-92-g5b6aal19189
Submit Document Feedback


https://github.com/espressif/esp-idf
https://www.espressif.com/en/products/socs
get-started/index.html
api-reference/index.html
api-guides/index.html
get-started/index.html
api-reference/index.html
api-guides/index.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.5-92-g5b6aa19189

Table of contents

Espressif Systems 2 Release v5.1.5-92-g5b6aal19189
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.5-92-g5b6aa19189

Chapter 1

P AT']

AR B FEFR T P ESP32-C3 ff {4 TF A W EAER , 3848 — A1 BR 0 7R 9 g7 W fu] 5 Ff] ESP-IDF
(Espressif IoT Development Framework) Fiil B35, H4wik. FNaE[E 4 £ ESP32-C3 - A E AT,

#41k: iX/& ESP-IDF branch release/v5.1 MUASHISCRY, A7 HAM A 1) SCRYESP-IDF ye ki 4 fiE2
e

1.1 R

ESP32-C3 SoC iih Jr 1 AT I fE
* 2.4 GHz Wi-Fi

o fRhAE T
o EPERE 32 £ RISC-V BAIZAL SR EE
© 2RI
© WEZATE
ESP32-C3 R 40 nm T &40, BA SR ThEEERE . SHMERE . otk ST, EHT4

ol B 373 55 RIS R AR 75 3K

IREE M B sE BER B REPFBEUR, UEAT ESP32-C3 BRI RYIT K. Hodr, SREFMIAEIT AL
ESP-IDF S7E MBI P BdETT AP (LoT) W AT, W o6 WikFiL #2F . ARG SF 7 I 28K

1.2 sy LR
121 @

2 ESP32-C3 &R
o USB %42k (A % Micro-B)
« Hfixi (Windows, Linux 5{ macOS)

508 H BT &MU 2 USB Type C #5211, 3 AR 01 1 6 i Bca 28 ok 1 39T & B!

PATR 2 ESP32-C3 BT A, sl n] T A ZREEE R
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1.2.2 %kt

U551 ESP32-C3 |-{fi /il ESP-IDF, 522 DA R4k 14

o BCE TIRBE, T4 ESP32-C3 AUl
* GiiEHd TH——CMake I Ninja 4ty TH, JIT 4% ESP32-C3 R HIEY T

* JKHCESP-IDF #{FFF R AELL . ZHER C A A & ESP32-C3 /i1y APT (KR FERIEAHS) Fiiz
1 TR A

E<P-1DE CMake / IDE

Toolchain

Project

Application

L]

UPLOAD

POOEDEOAEDOdERDDanE

)D#dﬁ:b#lﬁﬁﬂlﬁﬁﬁ'ﬂﬁﬁ

g gy w— —
i ...I-..a.,.-' 5= :ﬁ_ _-'_-l e a_:":f
=l ; = T e

1.3 223
FATFL PN T I iR B 2 P T B, TR 2 i h 22—

1.3.1 IDE

Frik: AGEE H O E R HEIT & EREE (IDE) Z%¢ ESP-IDF,

* Eclipse Plugin
* VSCode Extension

132 Fahiedk
THARE AR R GEL B N ) - B 2R -
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Windows P& T HEER bR 3 &

ik ESP-IDF F53i42%E —2bphfs T H. ) A BB 48 ESP32-C3 M/ [E 4, (3% Python. Git. 2 XL iiFas-
CMake FI Ninja 471% T 24,

AN VIR, AT G APt T A R fE. Aid, EHE 4% ESP-IDF Jaf nl DAl Eclipse
Plugin 3¢ HAth 57 CMake [#[&172 4L T2 IDE,

il BRAESME: - TER ESP-IDF Al ESP-IDF T R 228 AR A BERE I 90 74T, L pfAead Kl g
S FHEIHE K. - Python 5 ESP-IDF Ay Z23¢ ikt i@ A RECL & S alidi 5. - BRARBRAE RSN BN 5
f# Unicode UTF-8, U] Python m; ESP-IDF [ 222 Bt A% PB R RE AR FAT (I ASCI34F)

RYCE I BT DU AT SRR A R G4 25 Unicode UTF-8: 5 RIRNBL- 300 FIBT . W]
st B T - R G- AT “Beta: (/) Unicode UTE-8 S KR4 Rifi e - At - TRt
i

ESP-IDF T H23%%5  22%¢ ESP-IDF Whfs T R IR 5 77 302 T~ #—1> ESP-IDF T H 225645

Windows
Installer

Windows Installer Download

TRl g i DN FEE P ARH /DN, W PAZE% ESP-IDF W A . Teaid e, %
AT KN B BRI S, 4E Git For Windows 4¢3t . TR AT 2 0F N I SUUAEAETE AT
H3% Suserprofile$/espressif 1,

BRI R AT EALM M A e . LR AR P s 1A 7 EAMOBISCHF . 4% Git For Windows 22%¢
o

WRNE DR RN A
* N E R Python

o S GHIFA

¢ OpenOCD

¢ CMake FI Ninja 45i% T H
* ESP-IDF

BT AR T #3904 1) ESP-IDF H 5% . #7526 ESP-IDF T #3| Suserprofile%\Desktop\
esp-idf H#F, Hr suserprofiles REFHFE.

J g ESP-IDF ¥plE 2o 50 m), @3 /2)3%% T Run ESP-IDF PowerShell Environment B{ Run
ESP-IDF Command Prompt (cmd.exe), LEERETFEAELENIERNGHE 53 ESP-IDF,

Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):
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Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
| 7] Run ESP-IDF PowerShell Environment |

Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 1: 528 ESP-IDF T H. 4% 1% 8t247 Run ESP-IDF PowerShell Environment

Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

&l 2: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.
Click Finish to exit Setup.

Run ESP-IDF Eclipse Environment
Run ESP-IDF PowerShell Environment

I Run ESP-IDF Command Prompt Environment I

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 3: 52 i ESP-IDF I E.Z¢%: 7] 511247 Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

[l 4: ESP-IDF iy & 42/~ 4t 11
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M 2P it (eSS R, AR Windows iy S 3 m AT BeAf: o

ESP-IDF T H 22428 IAE “HFf” EHd, fQl@E@—A4THF ESP-IDF iy S /n A7t I f P =l A
Jr2AT PAFTFF Windows iy 22 R4F (Bl emd.exe) , Ifi217T export . .bat AR BEAHEAS & (i
PATH, IDF_PATHZ%§), A, BAiRDAM ) Windows fiy 4R /88 & A E 431 T - .

VR, AREETy SU00E ] ESP-IDF TR 22%¢ 4% T € 1) ESP-IDF 4% . MR A AL b A7/E 2 4> ESP-IDF
A (L EH AR A ESP-IDF) , XA AN PIRME 4 -

1. 2y ESP-IDF T H-Z e B i () pREE Ty LRI — N EIAS, FE1EEr 7 Xy ESP-IDF TAERAR1EE
s A4 T ESP-IDF B4z,

2. 83, BIPAEAT emd. exe, HUNRGA LM ESP-IDF A3, RJ5i21T export .bat, ¥
o, XAJTIAZOR PATH HA77E Python Al Gite JRFEAEMIT BRI A & “HAF] Python 1 Git” )
R, MRk,

JHUGET ESP-IDF - BUAERRC 2546 1 (# 1] ESP-IDF M A 4505, B R RN AT iR A 55— A~ T
.

AR B A58 (1) ESP-IDF B —4 . R IEAEr, U6 ESP32-C3 Q@ — A~ TA%, I
J L BRSO A B A

Frik: WERESEAR 2% ESP-IDF, 52 a3 P BR, AREU AR S v B 5 0 B A A«

JFGEIEE TR BE, B DANERTT & ESP32-C3 W HIARF T %n] PAM ESP-IDF it examples H 5% Y
get-started/hello_world TFEIT44

F%: ESP-IDF 4ii% R4 A ¥ ESP-IDF B2 el 5 T REH A2 shaff g 4545 .

F§ get-started/hello_world TF852 fil £ A M) ~/esp HF T :

cd fuserprofile%\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#{l:: ESP-IDF [ examples H g N —FR IR Bl TAE, @R AR BRI iR a7 H A AR 6l
WA E AR B, T I T .

EHEBERY  BUTE, PR ESP32-C3 JFAMGERE] PC, FFEFR IR AR 1.
£ Windows #{ERGEH, HOLHREH A coM Ik
A RUMTER P DR EAFER, WG ESP32-C3 ¢l oikdz,

i W N4, BafEREPRP.

B ¥ R A hello_world Hsg, W ESP32-C3 ShHAR i, AlFisir LHEEE TR

menuconfig,

Windows

cd Suserprofile%\esp\hello_world
idf.py set-target esp32c3
idf.py menuconfig

Espressif Systems 9 Release v5.1.5-92-g5b6aal19189
Submit Document Feedback



https://github.com/espressif/esp-idf/tree/5b6aa191890/examples
https://github.com/espressif/esp-idf/tree/5b6aa191890/examples/get-started/hello_world
https://github.com/espressif/esp-idf/tree/5b6aa191890/examples/get-started/hello_world
https://github.com/espressif/esp-idf/tree/5b6aa191890/examples
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.5-92-g5b6aa19189

Chapter 1. e AL

FIH—AHLIREE, MESMEH idf.py set-target esp32c3 E “HIR" . W, HERIER
TR Z W gL E (W) . SRR DAEERE “HAR" BCE AR (Hr Al i %
HBE). R EE, WHILAAFRARS K« ser-target.

WA E BB RS ARG RR AR SR

(Top)

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=
Compatibility options ---»>

[S] save

[,-' 1 ]ump tr

K S TR E—

T DAE T SR B BT E A AR AR B, LA Wi-Fi M2 FR . S AIALPRER S 4SS, hello_world /R
B H £ ABAARL B s fT, WIAEX—H F, A DAk ] menuconfig PE4TI0 H Bl EX—4 5.

ik B D h 2R M SRRBO A RS S EERE . R AE R ——style REUEIML. i
8T idf.py menuconfig —-help fir%, FMELZ(EL.

TR T RS, AbeR TR

idf.py build

1247 PA B4 W] AR B IR P A BT A ESP-IDF 2004, $e36 L s | e e . 70 KERAN ARy ik
il S

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio —--flash_size detect --flash_freqg 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/

—partition-table.bin (FHRED)
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or run 'idf.py -p PORT flash'

R —VNEH, S8 8RR B bin SCPF

R FNERE WS ATLA N S, RN A T — Bk SRR 2 5 ESP32-C3 TR AR :

idf.py —-p PORT flash

1545 PORT #: 4y ESP32-C3 FF A MR H I Z4FR. W PORT K& E L, idf-py Fri 8 v e 0 H
iR
WA 5% idf.py ZEEEN, 36 Widfpy.

Frik: )ik £lash PRIURE H S AR TR, HILEFHHZAT idf . py build,

ARG AR B R B, IR R R B ESP32-C3 403 ¢ v i REEZ G R

WM fERRE R, R BRIRLANT R H R

esptool.py —-chip esp32c3 -p /dev/ttyUSBO -b 460800 —--before=default_reset —-
—after=hard_reset write_flash --flash _mode dio —--flash_freqg 80m --flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x0 bootloader/bootloader.bin 0x10000.
—hello_world.bin

esptool.py v3.0

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-C3

Features: Wi-Fi

Crystal is 40MHz

MAC: 7c:df:al1:40:02:a4

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 4238.1.
—kbit/s) ...

Hash of data verified.

Compressed 18960 bytes to 11311...

Writing at 0x00000000... (100 %)

Wrote 18960 bytes (11311 compressed) at 0x00000000 in 0.3 seconds (effective 584.9.
f—»kblt/s) “ ..

Hash of data verified.

Compressed 145520 bytes to 71984...

Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000... (100 %)

Wrote 145520 bytes (71984 compressed) at 0x00010000 in 2.3 seconds (effective 504.
—4 kbit/s) ...
Hash of data verified.

Leaving...

Q)
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(£ L£50)

Hard resetting via RTS pin...
Done

R PIR], BeRsEm)E, FFEBCRESE AL, WA hello_world” FFGiz1T .
YR A7 B ] Eclipse 502 VS Code IDE, TMiE idf.py, #55% Eclipse Plugin, DA VSCode Extension,

WE i Ba DA idf.py —-p PORT monitor figd, W#L “hello_world” TR HEN. W,
T%uﬂﬂﬁ PORT B4 Ry f& 5 10 4 5K o

BATRGA )G, IDF S5ALE R EE:

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— idf_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

BeS, GOt r] ARS8 H SMZ I H 25, BFIFTHRY “Hello world!” 1.

Hello world!

Restarting in 10 seconds...

This is esp32c3 chip with 1 CPU core(s), WiFi/BLE, silicon revision 0, 2 MB._
—external flash
Minimum free heap size: 337332 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

G pRGESE cerl+], IR IDF Hihas.

ik BEATUS AT ar S, —RMEATIIE . bR A A A -
idf.py -p PORT flash monitor

LAk,

o WEHIEIDF WALS, TR 261 IDF W A0as A0 DL gl Hoh 11 .
o HHIfEidfpy, BREZL idf.py MAHIHEI.,

R, BOC5K ESP32-C3 AT ]%%2]!
UAE, 0T DAt — B At examples, {3 BT 1 O M HFLT .

TP —HORGIFLT R SR BSP32-C3, [l ESP32-C3 At & fird5 i tif4: .
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