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Chapter 1

P AT']

A SR B TESE 3 RS 2 ESP32-H2 RE {1 A AP, d it — &7 B4 7 1) 7 ] 4 /i) ESP-IDF
(Espressif IoT Development Framework) B B3 8, H-4wiF. N &4 2 ESP32-H2 FF R REHTE .

#41k: iX/& ESP-IDF branch release/v5.1 MUASHISCRY, A7 HAM A 1) SCRYESP-IDF ye ki 4 fiE2
e

1.1 R

ESP32-H2 SoC ith i L A R T fig

o (IRPIFERE A
» 802.15.4, S7¥F Thread F1 Zigbee 1M

o EPERE 32 £ RISC-V BAIZAL SRS

. ZHSNZ

o BT
ESP32-H2 R /1] 40 nm T2, FA AR DFEIERE. SHmERe. Fae k. MM &k, &N T4
ol R 3 S RIS [ D RERR oK

IREE N BRI SE B . BEPERCUR, 2EAT ESP32-H2 iR & iy IT . Horf, SREBREIFIT AR
ESP-IDF S7E MBI P BdETT AP (LoT) W AT, W o6 WikFiL #2F . ARG SF 7 I 28K

1.2 sy LR
121 @

4 ESP32-H2 FF %4
o USB %42k (A % Micro-B)
« Hfixi (Windows, Linux 5{ macOS)

508 H BT &MU 2 USB Type C #5211, 3 AR 01 1 6 i Bca 28 ok 1 39T & B!

PATR 2 ESP32-H2 BT At b B n] T 2R HEE .
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1.2.2 %kt

U551 ESP32-H2 [ ffiJi] ESP-IDF, 42355 DA R #ft:

o BUE LRGE, AT g ESP32-H2 (R

iR TR Gt E T A, M T4k ESP32-H2 W RYT;

* JKHCESP-IDF #{FFF R AESL . ZHEALE 2 B4 (0 2 ESP32-H2 i i) APT (AR{FPERIEACRY) Fiiz
1 TR A

E<P-1DE CMake / IDE

Toolchain

Project

Application

L]

UPLOAD

POOEDEOAEDOdERDDanE

)D#dﬁ:b#lﬁﬁﬂlﬁﬁﬁ'ﬂﬁﬁ

e o e o o s ol e -—.
'\-..-...I-..a.,.-: e —m—— 2
L L .,J_-.._L_H. = T e

1.3 223
FATFL PN T I iR B 2 P T B, TR 2 i h 22—

1.3.1 IDE

Frik: AGEE H O E R HEIT & EREE (IDE) Z%¢ ESP-IDF,

* Eclipse Plugin
* VSCode Extension

132 Fahiedk
THARE AR R GEL B N ) - B 2R -
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Windows P& T HEER bR 3 &

ik ESP-IDF FE3i42%E —2bphfe T H. A GBI SE ESP32-H2 47 [E {4, 4F Python. Git. 22 XLHiiFas-
CMake F Ninja 471% T 24,

AN VIR, AT G APt T A R fE. Aid, EHE 4% ESP-IDF Jaf nl DAl Eclipse
Plugin 3¢ HAth 57 CMake [#[&172 4L T2 IDE,

il BRAESME: - TER ESP-IDF Al ESP-IDF T R 228 AR A BERE I 90 74T, L pfAead Kl g
S FHEIHE K. - Python 5 ESP-IDF Ay Z23¢ ikt i@ A RECL & S alidi 5. - BRARBRAE RSN BN 5
f# Unicode UTF-8, U] Python m; ESP-IDF [ 222 Bt A% PB R RE AR FAT (I ASCI34F)

RYCE I BT DU AT SRR A R G4 25 Unicode UTF-8: 5 RIRNBL- 300 FIBT . W]
st B T - R G- AT “Beta: (/) Unicode UTE-8 S KR4 Rifi e - At - TRt
i

ESP-IDF T H23%%5  22%¢ ESP-IDF Whfs T R IR 5 77 302 T~ #—1> ESP-IDF T H 225645

Windows
Installer

Windows Installer Download

TRl g i DN FEE P ARH /DN, W PAZE% ESP-IDF W A . Teaid e, %
AT KN B BRI S, 4E Git For Windows 4¢3t . TR AT 2 0F N I SUUAEAETE AT
H3% Suserprofile$/espressif 1,

BRI R AT EALM M A e . LR AR P s 1A 7 EAMOBISCHF . 4% Git For Windows 22%¢
o

WRNE DR RN A
* N E R Python

o S GHIFA

¢ OpenOCD

¢ CMake FI Ninja 45i% T H
* ESP-IDF

BT AR T #3904 1) ESP-IDF H 5% . #7526 ESP-IDF T #3| Suserprofile%\Desktop\
esp-idf H#F, Hr suserprofiles REFHFE.

J g ESP-IDF ¥plE 2o 50 m), @3 /2)3%% T Run ESP-IDF PowerShell Environment B{ Run
ESP-IDF Command Prompt (cmd.exe), LEERETFEAELENIERNGHE 53 ESP-IDF,

Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):
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Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
| 7] Run ESP-IDF PowerShell Environment |

Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 1: 528 ESP-IDF T H. 4% 1% 8t247 Run ESP-IDF PowerShell Environment

Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

&l 2: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.
Click Finish to exit Setup.

Run ESP-IDF Eclipse Environment
Run ESP-IDF PowerShell Environment

I Run ESP-IDF Command Prompt Environment I

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 3: 52 i ESP-IDF I E.Z¢%: 7] 511247 Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

[4] 4: ESP-IDF iy &/~ 4 4 H
Espressif Systems 8 Release v5.1.6-1415-g1 1cdbbe428

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1415-g11cdbbe428

Chapter 1. e AL

M 2P it (eSS R, AR Windows iy S 3 m AT BeAf: o

ESP-IDF THZZAEERnlAE “THR” i, Q41T ESP-IDF iy &3 i I HREET K. A test
77 35 CATAFTIT Windows iy 94278 FF (B emd.exe) , FFI817T export.bat A VABCEA A E (KN
PATH, IDF_PATH %), IMAh, #WiALAE T Windows fiy 4R F i A FE e iy TH.

VR, AREETy SU00E ] ESP-IDF TR 22%¢ 4% T € 1) ESP-IDF 4% . MR A AL b A7/E 2 4> ESP-IDF
A (L EH AR A ESP-IDF) , XA AN PIRME 4 -

1. 2y ESP-IDF T H-Z e B i () pREE Ty LRI — N EIAS, FE1EEr 7 Xy ESP-IDF TAERAR1EE
s A4 T ESP-IDF B4z,

2. 83, BIPAEAT emd. exe, HUNRGA LM ESP-IDF A3, RJ5i21T export .bat, ¥
o, XAJTIAZOR PATH HA77E Python Al Gite JRFEAEMIT BRI A & “HAF] Python 1 Git” )
R, MRk,

JHUGET ESP-IDF - BUAERRC 2546 1 (# 1] ESP-IDF M A 4505, B R RN AT iR A 55— A~ T
.

AR B A58 () ESP-IDF 55— . 5 IATR M, GO0 ESP32-H2 BIES — A TA, Iy
J L BRSO A B A

Frik: WERESEAR 2% ESP-IDF, 52 a3 P BR, AREU AR S v B 5 0 B A A«

JFGEIEE TR B, GO AMERTT % ESP32-H2 W HIAR/F T - #n] PAM ESP-IDF i examples H 5% Y
get-started/hello_world TFEIT44

F%: ESP-IDF 4ii% R4 A ¥ ESP-IDF B2 el 5 T REH A2 shaff g 4545 .

F§ get-started/hello_world TF852 fil £ A M) ~/esp HF T :

cd fuserprofile%\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#{l:: ESP-IDF [ examples H g N —FR IR Bl TAE, @R AR BRI iR a7 H A AR 6l
WA E AR B, T I T .

EHEBERY  BUTE, PSR ESP32-H2 JT A AMRIERE PC, FFAFIT AMRMEM AT 1.
£ Windows #{ERGEH, HOLHREH A coM Ik
A RAMTAER D AFRTRAER, W5 ESP32-H2 43¢ & 0 it 4%,

i W N4, BafEREPRP.

Bl ¥ R A hello_world H %, W ESP32-H2 b H i i, AJFisfr LHEEE TH

menuconfig,

Windows

cd Suserprofile%\esp\hello_world
idf.py set-target esp32h2
idf.py menuconfig
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FIH—APHLIREE, MESMEH idf.py set-target esp32h2 ¥ “HIR" . W, HERER
TR Z W gL E (W) . SRR DAEERE “HAR" BCE AR (Hr Al i %
HBE). R EE, WHILAAFRARS K« ser-target.

WA E BB RS ARG RR AR SR

(Top)

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=
Compatibility options ---»>

[S] save

[,-' 1 ]ump tr

K S TR E—

T DAE T SR B BT E A AR AR B, LA Wi-Fi M2 FR . S AIALPRER S 4SS, hello_world /R
B H £ ABAARL B s fT, WIAEX—H F, A DAk ] menuconfig PE4TI0 H Bl EX—4 5.

ik B D h 2R M SRRBO A RS S EERE . R AE R ——style REUEIML. i
8T idf.py menuconfig —-help fir%, FMELZ(EL.

TR T RS, AbeR TR

idf.py build

1247 PA B4 W] AR B IR P A BT A ESP-IDF 2004, $e36 L s | e e . 70 KERAN ARy ik
il S

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio —--flash_size detect --flash_freqg 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/

—partition-table.bin (FHRED)
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or run 'idf.py -p PORT flash'

R —VNEH, S8 8RR B bin SCPF

BeorEIBety W TA T AL, RERINIAR S — B SCbesk 2 48 ESP32-H2 TR A :

idf.py —-p PORT flash

ﬁﬁ PORT ¥4ty ESP32-H2 JF &AM 1A FR. SR PORT K45 X, idf.py B2 I T f g E: 10 E
iR
WA 5% idf.py ZEEEN, 36 Widfpy.

ik Ak £lash BRUUK B Shgmidtpesk TR, HILLH 21T idf.py build,

ARSI AR IR B I, AR e S R Bh ESP32-H2 413 % ik SRPCE LG B .

WEEIE  TER i, BT H &

esptool esp32h2 -p /dev/ttyUSBO -b 460800 --before=default_reset —--after=hard_
—reset write_flash —--flash_mode dio —--flash_freqg 48m --flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v4.6

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-H2 (revision v0.1)

Features: BLE

Crystal is 32MHz

MAC: 60:55:f9:f7:3e:93:ff:fe

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to OxOOOOS5fff...

Flash will be erased from 0x00010000 to O0x00034fff...

Flash will be erased from 0x00008000 to 0x000O08fff...

Compressed 20880 bytes to 12788...

Writing at 0x00000000... (100 %)

Wrote 20880 bytes (12788 compressed) at 0x00000000 in 0.6 seconds (effective 297.5.
—kbit/s)

Hash of data verified.

Compressed 149424 bytes to 79574...

Writing at 0x00010000... (20 %)
Writing at 0x00019959... (40 %)
Writing at 0x00020bb5... (60 %)
Writing at 0x00026d8f... (80 %)
Writing at 0x0002e60a... (100 %)

Wrote 149424 bytes (79574 compressed) at 0x00010000 in 2.1 seconds (effective 571.
—7 kbit/s)

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 539.7._
—kbit/s)

Q)
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(£ L£50)

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

TR —PINA], peskIE)E, FERMCRFE N, BT hello_world” FF 4515717
IR 7 22 ] Eclipse 552 VS Code IDE, [fidE idf.py, %% Eclipse Plugin, DA} VSCode Extension,

WM e DA idf.py —p PORT monitor fyd-, WM “hello_world” T AR TIH. HE
T%/uﬂﬁ PORT Fe 4 Ay 734 H 11 44 FK o

BTG, IDF SALE M ARFREE):

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 ——-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

Bey, GOt T DAERE 8 H EFZ I H 25, FFIFTHIRY “Hello world!” 7.

Hello world!

Restarting in 10 seconds...

This is esp32h2 chip with 1 CPU core(s), BLE, 802.15.4 (Zigbee/Thread),
—silicon revision v0.1, 2 MB external flash
Minimum free heap size: 268256 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

T PLbEgE cerl+], iR IDF Hiisds.

ik BT LS TA N e, —IREESTHEE . B il e -

idf.py -p PORT flash monitor

LAk,

. TFJ HIFEIDF Y5 A%, T fRHEZ (8 1] IDF W Alas i P b de A At i
o {HHIfEidfpy, BEEEZL idf.py > HIEI,

, B sek ESP32-H2 AT 122!
, RO PAZE S A examples, BE I A H OHN AT

= &
B I

g —BORGIFLT R R ESP32-H2, [Hky ESP32-H2 HR40 & Fr R (A 1 .

e G 1% BIRE 7 I A F README SUffH supported Targets i, WIRFEHMH 5 ESP32-H2,
WCEAAER NS, IR BIFR ESP32-H2 SCRRX AR BIRE .

Tl
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FLRR [ /8 /dev/ttyUSBO i Ff L 28 Linux it 4 [n] ESP32-H2 Besk [E (40, W e Failed to open
port /dev/ttyUSBO &iRiHE . BLHSAI AR H P8l 2 Linux Dialout %2,

He#£ 1) Python Jjg /X  ESP-IDF 3 F Python 3.7 K DA RS, BT 45 A 52 50 I S50 HRAS AT 8 53
Python, WS sources LT Python, Bl ] Python 4L RGN pyenv Xf HAS AT FH R HE o

Py flash  ESP-IDF 7344 flash, 15517 0A Fand, B flash:

idf.py -p PORT erase-flash ‘

HATTER ZERRI OTA i, iizfTbA T ansd

idf.py -p PORT erase-otadata ‘

PPk flash F52E—BUNTE], fEEBRAR T, S 2)WITSa k.

MIESCRS AHE AR =B P S
o J& Windows 373 F ¥ #7 ESP-IDF T B
o L5 ESP32-H2 432 $ 0 ik s
¢ Eclipse Plugin
¢ VSCode Extension
» IDF W5iL3

1¢ Windows 5335 F ¥ ESP-IDF T H

A 2% ESP-IDF 1 1L 5M Windows “fp$&R4F" %10, Y)#k % ESP-IDF fy4-ki Hok. )51z
1

install.bat ‘

% Powershell, if4J4e % ESP-IDF 4¢3 Bk, RIGE17:

install.psl ‘

% T R 8T 24 ESP-IDF Tz TH . i E 224 T HABOAR T A, WA R I3 % TH
N #Z S E  ESP-IDF T H 22328 (iR B o e, BUATSHOL R oM C:\Users\username\ .espressif,

B <A K ESP-IDF T HEME PATH A8 & ESP-IDF T HZCRASRTE “THAS A
“ESP-IDF fip S35 QI RGET 30, iz G sCa 3T Windows iy 48 // A7 67 1, ERIAEIR T 1
A C 2R T,

ALEREOLT , AR R B fy SRR AF 87 A P T SITIF Y, I A AR B A 1 T
ESP-IDF, A AR T )54 B ESP-IDF TRy bl 2 PATH 33545 & .

G, WATIT AR 24T ESP-IDF [ fiy & /R A7 67 1, )46 % 222 ESP-IDF [ H 5%, #8547 export .bat,
Hkar &0

cd %userprofile%\esp\esp-idf
export.bat

Xf T Powershell ), 1 [ FEUI: 22424 ESP-IDF W H 3%, SAJGHAT export .psl, HRMGUIT:

cd ~/esp/esp-idf
export.psl

BATSEUR, BT DAl iy 9 345 ] ESP-IDF TR T,
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5 ESP32-H2 Gt 11 %
T DA A USB % UART #fak ESP32-H2 3745 USB 4, 5 ESP32-H2 At H 111445 .
TR FE R B L2854 USB & UART #f. WRZess, wlfdi H AM T .

i USB #hik  ESP32-H2 3 §F USB #h%. Jo7; USB 2 UART #f, f#in] HIEbekibts.

Development Board

Personal
Computer

USB

¥

ESP32-H2

& 6: 375 USB %) SoC

#B43 > HF USB MR I KM [A] B4 USB % UART #;.

W47 USB 5 UART Wil IF % bn  7E2¢35545 USB & UART #FIFF & #tt, PC FIM; [ali@ st USB 1442,
Wil ESP32-H2 7 [A]if i UART %4 .

Personal

Developmment Board

UsSB
USB-to-UART

Computer

'
! Bridge
1

K] 7: 4¢3 45 USB % UART i FF & i

h

ESP32-H2

Hhis USB % UART i #B43FF & bl F AP35 USB 22 UART 5. 35 00 30 % 18 ZE 35 B das ) 2 ) 1
AP IR0 2e N R R B

[EJ1] USB A 1kesk  ESP32-H2 3ff USB Shi, Jodishif USB % UART #fF, Bl mIbesg — bl SO
ESP32-H2 [-ff) USB fii i GP1027 {2} D+, GP1026 i} D-.

#3: ESP32-H2 {U 3 USB CDC and JTAG.
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Programmmer Boar Development Board
-----------------------------------------------
' '
usB] :
Personal |, ' USB-to-UART . N
Computer ' Bridge ESP32-H2

& 8: #h USB 2 UART #

HIRBERFEF IR E ESP32-H2 #E A F . #H4F BOOT #4l, [FIN#—F RESET #4l. Z )5,
FAFF BOOT %M

i}l UART Efrkést AR dnfal il i} USB % UART #ff4E ESP32-H2 1 PC 2 [a] @t s AT . ML
Hr-S5 AN E D o

YEH% ESP32-H2 HI PC  Ji] USB Ziff ESP32-H2 JFA NSRS PCo NIRRT KSR P I0h H 328,
JetfiiA ESP32-H2 F¥ %Mz by USB 2 UART #f (E(4Mi%%: UART i&fLar) A5, SRSTEM F I8 RIkshf
Fe, AT T

PATR 2 S8 ESP32-H2 T R MUKl Fr i 2 -

« CP210x: CP210x USB & UART #j; VCP Kzl
« FTDI: FTDI [E COM i UK Zh AT

PAEIKEN NS, ERIT BN 8, T R A ) USB & UART #rih o — Ml ot
&, 24 ESP32-H2 Jf Jctin 5 PC HEERINy, X MBKSNHR T RAZ O 20T ORI RS, HFEE AL,

XA USB 2 UART #f FERAYBLA, BRTLABFT AT a4, S0 E LR RIS 4L

idf.py -p PORT [-b BAUD] flash

INFRUBERAR B, 5 H A BRI BAUD. BOAMBAEHRK 460800,

i MR A TZF B8 EAEE, ISR A 151 BoOoT #5#41l, [FIHf4%—F RESET
¥efll. ZJ5, PaJF BOOT #4¢4l.

{E Windows LAr il Kifr Windows 525 BEAF H1 1) COM i 15136 . Wi ESP32-H2 5 PC ()i,
SRIGERERE, BRI M) FE T E R E IR L.

PAR 2 ESP32 DevKitC #1 ESP32 WROVER KIT & [ :

{E Linux fll macOS #7511 25 ESP32-H2 JF kit (BOMEEHR @iy ) A D&M,
PATN ATk, B, WioPIPAREGERG:, EUGsiTA N ards e, EEITAREGER A,
WisATPA e Hofr, 28 st ran 4 a3l s 0 R ke ESP32-H2 X Hs 1 :

Linux:

ls /dev/tty*

macOS:
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- )

=4 Device Manager E'@

File Action View Help

&= | T HE =

4 2 tdk-kmb-op780

& 78 Computer
: Disk drives
Display adapters
DVD/CD-ROM drives
Hurnan Interface Devices
; IDE ATASATAPI controllers
Keyboards

?!IE

] -

P

I,.;.
B

Mice and other pointing devices

Monitors

[ -&F Metwork adapters

4 73" Ports (COM & LPT)

LT ? Silicon Labs CP210x USE to UART Bridge (COM3)
b I Processors

b -iy Sound, video and game controllers

m i CE )

[» M System devices
I - i Universal Serial Bus controllers

E 9: s gh ESP32-DevKitC 1) USB & UART #f
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Il N

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
1M Computer

]

[ =y Dhisk drives

i B Display adapters

[ I_L-ﬁ' DVD/CD-ROM drives

b Eﬁ Human Interface Devices
. g IDE ATA/ATAPI controllers
b-EB Keyboards

B

[+ --ﬂ Mice and other pointing devices
b | Monitors

b -mF Network adapters

4 73 Ports (COM & LPT)

i % Sound, video and game controllers
i 1M Systemn devices
[ - i Universal Serial Bus controllers

I 10: Windows 14 £ 45345 1 ESP-WROVER-KIT [y 4~ USB HE 7 1
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ls /dev/cu.*

P4k AT macOS H ' AAERH D, HERASE %S USB/H NIRRT . BRI H i IKsh e
¥, WETi%4% ESP32-H2 F= PC, %IT macOS High Sierra (10.13) ] |, VR7] GBS RT3 AL i IR 5h AR
JPRmE, BARTHTI R A RITRE > ZeMmRA > EA, MERGAFEER: “RAFFRKARIFR
Beik.”, Hod & N R4 FRR Silicon Labs 1, FTDI.

€ Linux HpiE il 18] dialout  MEiEsg il MY n] A USB X ef B T35 H4F . fEZ % Linux
JiAR BRI AL AT S, FFH RIS dialout 4, MIMARVFEEE AR

’sudo usermod —-a -G dialout SUSER

1E Arch Linux H', F525# 5 PAF ap4FFH s E] uucp 4 H:

’sudo usermod —-a -G uucp $USER

THHEFRROR, BIRH IR ERURAE

Bk sk BE, NS D Runftly, AR EE ESP32-H2 J5Aun R A L, Migikbds A
HERGE .

ESP32-H2 ({42 il 5 BkiR BIA R 115200,

Windows fll Linux $§{i: %% fE4RGIH, AT PuTTY SSH Client, PuTTY SSH Client B 7] Fi T
Windows 8 1] ] F Linux. @l n] DA HoAt 5 1 R - B B A R Y (H 22K

AT A S, BUEAE AP BRPHIAR A 1 AR = 115200 (A T2, 4 SO BEADE R A BRIA B RS
), BRI =8, fFIRAL=1, A =N, DLNEGR AR T WfifE Windows I Linux HBLE A 1
F_EAEFSEC (0 115200-8-1-N) o 3, & B B Fe Dk PR iiA R 8 D 2 EFTICE -

RIG, KA ESP32-H2 @ B AFTBIHE. WF, WHELmIT AR oOlirEs. BN HENERRT
Tn#E] ESP32-H2 ) P, S =,

ol WHTERIIESE AR FLEFIER G, KM DL, WERAESEZ 0w — BT RS, 25 BAeRET:
IPREICIE T I 1

macOS $#fER% macOS #£4L T BraEins, HILEAH Z8 8 10 K umfe) v
o ¥ & Linux %2 macOS L5 %#0 | ifiPA Fid

1ls /dev/cu.*

o BEAEDIFPT b

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

o ARARIIERE R LI RO TT R AR, S R A PR, I R 2T, iz
TS (IEHRE, #HF “1152007 HEOhHTE I BA R AS%) -

screen /dev/cu.device_name 115200

¥ device_name B NizfT 1s /dev/cu.* FHIAEAE OE,

s BSRERIER PRt R Hl . HENARSTINEE] ESP32-H2 KN HARF, S5 &=l
W Cul-A +\ SR PRRESE.
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ﬁ PuTTY Configuration
Categary:

= Terminal

- Keyboard
- Bell

- Featuras
= Window

- Sppearance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Prosgy

- Telnet

- Flogin

- 55H

- Senal

Options contraling local sedal lines |

About

Select a seral line

Serial line to connect to
Corfigure the seral line
Speed (baud)

Data bits

Stop bits

Parity

Flow control

Comi2

115200

[ None - ]

| XON/XOFF -

Open

] [ Cancel ]

 11: 7 Windows #:/E R SG H (] PuTTY B8 O#ES5
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

Aboul % Cancel

P 12: 7 Linux #4/E RG] PuTTY SEEH IS4
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A RIS EFIER S, KM PR . AR EHOCA SR ORCR K bEag, 25 BE
W IR e I ER 1

sl AR HERG WEREE LA L, e E AT AR

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008, 1en:8

load:0x3fff0010,1len:3464

load:0x40078000,1len:7828

10ad:0x40080000, 1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WARFTEI A H B2 TR (MARELAS), W RE DIEREIER . By, S0 ARSI 72058, Hipe X
B AP L3 F] ESP32-H2,

Frik: FERRSER Ry UT, A8 ESP32-H2 /Al I andTHIE: 1 BT, 5 2AE &y 8 A Hs 1
RTS & DTR . % FEHUAFAET 5 RTS & DTR BRI EHEHE] EN & GPIOO il Ligfid, 4Kz
HOFkM (OFRREFTARIT M) FRBAEA . ELIEAEE, 5% esptool SR,

WNEAE 2R ESP32-H2 BECEIT AR PFRREERS , M 2% Fr4e 1% A ESP-IDF 2 Befes| X L, M %
A F4&4% A ESP-IDF »2 SREE L

Resr i britEER

EREIN ARAB AT E ar 2 I B TR XA AT IR, O R R 2 — AT e ia T
esptool.py W B4R, esptool.py RWERGIMA, HTHEELHR. 5 ROM 53N
ARG PER TR . ALASEIR LA PRI T FEh AL, AR MR R AR AR, 37
2% esptool W HEER RIEZF .

esptool.py @2 {#i USB & UART #; (4 FTDI B¢ CP210x) f#) DTR F1 RTS & i £ 2 %k @ 3h & 4
ESP32-H2 (3% 5 ESP32-H2 43 % 2542 JRPUE Z 144015 8. ) . DTR Fil RTS $ifil £k 3% 523 ESP32-
H2 1) GPT09 #il CHIP_PU (EN) 'l I, Atk DTR A1 RTS )3 L 22 Ak 2 ESP32-H2 HE A ] {1 %
Bl AR I A ESP32 DevKitC Jf &M i JFHELE .

— kUL, B E T ESP-IDF JRAMA 2 B, [Hi2, esptool.py FEPA NIEIL T AREH S EE
R

o CRITECRE A 23] GPTO9 Ml CTHP_PU [y DTR Fl RTS #4H4k .
* DTR #1 RTS $5 £k ity fic B 5 =R .
o AFFTEIAER A T ] 2

MERE AR, tmT AKF R ESP32-H2 JFAAR T2l B BN EfF R kil (B2407)

o WTFIRFEFF RN, RIASE X NIRRT TFE s e . B, v DAl 4 Boot #4l
(GPI09) Fifif: EN #¢4l (CHIP_PU) HKF-8h i ESP-IDF JF % #i .
o W HAMER AR, W PAZEIRRF cPTO9 Rk,
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IDF Y #L2s

IDF i dlaid— AT &5y, A T esp-idf-monitor {4, T UK HARBE 5 HR B T4k, IDF I
WA R A HE L IDF () H e

7£ IDF i ] idf.py monitor W RAEH AR

PIEPERE S T O7 (5 IDF WARUEA T H., iE TR 4 I TREE R

REER 1BRIE ik
Cirl+] B AL R
Cul+T S R B R Ry —, P REAE.
Ct 53 TR IR e
e Ctrl+T
. Cult] Ff exit FAF &Ik B ALE
. CtrlsP FEHRRS, HEAGS | EEHRR S, Wil RTS & (&) AL g
INEARY it RTS K | )7, WEHF ARSI EMRT . SRS ST
155 R F DA FH DU #RAE
. Cul+R Wit RTS e # B HbriX | EEWRS, il RTS & (WE#8:) EHE sy HEERF .
%
. Ctrl+F SRR LI H (= idf_monitor, 1547 £lash H#xr, 5 E idf_monitor,
o AT ] 5 3 10 U5 SC R0 2 00 T T 4 . RS T TR
2 idf_monitor & A2 4L -E B/, Wizt B
encrypted-flash,
. CtiltA Ik S ek W AR | B 45 idf_monitor, =17 app-flash Hir, RJEHKE
%+% idf_monitor. jX15 £lash KL, {H A 3R R4 %
¢ R R, . A idf_monitor £IAZH —E a0, W)
) 2T H ¥R encrypted-flash,
. CtisY IR/ EAE R LATED | SR, SEFIraEANBITEE . VYA RS IR
H & ARG O PR A A H A
. CrliL bR E B AH | TR ME A, HTFS AR L. ol
ki ‘TJ%?;%%@JJ:/‘VX’EWLZIJJ@E (iR} IDF 5 s th & 2 1% 1)
HE) o
. Ctrll IR T EDET R ARIC | IDF M figs v ATERE—A TR FF S FTEN— AN Rl FRic . ifTa]
o Fric X PAE I ——timestamp-format 4412
(## D MO
. CtiltH SR A P
= &
H)
. Ctrl+X B g R
(=
X)
Ctrl+C HIWTIELE AT R | B {5 IDF M M #% JF iz 47 GDB I H ¥ i #F,
lig M fE iz 4 e R R XFER

H:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME
EI

BT ctrl-] Ml ctrl-T, HABPGERE S Sl 0 AR A .
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He 1L IDF $5E

FIahfigih bl 2000 R R 1) ] SAT AU A 7S BE bk Iy, IDF S50 A gz stk A PR A i
MREE (SCHFZRIFTS ), R A7 s T E iR

ESP-IDF [ I fE7 % 4: crash il panic S, F5 AR U0TR A3 77 e i 1 ] 9

abort () was called at PC 0x42067cd5 on core O

Stack dump detected
Core 0 register dump:

MEPC : 0x40386488 RA : 0x40386b02 SP : 0x3fc9%9a350 GP H-
—0x3fc923c0
TP : Oxabababab TO : 0x37363534 T1 : 0x7271706f T2 H
—0x33323130
SO/FP : 0x00000004 s1 : 0x3fc9a3b4 A0 : 0x3fc9a37c Al H-
—0x3fc9a3b2
A2 : 0x00000000 A3 : 0x3fc9a3a9 A4 : 0x00000001 AS H-
—0x3fc99000
Ab : 0x7a797877 A7 : 0x76757473 S22 : Oxabababab S3 H
—0xabababab
S4 : Oxabababab S5 : Oxabababab5 S6 : Oxabababab S7 H-
—0xabababab
S8 : Oxabababab S9 : Oxabababab S10 : Oxabababab S11 H-
—0xabababab
T3 : Ox6e6dbecbb T4 : 0x6a696867 T5 : 0x66656463 T6 H
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H-
—0x00000000

MHARTID : 0x00000000

Stack memory:
3fc9a350: 0Oxabababab 0Oxabababab 0x3fc9a3b0 0x403906cc Oxab5ababab 0Oxabababab.
—0xabababab0
3fc9a370: 0x3fc9a3b4 0x3fc9423c 0x3fc9a3b0 0x726£6261 0x20292874 0x20736177.
—0x6c6c61635
3fc9a390: 0x43502074 0x34783020 0x37363032 0x20356463 0x63206e6f 0x2065726f..
—0x000000300
3fc9a3b0: 0x00000030 0x36303234 0x35646337 0x3c093700 0x0000002a Oxabababa5..
—0x3c0937£48
3fc9a3d0: 0x00000001 0x3c0917£f8 0x3c0937d4 0x0000002a Oxab5abab5ab5 Oxabababa5.
—0xababababe
3fc9a3f0: 0x0001f24c 0x000006c8 0x00000000 0x0001c200 Oxffffffff Oxffffffff..
—0x000000200
3fc9%9a410: 0x00001000 0x00000002 0x3c093818 0x3fccb470 Oxabababab 0Oxabababab.
—0xabababab6

I I AT AR Ak IDF W WL b 2 A7 e it kb sE 2 R R

abort () was called at PC 0x42067cd5 on core 0
0x42067cd5: __assert_func at /builds/idf/crosstool-NG/.build/riscv32-esp-elf/src/
—newlib/newlib/libc/stdlib/assert.c:62 (discriminator 8)

Stack dump detected

Core 0 register dump:

MEPC : 0x40386488 RA : 0x40386b02 SP : 0x3fc9%9a350 GP H-
—0x3fc923c0

0x40386488: panic_abort at /home/marius/esp-idf_2/components/esp_system/panic.c:367

0x40386b02: rtos_int_enter at /home/marius/esp-idf_2/components/freertos/port/

—TrIscv/portasm.ST35 (FILZESD)
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(& b))
TP : Oxabababab TO : 0x37363534 T1 : 0x7271706f T2 -
—0x33323130
SO/FP : 0x00000004 sS1 : 0x3fc9a3b4 A0 : 0x3fc9a37c Al H
—0x3fc9a3b2
A2 : 0x00000000 A3 : 0x3fc9a3a9 A4 : 0x00000001 A5 H
—~0x3fc99000
A6 : 0x7a797877 A7 : 0x76757473 S2 : Oxabababab S3 H-
—0xabababab
sS4 : Oxabab5abab S5 : Oxabab5abab S6 : Oxabababab S7 H-
—0xabababab
S8 : Oxabababab S9 : Oxabababab S10 : Oxabababab S11 H-
—0xabababab
T3 : Oxb6ebdbcbb T4 : 0x6a696867 T5 : 0x66656463 T6 H
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H
—0x00000000

MHARTID : 0x00000000

Backtrace:

panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC 0x42067cd5.
—on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.c:367

367 *((int *) 0) = 0; // NOLINT (clang-analyzer-core.NullDereference) should be.
—an invalid operation on targets

#0 panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC.
—0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.
—c:367

#1 0x40386b02 in esp_system_abort (details=details@entry=0x3fc9a37c "abort () was.
—called at PC 0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_
—system/system_api.c:108

#2 0x403906cc in abort () at /home/marius/esp-idf_2/components/newlib/abort.c:46
#3 0x42067cd8 in __assert_func (file=file@entry=0x3c0937f4 "", line=line@entry=42,
— func=funcl@entry=0x3c0937d4 <__func__.8540> "",_
—failedexpr=failedexpr@entry=0x3c0917£f8 "") at /builds/idf/crosstool-NG/.build/
—riscv32-esp-elf/src/newlib/newlib/libc/stdlib/assert.c:62

#4 0x4200729e in app_main () at ../main/iperf_example_main.c:42

#5 0x42086cd6 in main_task (args=<optimized out>) at /home/marius/esp—-idf_2/
—components/freertos/port/port_common.c:133

#6 0x40389f3a in vPortEnterCritical () at /home/marius/esp-idf_2/components/
—freertos/port/riscv/port.c:129

IDF M &R 1E /S GIB T A R s, a4 ik

riscv32-esp-elf-addr2line -pfiaC —-e build/PROJECT.elf ADDRESS

AR B R R AR 4R R B DT RC (g Bkl , IDF WS 02830 254 25 ROM YA, LA 24T BB SC 1444
i, RE/R 8H % in ROM:

abort () was called at PC 0x400481cl on core 0
0x400481cl: ets_rsa_pss_verify in ROM

Stack dump detected

Core 0 register dump:

MEPC : 0x4038051c RA : 0x40383840 SP : O0x3fc8f6b0 GP H
—0x3£fc8b000

0x4038051c: panic_abort at /Users/espressif/esp-idf/components/esp_system/panic.
—~C:452

0x40383840: __ubsan_include at /Users/espressif/esp-idf/components/esp_system/
—ubsan.c:313

Q)
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(& b))
TP : 0x3fc8721c TO : 0x37363534 T1 : 0x7271706f T2 Tl
—0x33323130
SO0/FP : 0x00000004 sS1 : 0x3fc8f714 A0 : 0x3fc8fedc Al H
—0x3fc8f712
A2 : 0x00000000 A3 : 0x3fc8f709 A4 : 0x00000001 A5 H
—0x3fc8c000
A6 : 0x7a797877 A7 : 0x76757473 52 : 0x00000000 S3 H-
—0x3fc8£750
sS4 : 0x3fc8f7e4 S5 : 0x00000000 S6 : 0x400481b0 S7 H
—0x3c025841

0x400481b0: ets_rsa_pss_verify in ROM

ROM ELF ({44534 IDF_PATH fl ESP_ROM_ELF_DIR MRBEAF R IAT BBl ngk . ins B a5 iR, r
PABSTET esp_idf_monitor H$§E4:EH ROM ELF X {4:#%4%: python -m esp_idf_monitor
——rom-elf-file [ROM ELF XHHBERZ].

F/i: BMIEAYE ESP_MONITOR_DECODE % BN 0 5 ] esp_idf_monitor [¥)4F & fiy 247 126 T
python -m esp_idf_monitor --disable-address-decoding &% #ihlfiFig.

EM A HBES ZBRIAMEDSCR, IDF ”*%A%%AT H oth 42 i) i i DTR #1 RTS 3474k [ 3158 fts
Fro Bpj il IDF WM esAE e m B a2 A0, E7EV A IDF sl _E3¥ETi ——no-reset, 1 idf.py

monitor —--no-reset,

Fik: --no-reset MEII{E IDF i dlas i e 2 oy L I 0] DASCBARIAR AR, U idf.py monitor

--no-reset -p [PORT],

A GDBStub UL GDB - GDBStub (I fTIf T 1. GDBSwb £ H b5 bizfT, il mik
FEF) EHUN ORI A% GDBStub SCRFEIUNFFAIAS I . A AR I Rk isF & JIREAH JTAG
ﬂ;ﬁ i, fHih T GDBStub m:% A AT I SE BB AR ORGSR (41 JTTAG/USB #ii%
) o

il 1 ¥ CONFIG_ESP_SYSTEM_PANIC 1% # & GDBStub on runtime, 0] PURFHFRECE NTEIG G817
GDBStub. GDBStub ¥ {-H§7E 5 GIZAT, HENEHTH N K% cerlec SEOV IR R (R ILA
FEAT), AL GDBStub AbEEH i A 4.

BEAN, 0T DA T 15 B CONFIG_ESP_SYSTEM_PANIC *}j GDBStub on panic it & panic ZbFHIFLE, fii
HAE KA crash %#FHT =17 GDBStub, 4 crash %&£}, GDBStub K i 5 [ AR AR AL, 3R
% GDBStub S

Teit el ik ctrl+C i RIL R RRR AT A, IDF L&l < A 30530 GDB, MMk i P Ak
lfir4. GDBIRMGE, il RTS # N H bR, WIRARER RTS H04, %J’”Eu’fﬁ, FEAIT
KL

#rik: IDF W g4iE 5 s T b <o i GDB:

riscv32-esp-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex..
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip®

B in k v DAY idf.py monitor —-print-filter="xyz" J&2 3 IDF If fi 28, H
——print-filter @ LS4 ﬁgﬁﬁ\ﬁﬁ SERFER, BT EDEr A NS SRR AR A

+ ESP_IDF_MONITOR_PRINT_FILTER J{#ifieix e -
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0 [AIEHd 3R AS & ESP_IDF_MONITOR_PRINT_FILTER fI&4[ ——print-filter B}, #ildy
AT CLL 24 ——print-filter LS E .

A AT N AR EBR S, W E <tag>:<log_level> kI, H i <tag> IR EFFFH,
<log_level> & {N, E, W, I, D, V, *}&EHPH—NFEE:, BHZ8E G

fiin, ——print_filter="tagl:W" HPULEFFTEI ESP_LOGW ("tagl"™, ...) FFEMHL, &5
TERAR H G TR SO i, B ESP_LOGE ("tagl", ...). WZ4EE <log_level> slifii {40
GBI *

Ik gy, ATRAME EHAELE B S5 th A AIATRE RS . AT AR IDF Mo i 0 et ke 1 B

St E, HICHR B g N R o

WSSO G SN. B~ 859, DAERAS ik fe.

A0SR R AR Pt 1 B 5 — AT JE T o 1 4, W RE S M e D RE, B, MORRERITIRTENiZAT, H
JER B BUGAT ARG G A o X de— AT, AT DA e P80 1] el S s Pl (R ) @A B i
EIRIERIREOLT )

fii 126 HL N 73~ 51

o * O] T VLEAEM2RANRE . (H ——print_filter="*:I tagl:E" FJEIXTF tagl W H K4S
fed, X2 tagl BIEL = ML .

o BRINFIN (75) ST *:v, BRENTEREANG S B ARG B VL B AT bR 2 R %Eﬁﬂﬁﬁﬁﬁ\]@o

o "FIN" AP T H G EI’J?HJEH WA T print £ WFTENE . b TR — A, 160 H
* B B EITTARIN .

o N "tagl:v", "tagl:v", "tagl:", "tagl:*" fl "tagl" Z[d,
ﬂ)”']/"\;agl (W tagl:E" &[T "tagl:E", XK kG 2L B H A H R 24 PRIARSE 2 3 55
Hil— Tm‘o
o FUN "tagl:I tag2:w" {YFE Info 40 EHHISCERHAIFTE tagl, FE Warning {40 52 9% 51| 5L
BARGAFTED tag2.
o MM "tagl:T tag2:W tag3:N" fEA EAERT E—MN, XK N tag3:NfEE tag3 AT
B

e tag3:N FEFN "tagl:I tag2:W tag3:N *:V" hHHEHE Y, XE2FENUEEE tag3:N,
tag3 [F R ATREFTEIH R T tagl Ml tag2 $5R(G B FT EIFERS & R4 BRG] (SOEIRG) |
HBAAFT BT A 2%

O BB AR H SR AR B EAT A R e A 17 Dl T BRAT A

load:0x40078000,1len:13564

entry 0x40078d4c

esp_image: image at 0x30000 has invalid magic byte

esp_image: image at 0x30000 has invalid SPI mode 255

boot: Factory app partition is not bootable

) cpu_start: Pro cpu up.

) heap_init: Initializing. RAM available for dynamic allocation:

) cpu_start: Pro cpu start user code

) light_driver: [light_init, 74]:status: 1, mode: 2

) vis: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID.

OO HHHESIHM™

1)
1)
9)
568
569
603
309
318

(3
(3
(3
(
(
(
(
(
1
I

328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="wifi esp_image:E light_driver:I" eI B irmns:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0
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——print_filter="1light_driver:D esp_image:N boot:N cpu_start:N vfs:N wifi:N

RENAR - iUE s e) UGS

10ad:0x40078000, 1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF W #L 2% LU m) s
Windows A3 T LL10] 8
* BT Windows 5§l G BRI, A LUk a S Ho At —Sekirk gt JoyAe GDB Hififi i .

o HARTEOLT, idf.py RN, WIRESAE IDF WAL= Z His 30 7.
* GDB a7, nIAESEHE—BUME, A)EAITHiA5 GDBSwb JH4Ti 5 -

Linux il macOS *F- 3 TG brfl i ¥

VEAIHEPUR IR T PRI IR, el ad AR .

LIPS AR/ ESP32-H2 i ESP-IDF [ IR 5K

c F—Y R ES

e % —%: 33 ESP-IDF

e £=%: KEFEITA

e Bva¥: RHEFIEE

e $ A Y FI41E A ESP-IDF &

Sy RHAlEsy Oy 7o ESP32-H2 W filii] ESP-IDF, SEElRIGIRIE RG4S A, PATH 2R
B AT P 52225 Linux F1 macOS i R 45 T A & BRI,

Linux Ji] )" 4413 ESP-IDF F DA F A4 . T ARIEEEH 1) Linux ZATHUA, AL
e Ubuntu £ Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

H HI58A SRF CentOS 7, {HN T BAF M AL, BRI CentOS 8.
e Arch:

sudo pacman —-S —--needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

ik
* fli{f§ ESP-IDF 5% CMake 3.16 5 DA AR . B Linux & A7H AT BERR 22 TH H B ARG
B FFJei backports ERE, {745 cmake3” D (A2 %% cmake™) o
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o AR EASIRF A G ARG, WESE LRGN KR, EF R a2

macOS Ji])*  ESP-IDF ¥{# il macOS 2R\ 2231 Python Jifi 7S,

* 4% CMake Fll Ninja %1% T
- # HomeBrew, %] PAIEFT

’brew install cmake ninja dfu-util

— #& MacPorts, 3A[DAIz

sudo port install cmake ninja dfu-util

- HPALIARIE I, 1R CMake A1 Ninja 51, #0if)4 & macOS V-5 )T 2k 435 7]
o SRFNEILIF] 22k ccache DAFRAS BRI 41634 . W1 HomeBrew, Wi it MacPorts F ) brew
install ccache B{ sudo port install ccache SEZE%E,

il e EREAT PR B R DU B

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

NAZFi 224 XCode iy 47 T E., Wiz4T xcode-select —-install fig2dbfr2eds,

Apple M1 i/ URIERE 152 Apple M1 ZR 51 HA FIUNH H B

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is_
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

B

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2—
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

TEPLEIT AN a2 483 Apple Rosetta 2

/usr/sbin/softwareupdate --install-rosetta --—-agree-to-license

“Z%¢ Python 3 Catalina 10.15 %A Y] R AHEREM ] Python 2.7 JiRAS , ¥EAR A macOS HiA H A
BN Python 2.7, AT PATR iy & A A 724 16111 Y Python JiAR:

’python ——version

|

pUES et %m Python 2.7.17, MAREHEINENTHZ Python 2.7, iX B F5 Z A1 TA T Ain K Ax
b2 75 E 4842 4 Python 3:

’pythonB ——-version

WREAT B A AR, AR A %€ Python 3.
TS AR 2 PR3 Python 3:
o {ii f§ HomeBrew #F474%& iy a0 R

brew install python3

o fifi ;| MacPorts 72725 7 A0
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sudo port install python38

5 2 AR ESP-IDF 7|48 ESP32-H2 M W AR ¥ Z Al 1§ SepRBUR ZE S A9 SK 1 3O/ ESP-IDF
(ENE

AKHCESP-IDF {yA IR AN $TIF 2, YIS @58 f47 ESP-IDF ) TAEH ¢, i git clone fiyd g
P IEAE % %fXTNEI&YE%wE’Jﬁ?HbF@%, IR 3.

P&, sfTbA T

mkdir -p ~/esp
cd ~/esp
git clone -b release/v5.1 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF f RN# ® ~/esp/esp-idf,
T HIfEESP-IDF JR A1 7, #2% ESP-IDF N [m] A iy B4 3E 5

S5 S T 2T ESP-IDF A5, i F555 % 3 H: ESP32-H2 (135 H 4¢3 ESP-IDF i f {45 ff T
H, Heingmidds. J#ilgs. Python U4,

cd ~/esp/esp-idf
./install.sh esp32h2

8¢ {# ] Fish shell:

cd ~/esp/esp-idf
./install.fish esp32h2

IR ESP32-H2 45 s T.H . WURFENZA-HIRGAFFETH, WA AR s E 24
Hbx, W RFs:

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

A} ¥ FJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32,esp32s2

WERTE LN A SR F AR 22 TR, TS TR fir

cd ~/esp/esp-idf
./install.sh all

B} {ii A Fish shell:

cd ~/esp/esp-idf
./install.fish all

Frili:s X T macOS i)™, MNGEHE ERAEAT B IE 2 AN 55

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—~to get local issuer certificate (_ssl.c:xxx)

W47 K Python U432 W) Install Certificates.command ZZ¥EHEH. THELELR, S
% 474 ESP-IDF T HLif B R38R 1%
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L% ESP-IDF T HZ25 832 1 2 Github ZATMRAS A7) — 28 T A, AR5 Github %2
NN, PTLABLE IR, AL et Espressif )T 2l 5 43 2E4T Github BTF 2.

ik ZBCE PN Github ZATCA R A TR, B A S %A T AT Git €4 ) URL.

TR TR See s Espressif N RS5 4%, WEiafT install. sh MDA a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

Flow LTIV geikte AL RPN AR B4R ESP-IDF 75 B 4ie T BN P iR H &, B
Linux RS H[1) $SHOME/ . espressif Hig, O] PAEERF TH 25| HAD H S, (ISR L3 AR
Hi, EHriEIEASE IDF_TOOLS_PATH. V1, WA PKSC 4L 48 TS IZBARMAUR .

WS T IDF_TOOLS_PATH AP &, 15HIAIRAS M IR A TESE A (install .bat, install.
psl 8{ install.sh) flISH 4 (export .bat. export.psl Bf export.sh) BHEEFE—.

SN DrELPABEAS MUY, GRWINI 2R TR M ORI I 2 PATH PRs5As &, Joikadiad “ap S 07
AT H . Hil, WS E g . Xl DA ESP-IDF S i) 75 — A A HEA TR

—

THTERT 21247 ESP-IDF 23 % HIz4T A R iy

’ . SHOME/esp/esp-idf/export.sh

XIT* fish shell ({X3CH5 fish 3.0.0 KA ERUA) , THIZFTPA T4

’ . SHOME/esp/esp-idf/export.fish

W, MR 5SBEZRINA — 2!
IR F A 21T ESP-IDF, 0] PAUAIAT export . sh A4, HARLIRAIT
1. B NELL R v 2% shell B E 4% (.profile, .bashrc, .zprofile %)

alias get_idf="'. $HOME/esp/esp-idf/export.sh’

2. EdEEA A D 8iiafT source [path to profilel, fll source ~/.bashrc ERIHHECE
A

BUE ST AEAT AT 3 57 1 AT get _idf RBLE BT esp-idf FRIE.

ANHWHEIANF export . sh ISINIE] shell (HCESCIF . XM B ERRA Ao & 35 RS IDF HE L3R
5 (WAETCH N IDF (R3h) . BT 7 6 RS H A, 3 0] AES M AR T o

S50k JFUGTEN] ESP-IDF WY BERRC 28 g 1 (1) ESP-IDF B A 2501, 3% AR5/ 43 Al T 4
AR5 —> T AR

A FREAR I 58 U] ESP-IDF BOSH—2 . i MRATR R, QOR8] ESP32-H2 Q@58 — TR, I
L BRI I A

il WPRASE R ESP-IDF, 52 M4 30 shp P g, PRI AR T m B s 64 B A 4

JFUGEIGEE TR B, 0T AESTT & ESP32-H2 [ FHAR)T T . 0] PAM ESP-IDF Ht examples H 5% T 1)
get-started/hello_world TF2FF44.
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Fi%: ESP-IDF %ii% R4 S0 ESP-IDF g A2 ulH TARRHAR il Ay 254

F§ get-started/hello_world TS il £ A H) ~/esp HE T :

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

#{l:: ESP-IDF fi examples H s N —FR IR B TAE, @R AR BRI iR a7 H A iR 6,
LIRS/ 1E 7N I il R

ety BUE, WA ESP32-H2 JFAMIERE PC, HAFRIT AR MKH L.
WH, HOLEAFRBE RS T BRI AR

e Linux ##fE&%¢: VA /dev/tty JF3k
* macOS & %: VA /dev/cu. 3k

BRI ER B DL EAE R, 05 ESP32-H2 ¢l % o it dk,

ik LR N4, BTSSR EA .

Fe ¥ LF: ¥ A hello_world H3, WH ESP32-H2 HHSH, Rigzfr TREMRE T HE

menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32h2
idf.py menuconfig

FIH—HIRE, WELMH idf.py set-target esp32h2 &E “HAIR” . 1EE JH:TWE/H
ERIERTRA LI H 2 MR R (). ST DA B FRRY TN PREEas i (LA oy Bk
HIR). BEER, WWLFR RS R ser-target,

RV (w2 JEE Y W VNI Lk

(Top)

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type ---=
Application manager ---=
Bootloader config ---=

Security features --->
Partition Table --->
Compiler options ---=>
Component config ---=>
Compatibility options ---=

[Space/Enter] Toggle/enter [ESC] Leave menu [5] Save

[0] L ? mbol info [,f] ]ump tu: S
= C le show-name o

B 13: TRERCE—F6 0
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FnT DAL S BB H Y R AR b, f3E Wi-Fi RG24 08 AP 8E % . hello_world R
BI0 H 2 DABOARCELZ T, I X —IH &, ATABKE ] menuconfig #EATIH FLE X — K.

ik AR 0P RN SR B A AT RS S EEORR. T DB I - -style RSN, i
1247 idf.py menuconfig --help fit%, FKEUEZ(FH.

Gk LR WEMEHIPA RS, Sihes TAR:

idf.py build

SEATUA |- 4 T DAGR PR AP R ESP-IDE 410k, 0k 03| SINEUEEIT . 5y DRI BT i
I H

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —YNEH, G5 UR £ B bin S0P

Beor2IBety W AR arS, KRERINIA S —dE i SCbesk 22 48 ESP32-H2 TR A :

idf.py -p PORT flash

fjj%ﬁ PORT #:4ft iy ESP32-H2 JF &AM LI FR. TSR PORT K& X, idf.py 288 I /T i A E: 10 E
B .
WA X idf.py ZENEER, 15 Widfpy.

Frik: Ak £lash UL A SISk TR, HICH HizfT idf.py build,

bR R PR E U, AT b T AR Bl ESP32-H2 @13 v # 3% SRCEZTEAN(E B

W FEbERARE T, EABEFIRLAT R H S

esptool esp32h2 -p /dev/ttyUSBO -b 460800 --before=default_reset --after=hard_
—reset write_flash --flash_mode dio --flash_freq 48m --flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v4.6

Q)
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Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-H2 (revision v0.1)

Features: BLE

Crystal is 32MHz

MAC: 60:55:f9:f7:3e:93:ff:fe

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to OxOOOOS5fff...
Flash will be erased from 0x00010000 to O0x00034fff...
Flash will be erased from 0x00008000 to 0x00008fff...
Compressed 20880 bytes to 12788...

Writing at 0x00000000... (100 %)

Wrote 20880 bytes (12788 compressed) at 0x00000000 in 0.6 seconds (effective 297.5.
—kbit/s) ...

Hash of data verified.

Compressed 149424 bytes to 79574...

Writing at 0x00010000... (20 %)
Writing at 0x00019959... (40 %)
Writing at 0x00020bb5... (60 %)
Writing at 0x00026d8f... (80 %)
Writing at 0x0002e60a... (100 %)

Wrote 149424 bytes (79574 compressed) at 0x00010000 in 2.1 seconds (effective 571.
—7 kbit/s)

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 539.7.
—kbit/s)

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

WER—YIF], Besgseia, TFERGSEN, N AT hello_world” JF G217
IR 7 B2 6 ] Eclipse 552 VS Code IDE, [fidE idf.py, %% Eclipse Plugin, DA} VSCode Extension,

.."T}L j|J_| fm] DA 1df py —-p PORT monitor @4, WA “hello_world” TREMIZITIEM . HE,

BT 25, IDF YN % f‘)ﬂ%If?,ry”ilsz

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 ——-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

BeRS, GOt DAERE 8 H SRS H 25, FFIFTHIRY “Hello world!” 7.
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Hello world!

Restarting in 10 seconds...

This is esp32h2 chip with 1 CPU core(s), BLE, 802.15.4 (Zigbee/Thread), .
—silicon revision v0.1, 2 MB external flash
Minimum free heap size: 268256 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

BT PR ctrl+], dBH IDF HiHLEs.

ik BRATUB AT S, — MR, Bk A A
idf.py -p PORT flash monitor

LAt

o HHIFEIDF YAL%E , T 240 IDF B0 28 A0 P b A HoAb i
o i HIfEidfpy, BmEEZL 1df.py A HHET.

=, BmEsek ESP32-H2 AT 123!
o RO PAZE S HAh examples, BE A HOHNHET

&
ot I

g —HORGIRE A SR} ESP32-H2, [H2y ESP32-H2 HOR 5 BT R 1F

TE G B8 BIAR )Y A &7 README ({4 Supported Targets i, WIRFEMEH {5 ESP32-H2,
WCEAFAER DA, IR BIZR ESP32-H2 SCRRX AR BIRE .

bt

B D)8 /dev/ttyUSBO {5 F FE 2% Linux fi 4[] ESP32-H2 B (40, AL I Failed to open
port /dev/ttyUSBO 45iR{HE . MHTR] DLREH ¥ 2 Linux Dialout 8.

He %511y Python Jjg /A ESP-IDF 3 #F Python 3.7 J¢ DA iAW T 45 4E 2 58 21 BBt A AT B8 8T
Python, W] £EM sources 2735 55 it Python, B {#i fj Python & ¥ 255Ul pyenv X} AR A HEAT TR 45 11

% flash  ESP-IDF 34484 flash, 35124 70A F s, #ERREEA flash:

idf.py -p PORT erase-flash

PAAER TR OTA $clis, BT T @4

idf.py -p PORT erase-otadata

PR flash T2 —BUNTH], TEERREREH, W 2)WITBaiEsk.

fE: i ESP-IDF  IREE S ANIHfE BB iR A8 ESP-IDF, 1257 bug SR MGHYIIRE . 761 E , EESP-IDF
A ORI AR A A A SRR . SRR IS, AR I SE R 44, 1 nl ke H T
FEFeHii) ESP-IDF JiiA . B2 X T 3FHIRAE S, 1§55 ESP-IDF 1k .

P, Qe YRR AR A . SRR AR T HAE MR A HIY esp-1df SUfF
¥, RIGHIRE =% KIUESP-IDF miJ4E/R, EHEOekE .
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73— IR RS TRy . BTy, Wi 247 ESP-IDF B35 & . HAAE R AR Gl
I ESP-IDF JAAT Fr ANl o

R, WHEE, WEE T4, ARG #R ESP-IDF Frf i TRMWAER . HiAkiEs% % =
¥ kAR,

—HEHZEG TR, WHNSHWAERRE, AAESELwd: 3L s.

i

FHE SRS
o L5 ESP32-H2 432 & vk ik
* Eclipse Plugin
¢ VSCode Extension
* IDF Y525

14 Givkss A TR

QR IR T & %% 4t ESP-IDF H %A i 46 T L3835 (IDE), HE M 23 R1T 4 A Windows 44
A3 T 42 BUAE Linux 4= macOS F 745 4)3E T42 ik —P TR,

1.5 ik ESP-IDF

W75 #H1#L ESP-IDF, 2% Uninstall ESP-IDF ,
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APl %%

2.1 API Zyg

ARIANERT ESP-IDF W IR 4tk 1 (APD) i TR 24058 RIS
ESP-IDF {21t 1 L e 11 -

o {F ESP-IDF ZH{Fmy 2 3k Se - A B C eRigl. gMiR . Mos. K800 UITRALIES 2. et
F API SR T X SepR . S5 R FIZEal,

o GHIFRGRE. i AR, 51 S M ESP-IDF CMake #) 3% % %% API,

* Kconfig W, W] T K diik R G CH (CMakeLists. txt).

o T A NHGMTEH.

ESP-IDF th ZANMAMF4LAL, A48 % 17 ESP it 9w 5 ARG s 88 = e (RIS = 4iik) » W1
FLSes =J5)%, ESP-IDF $24E4 AL 28R 11, DARRIALXTEE =7 ERO AT, B3 L5 ESP-IDF H
MINBEMI M E . FLEN T, B2 AR E IR Z EN R4 APL,

PAT A4 7553 ESP-IDF APT K HAS HIAYAH S 2«

2.1.1  HEAAbEE

Z % ESP-IDF API 21k [l thesp_err_t KA E LY HIRMAI . A XML ELFER, SR
432 {53 . A % ESP-IDF AU FR ARSI, S FlER R 5%

2.1.2 ECEEGHIE

B ORI HIRE T 5 Rk ESP-IDF URRARA N, 3 LR W) i LB B A5 M A

% ¥ ESP-IDF (4 i Ak Bie B F1 22 R GAHES DA « . ._init (). ..._config() Ml ..._install()
W) HFRE -G A BRI FEEEA S 8. Bl

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"

Q)
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(£ L£50)

esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

IR BRI X AFRER I RCE S AR HE ST, DR B IeAi A iR R 224 h o
I R FP I I AL S R B B, DA R s B

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;
/r R FHR .arg 1 .name KAWL */
esp_timer_create (&émy_timer_args, &my_timer);

Jo2 i BSP-IDF SR €99 ) Fisk B L2 RSEMEG MBI 1L, AT DARIR0 2 B AR,
SRR T B

const esp_timer_create_args_t my_timer_args
.callback = &my_timer_callback,
/* E#, FH .arg f .name B HHBL AT */

{

bi

C+ 155 IR ORI E W IR LA TETS , (AR R LA AUEIE PSR GUT « e C++ fURS (/1] ESP-IDF API
I, ATRAZS A DA R AR

/* IE# : .dispatch_method., .name D\ X .skip unhandled_events AW K4 FE */
const esp_timer_create_args_t my_timer_args {
.callback = &my_timer_callback,

.arg = &my_arg,
bi
///* 4% % esp_timer create args_t W, .arg % .callback ZJg B ¥ */
//const esp_timer create_args_t my_timer_args = {
// .arg = &my_arg,
// .callback = &my_timer_callback,

ey

TR EVIRNAREZ L, WS A8 s e s . TR, C++20 ZHIH C++ 5 A2 24 Hi ESP-IDF
FIERARRAS . AN SIS BRI Es . IR A C++20 2 BTM C++ FRUEAFACHD, WI A E) GCC # @2k
JEPA T

esp_timer_create_args_t my_timer_args = {};
/AT EMBNHAE
my_timer_args.callback = &my_timer_callback;
RN LS

ESP-IDF Jy 30 s g B 7 1 R W BUA (R 2

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_ DEFAULT_ CONFIG.

ST RE—NEEHWENE. WA, FTAFRACREANRNE, BXFEHE: ~/
config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

HFE RCE S AR AL T BRARIIR AR, S B IR AR 2 -
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2.1.3 A7 API

1t ESP-IDF KL & i APL (LR T/ ESP-IDF YA R, A SERpfE Iy AR P P . ik
RSN AR TR private B esp_private. FEBAIfE (Hlhal) WL SHA APL

FLA APT n] BEFE U ELBURN T HUAS Z (8] PAAS SR T 2R B i B e

2.1.4 i H Lk

ESP-IDF R i it 7 — F 5173 ESP-IDF AP 75 sXAY T AR . sl e re 2 1 Bl P s 5 AR [ Y
B, R BIRg R ALPE b SCT — S A ) TR . X 28 4164 4% common_components H 5%
WL PR B4 B 0, B A1 ANET ESP-IDF APL HYTERE -

ANEWAE H & I H H il i EXTRA_COMPONENT_DIRS %k RS04 i BLA% 5 | X Be 41, FMAEARIAF)
ESP-IDF fiiAsHt, PFA] BEAAAE & A0k . BT ESP-IDF /RGBT 630 H B, 35 K500 5 B H T i 2
LA {4 ESP-IDF H&g il ok, IR0 A LT H 10— . TR, A LAERESIRBIE SN,
AIREA TR = N AR s T A AR A0 PR . ZEM BT, 75 B e Ag I I R0 3E T T as .

2.1.5 API faett:

ESP-IDF {1 i SURCARIE | PEINISS R A 22,

ESP-IDF R B RA FIAE IR 1B S RAS & PRAUE S AR RAS AR A E . AR 25 T R 1 3R A PR A ) 75 T A
FIR 1

DARHS GO e 75 1k

ESP-IDF {1t ESP-IDF A1{F{1 A SCPE Y C s %I, iR Moz 2R3 SOMTIALBE 75 Y I
PRSGRIAAE - PEACHS S A B AR TR B BB AT A E BT AR Y ESP-IDF _E 87 435

PATNAE AR 2 8] 4 S RN RS G A b -

* fliJ] deprecated JEMIEFRE. MNP #warning I SCIF. EFFRECTE ESP-IDF
FATUEIT ) o SRR A G DAGE e i 37 1) e RS SR PR T R B S - ESP-IDF )
TERUASRF R 63 I 7 1) eR BORI S«

o marAALE, RS IEACHAISL SO, (B ORI R G FT DASRE IEA 1 SCF

» Hfiy$; Keonfig JE11. Kconfig ALY ) /& Fe 514 BRI HIFEFAE sdkconfig U, CMake SCIFA
PRACHS AT AR AT DABE S 46 Y Keonfig TEI5 44 7% o

e /b e Pk

ESP-IDF JCyERf IR (B — B3R XM, QiR 54~ ESP-IDF JRASKI & T — A Tdmis e
TE T —/MRESAS R R A, TCEFRIZ R AR R 5 0217, DA B enT PAPRERIR A RS 20 1 3 25
P, AEAEIE B SR A

o TP C MR R IEE

o INIUHTBY LSRR R R B USRI . 2 T B T ERIE AR, ES B E 4k,

o HEBAHMFZZW) static inline pREFH extern BE, RZ MK,

o HZEAH) C BB BT R 72

FAUA I 15 0L

RAEFATEC Tk ESP-IDF JRARTHR A Sy, BRAEREIRAZ ], ESP-IDF fyRLLEHR 7 il fES A
ATy X AL A ARJET T AU SR AN T, Wil i) A Ao ik 4l -

o FuH API,

o 5B 2B,
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o AHAfHRIC N beta”, “preview” Y experimental” HIHfE .

o WML A S RN, s PAE LA T MR A L A ERA T I .

o MARBITHIIRITIRE. Blan, WERFEA RS EM AT , W sEs MR e R H
a4 B R . XA T E D BEIC A BT BE AR AT BE -

o RBAFRICSRIE AN SR & AT AT BB B R B o, ansh S HGE Rk .

o TESEHELE TP Keonfig eI .

o IS H WA E AR

% .. This document is not updated for ESP32H?2 yet, so some of the content may not be correct.

This warning was automatically inserted due to the source file being in the add_warnings_pages list.

22 BRI

2.2.1 ASIO port
Asio is a cross-platform C++ library, see https://think-async.com/Asio/. It provides a consistent asynchronous model
using a modern C++ approach.
The ESP-IDF component ASIO has been moved from ESP-IDF since version v5.0 to a separate repository:
¢ ASIO component on GitHub
To add ASIO component in your project, please run idf.py add-dependency espressif/asio

Hosted Documentation

The documentation can be found on the link below:

¢ ASIO documentation (English)

2.2.2 ESP-Modbus

The Espressif ESP-Modbus Library (esp-modbus) supports Modbus communication in the networks based on RS485,
Wi-Fi, Ethernet interfaces. The ESP-IDF component freemodbus has been moved from ESP-IDF since version v5.0
to a separate repository:

* ESP-Modbus component on GitHub

Hosted Documentation

The documentation can be found on the link below:

* ESP-Modbus documentation (English)

Application Example

The examples below demonstrate the ESP-Modbus library of serial, TCP ports for slave and master implementations
accordingly.
e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
¢ protocols/modbus/tcp/mb_tcp_slave
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¢ protocols/modbus/tcp/mb_tcp_master

Please refer to the specific example README.md for details.

Protocol References

* https://modbus.org/specs.php: Modbus Organization with protocol specifications.

2.2.3 ESP-MQTT

Heid

ESP-MQTT /& MQTT il % i i S 88, MQTT @& —Fh 3T & /AT B i 58 8 900 B M thill.
ESP-MQTT 4 3 MQTT v5.0.

ik

o T ET TCP i) MQTT. E:-T Mbed TLS 4 SSL. 3T WebSocket ) MQTT DA & 3T WebSocket
Secure 1) MQTT
o JH#d URI fEfLFCE R
o ZAH (AN BT T 2K )
. %;i:%ﬂl‘)ﬁﬂ‘ KA. NIE. BUEHE . PRRREELOBLEI A K 3 MRS & (QoS) 4l (i asife
i

W2 7Bl

« protocols/mqtt/tcp: E:F TCP ) MQTT, ERiAs 1 1883

« protocols/mqtt/ssl: JtF TLS f) MQTT, Rl 8883

* protocols/mqtt/ssl_ds: JF* TLS ) MQTT, i 7% 4 MR IEAT SR IiE, R 11 8883
* protocols/mqtt/ssl_mutual_auth: }F TLS i MQTT, #FIEHIHETEE0E, BRI 8883
* protocols/mqtt/ssl_psk: % TLS i) MQTT, fdi FIFi3k 231 T S daiik, BRI 1 8883
« protocols/mqtt/ws: LT WebSocket [ MQTT, BRiAlg 1T 80

* protocols/mqtt/wss: F:T WebSocket Secure ] MQTT, ERiA i1 443

* protocols/mqtt5: {ii ffl ESP-MQTT JEi%#: MQTT v5.0 R & #%

MOQTT {i§ %

P fHesp_mqtt_client_publish 8{HIEMH EE esp_mqgtt_client_enqueue, AJ PAG]EEHHY
MQTT JH 5 .

QoS 0 HIH ERF R AR —IR, QoS 1Al 2 A AREATH, UMMM TR EIATHIIME IR 7¢ %I AR o
ESP-MQTT J 5 4 £% 7 15 Hi R WA B89 QoS 1 F1 2 Je A il &L, DA B B 1% 32 % i 3 BUf L & 2K
B 9% MQTT 78 %2 5K (X 76 T 3 % 4% H. Clean Session #7575 ¥ B 2 0 W 3 # & 8 (51 %F 4T M,

¥fdisable_clean_sessioni% BN true),

AR EHEAAN QoS 1 Al 2 B B2 THEBAARZ, B35 flesp_mgtt_client_publish
M 2 57 B3 AT 56 — IR A% B 22 k. R A E B A% $f fEmessage_retransmit_timeout Z
J5 #4147, FECONFIG_MQTT OUTBOX_EXPIRED_TIMEOUT MS 27 J5, JH B &M Fwi M. Wik
‘B CONFIG_MQTT_REPORT_DELETED_MESSAGES, W|£x % 3%Z5443k @ 1 -
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Fic ¥4

Wit B esp_mgtt_client_config t Z{HRAHHFBORIATHCE . FLESHRAE T T4k,
T ECER i 2 M

* esp_mqtt_client_config t::broker_ t- ﬁi@&ﬁiﬂiﬁ%ﬂ%&é%ﬁf

e esp_mqgtt_client_config t::credentials_t - T BHEIENE .
e esp_mqtt_client_config t::session_t-MQTT &5tH KEE .

e esp_mqtt_client_config_ t::network_t - P XEE .

e esp_mqtt_client_confiqg t::task_t - fVYFHECE FreeRTOS /1% .

e esp_mqtt_client_config_ t::buffer_t - & N HBIZ M XK/,

POCHF N A R B E -

M55 25

Wbt @ daddress ZEfRI uri FEEiF hostname, transport VA M port WG, ATPARE RS
Al R DL PRI B path, 1%FBOW WebSocket 211 & IEH A H -

i uri FEHIFEAN scheme: //hostname:port /path.

o Wi matt, matts. ws fl wss L
* EF TCP ) MQTT /i :
— mgtt://mgtt.eclipseprojects.io: T TCP ) MQTT, 2RiAuI1 1883
- mgtt://mgtt.eclipseprojects.io:1884: }F TCP ) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Kt F TCP 1
MQTT, 11 1884, A5 Fl P4 R
* BT SSL 1) MQTT /11 :
- mgtts://mgtt.eclipseprojects.io: T SSL 1) MQTT, i1 8883
- mgtts://mgtt.eclipseprojects.io:8884: ET SSL [y MQTT, il 8884
o JLF WebSocket 1) MQTT /=1 :
- ws://mgtt.eclipseprojects.io:80/mgtt
o LT WebSocket Secure [1) MQTT 713 :
— wss://mgtt.eclipseprojects.i0:443/mgtt
o I fATACE

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (¢émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler, .
—client);
esp_mgtt_client_start (client);

ggf: O DU, MQTT % i S S PRIR PR 2R Z A 6 MQTT i (S E#:. Silh. 2%

USUE AR UEAR 5 B, AT TLS @@ e, WAl Everification Z5MK. R4 AL
Al E O PEM 5 DER A%, U125 DER 430, WK B certificate_len FBL, MM
fecertificate TR AN FATE ERY PEM A% U455 .

o MRS ZSFRBUIETS, fiN: mgtt.eclipseprojects.io

openssl s_client -showcerts -connect mgtt.eclipseprojects.i10:8883 < /dev/
—~null \
2> /dev/null | openssl x509 -outform PEM > mqgtt_eclipse_org.pem

o KEEE /RN T RRF: protocols/mqtt/ssl
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o FC¥:
const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.i0:8883",
.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,

b
bi

TIRHMF B ERAE R, THEFRAPI 2% PALTLS Server verification.,

% ruiteli  credentials TR E A P AH X ST .
» username: gl HTERERSH P24 W85, WnlEsk URLSE

e client_id: ¥g[A1% s ID f354F, BRiAN ESP32_S$CHIPIDS, M. $CHIPIDS 2+ Skl
MAC HbihE 55 3 A1

ME - FJPAEidauthentication FEAENIES AL, & SCFF A TAME T 5K

e password: {Jiff#HY

e _ certificate flkey: AT A TLS H43EiF, PEM B¢ DER #&=.3J 0]
e use_secure_element: {fi] ESP32-WROOM-32SE 1 {j 240

o ds_data: ffi RS RFRAS BT I

2 il session FEHAT MQTT &ilitH K ACE

BRI R (LWT) il B & last_will ZEMARRILAT 7B, MQTT SAE—N& 7 b i SM T T 4% i
1o T W VR LA A

e topic: ffH LWT JHE 14T

* msg: 710 LWT JH B HT5E

* msg_len: LWTHEMKE, msg RAAZTAFEE RN 2R T
* gos: LWT jH BRI s

* retain: J§5E LWT BRI EIRE

6 H e ¥ s o % ¥ MQTT i i idf.py menuconfig, W PAfE Component config >
ESP-MQTT Configuration H$k%| MQTT X & .
FHRBLELNT -

« CONFIG_MQTT_PROTOCOL_311: J3Fi MQTT Hpi 3.1.1 fig A<

« CONFIG_MQTT_TRANSPORT_SSL FICONFIG_MQTT_TRANSPORT_WEBSOCKET : J3 4% MQTT %
#iJ2, Bil4n SSL., WEBSOCKET #1 WEBSOCKET_SECURE

« CONFIG_MQTT_CUSTOM_OUTBOX : %% mqtt_outbox BRIASZHL, [ T DASR A4S o St

Eis

MQTT % Ul e 2 S Al DA T i

e MOTT_EVENT_BEFORE_CONNECT: % Pl #J iR eI B iniE 3 2 RS 48
e MOTT_EVENT_CONNECTED: & it IR RS 4e. &5 im0 A 0k B
e MQTT_EVENT_DISCONNECTED: T JoiElel 5 AHdE, Bl MRS 4ICEMH, &P me

Lk .
* MOTT_EVENT_SUBSCRIBED: JR45#F TN Fumi il FiE K. FAEHRRFA 1T HHEMHE
D,
e MQTT_EVENT_UNSUBSCRIBED: R4 #%EHHIAK P imiiBIT 15K FAEEER R B A
B 1D,
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* MOTT_EVENT_PUBLISHED: [R4#FCHIINE Fimf A mIHE . WHERFEN X QoS i 1 Fil 2 &
i, BRG] 0 Re# TN . SRR & A B RiEE ID,

e MOTT_EVENT_DATA: &g LB AMIHE . FEIE0S: HE ID. ZMmiHE T E A,
W B B g S A B . TRt NP g v IR, K A2 MOTT_EVENT_DATA, FHH#iS
HEAR current_data_offset fllitotal_data_len DAIRIEEWETALIE B o

e MOQTT_EVENT_ERROR: & F il a|si%, [ HE S dEerror_handle FE WM flerror_type,
AT PA K PAE IR, AR PriE error_handle GEMIA MRS S WHE 78

API %

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h

Functions
esp_mgqtt_client_handle_t esp_mgtt_client_init (const esp_mgqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -- MQTT configuration structure

& Ia] mgqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MOTT connection URI. This API is usually used to overrides the URI configured in esp_mgqtt_client_init.
S8
e client -- MQTT client handle
* uri --
& [n] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgtt_client_handle_t client)
Starts MOTT client with already created client handle.
%4 client -- MOTT client handle
& Ia] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mqgtt_client_reconnect (esp_mqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
¥ client -- MOTT client handle
&1l ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
%4 client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.

* Notes:
* Cannot be called from the MOTT event handler

¥ client -- MOTT client handle
&1l ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
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int esp_mgtt_client_subscribe_single (esp_mgqtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

* Client must be connected to send subscribe message

¢ This API is could be executed from a user task or from a MOTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

* client -- MQTT client handle
* topic -- topic filter to subscribe
* gos -- Max qos level of the subscription
1R [n] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

int esp_mgtt_client_subscribe_multiple (esp_mgqtt_client_handle_t client, const esp_mgtt_topic_t
*topic_list, int size)

Subscribe the client to a list of defined topics with defined qos.
Notes:

¢ Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

SH
e client -- MOTT client handle
* topic_list -- List of topics to subscribe
* size -- size of topic_list
R[] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

intesp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)

Unsubscribe the client from defined topic.
Notes:

 Client must be connected to send unsubscribe message
* It is thread safe, please refer to esp_mgtt_client_subscribe_single for details

S8
e client -- MOTT client handle
* topic--
&M message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_publish (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int gos, int retain)

Client to send a publish message to the broker.

Notes:

» This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)

* Client doesn’t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

« It is thread safe, please refer to esp_mgtt_client_subscribe for details

S8
e client -- MQTT client handle
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* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to O, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
1R [n] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure, -2 in case of full outbox.

int esp_mgtt_client_enqueue (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int gos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mqtt_client_publish() which sends the pub-
lish message immediately in the user task’s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().
B8
e client -- MOTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to O, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
» store -- if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are en-
queued
& IH] message_id if queued successfully, -1 on failure, -2 in case of full outbox.

esp_err_t esp_mgtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.

Notes:
¢ Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
& In] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mgtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on ”before_connect” event.
Notes:

* When calling this function make sure to have all the intendend configurations set, otherwise default values
are set.

SH
e client -- MOTT client handle
* config -- MQOTT configuration structure
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success

esp_err_t esp_mgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mgqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.
SH

e client -- MQTT client handle
* event -- event type
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* event_handler -- handler callback
* event_handler_arg -- handlers context
jza] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-
tion ESP_OK on success

esp_err_t esp_mqgtt_client_unregister_event (esp_mgqtt_client_handle_t client, esp_mqtt_event _id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
S
* client -- mqtt client handle
e event -- event ID
* event_handler -- handler to unregister
&kl ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on invalid event ID
ESP_OK on success
intesp_mgtt_client_get_outbox_size (esp_mgtt_client_handle_t client)
Get outbox size.
%4 client -- MOTT client handle
& IH] outbox size 0 on wrong initialization
esp_err_t esp_mqtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
ZH
* client -- MQTT client handle
e event -- MOTT event handle structure

&1l ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mqgtt_error_codes

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_Ilast_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component

intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification
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esp_mgqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message

int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mqtt error handle including esp-tls errors as well as internal MQTT errors
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bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig

struct esp_mqtt_client_config_t

MOTT client configuration structure

* Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_mgqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_mgqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_magqtt_client_config_t::network_t network

Network configuration

struct esp_mgqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct esp_mgqtt_client_config_t::outbox_config_t outbox

Outbox configuration.

struct broker_t

Broker related configuration
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Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration

struct esp_maqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker

struct address_t

Broker address

* uri have precedence over other fields
 If uri isn’t set at least hostname, transport and port should.

Public Members

const char *uri
Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’s identity isn’t verified. it’s recommended to set the options in this struct
for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.

esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.
Client only attach the bundle, the clean up must be done by the user.

const char *certificate

Certificate data, default is NULL. It’s not copied nor freed by the client, user needs to clean up.
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size_t certificate_len

Length of the buffer pointed to by certificate.

const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to cer-
tificate verification). PSK is enabled only if there are no other ways to verify broker. It’s not
copied nor freed by the client, user needs to clean up.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MQTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN.

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate
CN must match this name, If NULL, server certificate CN must match hostname. This is ignored
if skip_cert_common_name_check=true. It’s not copied nor freed by the client, user needs to
clean up.

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.
Public Members
int size

size of MQTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.

Public Members

const char *username
MQTT username

const char *client_id

Set MQOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id
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struct esp_maqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key. It’s not copied nor freed by the client, user needs to clean up.

size_tcertificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided. It’s not copied nor freed by the
client, user needs to clean up.

size_tkey_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection

void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices. It’s not copied nor freed by the client, user needs to clean up.

struct network_t

Network related configuration
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Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_auto_reconnect=true to disable

esp_transport_handle_t transport

Custom transport handle to use. Warning: The transport should be valid during the client lifetime
and is destroyed when esp_mgqtt_client_destroy is called.

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

struct outbox_config_t

Client outbox configuration options.

Public Members

uint64_t 1imit

Size limit for the outbox in bytes.

struct session_t

MQTT Session related configuration

Public Members

struct esp_maqtt_client_config_t::session_t::last_will_t last_will

Last will configuration

bool disable_clean_session

MQTT clean session, default clean_session is true

int keepalive

MOQTT keepalive, default is 120 seconds When configuring this value, keep in mind that the client
attempts to communicate with the broker at half the interval that is actually set. This conservative
approach allows for more attempts before the broker’s timeout occurs
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bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’t disable keepalive feature, but uses a
default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic
LWT (Last Will and Testament) message topic

const char *msg
LWT message, may be NULL terminated

intmsg_len

LWT message length, if msg isn’t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MOQTT task priority

int stack_size
MOQTT task stack size

struct topic_t

Topic definition struct
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Public Members

const char *£ilter

Topic filter to subscribe

int gos

Max QoS level of the subscription

Macros

MQTT_ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

esp_mgtt_client_subscribe (client_handle, topic_type, qos_or_size)

Convenience macro to select subscribe function to use.
Notes:

e Usage of esp_mgtt_client_subscribe_single is the same as previous
esp_mgqtt_client_subscribe, refer to it for details.

SH
e client_handle -- MQTT client handle
* topic_type -- Needs to be char* for single subscription or esp_mgtt_topic_t
for multiple topics
* gos_or_size -- It’s either a qos when subscribing to a single topic or the size of the
subscription array when subscribing to multiple topics.
1& 0] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

Type Definitions

typedef struct esp_mgqtt_client *esp_mgtt_client_handle_t

typedef enum esp_mqtt_event_id t esp_mgtt_event_id_t
MQTT event types.

User event handler receives context data in esp_mqtt_event_ t structure with

e client - MOTT client handle
* various other data depending on event type

typedef enum esp_mqtt_connect_return_code_t esp_mqtt_connect_return_code_t

MOQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_error_type_t esp_mqgtt_error_type_t
MOQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mqtt_protocol_ver_t esp_mqtt_protocol_ver_t

MOQTT protocol version used for connection
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typedef struct esp_mqtt_error_codes esp_mqtt_error_codes_t

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errmo | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mqtt_event_t esp_mqtt_event_t

MOQTT event configuration structure

typedef esp_mgqtt_event t *esp_mqtt_event_handle_t

typedef struct esp_mgqtt_client_config_t esp_mqtt_client_config_t

MQTT client configuration structure

 Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

typedef struct topic_t esp_mqtt_topic_t

Topic definition struct

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqtt_event_ t structure with

e client - MQTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MQTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

enumerator MQTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MQTT EVENT_DISCONNECTED

disconnected event
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enumerator MOTT EVENT_SUBSCRIBED
subscribed event, additional context:
* msg_id message id
e error_handle error_type in case subscribing failed

* data pointer to broker response, check for errors.
* data_len length of the data for this event

enumerator MOTT EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id

enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MQTT_EVENT DATA
data event, additional context:

* msg_id message id

* topic pointer to the received topic

* topic_len length of the topic

* data pointer to the received data

* data_len length of the data for this event

* current_data_offset offset of the current data for this event

* total_data_len total length of the data received

* retain retain flag of the message

* qos QoS level of the message

¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==1
¢ Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

Values:

enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MQTT connection refused reason: Wrong protocol
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enumerator MOTT CONNECTION_REFUSE_ID_ REJECTED

MOQTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MOTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MOQTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t
MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MOTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MOTTS

enumerator MOTT TRANSPORT_OVER_WS
MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MOQTT over Websocket Secure, using scheme: wss

enum esp_mqgtt_protocol_ver_t

MQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED
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enumerator MOTT PROTOCOL_V_3_1

enumerator MOQTT PROTOCOL_V_3_1_1

enumerator MOTT_PROTOCOL_V_5

2.2.4 ESP-TLS
Overview

The ESP-TLS component provides a simplified API interface for accessing the commonly used TLS functionality.
It supports common scenarios like CA certification validation, SNI, ALPN negotiation, non-blocking connection
among others. All the configuration can be specified in the esp_t1s_cfg_t data structure. Once done, TLS
communication can be conducted using the following APIs:

* esp_tls_init (): for initializing the TLS connection handle.

e esp_tls_conn_new_sync (): for opening a new blocking TLS connection.

e esp_tls_conn_new_async (): for opening a new non-blocking TLS connection.
e esp_tls_conn_read (): for reading from the connection.

* esp_tls_conn_write (): for writing into the connection.

* esp_tls_conn_destroy (): for freeing up the connection.

Any application layer protocol like HTTP1, HTTP2 etc can be executed on top of this layer.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection: protocols/https_request.

Tree structure for ESP-TLS component

I— esp_tls.c

If esp_tls.h

— esp_tls_mbedtls.c

I— esp_tls_wolfssl.c

L— private_include
— esp_tls_mbedtls.h
— esp_tls_wolfssl.h

The ESP-TLS component has a file esp-tls/esp_tls.h which contain the public API headers for the component. Inter-
nally ESP-TLS component uses one of the two SSL/TLS Libraries between mbedtls and wolfssl for its operation. API
specific to mbedtls are present in esp-tls/private_include/esp_tls_mbedtls.h and API specific to wolfssl are present in
esp-tls/private_include/esp_tls_wolfssL.h.

TLS Server verification

The ESP-TLS provides multiple options for TLS server verification on the client side. The ESP-TLS client can verify
the server by validating the peer’s server certificate or with the help of pre-shared keys. The user should select only
one of the following options in the esp_t1s_cfg_t structure for TLS server verification. If no option is selected
then client will return a fatal error by default at the time of the TLS connection setup.

« cacert_buf and cacert_bytes: The CA certificate can be provided in a buffer to the esp_t1s_cfg_t struc-
ture. The ESP-TLS will use the CA certificate present in the buffer to verify the server. The following variables
in esp_t1ls_cfg_t structure must be set.

— cacert_buf - pointer to the buffer which contains the CA cert.
— cacert_bytes - size of the CA certificate in bytes.
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¢ use_global_ca_store: The global_ca_store can be initialized and set at once. Then it can be used
to verify the server for all the ESP-TLS connections which have set use_global_ca_store = true
in their respective esp_t1s_cfg_t structure. See API Reference section below on information regarding
different API used for initializing and setting up the global_ca_store.

* crt_bundle_attach: The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom
x509 root certificates for TLS server verification. More details can be found at ESP x509 Certificate Bundle

e psk_hint_key: To use pre-shared keys for server verification, CONFIG_ESP_TLS_PSK_VERIFICATION
should be enabled in the ESP-TLS menuconfig. Then the pointer to PSK hint and key should be provided
tothe esp_t1ls_cfg_t structure. The ESP-TLS will use the PSK for server verification only when no other
option regarding the server verification is selected.

e skip server verification: This is an insecure option provided in the ESP-TLS for test-
ing purpose. The option can be set by enabling CONFIG_ESP_TLS INSECURE and CON-
FIG_ESP_TLS_SKIP_SERVER_CERT_VERIFY in the ESP-TLS menuconfig. When this option is enabled the
ESP-TLS will skip server verification by default when no other options for server verification are selected in
the esp_tls_cfg_t structure. WARNING:Enabling this option comes with a potential risk of establishing a
TLS connection with a server which has a fake identity, provided that the server certificate is not provided either
through API or other mechanism like ca_store etc.

ESP-TLS Server cert selection hook

The ESP-TLS component provides an option to set the server cert selection hook when using the mbedTLS stack.
This provides an ability to configure and use a certificate selection callback during server handshake, to select a
certificate to present to the client based on the TLS extensions supplied in the client hello (alpn, sni, etc). To enable
this feature, please enable CONFIG_ESP_TLS_SERVER_CERT _SELECT_HOOK in the ESP-TLS menuconfig. The
certificate selection callback can be configured in the esp_t1s_cfg_t structure as follows:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{
/* Code that the callback should execute */
return 0;

}

esp_tls_cfg_ t cfg = {
cert_select_cb = cert_section_callback,
bi

Underlying SSL/TLS Library Options

The ESP-TLS component has an option to use mbedtls or wolfssl as their underlying SSL/TLS library. By default
only mbedtls is available and is used, wolfssl SSL/TLS library is available publicly at https://github.com/espressif/
esp-wolfssl. The repository provides wolfssl component in binary format, it also provides few examples which are
useful for understanding the API. Please refer the repository README.md for information on licensing and other
options. Please see below option for using wolfssl in your project.

#5112 As the library options are internal to ESP-TLS, switching the libraries will not change ESP-TLS specific code
for a project.

How to use wolfssl with ESP-IDF

There are two ways to use wolfssl in your project

1) Directly add wolfssl as a component in your project with following three commands.:
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(First change directory (cd) to your project directory)
mkdir components

cd components

git clone https://github.com/espressif/esp-wolfssl.git

2) Add wolfssl as an extra component in your project.

¢ Download wolfssl with:

git clone https://github.com/espressif/esp-wolfssl.git

¢ Include esp-wolfssl in ESP-IDF with setting EXTRA_COMPONENT_DIRS in CMakeLists.txt of your project
as done in wolfssl/examples. For reference see Optional Project variables in build-system.

After above steps, you will have option to choose wolfssl as underlying SSL/TLS library in configuration menu of
your project as follows:

idf.py menuconfig -> ESP-TLS -> choose SSL/TLS Library -> mbedtls/wolfssl

Comparison between mbedtls and wolfssl

The following table shows a typical comparison between wolfssl and mbedtls when protocols/https_request exam-
ple (which has server authentication) was run with both SSL/TLS libraries and with all respective configurations
set to default. (mbedtls IN_CONTENT length and OUT_CONTENT length were set to 16384 bytes and 4096 bytes
respectively)

Property Wolfssl | Mbedtls
Total Heap Consumed | ~19 Kb | ~37 Kb

Task Stack Used ~22Kb | ~3.6 Kb
Bin size ~858 Kb | ~736 Kb

#5112 These values are subject to change with change in configuration options and version of respective libraries.

Digital Signature with ESP-TLS

ESP-TLS provides support for using the Digital Signature (DS) with ESP32-H2. Use of the DS for TLS is supported
only when ESP-TLS is used with mbedTLS (default stack) as its underlying SSL/TLS stack. For more details on
Digital Signature, please refer to the Digital Signature Documentation. The technical details of Digital Signature such
as how to calculate private key parameters can be found in ESP32-H?2 Technical Reference Manual > Digital Signature
(DS) [PDF]. The DS peripheral must be configured before it can be used to perform Digital Signature, see Configure
the DS Peripheral in Digital Signature.

The DS peripheral must be initlized with the required encrypted private key parameters (obtained when the DS
peripheral is configured). ESP-TLS internally initializes the DS peripheral when provided with the required DS
context (DS parameters). Please see the below code snippet for passing the DS context to esp-tls context. The DS
context passed to the esp-tls context should not be freed till the TLS connection is deleted.

#include "esp_tls.h"
esp_ds_data_ctx_t *ds_ctx;
/* initialize ds_ctx with encrypted private key parameters, which can be read from.
—the nvs or
provided through the application code */
esp_tls_cfg_t cfg = {
.clientcert_buf = /* the client cert */,
.clientcert_bytes = /* length of the client cert */,
/* other configurations options */

(FHHZD
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(£ L£50)

.ds_data = (void *)ds_ctx,

bi

£41:: When using Digital Signature for the TLS connection, along with the other required params, only the client
cert (clientcert_buf) and the DS params (ds_data) are required and the client key (clientkey_buf’) can be set to NULL.

¢ An example of mutual authentication with the DS peripheral can be found at ssl mutual auth which internally
uses (ESP-TLS) for the TLS connection.

ECDSA Peripheral with ESP-TLS

ESP-TLS provides support for using the ECDSA peripheral with ESP32-H2. The use of ECDSA peripheral is sup-
ported only when ESP-TLS is used with MbedTLS as its underlying SSL/TLS stack. The ECDSA private key should
be present in the efuse for using the ECDSA peripheral. Please refer to espefuse.py documentation for program-
ming the ECDSA key in the efuse. To use ECDSA peripheral with ESP-TLS, set use_ecdsa_peripheral
to frue and set ecdsa_key_efuse_blk to the efuse block id in which ECDSA private key is stored in the
esp_tls_cfg_t config structure. This will enable the use of ECDSA peripheral for private key operations. As
the client private key is already present in the eFuse, it need not be supplied to the esp_t1s_cfg_t structure.

#include "esp_tls.h"
esp_tls_cfg_t cfg = {
.use_ecdsa_peripheral = true,
.ecdsa_key_efuse_blk = /* efuse block with ecdsa private key */,

bi

£ 11:: When using ECDSA peripheral with TLS, only MBEDTLS_TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
ciphersuite is supported. If using TLS v1.3, MBEDTLS_TLS1_3_AES_128_GCM_SHA256 ciphersuite is sup-
ported.

API Reference

Header File

¢ components/esp-tls/esp_tls.h

Functions
esp_tls_t *esp_tls_init (void)

Create TLS connection.
This function allocates and initializes esp-tls structure handle.

& tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)

Create a new blocking TLS/SSL connection with a given "HTTP” url.

Note: This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

S8
e url -- [in] url of host.
» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg t’. At a minimum,
this structure should be zero-initialized.
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1R[] pointer to esp_tls_t, or NULL if connection couldn’t be opened.

intesp_tls conn_new_ sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
P_ — - _SY p P. 8 g, esp.
*tls)

Create a new blocking TLS/SSL connection.

This function establishes a TLS/SSL connection with the specified host in blocking manner.

S

* hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

e port -- [in] Port number of the host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg t. At a minimum, this
structure should be zero-initialized.

* t1s -- [in] Pointer to esp-tls as esp-tls handle.

e -1 If connection establishment fails.
¢ 1 If connection establishment is successful.
* 0 If connection state is in progress.

intesp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’s url.

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

* tls -- [in] Pointer to esp-tls as esp-tls handle.

P

e -1 If connection establishment fails.

1 If connection establishment is successful.

* 0 If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*ls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’t wait for the connection to get established.

SH

* hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

* port -- [in] Port number of the host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure

should be set to be true.

* t1s -- [in] pointer to esp-tls as esp-tls handle.
B

e -1 If connection establishment fails.

* O If connection establishment is in progress.

¢ 1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’s url.

S
e url -- [in] url of host.
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» cfg -- [in] TLS configuration as esp_tls_cfg_t.

* tls -- [in] pointer to esp-tls as esp-tls handle.
B

e -1 If connection establishment fails.

* 0 If connection establishment is in progress.

e 1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)
Write from buffer °data’ into specified tls connection.
* t1s -- [in] pointer to esp-tls as esp-tls handle.

e data -- [in] Buffer from which data will be written.
* datalen -- [in] Length of data buffer.
R M

e >=( if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

» <0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

» ESP_TLS_ERR_SSL_WANT_READ/ ESP_TLS_ERR_SSL_ WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)
Read from specified tls connection into the buffer ‘data’.
S8
* t1s -- [in] pointer to esp-tls as esp-tls handle.
* data -- [in] Buffer to hold read data.
* datalen -- [in] Length of data buffer.
Bl
* >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.
* 0 if read operation was not successful. The underlying connection was closed.
» <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.
int esp_tls_conn_destroy (esp_tls_t *tls)
Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%% t1ls -- [in] pointer to esp-tls as esp-tls handle.
Al - 0 on success
 -11if socket error or an invalid argument
ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)
Return the number of application data bytes remaining to be read from the current record.
This API is a wrapper over mbedtls’s mbedtls_ssl_get_bytes_avail() APL
%% tls -- [in] pointer to esp-tls as esp-tls handle.
R
* -1 in case of invalid arg
* bytes available in the application data record read buffer
esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)
Returns the connection socket file descriptor from esp_tls session.
SH

* t1s -- [in] handle to esp_tls context
* sock£fd -- [out] int pointer to sockfd value.
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&[] - ESP_OK on success and value of sockfd will be updated with socket file descriptor for

connection
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)

esp_err_t esp_tls_set_conn_sock£fd (esp_tls_t *tls, int sockfd)

Sets the connection socket file descriptor for the esp_tls session.

ZH
* tls -- [in] handle to esp_tls context
¢ sockfd -- [in] sockfd value to set.
& In] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd < 0)

esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)

Gets the connection state for the esp_tls session.

¥
* t1s -- [in] handle to esp_tls context
* conn_state -- [out] pointer to the connection state value.
&M - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
e ESP_ERR_INVALID_ARG (Invalid arguments)

esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)
Sets the connection state for the esp_tls session.
S
* t1s -- [in] handle to esp_tls context
e conn_state -- [in] connection state value to set.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)

void *esp_tls_get_ssl_context (esp_tls_t *tls)
Returns the ssl context.
%% tls -- [in] handle to esp_tls context

1R[] - ssl_ctx pointer to ssl context of underlying TLS layer on success
* NULL in case of error

esp_err_tesp_tls_init_global_ca_store (void)
Create a global CA store, initially empty.

This function should be called if the application wants to use the same CA store for multiple connections. This
function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().
Bl
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

BH
* cacert_pem_buf -- [in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
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* cacert_pem_bytes -- [in] Length of the buffer.
Bl
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)

Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this APT if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedtls related error codes. The error information is cleared internally
upon return.

SH
* h -- [in] esp-tls error handle.
* esp_t1ls_code -- [out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code
* esp_tls_flags -- [out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK (0) if no error occurred
* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)

Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

SH
* h -- [in] esp-tls error handle.
* err_type -- [in] specific error type
* error_code -- [out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
S8

* tls -- [in] handle to esp_tls context
* error_handle -- [out] pointer to the error handle.
B
* ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)

mbedtls_x509_crt *esp_tls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

$51:: Modifying the pointer might cause a failure in verifying the certificates.

B
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* Pointer to the global CA store currently being used if successful.
e NULL if there is no global CA store set.

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)
Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

S8
* host -- [in] Hostname of the host.
* hostlen -- [in] Length of hostname.
e port -- [in] Port number of the host.
* cfg -- [in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle -- [out] ESP-TLS error handle holding potential errors occurred during

connection

* sock£fd -- [out] Socket descriptor if successfully connected on TCP layer

& Ia] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS

based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count
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struct esp_tls_cfg
ESP-TLS configuration parameters.

£#51F: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };

e where 'h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-support
This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

Espressif Systems 68 Release v5.1.6-1415-g1 1cdbbe428
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1415-g11cdbbe428

Chapter 2. APl &%

const unsigned char *clientkey_buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey pem buf

Client key legacy name

unsigned int clientkey_bytes

Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_bytes

Size of client key legacy name

const unsigned char *clientkey_ password

Client key decryption password string

unsigned int clientkey_password_len

String length of the password pointed to by clientkey_password

bool use_ecdsa_peripheral

Use the ECDSA peripheral for the private key operations

uint8_t ecdsa_key_efuse_blk
The efuse block where the ECDSA key is stored

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection
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const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *if_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

esp_tls_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

Type Definitions

typedef enum esp_tls_conn_state esp_tls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_family_t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

£571: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

« Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format
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* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef struct esp_tls esp_t1ls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

enum esp_tls_proto_ver_t

Values:

enumerator ESP_TLS_VER_ANY

enumerator ESP_TLS_VER_TLS_1_2
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enumerator ESP_TLS_VER_TLS_1_3

enumerator ESP_TLS_VER_TLS_MAX

Header File

e components/esp-tls/esp_tls_errors.h

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.

Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

int esp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_ TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED
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ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_ PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY_ FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_ SETUP_FAILED

wolfSSL api returned error
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ESP_ERR_WOLFSSL_KEY_ VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

* esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSI_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t
Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM
System error &#8212; errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS
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enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type &#8212; esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_ FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX
Last err type &#8212; invalid entry

2.2.5 ESP HTTP % )3

esp_http_client @t 7 —4 API, I FA\ ESP-IDF [ I8 b At HTTP/S 453K, FLARH i I A0 3%
LU

s B Hlesp_http_client_init (), Alf#—"-esp_http_client_handle t Sfj|, HIETF
YW esp_http_client_config_t FLEA)E HTTP & Fmigfn. ek Bon s — A we)i .
7 PR 2 S BV ECE R, I ERIAE .

o HkVHHesp_http_client_perform(), 4T esp_http_client WA A4, ®WIEITIF
R B, EHERE (TR, [FRE M 0T 55 58 BT P 2814 AT 55 BT AH 6 ) 4
(fEesp_http_client_config_t ¥ ) Rl FOR AR TR A .

s W flesp_http_client_cleanup () RXMESE (WAH), HREHUTAE L4 HTTP & F i
LRI IAE. MR B AT E e UG e — R

W B

fii J§ ESP HTTP % P & HTTP/S 53K 1 & LR 5l , W23 protocols/esp_http_client.

HTTP JEA UK

W= T OfE oS P41 W, W B % W O R #l P B http_rest_with_url Fl
http_rest_with_hostname_path pR%.

FRAETE
FRA R JE HTTP P E 2 A e s B 2 ) [l — 34k . R IR S5 4% 5 ) Connection:
close KRUPRRMIER:, EHEMS—EARITI, T HARK.

AT i ESP HTTP % i 7550 AR R AR LS, WU AT 58 2 Huff ] 5] — 4N A SE 491 ok AL i =K
B &% N A F P BRE http_rest_with_url fl http_rest_with_hostname_path. 7,
— HAEER:, RISAEE: XMk H 245K (I GET. POST, PUT %),
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HTTPS ik

ESP HTTP % ' g & ¥ {# /| mbedTLS [ SSL % 42, FE ¥ url B & &~ LA https
JF 3, 8% ¥ transport_type ¥ B N HTTP_TRANSPORT_OVER_SSL., H DA &
71 CONFIG_ESP_HTTP_CLIENT_ENABLE_HTTPS kit & HTTPS %+ (BRAEH).

i AEAO HTTPS 35KEF, GnF5ARSSAFIRIE, EIEFF2EM esp_http_client_config_t AL HH)
cert_pem i B ERHEBAMUMIE (PEM #%2) . M PR R PAE esp_http_client_config_t it
B crt_bundle_attach Jifi 5, i ESP x509 Certificate Bundle #fTIRSSE5LIIE

mETHEXEE W EIL N, HSH N MR TR R httes_with_url Fl
https_with_hostname_path,

HTTP i

A7 LB B AR P o S TP IE R R S e (BAii) - ERXFREOLR . I TR H AL SRR ] -
e = AVNINE

e esp_http_client_init (): fAlE—4 HTTP & A,

e esp_http_client_set_* B esp_http_client_delete_*: 1&g HTTP ESEL (v[ik).

* esp_http_client_open(): flwrite_len (S NFESE AMFSAHMNAKE) $7F HTTP
Wz, W write_len=0 N H k.

e esp_http_client_write(): [MREGEEEAEIE, KK FE Hesp_http_client_open() MR
i write_lenfl; BlH write_len=0 JLEEVEH LEREL.

e esp_http_client_fetch _headers(): fE K £ 5% i K L MR & #8 5 (W AH)
JG, ¢ HU HTTP Jig % # 9 ma i k. A Ak 45 #% 1B |1 content-length, Jf #] DA
Hesp_http _client_get_status_code () K, PAREGERET HTTP IRES.

e esp_http_client_read(): 3ZELHTTP .

e esp_http_client_close(): X%,

e esp_http_client_cleanup (): B BLHETE .

N5 TSI, SN AT EE http_perform_as_stream_reader,

HTTP i\ ik

ESP HTTP %y i ] b} 32 £ JEARI 5 ZEHNIE

e A PAYE url 8 esp_http_client_config_t & H A username il password Ab%y
AN P4 &Y, %FTF auth_type = HTTP_AUTH_TYPE_BASIC, HTTP & i HE=EHAT
— WL nTE AR AR

e 1% auth_type = HTTP_AUTH_TYPE_NONE, {HELE HH username fl password &
B, HTTP % ity 5 BEIAT W IR AE . % P im 7E 25 — I IR B 2 Ik 45 A5 1F, i ®) 401
Unauthorized 3k, M) FMRIHX (5 EoRERAUE T, HAES ZWREh AT,

s FOT ML B o4l Y, W2 F W M R Bl h o R Ll http_auth_basic,
http_auth_basic_redirect (I T & AN HUE) M http_auth_digest (] T 3§
FHAE) -

AUERC Bl
* JF URI AL

esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi
o FTH P4 AE AL
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esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HTTP_AUTH_TYPE_BASIC,
bi

ERLg L

ESP HTTP % F' iy ¢ #f &5 {8 40 B, & A M X 5 08 iF & fib & M M 5y 3 14 4 38 12 5
esp_http_client_event_id_t WAL T A {#i J§ ESP HTTP & g 4T HTTP % > i 0] fE & 4=
A

Witesp _http_client_config t::event_handler & RIVHREENE] B H 44T GE .

ESP HTTP % yrimiz Wifs 2

ZWHE S AT AT B PR T iR B LR R 8./ ESP HTTP % i 1, A DAIE AL 3 #8570 2 i
ﬁl.ﬁﬁrﬂéfﬁl W5 EL . BETRE R3S N 3£ T ESP Insights HEZE 177H: SHESNE S Y ST 2N
{46 ESP Insights HEZE 0] PASKBUZ Wi E & AL AR P T iliitesp_event_handler register ()
PRECE M B FAEIEER

FAFIERA AR HTTP %) i SR A4 S B S 2R B -

e HTTP_EVENT_ERROR : esp_http_client_handle_t

e HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA : esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t

e HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

£ & ¥ ¥ W F|HTTP_EVENT DISCONNECTED 2 Wi, 5 & M % ¥ — & # i 3
Hesp_http_client_handle_t ¥IRARF . XN EEZN T R0 AR B & F g iE %,
TERTHMBR, FAE RS E % P iR S n A8 i e Ay

API %

Header File

» components/esp_http_client/include/esp_http_client.h

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%4 config -- [in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
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or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() APL
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to reuse the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have touse esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

5 1F:  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%%t client -- The esp_http_client handle
izl
¢ ESP_OK on successful
 ESP_FAIL on error

esp_err_t esp_http_client_cancel_request (esp_http_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.

%% client -- The esp_http_client handle
B

¢ ESP_OK on successful

e ESP_FAIL on error

e ESP_ERR_INVALID_ARG

e ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

SH
* client -- [in] The esp_http_client handle
e url -- [in] The url
Bl
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S8
* client -- [in] The esp_http_client handle
* data -- [in] post data pointer
* len -- [in] post length
R
* ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)

Get current post field information.
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S8

¢ client -- [in] The client

* data -- [out] Point to post data pointer
jR&[A] Size of post data

esp_err_t esp_http_client_set_header (esp_http_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

SH
* client -- [in] The esp_http_client handle
* key -- [in] The header key
* value -- [in] The header value
B
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)
Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

28
* client -- [in] The esp_http_client handle
* key -- [in] The header key
e value -- [out] The header value
FEA ]
« ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

SH
* client -- [in] The esp_http_client handle
e value -- [out] The username value
P[]
« ESP_OK
e« ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

2H
* client -- [in] The esp_http_client handle
e username -- [in] The username value
P
 ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_http_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

ZH
* client -- [in] The esp_http_client handle
* value -- [out] The password value

PEA ]
e« ESP_OK

ESP_ERR_INVALID_ARG
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esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

ZH
* client -- [in] The esp_http_client handle
» password -- [in] The password value
PEA ]
e« ESP_OK
¢ ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

BH

* client -- [in] The esp_http_client handle

* auth_type -- [in] The esp_http_client auth type
B

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_user_data (esp_http_client_handle_t client, void **data)
Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.

B8

* client -- [in] The esp_http_client handle

* data -- [out] A pointer to the pointer that will be set to user_data.
Bl

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)
Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’s behalf.

SH
* client -- [in] The esp_http_client handle
* data -- [in] The pointer to the user data
Rl
 ESP_OK
* ESP_ERR_INVALID_ARG

int esp_http_client_get_errno (esp_hittp_client_handle_t client)

Get HTTP client session errno.

%% client -- [in] The esp_http_client handle
P

e (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_http_client_handle_t client, esp_http_client_method_t
method)

Set http request method.

SH
* client -- [in] The esp_http_client handle
¢ method -- [in] The method

Rl
e« ESP_OK

ESP_ERR_INVALID_ARG
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esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)
Set http request timeout.
S8

* client -- [in] The esp_http_client handle

e timeout_ms -- [in] The timeout value
Rl

 ESP_OK

e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_http_client_handle_t client, const char *key)

Delete http request header.
* client -- [in] The esp_http_client handle
* key -- [in] The key
Bl
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)
This function will be open the connection, write all header strings and return.
S

* client -- [in] The esp_http_client handle

* write_len -- [in] HTTP Content length need to write to the server
izl

e« ESP_OK

e ESP_FAIL

int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()
2
* client -- [in] The esp_http_client handle
* buffer -- The buffer
* len -- [in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
B
* (-1) if any errors
* Length of data written
int64_t esp_http_client_fetch_headers (esp_http_client_handle_t client)
This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.

%4 client -- [in] The esp_http_client handle
Bl
* (0) if stream doesn’t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
* (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header

bool esp_http_client_is_chunked_response (esp_http_client_handle_t client)
Check response data is chunked.

%% client -- [in] The esp_http_client handle
&I\ true or false

int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.
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51 (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

SH
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The length

* (-1) if any errors
* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform

%4 client -- [in] The esp_http_client handle
& n] Status code

int64_t esp_http_client_get_content_length (esp_http_client_handle_t client)

Get http response content length (from header Content-Length) the valid value if this function invoke after
esp_http_client_perform

%% client -- [in] The esp_http_client handle
B

¢ (-1) Chunked transfer

* Content-Length value as bytes

esp_err_t esp_http_client_close (esp_http_client_handle_t client)

Close http connection, still kept all http request resources.

%% client -- [in] The esp_http_client handle
JEA |

« ESP_OK

 ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_http_client_handle_t client)
This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’t call this function if you
intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%4 client -- [in] The esp_http_client handle
PE ]

e« ESP_OK

e ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_hittp_client_handle_t client)
Get transport type.

%% client -- [in] The esp_http_client handle
P[]

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)

Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user control over the redirection event.

%% client -- [in] The esp_http_client handle
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gml
- ESP_OK
« ESP_FAIL

esp_err_t esp_http_client_reset_redirect_counter (esp_http_client_handle_t client)
Reset the redirection counter. This is useful to reset redirect counter in cases where the same handle is used

for multiple requests.

%% client -- [in] The esp_http_client handle
R m

« ESP_OK

« ESP_ERR_INVALID_ARG

void esp_http_client_add_auth (esp_http_client_handle_t client)
On receiving HTTP Status code 401, this API can be invoked to add authorization information.

£47:: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this APL

%%, client -- [in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)

Checks if entire data in the response has been read without any error.

%% client -- [in] The esp_http_client handle
B

* true

* false

int esp_http_client_read_response (esp_http_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

BH
* client -- [in] The esp_http_client handle
* buffer -- The buffer
* len -- [in] The buffer length
Bl
* Length of data was read

esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)
Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferable to esp_http_client_read_response in situations where the content of the response may
be ignored.

SH
* client -- [in] The esp_http_client handle
* len -- Length of data discarded
Rl
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
e ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_http_client_handle_t client, char *url, const int len)
Get URL from client.
S8

* client -- [in] The esp_http_client handle
e url -- [inout] The buffer to store URL
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* len -- [in] The buffer length
Bzl

 ESP_OK

e ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_htip_client_handle_t client, int *len)
Get Chunk-Length from client.

ZH

* client -- [in] The esp_http_client handle

* len -- [out] Variable to store length
PEA ]

* ESP_OK If successful, len will have length of current chunk
ESP_FAIL If the server is not a chunked server
ESP_ERR_INVALID_ ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

intdata_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members

esp_http_client_handle_t client
Client handle

Espressif Systems 84 Release v5.1.6-1415-g1 1cdbbe428
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1415-g11cdbbe428

Chapter 2. APl &%

intb4_t data_process

Total data processed

struct esp_http_client_redirect_event_data

Argument structure for HTTP_EVENT_REDIRECT event.

Public Members

esp_http_client_handle_t client
Client handle

int status_code
Status Code

struct esp_http_client_config_t

HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Http authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server
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size_t cert_len

Length of the buffer pointed to by cert_pem. May be O for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_tclient_cert_len

Length of the buffer pointed to by client_cert_pem. May be O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be 0O for null-terminated pem

const char *client_key_password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

esp_http_client_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect

Disable HTTP automatic redirects

int max_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event_handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t
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intbuffer_size

HTTP receive buffer size

intbuffer_size_tx
HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

void *ds_data

Pointer for digital signature peripheral context, see ESP-TLS Documentation for more details

Macros

DEFAULT_HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes
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ESP_ERR_HTTP_MAX_REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_EVENT_ERROR

This event occurs when there are any errors during execution
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enumerator HTTP_EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_ EVENT_HEADER_SENT

This header has been kept for backward compatibility and will be deprecated in future versions esp-idf

enumerator HTTP_EVENT_ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_ EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_ EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:

enumerator HTTP_ TRANSPORT_UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_proto_ver_t

Values:

enumerator ESP_HTTP_CLIENT_TLS_VER_ANY

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_ 2

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_3

enumerator ESP_HTTP_CLIENT_ TLS_VER_MAX
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enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_ METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_METHOD_COPY
HTTP COPY Method

enumerator HTTP_METHOD_MOVE
HTTP MOVE Method

enumerator HTTP_METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPFIND
HTTP PROPFIND Method
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enumerator HTTP_METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_AUTH_TYPE_DIGEST
HTTP Digest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices

enumerator HttpStatus_MovedPermanently

enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect

enumerator HttpStatus_PermanentRedirect

enumerator HttpStatus_BadRequest

enumerator HttpStatus_Unauthorized

enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound
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enumerator HttpStatus_InternalError

2.2.6 ESP Local Control

Overview

ESP Local Control (esp_local_ctrl) component in ESP-IDF provides capability to control an ESP device over HTTPS
or BLE. It provides access to application defined properties that are available for reading / writing via a set of

configurable handlers.

Initialization of the esp_local_ctrl service over BLE transport is performed as follows:

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {

}I
.handlers = {

/* User defined handler functions */
get_property_values,
set_property_values,
NULL,

NULL

.get_prop_values =
.set_prop_values =
.usr_ctx =

.usr_ctx_free_fn
b
/* Maximum number of
.max_properties = 10
bi

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

.device_name = SERVICE_NAME,
.service_uuid = {
/* LSB <——————
r
0x21, 0Oxd5, 0x3b, 0x8d, Oxbd, 0x75,
Oxb4, 0x42, Oxeb, 0x31, O0x4a, Oxle,
}
I3
}!
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,

properties that may be set

0x68,
0x98,

*/

Similarly for HTTPS transport:

/* Set the configuration */
httpd_ssl_config_t https_conf =

/* Load server certificate */

/* Load server private key */
extern const unsigned char prvtkey_pem_start|[]
—start");

HTTPD_SSL_CONFIG_DEFAULT () ;

extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");

extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;

https_conf.servercert = servercert_start;

https_conf.servercert_len = servercert_end - servercert_start;

asm("_binary_prvtkey_pem_
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(AN
extern const unsigned char prvtkey_pem_end[] asm("_binary_prvtkey_pem_
—end") ;
https_conf.prvtkey_pem = prvtkey_pem_start;
https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {
.httpd = &https_conf
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
}I
.handlers = {
/* User defined handler functions */

.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,

.usr_ctx_free_fn NULL

}I

/* Maximum number of properties that may be set */
.max_properties = 10

bi

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

You may set security for transport in ESP local control using following options:

1. PROTOCOM_SEC2: specifies that SRP6a based key exchange and end to end encryption based on AES-GCM
is used. This is the most preffered option as it adds a robust security with Augmented PAKE protocol i.e.
SRP6a.

2. PROTOCOM_SECI: specifies that Curve25519 based key exchange and end to end encryption based on AES-
CTR is used.

3. PROTOCOM_SECQO: specifies that data will be exchanged as a plain text (no security).

4. PROTOCOM_SEC_CUSTOM: you can define your own security requirement. Please note that you will also
have to provide custom_handle of type protocomm_security_t * in this context.

$41:: The respective security schemes need to be enabled through the project configuration menu. Please refer to
the Enabling protocom security version section in Protocol Communication for more details.

Creating a property

Now that we know how to start the esp_local_ctrl service, let’s add a property to it. Each property must have a
unique name (string), a type (e.g. enum), flags (bit fields) and size.

The size is to be kept 0, if we want our property value to be of variable length (e.g. if its a string or bytestream). For
fixed length property value data-types, like int, float, etc., setting the size field to the right value, helps esp_local_ctrl
to perform internal checks on arguments received with write requests.

The interpretation of type and flags fields is totally upto the application, hence they may be used as enumerations, bit-
fields, or even simple integers. One way is to use type values to classify properties, while flags to specify characteristics
of a property.

Here is an example property which is to function as a timestamp. It is assumed that the application defines
TYPE_TIMESTAMP and READONLY, which are used for setting the type and flags fields here.
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/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

Also notice that there is a ctx field, which is set to point to some custom func_get_time(). This can be used inside the
property get / set handlers to retrieve timestamp.

Here is an example of get_prop_values() handler, which is used for retrieving the timestamp.

static esp_err_t get_property_values(size_t props_count,
const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_
—values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value.
* This is essential because the value has to be
* valid even after this function returns.
* Alternative is to use dynamic allocation
* and set the free_fn field */
static int32_t ts = func_get_time();
prop_values[i] .data = &ts;

}
return ESP_OK;

Here is an example of set_prop_values() handler. Notice how we restrict from writing to read-only properties.

static esp_err_t set_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t..
—*prop_values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i].name);
return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values[i].size, ESP_LOG_INFO) ;

(R gkzE)
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(£ 50

}
return ESP_OK;

For complete example see protocols/esp_local_ctrl

Client Side Implementation

The client side implementation will have establish a protocomm session with the device first, over the supported mode
of transport, and then send and receive protobuf messages understood by the esp_local_ctrl service. The service will
translate these messages into requests and then call the appropriate handlers (set / get). Then, the generated response
for each handler is again packed into a protobuf message and transmitted back to the client.

See below the various protobuf messages understood by the esp_local_ctrl service:

1. get_prop_count : This should simply return the total number of properties supported by the service

2. get_prop_values : This accepts an array of indices and should return the information (name, type, flags) and
values of the properties corresponding to those indices

3. set_prop_values : This accepts an array of indices and an array of new values, which are used for setting the
values of the properties corresponding to the indices

Note that indices may or may not be the same for a property, across multiple sessions. Therefore, the client must
only use the names of the properties to uniquely identify them. So, every time a new session is established, the client
should first call get_prop_count and then get_prop_values, hence form an index to name mapping for all properties.
Now when calling set_prop_values for a set of properties, it must first convert the names to indexes, using the created
mapping. As emphasized earlier, the client must refresh the index to name mapping every time a new session is
established with the same device.

The various protocomm endpoints provided by esp_local_ctrl are listed below:

%% 1: Endpoints provided by ESP Local Control

Endpoint | URI (HTTPS Server + | Description
Name mDNS)
(BLE +
GATT
Server)
esp_local_ctritvgrsiéarmdns- Endpoint used for retrieving version string
hostname>.local/esp_local_ctrl/yersion
esp_local_ctrlictpstédbkmdns- Endpoint used for sending / receiving control messages
hostname>.local/esp_local_ctrl/¢ontrol
API Reference
Header File

¢ components/esp_local_ctrl/include/esp_local_ctrl.h

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)
Start local control service.

%4 config -- [in] Pointer to configuration structure
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B
e ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)
Stop local control service.

esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%% prop -- [in] Property description structure
B
* ESP_OK : Success
 ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%4 name -- [in] Name of the property to remove
B

¢ ESP_OK : Success

* ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)

Get property description structure by name.

This API may be used to get a property’s context structure esp_local_ctrl_prop_t when its name is
known

%% name -- [in] Name of the property to find
B

* Pointer to property

* NULL if not found

esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)

Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

251 In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structuresetinesp_local_ctrl_config_t,and passed
toesp_local_ctrl_start ().

SH
* ep_name -- [in] Name of the endpoint
* handler -- [in] Endpoint handler function
e user_ctx -- [in] User data
izl
¢ ESP_OK : Success
e ESP_FAIL : Failure
Unions
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union esp_local_ctrl_transport_config_t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h for available configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
* if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property

uint32_t flags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)

Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () is called.
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struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_fn)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.

£411:: If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure

Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
e ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
* All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

5 1::  If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.
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Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
« ESP_ERR_INVALID_STATE : InvalidProto
* All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_£free_£fn)(void *usr_ctx)

Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when
esp_local_ctrl_stop () iscalled.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members

esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.

const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security O This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided
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esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t
Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.

typedef struct protocomm_ble_config esp_local_ctrl_transport_config _ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config_httpd t
Configuration for transport mode HTTPD.

This is a forward declaration for ht t pd_ssl_config_t (for HTTPS) or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.
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typedef protocomm_securityl _params_t esp_local_ctrl_securityl_ params_t

typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO

enumerator PROTOCOM_SEC1

enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC_CUSTOM

. This document is not updated for ESP32H?2 yet, so some of the content may not be correct.

This warning was automatically inserted due to the source file being in the add_warnings_pages list.

2.2.7 ESP Serial Slave Link

Overview
Espressif provides several chips that can work as slaves. These slave devices rely on some common buses, and have

their own communication protocols over those buses. The esp_serial_slave_link component is designed for the master
to communicate with ESP slave devices through those protocols over the bus drivers.

After an esp_serial_slave_link device is initialized properly, the application can use it to communicate with the ESP
slave devices conveniently.

Espressif Device protocols

For more details about Espressif device protocols, see the following documents.

ESP SPI Slave HD (Half Duplex) Mode Protocol
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SPI Slave Capabilities of Espressif chips

ESP32 | ESP32-S2 | ESP32-C3 | ESP32-S3 | ESP32-C2 | ESP32-C6 | ESP32-H2
SPI Slave HD N Y (v2) Y (v2) Y (v2) Y (v2) Y (v2) Y (v2)
Tohost intr N N N N N N
Frhost intr 2% 2% 2% 2% 2% 2%
TX DMA Y Y Y Y Y Y
RX DMA Y Y Y Y Y Y
Shared registers 72 64 64 64 64 64

Introduction In the half duplex mode, the master has to use the protocol defined by the slave to communicate with
the slave. Each transaction may consist of the following phases (list by the order they should exist):

¢« Command: 8-bit, master to slave
This phase determines the rest phases of the transactions. See Supported Commands.

e Address: 8-bit, master to slave, optional
For some commands (WRBUF, RDBUF), this phase specifies the address of the shared buffer to
write to/read from. For other commands with this phase, they are meaningless but still have to exist
in the transaction.

e Dummy: 8-bit, floating, optional
This phase is the turnaround time between the master and the slave on the bus, and also provides
enough time for the slave to prepare the data to send to the master.

¢ Data: variable length, the direction is also determined by the command.
This may be a data OUT phase, in which the direction is slave to master, or a data IN phase, in
which the direction is master to slave.

The direction means which side (master or slave) controls the MOSI, MISO, WP, and HD pins.

Data I0 Modes Insome IO modes, more data wires can be used to send the data. As a result, the SPI clock cycles
required for the same amount of data will be less than in the 1-bit mode. For example, in QIO mode, address and
data (IN and OUT) should be sent on all 4 data wires (MOSI, MISO, WP, and HD). Here are the modes supported
by the ESP32-S2 SPI slave and the wire number used in corresponding modes.

Mode | command WN | address WN | dummy cycles | data WN
1-bit 1 1 1 1
DOUT | 1 1 4 2
DIO 1 2 4 2
QOUT | 1 1 4 4
QIO 1 4 4 4
QPI |4 4 4 4

Normally, which mode is used is determined by the command sent by the master (See Supported Commands), except
the QPI mode.

QPIMode The QPImode is a special state of the SPI Slave. The master can send the ENQPI command to put the
slave into the QPI mode state. In the QPI mode, the command is also sent in 4-bit, thus it’s not compatible with the
normal modes. The master should only send QPI commands when the slave is in QPI mode. To exit from the QPI
mode, master can send the EXQPI command.

Supported Commands

£47:: The command name is in a master-oriented direction. For example, WRBUF means master writes the buffer
of slave.
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Name Description Command Address Data

WRBUF Write buffer 0x01 Buf addr master to slave, no
longer than buffer
size

RDBUF Read buffer 0x02 Buf addr slave to master, no
longer than buffer
size

WRDMA Write DMA 0x03 8 bits master to slave, no
longer than length
provided by slave

RDDMA Read DMA 0x04 8 bits slave to master, no
longer than length
provided by slave

SEG_DONE Segments done 0x05 . .

ENQPI Enter QPI mode 0x06 . .

WR_DONE Write segments | 0x07 . .

done

CMD8 Interrupt 0x08 . .

CMD9 Interrupt 0x09 R .

CMDA Interrupt 0x0A . .

EXQPI Exit QPI mode 0xDD . .

Moreover, WRBUF, RDBUF, WRDMA, RDDMA commands have their 2-bit and 4-bit version. To do transactions
in 2-bit or 4-bit mode, send the original command ORed by the corresponding command mask below. For example,
command 0xA1 means WRBUF in QIO mode.

Mode | Mask
1-bit 0x00
DOUT | 0x10
DIO 0x50
QOUT | 0x20
QIO 0xA0
QPI 0xA0

Segment Transaction Mode Segment transaction mode is the only mode supported by the SPI Slave HD driver
for now. In this mode, for a transaction the slave load onto the DMA, the master is allowed to read or write in
segments. This way the master doesn’t have to prepare a large buffer as the size of data provided by the slave. After
the master finishes reading/writing a buffer, it has to send the corresponding termination command to the slave as a
synchronization signal. The slave driver will update new data (if exist) onto the DMA upon seeing the termination
command.

The termination command is WR_DONE (0x07) for the WRDMA and CMDS8 (0x08) for the RDDMA.
Here’s an example for the flow the master read data from the slave DMA:

1. The slave loads 4092 bytes of data onto the RDDMA
2. The master do seven RDDMA transactions, each of them is 512 bytes long, and reads the first 3584 bytes from
the slave
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e

The master do the last RDDMA transaction of 512 bytes (equal, longer, or shorter than the total length loaded
by the slave are all allowed). The first 508 bytes are valid data from the slave, while the last 4 bytes are
meaningless bytes.

The master sends CMD8 to the slave

The slave loads another 4092 bytes of data onto the RDDMA

The master can start new reading transactions after it sends the CMD8

Terminology

ESSL: Abbreviation for ESP Serial Slave Link, the component described by this document.

Master: The device running the esp_serial_slave_link component.

ESSL device: a virtual device on the master associated with an ESP slave device. The device context has the
knowledge of the slave protocol above the bus, relying on some bus drivers to communicate with the slave.
ESSL device handle: a handle to ESSL device context containing the configuration, status and data required
by the ESSL component. The context stores the driver configurations, communication state, data shared by
master and slave, etc.

The context should be initialized before it is used, and get deinitialized if not used any more. The master
application operates on the ESSL device through this handle.

ESP slave: the slave device connected to the bus, which ESSL component is designed to communicate with.
Bus: The bus over which the master and the slave communicate with each other.

Slave protocol: The special communication protocol specified by Espressift HW/SW over the bus.

TX buffer num: a counter, which is on the slave and can be read by the master, indicates the accumulated
buffer numbers that the slave has loaded to the hardware to receive data from the master.

RX data size: a counter, which is on the slave and can be read by the master, indicates the accumulated data
size that the slave has loaded to the hardware to send to the master.

Services provided by ESP slave

There are some common services provided by the Espressif slaves:

1.
2.
3.

Tohost Interrupts: The slave can inform the master about certain events by the interrupt line. (optional)
Frhost Interrupts: The master can inform the slave about certain events.

Tx FIFO (master to slave): the slave can send data in stream to the master. The SDIO slave can also indicate
it has new data to send to master by the interrupt line.

The slave updates the TX buffer num to inform the master how much data it can receive, and the master then
read the TX buffer num, and take off the used buffer number to know how many buffers are remaining.

Rx FIFO (slave to master): the slave can receive data from the master in units of receiving buffers.

The slave updates the RX data size to inform the master how much data it has prepared to send, and then
the master read the data size, and take off the data length it has already received to know how many data is
remaining.

Shared registers: the master can read some part of the registers on the slave, and also write these registers to
let the slave read.

The services provided by the slave depends on the slave’s model. See SPI Slave Capabilities of Espressif chips for
more details.

Initialization of ESP Serial Slave Link

ESP SDIO Slave The ESP SDIO slave link (ESSL SDIO) devices relies on the sdmmc component. It includes the
usage of communicating with ESP SDIO Slave device via SDSPI feature. The ESSL device should be initialized as
below:

1.
2.
3.

Initialize a sdmmc card (see :doc:* Document of SDMMC driver </api-reference/storage/sdmmc>°) structure.
Call sdmmc_card_init () to initialize the card.

Initialize the ESSL device with essl_sdio config t. The card member should be the
sdmmc_card_t got in step 2, and the recv_buffer_size member should be filled correctly according to pre-
negotiated value.
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4. Call essl_init () to do initialization of the SDIO part.
5. Call essl_wait_for_ready () to wait for the slave to be ready.

ESP SPI Slave

#47::  If you are communicating with the ESP SDIO Slave device through SPI interface, you should use the SDIO
interface instead.

Hasn’t been supported yet.

APIs

After the initialization process above is performed, you can call the APIs below to make use of the services provided
by the slave:

Tohost Interrupts (optional)

Call essl_get_intr_ena () to know which events will trigger the interrupts to the master.

Call essl_set_intr_ena () toset the events that will trigger interrupts to the master.

Call essl_wait_int () to wait until interrupt from the slave, or timeout.

When interrupt is triggered, call essl_get_intr () to know which events are active, and call
essl_clear_intr () to clear them.

v

Frhost Interrupts

1. Call essl_send_slave_intr () to trigger general purpose interrupt of the slave.

TX FIFO

1. Call essl_get_tx_buffer _num() to know how many buffers the slave has prepared to receive data
from the master. This is optional. The master will poll tx_buffer_num when it try to send packets to the slave,
until the slave has enough buffer or timeout.

2. Call essl_send_packet () to send data to the slave.

RX FIFO

1. Call essl_get_rx_data_size () to know how many data the slave has prepared to send to the master.
This is optional. When the master tries to receive data from the slave, it will update the rx_data_size for once,
if the current rx_data_size is shorter than the buffer size the master prepared to receive. And it may poll the
rx_data_size if the rx_dat_size keeps 0, until timeout.

2. Call essl_get_packet () to receive data from the slave.

Reset counters (Optional) Call essl_reset_cnt () toreset the internal counter if you find the slave has reset
its counter.

Application Example

The example below shows how ESP32-H2 SDIO host and slave communicate with each other. The host use the ESSL
SDIO.

peripherals/sdio.

Please refer to the specific example README.md for details.
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API Reference

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h

Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

ZH
¢ handle -- Handle of an ESSL device.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA |
e ESP_OK: If success
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* Other value returned from lower layer init.
esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

2H
e handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
P
e ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_ size.

ZH

* handle -- Handle of a ESSL device.

* out_tx_num -- Output of buffer num that host can send data to ESSL slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send

ZH
e handle -- Handle of an ESSL device.
* out_rx_size -- Output of data size to read from slave, in bytes
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_reset_cnt (essl_handle_t handle)

Reset the counters of this component. Usually you don’t need to do this unless you know the slave is reset.

%% handle -- Handle of an ESSL device.

FEA ]
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.
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esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)

Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size
(configured during initialization).

SH

B M

handle -- Handle of an ESSL device.
start -- Start address of the packet to send

length -- Length of data to send, if the packet is over-size, the it will be divided into

blocks and hold into different buffers automatically.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success

ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not

valid.

ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.
ESP_ERR_NOT_FOUND: Slave is not ready for receiving.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t

wait_ms)

Get a packet from ESSL slave.

S

B

handle -- Handle of an ESSL device.
out_data -- [out] Data output address

size -- The size of the output buffer, if the buffer is smaller than the size of data to
receive from slave, the driver returns ESP_ ERR_NOT_FINISHED

out_length -- [out] Output of length the data actually received from slave.
wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success: All the data has been read from the slave.
ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other

arguments are invalid.

ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.

ESP_ERR_NOT_FOUND: Slave is not ready to send data.

ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_reg (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t

wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

41z sdio 28-31 are reserved, the lower API helps to skip.

S

B

handle -- Handle of an ESSL device.

addr -- Address of register to write. For SDIO, valid address: 0-59. For SPI, see

essl_spi.h
value -- Value to write to the register.
value_o -- Output of the returned written value.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success
One of the error codes from SDMMC/SPI host controller

esp_err_t essl_read_regq (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)

Read general purpose R/W registers (8-bit) of ESSL slave.
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ZH
* handle -- Handle of a ess1 device.
* add -- Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,
return interrupt bits on read). For SPI, see ess1_spi.h
* value_o -- Output value read from the register.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
¢ ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

2H
¢ handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
* ESP_OK: If interrupt is triggered.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

¥

* handle -- Handle of an ESSL device.

* intr_mask -- Mask of interrupt bits to clear.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bl

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

SH
* handle -- Handle of an ESSL device.
* intr_raw-- Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st -- Output of the masked interrupt bits. set to NULL if only raw bits are read.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
¢ ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

¥

* handle -- Handle of an ESSL device.

* ena_mask -- Mask of the interrupt bits to enable.

e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller
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esp_err_t essl_get_intr_ena (essl_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)

Get interrupt enable bits of ESSL slave.

S8
* handle -- Handle of an ESSL device.
* ena_mask_o -- Output of interrupt bit enable mask.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

$EA |
¢ ESP_OK Success
¢ One of the error codes from SDMMC host controller

esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Send interrupts to slave. Each bit of the interrupt will be triggered.

S8
* handle -- Handle of an ESSL device.
* intr_mask -- Mask of interrupt bits to send to slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

g |
e ESP_OK: Success

e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

* One of the error codes from SDMMC host controller

Type Definitions

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

¢ components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions

esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)

Initialize the ESSL SDIO device and get its handle.
SH

* out_handle -- Output of the handle.
* config -- Configuration for the ESSL SDIO device.
FEA ]
e ESP_OK: on success
* ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (essl_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.
%% handle -- Handle of the ESSL SDIO device to deinit.
B
* ESP_OK: on success
e ESP_ERR_INVALID_ARG: wrong handle passed

Structures

struct essl_sdio_config_ t
Configuration for the ESSL SDIO device.
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Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.

Header File

e components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h

Functions
esp_err_t essl_spi_init_dev (ess/_handle_t *out_handle, const essl_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

ZH
* out_handle -- [out] Output of the handle
* init_config -- Configuration for the ESSL SPI device
Bzl
¢ ESP_OK: On success
* ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.
%%t handle -- Handle of the ESSL SPI device
Bl
* ESP_OK: On success
* ESP_ERR_INVALID_STATE: ESSL SPI is not in use
esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

257¥: The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_t)

SH
* arg -- Context of the component. (Member arg from ess1_handle_t)
e addr -- Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value -- [out] Read buffer for the shared registers.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
PEA ]
¢ ESP_OK: success
« ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.
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SH
* arg -- Context of the component. (Member arg from ess1_handle_t)
* out_data -- [out] Output data address
* size -- The size of the output data.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
P[]
¢ ESP_OK: On Success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-
aligned
» ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.

esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

47: The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_t)

#&1¥: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
* addr -- Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value -- Buffer for data to send, should be align to 4.
* out_value -- [out] Not supported, should be set to NULL.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
B
* ESP_OK: success
¢ ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
e data -- Address of the data to send
e size -- Size of the data to send.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
Rl
¢ ESP_OK: On success
e ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The data address is not DMA capable
* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer
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void essl_spi_reset_cnt (void *arg)

Reset the counter in Master context.

£41:: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%%, arg -- Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)
Read the shared buffer from the slave in ISR way.

$51:: The slave’s HW doesn’t guarantee the data in one SPI transaction is consistent. It sends data in unit of
byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

BH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

* addr -- Address of the slave shared buffer

* len -- Length to read

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t
flags)

Read the shared buffer from the slave in polling way.

#&1¥: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

ZH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

¢ addr -- Address of the slave shared buffer

* len -- Length to read

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.
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$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

B

spi -- SPI device handle representing the slave

data -- Buffer for data to send, strongly suggested to be in the DRAM

addr -- Address of the slave shared buffer,

len -- Length to write

flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t

flags)

Write the shared buffer of the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

B

spi -- SPI device handle representing the slave

data -- Buffer for data to send, strongly suggested to be in the DRAM

addr -- Address of the slave shared buffer,

len -- Length to write

flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_polling transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

- g

This function combines several :cpp:funciessl_spi_rddma_seg and one

:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

S

B

spi -- SPI device handle representing the slave

out_data -- [out] Buffer to hold the received data, strongly suggested to be in the
DRAM and aligned to 4

len -- Total length of data to receive.

seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_ done will still be sent.)

flags -- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.

Espressif Systems

113 Release v5.1.6-1415-g1 1cdbbe428
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1415-g11cdbbe428

Chapter 2. APl &%

esp_err_t essl_spi_rddma_seq (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)

Read one data segment from the slave through its DMA.

$41:: To read long buffer, call :cpp:funciess1_spi_rddma instead.

SH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer to hold the received data. strongly suggested to be in the

DRAM and aligned to 4

* seg_len -- Length of this segment

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£&7E: This is required only when the slave is working in segment mode.

ZH

* spi -- SPI device handle representing the slave

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

%/ T This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

SH

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* len -- Total length of data to send.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_done will still be sent.)

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seq (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

$41:: To send long buffer, call :cpp:func:essl_spi_wrdma instead.
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S8

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* seg_len -- Length of this segment

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.

£41:: This is required only when the slave is working in segment mode.

S
* spi -- SPI device handle representing the slave
» flags-- SPI_TRANS_* flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members

spi_device_handle_t *spi

Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.

uint8_t tx_sync_reg

The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be
reserved for the synchronization.

uint§_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.

2.2.8 ESP x509 Certificate Bundle

Overview

The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom x509 root certificates for
TLS server verification.
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411 : The bundle is currently not available when using WolfSSL.

The bundle comes with the complete list of root certificates from Mozilla’ s NSS root certificate store. Using the
gen_crt_bundle.py python utility the certificates’ subject name and public key are stored in a file and embedded in
the ESP32-H2 binary.

When generating the bundle you may choose between:

* The full root certificate bundle from Mozilla, containing more than 130 certificates. The current bundle was
updated Tue Jan 10 04:12:06 2023 GMT.

* A pre-selected filter list of the name of the most commonly used root certificates, reducing the amount of
certificates to around 41 while still having around 90% absolute usage coverage and 99% market share coverage
according to SSL certificate authorities statistics.

In addition it is possible to specify a path to a certificate file or a directory containing certificates which then will be
added to the generated bundle.

1. Trusting all root certificates means the list will have to be updated if any of the certificates are retracted. This
includes removing them from cacrt_all.pem.

Configuration

Most configuration is done through menuconfig. CMake will generate the bundle according to the configuration and
embed it.

e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: automatically build and attach the bundle.

e CONFIG_MBEDTLS DEFAULT CERTIFICATE _BUNDLE: decide which certificates to include from the com-
plete root list.

* CONFIG_MBEDTLS_CUSTOM_CERTIFICATE_BUNDLE _PATH: specify the path of any additional certifi-
cates to embed in the bundle.

To enable the bundle when using ESP-TLS simply pass the function pointer to the bundle attach function:

esp_tls_cfg_t cfg = {
.crt_bundle_attach = esp_crt_bundle_attach,
bi

This is done to avoid embedding the certificate bundle unless activated by the user.

If using mbedTLS directly then the bundle may be activated by directly calling the attach function during the setup
process:

mbedtls_ssl_config conf;
mbedtls_ssl_config_init (&conf);

esp_crt_bundle_attach (&conf);

Generating the List of Root Certificates

The list of root certificates comes from Mozilla’s NSS root certificate store, which can be found here The list can be
downloaded and created by running the script mk—ca-bundle.pl that is distributed as a part of curl. Another
alternative would be to download the finished list directly from the curl website: CA certificates extracted from
Mozilla

The common certificates bundle were made by selecting the authorities with a market share of more than 1 %
from w3tech’s SSL Survey. These authorities were then used to pick the names of the certificates for the filter
list, cmn_crt_authorities.csv, from this list provided by Mozilla.
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Updating the Certificate Bundle

The bundle is embedded into the app and can be updated along with the app by an OTA update. If you want to include
a more up-to-date bundle than the bundle currently included in ESP-IDF, then the certificate list can be downloaded
from Mozilla as described in Generating the List of Root Certificates.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection using the certificate bundle with
two custom certificates added for verification: protocols/https_x509_bundle.

HTTPS example that uses ESP-TLS and the default bundle: protocols/https_request.
HTTPS example that uses mbedTLS and the default bundle: protocols/https_mbedtls.

API Reference

Header File

* components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.

Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle
has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.

%% conf -- [in] The config struct for the SSL connection.
B
* ESP_OK if adding certificates was successful.
* Other if an error occurred or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%% conf -- [in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)

Set the default certificate bundle used for verification.

Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle
should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

S
* x509_bundle -- [in] A pointer to the certificate bundle.
* bundle_size -- [in] Size of the certificate bundle in bytes.
A
* ESP_OK if adding certificates was successful.
* Other if an error occurred or an action must be taken by the calling process.

bool esp_crt_bundle_in_use (const mbedtls_x509_crt *ca_chain)
Check if the given CA certificate chain is the default "7dummy” certificate chain attached by the esp_crt_bundle.
%% ca_chain -- A pointer to the CA chain.

&M true if the ca_chain is the dummy CA chain attached by esp_crt_bundle
JR[n] false otherwise
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229 HTTP JJ}%%%

HTTP Server ZH{4-424L T7F ESP32 [izf7i4 B4 Web IRF#509Th6E, N4/ HTTP Server 244 API
A 20 9 -

* httpd_start (): AE HTTP R5#5095501, MR E AW ECE N BN AR TR, F R %
M55 2L AR . MRS TAEEY, — DA KIUr HTTP ji& (TCP 2K8) , J—A4>
FRAEFEE GRS (UDP 283 | ‘EAITEMR S 2R AT 55 IEEF R 48 i F o a3 1) httpd_start() {£33
httpd_config_t 544, AT PATEAN 8 R 554 S5 0 i) e AT 55 1 DL e R MERR I K/ . TCP it s Wi ATT
?gg&%*, FRHE K %) URL R VE I P A BERR Y, AE b PRy o 75 2 &% [5] HTTP iy
AVA o

* httpd_stop (): MRIAEAREIE LIRSS 2%, HREBOH RIB WA R . X2 — P ZE R 4K,
B IR S 2T 5 R E IS, SRS FHZ R, W RES ST S S X EFTFR0ES, 1
BRCEMHY) URTARBRAR)Y , HREIrA 2360 B SR EE .

e httpd_register uri_handler(): iBitfE A httpd_uri_t FEH& T 4ok i URL
WNFRAR R . ZEEMARE ST B uri &5, method 2% (LYl HTTPD_GET/HTTPD_POST/
HTTPD_PUT %4), esp_err_t *handler (httpd_req t *req) LHMPREFEET, T2 H
P BRSO user_ctx $7E.

WA

/* URT B REK, EXF W AR GET /uri HXKHHRA +/
esp_err_t get_handler (httpd_reqg_t *req)
{
/ REEHERMEKER */
const char resp[] = "URI GET Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;
}

/* URT B REK, EFEFm AR PoST/uri KM HRA */
esp_err_t post_handler (httpd_reqg_t *req)
{
/* & X HTTP POST H R HEWEME & H KK
* httpd_req_recv() R FEW char* H I, B4 7T &
R _HE A (FELARR)
T EAE R, null AL,
* content_len 2% W FHEHKE */
char content[1007];

/MR ABEKREART Zob KU & #r +/

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_reqg recv(req, content, recv_size);
if (ret <= 0) { /* &KH o0 xrx&EHECL KXW */
/r mE R r/
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/* R REBE, AU A httpd_req recv() EH
*EREL, X ERMNAEE
* g B HTTP 408 (F RBH ) #HiR% F P W */
httpd_resp_send_408 (req) ;
I3
/R RAETHIE, RE ESP_FAIL ¥ P # &
*CREEEBEFH XA
return ESP_FAIL;

(P oUgkzh)

Espressif Systems 118 Release v5.1.6-1415-g1 1cdbbe428
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1415-g11cdbbe428

Chapter 2. AP1 &%

(£ 50

}

JFORHE B R B H/
const char resp[] = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

3

/* GET /uri W URI WL B HEM */
httpd_uri_t uri_get = {

.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
bi

/* POST/uri #] URI A F & H */
httpd_uri_t uri_post = {

.uri = "/uri",
.method = HTTP_POST,
.handler = post_handler,

.user_ctx = NULL
bi

/* BB web AW EH S/
httpd_handle_t start_webserver (void)
{
/Y ERBRINWEE S B 1/
httpd_config_t config = HTTPD_DEFAULT_CONFIG() ;

/* B % esp_http _server W LB A */
httpd_handle_t server = NULL;

/* B 3 httpd server */
if (httpd_start (&server, &config) == ESP_OK) {
/* EM URT KERF */
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
/W RR A kK, REWAEE NULL */
return server;

}

/* fE ik web RE B &K +/
void stop_webserver (httpd_handle_t server)

{

if (server) {
/* & 1t httpd server */
httpd_stop (server);

W HTTP Jlit 55 3556l 15457 (T protocols/http_server/simple () HTTP fie g5 /R i, 2 BIETR 140
TAEBAT B A A KRR R, SRR URL & S8, BN k.
HTTP K&

HTTP g5 4 A KIERIINEE, AWELMEHE-EE (S8) 2R EHm, RS2 L
oK. BTN SCRE T i AR B S AS  B, AEKRT DL T R B I E A E SO IR R, DA
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HE TR 2 PRI RETICX 73 N AT B

Kitkornpl

/ BEXEHK, ARBERET XHE */
void free_ctx_func(void *ctx)
{
/% M LR free DLANBY R E B4/
free (ctx);

}

esp_err_t adder_post_handler (httpd_reqg t *req)
{
/r EETXFREESE, WHE—4 +/

if (! reg->sess_ctx) |
req->sess_ctx = malloc (sizeof (ANY_DATA_TYPE)); /*!< 4517 F T X # i */
reqg->free_ctx = free_ctx_func; /I Bk ET XHENE K
o*/

}

/* P ET X HAE
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

return ESP_OK;
}

PG 5% (i T protocols/http_server/persistent_sockets [ 7 ALH5 .

Websocket JJit 55 2%

HTTP JI% 5 #5240 {145 it websocket 3 . 7] PAYE menuconfig H{ii Jl CONFIG_HTTPD_WS_SUPPORT ¥ J5
JH websocket HJfE. F < QA F websocket TIRE, 125 [ protocols/http_server/ws_echo_server H 5% FAY/R
B

AL B

ESP HTTP R 55 #8 H & M {F, Y4rE FE AN, FH AR E 7l A A BFE . 25200l
Hesp_event_handler register () FENIALTEARFDAE ESP HTTP R 45 andtf T2 403,

esp_http_server_event_id_t f1& ESP HTTP k4528 v e & 4 A r A 44
AT HEFLEIR R R [6) ESP HTTP 4522 S 21 1 T B S 2 2

e HTTP_SERVER_EVENT_ERROR : httpd_err_code_t

e HTTP_SERVER_EVENT_START : NULL

e HTTP_SERVER_EVENT_ON_CONNECTED : int

e HTTP_SERVER_EVENT_ON_HEADER : int

e HTTP_SERVER_EVENT_HEADERS_SENT : int

e HTTP_SERVER_EVENT_ON_DATA : esp_http_server_event_data

e HTTP_SERVER_EVENT_SENT_DATA : esp_http_server_event_data
e HTTP_SERVER_EVENT_DISCONNECTED : int

e HTTP_SERVER_EVENT_STOP : NULL
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API 7%
Header File

e components/esp_http_server/include/esp_http_server.h

Functions
esp_err_thttpd_register_uri_handler (htpd_handle_t handle, const httpd_uri_t *uri_handler)

Registers a URI handler.

Example usage:

esp_err_t my_uri_handler (httpd_req t* req)
{

// Recv , Process and Send

// Fail condition

if (....) |
// Return fail to close session //
return ESP_FAIL;

}

// On success
return ESP_OK;

}

// URI handler structure
httpd_uri_t my_uri {

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL
bi

// Register handler
if (httpd_register_uri_handler (server_handle, &my_uri) != ESP_OK) {
// If failed to register handler

£41:: URI handlers can be registered in real time as long as the server handle is valid.

ZH
* handle -- [in] handle to HTTPD server instance
* uri_handler -- [in] pointer to handler that needs to be registered
Bl
» ESP_OK : On successfully registering the handler
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_HANDLERS_FULL : If no slots left for new handler
« ESP_ERR_HTTPD_HANDLER_EXISTS : If handler with same URI and method is al-
ready registered

esp_err_thttpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t
method)

Unregister a URI handler.
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B

B

handle -- [in] handle to HTTPD server instance
uri -- [in] URI string
method -- [in] HTTP method

ESP_OK : On successfully deregistering the handler
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (httpd_handle_t handle, const char *uri)

Unregister all URI handlers with the specified uri string.

¥

R

handle -- [in] handle to HTTPD server instance
uri -- [in] uri string specifying all handlers that need to be deregisterd

ESP_OK : On successfully deregistering all such handlers
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_NOT_FOUND : No handler registered with specified uri string

esp_err_thttpd_sess_set_recv_override (httpd_handle_t hd, int sockfd, htpd_recv_func_t recv_func)

Override web server’s receive function (by session FD)

This function overrides the web server’s receive function. This same function is used to read HTTP request

packets.

$41E: This AP is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

S

B

hd -- [in] HTTPD instance handle
sock£d -- [in] Session socket FD
recv_func -- [in] The receive function to be set for this session

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)

Override web server’s send function (by session FD)

This function overrides the web server’s send function. This same function is used to send out any response to
any HTTP request.

4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
* a URI handler where sockfd is obtained using httpd_req_to_sockfd()

S

B

hd -- [in] HTTPD instance handle
sock£d -- [in] Session socket FD
send_func -- [in] The send function to be set for this session

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments
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esp_err_t httpd_sess_set_pending_override (hipd_handle_t hd, int sockfd, httpd_pending_func_t
pending_func)

Override web server’s pending function (by session FD)

This function overrides the web server’s pending function. This function is used to test for pending bytes in a
socket.

$411: This AP is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

2
* hd -- [in] HTTPD instance handle
e sock£fd -- [in] Session socket FD
* pending_func -- [in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
* ESP_ERR_INVALID_ARG : Null arguments

inthttpd_req_to_sock£fd (httpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lru_counter().

#&1E: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%% r -- [in] The request whose socket descriptor should be found
B

* Socket descriptor : The socket descriptor for this request

* -1 : Invalid/NULL request pointer

int httpd_req_recv (hitpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching 'buf_len’ number of bytes, while the
pointer to content data is incremented internally by the same number.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
 Presently Chunked Encoding is not supported

¥
* r -- [in] The request being responded to
e buf -- [in] Pointer to a buffer that the data will be read into
* buf_len -- [in] Length of the buffer
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B
* Bytes : Number of bytes read into the buffer successfully
* 0: Buffer length parameter is zero / connection closed by peer
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

size_t httpd_req get_hdr_wvalue_len (httpd_req_t *r, const char *field)
Search for a field in request headers and return the string length of it’s value.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

SH

* r -- [in] The request being responded to

* field -- [in] The header field to be searched in the request
B

* Length : If field is found in the request URL

 Zero : Field not found / Invalid request / Null arguments

esp_err_thttpd_req _get_hdr_value_str (hitpd_req_t *r, const char *field, char *val, size_t val_size)
Get the value string of a field from the request headers.

ik

e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

e Use httpd_req_get_hdr_value_len() to know the right buffer length

SH
* r -- [in] The request being responded to
e field -- [in] The field to be searched in the header
* val -- [out] Pointer to the buffer into which the value will be copied if the field is found
* val_size -- [in] Size of the user buffer "val”

* ESP_OK : Field found in the request header and value string copied

* ESP_ERR_NOT_FOUND : Key not found

* ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_thttpd_req get_url_query_ len (httpd_req_t *r)
Get Query string length from the request URL.

£41:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid
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%% r -- [in] The request being responded to
R m
* Length : Query is found in the request URL
* Zero : Query not found / Null arguments / Invalid request

esp_err_thttpd_req _get_url_query_str (hitpd_req_t *r, char *buf, size_t buf_len)

Get Query string from the request URL.

i

Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the ’Content-Type’ (eg.
Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm needs
to be applied.

This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value

Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)
for storing the query string

SH
* r -- [in] The request being responded to
* buf -- [out] Pointer to the buffer into which the query string will be copied (if found)
* buf_len -- [in] Length of output buffer
Bl
* ESP_OK : Query is found in the request URL and copied to buffer
* ESP_ERR_NOT_FOUND : Query not found
e ESP_ERR_INVALID_ARG : Null arguments
» ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
e ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_value (const char *qry, const char *key, char *val, size_t val_size)

Helper function to get a URL query tag from a query string of the type param1=vall&param2=val2.

i

The components of URL query string (keys and values) are not URLdecoded. The user must check for
’Content-Type’ field in the request headers and then depending upon the specified encoding (URLencoded
or otherwise) apply the appropriate decoding algorithm.

If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error
as return value.

S
* gry -- [in] Pointer to query string
* key -- [in] The key to be searched in the query string
* val -- [out] Pointer to the buffer into which the value will be copied if the key is found
e val_size -- [in] Size of the user buffer "val”
Bl
* ESP_OK : Key is found in the URL query string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
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esp_err_thttpd_req get_cookie_val (httpd_req_t *req, const char *cookie_name, char *val, size_t
*val_size)

Get the value string of a cookie value from the ”Cookie” request headers by cookie name.

ZH
* req -- [in] Pointer to the HTTP request
* cookie_name -- [in] The cookie name to be searched in the request
* val -- [out] Pointer to the buffer into which the value of cookie will be copied if the
cookie is found
* val_size -- [inout] Pointer to size of the user buffer ”val”. This variable will
contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.
PEA ]
» ESP_OK : Key is found in the cookie string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
* ESP_ERR_NO_MEM : Memory allocation failure

bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t
match_upto)

Test if a URI matches the given wildcard template.

Template may end with ”?” to make the previous character optional (typically a slash), ”*” for a wildcard match,
and ”?7*” to make the previous character optional, and if present, allow anything to follow.

Example:

* * matches everything

¢ /foo/? matches /foo and /foo/

¢ /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters ”?” and ”*” anywhere else in the template will be taken literally.

S
* uri_template -- [in] URI template (pattern)
* uri_to_match -- [in] URI to be matched
* match_upto -- [in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
jJ&[A| true if a match was found

esp_err_t httpd_resp_send (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, the request has been responded to.
* No additional data can then be sent for the request.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
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* r -- [in] The request being responded to
e buf -- [in] Buffer from where the content is to be fetched
* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()

B

ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer
ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_ RESP_SEND : Error in raw send

» ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (hftpd_req_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.

This API will send the data as an HTTP response to the request. This API will use chunked-encoding and
send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.

If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e When you are finished sending all your chunks, you must call this function with buf_len as 0.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

ZH

* r -- [in] The request being responded to

e buf -- [in] Pointer to a buffer that stores the data

* buf_1len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
B

* ESP_OK : On successfully sending the response packet chunk

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (hitpd_req_t *r, const char *str)
API to send a complete string as HTTP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

* r -- [in] The request being responded to
str -- [in] String to be sent as response body

B

ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer
ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request
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static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)

API to send a string as an HTTP response chunk.

This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string

S8
* r -- [in] The request being responded to
* str -- [in] String to be sent as response body (NULL to finish response packet)
Bl
e ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.

This API sets the status of the HTTP response to the value specified. By default, the 200 OK’ response is sent
as the response.

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the status to this value. The status isn’t sent out until any of the send APIs is executed.
* Make sure that the lifetime of the status string is valid till send function is called.

SH
* r -- [in] The request being responded to
* status -- [in] The HTTP status code of this response
B
* ESP_OK : On success
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (hitpd_req_t *1, const char *type)
API to set the HTTP content type.

This API sets the ’Content Type’ field of the response. The default content type is text/html’.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the content type to this value. The type isn’t sent out until any of the send APIs is

executed.
* Make sure that the lifetime of the type string is valid till send function is called.

SH
* r -- [in] The request being responded to
* type -- [in] The Content Type of the response
Bl
e ESP_OK : On success
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer
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esp_err_t httpd_resp_set_hdr (hitpd_req_t *r, const char *field, const char *value)
API to append any additional headers.

This API sets any additional header fields that need to be sent in the response.

il
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* The header isn’t sent out until any of the send APIs is executed.
¢ The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.
* Make sure that the lifetime of the field value strings are valid till send function is called.

ZH
* r -- [in] The request being responded to
e field -- [in] The field name of the HTTP header
* value -- [in] The value of this HTTP header

R M

ESP_OK : On successfully appending new header

ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_HDR : Total additional headers exceed max allowed
e ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)

For sending out error code in response to HTTP request.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
* If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

BH
* req -- [in] Pointer to the HTTP request for which the response needs to be sent
* error -- [in] Error type to send
* msg -- [in] Error message string (pass NULL for default message)
Bl
* ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (htpd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
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* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%%, r -- [in] The request being responded to
R

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (htipd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ke
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r -- [in] The request being responded to
B

ESP_OK : On successfully sending the response packet

e ESP_ERR_INVALID_ARG : Null arguments

« ESP_ERR_HTTPD RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (httpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

24 r -- [in] The request being responded to
Bl

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

int httpd_send (htipd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.

Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.
HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,
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and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.

i
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Unless the response has the correct HTTP structure (which the user must now ensure) it is not guaranteed
that it will be recognized by the client. For most cases, you wouldn’t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

ZH
* r -- [in] The request being responded to
* buf -- [in] Buffer from where the fully constructed packet is to be read
* buf_len -- [in] Length of the buffer
P
* Bytes : Number of bytes that were sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_send (hitpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)
A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

251 This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

SH
¢ hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
e buf_len -- [in] data size
» flags -- [in] flags for the send() function
B
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
e HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (hittpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().

£41:: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

S
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* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
e buf_len -- [in] data size
» flags -- [in] flags for the send() function
B
* Bytes : The number of bytes received successfully
* 0: Buffer length parameter is zero / connection closed by peer
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_thttpd_register_err_ handler (httpd_handle_t handle, httpd_err_code_t error,
httpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

SH
* handle -- [in] HTTP server handle
* error -- [in] Error type
* handler_f£n -- [in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)
PEA ]
* ESP_OK : handler registered successfully
e ESP_ERR_INVALID_ ARG : invalid error code or server handle

esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)
Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)
{
// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG () ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server
if (httpd_start (&server, &config) == ESP_OK) {
// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
// If server failed to start, handle will be NULL
return server;

2H
* config -- [in] Configuration for new instance of the server
* handle -- [out] Handle to newly created instance of the server. NULL on error

B

ESP_OK : Instance created successfully
e ESP_ERR_INVALID_ARG : Null argument(s)
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* ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance
e« ESP_ERR_HTTPD_TASK : Failed to launch server task

esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.

Example usage:

// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server
httpd_stop (server);

%%, handle -- [in] Handle to server returned by httpd_start
R

* ESP_OK : Server stopped successfully

* ESP_ERR_INVALID_ARG : Handle argument is Null

esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’s context.

This API queues a work function for asynchronous execution

$41:: Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

S8

* handle -- [in] Handle to server returned by httpd_start

* work -- [in] Pointer to the function to be executed in the HTTPD’s context

* arg -- [in] Pointer to the arguments that should be passed to this function
Bl

* ESP_OK : On successfully queueing the work

e ESP_FAIL : Failure in ctrl socket

e ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (hitpd_handle_t handle, int sockfd)
Get session context from socket descriptor.

Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’s send/receive functions may require the context (for example, for
accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.

ZH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
B

* void* : Pointer to the context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd
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void httpd_sess_set_ctx (hitpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)
Set session context by socket descriptor.
S8
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Context object to assign to the session
* free_fn -- [in] Function that should be called to free the context
void *httpd_sess_get_transport_ctx (htpd_handle_t handle, int sockfd)

Get session ’transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.
S

httpd_sess_get_ctx()

S8

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
Bl

* void* : Pointer to the transport context associated with this session

* NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_transport_ctx (httpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t
free_fn)

Set session ’transport’ context by socket descriptor.

S YL:
httpd_sess_set_ctx()

ZH
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.
e ctx -- [in] Transport context object to assign to the session
* free_£fn -- [in] Function that should be called to free the transport context

void *httpd_get_global_user_ctx (htipd_handle_t handle)

Get HTTPD global user context (it was set in the server config struct)

%%, handle -- [in] Handle to server returned by httpd_start
J&a] global user context

void *httpd_get_global_transport_ctx (httpd_handle_t handle)
Get HTTPD global transport context (it was set in the server config struct)

%%, handle -- [in] Handle to server returned by httpd_start
1R[] global transport context

esp_err_thttpd_sess_trigger_close (httpd_handle_t handle, int sockfd)
Trigger an httpd session close externally.

£47: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

¥
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* handle -- [in] Handle to server returned by httpd_start

* sock£fd -- [in] The socket descriptor of the session to be closed
B

* ESP_OK : On successfully initiating closure

» ESP_FAIL : Failure to queue work

« ESP_ERR_NOT_FOUND : Socket fd not found

e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_update_lru_counter (hitpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

£41:: Calling this API is only necessary if the LRU Purge Enable option is enabled.

SH
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor of the session for which LRU counter is to be
updated
FEA ]
* ESP_OK : Socket found and LRU counter updated
« ESP_ERR_NOT_FOUND : Socket not found
* ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_get_client_1list (httpd_handle_t handle, size_t *fds, int *client_fds)
Returns list of current socket descriptors of active sessions.

#&1¥: Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.

ZH
* handle -- [in] Handle to server returned by httpd_start
» fds -- [inout] In: Size of provided client_fds array Out: Number of valid client fds
returned in client_fds,
* client_£ds -- [out] Array of client fds

* ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array

Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members
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int £4

Session socket file descriptor
int data_len
Data length

struct httpd_config
HTTP Server Configuration Structure.

$411: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify

only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority
Priority of FreeRTOS task which runs the server

size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uintl6_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the

server

uint16_t max_open_sockets

Max number of sockets/clients connected at any time (3 sockets are reserved for internal working of the

HTTP server)

uintl6_t max_uri_handlers

Maximum allowed uri handlers

uintl6_t max_resp_headers

Maximum allowed additional headers in HTTP response

uintl6_t backlog_conn

Number of backlog connections

bool 1lru_purge_enable

Purge “Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)
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uintl6_t send_wait_timeout

Timeout for send function (in seconds)

void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_f£fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.

httpd_free_ctx_fn_t global_transport_ctx_free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£fn
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.

Espressif Systems 137 Release v5.1.6-1415-g1 1cdbbe428
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1415-g11cdbbe428

Chapter 2. APl &%

httpd_close_func_t close_£fn

Custom session closing callback.

Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n

URI matcher function.

Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP
request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher

Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

int method
The type of HTTP request, -1 if unsupported method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)

size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx
Session Context Pointer
A session context. Contexts are maintained across ’sessions’ for a given open TCP connection. One

session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.
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By default, this is NULL. URI Handlers can set this to any meaningful value.

If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx
Pointer to free context hook
Function to free session context

If the web server’s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.

struct httpd_uri
Structure for URI handler.

Public Members

const char *uri
The URI to handle

httpd_method_t method
Method supported by the URI

esp_err_t (*handler)(hitpd_req_t *1)
Handler to call for supported request method. This must return ESP_OK, or else the underlying socket

will be closed.

void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTPD_MAX_REQ_ HDR_LEN

HTTPD_MAX_ URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT
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HTTPD_200
HTTP Response 200

HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408

HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON

HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream

ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC

Result string truncated
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ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported

ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef struct httpd_req httpd_req_t
HTTP Request Data Structure.

typedef struct httpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level send function.

1. User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()
function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level recv function.

f&1#:  User specified recv function must handle errors internally, depending upon the set value of er-
rno, and return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of
httpd_req_recv() function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
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Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
e« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level “get pending bytes” function.

#47:: User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Return
* Bytes : The number of bytes waiting to be received
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_func_t)(hitpd_req_t *req, httpd_err_code_t error)
Function prototype for HTTP error handling.
This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is

used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

/i

e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

¢ When invoked, the validity of uri, method, content_lenand user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
¢ ESP_OK : error handled successful
» ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void *httpd_handle_t
HTTP Server Instance Handle.

Every instance of the server will have a unique handle.
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typedef enum http_method httpd_method_t
HTTP Method Type wrapper over "enum http_method” available in "http_parser” library.

typedef void (*httpd_£free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free

typedef esp_err_t (*httpd_open_func_t)(httpd_handle_t hd, int sockfd)
Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
¢ ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for closing a session.

£41E:  It's possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config t
HTTP Server Configuration Structure.

$51:: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function
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Enumerations

enum httpd_err_code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:

enumerator HTTPD_500_INTERNAL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND

enumerator HTTPD_405_METHOD_NOT_ALLOWED

enumerator HTTPD_408_REQ_TIMEOUT

enumerator HTTPD_411_LENGTH_REQUIRED

enumerator HTTPD_414_URI_TOO_LONG

enumerator HTTPD_431_REQ HDR_FIELDS_TOO_LARGE

enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_SERVER_EVENT ERROR

This event occurs when there are any errors during execution

enumerator HTTP_SERVER_EVENT START

This event occurs when HTTP Server is started

enumerator HTTP_SERVER_EVENT ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_SERVER_EVENT ON_HEADER

Occurs when receiving each header sent from the client
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enumerator HTTP_ SERVER_EVENT_HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_SERVER_EVENT_ON_DATA

Occurs when receiving data from the client

enumerator HTTP_SERVER_EVENT SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_ SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_ SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped
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Header File

¢ components/esp_https_server/include/esp_https_server.h

Functions
esp_err_thttpd_ssl_start (httpd_handle_t *handle, httpd_ssl_config_t *config)
Create a SSL capable HTTP server (secure mode may be disabled in config)
BH
* config -- [inout] - server config, must not be const. Does not have to stay valid after
calling this function.
* handle -- [out] - storage for the server handle, must be a valid pointer

JRIA] success
esp_err_thttpd_ssl_stop (httpd_handle_t handle)

Stop the server. Blocks until the server is shut down.
%% handle -- [in]
Bl
* ESP_OK: Server stopped successfully

e ESP_ERR_INVALID_ARG: Invalid argument
 ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

struct httpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.

Public Members

httpd_config_t httpd
Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.
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const uint8_t *servercert

Server certificate

size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)

size_t cacert_len

CA certificate byte length

const uint§_t *prvtkey_pem
Private key

size_t prvtkey_len
Private key byte length

bool use_ecdsa_peripheral

Use ECDSA peripheral to use private key

uint8_t ecdsa_key_efuse_blk
The efuse block where ECDSA key is stored

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uint16_t port_secure

Port used when transport mode is secure (default 443)

uintl6_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server

void *ss1_userdata

user data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use
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const char **alpn_protos

Application protocols the server supports in order of prefernece. Used for negotiating during the TLS
handshake, first one the client supports is selected. The data structure must live as long as the https server
itself'!

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init
(http_server default config had to be copied for customization)
Notes:

 port is set when starting the server, according to ’transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
* SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
« Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.
typedef void esp_https_server_ user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config_t

Enumerations

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL_TRANSPORT_SECURE

enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSL_USER_CB_SESS_CLOSE

2.2.11 ICMP Echo

Espressif Systems 148 Release v5.1.6-1415-g1 1cdbbe428
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.6-1415-g11cdbbe428

Chapter 2. AP1 &%

Overview

ICMP (Internet Control Message Protocol) is used for diagnostic or control purposes or generated in response to
errors in IP operations. The common network util ping is implemented based on the ICMP packets with the type
field value of 0, also called Echo Reply.

During a ping session, the source host firstly sends out an ICMP echo request packet and wait for an ICMP echo reply
with specific times. In this way, it also measures the round-trip time for the messages. After receiving a valid ICMP
echo reply, the source host will generate statistics about the IP link layer (e.g. packet loss, elapsed time, etc).

It is common that IoT device needs to check whether a remote server is alive or not. The device should show the
warnings to users when it got offline. It can be achieved by creating a ping session and sending/parsing ICMP echo
packets periodically.

To make this internal procedure much easier for users, ESP-IDF provides some out-of-box APIs.

Create a new ping session To create a ping session, you need to fill in the esp_ping_config_t configuration
structure firstly, specifying target IP address, interval times, and etc. Optionally, you can also register some callback
functions with the esp_ping_callbacks_t structure.

Example method to create a new ping session and register callbacks:

static void test_on_ping_success (esp_ping_handle_t hdl, woid *args)
{

// optionally, get callback arguments

// const char* str = (const char*) args;

// printf ("%s\r\n", str); // "foo"

uint8_t ttl;

uintlé6_t seqno;

uint32_t elapsed_time, recv_len;

ip_addr_t target_addr;

esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &seqgno, sizeof (segno));

esp_ping_get_profile (hdl, ESP_PING_PROF_TTL, &ttl, sizeof(ttl));

esp_ping_get_profile(hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr)) ;

esp_ping_get_profile (hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));

esp_ping_get_profile(hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—~time));

printf ("$d bytes from %s icmp_seg=%d ttl=%d time=%d ms\n",

recv_len, inet_ntoa(target_addr.u_addr.ip4), seqno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, woid *args)
{
uintlé6_t seqgno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &seqgno, sizeof (seqgno));
esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;
printf ("From %s icmp_seg=%d timeout\n", inet_ntoa(target_addr.u_addr.ipd), .
—»5eqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, woid *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));
esp_ping_get_profile (hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

(CFgkzE)
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esp_ping_get_profile (hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("%d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping/()

{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));
getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ipd4addr (ip_2_1ip4 (&¢target_addr), &addré);
freeaddrinfo (res);

esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;

ping_config.target_addr = target_addr; // target IP address

ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—pling_stop can stop it

/* set callback functions */
esp_ping_callbacks_t cbs;
cbs.on_ping_success = test_on_ping_success;
cbs.on_ping_timeout = test_on_ping_timeout;
cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—can be NULL
cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;
esp_ping_new_session (&ping_config, &cbs, &ping);

Start and Stop ping session You can start and stop ping session with the handle returned by
esp_ping_new_session. Note that, the ping session won’t start automatically after creation. If the ping session
is stopped, and restart again, the sequence number in ICMP packets will recount from zero again.

Delete a ping session If a ping session won’t be used any more, you can delete it with
esp_ping_delete_session. Please make sure the ping session is in stop state (i.e. you have called
esp_ping_stop before or the ping session has finished all the procedures) when you call this function.

Get runtime statistics As the example code above, you can call esp_ping_get_profile to get different
runtime statistics of ping session in the callback function.

Application Example

ICMP echo example: protocols/icmp_echo

API Reference

Header File
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¢ components/Iwip/include/apps/ping/ping_sock.h

Functions

esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,

esp_ping_handle_t *hdl_out)
Create a ping session.

S

* config -- ping configuration

* cbs -- a bunch of callback functions invoked by internal ping task

* hdl_out -- handle of ping session
B

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)

e ESP_ERR_NO_MEM: out of memory
* ESP_FAIL: other internal error (e.g. socket error)

* ESP_OK: create ping session successfully, user can take the ping handle to do follow-on

jobs
esp_err_t esp_ping_delete_session (esp_ping_handle_t hdl)

Delete a ping session.

%%% hdl -- handle of ping session
Bl

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)

* ESP_OK: delete ping session successfully
esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.

%4 hdl -- handle of ping session
B

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)

» ESP_OK: start ping session successfully
esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.

%4 hdl -- handle of ping session
B

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)

» ESP_OK: stop ping session successfully

esp_err_t esp_ping_get_profile (esp_ping_handle_t hdl, esp_ping profile_t profile, void *data, uint32_t

size)

Get runtime profile of ping session.

BH
* hdl -- handle of ping session
* profile -- type of profile
* data -- profile data
* size -- profile data size

B

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
o ESP_ERR_INVALID_SIZE: the actual profile data size doesn’t match the “size” param-

eter
* ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of “ping” callback functions.
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Public Members

void *cb_args

arguments for callback functions

void (*on_ping_success)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when receive ICMP echo reply packet timeout.

void (*on_ping_end)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_t
Type of “ping” configuration.

Public Members

uint32_t count

A ”ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

uint32_t data_size

Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header

ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface
Netif index, interface=0 means NETIF_NO_INDEX
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Macros
ESP_PING_DEFAULT_CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely

Type Definitions

typedef void *esp_ping_handle_t

Type of “ping” session handle.

Enumerations

enum esp_ping profile_t

Profile of ping session.

Values:

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure

enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target

enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet

enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session

2.2.12 mDNS k55

mDNS 2 — 2% UDP filR55, HISRHR-{AH M 24 ik 55 A1 0L A B
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e GitHub | mDNS 2H{4
147 idf.py add-dependency espressif/mdns, FEWH ¥ mDNS 244
FEAE I SCRY
AN s, A mDNS R 56 S0y :
e mDNS k4
2.2.13 Mbed TLS

Mbed TLS is a C library that implements cryptographic primitives, X.509 certificate manipulation and the SSL/TLS
and DTLS protocols. Its small code footprint makes it suitable for embedded systems.

$&1E: ESP-IDF uses a fork of Mbed TLS which includes a few patches (related to hardware routines of certain
modules like bignum (MPI) and ECC) over vanilla Mbed TLS.

Mbed TLS supports SSL 3.0 up to TLS 1.3 and DTLS 1.0 to 1.2 communication by providing the following:

e TCP/IP communication functions: listen, connect, accept, read/write.
¢ SSL/TLS communication functions: init, handshake, read/write.

* X.509 functions: CRT, CRL and key handling

* Random number generation

* Hashing

* Encryption/decryption

412 Mbed TLS is in the process of migrating all the documentation to a single place. In the meantime, users can
find the documentation at the old Mbed TLS site .

Mbed TLS Support in ESP-IDF

Please find the information about the Mbed TLS versions present in different branches of ESP-IDF here.

#51:: Please refer the ESP-IDF Migration Guide to migrate from Mbed TLS version 2.x to version 3.0 or greater.

Application Examples
Examples in ESP-IDF use ESP-TLS which provides a simplified API interface for accessing the commonly used TLS
functionality.

Refer to the examples protocols/https_server/simple (Simple HTTPS server) and protocols/https_request (Make
HTTPS requests) for more information.

If the Mbed TLS API is to be used directly, refer to the example protocols/https_mbedtls.
Alternatives
ESP-TLS acts as an abstraction layer over the underlying SSL/TLS library and thus has an option to use Mbed TLS

or wolfSSL as the underlying library. By default, only Mbed TLS is available and used in ESP-IDF whereas wolfSSL
is available publicly at https://github.com/espressif/esp-wolfSSL with the upstream submodule pointer.
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Please refer to ESP-TLS: Underlying SSL/TLS Library Options docs for more information on this and comparison of
Mbed TLS and wolfSSL.

Important Config Options

Following is a brief list of important config options accessible at Component Config -> mbedTLS. The full
list of config options can be found here.

e CONFIG_MBEDTLS_SSL_PROTO_TLSI_2: Support for TLS 1.2

e CONFIG_MBEDTLS_SSL_PROTO_TLSI_3: Support for TLS 1.3

e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: Support for trusted root certificate bundle (more about this:
ESP x509 Certificate Bundle)

* CONFIG_MBEDTLS_CLIENT _SSL_SESSION_TICKETS: Support for TLS Session Resumption: Client session
tickets

e CONFIG_MBEDTLS_SERVER_SSL_SESSION_TICKETS: Support for TLS Session Resumption: Server session
tickets

* CONFIG_MBEDTLS_HARDWARE_SHA: Support for hardware SHA acceleration

* CONFIG_MBEDTLS_HARDWARE_AES: Support for hardware AES acceleration

e CONFIG_MBEDTLS_HARDWARE_MPI: Support for hardware MPI (bignum) acceleration

e CONFIG_MBEDTLS_HARDWARE_ECC: Support for hardware ECC acceleration

$41:: Mbed TLS v3.0.0 and later support only TLS 1.2 and TLS 1.3 (SSL 3.0, TLS 1.0, TLS 1.1 and DTLS 1.0 are
not supported). The support for TLS 1.3 is experimental and only supports the client-side. More information about
this can be found out here.

Performance and Memory Tweaks

Reducing Heap Usage The following table shows typical memory usage with different configs when the proto-
cols/https_request example (with Server Validation enabled) was run with Mbed TLS as the SSL/TLS library.

Mbed TLS | Related Configs Heap

Test Usage
(approx.)

Default NA 42196 B

Enable SSL | CONFIG_MBEDTLS_SSL_VARIABLE_BUFFER_LENGTH 42120 B

Variable Length

Disable Keep | CONFIG_MBEDTLS _SSL_KEEP_PEER_CERTIFICATE 38533 B

Peer Certificate

Enable Dy- | CONFIG_MBEDTLS_DYNAMIC_BUFFER CON- | 22013 B

namic TX/RX | FIG_MBEDTLS DYNAMIC _FREE_CONFIG_DATA CON-

Buffer FIG_MBEDTLS_DYNAMIC_FREE_CA_CERT

$11:: These values are subject to change with change in configuration options and versions of Mbed TLS.

Reducing Binary Size Under Component Config —> mbedTLS, there are multiple Mbed TLS features
which are enabled by default but can be disabled if not needed to save code size. More information can be about this
can be found in Minimizing Binary Size docs.

1 APT #8737 B AU A7 ESP-IDF 7R (I35 H #4 protocols H 3T
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2.2.14 1P M2 MY
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2.3

%4 API

2.3.1 Bluetooth® Common

BT GENERIC DEFINES

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_defs.h

Structures

struct esp_ble_conn_params_t

create connection parameters

Public Members

uintl6_t scan_interval
Initial scan interval, in units of 0.625ms, the range is 0x0004(2.5ms) to OXFFFF(10.24s).

uintl6_t scan_window
Initial scan window, in units of 0.625ms, the range is 0x0004(2.5ms) to OXFFFF(10.24s).

uintl6_t interval_min

Minimum connection interval, in units of 1.25ms, the range is 0x0006(7.5ms) to 0x0C80(4s).

uintl6_t interval_max

Maximum connection interval, in units of 1.25ms, the range is 0x0006(7.5ms) to 0x0C80(4s).

uintl6_t latency
Connection latency, the range is 0x0000(0) to 0x01F3(499).

uintl6_t supervision_timeout

Connection supervision timeout, in units of 10ms, the range is from 0x000A(100ms) to 0x0C80(32s).

uintl6_tmin_ce_len

Minimum connection event length, in units of 0.625ms, setting to 0 for no preferred parameters.

uintl6_tmax_ce_len

Maximum connection event length, in units of 0.625ms, setting to O for no preferred parameters.
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struct esp_bt_uuid_t
UUID type.

Public Members

uintl6_t 1len
UUID length, 16bit, 32bit or 128bit

uintl6_t uuidlé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[ESP_UUID_LEN_128]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UUID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)

ESP_BT_STATUS_BASE_FOR_HCI_ERR

ESP_BT_OCTET16_LEN

ESP_BT_OCTET8_LEN

ESP_DEFAULT GATT_IF
Default GATT interface id.

ESP_BLE_PRIM_ADV_INT MIN

Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM_ADV_INT MAX

Maximum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_CONN_INT_ MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_ MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h
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ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h

ESP_BLE_PHY_ 1M_PREF_MASK
The Host prefers use the LE1M transmitter or receiver PHY

ESP_BLE_PHY 2M_PREF_MASK
The Host prefers use the LE2M transmitter or receiver PHY

ESP_BLE_PHY CODED_PREF_MASK
The Host prefers use the LE CODED transmitter or receiver PHY

ESP_BLE_IS_VALID_PARAM (X, min, max)

Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN_32

ESP_UUID_LEN 128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_PEER_IRK_LEN
Bluetooth peer irk.

ESP_BLE_ENC_KEY MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY_ MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &
response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.
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ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

ESP_BLE_ADV_NAME_LEN_MAX

ESP_INVALID_CONN_HANDLE

Type Definitions

typedef uint8_t esp_bt_octet16_t[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]

typedef uint8_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_ble_phy mask_t

typedef uint8_t esp_bd_addr_t[ESP_BD_ADDR_LEN]

Bluetooth device address.

typedef uint8_t esp_ble_key_mask_t

Enumerations

enum esp_bt_status_t

Status Return Value.

Values:

enumerator ESP_BT_STATUS_SUCCESS

enumerator ESP_BT_STATUS_FAIL

enumerator ESP_BT_STATUS_NOT_READY

enumerator ESP_BT_STATUS_NOMEM

enumerator ESP_BT_STATUS_BUSY

enumerator ESP_BT_STATUS_DONE

enumerator ESP_BT_STATUS_UNSUPPORTED

enumerator ESP_BT_STATUS_PARM INVALID

enumerator ESP_BT_STATUS_UNHANDLED
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enumerator ESP_BT_STATUS_AUTH_FAILURE

enumerator ESP_BT_STATUS_RMT_DEV_DOWN

enumerator ESP_BT_STATUS_AUTH_REJECTED

enumerator ESP_BT_STATUS_INVALID_ STATIC_RAND_ ADDR

enumerator ESP_BT_STATUS_PENDING

enumerator ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_PARAM OUT_OF _RANGE

enumerator ESP_BT_STATUS_TIMEOUT

enumerator ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_FMT

enumerator ESP_BT_STATUS_MEMORY_FULL

enumerator ESP_BT_STATUS_EIR_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SUCCESS

enumerator ESP_BT_STATUS_HCI_ILLEGAL_COMMAND

enumerator ESP_BT_STATUS_HCI_NO_CONNECTION

enumerator ESP_BT_STATUS_HCI_HW_FAILURE

enumerator ESP_BT_STATUS_HCI_PAGE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_AUTH_FAILURE

enumerator ESP_BT_STATUS_HCI_KEY MISSING

enumerator ESP_BT_STATUS_HCI_MEMORY_FULL

enumerator ESP_BT_STATUS_HCI_CONNECTION_TOUT

enumerator ESP_BT_STATUS_HCI_MAX_ NUM_OF_CONNECTIONS
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enumerator ESP_BT_STATUS_HCI_MAX NUM OF_SCOS

enumerator ESP_BT_STATUS_HCI_CONNECTION_EXISTS

enumerator ESP_BT_STATUS_HCI_COMMAND_DISALLOWED

enumerator ESP_BT_STATUS_HCI_HOST_ REJECT_RESOURCES

enumerator ESP_BT_STATUS_HCI_HOST REJECT_SECURITY

enumerator ESP_BT_STATUS_HCI_HOST_ REJECT_ DEVICE

enumerator ESP_BT_STATUS_HCI_HOST_TIMEOUT

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_VALUE

enumerator ESP_BT_STATUS_HCI_ILLEGAL_PARAMETER_FMT

enumerator ESP_BT_STATUS_HCI_PEER_USER

enumerator ESP_BT_STATUS_HCI_PEER_LOW_RESOURCES

enumerator ESP_BT_STATUS_HCI_PEER_POWER_OFF

enumerator ESP_BT_STATUS_HCI_CONN_CAUSE_LOCAL_HOST

enumerator ESP_BT_STATUS_HCI_REPEATED_ATTEMPTS

enumerator ESP_BT_STATUS_HCI_PAIRING_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_LMP_PDU

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_ REM_FEATURE

enumerator ESP_BT_STATUS_HCI_SCO_OFFSET_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_INTERVAL_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_AIR_MODE

enumerator ESP_BT_STATUS_HCI_INVALID_LMP_ PARAM

enumerator ESP_BT_STATUS_HCI_UNSPECIFIED

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_LMP_PARAMETERS
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enumerator ESP_BT_STATUS_HCI_ROLE_CHANGE_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_LMP_RESPONSE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_LMP_ERR_TRANS_COLLISION

enumerator ESP_BT_STATUS_HCI_LMP_PDU_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_ENCRY_ MODE_NOT_ ACCEPTABLE

enumerator ESP_BT_STATUS_HCI_UNIT_KEY_ USED

enumerator ESP_BT_STATUS_HCI_QOS_NOT_ SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSTANT_ PASSED

enumerator ESP_BT_STATUS_HCI_PAIRING_WITH_UNIT_KEY NOT_ SUPPORTED

enumerator ESP_BT_STATUS_HCI_DIFF_TRANSACTION_COLLISION

enumerator ESP_BT_STATUS_HCI_UNDEFINED_O0x2B

enumerator ESP_BT_STATUS_HCI_QOS_UNACCEPTABLE_PARAM

enumerator ESP_BT_STATUS_HCI_QOS_REJECTED

enumerator ESP_BT_STATUS_HCI_CHAN_CLASSIF_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSUFFCIENT_SECURITY

enumerator ESP_BT_STATUS_HCI_PARAM OUT_OF_RANGE

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x31

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_PENDING

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x33

enumerator ESP_BT_STATUS_HCI_RESERVED_SLOT_VIOLATION

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_FAILED

enumerator ESP_BT_STATUS_HCI_INQ_ RSP_DATA_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SIMPLE_PAIRING_NOT_ SUPPORTED
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enumerator ESP_BT_STATUS_HCI_HOST_ BUSY_PAIRING

enumerator ESP_BT_STATUS_HCI_REJ_NO_SUITABLE_CHANNEL

enumerator ESP_BT_STATUS_HCI_CONTROLLER_BUSY

enumerator ESP_BT_STATUS_HCI_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_HCI_DIRECTED_ADVERTISING_TIMEOUT

enumerator ESP_BT_STATUS_HCI_CONN_TOUT DUE_TO_MIC_FAILURE

enumerator ESP_BT_STATUS_HCI_CONN_FAILED_ ESTABLISHMENT

enumerator ESP_BT_STATUS_HCI_MAC_CONNECTION_FAILED

enumerator ESP_BT_STATUS_HCI_CCA_REJECTED

enumerator ESP_BT_STATUS_HCI_TYPEO_SUBMAP_NOT_DEFINED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_ADV_ID

enumerator ESP_BT_STATUS_HCI_LIMIT REACHED

enumerator ESP_BT_STATUS_HCI_OPT_CANCEL_BY_ HOST

enumerator ESP_BT_STATUS_HCI_PKT_TOO_LONG

enumerator ESP_BT_STATUS_HCI_TOO_LATE

enumerator ESP_BT_STATUS_HCI_TOO_EARLY

enum esp_bt_dev_type_t
Bluetooth device type.

Values:

enumerator ESP_BT _DEVICE_TYPE_BREDR

enumerator ESP_BT_DEVICE_TYPE_BLE

enumerator ESP_BT_DEVICE_TYPE_DUMO

enum esp_ble_addr_type_t
BLE device address type.

Values:
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enumerator BLE_ ADDR_TYPE_PUBLIC
Public Device Address

enumerator BLE_ADDR_TYPE_RANDOM

Random Device Address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enumerator BLE_ ADDR_TYPE_RPA_PUBLIC
Resolvable Private Address (RPA) with public identity address

enumerator BLE_ ADDR_TYPE_RPA RANDOM

Resolvable Private Address (RPA) with random identity address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enum esp_ble_wl_addr_type_t
white list address type

Values:

enumerator BLE_WL_ADDR_TYPE_PUBLIC
Public Device Address

enumerator BLE_WL_ADDR_TYPE_RANDOM

Random Device Address

BT MAIN API

API Reference

Header File

¢ components/bt/host/bluedroid/api/include/api/esp_bt_main.h

Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)

Get bluetooth stack status.
J&[n] Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init().
$EA |
e ESP_OK : Succeed
e Other : Failed
esp_err_t esp_bluedroid_disable (void)
Disable Bluetooth, must be called prior to esp_bluedroid_deinit().

1. Before calling this APIL, ensure that all activities related to the application, such as connections, scans,
etc., are properly closed.

B
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e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_init (void)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.

$Ey |
e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_deinit (void)

Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

B
e ESP_OK : Succeed
¢ Other : Failed

Enumerations
enum esp_bluedroid_status_t
Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

enumerator ESP_ BLUEDROID_STATUS_UNINITIALIZED

Bluetooth not initialized

enumerator ESP_ BLUEDROID_STATUS_INITIALIZED

Bluetooth initialized but not enabled

enumerator ESP_ BLUEDROID_STATUS_ENABLED

Bluetooth initialized and enabled

BT DEVICE APIs

Overview Bluetooth device reference APIs.

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_device.h

Functions
const uint8_t *esp_bt_dev_get_address (void)

Get bluetooth device address. Must use after “esp_bluedroid_enable”.
&[] bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled
esp_err_t esp_bt_dev_set_device_name (const char *name)
Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDR/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

%% name -- [in] : device name to be set

B
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ESP_OK : Succeed

ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit

* ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled

e ESP_FAIL : others

2.3.2 Bluetooth® Low Energy
GAP API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

 This is a SMP security client demo and its tutorial. This demo initiates its security parameters and acts as a
GATT client, which can send a security request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_client
— GATT Security Client Example Walkthrough
 This is a SMP security server demo and its tutorial. This demo initiates its security parameters and acts as a
GATT server, which can send a pair request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_server
— GATT Security Server Example Walkthrough

API Reference

Header File
¢ components/bt/host/bluedroid/api/include/api/esp_gap_ble_api.h

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)

This function is called to occur gap event, such as scan result.

$&1E: Avoid performing time-consuming operations within the callback functions.

%% callback -- [in] callback function
FEA ]

¢ ESP_OK : success

e other : failed

esp_gap_ble_cb_t esp_ble_gap_get_callback (void)
This function is called to get the current gap callback.
B
* esp_gap_ble_cb_t : callback function
esp_err_t esp_ble_gap_config adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.
%4 adv_data -- [in] Pointer to User defined ADV data structure. This memory space can not
be freed until callback of config_adv_data is received.
B
e ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

%%, scan_params -- [in] Pointer to User defined scan_params data structure. This memory
space can not be freed until callback of set_scan_params

Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
%%, duration -- [in] The scanning duration in seconds. Set to 0 for continuous scanning until
explicitly stopped.
A
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.
Bl
» ESP_OK : success
— other : failed
esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)

This function is called to start advertising.

%%, adv_params -- [in] pointer to User defined adv_params data structure.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.
%4 params -- [in] - connection update parameters
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
Bl
» ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function allows configuring either a Non-Resolvable Private Address or a Static Random Address.

%% rand_addr -- [in] The address to be configured. Refer to the table below for possible
address subtypes:
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| address [47:46] | Address Type |
—Corresponding API |

| 0b00 | Non—-Resolvable Private | esp_
—ble_gap_addr_create_nrpa |
| | Address (NRPA) | u

| 0b1l1 | Static Random Address | esp_

B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_addr_create_static (esp_bd_addr_t rand_addr)
Create a static device address.
%4 rand_addr -- [out] Pointer to the buffer where the static device address will be stored.
#&a] - ESP_OK : Success
e Other : Failed
esp_err_t esp_ble_gap_addr_create_nrpa (esp_bd_addr_t rand_addr)
Create a non-resolvable private address (NRPA)
%% rand_addr -- [out] Pointer to the buffer where the NRPA will be stored.
&A] - ESP_OK : Success
* Other : Failed
esp_err_t esp_ble_gap_set_resolvable_private_address_timeout (uintl6_t rpa_timeout)

This function sets the length of time the Controller uses a Resolvable Private Address before generating and
starting to use a new resolvable private address.

£41:: Note: This function is currently not supported on the ESP32 but will be enabled in a future update.

%4 rpa_timeout -- [in] The timeout duration in seconds for how long a Resolvable Private
Address is used before a new one is generated. The value must be within the range specified
by the Bluetooth specification (0x0001 to 0xOE10), which corresponds to a time range of 1
second to 1 hour. The default value is 0x0384 (900 seconds or 15 minutes).
B
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_add_device_to_resolving_ list (esp_bd_addr_t peer_addr, uint8_t
addr_type, uint8_t *peer_irk)
This function adds a device to the resolving list used to generate and resolve Resolvable Private Addresses in
the Controller.

£511: Note: This function shall not be used when address resolution is enabled in the Controller and:

¢ Advertising (other than periodic advertising) is enabled,

» Scanning is enabled, or

* an HCI_LE_Create_Connection, HCI_LE_Extended_Create_Connection, or
HCI_LE_Periodic_Advertising_Create_Sync command is pending. This command may be used
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at any time when address resolution is disabled in the Controller. The added device shall be set to
Network Privacy mode.

SH
* peer_addr -- [in] The peer identity address of the device to be added to the resolving
list.
* addr_type -- [in] The address type of the peer identity address
(BLE_ADDR_TYPE_PUBLIC or BLE_ADDR_TYPE_RANDOM).
* peer_irk -- [in] The Identity Resolving Key (IRK) of the device.
Bl
» ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.
B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_config_local_privacy (bool privacy_enable)
Enable/disable privacy (including address resolution) on the local device.
%4 privacy_enable -- [in] - enable/disable privacy on remote device.
B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_config _local_icon (uintl6_ticon)

Set the local GAP appearance icon.

For a complete list of valid appearance values, please refer to 72.6.2 Appearance Category ranges” at: https:
/Iwww.bluetooth.com/specifications/assigned-numbers/

511 : This API does not restrict the input icon value. If an undefined or incorrect icon value is used, the
device icon may not display properly.

%% icon -- [in] - External appearance value (16-bit), as defined by the Bluetooth SIG.
R

e ESP_OK : Success

e ESP_FAIL : Internal failure

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)

Add or remove device from white list.

ZH
* add_remove -- [in] the value is true if added the ble device to the white list, and false
remove to the white list.
e remote_bda -- [in] the remote device address add/remove from the white list.
* wl_addr_type -- [in] whitelist address type
P[]
* ESP_OK : success
« other : failed
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esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.
B
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)
Get the whitelist size in the controller.

%% length -- [out] the white list length.
$Eq |

* ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t min_conn_int,
uint16_t max_conn_int, uint16_t slave_latency,
uint16_t supervision_tout)
This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

SH
* bd_addr -- [in] BD address of the peripheral
* min_conn_int -- [in] minimum preferred connection interval
* max_conn_int -- [in] maximum preferred connection interval
* slave_latency -- [in] preferred slave latency
* supervision_tout -- [in] preferred supervision timeout
R
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device Note: This API don’t affect the advertising data.
2% name -- [in] - device name.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_get_device_name (void)
Get device name of the local device.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t *addr_type)
This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

ZH
* local_used_addr -- [in] - current local used ble address (six bytes)
* addr_type -- [in] - ble address type

&IA] - ESP_OK : success
* other : failed

uint§_t *esp_ble_resolve_adv_data_by_ type (uint8_t *adv_data, uint16_t adv_data_len,
esp_ble_adv_data_type type, uint8_t *length)

This function is called to get ADV data for a specific type.

$4{¥: This is the recommended function to use for resolving ADV data by type. It improves upon the
deprecated esp_ble_resolve_adv_data function by including an additional parameter to specify the
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length of the ADV data, thereby offering better safety and reliability.

SH
* adv_data -- [in] - pointer of ADV data which to be resolved
* adv_data_1len -- [in] - the length of ADV data which to be resolved.
* type -- [in] - finding ADV data type
* length -- [out] - return the length of ADV data not including type
& Ia] pointer of ADV data

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)

This function is called to get ADV data for a specific type.

51k This function has been deprecated and will be removed in a future release. Please use
esp_ble_resolve_adv_data_by_type instead, which provides better parameter validation and sup-
ports more accurate data resolution.

SH

* adv_data -- [in] - pointer of ADV data which to be resolved

* type -- [in] - finding ADV data type

* length -- [out] - return the length of ADV data not including type
R[] pointer of ADV data

esp_err_t esp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising 