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P AT']

AR B FEFR T P ESP32-C2 fif (4T A W EAER , 3848 — AN 18 BR 0 7R 9 g7 i) 5 Ff] ESP-IDF
(Espressif IoT Development Framework) Fiil B 35, H4wik. FaE[E4 2 ESP32-C2 - A+ .

Frik: iXJ& ESP-IDF R MRA v5.2.3 I SCHY, abA HARMCA ) SCREESP-IDF me A i) 1> 6255

1.1 HgAk

ESP32-C2 SoC ith i % PA F I RE

« 2.4 GHz Wi-Fi

o [RIFEWE T

o TERE 32 i RISC-V BAAZALTIZS

o ZHpHMK

o G THCTRIEA . At AR PR AR N
ESP32-C2 R H 40 nm T Z ik, HAHREMIIFEERE. SHMERE. Boeth. M &Y, EHT&
Tl I 3 SRR R AR TR R .

IREEH BRI SRR B REPFRTIR, JEAT ESP32-C2 BEPFRL AU &, Hoh, IREEMPAEIT A5
ESP-IDF S7E I P HETT A (LoT) B AT, W Fon WikFiL F . AREIAESE 07 T 28K

1.2 fEfy LR
121 BffE:

o —# ESP32-C2 JF &t
o USB %i#i¢k (A %% Micro-B)
o Hifii (Windows, Linux B{ macOS)

ik HEl— L8 A T 52 USB Type C £2 1o T OR1E T A 1 5 2 R EH T Ao !

PATR 2 ESP32-C2 B I A, Bl 1R 2 A HE -
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1.2.2 %kt

U551 ESP32-C2 (i ff| ESP-IDF, #5223 DA R4k {4

WA TRBE, T4 ESP32-C2 AUl
* GiikHd H——CMake I Ninja ity TH, JIT 4% ESP32-C2 R HIEY T

* JKHCESP-IDF R {FFF R HELL . ZHEQ C A & ESP32-C2 /il i1y APT (KR FERIEAHS) Fiis
1 TR A

E<P-1DE CMake / IDE

Toolchain

Project

Application

L]

UPLOAD

POOEDEOAEDOdERDDanE

)D#dﬁ:b#lﬁﬁﬂlﬁﬁﬁ'ﬂﬁﬁ

g gy w— —
i ...I-..a.,.-' 5= :ﬁ_ _-'_-l e a_:":f
=l ; = T e

1.3 %
HLEPTHRANE, REBARE T OV s, RO S R b 2

1.3.1 IDE

Frik: AUGEE A 2B RIS A 5L (IDE) 2% ESP-IDF,

* Eclipse Plugin
* VSCode Extension

132 Fahiedk
AR E RS, ER NP B AR .
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Windows P& T HEER bR 3 &

ik ESP-IDF FE3i42%E —2bphfs T H. ) A BB 48 ESP32-C2 7 [E 4, (3% Python. Git. 2 XL HiiFas-
CMake FI Ninja 471% T 24,

AN HEENZ T WAHE PRI A AR AE . Ao, 2% ESP-IDF )i, i n] DA ] Eclipse Plugin
BCHA S CMake 1K fEAL T A IDE,

il BRAESME: - TER ESP-IDF Al ESP-IDF T R 228 AR A BERE I 90 74T, L pfAead Kl g
S FHEIHE K. - Python 5 ESP-IDF Ay Z23¢ ikt i@ A RECL & S alidi 5. - BRARBRAE RSN BN 5
f# Unicode UTF-8, U] Python m; ESP-IDF [ 222 Bt A% PB R RE AR FAT (I ASCI34F)

RO AT DA L 0 5 RO A E RSB N S FF Unicode UTF-8: Control Panel > ¥k date,
time, B{ number #% > Administrative tab > W system locale > 4] Beta: Use
Unicode UTF-8 for worldwide language support >0k > HJEHLK.

ESP-IDF T H23%%5  22%¢ ESP-IDF Whfs T R IR 5 77 302 T~ #—1> ESP-IDF T H 225645

Windows
Installer

Windows Installer Download

TRl g i DN FEE P ARH /DN, W PAZE% ESP-IDF W A . Teaid e, %
AT KN B BRI S, 4E Git For Windows 4¢3t . TR AT 2 0F N I SUUAEAETE AT
H3% Suserprofile$/espressif 1,

BRI R AT EALM M A e . LR AR P s 1A 7 EAMOBISCHF . 4% Git For Windows 22%¢
o

RRNG R ST

* N E R Python

o RN Ykt

¢ OpenOCD

¢ CMake FI Ninja 45i% T H
e ESP-IDF

BT AR T #3904 1) ESP-IDF H 5% . #7526 ESP-IDF T #3| Suserprofile%\Desktop\
esp-idf H#F, Hr suserprofiles REFHFE.

J g ESP-IDF ¥plE 2o 50 m), @3 /2)3%% T Run ESP-IDF PowerShell Environment B{ Run
ESP-IDF Command Prompt (cmd.exe), LEERETFEAELENIERNGHE 53 ESP-IDF,

Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):
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Completing the ESP-IDF Tools Setup

Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
| 7] Run ESP-IDF PowerShell Environment |
Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender

exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 1: 528 ESP-IDF T H. 4% 1% 8t247 Run ESP-IDF PowerShell Environment

Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

&l 2: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.
Click Finish to exit Setup.

Run ESP-IDF Eclipse Environment
Run ESP-IDF PowerShell Environment

I Run ESP-IDF Command Prompt Environment I

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 3: 52 i ESP-IDF I E.Z¢%: 7] 511247 Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

I 4: ESP-IDF iy & H /" 45 5 1
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M 2P dF (eSS R, N G 6] Windows B iy SR AT AT

ESP-IDF THZZAEERnIAE “THR” i, Q41T ESP-IDF iy &3 I HREET . A test
77 5 CATAFTIT Windows iy 94278 FF (B emd.exe) , FFI817 export .bat MIAABCEAIFACE (KN
PATH, IDF_PATH ). Ut4h, B0l PAME L Windows fiy S4& /R AF AR C 224 T A .

HE, APEE R GE M ESP-IDF T H 22388 i € i ESP-IDF 4%, AN Hi i 774 £ 1~ ESP-IDF %
# (LB AR R AY) ESP-IDF), 4 DA R Fifh i )5

1. 2y ESP-IDF T H-Z e B i pREE Ty B — R4S, FE1EEr b7 Xy ESP-IDF TAERAR1EE
A AR ESP-IDF B4

2. 3%, WLAZBAT emd.exe, UM EAE MR ESP-IDF 5%, RJ5i51T export.bat. &
XA VREOR PATE FAEAE Python FI Git. QISRAEMHIFEEA X “4& A% Python 5k Git” Y5
fFR, SRk,

)

i

JHUGIEN ESP-IDF - BUTEARC 28546 T (1) ESP-IDF BB A 2604, 3% PR AT a5 — 4> TR

g?‘éﬁﬁﬂéﬁﬁﬂﬁ%ﬂﬁi? ESP-IDF, 0fEanfalfili ] ESP32-C2 G5 —A AR, A, hesgAlififisix
o

Frik: WRIEAR LA ESP-IDF, 1S M2 50 gL IR, P68 BT i A 4.

IR EIE R BUAE, W PAMESTF & ESP32-C2 W M #2JF T . A PAM ESP-IDF 1 examples H 5%~ [
get-started/hello_world TFETF 44

THi%i: ESP-IDF 4ii% R4 A 4 ESP-IDF B2 ul H T AR BRAS rPlli Ay 2545

Ff get-started/hello_world TFES | AR ~/esp HE T :

cd %userprofile%\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#1i: ESP-IDF [ examples H 3¢ A7 —RIIR G TAE, ATPAH I _EIA T IR Hil 1247 H A BT 7R 6l
LIRS/ 1E 7N I i R

RS BUTE, V% ESP32-C2 FF M3 PC, IFEFIF AR D,
1E Windows #EER G, BB OA4FREF A coM 3k,
B RAMTE R B O AFREAIE S, 5 ILE ESP32-C2 43 % 2ikd:,

ik ISR 4, PAERZEA .

Bl Y TR 53 A hello_world H3E, ¥EE ESP32-C2 W HWSH, REE/T TERRE T A

menuconfig,

Windows

cd tuserprofile$\esp\hello_world
idf.py set-target esp32c2
idf.py menuconfig
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FIH—HLIREE, MERMEH idf .py set-target esp32c2 H “HIn" . W, HERIER
HRIFPIAIH 2 B aiFECE (g ). T LB “HER BCE NI R (ST Bk iz
). WEEE, WILAFRARS K ¢ ser-target,

WA E BB RS ARG RR AR SR

(Top)

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=
Compatibility options ---»>

[S] save

[,-' 1 ]ump tr

K S TR E—

TM@L&E%%&EIWE’J&WQE, 35 Wi-Fi A FR. S FES#ESS, hello_world /i
B H £ ABAARL B s fT, WIAEX—H F, A DAk ] menuconfig PE4TI0 H Bl EX—4 5.

i At 0P R R SRR B REe 5 ERIRE . AIPAE AT PR ——style SRMAS AN, 11T
idf.py menuconfig --help 3%, FWELZEL.,

TR T RS, AbeR TR

idf.py build

1247 PA B4 W] AR B IR P A BT A ESP-IDF 2004, $e36 L s | e e . 70 KERAN ARy ik
il S

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio —--flash_size detect --flash_freqg 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/

—partition-table.bin (FHRED)
Espressif Systems 10 Release v5.2.3
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or run 'idf.py -p PORT flash'

R —VNEH, S8 8RR B bin SCPF

ROk BB WS TUA T A2, KRNI AR A —BEH SO ek 2= ESP32-C2 IR kM :

idf.py -p PORT flash

1K+ PORT &4l ESP32-C2 JF AR AR I FR. W PORT KA E X, idfpy ¥ A s 08
BhESE
WA % idf.py ZE0TER , 15 Widfpy.

P4E: AJBE flash U H ShgRIFIFRR TR, HILILRRHE1T idf .py build.

BRI BRI AT, S5 T AR WAl AR be s [ HEfR 305 ESP32-C2 413
P o ik RBCEZ AR5 B

WM FEbERERE T, KB PELUATNAYs H H &

esptool.py esp32c2 -p /dev/ttyUSBO -b 460800 --before=default_reset —-—-after=hard_
—reset write_flash --flash_mode dio --flash_freq 60m —--flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v3.3.1

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-C2 (revision 1)

Features: Wi-Fi

Crystal is 40MHz

MAC: 10:97:bd:£f0:e5:0c

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to OxOOOO4fff...

Flash will be erased from 0x00010000 to OxOO002ffff...

Flash will be erased from 0x00008000 to 0xO00O0O08fff...

Compressed 18192 bytes to 10989...

Writing at 0x00000000... (100 %)

Wrote 18192 bytes (10989 compressed) at 0x00000000 in 0.6 seconds (effective 248.5.
—kbit/s)

Hash of data verified.

Compressed 128640 bytes to 65895

Writing at 0x00010000... (20 %)

Writing at 0x00019539... (40 %)

Writing at 0x00020bf2... (60 %)

Writing at 0x00027del... (80 %)

Writing at 0x0002£480... (100 %)

Wrote 128640 bytes (65895 compressed) at 0x00010000 in 1.7 seconds (effective 603.
—0 kbit/s)

Hash of data verified.
Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.1 seconds (effective 360.1.
e s (T
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(£ L£50)

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

TR —PINA], peskIE)E, FERMCRFE N, BT hello_world” FF 4515717
AR 22 ] Eclipse 5{/2 VS Code IDE, [fjJf idf.py, %% Eclipse Plugin, DA} VSCode Extension,

WGy PIDAMHH idf.py —-p PORT monitor fizd~, WML “hello_world” TAEMETIEM. HE,
ANZLZICHR PORT 46 B OBy H D44 85K.

AT A, IDF KL% BRI

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 ——-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

By, AT PATE RS HEFIZW 2 G, BRIFTHIRY “Hello world!” 717,

Hello world!

Restarting in 10 seconds...

This is esp32c2 chip with 1 CPU core(s), WiFi/BLE, silicon revision 0, 2 MB._
—embedded flash
Minimum free heap size: 203888 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

i pefEs cerl+], WABH ESP-IDF Hiiias.

42 ESP-IDF M g fEbe R G R AR i, sdTEE B ailed (AF), A TEeRE R TT R
T 26 MHz firff, 1fif ESP-IDF ERIA SRR 2 BOT KAl 1) 40 MHz i iz -

e986) (Xn@dy. |66 (6PW+)§BHN9a— /90 ! §t566PE~BKHGcheahsdiA
~zYGGY (16,1 66 e666) (Xn@by. !DrézY(§ jpi6|G+z5Ymvp

Bemsf, mre:
LB s .

2. 1R[] menuconfig,

3. ¥t A Component config-->Hardware Settings -->Main XTAL Config -->Main XTAL
frequency #4THECE, KCONFIG_XTAL_FREQ_SEL V%% 26 MHz,

4. FRT SRR TR .

£ 24 Hi 1) ESP-IDF A, ESP32-C2 SRR i i T -

e 26 MHz
* 40 MHz
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ik WATPLEATPA S, —IRPERATIO-E . Bl it e :

idf.py -p PORT flash monitor

LAk,

o WHHIFEIDF YAL% , TRE 20 f] ESP-IDF Hi #Les i) B e A HAth 1
e i HIfEidfpy, BEEL 1df.py MAFIET .

oz Kk ESP32-C2 A ]2 2] !
BiE, DAL — 23 examples, S BHETF % F EL IR TR

T SR PIFRIE R 4% ESP32-C2, [ ESP32-C2 i & s (i

TE i~ BIAEF Hi G A A README ({4 Ssupported Targets #FAf. WL H S ESP32-C2, o
HRAEAEEAFoHE, BB 2RI ESP32-C2 SR AR IR

el s

B8 5 28 Linux fiUAS ) ESP32-C2 Bask B 44, W HES HBLZEBl Could not open port
<PORT>: Permission denied: '<PORT>' fRHE. WA PAYE Linux ¥ P IN R dialout 28 5%,
uucp 28 SRMRFYLILIE )8

%1% Python Jii AX ESP-IDF 37§ Python 3.8 [ DA b JUAS, s T2 454 2 50 5 B8 HOAS AT B8
Python, W HJ#EPEM sources 4% FHi il Python, B ff] Python 4 BE R SGE N pyenv XA AT FH A B

P flash  ESP-IDF 3 3[4 flash. 3521 TPA T 652, HEIRE flash:

idf.py -p PORT erase—-flash

CAFETREE R OTA Bdls, WiB TPA M s

idf.py —-p PORT erase-otadata

PRIk flash 72— Bamf ], FESEBRGAAR D, WIS ER

HIDESCR A2 SRR b i el 2

& Windows ¥3:F % 3% ESP-IDF T 2
5 ESP32-C2 4 & o if 4k

Eclipse Plugin

VSCode Extension

IDF 5%

1¢ Windows 4535 B &% ESP-IDF T H

B 5% ESP-IDF TIL A Windows “fp 0-40RfF" BT, Y% ESPIDF (9505 H . AAIRIE
f

install.bat

1T Powershell, f1JJ4 % ESP-IDF {423 H . K5 181T:
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install.psl

Z A% A N4 ESP-IDF il i) TH . D@28 T HAARN TR, WiZar R Z TRMNT
AL E H ESP-IDF L B 225 2R B UL 8, BRIAIEIL A C:\Users\username\.espressif,

[ Sl EA” ff ESP-IDF TILE S PATH PRkt ESP-IDF THZCESGIE “JHIARE”
“ESP-IDF fiy Q42 /7 GIAREET e mii i RGETr T ATIT Windows iy Q3R AT 1, AIFEIR T 11
B R TA.

FHUELT, IEAEM GRS DOIFA @ st TR0, SeiE QSRR A%
ESP-IDF, o] DAfR{E 745 B4 ESP-IDF T LV /il % PATH FFHEAE it .

B, TIPS Z4 ] ESP-IDF [ fin S48~ A7 6 11, Y46 %04 ESP-IDF [¥) H 5%, SR )5 4T export .bat,
HAAAr 4R

cd %userprofile%\espl\esp-idf
export.bat

Xt Powershell 7, i [ 22 %245 ESP-IDF ) H 5%, AGH4T export .psl, HiKar4UIT:

cd ~/esp/esp-idf
export.psl

ATse e, T LA Ay PR A ESP-IDF TH 7.

5 ESP32-C2 gl Hs 11 % 4%
] DA USB & UART #f, 5 ESP32-C2 )5 11154 .
ERATF R B 42545 USB & UART Wi, fsRZe%, Wl F 4N .

47 USB 5 UART Wil IF % bin  7E2¢3545 USB & UART HRFF & #tt, PC FIMi 2 [ali@ st USB 1442,
MiAl ESP32-C2 2 [a)ifid UART %4,

Developmment Board

UsB

L]

L]

L]

L]
Personal ' | USB-to-UART
Computer ! Bridge
'
L]
[ ]

h
¥

ESP32-C2

[l 6: %A USB & UART #riYIF KA

Hpis USB %2 UART H;  F40IF AA fs AN USB %2 UART # o 3P 90388 7 HE B 75 284 1l 2 [ AR
AP, B2 NRUTF AR S

fliJ1] UART #Efrkést A anfarfii i USB % UART #f7E ESP32-C2 F1 PC 2 [) @7 ef A 7344 . M b
e AN E D -
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Programmmer Boar Development Board
-----------------------------------------------
' '
usB] :
Personal |, ' USB-to-UART . N
Computer ' Bridge ESP32-C2

& 7: 4 USB 2 UART #

YE4% ESP32-C2 il PC [ USB 4% ESP32-C2 F- M iE423| PCo UNSR LA IRBIFE A Hal&%s, il
SEHfN ESP32-C2 1 % M%) USB % UART #f (E{4MiR%: UART @fices) S, RIGTEM FI8RIKE0 R
F. TR e,

PA RS2 SR 28 ESP32-C2 FF R ARSI R I () 4% «

« CP210x: CP210x USB % UART #5 VCP ZKzhFi)5
 FIDI: FTDI j 4l COM it 13K Zh L7

PAEIKEN XS, AR AN 6, T IT ARG ) USB & UART #rth . — Ml ot
T, 24 ESP32-C2 JF &t 5 PC RN, XF W IKENAR I Wiz AT OERER S P, FFEEHIEE.

XA USB & UART #f M8 BEAT, W AISTTUA R s, A4 SRR ] 1240

idf.py -p PORT [-b BAUD] flash

INFFEAEFERAR PR, 3 F B R AU BAUD. BUAMIERF RN 460800,

il MR SRR A 3 RS, WIFREET S AT 8. i #4E BooT # 4, [IN#%—F RESET
. ZJF, ¥aJt BOOT $44H .

1+ Windows |75 f¥ 10 #57 Windows 1% £ & Filas F ) COM i 113132 . WiJF ESP32-C2 5 PC Hyi#E#E,
RIGEFERE, BRI DS RIS e R P

PAR A ESP32 DevKitC #1 ESP32 WROVER KIT & [

£ Linux fll macOS LAl A& ESP32-C2 Ff M (SAMNMBHES: G RLAY) AR &SR, ik
PAUF a2z TR . |G, Wi R iediids, myGsirPAl Fands RE, ST R iREEEiss,
PasATA N d . Hp, 5 ozt ran 4 a B i 1 B 2 ESP32-C2 X [ (1) 5 1 -

Linux:

’ls /dev/tty*

macOS:

’ls /dev/cu.*

& X macOS i AEAFRF RO, HRARE LS USB/H OIKsh AR . HAAN 6 i Ik sh i
¥, WEEY5iE 4% ESP32-C2 4o PC. %IT macOS High Sierra (10.13) (P, VRV REE FH T3 i IR S
PR, BRI 2 A mFRE > ZemEA >ER, KERGARFEER: “RAFRARNR
Gt Hd Ik N R4 FRR Silicon Labs 1Y, FTDI,
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-

&= T H=

=4 Device Manager [= @ ][=]

File Action View Help

¢

4 = tdk-kmb-op780
[:> 1M Computer
[+ = Dlisk drives
f}--'ﬁ Display adapters
b1 DVD/CD-ROM drives
b % Hurnan Interface Devices
p g IDE ATASATAPI controllers
b -ED Keyboards
[}--B Mice and other pointing devices
[ L,;l Manitors
» & Network adapters
T Ports (COM & LPT)

& [} Processors

p -3, Sound, video and game controllers
».JM System devices

- i Universal Serial Bus controllers

[4] 8: 454 FiL ¥ ESP32-DevKitC ) USB % UART #f
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L

File Action View Help

&= | E| "

a2y Device Manager E'@

4 - tdk-kmb-op780
b -yM Computer
p — Dlisk drives

ﬂ--'ﬁ Display adapters

b 1 DVD/CD-ROM drives

p Eﬁ Human Interface Devices

p g IDE ATASATAPI controllers

b-EB Keyboards

b --B Mice and other pointing devices

DL’:I Monitars

. ¥ Network adapters

T3 Ports (COM & LPT)

[ E Processors

b -% Sound, video and game controllers
oy System devices

- i Universal Serial Bus controllers

& 9: Windows 13 £ %5 Hilge it ESP-WROVER-KIT [/} USB &

el

AT H
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fE Linux th M) $ dialout ot wacp Al 431G R4 AT DL S USB Hs 11 HEFT 5 B4
{EL% Linux B, AGTTOLEAOL R4, £ PUEIE] dialout 41, AMIZEVFEERR:

sudo usermod —-a -G dialout S$USER

f£ Arch Linux H, #5250 AT AR5 1 ] wucp 414

sudo usermod -a -G uucp S$USER

THHEESR, BIRA R ERURAE .

Bk B BAE, RN DK unf T, AFEE BSP32-C2 5 &um Bl A i, Ak 1
R

fifi f§ 40 MHz 1) XTAL I, ESP32-C2 {45l & I Fr R BRI 1152005 i 26 MHz 1) XTAL i, ks
RERA K 74880,

Windows fll Linux ##{E &% FEAREIT, B PuTTY SSH Client, PuTTY SSH Client BE 0] f T
Windows A FHF Linux. 0] DA FH HARES VRS2 9635 B 00 R Al 5 S 40

AT, CEAE BB ERARY A 1 BORRR = 115200 (M TEEE, SO SEADE H BB s

), Bl =8, fFikfr=1, A% =N. UNEGE IR T A e Windows I Linux HBgEH 1
H_EIAEFZEC (40 115200-8-1-N) o £33 B Wk HAE B P IR aiA R 55 D2 EATIC . -

ER PuTTY Configuration £2 |

Categony:

[=)- Session Options contraling local senal lines

i Select a serial line
- Terminal

- Keyboard Serial line to connect to Com2
- Bell

- Featuras
= Window Speed (baud) 115200
- Appearance
- Behaviour
- Tranglation Stop bits 1
- Selection

o
1N}

Corfigure the serial line

Data bits 2

. Colours Parity [ Nene - ]

£ Connection Flow control [XONOFF |
- Data

- Prosy
- Telnet
- Rlogin
- 55H

- Seral

About [ Open ] [ Cancel ]

Kl 10: f& Windows #1ERSE ] PUTTY BEH HIBE S

R, Wik ESP32-C2 @A TTHIH & WA, WAELmfT I DT s . X A H SN AR T
m#EE ESP32-C2 MW REF, WSHind =il ARAESIE HE, W EEr A,
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PuTTY ConfFiguration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

About %] Cancel

P 11: 7 Linux #4/E RG] PuTTY SCEH IS4
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2k WAEISIESEER TLEAS IEH S, CHER DA, TR — E TR, 25 BB
TCYEVIRER o

ik WORBCA BRI, A AT N

* ESP32-C2 fyfit 2 R IEH
© SRR, 2 EEIT AR
o (i /£ Windows L& %% 54 Linux = macOS £ F % iRk, MERE 0 RS IE

1
o HABFET RS AR AR O
o Xt Windows F= Linux $24¥ % %0 "PEIAR S 10 Zanfe )y, HeEmim 12 4 B
o EB O Zam R i BB DR R A TR AR T
o JFA M FikEr) USB iE#:2s (UART) 275 IE
o R RS S H &
o BEEMT HERH (M5 hello world 736 #EFTI)

macOS R4 macOS {1 T B S, HILICRR & s 1 Zimfe)y .
o B% f& Linux f2 macOS L& Fs% 0 | infTPA Fayd:

1ls /dev/cu.*

o DB FRMANT 5

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

o MROEIERE S BN BRI RN, M AR S G TR R AR B A AR, st
PAT S (WA TRE, R “115200” BN T R BBOA SRR

’screen /dev/cu.device_name 115200

¥t device_name i NizfT 1s /dev/cu.* FHEMELAE S,

o aRn HERAIIRNE . HENAERGT s ESP32-C2 (N HEEF, ESHind =6,
WM ctrl-a + KR M HT BFRESE.

il WAERIETE SR ARG, KM DR 28 . WURE R Ko g M KM bEsE, 205
AR R R TR R S

fnilonpl AT R—AHERG. WREE LM, sl EE T 2.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:0x00
clk_drv:0x00,qg_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£f£f0008, 1en:8

load:0x3fff0010,1len:3464

load:0x40078000,1len:7828

10oad:0x40080000, 1len:252

entry 0x40080034

QS
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(44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader

I
I (45) boot: compile time 18:48:10

BRATED Y H G R AT (AR ELRD ), WIZIRE IR . MUy, ATDABRSEEAT 2%, FF IRk
I A Fr 23 ESP32-C2,

Frils FEREH R UT, A6 ESP32-C2 B RTT BN ER 1 G HT, T ZAE Ay 4 A H 1
RTS & DTR 451 % FEUAF/E T RTS & DTR & M B HGEHF] EN & GPIOO ] ERYIE L, k%
BOF Rt (BIRREITA I i) #EAX A, EE2HAMEE, 1S5 esptool SR,

WIAESERE BSP32-C2 BEMFIT R AGHR (T IREENT, % 241 Fr46 1R ESP-IDF 2 BEE TiX L, M4 2
% a1k A ESP-IDF 2 8R%5E .

Resk bR

VEREIN ARAEBAT A E a2 B BN CFERR I SXHERRTIR, HEAOREIR R R 2 — ] R is T
esptool.py B4R, esptool.py RMWERGHANET, HTEESCH. 5 ROM 3
ALH AR BE ) TH o W LA BDA R 2D BRAEAT TS o, RANEIZ I . QAR SR e,
2% esptool HEHERR FRIEZ (5 .
esptool.py il ffi USB & UART #; (#1l FTDI 8 CP210x) ) DTR I RTS 2 i £k 4 %ok [ 3h 52 fir
ESP32-C2 (5% 5 ESP32-C2 44 # v % 3% JREUE 234015 £.) . DTR I RTS #5812k 3 34455 ESP32-
C2 (%) GP109 Ml CHIP_PU (EN) 4 |-, [HUt DTR FI RTS (1) HEHL A8 b 2 fiff ESP32-C2 A [ {4 T 2k
B AHFKIR GBI T A ESP32 DevKitC & A J 21 .
— KL, B E 75 ESP-IDF FF R B, {Hi2, esptool.py fEPA NI FARE HEEE
T

o WFARERES] GPTO9 FI CTHP_PU fy DTR I RTS ##4k .

* DTR F RTS $ il ki fe & 7 =UR [l .

o AIFAERFER R T4a il 2k i

WRREFRRNS, AT AKS ESP32-C2 JFAAR T-3h il EA T sl (52451)

o XITARGEIF KM, ATLASHE XS IF KR AT TR s e . Bilin, W DB HAE Boot #4
(GPI09) F#&f¥ EN #¢4Hl (CHIP_PU) kT34 i ESP-IDF & #R .
o XFTHABRBIECE, T PAZEERF GP1o9 Rk,

IDF Wi L2

IDF {ithdn@ & umte)y, M T esp-idf-monitor 43, Tk HinistarHs HAYH T8, IDF
ML [F] i85 B ESP-IDF [ At

7E ESP-IDF H1i ] 1df.py monitor W] DA ML IEE,

PBRIEPESE b 70785 IDF Wt AT 500, R f R R 4y gt i . X et DAE 2 3, 1
BRI E S F T
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TREERE BRIE g
Ctrl + ] i H AL R
Cul+T SR H B RN A R —, IR ERE.
C e Y B puw i
e Ctrl+ T
. Ctil 4] K exit TEAF Kk B RE
. Ctrl+ P HEBRES, EAGIS | EEHRES, @ RTS & (WE#ER) dEAGI SR
ISRy, @it RTS 6% | J7, BB AN Z TRy . SERpHAt 48 gh i ]
15 FHAE P DA FH DL #R 1
. Ctil+R it RTS 4k H B H AR | EERG, IFE RTS & (e %) & s sy R .
%
. Ctrl + F eIt pesk i H = idf_monitor, 1547 £1lash H#Fxr, S5 E idf_monitor,
ne AT ] i 2 1 Y SC P 4 0k T A RS R
SR idf_monitor 2 A S -E By, W &iE1T R
encrypted-flash,
. Ctil+ A I Gk S e N ARy | %7 45 idf_monitor, iz 1T app-flash Hir, R EWKE
- idf_monitor. %15 £1ash (D, {1 FAT TR R R
N FBLTE AT . QIR idf_monitor £ DAZHL £ 20, W)
) 25fTH AR encrypted-flash,
e CtltY PR R EATED | BOER), SEFraEEARSRITE . R EARE A
H &4 AFIE LT PO AR A H S s .
. Ctil+ L MR S AH | FE TR TOE A, HTFSAHERE. A
EHh ‘TJH)%%@JJ:/‘VRE%IJJ%‘E (iBH IDF il gsth &2 k1%
BE)
e Ctl + 1 1 IEARIZFT BV Bl AR | IDF Haiigs o] PAFERE—A TR FFSKFTEl— ARl bRic. i)
(@E% N PRI PIAE AT DA 3 ——timestamp-format & 47%
- Bokws .,
. Ctl+ H BRI P
(= H
H)
. Ctl + X B R Es R
(G
X)
Cul +C HIRTIEAE S ATRO N R | B 45 IDF Wi W #% JF iz 47 GDB I H ## i #%, M i
J¥ TE 3z A7 AR Y 0 R R X F S Maef:  CON-

FIG_ESP_SYSTEM_GDBSTUB_RUNTIME £ ,

BT ctrl-] Ml ctrl-T, HAbPFEEGS S 0 EZER HiRkE.

I H. ESP-IDF ¥t

1 2 i i s bk

B 200 R AR T AT AT R R TN BERI LT, IDF IS A f izt AE P A i o

MOE SO RITTS), FE F—FT B AT A IR A .
ESP-IDF J I feJ7 %A= crash Al panic SRR, K7 AR U07R 35 17w e i 1 ]

abort ()

was called at PC 0x42067cd5 on core 0

Q)
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Stack dump detected
Core 0 register dump:

MEPC : 0x40386488 RA : 0x40386b02 SP : 0x3fc9a350 GP H
—0x3fc923c0
TP : Oxabababab TO : 0x37363534 T1 : 0x7271706f T2 .
—0x33323130
SO/FP : 0x00000004 sS1 : 0x3fc9a3b4 A0 : 0x3fc9a37c Al H
—0x3fc9a3b2
A2 : 0x00000000 A3 : 0x3fc9a3a9 A4 : 0x00000001 A5 H
—0x3fc99000
A6 : 0x7a797877 A7 : 0x76757473 S2 : Oxabababab S3 H-
—0xabababab
sS4 : Oxabab5abab S5 : Oxabab5abab S6 : Oxabababab S7 H-
—0xabababab
S8 : Oxabababab S9 : Oxabababab S10 : Oxabababab S11 H-
—0xabababab
T3 : Oxb6ebdbcbb T4 : 0x6a696867 TS5 : 0x66656463 T6 H
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H
—0x00000000

MHARTID : 0x00000000

Stack memory:
3fc9a350: 0Oxab5ababab 0xabababab 0x3fc9a3b0 0x403906cc Oxababab5ab5 0Oxabababa5..
—0xabababab0
3fc9a370: 0x3fc9a3bd4 0x3fc9423c 0x3fc9a3b0 0x726f6261 0x20292874 0x20736177.
—0x6c6c61635
3fc9a390: 0x43502074 0x34783020 0x37363032 0x20356463 0x63206e6f 0x2065726f_
—0x000000300
3fc9a3b0: 0x00000030 0x36303234 0x35646337 0x3c093700 0x0000002a OxaSab5ab5ab.
—0x3c0937£48
3fc9a3d0: 0x00000001 0x3c0917f8 0x3c0937d4 0x0000002a Oxab5ab5ab5a5 Oxabababa5.
—0xababababe
3fc9a3f0: 0x0001f24c 0x000006c8 0x00000000 0x0001c200 Oxffffffff Oxffffffff..
—0x000000200
3fc9a410: 0x00001000 0x00000002 0x3c093818 0x3fccb470 Oxababab5ab Oxababab5ab.
—0xababababb

IS TR Ak IDF L g o e A e ik s i R R R

abort () was called at PC 0x42067cd5 on core O
0x42067cd5: __assert_func at /builds/idf/crosstool-NG/.build/riscv32-esp-elf/src/
—newlib/newlib/libc/stdlib/assert.c:62 (discriminator 8)

Stack dump detected

Core 0 register dump:

MEPC : 0x40386488 RA : 0x40386b02 SP : 0x3fc9a350 GP H
—0x3£c923c0

0x40386488: panic_abort at /home/marius/esp-idf_2/components/esp_system/panic.c:367

0x40386b02: rtos_int_enter at /home/marius/esp-idf_2/components/freertos/port/
—riscv/portasm.S:35

TP : Oxabababab TO : 0x37363534 T1 : 0x7271706f T2 H
—0x33323130
SO0/FP : 0x00000004 sS1 : 0x3fc9a3b4 A0 : 0x3fc9a37c Al H
—0x3fc9a3b2
A2 : 0x00000000 A3 : 0x3fc9a3a9 A4 : 0x00000001 A5 H
—0x3£c99000

(R
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(& b))
A6 : 0x7a797877 A7 : 0x76757473 S2 : Oxabababab S3 H
—0xabababab
S4 : Oxabababab S5 : Oxabababab S6 : Oxabababab S7 -
—0xabababab
S8 : Oxabababab S9 : Oxabababab S10 : Oxabababab Sl11 H-
—0xabababab
T3 : Ox6ebdbecbb T4 : 0x6a696867 T5 : 0x66656463 T6 H-
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H
—0x00000000

MHARTID : 0x00000000

Backtrace:

panic_abort (details=details@entry=0x3fc%9a37c "abort () was called at PC 0x42067cd5.
—on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.c:367

367 *((int *) 0) = 0; // NOLINT (clang—analyzer-core.NullDereference) should be.
—an invalid operation on targets

#0 panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC._
—0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.
—Cc:367

#1 0x40386b02 in esp_system_abort (details=details@entry=0x3fc9a37c "abort () was.
—called at PC 0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_
—system/system_api.c:108

#2 0x403906cc in abort () at /home/marius/esp-idf_2/components/newlib/abort.c:46
#3 0x42067cd8 in __assert_func (file=file@entry=0x3c0937f4 "", line=line@entry=42,
— func=funclentry=0x3c0937d4 <__func__.8540> "",_
—failedexpr=failedexpr@entry=0x3c0917£f8 "") at /builds/idf/crosstool-NG/.build/
—riscv32-esp-elf/src/newlib/newlib/libc/stdlib/assert.c:62

#4 0x4200729e in app_main () at ../main/iperf_example_main.c:42

#5 0x42086cd6 in main_task (args=<optimized out>) at /home/marius/esp-idf_2/
—components/freertos/port/port_common.c:133

#6 0x40389f3a in vPortEnterCritical () at /home/marius/esp-idf_2/components/
—freertos/port/riscv/port.c:129

IDF WMl 1E )5 GiafTPA N s, MR stk

riscv32-esp-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

TR AR N AR R A RS 3 R B PUEC g Hb Ak, IDF S ALER iR 247 ROM UHE ., A& T B 0444
Mi7e, REmxR B%4 in ROM:

abort () was called at PC 0x400481cl on core 0
0x400481cl: ets_rsa_pss_verify in ROM

Stack dump detected

Core 0 register dump:

MEPC : 0x4038051c RA : 0x40383840 SP : 0x3fc8f6b0 GP H.
—0x3fc8b000

0x4038051c: panic_abort at /Users/espressif/esp-idf/components/esp_system/panic.
—Cc:452

0x40383840: __ubsan_include at /Users/espressif/esp-idf/components/esp_system/
—ubsan.c:313

TP : 0x3fc8721c TO : 0x37363534 T1 : 0x7271706f T2 H-
—0x33323130

SO/FP : 0x00000004 sS1 : O0x3fc8£f714 A0 : Ox3fc8f6dc Al H
—0x3fc8£f712

A2 : 0x00000000 A3 : 0x3fc8£709 A4 : 0x00000001 A5 H
—0x3£fc8c000

A6 : 0x7a797877 A7 : 0x76757473 S2 : 0x00000000 S3 H.
—0x3fc8£756 (FoakED
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(£ L£50)

S4 : O0x3fc8f7e4 S5 : 0x00000000 sS6 : 0x400481b0 87 H
—0x3c025841
0x400481b0: ets_rsa_pss_verify in ROM

ROM ELF {2 4R & IDF_PATH fll ESP_ROM_ELF_DIR ¥ HiAF S #KAE H B n#k . NFRE L ILITH, 7
PABISIE A esp_idf_monitor H1§E45EH ROM ELF X {4:#%4%: python -m esp_idf_monitor
--rom-elf-file [ROM ELF XfFHEBRE].

51 BFFEEAY B ESP_MONITOR_DECODE % E N 0 B I8 JH esp_idf_monitor [¥) 45 & fiy & 4T 156 I
python -m esp_idf_monitor --disable-address—decoding ¥Z& kbl AR,

HEBM SERF bR )T BRUIOL T, IDF WEBhgs £ FL B H AERERTIE L DTR A1 RTS 74 BhAL At
Fro BB 11 IDF WEWLASERERENT IS0, 37 IDF HEAS RN L5l —no-reset, I idf.py

monitor —--no-reset,

#lli: —-no-reset YRITE IDF W0 % 52 BIRF 5 iy 1 I W ASEBR IR RER IR, W idf.py monitor
—-—no-reset —-p [PORT],

M GDBStub LLyi)ll GDB - GDBStub SZH5AEIaf T HEA T 1. GDBStub 7E H fn_bizfy, Hiiad s i
FE) EVN ORI A <. GDBStub SCRFEEIUN A A & . A A I Rk isF i & BIREA JTAG
P, {H T GDBStub 5¢ 4xi id B AT 11 58 BOE 7, WO T2 MRk (01 ITAG/USB #i %
e

38 115 B CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME , "] DAY H WRBLE - NAE )5 51247 GDBStub, GDBStub
PR EAE S G247, HALE AT %% ctrl+C S8 HRERW (B R ET) , Mk
GDBStub 4 HEIR T 4«

tAh, AW DA & CONFIG_ESP_SYSTEM_PANIC ) GDBStub on panic JEHLE panic AbFRFRE, fi
HAE % crash Fi:1}24T GDBStub., 24 crash &A=}, GDBStub i1 5 1714 HRp IR FAF a2
7~ GDBStub iF#Fi54T

T eilid &k ctrl+C il 2 BIFR AT R B, IDF i tids&l< B33 GDB, Mik M Ak
s . GDBIRH G, i) RTS BB BN HAr. WA AKER: RTS 8204k, HHE M4, FahENHF
KM

#rik: IDF WiHR&H(E s Gis 740 fir /5 i GDB:

riscv32-esp-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip®

Ok W PAYE A idf.py monitor —-print-filter="xyz" J& 3 IDF [f ¥ #%, H v,
--print-filter 2 th ik S8, SBEOAE N EFAH, BITHITANE. SCRH TR
£ ESP_IDF_MONITOR_PRINT_FILTER JE%& ik & .

72

i R I3 EEAr & ESP_IDF_MONITOR_PRINT_FILTER fI&%( ——print-filter I}, @l
IR CLI 24 ——print-filter fLAEHH 5.

HRAIT N AR ERR S, Wi E <tag>:<log_level> &k, Hrh <tag> E2WMEFFFH,
<log_level> & {N, E, W, I, D, V, *}&EHPH—NFE:, #BHEDE F.
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B, —-print_filter="tagl:wW" HULEHATEH ESP_LOGW ("tagl", ...) IiGM%it, B8H5
TERAR H ST IO i, Bl ESP_LOGE ("tagl", ...). WZJHRE <log_level> sl fii {40
FNBINE * .

il gEmE, WIDAGE A HEAE R S A PR ER R . Wl DA IDF R g8 e i o
T s, HICTH EHmiE N AR .

WSRO S Sk, BYS ~. B9 o, DMEFRA el fe.
QSRR R T o i 9 d5 i AT R T A Tﬁ%%?&”ﬁiﬁ?tﬂuﬁ?ﬁimﬁg, I, WA IRIT EliZAT, B

JEREBGAT AR T A e — TR, R DA 50 7] 42 o i S S TP R (R 1) @A v i
BRI EMEIT) .
iy 32 RLW 711

o < AT ILRAEATRBUARS: . [ ——print_filter="*:1 tagl:E" {THIXT tagl Kk &
A, XA tagl MM * BRI SESL 0

o BRINFIN (25) ST *:v, BEONTERRANG S B S AR B VL RCAT bR 25 R %IE@EF)?%V\]%%

o "FIN" AU T H AT bEI’J%JHj, WK T print £ WFTEVE . A T REGX— 8, 3560
*: E BUHE R TTRION

o HN "tagl:v", "tagl:v", "tagl:", "tagl:*" fl "tagl" £,

o FUN "tagl:w tagl:E" FE[FT "tagl:E", XJEPA G IR EA AR AR S i

Bl — MR
o I "tagl I tag2:W" {LFE Info RN EER BB EARE AT B tagl, FE Warning 41 FES% 518k
FARHHIFTED tag2.

o B "tagl:I tag2:W tag3:N" fEAN FAEFTF LR, XEHHK tag3:NF5E tag3 AT
B,

e tag3:N fEMM "tagl:T tag2:W tag3:N *:V" HHEAEE X, XEZKR NUWEEH tag3:N,
tag3 [ EULATREFTENIE R T3 tagl Ml tag2 FEIRIEE AT EITERRE TR LS (BOEARZUN)
HERINIT ENEr A N2

ORGSR AR B EAL A R A 1 Dl T AR A

10ad:0x40078000, 1len:13564

entry 0x40078d4c

esp_image: image at 0x30000 has invalid magic byte

esp_image: image at 0x30000 has invalid SPI mode 255

boot: Factory app partition is not bootable

) cpu_start: Pro cpu up.

) heap_init: Initializing. RAM available for dynamic allocation:

) cpu_start: Pro cpu start user code

) light_driver: [light_init, 74]:status: 1, mode: 2

) vis: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID.

O U HHHEHS ©

1)
1)
9)
568
569
603
309
318

(3
(3
(3
(
(
(
(
(
1
I

328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="wifi esp_image:E light_driver:I" Gt ikms £ rn

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="1light_driver:D esp_image:N boot:N cpu_start:N vifs:N wifi:N

RENAIST 2 {EOL i vy U

load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2
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BC¥ESCPF  esp-idf-monitor fif] CO 74T Sk & ﬁiiﬁo HE B SO R R A e e o i
JYA CO FEHANIE . W AT RS ST B (AZ) ARFIRAFS: [0 1.\ A Al

W R, PRI G, SR B A R ) PR . ARG et

T 0%
B

SR RUESCHIIASHR N esp-idf-monitor.cfg. B5E, 7 esp-idf-monitor BRIy
I S E1T
AR H SR b B I BN R SO, A A ) PR R SR H SR

e Linux: /home/<user>/.config/esp-idf-monitor/

¢ MacOS /Users/<user>/.config/esp-idf-monitor/
e Windows: c:\Users\<user>\AppData\Local\esp-idf-monitor\

AT A DN 21 HE SO, e PG AL T H %

e Linux: /home/<user>/
e MacOS /Users/<user>/
e Windows: c:\Users\<user>\

7£ Windows H1, Tu\ﬁﬂ% HOME B, USERPROFILE A B B F H3%, Kk, Windows Bt & H R
A HR T X e

it v] DA | ESP_IDF_MONITOR_CFGFILE ¥f 35 48 & h it B SC {38 & — A A W 7 &, filan
ESP_IDF_MONITOR_CFGFILE = ~/custom_config.cfg, X —iXBMK ML E ST LRIE
(AR RIS Wi

TSR A LA P SO, esp-idf-monitor 43 M A E A A B E SO i R B . AR AR AE
setup.cfg 5f tox.ini X4, esp-idf-monitor £ H ML R HUX EE .

MCPERESL T 2RE T ] A e

EI AR g KiNE
menu_key VL E A T
exit_key iR A ]
chip_reset_key wR A R
recompile_upload_key AR AL F
recompile_upload_app_key AN B it A Y AR A
toggle_output_key PES %N Y
toggle_log_key Y H H 5168 L
toggle_timestamp_key )45 8] 8 s I
chip_reset_bootloader_key Wt B E NS SN Ek P
exit_menu_key MR IS A X
skip_menu_key WE SR A B R R e False

ik PCESCPE A ini SCHFAR SN, AZNLA [esp-idf-monitor] FRskGI AARRMORBINA RO . AT
EIELA CECEATR = OB BB H . DA # 80 TR ERE, R 2.

# esp-idf-monitor.cfg file to configure internal settings of esp-idf-monitor
[esp—-idf-monitor]

menu_key = T

exit_key = ]

chip_reset_key = R

recompile_upload_key = F

recompile_upload_app_key = A

toggle_output_key = Y

(FR%EED

Espressif Systems 27 Release v5.2.3
Submit Document Feedback



https://zh.wikipedia.org/wiki/C0%E4%B8%8EC1%E6%8E%A7%E5%88%B6%E5%AD%97%E7%AC%A6#C0_(ASCII%E5%8F%8A%E5%85%B6%E6%B4%BE%E7%94%9F)
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 1. e AL

(£ L£50)

toggle_log_key = L
toggle_timestamp_key = I
chip_reset_bootloader_key = P
exit_menu_key = X
skip_menu_key = False

IDF W5 3L %5 C )
Windows B85 F C.Ja10) 15
* T Windows # il 5 FR |, A Ledik b S HoAth— SLg5 5k 48 JLEAE GDB Rl .

o HARTEOLT, idf.py iR, WIRESAE IDF I E 2 Higs 30 7.
* GDB a7, WRESERE—BUE, A5G4 JT65 GDBSwb JE4Til 5 -

Linux il macOS ¥ & T HBEm ki 2 &

PRI WRE T OT A IR, SR g R

BEEIFRAEE DA 22N ESP32-C2 i ESP-IDF [ LA IR

s B R EE

e % —%: 3:IX ESP-IDF

s H=¥: RELA

e Bv¥: RIAMETE

o B AY: F451&A ESP-IDF &

Sy ety O T/E ESP32-C2 Hi{iiji] ESP-IDF, G BURYnRE R G2 L. WPASH DA
TR, 268 Linux 1 macOS [R5 A T2 Mk - 4.

Linux Ji] ) 4413 ESP-IDF F 8D F A4 . T ARIRGE ) Linux ZATHUA, ST ZHEm S
+ Ubuntu # Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

HHI58R 3 FF CentOS 7, {HN T AFH FHALS:, BHf#H] CentOS 8.
e Arch:

sudo pacman —-S ——needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

e
* fifi [fl ESP-IDF 5% CMake 3.16 o DA A%, & A Linux A7 6 F5 E 4% 5 S a9 A5G 14

8 FF 55 backports 7, 825 "cmake3” # {4 4U, (A 2425 cmake”) .
o R RS ERP A MR RS, WSH RGNS, SRR a2
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macOS JI])*  ESP-IDF {4 Jfl macOS 2R\ 2235 (%) Python it 7S .

o %% CMake Fll Ninja 41 T H.:
- #4 HomeBrew, W]PAIEST:

’brew install cmake ninja dfu-util

— #4 MacPorts, 7] PAiafT:

’sudo port install cmake ninja dfu-util

- APAEYIREE R, 1517 CMake Fil Ninja 51, #if)4  macOS V-5 1) T 845 18,
o SRENELIF] 2% ccache DAFRAS BRI 4 ik B2 . W1 HomeBrew, Wit MacPorts F ) brew
install ccache B{ sudo port install ccache SEAZENE,

Frik: AR EIAMTARE PR B R DA B R

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

NAZF 220 XCode 47 1TE, Wiz4T xcode-select —-install figddbf72eds,

Apple M1 Ji)y WA ARG 2 Apple M1 251 HA 240 F R R

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is_
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

CEp

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2-
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

BATIN R A g, 4¢3 Apple Rosetta 2

/usr/sbin/softwareupdate --install-rosetta --—agree-to-license

“4%¢ Python 3 Catalina 10.15 %A ] iR AR Python 2.7 ilUAS, FEAR K macOS fiUA A
SBIAEL Y Python 2.7, AT DA T fiir 226 5 24 1 6 11 1) Python FUAR:

’python ——version

W25 Z Python 2.7.17, MAGRERIAMENTER 2 Python 2.7, JX K55 ZLEFT AN fir K 25 Hi b
RO 4% % Python 3:

’pythonB —-—version

WAsAT bk AT R, WACER AN _E AT 2% Python 3.,
THHRYE DA T 2 PR 2% Python 3:
* filiJ] HomeBrew #EAT 25/ 5 3L 00T

brew install python3

* filiJl MacPorts JEAT 22 A ¥R ANF
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sudo port install python38

5+ JKULESP-IDF  {E[HI4 ESP32-C2 Myt AR 2 1, 7 JetRHURAEHLOLI 4Kk FE S04 ESP-IDF
.

Z?EEX ESP-IDF ({4l A< . FTFF &, #3457 ESP-IDF [ TAEH 5%, il git clone md ik
ﬁﬁﬁoﬁﬁxmﬁﬁﬁfmﬁﬁﬁﬁ,%ﬂTio

P&, sfTbA T

mkdir -p ~/esp
cd ~/esp
git clone -b v5.2.3 --recursive https://github.com/espressif/esp-idf.git

ESP-IDF f RN# ® ~/esp/esp-idf,
T HIfEESP-IDF JR A1 7, #2% ESP-IDF N [m] A iy B4 3E 5

2B WW L BRT ESP-IDF A B, iS55k 3745 ESP32-C2 ()3 H 4% ESP-IDF fifi F i) 4 Fp T H. |
thingmidds . JHik#F. Python {4,

cd ~/esp/esp-idf
./install.sh esp32c2

8¢ {# ] Fish shell:

cd ~/esp/esp-idf
./install.fish esp32c2

IR AU ESP32-C2 225 firfs T.H . WRTENZNHER G A EZTH , WA AR 35 E 24
Hbx, W RFs:

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

A} ¥ FJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32,esp32s2

WERTE LN A SR F AR 22 TR, TS TR fir

cd ~/esp/esp-idf
./install.sh all

B} {ii A Fish shell:

cd ~/esp/esp-idf
./install.fish all

i X macOS M, AFE_EaR R SR il B DU R B

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—~to get local issuer certificate (_ssl.c:xxx)

w327 Python U2l Install Certificates.command ZZ3ENES. TMELZEL, HS%
%% ESP-IDF T HI} H B0 T #4812
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L% ESP-IDF T HZ25 832 1 2 Github ZATMRAS A7) — 28 T A, AR5 Github %2
NN, PTLABLE IR, AL et Espressif )T 2l 5 43 2E4T Github BTF 2.

ik ZBCE PN Github ZATCA R A TR, B A S %A T AT Git €4 ) URL.

TR TR See s Espressif N RS5 4%, WEiafT install. sh MDA a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

Al HEREE NP E N B R BRI S, AR T B

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.cn/github_assets"
./install.sh

Flow T IVeigts AL RPN 40 AR ESP-IDF 75 0 4k T BN LA P iR H &, B
Linux R4 H) SHOME/ .espressif Hig. B PABESERF T HZAE 5 HAD H *rr, (HIFIEE T &2 A
HI, BHTREIEASE IDF_TOOLS_PATH, YEE, HIAMRH FIKS 2B & TG IZB AR .

MEE M T IDF_TOOLS_PATH A8 &, MR %S BIER R HUTLE A (install .bat. install.
psl B install.sh) FISHMA (export.bat. export.psl B export.sh) BHEFF—3L.

SEDULL: BEVLIABEE R BUIE, WIRIZE R T H M ORI A PATH BRsAc i, Jovkilad “momn”
e T . Hil, SR E ISR . X AT DA I ESP-IDF S48 55 — A A 71

AR SEIEAT ESP-IDF M2 1LEATIA T v

’ . SHOME/esp/esp—-idf/export.sh

XIF* fish shell ({3CHF fish 3.0.0 KA BRUA) , THIZFTPA TR 4

’. SHOME/esp/esp—-idf/export.fish

HE, MR 5SBEZRINA — 2!
WAL 24T ESP-IDF, W] DUNIAT export . sh Q#5144 , HASERMT:
1. B HIFERENELL R v 2% shell B E 049 (.profile, .bashrc, .zprofile %)

alias get_idf='. $HOME/esp/esp-idf/export.sh’
2. W EBEA A 81847 source [path to profilel, 4l source ~/.bashrc ZRIFHEE
A

BUE R AEAT AT A 3 2 11 P9z 4T get_idf R B uilHT ESP-IDF Rk,

AEBUHHNF export . sh IRINE] shell FYFCE ST, AR S FEAERA L i 235 HHAREEE IDF R
5 (QWIHICTHMN ESP-IDF fy i) . X # 1 6H REAPRERY H Y, 38 F] RER i HABAR PRAY B8 1 -

S50b: JFUGTEN] ESP-IDF WL BEIRE 2 4% 1 (] ESP-IDF BT A 260, 3% RFF G IH 4k 56
—A IR

AIGEREN AT T ESP-IDF, WE A (i ] ESP32-C2 Q@55 — TR, JFHd. Fesminizi
i
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il WPRIERZ%E ESP-IDF, 152 i 50 iR IR, SRIBUE A3 v B il i) A

JFhGEIE TR AR, W PAMESSJT & ESP32-C2 W H##)F T . W PAM ESP-IDF 1 examples H 5% [
get-started/hello_world TF2FF44.

% ESP-IDF % R4 S Ff ESP-IDF At T AR AR hofi Ay 25

Ff get-started/hello_world TF5 il = AHIY) ~/esp HE T

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

%4 :: ESP-IDF ) examples H 3t N — R F TR, W PAFEIR FIR a5 §ilH 47 H A AT s 6
Wl PAE G IFR, TR T .

EEtEBery  BUE, 5 ESP32-C2 JFAMGERE] PC, HERIF MR O .
WH, A TEAF AR R T B Z A A A -

o Linux ##fE&%:: VA /dev/tty F3k
* macOS ¥{E&RS:: DA /dev/cu. 3k

B RAMTE R B O AFREAIE S, 5 L5 ESP32-C2 43 % 2ikd:,

ik ISR 04, PAEIRZEA .

Bl Y TR 353 A hello_world H3E, ¥EE ESP32-C2 W HWSH, RS/ TERRE T A

menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32c2
idf.py menuconfig

I TR G, Wi idf .py set-target esp32c2 WE “HIx” & h. HE, HHEMER
BRI AT 2 MR RICE (009, ©IIAE B B b ROENERER (H TG %
). WEEE, WIAIFRARS K ser-target,

IR (wus JEE N Rl N N

] A A B BB I ) AR R, AR WI-Fi M2 B R AL B 45 45 . hello_world /R
B H 2 PABCABCELZ T, REX—SH b, ATABK ] menuconfig #EATIH FLE X — IR

il LRI TR R A TTRE S S ERIR. T DA I ——sty le REUEANIL. BT
idf.py menuconfig —-help fyd, FEELEL.

GivE LRE IHMEHILATarS, iR TAE:

idf.py build

1247 A b W AR B AR P BT A ESP-IDF 2004, $35 E s [\ a7 KSR AN ARy ok
il S
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{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

] Leave menu [5] save

7?1 svmbol info [/1 Jump to symbol
le show-help mode C o], S - [A] Toggle show-all mode
t (prompts for save) [D] Save minimal config (advanced)

F 12 TR E—FHE N

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —VIEH, S5 UR R 2 B bin S0P

PR FIcAT WIS TPA T S, R5 NI AE By —BERI SO ek 2 ESP32-C2 IR kM :

idf.py -p PORT flash

T PORT £y ESP32-C2 JF A MY 45K, MR PORT REE X, idf.py A AT p & 0 B
B
WA X idf.py SR, W Widfpy.

il Ak £lash PRI A Zh 4k fpeor TR, I TCHHHE,T 1df . py build,

FEFECR AR AR N, S5 N3O CHAR R AT PARITE ek S HEfR 25 ESP32-C2 43¢
Pk RBCEZ A5 S
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MR AR, SRR

esptool.py esp32c2 -p /dev/ttyUSBO -b 460800 --before=default_reset —-—-after=hard_
—reset write_flash --flash_mode dio —--flash_freq 60m —--flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v3.3.1

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-C2 (revision 1)

Features: Wi-Fi

Crystal is 40MHz

MAC: 10:97:bd:£f0:e5:0c

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to OxOO0004fff...

Flash will be erased from 0x00010000 to O0xOO002ffff...

Flash will be erased from 0x00008000 to 0xOO0O0O8fff...

Compressed 18192 bytes to 10989...

Writing at 0x00000000... (100 %)

Wrote 18192 bytes (10989 compressed) at 0x00000000 in 0.6 seconds (effective 248.5.
<—>kblt/S) “ e

Hash of data verified.

Compressed 128640 bytes to 65895...
Writing at 0x00010000... (20 %)
Writing at 0x00019539... (40 %)
Writing at 0x00020bf2... (60 %)
Writing at 0x00027del... (80 %)
Writing at 0x0002£480... (100 %)

Wrote 128640 bytes (65895 compressed) at 0x00010000 in 1.7 seconds (effective 603.
—0 kbit/s)...

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.1 seconds (effective 360.1.
—kbit/s) ...

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

WER—YIF], Besgseig, ARG 2EA, NHRT hello_world” FF 461217
ARF A ] Eclipse 5{ 42 VS Code IDE, [fjJf idf.py, &% Eclipse Plugin, DA} VSCode Extension,

Widhsiy WIPAfTH idf.py -p PORT monitor fig4d, MM “hello_world” T TR R,
ANEIZICHR PORT £l H O ER T4 FR.

BAT% A5, IDF Yl s NS sh:

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —-——

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

(R ogkzk)
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rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

e, T AE RS HEMZWHEZ G, FEFTE “Hello world!” 1,

Hello world!

Restarting in 10 seconds...

This is esp32c2 chip with 1 CPU core(s), WiFi/BLE, silicon revision 0, 2 MB._
—embedded flash
Minimum free heap size: 203888 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

i pesEsg cerl+], WHRH ESP-IDF HiAi#s.

402 ESP-IDF Mt s fEbe R m R A AR i, ST EME B il (AF) , A TEERE AT AR
T 26 MHz finffk, 11 ESP-IDF ERIA SRR 2 BT KM i1 ) 40 MHz f ik -

eb88) (Xn@By. '66(BPW+)8BBHN9a ™ /98 ' §t566PE~OkbBchealshjA
~zZYQOY (16,1 60 cB86) (Xn@By. !DrézY (6 jpi®|G+z5Ymvp

BEms, mre:

LB s

2. iR menuconfig,

3. #t A Component config --> Hardware Settings -->Main XTAL Config -->Main XTAL
frequency #HfTHCE, FFCONFIG_XTAL_FREQ_SEL 1% &} 26 MHz,

4. HORT S A T Y AR .

£ 24 F ) ESP-IDF i A, ESP32-C2 SRR T2 b i T -

e 26 MHz
e 40 MHz

Frik: el LA AN i, —IRPESATHIE . oM e A :
idf.py -p PORT flash monitor

LAt

* WHITEIDF Y%, T 2 #)1] ESP-IDF il gy s s R b e -
* i RITEdf.py, HAEWZL idf.py ML,

52K ESP32-C2 A 122!
BULE, A2 2L LA examples, s ELHIT & B SRR EL

B RGBS SR ESP32-C2, [A2) ESP32-C2 spR 0 & B f i RE

(L4 PR IR 5% README {1}t Supported Targets Ffk. MRFH 112 ESP32-C2, o
FAAFAERA TN, TBL BT ESP32-C2 SHFR A IR T .

Tl
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LR [ 5 A 52 Linux AR 1) ESP32-C2 fask [E {4, W RES H B ZE{l Could not open port
<PORT>: Permission denied: '<PORT>' f{RHE.. IAHET PAYE Linux ¥ PN R dialout 28 5%,
uucp Y8 RFRYEIEIE R R

%81y Python Jii & ESP-IDF 37 4F Python 3.8 Jz DA FiAS, T 4 1 2 55 3 e WUAS AT B 35
Python. LA sources L4 Fc BTk Python, =(ffi ] Python & H RGN pyenv X HABEAT TR B PE.

W flash  ESP-IDF 7 F5 2% flash, 5124 7DA N avd, #ERREA flash:

idf.py -p PORT erase-flash

TR EERI OTA i, iizfTA hansd:

idf.py -p PORT erase-otadata

YRRk flash 72— Banf ], FESEBRGAAR S, WIS R

HEC: T ESP-IDF  JRFESANIHEE L B4 ) ESP-IDF, 252 bug SR UM DIRE. 5L, ESP-IDF
AREE A J2 A AR B AR A A SRR IR o SCRPIIRRIG IS, A LR SR i, P lie o H 7
Y F|5op i) ESP-IDF A . B2 T SCRplIRAN(E R, B % ESP-IDF i Ak

P, FEGHNS, YRR A HRA . RERATTAR : ERMNERAHI esp-1dE UM, RIGH
Wi% =2 KA ESP-IDF WHIFE7N , TS MEkE

R YRR AR B AR Wy, BAR D SAE WA &35 ESP-IDF AT G . BB A TS ARE 6 A )
ESP-IDF Jig A4 flr A [ o

W, WG, WHERBTLEMA, PABF R ESP-IDF rim TAW AT FEH. BAkiEsE % =
YR E I

— BEGr R TR, M AR, RIRESE5 % wy: RE Rt E,
HRESCAY

o 5 ESP32-C2 43 & o id i

* Eclipse Plugin

¢ VSCode Extension
o IDF S5

14 s —A LR

WERC &2%e 0T ESP-IDF, HE A (1 HEERIT K358 (IDE), i§7Em R iTH, A Windows ¥ 744
£)3E T42 80 {E Linux o macOS F Fr454) 3 42 ik — TR,

1.5 #l4k ESP-IDF

f1% H14% ESP-IDF, 2% 47 3%, ESP-IDF .
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APl %%

2.1 API Zyg

ARIANERT ESP-IDF W IR 4tk 1 (APD) i TR 24058 RIS
ESP-IDF {21t 1 L e 11 -

o {F ESP-IDF ZH{Fmy 2 3k Se - A B C eRigl. gMiR . Mos. K800 UITRALIES 2. et
F API SR T X SepR . S5 R FIZEal,

o GHIFRGRE. i AR, 51 S M ESP-IDF CMake #) 3% % %% API,

* Kconfig W, W] T K diik R G CH (CMakeLists. txt).

o T A NHGMTEH.

ESP-IDF th ZANMAMF4LAL, A48 % 17 ESP it 9w 5 ARG s 88 = e (RIS = 4iik) » W1
FLSes =J5)%, ESP-IDF $24E4 AL 28R 11, DARRIALXTEE =7 ERO AT, B3 L5 ESP-IDF H
MINBEMI M E . FLEN T, B2 AR E IR Z EN R4 APL,

PAT A4 7553 ESP-IDF APT K HAS HIAYAH S 2«

2.1.1  HEAAbEE

Z % ESP-IDF API 21k [l thesp_err_t KA E LY HIRMAI . A XML ELFER, SR
432 {53 . A % ESP-IDF AU FR ARSI, S FlER R 5%

2.1.2 ECEEGHIE

B ORI HIRE T 5 Rk ESP-IDF URRARA N, 3 LR W) i LB B A5 M A

% ¥ ESP-IDF (4 i Ak Bie B F1 22 R GAHES DA « . ._init (). ..._config() Ml ..._install()
W) HFRE -G A BRI FEEEA S 8. Bl

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"

Q)

37




Chapter 2. AP1 &%

(£ L£50)

esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

IR BRI X AFRER I RCE S AR HE ST, DR B IeAi A iR R 224 h o
I R FP I I AL S R B B, DA R s B

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;
/r R FHR .arg 1 .name KAWL */
esp_timer_create (&émy_timer_args, &my_timer);

Jo2 i BSP-IDF SR €99 ) Fisk B L2 RSEMEG MBI 1L, AT DARIR0 2 B AR,
SRR T B

const esp_timer_create_args_t my_timer_args
.callback = &my_timer_callback,
/* E#, FH .arg f .name B HHBL AT */

{

bi

C+ 155 IR ORI E W IR LA TETS , (AR R LA AUEIE PSR GUT « e C++ fURS (/1] ESP-IDF API
I, ATRAZS A DA R AR

/* IE# : .dispatch_method., .name D\ X .skip unhandled_events AW K4 FE */
const esp_timer_create_args_t my_timer_args {
.callback = &my_timer_callback,

.arg = &my_arg,
bi
///* 4% % esp_timer create args_t W, .arg % .callback ZJg B ¥ */
//const esp_timer create_args_t my_timer_args = {
// .arg = &my_arg,
// .callback = &my_timer_callback,

ey

TR EVIRNAREZ L, WS A8 s e s . TR, C++20 ZHIH C++ 5 A2 24 Hi ESP-IDF
FIERARRAS . AN SIS BRI Es . IR A C++20 2 BTM C++ FRUEAFACHD, WI A E) GCC # @2k
JEPA T

esp_timer_create_args_t my_timer_args = {};
/AT EMBNHAE
my_timer_args.callback = &my_timer_callback;
RN LS

ESP-IDF Jy 30 s g B 7 1 R W BUA (R 2

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_ DEFAULT_ CONFIG.

ST RE—NEEHWENE. WA, FTAFRACREANRNE, BXFEHE: ~/
config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

HFE RCE S AR AL T BRARIIR AR, S B IR AR 2 -
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2.1.3 A7 API

1t ESP-IDF KL & i APL (LR T/ ESP-IDF YA R, A SERpfE Iy AR P P . ik
RSN AR TR private B esp_private. FEBAIfE (Hlhal) WL SHA APL

FLA APT n] BEFE U ELBURN T HUAS Z (8] PAAS SR T 2R B i B e

2.1.4 i H Lk

ESP-IDF R i it 7 — F 5173 ESP-IDF AP 75 sXAY T AR . sl e re 2 1 Bl P s 5 AR [ Y
B, R BIRg R ALPE b SCT — S A ) TR . X 28 4164 4% common_components H 5%
WL PR B4 B 0, B A1 ANET ESP-IDF APL HYTERE -

ANEWAE H & I H H il i EXTRA_COMPONENT_DIRS %k RS04 i BLA% 5 | X Be 41, FMAEARIAF)
ESP-IDF fiiAsHt, PFA] BEAAAE & A0k . BT ESP-IDF /RGBT 630 H B, 35 K500 5 B H T i 2
LA {4 ESP-IDF H&g il ok, IR0 A LT H 10— . TR, A LAERESIRBIE SN,
AIREA TR = N AR s T A AR A0 PR . ZEM BT, 75 B e Ag I I R0 3E T T as .

2.1.5 API faett:

ESP-IDF {1 i SURCARIE | PEINISS R A 22,

ESP-IDF R B RA FIAE IR 1B S RAS & PRAUE S AR RAS AR A E . AR 25 T R 1 3R A PR A ) 75 T A
FIR 1

DARHS GO e 75 1k

ESP-IDF {1t ESP-IDF A1{F{1 A SCPE Y C s %I, iR Moz 2R3 SOMTIALBE 75 Y I
PRSGRIAAE - PEACHS S A B AR TR B BB AT A E BT AR Y ESP-IDF _E 87 435

PATNAE AR 2 8] 4 S RN RS G A b -

* fliJ] deprecated JEMIEFRE. MNP #warning I SCIF. EFFRECTE ESP-IDF
FATUEIT ) o SRR A G DAGE e i 37 1) e RS SR PR T R B S - ESP-IDF )
TERUASRF R 63 I 7 1) eR BORI S«

o marAALE, RS IEACHAISL SO, (B ORI R G FT DASRE IEA 1 SCF

» Hfiy$; Keonfig JE11. Kconfig ALY ) /& Fe 514 BRI HIFEFAE sdkconfig U, CMake SCIFA
PRACHS AT AR AT DABE S 46 Y Keonfig TEI5 44 7% o

e /b e Pk

ESP-IDF JCyERf IR (B — B3R XM, QiR 54~ ESP-IDF JRASKI & T — A Tdmis e
TE T —/MRESAS R R A, TCEFRIZ R AR R 5 0217, DA B enT PAPRERIR A RS 20 1 3 25
P, AEAEIE B SR A

o TP C MR R IEE

o INIUHTBY LSRR R R B USRI . 2 T B T ERIE AR, ES B E 4k,

o HEBAHMFZZW) static inline pREFH extern BE, RZ MK,

o HZEAH) C BB BT R 72

FAUA I 15 0L

RAEFATEC T4 ESP-IDF AT, (HUZfERERAZ 7], ESP-IDF HyJLLEER > AT RES A GRZE . 40
ARET FHNEI RSN E TR, WOl AT Ak it

o FA API,

o 5B 2B,
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o AHAfHRIC N beta”, “preview” Y experimental” HIHfE .

o WML A S RN, s PAE LA T MR A L A ERA T I .

o MARBITHIIRITIRE. Blan, WERFEA RS EM AT , W sEs MR e R H
a4 B R . XA T E D BEIC A BT BE AR AT BE -

o RBAFRICSRIE AN SR & AT AT BB B R B o, ansh S HGE Rk .

o TESEHELE TP Keonfig eI .

o IS H WA E AR

2.2 WHDZEPMY

221 ASIO 5

ASIO 22— NS4 C++ &, 20 https://think-async.com/Asio/, ‘BRI C++ Bt T—4—3%
) 2P
ASTO #1{4:H ESP-IDF HiAs v5.0 A5 5] 1 B ) €3 P -

 GitHub ASIO ZH 4

iaf7 idf.py add-dependency espressif/asio ¥ ASIO A INMBIRAGIH H1.

SCH

T E) DA B3 A A 56 SRy -
« ASIO 34 (English)

2.2.2 ESP-Modbus

'R 2] ESP-Modbus J% (esp-modbus) 37 75T RS485. Wi-Fi FlPAK K2 11 Modbus {5 . H ESP-IDF
v5.0 IRASDASE, H{4E: freemodbus O A% 33 B B D O e

* GitHub _|[#*) ESP-Modbus £H{:

TR SO

AHR SO 2 ) -
o ESP-Modbus 04

W B

PATR 7R BI193 51743 7 ESP-Modbus JE ) HR4 T3 11 . TCP i 1 Y AAILAT EALSE B

e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
e protocols/modbus/tcp/mb_tcp_slave
* protocols/modbus/tcp/mb_tcp_master

T E 2 A AR Fl#Y README . md
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hiXs%

» Modbus 21 575 1MYLE 27 The Modbus Organization,

223 ESP-MQTT

HEid

ESP-MQTT /& MQTT il % F i i S 88, MQTT & —Fh 3T & A/AT B i 52 8 90H B M thill.
ESP-MQTT 4 374 MQTT v5.0.

o T HEH T TCP 1 MQTT. %:TF Mbed TLS 11 SSL. 3T WebSocket (1] MQTT DA & 3T WebSocket
Secure [} MQTT
e Jlik URI fijfb i B e
o B (—AN T A 24K )
. éi‘?riTgifb?‘ KA. NIE. SIETHE . PRRRERELERMLEIPA K 3 ARG (QoS) A (R4 TRE
iy

SN ]

« protocols/mqtt/tcp: F:TF TCP ) MQTT, ERiAs 0 1883

protocols/mqtt/ssl: F:F TLS # MQTT, ZRiAu 1 8883

protocols/mqtt/ssl_ds: J&F TLS ) MQTT, i FI%F5 4 SMEEAT S0 B0 E, RN 11 8883
protocols/mqtt/ssl_mutual_auth: X TLS ) MQTT, BT B 4r580F, BRiAss 1 8883
protocols/mqtt/ssl_psk: £tF TLS () MQTT, (i J Bt 28 50T ik, BRIA SR 11 8883
protocols/mqtt/ws: J:T WebSocket ) MQTT, ERiAif 1 80

protocols/mqtt/wss: T WebSocket Secure [i{) MQTT, ZRi\ i 443

protocols/mqtt5: {# Jf] ESP-MQTT JFE %82 MQTT v5.0 iR 55 #5

MQTT ji & Fif%

W fHesp_mgtt_client_publish 8{HIEMH EE esp_mgtt_client_enqueue, HJ PAGIEHHY
MQTT JH 5 .

QoS 0 FVE ERF H ik —IR, QoS 1 1 2 HA AT, AN FEZHRATH M K T8 iz 72 .
ESP-MQTT [ /i A B WAL M A HIA R0 QoS 1 fl 2 AfiHE, Al ERERTHEE E XK,
4k MQTT B 75 %5k {0 7E 5 35 #% 4% H Clean Session 47 25 ¥ B 20 0 W5 37 £ & (41 %t BL47 4,

¥fdisable_clean_sessioni% B K true),

NHETR HWEALM QoS 1 A1 2 B2k THEBVAR A, B4 Hesp_mgtt_client_publish
W) 2 57 BP 347 5 — R A% B 22 k. RN IE B 0 E L K fEmessage_retransmit_timeout Z
J5 317, FECONFIG_MQTT _OUTBOX_EXPIRED_TIMEOUT_MS 2 J5, HE & M M. Wik
E CONFIG_MQTT_REPORT _DELETED_MESSAGES, W4 % 3% 3543068 50 72

Fic ¥

Wit Fesp_mgtt_client_config t 4SRN T BORIEATRCE . BCEATHAE S AT T4IE,
T HCER i 2 A

e esp_mqtt_client_config_ t::broker_t - fRiFikE bR 24051 .
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e esp_mqtt_client_config t::credentials_t - T B IERNE i
e esp_mqtt_client_config t::session_t - MQTT &%+ XAECE .

e esp_mqtt_client_config_ t::network_t - P XECHE .

* esp_mqtt_client_confiqg t::task_t - fVFHECE FreeRTOS /1% .

* esp_mqtt_client_config_ t::buffer_t - & A& HBIZ M XK/,

TOCHTEANZR A

M55 25

Huhl i3 address &tk uri FE{F hostname, transport DA fport G, AIPAEE RS
Al WA AR B path, ZFBOM WebSocket HE4ET F IEHEA M .

i uri FEHIFEA N scheme: //hostname:port /path,

o Wi mgtt, mgtts. ws fll wss L
* BT TCP 1) MQTT 74 :
— mgtt://mgtt.eclipseprojects.io: 3T TCP ) MQTT, 2RiAdIT 1883
- mgtt://mgtt.eclipseprojects.io:1884: T TCP i) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Kt F TCP 1
MQTT, 11 1884, A5 Hl P4 FIEE T
o HTF SSL ) MQTT /- :
- mgtts://mgtt.eclipseprojects.io: T SSL 1) MQTT, Il 8883
- mgtts://mgtt.eclipseprojects.io:8884: KT SSL [ MQTT, ¥lT 8884
o LT WebSocket 1) MQTT /= :
- ws://mgtt.eclipseprojects.io:80/mgtt
o ELF WebSocket Secure [1) MQTT 713 :
— wss://mgtt.eclipseprojects.i0:443/mgtt
o IfATACE

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler, .
—client);
esp_mgtt_client_start (client);

%if: O OU T, MQTT %) i S S PR PR 2R S A 6 MQTT i (SE#:. SilF. 2%
EIR

WEUE B UEAR 95 A% S0y, X TN TLS M gk, vl Everification A, IR55 A% UL
AR E N PEM 5 DER A%3(, U255 HE DER 4%, W EHF M certificate_len FBt, BN
fEcertificate TR AAETHFE M PEM MU T 4T H

o MRS ZSFRBLIE TS, fliN: mgtt.eclipseprojects.io

openssl s_client -showcerts -connect mgtt.eclipseprojects.i0:8883 < /dev/
—null \
2> /dev/null | openssl x509 -outform PEM > mgtt_eclipse_org.pem

o KEEE /RN T RRF: protocols/mqtt/ssl

o FCE:
const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.i0:8883",
(FTi4k%:)
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.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,
}I
bi

TIEHAN P B IEANE S, IWERAPI 5% LARTLS IR 2550k .

HPutee  credentials ?&‘T@é‘ﬁfﬁgi‘:f”ﬁ?éﬁi‘}%

» username: Jg[n)H T RS 48 H F A F8E:, @ URL &
e client_id: F{MZ g ID 354, BRiAH ESP32_%CHIPIDS, H scHIPIDS 2 5k
MAC Hubk e f5 3 A~y

NIE ATPAl S aut hentication FRIEINIESEL. &) KR A R AIET 3K

e password: {ii[fJ75HY

e - certificate fllkey: #fTXL|A] TLS H{7569F, PEM B DER A&z 7]
* use_secure_element: {§if] ESP32-WROOM-32SE W44 T0E

* ds_data: ffi iR RFR AT EL ML

Zilhi i session FE#H T MQTT & ifAH AL E

RIS (UWT) 3 B Last_wi 11 ZHRIIA 7B, MQTT £e— % Pk BN TF HE Bt
3o AL T P

topic: Hifn) LWT JH E T 15T

msg: f51a LWT R4

msg_len: LWTJHEHIKEE, msg AUAZS FATL RN 2047 B
gos: LWT i B fIR55 it

retain: % LWT JH R ERE

10 H fe ¥ 2 sap 82 ¥ MQTT 3 iF idf.py menuconfig, W] PAJE Component config >
ESP-MQTT Configuration H$%| MQTT 4% .

AHKBEEAT
 CONFIG_MQTT_PROTOCOL_311: JaJi MQTT $pi¥ 3.1.1 Jii7A
« CONFIG_MQTT_TRANSPORT_SSL #ICONFIG_MQTT_TRANSPORT_WEBSOCKET : J2 Fi##:E MQTT f&

#)=, #il4n SSL. WEBSOCKET #1 WEBSOCKET_SECURE
o CONFIG_MQTT_CUSTOM_OUTBOX : %% mqtt_outbox BRIASZHL, [H I AT DASRAHLAS o Se Pt

Pif

MQTT % T e 2 S i DA F o4

* MQTT_EVENT_BEFORE_CONNECT: % i Wi BRI 2 R 5545 -

e MQTT_EVENT_CONNECTED: &t I iERE 2RS4 . & i B A I & Bl

e MOTT_EVENT_DISCONNECTED: T IJCiAEEIE S ALdE, FlanFE MRS EsoEMH, & ime
bR .

* MQTT_EVENT_SUBSCRIBED: [R45#8 CHIAR F il B oK SRR 6 517 FE B niE B
ID.

e MQTT_EVENT_UNSUBSCRIBED: HR4#fCLHfIAZ FumiiBIT K. SRR &R 1T B H
A 1D,

e MOTT_EVENT_PUBLISHED: ARZ5#8 AR Fimi A IEE . JHERHERXT QoS 45| 1 F1 2 &
i, PFNZON 0 AN RN . SRR & R A BT %\ D,
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e MOTT_EVENT_DATA: &g B AMIHE . FEPR0S: HE ID. KM iHE I E 84K,
WCE R Ect S LK . X T8 IR v K& s, 15 &£~ MOTT_EVENT_DATA, I B Hi=H
H¥EE current_data_offset fltotal_data_len VAFREEWE ALY E. .

* MOQTT_EVENT_ERROR: % Pl F|45i%. M HF - Edierror_handle FE Y error_type,
AIPAK IR R AR BB YE error_handle Z5F{RMFLEEER 73 29I 5T

API 5%

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h
* This header file can be included with:

’ #include "mgtt_client.h" ‘

¢ This header file is a part of the API provided by the mgt t component. To declare that your component depends
on mgtt, add the following to your CMakeL.ists.txt:

’REQUIRES mgtt ‘

or

’PRIV_REQUIRES mgtt ‘

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -- MOTT configuration structure

&Ml mgqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MQTT connection URI. This API is usually used to overrides the URI configured in esp_mqtt_client_init.
S8
e client -- MQTT client handle
* uri --
& [n] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgrtt_client_handle_t client)
Starts MOTT client with already created client handle.
Z¥ client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mgtt_client_reconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
%4 client -- MOTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
%4 client -- MOTT client handle
iz [a] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.
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* Notes:
e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state

int esp_mgtt_client_subscribe_single (esp_mgqtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

 Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQOTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

B8
e client -- MOTT client handle
* topic -- topic filter to subscribe
* gos -- Max qos level of the subscription
R[] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

intesp_mgtt_client_subscribe_multiple (esp_mgqtt_client_handle_t client, const esp_mqtt_topic_t
*topic_list, int size)

Subscribe the client to a list of defined topics with defined qos.
Notes:

* Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(APl is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

SH
e client -- MQTT client handle
* topic_list -- List of topics to subscribe
* size -- size of topic_list
R [1] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)

Unsubscribe the client from defined topic.
Notes:

¢ Client must be connected to send unsubscribe message
* It is thread safe, please refer to esp_mgtt_client_subscribe_single for details

SH
e client -- MOTT client handle
* topic--
& In] message_id of the subscribe message on success -1 on failure

intesp_mgtt_client_publish (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain)
Client to send a publish message to the broker.
Notes:

» This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)
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* Client doesn’t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

* It is thread safe, please refer to esp_mgtt_client_subscribe for details

SH
e client -- MQTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
& [a] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure, -2 in case of full outbox.

int esp_mgtt_client_enqueue (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mgqtt_client_publish() which sends the pub-
lish message immediately in the user task’s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

SH
e client -- MQOTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
* store -- if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are en-
queued
R IH] message_id if queued successfully, -1 on failure, -2 in case of full outbox.

esp_err_t esp_mqtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.
Notes:
e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mqtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on "before_connect” event.
Notes:

¢ When calling this function make sure to have all the intendend configurations set, otherwise default values
are set.

BH
e client -- MQTT client handle
* config -- MQOTT configuration structure
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success
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esp_err_t esp_mqgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.

S8
e client -- MQTT client handle
* event -- event type
e event_handler -- handler callback
* event_handler_arg -- handlers context

jzn] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-

tion ESP_OK on success

esp_err_t esp_mgtt_client_unregister_event (esp_mgqtt_client_handle_t client, esp_mqtt_event _id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
S8
* client -- mqtt client handle
* event -- event ID
* event_handler -- handler to unregister
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ ARG on invalid event ID
ESP_OK on success
int esp_mgtt_client_get_outbox_size (esp_mgqtt_client_handle_t client)
Get outbox size.
%4 client -- MOTT client handle
1R [1] outbox size 0 on wrong initialization
esp_err_t esp_mqgtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mgqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
S8
* client -- MQTT client handle
* event -- MQTT event handle structure

&[] ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mgtt_error_codes

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t 1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component
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intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification

esp_mqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message
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int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mgqtt error handle including esp-tls errors as well as internal MQOTT errors

bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig

struct esp_mgtt_client_config t

MOTT client configuration structure

 Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_maqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_maqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgqtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct esp_maqtt_client_config_t::outbox_config_t outbox

Outbox configuration.

Espressif Systems 49 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

struct broker_t

Broker related configuration

Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration

struct esp_mqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker
struct address_t

Broker address

* uri have precedence over other fields
o If uri isn’t set at least hostname, transport and port should.

Public Members

const char *uri
Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’s identity isn’t verified. it’s recommended to set the options in this struct
for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.
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esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.
Client only attach the bundle, the clean up must be done by the user.

const char *certificate

Certificate data, default is NULL. It’s not copied nor freed by the client, user needs to clean up.

size_t certificate_len

Length of the buffer pointed to by certificate.

const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to cer-
tificate verification). PSK is enabled only if there are no other ways to verify broker. It’s not
copied nor freed by the client, user needs to clean up.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN.

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate
CN must match this name, If NULL, server certificate CN must match hostname. This is ignored
if skip_cert_common_name_check=true. It’s not copied nor freed by the client, user needs to
clean up.

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.

Public Members
int size
size of MQOTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.
Public Members

const char *username

MQTT username
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const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_mgqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key. It’s not copied nor freed by the client, user needs to clean up.

size_t certificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided. It’s not copied nor freed by the
client, user needs to clean up.

size_t key_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection
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void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices. It’s not copied nor freed by the client, user needs to clean up.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_ auto_reconnect=true to disable

esp_transport_handle_t transport

Custom transport handle to use. Warning: The transport should be valid during the client lifetime
and is destroyed when esp_mgqtt_client_destroy is called.

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

struct outbox_config_t

Client outbox configuration options.

Public Members

uint64_t 1imit

Size limit for the outbox in bytes.

struct session_t

MOQTT Session related configuration

Public Members

struct esp_mgqtt_client_config_t::session_t::last_will t last_will

Last will configuration
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bool disable_clean_session

MQOTT clean session, default clean_session is true

int keepalive

MOTT keepalive, default is 120 seconds When configuring this value, keep in mind that the client
attempts to communicate with the broker at half the interval that is actually set. This conservative
approach allows for more attempts before the broker’s timeout occurs

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’t disable keepalive feature, but uses a
default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MOQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msg isn’t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MQTT task priority
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int stack_size
MOTT task stack size

struct topic_t

Topic definition struct

Public Members

const char *£ilter

Topic filter to subscribe

int gos

Max QoS level of the subscription

Macros

MQOTT_ ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

esp_mgtt_client_subscribe (client_handle, topic_type, qos_or_size)

Convenience macro to select subscribe function to use.
Notes:

e Usage of esp_mgtt_client_subscribe_single is the same as previous
esp_mgqtt_client_subscribe, refer to it for details.

BH
* client_handle -- MOTT client handle
* topic_type -- Needs to be char* for single subscription or esp_mgtt_topic_t
for multiple topics
* gos_or_size -- It’s either a qos when subscribing to a single topic or the size of the
subscription array when subscribing to multiple topics.
& IH] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

Type Definitions

typedef struct esp_mgqtt_client *esp_mqgtt_client_handle_t

typedef enum esp_mqtt_event_id_t esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_t structure with

e client - MOTT client handle
* various other data depending on event type

typedef enum esp_mqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event
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typedef enum esp_mqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mqtt_protocol_ver_t esp_mqtt_protocol_ver_t

MQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mgtt_error_codes_t

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errmo | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mqtt_event_t

MQTT event configuration structure

typedef esp_mgqtt_event t *esp_mqtt_event_handle_t

typedef struct esp_mqtt_client_config_t esp_mqtt_client_config_t

MQTT client configuration structure

¢ Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

typedef struct topic_t esp_mqtt_topic_t

Topic definition struct

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MOTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

Espressif Systems 56 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

enumerator MOTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MOTT EVENT_DISCONNECTED

disconnected event

enumerator MOTT EVENT_SUBSCRIBED
subscribed event, additional context:
* msg_id message id
* error_handle error_type in case subscribing failed

* data pointer to broker response, check for errors.
* data_len length of the data for this event

enumerator MOTT_ EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id

enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA

data event, additional context:

* msg_id message id

* topic pointer to the received topic

* topic_len length of the topic

* data pointer to the received data

« data_len length of the data for this event

¢ current_data_offset offset of the current data for this event

* total_data_len total length of the data received

* retain retain flag of the message

* qos QoS level of the message

¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==
¢ Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

Values:
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enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MOQTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_ REJECTED

MOQOTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MOTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MOQOTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t
MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MOTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MOTTS

enumerator MOTT TRANSPORT_OVER_WS
MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MQTT over Websocket Secure, using scheme: wss
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enum esp_mqgtt_protocol_ver_t

MOQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED
enumerator MOTT PROTOCOL_V_3_1
enumerator MQTT PROTOCOL_V_3_1_1

enumerator MOQTT PROTOCOL_V_5

2.24 ESP-TLS

Heid

ESP-TLS 414t faifk APTHZ 10, T M TLS Zhag, SCkpan CA AUEERIE. SNI. ALPN $RgAIE
PHEEE AR WL 5, AR E TSR 45 1A esp_tls_cfg_t TH5aE. BLEEME, (HPAT API
AT TLS 15 :

e esp_tls_init (): 44k TLS EE/AH

e esp_tls_conn_new_sync(): JFEHIHEZES TLS iE#E.

e esp_tls_conn_new_async(): FEHHIEHE2ER TLS 8z,

e esp_tls_conn_read(): EUTLS 22 _ErIN AEIRE.,

e esp_tls_conn_write(): YN ABIEG A TLS &4,

e esp_tls_conn_destroy(): FEHIERE,

AEAT R Z MY, fn HTTPL, HTTP2 45, ¥ynliff il ESP-TLS 4482 152 .

W2 7 il

i ] ESP-TLS #3722 B3 %420 HTTPS faj B R, %217 protocols/https_request.

ESP-TLS 41 pE4

I— esp_tls.c

— esp_tls.h

— esp_tls_mbedtls.c

I— esp_tls_wolfssl.c

— private_include
}— esp_tls_mbedtls.h
L esp_tls_wolfssl.h

ESP-TLS 2H {4 SC 4 esp-tls/esp_tls.h A3 £ 1% 2H A4 1) 22 3 APT Sk SCfF. #E ESP-TLS A {4 NHB, S 788l
LAY, 2] MbedTLS F1 WoIfSSL 4~ SSL/TLS JE i) Horp — AT 2 e ik @dar, 5
MbedTLS #H % i) API 17U fE esp-tls/private_include/esp_tls_mbedtls.h, i 5 WolfSSL #H 3¢ \] API £ {E
esp-tls/private_include/esp_tls_wolfssl.h,
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TLS JIRk 55 &3 ik

ESP-TLS {E% i (i 1 2 Mk TLS AR5 4RI, Angubxey siflie 55 # R 55 # kA5 . sl Fiidt ==
WSS A% . VA Eesp_t1s_cfg_t SR TR A ML — 2B 58 i TLS JRS5H gk, AR
ek, % PURERATE TLS JEERIEI, 2R 4R,

« cacert_buf fil cacert_bytes: PAZZErf XM ER Mlesp_tls_cfg t ZEMIRIEAE CA JEf,
ESP-TLS it f Zoh X i) CA IEBREMR S48 K, Aiffesp_tls_cfg t &5kfk
LD PR

- cacert_buf - $§%F, 18IS CAIEHMZHIX,
- cacert_bytes - CAIEH K/ (PAFATHHAL) o

» use_global_ca_store: global_ca_store W —R MM #I MG K& E, Tk
ESP-TLS 4R 554y, R BEAEX LRSS HWesp_tls_cfg t gtk
B use_global_ca_store = true., H X¥IEHAIHE global_ca_store HA[H
APL, 52 [ 3CKI APL 2%,

* crt_bundle_attach: ESP x509 yiE{if3 APL$it T (H5ER ik S5 a3, RITE—4A
FESCHY x509 ARUEAS, T TLS iRg5aediik, R 1E S RESP x509 2 4 €,

o psk_hint_key: % {if | 1 It 52 %5 £ 06 IE IR 45 4%, 44 2L #E ESP-TLS menuconfig H J&
F CONFIG_ESP_TLS_PSK_VERIFICATION , $R)5 M &5tk esp_t1s_cfg t Fftdgm PSK
igﬁ%ﬂ%‘@% RS . A AR KRS AUk ) HAb eI, ESP-TLS F#{H PSK 35 kAl

Ao

o Wik 55 AR N UE: Rk W N %4, AR K . 7E ESP-TLS menuconfig H1 5
F CONFIG_ESP_TLS_INSECURE FICONFIG_ESP_TLS_SKIP_SERVER_CERT _VERIFY W] 5 H
ZIEI, MEF, AAKFEesp_tls_clg_t S5FMARIERR MR S AR IR UELELT, ESP-TLS Ff
ERIAB I AR 55 25 Bk

Bt B WEIIR 55 S UE I A ARV KR, Rl Id APL 5 ca_store S5 HAAL
St ss Al , T RE S-S Ot B O I MR S5 A 5L TLS 4%

ESP-TLS JJit 55 %3 UE - 1526 £ Il

i ] MbedTLS HpiUER ), ESP-TLS ZH1: 52 R B R 55 #v ik Bk Beml M i k. Buish, TEAR 552848 511
AT B IR 25 2R 45, 1 a1 m] BRIV P & 3% [ Client Hello™ J1 L FR 46 TLS §7 & (ALPN,
SPI &%) , I ET UL BEREAL M R 55 #RE A% Fiim. SR UL TI6E, 157 ESP-TLS menuconfig H1)5
P CONFIG_ESP_TLS_SERVER_CERT_SELECT_HOOK .

LA R e L it R esp_t1s_cfg t HRCE, BAWT:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{

/* LR R AT B R A/

return O;

}

esp_tls_cfg_t cfg = {
cert_select_cb = cert_section_callback,

bi

JiE)2 SSL/TLS Pk

ESP-TLS £l {37 # A MbedTLS 1 WolfSSL £} H i )2 SSL/TLS &, BRiAAXf# ] MbedTLS, WolfSSL [
SSL/TLS J# A[¥E https:/github.com/espressif/esp-wolfssl [/ATFEEL, % QR HLAE — JEH1#% 01 WolfSSL 41
P, FEREE T — SR G B T AR ¢ APL, A SEVF IR A AT, 1S PR README . md 3L
o TFICNE TAE LA T WolfSSL g AR A .
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il BTG T ESP-TLS NER, PRI A 2 8 ok TAR Y ESP-TLS RE .

1+ ESP-IDF fii | WolfSSL

FAE TR 1 WolfSSL, wRIA R Pifh 7 3
D AT =474, Wolf SSL /4L Bk dvm 1) Tz
(B%M cd #4#NTHEEX)

mkdir components
cd components
git clone https://github.com/espressif/esp-wolfssl.git

2) A5 WolfSSL Vi M PHAS I & TAE
o AR fir4 T~ 8 WolfSSL:

git clone https://github.com/espressif/esp-wolfssl.git ‘

o %18 wolfssl/examples 7R, 7E THEHY CMakeLists.txt C{FH % E EXTRA_COMPONENT_DIRS,
MM F#E ESP-IDF 143 £ ESP-WoIfSSL, 151 S #)12 4 4 PRy Tk ag i B L= /T,

SEM ARG, AT PATE TARMC B35 B AR Wolf SSL /R4 JiK /2 SSL/TLS J, HRZBRANT:

idf.py menuconfig > ESP-TLS > SSL/TLS Library > Mbedtls/Wolfssl

MbedTLS £ WolfSSL %} Lt

N FRAZTEE A WoIfSSL 1 MbedTLS Wi Fl SSL/TLS g, -4 i A Al 5¢ ic B % B 0 BOIAE RS, 1217 R
1R 55 2% B 4 B IE 1) protocols/https_request 775 9 i) HL ¢ 45 5. %§ T+ MbedTLS, IN_CONTENT . fi 1
OUT_CONTENT - J#/43 3% Bk 16384 21571 4096 F45 .

B WoIfSSL MbedTLS
S T REHE A [A] ~19KB ~37KB
AT 55 A48 ~22KB ~3.6KB
RSO RN ~ 858 KB ~736 KB

Frilis AABCEE AN R SO N PR RA R ], A2 B (E T B S _E R

TLS m# £

ESP-TLS SCRAER il N i B B MF513%, TLS S IR T 10 IR 55 A3 I SRR 1 s i
PEEE, AR DAY B KBRS B0, HAE N TAEAT TLS PhislRmcE . WR a5 & ScRo R
WAL TEME, W TLS SN, RZERRI.

R P, fFesp_tls_cfg_ t EfRiXE ciphersuites_list HIEERUNT :

/X EHF RSB 0 LR, FEHAEN TLS EEHE, WEBEHN AT AR EAF K
%*/
static const int ciphersuites_list[] = {MBEDTLS_TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
<»SHA384, MBEDTLS_TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 0};
esp_tls_cfg_t cfg = {

.ciphersuites_list = ciphersuites_list,

bi
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ESP-TLS N R ciphersuites_list S5 T ST G v F
Mesp_tls_get_ciphersuites_list () RHL TLS ¥l i X Fe M= £ 45 %, H K& &
BN RS R IS B =

ik HINAEOUE MbedTLS Pl A 2L

API %

Header File

¢ components/esp-tls/esp_tls.h
¢ This header file can be included with:

’#include "esp_tls.h"

 This header file is a part of the API provided by the esp—t 1s component. To declare that your component
depends on esp-t1s, add the following to your CMakeLists.txt:

’REQUIRES esp-tls ‘

or

’ PRIV_REQUIRES esp-tls ‘

Functions
esp_tls_t *esp_tls_init (void)

Create TLS connection.
This function allocates and initializes esp-tls structure handle.

& a] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)

Create a new blocking TLS/SSL connection with a given "HTTP” url.

Note:  This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

S8

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg t’. At a minimum,
this structure should be zero-initialized.

1R[] pointer to esp_tls_t, or NULL if connection couldn’t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.

This function establishes a TLS/SSL connection with the specified host in blocking manner.

e

* hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

e port -- [in] Port number of the host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg t. At a minimum, this
structure should be zero-initialized.

* t1s -- [in] Pointer to esp-tls as esp-tls handle.

B m
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e -1 If connection establishment fails.
¢ 1 If connection establishment is successful.
* O If connection state is in progress.

intesp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’s url.

ZH

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

* t1s -- [in] Pointer to esp-tls as esp-tls handle.

B

e -1 If connection establishment fails.

e 1 If connection establishment is successful.

* O If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’t wait for the connection to get established.

ZH

* hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

e port -- [in] Port number of the host.

e cfg -- [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure

should be set to be true.

* tls -- [in] pointer to esp-tls as esp-tls handle.
PEA ]

e -1 If connection establishment fails.

* O If connection establishment is in progress.

¢ 1 If connection establishment is successful.

int esp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new non-blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’s url.

SH

e url -- [in] url of host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t.

* t1s -- [in] pointer to esp-tls as esp-tls handle.
B

e -1 If connection establishment fails.

* 0 If connection establishment is in progress.

1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)
Write from buffer ’data’ into specified tls connection.
S8
* tls -- [in] pointer to esp-tls as esp-tls handle.

¢ data -- [in] Buffer from which data will be written.
* datalen -- [in] Length of data buffer.

* >=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.
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* <0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

» ESP_TLS_ERR_SSL._ WANT_READ/ ESP_TLS_ERR_SSL._ WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)
Read from specified tls connection into the buffer data’.
BH
* tls -- [in] pointer to esp-tls as esp-tls handle.
e data -- [in] Buffer to hold read data.
* datalen -- [in] Length of data buffer.
Bl
» >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.
* 0 if read operation was not successful. The underlying connection was closed.
* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.
int esp_tls_conn_destroy (esp_tls_t *tls)
Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%% tls -- [in] pointer to esp-tls as esp-tls handle.
&[] - 0 on success
* -1 if socket error or an invalid argument
ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)

Return the number of application data bytes remaining to be read from the current record.
This API is a wrapper over mbedtls’s mbedtls_ssl_get_bytes_avail() API.

%4 t1s -- [in] pointer to esp-tls as esp-tls handle.
Bl
* -1 in case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)
Returns the connection socket file descriptor from esp_tls session.
S8
* tl1s -- [in] handle to esp_tls context
* sockfd -- [out] int pointer to sockfd value.
&[] - ESP_OK on success and value of sockfd will be updated with socket file descriptor for
connection
* ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)
esp_err_t esp_tls_set_conn_sock£fd (esp_tls_t *tls, int sockfd)
Sets the connection socket file descriptor for the esp_tls session.
S8
* t1s -- [in] handle to esp_tls context
* sock£d -- [in] sockfd value to set.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd < 0)
esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)

Gets the connection state for the esp_tls session.

SH
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* tls -- [in] handle to esp_tls context
* conn_state -- [out] pointer to the connection state value.
& Ia] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)

esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)
Sets the connection state for the esp_tls session.
S
* tls -- [in] handle to esp_tls context
e conn_state -- [in] connection state value to set.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)

void *esp_tls_get_ssl_context (esp_tls_t *tls)
Returns the ssl context.
%4 tls -- [in] handle to esp_tls context

jR[A] - ssl_ctx pointer to ssl context of underlying TLS layer on success
* NULL in case of error

esp_err_tesp_tls_init_global_ca_store (void)

Create a global CA store, initially empty.

This function should be called if the application wants to use the same CA store for multiple connections. This
function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().
Bl
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

BH
* cacert_pem_buf -- [in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes -- [in] Length of the buffer.

B
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
void esp_tls_free_global_ca_store (void)
Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedstls related error codes. The error information is cleared internally
upon return.

ZH
* h -- [in] esp-tls error handle.
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* esp_t1ls_code -- [out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code

* esp_tls_flags -- [out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

B

* ESP_ERR_INVALID_STATE if invalid parameters

e ESP_OK (0) if no error occurred

* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)
Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

SH
* h -- [in] esp-tls error handle.
* err_type -- [in] specific error type
* error_code -- [out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
S8

* t1s -- [in] handle to esp_tls context
* error_handle -- [out] pointer to the error handle.
Bl
* ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)

mbedtls_x509_crt *esp_t1ls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

$511:: Modifying the pointer might cause a failure in verifying the certificates.

Bl
* Pointer to the global CA store currently being used if successful.
e NULL if there is no global CA store set.

const int *esp_tls_get_ciphersuites_list (void)
Get supported TLS ciphersuites list.

See https://www.iana.org/assignments/tls- parameters/tls- parameters.xhtml#tls- parameters-4 for the list of ci-
phersuites

1R [0] Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites.

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)
Creates a plain TCP connection, returning a valid socket fd on success or an error handle.
SH

* host -- [in] Hostname of the host.
* hostlen -- [in] Length of hostname.
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e port -- [in] Port number of the host.
* cfg -- [in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle -- [out] ESP-TLS error handle holding potential errors occurred during
connection
* sockfd -- [out] Socket descriptor if successfully connected on TCP layer
&[] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS
based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

£511: Note about format of certificates:

« This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).
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* Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };

e where 'h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-support
This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey_pem_buf

Client key legacy name
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unsigned int clientkey_bytes
Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_bytes

Size of client key legacy name

const unsigned char *clientkey_ password

Client key decryption password string

unsigned int clientkey_password_len

String length of the password pointed to by clientkey_password

bool use_ecdsa_peripheral

Use the ECDSA peripheral for the private key operations

uint8_t ecdsa_key_efuse_blk
The efuse block where the ECDSA key is stored

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig
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void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

const int *ciphersuites_list

Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites. Please check the list validity
by esp_tls_get_ciphersuites_list() API

esp_tls_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

Type Definitions

typedef enum esp_tls_conn_state esp_tls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct tls_keep_alive_cfg t1s_keep_alive_cfg_t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_family_ t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

#51: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

 Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.
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typedef struct esp_tls esp_tls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

enum esp_tls_proto_ver_t

Values:

enumerator ESP_TLS_VER_ANY

enumerator ESP_TLS_VER_TLS_1_2

enumerator ESP_TLS_VER_TLS_1_3

enumerator ESP_TLS_VER_TLS_MAX
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Header File

e components/esp-tls/esp_tls_errors.h
¢ This header file can be included with:

’#include "esp_tls_errors.h" ‘

* This header file is a part of the API provided by the esp—t 1s component. To declare that your component
depends on esp-t1s, add the following to your CMakeLists.txt:

’REQUIRES esp-tls ‘

or

’PRIV_REQUIRES esp-tls ‘

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.

Public Members

esp_err_t last_error

error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

intesp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED

failed to set/get socket option
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ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_ CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error
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ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_ VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSI_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM

System error —errno
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enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type —esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_ FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX

Last err type —invalid entry

2.2.5 ESP HTTP % )13

esp_http_client @t 7 —4 API, I TA\ ESP-IDF [ I8 b At HTTP/S 453K, FLARH i I 20 3%
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e esp_http_client_config_ t FLEA)E HTTP & Frmigfn. ek Bon s — A we)i .
7 PR 2 CS BV ECE R, I ERIA(E .

o HkVHHesp_http_client_perform(), PfT esp_http_client WA #AE, ®WIEITIF
R WA KPIERE (NFFE) |, R Y HE 55 52 TP 28 1% AT 45 . T #H 29 S50
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w2 N RAF P ERE http_rest_with_url fl http_rest_with_hostname_path. R,
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HTTPS ik

ESP HTTP % ' g & ¥ {# | mbedTLS [ SSL % 32, FE ¥ url B B N DL https
JF 3k, = ¥ transport_type ¥ B N HTTP_TRANSPORT_OVER_SSL., A DA &
it CONFIG_ESP_HTTP_CLIENT_ENABLE_HTTPS kit & HTTPS %+ (BRAEH).
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e =4 NWNIE

e esp_http_client_init (): fg— HTTP & igh)Hs.

e esp_http_client_set_* i esp_http_client_delete_*: 1&g HTTP ESEL (v[ik).

e esp_http_client_open(): flwrite_len (ZSECHNFEEE ARG EHPINELKE) fTH HTTP
R, W write_len=0 jH R,

e esp_http_client_write(): [RGB ALE, ;KK E Nesp_http_client_open() IR
Bhi) write_lenfH; BiE write_len=0 JoEEVHEHILEREL.
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e esp_http_client_read(): 3B HTTP Ji.

e esp_http_client_close(): X i%E#E,

e esp_http_client_cleanup (): FBEABLHETE .

W TS, ESE N HRFIPA KA http_perform_as_stream_reader,
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esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

o BT AL

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

ERLZ i

ESP HTTP % ' i 3¢ Ff 3 {4 4 3, & 4 M % 5 4 ob < fil & 1 0 5 4 4 38 =% 7.
esp_http_client_event_id_t WAL T IrA i ] ESP HTTP % F i $h4T HTTP % 3K B n] B & 4
SHE LN

Wilesp http_client_config t::event_handler ¥¢E PIVHEREENE] B B4 I GE .

ESP HTTP % ) 55 Wi B

ZWHE ST ATS B PR T iR IR 7 8. 7 ESP HTTP % i 1, m] AT AL 3 #8570 2 i
ﬁl.ﬁﬁrﬂéfﬁh//%ﬂnuoﬁt%ﬁﬁéﬁi‘ﬂﬂg? ESP Insights fE42 T?TI: LS B2 W E B AR, BRAEAS
{46 ESP Insights HEZE | 0] PASKBGZ W5 & . AL PEARE P it esp_event_handler register ()
@iﬂl‘&ﬂﬁﬂ%ﬁﬁﬂq%

FHFIRF AR HTTP 2 i F PR BURBR SR o -

e HTTP_EVENT_ERROR : esp_http_client_handle_t

e HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA : esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t

e HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

FE & ¥ B Uk RB|HTTP_EVENT DISCONNECTED Z ®i, 5 ZF 4 ¥ # — E £ i 3
Hesp_http_client_handle_t ¥FIRARF . XMW EEZN T XK o AR B E F im i #%,
TERTHMBR, FAT R RES S % i ek A0 A8 A i Az

API %

Header File

* components/esp_http_client/include/esp_http_client.h
¢ This header file can be included with:

’#include "esp_http_client.h" ‘

* This header file is a part of the API provided by the esp_http_client component. To declare that your
component depends on esp_http_client, add the following to your CMakeLists.txt:

’REQUIRES esp_http_client ‘

or
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PRIV_REQUIRES esp_http_client

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%4 config -- [in] The configurations, see http_client_config_t
PEA ]
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client_perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() APL
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to reuse the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have to use esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

5 :  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%%, client -- The esp_http_client handle
|

e ESP_OK on successful

e ESP_FAIL on error

esp_err_t esp_http_client_cancel_request (esp_http_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.

%L client -- The esp_http_client handle
Bl

¢ ESP_OK on successful

e ESP_FAIL on error

* ESP_ERR_INVALID_ARG

e ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_htip_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.
S8

* client -- [in] The esp_http_client handle
e url -- [in] The url
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gml
- ESP_OK
« ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S8
* client -- [in] The esp_http_client handle
* data -- [in] post data pointer
* len -- [in] post length
B
* ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)

Get current post field information.

BH

e client -- [in] The client

* data -- [out] Point to post data pointer
& ] Size of post data

esp_err_t esp_http_client_set_header (esp_htp_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

ZH
* client -- [in] The esp_http_client handle
* key -- [in] The header key
e value -- [in] The header value
PEA ]
« ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)
Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

ZH
e client -- [in] The esp_http_client handle
* key -- [in] The header key
¢ value -- [out] The header value
P
e« ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

S
* client -- [in] The esp_http_client handle
* value -- [out] The username value

R M

ESP_OK
ESP_ERR_INVALID_ARG
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esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

ZH
* client -- [in] The esp_http_client handle
* username -- [in] The username value
P[]
« ESP_OK
¢ ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_http_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

2H
* client -- [in] The esp_http_client handle
* value -- [out] The password value
Bl
« ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

ZH
* client -- [in] The esp_http_client handle
» password -- [in] The password value
PEA ]
 ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

BH

* client -- [in] The esp_http_client handle

* auth_type -- [in] The esp_http_client auth type
B m

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_user_data (esp_http_client_handle_t client, void **data)

Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.

S

* client -- [in] The esp_http_client handle

* data -- [out] A pointer to the pointer that will be set to user_data.
B

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)
Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’s behalf.
BH
* client -- [in] The esp_http_client handle
* data -- [in] The pointer to the user data
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R M
* ESP_OK
* ESP_ERR_INVALID_ARG

int esp_http_client_get_errno (esp_hittp_client_handle_t client)

Get HTTP client session errno.

%% client -- [in] The esp_http_client handle
P

e (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_http_client_handle_t client, esp_http_client_method_t
method)

Set http request method.
* client -- [in] The esp_http_client handle
e method -- [in] The method
B
e ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)

Set http request timeout.

2H
* client -- [in] The esp_http_client handle
* timeout_ms -- [in] The timeout value
PE ]
« ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_http_client_handle_t client, const char *key)
Delete http request header.

ZH
* client -- [in] The esp_http_client handle

* key -- [in] The key
Bzl

« ESP_OK

* ESP_FAIL

esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)

This function will be open the connection, write all header strings and return.

ZH

* client -- [in] The esp_http_client handle

* write_len -- [in] HTTP Content length need to write to the server
PEA ]

 ESP_OK

» ESP_FAIL

int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()

B8
* client -- [in] The esp_http_client handle
* buffer -- The buffer
* len -- [in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
B

e (-1) if any errors
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* Length of data written

int64_t esp_http_client_fetch_headers (esp_http_client_handle_t client)
This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.
%4 client -- [in] The esp_http_client handle
B
* (0) if stream doesn’t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
* (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header
bool esp_http_client_is_chunked_response (esp_http_client_handle_t client)
Check response data is chunked.
%%, client -- [in] The esp_http_client handle
&I\ true or false
int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

$51:: (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

S8
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The length
B
* (-1) if any errors
* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform
%% client -- [in] The esp_http_client handle
&[] Status code
int64_t esp_http_client_get_content_length (esp_htp_client_handle_t client)
Get http response content length (from header Content-Length) the valid value if this function invoke after

esp_http_client_perform

%4 client -- [in] The esp_http_client handle
B

¢ (-1) Chunked transfer

* Content-Length value as bytes

esp_err_t esp_http_client_close (esp_http_client_handle_t client)

Close http connection, still kept all http request resources.

%% client -- [in] The esp_http_client handle
S]]

¢ ESP_ OK

« ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_htip_client_handle_t client)

This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’t call this function if you
intend to transfer more files, re-using handles is a key to good performance with esp_http_client.
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%% client -- [in] The esp_http_client handle
Sy (]|

¢ ESP_ OK

« ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_hittp_client_handle_t client)
Get transport type.

%% client -- [in] The esp_http_client handle
izl

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)

Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user control over the redirection event.

%% client -- [in] The esp_http_client handle
Bl

 ESP_OK

* ESP_FAIL

esp_err_t esp_http_client_reset_redirect_counter (esp_hitp_client_handle_t client)

Reset the redirection counter. This is useful to reset redirect counter in cases where the same handle is used
for multiple requests.

%4 client -- [in] The esp_http_client handle
P[]

e ESP_OK

e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_auth_data (esp_http_client_handle_t client, const char *auth_data, int
len)

On receiving a custom authentication header, this API can be invoked to set the authentication information
from the header. This API can be called from the event handler.

S
* client -- [in] The esp_http_client handle
e auth_data -- [in] The authentication data received in the header
e len -- [in] length of auth_data.
Rl
 ESP_ERR_INVALID_ARG
 ESP_OK

void esp_http_client_add_auth (esp_http_client_handle_t client)

On receiving HTTP Status code 401, this API can be invoked to add authorization information.

£41:: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this API.

%% client -- [in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)
Checks if entire data in the response has been read without any error.

%4 client -- [in] The esp_http_client handle
B
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e true
» false

int esp_http_client_read_response (esp_htip_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

SH
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The buffer length
PEA ]
* Length of data was read

esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)

Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferable to esp_http_client_read_response in situations where the content of the response may
be ignored.

SH
* client -- [in] The esp_http_client handle
* len -- Length of data discarded
Rl
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
e ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_http_client_handle_t client, char *url, const int len)
Get URL from client.

ZH
* client -- [in] The esp_http_client handle
e url -- [inout] The buffer to store URL
* len -- [in] The buffer length
Bzl
« ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_htp_client_handle_t client, int *len)
Get Chunk-Length from client.

ZH

* client -- [in] The esp_http_client handle

* len -- [out] Variable to store length
PEA ]

* ESP_OK If successful, len will have length of current chunk
ESP_FAIL If the server is not a chunked server
ESP_ERR_INVALID_ ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event
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esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

int data_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members

esp_http_client_handle_t client
Client handle

intb4_t data_process

Total data processed

struct esp_http_client_redirect_event_data
Argument structure for HTTP_EVENT_REDIRECT event.

Public Members

esp_http_client_handle_t client
Client handle

int status_code

Status Code

struct esp_http_client_config_t
HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any
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const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Hittp authentication type, see esp_http_client_auth type_ t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be O for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_t client_cert_len

Length of the buffer pointed to by client_cert_pem. May be O for null-terminated pem

const char *client_key_ pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be 0 for null-terminated pem

const char *client_key_ password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_ password

esp_http_client_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)
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const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect
Disable HTTP automatic redirects

intmax_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event_handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig
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bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

Macros

DEFAULT_HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

Espressif Systems 88 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_EVENT_HEADER_SENT

This header has been kept for backward compatibility and will be deprecated in future versions esp-idf

enumerator HTTP_ EVENT_ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_ EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:
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enumerator HTTP_ TRANSPORT _UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_ OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_proto_ver_t

Values:

enumerator ESP_HTTP_CLIENT_TLS_VER_ANY

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_2

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_3

enumerator ESP_HTTP_CLIENT TLS_VER_MAX

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_ METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method
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enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_ METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_ METHOD_COPY
HTTP COPY Method

enumerator HTTP_ METHOD_MOVE
HTTP MOVE Method

enumerator HTTP_METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPF IND
HTTP PROPFIND Method

enumerator HTTP_METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_AUTH_TYPE_DIGEST
HTTP Digest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

Espressif Systems 91 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

enumerator HttpStatus_MultipleChoices
enumerator HttpStatus_MovedPermanently
enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect
enumerator HttpStatus_PermanentRedirect
enumerator HttpStatus_BadRequest
enumerator HttpStatus_Unauthorized
enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP AHufssiil

HEik

il 1t ESP-IDF f#) ESP A< #b 455741 (esp_local_ctrl) Z1{4:, A]{#i ff HTTPS & BLE /X #5 ESP ¥ 4%, i@t —

RO AT ECE AR, A AR VEURN Y AR E S B S Rt

it BLE &4t w111k esp_local_ctrl [ #2401 F :

}I

.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,

}I

.handlers = {

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {
.device_name = SERVICE_NAME,
.service_uuid = {
/* LSB <———————————————————————————————————

0x21, O0xd5, 0x3b, 0x8d, Oxbd, 0x75,
Oxb4, 0x42, Oxeb, 0x31, 0x4a, Oxle,

(P oUgkzh)
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[

/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL

}I

/* Maximum number of properties that may be set */

.max_properties = 10

i

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&config));

, X HTTP {44

/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT() ;

/* Load server certificate */

extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");

extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;

https_conf.servercert = servercert_start;

https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end[] asm("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;

https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
}V
.handlers = {
/* User defined handler functions */

.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,

.usr_ctx_free_fn = NULL

b

/* Maximum number of properties that may be set */
.max_properties = 10
i

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&config));

PRAT AR DA e300 15 B ESP A b2 il 1) 1 i e 4 -
1. PROTOCOM_SEC2: 52 il il T SRP6a [y 3 P XL A1 E+ AES-GCM 11 31| S il 30—k
15 PAKE P30 (Bl SRP6a) ${Ht T3 KA 2 A PR, 2 fe s Wl 33T
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2. PROTOCOM_SEC1: 5% fETF Curve25519 FUZ4H A e fI T AES-CTR [t umhn 2%,

PROTOCOM_SECO: $§EPAIASC (JoZe4tk:) ﬁﬁsdﬁéé@%

4. PROTOCOM_SEC_CUSTOM: H & ¥ % 4 75 K. &, fF H X — % W 5f, o 20 4 4t
protocomm_security_t * ZEAIf custom_handleo

et

i N E’Jitéﬁ%%l_piﬁ HECESZH R . BTN, #5255 Protocol Communication H 5T 3
F protocomm % 4= fiUAR FY LS

G5t sy P

JEH esp_local_ctrl 5, W] DUCHHZSINEM: . B EELAEA MWL FR name (PR ), BFEAE
A type (ﬁﬂﬁtﬁﬁ)‘ ﬁlﬂ flags (fif) Ak size,

ARA R PR R BT (B0, PP ), W size (ERERAGE 00 X4 [ KB R IEH
MBS, e, 2 i BUSE, A size FPRIBLANIEMAV(EL, A )T esp_local_ctrl XFECEIHI A
RIS HEAT A

type fll £lags FEAS LR T BARR N AR, BT DU . (i, H 2, nAM#EH type
FonJEME, M flags 8 BIHEMRHE.

BN, PAR @ A R R A B R AR ST TYPE_TIMESTAMP #l READONLY Seii B ik
i) type #ll flags FEL:

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

HON, WORBIHFIEBCE T ctx FBL, 4510 HE XY func_get_time (), HITAERIER get/set AL
FEFF AR 2RI ) 3L

PANH get_prop_values () ABREEFI—/nGl, I TR 2RI ()4
static esp_err_t get_property_values (size_t props_count,

const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_

—values,
void *usr_ctx)

{

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value. This 1is.
—essential because the value has to be valid even after this function.
—returns. Alternative is to use dynamic allocation and set the free_fn.

—field */
static int32_t ts = func_get_time();
prop_values[i] .data = &ts;
}
(FITgk%s)
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(£ 50

}
return ESP_OK;

}

PAT N set_prop_values () WA — A7 Bil, RIS B2 A0 Hsm PR i 5 A1

static esp_err_t set_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t..

—*prop_values,
void *usr_ctx)
{
for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i].name);
return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values[i].size, ESP_LOG_INFO) ;
I3

}
return ESP_OK;

}

SERRNBIE 2 I, protocols/esp_local_ctrl,

5

R P S R, 5e, SRR AR B S 1 £ EE ST protocomm £, AR JE Kk I IR
esp_local_ctrl [IZ 55 REf% AP protobuf {515, esp_local_ctrl i 55 £ S EAL Rk, I %Ml
MM FRFEFY (set/get) . $4, MAREASALPRAR 726 BRI Wi WY £ 9 R T AL Bl — 2% protobuf {5 8 H, &%
F i o

PA RS2 esp_local_ctrl JI} %5 GEf% AL P Y 45l protobuf {5 B,

1. get_prop_count : iR [ IR 55 SCRp @ LB AL

2. get_prop_values: #EZ—PRGIHUH, HRMXLRGIFI A EIERGE (AR, KB, f77E)
FEPEAE -

3. set_prop_values: #2—RTIEEHM— B ELE, HTRERTIN NV AEIEE.

HE, fEZ T, NIRRT TEEHE, tal AR HI, &m0 ME— g 4 Frek iR
AlEtE. FRRCESIHT IR, &Y E eI get _prop_count, RSN get_prop_values,
NITA SRS R G| B A AR . h—AURTER] set_prop_values W, WAZ5EH BRI FF
e kG L) e U P SN i | il B S S v TS T N - b i VSN HIE R PA TS T

T T esp_local_ctrl iz 552 LR & Ff protocomm i i :
% 1: ESP A< 58 il AR 45 F AL i it o5

mm &R | URI (HTTPS R % & + | fik
(BLE + | mDNS)
GATT AR
%38
esp_local_ctrlivirsitgamdns- W& A 458
hostname>.local/esp_local_ctrlersion
esp_local_ctrliitipstiétmdns- KL E NI HE R
hostmame>.local/esp_local_ctrl/dontrol
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API 5%

Header File

» components/esp_local_ctrl/include/esp_local_ctrl.h
¢ This header file can be included with:

’#include "esp_local_ctrl.h" ‘

* This header file is a part of the API provided by the esp_local_ctrl component. To declare that your
component depends on esp_local_ctrl, add the following to your CMakeLists.txt:

’REQUIRES esp_local_ctrl ‘

or

’PRIV_REQUIRES esp_local_ctrl ‘

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)
Start local control service.
%%; config -- [in] Pointer to configuration structure
B
* ESP_OK : Success
 ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)

Stop local control service.
esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%%L prop -- [in] Property description structure
Bl
¢ ESP_OK : Success
 ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%4 name -- [in] Name of the property to remove
B

¢ ESP_OK : Success

e ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)

Get property description structure by name.

This API may be used to get a property’s context structure esp_local_ctrl_prop_t when its name is
known

%% name -- [in] Name of the property to find
PEA ]
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* Pointer to property
* NULL if not found

esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)

Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

£41:: In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structuresetinesp_local_ctrl_config_t,and passed
toesp_local_ctrl_start ().

¥
* ep_name -- [in] Name of the endpoint
* handler -- [in] Endpoint handler function
e user_ctx -- [in] User data
izl
* ESP_OK : Success
e ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h for available configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

Espressif Systems 97 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
* if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property

uint32_t £lags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)
Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.
struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_ £n)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.
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£411:: If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure

Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
* All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

i If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
e ESP_ERR_INVALID_ARG : InvalidArgument
e ESP_ERR_INVALID_STATE : InvalidProto
* All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)
Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when

esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members
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esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.

const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security 0 This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.
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typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t
Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.

typedef struct protocomm_ble_config esp_local_ctrl_transport_config _ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config_httpd t
Configuration for transport mode HTTPD.

This is a forward declaration for ht t pd_ssl_config_t (for HTTPS) or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_ params_t

typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO

enumerator PROTOCOM_SEC1

enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC__CUSTOM
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W2 7 Bl

PAF R 1 ESP32-C2 SDIO HLANfT-5 MHLEARE(S . Herp FHLEEH T ESSL SDIO:

peripherals/sdio

W5 7 AEVE, 2% README.md H#7R 6.

API %

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h

Functions

esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

S

B

handle -- Handle of an ESSL device.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK: If success

ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

Other value returned from lower layer init.

esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

S

B

handle -- Handle of an ESSL device.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK: If success
ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_size.

ZH

R

handle -- Handle of a ESSL device.
out_tx_num -- Output of buffer num that host can send data to ESSL slave.
wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9

ESP_OK: Success
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send

S

B

handle -- Handle of an ESSL device.
out_rx_size -- Output of data size to read from slave, in bytes
wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9

ESP_OK: Success
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
One of the error codes from SDMMC/SPI host controller
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esp_err_t essl_reset_cnt (essl_handle_t handle)

Reset the counters of this component. Usually you don’t need to do this unless you know the slave is reset.

%% handle -- Handle of an ESSL device.

PEA ]
¢ ESP_OK: Success
e ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.

esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)

Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size
(configured during initialization).

¥
¢ handle -- Handle of an ESSL device.
* start -- Start address of the packet to send
* length -- Length of data to send, if the packet is over-size, the it will be divided into
blocks and hold into different buffers automatically.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

e ESP_OK Success

* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not
valid.

e ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.

* ESP_ERR_NOT_FOUND: Slave is not ready for receiving.

e ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller.

esp_err_t ess1l_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t
wait_ms)

Get a packet from ESSL slave.

2H
e handle -- Handle of an ESSL device.
* out_data -- [out] Data output address
* size -- The size of the output buffer, if the buffer is smaller than the size of data to
receive from slave, the driver returns ESP_ERR_NOT_FINISHED
* out_length -- [out] Output of length the data actually received from slave.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bl
e ESP_OK Success: All the data has been read from the slave.
* ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other
arguments are invalid.
* ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.
* ESP_ERR_NOT_FOUND: Slave is not ready to send data.
» ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
¢ One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_reg (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t
wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

f&iE: sdio 28-31 are reserved, the lower API helps to skip.

SH
¢ handle -- Handle of an ESSL device.
* addr -- Address of register to write. For SDIO, valid address: 0-59. For SPI, see
essl_spi.h
* value -- Value to write to the register.
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* value_o -- Output of the returned written value.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

B

ESP_OK Success
* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_read_regq (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)
Read general purpose R/W registers (8-bit) of ESSL slave.

ZH
* handle -- Handle of a ess1 device.
* add -- Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,
return interrupt bits on read). For SPI, see essl_spi.h
* value_o -- Output value read from the register.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
&)
e ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

ZH
* handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
» ESP_OK: If interrupt is triggered.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

SH
* handle -- Handle of an ESSL device.
* intr_mask -- Mask of interrupt bits to clear.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

e ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

SH
e handle -- Handle of an ESSL device.
* intr_raw -- Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st -- Output of the masked interrupt bits. set to NULL if only raw bits are read.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
P
¢ ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

¥
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* handle -- Handle of an ESSL device.
* ena_mask -- Mask of the interrupt bits to enable.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

peA |
e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr_ena (essl_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)

Get interrupt enable bits of ESSL slave.

S8
* handle -- Handle of an ESSL device.
* ena_mask_o -- Output of interrupt bit enable mask.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

R
¢ ESP_OK Success
¢ One of the error codes from SDMMC host controller

esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Send interrupts to slave. Each bit of the interrupt will be triggered.

SH
* handle -- Handle of an ESSL device.
* intr_mask -- Mask of interrupt bits to send to slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

S|
e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

Type Definitions

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

e components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions

esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)

Initialize the ESSL SDIO device and get its handle.

* out_handle -- Output of the handle.
* config -- Configuration for the ESSL SDIO device.
Bl
¢ ESP_OK: on success
¢ ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (ess/_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.

%%; handle -- Handle of the ESSL SDIO device to deinit.
PEA ]

¢ ESP_OK: on success

* ESP_ERR_INVALID_ARG: wrong handle passed
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Structures

struct essl_sdio_config_t
Configuration for the ESSL SDIO device.

Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.

Header File

* components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h

Functions
esp_err_t essl_spi_init_dev (essl_handle_t *out_handle, const ess/_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

SH
* out_handle -- [out] Output of the handle
* init_config -- Configuration for the ESSL SPI device
B
e ESP_OK: On success
* ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID_STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.
%%t handle -- Handle of the ESSL SPI device
B
* ESP_OK: On success
* ESP_ERR_INVALID_STATE: ESSL SPI is not in use
esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

$411:: The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_ t)

S8
* arg -- Context of the component. (Member arg from ess1_handle_t)
e addr -- Address of the shared registers. (Valid: 0 -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value -- [out] Read buffer for the shared registers.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
B
* ESP_OK: success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.

Espressif Systems 110 Release v5.2.3
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v5.2.3/components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.

S
* arg -- Context of the component. (Member arg from ess1_handle_t)
* out_data -- [out] Output data address
* size -- The size of the output data.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
P
¢ ESP_OK: On Success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
e ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-
aligned
* ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.

esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

412 The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_t)

$411:: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
e addr -- Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value -- Buffer for data to send, should be align to 4.
* out_value -- [out] Not supported, should be set to NULL.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
PEA ]
¢ ESP_OK: success
« ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.

2
* arg -- Context of the component. (Member arg from ess1_handle_t)
* data -- Address of the data to send
* size -- Size of the data to send.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
B
¢ ESP_OK: On success
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« ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.

¢ ESP_ERR_INVALID_ARG: The data address is not DMA capable

* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer

void essl_spi_reset_cnt (void *arg)

Reset the counter in Master context.

£41:: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%%, arg -- Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)

Read the shared buffer from the slave in ISR way.

$51:: The slave’s HW doesn’t guarantee the data in one SPI transaction is consistent. It sends data in unit of
byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

BH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

* addr -- Address of the slave shared buffer

* len -- Length to read

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

* ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t
flags)

Read the shared buffer from the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S8

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

¢ addr -- Address of the slave shared buffer

* len -- Length to read

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S

B

spi -- SPI device handle representing the slave

data -- Buffer for data to send, strongly suggested to be in the DRAM

addr -- Address of the slave shared buffer,

len -- Length to write

flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t

flags)

Write the shared buffer of the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S

B

spi -- SPI device handle representing the slave

data -- Buffer for data to send, strongly suggested to be in the DRAM

addr -- Address of the slave shared buffer,

len -- Length to write

flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_polling transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

S G

This function combines several :cpp:funciessl_spi_rddma_seg and one

:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

B

B

spi -- SPI device handle representing the slave

out_data -- [out] Buffer to hold the received data, strongly suggested to be in the
DRAM and aligned to 4

len -- Total length of data to receive.

seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_ done will still be sent.)

flags -- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_rddma_seq (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)

Read one data segment from the slave through its DMA.

$41:: To read long buffer, call :cpp:funciess1_spi_rddma instead.

SH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer to hold the received data. strongly suggested to be in the

DRAM and aligned to 4

* seg_len -- Length of this segment

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£&7E: This is required only when the slave is working in segment mode.

ZH

* spi -- SPI device handle representing the slave

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

%/ T This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

SH

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* len -- Total length of data to send.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_done will still be sent.)

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seq (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

$41:: To send long buffer, call :cpp:func:essl_spi_wrdma instead.
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S8

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* seg_len -- Length of this segment

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.

£41:: This is required only when the slave is working in segment mode.

S
* spi -- SPI device handle representing the slave
» flags-- SPI_TRANS_* flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members

spi_device_handle_t *spi

Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.

uint8_t tx_sync_reg

The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be
reserved for the synchronization.

uint§_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.

2.2.8 ESP x509 ijf 4341
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ESP x509 {1543 APL {4 1 —Fhfag (i, 5 BIARZEHE A 2 3 x509 LA T TLS 55 AR Sk -

Tk HBIAEME 1 WolfSSL BHZIE B A AT .

ZAEB A T 4F Mozilla NSS ARIE 5 #7611 58 BEARUE 135138 . ] gen_crt_bundle.py python £, T
UEATHY F A4 AR AR SR, FFIRA ESP32-C2 3k S0
A EB A, ARTE I
* 3k H Mozilla (95238 MRIE 1540, &8 130 iFF. Haide it BaEH T 20234 1 H 10 H,
EH ., 04:12:06 (GMT),
o —HFIETHEE HIIES . Hop (U &2 41 IEdS, EARE SSL LML TS, H4s
S R LEF] 90%, T8 53R 241k 99%.

BEAh, b nT RS IR A SO AR B S U A H s, REHARIE B B £ AR B e

ik AFAEITA ROUE S SRS WAL AT g ], e ORIE B, 4% cacrt_all.pem H
REHAHER -

FicE

2 BB 1T 3 o menuconfig 52 % . CMake 2 FRHR LB B A L K i AGIE Tl .

« CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: &8 #H ML .

« CONFIG_MBEDTLS_DEFAULT_CERTIFICATE_BUNDLE: & iHNE 355122 g Wp 2e4iE 55

« CONFIG_MBEDTLS_CUSTOM_CERTIFICATE_BUNDLE_PATH: 357 BAEil 4540 ¥ i AW E A 1
AR

PAEM ESP-TLS W JE L4, K7 eR AR5 1L 1L attach PR

esp_tls_cfg_ t cfg = {
.crt_bundle_attach = esp_crt_bundle_attach,
bi

PP BRE N T A ) PR R A 1 DL TR AIE T3 B
WR B mbedTLS 40, FEUCEHT BLA HH ] attach BT ARG IEA (1 -

mbedtls_ssl_config conf;
mbedtls_ssl_config_init (&conf);

esp_crt_bundle_attach (&conf);

M RGIE 15 514

HRAIE 455132 3F [ Moxzilla 1) NSS FUEF )5 .

JE1T mk-ca-bundle.pl JAT FEMOIEIIE. HALET cul,

bl curl R ELHE T BGERESIFR . M Mozilla 2 CA GET .

5 A A0l 1 0 et T 4 UL 1% BOBAHLA R LERY , SR e ik F w3tech f SSL Survey.,
PR LEAZ AR, A Mozilla $24E[ 5113 1) cn_crt_authorities.csv HfiEIEHH4FR,
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HPE 1

U AR W AP, il OTA S5 B AR Fp— B S . A RAR ) e H A ESP-IDF A AHIES
TR, AT B A s ARAE 45 2 B A Mozilla "R #IEA5146

W2 7Bl

{67 J] BSP-TLS 442 4 £ F 2 ] B HTTPS 7”19 protocols/https_x509_bundle, %I H T IEH
I T WA B € SGIE H T3k

i ] ESP-TLS F1ZRIAEF5 A9 HTTPS 7515l : protocols/https_request.

{5 F} mbedTLS FIERIAIE 5 2f% HTTPS 7R : protocols/https_mbedtls

API %

Header File

e components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h
¢ This header file can be included with:

’#include "esp_crt_bundle.h" ‘

 This header file is a part of the API provided by the mbedt 1s component. To declare that your component
depends on mbedt 1s, add the following to your CMakeLists.txt:

’REQUIRES mbedtls ‘

or

’PRIV_REQUIRES mbedtls ‘

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.
Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle

has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.
%4 conf -- [in] The config struct for the SSL connection.
$EA |
» ESP_OK if adding certificates was successful.

* Other if an error occured or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%4 conf -- [in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)
Set the default certificate bundle used for verification.
Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle

should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

S
* x509_bundle -- [in] A pointer to the certificate bundle.
* bundle_size -- [in] Size of the certificate bundle in bytes.
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B
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

229 HTTP JJ}55%

HEid

HTTP Server 4114241t T4F ESP32 FizfTi% a4k Web IR4-2ar9EhAE, N1 /43 4di ] HTTP Server £ API
EORESAIES R

* httpd_start (): A HTTP fRE5#8SEH, MRITHAARRELE M OB N IR, HaRFZAR
Fan LB . WMESAEH THAERET, —NHEIEWT HTTP ji& (TCP 2K3), J—ANHk
WERPEHIES (UDP 288Y) , EAITEMRS TSGR PR . @i M httpd_start () 1%
1% httpd_config_t Z5M{K, W DATERENR 5545 55 19 B e AT 55 RO A SE RN SRR 1) RN . TCP 3
AT HTTP 453K, ARG KA URT R A A P A2 18 7y, Ry /s B 14 0]
HTTP I 3 B 0.«

* httpd_stop(): IRIEE ARG SR, FHREBOM KB AR TR . X2 — M PHZE %L,
BRI AT SS KEAE LGS, ARG AR, W RSEE S5 2 X ST Es:, M
FRE ) URLACEEREFY , FHARE A 2l B SR EE =S

e httpd register_uri_handler(): Wil A httpd_uri_t ZEMIERETIE T2 k3 0F URI
WOFERRY . MR AR R uri 45, method 2% (4N HTTPD_GET/HTTPD_POST/
HTTPD_PUT %4¢), esp_err_t *handler (httpd_req t *req) BEMHEEERET, fvmH
BRSO user_ctx $8%FS

W2 7 Bl

/* URI RBEH, EEFMAR GET /uri FXREHAR */
esp_err_t get_handler (httpd_reqg_t *req)
{
/FORBEEE W N KT
const char resp([] = "URI GET Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;
}

/* URI R0BE %%, ®£E P 3% A& PoST/uri #H K HAM */
esp_err_t post_handler (httpd_reg_t *req)
{
/* & X HTTP POST # REEH EHRE F K
* httpd_req_recv() R W char* HPE, B4 7T &
RS A (FEXA )
ot T E A EHRE, null & e W
* content_len 4% W FHF e KE */
char content[100];

/I RAEKREARATEZ KU AL </

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_reqg recv(req, content, recv_size);
if (ret <= 0) { /* &BE 0o k- &EHE L KXW */
/r RERE R */
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/R ERE, TURMA httpd_req recv() EK
*EEARL, XERNALE

Q3]
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(£ 50

* v N HTTP 408 (i KME ) #R %G E Fwm */
httpd_resp_send_408 (req) ;
3
/R KA T %R, KE ESP_FATL T D\ # R
*CREBEFHXNE
return ESP_FAIL;
}

/r REHBEEMEREA Y/

const char resp[] = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

}

/* GET /uri # URI R FE & H */
httpd_uri_t uri_get = {

.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
bi

/* POST/uri By URI A F & H#H */
httpd_uri_t uri_post = {

.uri = "/uri",
.method = HTTP_POST,
.handler = post_handler,

.user_ctx = NULL
bi

/* B E web JR A& HEH B */
httpd_handle_t start_webserver (void)
{
/ ERBINNEE S K A/
httpd_config_t config = HTTPD_DEFAULT_CONFIG() ;

/* B %R esp_http _server W LB A */
httpd_handle_t server = NULL;

/* B 3 httpd server */
if (httpd_start (&server, &config) == ESP_OK) {
/* EM URI REREF */
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
/F mRRE BB AK, EE W HHE NULL */
return server;

}

/* fF ik web RAEBHEK +/
void stop_webserver (httpd_handle_t server)
{
if (server) {
/* 12 1} httpd server */
httpd_stop (server);

i ¥ HTTP IR 55 3536 1§ &F (T protocols/http_server/simple ) HTTP 55487~ Bil, %7 B T 40

AL BAT B A A KRR, SRR URL & S8, BBk
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HTTP K&k

HTTP R4 e BA KIER I IIRE, ARWFEL@MNE—NEE (S3F) Er20 %, RN RS L
IR, BN ORI R AR BEAR P S A NS, AKX AP O T SR AR A H O SN e, PATE
TEFER AT BRI REGX 3 AT 5L

Kiditkonpl

/B EXEH, ARBHRLETXHE ~/
void free_ctx_func(void *ctx)
{
/* AR free WANBI R B E H +/
free (ctx);

}

esp_err_t adder_post_handler (httpd_reqg_t *req)
{
Jr E LT X R AGELELAE, WHE— 4 */

if (! reg->sess_ctx) |
req->sess_ctx = malloc (sizeof (ANY_DATA_TYPE)); /*/< 451 F T L4 */
req->free_ctx = free_ctx_func; /A< B ET XHEN B H
o*/

}

/* FEET XHKE */
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

/N */

return ESP_OK;
}

5T Z % [T protocols/http_server/persistent_sockets 7R /1S .

Websocket I} 55 %%

HTTP fI% 45 %520 {445 it websocket % . A] PAYE menuconfig H{ii F§ CONFIG_HTTPD_WS_SUPPORT &% J5
JHl websocket THfE. 5 5= AA]{ii JT] websocket ZHHE, 127 protocols/http_server/ws_echo_server H 5% NI/~
B

gL

ESP HTTP Iz % #% 45 Fh Fe i, 445 @ F K AW, F o830 & nl DAl & A BERR 7. b 200 fiff
Hesp_event_handler register () EWIACTEARTDAE ESP HTTP ik 45 2ot f T340 3E .

esp_http_server_event_id_t 1 ESP HTTP it 45 vl GE & AW BT A SF .
PATR R R ] ESP HTTP i 55 R 0 TU Bcda 2 2 -

e HTTP_SERVER_EVENT_ERROR : httpd_err_code_t

e HTTP_SERVER_EVENT_START : NULL

e HTTP_SERVER_EVENT_ON_CONNECTED : int

e HTTP_SERVER_EVENT_ON_HEADER : int

e HTTP_SERVER_EVENT_HEADERS_SENT : int

e HTTP_SERVER_EVENT_ON_DATA : esp_http_server_event_data

e HTTP_SERVER_EVENT_SENT_DATA : esp_http_server_event_data
e HTTP_SERVER_EVENT_DISCONNECTED : int
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 HTTP_SERVER_EVENT_STOP : NULL

API %

Header File

¢ components/esp_http_server/include/esp_http_server.h
¢ This header file can be included with:

’#include "esp_http_server.h"

* This header file is a part of the API provided by the esp_http_server component. To declare that your

component depends on esp_http_server, add the following to your CMakeL.ists.txt:

’REQUIRES esp_http_server ‘

or

’PRIV_REQUIRES esp_http_server

Functions
esp_err_thttpd_register_uri_handler (htpd_handle_t handle, const httpd_uri_t *uri_handler)

Registers a URI handler.

Example usage:

esp_err_t my_uri_handler (httpd_req_t* req)
{

// Recv , Process and Send

// Fail condition
if (....) |
// Return fail to close session //
return ESP_FAIL;
}

// On success
return ESP_OK;
}

// URI handler structure
httpd_uri_t my_uri {

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL
bi

// Register handler

if (httpd_register_uri_handler (server_handle, &my_uri) != ESP_OK) {
// If failed to register handler

}

£41:: URI handlers can be registered in real time as long as the server handle is valid.
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BH
* handle -- [in] handle to HTTPD server instance
* uri_handler -- [in] pointer to handler that needs to be registered
Bl
* ESP_OK : On successfully registering the handler
* ESP_ERR_INVALID_ARG : Null arguments
e« ESP_ERR_HTTPD_HANDLERS_FULL : If no slots left for new handler
e ESP_ERR_HTTPD HANDLER_EXISTS : If handler with same URI and method is al-
ready registered

esp_err_thttpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t
method)

Unregister a URI handler.
SH

¢ handle -- [in] handle to HTTPD server instance
e uri -- [in] URI string
* method -- [in] HTTP method
PEA ]
* ESP_OK : On successfully deregistering the handler
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (httpd_handle_t handle, const char *uri)
Unregister all URI handlers with the specified uri string.
S8

* handle -- [in] handle to HTTPD server instance

* uri -- [in] uri string specifying all handlers that need to be deregisterd
B

e ESP_OK : On successfully deregistering all such handlers

e ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_NOT_FOUND : No handler registered with specified uri string

esp_err_thttpd_sess_set_recv_override (hitpd_handle_t hd, int sockfd, httpd_recv_func_t recv_func)

Override web server’s receive function (by session FD)

This function overrides the web server’s receive function. This same function is used to read HTTP request
packets.

#&1¥: This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

ZH
e hd -- [in] HTTPD instance handle
* sock£d -- [in] Session socket FD
* recv_func -- [in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)

Override web server’s send function (by session FD)

This function overrides the web server’s send function. This same function is used to send out any response to
any HTTP request.

Espressif Systems 122 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

$411:: This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

e hd -- [in] HTTPD instance handle
* sockfd -- [in] Session socket FD
e send_func -- [in] The send function to be set for this session

B m

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_pending_override (httpd_handle_t hd, int sockfd, httpd_pending_func_t
pending_func)

Override web server’s pending function (by session FD)

This function overrides the web server’s pending function. This function is used to test for pending bytes in a
socket.

4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
* a URI handler where sockfd is obtained using httpd_req_to_sockfd()

¥
e hd -- [in] HTTPD instance handle
* sock£fd -- [in] Session socket FD
* pending_func -- [in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_req_async_handler_begin (httpd_req_t *r, httpd_req_t **out)

Start an asynchronous request. This function can be called in a request handler to get a request copy that can
be used on a async thread.

ik
e This function is necessary in order to handle multiple requests simultaneously. See exam-

ples/async_requests for example usage.
* You must call httpd_req_async_handler_complete() when you are done with the request.

B8
* r -- [in] The request to create an async copy of
* out -- [out] A newly allocated request which can be used on an async thread

]|
* ESP_OK : async request object created

esp_err_thttpd_req async_handler_ complete (hftpd_req_t *r)
Mark an asynchronous request as completed. This will.

* free the request memory
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* relinquish ownership of the underlying socket, so it can be reused.
« allow the http server to close our socket if needed (Iru_purge_enable)

$&1¥: If async requests are not marked completed, eventually the server will no longer accept incoming
connections. The server will log a "httpd_accept_conn: error in accept (23)” message if this happens.

%4 r -- [in] The request to mark async work as completed
B
» ESP_OK : async request was marked completed
int httpd_req_to_sock£fd (hitpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lru_counter().

£ 1#: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%%, r -- [in] The request whose socket descriptor should be found
]|

* Socket descriptor : The socket descriptor for this request

* -1 : Invalid/NULL request pointer

int httpd_req_recv (httpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching 'buf_len’ number of bytes, while the
pointer to content data is incremented internally by the same number.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
¢ Presently Chunked Encoding is not supported

ZH
* r -- [in] The request being responded to
e buf -- [in] Pointer to a buffer that the data will be read into
* buf_len -- [in] Length of the buffer

* Bytes : Number of bytes read into the buffer successfully

* 0: Buffer length parameter is zero / connection closed by peer
HTTPD_SOCK_ERR_INVALID : Invalid arguments
HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()
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size_t httpd_req _get_hdr_vwvalue_len (httpd_req_t *r, const char *field)

Search for a field in request headers and return the string length of it’s value.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

SH

* r -- [in] The request being responded to

» field -- [in] The header field to be searched in the request
R

* Length : If field is found in the request URL

* Zero : Field not found / Invalid request / Null arguments

esp_err_thttpd_req _get_hdr_value_str (hitpd_req_t *r, const char *field, char *val, size_t val_size)

Get the value string of a field from the request headers.

i

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

¢ Use httpd_req_get_hdr_value_len() to know the right buffer length

ZH
e r -- [in] The request being responded to
e field -- [in] The field to be searched in the header
* val -- [out] Pointer to the buffer into which the value will be copied if the field is found
* val_size -- [in] Size of the user buffer "val”
P[]
* ESP_OK : Field found in the request header and value string copied
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
e ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_thttpd_req get_url_query_ len (httpd_req_t *1)
Get Query string length from the request URL.

#&1¥: This APl is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

%4 r -- [in] The request being responded to
&l
» Length : Query is found in the request URL
» Zero : Query not found / Null arguments / Invalid request
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esp_err_thttpd_req _get_url_query_str (hitpd_req_t *r, char *buf, size_t buf_len)
Get Query string from the request URL.

ik

 Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the ’Content-Type’ (eg.
Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm needs
to be applied.

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value

* Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)
for storing the query string

SH
e r -- [in] The request being responded to
* buf -- [out] Pointer to the buffer into which the query string will be copied (if found)
* buf_len -- [in] Length of output buffer
Bl
* ESP_OK : Query is found in the request URL and copied to buffer
* ESP_ERR_NOT_FOUND : Query not found
e ESP_ERR_INVALID_ARG : Null arguments
» ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
 ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_value (const char *qry, const char *key, char *val, size_t val_size)
Helper function to get a URL query tag from a query string of the type param1=vall &param2=val2.

ik
* The components of URL query string (keys and values) are not URLdecoded. The user must check for
"Content-Type’ field in the request headers and then depending upon the specified encoding (URLencoded
or otherwise) apply the appropriate decoding algorithm.

* If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error
as return value.

S
* gry -- [in] Pointer to query string
* key -- [in] The key to be searched in the query string
* val -- [out] Pointer to the buffer into which the value will be copied if the key is found
e val_size -- [in] Size of the user buffer "val”
Bl
* ESP_OK : Key is found in the URL query string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

esp_err_thttpd_req get_cookie_val (httpd_req_t *req, const char *cookie_name, char *val, size_t
*val_size)

Get the value string of a cookie value from the ”Cookie” request headers by cookie name.

S

* req -- [in] Pointer to the HTTP request
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* cookie_name -- [in] The cookie name to be searched in the request

e val -- [out] Pointer to the buffer into which the value of cookie will be copied if the
cookie is found

e val_size -- [inout] Pointer to size of the user buffer ”val”. This variable will
contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.

B

* ESP_OK : Key is found in the cookie string and copied to buffer

 ESP_ERR_NOT_FOUND : Key not found

e ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

* ESP_ERR_NO_MEM : Memory allocation failure

bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t
match_upto)

Test if a URI matches the given wildcard template.

Template may end with ”?” to make the previous character optional (typically a slash), ”*” for a wildcard match,
and ”?7*” to make the previous character optional, and if present, allow anything to follow.

Example:

e * matches everything

¢ /foo/? matches /foo and /foo/

¢ /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters ”?” and ”*” anywhere else in the template will be taken literally.

BH
* uri_template -- [in] URI template (pattern)
* uri_to_match -- [in] URI to be matched
* match_upto -- [in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
& a] true if a match was found

esp_err_t httpd_resp_send (httpd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, the request has been responded to.
» No additional data can then be sent for the request.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

SH
e r -- [in] The request being responded to
e buf -- [in] Buffer from where the content is to be fetched
* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
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R M

ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.

This API will send the data as an HTTP response to the request. This API will use chunked-encoding and
send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.

If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

il
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ When you are finished sending all your chunks, you must call this function with buf_len as 0.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

* r -- [in] The request being responded to
e buf -- [in] Pointer to a buffer that stores the data
* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()

* ESP_OK : On successfully sending the response packet chunk

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (hitpd_req_t *r, const char *str)

API to send a complete string as HTTP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

S8
* r -- [in] The request being responded to
* str -- [in] String to be sent as response body

Bl
* ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request

static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)

API to send a string as an HTTP response chunk.

This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string
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S8
e r -- [in] The request being responded to
* str -- [in] String to be sent as response body (NULL to finish response packet)

B

ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.

This API sets the status of the HTTP response to the value specified. By default, the 200 OK’ response is sent
as the response.

#il:
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

» This API only sets the status to this value. The status isn’t sent out until any of the send APIs is executed.
* Make sure that the lifetime of the status string is valid till send function is called.

S
* r -- [in] The request being responded to
* status -- [in] The HTTP status code of this response

B

ESP_OK : On success
ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (httpd_req_t *r, const char *type)
API to set the HTTP content type.

This API sets the ’Content Type’ field of the response. The default content type is ’text/html’.

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the content type to this value. The type isn’t sent out until any of the send APIs is
executed.
* Make sure that the lifetime of the type string is valid till send function is called.

BH
* r -- [in] The request being responded to
* type -- [in] The Content Type of the response
R m
e ESP_OK : On success
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_hdr (hitpd_req_t *r, const char *field, const char *value)
API to append any additional headers.

This API sets any additional header fields that need to be sent in the response.
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» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

e The header isn’t sent out until any of the send APIs is executed.

* The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.

* Make sure that the lifetime of the field value strings are valid till send function is called.

SH

e r -- [in] The request being responded to

e field -- [in] The field name of the HTTP header

e value -- [in] The value of this HTTP header
PEA ]

» ESP_OK : On successfully appending new header

* ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_HDR : Total additional headers exceed max allowed
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)

For sending out error code in response to HT TP request.

i
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
 If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

SH
* req -- [in] Pointer to the HTTP request for which the response needs to be sent
* error -- [in] Error type to send
* msgqg -- [in] Error message string (pass NULL for default message)
Bl
* ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (httpd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%%, r -- [in] The request being responded to
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R M

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (htipd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r -- [in] The request being responded to
B

ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_ RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (httpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

S5 %
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

24 r -- [in] The request being responded to
Bl

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

int httpd_send (htipd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.
Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.

HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,

and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.

i
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» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Unless the response has the correct HT TP structure (which the user must now ensure) it is not guaranteed
that it will be recognized by the client. For most cases, you wouldn’t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

BH
* r -- [in] The request being responded to
* buf -- [in] Buffer from where the fully constructed packet is to be read
* buf_len -- [in] Length of the buffer

* Bytes : Number of bytes that were sent successfully

« HTTPD_SOCK_ERR_INVALID : Invalid arguments

e HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_send (hitpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

£41:: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

ZH
* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
e buf_len -- [in] data size
» flags -- [in] flags for the send() function
P[]
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().

$&1E: This APIis not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

S
* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
* buf_len -- [in] data size
» flags -- [in] flags for the send() function
PEA ]

» Bytes : The number of bytes received successfully

Espressif Systems 132 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

0 : Buffer length parameter is zero / connection closed by peer

e HTTPD_SOCK_ERR_INVALID : Invalid arguments

« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_thttpd_register_err_handler (htpd_handle_t handle, httpd_err_code_t error,
httpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

SH
* handle -- [in] HTTP server handle
* error -- [in] Error type
* handler_f£n -- [in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)

B
* ESP_OK : handler registered successfully
e ESP_ERR_INVALID_ARG : invalid error code or server handle
esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)
Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)

{

// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG() ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server

if (httpd_start (&server, &config) == ESP_OK) {

// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);

}

// If server failed to start, handle will be NULL

return server;

}

ZH

* config -- [in] Configuration for new instance of the server

* handle -- [out] Handle to newly created instance of the server. NULL on error
izl

» ESP_OK : Instance created successfully

* ESP_ERR_INVALID_ARG : Null argument(s)

* ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance

e ESP_ERR_HTTPD_TASK : Failed to launch server task

esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.
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Example usage:

// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server

httpd_stop (server);

;

%%, handle -- [in] Handle to server returned by httpd_start
P[]

* ESP_OK : Server stopped successfully

* ESP_ERR_INVALID_ARG : Handle argument is Null

esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’s context.

This API queues a work function for asynchronous execution

$41:: Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

S8

* handle -- [in] Handle to server returned by httpd_start

* work -- [in] Pointer to the function to be executed in the HTTPD’s context

* arg -- [in] Pointer to the arguments that should be passed to this function
Bl

* ESP_OK : On successfully queueing the work

e ESP_FAIL : Failure in ctrl socket

e ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (hpd_handle_t handle, int sockfd)
Get session context from socket descriptor.

Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’s send/receive functions may require the context (for example, for
accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.

SH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
AL

void* : Pointer to the context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_ctx (htpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)

Set session context by socket descriptor.

SH

* handle -- [in] Handle to server returned by httpd_start

* sock£fd -- [in] The socket descriptor for which the context should be extracted.
ctx -- [in] Context object to assign to the session
e free_fn -- [in] Function that should be called to free the context
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void *httpd_sess_get_transport_ctx (hipd_handle_t handle, int sockfd)

Get session ’transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.
2L
httpd_sess_get_ctx()

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
Bl

* void* : Pointer to the transport context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_transport_ctx (httpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t
free_fn)

Set session ’transport’ context by socket descriptor.

S

httpd_sess_set_ctx()

B8
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Transport context object to assign to the session
* free_fn -- [in] Function that should be called to free the transport context

void *httpd_get_global_user_ctx (hitpd_handle_t handle)

Get HTTPD global user context (it was set in the server config struct)

%%, handle -- [in] Handle to server returned by httpd_start
i&Ia] global user context

void *httpd_get_global_transport_ctx (httpd_handle_t handle)
Get HTTPD global transport context (it was set in the server config struct)

%% handle -- [in] Handle to server returned by httpd_start
& Ia] global transport context

esp_err_thttpd_sess_trigger_close (hftpd_handle_t handle, int sockfd)
Trigger an httpd session close externally.

£47: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

ZH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor of the session to be closed
B

* ESP_OK : On successfully initiating closure

* ESP_FAIL : Failure to queue work

e ESP_ERR_NOT_ FOUND : Socket fd not found

* ESP_ERR_INVALID_ARG : Null arguments
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esp_err_t httpd_sess_update_lru_counter (hitpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

$4{: Calling this API is only necessary if the LRU Purge Enable option is enabled.

ZH
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor of the session for which LRU counter is to be
updated
B
e ESP_OK : Socket found and LRU counter updated
¢ ESP_ERR_NOT_FOUND : Socket not found
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_get_client_1list (htpd_handle_t handle, size_t *fds, int *client_fds)

Returns list of current socket descriptors of active sessions.

251 Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.

S8
* handle -- [in] Handle to server returned by httpd_start
e fds -- [inout] In: Size of provided client_fds array Out: Number of valid client fds
returned in client_fds,
* client_£ds -- [out] Array of client fds
B
» ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array

Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members

int £4

Session socket file descriptor

int data_len

Data length
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struct httpd_config
HTTP Server Configuration Structure.

$51:: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority
Priority of FreeRTOS task which runs the server

size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uintl6_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the
server

uint16_t max_open_sockets

Max number of sockets/clients connected at any time (3 sockets are reserved for internal working of the
HTTP server)

uintl6_t max_uri_handlers

Maximum allowed uri handlers

uintl6_t max_resp_headers

Maximum allowed additional headers in HTTP response

uintl6_t backlog_conn

Number of backlog connections

bool 1lru_purge_enable

Purge “Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)

uintl6_t send_wait_timeout

Timeout for send function (in seconds)
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void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_f£fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.

httpd_free_ctx_fn_t global_transport_ctx_free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£fn
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.

httpd_close_func_t close_£fn

Custom session closing callback.
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Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n
URI matcher function.

Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP
request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher

Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

int method
The type of HTTP request, -1 if unsupported method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)

size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx

Session Context Pointer

A session context. Contexts are maintained across ’sessions’ for a given open TCP connection. One
session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.

By default, this is NULL. URI Handlers can set this to any meaningful value.
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If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx

Pointer to free context hook
Function to free session context

If the web server’s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.

struct httpd_uri
Structure for URI handler.

Public Members

const char *uri
The URI to handle

httpd_method_t method
Method supported by the URI

esp_err_t (*handler)(hitpd_req_t *1)
Handler to call for supported request method. This must return ESP_OK, or else the underlying socket

will be closed.

void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTPD_MAX_ REQ HDR_LEN

HTTPD_MAX_URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT

HTTPD_200
HTTP Response 200
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HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408

HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON

HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream

ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC

Result string truncated

ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported
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ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef struct httpd_req httpd_req_t
HTTP Request Data Structure.

typedef struct httpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htipd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

Prototype for HTTPDs low-level send function.

1. User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()

function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments

* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()

 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

Prototype for HTTPDs low-level recv function.

& iE:  User specified recv function must handle errors internally, depending upon the set value of er-
rno, and return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of

httpd_req_recv() function

Param hd [in] server instance

Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size

Param flags [in] flags for the send() function
Return
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» Bytes : The number of bytes received successfully

* 0: Buffer length parameter is zero / connection closed by peer

« HTTPD_SOCK_ERR_INVALID : Invalid arguments

« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level ”get pending bytes” function.

1 User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Return
* Bytes : The number of bytes waiting to be received
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_ func_t)(httpd_req_t *req, hitpd_err_code_t error)
Function prototype for HTTP error handling.

This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is
used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

i

e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

¢ When invoked, the validity of uri, method, content_len and user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
e ESP_OK : error handled successful
* ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void *httpd_handle_t
HTTP Server Instance Handle.

Every instance of the server will have a unique handle.

typedef enum http_method httpd_method_t
HTTP Method Type wrapper over “enum http_method” available in "http_parser” library.
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typedef void (*httpd_free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free

typedef esp_err_t (*httpd_open_func_t)(hitpd_handle_t hd, int sockfd)

Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
e ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for closing a session.

51 It’s possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config t
HTTP Server Configuration Structure.

£#1#: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function

Enumerations

enum httpd_err_ code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:
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enumerator HTTPD_500_INTERNAL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND

enumerator HTTPD_405_METHOD_NOT_ALLOWED

enumerator HTTPD_408_REQ_TIMEOUT

enumerator HTTPD_411_LENGTH_REQUIRED

enumerator HTTPD_414_URI_TOO_LONG

enumerator HTTPD_431_REQ_HDR_FIELDS_TOO_LARGE

enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_ SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_SERVER_EVENT START

This event occurs when HTTP Server is started

enumerator HTTP_SERVER_EVENT_ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_SERVER_EVENT_ON_HEADER

Occurs when receiving each header sent from the client

enumerator HTTP_SERVER_EVENT_HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_SERVER_EVENT_ON_DATA

Occurs when receiving data from the client
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enumerator HTTP_SERVER_EVENT SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_ SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_ SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped
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API 5%

Header File

» components/esp_https_server/include/esp_https_server.h
* This header file can be included with:

’#include "esp_https_server.h"

* This header file is a part of the API provided by the esp_https_server component. To declare that your
component depends on esp_https_server, add the following to your CMakeLists.txt:

’REQUIRES esp_https_server ‘

or

’PRIV_REQUIRES esp_https_server ‘

Functions
esp_err_thttpd_ssl_start (httpd_handle_t *handle, httpd_ssl_config_t *config)
Create a SSL capable HTTP server (secure mode may be disabled in config)
BH
* config -- [inout] - server config, must not be const. Does not have to stay valid after
calling this function.
* handle -- [out] - storage for the server handle, must be a valid pointer

JIA] success
esp_err_thttpd_ssl_stop (httpd_handle_t handle)

Stop the server. Blocks until the server is shut down.

%% handle -- [in]

&Il
» ESP_OK: Server stopped successfully
* ESP_ERR_INVALID_ARG: Invalid argument
e ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

struct httpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.
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Public Members

httpd_config_t httpd
Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.

const uint8_t *servercert

Server certificate

size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)

size_t cacert_len

CA certificate byte length

const uint8_t *prvtkey_pem
Private key

size_t prvtkey_len
Private key byte length

bool use_ecdsa_peripheral

Use ECDSA peripheral to use private key

uint8_t ecdsa_key_efuse_blk
The efuse block where ECDSA key is stored

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uintl6_t port_secure

Port used when transport mode is secure (default 443)

uintl6_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server
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void *ssl_userdata

user data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use

const char **alpn_protos

Application protocols the server supports in order of prefernece. Used for negotiating during the TLS
handshake, first one the client supports is selected. The data structure must live as long as the https server
itself!

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init
(http_server default config had to be copied for customization)
Notes:

 port is set when starting the server, according to ’transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
» SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
« Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg_t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.
typedef void esp_https_server_ user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config t

Enumerations

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL_TRANSPORT_SECURE

enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSIL_USER_CB_SESS_CLOSE
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2.2.11 ICMP |nlip

¥ o 2 4 SR (ICMP) il 3 T2 W sl il LAY, sl 7 TP A i e . WA M2 TH ping
R, Rl Echo Reply, MU2HT I FEH{EN 0 [ ICMP it LB -

TE ping 275, ﬁfjﬁﬂﬂﬁimﬁtﬂlﬁk@ (ICMP echo request), 2R )55 25 (ICMP echo reply), Z#fF
HABARR . @R, SRR AR R A IR N )E, IR LR TP 4
E%): Mg s (k. BT s).

IoT 4518 i T BT AR IR 55 e 2 5 T . ﬁn%HIﬁ%%&k%% B M a] ] ok 84 . A A ping
2, B R IR AT ICMP echo Kidlitl, WLRESCELX —DIRE.

HfapaX — Ry 1 P A, ESP-IDF 243 17— 2847 Jil ) APLL

Gl ping 25 T ping 275, HETIAE esp_ping_config_t, f§&HAmG A IP Hiklk. [AIFgHET
[B)4EREE . HAh, AT PAEIT esp_ping_callbacks_t FENFEIEEREEL.

A7 ping 215 3B VE eR Ko 191 -

static void test_on_ping_success (esp_ping_handle_t hdl, wvoid *args)
{

// optionally, get callback arguments

// const char* str = (const char*) args;

// printf("$s\r\n", str); // "foo"

uint8_t ttl;

uintlé6_t seqgno;

uint32_t elapsed_time, recv_len;

ip_addr_t target_addr;

esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));

esp_ping_get_profile(hdl, ESP_PING_PROF_TTL, &ttl, sizeof (ttl));

esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;

esp_ping_get_profile (hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));

esp_ping_get_profile (hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—time));

printf ("%d bytes from %s icmp_seqg=%d ttl=%d time=%d ms\n",

recv_len, inet_ntoa(target_addr.u_addr.ip4), seqgno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, wvoid *args)
{
uintlé6_t seqno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));
esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
Haddr) ) H
printf ("From %s icmp_seg=%d timeout\n", inet_ntoa(target_addr.u_addr.ip4),.
—»Seqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, wvoid *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));

QS
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(£ L£50)

esp_ping_get_profile (hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

esp_ping_get_profile (hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("$d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping/()

{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));
getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ipdaddr (ip_2_ip4 (&target_addr), &addr4);
freeaddrinfo (res);

esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;

ping_config.target_addr = target_addr; // target IP address

ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—pling_stop can stop it

/* set callback functions */

esp_ping_callbacks_t cbs;

cbs.on_ping_success = test_on_ping_success;

cbs.on_ping_timeout = test_on_ping_timeout;

cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—~can be NULL

cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;
esp_ping_new_session (&ping_config, &cbs, &ping);

kiR Ik ping 206 i esp_ping_new_session iR [0l {46 A PA S sh Bl 45 11 ping &% . R,
ping 2 iEERIE GRS BahEsh. WF ping &5 1EEEE, ICMP Ha i 755 I3 F EHTEL

B ping 256 WIS RFLE ] ping £3%, 7 esp_ping_delete_session RfH M. 7EMIER ping
S, BRZSTEE A TEIRIRS (BPEWA T esp_ping_stop , HZSIEEEMITALTE).

RIS F i Edd e Bl R0 esp_ping_get_profile, HIERHL ping ZIHAYA Izt T %K
i, A ESTACR R B R o

W

ICMP echo 7~ ffll:  protocols/icmp_echo

API £%

Header File
» components/lwip/include/apps/ping/ping_sock.h
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e This header file can be included with:

’ #include "ping/ping_sock.h" ‘

¢ This header file is a part of the API provided by the 1wip component. To declare that your component depends
on 1wip, add the following to your CMakeL.ists.txt:

’ REQUIRES lwip ‘

or

’ PRIV_REQUIRES lwip ‘

Functions
esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,
esp_ping_handle_t *hdl_out)

Create a ping session.

S
* config -- ping configuration
* cbs -- a bunch of callback functions invoked by internal ping task
* hdl_out -- handle of ping session

Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)
* ESP_ERR_NO_MEM: out of memory
» ESP_FAIL: other internal error (e.g. socket error)
* ESP_OK: create ping session successfully, user can take the ping handle to do follow-on

jobs
esp_err_t esp_ping_delete_session (esp_ping handle_t hdl)
Delete a ping session.

%%4 hdl -- handle of ping session

Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: delete ping session successfully

esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.

%4 hdl -- handle of ping session

PEA ]
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: start ping session successfully

esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.

%4 hdl -- handle of ping session

B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: stop ping session successfully

esp_err_t esp_ping_get_profile (esp_ping_handle_t hdl, esp_ping profile_t profile, void *data, uint32_t
size)

Get runtime profile of ping session.

BH
* hdl -- handle of ping session
* profile -- type of profile
* data -- profile data
* size -- profile data size
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B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_ERR_INVALID_SIZE: the actual profile data size doesn’t match the “size” param-
eter
» ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of “ping” callback functions.

Public Members
void *cb_args
arguments for callback functions

void (*on_ping_success)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping handle_t hdl, void *args)
Invoked by internal ping thread when receive ICMP echo reply packet timeout.

void (*on_ping_end)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_ t
Type of “ping” configuration.

Public Members

uint32_t count

A ”ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

uint32_t data_size

Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header
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ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface

Netif index, interface=0 means NETIF_NO_INDEX

Macros
ESP_PING_DEFAULT_CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely

Type Definitions

typedef void *esp_ping_handle_t
Type of ”ping” session handle.

Enumerations

enum esp_ping_profile_t

Profile of ping session.

Values:

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure

enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target
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enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet
enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session

2.2.12 mDNS JI}%

mDNS Jg—FPZi % UDP 55, HISRELALA MR 26 iz 55 A 0L A 30
B v5.0 i A, ESP-IDF #1{4: mDNS £ A ESP-IDF Hrif: H 2 i <7 il O % -
* GitHub _|* mDNS 2/
izf7 idf.py add-dependency espressif/mdns, FEIWH F0 mDNS 44,

FLRE ISR

AT N 8, A F mDNS FAH & S0k -
« mDNS k4

2.2.13 Mbed TLS

Mbed TLS J&—A~ C fCiSE, HTSLEmEiEsc. X.509 iE-FBH#fELA & SSL/TLS Fl DTLS . % ZEAHS
SRS, B EIRAXRGEMN

#57F: ESP-IDF fifi fj ) Mbed TLS 4 Z| {3 rh a8 %5 A Mbed TLS fAb T o X 864N T 5 JE s e 1) fifi
BIFEA &, W bignum (MPI) Fll ECC,

Mbed TLS #2442 F I HE:

« TCP/IP il 5TIRE: M. 1R, Bk, 85,

« SSL/TLS ilif5XhEE: #Itafk. BF. /5.

¢ X.509 BHAE: CRT. CRL FI54]4b3H

o FEBLECE

o WAy

o IR

TLS Ai4< 37 SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2 1 TLS 1.3, {H 25 % ESP-IDF |- Mbed TLS &\ 4%
47 SSL3.0. TLS 1.0 A1 TLS 1.1, DTLS i 4A<374% DTLS 1.0. DTLS 1.1 il DTLS 1.2, {H4% ¥ ESP-IDF
I Mbed TLS E.4:# % T DTLS 1.0,

Mbed TLS 3%

Mbed TLS SCEISHPA T (L) 154

* API Reference
* Knowledge Base
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ESP-IDF [¥j Mbed TLS % §

THAE BEAL #idk ESP-IDF A[F] 7337 E ) Mbed TLS HiUAE L

#7E: Z:%Mbed TLS M. Mbed TLS 2.x fR A1 T#5% 3.0 & PA A,

W

ESP-IDF " 7R Bl H ESP-TLS , SAj I H A TLS ThEe4ft T— Mk APL#ZH .

22 759 protocols/https_server/simple (a7 B¢ HTTPS Jilk45-#%) F1 protocols/https_request (%} HTTPS %
k) THREZER.

INEH M ] Mbed TLS API, 122 75 protocols/https_mbedtls .,

8- (LA

ESP-TLS J2i$ /2 SSL/TLS FERYAMAZ, A AT DAZEHEfd ) Mbed TLS = wolf SSL 1= 4 Ji& /2 . BRIATH DL
F, 1Y Mbed TLS ®]#F ESP-IDF H{#i [, i wolfSSL 7 https://github.com/espressif/esp-wolfSSL A TFF, &

7wt RES AL PSS

TR T T 24 %15 B 8 b Mbed TLS Fll wolfSSL, i £ SCRYESP-TLS: Underlying SSL/TLS Library
Options.

RN

Component Config -> mbedTLs HiY/ BB BN N ERPIR. sk SRS B E I
IE

o CONFIG_MBEDTLS_SSL_PROTO_TLSI_2: 3% TLS 1.2

o CONFIG_MBEDTLS_SSL_PROTO_TLSI_3: ¥} TLS 1.3

« CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: % ¥ 2SR WM 1ot (245 B35 ESP x509 35 F
&)

« CONFIG_MBEDTLS_CLIENT_SSL_SESSION_TICKETS: 37 ¥ TLS 2iEWkiE 1 i &G =i

o CONFIG_MBEDTLS_SERVER_SSL_SESSION_TICKETS: % TLS &35 & : R& 2 5=

o CONFIG_MBEDTLS_HARDWARE_SHA: % ¥#fii{4: SHA ik

» CONFIG_MBEDTLS_HARDWARE_ECC: 3 ¥#%fi{f: ECC i

#1k: Mbed TLS v3.0.0 e HHHTMR AL S # TLS 1.2 fil TLS 1.3, R34 SSL 3.0, TLS 1.0, TLS 1.1, i
DTLS 1.0). TLS 1.3 f#EiBapr B, DOGRFE M. 2T MEZEE, Wl i,

PERERIN A7 P4

WWAEEN TR THEARRBET, i Mbed TLS {2 SSL/TLS P24/l protocols/https_request
CRRIRSS22IR0E) I, PIAE S brfd FS 0L
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Mbed TLS iz

HXEE HeE A ()

AA

NA 42196 B

J& 1 SSL 3% buffer
K

CONFIG_MBEDTLS _SSL_VARIABLE _BUFFER_LENGTH 42120 B

S5 OR BN B UE

CONFIG_MBEDTLS _SSL_KEEP_PEER CERTIFICATE 38533 B

&= H 8 & buffer )

&b
He

CONFIG_MBEDTLS _DYNAMIC BUFFER CON- | 22013 B
FIG_MBEDTLS_DYNAMIC_FREE_CONFIG_DATA
CONFIG_MBEDTLS _DYNAMIC FREE CA_CERT

Flls XU LB TG & R URT Mbed TLS AR A2 AL T 24K .

WDREPER/Dd  AE Component Config -> mbedTLS W, A £ Mbed TLS HREERIA N B FIRAES . W0
RATEXLEIRE, AR HESH ABUVNE RN B TEZEE, 1527 Minimizing Binary Size SURY .

1t APT E353 1975 B AU A7 ESP-IDF 7= il 351 H 4 protocols H 5% F .

2.2.14 IP M2 HMY
IP [ 26 2 (R RN ) W SCRSAERE £ M APT HE R .

2.3 W%F API

2.3.1 Bluetooth® Common

Bluetooth® Generic Defines

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_defs.h
¢ This header file can be included with:

’#include "esp_bt_defs.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘

Structures

struct esp_bt_uuid_t

UUID type.
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Public Members

uintl6_t len
UUID length, 16bit, 32bit or 128bit

uintl6_t uuidlé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[ESP_UUID_LEN_128]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UuID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)

ESP_BT_STATUS_BASE_FOR_HCI_ERR

ESP_BT_OCTET16_LEN

ESP_BT_OCTET8_LEN

ESP_DEFAULT_GATT_IF
Default GATT interface id.

ESP_BLE_PRIM_ADV_INT MIN

Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM_ADV_INT MAX

Maximum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_CONN_INT MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT_MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h
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ESP_BLE_IS_VALID_PARAM (X, min, max)
Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN 32

ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_PEER_IRK_LEN
Bluetooth peer irk.

ESP_BLE_ENC_KEY MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &

response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.

ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

Type Definitions

typedef uint8_t esp_bt_octet16_t[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]

typedef uint8_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bd_addr_t[ESP_BD_ADDR_LEN]

Bluetooth device address.

typedef uint8_t esp_ble_key_mask_t

Espressif Systems 159
Submit Document Feedback

Release v5.2.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

Enumerations

enum esp_bt_status_t

Status Return Value.

Values:

enumerator ESP_BT_STATUS_SUCCESS

enumerator ESP_BT_STATUS_FAIL

enumerator ESP_BT_STATUS_NOT READY

enumerator ESP_BT_STATUS_NOMEM

enumerator ESP_BT_STATUS_BUSY

enumerator ESP_BT_STATUS_DONE

enumerator ESP_BT_STATUS_UNSUPPORTED

enumerator ESP_BT_STATUS_PARM_INVALID

enumerator ESP_BT_STATUS_UNHANDLED

enumerator ESP_BT_STATUS_AUTH_FAILURE

enumerator ESP_BT_STATUS_RMT_DEV_DOWN

enumerator ESP_BT_STATUS_AUTH_REJECTED

enumerator ESP_BT_STATUS_INVALID_STATIC_RAND_ADDR

enumerator ESP_BT_STATUS_PENDING

enumerator ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_PARAM_OUT_OF_RANGE

enumerator ESP_BT_STATUS_TIMEOUT

enumerator ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_FMT
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enumerator ESP_BT_STATUS_MEMORY_FULL

enumerator ESP_BT_STATUS_EIR_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SUCCESS

enumerator ESP_BT_STATUS_HCI_ILLEGAL_COMMAND

enumerator ESP_BT_STATUS_HCI_NO_CONNECTION

enumerator ESP_BT_STATUS_HCI_HW_FAILURE

enumerator ESP_BT_STATUS_HCI_PAGE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_AUTH_FAILURE

enumerator ESP_BT_STATUS_HCI_KEY MISSING

enumerator ESP_BT_STATUS_HCI_MEMORY_FULL

enumerator ESP_BT_STATUS_HCI_CONNECTION_TOUT

enumerator ESP_BT_STATUS_HCI_MAX NUM_OF_CONNECTIONS

enumerator ESP_BT_STATUS_HCI_MAX NUM_OF_SCOS

enumerator ESP_BT_STATUS_HCI_CONNECTION_EXISTS

enumerator ESP_BT_STATUS_HCI_COMMAND_ DISALLOWED

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_RESOURCES

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_SECURITY

enumerator ESP_BT_STATUS_HCI_HOST REJECT_DEVICE

enumerator ESP_BT_STATUS_HCI_HOST_ TIMEOUT

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_VALUE

enumerator ESP_BT_STATUS_HCI_ILLEGAL_ PARAMETER_FMT

enumerator ESP_BT_STATUS_HCI_PEER_USER

enumerator ESP_BT_STATUS_HCI_PEER_LOW_RESOURCES
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enumerator ESP_BT_STATUS_HCI_PEER_POWER_OFF

enumerator ESP_BT_STATUS_HCI_CONN_CAUSE_LOCAL_HOST

enumerator ESP_BT_STATUS_HCI_REPEATED_ATTEMPTS

enumerator ESP_BT_STATUS_HCI_PAIRING_NOT_ ALLOWED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_LMP_PDU

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_REM FEATURE

enumerator ESP_BT_STATUS_HCI_SCO_OFFSET REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_INTERVAL_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_AIR_MODE

enumerator ESP_BT_STATUS_HCI_INVALID_LMP_PARAM

enumerator ESP_BT_STATUS_HCI_UNSPECIFIED

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_LMP_PARAMETERS

enumerator ESP_BT_STATUS_HCI_ROLE_CHANGE_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_LMP_RESPONSE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_LMP_ERR TRANS_COLLISION

enumerator ESP_BT_STATUS_HCI_LMP_PDU_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_ENCRY_ MODE_NOT_ ACCEPTABLE

enumerator ESP_BT_STATUS_HCI_UNIT_KEY_USED

enumerator ESP_BT_STATUS_HCI_QOS_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSTANT PASSED

enumerator ESP_BT_STATUS_HCI_PAIRING_WITH_UNIT_KEY NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_DIFF_TRANSACTION_COLLISION

enumerator ESP_BT_STATUS_HCI_UNDEFINED_O0x2B
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enumerator ESP_BT_STATUS_HCI_QOS_UNACCEPTABLE_PARAM

enumerator ESP_BT_STATUS_HCI_QOS_REJECTED

enumerator ESP_BT_STATUS_HCI_CHAN CLASSIF_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSUFFCIENT SECURITY

enumerator ESP_BT_STATUS_HCI_PARAM OUT_OF_RANGE

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x31

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_PENDING

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x33

enumerator ESP_BT_STATUS_HCI_RESERVED_SLOT_VIOLATION

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_FAILED

enumerator ESP_BT_STATUS_HCI_INQ RSP_DATA_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SIMPLE_PAIRING_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_HOST_BUSY_PAIRING

enumerator ESP_BT_STATUS_HCI_REJ_NO_SUITABLE_CHANNEL

enumerator ESP_BT_STATUS_HCI_CONTROLLER_BUSY

enumerator ESP_BT_STATUS_HCI_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_HCI_DIRECTED_ADVERTISING_TIMEOUT

enumerator ESP_BT_STATUS_HCI_CONN_TOUT DUE_TO_MIC_FAILURE

enumerator ESP_BT_STATUS_HCI_CONN_FAILED_ ESTABLISHMENT

enumerator ESP_BT_STATUS_HCI_MAC_CONNECTION_ FAILED

enumerator ESP_BT_STATUS_HCI_CCA_REJECTED

enumerator ESP_BT_STATUS_HCI_TYPEO_SUBMAP_NOT_DEFINED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_ADV_ID
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enumerator ESP_BT_STATUS_HCI_LIMIT_REACHED

enumerator ESP_BT_STATUS_HCI_OPT_CANCEL_BY_ HOST

enumerator ESP_BT_STATUS_HCI_PKT_TOO_LONG

enumerator ESP_BT_STATUS_HCI_TOO_LATE

enumerator ESP_BT_STATUS_HCI_TOO_EARLY

enum esp_bt_dev_type_t
Bluetooth device type.

Values:

enumerator ESP_BT_DEVICE_TYPE_BREDR

enumerator ESP_BT DEVICE_TYPE_BLE

enumerator ESP_BT_DEVICE_TYPE_DUMO

enum esp_ble_addr_type_t
BLE device address type.

Values:

enumerator BLE_ADDR_TYPE_PUBLIC
Public Device Address

enumerator BLE_ADDR_TYPE_RANDOM

Random Device Address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enumerator BLE_ ADDR_TYPE_RPA_PUBLIC
Resolvable Private Address (RPA) with public identity address

enumerator BLE_ ADDR_TYPE_RPA_RANDOM

Resolvable Private Address (RPA) with random identity address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enum esp_ble_wl_addr_type_t
white list address type

Values:

enumerator BLE_WL_ADDR_TYPE_PUBLIC

enumerator BLE_WL_ADDR_TYPE_RANDOM
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Bluetooth® Main API

API Reference

Header File

¢ components/bt/host/bluedroid/api/include/api/esp_bt_main.h
¢ This header file can be included with:

’#include "esp_bt_main.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘

Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)

Get bluetooth stack status.
J&[A] Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init()/esp_bluedroid_init_with_cfg().
peq |
e ESP_OK : Succeed
¢ Other : Failed
esp_err_t esp_bluedroid_disable (void)

Disable Bluetooth, must be called prior to esp_bluedroid_deinit().

247:: Before calling this API, ensure that all activities related to the application, such as connections, scans,
etc., are properly closed.

$Ey |
e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_init (void)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.
&l
e ESP_OK : Succeed
* Other : Failed
esp_err_t esp_bluedroid_init_with_c£fg (esp_bluedroid_config_t *cfg)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.
%4 c£qg -- Initial configuration of ESP Bluedroid stack.
Bl
* ESP_OK : Succeed
¢ Other : Failed
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esp_err_t esp_bluedroid_deinit (void)

Deinit and free the resource for bluetooth, must be after every bluetooth stuft.

R
e ESP_OK : Succeed
¢ Other : Failed

Structures

struct esp_bluedroid_config_t

Bluetooth stack configuration.

Public Members

bool ssp_en

Whether SSP(secure simple pairing) or legacy pairing is used for Classic Bluetooth

Macros
BT_BLUEDROID_INIT_CONFIG_DEFAULT ()

Enumerations

enum esp_bluedroid_status_t

Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

enumerator ESP_BLUEDROID_STATUS_UNINITIALIZED

Bluetooth not initialized

enumerator ESP_BLUEDROID_STATUS_INITIALIZED
Bluetooth initialized but not enabled

enumerator ESP_BLUEDROID_STATUS_ENABLED
Bluetooth initialized and enabled

Bluetooth® Device APIs

Overview Bluetooth device reference APIs.

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_device.h
* This header file can be included with:

#include "esp_bt_device.h"

¢ This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:
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’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘

Functions
const uint8_t *esp_bt_dev_get_address (void)

Get bluetooth device address. Must use after “esp_bluedroid_enable”.

&M bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled
esp_err_t esp_bt_dev_set_device_name (const char *name)

Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDR/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

%% name -- [in] : device name to be set
B
e ESP_OK : Succeed
ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit
* ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled
e ESP_FAIL : others

esp_err_t esp_bt_dev_coex_status_config (esp_bt_dev_coex_type_t type, esp_bt_dev_coex_op_t op,
uint®_t status)

Config bluetooth device coexis status. This function should be called after esp_bluedroid_enable() completes

successfully.
SH
* type -- [in] : coexist type to operate on
e op -- [in] : clear or set coexist status
* status -- [in] : coexist status to be configured
B

ESP_OK : Succeed

ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit

ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled

ESP_FAIL : others

esp_err_t esp_bt_config_file_path_update (const char *file_path)

This function is used to update the path name of bluetooth bond keys saved in the NVS module and need to
be called before esp_bluedroid_init().

%% file_path -- [in] the name of config file path, the length of file_path should be less than
NVS_NS_NAME_MAX_SIZE
B
e ESP_OK: success
e other: failed

Macros

ESP_BT_DEV_COEX_BLE_ST MESH_CONFIG

ESP_BT_DEV_COEX_BLE_ST MESH_TRAFFIC

ESP_BT DEV_COEX_BLE_ST MESH_STANDBY

Espressif Systems 167 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. AP1 &%

ESP_BT_DEV_COEX_BT_ST_A2DP_STREAMING
ESP_BT_DEV_COEX_BT_ST_A2DP_PAUSED
ESP_BT_DEV_COEX_OP_CLEAR

ESP_BT_DEV_COEX_OP_SET

Type Definitions

typedef uint8_t esp_bt_dev_coex_op_t

Enumerations
enum esp_bt_dev_coex_type_t
Bluetooth device coex type.

Values:

enumerator ESP_BT_DEV_COEX_TYPE_BLE

enumerator ESP_BT_DEV_COEX_TYPE_BT

2.3.2 Bluetooth® Low Energy (Bluetooth LE)

GAP API

W DA R N R A7 e ESP-IDF i H 75 i1 bluetooth/bluedroid/ble H 3T .
© DAFR SMP (A IML) A% Fiin Ol B . 2RI T 2R L2248, RN
GATT % Py, 7] D0 ik g IR LAt oK, Se s d i
— bluetooth/bluedroid/ble/gatt_security_client
— GATT 4% i Bl 7R
* PANN SMP 24 iR 55 25 m B e L . SR PIREF 2 2258, H 5824 GATT % i,
ATt AE A AR IO SR, SE U i A
— bluetooth/bluedroid/ble/gatt_security_server
— GATT L4 5 Bl R

API %

Header File

¢ components/bt/host/bluedroid/api/include/api/esp_gap_ble_api.h
¢ This header file can be included with:

#include "esp_gap_ble_api.h"

¢ This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:
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’REQUIRES bt ‘

or

’ PRIV_REQUIRES bt ‘

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)

This function is called to occur gap event, such as scan result.

Z¥ callback -- [in] callback function
FEA ]
e ESP_OK : success
* other : failed
esp_gap_ble_cb_t esp_ble_gap_get_callback (void)

This function is called to get the current gap callback.
Bl
* esp_gap_ble_cb_t : callback function
esp_err_t esp_ble_gap_config_adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.

%%, adv_data -- [in] Pointer to User defined ADV data structure. This memory space can not
be freed until callback of config_adv_data is received.
Rl
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

%%, scan_params -- [in] Pointer to User defined scan_params data structure. This memory
space can not be freed until callback of set_scan_params
PE ]
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
%%, duration -- [in] Keeping the scanning time, the unit is second.
B
* ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.
Bl
e ESP_OK : success
— other : failed
esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.

%4 adv_params -- [in] pointer to User defined adv_params data structure.
$EA |

* ESP_OK : success

e other : failed
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esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
B
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.

%%, params -- [in] - connection update parameters
B
* ESP_OK : success
« other : failed
esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
B
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function allows configuring either a Non-Resolvable Private Address or a Static Random Address.

%% rand_addr -- [in] The address to be configured. Refer to the table below for possible
address subtypes:

| address [47:46] Address Type |

| 0b00 Non-Resolvable Private |
e \
| 0bl1 Static Random Address |

\
\
\
| | Address |
\
\
\

B A
¢ ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_set_resolvable_private_address_timeout (uintl6_t rpa_timeout)

This function sets the length of time the Controller uses a Resolvable Private Address before generating and
starting to use a new resolvable private address.

$41:: Note: This function is currently not supported on the ESP32 but will be enabled in a future update.

%% rpa_timeout -- [in] The timeout duration in seconds for how long a Resolvable Private
Address is used before a new one is generated. The value must be within the range specified
by the Bluetooth specification (0x0001 to 0xOE10), which corresponds to a time range of 1
second to 1 hour. The default value is 0x0384 (900 seconds or 15 minutes).
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_add_device_to_resolving_ list (esp_bd_addr_t peer_addr, uint8_t
addr_type, uint8_t *peer_irk)
This function adds a device to the resolving list used to generate and resolve Resolvable Private Addresses in
the Controller.

£#51: Note: This function shall not be used when address resolution is enabled in the Controller and:
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 Advertising (other than periodic advertising) is enabled,

¢ Scanning is enabled, or

* an HCI_LE_Create_Connection, HCI_LE_Extended_Create_Connection, or
HCI_LE_Periodic_Advertising_Create_Sync command is pending. This command may be used
at any time when address resolution is disabled in the Controller. The added device shall be set to
Network Privacy mode.

28
* peer_addr -- [in] The peer identity address of the device to be added to the resolving
list.
* addr_type -- [in] The address type of the peer identity address
(BLE_ADDR_TYPE_PUBLIC or BLE_ADDR_TYPE_RANDOM).
* peer_irk -- [in] The Identity Resolving Key (IRK) of the device.
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.
B
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config_local_privacy (bool privacy_enable)

Enable/disable privacy (including address resolution) on the local device.

%% privacy_enable -- [in] - enable/disable privacy on remote device.
P

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_config_local_icon (uintl6_ticon)

set local gap appearance icon

%%, icon -- [in] - External appearance value, these values are defined by the Bluetooth SIG,
please refer to https://www.bluetooth.com/specifications/assigned-numbers/
P
* ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)

Add or remove device from white list.

ZH
* add_remove -- [in] the value is true if added the ble device to the white list, and false
remove to the white list.
e remote_bda -- [in] the remote device address add/remove from the white list.
* wl_addr_type -- [in] whitelist address type
Bzl
¢ ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.
S|
e ESP_OK : success
 other : failed

Espressif Systems 171 Release v5.2.3
Submit Document Feedback


https://www.bluetooth.com/specifications/assigned-numbers/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)

Get the whitelist size in the controller.

%% length -- [out] the white list length.
Rl

¢ ESP_OK : success

¢ other : failed

esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t min_conn_int,
uint16_t max_conn_int, uint16_t slave_latency,
uint16_t supervision_tout)

This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

S8
* bd_addr -- [in] BD address of the peripheral
* min_conn_int -- [in] minimum preferred connection interval
* max_conn_int -- [in] maximum preferred connection interval
* slave_latency -- [in] preferred slave latency
* supervision_tout -- [in] preferred supervision timeout
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device Note: This API don’t affect the advertising data.
%% name -- [in] - device name.
FE ]
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_get_device_name (void)
Get device name of the local device.
$Eq |
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t *addr_type)

This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

2
* local_used_addr -- [in] - current local used ble address (six bytes)
* addr_type -- [in] - ble address type

#’n] - ESP_OK : success
e other : failed

uint8_t *esp_ble_resolve_adv_data_by_ type (uint8_t *adv_data, uint16_t adv_data_len,
esp_ble_adv_data_type type, uint8_t *length)

This function is called to get ADV data for a specific type.

4 1::  This is the recommended function to use for resolving ADV data by type. It improves upon the
deprecated esp_ble_resolve_adv_data function by including an additional parameter to specify the
length of the ADV data, thereby offering better safety and reliability.

S8
* adv_data -- [in] - pointer of ADV data which to be resolved
* adv_data_1len -- [in] - the length of ADV data which to be resolved.
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* type -- [in] - finding ADV data type
* length -- [out] - return the length of ADV data not including type
& Ia] pointer of ADV data

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)

This function is called to get ADV data for a specific type.

%5 1 This function has been deprecated and will be removed in a future release. Please use
esp_ble_resolve_adv_data_by_type instead, which provides better parameter validation and sup-
ports more accurate data resolution.

S8

* adv_data -- [in] - pointer of ADV data which to be resolved

* type -- [in] - finding ADV data type

* length -- [out] - return the length of ADV data not including type
&[] pointer of ADV data

esp_err_t esp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.

ZH
* raw_data -- [in] : raw advertising data with the format: [Length 1][Data Type 1][Data

1][Length 2][Data Type 2][Data 2] ...
* raw_data_len -- [in] : raw advertising data length , less than 31 bytes
B
» ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config scan_rsp_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw scan response data. User need to fill scan response data by self.

S8

* raw_data -- [in] : raw scan response data

* raw_data_len -- [in] : raw scan response data length , less than 31 bytes
Bl

» ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)

This function is called to read the RSSI of remote device. The address of link policy results are returned in the
gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.

%¥( remote_addr -- [in] : The remote connection device address.
|

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_add_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type, esp_duplicate_info_t
device_info)

This function is called to add a device info into the duplicate scan exceptional list.

SH
* type -- [in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV, device_info is invalid.
e device_info -- [in] the device information.
B
¢ ESP_OK : success
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 other : failed

esp_err_t esp_ble_gap_remove_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type,
esp_duplicate_info_t
device_info)

This function is called to remove a device info from the duplicate scan exceptional list.

2H
* type -- [in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV, device_info is invalid.
e device_info -- [in] the device information.
PEA ]

e ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_clean_duplicate_scan_exceptional_list (esp_duplicate_scan_exceptional_list_type_t
list_type)
This function is called to clean the duplicate scan exceptional list. This API will delete all device information
in the duplicate scan exceptional list.

Z4 list_type -- [in] duplicate scan exceptional list type, the value can be one or more of
esp_duplicate_scan_exceptional_list_type_t.
izl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_security_param (esp_ble_sm_param_t param_type, void *value, uint8_t
len)

Set a GAP security parameter value. Overrides the default value.

Secure connection is highly recommended to avoid some major
vulnerabilities like 'Impersonation in the Pin Pairing Protocol'
(CVE-2020-26555) and 'Authentication of the LE Legacy Pairing
Protocol'.
To accept only “secure connection mode’, it is necessary do as.
—following:
1. Set bit "ESP_LE_AUTH_REQ_SC_ONLY (' param_type  1is
"ESP_BLE_SM_AUTHEN_REQ_MODE'), bit "ESP_LE_AUTH_BOND  and bit
"ESP_LE_AUTH_REQ_MITM" is optional as required.
2. Set to "ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE  ( param_
—type’ is
"ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH").
S8

* param_type -- [in] : the type of the param which to be set
* value -- [in] : the param value
* len -- [in] : the length of the param value
&a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_security_rsp (esp_bd_addr_t bd_addr, bool accept)
Grant security request access.

28
* bd_addr -- [in] : BD address of the peer
* accept -- [in] : accept the security request or not
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jJRM| - ESP_OK : success
e other : failed

esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act t sec_act)
Set a gap parameter value. Use this function to change the default GAP parameter values.

B8
* bd_addr -- [in] : the address of the peer device need to encryption
* sec_act -- [in] : This is the security action to indicate what kind of BLE security level
is required for the BLE link if the BLE is supported
B a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)

Reply the key value to the peer device in the legacy connection stage.

S8

* bd_addr -- [in] : BD address of the peer

* accept -- [in] : passkey entry successful or declined.

* passkey -- [in] : passkey value, must be a 6 digit number, can be lead by 0.
#&n] - ESP_OK : success

* other : failed

esp_err_t esp_ble_confirm_reply (esp_bd_addr_t bd_addr, bool accept)

Reply the confirm value to the peer device in the secure connection stage.

S8

* bd_addr -- [in] : BD address of the peer device

* accept -- [in] : numbers to compare are the same or different.
& - ESP_OK : success

* other : failed

esp_err_t esp_ble_remove_bond_device (esp_bd_addr_t bd_addr)

Removes a device from the security database list of peer device. It manages unpairing event while connected.

%% bd_addr -- [in] : BD address of the peer device
&\l - ESP_OK : success
¢ other : failed

int esp_ble_get_bond_device_num (void)

Get the device number from the security database list of peer device. It will return the device bonded number
immediately.

J&[A] - >= 0 : bonded devices number.
 ESP_FAIL : failed

esp_err_t esp_ble_get_bond_device_list (int *dev_num, esp_ble_bond_dev_t *dev_list)

Get the device from the security database list of peer device. It will return the device bonded information
immediately.

S8
* dev_num -- [inout] Indicate the dev_list array(buffer) size as input. If dev_num is
large enough, it means the actual number as output. Suggest that dev_num value equal
to esp_ble_get_bond_device_num().
* dev_1list -- [out] an array(buffer) of esp_ble_bond_dev_t type. Use for storing
the bonded devices address. The dev_list should be allocated by who call this API.
#&n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_oob_req_reply (esp_bd_addr_t bd_addr, uint8_t *TK, uint8_t len)
This function is called to provide the OOB data for SMP in response to ESP_GAP_BLE_OOB_REQ_EVT.

S
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* bd_addr -- [in] BD address of the peer device.
* TK -- [in] Temporary Key value, the TK value shall be a 128-bit random number
* len -- [in] length of temporary key, should always be 128-bit
#&n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_sc_oob_req_reply (esp_bd_addr_t bd_addr, uint8_t p_c[16], uint8_t p_r[16])

This  function is called to provide the OOB data for SMP in response
ESP_GAP_BLE_SC_OOB_REQ_EVT.

S
* bd_addr -- [in] BD address of the peer device.
* p_c -- [in] Confirmation value, it shall be a 128-bit random number
* p_r -- [in] Randomizer value, it should be a 128-bit random number
#&n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_create_sc_oob_data (void)

This function is called to create the OOB data for SMP when secure connection.

#&xMm] - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_disconnect (esp_bd_addr_t remote_device)

to

This function is to disconnect the physical connection of the peer device gattc may have multiple virtual GATT
server connections when multiple app_id registered. esp_ble_gattc_close (esp_gatt_if_t gattc_if, uint16_t
conn_id) only close one virtual GATT server connection. if there exist other virtual GATT server connec-
tions, it does not disconnect the physical connection. esp_ble_gap_disconnect(esp_bd_addr_t remote_device)

disconnect the physical connection directly.

%% remote_device -- [in] : BD address of the peer device
&\l - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_get_current_conn_params (esp_bd_addr_t bd_addr, esp_gap_conn_params_t
*conn_params)

This function is called to read the connection parameters information of the device.

ZH

* bd_addr -- [in] BD address of the peer device.

* conn_params -- [out] the connection parameters information
#&n] - ESP_OK : success

« other : failed

esp_err_t esp_gap_ble_set_channels (esp_gap_ble_channels channels)
BLE set channels.

%% channels -- [in] : The n th such field (in the range 0 to 36) contains the value for the
link layer channel index n. 0 means channel n is bad. 1 means channel n is unknown. The
most significant bits are reserved and shall be set to 0. At least one channel shall be marked as
unknown.

#&n] - ESP_OK : success

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* other : failed

esp_err_t esp_gap_ble_set_authorization (esp_bd_addr_t bd_addr, bool authorize)
This function is called to authorized a link after Authentication(MITM protection)

ZH
* bd_addr -- [in] BD address of the peer device.
* authorize -- [out] Authorized the link or not.
&a] - ESP_OK : success
e other : failed
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esp_err_t esp_ble_gap_read_phy (esp_bd_addr_t bd_addr)

This function is used to read the current transmitter PHY and receiver PHY on the connection identified by
remote address.

%% bd_addr -- [in] : BD address of the peer device
jJRM| - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_set_preferred_default_phy (esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask)
This function is used to allows the Host to specify its preferred values for the transmitter PHY and receiver
PHY to be used for all subsequent connections over the LE transport.

S8
* tx_phy_mask -- [in] : indicates the transmitter PHY's that the Host prefers the Con-
troller to use
* rx_phy_mask -- [in] : indicates the receiver PHYSs that the Host prefers the Controller
to use
J&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_preferred_phy (esp_bd_addr_t bd_addr, esp_ble_gap_all_phys_t
all_phys_mask, esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask,
esp_ble_gap_prefer_phy_options_t phy_options)
This function is used to set the PHY preferences for the connection identified by the remote address. The
Controller might not be able to make the change (e.g. because the peer does not support the requested PHY)
or may decide that the current PHY is preferable.

S8
* bd_addr -- [in] : remote address
* all_phys_mask -- [in] : a bit field that allows the Host to specify
* tx_phy_mask -- [in] : a bit field that indicates the transmitter PHYs that the Host
prefers the Controller to use
* rx_phy_mask -- [in] : a bit field that indicates the receiver PHY's that the Host prefers
the Controller to use

* phy_options -- [in] : a bit field that allows the Host to specify options for PHYs
&nl - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_set_rand_addr (uint8_t instance, esp_bd_addr_t rand_addr)
This function is used by the Host to set the random device address specified by the Random_Address parameter.
BH
* instance -- [in] : Used to identify an advertising set
* rand_addr -- [in] : Random Device Address

& - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_ext_adv_set_params (uint8_t instance, const esp_ble_gap_ext_adv_params_t
*params)
This function is used by the Host to set the advertising parameters.
S8
* instance -- [in] : identifies the advertising set whose parameters are being configured.
* params -- [in] : advertising parameters

jJRI| - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_config ext_adv_data_raw (uint8_t instance, uint16_t length, const uint8_t
*data)

This function is used to set the data used in advertising PDUs that have a data field.
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S8
* instance -- [in] : identifies the advertising set whose data are being configured
* length -- [in] : data length
e data -- [in] : data information
J&n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config_ext_scan_rsp_data_raw (uint8_t instance, uint16_t length, const
uint8_t *scan_rsp_data)

This function is used to provide scan response data used in scanning response PDUs.

BH
* instance -- [in] : identifies the advertising set whose response data are being config-
ured.
* length -- [in] : responsedata length
* scan_rsp_data -- [in] : response data information
&\l - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_start (uint8_t num_adv, const esp_ble_gap_ext_adv_t *ext_adv)

This function is used to request the Controller to enable one or more advertising sets using the advertising sets
identified by the instance parameter.

SH
* num_adv -- [in] : Number of advertising sets to enable or disable
* ext_adv -- [in] : adv parameters

J&M| - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_stop (uint8_t num_adv, const uint8_t *ext_adv_inst)

This function is used to request the Controller to disable one or more advertising sets using the advertising sets
identified by the instance parameter.

¥
* num_adv -- [in] : Number of advertising sets to enable or disable
e ext_adv_inst -- [in] : ext adv instance

#&n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_set_remove (uint8_t instance)
This function is used to remove an advertising set from the Controller.
%% instance -- [in] : Used to identify an advertising set
#&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_ext_adv_set_clear (void)
This function is used to remove all existing advertising sets from the Controller.

jJRM| - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_set_params (uint8_t instance, const
esp_ble_gap_periodic_adv_params_t *params)

This function is used by the Host to set the parameters for periodic advertising.

ZH
* instance -- [in] : identifies the advertising set whose periodic advertising parameters
are being configured.
* params -- [in] : periodic adv parameters
&A] - ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_config_periodic_adv_data_raw (uint8_t instance, uint16_t length, const
uint8_t *data)

This function is used to set the data used in periodic advertising PDUs.

SH
* instance -- [in] : identifies the advertising set whose periodic advertising parameters
are being configured.
* length -- [in] : the length of periodic data
* data -- [in] : periodic data information
&a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_start (uint8_t instance)
This function is used to request the Controller to enable the periodic advertising for the advertising set specified.
%% instance -- [in] : Used to identify an advertising set
& n] - ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_periodic_adv_stop (uint8_t instance)
This function is used to request the Controller to disable the periodic advertising for the advertising set specified.
%%, instance -- [in] : Used to identify an advertising set

jJRM| - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_set_ext_scan_params (const esp_ble_ext_scan_params_t *params)
This function is used to set the extended scan parameters to be used on the advertising channels.
%:#( params -- [in] : scan parameters
#&n] - ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_start_ext_scan (uint32_t duration, uint16_t period)
This function is used to enable scanning.
S8
* duration -- [in] Scan duration time, where Time = N * 10 ms. Range: 0x0001 to
OxFFFF.
* period --[in] Time interval from when the Controller started its last Scan Duration until
it begins the subsequent Scan Duration. Time = N * 1.28 sec. Range: 0x0001 to OxFFFF.
#&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_ext_scan (void)
This function is used to disable scanning.

jJRM| - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_create_sync (const esp_ble_gap_periodic_adv_sync_params_t
*params)
This function is used to synchronize with periodic advertising from an advertiser and begin receiving periodic
advertising packets.

%4 params -- [in] : sync parameters
& A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_cancel (void)
This function is used to cancel the LE_Periodic_Advertising_Create_Sync command while it is pending.

jJRM| - ESP_OK : success
¢ other : failed
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esp_err_t esp_ble_gap_periodic_adv_sync_terminate (uintl6_t sync_handle)

This function is used to stop reception of the periodic advertising identified by the Sync Handle parameter.

%% sync_handle -- [in] : identify the periodic advertiser
Rl - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_periodic_adv_add_dev_to_list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to add a single device to the Periodic Advertiser list stored in the Controller.

2H
* addr_type -- [in] : address type
e addr -- [in] : Device Address
e sid -- [in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
&n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_remove_dev_from_list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to remove one device from the list of Periodic Advertisers stored in the Controller.
Removals from the Periodic Advertisers List take effect immediately.

SH
* addr_type -- [in] : address type
e addr -- [in] : Device Address
* sid -- [in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
jJ&RM| - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_clear_dev (void)

This function is used to remove all devices from the list of Periodic Advertisers in the Controller.

jJRM] - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_prefer_ ext_connect_params_set (esp_bd_addr_t addr,
esp_ble_gap_phy_mask_t phy_mask,
const esp_ble_gap_conn_params_t
*phy_1m_conn_params, const
esp_ble_gap_conn_params_t
*phy_2m_conn_params, const
esp_ble_gap_conn_params_t
*phy_coded_conn_params)

This function is used to set aux connection parameters.

S8
e addr -- [in] : device address
* phy_mask -- [in] : indicates the PHY(s) on which the advertising packets should be re-
ceived on the primary advertising channel and the PHY's for which connection parameters
have been specified.
* phy_1m_conn_params -- [in] : Scan connectable advertisements on the LE IM PHY.
Connection parameters for the LE 1M PHY are provided.
* phy_ 2m_conn_params -- [in] : Connection parameters for the LE 2M PHY are pro-
vided.
* phy_coded_conn_params -- [in] : Scan connectable advertisements on the LE
Coded PHY. Connection parameters for the LE Coded PHY are provided.
#’&n] - ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_periodic_adv_recv_enable (uintl6_t sync_handle, uint8_t enable)

This function is used to set periodic advertising receive enable.

S8
* sync_handle -- [in] : Handle of periodic advertising sync
* enable -- [in] : Determines whether reporting and duplicate filtering are enabled or
disabled
&n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_trans (esp_bd_addr_t addr, uint16_t service_data,
uint16_t sync_handle)

This function is used to transfer periodic advertising sync.

ZH

e addr -- [in] : Peer device address

* service_data -- [in] : Service data used by Host

* sync_handle -- [in] : Handle of periodic advertising sync
&A] - ESP_OK : success

« other : failed

esp_err_t esp_ble_gap_periodic_adv_set_info_trans (esp_bd_addr_t addr, uint16_t service_data,
uint8_t adv_handle)

This function is used to transfer periodic advertising set info.

S
* addr -- [in] : Peer device address
* service_data -- [in] : Service data used by Host
* adv_handle -- [in] : Handle of advertising set
& n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_periodic_adv_sync_trans_params (esp_bd_addr_t addr, const
esp_ble_gap_past_params_t
*params)

This function is used to set periodic advertising sync transfer params.
S8
¢ addr -- [in] : Peer device address
* params -- [in] : Params of periodic advertising sync transfer
#&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_tx_start (const esp_ble_dtm_tx_t *tx_params)
This function is used to start a test where the DUT generates reference packets at a fixed interval.
%% tx_params -- [in] : DTM Transmitter parameters
&\l - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_rx_start (const esp_ble_dtm_rx_t *rx_params)
This function is used to start a test where the DUT receives test reference packets at a fixed interval.
%% rx_params -- [in] : DTM Receiver parameters
&a] - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_enh_tx_start (const esp_ble_dtm_enh_tx_t *tx_params)
This function is used to start a test where the DUT generates reference packets at a fixed interval.
%¥ tx_params -- [in] : DTM Transmitter parameters

&\l - ESP_OK : success
 other : failed
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esp_err_t esp_ble_dtm_enh_rx_start (const esp_ble_dtm_enh_rx_t *rx_params)
This function is used to start a test where the DUT receives test reference packets at a fixed interval.
%% rx_params -- [in] : DTM Receiver parameters
&\l - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_stop (void)
This function is used to stop any test which is in progress.
#&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_clear_advertising (void)
This function is used to clear legacy advertising.
&a] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_vendor_command_send (esp_ble_vendor_cmd_params_t *vendor_cmd_param)

This function is called to send vendor hci command.

%% vendor_cmd_param -- [in] vendor hci command parameters
$EA |

* ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_set_privacy_mode (esp_ble_addr_type_t addr_type, esp_bd_addr_t addr,
esp_ble_privacy_mode_t mode)

This function set the privacy mode of the device in resolving list.

4122 This feature is not supported on ESP32.

BH
* addr_type -- [in] The address type of the peer identity address
(BLE_ADDR_TYPE_PUBLIC or BLE_ADDR_TYPE_RANDOM).
* addr -- [in] The peer identity address of the device.
* mode -- [in] The privacy mode of the device.
B
* ESP_OK : success
* other : failed

Unions

union esp_ble_key value_t

#include <esp_gap_ble_api.h> union type of the security key value

Public Members

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK
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esp_ble_pid_keys_t pid_key
peer device ID key

esp_ble_lenc_keys_t lenc_key
local encryption reproduction keys LTK = = d1(ER,DIV,0)

esp_ble_lcsrk_keys 1esrk_key
local device CSRK = d1(ER,DIV,1)

union esp_ble_sec_t

#include <esp_gap_ble_api.h> union associated with ble security

Public Members

esp_ble_sec_key_notif t key_notif

passkey notification

esp_ble_sec_req_t ble_req
BLE SMP related request

esp_ble_key_t ble_key
BLE SMP keys used when pairing

esp_ble_local_id_keys_t ble_id_keys
BLE IR event

esp_ble_local_oob_data_t oob_data
BLE SMP secure connection OOB data

esp_ble_auth_cmpl_t auth_cmpl

Authentication complete indication.

union esp_ble_gap_cb_param_t

#include <esp_gap_ble_api.h> Gap callback parameters union.

Public Members

struct esp_ble_gap_cb_param_t::ble_get_dev_name_cmpl_evt_param get_dev_name_cmpl
Event parameter of ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_cmpl_evt_param adv_data_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_cmpl_evt_param scan_rsp_data_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_param_cmpl_evt_param scan_param_cmpl
Event parameter of ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_scan_result_evt_param scan_rst
Event parameter of ESP_GAP_BLE_SCAN_RESULT_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_raw_cmpl_evt_param adv_data_raw_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_raw_cmpl_evt_param scan_rsp_data_raw_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_start_cmpl_evt_param adv_start_cmpl
Event parameter of ESP_GAP_BLE_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_start_cmpl_evt_param scan_start_cmpl
Event parameter of ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

esp_ble_sec_tble_security

ble gap security union type

struct esp_ble_gap_cb_param_t::ble_scan_stop_cmpl_evt_param scan_stop_cmpl
Event parameter of ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_stop_cmpl_evt_param adv_stop_cmpl
Event parameter of ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_clear_cmpl_evt_param adv_clear_cmpl
Event parameter of ESP_GAP_BLE_ADV_CLEAR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_rand_cmpl_evt_param set_rand_addr_cmpl
Event parameter of ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

struct esp_ble_gap_cb_param_t::ble_update_conn_params_evt_param update_conn_params
Event parameter for ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

struct esp_ble_gap_cb_param_t::ble_pkt_data_length_cmpl_evt_param pkt_data_length_cmpl
Event parameter of ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_local_privacy_cmpl_evt_param local_privacy_cmpl
Event parameter of ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_rpa_timeout_cmpl_evt_param set_rpa_timeout_cmpl
Event parameter of ESP_GAP_BLE_SET_RPA_TIMEOUT_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_add_dev_to_resolving_list_cmpl_evt_param
add_dev_to_resolving_list_cmpl

Event parameter of ESP_GAP_BLE_ADD_DEV_TO_RESOLVING_LIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_clear_bond_dev_cmpl_evt_param clear_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_get_bond_dev_cmpl_evt_param get_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_read_rssi_cmpl_evt_param read_rssi_cmpl
Event parameter of ESP_GAP_BLE_READ_RSSI_ COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_whitelist_cmpl_evt_param update_whitelist_cmpl
Event parameter of ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_duplicate_exceptional_list_cmpl_evt_param
update_duplicate_exceptional_list_cmpl

Event parameter of ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_channels_evt_param ble_set_channels
Event parameter of ESP_GAP_BLE_SET_CHANNELS_EVT

struct esp_ble_gap_cb_param_t::ble_read_phy_cmpl_evt_param read_phy
Event parameter of ESP_GAP_BLE_READ_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_def_phy_cmpl_evt_param set_perf_def_phy
Event parameter of ESP_GAP_BLE_SET_PREFERRED_DEFAULT_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_phy_cmpl_evt_param set_perf_phy
Event parameter of ESP_GAP_BLE_SET_PREFERRED_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_rand_addr_cmpl_evt_param
ext_adv_set_rand_addr

Event parameter of ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_params_cmpl_evt_param ext_adv_set_params
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_data_set_cmpl_evt_param ext_adv_data_set
Event parameter of ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_scan_rsp_set_cmpl_evt_param scan_rsp_set
Event parameter of ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_start_cmpl_evt_param ext_adv_start
Event parameter of ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_stop_cmpl_evt_param ext_adv_stop
Event parameter of ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_remove_cmpl_evt_param ext_adv_remove
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_ext_adv_set_clear_cmpl_evt_param ext_adv_clear
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_set_params_cmpl_param peroid_adv_set_params
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_data_set_cmpl_param period_adv_data_set
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_start_cmpl_param period_adv_start
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_stop_cmpl_param period_adv_stop
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_create_sync_cmpl_param period_adv_create_sync
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_cancel_cmpl_param period_adv_sync_cancel
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_terminate_cmpl_param period_adv_sync_term
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_add_dev_cmpl_param period_adv_add_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_remove_dev_cmpl_param period_adv_remove_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_clear_dev_cmpl_param period_adv_clear_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_ext_scan_params_cmpl_param set_ext_scan_params
Event parameter of ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_start_cmpl_param ext_scan_start
Event parameter of ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_stop_cmpl_param ext_scan_stop
Event parameter of ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_conn_params_set_cmpl_param ext_conn_params_set
Event parameter of ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_terminate_param adv_terminate
Event parameter of ESP_GAP_BLE_ADV_TERMINATED_EVT
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struct esp_ble_gap_cb_param_t::ble_scan_req_received_param scan_req_received
Event parameter of ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT

struct esp_ble_gap_cb_param_t::ble_channel_sel_alg_param channel_sel_alg
Event parameter of ESP_GAP_BLE_CHANNEL_SELECT_ALGORITHM_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_lost_param periodic_adv_sync_lost
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_estab_param periodic_adv_sync_estab
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

struct esp_ble_gap_cb_param_t::ble_phy_update_cmpl_param phy_update
Event parameter of ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_report_param ext_adv_report
Event parameter of ESP_GAP_BLE_EXT_ADV_REPORT_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_report_param period_adv_report
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_recv_enable_cmpl_param
period_adv_recv_enable

Event parameter of ESP_GAP_BLE_PERIODIC_ADV_RECV_ENABLE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_trans_cmpl_param period_adv_sync_trans
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_set_info_trans_cmpl_param
period_adv_set_info_trans

Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SET_INFO_TRANS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_past_params_cmpl_param set_past_params
Event parameter of ESP_GAP_BLE_SET_PAST_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_trans_recv_param past_received
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_RECV_EVT

struct esp_ble_gap_cb_param_t::ble_dtm_state_update_evt_param dtm_state_update
Event parameter of ESP_GAP_BLE_DTM_TEST_UPDATE_EVT

struct esp_ble_gap_cb_param_t::vendor_cmd_cmpl_evt_param vendor_cmd_cmpl
Event parameter of ESP_GAP_BLE_VENDOR_CMD_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_privacy_mode_cmpl_evt_param set_privacy_mode_cmpl
Event parameter of ESP_GAP_BLE_SET PRIVACY_MODE_COMPLETE_EVT

struct ble_add_dev_to_resolving_list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADD_DEV_TO_RESOLVING_LIST_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicates the success status of adding a device to the resolving list

struct ble_adv_clear_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_CLEAR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate adv clear operation success status

struct ble_adv_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set advertising data operation success status

struct ble_adv_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

struct ble_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate adv stop operation success status
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struct ble_adv_terminate_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_TERMINATED_EVT.

Public Members

uint8_t status

Indicate adv terminate status

uint§_t adv_instance

extend advertising handle

uintl6_t conn_idx

connection index

uint§_t completed_event

the number of completed extend advertising events

struct ble_channel_sel_alg_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CHANNEL_SELECT_ALGORITHM_EVT.

Public Members

uint16_t conn_handle

connection handle

uint8_t channel_sel_alg

channel selection algorithm

struct ble_clear_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the clear bond device operation success status

struct ble_dtm_state_update_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_DTM_TEST_UPDATE_EVT.

Public Members

esp_bt_status_t status

Indicate DTM operation success status

esp_ble_dtm_update_evt_t update_evt
DTM state change event, 0x00: DTM TX start, 0x01: DTM RX start, 0x02:DTM end
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uintl6_t num_of_pkt
number of packets received, only valid if update_evt is DTM_TEST_STOP_EVT and shall be re-
ported as O for a transmitter

struct ble_ext_adv_data_set_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising data set status

uint8_t instance

extend advertising handle

struct ble_ext_adv_report_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_EXT_ADV_REPORT_EVT.

Public Members

esp_ble_gap_ext_adv_report_t params

extend advertising report parameters

struct ble_ext_adv_scan_rsp_set_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising scan response data set status

uint8_t instance

extend advertising handle

struct ble_ext_adv_set_clear_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

uint8_t instance

extend advertising handle

struct ble_ext_adv_set_params_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status

uint8_t instance

extend advertising handle

struct ble_ext_adv_set_rand_addr_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising random address set status

uint8_t instance

extend advertising handle

struct ble_ext_adv_set_remove_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

uint8_t instance

extend advertising handle

struct ble_ext_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

uint§_t instance_num

extend advertising handle numble

uint8_t instance[EXT_ADV_NUM_SETS_MAX]

extend advertising handle list

struct ble_ext_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

uint§_t instance_num

extend advertising handle numble

uint8_t instance[EXT_ADV_NUM_SETS_MAX]

extend advertising handle list

struct ble_ext_conn_params_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend connection parameters set status

struct ble_ext_scan_start_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising start status

struct ble_ext_scan_stop_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising stop status

struct ble_get_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the get bond device operation success status

uint8_t dev_num

Indicate the get number device in the bond list
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esp_ble_bond_dev_t *bond_dev

the pointer to the bond device Structure

struct ble_get_dev_name_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the get device name success status

char *name

Name of bluetooth device

struct ble_local_privacy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set local privacy operation success status

struct ble_period_adv_add_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list add status

struct ble_period_adv_clear_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list clean status

struct ble_period_adv_create_sync_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising create sync status
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struct ble_period_adv_remove_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list remove status

struct ble_period_adv_sync_cancel_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising sync cancel status

struct ble_period_adv_sync_terminate_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising sync terminate status

struct ble_periodic_adv_data_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising data set status

uint8_t instance

extend advertising handle

struct ble_periodic_adv_recv_enable_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_RECV_ENABLE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Set periodic advertising receive enable status

struct ble_periodic_adv_report_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT.
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Public Members
esp_ble_gap_periodic_adv_report_t params
periodic advertising report parameters

struct ble_periodic_adv_set_info_trans_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SET_INFO_TRANS_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Periodic advertising set info transfer status

esp_bd_addr_t bda

The remote device address

struct ble_periodic_adv_set_params_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate periodic advertisingparameters set status

uint8_t instance

extend advertising handle

struct ble_periodic_adv_start_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising start status

uint8_t instance

extend advertising handle

struct ble_periodic_adv_stop_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising stop status
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uint8_t instance

extend advertising handle

struct ble_periodic_adv_sync_estab_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT.

Public Members

uint8_t status

periodic advertising sync status

uintl6_t sync_handle

periodic advertising sync handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t adv_addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising phy type

uintl6_t period_adv_interval

periodic advertising interval

uint8_t adv_clk_accuracy

periodic advertising clock accuracy

struct ble_periodic_adv_sync_lost_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT.

Public Members

uint16_t sync_handle

sync handle

struct ble_periodic_adv_sync_trans_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_COMPLETE_EVT.

Public Members
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esp_bt_status_t status

Periodic advertising sync transfer status

esp_bd_addr_t bda

The remote device address

struct ble_periodic_adv_sync_trans_recv_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_RECV_EVT.

Public Members

esp_bt_status_t status

Periodic advertising sync transfer received status

esp_bd_addr_t bda

The remote device address

uintl6_t service_data

The value provided by the peer device

uint16_t sync_handle

Periodic advertising sync handle

uint8_t adv_sid

Periodic advertising set id

uint8_t adv_addr_type

Periodic advertiser address type

esp_bd_addr_t adv_addr

Periodic advertiser address

esp_ble_gap_phy_t adv_phy
Periodic advertising PHY

uint16_t adv_interval

Periodic advertising interval

uint8_t adv_clk_accuracy

Periodic advertising clock accuracy

struct ble_phy_ update_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT.

Public Members
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esp_bt_status_t status
phy update status

esp_bd_addr_t bda

address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
rX phy type

struct ble_pkt_data_length_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PKT LENGTH_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set pkt data length operation success status

esp_ble_pkt_data_length_params_t params
pkt data length value

struct ble_read_phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_READ_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

read phy complete status

esp_bd_addr_t bda
read phy address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
X phy type

struct ble_read_rssi_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT.

Public Members
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esp_bt_status_t status

Indicate the read adv tx power operation success status

int8_t rssi

The ble remote device rssi value, the range is from -127 to 20, the unit is dbm, if the RSSI cannot
be read, the RSSI metric shall be set to 127.

esp_bd_addr_t remote_addr

The remote device address

struct ble_remove_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the remove bond device operation success status

esp_bd_addr_t bd_addr

The device address which has been remove from the bond list

struct ble_rpa_timeout_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SET_RPA_TIMEOUT_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set RPA timeout operation success status

struct ble_scan_param_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set scan param operation success status

struct ble_scan_req_received_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT.

Public Members

uint8_t adv_instance

extend advertising handle
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esp_ble_addr_type_t scan_addr_type

scanner address type

esp_bd_addr_t scan_addr

scanner address

struct ble_scan_result_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RESULT_EVT.

Public Members

esp_gap_search_evt_t search_evt

Search event type

esp_bd_addr_t bda

Bluetooth device address which has been searched

esp_bt_dev_type_t dev_type
Device type

esp_ble_addr_type_t ble_addr_type
Ble device address type

esp_ble_evt_type_t ble_evt_type

Ble scan result event type

int rssi
Searched device’s RSSI

uint8_t ble_adv[ESP_BLE_ADV_DATA_LEN_MAX +
ESP_BLE_SCAN_RSP_DATA_LEN_MAX]

Received EIR

int flag
Advertising data flag bit

int num_resps

Scan result number

uint8_t adv_data_len
Adv data length

uint8_t scan_rsp_len

Scan response length

uint32_t num_dis

The number of discard packets
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struct ble_scan_rsp_data_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set scan response data operation success status

struct ble_scan_rsp_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_scan_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan start operation success status

struct ble_scan_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan stop operation success status

struct ble_set_channels_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_CHANNELS_EVT.

Public Members

esp_bt_status_t stat
BLE set channel status

struct ble_set_ext_scan_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status

struct ble_set_past_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PAST_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Set periodic advertising sync transfer params status

esp_bd_addr_t bda

The remote device address

struct ble_set_perf_def_ phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERRED_DEFAULT_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate perf default phy set status

struct ble_set_perf phy cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERRED_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate perf phy set status

struct ble_set_privacy_mode_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PRIVACY_MODE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate privacy mode set operation success status

struct ble_set_rand_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT.
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Public Members

esp_bt_status_t status

Indicate set static rand address operation success status

struct ble_update_conn_params_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT.

Public Members

esp_bt_status_t status

Indicate update connection parameters success status

esp_bd_addr_t bda

Bluetooth device address

uintl6_tmin_int

Minimum connection interval. If the master initiates the connection parameter update, this value is
not applicable for the slave and will be set to zero.

uintl6_t max_int

Maximum connection interval. If the master initiates the connection parameter update, this value is
not applicable for the slave and will be set to zero.

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t conn_int

Current connection interval in milliseconds, calculated as N x 1.25 ms

uint16_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0xOC80. This value is calculated as N x
10 ms

struct ble_update_duplicate_exceptional_list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate update duplicate scan exceptional list operation success status

uint8_t subcode

Define in esp_bt_duplicate_exceptional_subcode_type_t

uintl6_t length
The length of device_info
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esp_duplicate_info_t device_info

device information, when subcode is ESP_ BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN,
the value is invalid

struct ble_update_whitelist_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the add or remove whitelist operation success status

esp_ble_wl_operation_t wl_operation

The value is ESP_BLE_WHITELIST_ADD if add address to whitelist operation success,
ESP_BLE_WHITELIST_REMOVE if remove address from the whitelist operation success

struct vendor__cmd_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_VENDOR_CMD_COMPLETE_EVT.

Public Members

uintl6_t opcode

vendor hci command opcode

uintl6_t param_len

The length of parameter buffer

uint§_t *p_param_buf

The point of parameter buffer

Structures

struct esp_ble_vendor_cmd_params_t

Vendor HCI command parameters.

Public Members

uint16_t opcode

vendor hci command opcode

uint§_t param_len

the length of parameter
uint8_t *p_param_buf
the point of parameter buffer

struct esp_ble_dtm_tx_t
DTM TX parameters.
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Public Members

uint8_t tx_channel

channel for sending test data, tx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Frequency
range: 2402 MHz to 2480 MHz

uint8_t len_of_data

length in bytes of payload data in each packet

esp_ble_dtm_pkt_payload_t pkt_payload
packet payload type. value range: 0x00-0x07

struct esp_ble_dtm_rx_t
DTM RX parameters.

Public Members

uint§_t rx_channel

channel for test data reception, rx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Fre-
quency range: 2402 MHz to 2480 MHz

struct esp_ble_adv_params_t

Advertising parameters.

Public Members

uintl6_t adv_int_min

Minimum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec

uintl6_t adv_int_max

Maximum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec
Advertising max interval

esp_ble_adv_type_t adv_type
Advertising type

esp_ble_addr_type_t own_addr_type

Owner bluetooth device address type

esp_bd_addr_t peer_addr

Peer device bluetooth device address

esp_ble_addr_type_t peer_addr_type

Peer device bluetooth device address type, only support public address type and random address type
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esp_ble_adv_channel_t channel_map

Advertising channel map

esp_ble_adv_filter_t adv_£filter_policy
Advertising filter policy

struct esp_ble_adv_data_t

Advertising data content, according to "Supplement to the Bluetooth Core Specification”.

Public Members

bool set_scan_rsp

Set this advertising data as scan response or not

bool include_name

Advertising data include device name or not

bool include_txpower

Advertising data include TX power

intmin_interval

Advertising data show slave preferred connection min interval. The connection interval in the following
manner: connlntervalmin = Conn_Interval_Min * 1.25 ms Conn_Interval_Min range: 0x0006 to 0x0C80
Value of OxFFFF indicates no specific minimum. Values not defined above are reserved for future use.

intmax_interval

Advertising data show slave preferred connection max interval. The connection interval in the follow-
ing manner: connlntervalmax = Conn_Interval_Max * 1.25 ms Conn_Interval_Max range: 0x0006 to
0x0C80 Conn_Interval_Max shall be equal to or greater than the Conn_Interval_Min. Value of OxFFFF
indicates no specific maximum. Values not defined above are reserved for future use.

int appearance

External appearance of device

uintl6_t manufacturer_len

Manufacturer data length

uint8_t *p_manufacturer_data

Manufacturer data point

uintl6_t service_data_len

Service data length

uint8_t *p_service_data

Service data point

uint16_t service_uuid_len

Service uuid length
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uint8_t *p_service_uuid

Service uuid array point

uint8_t £lag
Advertising flag of discovery mode, see BLE_ADV_DATA_FLAG detail

struct esp_ble_scan_params_t

Ble scan parameters.

Public Members

esp_ble_scan_type_t scan_type
Scan type

esp_ble_addr_type_t own_addr_type

Owner address type

esp_ble_scan_filter_t scan_filter_ policy
Scan filter policy

uintl6_t scan_interval

Scan interval. This is defined as the time interval from when the Controller started its last LE scan until
it begins the subsequent LE scan. Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625
msec Time Range: 2.5 msec to 10.24 seconds

uint16_t scan_window

Scan window. The duration of the LE scan. LE_Scan_Window shall be less than or equal to
LE_Scan_Interval Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625 msec Time
Range: 2.5 msec to 10240 msec

esp_ble_scan_duplicate_t scan_duplicate

The Scan_Duplicates parameter controls whether the Link Layer should filter out duplicate advertising
reports (BLE_SCAN_DUPLICATE_ENABLE) to the Host, or if the Link Layer should generate ad-
vertising reports for each packet received

struct esp_gap_conn_params_t

connection parameters information

Public Members

uintl6_t interval

connection interval

uint16_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3
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uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80

Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_conn_update_params_t

Connection update parameters.

Public Members

esp_bd_addr_t bda

Bluetooth device address

uintl6_tmin_int

Min connection interval

uintl6_t max_int

Max connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80

Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_pkt_data_length_params_t
BLE pkt date length keys.

Public Members

uintl6_t rx_len

pkt rx data length value

uintl6_t tx_len
pkt tx data length value

struct esp_ble_penc_keys_t
BLE encryption keys.

Public Members

esp_bt_octetl6_t 1tk
The long term key

esp_bt_octetS_t rand

The random number
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uintl6_t ediv

The ediv value

uint8_t sec_level

The security level of the security link

uint8_t key_size

The key size(7~16) of the security link

struct esp_ble_pcsrk_keys_t
BLE CSRK keys.

Public Members

uint32_t counter

The counter

esp_bt_octetl6_t csrk
The csrk key

uint8_t sec_level

The security level

struct esp_ble_pid_keys_t
BLE pid keys.

Public Members

esp_bt_octetl6_t irk

The irk value

esp_ble_addr_type_t addr_type
The address type

esp_bd_addr_t static_addr
The static address

struct esp_ble_lenc_keys_t

BLE Encryption reproduction keys.

Public Members

esp_bt_octet]l6_t 1tk
The long term key
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uintl6_t div

The div value

uint8_t key_size

The key size of the security link

uint8_t sec_level

The security level of the security link

struct esp_ble_lcsrk_keys
BLE SRK keys.

Public Members

uint32_t counter

The counter value

uintl6_t div

The div value

uint8_t sec_level

The security level of the security link

esp_bt_octetl6_t csrk
The csrk key value

struct esp_ble_sec_key_notif_t
Structure associated with ESP_KEY_NOTIF_EVT.

Public Members

esp_bd_addr_t bd_addr

peer address

uint32_t passkey

the numeric value for comparison. If just_works, do not show this number to UI

struct esp_ble_sec_req_t

Structure of the security request.

Public Members

esp_bd_addr_t bd_addr

peer address

struct esp_ble_bond_key_info_t

struct type of the bond key information value
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Public Members

esp_ble_key_mask_t key_mask

the key mask to indicate witch key is present

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

struct esp_ble_bond_dev_t

struct type of the bond device value

Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_bond_key_info_t bond_key

the bond key information

esp_ble_addr_type_t bd_addr_type
peer address type

struct esp_ble_key_t

union type of the security key value

Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_key_type_t key_type
key type of the security link

esp_ble_key_value_t p_key_value

the pointer to the key value

struct esp_ble_local_id_keys_t

structure type of the ble local id keys value
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Public Members

esp_bt_octetl6_t ixr
the 16 bits of the ir value

esp_bt_octetl6_t irk
the 16 bits of the ir key value

esp_bt_octet]6_t dhk
the 16 bits of the dh key value

struct esp_ble_local_oob_data_t

structure type of the ble local oob data value

Public Members

esp_bt_octetl6_t oob_c

the 128 bits of confirmation value

esp_bt_octetl6_t oob_r

the 128 bits of randomizer value

struct esp_ble_auth_cmpl_t
Structure associated with ESP_ AUTH_CMPL_EVT.

Public Members

esp_bd_addr_t bd_addr

BD address of peer device

bool key_present

True if the link key value is valid; false otherwise

esp_link_key key

Link key associated with peer device

uint8_t key_type
The type of link key

bool success

True if authentication succeeded; false otherwise

esp_ble_auth_fail rsn_t fail_reason

The HCI reason/error code for failure when success is false

esp_ble_addr_type_t addr_type

Peer device address type
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esp_bt_dev_type_t dev_type
Device type

esp_ble_auth_req_t auth_mode

Authentication mode

struct esp_ble_gap_ext_adv_params_t

ext adv parameters

Public Members

esp_ble_ext_adv_type_mask_t type
ext adv type

uint32_t interval_min

ext adv minimum interval

uint32_t interval_max

ext adv maximum interval

esp_ble_adv_channel_t channel_map

ext adv channel map

esp_ble_addr_type_t own_addr_type

ext adv own address type

esp_ble_addr_type_t peer_addr_type

ext adv peer address type

esp_bd_addr_t peer_addr

ext adv peer address

esp_ble_adv_filter t filter_policy
ext adv filter policy

int8_t tx_power

ext adv tx power

esp_ble_gap_pri_phy_t primary_phy
ext adv primary phy

uint§_t max_skip

ext adv maximum skip

esp_ble_gap_phy_t secondary_phy

ext adv secondary phy
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uint8_t sid

ext adv sid

bool scan_req notif

ext adv scan request event notify

struct esp_ble_ext_scan_cfg_t

ext scan config

Public Members

esp_ble_scan_type_t scan_type

ext scan type

uintl6_t scan_interval

ext scan interval

uintl6_t scan_window

ext scan window

struct esp_ble_ext_scan_params_t

ext scan parameters

Public Members

esp_ble_addr_type_t own_addr_type

ext scan own address type

esp_ble_scan_filter_t £ilter_policy

ext scan filter policy

esp_ble_scan_duplicate_t scan_duplicate

ext scan duplicate scan

esp_ble_ext_scan_cfg_mask_t c£g_mask

ext scan config mask

esp_ble_ext_scan_cfg_t uncoded_cfg

ext scan uncoded config parameters

esp_ble_ext_scan_cfg_t coded_cfg

ext scan coded config parameters

struct esp_ble_gap_conn_params_t

create extend connection parameters
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Public Members

uintl6_t scan_interval

init scan interval

uint16_t scan_window

init scan window

uintl6_t interval_min

minimum interval

uintl6_t interval_max

maximum interval

uint16_t latency

ext scan type

uintl6_t supervision_timeout

connection supervision timeout

uintl6_tmin_ce_len

minimum ce length

uintl6_tmax_ce_len

maximum ce length

struct esp_ble_gap_ext_adv_t

extend adv enable parameters

Public Members

uint®_t instance

advertising handle

int duration

advertising duration

int max_events

maximum number of extended advertising events

struct esp_ble_gap_periodic_adv_params_t

periodic adv parameters

Public Members

uintl6_t interval_min

periodic advertising minimum interval
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uintl6_t interval_max

periodic advertising maximum interval

uint§_t properties

periodic advertising properties

struct esp_ble_gap_periodic_adv_sync_params_t

periodic adv sync parameters

Public Members

esp_ble_gap_sync_t £ilter_policy

Configures the filter policy for periodic advertising sync: 0: Use Advertising SID, Advertiser Address
Type, and Advertiser Address parameters to determine the advertiser to listen to. 1: Use the Periodic
Advertiser List to determine the advertiser to listen to.

uint8_t sid

SID of the periodic advertising

esp_ble_addr_type_t addr_type
Address type of the periodic advertising

esp_bd_addr_t addr

Address of the periodic advertising

uintl6_t skip

Maximum number of periodic advertising events that can be skipped

uint16_t sync_timeout

Synchronization timeout

struct esp_ble_gap_ext_adv_report_t

extend adv report parameters

Public Members

esp_ble_gap_adv_type_t event_type

extend advertising type

uint8_t addr_type

extend advertising address type

esp_bd_addr_t addr

extend advertising address

esp_ble_gap_pri_phy_t primary_phy
extend advertising primary phy
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esp_ble_gap_phy_t secondly_phy

extend advertising secondary phy

uint8_t sid

extend advertising sid

uint8_t tx_power

extend advertising tx power

int8_t rssi

extend advertising rssi

uintl6_t per_adv_interval

periodic advertising interval

uint§_tdir_addr_type
direct address type

esp_bd_addr_t dir_addr

direct address

esp_ble_gap_ext_adv_data_status_t data_status
data type

uint8_t adv_data_len

extend advertising data length

uint8_t adv_data[251]

extend advertising data

struct esp_ble_gap_periodic_adv_report_t

periodic adv report parameters

Public Members

uintl6_t sync_handle

periodic advertising train handle

uint8_t tx_power

periodic advertising tx power

int8_t rssi

periodic advertising rssi

esp_ble_gap_ext_adv_data_status_t data_status

periodic advertising data type
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uint§_t data_length

periodic advertising data length

uint8_t data[251]

periodic advertising data

struct esp_ble_gap_periodic_adv_sync_estab_t

perodic adv sync establish parameters

Public Members

uint8_t status

periodic advertising sync status

uintl6_t sync_handle

periodic advertising train handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising adv phy type

uintl6_t period_adv_interval

periodic advertising interval

uint8_t adv_clk_accuracy

periodic advertising clock accuracy

struct esp_ble_dtm_enh_tx_t
DTM TX parameters.

Public Members

uint§_t tx_channel

channel for sending test data, tx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Frequency
range: 2402 MHz to 2480 MHz

uint§_t len_of_data

length in bytes of payload data in each packet
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esp_ble_dmm_pkt_payload_t pkt_payload
packet payload type. value range: 0x00-0x07

esp_ble_gap_phy_t phy
the phy type used by the transmitter, coded phy with S=2:0x04

struct esp_ble_dtm_enh_rx_t
DTM RX parameters.

Public Members

uint8_t rx_channel

channel for test data reception, rx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Fre-
quency range: 2402 MHz to 2480 MHz

esp_ble_gap_phy_t phy
the phy type used by the receiver, 1M phy: 0x01, 2M phy:0x02, coded phy:0x03

uint8_t modulation_idx

modulation index, 0x00:standard modulation index, 0x01:stable modulation index

struct esp_ble_gap_past_params_t

periodic adv sync transfer parameters

Public Members

esp_ble_gap_past_mode_t mode

periodic advertising sync transfer mode

uint16_t skip

the number of periodic advertising packets that can be skipped

uintl6_t sync_timeout

synchronization timeout for the periodic advertising train

uint§_t cte_type
periodic advertising sync transfer CET type

Macros

ESP_BLE_ADV_FLAG_LIMIT_DISC
BLE_ADV_DATA_FLAG data flag bit definition used for advertising data flag.

ESP_BLE_ADV_FLAG_GEN_DISC

ESP_BLE_ADV_FLAG_BREDR_NOT_SPT
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ESP_BLE_ADV_FLAG_DMT CONTROLLER_SPT

ESP_BLE_ADV_FLAG_DMT HOST_SPT

ESP_BLE_ADV_FLAG_NON_LIMIT DISC

ESP_LE_KEY_ NONE
relate to BTM_LE_KEY_xxx in stack/btm_api.h

No encryption key

ESP_LE_KEY_PENC

encryption key, encryption information of peer device

ESP_LE_KEY PID
identity key of the peer device

ESP_LE_KEY_ PCSRK
peer SRK

ESP_LE_KEY PLK
Link key

ESP_LE_KEY LLK
peer link key

ESP_LE_KEY_LENC

master role security information:div

ESP_LE_KEY_LID

master device ID key

ESP_LE_KEY_ LCSRK
local CSRK has been deliver to peer

ESP_LE_AUTH_NO_BOND
relate to BTM_LE_AUTH_xxx in stack/btm_api.h

0 no bondingv

ESP_LE_AUTH_BOND

1 « 0 device in the bonding with peer

ESP_LE_AUTH_REQ_ MITM

1 « 2 man in the middle attack

ESP_LE_AUTH_REQ BOND_MITM
0101 banding with man in the middle attack
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ESP_LE_AUTH_REQ_SC_ONLY

1 « 3 secure connection

ESP_LE_AUTH_REQ_SC_BOND

1001 secure connection with band

ESP_LE_AUTH_REQ_SC_MITM
1100 secure conn with MITM

ESP_LE_AUTH_REQ_SC_MITM_ BOND
1101 SC with MITM and Bonding

ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_DISABLE

authentication disable

ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE

authentication enable

ESP_BLE_OOB_DISABLE
disbale the out of bond

ESP_BLE_OOB_ENABLE

enable the out of bond

ESP_IO_CAP_OUT
relate to BTM_IO_CAP_xxx in stack/btm_api.h

DisplayOnly

ESP_IO_CAP_IO
DisplayYesNo

ESP_IO_CAP_IN
KeyboardOnly

ESP_IO_CAP_NONE
NolnputNoOutput

ESP_IO_CAP_KBDISP
Keyboard display

ESP_BLE_APPEARANCE_UNKNOWN
relate to BTM_BLE_APPEARANCE_UNKNOWN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PHONE
relate to BTM_BLE_APPEARANCE_GENERIC_PHONE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_COMPUTER
relate to BTM_BLE_APPEARANCE_GENERIC_COMPUTER in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_GENERIC_WATCH
relate to BTM_BLE_APPEARANCE_GENERIC_WATCH in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_SPORTS_WATCH
relate to BTM_BLE_APPEARANCE_SPORTS_WATCH in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CLOCK
relate to BTM_BLE_APPEARANCE_GENERIC_CLOCK in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_DISPLAY
relate to BTM_BLE_APPEARANCE_GENERIC_DISPLAY in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_REMOTE
relate to BTM_BLE_APPEARANCE_GENERIC_REMOTE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_EYEGLASSES
relate to BTM_BLE_APPEARANCE_GENERIC_EYEGLASSES in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_TAG
relate to BTM_BLE_APPEARANCE_GENERIC_TAG in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_KEYRING
relate to BTM_BLE_APPEARANCE_GENERIC_KEYRING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER
relate to BTM_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_THERMOMETER
relate to BTM_BLE_APPEARANCE_GENERIC_THERMOMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_THERMOMETER_EAR
relate to BTM_BLE_APPEARANCE_THERMOMETER_EAR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HEART RATE
relate to BTM_BLE_APPEARANCE_GENERIC_HEART_RATE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HEART_RATE_BELT
relate to BTM_BLE_APPEARANCE_HEART_RATE_BELT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE
relate to BTM_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_BLOOD_PRESSURE_ARM
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_ARM in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HID
relate to BTM_BLE_APPEARANCE_GENERIC_HID in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_KEYBOARD
relate to BTM_BLE_APPEARANCE_HID_KEYBOARD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_MOUSE
relate to BTM_BLE_APPEARANCE_HID_MOUSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_JOYSTICK
relate to BTM_BLE_APPEARANCE_HID_JOYSTICK in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_GAMEPAD
relate to BTM_BLE_APPEARANCE_HID_GAMEPAD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID DIGITIZER_TABLET
relate to BTM_BLE_APPEARANCE_HID_DIGITIZER_TABLET in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_CARD_READER
relate to BTM_BLE_APPEARANCE_HID_CARD_READER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_DIGITAL_PEN
relate to BTM_BLE_APPEARANCE_HID_DIGITAL_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_ BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_HID_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_GLUCOSE
relate to BTM_BLE_APPEARANCE_GENERIC_GLUCOSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WALKING
relate to BTM_BLE_APPEARANCE_GENERIC_WALKING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_IN_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_IN_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_ON_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_HIP
relate to BTM_BLE_APPEARANCE_WALKING_ON_HIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CYCLING
relate to BTM_BLE_APPEARANCE_GENERIC_CYCLING in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_CYCLING_COMPUTER
relate to BTM_BLE_APPEARANCE_CYCLING_COMPUTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_CADENCE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_POWER
relate to BTM_BLE_APPEARANCE_CYCLING_POWER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED_CADENCE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_STANDALONE_SPEAKER
relate to BTM_BLE_APPEARANCE_STANDALONE_SPEAKER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER
relate to BTM_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_ FINGERTIP
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_ WRIST
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WEIGHT
relate to BTM_BLE_APPEARANCE_GENERIC_WEIGHT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE

relate to BTM_BLE APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_POWERED_ WHEELCHAIR
relate to BTM_BLE_APPEARANCE_POWERED_WHEELCHAIR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_MOBILITY_ SCOOTER
relate to BTM_BLE_APPEARANCE_MOBILITY_SCOOTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR

relate to BTM_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_INSULIN_ PUMP
relate to BTM_BLE_APPEARANCE_GENERIC_INSULIN_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP

relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP in stack/btm_ble_api.h

in

in
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ESP_BLE_APPEARANCE_INSULIN_ PUMP_PATCH_PUMP
relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PEN
relate to BTM_BLE_APPEARANCE_INSULIN_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY
relate to BTM_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS
relate to BTM_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV in
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV in
stack/btm_ble_api.h

BLE_DTM_PKT PAYLOAD_0x00

PRBS9 sequence ‘11111111100000111101..." (in transmission order) as described in [Vol 6] Part F, Section
4.1.5

BLE_DTM_PKT_PAYLOAD_0x01
Repeated ‘11110000’ (in transmission order) sequence as described in [Vol 6] Part F, Section 4.1.5

BLE_DTM_PKT_PAYLOAD_0x02
Repeated ‘10101010’ (in transmission order) sequence as described in [Vol 6] Part F, Section 4.1.5

BLE_DTM_PKT_PAYLOAD_0x03
PRBS15 sequence as described in [Vol 6] Part F, Section 4.1.5

BLE_DTM_PKT PAYLOAD_0x04

Repeated ‘11111111’ (in transmission order) sequence

BLE_DTM_PKT_ PAYLOAD_0x05

Repeated ‘00000000’ (in transmission order) sequence

BLE_DTM_PKT_ PAYLOAD_0x06

Repeated ‘00001111’ (in transmission order) sequence
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BLE_DTM_PKT PAYLOAD_0x07

Repeated ‘01010101’ (in transmission order) sequence

BLE_DTM_PKT_PAYLOAD_MAX
0x08 ~ OxFF, Reserved for future use

ESP_GAP_BLE_CHANNELS_LEN
channel length

ESP_GAP_BLE_ADD_WHITELIST_ COMPLETE_EVT

This is the old name, just for backwards compatibility.

ESP_BLE_ADV_DATA_LEN_MAX

Advertising data maximum length.

ESP_BLE_SCAN_RSP_DATA_LEN_MAX

Scan response data maximum length.
VENDOR_HCI_CMD_MASK
BLE_BIT (n)

ESP_BLE_GAP_SET_EXT_ADV_PROP_NONCONN_NONSCANNABLE_UNDIRECTED

Non-Connectable and Non-Scannable Undirected advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_CONNECTABLE

Connectable advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_SCANNABLE

Scannable advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_DIRECTED

Directed advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_HD_DIRECTED
High Duty Cycle Directed Connectable advertising (<= 3.75 ms Advertising Interval)

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY
Use legacy advertising PDUs

ESP_BLE_GAP_SET_EXT_ADV_PROP_ANON_ADV

Omit advertiser’s address from all PDUs ("anonymous advertising”)

ESP_BLE_GAP_SET_EXT_ADV_PROP_INCLUDE_TX_PWR
Include TxPower in the extended header of the advertising PDU

ESP_BLE_GAP_SET_EXT_ADV_PROP_MASK

Reserved for future use If extended advertising PDU types are being used (bit 4 = 0) then: The advertisement
shall not be both connectable and scannable. High duty cycle directed connectable advertising (<= 3.75 ms
advertising interval) shall not be used (bit 3 = 0) ADV_IND
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ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_IND
ADV_DIRECT_IND (low duty cycle)

ESP_BLE_GAP_SET_ EXT_ADV_PROP_LEGACY_LD_DIR
ADV_DIRECT_IND (high duty cycle)

ESP_BLE_GAP_SET_ EXT_ADV_PROP_LEGACY_ HD_DIR
ADV_SCAN_IND

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_SCAN
ADV_NONCONN_IND

ESP_BLE_GAP_SET_ EXT_ADV_PROP_LEGACY_NONCONN

ESP_BLE_GAP_PHY 1M
Secondery Advertisement PHY is LEIM

ESP_BLE_GAP_PHY 2M
Secondery Advertisement PHY is LE2M

ESP_BLE_GAP_PHY_ CODED
Secondery Advertisement PHY is LE Coded

ESP_BLE_GAP_NO_PREFER_TRANSMIT PHY
No Prefer TX PHY supported by controller

ESP_BLE_GAP_NO_PREFER_RECEIVE_PHY
No Prefer RX PHY supported by controller

ESP_BLE_GAP_PRI_PHY_ 1M
Primary phy only support 1M and LE coded phy.

Primary Phy is LE1IM

ESP_BLE_GAP_PRI_PHY_CODED
Primary Phy is LE CODED

ESP_BLE_GAP_PHY 1M PREF_MASK
The Host prefers use the LE1M transmitter or receiver PHY

ESP_BLE_GAP_PHY 2M PREF_MASK
The Host prefers use the LE2M transmitter or receiver PHY

ESP_BLE_GAP_PHY CODED_PREF_MASK
The Host prefers use the LE CODED transmitter or receiver PHY

ESP_BLE_GAP_PHY OPTIONS_NO_PREF
The Host has no preferred coding when transmitting on the LE Coded PHY
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ESP_BLE_GAP_PHY OPTIONS_PREF_S2_CODING
The Host prefers that S=2 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_PHY OPTIONS_PREF_S8_CODING
The Host prefers that S=8 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_EXT_SCAN_CFG_UNCODE_MASK
Scan Advertisements on the LEIM PHY

ESP_BLE_GAP_EXT_SCAN_CFG_CODE_MASK
Scan advertisements on the LE coded PHY

ESP_BLE_GAP_EXT_ADV_DATA_COMPLETE
Advertising data.

extended advertising data compete

ESP_BLE_GAP_EXT_ADV_DATA_INCOMPLETE

extended advertising data incomplete

ESP_BLE_GAP_EXT ADV_DATA_TRUNCATED

extended advertising data truncated mode

ESP_BLE_GAP_SYNC_POLICY_BY_ADV_INFO
Advertising SYNC policy.

sync policy by advertising info

ESP_BLE_GAP_SYNC_POLICY BY PERIODIC_LIST

periodic advertising sync policy

ESP_BLE_ADV_REPORT_EXT_ADV_IND

Advertising report.

advertising report with extended advertising indication type

ESP_BLE_ADV_REPORT EXT_SCAN_IND

advertising report with extended scan indication type

ESP_BLE_ADV_REPORT EXT_DIRECT_ADV

advertising report with extended direct advertising indication type

ESP_BLE_ADV_REPORT_EXT_ SCAN_RSP
advertising report with extended scan response indication type Bluetooth 5.0, Vol 2, Part E, 7.7.65.13

ESP_BLE_LEGACY_ADV_TYPE_IND

advertising report with legacy advertising indication type

ESP_BLE_LEGACY_ADV_TYPE_DIRECT_IND

advertising report with legacy direct indication type
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ESP_BLE_LEGACY_ADV_TYPE_SCAN_IND

advertising report with legacy scan indication type

ESP_BLE_LEGACY_ADV_TYPE_NONCON_IND

advertising report with legacy non connectable indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_IND

advertising report with legacy scan response indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_SCAN_IND

advertising report with legacy advertising with scan response indication type

EXT_ADV_TX_PWR_NO_PREFERENCE
Extend advertising tx power, range: [-127, +126] dBm.

host has no preference for tx power

EXT_ADV_NUM_SETS_MAX
max number of advertising sets to enable or disable

max evt instance num

ESP_BLE_GAP_PAST_MODE_NO_SYNC_EVT

Periodic advertising sync trans mode.

No attempt is made to sync and no periodic adv sync transfer received event

ESP_BLE_GAP_PAST_MODE_NO_REPORT EVT

An periodic adv sync transfer received event and no periodic adv report events

ESP_BLE_GAP_PAST MODE_DUP_FILTER_DISABLED

Periodic adv report events will be enabled with duplicate filtering disabled

ESP_BLE_GAP_PAST_MODE_DUP_FILTER_ENABLED

Periodic adv report events will be enabled with duplicate filtering enabled

Type Definitions

typedef uint8_t esp_ble_key_type_t

typedef uint8_t esp_ble_auth_req t

combination of the above bit pattern

typedef uint8_t esp_ble_io_cap_t

combination of the io capability

typedef uint8_t esp_ble_dtm_pkt_payload_t

typedef uint8_t esp_gap_ble_channels[ESP_GAP_BLE_CHANNELS_LEN]

typedef uint8_t esp_duplicate_info_t[ESP_BD_ADDR_LEN]
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typedef uint16_t esp_ble_ext_adv_type_mask_t

typedef uint8_t esp_ble_gap_phy_t

typedef uint8_t esp_ble_gap_all_phys_t

typedef uint8_t esp_ble_gap_pri_phy_t

typedef uint8_t esp_ble_gap_phy_mask_t

typedef uint16_t esp_ble_gap_prefer_ phy_options_t

typedef uint8_t esp_ble_ext_scan_cfg mask_t

typedef uint8_t esp_ble_gap_ext_adv_data_status_t

typedef uint8_t esp_ble_gap_sync_t

typedef uint8_t esp_ble_gap_adv_type_t

typedef uint8_t esp_ble_gap_past_mode_t

typedef void (*esp_gap_ble_cb_t)(esp_gap_ble_cb_event_t event, esp_ble_gap_cb_param_t *param)

GAP callback function type.

Param event : Event type
Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gap_ble_cb_event_t
GAP BLE callback event type.

Values:

enumerator ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT

When advertising data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

When scan response data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_PARAM SET_COMPLETE_EVT

When scan parameters set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RESULT_EVT

When one scan result ready, the event comes each time

enumerator ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

When raw advertising data set complete, the event comes
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enumerator ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

When raw scan response data set complete, the event comes

enumerator ESP_GAP_BLE_ADV_START COMPLETE_EVT

When start advertising complete, the event comes

enumerator ESP_GAP_BLE_SCAN_START COMPLETE_EVT

When start scan complete, the event comes

enumerator ESP_GAP_BLE_AUTH_CMPL_EVT

Authentication complete indication.

enumerator ESP_GAP_BLE_KEY_EVT
BLE key event for peer device keys

enumerator ESP_GAP_BLE_SEC_REQ_EVT
BLE security request

enumerator ESP_GAP_BLE_PASSKEY NOTIF_EVT

passkey notification event

enumerator ESP_GAP_BLE_PASSKEY REQ EVT

passkey request event

enumerator ESP_GAP_BLE_OOB_REQ_EVT
OOB request event

enumerator ESP_GAP_BLE_LOCAL_IR_EVT
BLE local IR (identity Root 128-bit random static value used to generate Long Term Key) event

enumerator ESP_GAP_BLE_LOCAL_ER_EVT
BLE local ER (Encryption Root value used to generate identity resolving key) event

enumerator ESP_GAP_BLE_NC_REQ_EVT

Numeric Comparison request event

enumerator ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

When stop adv complete, the event comes

enumerator ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

When stop scan complete, the event comes

enumerator ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

When set the static rand address complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

When update connection parameters complete, the event comes
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enumerator ESP_GAP_BLE_SET_ PKT LENGTH_COMPLETE_EVT

When set pkt length complete, the event comes

enumerator ESP_GAP_BLE_SET_LOCAL_PRIVACY_ COMPLETE_EVT

When Enable/disable privacy on the local device complete, the event comes

enumerator ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

When remove the bond device complete, the event comes

enumerator ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

When clear the bond device clear complete, the event comes

enumerator ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

When get the bond device list complete, the event comes

enumerator ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

When read the rssi complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_WHITELIST COMPLETE_EVT

When add or remove whitelist complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

When update duplicate exceptional list complete, the event comes

enumerator ESP_GAP_BLE_SET_CHANNELS_EVT

When setting BLE channels complete, the event comes

enumerator ESP_GAP_BLE_READ_PHY COMPLETE_EVT

when reading phy complete, this event comes

enumerator ESP_GAP_BLE_SET_PREFERRED_DEFAULT_PHY COMPLETE_EVT

when preferred default phy complete, this event comes

enumerator ESP_GAP_BLE_SET_PREFERRED_PHY COMPLETE_EVT

when preferred phy complete , this event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET RAND_ADDR_COMPLETE_EVT

when extended set random address complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET PARAMS_COMPLETE_EVT

when extended advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

when extended advertising data complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

when extended scan response data complete, the event comes
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enumerator ESP_GAP_BLE_EXT_ADV_START COMPLETE_EVT

when extended advertising start complete, the event comes

enumerator ESP_GAP_BLE_EXT_ ADV_STOP_COMPLETE_EVT

when extended advertising stop complete, the event comes

enumerator ESP_GAP_BLE_EXT ADV_SET REMOVE_COMPLETE_EVT

when extended advertising set remove complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET CLEAR_COMPLETE_EVT

when extended advertising set clear complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SET_ PARAMS_COMPLETE_EVT

when periodic advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

when periodic advertising data complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_START COMPLETE_EVT

when periodic advertising start complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

when periodic advertising stop complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

when periodic advertising create sync complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT

when extended advertising sync cancel complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

when extended advertising sync terminate complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

when extended advertising add device complete , the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

when extended advertising remove device complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

when extended advertising clear device, the event comes

enumerator ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

when extended scan parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

when extended scan start complete, the event comes
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enumerator ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

when extended scan stop complete, the event comes

enumerator ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET COMPLETE_EVT

when extended prefer connection parameter set complete, the event comes

enumerator ESP_GAP_BLE_PHY UPDATE_COMPLETE_EVT

when ble phy update complete, the event comes

enumerator ESP_GAP_BLE_EXT ADV_REPORT_EVT

when extended advertising report complete, the event comes

enumerator ESP_GAP_BLE_SCAN_TIMEOUT_EVT

when scan timeout complete, the event comes

enumerator ESP_GAP_BLE_ADV_TERMINATED_ EVT

when advertising terminate data complete, the event comes

enumerator ESP_GAP_BLE_SCAN_REQ RECEIVED_EVT

when scan req received complete, the event comes

enumerator ESP_GAP_BLE_CHANNEL_SELECT_ALGORITHM_EVT

when channel select algorithm complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REPORT_ EVT

when periodic report advertising complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST EVT

when periodic advertising sync lost complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

when periodic advertising sync establish complete, the event comes

enumerator ESP_GAP_BLE_SC_OOB_REQ_EVT

Secure Connection OOB request event

enumerator ESP_GAP_BLE_SC_CR_LOC_OOB_EVT

Secure Connection create OOB data complete event

enumerator ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT

When getting BT device name complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_RECV_ENABLE_COMPLETE_EVT

when set periodic advertising receive enable complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_COMPLETE_EVT

when periodic advertising sync transfer complete, the event comes
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enumerator ESP_GAP_BLE_PERIODIC_ADV_SET_ INFO_TRANS_COMPLETE_EVT

when periodic advertising set info transfer complete, the event comes

enumerator ESP_GAP_BLE_SET_ PAST_PARAMS_ COMPLETE_EVT

when set periodic advertising sync transfer params complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_RECV_EVT

when periodic advertising sync transfer received, the event comes

enumerator ESP_GAP_BLE_DTM_TEST_UPDATE_EVT

when direct test mode state changes, the event comes

enumerator ESP_GAP_BLE_ADV_CLEAR_COMPLETE_EVT

When clear advertising complete, the event comes

enumerator ESP_GAP_BLE_SET_ RPA_TIMEOUT_COMPLETE_EVT

When set the Resolvable Private Address (RPA) timeout completes, the event comes

enumerator ESP_GAP_BLE_ADD_DEV_TO_RESOLVING_LIST COMPLETE_EVT

when add a device to the resolving list completes, the event comes

enumerator ESP_GAP_BLE_VENDOR_CMD_COMPLETE_EVT

When vendor hci command complete, the event comes

enumerator ESP_GAP_BLE_SET PRIVACY MODE_COMPLETE_EVT

When set privacy mode complete, the event comes

enumerator ESP_GAP_BLE_EVT MAX

when maximum advertising event complete, the event comes

enum esp_ble_adv_data_type
The type of advertising data(not adv_type)

Values:

enumerator ESP_BLE_AD_TYPE_FLAG

enumerator ESP_BLE_AD_TYPE_16SRV_PART

enumerator ESP_BLE_AD_TYPE_16SRV_CMPL

enumerator ESP_BLE_AD_TYPE_32SRV_PART

enumerator ESP_BLE_AD_TYPE_32SRV_CMPL

enumerator ESP_BLE_AD_TYPE_128SRV_PART

enumerator ESP_BLE_AD_TYPE_128SRV_CMPL
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enumerator ESP_BLE_AD_TYPE_NAME_SHORT

enumerator ESP_BLE_AD_TYPE_NAME_CMPL

enumerator ESP_BLE_AD_TYPE_TX PWR

enumerator ESP_BLE_AD_TYPE_DEV_CLASS

enumerator ESP_BLE_AD_TYPE_SM_TK

enumerator ESP_BLE_AD_TYPE_SM_OOB_FLAG

enumerator ESP_BLE_AD_TYPE_INT RANGE

enumerator ESP_BLE_AD_TYPE_SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_128SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_PUBLIC_TARGET

enumerator ESP_BLE_AD_TYPE_RANDOM_ TARGET

enumerator ESP_BLE_AD_TYPE_APPEARANCE

enumerator ESP_BLE_AD_TYPE_ADV_INT

enumerator ESP_BLE_AD_TYPE_LE_DEV_ADDR

enumerator ESP_BLE_AD_TYPE_LE_ROLE

enumerator ESP_BLE_AD_TYPE_SPAIR_C256

enumerator ESP_BLE_AD_TYPE_SPAIR_R256

enumerator ESP_BLE_AD_TYPE_32SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_32SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_128SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_LE_SECURE_CONFIRM

enumerator ESP_BLE_AD_TYPE_LE_SECURE_RANDOM
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enumerator ESP_BLE_AD_TYPE_URI

enumerator ESP_BLE_AD_TYPE__INDOOR_POSITION

enumerator ESP_BLE_AD_TYPE_TRANS_DISC_DATA

enumerator ESP_BLE_AD_TYPE_LE_SUPPORT_FEATURE

enumerator ESP_BLE_AD_TYPE_CHAN_MAP_UPDATE

enumerator ESP_BLE_AD_MANUFACTURER_SPECIFIC_TYPE

enum esp_ble_adv_type_t

Advertising mode.

Values:

enumerator ADV_TYPE_ IND

enumerator ADV_TYPE_DIRECT_IND_HIGH

enumerator ADV_TYPE_SCAN_IND

enumerator ADV_TYPE_NONCONN_IND

enumerator ADV_TYPE_DIRECT_IND_LOW

enum esp_ble_adv_channel_t

Advertising channel mask.

Values:

enumerator ADV_CHNL_37

enumerator ADV_CHNL_38

enumerator ADV_CHNL_39

enumerator ADV_CHNL_ALL

enum esp_ble_adv_filter_t

Values:

enumerator ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

Allow both scan and connection requests from anyone.

enumerator ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

Allow both scan req from White List devices only and connection req from anyone.
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enumerator ADV_FILTER_ALLOW_SCAN_ANY CON_WLST

Allow both scan req from anyone and connection req from White List devices only.

enumerator ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

Allow scan and connection requests from White List devices only.

enum esp_ble_sec_act_t

Values:

enumerator ESP_BLE_SEC_ENCRYPT

relate to BTA_DM_BLE_SEC_ENCRYPT in bta/bta_api.h. If the device has already bonded, the stack
will used Long Term Key (LTK) to encrypt with the remote device directly. Else if the device hasn’t
bonded, the stack will used the default authentication request used the esp_ble_gap_set_security_param
function set by the user.

enumerator ESP_BLE_SEC_ENCRYPT_NO_MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_NO_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) Whether the authentication request has been met,
and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote device.
Else if the device hasn’t been bonded, the stack will use NO MITM authentication request in the current
link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enumerator ESP_BLE_SEC_ENCRYPT MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) whether the authentication request has been
met, and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote
device. Else if the device hasn’t been bonded, the stack will use MITM authentication request in the
current link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enum esp_ble_sm_param_t

Values:

enumerator ESP_BLE_SM_PASSKEY

Authentication requirements of local device

enumerator ESP_BLE_SM_AUTHEN_REQ_MODE
The 10 capability of local device

enumerator ESP_BLE_SM_IOCAP_MODE

Initiator Key Distribution/Generation

enumerator ESP_BLE_SM_SET_INIT KEY

Responder Key Distribution/Generation

enumerator ESP_BLE_SM_SET_RSP_KEY

Maximum Encryption key size to support

enumerator ESP_BLE_SM_MAX_KEY_SIZE

Minimum Encryption key size requirement from Peer
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enumerator ESP_BLE_SM _MIN_KEY_SIZE
Set static Passkey

enumerator ESP_BLE_SM_SET_STATIC_PASSKEY
Reset static Passkey

enumerator ESP_BLE_SM_CLEAR_STATIC_PASSKEY
Accept only specified SMP Authentication requirement

enumerator ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH
Enable/Disable OOB support

enumerator ESP_BLE_SM_OOB_SUPPORT
Appl encryption key size

enumerator ESP_BLE_APP_ENC_KEY_SIZE

authentication max param

enumerator ESP_BLE_SM_MAX_PARAM

enum esp_ble_dtm_update_evt_t

Values:

enumerator DTM_TX_START_EVT
DTM TX start event.

enumerator DTM_RX_START_EVT
DTM RX start event.

enumerator DTM_TEST_STOP_EVT
DTM test end event.

enum esp_ble_scan_type_t

Ble scan type.

Values:

enumerator BLE_SCAN_TYPE_PASSIVE

Passive scan

enumerator BLE_SCAN_TYPE_ACTIVE

Active scan

enum esp_ble_scan_filter_t

Ble scan filter type.

Values:

enumerator BLE_SCAN_FILTER_ALLOW_ALL
Accept all :
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i. advertisement packets except directed advertising packets not addressed to this device (default).

enumerator BLE_ SCAN_FILTER_ALLOW_ONLY_WLST
Accept only :

i. advertisement packets from devices where the advertiser’ s address is in the White list.
ii. Directed advertising packets which are not addressed for this device shall be ignored.

enumerator BLE_SCAN_FILTER_ALLOW_UND_RPA DIR
Accept all :

i. undirected advertisement packets, and
ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.

enumerator BLE_SCAN_FILTER_ALLOW_WLIST_RPA_DIR
Accept all :

i. advertisement packets from devices where the advertiser’ s address is in the White list, and
ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.

enum esp_ble_scan_duplicate_t

Ble scan duplicate type.

Values:

enumerator BLE_ SCAN_DUPLICATE_DISABLE

the Link Layer should generate advertising reports to the host for each packet received

enumerator BLE_SCAN_DUPLICATE_ENABLE
the Link Layer should filter out duplicate advertising reports to the Host

enumerator BLE_SCAN_DUPLICATE_ENABLE_RESET
Duplicate filtering enabled, reset for each scan period, only supported in BLE 5.0.

enumerator BLE_SCAN_DUPLICATE_MAX

Reserved for future use.

enum esp_ble_auth_fail_rsn_t

Definition of the authentication failed reason.

Values:

enumerator ESP_AUTH_SMP_PASSKEY_FAIL
The user input of passkey failed

enumerator ESP_AUTH_SMP_OOB_FAIL
The OOB data is not available

enumerator ESP_AUTH_SMP_PAIR_AUTH_FAIL

The authentication requirements cannot be met
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enumerator ESP_ AUTH_SMP_CONFIRM_VALUE_FAIL

The confirm value does not match the calculated comparison value

enumerator ESP_AUTH_SMP_PAIR_NOT_SUPPORT

Pairing is not supported by the device

enumerator ESP_AUTH_SMP_ENC_KEY_SIZE

The resultant encryption key size is not long enough

enumerator ESP_AUTH_SMP_INVALID_CMD

The SMP command received is not supported by this device

enumerator ESP_ AUTH_SMP__UNKNOWN_ERR

Pairing failed due to an unspecified reason

enumerator ESP_ AUTH_SMP_REPEATED_ATTEMPT

Pairing or authentication procedure is disallowed

enumerator ESP_AUTH_SMP_INVALID_PARAMETERS

The command length is invalid or that a parameter is outside the specified range

enumerator ESP_AUTH_SMP_DHKEY_CHK_FAIL
The DHKey Check value received doesn’ t match the one calculated by the local device

enumerator ESP_AUTH_SMP_NUM_COMP_FAIL

The confirm values in the numeric comparison protocol do not match

enumerator ESP_AUTH_SMP_BR_PARING_IN_PROGR
Pairing Request sent over the BR/EDR transport is in progress

enumerator ESP_AUTH_SMP_XTRANS_DERIVE_NOT_ALLOW
The BR/EDR Link Key or BLE LTK cannot be used to derive

enumerator ESP_AUTH_SMP_ INTERNAL_ERR

Internal error in pairing procedure

enumerator ESP_AUTH_SMP_UNKNOWN_IO

Unknown IO capability, unable to decide association model

enumerator ESP_AUTH_SMP_INIT_FAIL
SMP pairing initiation failed

enumerator ESP_AUTH_SMP_CONFIRM_FAIL

The confirm value does not match

enumerator ESP_AUTH_SMP_BUSY

Pending security request on going
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enumerator ESP_AUTH_SMP_ENC_FAIL
The Controller failed to start encryption

enumerator ESP_AUTH_SMP_ STARTED
SMP pairing process started

enumerator ESP_AUTH_SMP_RSP_TIMEOUT

Security Manager timeout due to no SMP command being received

enumerator ESP_ AUTH_SMP_DIV_NOT_AVAIL

Encrypted Diversifier value not available

enumerator ESP_AUTH_SMP_UNSPEC_ERR

Unspecified failed reason

enumerator ESP_AUTH_SMP_CONN_TOUT

Pairing process failed due to connection timeout

enum esp_gap_search_evt_t
Sub Event of ESP_GAP_BLE_SCAN_RESULT_EVT.

Values:

enumerator ESP_GAP_SEARCH_INQ RES_EVT

Inquiry result for a peer device.

enumerator ESP_GAP_SEARCH_INQ CMPL_EVT

Inquiry complete.

enumerator ESP_GAP_SEARCH_DISC_RES_EVT

Discovery result for a peer device.

enumerator ESP_GAP_SEARCH_DISC_BLE_RES_EVT

Discovery result for BLE GATT based service on a peer device.

enumerator ESP_GAP_SEARCH_DISC_CMPL_EVT

Discovery complete.

enumerator ESP_GAP_SEARCH_DI_DISC_CMPL_EVT

Discovery complete.

enumerator ESP_GAP_SEARCH_SEARCH_CANCEL_CMPIL_EVT

Search cancelled

enumerator ESP_GAP_SEARCH_INQ DISCARD_NUM_EVT
The number of pkt discarded by flow control

enum esp_ble_evt_type_t

Ble scan result event type, to indicate the result is scan response or advertising data or other.

Values:
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enumerator ESP_BLE_EVT_CONN_ADV
Connectable undirected advertising (ADV_IND)

enumerator ESP_BLE_EVT_CONN_DIR_ADV
Connectable directed advertising (ADV_DIRECT_IND)

enumerator ESP_BLE_EVT_DISC_ADV
Scannable undirected advertising (ADV_SCAN_IND)

enumerator ESP_BLE_EVT_NON_CONN_ADV
Non connectable undirected advertising (ADV_NONCONN_IND)

enumerator ESP_BLE_EVT_SCAN_RSP
Scan Response (SCAN_RSP)

enum esp_ble_wl_operation_t

Values:

enumerator ESP_ BLE_ WHITELIST REMOVE

remove mac from whitelist

enumerator ESP_BLE_WHITELIST ADD
add address to whitelist

enumerator ESP_ BLE_WHITELIST_CLEAR

clear all device in whitelist

enum esp_bt_duplicate_exceptional_subcode_type_t

Values:

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_ADD

Add device info into duplicate scan exceptional list

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_REMOVE

Remove device info from duplicate scan exceptional list

enumerator ESP_ BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN

Clean duplicate scan exceptional list

enum esp_ble_duplicate_exceptional_info_type_t

Values:

enumerator ESP_BLE_DUPLICATE_SCAN EXCEPTIONAL_ INFO_ADV_ADDR
BLE advertising address , device info will be added into ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_INFO_MESH_LINK_ID

BLE mesh link ID, it is for BLE mesh, device info will be added into
ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST
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enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_BEACON_TYPE
BLE mesh beacon AD type, the format is | Len | 0x2B | Beacon Type | Beacon Data |

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_INFO_MESH_PROV_SRV_ADV
BLE mesh provisioning service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1827 | .... I

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROXY_ SRV_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 1 0x1828 I .... I

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_INFO_MESH_PROXY SOLIC_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 1 0x1859 | .... I

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_URI_ADV
BLE mesh URI adv, the format is ...l Len | 0x24 | data |...

enum esp_duplicate_scan_exceptional_list_type_t

Values:

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

duplicate scan exceptional addr list

enumerator ESP_BLE_DUPLICATE_SCAN EXCEPTIONAL_MESH_LINK_ID_LIST

duplicate scan exceptional mesh link ID list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_BEACON_TYPE_LIST

duplicate scan exceptional mesh beacon type list

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_MESH_PROV_SRV_ADV_LIST

duplicate scan exceptional mesh adv with provisioning service uuid

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL MESH_PROXY_SRV_ADV_LIST

duplicate scan exceptional mesh adv with proxy service uuid

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_MESH_PROXY_SOLIC_ADV_LIST

duplicate scan exceptional mesh adv with proxy solicitation PDU uuid

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_URI_ADV_LIST

duplicate scan exceptional URI list

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_ALL_LIST
duplicate scan exceptional all list

enum esp_ble_privacy_mode_t

Values:

enumerator ESP_BLE_NETWORK_PRIVACY_ MODE
Network Privacy Mode for peer device (default)

enumerator ESP_BLE_DEVICE_PRIVACY_ MODE

Device Privacy Mode for peer device
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GATT Defines

API Reference

Header File

¢ components/bt/host/bluedroid/api/include/api/esp_gatt_defs.h
¢ This header file can be included with:

’#include "esp_gatt_defs.h"

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘

Unions

union esp_gatt_rsp_t

#include <esp_gatt_defs.h> Represents the response type for a GATT remote read request.

Public Members

esp_gatt_value_t attr_value

The GATT attribute value, including its data, handle, and metadata.

uintl6_t handle
Only the handle of the GATT attribute, when that’s the only required information.

Structures

struct esp_gatt_id_t
Represents a GATT identifier.

Public Members

esp_bt_uuid_t uuid
The UUID component of the GATT ID.

uint8_t inst_id
The instance ID component of the GATT ID, providing further differentiation of the GATT ID.

struct esp_gatt_srvec_id_t

Represents a GATT service identifier.
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Public Members

esp_gatt_id_t id
Encapsulates the UUID and instance ID of the GATT service.

bool is_primary

Indicates if the service is primary. A value of true means it is a primary service, false indicates a secondary
service.

struct esp_attr_desc_t

Defines an attribute’s description.

This structure is used to describe an attribute in the GATT database. It includes details such as the UUID of
the attribute, its permissions, and its value.

Public Members

uintl6_t uuid_length
Length of the UUID in bytes.

uint8_t *uuid_p
Pointer to the UUID value.

uint16_t perm

Attribute permissions, defined by esp_gatt_perm_t.

uintl6_tmax_length

Maximum length of the attribute’s value.

uintl6_t length

Current length of the attribute’s value.

uint8_t *value

Pointer to the attribute’s value array.

struct esp_attr_control_t

Defines the auto response setting for attribute operations.

This structure is used to control whether the GATT stack or the application will handle responses to Read/Write
operations.

Public Members

uint8_t auto_rsp

Controls who handles the response to Read/Write operations.

e If setto ESP_GATT_RSP_BY_ APP, the application is responsible for generating the response.
e If set to ESP_GATT_AUTO_RSP, the GATT stack will automatically generate the response.
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struct esp_gatts_attr_db_t
attribute type added to the GATT server database

Public Members

esp_attr_control_t attr_control

The attribute control type

esp_attr_desc_t att_desc
The attribute type

struct esp_attr_wvalue_t

set the attribute value type

Public Members

uintl6_t attr_max_len

attribute max value length

uintl6_t attr_len

attribute current value length

uint8_t *attr_value

the pointer to attribute value

struct esp_gatts_incl_svc_desc_t

Gatt include service entry element.

Public Members

uintl6_t start_hdl

Gatt start handle value of included service

uint16_t end_hdl

Gatt end handle value of included service

uintl6_t uuid

Gatt attribute value UUID of included service

struct esp_gatts_incl128_svc_desc_t

Gatt include 128 bit service entry element.

Public Members

uintl6_t start_hdl
Gatt start handle value of included 128 bit service
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uint16_t end_hdl

Gatt end handle value of included 128 bit service

struct esp_gatt_value_t

Represents a GATT attribute’s value.

Public Members

uint8_t value[ESP_GATT _MAX_ATTR_LEN]
Array holding the value of the GATT attribute.

uintl6_t handle
Unique identifier (handle) of the GATT attribute.

uintl6_t of£set

Offset within the attribute’s value, for partial updates.

uintl6_t 1len

Current length of the data in the value array.

uint8_t auth_req

Authentication requirements for accessing this attribute.

struct esp_gatt_conn_params_t

Connection parameters for GATT.

Public Members

uintl6_t interval

Connection interval.

uintl6_t latency

Slave latency for the connection in number of connection events.

uintl6_t timeout

Supervision timeout for the LE Link.

struct esp_gattc_multi_t

Represents multiple attributes for reading.

Public Members

uint8_t num_attr

Number of attributes.

Espressif Systems 248
Submit Document Feedback

Release v5.2.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

uint16_t handles[ESP_GATT_MAX_READ_MULTI_HANDLES]
List of attribute handles.

struct esp_gattc_db_elem_t
GATT database attribute element.

Public Members
esp_gatt_db_attr_type_t type
Attribute type.

uintl6_t attribute_handle
Attribute handle.

uintl6_t start_handle

Service start handle.

uint16_t end_handle

Service end handle.

esp_gatt_char_prop_t properties

Characteristic properties.

esp_bt_uuid_t uvuid
Attribute UUID.

struct esp_gattc_service_elem_t

Represents a GATT service element.
Public Members
bool is_primary

Indicates if the service is primary.

uint16_t start_handle

Service start handle.

uint16_t end_handle

Service end handle.

esp_bt_uuid_t uuid
Service UUID.

struct esp_gattc_char_elem_t

Represents a GATT characteristic element.
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Public Members

uint16_t char_handle

Characteristic handle.

esp_gatt_char_prop_t properties

Characteristic properties.

esp_bt_uuid_t uuid
Characteristic UUID.

struct esp_gattc_descr_elem_t

Represents a GATT descriptor element.

Public Members

uintl6_t handle

Descriptor handle.

esp_bt_uuid_t uuid
Descriptor UUID.

struct esp_gattc_incl_svc_elem_t

Represents an included GATT service element.

Public Members

uintl6_t handle

Current attribute handle of the included service.

uintl6_t incl_srvc_s_handle

Start handle of the included service.

uintl6_t incl_srvc_e_handle

End handle of the included service.

esp_bt_uuid_t wvuid
Included service UUID.

Macros

ESP_GATT_ILLEGAL_UUID
GATT INVALID UUID.

ESP_GATT_ILLEGAL_HANDLE
GATT INVALID HANDLE.
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ESP_GATT_ATTR_HANDLE_MAX
GATT attribute max handle.

ESP_GATT_MAX_READ_MULTI_HANDLES

Maximum number of attributes to read in one request.

ESP_GATT_UUID_IMMEDIATE_ALERT_SVC
Immediate Alert Service UUID.

ESP_GATT_UUID_LINK_LOSS_SVC
Link Loss Service UUID.

ESP_GATT_UUID_TX_POWER_SVC
TX Power Service UUID.

ESP_GATT_UUID_CURRENT_TIME_SVC
Current Time Service UUID.

ESP_GATT_UUID_REF_TIME_UPDATE_SVC
Reference Time Update Service UUID.

ESP_GATT_UUID_NEXT_DST_CHANGE_SVC
Next DST Change Service UUID.

ESP_GATT_UUID_GLUCOSE_SVC
Glucose Service UUID.

ESP_GATT_UUID_HEALTH_THERMOM_ SVC
Health Thermometer Service UUID.

ESP_GATT_UUID_DEVICE_INFO_SVC

Device Information Service UUID.

ESP_GATT_UUID_HEART_ RATE_SVC
Heart Rate Service UUID.

ESP_GATT_UUID_PHONE_ALERT_ STATUS_SVC
Phone Alert Status Service UUID.

ESP_GATT_UUID_BATTERY SERVICE_SVC
Battery Service UUID.

ESP_GATT_UUID_BLOOD_PRESSURE_SVC
Blood Pressure Service UUID.

ESP_GATT_UUID_ALERT_NTF_SVC
Alert Notification Service UUID.
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ESP_GATT_UUID_HID_SVC
HID Service UUID.

ESP_GATT_UUID_SCAN_PARAMETERS_SVC

Scan Parameters Service UUID.

ESP_GATT_UUID_RUNNING_SPEED_CADENCE_SVC
Running Speed and Cadence Service UUID.

ESP_GATT_UUID_Automation_IO_SVC
Automation IO Service UUID.

ESP_GATT_UUID_CYCLING_SPEED_CADENCE_SVC
Cycling Speed and Cadence Service UUID.

ESP_GATT_UUID_CYCLING_POWER_SVC
Cycling Power Service UUID.

ESP_GATT_UUID_LOCATION_AND_ NAVIGATION_SVC

Location and Navigation Service UUID.

ESP_GATT_UUID_ENVIRONMENTAL_SENSING_SVC

Environmental Sensing Service UUID.

ESP_GATT_UUID_BODY_COMPOSITION
Body Composition Service UUID.

ESP_GATT_UUID_USER_DATA_SVC
User Data Service UUID.

ESP_GATT_UUID_WEIGHT SCALE_SVC
Weight Scale Service UUID.

ESP_GATT_UUID_BOND_MANAGEMENT_ SVC
Bond Management Service UUID.

ESP_GATT_UUID_CONT GLUCOSE_MONITOR_SVC

Continuous Glucose Monitoring Service UUID.

ESP_GATT_UUID_PRI_SERVICE
Primary Service UUID.

ESP_GATT_UUID_SEC_SERVICE
Secondary Service UUID.

ESP_GATT_UUID_INCLUDE_SERVICE
Include Service UUID.
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ESP_GATT_UUID_CHAR_DECLARE
Characteristic Declaration UUID.

ESP_GATT_UUID_CHAR_EXT_PROP
Characteristic Extended Properties UUID.

ESP_GATT_UUID_CHAR_DESCRIPTION
Characteristic User Description UUID.

ESP_GATT_UUID_CHAR_CLIENT_CONFIG
Client Characteristic Configuration UUID.

ESP_GATT_UUID_CHAR_SRVR_CONFIG
Server Characteristic Configuration UUID.

ESP_GATT_UUID_CHAR_PRESENT_ FORMAT

Characteristic Presentation Format UUID.

ESP_GATT_UUID_CHAR_AGG_FORMAT
Characteristic Aggregate Format UUID.

ESP_GATT_UUID_CHAR_VALID_RANGE
Characteristic Valid Range UUID.

ESP_GATT_UUID_EXT RPT_REF_DESCR
External Report Reference Descriptor UUID.

ESP_GATT_UUID_RPT_ REF_DESCR
Report Reference Descriptor UUID.

ESP_GATT_UUID_NUM DIGITALS_DESCR
Number of Digitals Descriptor UUID.

ESP_GATT_UUID_VALUE_TRIGGER_DESCR
Value Trigger Setting Descriptor UUID.

ESP_GATT_UUID_ENV_SENSING_CONFIG_DESCR

Environmental Sensing Configuration Descriptor UUID.

ESP_GATT_UUID_ENV_SENSING_MEASUREMENT_ DESCR

Environmental Sensing Measurement Descriptor UUID.

ESP_GATT_UUID_ENV_SENSING_TRIGGER_DESCR
Environmental Sensing Trigger Setting Descriptor UUID.

ESP_GATT_UUID_TIME_TRIGGER_DESCR
Time Trigger Setting Descriptor UUID.
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ESP_GATT_UUID_GAP_DEVICE_NAME
GAP Device Name UUID.

ESP_GATT_UUID_GAP_ICON
GAP Icon UUID.

ESP_GATT_UUID_GAP_PREF_CONN_PARAM
GAP Preferred Connection Parameters UUID.

ESP_GATT_UUID_GAP_CENTRAL_ADDR_RESOL
GAP Central Address Resolution UUID.

ESP_GATT_UUID_GATT_SRV_CHGD
GATT Service Changed UUID.

ESP_GATT_UUID_ALERT_LEVEL
Alert Level UUID.

ESP_GATT_UUID_TX_POWER_LEVEL
TX Power Level UUID.

ESP_GATT_UUID_CURRENT_TIME
Current Time UUID.

ESP_GATT_UUID_LOCAL_TIME_INFO
Local Time Info UUID.

ESP_GATT_UUID_REF_TIME_INFO

Reference Time Information UUID.

ESP_GATT_UUID_NW_STATUS
Network Availability Status UUID.

ESP_GATT_UUID_NW_TRIGGER
Network Availability Trigger UUID.

ESP_GATT_UUID_ALERT_STATUS
Alert Status UUID.

ESP_GATT_UUID_RINGER_CP
Ringer Control Point UUID.

ESP_GATT_UUID_RINGER_SETTING
Ringer Setting UUID.

ESP_GATT_UUID_GM_MEASUREMENT

Glucose Measurement Characteristic UUID.
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ESP_GATT_UUID_GM_CONTEXT

Glucose Measurement Context Characteristic UUID.

ESP_GATT_UUID_GM_CONTROL_POINT
Glucose Control Point Characteristic UUID.

ESP_GATT_UUID_GM_FEATURE
Glucose Feature Characteristic UUID.

ESP_GATT_UUID_SYSTEM_ID
System ID Characteristic UUID.

ESP_GATT_UUID_MODEL_NUMBER_STR
Model Number String Characteristic UUID.

ESP_GATT_UUID_SERIAL_NUMBER_STR
Serial Number String Characteristic UUID.

ESP_GATT_UUID_FW_VERSION_STR

Firmware Revision String Characteristic UUID.

ESP_GATT_UUID_HW_VERSION_STR
Hardware Revision String Characteristic UUID.

ESP_GATT_UUID_SW_VERSION_STR
Software Revision String Characteristic UUID.

ESP_GATT_UUID_MANU_NAME
Manufacturer Name String Characteristic UUID.

ESP_GATT_UUID_IEEE_DATA

IEEE 11073-20601 Regulatory Certification Data List Characteristic UUID.

ESP_GATT_UUID_PNP_ID
PnP ID Characteristic UUID.

ESP_GATT_UUID_HID_ INFORMATION
HID Information Characteristic UUID.

ESP_GATT_UUID_HID_ REPORT_MAP
HID Report Map Characteristic UUID.

ESP_GATT_UUID_HID_CONTROL_POINT
HID Control Point Characteristic UUID.

ESP_GATT_UUID_HID_ REPORT
HID Report Characteristic UUID.
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ESP_GATT_UUID_HID_PROTO_MODE
HID Protocol Mode Characteristic UUID.

ESP_GATT_UUID_HID_BT_ KB_INPUT
HID Bluetooth Keyboard Input Characteristic UUID.

ESP_GATT_UUID_HID_BT_ KB_OUTPUT
HID Bluetooth Keyboard Output Characteristic UUID.

ESP_GATT_UUID_HID_BT MOUSE_INPUT
HID Bluetooth Mouse Input Characteristic UUID.

ESP_GATT_HEART RATE_MEAS
Heart Rate Measurement Characteristic UUID.

ESP_GATT_BODY_SENSOR_LOCATION
Body Sensor Location Characteristic UUID.

ESP_GATT_HEART_RATE_CNTL_POINT
Heart Rate Control Point Characteristic UUID.

ESP_GATT_UUID_BATTERY_LEVEL
Battery Level Characteristic UUID.

ESP_GATT_UUID_SC_CONTROL_POINT
Sensor Control Point Characteristic UUID.

ESP_GATT_UUID_SENSOR_LOCATION

Sensor Location Characteristic UUID.

ESP_GATT_UUID_RSC_MEASUREMENT
RSC Measurement Characteristic UUID.

ESP_GATT_UUID_RSC_FEATURE
RSC Feature Characteristic UUID.

ESP_GATT_UUID_CSC_MEASUREMENT
CSC Measurement Characteristic UUID.

ESP_GATT_UUID_CSC_FEATURE
CSC Feature Characteristic UUID.

ESP_GATT_UUID_SCAN_INT_ WINDOW
Scan Interval Window Characteristic UUID.

ESP_GATT_UUID_SCAN_ REFRESH
Scan Refresh UUID.
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ESP_GATT_PERM_READ
Permission to read the attribute. Corresponds to BTA_GATT_PERM_READ.

ESP_GATT_PERM READ_ENCRYPTED

Permission to read the attribute with encryption. Corresponds to
BTA_GATT_PERM_READ_ENCRYPTED.

ESP_GATT_PERM READ_ENC_MITM

Permission to read the attribute with encrypted MITM (Man In The Middle) protection. Corresponds to
BTA_GATT_PERM_READ_ENC_MITM.

ESP_GATT_PERM_WRITE
Permission to write to the attribute. Corresponds to BTA_GATT_PERM_WRITE.

ESP_GATT_PERM WRITE_ENCRYPTED

Permission  to  write to  the  attribute  with  encryption. Corresponds  to
BTA_GATT_PERM_WRITE_ENCRYPTED.

ESP_GATT_PERM WRITE_ENC_MITM

Permission to write to the attribute with encrypted MITM protection. Corresponds  to
BTA_GATT_PERM_WRITE_ENC_MITM.

ESP_GATT PERM WRITE_SIGNED
Permission for signed writes to the attribute. Corresponds to BTA_GATT_PERM_WRITE_SIGNED.

ESP_GATT_PERM_WRITE_SIGNED_ MITM

Permission for signed writes to the attribute with MITM protection. Corresponds  to
BTA_GATT_PERM_WRITE_SIGNED_MITM.

ESP_GATT_PERM READ_AUTHORIZATION

Permission to read the attribute with authorization.

ESP_GATT_PERM WRITE_AUTHORIZATION
Permission to write to the attribute with authorization.

ESP_GATT_PERM_ENCRYPT_KEY_SIZE (keysize)

Macro to specify minimum encryption key size.

S

* keysize -- The minimum size of the encryption key, in bytes.

ESP_GATT_CHAR_PROP_BIT BROADCAST
Ability to broadcast.Corresponds to BTA_GATT_CHAR_PROP_BIT_BROADCAST.

ESP_GATT_CHAR_PROP_BIT_ READ
Ability to read.Corresponds to BTA_GATT_CHAR_PROP_BIT_READ.

ESP_GATT_CHAR_PROP_BIT WRITE_NR
Ability to write without response.Corresponds to BTA_ GATT_CHAR_PROP_BIT_WRITE_NR.
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ESP_GATT_CHAR_PROP_BIT WRITE
Ability to write.Corresponds to BTA_GATT_CHAR_PROP_BIT_WRITE.

ESP_GATT_CHAR_PROP_BIT_NOTIFY
Ability to notify.Corresponds to BTA_GATT_CHAR_PROP_BIT_NOTIFY.

ESP_GATT_CHAR_PROP_BIT_INDICATE
Ability to indicate.Corresponds to BTA_GATT_CHAR_PROP_BIT_INDICATE.

ESP_GATT_CHAR_PROP_BIT_ AUTH
Ability to authenticate.Corresponds to BTA_GATT_CHAR_PROP_BIT_AUTH.

ESP_GATT_CHAR_PROP_BIT EXT_PROP
Has extended properties.Corresponds to BTA_GATT_CHAR_PROP_BIT_EXT_PROP.

ESP_GATT_ MAX_ATTR_LEN
Defines the maximum length of a GATT attribute.

This definition specifies the maximum number of bytes that a GATT attribute can hold. As same as
GATT_MAX_ATTR_LEN.

ESP_GATT_RSP_BY_ APP

Defines attribute control for GATT operations.
This module provides definitions for controlling attribute auto responses in GATT operations.

Response to Write/Read operations should be handled by the application.

ESP_GATT_AUTO_RSP
Response to Write/Read operations should be automatically handled by the GATT stack.

ESP_GATT_IF_NONE

Macro indicating no specific GATT interface.

No specific application GATT interface.

Type Definitions

typedef uint16_t esp_gatt_perm_t
Type to represent GATT attribute permissions.

typedef uint8_t esp_gatt_char_prop_t

Type for characteristic properties bitmask.

typedef uint8_t esp_gatt_if_t
GATT interface type for client applications.

Enumerations
enum esp_gatt_prep_write_type
Defines the attribute write operation types from the client.

These values are used to specify the type of write operation in a prepare write sequence. relate to
BTA_GATT_PREP_WRITE_xxx in bta/bta_gatt_api.h.
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Values:

enumerator ESP_GATT_PREP_WRITE_CANCEL
Prepare write cancel. Corresponds to BTA_GATT_PREP_WRITE_CANCEL.

enumerator ESP_GATT_PREP_WRITE_EXEC
Prepare write execute. Corresponds to BTA_GATT_PREP_WRITE_EXEC.

enum esp_gatt_status_t
GATT operation status codes.

These status codes are used to indicate the result of various GATT operations. relate to BTA_GATT_xxx in
bta/bta_gatt_api.h .

Values:

enumerator ESP_GATT_OK
0x0, Operation successful. Corresponds to BTA_GATT_OK.

enumerator ESP_GATT_INVALID_ HANDLE
0x01, Invalid handle. Corresponds to BTA_GATT_INVALID_HANDLE.

enumerator ESP_GATT_READ_NOT_PERMIT
0x02, Read operation not permitted. Corresponds to BTA_GATT_READ_NOT_PERMIT.

enumerator ESP_GATT_WRITE_NOT PERMIT
0x03, Write operation not permitted. Corresponds to BTA_GATT_WRITE_NOT_PERMIT.

enumerator ESP_GATT_INVALID_PDU
0x04, Invalid PDU. Corresponds to BTA_GATT_INVALID_PDU.

enumerator ESP_GATT_INSUF_AUTHENTICATION
0x05, Insufficient authentication. Corresponds to BTA_GATT_INSUF_AUTHENTICATION.

enumerator ESP_GATT_REQ_NOT_SUPPORTED
0x06, Request not supported. Corresponds to BTA_GATT_REQ_NOT_SUPPORTED.

enumerator ESP_GATT_INVALID OFFSET
0x07, Invalid offset. Corresponds to BTA_GATT_INVALID_OFFSET.

enumerator ESP_GATT_INSUF_AUTHORIZATION
0x08, Insufficient authorization. Corresponds to BTA_GATT_INSUF_AUTHORIZATION.

enumerator ESP_GATT_PREPARE_Q FULL
0x09, Prepare queue full. Corresponds to BTA_GATT_PREPARE_Q_FULL.

enumerator ESP_GATT_NOT_FOUND
0x0a, Not found. Corresponds to BTA_ GATT_NOT_FOUND.

enumerator ESP_GATT_NOT_LONG
0x0b, Not long. Corresponds to BTA_GATT_NOT_LONG.
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enumerator ESP_GATT_INSUF_KEY_ SIZE
0xO0c, Insufficient key size. Corresponds to BTA_GATT_INSUF_KEY_SIZE.

enumerator ESP_GATT_INVALID_ATTR_LEN
0x0d, Invalid attribute length. Corresponds to BTA_GATT_INVALID_ATTR_LEN.

enumerator ESP_GATT_ERR_UNLIKELY
0x0e, Unlikely error. Corresponds to BTA_GATT_ERR_UNLIKELY.

enumerator ESP_GATT_INSUF_ENCRYPTION
0x0f, Insufficient encryption. Corresponds to BTA_GATT_INSUF_ENCRYPTION.

enumerator ESP_GATT_UNSUPPORT_GRP_TYPE
0x10, Unsupported group type. Corresponds to BTA_GATT_UNSUPPORT_GRP_TYPE.

enumerator ESP_GATT_INSUF_RESOURCE
0x11, Insufficient resource. Corresponds to BTA_GATT_INSUF_RESOURCE.

enumerator ESP_GATT_NO_RESOURCES
0x80, No resources. Corresponds to BTA_ GATT_NO_RESOURCES.

enumerator ESP_GATT_INTERNAL_ERROR
0x81, Internal error. Corresponds to BTA_ GATT_INTERNAL_ERROR.

enumerator ESP_GATT_WRONG_STATE
0x82, Wrong state. Corresponds to BTA_GATT_WRONG_STATE.

enumerator ESP_GATT_DB_FULL
0x83, Database full. Corresponds to BTA_GATT_DB_FULL.

enumerator ESP_GATT_BUSY
0x84, Busy. Corresponds to BTA_GATT_BUSY.

enumerator ESP_GATT_ERROR
0x85, Generic error. Corresponds to BTA_ GATT_ERROR.

enumerator ESP_GATT_CMD_STARTED
0x86, Command started. Corresponds to BTA_GATT_CMD_STARTED.

enumerator ESP_GATT_ILLEGAL_PARAMETER
0x87, Illegal parameter. Corresponds to BTA_GATT_ILLEGAL_PARAMETER.

enumerator ESP_GATT_PENDING
0x88, Operation pending. Corresponds to BTA_GATT_PENDING.

enumerator ESP_GATT_AUTH_FAIL
0x89, Authentication failed. Corresponds to BTA_GATT_AUTH_FAIL.
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enumerator ESP_GATT_MORE
0x8a, More data available. Corresponds to BTA_GATT_MORE.

enumerator ESP_GATT_INVALID_CFG
0x8b, Invalid configuration. Corresponds to BTA_GATT_INVALID_CFG.

enumerator ESP_GATT_SERVICE_STARTED
0x8c, Service started. Corresponds to BTA_GATT_SERVICE_STARTED.

enumerator ESP_GATT_ENCRYPTED_MITM
0x0, Encrypted, with MITM protection. Corresponds to BTA_GATT_ENCRYPTED_MITM.

enumerator ESP_GATT_ENCRYPTED_NO_MITM
0x8d, Encrypted, without MITM protection. Corresponds to BTA_GATT_ENCRYPTED_NO_MITM.

enumerator ESP_GATT_NOT_ENCRYPTED
0x8e, Not encrypted. Corresponds to BTA_GATT_NOT_ENCRYPTED.

enumerator ESP_GATT_CONGESTED
0x8f, Congested. Corresponds to BTA_GATT_CONGESTED.

enumerator ESP_GATT_DUP_REG
0x90, Duplicate registration. Corresponds to BTA_GATT_DUP_REG.

enumerator ESP_GATT_ALREADY_OPEN
0x91, Already open. Corresponds to BTA_GATT_ALREADY_OPEN.

enumerator ESP_GATT_CANCEL
0x92, Operation cancelled. Corresponds to BTA_GATT_CANCEL.

enumerator ESP_GATT_STACK_RSP
0xe0, Stack response. Corresponds to BTA_ GATT_STACK_RSP.

enumerator ESP_GATT_APP_RSP
Oxel, Application response. Corresponds to BTA_GATT_APP_RSP.

enumerator ESP_GATT_UNKNOWN_ERROR
Oxef, Unknown error. Corresponds to BTA_GATT_UNKNOWN_ERROR.

enumerator ESP_GATT_CCC_CFG_ERR

Oxfd, Client Characteristic Configuration Descriptor improperly configured. Corresponds to
BTA_GATT_CCC_CFG_ERR.

enumerator ESP_GATT_PRC_IN_PROGRESS
Oxfe, Procedure already in progress. Corresponds to BTA_GATT_PRC_IN_PROGRESS.

enumerator ESP_GATT_OUT_OF _RANGE
Oxff, Attribute value out of range. Corresponds to BTA_GATT_OUT_OF_RANGE.
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enum esp_gatt_conn_reason_t

Enumerates reasons for GATT connection.

Values:

enumerator ESP_GATT__CONN_UNKNOWN
Unknown connection reason. Corresponds to BTA_GATT_CONN_UNKNOWN in bta/bta_gatt_api.h

enumerator ESP_GATT _CONN_L2C_FAILURE
General L2CAP failure. Corresponds to BTA_GATT_CONN_L2C_FAILURE in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_TIMEOUT
Connection timeout. Corresponds to BTA_GATT_CONN_TIMEOUT in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_TERMINATE_PEER_USER

Connection terminated by peer user. Corresponds to BTA_ GATT_CONN_TERMINATE_PEER_USER
in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_TERMINATE_LOCAL_HOST

Connection terminated by local host. Corresponds to BTA_GATT_CONN_TERMINATE_LOCAL_HOST
in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_FAII_ESTABLISH

Failure to establish connection.  Corresponds to BTA_GATT_CONN_FAIL_ESTABLISH in
bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_LMP_TIMEOUT

Connection  failed due to LMP  response  timeout. Corresponds  to
BTA_GATT_CONN_LMP_TIMEOUT in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_CONN_CANCEL

L2CAP connection cancelled. Corresponds to BTA_GATT_CONN_CONN_CANCEL in
bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_NONE
No connection to cancel. Corresponds to BTA_GATT_CONN_NONE in bta/bta_gatt_api.h

enum esp_gatt_auth_req t
Defines the GATT authentication request types.

This enumeration lists the types of authentication requests that can be made. It corresponds to the
BTA_GATT_AUTH_REQ_xxx values defined in bta/bta_gatt_api.h. The types include options for
no authentication, unauthenticated encryption, authenticated encryption, and both signed versions with and
without MITM (Man-In-The-Middle) protection.

Values:

enumerator ESP_GATT_AUTH_REQ_NONE
No authentication required. Corresponds to BTA_GATT_AUTH_REQ_NONE.

enumerator ESP_GATT_AUTH_REQ_ NO_MITM
Unauthenticated encryption. Corresponds to BTA_GATT_AUTH_REQ_NO_MITM.
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enumerator ESP_GATT AUTH_REQ_MITM
Authenticated encryption (MITM protection). Corresponds to BTA_GATT_AUTH_REQ_MITM.

enumerator ESP_GATT_AUTH_REQ_SIGNED_NO_MITM
Signed data, no MITM protection. Corresponds to BTA_GATT_AUTH_REQ_SIGNED_NO_MITM.

enumerator ESP_GATT_AUTH_REQ_SIGNED_MITM
Signed data with MITM protection. Corresponds to BTA_GATT_AUTH_REQ_SIGNED_MITM.

enum esp_service_source_t

Enumerates the possible sources of a GATT service discovery.

This enumeration identifies the source of a GATT service discovery process, indicating whether the service
information was obtained from a remote device, from NVS (Non-Volatile Storage) flash, or the source is
unknown.

Values:

enumerator ESP_GATT_SERVICE_FROM_REMOTE_DEVICE
Service information from a remote device. Relates to BTA_ GATTC_SERVICE_INFO_FROM_REMOTE_DEVICE.

enumerator ESP_GATT_SERVICE_FROM_NVS_FLASH
Service information from NVS flash. Relates to BTA_GATTC_SERVICE_INFO_FROM_NVS_FLASH.

enumerator ESP_GATT_SERVICE_FROM_UNKNOWN
Service source is unknown. Relates to BTA_GATTC_SERVICE_INFO_FROM_UNKNOWN.

enum esp_gatt_write_type_t

Defines the types of GATT write operations.

Values:

enumerator ESP_GATT_WRITE_TYPE_NO_RSP

Write operation where no response is needed.

enumerator ESP_GATT _WRITE_TYPE_RSP

Write operation that requires a remote response.

enum esp_gatt_db_attr_type_t
Enumerates types of GATT database attributes.

Values:

enumerator ESP_GATT_DB_PRIMARY_SERVICE

Primary service attribute.

enumerator ESP_GATT_DB_SECONDARY_SERVICE

Secondary service attribute.

enumerator ESP_GATT_DB_CHARACTERISTIC

Characteristic attribute.
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enumerator ESP_GATT_DB_DESCRIPTOR

Descriptor attribute.

enumerator ESP_GATT_DB_INCLUDED_SERVICE

Included service attribute.

enumerator ESP_GATT_DB_ALL
All attribute types.
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API %

Header File

» components/bt/host/bluedroid/api/include/api/esp_gatts_api.h
* This header file can be included with:

’#include "esp_gatts_api.h" ‘

¢ This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘

Functions
esp_err_t esp_ble_gatts_register_callback (esp_gatts_cbh_t callback)

This function is called to register application callbacks with BTA GATTS module.
B
¢ ESP_OK : success
* other : failed
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esp_gatts_cb_t esp_ble_gatts_get_callback (void)
This function is called to get the current application callbacks with BTA GATTS module.

B
* esp_gatts_cb_t : current callback
esp_err_t esp_ble_gatts_app_register (uintl6_t app_id)
This function is called to register application identifier.
B
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_app_unregister (esp_gatt_if t gatts_if)
unregister with GATT Server.

%% gatts_if -- [in] GATT server access interface
Bl

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gatts_create_service (esp_gatt_if t gatts_if, esp_gatt_srvc_id_t *service_id,
uint16_t num_handle)

Create a service. When service creation is done, a callback event ESP_ GATTS_CREATE_EVT is called to
report status and service ID to the profile. The service ID obtained in the callback function needs to be used
when adding included service and characteristics/descriptors into the service.

S

* gatts_if -- [in] GATT server access interface

e service_id -- [in] service ID.

* num_handle -- [in] number of handle requested for this service.
Bzl

¢ ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_create_attr_tab (const esp_gatts_attr_db_t *gatts_attr_db, esp_gatt_if t
gatts_if, uint16_t max_nb_attr, uint8_t srvc_inst_id)

Create a service attribute tab.

S8
* gatts_attr_db -- [in] the pointer to the service attr tab
* gatts_if -- [in] GATT server access interface
* max_nb_attr -- [in] the number of attribute to be added to the service database.
* srve_inst_id -- [in] the instance id of the service
B
» ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_add_included_service (uintl6_t service_handle, uint16_t
included_service handle)

This function is called to add an included service. This function have to be called between
’esp_ble_gatts_create_service’ and ’esp_ble_gatts_add_char’. After included service is included, a callback
event ESP_GATTS_ADD_INCL_SRVC_EVT is reported the included service ID.

ZH
* service_handle -- [in] service handle to which this included service is to be added.
* included_service_handle -- [in] the service ID to be included.

Bl
e ESP_OK : success
* other : failed
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esp_err_t esp_ble_gatts_add_char (uintl6_t service_handle, esp_bt_uuid_t *char_uuid, esp_gatt_perm_t
perm, esp_gatt_char_prop_t property, esp_attr_value_t *char_val,
esp_attr_control_t *control)

This function is called to add a characteristic into a service.

ZH
* service_handle -- [in] service handle to which this included service is to be added.
e char_uuid -- [in] : Characteristic UUID.
* perm -- [in] : Characteristic value declaration attribute permission.
* property -- [in] : Characteristic Properties
e char_val -- [in] : Characteristic value
* control -- [in] : attribute response control byte
PEA ]
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_add_char_descr (uintl6_t service_handle, esp_br_uuid_t *descr_uuid,
esp_gatt_perm_t perm, esp_attr_value_t *char_descr_val,
esp_attr_control_t *control)

This function is called to add -characteristic descriptor. When it's done, a callback event
ESP_GATTS_ADD_DESCR_EVT is called to report the status and an ID number for this descriptor.
S
* service_handle -- [in] service handle to which this characteristic descriptor is to be
added.

* perm -- [in] descriptor access permission.
* descr_uuid -- [in] descriptor UUID.
* char_descr_val -- [in] : Characteristic descriptor value
* control -- [in] : attribute response control byte
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_delete_service (uintl6_t service_handle)

This function is called to delete a service. When this is done, a callback event ESP_ GATTS_DELETE_EVT
is report with the status.

%:¥( service_handle -- [in] service_handle to be deleted.
R

¢ ESP_OK : success

¢ other : failed

esp_err_t esp_ble_gatts_start_service (uintl6_t service_handle)

This function is called to start a service.

%%t service_handle -- [in] the service handle to be started.
$EA |

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_stop_service (uintl6_t service_handle)

This function is called to stop a service.

%:¥ service_handle -- [in] - service to be topped.
P[]

¢ ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_send_indicate (esp_gatt_if t gatts_if, uint16_t conn_id, uint16_t attr_handle,
uint16_t value_len, uint8_t *value, bool need_confirm)

Send indicate or notify to GATT client. Set param need_confirm as false will send notification, otherwise indi-
cation. Note: the size of indicate or notify data need less than MTU size,see “esp_ble_gattc_send_mtu_req”.
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B

B

gatts_if -- [in] GATT server access interface

conn_id -- [in] -

connection id to indicate.

attr_handle -- [in] - attribute handle to indicate.
value_len -- [in] - indicate value length.

value -- [in] value to indicate.

need_confirm -- [in] - Whether a confirmation is required. false sends a GATT noti-
fication, true sends a GATT indication.

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_send_response (esp_gatt_if t gatts_if, uint16_t conn_id, uint32_t trans_id,

esp_gatt_status_t status, esp_gatt_rsp_t *rsp)

This function is called to send a response to a request.

S

B

gatts_if -- [in] GATT server access interface

conn_id -- [in] -

connection identifier.

trans_id -- [in] - transfer id
status -- [in] - response status
rsp -- [in] - response data.

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_set_attr_value (uintl6_t attr_handle, uint16_t length, const uint8_t *value)

This function is called to set the attribute value by the application.

S

B M

attr_handle -- [in] the attribute handle which to be set
length -- [in] the value length
value -- [in] the pointer to the attribute value

ESP_OK : success
other : failed

esp_gatt_status_t esp_ble_gatts_get_attr_value (uintl6_t attr_handle, uint16_t *length, const uint8_t

Retrieve attribute value.

ZH

R

**yalue)

attr_handle -- [in] Attribute handle.
length -- [out] pointer to the attribute value length
value -- [out] Pointer to attribute value payload, the value cannot be modified by user

ESP_GATT_OK : success

other : failed

esp_err_t esp_ble_gatts_open (esp_gatt_if _t gatts_if, esp_bd_addr_t remote_bda, bool is_direct)

Open a direct open connection or add a background auto connection.

ZH

B

gatts_if -- [in] GATT server access interface
remote_bda -- [in] remote device bluetooth device address.
is_direct -- [in] direct connection or background auto connection

ESP_OK : success
other : failed

Espressif Systems

267
Submit Document Feedback

Release v5.2.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

esp_err_t esp_ble_gatts_close (esp_gatt_if_t gatts_if, uint16_t conn_id)
Close a connection a remote device.
S

e gatts_if -- [in] GATT server access interface

e conn_id -- [in] connection ID to be closed.
Rl

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_send_service_change_indication (esp_gatt_if t gatts_if,
esp_bd_addr_t remote_bda)
Send service change indication.
S8
e gatts_if -- [in] GATT server access interface
e remote_bda -- [in] remote device bluetooth device address. If remote_bda is NULL
then it will send service change indication to all the connected devices and if not then to a
specific device
B
* ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_show_local_database (void)
Print local database (GATT service table)
B
* ESP_OK : success
* other : failed

Unions

union esp_ble_gatts_cb_param_t

#include <esp_gatts_api.h> Gatt server callback parameters union.

Public Members

struct esp_ble_gatts_cb_param_t::gatts_reg_evt_param reg
Gatt server callback param of ESP_GATTS_REG_EVT

struct esp_ble_gatts_cb_param_t::gatts_read_evt_param read
Gatt server callback param of ESP_GATTS_READ_EVT

struct esp_ble_gatts_cb_param_t::gatts_write_evt_param write
Gatt server callback param of ESP_GATTS_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_exec_write_evt_param exec_write
Gatt server callback param of ESP_GATTS_EXEC_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_mtu_evt_param mtu
Gatt server callback param of ESP_GATTS_MTU_EVT

struct esp_ble_gatts_cb_param_t::gatts_conf_evt_param conf
Gatt server callback param of ESP_GATTS_CONF_EVT (confirm)
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struct esp_ble_gatts_cb_param_t:.gatts_create_evt_param create
Gatt server callback param of ESP_GATTS_CREATE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_incl_srvc_evt_param add_incl_srvc
Gatt server callback param of ESP_GATTS_ADD_INCL_SRVC_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_evt_param add_char
Gatt server callback param of ESP_GATTS_ADD_CHAR_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_descr_evt_param add_char_descr
Gatt server callback param of ESP_GATTS_ADD_CHAR_DESCR_EVT

struct esp_ble_gatts_cb_param_t::gatts_delete_evt_param del
Gatt server callback param of ESP_GATTS_DELETE_EVT

struct esp_ble_gatts_cb_param_t::gatts_start_evt_param start
Gatt server callback param of ESP_GATTS_START_EVT

struct esp_ble_gatts_cb_param_t::gatts_stop_evt_param stop
Gatt server callback param of ESP_GATTS_STOP_EVT

struct esp_ble_gatts_cb_param_t::gatts_connect_evt_param connect
Gatt server callback param of ESP_GATTS_CONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_disconnect_evt_param disconnect
Gatt server callback param of ESP_GATTS_DISCONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_open_evt_param open
Gatt server callback param of ESP_GATTS_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_cancel_open_evt_param cancel_open
Gatt server callback param of ESP_GATTS_CANCEL_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_close_evt_param close
Gatt server callback param of ESP_GATTS_CLOSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_congest_evt_param congest
Gatt server callback param of ESP_GATTS_CONGEST_EVT

struct esp_ble_gatts_cb_param_t:.gatts_rsp_evt_param rsp
Gatt server callback param of ESP_GATTS_RESPONSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_attr_tab_evt_param add_attr_tab
Gatt server callback param of ESP_GATTS_CREAT_ATTR_TAB_EVT

struct esp_ble_gatts_cb_param_t::gatts_set_attr_val_evt_param set_attr_val
Gatt server callback param of ESP_GATTS_SET_ATTR_VAL_EVT
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struct esp_ble_gatts_cb_param_t::gatts_send_service_change_evt_param service_change
Gatt server callback param of ESP_GATTS_SEND_SERVICE_CHANGE_EVT

struct gatts_add_attr_tab_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CREAT_ATTR_TAB_EVT.

Public Members

esp_gatt_status_t status

Operation status

esp_bt_uuid_t sve_uuid

Service uuid type

uint8_t sve_inst_id

Service id

uintl6_t num_handle

The number of the attribute handle to be added to the gatts database

uintl6_t *handles

The number to the handles

struct gatts_add_char_descr_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_DESCR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Descriptor attribute handle

uintl6_t service_handle

Service attribute handle

esp_bt_uuid_t descr_uuid

Characteristic descriptor uuid

struct gatts_add_char_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_EVT.

Public Members
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esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Characteristic attribute handle

uintl6_t service_handle

Service attribute handle

esp_bt_uuid_t char_uuid

Characteristic uuid

struct gatts_add_incl_srvc_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_INCL_SRVC_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Included service attribute handle

uintl6_t service_handle

Service attribute handle

struct gatts_cancel_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CANCEL_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_close_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CLOSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

struct gatts_conf_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONF_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uint16_t handle
attribute handle

uintl6_t len

The indication or notification value length, len is valid when send notification or indication failed

uint8_t *value

The indication or notification value , value is valid when send notification or indication failed

struct gatts_congest_evt_param
#include <esp_gatts_api.h> ESP_GATTS_LISTEN_EVT.

ESP_GATTS_CONGEST_EVT

Public Members

uint16_t conn_id

Connection id

bool congested

Congested or not

struct gatts_connect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

uint§_t 1ink_role

Link role : master role = 0O ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_params_{ conn_params

current Connection parameters
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esp_ble_addr_type_t ble_addr_type
Remote BLE device address type

uint16_t conn_handle

HCI connection handle

struct gatts_create_evt_param
#include <esp_gatts_api.h> ESP_GATTS_UNREG_EVT.

ESP_GATTS_CREATE_EVT

Public Members

esp_gatt_status_t status

Operation status

uintl6_t service_handle

Service attribute handle

esp_gatt_srvc_id_t service_id

Service id, include service uuid and other information

struct gatts_delete_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DELETE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

struct gatts_disconnect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DISCONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_reason_t reason

Indicate the reason of disconnection
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struct gatts_exec_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_EXEC_WRITE_EVT.

Public Members

uintl6_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been written

uint§_t exec_write_flag

Execute write flag

struct gatts_mtu_evt_param
#include <esp_gatts_api.h> ESP_GATTS_MTU_EVT.

Public Members

uint16_t conn_id

Connection id

uint1l6_t mtu
MTU size

struct gatts_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_read_evt_param
#include <esp_gatts_api.h> ESP_GATTS_READ_EVT.

Public Members

uint16_t conn_id

Connection id

uint32_t trans_id

Transfer id
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esp_bd_addr_t bda

The bluetooth device address which been read

uint16_t handle
The attribute handle

uintl6_t of£set

Offset of the value, if the value is too long

bool is_long

The value is too long or not

bool need_rsp

The read operation need to do response

struct gatts_reg_evt_param
#include <esp_gatts_api.h> ESP_GATTS_REG_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t app_id
Application id which input in register API

struct gatts_rsp_evt_param
#include <esp_gatts_api.h> ESP_GATTS_RESPONSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t handle

Attribute handle which send response

struct gatts_send_service_change_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SEND_SERVICE_CHANGE_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_set_attr_val_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SET_ATTR_VAL_EVT.
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Public Members

uint16_t srve_handle

The service handle

uintl6_t attr_handle
The attribute handle

esp_gatt_status_t status

Operation status

struct gatts_start_evt_param
#include <esp_gatts_api.h> ESP_GATTS_START_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t service_handle

Service attribute handle

struct gatts_stop_evt_param
#include <esp_gatts_api.h> ESP_GATTS_STOP_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

struct gatts_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_WRITE_EVT.

Public Members

uintl6_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been written
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uintl6_t handle
The attribute handle

uintl6_t of£set
Offset of the value, if the value is too long

bool need_rsp

The write operation need to do response

bool is_prep

This write operation is prepare write

uintl6_t len

The write attribute value length

uint8_t *value

The write attribute value

Macros

ESP_GATT_PREP_WRITE_CANCEL

Prepare write flag to indicate cancel prepare write

ESP_GATT_PREP_WRITE_EXEC

Prepare write flag to indicate execute prepare write

Type Definitions

typedef void (*esp_gatts_cb_t)(esp_gatts_cb_event_t event, esp_gatt_if _t gatts_if, esp_ble_gatts_cb_param_t
%k
param)

GATT Server callback function type.

Param event : Event type

Param gatts_if : GATT server access interface, normally different gatts_if correspond to different
profile

Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gatts_cb_event_t

GATT Server callback function events.

Values:

enumerator ESP_GATTS_REG_EVT

When register application id, the event comes

enumerator ESP_GATTS_READ_EVT

When gatt client request read operation, the event comes

enumerator ESP_GATTS_WRITE_EVT

When gatt client request write operation, the event comes
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enumerator ESP_GATTS_EXEC_WRITE_EVT

When gatt client request execute write, the event comes

enumerator ESP_GATTS_MTU_EVT

When set mtu complete, the event comes

enumerator ESP_GATTS_CONF_EVT

When receive confirm, the event comes

enumerator ESP_GATTS_UNREG_EVT

When unregister application id, the event comes

enumerator ESP_GATTS_CREATE_EVT

When create service complete, the event comes

enumerator ESP_GATTS_ADD_INCL_SRVC_EVT

When add included service complete, the event comes

enumerator ESP_GATTS_ADD_CHAR_EVT

When add characteristic complete, the event comes

enumerator ESP_GATTS_ADD_CHAR_DESCR_EVT

When add descriptor complete, the event comes

enumerator ESP_GATTS_DELETE_EVT

When delete service complete, the event comes

enumerator ESP_GATTS_START EVT

When start service complete, the event comes

enumerator ESP_GATTS_STOP_EVT

When stop service complete, the event comes

enumerator ESP_GATTS_CONNECT_EVT

When gatt client connect, the event comes

enumerator ESP_GATTS_DISCONNECT_EVT

When gatt client disconnect, the event comes

enumerator ESP_GATTS_OPEN_EVT

When connect to peer, the event comes

enumerator ESP_GATTS_CANCEL_OPEN_EVT

When disconnect from peer, the event comes

enumerator ESP_GATTS_CLOSE_EVT

When gatt server close, the event comes
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enumerator ESP_GATTS_LISTEN_EVT

When gatt listen to be connected the event comes

enumerator ESP_GATTS_CONGEST_EVT

When congest happen, the event comes

enumerator ESP_GATTS_RESPONSE_EVT

When gatt send response complete, the event comes

enumerator ESP_GATTS_CREAT_ATTR_TAB_EVT

When gatt create table complete, the event comes

enumerator ESP_GATTS_SET_ATTR_VAL_EVT

When gatt set attr value complete, the event comes

enumerator ESP_GATTS_SEND_SERVICE_CHANGE_EVT

When gatt send service change indication complete, the event comes

GATT Client API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

¢ This is a GATT client demo and its tutorial. This demo can scan for devices, connect to the GATT server and
discover its services.
— bluetooth/bluedroid/ble/gatt_client
— GATT Client Example Walkthrough
¢ This is a multiple connection demo and its tutorial. This demo can connect to multiple GATT server devices
and discover their services.
— bluetooth/bluedroid/ble/gattc_multi_connect
— GATT Client Multi-connection Example Walkthrough
* This is a demo similar to Bluetooth® Low Energy (Bluetooth LE) SPP. This demo, which acts as a GATT
client, can receive data from UART and then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_client

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_gattc_api.h
e This header file can be included with:

’ #include "esp_gattc_api.h"” ‘

¢ This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘
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Functions
esp_err_t esp_ble_gattc_register_callback (esp_gattc_cb_t callback)

This function is called to register application callbacks with GATTC module.

%4 callback -- [in] : pointer to the application callback function.
B
¢ ESP_OK: success
* other: failed
esp_gattc_cb_t esp_ble_gattc_get_callback (void)

This function is called to get the current application callbacks with BTA GATTC module.
Bl
* esp_gattC_cb_t : current callback
esp_err_t esp_ble_gattc_app_register (uintl6_t app_id)
This function is called to register application callbacks with GATTC module.
%% app_id -- [in] : Application Identify (UUID), for different application
Bl
e ESP_OK: success
e other: failed
esp_err_t esp_ble_gattc_app_unregister (esp_gatt_if t gattc_if)
This function is called to unregister an application from the GATTC module.

$&11:: Before calling this API, ensure that all activities related to the application, such as connections, scans,
ADV, are properly closed.

%% gattc_if -- [in] Gatt client access interface.
A

¢ ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_open (esp_gatt_if _t gattc_if, esp_bd_addr_t remote_bda, esp_ble_addr_type_t
remote_addr_type, bool is_direct)

Open a direct connection or add a background auto connection.

e gattc_if -- [in] Gatt client access interface.
e remote_bda -- [in] remote device bluetooth device address.
* remote_addr_type -- [in] remote device bluetooth device the address type.
* is_direct -- [in] direct connection or background auto connection(by now, back-
ground auto connection is not supported).
B
¢ ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_aux_open (esp_gatt_if t gattc_if, esp_bd_addr_t remote_bda,
esp_ble_addr_type_t remote_addr_type, bool is_direct)

esp_err_t esp_ble_gattc_close (esp_gatt_if_t gattc_if, uint16_t conn_id)
Close the virtual connection to the GATT server. gattc may have multiple virtual GATT server connections
when multiple app_id registered, this API only close one virtual GATT server connection. if there exist other
virtual GATT server connections, it does not disconnect the physical connection. if you want to disconnect the
physical connection directly, you can use esp_ble_gap_disconnect(esp_bd_addr_t remote_device).

SH
* gattc_if -- [in] Gatt client access interface.
e conn_id -- [in] connection ID to be closed.
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P[]
e ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_send_mtu_req (esp_gatt_if t gattc_if, uint16_t conn_id)

Configure the MTU size in the GATT channel. This can be done only once per connection. Before using, use
esp_ble_gatt_set_local_mtu() to configure the local MTU size.

S8
e gattc_if -- [in] Gatt client access interface.
e conn_id -- [in] connection ID.
B
¢ ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_search_service (esp_gatt_if t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*filter_uuid)

This function is called to get service from local cache. This function report service search result by a call-
back event, and followed by a service search complete event. Note: 128-bit base UUID will automatically be
converted to a 16-bit UUID in the search results. Other types of UUID remain unchanged.

S8
* gattc_if -- [in] Gatt client access interface.
e conn_id -- [in] connection ID.
* filter_uuid--[in] a UUID of the service application is interested in. If Null, discover
for all services.
B
¢ ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_service (esp_gatt_if t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*sve_uuid, esp_gattc_service_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the service with the given service uuid in the gattc cache, if the svc_uuid is NULL, find all the service.
Note: It just get service from local cache, won’t get from remote devices. If want to get it from remote device,
need to used the esp_ble_gattc_cache_refresh, then call esp_ble_gattc_get_service again.

SH
e gattc_if -- [in] Gatt client access interface.
* conn_id -- [in] connection ID which identify the server.
* svc_uuid -- [in] the pointer to the service uuid.
* result -- [out] The pointer to the service which has been found in the gattc cache.
* count -- [inout] input the number of service want to find, it will output the number of
service has been found in the gattc cache with the given service uuid.
* offset -- [in] Offset of the service position to get.
B
¢ ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_all_char (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t
start_handle, uint16_t end_handle,
esp_gattc_char_elem_t *result, uint16_t *count, uint16_t
offset)

Find all the characteristic with the given service in the gattc cache Note: It just get characteristic from local
cache, won’t get from remote devices.

S
e gattc_if -- [in] Gatt client access interface.
* conn_id -- [in] connection ID which identify the server.
e start_handle -- [in] the attribute start handle.
* end_handle -- [in] the attribute end handle
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B

result -- [out] The pointer to the characteristic in the service.

count -- [inout] input the number of characteristic want to find, it will output the number
of characteristic has been found in the gattc cache with the given service.

offset -- [in] Offset of the characteristic position to get.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_all_descr (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t

char_handle, esp_gattc_descr_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the descriptor with the given characteristic in the gattc cache Note: It just get descriptor from local
cache, won’t get from remote devices.

S

B

gattc_if -- [in] Gatt client access interface.

conn_id -- [in] connection ID which identify the server.

char_handle -- [in] the given characteristic handle

result -- [out] The pointer to the descriptor in the characteristic.

count -- [inout] input the number of descriptor want to find, it will output the number
of descriptor has been found in the gattc cache with the given characteristic.

offset -- [in] Offset of the descriptor position to get.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_char_by_uuid (esp_gart_if_t gattc_if, uint16_t conn_id, uint16_t

start_handle, uint16_t end_handle, esp_bt_uuid_t
char_uuid, esp_gattc_char_elem_t *result,
uint16_t *count)

Find the characteristic with the given characteristic uuid in the gattc cache Note: It just get characteristic from
local cache, won’t get from remote devices.

ZH

B

gattc_if -- [in] Gatt client access interface.

conn_id -- [in] connection ID which identify the server.

start_handle -- [in] the attribute start handle

end_handle -- [in] the attribute end handle

char_uuid -- [in] the characteristic uuid

result -- [out] The pointer to the characteristic in the service.

count -- [inout] input the number of characteristic want to find, it will output the number
of characteristic has been found in the gattc cache with the given service.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_uuid (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t

start_handle, uint16_t end_handle, esp_bt_uuid_t
char_uuid, esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result, uint16_t *count)

Find the descriptor with the given characteristic uuid in the gattc cache Note: It just get descriptor from local
cache, won’t get from remote devices.

BH

gattc_if -- [in] Gatt client access interface.
conn_id -- [in] connection ID which identify the server.
start_handle -- [in] the attribute start handle
end_handle -- [in] the attribute end handle
char_uuid -- [in] the characteristic uuid.
descr_uuid -- [in] the descriptor uuid.
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* result -- [out] The pointer to the descriptor in the given characteristic.
* count -- [inout] input the number of descriptor want to find, it will output the number
of descriptor has been found in the gattc cache with the given characteristic.
Bl
» ESP_OK: success
* other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_char_handle (esp_gart_if_t gattc_if, uint16_t
conn_id, uint16_t char_handle,
esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result,
uint16_t *count)

Find the descriptor with the given characteristic handle in the gattc cache Note: It just get descriptor from local
cache, won’t get from remote devices.

S8

* gattc_if -- [in] Gatt client access interface.

* conn_id -- [in] connection ID which identify the server.

e char_handle -- [in] the characteristic handle.

* descr_uuid -- [in] the descriptor uuid.

* result -- [out] The pointer to the descriptor in the given characteristic.

e count -- [inout] input the number of descriptor want to find, it will output the number

of descriptor has been found in the gattc cache with the given characteristic.

B

* ESP_OK: success

* other: failed

esp_gatt_status_t esp_ble_gattc_get_include_service (esp_gatt_if_t gattc_if, uint16_t conn_id,
uint16_t start_handle, uint16_t end_handle,
esp_bt_uuid_t *incl_uuid,
esp_gattc_incl_svc_elem_t *result, uint16_t
*count)

Find the include service with the given service handle in the gattc cache Note: It just get include service from
local cache, won't get from remote devices.

SH

* gattc_if -- [in] Gatt client access interface.

e conn_id -- [in] connection ID which identify the server.

e start_handle -- [in] the attribute start handle

* end_handle -- [in] the attribute end handle

* incl_uuid -- [in] the include service uuid

* result -- [out] The pointer to the include service in the given service.

e count -- [inout] input the number of include service want to find, it will output the

number of include service has been found in the gattc cache with the given service.

B

e ESP_OK: success

e other: failed

esp_gatt_status_t esp_ble_gattc_get_attr_count (esp_gatt_if t gattc_if, uint16_t conn_id,
esp_gatt_db_attr_type_t type, uint16_t start_handle,
uint16_t end_handle, uint16_t char_handle, uint16_t
*count)

Find the attribute count with the given service or characteristic in the gattc cache.

SH
e gattc_if -- [in] Gatt client access interface.
e conn_id -- [in] connection ID which identify the server.
* type -- [in] the attribute type.
e start_handle -- [in] the attribute start handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore
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* end_handle -- [in] the attribute end handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore

* char_handle -- [in] the characteristic handle, this parameter valid when the type is
ESP_GATT_DB_DESCRIPTOR. If the type isn’t ESP_ GATT_DB_DESCRIPTOR, this
parameter should be ignore.

* count -- [out] output the number of attribute has been found in the gattc cache with the
given attribute type.

A
* ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_db (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t start_handle,
uint16_t end_handle, esp_garttc_db_elem_t *db, uint16_t *count)

This function is called to get the GATT database. Note: It just get attribute data base from local cache, won’t
get from remote devices.

ZH
e gattc_if -- [in] Gatt client access interface.
e start_handle -- [in] the attribute start handle
* end_handle -- [in] the attribute end handle
* conn_id -- [in] connection ID which identify the server.
* db -- [in] output parameter which will contain the GATT database copy. Caller is respon-
sible for freeing it.
e count -- [in] number of elements in database.
PEA ]
e ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_read_char (esp_gart_if t gattc_if, uint16_t conn_id, uint16_t handle,
esp_gatt_auth_req_t auth_req)

This function is called to read a service’s characteristics of the given characteristic handle.

SH
* gattc_if -- [in] Gatt client access interface.
e conn_id -- [in] : connection ID.
* handle -- [in] : characteristic handle to read.
* auth_req -- [in] : authenticate request type
A
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_read_by_type (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t start_handle,
uint16_t end_handle, esp_bt_uuid_t *uuid, esp_gatt_auth_req_t
auth_req)

This function is called to read a service’s characteristics of the given characteristic UUID.

e gattc_if -- [in] Gatt client access interface.
e conn_id -- [in] : connection ID.
e start_handle -- [in] : the attribute start handle.
* end_handle -- [in] : the attribute end handle
e uuid -- [in] : The UUID of attribute which will be read.
* auth_req -- [in] : authenticate request type
PEA ]
e ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_read_multiple (esp_gatt_if_t gattc_if, uint16_t conn_id, esp_gattc_multi_t
*read_multi, esp_gatt_auth_req_t auth_req)

This function is called to read multiple characteristic or characteristic descriptors.
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B

R

gattc_if -- [in] Gatt client access interface.

conn_id -- [in] :

connection ID.

read_multi -- [in] : pointer to the read multiple parameter.
auth_req -- [in] : authenticate request type

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_read _multiple_variable (esp_gatt if_t gattc_if, uint16_t conn_id,

esp_gattc_mulfi_t *read_multi,
esp_gatt_auth_req_t auth_req)

This function is called to read multiple variable length characteristic or characteristic descriptors.

S

B M

gattc_if -- [in] Gatt client access interface.

conn_id -- [in] :

connection ID.

read_multi -- [in] : pointer to the read multiple parameter.
auth_req -- [in] : authenticate request type

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_read_char_descr (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t handle,

esp_gatt_auth_req_t auth_req)

This function is called to read a characteristics descriptor.

ZH

B

gattc_if -- [in] Gatt client access interface.

conn_id -- [in] :

connection ID.

handle -- [in] : descriptor handle to read.
auth_req -- [in] : authenticate request type

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_write_char (esp_gatt _if t gattc_if, uint16_t conn_id, uint16_t handle, uint16_t
value_len, uint8_t *value, esp_gatt_write_type_t write_type,

esp_gatt_auth_req_t auth_req)

This function is called to write characteristic value.

S

B M

gattc_if -- [in] Gatt client access interface.

conn_id -- [in] :

connection ID.

handle -- [in] : characteristic handle to write.
value_len -- [in] length of the value to be written.
value -- [in] : the value to be written.

write_type -- [in] : the type of attribute write operation.
auth_req -- [in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_write_char_descr (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t handle,
uint16_t value_len, uint8_t *value, esp_gatt_write_type_t

write_type, esp_gatt_auth_req_t auth_req)

This function is called to write characteristic descriptor value.

SH

e gattc_if -- [in] Gatt client access interface.
e conn_id -- [in] : connection ID
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R

handle -- [in] : descriptor handle to write.

value_len -- [in] length of the value to be written.
value -- [in] : the value to be written.

write_type -- [in] : the type of attribute write operation.
auth_req -- [in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_prepare_write (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t handle,
uint16_t offset, uint16_t value_len, uint8_t *value,

esp_gatt_auth_req_t auth_req)

This function is called to prepare write a characteristic value.

S

B

gattc_if -- [in] Gatt client access interface.

conn_id -- [in] :

connection ID.

handle -- [in] : characteristic handle to prepare write.
offset -- [in] : offset of the write value.
value_len -- [in] length of the value to be written.
value -- [in] : the value to be written.

auth_req -- [in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_prepare_write_char_descr (esp_gatt_if t gattc_if, uint16_t conn_id,
uint16_t handle, uint16_t offset, uint16_t

value_len, uint8_t *value,
esp_gatt_auth_req_t auth_req)

This function is called to prepare write a characteristic descriptor value.

S

B

gattc_if -- [in] Gatt client access interface.

conn_id -- [in] :

connection ID.

handle -- [in] : characteristic descriptor handle to prepare write.
offset -- [in] : offset of the write value.

value_len -- [in] length of the value to be written.

value -- [in] : the value to be written.

auth_req -- [in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_execute_write (esp_gatt_if t gattc_if, uint16_t conn_id, bool is_execute)

This function is called to execute write a prepare write sequence.

ZH

B

gattc_if -- [in] Gatt client access interface.

conn_id -- [in] :

connection ID.

is_execute -- [in] : execute or cancel.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_register_for_notify (esp_gatt_if t gattc_if, esp_bd_addr_t server_bda,

uint16_t handle)

This function is called to register for notification of a service.

S

* gattc_if -- [in] Gatt client access interface.
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* server_bda -- [in] : target GATT server.

¢ handle -- [in] : GATT characteristic handle.
PE ]

* ESP_OK: registration succeeds

e other: failed

esp_err_t esp_ble_gattc_unregister_for_notify (esp_gart _if t gattc_if, esp_bd_addr_t server_bda,
uint16_t handle)

This function is called to de-register for notification of a service.

ZH
* gattc_if -- [in] Gatt client access interface.
* server_bda -- [in] : target GATT server.
e handle -- [in] : GATT characteristic handle.
P[]
» ESP_OK: unregister succeeds
e other: failed

esp_err_t esp_ble_gattc_cache_refresh (esp_bd_addr_t remote_bda)

Refresh the server cache store in the gattc stack of the remote device. If the device is connected, this API will
restart the discovery of service information of the remote device.

%¥( remote_bda -- [in] remote device BD address.
R E

* ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_cache_assoc (esp_gatt_if t gattc_if, esp_bd_addr_t stc_addr, esp_bd_addr_t
assoc_addr, bool is_assoc)

Add or delete the associated address with the source address. Note: The role of this API is mainly when the
client side has stored a server-side database, when it needs to connect another device, but the device’s attribute
database is the same as the server database stored on the client-side, calling this API can use the database that
the device has stored used as the peer server database to reduce the attribute database search and discovery
process and speed up the connection time. The associated address mains that device want to used the database
has stored in the local cache. The source address mains that device want to share the database to the associated
address device.

2H
e gattc_if -- [in] Gatt client access interface.
* src_addr -- [in] the source address which provide the attribute table.
* assoc_addr -- [in] the associated device address which went to share the attribute table
with the source address.
e is_assoc -- [in] true add the associated device address, false remove the associated
device address.
P[]
« ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_cache_get_addr_1list (esp_gatt_if_t gattc_if)
Get the address list which has store the attribute table in the gattc cache. There will callback
ESP_GATTC_GET_ADDR_LIST_EVT event when get address list complete.

% gattc_if -- [in] Gatt client access interface.
$Eq |

e ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_cache_clean (esp_bd_addr_t remote_bda)
Clean the service cache of this device in the gattc stack,.

%% remote_bda -- [in] remote device BD address.

B
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¢ ESP_OK: success
e other: failed

Unions

union esp_ble_gattc_cb_param_t

#include <esp_gattc_api.h> Gatt client callback parameters union.

Public Members

struct esp_ble_gattc_cb_param_t::gattc_reg_evt_param reg
Gatt client callback param of ESP_GATTC_REG_EVT

struct esp_ble_gattc_cb_param_t::gattc_open_evt_param open
Gatt client callback param of ESP_GATTC_OPEN_EVT

struct esp_ble_gattc_cb_param_t::gattc_close_evt_param close
Gatt client callback param of ESP_GATTC_CLOSE_EVT

struct esp_ble_gattc_cb_param_t::gattc_cfg_mtu_evt_param cf£g_mtu
Gatt client callback param of ESP_GATTC_CFG_MTU_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_cmpl_evt_param search_cmpl
Gatt client callback param of ESP_GATTC_SEARCH_CMPL_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_res_evt_param search_res
Gatt client callback param of ESP_GATTC_SEARCH_RES_EVT

struct esp_ble_gattc_cb_param_t::gattc_read_char_evt_param read
Gatt client callback param of ESP_GATTC_READ_CHAR_EVT

struct esp_ble_gattc_cb_param_t::gattc_write_evt_param write
Gatt client callback param of ESP_GATTC_WRITE_DESCR_EVT

struct esp_ble_gattc_cb_param_t::gattc_exec_cmpl_evt_param exec_cmpl
Gatt client callback param of ESP_GATTC_EXEC_EVT

struct esp_ble_gattc_cb_param_t::gattc_notify_evt_param notify
Gatt client callback param of ESP_GATTC_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_srvc_chg_evt_param srvc_chg
Gatt client callback param of ESP_GATTC_SRVC_CHG_EVT

struct esp_ble_gattc_cb_param_t::gattc_congest_evt_param congest
Gatt client callback param of ESP_GATTC_CONGEST_EVT

struct esp_ble_gattc_cb_param_t::gattc_reg_for_notify_evt_param reg_for_notify
Gatt client callback param of ESP_GATTC_REG_FOR_NOTIFY_EVT
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struct esp_ble_gattc_cb_param_t:.gattc_unreg_for_notify_evt_param unreg_for_notify
Gatt client callback param of ESP_GATTC_UNREG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_connect_evt_param connect
Gatt client callback param of ESP_GATTC_CONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_disconnect_evt_param disconnect
Gatt client callback param of ESP_GATTC_DISCONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_set_assoc_addr_cmp_evt_param set_assoc_cmp
Gatt client callback param of ESP_GATTC_SET_ASSOC_EVT

struct esp_ble_gattc_cb_param_t::gattc_get_addr_list_evt_param get_addr_list
Gatt client callback param of ESP_GATTC_GET_ADDR_LIST_EVT

struct esp_ble_gattc_cb_param_t::gattc_queue_full_evt_param queue_f£full
Gatt client callback param of ESP_GATTC_QUEUE_FULL_EVT

struct esp_ble_gattc_cb_param_t::gattc_dis_srvc_cmpl_evt_param dis_srve_cmpl
Gatt client callback param of ESP_GATTC_DIS_SRVC_CMPL_EVT

struct gattc_cfg_mtu_evt_param
#include <esp_gattc_api.h>ESP_GATTC_CFG_MTU_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uint1l6_t mtu
MTU size

struct gattc_close_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CLOSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id
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esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_reason_t reason

The reason of gatt connection close

struct gattc_congest_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONGEST_EVT.

Public Members

uintl6_t conn_id

Connection id

bool congested

Congested or not

struct gattc_connect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

uint8_t 1ink_role

Link role : master role = 0O ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_params_t conn_params

current connection parameters

esp_ble_addr_type_t ble_addr_type
Remote BLE device address type

uint16_t conn_handle

HCI connection handle

struct gattc_dis_srvc_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DIS_SRVC_CMPL_EVT.

Public Members
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esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

struct gattc_disconnect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DISCONNECT_EVT.

Public Members

esp_gatt_conn_reason_I reason

disconnection reason

uint16_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

struct gattc_exec_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_EXEC_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

struct gattc_get_addr_list_evt_param
#include <esp_gattc_api.h> ESP_GATTC_GET_ADDR_LIST_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint8_t num_addr

The number of address in the gattc cache address list

esp_bd_addr_t *addr_1list
The pointer to the address list which has been get from the gattc cache

struct gattc_notify_evt_param
#include <esp_gattc_api.h>ESP_GATTC_NOTIFY_EVT.
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Public Members

uint16_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

uint16_t handle

The Characteristic or descriptor handle

uint16_t value_len

Notify attribute value

uint8_t *value

Notify attribute value

bool is_notify

True means notify, false means indicate

struct gattc_open_evt_param
#include <esp_gattc_api.h> ESP_GATTC_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

uint1l6_t mtu
MTU size

struct gattc_queue_full_evt_param
#include <esp_gattc_api.h> ESP_GATTC_QUEUE_FULL_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id
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bool is_full

The gattc command queue is full or not
struct gattc_read_char_evt_param

#include <esp_gattc_api.h>ESP_GATTC_READ_CHAR_EVT, ESP_GATTC_READ_DESCR_EVT,
ESP_GATTC_READ_MULTIPLE_EVT, ESP_GATTC_READ_MULTI_VAR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uint16_t handle

Characteristic handle

uint8_t *value

Characteristic value

uintl6_t value_len

Characteristic value length

struct gattc_reg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t app_id
Application id which input in register API

struct gattc_reg_for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t handle

The characteristic or descriptor handle

struct gattc_search_cmpl_evt_param
#include <esp_gattc_api.h>ESP_GATTC_SEARCH_CMPL_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

esp_service_source_t searched_service_source

The source of the service information

struct gattc_search_res_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_RES_EVT.

Public Members

uintl6_t conn_id

Connection id

uintl6_t start_handle

Service start handle

uintl6_t end_handle

Service end handle

esp_gatt_id_t srve_id

Service id, include service uuid and other information

bool is_primary

True if this is the primary service

struct gattc_set_assoc_addr_cmp_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SET_ASSOC_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gattc_srvc_chg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SRVC_CHG_EVT.

Public Members

esp_bd_addr_t remote_bda

Remote bluetooth device address
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struct gattc_unreg_for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_UNREG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t handle

The characteristic or descriptor handle

struct gattc_write_evt_param

#include <esp_gattc_api.h>ESP_GATTC_WRITE_CHAR_EVT, ESP_GATTC_PREP_WRITE_EVT,
ESP_GATTC_WRITE_DESCR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uint16_t handle

The Characteristic or descriptor handle

uintl6_t of £set

The prepare write offset, this value is valid only when prepare write

Type Definitions

typedef void (*esp_gattc_cb_t)(esp_gattc_cb_event_t event, esp_gatt_if _t gattc_if, esp_ble_gattc_cb_param_t
%
param)

GATT Client callback function type.

Param event : Event type

Param gattc_if : GATT client access interface, normally different gattc_if correspond to different
profile

Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gattc_cb_event_t

GATT Client callback function events.

Values:

enumerator ESP_GATTC_REG_EVT

When GATT client is registered, the event comes

Espressif Systems 295 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

enumerator ESP_GATTC_UNREG_EVT

When GATT client is unregistered, the event comes

enumerator ESP_GATTC_OPEN_EVT

When GATT virtual connection is set up, the event comes

enumerator ESP_GATTC_READ_ CHAR_EVT

When GATT characteristic is read, the event comes

enumerator ESP_GATTC_WRITE_CHAR_EVT

When GATT characteristic write operation completes, the event comes

enumerator ESP_GATTC_CLOSE_EVT

When GATT virtual connection is closed, the event comes

enumerator ESP_GATTC_SEARCH_CMPL_EVT

When GATT service discovery is completed, the event comes

enumerator ESP_GATTC_SEARCH_RES_EVT

When GATT service discovery result is got, the event comes

enumerator ESP_GATTC_READ DESCR_EVT

When GATT characteristic descriptor read completes, the event comes

enumerator ESP_GATTC_WRITE_DESCR_EVT

When GATT characteristic descriptor write completes, the event comes

enumerator ESP_GATTC_NOTIFY_EVT

When GATT notification or indication arrives, the event comes

enumerator ESP_GATTC_PREP_WRITE_EVT

When GATT prepare-write operation completes, the event comes

enumerator ESP_GATTC_EXEC_EVT

When write execution completes, the event comes

enumerator ESP_GATTC_ACL_EVT

When ACL connection is up, the event comes

enumerator ESP_GATTC_CANCEL_OPEN_EVT

When GATT client ongoing connection is cancelled, the event comes

enumerator ESP_GATTC_SRVC_CHG_EVT

When ”service changed” occurs, the event comes

enumerator ESP_GATTC_ENC_CMPL_CB_EVT

When encryption procedure completes, the event comes
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enumerator ESP_GATTC_CFG_MTU_EVT

When configuration of MTU completes, the event comes

enumerator ESP_GATTC_ADV_DATA_EVT

When advertising of data, the event comes

enumerator ESP_GATTC_MULT_ADV_ENB_EVT

When multi-advertising is enabled, the event comes

enumerator ESP_GATTC_MULT_ADV_UPD_EVT

When multi-advertising parameters are updated, the event comes

enumerator ESP_GATTC_MULT_ADV_DATA_EVT

When multi-advertising data arrives, the event comes

enumerator ESP_GATTC_MULT_ADV_DIS_EVT

When multi-advertising is disabled, the event comes

enumerator ESP_GATTC_CONGEST_EVT

When GATT connection congestion comes, the event comes

enumerator ESP_GATTC_BTH_SCAN_ENB_EVT

When batch scan is enabled, the event comes

enumerator ESP_GATTC_BTH_SCAN_CFG_EVT

When batch scan storage is configured, the event comes

enumerator ESP_GATTC_BTH_SCAN_RD_EVT

When Batch scan read event is reported, the event comes

enumerator ESP_GATTC_BTH_SCAN_THR_EVT

When Batch scan threshold is set, the event comes

enumerator ESP_GATTC_BTH_SCAN_PARAM_EVT

When Batch scan parameters are set, the event comes

enumerator ESP_GATTC_BTH_SCAN_DIS_EVT

When Batch scan is disabled, the event comes

enumerator ESP_GATTC_SCAN_FLT CFG_EVT

When Scan filter configuration completes, the event comes

enumerator ESP_GATTC_SCAN_FLT_PARAM_EVT

When Scan filter parameters are set, the event comes

enumerator ESP_GATTC_SCAN_FLT_STATUS_EVT

When Scan filter status is reported, the event comes
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enumerator ESP_GATTC_ADV_VSC_EVT

When advertising vendor spec content event is reported, the event comes

enumerator ESP_GATTC_REG_FOR_NOTIFY_EVT

When register for notification of a service completes, the event comes

enumerator ESP_GATTC_UNREG_FOR_NOTIFY_ EVT

When unregister for notification of a service completes, the event comes

enumerator ESP_GATTC_CONNECT_EVT

When the ble physical connection is set up, the event comes

enumerator ESP_GATTC_DISCONNECT_EVT

When the ble physical connection disconnected, the event comes

enumerator ESP_GATTC_READ_MULTIPLE_EVT

When the ble characteristic or descriptor multiple complete, the event comes

enumerator ESP_GATTC_QUEUE_FULL_EVT

When the gattc command queue full, the event comes

enumerator ESP_GATTC_SET_ASSOC_EVT

When the ble gattc set the associated address complete, the event comes

enumerator ESP_GATTC_GET_ADDR_LIST EVT

When the ble get gattc address list in cache finish, the event comes

enumerator ESP_GATTC_DIS_SRVC_CMPI,_EVT

When the ble discover service complete, the event comes

enumerator ESP_GATTC_READ_MULTI_VAR_EVT

When read multiple variable characteristic complete, the event comes

BluFi API

Overview BluFi is a profile based GATT to config ESP32 Wi-Fi to connect/disconnect AP or setup a softap and
etc.

Use should concern these things:

1. The event sent from profile. Then you need to do something as the event indicate.
2. Security reference. You can write your own Security functions such as symmetrical encryption/decryption and
checksum functions. Even you can define the "Key Exchange/Negotiation” procedure.

Application Example Check bluetooth folder in ESP-IDF examples, which contains the following application:

e This is the BluFi demo. This demo can set ESP32’s Wi-Fi to softap/station/softap&station mode and config
Wi-Fi connections - bluetooth/blufi

API Reference
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Header File

* components/bt/common/api/include/api/esp_blufi_api.h
* This header file can be included with:

’ #include "esp_blufi_api.h" ‘

¢ This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’ PRIV_REQUIRES bt ‘

Functions
esp_err_t esp_blufi_register_callbacks (esp_blufi_callbacks_t *callbacks)

This function is called to receive blufi callback event.
%% callbacks -- [in] callback functions

&l ESP_OK - success, other - failed
esp_err_t esp_blufi_profile_init (void)

This function is called to initialize blufi_profile.
#&Jn] ESP_OK - success, other - failed

esp_err_t esp_blufi_profile_deinit (void)
This function is called to de-initialize blufi_profile.

&\l ESP_OK - success, other - failed

esp_err_t esp_blufi_send_wifi_conn_report (wifi_mode_t opmode, esp_blufi_sta_conn_state_t
sta_conn_state, uint8_t softap_conn_num,
esp_blufi_extra_info_t *extra_info)

This function is called to send wifi connection report.
* opmode -- : wifi opmode
* sta_conn_state --: station is already in connection or not
* softap_conn_num -- : softap connection number
* extra_info -- : extra information, such as sta_ssid, softap_ssid and etc.
&Il ESP_OK - success, other - failed
esp_err_t esp_blufi_send_wifi_1list (uintl6_t apCount, esp_blufi_ap_record_t *list)
This function is called to send wifi list.
¥
* apCount -- : wifi list count
e list --: wifi list
&Ia] ESP_OK - success, other - failed
uint16_t esp_blufi_get_version (void)
Get BLUFI profile version.

& [a] Most 8bit significant is Great version, Least 8bit is Sub version

esp_err_t esp_blufi_send_error_info (esp_blufi_error_state_t state)

This function is called to send blufi error information.

¥ state --: error state
#&[n] ESP_OK - success, other - failed
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esp_err_t esp_blufi_send_custom_data (uint8_t *data, uint32_t data_len)
This function is called to custom data.
S
e data -- : custom data value

* data_1len --: the length of custom data
&\l ESP_OK - success, other - failed

Unions

union esp_blufi_cb_param_t

#include <esp_blufi_api.h> BLUFI callback parameters union.

Public Members

struct esp_blufi_cb_param_t::blufi_init_finish_evt_param init_£finish
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_deinit_finish_evt_param deinit_£finish
Blufi callback param of ESP_BLUFI_EVENT_DEINIT_FINISH

struct esp_blufi_cb_param_t::blufi_set_wifi_mode_evt_param wifi_mode
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_connect_evt_param connect
Blufi callback param of ESP_BLUFI_EVENT_CONNECT

struct esp_blufi_cb_param_t::blufi_disconnect_evt_param disconnect
Blufi callback param of ESP_BLUFI_EVENT_DISCONNECT

struct esp_blufi_cb_param_t::blufi_recv_sta_bssid_evt_param sta_bssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_BSSID

struct esp_blufi_cb_param_t::blufi_recv_sta_ssid_evt_param sta_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_SSID

struct esp_blufi_cb_param_t::blufi_recv_sta_passwd_evt_param sta_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_ssid_evt_param softap_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_SSID

struct esp_blufi_cb_param_t::blufi_recv_softap_passwd_evt_param softap_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_max_conn_num_evt_param softap_max_conn_num
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM

struct esp_blufi_cb_param_t::blufi_recv_softap_auth_mode_evt_param softap_auth_mode
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE
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struct esp_blufi_cb_param_t::blufi_recv_softap_channel_evt_param softap_channel
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL

struct esp_blufi_cb_param_t::blufi_recv_username_evt_param username
Blufi callback param of ESP_BLUFI_EVENT_RECV_USERNAME

struct esp_blufi_cb_param_t::blufi_recv_ca_evt_param ca
Blufi callback param of ESP_BLUFI_EVENT_RECV_CA_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_cert_evt_param client_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_CERT

struct esp_blufi_cb_param_t::blufi_recv_server_cert_evt_param server_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_pkey_evt_param client_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_recv_server_pkey_evt_param server_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_get_error_evt_param report_error
Blufi callback param of ESP_BLUFI_EVENT_REPORT_ERROR

struct esp_blufi_cb_param_t::blufi_recv_custom_data_evt_param custom_data
Blufi callback param of ESP_BLUFI_EVENT_RECV_CUSTOM_DATA

struct blufi_connect_evt_param
#include <esp_blufi_api.h>ESP_BLUFI_EVENT_CONNECT.

Public Members

esp_blufi_bd_addr_t remote_bda

Blufi Remote bluetooth device address

uint8_t server_if

server interface

uint16_t conn_id

Connection id

struct blufi_deinit_finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DEINIT_FINISH.

Public Members
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esp_blufi_deinit_state_t state

De-initial status

struct blufi_disconnect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DISCONNECT.

Public Members

esp_blufi_bd_addr_t remote_bda

Blufi Remote bluetooth device address

struct blufi_get_error_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_REPORT_ERROR.

Public Members

esp_blufi_error_state_t state

Blufi error state

struct blufi_init_finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_INIT_FINISH.

Public Members

esp_blufi_init_state_t state

Initial status

struct blufi_recv_ca_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CA_CERT.

Public Members

uint8_t *cert

CA certificate point

int cert_len

CA certificate length

struct blufi_recv_client_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_CERT

Public Members

uint8_t *cert

Client certificate point
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int cert_len

Client certificate length

struct blufi_recv_client_pkey_ evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

Public Members

uint8_t *pkey

Client Private Key point, if Client certificate not contain Key

int pkey_1len
Client Private key length

struct blufi_recv_custom_data_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CUSTOM_DATA.

Public Members

uint8_t *data

Custom data

uint32_t data_len
Custom data Length

struct blufi_recv_server_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_CERT

Public Members

uint8_t *cert

Client certificate point

int cert_len

Client certificate length

struct blufi_recv_server_ pkey_ evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

Public Members

uint8_t *pkey

Client Private Key point, if Client certificate not contain Key

int pkey_len
Client Private key length
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struct blufi_recv_softap_auth_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE.

Public Members

wifi_auth_mode_t auth_mode

Authentication mode

struct blufi_recv_softap_channel_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL.

Public Members

uint8_t channel

Authentication mode

struct blufi_recv_softap_max_conn_num_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM.

Public Members

int max_conn_num

SSID

struct blufi_recv_softap_passwd_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD.

Public Members

uint8_t *passwd

Password

int passwd_len

Password Length

struct blufi_recv_softap_ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_SSID.

Public Members

uint8_t *ssid
SSID

int ssid_len
SSID length
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struct blufi_recv_sta_bssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_BSSID.

Public Members

uint8_t bssid[6]
BSSID

struct blufi_recv_sta_passwd_evt_param

#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_PASSWD.

Public Members

uint8_t *passwd

Password

int passwd_len

Password Length

struct blufi_recv_sta_ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_SSID.

Public Members

uint8_t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_username_evt_param

#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_USERNAME.

Public Members

uint8_t *name

Username point

int name_len

Username length

struct blufi_set_wifi_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_SET_WIFI_MODE.
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Public Members

wifi_mode_t op_mode

Wifi operation mode

Structures

struct esp_blufi_extra_info_t

BLUFI extra information structure.

Public Members

uint8_t sta_bssid[6]
BSSID of station interface

bool sta_bssid_set

is BSSID of station interface set

uint8_t *sta_ssid

SSID of station interface

int sta_ssid_1len

length of SSID of station interface

uint8_t *sta_passwd

password of station interface

int sta_passwd_len

length of password of station interface

uint§_t *softap_ssid

SSID of softap interface

int softap_ssid_len

length of SSID of softap interface

uint8_t *softap_passwd

password of station interface

int softap_passwd_len

length of password of station interface

uint§_t softap_authmode

authentication mode of softap interface

bool softap_authmode_set

is authentication mode of softap interface set
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uint8_t softap_max_conn_num

max connection number of softap interface

bool softap_max_conn_num_set

is max connection number of softap interface set

uint8_t softap_channel

channel of softap interface

bool softap_channel_set

is channel of softap interface set

uint8_t sta_max_conn_retry

max retry of sta establish connection

bool sta_max_conn_retry_set

is max retry of sta establish connection set

uint8_t sta_conn_end_reason

reason of sta connection end

bool sta_conn_end_reason_set

is reason of sta connection end set

int§_t sta_conn_rssi

rssi of sta connection

bool sta_conn_rssi_set

is rssi of sta connection set

struct esp_blufi_ap_record_t

Description of an WiFi AP.

Public Members

uint8_t ssid[33]
SSID of AP

int8_trssi

signal strength of AP

struct esp_blufi_callbacks_t
BLUFI callback functions type.

Public Members

esp_blufi_event_cb_t event_cb
BLUPFI event callback
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esp_blufi_negotiate_data_handler_t negotiate_data_handler
BLUFI negotiate data function for negotiate share key

esp_blufi_encrypt_func_t encrypt_func
BLUFI encrypt data function with share key generated by negotiate_data_handler

esp_blufi_decrypt_func_t decrypt_£func
BLUFI decrypt data function with share key generated by negotiate_data_handler

esp_blufi_checksum_func_t checksum_func
BLUPFI check sum function (FCS)

Macros

ESP_BLUFI_BD_ADDR_LEN
Bluetooth address length.

Type Definitions

typedef uint8_t esp_blufi_bd_addr_t[ESP_BLUFI_BD_ADDR_LEN]

Bluetooth device address.

typedef void (*esp_blufi_event_cb_t)(esp_blufi_cb_event_t event, esp_blufi_cb_param_t *param)
BLUFI event callback function type.

Param event : Event type
Param param : Point to callback parameter, currently is union type

typedef void (*esp_blufi_negotiate_data_handler_t)(uint8_t *data, int len, uint8_t **output_data,
int *output_len, bool *need_free)

BLUFI negotiate data handler.

Param data : data from phone

Param len : length of data from phone

Param output_data : data want to send to phone

Param output_len : length of data want to send to phone

Param need_free : output reporting if memory needs to be freed or not *

typedef int (*esp_blufi_encrypt_func_t)(uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI encrypt the data after negotiate a share key.

Param iv8 : initial vector(8bit), normally, blufi core will input packet sequence number

Param crypt_data : plain text and encrypted data, the encrypt function must support au-
tochthonous encrypt

Param crypt_len : length of plain text

Return Nonnegative number is encrypted length, if error, return negative number;

typedef int (*esp_blufi_decrypt_func_t)(uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI decrypt the data after negotiate a share key.

Param iv8 : initial vector(8bit), normally, blufi core will input packet sequence number

Param crypt_data : encrypted data and plain text, the encrypt function must support au-
tochthonous decrypt

Param crypt_len : length of encrypted text

Return Nonnegative number is decrypted length, if error, return negative number;
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typedef uint16_t (*esp_blufi_checksum_func_t)(uint8_t iv8, uint8_t *data, int len)
BLUFI checksum.

Param iv8 : initial vector(8bit), normally, blufi core will input packet sequence number
Param data : data need to checksum
Param len : length of data

Enumerations

enum esp_blufi_cb_event_t

Values:

enumerator ESP_BLUFI_EVENT_INIT_FINISH

enumerator ESP_BLUFI_EVENT DEINIT_FINISH

enumerator ESP_BLUFI_EVENT_ SET_WIFI_OPMODE

enumerator ESP_BLUFI_EVENT_ BLE_CONNECT

enumerator ESP_BLUFI_EVENT BLE_DISCONNECT

enumerator ESP_BLUFI_EVENT_REQ_CONNECT_TO_AP

enumerator ESP_BLUFI_EVENT REQ DISCONNECT_FROM_AP

enumerator ESP_BLUFI_EVENT_GET_WIFI_STATUS

enumerator ESP_BLUFI_EVENT DEAUTHENTICATE_STA

enumerator ESP_ BLUFI_EVENT_RECV_STA_BSSID

enumerator ESP_BLUFI_EVENT_ RECV_STA_SSID

enumerator ESP_BLUFI_EVENT_RECV_STA_PASSWD

enumerator ESP_BLUFI_EVENT_RECV_SOFTAP_SSID

enumerator ESP_BLUFI_EVENT RECV_SOFTAP_PASSWD

enumerator ESP_BLUFI_EVENT RECV_SOFTAP_MAX_CONN_NUM

enumerator ESP_BLUFI_EVENT_ RECV_SOFTAP_AUTH_MODE

enumerator ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL

enumerator ESP_BLUFI_EVENT_RECV_USERNAME
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enumerator ESP_BLUFI_EVENT_RECV_CA_CERT

enumerator ESP_BLUFI_EVENT_RECV_CLIENT_CERT

enumerator ESP_BLUFI_EVENT_RECV_SERVER_CERT

enumerator ESP_BLUFI_EVENT RECV_CLIENT PRIV_KEY

enumerator ESP_BLUFI_EVENT RECV_SERVER_PRIV_KEY

enumerator ESP_BLUFI_EVENT RECV_SLAVE_DISCONNECT_BLE

enumerator ESP_BLUFI_EVENT_GET_WIFI_LIST

enumerator ESP_BLUFI_EVENT_REPORT_ERROR

enumerator ESP_BLUFI_EVENT RECV_CUSTOM_DATA

enum esp_blufi_sta_conn_state_t
BLUFI config status.

Values:

enumerator ESP_BLUFI_STA CONN_SUCCESS

enumerator ESP_BLUFI_STA_CONN_FAIL

enumerator ESP_BLUFI_STA_CONNECTING

enumerator ESP_BLUFI_STA_NO_IP

enum esp_blufi_init_state_t
BLUFTI init status.

Values:

enumerator ESP_BLUFI_INIT_ OK

enumerator ESP_BLUFI_INIT_ FAILED

enum esp_blufi_deinit_state_t
BLUFI deinit status.

Values:

enumerator ESP_BLUFI_DEINIT OK

enumerator ESP_BLUFI_DEINIT_FAILED
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enum esp_blufi_error_state_t

Values:

enumerator ESP_ BLUFI__SEQUENCE_ERROR

enumerator ESP_BLUFI_CHECKSUM_ERROR

enumerator ESP_BLUFI_DECRYPT_ERROR

enumerator ESP_BLUFI_ENCRYPT_ERROR

enumerator ESP_BLUFI_INIT SECURITY_ ERROR

enumerator ESP_BLUFI_DH_MALLOC_ERROR

enumerator ESP_BLUFI_DH_PARAM_ ERROR

enumerator ESP_BLUFI_READ_PARAM ERROR

enumerator ESP_ BLUFI_MAKE_PUBLIC_ERROR

enumerator ESP_BLUFI_DATA_FORMAT ERROR

enumerator ESP_BLUFI_CALC_MD5_ERROR

enumerator ESP_BLUFI_WIFI_SCAN_FAIL

enumerator ESP_BLUFI_MSG_STATE_ERROR

2.3.3 Controller && VHCI
Application Example

Check bluetooth/hci folder in ESP-IDF examples, which contains the following application:

* This is a Bluetooth® Low Energy (Bluetooth LE) advertising demo with virtual HCI interface. Send Re-
set/ ADV_PARAM/ADV_DATA/ADV_ENABLE HCI command for Bluetooth Low Energy advertising -
bluetooth/hci/controller _vhci_ble adv.

API Reference

Header File

¢ components/bt/include/esp32c2/include/esp_bt.h
* This header file can be included with:

#include "esp_bt.h"

¢ This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:
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’REQUIRES bt ‘

or

’ PRIV_REQUIRES bt ‘

Functions
esp_err_t esp_ble_tx_power_set (esp_ble_power_type_t power_type, esp_power_level_t power_level)
Set BLE TX power Connection Tx power should only be set after connection created.
SH
» power_type --: The type of which tx power, could set Advertising/Connection/Default

and etc

* power_level -- Power level(index) corresponding to absolute value(dbm)
&\l ESP_OK - success, other - failed
esp_power_level_t esp_ble_tx_power_get (esp_ble_power_type_t power_type)

Get BLE TX power Connection Tx power should only be get after connection created.
%% power_type -- : The type of which tx power, could set Advertising/Connection/Default

and etc
Al >=0 - Power level, < O - Invalid
esp_err_t esp_ble_tx_power_set_enhanced (esp_ble_enhanced_power_type_t power_type, uint16_t
handle, esp_power_level_t power_level)
ENHANCED API for Setting BLE TX power Connection Tx power should only be set after connection created.
S8
* power_type -- : The enhanced type of which tx power, could set Advertis-
ing/Connection/Default and etc
* handle --: The handle of Advertising or Connection and the value O for other enhanced
power types.

* power_level -- Power level(index) corresponding to absolute value(dbm)
& m] ESP_OK - success, other - failed

esp_power_level t esp_ble_tx_power_ get_enhanced (esp_ble_enhanced_power_type_t power_type,
uint16_t handle)
ENHANCED API of Getting BLE TX power Connection Tx power should only be get after connection created.
SH
» power_type -- : The enhanced type of which tx power, could set Advertis-
ing/Connection/Default and etc
* handle --: The handle of Advertising or Connection and the value O for other enhanced
power types.
&In] >= 0 - Power level, < 0 - Invalid
uint§_t esp_ble_get_chip_rev_version (void)

Get version number from chip revision number.
J&A] uint8_t version_number

esp_err_t esp_bt_controller_init (esp_bt_controller_config_t *cfg)

Initialize BT controller to allocate task and other resource. This function should be called only once, before
any other BT functions are called.

%% c£qg -- Initial configuration of BT controller.
#&[n] ESP_OK - success, other - failed

esp_bt_controller_status_t esp_bt_controller_get_status (void)
Get BT controller is initialised/de-initialised/enabled/disabled.

JRIA| status value
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esp_err_t esp_bt_controller_deinit (void)
De-initialize BT controller to free resource and delete task. You should stop advertising and scanning, as well
as disconnect all existing connections before de-initializing BT controller.

This function should be called only once, after any other BT functions are called. This function is not whole
completed, esp_bt_controller_init cannot called after this function.

j&In] ESP_OK - success, other - failed

esp_err_t esp_bt_controller_enable (esp_bt_mode_t mode)

Enable BT controller. Due to a known issue, you cannot call esp_bt_controller_enable() a second time to
change the controller mode dynamically. To change controller mode, call esp_bt_controller_disable() and
then call esp_bt_controller_enable() with the new mode.

%4 mode -- : the mode(BLE/BT/BTDM) to enable. For compatible of API, retain this argu-
ment.
#&In] ESP_OK - success, other - failed
esp_err_t esp_bt_controller_disable (void)
Disable BT controller.

J&IA] ESP_OK - success, other - failed

bool esp_vheci_host_check_send_available (void)

esp_vhci_host_check_send_available used for check actively if the host can send packet to controller or not.
& a] true for ready to send, false means cannot send packet

void esp_vheci_host_send_packet (uint8_t *data, uint16_t len)
esp_vhci_host_send_packet host send packet to controller

Should not call this function from within a critical section or when the scheduler is suspended.

S
* data -- the packet point
* len -- the packet length
esp_err_t esp_vhei_host_register_callback (const esp_vhci_host_callback_t *callback)
esp_vhci_host_register_callback register the vhci reference callback struct defined by vhci_host_callback
structure.

%% callback -- esp_vhci_host_callback type variable
J&[n] ESP_OK - success, ESP_FAIL - failed
esp_err_t esp_bt_controller_mem_release (esp_bt_mode_t mode)

esp_bt_controller_mem_release release the controller memory as per the mode

This function releases the BSS, data and other sections of the controller to heap. The total size is about 70k
bytes.

esp_bt_controller_mem_release(mode) should be called only before esp_bt_controller_init() or after
esp_bt_controller_deinit().

Note that once BT controller memory is released, the process cannot be reversed. It means you cannot use the
bluetooth mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If the app calls esp_bt_controller_enable(ESP_BT_MODE_BLE) to use BLE only then it is safe to call
esp_bt_controller_mem_release(ESP_BT_MODE_CLASSIC_BT) at initialization time to free unused BT
Classic memory.

If the mode is ESP_BT MODE_BTDM, then it may be wuseful to «call API
esp_bt_mem_release(ESP_BT_MODE_BTDM) instead, which internally calls
esp_bt_controller_mem_release(ESP_BT_MODE_BTDM) and additionally releases the BSS and data
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consumed by the BT/BLE host stack to heap. For more details about usage please refer to the documentation
of esp_bt_mem_release() function

%%; mode -- : the mode want to release memory
&[n] ESP_OK - success, other - failed

esp_err_t esp_bt_mem_release (esp_bt_mode_t mode)

esp_bt_mem_release release controller memory and BSS and data section of the BT/BLE host stack as per the
mode

This function first releases controller memory by internally calling esp_bt_controller_mem_release(). Addi-
tionally, if the mode is set to ESP_BT_MODE_BTDM, it also releases the BSS and data consumed by the
BT/BLE host stack to heap

Note that once BT memory is released, the process cannot be reversed. It means you cannot use the bluetooth
mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If you never intend to wuse bluetooth in a current boot-up cycle, you can call
esp_bt_mem_release(ESP_BT_MODE_BTDM) before esp_bt_controller_init or after
esp_bt_controller_deinit.

For example, if a user only uses bluetooth for setting the WiFi configuration, and does not use bluetooth in
the rest of the product operation”. In such cases, after receiving the WiFi configuration, you can disable/deinit
bluetooth and release its memory. Below is the sequence of APIs to be called for such scenarios:

esp_bluedroid_disable();
esp_bluedroid_deinit () ;
esp_bt_controller_disable();
esp_bt_controller_deinit ();
esp_bt_mem_release (ESP_BT_MODE_BTDM) ;

%4 mode -- : the mode whose memory is to be released
#&Jn] ESP_OK - success, other - failed

int esp_ble_hw_get_static_addr (esp_ble_addr_t *addr)

Returns random static address or -1 if not present.

#&[n] ESP_OK - success, other - failed

Structures

struct esp_ble_addr_t
Address type and address value.

Public Members

uint8_t type
Type of the Bluetooth address (public, random, etc.)

uint8_t val[6]
Array containing the 6-byte Bluetooth address value

struct esp_bt_controller_config_t

Controller config options, depend on config mask. Config mask indicate which functions enabled, this means
some options or parameters of some functions enabled by config mask.
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Public Members

uint32_t config_version

Version number of the defined structure

uintl6_tble_1l1_resolv_list_size

Size of the resolvable private address list

uintl6_tble_hci_evt_hi_buf_count

Count of high buffers for HCI events

uintl6_tble_hci_evt_lo_buf_count

Count of low buffers for HCI events

uint§_tble_1l1_sync_list_cnt

Number of synchronization lists

uint§_tble_1l1_sync_cnt

Number of synchronizations

uintl6_tble_11_rsp dup_list_count

Count of duplicated lists for scan response packets

uintl6_tble_11_adv_dup_list_count

Count of duplicated lists for advertising packets

uint8_tble_11_tx_pwr_dbm

Tx power (transmit power) in dBm

uint64_t rtc_freq
Frequency of RTC (Real-Time Clock)

uintl6_tble_11_sca
Sleep Clock Accuracy (SCA) parameter

uintd_tble_11_scan_phy_number
Number of PHYSs supported for scanning

uintl6_tble_11_conn_def_ auth_pyld_tmo

Connection default authentication payload timeout

uint§_tble_11_jitter_usecs

Jitter time in microseconds

uintl6_tble_11_sched_max_adv_pdu_usecs

Maximum time in microseconds for advertising PDU scheduling

uintl6_tble_11_sched_direct_adv_max_usecs

Maximum time in microseconds for directed advertising scheduling
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uintl6_tble_11_sched_adv_max_usecs

Maximum time in microseconds for advertising scheduling

uintl6_tble_scan_rsp_data_max_len

Maximum length of scan response data

uint§_tble_1l1_cfg_num_hci_cmd_pkts

Number of HCI command packets that can be queued

uint32_tble_11_ctrl_proc_timeout_ms

Control processing timeout in milliseconds

uintl6_t nimble_max_connections

Maximum number of connections supported

uint§_tble_whitelist_size

Size of the white list

uintl6_tble_acl_buf_size

Buffer size of ACL (Asynchronous Connection-Less) data

uintl6_tble_acl_buf_count
Buffer count of ACL data

uintl6_tble_hci_evt_buf_size

Buffer size for HCI event data

uintl6_tble_multi_adv_instances

Number of advertising instances

uintl6_tble_ext_adv_max_size

Maximum size of extended advertising data

uintl6_t controller_task_stack_size

Size of Bluetooth controller task stack

uint8_t controller_task_prio

Priority of the Bluetooth task

uint§_t controller_run_cpu

CPU number on which the Bluetooth controller task runs

uint§_t enable_ga_test
Enable for QA test

uint§_t enable_bgb_test
Enable for BQB test
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uint§_t enable_uart_hci
Enable UART for HCI (Host Controller Interface)

uint§_tble_hci_uart_port
Port of UART for HCI

uint32_tble_hci_uart_baud
Baudrate of UART for HCI

uint§_tble_hci_uart_data_bits
Data bits of UART for HCI

uint§_tble_hci_uart_stop_bits
Stop bits of UART for HCI

uint8_tble_hci_uart_flow_ctrl

Flow control of UART for HCI

uint§_tble_hci_uart_uart_parity
UART parity

uint§_t enable_tx_cca

Enable Clear Channel Assessment (CCA) when transmitting

uint§_t cca_rssi_thresh
RSSI threshold for CCA

uint8_t sleep_en

Enable sleep functionality

uint8_t coex_phy_coded_tx_rx_time_limit
Coexistence PHY coded TX and RX time limit

uint§_t dis_scan_backoff
Disable scan backoff

uint§_tble_scan_classify filter_enable

Enable classification filter for BLE scan

uint8_t cca_drop_mode
CCA drop mode

int8_t cca_low_tx_pwr

Low TX power setting for CCA

uint§_tmain_xtal_freq

Main crystal frequency
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uint8_t version_num

Version number

uint8_t ignore_wl_for_direct_adv

Ignore the white list for directed advertising

uint8_t csa2_select
Select CSA#2

uint32_t config_magic

Configuration magic value

struct esp_vheci_host_callback

esp_vhci_host_callback used for vhei call host function to notify what host need to do

Public Members

void (*notify host_send_available)(void)

callback used to notify that the host can send packet to controller

int (*notify host_recv)(uint8_t *data, uint16_t len)

callback used to notify that the controller has a packet to send to the host

Macros

CONFIG_VERSION

CONFIG_MAGIC

BT_CONTROLLER_INIT_ CONFIG_DEFAULT ()

Type Definitions

typedef struct esp_vhci_host_callback esp_vhei_host_callback_t

esp_vhci_host_callback used for vhci call host function to notify what host need to do

Enumerations

enum esp_bt_mode_t

Bluetooth mode for controller enable/disable.

Values:

enumerator ESP_BT_MODE_IDLE

Bluetooth is not running

enumerator ESP_BT_MODE_BLE
Run BLE mode
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enumerator ESP_BT_MODE_CLASSIC_BT
Run Classic BT mode

enumerator ESP_BT_MODE_BTDM

Run dual mode

enum esp_bt_controller_status_t

Bluetooth controller enable/disable/initialised/de-initialised status.

Values:

enumerator ESP_BT_CONTROLLER_STATUS_IDLE

Controller is in idle state

enumerator ESP_BT_CONTROLLER_STATUS_INITED

Controller is in initialising state

enumerator ESP_BT_CONTROLLER_STATUS_ENABLED

Controller is in enabled state

enumerator ESP_BT_CONTROLLER_STATUS_NUM

Controller is in disabled state

enum esp_ble_power_type_t

BLE tx power type ESP_BLE_PWR_TYPE_CONN_HDLO-8: for each connection, and only be
set after connection completed. when disconnect, the correspond TX power is not effected.
ESP_BLE_PWR_TYPE_ADV : for advertising/scan response. ESP_BLE_PWR_TYPE_SCAN : for scan.
ESP_BLE_PWR_TYPE_DEFAULT : if each connection’s TX power is not set, it will use this default value.
if neither in scan mode nor in adv mode, it will use this default value. If none of power type is set, system will
use ESP_PWR_LVL_P3 as default for ADV/SCAN/CONNO-9.

Values:

enumerator ESP_BLE_PWR_TYPE_CONN_HDILO

For connection handle 0

enumerator ESP_BLE_PWR_TYPE_CONN_HDL1

For connection handle 1

enumerator ESP_BLE_PWR_TYPE_CONN_HDL2

For connection handle 2

enumerator ESP_BLE_PWR_TYPE_CONN_HDL3

For connection handle 3

enumerator ESP_BLE_PWR_TYPE_CONN_HDL4

For connection handle 4

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS5

For connection handle 5
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enumerator ESP_BLE_PWR_TYPE_CONN_HDL6

For connection handle 6

enumerator ESP_BLE_PWR_TYPE_CONN_HDL7

For connection handle 7

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS8

For connection handle 8

enumerator ESP_BLE_PWR_TYPE_ADV

For advertising

enumerator ESP_BLE_PWR_TYPE_SCAN

For scan

enumerator ESP_BLE_PWR_TYPE_DEFAULT

For default, if not set other, it will use default value

enumerator ESP_BLE_PWR_TYPE_NUM
TYPE numbers

enum esp_power_level_t
Bluetooth TX power level(index), it’s just a index corresponding to power(dbm).

Values:

enumerator ESP_PWR_LVL_N24
Corresponding to -24dbm

enumerator ESP_PWR_LVL_N21
Corresponding to -21dbm

enumerator ESP_PWR_LVL_N18
Corresponding to -18dbm

enumerator ESP_PWR_LVL_N15
Corresponding to -15dbm

enumerator ESP_PWR_LVL_N12
Corresponding to -12dbm

enumerator ESP_PWR_LVL_N9
Corresponding to -9dbm

enumerator ESP_PWR_LVL_N6
Corresponding to -6dbm

enumerator ESP_ PWR_LVL_N3
Corresponding to -3dbm
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enumerator ESP_PWR_LVL_NO
Corresponding to Odbm

enumerator ESP_PWR_LVL_P3

Corresponding to +3dbm

enumerator ESP_PWR_LVL_P6
Corresponding to +6dbm

enumerator ESP_PWR_LVL_P9

Corresponding to +9dbm

enumerator ESP_PWR_LVL_P12

Corresponding to +12dbm

enumerator ESP_PWR_LVL_P15

Corresponding to +15dbm

enumerator ESP_PWR_LVL_P18

Corresponding to +18dbm

enumerator ESP_PWR_LVL_P20

Corresponding to +20dbm

enumerator ESP_PWR_LVL_P21

Corresponding to +20dbm, this enum variable has been deprecated

enumerator ESP_PWR_LVL_INVALID

Indicates an invalid value

enum esp_ble_enhanced_power_type_t

The enhanced type of which tx power, could set Advertising/Connection/Default and etc.

Values:

enumerator ESP_BLE_ENHANCED_PWR_TYPE_DEFAULT

enumerator ESP_BLE_ENHANCED_PWR_TYPE_ADV

enumerator ESP_BLE_ENHANCED_PWR_TYPE_SCAN

enumerator ESP_BLE_ENHANCED_PWR_TYPE_INIT

enumerator ESP_BLE_ENHANCED_PWR_TYPE_CONN

enumerator ESP_BLE_ENHANCED_PWR_TYPE_MAX
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enum esp_ble_log _buf_t
Select buffers.

Values:

enumerator ESP_BLE_LOG_BUF_HCI

enumerator ESP_BLE_LOG_BUF_CONTROLLER

2.3.4 NimBLE-based Host APIs

Overview

Apache MyNewt NimBLE is a highly configurable and Bluetooth® SIG qualifiable Bluetooth Low Energy (Bluetooth
LE) stack providing both host and controller functionalities. ESP-IDF supports NimBLE host stack which is specif-
ically ported for ESP32 platform and FreeRTOS. The underlying controller is still the same (as in case of Bluedroid)
providing VHCI interface. Refer to NimBLE user guide for a complete list of features and additional information on
NimBLE stack. Most features of NimBLE including Bluetooth Low Energy Mesh are supported by ESP-IDF. The
porting layer is kept cleaner by maintaining all the existing APIs of NimBLE along with a single ESP-NimBLE API
for initialization, making it simpler for the application developers.

Architecture

Currently, NimBLE host and controller support different transports such as UART and RAM between them. How-
ever, RAM transport cannot be used as is in case of ESP as ESP controller supports VHCI interface and buffering
schemes used by NimBLE host is incompatible with that used by ESP controller. Therefore, a new transport between
NimBLE host and ESP controller has been added. This is depicted in the figure below. This layer is responsible for
maintaining pool of transport buffers and formatting buffers exchanges between host and controller as per the re-
quirements.

BLE Application
NimBLE Host
ESP-NimBLE VHCI Layer
ESP-Controller

| 1: ESP NimBLE Stack

Threading Model

The NimBLE host can run inside the application thread or can have its own independent thread. This flex-
ibility is inherently provided by NimBLE design. By default, a thread is spawned by the porting function
nimble_port_freertos_init. This behavior can be changed by overriding the same function. For Blue-
tooth Low Energy Mesh, additional thread (advertising thread) is used which keeps on feeding advertisement events
to the main thread.

Programming Sequence

To begin with, make sure that the NimBLE stack is enabled from menuconfig choose NimBLE for the Bluetooth host.

Typical programming sequence with NimBLE stack consists of the following steps:
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* Initialize NVS flash using nvs_flash_init () APL This is because ESP controller uses NVS during
initialization.

* Initialize the host and controller stack using nimble_port_init.

¢ Initialize the required NimBLE host configuration parameters and callbacks

¢ Perform application specific tasks/initialization

* Run the thread for host stack using nimble_port_freertos_init

This documentation does not cover NimBLE APIs. Refer to NimBLE tutorial for more details on the programming
sequence/NimBLE APIs for different scenarios.

API Reference

Header File

» components/bt/host/nimble/esp-hci/include/esp_nimble_hci.h
* This header file can be included with:

’ #include "esp_nimble_hci.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’ PRIV_REQUIRES Dbt ‘

Functions
esp_err_t esp_nimble_hci_init (void)

Initialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

This function initializes the transport buffers to be exchanged between NimBLE host and ESP controller. It
also registers required host callbacks with the controller.
Bl
¢ ESP_OK if the initialization is successful
* Appropriate error code from esp_err_t in case of an error
esp_err_t esp_nimble_hci_deinit (void)
Deinitialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

£511: This function should be called after the NimBLE host is deinitialized.

R m
¢ ESP_OK if the deinitialization is successful
* Appropriate error codes from esp_err_t in case of an error

Macros

BLE_HCI_UART_ H4_NONE

BLE_HCI_UART H4_CMD

BLE_HCI_UART H4_ACL

BLE_HCI_UART_H4_SCO
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BLE_HCI_UART_H4_EVT
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ESP_FAIL (-1): Generic esp_err_t code indicating failure

ESP_OK (0): esp_err_t value indicating success (no error)
ESP_ERR_NO_MEM (0x101): Out of memory
ESP_ERR_INVALID_ARG (0x102): Invalid argument
ESP_ERR_INVALID_ STATE (0x103): Invalid state
ESP_ERR_INVALID_ SIZE (0x104): Invalid size
ESP_ERR_NOT_FOUND (0x105): Requested resource not found
ESP_ERR _NOT_SUPPORTED (0x106): Operation or feature not supported
ESP_ERR_TIMEOUT (0x107): Operation timed out
ESP_ERR_INVALID_RESPONSE (0x108): Received response was invalid
ESP_ERR_INVALID_CRC (0x109): CRC or checksum was invalid
ESP_ERR_INVALID_ VERSION (0x10a): Version was invalid
ESP_ERR_INVALID_ MAC (0x10b): MAC address was invalid
ESP_ERR_NOT_FINISHED (0x10c): Operation has not fully completed
ESP_ERR_NOT_ALLOWED (0x10d): Operation is not allowed
ESP_ERR_NVS_BASE (0x1100): Starting number of error codes
ESP_ERR_NVS_NOT_INITIALIZED (0x1101): The storage driver is not initialized

ESP_ERR_NVS_NOT_FOUND (0x1102): A requested entry couldn’t be found or namespace doesn’ t exist yet and
mode is NVS_READONLY

ESP_ERR_NVS_TYPE_MISMATCH (0x1103): The type of set or get operation doesn’t match the type of value
stored in NVS

ESP_ERR_NVS_READ_ONLY (0x1104): Storage handle was opened as read only

Espressif Systems 324 Release v5.2.3
Submit Document Feedback


https://github.com/espressif/esp-idf/tree/v5.2.3/examples/bluetooth/bluedroid
https://github.com/espressif/esp-idf/blob/v5.2.3/examples/bluetooth/bluedroid/ble/gatt_client/tutorial/Gatt_Client_Example_Walkthrough.md
https://github.com/espressif/esp-idf/blob/v5.2.3/examples/bluetooth/bluedroid/ble/gatt_server_service_table/tutorial/Gatt_Server_Service_Table_Example_Walkthrough.md
https://github.com/espressif/esp-idf/blob/v5.2.3/examples/bluetooth/bluedroid/ble/gatt_server/tutorial/Gatt_Server_Example_Walkthrough.md
https://github.com/espressif/esp-idf/blob/v5.2.3/examples/bluetooth/bluedroid/ble/gatt_security_client/tutorial/Gatt_Security_Client_Example_Walkthrough.md
https://github.com/espressif/esp-idf/blob/v5.2.3/examples/bluetooth/bluedroid/ble/gatt_security_server/tutorial/Gatt_Security_Server_Example_Walkthrough.md
https://github.com/espressif/esp-idf/blob/v5.2.3/examples/bluetooth/bluedroid/ble/gattc_multi_connect/tutorial/Gatt_Client_Multi_Connection_Example_Walkthrough.md
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

ESP_ERR_NVS_NOT_ENOUGH_SPACE (0x1105): There is not enough space in the underlying storage to save the
value

ESP_ERR_NVS_INVALID_NAME (0x1106): Namespace name doesn’ t satisfy constraints
ESP_ERR_NVS_INVALID HANDLE (0x1107): Handle has been closed or is NULL

ESP_ERR_NVS_REMOVE_FAILED (0x1108): The value wasn’ t updated because flash write operation has failed.
The value was written however, and update will be finished after re-initialization of nvs, provided that flash operation
doesn’ t fail again.

ESP_ERR_NVS_KEY_TOO_LONG (0x1109): Key name is too long
ESP_ERR_NVS_PAGE_FULL (0x110a): Internal error; never returned by nvs API functions

ESP_ERR_NVS_INVALID_STATE (0x110b): NVS is in an inconsistent state due to a previous error. Call
nvs_flash_init and nvs_open again, then retry.

ESP_ERR_NVS_INVALID_LENGTH (0x110c): String or blob length is not sufficient to store data

ESP_ERR_NVS_NO_FREE_PAGES (0x110d): NVS partition doesn’t contain any empty pages. This may happen
if N'VS partition was truncated. Erase the whole partition and call nvs_flash_init again.

ESP_ERR_NVS_VALUE_TOO_LONG (0x110e): Value doesn’t fit into the entry or string or blob length is longer
than supported by the implementation

ESP_ERR_NVS_PART_NOT_FOUND (0x110f): Partition with specified name is not found in the partition table

ESP_ERR_NVS_NEW_VERSION_FOUND (0x1110): NVS partition contains data in new format and cannot be
recognized by this version of code

ESP_ERR_NVS_XTS_ENCR_FAILED (0x1111): XTS encryption failed while writing NVS entry
ESP_ERR_NVS_XTS_DECR_FAILED (0x1112): XTS decryption failed while reading NVS entry
ESP_ERR_NVS_XTS_CFG_FAILED (0x1113): XTS configuration setting failed
ESP_ERR_NVS_XTS_CFG_NOT_FOUND (0x1114): XTS configuration not found
ESP_ERR_NVS_ENCR_NOT_SUPPORTED (0x1115): NVS encryption is not supported in this version
ESP_ERR_NVS_KEYS_NOT_INITIALIZED (0x1116): NVS key partition is uninitialized
ESP_ERR_NVS_CORRUPT_KEY_PART (0x1117): NVS key partition is corrupt

ESP_ERR_NVS_CONTENT_DIFFERS (0x1118): Internal error; never returned by nvs API functions. NVS key is
different in comparison

ESP_ERR_NVS_WRONG_ENCRYPTION (0x1119): NVS partition is marked as encrypted with generic flash en-
cryption. This is forbidden since the NVS encryption works differently.

ESP_ERR_ULP_BASE (0x1200): Offset for ULP-related error codes
ESP_ERR_ULP_SIZE_TOO_BIG (0x1201): Program doesn’t fit into RTC memory reserved for the ULP

ESP_ERR_ULP_INVALID_LOAD_ADDR (0x1202): Load address is outside of RTC memory reserved for the
ULP

ESP_ERR_ULP_DUPLICATE_LABEL (0x1203): More than one label with the same number was defined
ESP_ERR_ULP_UNDEFINED_LABEL (0x1204): Branch instructions references an undefined label

ESP_ERR_ULP_BRANCH_OUT_OF_RANGE (0x1205): Branch target is out of range of B instruction (try replacing
with BX)

ESP_ERR_OTA_BASE (0x1500): Base error code for ota_ops api

ESP_ERR_OTA_PARTITION_CONFLICT (0x1501): Error if request was to write or erase the current running
partition

ESP_ERR_OTA_SELECT_INFO_INVALID (0x1502): Error if OTA data partition contains invalid content

ESP_ERR_OTA_VALIDATE_FAILED (0x1503): Error if OTA app image is invalid
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ESP_ERR_OTA_SMALL_SEC_VER (0x1504): Error if the firmware has a secure version less than the running
firmware.

ESP_ERR_OTA_ROLLBACK_FAILED (0x1505): Error if flash does not have valid firmware in passive partition
and hence rollback is not possible

ESP_ERR_OTA_ROLLBACK_INVALID_ STATE (0x1506): Error if current active firmware is still marked in
pending validation state (ESP_OTA_IMG_PENDING_VERIFY), essentially first boot of firmware image post up-
grade and hence firmware upgrade is not possible

ESP_ERR_EFUSE (0x1600): Base error code for efuse api.
ESP_OK_EFUSE_CNT (0x1601): OK the required number of bits is set.
ESP_ERR_EFUSE_CNT_IS_ FULL (0x1602): Error field is full.

ESP_ERR_EFUSE_REPEATED_PROG (0x1603): Error repeated programming of programmed bits is strictly for-
bidden.

ESP_ERR_CODING (0x1604): Error while a encoding operation.
ESP_ERR_NOT_ENOUGH_UNUSED_KEY_BLOCKS (0x1605): Error not enough unused key blocks available

ESP_ERR_DAMAGED_READING (0x1606): Error. Burn or reset was done during a reading operation leads to
damage read data. This error is internal to the efuse component and not returned by any public APL

ESP_ERR_IMAGE_BASE (0x2000)

ESP_ERR_IMAGE_FLASH_FAIL (0x2001)

ESP_ERR_IMAGE_INVALID (0x2002)

ESP_ERR_WIFI_BASE (0x3000): Starting number of WiFi error codes

ESP_ERR _WIFI_NOT_INIT (0x3001): WiFi driver was not installed by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED (0x3002): WiFi driver was not started by esp_wifi_start
ESP_ERR_WIFI_NOT_STOPPED (0x3003): WiFi driver was not stopped by esp_wifi_stop
ESP_ERR_WIFI_IF (0x3004): WiFi interface error

ESP_ERR_WIFI_MODE (0x3005): WiFi mode error

ESP_ERR_WIFI_STATE (0x3006): WiFi internal state error

ESP_ERR_WIFI_CONN (0x3007): WiFi internal control block of station or soft-AP error
ESP_ERR_WIFI_NVS (0x3008): WiFi internal NVS module error
ESP_ERR_WIFI_MAC (0x3009): MAC address is invalid

ESP_ERR _WIFI_SSID (0x300a): SSID is invalid

ESP_ERR_WIFI_PASSWORD (0x300b): Password is invalid
ESP_ERR_WIFI_TIMEOUT (0x300c): Timeout error

ESP_ERR _WIFI_WAKE_FAIL (0x300d): WiFi is in sleep state(RF closed) and wakeup fail
ESP_ERR_WIFI_WOULD_BLOCK (0x300e): The caller would block
ESP_ERR_WIFI_NOT_CONNECT (0x300f): Station still in disconnect status
ESP_ERR_WIFI_POST (0x3012): Failed to post the event to WiFi task
ESP_ERR_WIFI_INIT_ STATE (0x3013): Invalid WiFi state when init/deinit is called
ESP_ERR_WIFI_STOP_STATE (0x3014): Returned when WiFi is stopping
ESP_ERR_WIFI_NOT_ASSOC (0x3015): The WiFi connection is not associated
ESP_ERR_WIFI_TX_ DISALLOW (0x3016): The WiFi TX is disallowed

ESP_ERR_WIFI_TWT_ FULL (0x3017): no available flow id
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ESP_ERR_WIFI_TWT_SETUP_TIMEOUT (0x3018): Timeout of receiving twt setup response frame, timeout
times can be set during twt setup

ESP_ERR_WIFI_TWT_SETUP_TXFAIL (0x3019): TWT setup frame tx failed
ESP_ERR_WIFI_TWT_SETUP_REJECT (0x301a): The twt setup request was rejected by the AP
ESP_ERR_WIFI_DISCARD (0x301b): Discard frame
ESP_ERR_WIFI_ROC_IN_PROGRESS (0x301c): ROC op is in progress
ESP_ERR_WIFI_REGISTRAR (0x3033): WPS registrar is not supported
ESP_ERR_WIFI_WPS_TYPE (0x3034): WPS type error
ESP_ERR_WIFI_wpPS_SM (0x3035): WPS state machine is not initialized
ESP_ERR_ESPNOW_BASE (0x3064): ESPNOW error number base.
ESP_ERR_ESPNOW_NOT_INIT (0x3065): ESPNOW is not initialized.
ESP_ERR_ESPNOW_ARG (0x3066): Invalid argument
ESP_ERR_ESPNOW_NO_MEM (0x3067): Out of memory
ESP_ERR_ESPNOW_FULL (0x3068): ESPNOW peer list is full
ESP_ERR_ESPNOW_NOT_FOUND (0x3069): ESPNOW peer is not found
ESP_ERR_ESPNOW_INTERNAL (0x306a): Internal error
ESP_ERR_ESPNOW_EXIST (0x306b): ESPNOW peer has existed
ESP_ERR_ESPNOW_IF (0x306c¢): Interface error

ESP_ERR_ESPNOW_CHAN (0x306d): Channel error
ESP_ERR_DPP_FAILURE (0x3097): Generic failure during DPP Operation
ESP_ERR_DPP_TX_ FAILURE (0x3098): DPP Frame Tx failed OR not Acked
ESP_ERR_DPP_INVALID ATTR (0x3099): Encountered invalid DPP Attribute
ESP_ERR_DPP_AUTH_TIMEOUT (0x309a): DPP Auth response was not recieved in time
ESP_ERR_MESH_BASE (0x4000): Starting number of MESH error codes
ESP_ERR_MESH_WIFI_NOT_START (0x4001)
ESP_ERR_MESH_NOT_INIT (0x4002)

ESP_ERR_MESH_NOT_CONFIG (0x4003)

ESP_ERR_MESH_NOT_START (0x4004)

ESP_ERR_MESH_NOT_SUPPORT (0x4005)
ESP_ERR_MESH_NOT_ALLOWED (0x4006)

ESP_ERR_MESH_NO_MEMORY (0x4007)

ESP_ERR_MESH_ARGUMENT (0x4008)

ESP_ERR_MESH_EXCEED_MTU (0x4009)

ESP_ERR_MESH_TIMEOUT (0x400a)

ESP_ERR_MESH_DISCONNECTED (0x400b)
ESP_ERR_MESH_QUEUE_FATL (0x400c)

ESP_ERR_MESH_QUEUE_FULL (0x400d)
ESP_ERR_MESH_NO_PARENT_FOUND (0x400e)

ESP_ERR_MESH_NO_ROUTE_FOUND (0x400f)
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ESP_ERR_MESH_OPTION_NULL (0x4010)
ESP_ERR_MESH_OPTION_UNKNOWN (0x4011)
ESP_ERR_MESH_XON_NO_WINDOW (0x4012)
ESP_ERR_MESH_INTERFACE (0x4013)
ESP_ERR_MESH_DISCARD_DUPLICATE (0x4014)
ESP_ERR_MESH_DISCARD (0x4015)

ESP_ERR_MESH_VOTING (0x4016)

ESP_ERR_MESH_XMIT (0x4017)

ESP_ERR_MESH_QUEUE_READ (0x4018)

ESP_ERR_MESH_PS (0x4019)

ESP_ERR_MESH_RECV_RELEASE (0x401a)
ESP_ERR_ESP_NETIF_ BASE (0x5000)
ESP_ERR_ESP_NETIF_INVALID_PARAMS (0x5001)
ESP_ERR_ESP_NETIF_IF_NOT_READY (0x5002)
ESP_ERR_ESP_NETIF_DHCPC_START_FAILED (0x5003)
ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED (0x5004)
ESP_ERR_ESP_NETIF_DHCP_ALREADY_ STOPPED (0x5005)
ESP_ERR_ESP_NETIF_NO_MEM (0x5006)
ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED (0x5007)
ESP_ERR_ESP_NETIF_DRIVER_ATTACH_FATLED (0x5008)
ESP_ERR_ESP_NETIF_INIT_FATLED (0x5009)
ESP_ERR_ESP_NETIF_DNS_NOT_CONFIGURED (0x500a)
ESP_ERR_ESP_NETIF MLD6_FAILED (0x500b)
ESP_ERR_ESP_NETIF_IP6_ADDR_FAILED (0x500c)
ESP_ERR_ESP_NETIF_DHCPS_START_FATILED (0x500d)
ESP_ERR_FLASH_BASE (0x6000): Starting number of flash error codes
ESP_ERR_FLASH OP_FAIL (0x6001)

ESP_ERR_FLASH OP_TIMEOUT (0x6002)
ESP_ERR_FLASH_NOT_INITIALISED (0x6003)
ESP_ERR_FLASH UNSUPPORTED_HOST (0x6004)
ESP_ERR_FLASH UNSUPPORTED_CHIP (0x6005)
ESP_ERR_FLASH_PROTECTED (0x6006)

ESP_ERR_HTTP_BASE (0x7000): Starting number of HTTP error codes
ESP_ERR_HTTP_MAX_REDIRECT (0x7001): The error exceeds the number of HTTP redirects
ESP_ERR_HTTP_CONNECT (0x7002): Error open the HTTP connection
ESP_ERR_HTTP_WRITE_DATA (0x7003): Error write HTTP data
ESP_ERR_HTTP_FETCH_ HEADER (0x7004): Error read HTTP header from server
ESP_ERR_HTTP_INVALID_TRANSPORT (0x7005): There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING (0x7006): HTTP connection hasn’t been established yet
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ESP_ERR_HTTP_FEAGAIN (0x7007): Mapping of errno EAGAIN to esp_err_t
ESP_ERR_HTTP_CONNECTION_CLOSED (0x7008): Read FIN from peer and the connection closed
ESP_ERR_ESP_TLS_BASE (0x8000): Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_RESOLVE_HOSTNAME (0x8001): Error if hostname couldn’t be resolved upon
tls connection

ESP_ERR_ESP_TLS _CANNOT_ CREATE_SOCKET (0x8002): Failed to create socket

ESP_ERR _ESP_TLS UNSUPPORTED_PROTOCOL_FAMILY (0x8003): Unsupported protocol family
ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST (0x8004): Failed to connect to host
ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED (0x8005): failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT (0x8006): new connection in esp_tls_low_level_conn connec-
tion timeouted

ESP_ERR_ESP_TLS_SE_FATILED (0x8007)

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN (0x8008)

ESP_ERR_MBEDTLS_CERT_PARTLY_OK (0x8010): mbedtls parse certificates was partly successful
ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED (0x8011): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_SET_HOSTNAME_FAILED (0x8012): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED (0x8013): mbedtls api returned error
ESP_ERR_MBEDTLS_SSI_CONF_ALPN_PROTOCOLS_FAILED (0x8014): mbedtls api returned error
ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED (0x8015): mbedtls api returned error
ESP_ERR_MBEDTLS_SSIL_CONF_OWN_CERT_FAILED (0x8016): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_SETUP_FAILED (0x8017): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_WRITE_FAILED (0x8018): mbedtls api returned error
ESP_ERR_MBEDTLS_PK_PARSE_KEY_ FAILED (0x8019): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSI_HANDSHAKE_FATILED (0x801a): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED (0x801b): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSI_TICKET_SETUP_FATLED (0x801c): mbedtls api returned failed
ESP_ERR_WOLFSSL_SSI_SET_HOSTNAME_FATILED (0x8031): wolfSSL api returned error
ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED (0x8032): wolfSSL api returned error
ESP_ERR_WOLFSSL_CERT_VERIFY_SETUP_FAILED (0x8033): wolfSSL api returned error
ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED (0x8034): wolfSSL api returned error
ESP_ERR_WOLFSSL_SSI_HANDSHAKE_FATLED (0x8035): wolfSSL api returned failed
ESP_ERR_WOLFSSL_CTX_SETUP_FAILED (0x8036): wolfSSL api returned failed
ESP_ERR_WOLFSSL_SSL_SETUP_FAILED (0x8037): wolfSSL api returned failed
ESP_ERR_WOLFSSL_SSL_WRITE_FAILED (0x8038): wolfSSL api returned failed
ESP_ERR_HTTPS_ OTA_BASE (0x9000)

ESP_ERR_HTTPS_OTA_IN_PROGRESS (0x9001)

ESP_ERR_PING_BASE (0xa000)

ESP_ERR_PING_INVALID_PARAMS (0xa001)

ESP_ERR_PING_NO_MEM (0xa002)

ESP_ERR_HTTPD_BASE (0xb000): Starting number of HTTPD error codes
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ESP_ERR_HTTPD_HANDLERS_FULL (0xb001): All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS (0xb002): URI handler with same method and target URI already regis-
tered

ESP_ERR_HTTPD_INVALID_REQ (0xb003): Invalid request pointer
ESP_ERR_HTTPD_RESULT_TRUNC (0xb004): Result string truncated
ESP_ERR_HTTPD_RESP_HDR (0xb005): Response header field larger than supported
ESP_ERR_HTTPD_RESP_SEND (0xb006): Error occured while sending response packet
ESP_ERR_HTTPD_ALLOC_MEM (0xb007): Failed to dynamically allocate memory for resource
ESP_ERR_HTTPD_TASK (0xb008): Failed to launch server task/thread
ESP_ERR_HW_CRYPTO_BASE (0xc000): Starting number of HW cryptography module error codes
ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL (0xc001): HMAC peripheral problem
ESP_ERR_HW_CRYPTO_DS_INVALID_KEY (0xc002)
ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST (0xc004)
ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING (0xc005)

ESP_ERR_MEMPROT_BASE (0xd000): Starting number of Memory Protection API error codes
ESP_ERR_MEMPROT_MEMORY_TYPE_INVALID (0xd001)
ESP_ERR_MEMPROT_SPLIT_ADDR_INVALID (0xd002)
ESP_ERR_MEMPROT_SPLIT_ADDR_OUT_OF_RANGE (0xd003)
ESP_ERR_MEMPROT_SPLIT_ADDR_UNALIGNED (0xd004)
ESP_ERR_MEMPROT_UNIMGMT_BLOCK_INVALID (0xd005)
ESP_ERR_MEMPROT_WORLD_INVALID (0xd006)

ESP_ERR_MEMPROT_AREA_INVALID (0xd007)

ESP_ERR_MEMPROT_CPUID_INVALID (0xd008)

ESP_ERR_TCP_TRANSPORT_BASE (0xe000): Starting number of TCP Transport error codes
ESP_ERR_TCP_TRANSPORT_CONNECTION_TIMEOUT (0xe001): Connection has timed out

ESP_ERR_TCP_TRANSPORT_CONNECTION_CLOSED_BY_FIN (0xe002): Read FIN from peer and the con-
nection has closed (in a clean way)

ESP_ERR_TCP_TRANSPORT_CONNECTION_FAILED (0xe003): Failed to connect to the peer
ESP_ERR_TCP_TRANSPORT_NO_MEM (0xe004): Memory allocation failed
ESP_ERR_NVS_SEC_BASE (0xf000): Starting number of error codes

ESP_ERR_NVS_SEC_HMAC_KEY_NOT_FOUND (0xf001): HMAC Key required to generate the NVS encryption
keys not found

ESP_ERR_NVS_SEC_HMAC_KEY_BLK_ALREADY_USED (0xf002): Provided eFuse block for HMAC key gen-
eration is already in use

ESP_ERR_NVS_SEC_HMAC_KEY_GENERATION_FAILED (0xf003): Failed to generate/write the HMAC key
to eFuse

ESP_ERR _NVS_SEC_HMAC_XTS_KEYS DERIV_FAILED (0xf004): Failed to derive the NVS encryption keys
based on the HMAC-based scheme
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2.5 M API

2.5.1 Wi-Fi
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Header File

* components/esp_wifi/include/esp_now.h
¢ This header file can be included with:

’ #include "esp_now.h" ‘

* This header file is a part of the API provided by the esp_wifi component. To declare that your component
depends on esp_wifi, add the following to your CMakeLists.txt:

’REQUIRES esp_wifi ‘

or

’PRIV_REQUIRES esp_wifi ‘

Functions
esp_err_t esp_now_init (void)
Initialize ESPNOW function.
R m
e ESP_OK : succeed
e ESP_ERR_ESPNOW_INTERNAL : Internal error
esp_err_t esp_now_deinit (void)
De-initialize ESPNOW function.
S|
e ESP_OK : succeed

esp_err_t esp_now_get_version (uint32_t *version)
Get the version of ESPNOW.

%% version -- ESPNOW version
A
¢ ESP_OK : succeed
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_register_recv_cb (esp_now_recv_cb_t cb)
Register callback function of receiving ESPNOW data.

%%% cb -- callback function of receiving ESPNOW data

B
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
« ESP_ERR_ESPNOW _INTERNAL : internal error

esp_err_t esp_now_unregister_recv_cb (void)
Unregister callback function of receiving ESPNOW data.
&Ml
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
esp_err_t esp_now_register_send_cb (esp_now_send_cb_t cb)
Register callback function of sending ESPNOW data.

%% cb -- callback function of sending ESPNOW data

Bl
e ESP_OK : succeed
» ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error
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esp_err_t esp_now_unregister_send_cb (void)
Unregister callback function of sending ESPNOW data.
Bl
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

esp_err_t esp_now_send (const uint§_t *peer_addr, const uint8_t *data, size_t len)
Send ESPNOW data.

Attention 1. If peer_addr is not NULL, send data to the peer whose MAC address matches peer_addr
Attention 2. If peer_addr is NULL, send data to all of the peers that are added to the peer list

Attention 3. The maximum length of data must be less than ESP_NOW_MAX_DATA_LEN

Attention 4. The buffer pointed to by data argument does not need to be valid after esp_now_send returns

S8
* peer_addr -- peer MAC address
* data -- data to send
* len -- length of data

Bl

ESP_OK : succeed

ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
ESP_ERR_ESPNOW_ARG : invalid argument

ESP_ERR_ESPNOW_INTERNAL : internal error

ESP_ERR_ESPNOW_NO_MEM : out of memory, when this happens, you can delay a
while before sending the next data

ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

ESP_ERR_ESPNOW_IF : current Wi-Fi interface doesn’t match that of peer
ESP_ERR_ESPNOW_CHAN: current Wi-Fi channel doesn’t match that of peer

esp_err_t esp_now_add_peer (const esp_now_peer_info_t *peer)

Add a peer to peer list.

%% peer -- peer information
PEA ]
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full
* ESP_ERR_ESPNOW_NO_MEM : out of memory
* ESP_ERR_ESPNOW_EXIST : peer has existed

esp_err_t esp_now_del_peer (const uint8_t *peer_addr)

Delete a peer from peer list.

%4 peer_addr -- peer MAC address
PEA ]
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_mod_peer (const esp_now_peer_info_t *peer)
Modify a peer.
%4 peer -- peer information
Bl
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
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* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full

esp_err_tesp_wifi_config_ espnow_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)
Config ESPNOW rate of specified interface.

Deprecated:

please use esp_now_set_peer_rate_config() instead.

Attention 1. This API should be called after esp_wifi_start().
Attention 2. This API only work when not use Wi-Fi 6 and esp_now_set_peer_rate_config() not called.

SH
* ifx -- Interface to be configured.
* rate -- Phy rate to be configured.
R m
* ESP_OK: succeed
* others: failed

esp_err_t esp_now_set_peer_rate_config (const uint8_t *peer_addr, esp_now_rate_config_t *config)
Set ESPNOW rate config for each peer.

Attention 1. This API should be called after esp_wifi_start() and esp_now_init().

S8
* peer_addr -- peer MAC address
* config -- rate config to be configured.
Bl
* ESP_OK : succeed
ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_INTERNAL : internal error

esp_err_t esp_now_get_peer (const uint8_t *peer_addr, esp_now_peer_info_t *peer)

Get a peer whose MAC address matches peer_addr from peer list.

BH
* peer_addr -- peer MAC address
* peer -- peer information
Bl
e ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_fetch_peer (bool from_head, esp_now_peer_info_t *peer)

Fetch a peer from peer list. Only return the peer which address is unicast, for the multicast/broadcast address,
the function will ignore and try to find the next in the peer list.

BH
* from_head -- fetch from head of list or not
* peer -- peer information

B
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
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* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

bool esp_now_is_peer_exist (const uint8_t *peer_addr)

Peer exists or not.

%4 peer_addr -- peer MAC address
A
* true : peer exists
* false : peer not exists
esp_err_t esp_now_get_peer_num (esp_now_peer_num_t *num)
Get the number of peers.
24 num -- number of peers
Bl
¢ ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
» ESP_ERR_ESPNOW_ARG : invalid argument
esp_err_t esp_now_set_pmk (const uint8_t *pmk)

Set the primary master key.

Attention 1. primary master key is used to encrypt local master key

%% pmk -- primary master key

B
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_set_wake_window (uint16_t window)

Set wake window for esp_now to wake up in interval unit.

Attention 1. This  configuration could work at connected  status. When
ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration could work at
disconnected status.

Attention 2. Default value is the maximum.

%4 window -- Milliseconds would the chip keep waked each interval, from 0 to 65535.
B

¢ ESP_OK : succeed

* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

Structures

struct esp_now_peer_info

ESPNOW peer information parameters.

Public Members

uint8_t peer_addr[ESP_NOW_ETH_ALEN]
ESPNOW peer MAC address that is also the MAC address of station or softap
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uint8_t 1mk[ESP_NOW_KEY_LEN]
ESPNOW peer local master key that is used to encrypt data

uint8_t channel

Wi-Fi channel that peer uses to send/receive ESPNOW data. If the value is 0, use the current channel
which station or softap is on. Otherwise, it must be set as the channel that station or softap is on.

wifi_interface_t 1fidx
Wi-Fi interface that peer uses to send/receive ESPNOW data

bool encrypt
ESPNOW data that this peer sends/receives is encrypted or not

void *priv
ESPNOW peer private data

struct esp_now_peer_num

Number of ESPNOW peers which exist currently.

Public Members

int total_num

Total number of ESPNOW peers, maximum value is ESP_ NOW_MAX_TOTAL_PEER_NUM

int encrypt_num

Number of encrypted ESPNOW peers, maximum value is ESP_ NOW_MAX_ENCRYPT_PEER_NUM

struct esp_now_recv_info
ESPNOW packet information.

Public Members

uint8_t *src_addr

Source address of ESPNOW packet

uint8_t *des_addr
Destination address of ESPNOW packet

wifi_pkt_rx_ctrl_t *rx_ctrl
Rx control info of ESPNOW packet

struct esp_now_rate_config
ESPNOW rate config.

Public Members
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wifi_phy_mode_t phymode
ESPNOW phymode of specified interface

wifi_phy_rate_t rate
ESPNOW rate of specified interface

bool ersu
ESPNOW using ersu send frame

bool dem

ESPNOW using dcm rate to send frame

Macros

ESP_ERR_ESPNOW_BASE
ESPNOW error number base.

ESP_ERR_ESPNOW_NOT_INIT

ESPNOW is not initialized.

ESP_ERR_ESPNOW_ARG

Invalid argument

ESP_ERR_ESPNOW_NO_MEM

Out of memory

ESP_ERR_ESPNOW_FULL
ESPNOW peer list is full

ESP_ERR_ESPNOW_NOT_FOUND
ESPNOW peer is not found

ESP_ERR_ESPNOW_INTERNAL

Internal error

ESP_ERR_ESPNOW_EXIST
ESPNOW peer has existed

ESP_ERR_ESPNOW_IF

Interface error

ESP_ERR_ESPNOW_CHAN

Channel error

ESP_NOW_ETH_ALEN
Length of ESPNOW peer MAC address

ESP_NOW_KEY_LEN
Length of ESPNOW peer local master key
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ESP_NOW_MAX_TOTAL_PEER_NUM
Maximum number of ESPNOW total peers

ESP_NOW_MAX_ENCRYPT_PEER_NUM
Maximum number of ESPNOW encrypted peers

ESP_NOW_MAX_DATA_LEN
Maximum length of ESPNOW data which is sent very time

Type Definitions

typedef struct esp_now_peer_info esp_now_peer_info_t

ESPNOW peer information parameters.

typedef struct esp_now_peer_num esp_now_peer_num_t

Number of ESPNOW peers which exist currently.

typedef struct esp_now_recv_info esp_now_recv_info_t
ESPNOW packet information.

typedef struct esp_now_rate_config esp_now_rate_config t
ESPNOW rate config.

typedef void (*esp_now_recv_cb_t)(const esp_now_recv_info_t *esp_now_info, const uint8_t *data, int
data_len)

Callback function of receiving ESPNOW data.

Attention esp_now_info is a local variable, it can only be used in the callback.

Param esp_now_info received ESPNOW packet information
Param data received data
Param data_len length of received data

typedef void (*esp_now_send_cb_t)(const uint8_t *mac_addr, esp_now_send_status_t status)

Callback function of sending ESPNOW data.

Param mac_addr peer MAC address
Param status status of sending ESPNOW data (succeed or fail)

Enumerations

enum esp_now_send_status_t

Status of sending ESPNOW data .

Values:

enumerator ESP_NOW_SEND_SUCCESS
Send ESPNOW data successfully

enumerator ESP_NOW_SEND_FAIL
Send ESPNOW data fail
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Header File

» components/esp_wifi/include/esp_smartconfig.h
¢ This header file can be included with:

’ #include "esp_smartconfig.h" ‘

* This header file is a part of the API provided by the esp_wifi component. To declare that your component
depends on esp_wifi, add the following to your CMakeL.ists.txt:

’ REQUIRES esp_wifi ‘

or

’PRIV_REQUIRES esp_wifi ‘

Functions
const char *esp_smartconfig_get_version (void)

Get the version of SmartConfig.
Bl
* SmartConfig version const char.
esp_err_t esp_smartconfig_start (const smartconfig_start_config_t *config)

Start SmartConfig, config ESP device to connect AP. You need to broadcast information by phone APP. Device
sniffer special packets from the air that containing SSID and password of target AP.

Attention 1. This API can be called in station or softAP-station mode.
Attention 2. Can not call esp_smartconfig_start twice before it finish, please call esp_smartconfig_stop first.

%¥t config -- pointer to smartconfig start configure structure
gml

* ESP_OK: succeed

* others: fail

esp_err_t esp_smartconfig_stop (void)
Stop SmartConfig, free the buffer taken by esp_smartconfig_start.

Attention Whether connect to AP succeed or not, this API should be called to free memory taken by smart-
config_start.
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P[]
e ESP_OK: succeed
e others: fail

esp_err_t esp_esptouch_set_timeout (uint8_t time_s)

Set timeout of SmartConfig process.

Attention Timing starts from SC_STATUS_FIND_CHANNEL status. SmartConfig will restart if timeout.

Z4 time_s -- range 15s~255s, offset:45s.
B

e ESP_OK: succeed

* others: fail

esp_err_t esp_smartconfig_set_type (smartconfig_type_t type)
Set protocol type of SmartConfig.

Attention If users need to set the SmartConfig type, please set it before calling esp_smartconfig_start.

%% type -- Choose from the smartconfig_type_t.
A

* ESP_OK: succeed

e others: fail

esp_err_t esp_smartconfig_fast_mode (bool enable)

Set mode of SmartConfig. default normal mode.

Attention 1. Please call it before API esp_smartconfig_start.
Attention 2. Fast mode have corresponding APP(phone).
Attention 3. Two mode is compatible.

Z¥ enable -- false-disable(default); true-enable;
B

¢ ESP_OK: succeed

e others: fail

esp_err_t esp_smartconfig_get_rvd_data (uint8_t *rvd_data, uint8_t len)
Get reserved data of ESPTouch v2.
ZH

* rvd_data -- reserved data
* len -- length of reserved data

B

ESP_OK: succeed
* others: fail

Structures

struct smartconfig_event_got_ssid_pswd_t

Argument structure for SC_EVENT_GOT_SSID_PSWD event
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Public Members

uint8_t ssid[32]
SSID of the AP. Null terminated string.

uint8_t password[64]
Password of the AP. Null terminated string.

bool bssid_set
whether set MAC address of target AP or not.

uint8_t bssid|[6]
MAC address of target AP.

smartconfig_type_t type
Type of smartconfig(ESPTouch or AirKiss).

uint8_t token

Token from cellphone which is used to send ACK to cellphone.
uint§_t cellphone_ip[4]
IP address of cellphone.

struct smartconfig_start_config_t

Configure structure for esp_smartconfig_start

Public Members

bool enable_log

Enable smartconfig logs.

bool esp_touch_v2_enable_crypt
Enable ESPTouch v2 crypt.

char *esp_touch_v2_key
ESPTouch v2 crypt key, len should be 16.

Macros
SMARTCONFIG_START_CONFIG_DEFAULT ()

Enumerations
enum smartconfig_type_t

Values:

enumerator SC_TYPE_ESPTOUCH
protocol: ESPTouch
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enumerator SC_TYPE_AIRKISS

protocol: AirKiss

enumerator SC_TYPE_ESPTOUCH_AIRKISS
protocol: ESPTouch and AirKiss

enumerator SC_TYPE_ESPTOUCH_V2
protocol: ESPTouch v2

enum smartconfig _event_t
Smartconfig event declarations

Values:

enumerator SC_EVENT_SCAN_DONE

Station smartconfig has finished to scan for APs

enumerator SC_EVENT_FOUND__CHANNEL
Station smartconfig has found the channel of the target AP

enumerator SC_EVENT_GOT_SSID_PSWD
Station smartconfig got the SSID and password

enumerator SC_EVENT_ _SEND_ACK_DONE

Station smartconfig has sent ACK to cellphone

Wi-Fi )%
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Header File

e components/esp_wifi/include/esp_wifi.h
¢ This header file can be included with:

#include "esp_wifi.h"

* This header file is a part of the API provided by the esp_wifi component. To declare that your component
depends on esp_wif1i, add the following to your CMakeLists.txt:
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’REQUIRES esp_wifi ‘

or

’PRIV_REQUIRES esp_wifi ‘

Functions

esp_err_t esp_wifi_init (const wifi_init_config_t *config)
Initialize WiFi Allocate resource for WiFi driver, such as WiFi control structure, RX/TX buffer, WiFi NVS
structure etc. This WiFi also starts WiFi task.

Attention 1. This API must be called before all other WiFi API can be called

Attention 2. Always use WIFI_INIT_CONFIG_DEFAULT macro to initialize the configuration to default
values, this can guarantee all the fields get correct value when more fields are added into wifi_init_config_t
in future release. If you want to set your own initial values, overwrite the default values which are set by
WIFI_INIT_CONFIG_DEFAULT. Please be notified that the field *'magic’ of wifi_init_config_t should
always be WIFI_INIT_CONFIG_MAGIC!

%4 config -- pointer to WiFi initialized configuration structure; can point to a temporary vari-
able.

Bl
e ESP_OK: succeed
* ESP_ERR_NO_MEM: out of memory
* others: refer to error code esp_err.h
esp_err_t esp_wifi_deinit (void)

Deinit WiFi Free all resource allocated in esp_wifi_init and stop WiFi task.

Attention 1. This API should be called if you want to remove WiFi driver from the system

S|
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_mode (wifi_mode_t mode)

Set the WiFi operating mode.

Set the WiFi operating mode as station, soft-AP, station+soft-AP or NAN.
The default mode is station mode.

%% mode -- WiFi operating mode
Bl

ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

* others: refer to error code in esp_err.h

esp_err_t esp_wifi_get_mode (wifi_mode_t *mode)

Get current operating mode of WiFi.

2% mode -- [out] store current WiFi mode

izl
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
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esp_err_t esp_wifi_start (void)
Start WiFi according to current configuration If mode is WIFI_MODE_STA, it creates station control block
and starts station If mode is WIFI. MODE_AP, it creates soft-AP control block and starts soft-AP If mode is
WIFI_MODE_APSTA, it creates soft-AP and station control block and starts soft-AP and station If mode is
WIFI_MODE_NAN, it creates NAN control block and starts NAN.
$Ey |

e ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_INVALID_ARG: It doesn’t normally happen, the function called inside the

API was passed invalid argument, user should check if the wifi related config is correct

* ESP_ERR_NO_MEM: out of memory

* ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong

* ESP_FAIL: other WiFi internal errors

esp_err_t esp_wifi_stop (void)
Stop WiFi If mode is WIFI_MODE_STA, it stops station and frees station control block If mode is
WIFI_MODE_AP, it stops soft-AP and frees soft-AP control block If mode is WIFI_MODE_APSTA, it
stops station/soft-AP and frees station/soft-AP control block If mode is WIFI_MODE_NAN, it stops NAN
and frees NAN control block.
P[]
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_restore (void)

Restore WiFi stack persistent settings to default values.
This function will reset settings made using the following APIs:

¢ esp_wifi_set_bandwidth,

* esp_wifi_set_protocol,

* esp_wifi_set_config related
e esp_wifi_set_mode

S|
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_connect (void)
Connect WiFi station to the AP.

Attention 1. This API only impact WIFI_MODE_STA or WIFI_MODE_APSTA mode

Attention 2. If station interface is connected to an AP, call esp_wifi_disconnect to disconnect.

Attention 3. The scanning triggered by esp_wifi_scan_start() will not be effective until connection between
device and the AP is established. If device is scanning and connecting at the same time, it will abort
scanning and return a warning message and error number ESP_ERR_WIFI_STATE.

Attention 4. This API attempts to connect to an Access Point (AP) only once. To enable reconnection in
case of a connection failure, please use the failure_retry_cnt’ feature in the *wifi_sta_config_t'. Users are
suggested to implement reconnection logic in their application for scenarios where the specified AP does
not exist, or reconnection is desired after the device has received a disconnect event.

B

ESP_OK: succeed

ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

» ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

« ESP_ERR_WIFI_MODE: WiFi mode error

* ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
ESP_ERR_WIFI_SSID: SSID of AP which station connects is invalid
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esp_err_t esp_wifi_disconnect (void)
Disconnect WiFi station from the AP.
R
e ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi was not initialized by esp_wifi_init
o ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
* ESP_FAIL: other WiFi internal errors

esp_err_tesp_wifi_clear_fast_connect (void)
Currently this API is just an stub APL
Bl
¢ ESP_OK: succeed
* others: fail

esp_err_t esp_wifi_deauth_sta (uintl6_t aid)
deauthenticate all stations or associated id equals to aid

2% aid -- when aid is 0, deauthenticate all stations, otherwise deauthenticate station whose
associated id is aid
izl
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_WIFI_MODE: WiFi mode is wrong

esp_err_t esp_wifi_scan_start (const wifi_scan_config_t *config, bool block)
Scan all available APs.

Attention If this API is called, the found APs are stored in WiFi driver dynamic allocated mem-
ory. And then can be freed in esp_wifi_scan_get_ap_records(), esp_wifi_scan_get_ap_record() or
esp_wifi_clear_ap_list(), so call any one to free the memory once the scan is done.

Attention The values of maximum active scan time and passive scan time per channel are limited to 1500
milliseconds. Values above 1500ms may cause station to disconnect from AP and are not recommended.

2H
* config -- configuration settings for scanning, if set to NULL default settings will be used
of which default values are show_hidden:false, scan_type:active, scan_time.active.min:0,
scan_time.active.max:120 miliseconds, scan_time.passive:360 miliseconds
¢ block -- if block is true, this API will block the caller until the scan is done, otherwise
it will return immediately
P[]
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
o ESP_ERR_WIFI_TIMEOUT: blocking scan is timeout
» ESP_ERR_WIFI_STATE: wifi still connecting when invoke esp_wifi_scan_start
* others: refer to error code in esp_err.h

esp_err_t esp_wifi_scan_stop (void)
Stop the scan in process.
B
¢ ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
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esp_err_t esp_wifi_scan_get_ap_num (uint16_t *number)

Get number of APs found in last scan.

Attention This API can only be called when the scan is completed, otherwise it may get wrong value.

2% number -- [out] store number of APs found in last scan
izl
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_scan_get_ap_records (uintl6_t *number, wifi_ap_record_t *ap_records)
Get AP list found in last scan.

Attention This API will free all memory occupied by scanned AP list.

S
* number -- [inout] As input param, it stores max AP number ap_records can hold. As
output param, it receives the actual AP number this API returns.
* ap_records -- wifi_ap_record_t array to hold the found APs
Bl
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NO_MEM: out of memory

esp_err_t esp_wifi_scan_get_ap_record (wifi_ap_record_t *ap_record)

Get one AP record from the scanned AP list.

Attention Different from esp_wifi_scan_get_ap_records(), this API only gets one AP record from the scanned
AP list each time. This API will free the memory of one AP record, if the user doesn’t get all records in
the scannned AP list, then needs to call esp_wifi_clear_ap_list() to free the remaining memory.

%% ap_record -- [out] pointer to one AP record
P[]
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
ESP_ERR_INVALID_ARG: invalid argument
 ESP_FAIL: scan APs is NULL, means all AP records fetched or no AP found

esp_err_tesp_wifi_clear_ap_list (void)

Clear AP list found in last scan.

Attention This API will free all memory occupied by scanned AP list. When the obtained AP list fails, AP
records must be cleared,otherwise it may cause memory leakage.

Bzl
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
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» ESP_ERR_WIFI_MODE: WiFi mode is wrong
e ESP_ERR_INVALID_ARG: It doesn’t normally happen, the function called inside the
API was passed invalid argument, user should check if the wifi related config is correct

esp_err_t esp_wifi_sta_get_ap_info (wifi_ap_record_t *ap_info)

Get information of AP to which the device is associated with.

Attention When the obtained country information is empty, it means that the AP does not carry country
information

24 ap_info -- the wifi_ap_record_t to hold AP information sta can get the connected ap’s
phy mode info through the struct member phy_11b, phy_l1g, phy_l1ln, phy_Ir in the
wifi_ap_record_t struct. For example, phy_11b = 1 imply that ap support 802.11b mode

Rl

* ESP_OK: succeed
 ESP_ERR_WIFI_CONN: The station interface don’t initialized
« ESP_ERR_WIFI_NOT_CONNECT: The station is in disconnect status

esp_err_t esp_wifi_set_ps (wifi_ps_type_t type)

Set current WiFi power save type.

Attention Default power save type is WIFI_PS_MIN_MODEM.

5% type -- power save type
j&RMl ESP_OK: succeed

esp_err_t esp_wifi_get_ps (wifi_ps_type_t *type)
Get current WiFi power save type.

Attention Default power save type is WIFI_PS_MIN_MODEM.

%% type -- [out] store current power save type
&\l ESP_OK: succeed

esp_err_t esp_wifi_set_protocol (wifi_interface_t ifx, uint8_t protocol_bitmap)

Set protocol type of specified interface The default protocol is (WIFI_PROTOCOL_11BIWIFI_PROTOCOL_11GIWIFI_PROT
if CONFIG_SOC_WIFI_HE_SUPPORT, the default protocol is (WIFI_PROTOCOL_11BIWIFI_PROTOCOL_11GIWIFI_PR

Attention Support 802.11b or 802.11bg or 802.11bgn or 802.11bgnax or LR mode

SH
e ifx -- interfaces
* protocol_bitmap -- WiFi protocol bitmap
B
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_protocol (wifi_interface_t ifx, uint8_t *protocol_bitmap)

Get the current protocol bitmap of the specified interface.

S
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* ifx -- interface

* protocol_bitmap -- [out] store current WiFi protocol bitmap of interface ifx
B

¢ ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

« ESP_ERR_WIFI_IF: invalid interface

e ESP_ERR_INVALID_ARG: invalid argument

* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_set_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t bw)
Set the bandwidth of specified interface.

Attention 1. API return false if try to configure an interface that is not enabled
Attention 2. WIFI_BW_HT40 is supported only when the interface support 11N

ZH
* ifx -- interface to be configured
* bw -- bandwidth
B
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t *bw)
Get the bandwidth of specified interface.

Attention 1. API return false if try to get a interface that is not enable

ZH
* ifx -- interface to be configured
¢ bw -- [out] store bandwidth of interface ifx
PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_channel (uint8_t primary, wifi_second_chan_t second)

Set primary/secondary channel of device.

Attention 1. This API should be called after esp_wifi_start() and before esp_wifi_stop()

Attention 2. When device is in STA mode, this API should not be called when STA is scanning or connecting
to an external AP

Attention 3. When device is in softAP mode, this API should not be called when softAP has connected to
external STAs

Attention 4. When device is in STA+softAP mode, this API should not be called when in the scenarios
described above

Attention 5. The channel info set by this API will not be stored in NVS. So If you want to remeber
the channel used before wifi stop, you need to call this API again after wifi start, or you can call
esp_wifi_set_config() to store the channel info in NVS.

S
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* primary -- for HT20, primary is the channel number, for HT40, primary is the primary
channel
* second -- for HT20, second is ignored, for HT40, second is the second channel
PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

esp_err_t esp_wifi_get_channel (uint8_t *primary, wifi_second_chan_t *second)

Get the primary/secondary channel of device.

Attention 1. API return false if try to get a interface that is not enable

S

* primary -- store current primary channel

* second -- [out] store current second channel
izl

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_country (const wifi_country_t *country)

configure country info

Attention 1. It is discouraged to call this API since this doesn’t validate the per-country rules, it’s up to the
user to fill in all fields according to local regulations. Please use esp_wifi_set_country_code instead.

Attention 2. The default country is "01” (world safe mode) {.cc="01”, .schan=1, .nchan=11, .pol-
icy=WIFI_COUNTRY_POLICY_AUTO}.

Attention 3. The third octet of country code string is one of the following: * °, ’O’, 'T, °X’, otherwise it is
considered as ’’.

Attention 4. When the country policy is WIFI_COUNTRY_POLICY_AUTO, the country info of the AP
to which the station is connected is used. E.g. if the configured country info is {.cc="US”, .schan=1,
.nchan=11} and the country info of the AP to which the station is connected is {.cc="JP”, .schan=1,
.nchan=14} then the country info that will be used is {.cc="JP”, .schan=1, .nchan=14}. If the station
disconnected from the AP the country info is set back to the country info of the station automatically,
{.cc="US”, .schan=1, .nchan=11} in the example.

Attention 5. When the country policy is WIFI_COUNTRY_POLICY_MANUAL, then the configured coun-
try info is used always.

Attention 6. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 7. The country configuration is stored into flash.

Attention 8. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

%% country -- the configured country info

P
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country (wifi_country_t *country)

get the current country info

%% country -- country info
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B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_mac (wifi_interface_t ifx, const uint8_t mac[6])
Set MAC address of WiFi station, soft-AP or NAN interface.

Attention 1. This API can only be called when the interface is disabled

Attention 2. Above mentioned interfaces have different MAC addresses, do not set them to be the same.

Attention 3. The bit O of the first byte of MAC address can not be 1. For example, the MAC address can set
to be "1a: XX:XX:XX:XX:XX”, but can not be ”15: XX: XX: XX:XX:XX".

ZH
e ifx -- interface
¢ mac -- the MAC address

PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e« ESP_ERR_WIFI_IF: invalid interface
 ESP_ERR_WIFI_MAC: invalid mac address
* ESP_ERR_WIFI_MODE: WiFi mode is wrong
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_mac (wifi_interface_t ifx, uint8_t mac[6])
Get mac of specified interface.
S8

e ifx -- interface
* mac -- [out] store mac of the interface ifx
P[]
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFI_IF: invalid interface

esp_err_t esp_wifi_set_promiscuous_rx_cb (wifi_promiscuous_cb_t cb)
Register the RX callback function in the promiscuous mode.
Each time a packet is received, the registered callback function will be called.
%4 cb -- callback
Bl
¢ ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_t esp_wifi_set_promiscuous (bool en)

Enable the promiscuous mode.

%% en -- false - disable, true - enable
FE ]
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_t esp_wifi_get_promiscuous (bool *en)

Get the promiscuous mode.

%% en -- [out] store the current status of promiscuous mode
B
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* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
esp_err_t esp_wifi_set_promiscuous_filter (const wifi_promiscuous_filter_t *filter)

Enable the promiscuous mode packet type filter.

£41:: The default filter is to filter all packets except WIFI_PKT_MISC

%% filter -- the packet type filtered in promiscuous mode.
Bl
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_promiscuous_filter (wifi_promiscuous_filter_t *filter)
Get the promiscuous filter.

%4 filter -- [out] store the current status of promiscuous filter

B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_promiscuous_ctrl_filter (const wifi_promiscuous_filter_t *filter)
Enable subtype filter of the control packet in promiscuous mode.

$411: The default filter is to filter none control packet.

%4 filter -- the subtype of the control packet filtered in promiscuous mode.
B

¢ ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_promiscuous_ctrl_filter (wifi_promiscuous_filter_t *filter)

Get the subtype filter of the control packet in promiscuous mode.

%4 filter -- [out] store the current status of subtype filter of the control packet in promiscuous
mode
B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_config (wifi_interface_t interface, wifi_config_t *conf)
Set the configuration of the STA, AP or NAN.

Attention 1. This API can be called only when specified interface is enabled, otherwise, API fail

Attention 2. For station configuration, bssid_set needs to be 0; and it needs to be 1 only when users need to
check the MAC address of the AP.

Attention 3. ESP devices are limited to only one channel, so when in the soft-AP+station mode, the soft-AP
will adjust its channel automatically to be the same as the channel of the station.

Attention 4. The configuration will be stored in NVS for station and soft-AP

B

e interface -- interface
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* conf -- station, soft-AP or NAN configuration
Bzl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFI_IF: invalid interface
e ESP_ERR_WIFI_MODE: invalid mode
e ESP_ERR_WIFI_PASSWORD: invalid password
« ESP_ERR_WIFI_NVS: WiFi internal NVS error
* others: refer to the error code in esp_err.h

esp_err_t esp_wifi_get_config (wifi_interface_t interface, wifi_config_t *conf)

Get configuration of specified interface.

ZH
e interface -- interface
* conf -- [out] station or soft-AP configuration
PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e« ESP_ERR_WIFI_IF: invalid interface

esp_err_tesp_wifi_ap_get_sta_list (wifi_sta_list_t *sta)
Get STAs associated with soft-AP.

Attention SSC only API

%4 sta -- [out] station list ap can get the connected sta’s phy mode info through the struct
member phy_11b, phy_l1g, phy 11n, phy_Ir in the wifi_sta_info_t struct. For example,
phy_11b = 1 imply that sta support 802.11b mode

B

» ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_INVALID_ARG: invalid argument

« ESP_ERR_WIFI_MODE: WiFi mode is wrong

« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_tesp_wifi_ap_get_sta_aid (const uint8_t mac[6], uint16_t *aid)
Get AID of STA connected with soft-AP.

ZH
* mac -- STA’s mac address
* aid -- [out] Store the AID corresponding to STA mac
P[]
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NOT_FOUND: Requested resource not found
* ESP_ERR_WIFI_MODE: WiFi mode is wrong
« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_t esp_wifi_set_storage (wifi_storage_t storage)

Set the WiFi API configuration storage type.

Attention 1. The default value is WIFI_ STORAGE_FLASH
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%% storage -- : storage type

Bzl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_vendor_ie (bool enable, wifi_vendor_ie_type_t type, wifi_vendor_ie_id_t idx,
const void *vnd_ie)

Set 802.11 Vendor-Specific Information Element.

ZH
* enable -- If true, specified IE is enabled. If false, specified IE is removed.
* type -- Information Element type. Determines the frame type to associate with the IE.
e idx -- Index to set or clear. Each IE type can be associated with up to two elements
(indices 0 & 1).
* vnd_ie -- Pointer to vendor specific element data. First 6 bytes should be a header with
fields matching vendor_ie_data_t. If enable is false, this argument is ignored and can be
NULL. Data does not need to remain valid after the function returns.
B
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init()
* ESP_ERR_INVALID_ARG: Invalid argument, including if first byte of vnd_ie is not
WIFI_VENDOR_IE_ELEMENT_ID (0xDD) or second byte is an invalid length.
e ESP_ERR_NO_MEM: Out of memory

esp_err_t esp_wifi_set_vendor_ie_cb (esp_vendor_ie_cb_t cb, void *ctx)

Register Vendor-Specific Information Element monitoring callback.

S8
* cb -- Callback function
* ctx -- Context argument, passed to callback function.
B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_tesp_wifi_set_max_tx_power (int8_t power)

Set maximum transmitting power after WiFi start.

Attention 1. Maximum power before wifi startup is limited by PHY init data bin.

Attention 2. The value set by this API will be mapped to the max_tx_power of the structure wifi_country_t
variable.

Attention 3. Mapping Table {Power, max_tx_power} = {{8, 2}, {20, 5}, {28, 7}, {34, 8}, {44, 11}, {52,
13}, {56, 14}, {60, 15}, {66, 16}, {72, 18}, {80, 20}}.

Attention 4. Param power unit is 0.25dBm, range is [8, 84] corresponding to 2dBm - 20dBm.

Attention 5. Relationship between set value and actual value. As follows: {set value range, actual value} =
{{[8, 19],8}, {[20, 271,20}, {[28, 331,28}, {[34, 431,34}, {[44, 511,44}, {[52, 551,52}, {[56, 59],56},
{[60, 65],60}, {[66, 711,66}, {[72, 79],72}, {[80, 84],80}}.

%% power -- Maximum WiFi transmitting power.
B
¢ ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument, e.g. parameter is out of range

esp_err_t esp_wifi_get_max_tx_power (int8_t *power)

Get maximum transmiting power after WiFi start.

% ¥ power -- Maximum WiFi transmitting power, unit is 0.25dBm.
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B
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_event_mask (uint32_t mask)

Set mask to enable or disable some WiFi events.

Attention 1. Mask can be created by logical OR of various WIFI_EVENT_MASK _ constants. Events which
have corresponding bit set in the mask will not be delivered to the system event handler.

Attention 2. Default WiFi event mask is WIFI_EVENT_MASK_AP_PROBEREQRECVED.

Attention 3. There may be lots of stations sending probe request data around. Don’t unmask this event unless
you need to receive probe request data.

%4 mask -- WiFi event mask.
S|
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_event_mask (uint32_t *mask)
Get mask of WiFi events.

%4 mask -- WiFi event mask.

PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument

esp_err_tesp_wifi_80211_tx (wifi_interface_t ifX, const void *buffer, int len, bool en_sys_seq)
Send raw ieee80211 data.

Attention Currently only support for sending beacon/probe request/probe response/action and non-QoS data
frame

S8
¢ ifx --interface if the Wi-Fi mode is Station, the ifx should be WIFI_IF_STA. If the Wi-
Fi mode is SoftAP, the ifx should be WIFI_IF_AP. If the Wi-Fi mode is Station+SoftAP,
the ifx should be WIFI_IF_STA or WIFI_IF_AP. If the ifx is wrong, the API returns
ESP_ERR_WIFI_IF.
* buffer -- raw ieee80211 buffer
* len -- the length of raw buffer, the len must be <= 1500 Bytes and >= 24 Bytes
* en_sys_seq -- indicate whether use the internal sequence number. If en_sys_seq is
false, the sequence in raw buffer is unchanged, otherwise it will be overwritten by WiFi
driver with the system sequence number. Generally, if esp_wifi_80211_tx is called before
the Wi-Fi connection has been set up, both en_sys_seq==true and en_sys_seq==false are
fine. However, if the API is called after the Wi-Fi connection has been set up, en_sys_seq
must be true, otherwise ESP_ERR_INVALID_ARG is returned.
B
e ESP_OK: success
e ESP_ERR_WIFI_IF: Invalid interface
* ESP_ERR_INVALID_ARG: Invalid parameter
* ESP_ERR_WIFI_NO_MEM: out of memory

esp_err_tesp_wifi_set_csi_rx_cb (wifi_csi_cb_t cb, void *ctx)
Register the RX callback function of CSI data.
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Each time a CSI data is received, the callback function will be called.

BH
* cb -- callback
* ctx -- context argument, passed to callback function
B
» ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_csi_config (const wifi_csi_config_t *config)

Set CSI data configuration.

return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

e ESP_ERR_INVALID_ARG: invalid argument

%4 config -- configuration

esp_err_t esp_wifi_set_csi (bool en)
Enable or disable CSI.

return

¢ ESP_OK: succeed

* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

e ESP_ERR_INVALID_ARG: invalid argument

%X en -- true - enable, false - disable

esp_err_t esp_wifi_set_ant_gpio (const wifi_ant_gpio_config_t *config)

Set antenna GPIO configuration.

%% config -- Antenna GPIO configuration.
Bzl
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: Invalid argument, e.g. parameter is NULL, invalid GPIO
number etc

esp_err_t esp_wifi_get_ant_gpio (wifi_ant_gpio_config_t *config)
Get current antenna GPIO configuration.
%%, config -- Antenna GPIO configuration.
A
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument, e.g. parameter is NULL
esp_err_t esp_wifi_set_ant (const wifi_ant_config_t *config)

Set antenna configuration.
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%% config -- Antenna configuration.
Bzl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: Invalid argument, e.g. parameter is NULL, invalid antenna
mode or invalid GPIO number

esp_err_t esp_wifi_get_ant (wifi_ant_config_t *config)

Get current antenna configuration.

%4 config -- Antenna configuration.
PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument, e.g. parameter is NULL

int64_tesp_wifi_get_tsf_time (wifi_interface_t interface)

Get the TSF time In Station mode or SoftAP+Station mode if station is not connected or station doesn’t receive
at least one beacon after connected, will return O.

Attention Enabling power save may cause the return value inaccurate, except WiFi modem sleep

%% interface -- The interface whose tsf_time is to be retrieved.
& a] 0 or the TSF time

esp_err_t esp_wifi_set_inactive_time (wifi_interface_t ifx, uint16_t sec)
Set the inactive time of the STA or AP.

Attention 1. For Station, If the station does not receive a beacon frame from the connected SoftAP during
the inactive time, disconnect from SoftAP. Default 6s.

Attention 2. For SoftAP, If the softAP doesn’t receive any data from the connected STA during inactive time,
the softAP will force deauth the STA. Default is 300s.

Attention 3. The inactive time configuration is not stored into flash

ZH
* ifx -- interface to be configured.
¢ sec -- Inactive time. Unit seconds.
FEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument, For Station, if sec is less than 3. For Sof-
tAP, if sec is less than 10.

esp_err_t esp_wifi_get_inactive_time (wifi_interface_t ifx, uint16_t *sec)

Get inactive time of specified interface.

ZH
e ifx -- Interface to be configured.
¢ sec -- Inactive time. Unit seconds.
PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
» ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument
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esp_err_t esp_wifi_statis_dump (uint32_t modules)

Dump WiFi statistics.

%% modules -- statistic modules to be dumped
P

e ESP_OK: succeed

¢ others: failed

esp_err_tesp_wifi_set_rssi_threshold (int32_trssi)

Set RSSI threshold, if average rssi gets lower than threshold, WiFi task will post event
WIFI_EVENT _STA_BSS_RSSI_LOW.

Attention If the user wants to receive another WIFI_EVENT_STA_BSS_RSSI_LOW event after receiving
one, this API needs to be called again with an updated/same RSSI threshold.

%%, rssi -- threshold value in dbm between -100 to 10 Note that in some rare cases where signal
strength is very strong, rssi values can be slightly positive.
B
* ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_tesp_wifi_ftm_initiate_session (wifi_ftm_initiator_cfg_t *cfg)

Start an FTM Initiator session by sending FTM request If successful, event WIFI_EVENT_FTM_REPORT
is generated with the result of the FTM procedure.

Attention 1. Use this API only in Station mode.
Attention 2. If FTM is initiated on a different channel than Station is connected in or internal SoftAP is
started in, FTM defaults to a single burst in ASAP mode.

%4 cfqg -- FTM Initiator session configuration
S|

e ESP_OK: succeed

 others: failed

esp_err_tesp_wifi_ftm_end_session (void)

End the ongoing FTM Initiator session.

Attention This API works only on FTM Initiator

|
e ESP_OK: succeed
e others: failed

esp_err_tesp_wifi_ftm_resp_set_offset (intl6_t offset_cm)

Set offset in cm for FTM Responder. An equivalent offset is calculated in picoseconds and added in TOD of
FTM Measurement frame (T1).

Attention Use this API only in AP mode before performing FTM as responder

%¥ offset_cm -- T1 Offset to be added in centimeters
B

* ESP_OK: succeed

* others: failed
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esp_err_t esp_wifi_ftm_get_report (wifi_ftm_report_entry_t *report, uint8_t num_entries)

Get FTM measurements report copied into a user provided buffer.

Attention 1. To get the FTM report, user first needs to allocate a buffer of size
(sizeof (wifi_ftm_report_entry_t) * num_entries) where the API will fill up to num_entries
valid FTM measurements in the buffer. Total number of entries can be found in the event
WIFI_EVENT_FTM_REPORT as ftm_report_num_entries

Attention 2. The internal FTM report is freed upon use of this API which means the API can only be used
once afer every FTM session initiated

Attention 3. Passing the buffer as NULL merely frees the FTM report

S8

* report -- Pointer to the buffer for receiving the FTM report

* num_entries -- Number of FTM report entries to be filled in the report
Bl

¢ ESP_OK: succeed

* others: failed

esp_err_tesp_wifi_config_1l1b_rate (wifi_interface_t ifx, bool disable)

Enable or disable 11b rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().
Attention 2. Only when really need to disable 11b rate call this API otherwise don’t call this.

ZH
e ifx -- Interface to be configured.
¢ disable -- true means disable 11b rate while false means enable 11D rate.

B

ESP_OK: succeed
* others: failed

esp_err_t esp_wifi_connectionless_module_set_wake_interval (uint16_t wake_interval)

Set wake interval for connectionless modules to wake up periodically.

Attention 1. Only one wake interval for all connectionless modules.

Attention 2. This  configuration could work at connected status. When
ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration could work at
disconnected status.

Attention 3. Event WIFI_EVENT_CONNECTIONLESS_MODULE_WAKE_INTERVAL_START
would be posted each time wake interval starts.

Attention 4. Recommend to configure interval in multiples of hundred. (e.g. 100ms)

Attention 5. Recommend to configure interval to ESP_WIFI_CONNECTIONLESS_INTERVAL_DEFAULT_MODE
to get stable performance at coexistence mode.

%4 wake_interval -- Milliseconds after would the chip wake up, from 1 to 65535.
esp_err_t esp_wifi_force_wakeup_acquire (void)

Request extra reference of Wi-Fi radio. Wi-Fi keep active state(RF opened) to be able to receive packets.

Attention Please pair the use of esp_wifi_force_wakeup_acquire with
esp_wifi_force_wakeup_release.

B
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* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

esp_err_t esp_wifi_force_wakeup_release (void)

Release extra reference of Wi-Fi radio. Wi-Fi go to sleep state(RF closed) if no more use of radio.

Attention Please pair the use of esp_wifi_force_wakeup_acquire with
esp_wifi_force_wakeup_release.

PEA ]|
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

esp_err_t esp_wifi_set_country_code (const char *country, bool ieee80211d_enabled)

conﬁgure country

Attention 1. When ieee80211d_enabled, the country info of the AP to which the station is connected is used.
E.g. if the configured country is US and the country info of the AP to which the station is connected is
JP then the country info that will be used is JP. If the station disconnected from the AP the country info
is set back to the country info of the station automatically, US in the example.

Attention 2. When ieee80211d_enabled is disabled, then the configured country info is used always.

Attention 3. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 4. The country configuration is stored into flash.

Attention 5. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

Attention 6. Supported country codes are “01”(world safe mode) “AT”,”AU”,”BE”,”BG”,”BR”,
”CA”,”CH”,”CN”,”CY”,”"CZ”,”"DE”,”"DK”,”EE”,”ES”,”FI”,”FR”,”GB”,”GR”,”"HK”,”"HR”,”"HU”,
“IE”,’IN,’IS”,”IT”,”JP”,”KR”,”LT”,”LT”,”"LU”,”"LV”,”"MT”,"MX”,”"NL”,”"NO”,”"NZ”,”PL”,”PT”,
”"RO”,”SE”,”SI”,”SK”,”TW”,”US”

Attention 7. When country code "01” (world safe mode) is set, Soft AP mode won’t contain country IE.

Attention 8. The default country is ”01” (world safe mode) and ieee80211d_enabled is TRUE.

Attention 9. The third octet of country code string is one of the following: * °, ’O’, T, °X’, otherwise it is
considered as * .

ZH

* country -- the configured country ISO code

* ieee80211d_enabled -- 802.11d is enabled or not
Bl

e ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country_code (char *country)

get the current country code

%% country -- country code

Bzl
* ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
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esp_err_tesp_wifi_config 80211_tx_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)
Config 80211 tx rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().

SH
* ifx -- Interface to be configured.
* rate -- Phy rate to be configured.
B
* ESP_OK: succeed
* others: failed

esp_err_tesp_wifi_disable_pmf_config (wifi_interface_t ifx)

Disable PMF configuration for specified interface.

Attention This API should be called after esp_wifi_set_config() and before esp_wifi_start().

%%, ifx -- Interface to be configured.
Rl

* ESP_OK: succeed

* others: failed

esp_err_tesp_wifi_sta_get_aid (uintl6_t *aid)
Get the Association id assigned to STA by AP.

Attention aid = O if station is not connected to AP.

%4 aid -- [out] store the aid
Bl
¢ ESP_OK: succeed
esp_err_t esp_wifi_sta_get_negotiated_phymode (wifi_phy_mode_t *phymode)
Get the negotiated phymode after connection.
%% phymode -- [out] store the negotiated phymode.
Bl
* ESP_OK: succeed
esp_err_t esp_wifi_set_dynamic_cs (bool enabled)
Config dynamic carrier sense.

Attention This API should be called after esp_wifi_start().

%% enabled -- Dynamic carrier sense is enabled or not.
B

¢ ESP_OK: succeed

* others: failed

esp_err_tesp_wifi_sta_get_rssi (int *rssi)

Get the rssi information of AP to which the device is associated with.

Attention 1. This API should be called after station connected to AP.
Attention 2. Use this API only in WIFI_MODE_STA or WIFI_MODE_APSTA mode.
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£¥ rssi -- store the rssi info received from last beacon.

R
e ESP_OK: succeed

e ESP_ERR_INVALID_ARG: invalid argument

» ESP_FAIL.: failed

Structures

struct wifi_init_config_t

WiFi stack configuration parameters passed to esp_wifi_init call.

Public Members

wifi_osi_funcs_t *osi_funcs
WiFi OS functions

wpa_crypto_funcs_t wpa_crypto_funcs

WiFi station crypto functions when connect

int static_rx_buf_num

WiFi static RX buffer number

int dynamic_rx_buf_num

WiFi dynamic RX buffer number

int tx_buf_type
WiFi TX buffer type

int static_tx_buf_num

WiFi static TX buffer number

int dynamic_tx_buf_num

WiFi dynamic TX buffer number

int rx_mgmt_buf_type

WiFi RX MGMT buffer type

int rx_mgmt_buf_num

WiFi RX MGMT buffer number

int cache_tx_buf_ num

WiFi TX cache buffer number

int csi_enable

WiFi channel state information enable flag

int ampdu_rx_enable

WiFi AMPDU RX feature enable flag

Espressif Systems

362
Submit Document Feedback

Release v5.2.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

int ampdu_tx_enable
WiFi AMPDU TX feature enable flag

int amsdu_tx_enable
WiFi AMSDU TX feature enable flag

int nvs_enable
WiFi NVS flash enable flag

int nano_enable

Nano option for printf/scan family enable flag

int rx_ba_win

WiFi Block Ack RX window size

intwifi_task_core_id
WiFi Task Core ID

int beacon_max_len

WiFi softAP maximum length of the beacon

int mgmt_sbuf_num

WiFi management short buffer number, the minimum value is 6, the maximum value is 32

uint64_t feature_caps

Enables additional WiFi features and capabilities

bool sta_disconnected_pm

WiFi Power Management for station at disconnected status

int espnow_max_encrypt_num

Maximum encrypt number of peers supported by espnow

int magic

WiFi init magic number, it should be the last field

Macros

ESP_ERR_WIFI_NOT_INIT

WiFi driver was not installed by esp_wifi_init

ESP_ERR_WIFI_NOT_STARTED

WiFi driver was not started by esp_wifi_start

ESP_ERR_WIFI_NOT_STOPPED
WiFi driver was not stopped by esp_wifi_stop

ESP_ERR_WIFI_IF

WiFi interface error
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ESP_ERR_WIFI_MODE

WiFi mode error

ESP_ERR_WIFI_STATE

WiFi internal state error

ESP_ERR_WIFI_CONN

WiFi internal control block of station or soft-AP error

ESP_ERR_WIFI_NVS

WiFi internal NVS module error

ESP_ERR_WIFI_MAC
MAC address is invalid

ESP_ERR_WIFI_SSID
SSID is invalid

ESP_ERR_WIFI_PASSWORD

Password is invalid

ESP_ERR_WIFI_TIMEOUT

Timeout error

ESP_ERR_WIFI_WAKE_FAIL
WiFi is in sleep state(RF closed) and wakeup fail

ESP_ERR_WIFI_WOULD_BLOCK
The caller would block

ESP_ERR_WIFI_NOT_CONNECT

Station still in disconnect status

ESP_ERR_WIFI_POST
Failed to post the event to WiFi task

ESP_ERR_WIFI_INIT_STATE

Invalid WiFi state when init/deinit is called

ESP_ERR_WIFI_STOP_STATE
Returned when WiFi is stopping

ESP_ERR_WIFI_NOT_ASSOC

The WiFi connection is not associated

ESP_ERR_WIFI_TX_DISALLOW
The WiFi TX is disallowed
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ESP_ERR_WIFI_TWT FULL

no available flow id

ESP_ERR_WIFI_TWT_SETUP_TIMEOUT

Timeout of receiving twt setup response frame, timeout times can be set during twt setup

ESP_ERR_WIFI_TWT_SETUP_TXFAIL
TWT setup frame tx failed

ESP_ERR_WIFI_TWT_SETUP_REJECT
The twt setup request was rejected by the AP

ESP_ERR_WIFI_DISCARD

Discard frame

ESP_ERR_WIFI_ROC_IN_PROGRESS
ROC op is in progress

WIFI_STATIC_TX_BUFFER_NUM

WIFI_CACHE_TX_BUFFER_NUM

WIFI_DYNAMIC_TX_ BUFFER_NUM

WIFI_RX_MGMT_ BUF_NUM_DEF

WIFI_CSI_ENABLED

WIFI_AMPDU_RX_ENABLED

WIFI_AMPDU_TX_ENABLED

WIFI_AMSDU_TX_ENABLED

WIFI_NVS_ENABLED

WIFI_NANO_FORMAT_ENABLED

WIFI_INIT CONFIG_MAGIC

WIFI_DEFAULT_RX_BA_WIN

WIFI_TASK_CORE_ID

WIFI_SOFTAP_BEACON_MAX_LEN
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WIFI_MGMT_ SBUF_NUM

WIFI_STA_DISCONNECTED_PM_ENABLED

WIFI_ENABLE_WPA3_SAE

WIFI_ENABLE_SPIRAM

WIFI_FTM_INITIATOR

WIFI_FTM RESPONDER

WIFI_ENABLE_GCMP

WIFI_ENABLE_GMAC

WIFI_ENABLE_11R

WIFI_ENABLE_ENTERPRISE

CONFIG_FEATURE_WPA3_SAE_BIT

CONFIG_FEATURE_CACHE_TX_BUF_BIT

CONFIG_FEATURE_FTM_INITIATOR_BIT

CONFIG_FEATURE_FTM_ RESPONDER_BIT

CONFIG_FEATURE_GCMP_BIT

CONFIG_FEATURE_GMAC_BIT

CONFIG_FEATURE_11R_BIT

CONFIG_FEATURE_WIFI_ENT BIT

WIFI_FEATURE_CAPS

WIFI_INIT CONFIG_DEFAULT ()

ESP_WIFI_CONNECTIONLESS_INTERVAL_DEFAULT_ MODE
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Type Definitions

typedef void (*wifi_promiscuous_cb_t)(void *buf, wifi_promiscuous_pkt_type_t type)

The RX callback function in the promiscuous mode. Each time a packet is received, the callback function will
be called.

Param buf Data received. Type of data in buffer (wifi_promiscuous_pkt_t or wifi_pkt_rx_ctrl_t)
indicated by ’type’ parameter.
Param type promiscuous packet type.

typedef void (*esp_vendor_ie_cb_t)(void *ctx, wifi_vendor_ie_type_t type, const uint8_t sa[6], const
vendor_ie_data_t *vnd_ie, int rssi)
Function signature for received Vendor-Specific Information Element callback.
Param ctx Context argument, as passed to esp_wifi_set_vendor_ie_cb() when registering call-
back.
Param type Information element type, based on frame type received.
Param sa Source 802.11 address.

Param vnd_ie Pointer to the vendor specific element data received.
Param rssi Received signal strength indication.

typedef void (*wifi_csi_cb_t)(void *ctx, wifi_csi_info_t *data)
The RX callback function of Channel State Information(CSI) data.

Each time a CSI data is received, the callback function will be called.

Param ctx context argument, passed to esp_wifi_set_csi_rx_cb() when registering callback func-
tion.

Param data CSI data received. The memory that it points to will be deallocated after callback
function returns.

Header File

¢ components/esp_wifi/include/esp_wifi_types.h
¢ This header file can be included with:

’#include "esp_wifi_types.h" ‘

* This header file is a part of the API provided by the esp_wifi component. To declare that your component
depends on esp_wifi, add the following to your CMakeLists.txt:

’REQUIRES esp_wifi ‘

or

’PRIV_REQUIRES esp_wifi ‘

Unions

union wifi_config_t

#include <esp_wifi_types.h> Configuration data for device’s AP or STA or NAN.

The usage of this union (for ap, sta or nan configuration) is determined by the accompanying interface argument
passed to esp_wifi_set_config() or esp_wifi_get_config()

Public Members
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wifi_ap_config_t ap
configuration of AP

wifi_sta_config_t sta
configuration of STA

wifi_nan_config_t nan

configuration of NAN

Structures

struct wifi_country_t

Structure describing WiFi country-based regional restrictions.

Public Members

char cc[3]

country code string

uint8_t schan

start channel

uint8_t nchan

total channel number

int8_t max_tx_power

This field is used for getting WiFi maximum transmitting power, call esp_wifi_set_max_tx_power to set
the maximum transmitting power.

wifi_country_policy_t policy
country policy

struct wifi_active_scan_time_t

Range of active scan times per channel.

Public Members

uint32_tmin

minimum active scan time per channel, units: millisecond

uint32_tmax

maximum active scan time per channel, units: millisecond, values above 1500ms may cause station to
disconnect from AP and are not recommended.

structwifi_scan_time_t

Aggregate of active & passive scan time per channel.
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Public Members

wifi_active_scan_time_t active

active scan time per channel, units: millisecond.
uint32_t passive
passive scan time per channel, units: millisecond, values above 1500ms may cause station to disconnect

from AP and are not recommended.

struct wifi_scan_config_t

Parameters for an SSID scan.

Public Members

uint8_t *ssid
SSID of AP

uint®_t *bssid

MAC address of AP

uint8_t channel

channel, scan the specific channel

bool show_hidden
enable to scan AP whose SSID is hidden

wifi_scan_type_t scan_type

scan type, active or passive

wifi_scan_time_t scan_time

scan time per channel

uint8_t home_chan_dwell_time

time spent at home channel between scanning consecutive channels.

struct wifi_he_ap_info_t
Description of a WiFi AP HE Info.

Public Members

uint8_t bss_color

an unsigned integer whose value is the BSS Color of the BSS corresponding to the AP

uint§_t partial_bss_color

indicate if an AID assignment rule based on the BSS color

uint8_t bss_color_disabled

indicate if the use of BSS color is disabled
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uint8_t bssid_index
in M-BSSID set, identifies the nontransmitted BSSID

struct wifi_ap_record_t
Description of a WiFi AP.

Public Members
uint8_t bssid[6]
MAUC address of AP

uint8_t ssid[33]
SSID of AP

uint§_t primary
channel of AP

wifi_second_chan_t second

secondary channel of AP

int8_t rssi

signal strength of AP. Note that in some rare cases where signal strength is very strong, rssi values can
be slightly positive

wifi_auth_mode_t authmode
authmode of AP

wifi_cipher_type_t pairwise_cipher

pairwise cipher of AP

wifi_cipher_type_t group_cipher
group cipher of AP

wifi_ant_t ant

antenna used to receive beacon from AP

uint32_t phy_11b
bit: 0 flag to identify if 11b mode is enabled or not

uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_t phy_1r
bit: 3 flag to identify if low rate is enabled or not
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uint32_t phy_1llax
bit: 4 flag to identify if 11ax mode is enabled or not

uint32_t wps
bit: 5 flag to identify if WPS is supported or not

uint32_t £tm_responder

bit: 6 flag to identify if FTM is supported in responder mode

uint32_t £tm_initiator

bit: 7 flag to identify if FTM is supported in initiator mode

uint32_t reserved

bit: 8..31 reserved

wifi_country_t country

country information of AP

wifi_he_ap_info_t he_ap
HE AP info

structwifi_scan_threshold_t

Structure describing parameters for a WiFi fast scan.

Public Members

int8_t rssi

The minimum rssi to accept in the fast scan mode

wifi_auth_mode_t authmode

The weakest authmode to accept in the fast scan mode Note: Incase this value is not set and
password is set as per WPA2 standards(password len >= 8), it will be defaulted to WPA2 and
device won’t connect to deprecated WEP/WPA networks. Please set authmode threshold as
WIFI_AUTH_WEP/WIFI_AUTH_WPA_PSK to connect to WEP/WPA networks

struct wifi_pmf config_t

Configuration structure for Protected Management Frame

Public Members

bool capable

Deprecated variable. Device will always connect in PMF mode if other device also advertizes PMF
capability.

bool required

Advertizes that Protected Management Frame is required. Device will not associate to non-PMF capable
devices.
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struct wifi_ap_config_t

Soft-AP configuration settings for the device.

Public Members

uint8_t ssid[32]

SSID of soft-AP. If ssid_len field is 0, this must be a Null terminated string. Otherwise, length is set
according to ssid_len.

uint8_t password[64]
Password of soft-AP.

uint8_t ssid_len
Optional length of SSID field.

uint8_t channel
Channel of soft-AP

wifi_auth_mode_t authmode

Auth mode of soft-AP. Do not support AUTH_WEP, AUTH_WAPI_PSK and AUTH_OWE in soft-AP
mode. When the auth mode is set to WPA2_PSK, WPA2_WPA3_PSK or WPA3_PSK, the pairwise
cipher will be overwritten with WIFI_CIPHER_TYPE_CCMP.

uint8_t ssid_hidden
Broadcast SSID or not, default 0, broadcast the SSID

uint§_t max_connection

Max number of stations allowed to connect in

uint16_t beacon_interval

Beacon interval which should be multiples of 100. Unit: TU(time unit, 1 TU = 1024 us). Range: 100 ~
60000. Default value: 100

uint§_t csa_count

Channel Switch Announcement Count. Notify the station that the channel will switch after the csa_count
beacon intervals. Default value: 3

uint§_t dtim_period
Dtim period of soft-AP. Default value: 2

wifi_cipher_type_t pairwise_cipher

Pairwise cipher of SoftAP, group cipher will be derived using this. Cipher values are
valid starting from WIFI_CIPHER_TYPE_TKIP, enum values before that will be consid-
ered as invalid and default cipher suites(TKIP+CCMP) will be used.  Valid cipher suites
in softAP mode are WIFI_CIPHER TYPE TKIP, WIFI_CIPHER_TYPE CCMP and
WIFI_CIPHER_TYPE_TKIP_CCMP.

bool ftm_responder
Enable FTM Responder mode
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wifi_pmf_config_t pmf_cfg
Configuration for Protected Management Frame

wifi_sae_pwe_method_t sae_pwe_h2e

Configuration for SAE PWE derivation method

struct wifi_sta_config_t

STA configuration settings for the device.

Public Members

uint8_t ssid[32]
SSID of target AP.

uint8_t password[64]
Password of target AP.

wifi_scan_method_t scan_method

do all channel scan or fast scan

bool bssid_set

whether set MAC address of target AP or not. Generally, station_config.bssid_set needs to be 0; and it
needs to be 1 only when users need to check the MAC address of the AP.

uint8_t bssid[6]
MAC address of target AP

uint8_t channel

channel of target AP. Set to 1~13 to scan starting from the specified channel before connecting to AP. If
the channel of AP is unknown, set it to 0.

uintl6_t listen_interval

Listen interval for ESP32 station to receive beacon when WIFI_PS_MAX_MODEM is set. Units: AP
beacon intervals. Defaults to 3 if set to 0.

wifi_sort_method_t sort_method

sort the connect AP in the list by rssi or security mode

wifi_scan_threshold_t threshold

When scan_threshold is set, only APs which have an auth mode that is more secure than the selected auth
mode and a signal stronger than the minimum RSSI will be used.

wifi_pmf_config_t pmf_cfg
Configuration for Protected Management Frame. Will be advertised in RSN Capabilities in RSN IE.

uint32_t rm_enabled

Whether Radio Measurements are enabled for the connection
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uint32_t btm_enabled

Whether BSS Transition Management is enabled for the connection

uint32_t mbo_enabled
Whether MBO is enabled for the connection

uint32_t £t_enabled
Whether FT is enabled for the connection

uint32_t owe_enabled

Whether OWE is enabled for the connection

uint32_t transition_disable

Whether to enable transition disable feature

uint32_t reserved

Reserved for future feature set

wifi_sae_pwe_method_t sae_pwe_h2e

Configuration for SAE PWE derivation method

wifi_sae_pk_mode_t sae_pk_mode
Configuration for SAE-PK (Public Key) Authentication method

uint§_t failure_retry_cnt

Number of connection retries station will do before moving to next AP. scan_method should be set as
WIFI_ALL_CHANNEL_SCAN to use this config. Note: Enabling this may cause connection time to
increase incase best AP doesn’t behave properly.

uint32_t he_dcm_set

Whether DCM max.constellation for transmission and reception is set.

uint32_t he_dcm_max_constellation_tx

Indicate the max.constellation for DCM in TB PPDU the STA supported. 0: not supported. 1: BPSK,
2: QPSK, 3: 16-QAM. The default value is 3.

uint32_t he_dcm_max_constellation_rx

Indicate the max.constellation for DCM in both Data field and HE-SIG-B field the STA supported. 0:
not supported. 1: BPSK, 2: QPSK, 3: 16-QAM. The default value is 3.

uint32_t he_mcs9_enabled
Whether to support HE-MCS 0 to 9. The default value is O.

uint32_t he_su_beamformee_disabled

Whether to disable support for operation as an SU beamformee.

uint32_t he_trig_su_bmforming_ feedback_disabled

Whether to disable support the transmission of SU feedback in an HE TB sounding sequence.
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uint32_t he_trig_mu_bmforming_partial_feedback_disabled

Whether to disable support the transmission of partial-bandwidth MU feedback in an HE TB sounding
sequence.

uint32_the_trig _cqi_feedback_disabled
Whether to disable support the transmission of CQI feedback in an HE TB sounding sequence.

uint32_t he_reserved

Reserved for future feature set

uint8_t sae_h2e_identifier[SAE_H2E IDENTIFIER_LEN]

Password identifier for H2E. this needs to be null terminated string

struct wifi_nan_config_t

NAN Discovery start configuration.

Public Members

uint8_t op_channel

NAN Discovery operating channel

uint§_t master_pref

Device’s preference value to serve as NAN Master

uint8_t scan_time

Scan time in seconds while searching for a NAN cluster

uintl6_t warm_up_sec

Warm up time before assuming NAN Anchor Master role

structwifi_sta_info_t

Description of STA associated with AP.

Public Members
uint8_t mac|[6]
mac address

int8_t rssi

current average rssi of sta connected

uint32_t phy_11b
bit: 0 flag to identify if 11b mode is enabled or not

uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not
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uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_1lr

bit: 3 flag to identify if low rate is enabled or not

uint32_t phy_1llax
bit: 4 flag to identify if 11ax mode is enabled or not

uint32_t is_mesh_child

bit: 5 flag to identify mesh child

uint32_t reserved

bit: 6..31 reserved

struct wifi_sta_list_t

List of stations associated with the Soft-AP.

Public Members

wifi_sta_info_t sta[ESP_WIFI_MAX_CONN_NUM]

station list

int num

number of stations in the list (other entries are invalid)

struct vendor_ie_data_t

Vendor Information Element header.

The first bytes of the Information Element will match this header. Payload follows.

Public Members

uint§_t element_id
Should be set to WIFI_VENDOR_IE_ELEMENT_ID (0xDD)

uint§_t length
Length of all bytes in the element data following this field. Minimum 4.

uint8_t vendor_oui[3]
Vendor identifier (OUI).

uint8_t vendor_oui_type

Vendor-specific OUI type.

uint8_t payload[0]
Payload. Length is equal to value in ’length’ field, minus 4.
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struct wifi_pkt_rx_ctrl_t

Received packet radio metadata header, this is the common header at the beginning of all promiscuous mode
RX callback buffers.

Public Members

signed rssi

Received Signal Strength Indicator(RSSI) of packet. unit: dBm

unsigned rate

PHY rate encoding of the packet. Only valid for non HT(11bg) packet

unsigned ___pad0___

reserved

unsigned sig_mode
Protocol of the reveived packet, 0: non HT(11bg) packet; 1: HT(11n) packet; 3: VHT(11ac) packet

unsigned __padl___

reserved

unsigned mes

Modulation Coding Scheme. If is HT(11n) packet, shows the modulation, range from 0 to 76(MSCO ~
MCS76)

unsigned cwb
Channel Bandwidth of the packet. 0: 20MHz; 1: 40MHz

unsigned __pad2___

reserved

unsigned smoothing

Set to 1 indicates that channel estimate smoothing is recommended. Set to O indicates that only per-
carrierindependent (unsmoothed) channel estimate is recommended.

unsigned not_sounding

Set to 0 indicates that PPDU is a sounding PPDU. Set to lindicates that the PPDU is not a sounding
PPDU. sounding PPDU is used for channel estimation by the request receiver

unsigned __pad3___

reserved

unsigned aggregation
Aggregation. 0: MPDU packet; 1: AMPDU packet

unsigned stbe
Space Time Block Code(STBC). 0: non STBC packet; 1: STBC packet
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unsigned fec_coding

Forward Error Correction(FEC). Flag is set for 11n packets which are LDPC

unsigned sgi
Short Guide Interval(SGI). 0: Long GI; 1: Short GI

unsigned __pad4___

reserved

unsigned ampdu_cnt

the number of subframes aggregated in AMPDU

unsigned channel

primary channel on which this packet is received

unsigned secondary_channel

secondary channel on which this packet is received. 0: none; 1: above; 2: below

unsigned __pad5___

reserved

unsigned timestamp

timestamp. The local time when this packet is received. It is precise only if modem sleep or light sleep
is not enabled. unit: microsecond

unsigned __pad6___

reserved

signed noise_floor

noise floor of Radio Frequency Module(RF). unit: dBm

unsigned __pad7__

reserved

unsigned __pad8___

reserved

unsigned __pad9__

reserved

unsigned ant

antenna number from which this packet is received. 0: WiFi antenna 0; 1: WiFi antenna 1

unsigned __padl0__

reserved

unsigned __padll__

reserved
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unsigned __padl2___

reserved

unsigned sig_len

length of packet including Frame Check Sequence(FCS)

unsigned __padl3__

reserved

unsigned rx_state

state of the packet. 0: no error; others: error numbers which are not public

struct wifi_promiscuous_pkt_t

Payload passed to ‘buf” parameter of promiscuous mode RX callback.

Public Members

wifi_pkt_rx_ctrl_t rx_ctrl
metadata header
uint8_t payload[0]
Data or management payload. Length of payload is described by rx_ctrl.sig_len. Type of content deter-

mined by packet type argument of callback.

struct wifi_promiscuous_filter_t

Mask for filtering different packet types in promiscuous mode.

Public Members

uint32_t filter_mask
OR of one or more filter values WIFI_PROMIS_FILTER_*

struct wifi_csi_config_t

Channel state information(CSI) configuration type.

Public Members

bool 11tf_en
enable to receive legacy long training field(1ltf) data. Default enabled

bool ht1tf_en
enable to receive HT long training field(htltf) data. Default enabled

bool stbe_htltf2_en
enable to receive space time block code HT long training field(stbc-htltf2) data. Default enabled
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bool 1tf_merge_en

enable to generate htlft data by averaging 1ltf and ht_Itf data when receiving HT packet. Otherwise, use
ht_ltf data directly. Default enabled

bool channel_filter_en

enable to turn on channel filter to smooth adjacent sub-carrier. Disable it to keep independence of adjacent
sub-carrier. Default enabled

bool manu_scale

manually scale the CSI data by left shifting or automatically scale the CSI data. If set true, please set the
shift bits. false: automatically. true: manually. Default false

uint8_t shift
manually left shift bits of the scale of the CSI data. The range of the left shift bits is 0~15

bool dump_ack_en
enable to dump 802.11 ACK frame, default disabled

structwifi_csi_info_t

CSI data type.

Public Members

wifi_pkt_rx_ctrl_t rx_ctrl

received packet radio metadata header of the CSI data

uint8_t mac|[6]
source MAC address of the CSI data

uint8_t dmac([6]
destination MAC address of the CSI data

bool first_word_invalid
first four bytes of the CSI data is invalid or not, true indicates the first four bytes is invalid due to hardware
limition

int8_t *buf
valid buffer of CSI data

uintl6_t len
valid length of CSI data

uint8_t *hdr
header of the wifi packet

uint8_t *payload
payload of the wifi packet
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uint16_t payload_len
payload len of the wifi packet

uintl6_t rx_seq

rx sequence number of the wifi packet

struct wifi_ant_gpio_t

WiFi GPIO configuration for antenna selection.

Public Members

uint8_t gpio_select

Whether this GPIO is connected to external antenna switch

uint8_t gpio_num

The GPIO number that connects to external antenna switch

struct wifi_ant_gpio_config_t

WiFi GPIOs configuration for antenna selection.

Public Members

wifi_ant_gpio_t gpio_cfgl4]
The configurations of GPIOs that connect to external antenna switch

struct wifi_ant_config_t

WiFi antenna configuration.

Public Members

wifi_ant_mode_t rx_ant_mode

WiFi antenna mode for receiving

wifi_ant_t rx_ant_default
Default antenna mode for receiving, it’s ignored if rx_ant_mode is not WIFI_ANT_MODE_AUTO

wifi_ant_mode_t tx_ant_mode

WiFi antenna mode for transmission, it can be set to WIFI_ANT_MODE_AUTO only if rx_ant_mode
is set to WIFI_ANT_MODE_AUTO

uint§_t enabled_ant0
Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANTO

uint8_t enabled_ant1
Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANT1

struct wifi_action_tx_req t

Action Frame Tx Request.
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Public Members

wifi_interface_t 1£x

WiFi interface to send request to

uint8_t dest_mac[6]
Destination MAC address

bool no_ack

Indicates no ack required

wifi_action_rx_cb_t rx_cb

Rx Callback to receive any response

uint32_tdata_len
Length of the appended Data

uint8_t data[0]
Appended Data payload

structwifi_ftm_initiator_cfg t

FTM Initiator configuration.

Public Members

uint8_t resp_mac[6]
MAC address of the FTM Responder

uint8_t channel

Primary channel of the FTM Responder

uint§_t frm_count
No. of FTM frames requested in terms of 4 or 8 bursts (allowed values - O(No pref), 16, 24, 32, 64)

uint16_t burst_period
Requested period between FTM bursts in 100’s of milliseconds (allowed values O(No pref) - 100)

bool use_get_report_api
True - Using esp_wifi_ftm_get_report to get FTM report, False - Using ftm_report_data from

WIFI_EVENT_FTM_REPORT to get FTM report

struct wifi_beacon_monitor_config t

WiFi beacon monitor parameter configuration.

Public Members

bool enable

Enable or disable beacon monitor
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uint§_t loss_timeout

Beacon lost timeout

uint8_t loss_threshold

Maximum number of consecutive lost beacons allowed

uint8_t delta_intr_early
Delta early time for RF PHY on

uint§_t delta_loss_timeout
Delta timeout time for RF PHY off

struct wifi_nan_publish_cfg_t

NAN Publish service configuration parameters.

Public Members

char service_name[ESP_WIFI_MAX_SVC_NAME_LEN]

Service name identifier

wifi_nan_service_type_t type

Service type

char matching_filter[ESP_WIFI_MAX_FILTER_LEN]

Comma separated filters for filtering services

char sve_info[ESP_WIFI_MAX_SVC_INFO_LEN]

Service info shared in Publish frame

uint8_t single_replied_event

Give single Replied event or every time

uint8_t datapath_reqd
NAN Datapath required for the service

uint8_t reserved

Reserved

struct wifi_nan_subscribe_cfg t

NAN Subscribe service configuration parameters.

Public Members

char service_name[ESP_WIFI_MAX_SVC_NAME_LEN]

Service name identifier

Espressif Systems 383 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

wifi_nan_service_type_t type

Service type

char matching_filter[ESP_WIFI_MAX_FILTER_LEN]

Comma separated filters for filtering services

char sve_info[ESP_WIFI_MAX_SVC_INFO_LEN]

Service info shared in Subscribe frame

uint8_t single_match_event

Give single Match event or every time

uint8_t reserved

Reserved

struct wifi_nan_followup_params_t

NAN Follow-up parameters.

Public Members

uint8_t inst_id

Own service instance id

uint8_t peer_inst_id

Peer’s service instance id

uint8_t peer_mac[6]
Peer’s MAC address

char sve_info[ESP_WIFI_MAX_SVC_INFO_LEN]

Service info(or message) to be shared

struct wifi_nan_datapath_req t
NAN Datapath Request parameters.

Public Members

uint8_t pub_id

Publisher’s service instance id

uint8_t peer_mac[6]
Peer’s MAC address

bool confirm_required

NDP Confirm frame required

struct wifi_nan_datapath_resp_t

NAN Datapath Response parameters.
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Public Members

bool accept

True - Accept incoming NDP, False - Reject it

uint8_t ndp_id
NAN Datapath Identifier

uint8_t peer_mac[6]
Peer’s MAC address

struct wifi_nan_datapath_end_req_t

NAN Datapath End parameters.

Public Members

uint8_t ndp_id
NAN Datapath Identifier

uint8_t peer_mac[6]
Peer’s MAC address

struct wifi_event_sta_scan_done_t
Argument structure for WIFI_EVENT_SCAN_DONE event

Public Members

uint32_t status

status of scanning APs: 0 —success, 1 - failure

uint8_t number

number of scan results

uint8_t scan_id

scan sequence number, used for block scan

struct wifi_event_sta_connected_t
Argument structure for WIFI_EVENT_STA_CONNECTED event

Public Members

uint8_t ssid[32]
SSID of connected AP

uint8_t ssid_len
SSID length of connected AP
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uint8_t bssid|[6]
BSSID of connected AP

uint8_t channel

channel of connected AP

wifi_auth_mode_t authmode

authentication mode used by AP

uintl6_t aid

authentication id assigned by the connected AP

struct wifi_event_sta_disconnected_t
Argument structure for WIFI_EVENT_STA_DISCONNECTED event

Public Members

uint8_t ssid[32]
SSID of disconnected AP

uint8_t ssid_len
SSID length of disconnected AP

uint8_t bssid|[6]
BSSID of disconnected AP

uint8_t reason

reason of disconnection

int8_t rssi

rssi of disconnection

struct wifi_event_sta_authmode_change_t
Argument structure for WIFI_EVENT_STA_AUTHMODE_CHANGE event

Public Members

wifi_auth_mode_t o1ld_mode
the old auth mode of AP

wifi_auth_mode_t new_mode

the new auth mode of AP

struct wifi_event_sta_wps_er_pin_t
Argument structure for WIFI_EVENT_STA_WPS_ER_PIN event
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Public Members

uint8_t pin_code|[8]

PIN code of station in enrollee mode

struct wifi_event_sta_wps_er_success_t
Argument structure for WIFI_EVENT_STA_WPS_ER_SUCCESS event

Public Members

uint8_t ap_cred_cnt

Number of AP credentials received

uint8_t ssid[MAX_SSID_LEN]
SSID of AP

uint8_t passphrase[MAX_PASSPHRASE_LEN]
Passphrase for the AP

struct wifi_event_sta_wps_er_success_t::[anonymous] ap_cred[MAX_WPS_AP_CRED]
All AP credentials received from WPS handshake

struct wifi_event_ap_staconnected_t
Argument structure for WIFI_EVENT_AP_STACONNECTED event

Public Members

uint8_t mac[6]
MAUC address of the station connected to Soft-AP

uint8_t aid

the aid that soft-AP gives to the station connected to

bool is_mesh_child

flag to identify mesh child

struct wifi_event_ap_stadisconnected_t
Argument structure for WIFI_EVENT_AP_STADISCONNECTED event

Public Members

uint8_t mac|[6]
MAC address of the station disconnects to soft-AP

uint8_t aid

the aid that soft-AP gave to the station disconnects to

Espressif Systems 387 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. API &%

bool is_mesh_child

flag to identify mesh child

uint8_t reason

reason of disconnection

struct wifi_event_ap_probe_req rx_ t
Argument structure for WIFI_EVENT_AP_PROBEREQRECVED event

Public Members

int rssi

Received probe request signal strength

uint8_t mac[6]

MAC address of the station which send probe request

struct wifi_event_bss_rssi_low_t
Argument structure for WIFI_EVENT_STA_BSS_RSSI_LOW event

Public Members

int32_t rssi
RSSI value of bss

struct wifi_event_home_channel_change_t
Argument structure for WIFI_EVENT_HOME_CHANNEL_CHANGE event

Public Members

uint8_t o1d_chan

old home channel of the device

wifi_second_chan_t old_snd

old second channel of the device

uint8_t new_chan

new home channel of the device

wifi_second_chan_t new_snd

new second channel of the device

struct wifi_ftm report_entry_t

Argument structure for
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Public Members
uint8_t dlog_token

Dialog Token of the FTM frame

int8_t rssi
RSSI of the FTM frame received

uint32_t rtt

Round Trip Time in pSec with a peer

uint64_t t1
Time of departure of FTM frame from FTM Responder in pSec

uint64_t £2
Time of arrival of FTM frame at FTM Initiator in pSec

uint64_tt3
Time of departure of ACK from FTM Initiator in pSec

uint64_t t4
Time of arrival of ACK at FTM Responder in pSec

struct wifi_event_ftm_report_t
Argument structure for WIFI_EVENT_FTM_REPORT event

Public Members
uint8_t peer_mac[6]
MAC address of the FTM Peer

wifi_ftm_status_t status
Status of the FTM operation

uint32_t rtt_raw

Raw average Round-Trip-Time with peer in Nano-Seconds

uint32_t rtt_est

Estimated Round-Trip-Time with peer in Nano-Seconds

uint32_t dist_est

Estimated one-way distance in Centi-Meters

wifi_ftm_report_entry_t *ftm_report_data

Pointer to FTM Report, should be freed after use. Note: Highly recommended to use API
esp_wifi_ftm_get_report to get the report instead of using this
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uint8_t ftm_report_num_entries

Number of entries in the FTM Report data

struct wifi_event_action_tx_status_t
Argument structure for WIFI_EVENT_ACTION_TX_STATUS event

Public Members

wifi_interface_t 1£x

WiFi interface to send request to

uint32_t context

Context to identify the request

uint8_t da[6]
Destination MAC address

uint8_t status

Status of the operation

struct wifi_event_roc_done_t
Argument structure for WIFI_EVENT_ROC_DONE event

Public Members

uint32_t context

Context to identify the request

struct wifi_event_ap_wps_rg_pin_t
Argument structure for WIFI_EVENT_AP_WPS_RG_PIN event

Public Members

uint8_t pin_code[§]

PIN code of station in enrollee mode

struct wifi_event_ap_wps_rg_fail_reason_t
Argument structure for WIFI_EVENT_AP_WPS_RG_FAILED event

Public Members

wps_fail_reason_t reason

WPS failure reason wps_fail_reason_t

uint8_t peer_macaddr[6]

Enrollee mac address
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struct wifi_event_ap_wps_rg_success_t
Argument structure for WIFI_EVENT_AP_WPS_RG_SUCCESS event

Public Members

uint8_t peer_macaddr(6]

Enrollee mac address

struct wifi_event_nan_svc_match_t

Argument structure for WIFI_EVENT_NAN_SVC_MATCH event

Public Members

uint8_t subscribe_id

Subscribe Service Identifier

uint§_t publish_id
Publish Service Identifier

uint§_t pub_if_ mac[6]
NAN Interface MAC of the Publisher

bool update_pub_id

Indicates whether publisher’s service ID needs to be updated

struct wifi_event_nan_replied_t
Argument structure for WIFI_EVENT_NAN_REPLIED event

Public Members

uint§_t publish_id
Publish Service Identifier

uint8_t subscribe_id

Subscribe Service Identifier

uint8_t sub_if_ mac[6]
NAN Interface MAC of the Subscriber

struct wifi_event_nan_receive_t
Argument structure for WIFI_EVENT_NAN_RECEIVE event

Public Members

uint8_t inst_id

Our Service Identifier
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uint8_t peer_inst_id

Peer’s Service Identifier

uint8_t peer_if_mac[6]
Peer’s NAN Interface MAC

uint8_t peer_svc_info[ESP_WIFI_MAX_SVC_INFO_LEN]

Peer Service Info

struct wifi_event_ndp_indication_t
Argument structure for WIFI_EVENT_NDP_INDICATION event

Public Members

uint§_t publish_id
Publish Id for NAN Service

uint8_t ndp_id
NDP instance id

uint8_t peer_nmi[6]
Peer’s NAN Management Interface MAC

uint8_t peer_ndi[6]
Peer’s NAN Data Interface MAC

uint8_t sve_info[ESP_WIFI_MAX SVC_INFO_LEN]

Service Specific Info

struct wifi_event_ndp_confirm_t
Argument structure for WIFI_EVENT_NDP_CONFIRM event

Public Members

uint8_t status
NDP status code

uint8_t ndp_id
NDP instance id

uint8_t peer_nmi[6]
Peer’s NAN Management Interface MAC

uint8_t peer_ndi[6]
Peer’s NAN Data Interface MAC
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uint8_t own_ndi[6]
Own NAN Data Interface MAC

uint8_t sve_info[ESP_WIFI_MAX_SVC_INFO_LEN]

Service Specific Info

struct wifi_event_ndp_terminated_t
Argument structure for WIFI_EVENT_NDP_TERMINATED event

Public Members

uint8_t reason

Termination reason code

uint8_t ndp_id
NDP instance id

uint8_t init_ndi[6]
Initiator’s NAN Data Interface MAC

Macros

WIFI_OFFCHAN_ TX_REQ

WIFI_OFFCHAN_TX_CANCEL

WIFI_ROC_REQ

WIFI_ROC_CANCEL

WIFI_PROTOCOL_11B

WIFI_PROTOCOL_11G

WIFI_PROTOCOL_11N

WIFI_PROTOCOL_LR

WIFI_PROTOCOL_11AX

SAE_H2E_IDENTIFIER_LEN

ESP_WIFI_MAX_CONN_NUM

max number of stations which can connect to ESP32C2 soft-AP

WIFI_VENDOR_IE_ELEMENT ID
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WIFI_PROMIS_FILTER_MASK_ALL
filter all packets

WIFI_PROMIS_FILTER_MASK_MGMT
filter the packets with type of WIFI_PKT_MGMT

WIFI_PROMIS_FILTER_MASK_CTRL
filter the packets with type of WIFI_PKT_CTRL

WIFI_PROMIS_FILTER_MASK_DATA
filter the packets with type of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_MISC
filter the packets with type of WIFI_PKT_MISC

WIFI_PROMIS_FILTER_MASK_DATA_MPDU
filter the MPDU which is a kind of WIFI_PKT_ DATA

WIFI_PROMIS_FILTER_MASK_DATA_AMPDU
filter the AMPDU which is a kind of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_FCSFAIL
filter the FCS failed packets, do not open it in general

WIFI_PROMIS_CTRL_FILTER_MASK_ALL

filter all control packets

WIFI_PROMIS_CTRL_FILTER_MASK_WRAPPER
filter the control packets with subtype of Control Wrapper

WIFI_PROMIS_CTRL_FILTER MASK_BAR
filter the control packets with subtype of Block Ack Request

WIFI_PROMIS_CTRL_FILTER MASK_BA
filter the control packets with subtype of Block Ack

WIFI_PROMIS_CTRL_FILTER MASK_PSPOLL
filter the control packets with subtype of PS-Poll

WIFI_PROMIS_CTRL_FILTER_MASK_RTS
filter the control packets with subtype of RTS

WIFI_PROMIS_CTRL_FILTER MASK_CTS
filter the control packets with subtype of CTS

WIFI_PROMIS_CTRL_FILTER MASK_ACK
filter the control packets with subtype of ACK
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WIFI_PROMIS_CTRL_FILTER_MASK_CFEND
filter the control packets with subtype of CF-END

WIFI_PROMIS_CTRL_FILTER_MASK_CFENDACK
filter the control packets with subtype of CF-END+CF-ACK

WIFI_EVENT MASK_ALL

mask all WiFi events

WIFI_EVENT_ MASK_NONE

mask none of the WiFi events

WIFI_EVENT_ MASK_AP_PROBEREQRECVED
mask SYSTEM_EVENT_AP_PROBEREQRECVED event

ESP_WIFI_NAN_MAX SVC_SUPPORTED

ESP_WIFI_NAN_DATAPATH_MAX_ PEERS

ESP_WIFI_NDP_ROLE_INITIATOR

ESP_WIFI_NDP_ROLE_RESPONDER

ESP_WIFI_MAX_SVC_NAME_LEN

ESP_WIFI_MAX_FILTER_LEN

ESP_WIFI_MAX_SVC_INFO_LEN

MAX_SSID_LEN

MAX_ PASSPHRASE_LEN

MAX_WPS_AP_CRED

WIFI_STATIS_BUFFER

WIFI_STATIS_RXTX

WIFI_STATIS_HW

WIFI_STATIS_DIAG

WIFI_STATIS_PS

WIFI_STATIS_ALL
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Type Definitions

typedef int (*wifi_action_rx_cb_t)(uint8_t *hdr, uint8_t *payload, size_t len, uint8_t channel)

The Rx callback function of Action Tx operations.

Param hdr pointer to the IEEE 802.11 Header structure
Param payload pointer to the Payload following 802.11 Header
Param len length of the Payload

Param channel channel number the frame is received on

Enumerations

enum wifi_mode_t

Values:

enumerator WIFI_MODE_NULL

null mode

enumerator WIFI_MODE_STA

WiFi station mode

enumerator WIFI_MODE_AP
WiFi soft-AP mode

enumerator WIFI_MODE_APSTA
WiFi station + soft-AP mode

enumerator WIFI_MODE_NAN
WiFi NAN mode

enumerator WIFI_MODE_MAX

enumwifi_interface_t

Values:

enumerator WIFI_TIF_STA

enumerator WIFI_IF_AP

enumerator WIFI_IF_MAX

enum wifi_country_policy_t

Values:

enumerator WIFI_COUNTRY_POLICY_AUTO

Country policy is auto, use the country info of AP to which the station is connected

enumerator WIFI_COUNTRY_POLICY_MANUAL

Country policy is manual, always use the configured country info
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enum wifi_auth_mode_t

Values:

enumerator WIFI_AUTH_OPEN

authenticate mode : open

enumerator WIFI_AUTH_WEP
authenticate mode : WEP

enumerator WIFI_AUTH_WPA_PSK
authenticate mode : WPA_PSK

enumerator WIFI_AUTH_WPA2_PSK
authenticate mode : WPA2 PSK

enumerator WIFI_AUTH_WPA_WPA2_PSK
authenticate mode : WPA_WPA2 PSK

enumerator WIFI_AUTH_ENTERPRISE
authenticate mode : WiFi EAP security

enumerator WIFI_AUTH_WPA2_ENTERPRISE
authenticate mode : WiFi EAP security

enumerator WIFI_AUTH_WPA3_PSK
authenticate mode : WPA3 PSK

enumerator WIFI_AUTH_WPA2_WPA3_PSK
authenticate mode : WPA2 WPA3 PSK

enumerator WIFI_AUTH_WAPI_PSK
authenticate mode : WAPI_PSK

enumerator WIFI_AUTH_OWE
authenticate mode : OWE

enumerator WIFI_AUTH_WPA3_ENT_192
authenticate mode : WPA3_ENT _SUITE_B_192_BIT

enumerator WIFI_AUTH_WPA3_EXT PSK

this authentication mode will yield same result as WIFI_AUTH_WPA3_PSK and not recommended to
be used. It will be deprecated in future, please use WIFI_AUTH_WPA3_PSK instead.

enumerator WIFI_AUTH_WPA3_EXT_PSK_MIXED_MODE

this authentication mode will yield same result as WIFI_AUTH_WPA3_PSK and not recommended to
be used. It will be deprecated in future, please use WIFI_AUTH_WPA3_PSK instead.

enumerator WIFI_AUTH_MAX
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enumwifi_err reason_t

Values:

enumerator WIFI_REASON_UNSPECIFIED

enumerator WIFI_REASON_AUTH_EXPIRE

enumerator WIFI_REASON_AUTH_LEAVE

enumerator WIFI_REASON_ASSOC_EXPIRE

enumerator WIFI_REASON_ASSOC_TOOMANY

enumerator WIFI_REASON_NOT_AUTHED

enumerator WIFI_REASON_NOT_ ASSOCED

enumerator WIFI_REASON_ASSOC_LEAVE

enumerator WIFI_REASON_ASSOC_NOT_AUTHED

enumerator WIFI_REASON_DISASSOC_PWRCAP_BAD

enumerator WIFI_REASON_DISASSOC_SUPCHAN_BAD

enumerator WIFI_REASON_BSS_TRANSITION_DISASSOC

enumerator WIFI_REASON_IE_INVALID

enumerator WIFI_REASON_MIC_FAILURE

enumerator WIFI_REASON_4WAY HANDSHAKE_TIMEOUT

enumerator WIFI_REASON_GROUP_KEY_ UPDATE_TIMEOUT

enumerator WIFI_REASON_IE_IN_4WAY DIFFERS

enumerator WIFI_REASON_GROUP_CIPHER_ INVALID

enumerator WIFI_REASON_PAIRWISE_CIPHER_INVALID

enumerator WIFI_REASON_AKMP_INVALID

enumerator WIFI_REASON_UNSUPP_RSN_IE_VERSION
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enumerator WIFI_REASON_INVALID_RSN_IE_CAP

enumerator WIFI_REASON_802_1X_ AUTH_FAILED

enumerator WIFI_REASON_CIPHER_SUITE_REJECTED

enumerator WIFI_REASON_TDLS_PEER_UNREACHABLE

enumerator WIFI_REASON_TDLS_UNSPECIFIED

enumerator WIFI_REASON_SSP_REQUESTED_DISASSOC

enumerator WIFI_REASON_NO_SSP_ROAMING_AGREEMENT

enumerator WIFI_REASON_BAD_CIPHER_OR_AKM

enumerator WIFI_REASON_NOT_AUTHORIZED_THIS_LOCATION

enumerator WIFI_REASON_SERVICE_CHANGE_PERCLUDES_TS

enumerator WIFI_REASON_UNSPECIFIED_QOS

enumerator WIFI_REASON_NOT_ ENOUGH_BANDWIDTH

enumerator WIFI_REASON_MISSING_ACKS

enumerator WIFI_REASON_EXCEEDED_TXOP

enumerator WIFI_REASON_STA LEAVING

enumerator WIFI_REASON_END_BA

enumerator WIFI_REASON_UNKNOWN_BA

enumerator WIFI_REASON_TIMEOUT

enumerator WIFI_REASON_PEER_INITIATED

enumerator WIFI_REASON_AP_INITIATED

enumerator WIFI_REASON_INVALID_FT ACTION_FRAME_COUNT

enumerator WIFI_REASON_INVALID_PMKID

enumerator WIFI_REASON_INVALID_MDE
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enumerator WIFI_REASON_INVALID_FTE

enumerator WIFI_REASON_TRANSMISSION_LINK ESTABLISH FAILED

enumerator WIFI_REASON_ALTERATIVE_CHANNEL_OCCUPIED

enumerator WIFI_REASON_BEACON_TIMEOUT

enumerator WIFI_REASON_NO_AP_FOUND

enumerator WIFI_REASON_AUTH_FAIL

enumerator WIFI_REASON_ASSOC_FAIL

enumerator WIFI_REASON_HANDSHAKE_TIMEOUT

enumerator WIFI_REASON_CONNECTION_FAIL

enumerator WIFI_REASON_AP_TSF_RESET

enumerator WIFI_REASON_ROAMING

enumerator WIFI_REASON_ASSOC_COMEBACK_TIME_TOO_LONG

enumerator WIFI_REASON_SA_ QUERY_TIMEOUT

enumerator WIFI_REASON_NO_AP_FOUND_W_COMPATIBLE_SECURITY

enumerator WIFI_REASON_NO_AP_FOUND_IN_AUTHMODE_THRESHOLD

enumerator WIFI_REASON_NO_AP_FOUND_IN_RSSI_THRESHOLD

enum wifi_second_chan_t

Values:

enumerator WIFI_SECOND_CHAN_NONE
the channel width is HT20

enumerator WIFI__SECOND_CHAN_ABOVE

the channel width is HT40 and the secondary channel is above the primary channel

enumerator WIFI__SECOND_CHAN_BELOW

the channel width is HT40 and the secondary channel is below the primary channel

enumwifi_scan_type_t

Values:
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enumerator WIFI_SCAN_TYPE_ACTIVE

active scan

enumerator WIFI_SCAN_TYPE_PASSIVE

passive scan

enum wifi_cipher_type_t

Values:

enumerator WIFI_CIPHER_TYPE_NONE

the cipher type is none

enumerator WIFI_CIPHER_TYPE_WEP40
the cipher type is WEP40

enumerator WIFI_CIPHER_TYPE_WEP104
the cipher type is WEP104

enumerator WIFI_CIPHER_TYPE_TKIP
the cipher type is TKIP

enumerator WIFI_CIPHER_TYPE_CCMP
the cipher type is CCMP

enumerator WIFI_CIPHER_TYPE_TKIP_CCMP
the cipher type is TKIP and CCMP

enumerator WIFI_CIPHER_TYPE_AES_CMAC128
the cipher type is AES-CMAC-128

enumerator WIFI_CIPHER_TYPE_SMS4
the cipher type is SMS4

enumerator WIFI_CIPHER_TYPE_GCMP
the cipher type is GCMP

enumerator WIFI_CIPHER_TYPE_GCMP256
the cipher type is GCMP-256

enumerator WIFI_CIPHER_TYPE_AES_GMAC128
the cipher type is AES-GMAC-128

enumerator WIFI_CIPHER_TYPE_AES_GMAC256
the cipher type is AES-GMAC-256

enumerator WIFI_CIPHER_TYPE_UNKNOWN

the cipher type is unknown
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enumwifi_ant_t

WiFi antenna.

Values:

enumerator WIFI_ANT_ANTO

WiFi antenna 0

enumerator WIFI_ANT_ANT1

WiFi antenna 1

enumerator WIFI_ANT_ MAX

Invalid WiFi antenna

enumwifi_scan_method_t

Values:

enumerator WIFI_FAST_SCAN
Do fast scan, scan will end after find SSID match AP

enumerator WIFI_ALL_CHANNEL_SCAN

All channel scan, scan will end after scan all the channel

enum wifi_sort_method_t

Values:

enumerator WIFI_CONNECT_AP_BY_ SIGNAL
Sort match AP in scan list by RSSI

enumerator WIFI_CONNECT AP_BY_ SECURITY

Sort match AP in scan list by security mode

enumwifi_ps_type_t

Values:

enumerator WIFI_PS_NONE

No power save

enumerator WIFI_PS_MIN_MODEM

Minimum modem power saving. In this mode, station wakes up to receive beacon every DTIM period

enumerator WIFI_PS_MAX_MODEM

Maximum modem power saving. In this mode, interval to receive beacons is determined by the lis-
ten_interval parameter in wifi_sta_config_t

enum wifi_bandwidth_t

Values:

enumerator WIFI_BW_HT20
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enumerator WIFI_BW_HT40

enumwifi_sae_pwe_method_t
Configuration for SAE PWE derivation

Values:

enumerator WPA3_SAE_PWE_UNSPECIFIED

enumerator WPA3_SAE_PWE_HUNT_AND_PECK

enumerator WPA3_SAE_PWE_HASH_TO_ELEMENT

enumerator WPA3_SAE_PWE_BOTH

enumwifi_sae_pk_mode_t
Configuration for SAE-PK

Values:

enumerator WPA3_SAE_PK_MODE_AUTOMATIC

enumerator WPA3_SAE_PK_MODE_ONLY

enumerator WPA3_SAE_PK_MODE_DISABLED

enum wifi_storage_t

Values:

enumerator WIFI__STORAGE_FLASH

all configuration will store in both memory and flash

enumerator WIFI__STORAGE_RAM

all configuration will only store in the memory

enumwifi_vendor_ie_type_t
Vendor Information Element type.
Determines the frame type that the IE will be associated with.

Values:

enumerator WIFI_VND_IE_TYPE_BEACON

enumerator WIFI_VND_IE_TYPE_PROBE_REQ

enumerator WIFI_VND_IE_TYPE_PROBE_RESP

enumerator WIFI_VND_IE_TYPE_ASSOC_REQ
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enumerator WIFI_VND_IE_TYPE_ASSOC_RESP

enumwifi_vendor_ie_id_t
Vendor Information Element index.
Each IE type can have up to two associated vendor ID elements.

Values:

enumerator WIFI_VND_TIE_ID_0O

enumerator WIFI_VND_IE_ID_1

enum wifi_phy mode_t

Operation Phymode.

Values:

enumerator WIFI_PHY_ MODE_LR
PHY mode for Low Rate

enumerator WIFI_PHY MODE_11B
PHY mode for 11b

enumerator WIFI_PHY MODE_11G
PHY mode for 11g

enumerator WIFI_PHY MODE_HT20
PHY mode for Bandwidth HT20

enumerator WIFI_PHY MODE_HT40
PHY mode for Bandwidth HT40

enumerator WIFI_PHY MODE_HE20
PHY mode for Bandwidth HE20

enum wifi_promiscuous_pkt_type_t

Promiscuous frame type.
Passed to promiscuous mode RX callback to indicate the type of parameter in the buffer.

Values:

enumerator WIFI_PKT_MGMT

Management frame, indicates ’buf” argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_CTRL

Control frame, indicates 'buf” argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_DATA

Data frame, indiciates ’buf” argument is wifi_promiscuous_pkt_t
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enumerator WIFI_PKT_MISC
Other type, such as MIMO etc. ’buf’ argument is wifi_promiscuous_pkt_t but the payload is zero length.

enum wifi_ant_mode_t

WiFi antenna mode.

Values:

enumerator WIFI_ANT_ MODE_ANTO
Enable WiFi antenna O only

enumerator WIFI_ANT MODE_ANT1
Enable WiFi antenna 1 only

enumerator WIFI_ANT_MODE_AUTO

Enable WiFi antenna 0 and 1, automatically select an antenna

enumerator WIFI_ANT_ MODE_MAX

Invalid WiFi enabled antenna

enumwifi_nan_service_type_t
NAN Services types.

Values:

enumerator NAN_PUBLISH_SOLICITED

Send unicast Publish frame to Subscribers that match the requirement

enumerator NAN_PUBLISH_UNSOLICITED
Send broadcast Publish frames in every Discovery Window(DW)

enumerator NAN_ SUBSCRIBE_ACTIVE

Send broadcast Subscribe frames in every DW

enumerator NAN_ SUBSCRIBE_PASSIVE

Passively listens to Publish frames

enum wifi_phy rate_t
WiFi PHY rate encodings.

Values:

enumerator WIFI_PHY RATE_1M L
1 Mbps with long preamble

enumerator WIFI_PHY_ RATE_2M_L
2 Mbps with long preamble

enumerator WIFI_PHY_ RATE_5M_L
5.5 Mbps with long preamble
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enumerator WIFI_PHY RATE_11M_L
11 Mbps with long preamble

enumerator WIFI_PHY_ RATE_2M_S
2 Mbps with short preamble

enumerator WIFI_PHY RATE_5M_S
5.5 Mbps with short preamble

enumerator WIFI_PHY RATE_11M S
11 Mbps with short preamble

enumerator WIFI_PHY_ RATE_48M
48 Mbps

enumerator WIFI_PHY_ RATE_24M
24 Mbps

enumerator WIFI_PHY_ RATE_12M
12 Mbps

enumerator WIFI_PHY RATE_6M
6 Mbps

enumerator WIFI_PHY_ RATE_54M
54 Mbps

enumerator WIFI_PHY_ RATE_36M
36 Mbps

enumerator WIFI_PHY_ RATE_18M
18 Mbps

enumerator WIFI_PHY_ RATE_SM

9 Mbps rate table and guard interval information for each MCS rate

enumerator WIFI_PHY RATE_MCSO_LGI
MCSO0 with long GI

enumerator WIFI_PHY RATE_MCS1_LGI
MCS1 with long GI

enumerator WIFI_PHY RATE_MCS2_LGI
MCS2 with long GI

enumerator WIFI_PHY RATE_MCS3_LGI
MCS3 with long GI
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enumerator WIFI_PHY RATE_MCS4_LGI
MCS4 with long GI

enumerator WIFI_PHY_ RATE_MCS5_LGI
MCSS5 with long GI

enumerator WIFI_PHY RATE_MCS6_LGI
MCS6 with long GI

enumerator WIFI_PHY_ RATE_MCS7_LGI
MCS7 with long GI

enumerator WIFI_PHY RATE_MCSO_SGI
MCSO0 with short GI

enumerator WIFI_PHY RATE_MCS1_SGI
MCSI1 with short GI

enumerator WIFI_PHY RATE_MCS2_SGI
MCS2 with short GI

enumerator WIFI_PHY RATE_MCS3_SGI
MCS3 with short GI

enumerator WIFI_PHY_ RATE_MCS4_SGI
MCS4 with short GI

enumerator WIFI_PHY RATE_MCS5_SGI
MCSS5 with short GI

enumerator WIFI_PHY RATE_MCS6_SGI
MCS6 with short GI

enumerator WIFI_PHY RATE_MCS7_SGI
MCS7 with short GI

enumerator WIFI_PHY_ RATE_LORA_250K
250 Kbps

enumerator WIFI_PHY_ RATE_LORA_500K
500 Kbps

enumerator WIFI_PHY_ RATE_MAX

enumwifi_event_t

WiFi event declarations

Values:
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enumerator WIFI_EVENT WIFI_READY
WiFi ready

enumerator WIFI_EVENT_SCAN_DONE
Finished scanning AP

enumerator WIFI_EVENT STA_START

Station start

enumerator WIFI_EVENT_STA STOP

Station stop

enumerator WIFI_EVENT_STA_ CONNECTED

Station connected to AP

enumerator WIFI_EVENT_STA_DISCONNECTED

Station disconnected from AP

enumerator WIFI_EVENT_STA_ AUTHMODE_CHANGE

the auth mode of AP connected by device’s station changed

enumerator WIFI_EVENT_STA_ WPS_ER_SUCCESS

Station wps succeeds in enrollee mode

enumerator WIFI_EVENT STA_WPS_ER_FAILED

Station wps fails in enrollee mode

enumerator WIFI_EVENT STA_WPS_ER_TIMEOUT

Station wps timeout in enrollee mode

enumerator WIFI_EVENT_STA_ WPS_ER_PIN

Station wps pin code in enrollee mode

enumerator WIFI_EVENT_STA_WPS_ER_PBC_OVERLAP

Station wps overlap in enrollee mode

enumerator WIFI_EVENT AP_START
Soft-AP start

enumerator WIFI_EVENT AP_STOP
Soft-AP stop

enumerator WIFI_EVENT_AP_STACONNECTED

a station connected to Soft-AP

enumerator WIFI_EVENT_AP_STADISCONNECTED

a station disconnected from Soft-AP
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enumerator WIFI_EVENT_AP_PROBEREQRECVED

Receive probe request packet in soft-AP interface

enumerator WIFI_EVENT FTM_REPORT

Receive report of FTM procedure

enumerator WIFI_EVENT STA_BSS_RSSI_LOW
AP’s RSSI crossed configured threshold

enumerator WIFI_EVENT ACTION_TX_STATUS

Status indication of Action Tx operation

enumerator WIFI_EVENT_ROC_DONE

Remain-on-Channel operation complete

enumerator WIFI_EVENT STA_BEACON_TIMEOUT

Station beacon timeout

enumerator WIFI_EVENT_CONNECTIONLESS_MODULE_WAKE_INTERVAL_START

Connectionless module wake interval start

enumerator WIFI_EVENT_AP_WPS_RG_SUCCESS

Soft-AP wps succeeds in registrar mode

enumerator WIFI_EVENT AP_WPS_RG_FAILED

Soft-AP wps fails in registrar mode

enumerator WIFI_EVENT_AP_WPS_RG_TIMEOUT

Soft-AP wps timeout in registrar mode

enumerator WIFI_EVENT_AP_WPS_RG_PIN

Soft-AP wps pin code in registrar mode

enumerator WIFI_EVENT_AP_WPS_RG_PBC_OVERLAP

Soft-AP wps overlap in registrar mode

enumerator WIFI_EVENT ITWT SETUP
iTWT setup

enumerator WIFI_EVENT_ITWT_ TEARDOWN
iTWT teardown

enumerator WIFI_EVENT _ITWT_PROBE
iTWT probe

enumerator WIFI_EVENT_ITWT SUSPEND
iTWT suspend
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enumerator WIFI_EVENT TWT_WAKEUP
TWT wakeup

enumerator WIFI_EVENT_BTWT_SETUP
bTWT setup

enumerator WIFI_EVENT_BTWT_ TEARDOWN
bTWT teardown

enumerator WIFI_EVENT_NAN_ STARTED
NAN Discovery has started

enumerator WIFI_EVENT_NAN_ STOPPED
NAN Discovery has stopped

enumerator WIFI_EVENT_NAN_ SVC_MATCH

NAN Service Discovery match found

enumerator WIFI_EVENT_NAN REPLIED
Replied to a NAN peer with Service Discovery match

enumerator WIFI_EVENT_NAN RECEIVE

Received a Follow-up message

enumerator WIFI_EVENT_NDP_INDICATION
Received NDP Request from a NAN Peer

enumerator WIFI_EVENT_NDP_CONFIRM
NDP Confirm Indication

enumerator WIFI_EVENT_NDP_TERMINATED
NAN Datapath terminated indication

enumerator WIFI_EVENT_HOME_CHANNEL CHANGE

WiFi home channel change, doesn’t occur when scanning

enumerator WIFI_EVENT MAX
Invalid WiFi event ID

enumwifi_event_sta_wps_fail_reason_t
Argument structure for WIFI_EVENT_STA_WPS_ER_FAILED event

Values:

enumerator WPS_FAIL_REASON_NORMAL

WPS normal fail reason

enumerator WPS_FAIL_REASON_RECV_M2D
WPS receive M2D frame
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enumerator WPS_FAIL_REASON_RECV_DEAUTH
Recv deauth from AP while wps handshake

enumerator WPS_FAIL,_REASON_MAX

enumwifi_ftm_status_t

FTM operation status types.

Values:

enumerator FTM_STATUS_SUCCESS

FTM exchange is successful

enumerator FTM_STATUS_UNSUPPORTED
Peer does not support FTM

enumerator FTM_STATUS_CONF_REJECTED
Peer rejected FTM configuration in FTM Request

enumerator FTM_STATUS_NO_RESPONSE
Peer did not respond to FTM Requests

enumerator FTM_STATUS_FAIL

Unknown error during FTM exchange

enumerator FTM_STATUS_NO_VALID_MSMT

FTM session did not result in any valid measurements

enumerator FTM_STATUS_USER_TERM

User triggered termination

enum wps_fail_reason_t

Values:

enumerator WPS_AP_FAIL_REASON_NORMAL

WPS normal fail reason

enumerator WPS_AP_FAIL_REASON_CONFIG
WPS failed due to incorrect config

enumerator WPS_AP_FAIL_REASON_AUTH
WPS failed during auth

enumerator WPS_AP_FAIL_REASON_MAX

Header File

» components/wpa_supplicant/esp_supplicant/include/esp_eap_client.h
* This header file can be included with:
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’#include "esp_eap_client.h" ‘

 This header file is a part of the API provided by the wpa_supplicant component. To declare that your
component depends on wpa_supplicant, add the following to your CMakeLists.txt:

’REQUIRES wpa_supplicant ‘

or

’PRIV_REQUIRES wpa_supplicant ‘

Functions
esp_err_tesp_wifi_sta_enterprise_enable (void)

Enable EAP authentication(WiFi Enterprise) for the station mode.
This function enables Extensible Authentication Protocol (EAP) authentication for the Wi-Fi station mode.

When EAP authentication is enabled, the ESP device will attempt to authenticate with the configured EAP
credentials when connecting to a secure Wi-Fi network.

$&11: Before calling this function, ensure that the Wi-Fi configuration and EAP credentials (such as username
and password) have been properly set using the appropriate configuration APIs.

$Ey |
* ESP_OK: EAP authentication enabled successfully.
* ESP_ERR_NO_MEM: Failed to enable EAP authentication due to memory allocation
failure.

esp_err_tesp_wifi_sta_enterprise_disable (void)
Disable EAP authentication(WiFi Enterprise) for the station mode.
This function disables Extensible Authentication Protocol (EAP) authentication for the Wi-Fi station mode.

When EAP authentication is disabled, the ESP device will not attempt to authenticate using EAP credentials
when connecting to a secure Wi-Fi network.

5 1::  Disabling EAP authentication may cause the device to connect to the Wi-Fi network using other
available authentication methods, if configured using esp_wifi_set_config().

R
» ESP_OK: EAP authentication disabled successfully.
* ESP_ERR_INVALID_STATE: EAP client is in an invalid state for disabling.

esp_err_t esp_eap_client_set_identity (const unsigned char *identity, int len)
Set identity for PEAP/TTLS authentication method.

This function sets the identity to be used during PEAP/TTLS authentication.

¥
e identity -- [in] Pointer to the identity data.
* len -- [in] Length of the identity data (limited to 1~127 bytes).
B
* ESP_OK: The identity was set successfully.
* ESP_ERR_INVALID_ARG: Invalid argument (len <= 0 or len >= 128).
* ESP_ERR_NO_MEM: Memory allocation failure.

void esp_eap_client_clear_identity (void)
Clear the previously set identity for PEAP/TTLS authentication.
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This function clears the identity that was previously set for the EAP client. After calling this function, the EAP
client will no longer use the previously configured identity during the authentication process.

esp_err_t esp_eap_client_set_username (const unsigned char *username, int len)
Set username for PEAP/TTLS authentication method.

This function sets the username to be used during PEAP/TTLS authentication.

BH
* username -- [in] Pointer to the username data.
* len -- [in] Length of the username data (limited to 1~127 bytes).

B
* ESP_OK: The username was set successfully.
e ESP_ERR_INVALID_ARG: Failed due to an invalid argument (len <= 0 or len >= 128).
* ESP_ERR_NO_MEM: Failed due to memory allocation failure.
void esp_eap_client_clear_username (void)

Clear username for PEAP/TTLS method.
This function clears the previously set username for the EAP client.

esp_err_t esp_eap_client_set_password (const unsigned char *password, int len)
Set password for PEAP/TTLS authentication method.

This function sets the password to be used during PEAP/TTLS authentication.

S8
* password -- [in] Pointer to the password data.
* len -- [in] Length of the password data (len > 0).

Bl
» ESP_OK: The password was set successfully.
* ESP_ERR_INVALID_ARG: Failed due to an invalid argument (len <= 0).
* ESP_ERR_NO_MEM: Failed due to memory allocation failure.

void esp_eap_client_clear_password (void)

Clear password for PEAP/TTLS method.
This function clears the previously set password for the EAP client.

esp_err_t esp_eap_client_set_new_password (const unsigned char *new_password, int len)
Set a new password for MSCHAPV?2 authentication method.

This function sets the new password to be used during MSCHAPv2 authentication. The new password is
used to substitute the old password when an eap-mschapv2 failure request message with error code ER-
ROR_PASSWD_EXPIRED is received.

ZH
* new_password -- [in] Pointer to the new password data.
* len -- [in] Length of the new password data.

AL
* ESP_OK: The new password was set successfully.
* ESP_ERR_INVALID_ARG: Failed due to an invalid argument (len <= 0).
* ESP_ERR_NO_MEM: Failed due to memory allocation failure.

void esp_eap_client_clear_new_password (void)

Clear new password for MSCHAPv2 method.
This function clears the previously set new password for the EAP client.

esp_err_t esp_eap_client_set_ca_cert (const unsigned char *ca_cert, int ca_cert_len)
Set CA certificate for EAP authentication.

This function sets the Certificate Authority (CA) certificate to be used during EAP authentication. The CA
certificate is passed to the EAP client module through a global pointer.

¥
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* ca_cert -- [in] Pointer to the CA certificate data.
* ca_cert_len -- [in] Length of the CA certificate data.

Bl
* ESP_OK: The CA certificate was set successfully.
void esp_eap_client_clear_ca_cert (void)
Clear the previously set Certificate Authority (CA) certificate for EAP authentication.

This function clears the CA certificate that was previously set for the EAP client. After calling this function,
the EAP client will no longer use the previously configured CA certificate during the authentication process.

esp_err_t esp_eap_client_set_certificate_and_key (const unsigned char *client_cert, int
client_cert_len, const unsigned char
*private_key, int private_key_len, const
unsigned char *private_key_password, int
private_key_passwd_len)

Set client certificate and private key for EAP authentication.

This function sets the client certificate and private key to be used during authentication. Optionally, a private
key password can be provided for encrypted private keys.

Attention 1. The client certificate, private key, and private key password are provided as pointers to the
respective data arrays.
Attention 2. The client_cert, private_key, and private_key_password should be zero-terminated.

S8
e client_cert -- [in] Pointer to the client certificate data.
* client_cert_len -- [in] Length of the client certificate data.
* private_key -- [in] Pointer to the private key data.
* private_key_len -- [in] Length of the private key data (limited to 1~4096 bytes).
* private_key_password -- [in] Pointer to the private key password data (optional).
* private_key_passwd_len -- [in] Length of the private key password data (can be
0 for no password).
Bl
* ESP_OK: The certificate, private key, and password (if provided) were set successfully.
void esp_eap_client_clear_certificate_and_key (void)
Clear the previously set client certificate and private key for EAP authentication.
This function clears the client certificate and private key that were previously set for the EAP client. After
calling this function, the EAP client will no longer use the previously configured certificate and private key
during the authentication process.
esp_err_t esp_eap_client_set_disable_time_check (bool disable)
Set EAP client certificates time check (disable or not).

This function enables or disables the time check for EAP client certificates. When disabled, the certificates’
expiration time will not be checked during the authentication process.

Z¥ disable -- [in] True to disable EAP client certificates time check, false to enable it.
PEA ]
» ESP_OK: The EAP client certificates time check setting was updated successfully.
esp_err_t esp_eap_client_get_disable_time_check (bool *disable)
Get EAP client certificates time check status.
This function retrieves the current status of the EAP client certificates time check.
%% disable -- [out] Pointer to a boolean variable to store the disable status.
PEA ]

» ESP_OK: The status of EAP client certificates time check was retrieved successfully.
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esp_err_t esp_eap_client_set_ttls_phase2_method (esp_eap_tils_phase2_types type)
Set EAP-TTLS phase 2 method.

This function sets the phase 2 method to be used during EAP-TTLS authentication.

%4 type -- [in] The type of phase 2 method to be used (e.g., EAP, MSCHAPv2, MSCHAP,
PAP, CHAP).
B
* ESP_OK: The EAP-TTLS phase 2 method was set successfully.
esp_err_t esp_eap_client_set_suiteb_192bit_certification (bool enable)
Enable or disable Suite-B 192-bit certification checks.

This function enables or disables the 192-bit Suite-B certification checks during EAP-TLS authentication
Suite-B is a set of cryptographic algorithms which generally are considered more secure.

Z¥ enable -- [in] True to enable 192-bit Suite-B certification checks, false to disable it.
PEA ]
» ESP_OK: The 192-bit Suite-B certification checks were set successfully.

esp_err_t esp_eap_client_set_pac_f£file (const unsigned char *pac_file, int pac_file_len)
Set the PAC (Protected Access Credential) file for EAP-FAST authentication.

EAP-FAST requires a PAC file that contains the client’s credentials.

Attention 1. For files read from the file system, length has to be decremented by 1 byte.
Attention 2. Disabling the ESP_WIFI_MBEDTLS_TLS_CLIENT config is required to use EAP-FAST.

S

e pac_file -- [in] Pointer to the PAC file buffer.

* pac_file_len -- [in] Length of the PAC file buffer.
B

e ESP_OK: The PAC file for EAP-FAST authentication was set successfully.

esp_err_t esp_eap_client_set_fast_params (esp_eap_fast_config config)
Set the parameters for EAP-FAST Phase 1 authentication.

EAP-FAST supports Fast Provisioning, where clients can be authenticated faster using precomputed keys
(PACQ). This function allows configuring parameters for Fast Provisioning.

Attention 1. Disabling the ESP_WIFI_MBEDTLS_TLS_CLIENT config is required to use EAP-FAST.

%% config -- [in] Configuration structure with Fast Provisioning parameters.

B m
* ESP_OK: The parameters for EAP-FAST Phase 1 authentication were set successfully.

esp_err_t esp_eap_client_use_default_cert_bundle (bool use_default_bundle)
Use the default certificate bundle for EAP authentication.

By default, the EAP client uses a built-in certificate bundle for server verification. Enabling this option allows
the use of the default certificate bundle.

%#( use_default_bundle -- [in] True to use the default certificate bundle, false to use a
custom bundle.

B
* ESP_OK: The option to use the default certificate bundle was set successfully.
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Structures

struct esp_eap_fast_config

Configuration settings for EAP-FAST (Extensible Authentication Protocol - Flexible Authentication via Secure
Tunneling).

This structure defines the configuration options that can be used to customize the behavior of the EAP-FAST
authentication protocol, specifically for Fast Provisioning and PAC (Protected Access Credential) handling.

Public Members

int fast_provisioning
Enable or disable Fast Provisioning in EAP-FAST (0 = disabled, 1 = enabled)

int fast_max_pac_list_len

Maximum length of the PAC (Protected Access Credential) list

bool fast_pac_format_binary
Set to true for binary format PAC, false for ASCII format PAC

Enumerations
enum esp_eap_ttls_phase2_types
Enumeration of phase 2 authentication types for EAP-TTLS.

This enumeration defines the supported phase 2 authentication methods that can be used in the EAP-TTLS
(Extensible Authentication Protocol - Tunneled Transport Layer Security) protocol for the second authentica-
tion phase.

Values:

enumerator ESP_EAP_TTLS_PHASE2_ EAP
EAP (Extensible Authentication Protocol)

enumerator ESP_EAP_TTLS_PHASE2_ MSCHAPV2
MS-CHAPvV2 (Microsoft Challenge Handshake Authentication Protocol - Version 2)

enumerator ESP_EAP_TTLS_PHASE2_ MSCHAP
MS-CHAP (Microsoft Challenge Handshake Authentication Protocol)

enumerator ESP_EAP_TTLS_PHASE2_PAP
PAP (Password Authentication Protocol)

enumerator ESP_EAP_TTLS_PHASE2_CHAP
CHAP (Challenge Handshake Authentication Protocol)

Header File

e components/wpa_supplicant/esp_supplicant/include/esp_wps.h
¢ This header file can be included with:

#include "esp_wps.h"
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* This header file is a part of the API provided by the wpa_supplicant component. To declare that your
component depends on wpa_supplicant, add the following to your CMakeLists.txt:

’REQUIRES wpa_supplicant ‘

or

’PRIV_REQUIRES wpa_supplicant ‘

Functions
esp_err_t esp_wifi_wps_enable (const esp_wps_config_t *config)

Enable Wi-Fi WPS function.

%% config --: WPS config to be used in connection

P[]
e ESP_OK : succeed
* ESP_ERR_WIFI_WPS_TYPE : wps type is invalid
« ESP_ERR_WIFI_WPS_MODE : wifi is not in station mode or sniffer mode is on
* ESP_FAIL : wps initialization fails

esp_err_t esp_wifi_wps_disable (void)
Disable Wi-Fi WPS function and release resource it taken.

PEA ]
e ESP_OK : succeed
« ESP_ERR_WIFI_WPS_MODE : wifi is not in station mode or sniffer mode is on

esp_err_t esp_wifi_wps_start (int timeout_ms)
Start WPS session.

Attention WPS can only be used when station is enabled. WPS needs to be enabled first for using this API.

%% timeout_ms -- : deprecated: This argument’s value will have not effect in functionality
of API. The argument will be removed in future. The app should start WPS and register for
WIFI events to get the status. WPS status is updated through WPS events. See wifi_event_t
enum for more info.

B

ESP_OK : succeed

ESP_ERR_WIFI_WPS_TYPE : wps type is invalid
ESP_ERR_WIFI_WPS_MODE : wifi is not in station mode or sniffer mode is on
ESP_ERR_WIFI_WPS_SM : wps state machine is not initialized

ESP_FAIL : wps initialization fails

esp_err_t esp_wifi_ap_wps_enable (const esp_wps_config_t *config)
Enable Wi-Fi AP WPS function.

Attention WPS can only be used when softAP is enabled.

%% config -- wps configuration to be used.
B
e ESP_OK : succeed
* ESP_ERR_WIFI_WPS_TYPE : wps type is invalid
e ESP_ERR_WIFI_WPS_MODE : wifi is not in station mode or sniffer mode is on
» ESP_FAIL : wps initialization fails
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esp_err_tesp_wifi_ap_wps_disable (void)
Disable Wi-Fi SoftAP WPS function and release resource it taken.
R
e ESP_OK : succeed
e ESP_ERR_WIFI_WPS_MODE : wifi is not in station mode or sniffer mode is on

esp_err_t esp_wifi_ap_wps_start (const unsigned char *pin)
WPS starts to work.

Attention WPS can only be used when softAP is enabled.

%4 pin -- : Pin to be used in case of WPS mode is pin. If Pin is not provided, de-
vice will use the pin generated/provided during esp_wifi_ap_wps_enable() and reported in
WIFI_EVENT_AP_WPS_RG_PIN

B

* ESP_OK : succeed

* ESP_ERR_WIFI_WPS_TYPE : wps type is invalid

e« ESP_ERR_WIFI_WPS_MODE : wifi is not in station mode or sniffer mode is on
* ESP_ERR_WIFI_WPS_SM : wps state machine is not initialized

» ESP_FAIL : wps initialization fails

Structures

struct wps_factory_information_t

Structure representing WPS factory information for ESP device.

This structure holds various strings representing factory information for a device, such as the manufacturer,
model number, model name, and device name. Each string is a null-terminated character array. If any of the

strings are empty, the default values are used.

Public Members

char manufacturer[WPS_MAX_MANUFACTURER_LEN]

Manufacturer of the device. If empty, the default manufacturer is used.

char model_number[WPS_MAX MODEL_NUMBER_LEN]

Model number of the device. If empty, the default model number is used.

char model_name[WPS_MAX_MODEL_NAME_LEN]

Model name of the device. If empty, the default model name is used.
char device_name[WPS_MAX_DEVICE_NAME_LEN]
Device name. If empty, the default device name is used.

struct esp_wps_config t

Structure representing configuration settings for WPS (Wi-Fi Protected Setup).

This structure encapsulates various configuration settings for WPS, including the WPS type (PBC or PIN),
factory information that will be shown in the WPS Information Element (IE), and a PIN if the WPS type is set

to PIN.
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Public Members

wps_type_t wps_type
The type of WPS to be used (PBC or PIN).

wps_factory_information_t factory_info

Factory information to be shown in the WPS Information Element (IE). Vendor can choose to display
their own information.

char pin[PIN_LEN]
WPS PIN (Personal Identification Number) used when wps_type is set to WPS_TYPE_PIN.

Macros

ESP_ERR_WIFI_REGISTRAR
WPS registrar is not supported

ESP_ERR_WIFI_WPS_TYPE
WPS type error

ESP_ERR_WIFI_WPS_SM
WPS state machine is not initialized

WPS_MAX_ MANUFACTURER_LEN

Maximum length of the manufacturer name in WPS information

WPS_MAX_MODEL_NUMBER_LEN

Maximum length of the model number in WPS information

WPS_MAX_MODEL_NAME_LEN

Maximum length of the model name in WPS information

WPS_MAX_DEVICE_NAME_LEN
Maximum length of the device name in WPS information

PIN_LEN
The length of the WPS PIN (Personal Identification Number).

WPS_CONFIG_INIT_DEFAULT (type)
Initialize a default WPS configuration structure with specified WPS type.
This macro initializes a esp_wps_config_t structure with default values for the specified WPS type. It

sets the WPS type, factory information (including default manufacturer, model number, model name, and
device name), and a default PIN value if applicable.

S
* type -- The WPS type to be used (PBC or PIN).
R An initialized esp_wps_config_t structure with the specified WPS type and default
values.

Type Definitions

typedef enum wps_type wps_type_t
Enumeration of WPS (Wi-Fi Protected Setup) types.
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Enumerations
enum wps_type
Enumeration of WPS (Wi-Fi Protected Setup) types.

Values:

enumerator WPS_TYPE_DISABLE
WPS is disabled

enumerator WPS_TYPE_PBC
WPS Push Button Configuration method

enumerator WPS_TYPE_PIN
WPS PIN (Personal Identification Number) method

enumerator WPS_TYPE_MAX

Maximum value for WPS type enumeration

Header File

e components/wpa_supplicant/esp_supplicant/include/esp_rrm.h
* This header file can be included with:

’#include "esp_rrm.h" ‘

 This header file is a part of the API provided by the wpa_supplicant component. To declare that your
component depends on wpa_supplicant, add the following to your CMakeLists.txt:

’REQUIRES wpa_supplicant ‘

or

’PRIV_REQUIRES wpa_supplicant ‘

Functions
int esp_rrm_send_neighbor_rep_request (neighbor_rep_request_cb cb, void *cb_ctx)

Send Radio measurement neighbor report request to connected AP.

S8
* cb -- callback function for neighbor report
* cb_ctx -- callback context

Bl
* 0: success
* -1: AP does not support RRM
* -2: station not connected to AP

bool esp_rrm_is_rrm_supported_connection (void)

Check RRM capability of connected AP.
R m
* true: AP supports RRM
* false: AP does not support RRM or station not connected to AP

Type Definitions

Espressif Systems 420 Release v5.2.3
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v5.2.3/components/wpa_supplicant/esp_supplicant/include/esp_rrm.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C2

Chapter 2. APl &%

typedef void (*neighbor_rep_request_cb)(void *ctx, const uint8_t *report, size_t report_len)
Callback function type to get neighbor report.

Param ctx neighbor report context
Param report neighbor report
Param report_len neighbor report length
Return

* void

Header File

* components/wpa_supplicant/esp_supplicant/include/esp_wnm.h
* This header file can be included with:

’#include "esp_wnm.h" ‘

¢ This header file is a part of the API provided by the wpa_supplicant component. To declare that your
component depends on wpa_supplicant, add the following to your CMakeLists.txt:

’REQUIRES wpa_supplicant ‘

or

’PRIV_REQUIRES wpa_supplicant ‘

Functions
int esp_wnm_send_bss_transition_mgmt_query (enum bmm_query_reason query_reason, const char
*btm_candidates, int cand_list)

Send bss transition query to connected AP.

BH
* query_reason -- reason for sending query
* btm_candidates -- btm candidates list if available
* cand_list -- whether candidate list to be included from scan results available in sup-
plicant’s cache.

* 0: success

e -1: AP does not support BTM

-2: station not connected to AP

bool esp_wnm_is_btm_supported_connection (void)

Check bss trasition capability of connected AP.

R
* true: AP supports BTM
* false: AP does not support BTM or station not connected to AP

Enumerations

enum btm_query_reason

enum btm_query_reason: Reason code for sending btm query

Values:

enumerator REASON_UNSPECIFIED

enumerator REASON_FRAME_LOSS
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enumerator REASON_DELAY

enumerator REASON_ BANDWIDTH

enumerator REASON__LOAD_BALANCE

enumerator REASON_RSST

enumerator REASON_ RETRANSMISSIONS

enumerator REASON_INTERFERENCE

enumerator REASON_GRAY_ZONE

enumerator REASON_PREMIUM AP

Header File

e components/wpa_supplicant/esp_supplicant/include/esp_mbo.h
¢ This header file can be included with:

’ #include "esp_mbo.h" ‘

 This header file is a part of the API provided by the wpa_supplicant component. To declare that your
component depends on wpa_supplicant, add the following to your CMakeLists.txt:

’REQUIRES wpa_supplicant ‘

or

’PRIV_REQUIRES wpa_supplicant ‘

Functions
int esp_mbo_update_non_pref_chan (struct non_pref_chan_s *non_pref_chan)

Update channel preference for MBO IE.
%% non_pref_chan -- Non preference channel list
]|

¢ 0: success else failure

Structures

struct non_pref_chan

Structure representing a non-preferred channel in a wireless network.

This structure encapsulates information about a non-preferred channel including the reason for its non-
preference, the operating class, channel number, and preference level.

Public Members

enum non_pref_chan_reason reason

Reason for the channel being non-preferred
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uint8_t oper_class

Operating class of the channel

uint8_t chan

Channel number

uint8_t preference

Preference level of the channel
struct non_pref_chan_s
Structure representing a list of non-preferred channels in a wireless network.

This structure encapsulates information about a list of non-preferred channels including the number of non-
preferred channels and an array of structures representing individual non-preferred channels.

Public Members

size_t non_pref_chan_num

Number of non-preferred channels in the list

struct non_pref_chan chanl]

Array of structures representing individual non-preferred channels

Enumerations
enum non_pref_ chan_reason
Enumeration of reasons for a channel being non-preferred in a wireless network.

This enumeration defines various reasons why a specific channel might be considered non-preferred in a wireless
network configuration.

Values:

enumerator NON_PREF_CHAN_REASON_UNSPECIFIED

Unspecified reason for non-preference

enumerator NON_PREF_CHAN_REASON_RSSI
Non-preferred due to low RSSI (Received Signal Strength Indication)

enumerator NON_PREF_CHAN_REASON_EXT_INTERFERENCE

Non-preferred due to external interference

enumerator NON_PREF_CHAN_REASON_INT_INTERFERENCE

Non-preferred due to internal interference
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Header File

* components/wpa_supplicant/esp_supplicant/include/esp_dpp.h
* This header file can be included with:

’#include "esp_dpp.h" ‘

 This header file is a part of the API provided by the wpa_supplicant component. To declare that your
component depends on wpa_supplicant, add the following to your CMakeLists.txt:

’REQUIRES wpa_supplicant ‘

or

’PRIV_REQUIRES wpa_supplicant ‘

Functions
esp_err_t esp_supp_dpp_init (esp_supp_dpp_event_cb_t evt_cb)

Initialize DPP Supplicant.

Starts DPP Supplicant and initializes related Data Structures.

return
e ESP OK: Success
o ESP_FAIL: Failure
%% evt_cb -- Callback function to receive DPP related events

void esp_supp_dpp_deinit (void)
De-initalize DPP Supplicant.

Frees memory from DPP Supplicant Data Structures.
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esp_err_t esp_supp_dpp_bootstrap_gen (const char *chan_list, esp_supp_dpp_bootstrap_t type, const
char *key, const char *info)

Generates Bootstrap Information as an Enrollee.

Generates Out Of Band Bootstrap information as an Enrollee which can be
used by a DPP Configurator to provision the Enrollee.

* chan_1list -- List of channels device will be available on for listening
* type -- Bootstrap method type, only QR Code method is supported for now.
* key -- (Optional) 32 byte Raw Private Key for generating a Bootstrapping Public Key
* info -- (Optional) Ancilliary Device Information like Serial Number
R
* ESP_OK: Success
e ESP_FAIL: Failure

esp_err_t esp_supp_dpp_start_listen (void)
Start listening on Channels provided during esp_supp_dpp_bootstrap_gen.

Listens on every Channel from Channel List for a pre-defined wait time.

B

ESP_OK: Success

e ESP_FAIL: Generic Failure

ESP_ERR_INVALID_STATE: ROC attempted before WiFi is started
ESP_ERR_NO_MEM: Memory allocation failed while posting ROC request

void esp_supp_dpp_stop_listen (void)

Stop listening on Channels.

Stops listening on Channels and cancels ongoing listen operation.

Macros
ESP_DPP_AUTH_TIMEOUT_SECS

ESP_ERR_DPP_FAILURE

Generic failure during DPP Operation

ESP_ERR_DPP_TX_FAILURE
DPP Frame Tx failed OR not Acked

ESP_ERR_DPP_INVALID_ATTR
Encountered invalid DPP Attribute

ESP_ERR_DPP_AUTH_TIMEOUT

DPP Auth response was not recieved in time

Type Definitions

typedef enum dpp_bootstrap_type esp_supp_dpp_bootstrap_t
Types of Bootstrap Methods for DPP.
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typedef void (*esp_supp_dpp_event_cb_t)(esp_supp_dpp_event_t evt, void *data)

Callback function for receiving DPP Events from Supplicant.

Callback function will be called with DPP related information.

Param evt DPP event ID
Param data Event data payload

Enumerations
enum dpp_bootstrap_type
Types of Bootstrap Methods for DPP.

Values:

enumerator DPP_BOOTSTRAP_QR_CODE
QR Code Method

enumerator DPP_ BOOTSTRAP_PKEX
Proof of Knowledge Method

enumerator DPP_ BOOTSTRAP_NFC_URI
NFC URI record Method

enum esp_supp_dpp_event_t
Types of Callback Events received from DPP Supplicant.

Values:

enumerator ESP_SUPP_DPP_URI_READY
URI is ready through Bootstrapping

enumerator ESP_SUPP_DPP_CFG_RECVD

Config received via DPP Authentication

enumerator ESP_SUPP_DPP_FAIL
DPP Authentication failure
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ME—FRIIAF (OUD), H IEEE I G =AY, WL OUl (A EIRLE . A 5% ESP-IDF EP
1 MAC HBhE RS B, 52 ILMAC 3bak e,

et iy, BRI 0 BRI MAC Mtk 5 At Zenh X

JORKPE KRBT BRI 2 55, WIRHE <= 1500 (Hakl), WRZFBONKETFBE, 5 s
éﬁ?%]ﬁﬂ@ﬂﬁﬁﬁiﬁ%i; AR >= 1536, M%7 BfH2n 5 S8l U m iy il DA M%7 B
LA -

» IPv4 = 0800H

» IPv6 = 86DDH

* ARP = 0806H

(T LA W 25 19 1 A DACKS e 7 B C B R B2 B RTIT, %16 ELIR O 1M (IP) B i ik g A # st
(ARP) EHUR I AR T, FEA B G, IR I3 Bl B P SO R SCAaE 24 32

Bl AT B AR P B A KB, KM 0 2] 1500 “FH7ASE . SR ER S
PR S A A s T B K 22 B A K I 4 i 2257

WA 7 Bt S & P, A TP i .

BUse Btk S 41 (FCS) - HFe 7 Bod— Ml 2R KR 7 B Bl RGN, K inE e B A
1 /2 IEEE 802.3 MMM 2K

PAK PR ELF) DAL SAL 2RI Bl A SR MR S 7 B P AU /N 60 7345 I BTy 4 717
FCS 7B, MlitlryRIEMAUA/NT 64 577 WREHA R 7 BUNT 46 77, WIFRZm_E— MK
T B

Wik 5 517 B (FCS) KBZH 4 775, Hp & —MrledrifEry 32 fi CRC, % CRC Z2Hi{i DA, SA,

HAL A AR 7 B R % I CRC (b, WRPRIERE 2 F AL — M
i) CRC AT k. A0, 5 b AL R4 i CRC H-1F G AL g X

WHAT, P H 8 ok K IRIE 7 BONl CRC 5B, PRI P73 AT DATE e i i B Wi Iy i
EMAC H 3 Bl Eeik. 2R, SEAR AR, B Bl CRC FBRFR S A X L, 40
RTEHWE, TSR DA E T T PEAL

ik B 7 _EIRREAREEDT, £ 10/100 Mbps DA M H b A AR LAY ISR Sl il VLAN Arid
. ESP-IDF A SZRFX PRl ,

Bl¥E MAC fI PHY  PUKMIIKSh2% iR 415 : MAC #1 PHY
RYEAR M, 5555 %8 MAC #l PHY Bt B0 S50, ol il W 58 AR Sh AR P il 20255 .
MAC WA KRB E R PAFfEet h_mac_config_t k3|, HMARMHE:

e eth_mac_config t::sw_reset_timeout_ms: BN HEIE, BACHZER, #E, MAC
SEALNAE 100 ms P58

* eth_mac_config t::rx_task_stack_size feth_mac_config_t::rx_task_prio:
?j/lc?*acé KB 2L T TR SR AL BAE ABERAL, XA ST T3 B AT 55 B A R/ VR

e

* eth_mac_config t::flags: $§& MAC IKF W SCHFASNIRE, JUHE T3 LRk i Ot o
AT B E SRS PA ETH_MAC_FLAG_ NI 34T OR 1258, filan, 40k MAC BK3) W AE
SIS HIE TAE, A NESEHETH MAC_FLAG_WORK_WITH CACHE_DISABLE BlE X7
Bt
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PHY W KA E A PAfEet h_phy_config t HkF|, HAMEE:

e eth_phy_config_ t::phy_addr: [A—4 SMI G2k 'Rl DAFFAEL A PHY 3645, FrPAHE D3N 4%
A~ PHY 3450 Berfe—ihl . 5, XAHbERAERE ARt E , @ Hs /A G —LE PHY strapping
BHRECE A . RIEAF LUK T &, PIECE(E N 0 3] 15, TR, i SMI gk FUg—
ASPHY 4%, FHZ(ERCEN -1, BIRTEEREhART H skl PHY Hidik.

e eth_phy_config t::reset_timeout_ms: E/FBIME, B{MNZFR. #E, PHY B/ NWATE
100 ms N 5ERK .

* eth_phy_config t::autonego_timeout_ms: H i BIE, BN hZR . PARMIRSNFE
?g%rﬁﬁﬁ%% DA T s AT, DA s SR AR o I o B T L B Al | PHYY

e eth_phy_config_t::reset_gpio_num: {IRIF KM [FEEE PHY &0 & MiER: £ T % GPIO
B, WEAZ BT . A, BCEC -1,

ESP-IDF ¥£ % ETH _MAC_DEFAULT_CONFIG MIETH_PHY DEFAULT_CONFIG H 5 MAC #l PHY #24t7T
ERIAFLE

Gl MAC 1l PHY SEf1 DAKIER Sl AT ) X6 52 10 1 S CSE B . % MAC 1 PHY (4T A R /EAR Y B
T2,

SPI-Ethernet Eibj

eth_mac_config_t mac_config = ETH_MAC_DEFAULT_CONFIG () ; // K BRGA Wy B H MACL
.

eth_phy_config_t phy_config = ETH_PHY_DEFAULT_CONFIG(); // MR BINW PHY BE
phy_config.phy_addr = CONFIG_EXAMPLE_ETH_PHY_ ADDR; /) REFEBE W E Ho
< PHY M 3t

phy_config.reset_gpio_num = CONFIG_EXAMPLE_ETH_PHY RST_GPIO; // ¥ % il T PHY.
— & fL # GPIO
// %% GPIO H Wi R % (H % SPI-Ethernet %3 4 & By i 3 )
gpio_install_isr_service(0);
// BE SPI K%
spi_device_handle_t spi_handle = NULL;
spi_bus_config_t buscfg = {
.miso_io_num = CONFIG_EXAMPLE_ETH_SPI_MISO_GPIO,
.mosi_io_num = CONFIG_EXAMPLE_ETH_SPI_MOSI_GPIO,
.sclk_io_num = CONFIG_EXAMPLE_ETH_SPI_SCLK_GPIO,
.quadwp_io_num = -1,
.quadhd_io_num = -1,
bi
ESP_ERROR_CHECK (spi_bus_initialize (CONFIG_EXAMPLE_ETH_SPI_HOST, &buscfg, 1));
// BE SPT AL E %
spi_device_interface_config_t spi_devcfg = {
.mode = 0,
.clock_speed_hz = CONFIG_EXAMPLE_ETH_SPI_CLOCK_MHZ * 1000 * 1000,
.spics_io_num = CONFIG_EXAMPLE_ETH_SPI_CS_GPIO,
.queue_size = 20
bi
/* dm9051 ethernet driver is based on spi driver */
eth_dm9051_config_t dm9051_config = ETH_DM9051_DEFAULT_CONFIG(CONFIG_EXAMPLE_ETH_
—SPI_HOST, é&spi_devcfqg);
dm9051_config.int_gpio_num = CONFIG_EXAMPLE_ETH_SPI_INT_GPIO;
esp_eth_mac_t *mac = esp_eth_mac_new_dm9051 (&dm9051_config, &mac_confiqg);
esp_eth_phy_t *phy = esp_eth_phy_new_dm9051 (&phy_config);

ik
* 4% SPI-Ethernet 53 ({5 411 DM9051) €] MAC F1 PHY SEBIRS, B T PHY @42 iAE R vy, R
T 0 S 91 60) 22 pR B0 i 2R TR R — 2 (BN esp_eth_mac_new_dm9051 il esp_eth_phy_new_dm9051
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FERCHEA ) o
o BRI B PAK AR B, B S T R RFE PCB Y SPI I, SPI ML A AL (RD
spi_device_interface_config_t) TIREMGA NI . FAKTC E A BB A S ESP-IDF Hf) R

BRI %Miﬁlﬁl%ﬁﬁ]&ﬁ?" H45E MAC fI PHY 56|, HfAfEesp_eth_config t FLE—
BEESMN R GO T (R T MAC B PHY fY3E551) -

e esp_eth_config t::mac: H MAC 4 #8620 H) (filhl esp_eth_mac_new_esp32() ).
e esp_eth_config t::phy: H PHY A #$6I2MER (flillesp_eth_phy _new ipl01()).
e esp_eth_config t::check_link_period_ms: PAKMIKENRFS B HEERS EN A E
IR A RIS BT B TIRE R E], BAChERD.
. eSp_eth_conflg_t:-'stack_inputi TER ZE0W DAK I R 57 I v, SRS #5422 0 PAK )
Wi Z B3 B2 (W TCP/IP £ ) . ZRRLHE, % BCA I AL AL AW K%, W] DAYE L KBl e
ﬁ?f, @it Bi#esp_eth_update_input_path () BWHAFE. %T B HAEZAT AR P HER
ik
. esp eth_config t::on_lowlevel_init_doneflesp_eth_config t::on_lowlevel_deinit_done:

XA FEBH TS TR, LRI SRR R RNRE i, 28 B4 1 R4
ESP-IDF {E%2ETH_DEFAULT_CONFIG W R4 aR g 4 it 7 — B .

esp_eth_config_t config = ETH_DEFAULT_CONFIG(mac, phy); // & Ji % i\ Ik 277 )7 i E
esp_eth_handle_t eth_handle = NULL; // W3 £ JF7 % % % ® )7, ’[ BEREF N AN
esp_eth_driver_install (sconfig, seth_handle); // % 3 Wz 42 )

AR PR B A7 (35 S PRARBI R, AU 2 [ JH P 5 ] S Ay ) B i . e ARl A
ZHI, FEEE SRR AR FR MR EZER, WEHF TR,

/o DRMEHRHEHRLERTF </
static void eth_event_handler(void *arg, esp_event_base_t event_base,
int32_t event_id, void *event_data)

{
uint8_t mac_addr[6] = {0};
/TN EEREEFRBUNRMB S A
esp_eth_handle_t eth_handle = *(esp_eth_handle_t *)event_data;

switch (event_id) {
case :
esp_eth_ioctl (eth_handle, ETH_CMD_G_MAC_ADDR, mac_addr);
ESP_LOGI (TAG, "Ethernet Link Up");
ESP_LOGI (TAG, "Ethernet HW Addr %02x:%02x:%02x:%02x:%02x:%02x",
mac_addr[0], mac_addr[1], mac_addr[2], mac_addr[3], mac_
—addr[4], mac_addr[5]);
break;
case :
ESP_LOGI (TAG, "Ethernet Link Down");
break;
case :
ESP_LOGI (TAG, "Ethernet Started");
break;
case :
ESP_LOGI (TAG, "Ethernet Stopped");
break;
default:
break;
}
}

esp_event_loop_create_default (); // Al #Z# — /M & J5 & & 47 M %k = 48 31
esp_event_handler_register (ETH_EVENT, ESP_EVENT_ANY_ID, &eth_event_handler, NULL);.
~// EMKMEHLEREF (fﬂ ’ff%ai link up/down..

L. 4 o2 pbud  4hH Ah o g PR b e £ g R FREED
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(£ L0

BV a Ry KRR m, AT ASE BRI AK R .

™

esp_eth_start (eth_handle); // E # WL A M 2K 3 £ 7 4k & 1L

AR 52 TCPAP il BUfE, PAKMIKSIRR P A5 iaedl . EXTR OSI (FFilal R4t g
) kE, HAIMBARRIETSE )2 (RIEUREEE)Z) . XEWRE nl AR 2 link up/down S, K15
FrasIa] ) MAC #ithl, {HICYESRAS IP Mkl , 245RMJ0: &% HTTP 3K . ESP-IDF H i 1Y) TCP/IP 3
e LwIP, % LwlP IWHEZ(5H, WS %LwIP.

R LAK M SRR fy 3442 22 TCP/IP PpislAk, fREDAT =2

L S DA W B Sy ) e o 2% 2 1
2. R 24 1 R R B DAK M BKEh AR
3. YR IP SR BERR

B xRMEEOMNEZE S, 1555 Network Interface .,

/** IP_EVENT ETH GOT_IP W EH A HEREL)F */
static void got_ip_event_handler (void *arg, esp_event_base_t event_base,
int32_t event_id, wvoid *event_data)

{

ip_event_got_1ip_t *event = (ip_event_got_ip_t *) event_data;
const esp_netif_ip_info_t *ip_info = &event->ip_info;
ESP_LOGI (TAG, "Ethernet Got IP Address");

(
ESP_LOGT (TAG, "~~~rn~n~nn ") ;
ESP_LOGI (TAG, "ETHIP:" IPSTR, IP2STR(&ip_info->ip));
(
(
(

ESP_LOGI (TAG, "ETHMASK:" IPSTR, IP2STR(&ip_info->netmask));
ESP_LOGI (TAG, "ETHGW:" IPSTR, IP2STR(&ip_info->gw));
ESP_LOGI (TAG, "~~~~~~mm~nn~ "y ;

}

esp_netif_init ()); // MW TCP/IP M4 (AR ARF T ENHEAH—K)
esp_netif_config_t cfg = ESP_NETIF_DEFAULT_ETH(); // M J DL A W & 20 W % 3 0 i &
esp_netif_t *eth_netif = esp_netif_new(&cfqg); // H DL A W 23 12 7 6] 2 § 4% 4 o

esp_netif_attach(eth_netif, esp_eth_new_netif_glue(eth_handle)); //_

KU RN EEE TCP/IP WAk

esp_event_handler_register (IP_EVENT, IP_EVENT_ETH_GOT_IP, &got_ip_event_handler, .
oNULL); // EMA P EXW IP EHALEREF

esp_eth_start (eth_handle); // /& 3 bL A W 98 35 42 J7 ok A& 4L

Bl MRS A AR YRS 25 152 1 BRI aa A 5 T SCR RACK /TP S AR
Fe, QU AT A B PP A R SR B AR W SRS AR i frefe— 25 o IORE ] DA PR DAK I SR B A
a2 R S AT AR TP S5, T BRUEAE AT P SCRY AR BERE RPN, R GEAL T HUUPRAS

VOSSR R il DATR DIRE R SCRAE 2 AR R SRS AR e JE TR o

o KPPAKMIKSFET . esp_eth_stop ()
o FEHPAKEIE M ABKIE: esp_eth_update_input_path ()
o FRBUVREVAKMIRSNFRF I NE: esp_eth_ioctl ()

/* KB MAC Hdk */
uint8_t mac_addr[6];

CF IR
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memset (mac_addr, 0, sizeof (mac_addr));

esp_eth_ioctl (eth_handle, ETH_CMD_G_MAC_ADDR, mac_addr);

ESP_LOGI (TAG, "Ethernet MAC Address: %02x:%02x:%02x:%02x:%02x:%02x",
mac_addr[0], mac_addr[1l], mac_addr[2], mac_addr[3], mac_addr[4], mac_

—addr[5]);

/* Bl PHY H 3t */

int phy_addr = -1;

esp_eth_ioctl (eth_handle, ETH_CMD_G_PHY_ ADDR, &phy_addr);
ESP_LOGI (TAG, "Ethernet PHY Address: %d", phy_addr);

Bl sl 32 RAM RUNRRT, FEMZHEEIS, MCU b i) UK GE & (AR AL HEA FRECR YT, %%
U PR RS A% S L T RE R T < S AR AR T o RACK I Bt o422 AL ) PR B AT s i) A a8 05 K
7, BORE L, RGO b XA e B, Z%miE e IEEE 802.3x .
EPAE IR —FREFIRA AR T, T #5785 <, 2 EtherType BN 028808, 2 il #AFi5l 020001
AT E N A TARAER AT A W] AR IR RS0, 24795 A B S B 1 o — i, B RE—E
f5MiE] 48 (7 AY AR AR HuhE 01-80-C2-00-00-01, EFFMid LU FH I KRB MR B, DABG 159
BAop kit , ERTERIMN 0 3] 65535,

AR PAR M IRSIRE Y 5, B e fl o Be AR A, R DATE R AR J7 30 B 2 i -

bool flow_ctrl_enable = true;
esp_eth_ioctl (eth_handle, ETH_CMD_S_FLOW_CTRL, &flow_ctrl_enable);

bR, BEWURTE A SR h PHY Fxha8an A A Y SRR A I SRR iy, PAKK
YRBNRE A & KA RTA5EL

N3 R
o DIKMIFEAS/RI: ethernet/basic
o DA iperf 75f5l . ethernet/iperf
o DKM | Wi-Fi AP “B&i#%”: network/eth2ap
o Wi-Fi station Z| DA “MI#F”: network/sta2eth

REEIBORFIHLIE T PAKM - protocols

BRI

Mo 0 PHY WiZh Rty HAria EEA 2 % PHY HHE st KRB RIS 414 . ESP-IDF HlE KR4
FPHY ()7, (Rl TOra . DhaE. BEAFSE I, A b ek g B — kR S BR e oK A 7

4 1E IEEE 802.3 £} 22.2.4 4 BIN ET 70 % EMAC Ml PHY 2 [A] A B AT T A iAo %3500 LT
I MILA B 17 LT, 4200 PHY AEE PHY PIRES, € LT — 41V B R I HLE A AT
N SERIEYE . BN RTICE S . fE ESP-IDF w | IXIUELAH) A B I BE J& 1 esp_eth/src/esp_eth_phy_802_3.c
SR, X KPRAR T GBI H E L PHY SR SRS .

ik T8 PHY 5 0T AER7F £ IEEE 8023 43 22.2.4 WHOHLSE, FiOAF & /L8 PHY Hca -0
R, WA RO, AKIFATAGIZE (5 X PHY BEEIARRs, SR I T % AT SLFFAr i PHY
AEHLEIAE, XA N

ESP-IDF ) 3R 342 R 7 A5 19 K 264> PHY BT BEHS L B AE esp_eth/sre/esp_eth_phy 802 3.c i, A
SEXFT AR LI, 0] B AR A [t I S L A BT

o HERRAS. BTSSR A R RO b
s BRRIGA . BVREATAAE AR BR G, RRERT EE S, DABR BRI A 245 A U RS
o R AR RERC A
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G A S PHY SRZN R D5k :

Lo MR PHY B T, & X4 XYW EENRA R =60 i#E 2L
esp_eth/src/esp_eth_phy_ip101.c,
2. MERATAER PHY RIS G5 E A, 45
o W B /D414 IBEE 802.3 phy_802_3_t X%
o W % {0 & 3 #F 4F IEEE 8023 = H E X T BE B % B WA AL B R B 2 L
esp_eth/src/esp_eth_phy_ksz80xx.c.
3. 8 SCEEREE P i A B R Eh B
4. ¥4k TEEE 802.3 KT R T/ BB A8 AR 2 4 B Il R S g

SEHHTH o L PHY WKENFRT IS, ARWT L@ ESP-IDF 20 (45 B ey 53R 8l 4 45 Hofh I P

API 5%

Header File

* components/esp_eth/include/esp_eth.h
¢ This header file can be included with:

’#include "esp_eth.h" ‘

* This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’REQUIRES esp_eth ‘

or

’ PRIV_REQUIRES esp_eth ‘

Header File

* components/esp_eth/include/esp_eth_driver.h
¢ This header file can be included with:

’#include "esp_eth_driver.h"

 This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’REQUIRES esp_eth ‘

or

’PRIV_REQUIRES esp_eth ‘

Functions
esp_err_t esp_eth_driver_install (const esp_eth_config_t *config, esp_eth_handle_t *out_hdl)

Install Ethernet driver.

ZH
* config -- [in] configuration of the Ethernet driver
* out_hdl -- [out] handle of Ethernet driver
&I
» ESP_OK: install esp_eth driver successfully
* ESP_ERR_INVALID_ARG: install esp_eth driver failed because of some invalid argu-
ment
* ESP_ERR_NO_MEM: install esp_eth driver failed because there’s no memory for driver
» ESP_FAIL: install esp_eth driver failed because some other error occurred
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esp_err_t esp_eth_driver_uninstall (esp_eth_handle_t hdl)

Uninstall Ethernet driver.

£ 1#: 1t’s not recommended to uninstall Ethernet driver unless it won’t get used any more in application code.
To uninstall Ethernet driver, you have to make sure, all references to the driver are released. Ethernet driver
can only be uninstalled successfully when reference counter equals to one.

%% hdl -- [in] handle of Ethernet driver
Rl
e ESP_OK: uninstall esp_eth driver successfully
* ESP_ERR_INVALID_ARG: uninstall esp_eth driver failed because of some invalid ar-
gument
* ESP_ERR_INVALID_STATE: uninstall esp_eth driver failed because it has more than
one reference
» ESP_FAIL: uninstall esp_eth driver failed because some other error occurred

esp_err_t esp_eth_start (esp_eth_handle_t hdl)
Start Ethernet driver ONLY in standalone mode (i.e. without TCP/IP stack)

£&1E: This API will start driver state machine and internal software timer (for checking link status).

%%% hdl -- [in] handle of Ethernet driver
P[]
» ESP_OK: start esp_eth driver successfully
* ESP_ERR_INVALID_ARG: start esp_eth driver failed because of some invalid argument
* ESP_ERR_INVALID_STATE: start esp_eth driver failed because driver has started al-
ready
» ESP_FAIL: start esp_eth driver failed because some other error occurred

esp_err_t esp_eth_stop (esp_eth_handle_t hdl)
Stop Ethernet driver.

$41:: This function does the oppsite operation of esp_eth_start.

%% hdl -- [in] handle of Ethernet driver
izl
» ESP_OK: stop esp_eth driver successfully
* ESP_ERR_INVALID_ARG: stop esp_eth driver failed because of some invalid argument
* ESP_ERR_INVALID_STATE: stop esp_eth driver failed because driver has not started
yet
» ESP_FAIL: stop esp_eth driver failed because some other error occurred

esp_err_t esp_eth_update_input_path (esp_eth_handle_t hdl, esp_err_t (*stack_input)(esp_eth_handle_t
hdl, uint8_t *buffer, uint32_t length, void *priv), void *priv)

Update Ethernet data input path (i.e. specify where to pass the input buffer)

$41E: After install driver, Ethernet still don’t know where to deliver the input buffer. In fact, this API registers
a callback function which get invoked when Ethernet received new packets.

ZH
e hdl -- [in] handle of Ethernet drive