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Chapter 1

P AT']

AR B FEFR T P ESP32-C6 ff 44T A WA, 3848 — A1 BR 0 7= 9 g7 W fu] 5 i ESP-IDF
(Espressif IoT Development Framework) Fiil B 325, H4wik. FaE[E 42 ESP32-C6 J KA.

Frik: iXJ& ESP-IDF R MRA v5.2.3 I SCHY, abA HARMCA ) SCREESP-IDF me A i) 1> 6255

1.1 HgAk

ESP32-C6 SoC ith i S HPA F LI RE

* 2.4 GHz Wi-Fi 6

o (IRPIFERE A
» 802.15.4, S7¥F Thread F1 Zigbee 1M

o EPERE 32 £ RISC-V BAIZAL SRS
. ZRAME
. WEZATE
ESP32-C6 3%l 40 nm T2 Hli, FAGEAEIIIREERE . SPbERe. RasE bk, SFMERITSEME, 361 T4

ol B 373 55 RIS R AR 75 3K

IREE M B B R B REPFBEUR, UEAT ESP32-CO BRI RYIT K. Hodr, SREFMIAEIT AL
ESP-IDF S7E MBI P BdETT AP (LoT) W AT, W o6 WikFiL #2F . ARG SF 7 I 28K

1.2 sy LR
121 @

3 ESP32-C6 FF &R
» USB ¥i#i8k (A % Micro-B)
o ML (Windows, Linux 5{ macOS)

508 H B2 &MU A2 USB Type C #5211, WA AR 608 s 2ok 391 KM !

PATR 2 ESP32-C6 B IT A, sk n] T A ZREHE R
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1.2.2 %kt

U551 ESP32-C6 (i /il ESP-IDF, 5222 DA R4k {4

o WA TIRBE, T4 ESP32-C6 Ul
* GiikH il TH——CMake I Ninja ity @ TH, JIT 4% ESP32-C6 R HIEYT;

* JKHCESP-IDF #{FFF AESL . ZHER C A & ESP32-C6 i i1y APT (KR FERIEAHS) Fiiz
1 TR A

E<P-1DE CMake / IDE

Toolchain

Project

Application

L]

UPLOAD

POOEDEOAEDOdERDDanE

)D#dﬁ:b#lﬁﬁﬂlﬁﬁﬁ'ﬂﬁﬁ

g gy w— —
i ...I-..a.,.-' 5= :ﬁ_ _-'_-l e a_:":f
=l ; = T e

1.3 %
HLEPTHRANE, REBARE T OV s, RO S R b 2

1.3.1 IDE

Frik: AUGEE A 2B RIS A 5L (IDE) 2% ESP-IDF,

* Eclipse Plugin
* VSCode Extension

132 Fahiedk
AR E RS, ER NP B AR .

Espressif Systems 4 Release v5.2.3
Submit Document Feedback


https://github.com/espressif/idf-eclipse-plugin/blob/master/README.md
https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/install.md
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C6

Chapter 1. e AL

Windows P& T HEER bR 3 &

ik ESP-IDF FE3i42%E —2bph £ T H. ) A REI 48 ESP32-Co 7 [E {4, (3% Python. Git. 2 XLHiiFas-
CMake FI Ninja 471% T 24,

AN HEENZ T WAHE PRI A AR AE . Ao, 2% ESP-IDF )i, i n] DA ] Eclipse Plugin
BCHA S CMake 1K fEAL T A IDE,

il BRAESME: - TER ESP-IDF Al ESP-IDF T R 228 AR A BERE I 90 74T, L pfAead Kl g
S FHEIHE K. - Python 5 ESP-IDF Ay Z23¢ ikt i@ A RECL & S alidi 5. - BRARBRAE RSN BN 5
f# Unicode UTF-8, U] Python m; ESP-IDF [ 222 Bt A% PB R RE AR FAT (I ASCI34F)

RO AT DA L 0 5 RO A E RSB N S FF Unicode UTF-8: Control Panel > ¥k date,
time, B{ number #% > Administrative tab > W system locale > 4] Beta: Use
Unicode UTF-8 for worldwide language support >0k > HJEHLK.

ESP-IDF T H23%%5  22%¢ ESP-IDF Whfs T R IR 5 77 302 T~ #—1> ESP-IDF T H 225645

Windows
Installer

Windows Installer Download

TRl g i DN FEE P ARH /DN, W PAZE% ESP-IDF W A . Teaid e, %
AT KN B BRI S, 4E Git For Windows 4¢3t . TR AT 2 0F N I SUUAEAETE AT
H3% Suserprofile$/espressif 1,

BRI R AT EALM M A e . LR AR P s 1A 7 EAMOBISCHF . 4% Git For Windows 22%¢
o

RRNG R ST

* N E R Python

o RN Ykt

¢ OpenOCD

¢ CMake FI Ninja 45i% T H
e ESP-IDF

BT AR T #3904 1) ESP-IDF H 5% . #7526 ESP-IDF T #3| Suserprofile%\Desktop\
esp-idf H#F, Hr suserprofiles REFHFE.

J g ESP-IDF ¥plE 2o 50 m), @3 /2)3%% T Run ESP-IDF PowerShell Environment B{ Run
ESP-IDF Command Prompt (cmd.exe), LEERETFEAELENIERNGHE 53 ESP-IDF,

Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):

Espressif Systems 5 Release v5.2.3
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Completing the ESP-IDF Tools Setup

Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
| 7] Run ESP-IDF PowerShell Environment |
Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender

exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 1: 528 ESP-IDF T H. 4% 1% 8t247 Run ESP-IDF PowerShell Environment

Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

&l 2: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.
Click Finish to exit Setup.

Run ESP-IDF Eclipse Environment
Run ESP-IDF PowerShell Environment

I Run ESP-IDF Command Prompt Environment I

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 3: 52 i ESP-IDF I E.Z¢%: 7] 511247 Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

I 4: ESP-IDF iy & H /" 45 5 1
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M 2P dF (eSS R, N G 6] Windows B iy SR AT AT

ESP-IDF THZZAEERnIAE “THR” i, Q41T ESP-IDF iy &3 I HREET . A test
77 5 CATAFTIT Windows iy 94278 FF (B emd.exe) , FFI817 export .bat MIAABCEAIFACE (KN
PATH, IDF_PATH ). Ut4h, B0l PAME L Windows fiy S4& /R AF AR C 224 T A .

HE, APEE R GE M ESP-IDF T H 22388 i € i ESP-IDF 4%, AN Hi i 774 £ 1~ ESP-IDF %
# (LB AR R AY) ESP-IDF), 4 DA R Fifh i )5

1. 2y ESP-IDF T H-Z e B i pREE Ty B — R4S, FE1EEr b7 Xy ESP-IDF TAERAR1EE
A AR ESP-IDF B4

2. 3%, WLAZBAT emd.exe, UM EAE MR ESP-IDF 5%, RJ5i51T export.bat. &
XA VREOR PATE FAEAE Python FI Git. QISRAEMHIFEEA X “4& A% Python 5k Git” Y5
fFR, SRk,

)

i

JHUGIEN ESP-IDF - BUTEARC 28546 T (1) ESP-IDF BB A 2604, 3% PR AT a5 — 4> TR

g?‘éﬁﬁﬂéﬁﬁﬂﬁ%ﬂﬁi? ESP-IDF, 0fE4nfafili i} ESP32-C6 G5 —A> AR, A, hesgAlififisix
o

Frik: WRIEAR LA ESP-IDF, 1S M2 50 gL IR, P68 BT i A 4.

IR EIEE R BUAE, W PAMESTT & ESP32-C6 [ M #2JF T . A PAM ESP-IDF 1 examples H 5%~ [
get-started/hello_world TFETF 44

THi%i: ESP-IDF 4ii% R4 A 4 ESP-IDF B2 ul H T AR BRAS rPlli Ay 2545

Ff get-started/hello_world TFES | AR ~/esp HE T :

cd %userprofile%\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#1i: ESP-IDF [ examples H 3¢ A7 —RIIR G TAE, ATPAH I _EIA T IR Hil 1247 H A BT 7R 6l
LIRS/ 1E 7N I i R

RS BUTE, W ESP32-Co Jf M3 PC, IEFIF AR A D,
1E Windows #EER G, BB OA4FREF A coM 3k,
B RAMTE R B O AFREAIE S, 5 IL5 ESP32-C6 43 % 2ikd:,

ik ISR 4, PAERZEA .

Bl TR 353 A hello_world H3E, & ESP32-C6 WM H MR, RGE/T LERRE T A

menuconfig,

Windows

cd tuserprofile$\esp\hello_world
idf.py set-target esp32c6
idf.py menuconfig
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FIH—APH LG, MESMEH idf.py set-target esp32c6 E “HIn" . W, HERIMER
HRIFPIAIH 2 B aiFECE (g ). T LB “HER BCE NI R (ST Bk iz
). WEEE, WILAFRARS K ¢ ser-target,

WA E BB RS ARG RR AR SR

(Top)

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=
Compatibility options ---»>

[S] save

[,-' 1 ]ump tr

K S TR E—

TM@L&E%%&EIWE’J&WQE, 35 Wi-Fi A FR. S FES#ESS, hello_world /i
B H £ ABAARL B s fT, WIAEX—H F, A DAk ] menuconfig PE4TI0 H Bl EX—4 5.

i At 0P R R SRR B REe 5 ERIRE . AIPAE AT PR ——style SRMAS AN, 11T
idf.py menuconfig --help 3%, FWELZEL.,

TR T RS, AbeR TR

idf.py build

1247 PA B4 W] AR B IR P A BT A ESP-IDF 2004, $e36 L s | e e . 70 KERAN ARy ik
il S

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio —--flash_size detect --flash_freqg 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/

—partition-table.bin (FHRED)
Espressif Systems 10 Release v5.2.3
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or run 'idf.py -p PORT flash'

R —VNEH, S8 8RR B bin SCPF

Beor2IBety W AT A4S, KRFRIKIA S — B SCFbe sk 22 ESP32-C6 JT A :

idf.py —-p PORT flash

1% PORT #4e Ay ESP32-C6 FF A E: T4 FR. W PORT K& E X,
i
WA % idf.py ZEAITEN, 15 Widfpy.

idf.py P52 AT B E 1 E

ik A flash YU H gt pesk TR, UL LT FH24T idf.py build,

AAEREA AR PR E] M, S5 T IO CHAbER R
Pk dx PRBCE Z HEAEE

AT DA 58 e s [ HE T B ESP32-C6 43

WL bR AR, B BESELUT M H &

esptool esp32c6 -p /dev/ttyUSBO -b 460800 --before=default_reset —--after=hard_
—reset —--no-stub write_flash --flash_mode dio --flash_freq 80m —--flash_size 2MB..
—0x0 bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v4.3

Serial port /dev/ttyUSBO

Connecting....
Chip is ESP32-C6 (revision v0.0)
Features: WiFi 6, BT 5

Crystal is 40MHz

MAC: 60:55:£f9:£f6:01:38

Changing baud rate to 460800

Changed.

Enabling default SPI flash mode...

Configuring flash size...

Flash will be erased from 0x00000000 to 0xOO0OOQO4fff...
Flash will be erased from 0x00010000 to 0x00028fff...
Flash will be erased from 0x00008000 to 0x00008fff...
Erasing flash...

Took 0.17s to erase flash block

Writing at 0x00000000... (5 %)
Writing at 0x00000c00... (23 %
Writing at 0x00001c00... (47 %

Writing at 0x00003000... (76
Writing at 0x00004000.. (100
Wrote 17408 bytes at OXOOOOOOOO in 0.5 seconds
Hash of data verified.

Erasing flash...

Took 0.85s to erase flash block

)
)
)

(254.6 kbit/s) ...

Writing at 0x00010000... (1 %)
Writing at 0x00014c00... (20 %)
Writing at 0x00019c00... (40 %)
Writing at 0x0001ec00... (60 %)
Writing at 0x00023c00... (80 %)
Writing at 0x00028c00.. (100 %)

Wrote 102400 bytes at OxOOOlOOOO in 3.2 seconds
Hash of data verified.

(253.5 kbit/s)

Q)
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(£ L£50)

Erasing flash...
Took 0.04s to erase flash block

Writing at 0x00008000... (33 %)
Writing at 0x00008400... (66 %)
Writing at 0x00008800... (100 %)

Wrote 3072 bytes at 0x00008000 in 0.1 seconds (269.0 kbit/s)...
Hash of data verified.

Leaving...
Hard resetting via RTS pin...

WER—YIF], Begse s, TFEIRGESEN, N AT hello_world” FF G217
AR 22 ] Eclipse 5{/2 VS Code IDE, [fjJf idf.py, %% Eclipse Plugin, DA} VSCode Extension,

WGy BIDAMH ] idf.py —-p PORT monitor fixd, WML “hello_world” T AR TIEN. HE
ANELZICHR PORT 46 H OBy O 485K

EFT%ASIE, IDF B BERRE): -

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

WeES, T AE RS HEMZWH &2 5, BEFTER “Hello world!” T,

Hello world!

Restarting in 10 seconds...

This is esp32c6 chip with 1 CPU core(s), WiFi/BLE, 802.15.4 (Zigbee/Thread), .
—silicon revision v0.0, 2 MB external flash
Minimum free heap size: 473816 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

I PRbERE ctr1+], WRHY ESP-IDF Hitils.

ik WALABfTPA T S, —IRIERATIOEE ., B gl e :

idf.py -p PORT flash monitor

LAt

. lﬁ HIFEIDF Y5 AL%S , T fi ¥ 2 (8 Fi] ESP-IDF W Aas it He b da A At i
o {HHIfEidfpy, EHEEZL idf.py AL,

AEESENK ESP32-C6 A1) !
BAE, ATPAZA— 2 A examples, B ERIT & H O AR .

W SR BIRE AN SR ESP32-C6, [l ESP32-C6 HA & Firds (s 24«
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eI R BIRE P i 2 F README /4 H Supported Targets £, WIRFAEH 5 ESP32-C6, Hf
EARIEAEXA M8, IR BT ESP32-C6 XA R BT«

bt

UL ) 28 Linux fiUAS i) ESP32-C6 Gas [l i), W EE<x HHBLZEBl Could not open port
<PORT>: Permission denied: '<PORT>' 4HRIGHE . MW PAYE Linux B Pl Edialout 28 2%,
uucp 78 RfFP L R

MEZE1) Python i /A ESP-IDF 37 ¥ Python 3.8 K DA b ilRAS, # ST 8 4E 22 Be 31 d5 87 AR AT o8 38T
Python, H7]3E#EM sources 42355 % Fi it Python, B{fi il Python 453 224511 pyenv % U AT T4 T4,

Py flash  ESP-IDF 7 3:4 14 flash., 5217 0A Fand, B flash:

idf.py -p PORT erase-flash ‘

AATE TS EHE R OTA Hdls, WizfTPA N s

idf.py -p PORT erase-otadata ‘

PEBR flash F52E—BUNTE], fEEBRERE S, i 2)WITSaiEsk.

FOGSCR  AHE 8 SCEB AR T & 1
o7& Windows 335 F £ 87 ESP-IDF T 2

L5 ESP32-C6 43 % ik 4%

Eclipse Plugin

VSCode Extension

IDF J5 7%

1 Windows 2435 b 9837 ESP-IDF T H

A 2% ESP-IDF T 1L %M Windows “fp&$2/RFF” %11, Y42 ESP-IDF ()43 H % R)5iE
17

install.bat ‘

%1F- Powershell, 5445 ESP-IDF (%% H . RIGiEFT

install.psl ‘

Z A% A N4 ESP-IDF il iy TH . D@28 T HAARN TR, WiZar R T LR
AL E ) ESP-IDF T B 2225 2R B UL E, BRIAIEIL N A C:\Users\username\.espressif,

{51 S EA” ¥ ESP-IDF T HEN%E PATH 355755  ESP-IDF T HZ3 306 “TFIG3EM” K
“ESP-IDF fip &4 /n 7 AP a0, iz Pl U n] 4T FF Windows Ay S $2/RAFE 11, IFER T 18
MBS TH.

FUEREBLT , T 76 R 0 6 4 B3 70 0 11 R Rl B O s T TR0, M A0TSR A 7 1
ESP-IDF, ] DU 5 4954 ESP-IDF T LIl PATH SREGAE L.

B T I %) ESP-IDF 1y iy SR FF 6111, YJ: % ¢4% BSP-IDF 19 I 3%, 48/ 47 export . bat |
HK AR
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cd %userprofile%\esp\esp-idf
export.bat

XT Powershell FHj 7, i [FlFE D4 22 24¢4% ESP-IDF fH K, AJGHUAT export .psl, BAKGLSUIT:

cd ~/esp/esp-idf
export.psl

EAT5E e, BT LA iy PR A (M ESP-IDF TH 7.

55 ESP32-C6 fillfdt s 11 43
Al PAfE ] USB % UART #fak ESP32-C6 37 USB 4M%, 5 ESP32-C6 G e 11144
ERTF R B 425545 USB & UART . fsR2e% , ] Fl 4N .

S HE) USB #bhiks  ESP32-C6 3 F USB Mk, Jofs USB & UART #f, ] HIZLE RN .

Development Board

USB

1

1

1

1

Personal '
1

Computer :
1

1

1

1

¥

ESP32-C6

& 6: 75 USB 1) SoC

43 37 H USB AMK T & A R it 647 USB %2 UART #5.

AT USB 5 UART MR JF AR 7E2¢3545 USB & UART #FIFF &M, PC FIFF [ali@ 1t USB #4452,
Wil ESP32-C6 2 |f)j 3 UART 4%,

Developmment Board

uss]
Personal |, V| USB-to-UART |, | '
Computer ) ! 7 Bridge ) " ESP32-C6 !
[l 7: %354 USB % UART Hrf{FF KA
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Spids USB % UART B 340 R AR(E AN USB 2 UART # . 3X Ffii (00380 75 H B T 242 ) 2 TR i
AR, 2 NR R R AR R .

Programmmer Boar Development Board
-----------------------------------------------
1 1
vse] :
Personal |, . USB-to-UART ' |
Computer ' Bridge ESP32-C6

& 8: 45 USB % UART #f

L] USB 3l 1kesk  ESP32-C6 3(4F USB Shi%, Joiifhif USB % UART A, R mJesk — il SCiF.
ESP32-C6 I-f#) USB fii [l GP1O13 £} D+, GPIO12 {4 D-.

#3:: ESP32-C6 {37 # USB CDC and JTAG .

B e kT BT 2 ESP32-C6 HE A N #iARa. i BooT #%4ll, [RIW#%—F RESET ##4l. ZJ)5,
FAFF BOOT $#4H o

{diJf] UART #Ef7rkest AR5 HiARan{alfii i USB 2 UART #77E ESP32-C6 il PC 2 [A] @ 7 HE AT . AL
e AN E D -

Ut ESP32-C6 fil PC ] USB 44 ESP32-C6 JF A% 3] PC. WR AT IKEIAR P I0h H 328, 6
Jelfiik ESP32-C6 J &t L1 USB % UART # (H(41iH% UART id&fices) 245, SRIGTER HI8 UK~
FP, FR T e

PATR 32 S 3E ESP32-C6 JT A ARBK BN 7 Y %

« CP210x: CP210x USB % UART #} VCP IRzNHE)T
o FTDI: FTDI gl COM i 113K sh AL 7

PA LIRSS, AR AN P HEr, T IT ARG 89 USB & UART Hrth . — M ot
&, 24 ESP32-C6 JFAcMi g PC EFmS, WV IKENRE P V% O &g TUERIE RS T, HFEEH K.

XA USB 2 UART #f R8I BLA, W RAIBTTUA R s, 4 E SRR ] 1240

idf.py -p PORT [-b BAUD] flash

INTRUABERAR I BRFR, A H AP BAUD. BUARBAEHR N 460800,

s R A SF A s T EAES, WIFFEFIEA T 8. 35 BoOT #41l, [FHf4%— F RESET
Yedll. Z )5, PAJF BOOT #4¢4.

1t Windows LA FGui 11 A5 Windows £ 45 B T i) COM i 14136 . Wi It ESP32-C6 5 PC (1542,
WRIGEIIER:, AR O M) S S R B P

PATF > ESP32 DevKitC #1 ESP32 WROVER KIT £ [ :
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-

&= T H=

=4 Device Manager [= @ ][=]

File Action View Help

¢

4 = tdk-kmb-op780
[:> 1M Computer
[+ = Dlisk drives
f}--'ﬁ Display adapters
b1 DVD/CD-ROM drives
b % Hurnan Interface Devices
p g IDE ATASATAPI controllers
b -ED Keyboards
[}--B Mice and other pointing devices
[ L,;l Manitors
» & Network adapters
T Ports (COM & LPT)

& [} Processors

p -3, Sound, video and game controllers
».JM System devices

- i Universal Serial Bus controllers

[4] 9: 459 Fil 1 ESP32-DevKitC ) USB % UART #f
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L

File Action View Help

&= | E| "

a2y Device Manager E'@

4 - tdk-kmb-op780
b -yM Computer
p — Dlisk drives

ﬂ--'ﬁ Display adapters

b 1 DVD/CD-ROM drives

p Eﬁ Human Interface Devices

p g IDE ATASATAPI controllers

b-EB Keyboards

b --B Mice and other pointing devices

DL’:I Monitars

. ¥ Network adapters

T3 Ports (COM & LPT)

[ E Processors

b -% Sound, video and game controllers
oy System devices

- i Universal Serial Bus controllers

F 10: Windows % £55 F1 85 ' ESP-WROVER-KIT {7~ USB &

4= aaly

A7 -

Espressif Systems

17
Submit Document Feedback

Release v5.2.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C6

Chapter 1. e AL

{E Linux fll macOS L7511 £ ESP32-C6 JF At (BAMBELH IUERCE) YA Ak, w6
PAT a2k, B, WioTIPAREGERES . EUGsfTA N e K5, EEITAREGER A,
YOsfTPA N e Hor, 55 st m B i 1 B2 ESP32-C6 X AYH: 1 -

Linux:

’ls /dev/tty*

macOS:

’ls /dev/cu.*

ik XF macOS I/ ZWABIR D, WHA LT %% USB/E NIRRT . FARN 6 H Ik sh 2
F, WEd5iE 4% ESP32-C6 4= PC., %+ macOS High Sierra (10.13) B, R0 BEIR TR T3 A9k sh iz
FHOmE, BT R ARG EE > Te2MmBEA >HEA, BEEAARRER: SRAFEARKNER
B, Hod & N R4 FRR Silicon Labs 1Y, FTDI,

£ Linux "PEEI 5] dialout o uuep 41 4 E7ESE A PN Y 0T PAE & USB XJEE #4735 B AE
TEZ%L Linux JRAC, #AT DLE AR a4, B PSS dialout 41, MMHFEEEAR:

sudo usermod —-a -G dialout S$USER

TE Arch Linux /7, FFELEA AN ar2-FFH P ESmE] uucp 4

sudo usermod -a -G uucp S$USER

THHEOFESR, HIRA DR E R

Bl e e, N D KumAklE, A EE ESP32-C6 5 & un LR Ak, AR IEAR
R

ESP32-C6 [ il &5 B FRRERA A 115200,

Windows fll Linux {24 fEARFIF, FATEE ] PuTTY SSH Client, PuTTY SSH Client BE 1] T
Windows 1, 7] F§ - Linux. 8 0] DA A HoAt s DR 3 O B0 38 Q0 F A0 240

AT, BCEAE AR EIAR S 1 B = 115200 (MR FREE, 38 RO SEADE BB B
), BRI =8, fFIfi=1, L% =N, PLNEFRHIER T Ai7E Windows F1 Linux HilCE R 11
FI_LIAEFSEC (0 115200-8-1-N) . £, % B— @ EHE DR PR aiA R &85 D EFTICE -

WRJ5, Wik ESP32-Co @M ATTHI H &, WA, WAELmIT I DT &g . XA H SN ARBuRT
m#E] ESP32-Co W RET, S Hin =il APRAESIE HE, W EEr A,

ik WEIIESEER LLEAS IEH S, R DA, WU — E TR, 25 BB
TCYEVIRER o

ik WERBCA B, R AN A

» ESP32-C6 (it 275 1F
o B ZImFET G, A EE T AR
o i f£ Windows L% &% v 54 Linux 4= macOS £ & %350 PRI, Bi ks 0 2% E

1
o HARR P2 & IEAEM FHizd 1
o XIF Windows F= Linux $£4¥ % %0 PEIAR S 0 Zamfe )y, HEmim 12 & B
o ER O Zam R BB DR E R A TR N AR T
o JFEAR FakPER USB R4S (UART) B IEH
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ﬁ PuTTY Configuration
Categary:

= Terminal

- Keyboard
- Bell

- Featuras
= Window

- Sppearance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Prosgy

- Telnet

- Flogin

- 55H

- Senal

Options contraling local sedal lines

About

Select a seral line

Seral line to connect to COomMi12

Corfigure the seral line

Speed (baud) 115200
Data bits 8

Stop bits 1

Parity [ MNone

Flow cortrol | XON/XOFF

)

[ Oeen [

Cancel

 11: 7 Windows #:/E R SG H (] PuTTY B8 O#ES5
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PuTTY ConfFiguration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

About %] Cancel

P 12: 7 Linux #4/E RG] PuTTY SEEH IS4
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o WA RS S H &
o REBHT HESE (6 hello world 7561 #EFMHR)

macOS RS macOS LT PRREMmS, HILIETFHE R O LT
o B% f& Linux f2 macOS L& Fs% 0 | infTPA F s

ls /dev/cu.*

© SAEBFELATT

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

o MAEEREI B LT SRR, fth AR S PR SRR KRB 48K, HHsfT
PATR RS (WA TRE, R “1152007 SO S R i BOABERER)

’screen /dev/cu.device_name 115200

¥ device_name H NizfT 1s /dev/cu.* J5HIAEEE OS5,

o B ERH HER TR NE. HENAERRT N3 ESP32-Co i AT, S Hihd 0.
WA ctrl-a + KR 2MH] BFsESTE.

ik FERUESEH B F IR, M SR &G . QR EE R M Rt B KM Dess, 25
AR PR TR T R A

fnilonpl AT R—AHERG. WREE LM, sl EE T 2.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010, 1len:3464

10oad:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WRATEN A H R T e (A ALY ), WIZRRE D iERIE R . B, W DAZRLEE 72088, AN
AR b33 ESP32-C6,

friks AU R U, AE ESP32-C6 JHBhIIHATT FNFR 1 HAG AT, FH2AE Xt v 2 H 0
RTS & DTR . % FUAFAET 5 RTS & DTR & M B #EHF] EN & GPIOO I BRI, 4k%
BOFEt (WIRRETARIIFAAR) FBA XA M. ELZHEMGEE, 5% esptool RS,

UNFE 2255 ESP32-C6 Fl T & AR R 3RIE Y, M5 A3+ Fr4s 4% 8 ESP-IDF ve BkES| TixX B, iM% &
¥ Fr4s1E R ESP-IDF ve Y42 1L,
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Resk i bRERR

PEREIW WRAEIBI TS B I BN TR R IR, SRR RN R R 2 — T RE s T
esptool.py W IR, esptool.py eWERAGIHHMRY, ATEESH. 5 ROM 5| Sk
R H DA E ) T H . WA IR DA BRI AT T B A7, SR RIZ 8, QR R R A o, T
%:7% esptool Wit FEHERR FRECE 215 H. .
esptool.py I fiff USB & UART # (41 FTDI 5 CP210x) i) DTR Al RTS il 4 4= %0k B sh & A
ESP32-C6 (i5iZ% 5 ESP32-C6 43 ¢ v % 4% JREUE L 14145 B ) . DTR 1 RTS 5 2k )% #: %] ESP32-
C6 ) GPTO9 il CHIP_PU (EN) & |, At DTR FI RTS HyHL s o 28 4k £ fdi ESP32-C6 kA {21 T %5
B, M RPN H A ESP32 DevKitC H A& MAd JFEEAE .
— Bk, B R ESP-IDF A RA S BRI, [H/2, esptool.py EPANENL N ANREH shEE
i {2

o THE{EAERES) GPTO9 Fil CIHP_PU ff) DTR il RTS #2512k .

* DTR F1 RTS # il e iyl & AN ]

o ATFEXFER ER T3 i 25

MRIEEECFRYRNE, AT DAKE ESP32-C6 JF KA T-3h i BN [ R 8 (A7)

o MFIREF KM, ASEXS NI ERAIAT IR 85, Blan, » LB %4 Boot 441
(GPI09) & EN #4l (CHIP_PU) KF-8)& {i ESP-IDF JF % #i
o XFHABSERAGRE A, W PAZEANKE GPTO9 Rk,

IDF Wi #LZs

IDF a2 umAe )y, BT esp-idf-monitor f, T UK HAR B #H: LB ER AT 4, IDF M
W7 (]R8 A HL ESP-IDF (14 AR

{£ ESP-IDF H1{#Jf] idf.py monitor B ASHILI I SE,

PRFEPRbERE T 7 85 IDF Mt de bty o, R A b . X LSREERE T LA E X,
FARGE A EA RN
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TREERE BRIE g
Ctrl + ] i H AL R
Cul+T SR H B RN A R —, IR ERE.
C e Y B puw i
e Ctrl+ T
. Ctil 4] K exit TEAF Kk B RE
. Ctrl+ P HEBRES, EAGIS | EEHRES, @ RTS & (WE#ER) dEAGI SR
ISRy, @it RTS 6% | J7, BB AN Z TRy . SERpHAt 48 gh i ]
15 FHAE P DA FH DL #R 1
. Ctil+R it RTS 4k H B H AR | EERG, IFE RTS & (e %) & s sy R .
%
. Ctrl + F eIt pesk i H = idf_monitor, 1547 £1lash H#Fxr, S5 E idf_monitor,
ne AT ] i 2 1 Y SC P 4 0k T A RS R
SR idf_monitor 2 A S -E By, W &iE1T R
encrypted-flash,
. Ctil+ A I Gk S e N ARy | %7 45 idf_monitor, iz 1T app-flash Hir, R EWKE
- idf_monitor. %15 £1ash (D, {1 FAT TR R R
N FBLTE AT . QIR idf_monitor £ DAZHL £ 20, W)
) 25fTH AR encrypted-flash,
e CtltY PR R EATED | BOER), SEFraEEARSRITE . R EARE A
H &4 AFIE LT PO AR A H S s .
. Ctil+ L MR S AH | FE TR TOE A, HTFSAHERE. A
EHh ‘TJH)%%@JJ:/‘VRE%IJJ%‘E (iBH IDF il gsth &2 k1%
BE)
e Ctl + 1 1 IEARIZFT BV Bl AR | IDF Haiigs o] PAFERE—A TR FFSKFTEl— ARl bRic. i)
(@E% N PRI PIAE AT DA 3 ——timestamp-format & 47%
- Bokws .,
. Ctl+ H BRI P
(= H
H)
. Ctl + X B R Es R
(G
X)
Cul +C HIRTIEAE S ATRO N R | B 45 IDF Wi W #% JF iz 47 GDB I H ## i #%, M i
J¥ TE 3z A7 AR Y 0 R R X F S Maef:  CON-

FIG_ESP_SYSTEM_GDBSTUB_RUNTIME £ ,

BT ctrl-] Ml ctrl-T, HAbPFEEGS S 0 EZER HiRkE.

I H. ESP-IDF ¥t

1 2 i i s bk

B 200 R AR T AT AT R R TN BERI LT, IDF IS A f izt AE P A i o

MOE SO RITTS), FE F—FT B AT A IR A .
ESP-IDF J I feJ7 %A= crash Al panic SRR, K7 AR U07R 35 17w e i 1 ]

abort ()

was called at PC 0x42067cd5 on core 0

Q)
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Stack dump detected
Core 0 register dump:

MEPC : 0x40386488 RA : 0x40386b02 SP : 0x3fc9a350 GP H
—0x3fc923c0
TP : Oxabababab TO : 0x37363534 T1 : 0x7271706f T2 .
—0x33323130
SO/FP : 0x00000004 sS1 : 0x3fc9a3b4 A0 : 0x3fc9a37c Al H
—0x3fc9a3b2
A2 : 0x00000000 A3 : 0x3fc9a3a9 A4 : 0x00000001 A5 H
—0x3fc99000
A6 : 0x7a797877 A7 : 0x76757473 S2 : Oxabababab S3 H-
—0xabababab
sS4 : Oxabab5abab S5 : Oxabab5abab S6 : Oxabababab S7 H-
—0xabababab
S8 : Oxabababab S9 : Oxabababab S10 : Oxabababab S11 H-
—0xabababab
T3 : Oxb6ebdbcbb T4 : 0x6a696867 TS5 : 0x66656463 T6 H
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H
—0x00000000

MHARTID : 0x00000000

Stack memory:
3fc9a350: 0Oxab5ababab 0xabababab 0x3fc9a3b0 0x403906cc Oxababab5ab5 0Oxabababa5..
—0xabababab0
3fc9a370: 0x3fc9a3bd4 0x3fc9423c 0x3fc9a3b0 0x726f6261 0x20292874 0x20736177.
—0x6c6c61635
3fc9a390: 0x43502074 0x34783020 0x37363032 0x20356463 0x63206e6f 0x2065726f_
—0x000000300
3fc9a3b0: 0x00000030 0x36303234 0x35646337 0x3c093700 0x0000002a OxaSab5ab5ab.
—0x3c0937£48
3fc9a3d0: 0x00000001 0x3c0917f8 0x3c0937d4 0x0000002a Oxab5ab5ab5a5 Oxabababa5.
—0xababababe
3fc9a3f0: 0x0001f24c 0x000006c8 0x00000000 0x0001c200 Oxffffffff Oxffffffff..
—0x000000200
3fc9a410: 0x00001000 0x00000002 0x3c093818 0x3fccb470 Oxababab5ab Oxababab5ab.
—0xababababb

IS TR Ak IDF L g o e A e ik s i R R R

abort () was called at PC 0x42067cd5 on core O
0x42067cd5: __assert_func at /builds/idf/crosstool-NG/.build/riscv32-esp-elf/src/
—newlib/newlib/libc/stdlib/assert.c:62 (discriminator 8)

Stack dump detected

Core 0 register dump:

MEPC : 0x40386488 RA : 0x40386b02 SP : 0x3fc9a350 GP H
—0x3£c923c0

0x40386488: panic_abort at /home/marius/esp-idf_2/components/esp_system/panic.c:367

0x40386b02: rtos_int_enter at /home/marius/esp-idf_2/components/freertos/port/
—riscv/portasm.S:35

TP : Oxabababab TO : 0x37363534 T1 : 0x7271706f T2 H
—0x33323130
SO0/FP : 0x00000004 sS1 : 0x3fc9a3b4 A0 : 0x3fc9a37c Al H.
—0x3fc9a3b2
A2 : 0x00000000 A3 : 0x3fc9%9a3a9 A4 : 0x00000001 A5 H
—0x3£c99000

(P oTgkzh)
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(& b))
A6 : 0x7a797877 A7 : 0x76757473 S2 : Oxabababab S3 H
—0xabababab
S4 : Oxabababab S5 : Oxabababab S6 : Oxabababab S7 -
—0xabababab
S8 : Oxabababab S9 : Oxabababab S10 : Oxabababab Sl11 H-
—0xabababab
T3 : Ox6ebdbecbb T4 : 0x6a696867 T5 : 0x66656463 T6 H-
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H
—0x00000000

MHARTID : 0x00000000

Backtrace:

panic_abort (details=details@entry=0x3fc%9a37c "abort () was called at PC 0x42067cd5.
—on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.c:367

367 *((int *) 0) = 0; // NOLINT (clang—analyzer-core.NullDereference) should be.
—an invalid operation on targets

#0 panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC._
—0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.
—Cc:367

#1 0x40386b02 in esp_system_abort (details=details@entry=0x3fc9a37c "abort () was.
—called at PC 0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_
—system/system_api.c:108

#2 0x403906cc in abort () at /home/marius/esp-idf_2/components/newlib/abort.c:46
#3 0x42067cd8 in __assert_func (file=file@entry=0x3c0937f4 "", line=line@entry=42,
— func=funclentry=0x3c0937d4 <__func__.8540> "",_
—failedexpr=failedexpr@entry=0x3c0917£f8 "") at /builds/idf/crosstool-NG/.build/
—riscv32-esp-elf/src/newlib/newlib/libc/stdlib/assert.c:62

#4 0x4200729e in app_main () at ../main/iperf_example_main.c:42

#5 0x42086cd6 in main_task (args=<optimized out>) at /home/marius/esp-idf_2/
—components/freertos/port/port_common.c:133

#6 0x40389f3a in vPortEnterCritical () at /home/marius/esp-idf_2/components/
—freertos/port/riscv/port.c:129

IDF WMl 1E )5 GiafTPA N s, MR stk

riscv32-esp-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

TR AR N AR R A RS 3 R B PUEC g Hb Ak, IDF S ALER iR 247 ROM UHE ., A& T B 0444
Mi7e, REmxR B%4 in ROM:

abort () was called at PC 0x400481cl on core 0
0x400481cl: ets_rsa_pss_verify in ROM

Stack dump detected

Core 0 register dump:

MEPC : 0x4038051c RA : 0x40383840 SP : 0x3fc8f6b0 GP H.
—0x3fc8b000

0x4038051c: panic_abort at /Users/espressif/esp-idf/components/esp_system/panic.
—Cc:452

0x40383840: __ubsan_include at /Users/espressif/esp-idf/components/esp_system/
—ubsan.c:313

TP : 0x3fc8721c TO : 0x37363534 T1 : 0x7271706f T2 H-
—0x33323130

SO/FP : 0x00000004 sS1 : O0x3fc8£f714 A0 : Ox3fc8f6dc Al H
—0x3fc8£f712

A2 : 0x00000000 A3 : 0x3fc8£709 A4 : 0x00000001 A5 H
—0x3£fc8c000

A6 : 0x7a797877 A7 : 0x76757473 S2 : 0x00000000 S3 H.
—0x3fc8£756 (FoakED
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S4 : O0x3fc8f7e4 S5 : 0x00000000 sS6 : 0x400481b0 87 H
—0x3c025841
0x400481b0: ets_rsa_pss_verify in ROM

ROM ELF {2 4R & IDF_PATH fll ESP_ROM_ELF_DIR ¥ HiAF S #KAE H B n#k . NFRE L ILITH, 7
PABISIE A esp_idf_monitor H1§E45EH ROM ELF X {4:#%4%: python -m esp_idf_monitor
--rom-elf-file [ROM ELF XfFHEBRE].

51 BFFEEAY B ESP_MONITOR_DECODE % E N 0 B I8 JH esp_idf_monitor [¥) 45 & fiy & 4T 156 I
python -m esp_idf_monitor --disable-address—decoding ¥Z& kbl AR,

HEBM SERF bR )T BRUIOL T, IDF WEBhgs £ FL B H AERERTIE L DTR A1 RTS 74 BhAL At
Fro BB 11 IDF WEWLASERERENT IS0, 37 IDF HEAS RN L5l —no-reset, I idf.py

monitor —--no-reset,

#lli: —-no-reset YRITE IDF W0 % 52 BIRF 5 iy 1 I W ASEBR IR RER IR, W idf.py monitor
—-—no-reset —-p [PORT],

M GDBStub LLyi)ll GDB - GDBStub SZH5AEIaf T HEA T 1. GDBStub 7E H fn_bizfy, Hiiad s i
FE) EVN ORI A <. GDBStub SCRFEEIUN A A & . A A I Rk isF i & BIREA JTAG
P, {H T GDBStub 5¢ 4xi id B AT 11 58 BOE 7, WO T2 MRk (01 ITAG/USB #i %
e

38 115 B CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME , "] DAY H WRBLE - NAE )5 51247 GDBStub, GDBStub
PR EAE S G247, HALE AT %% ctrl+C S8 HRERW (B R ET) , Mk
GDBStub 4 HEIR T 4«

tAh, AW DA & CONFIG_ESP_SYSTEM_PANIC ) GDBStub on panic JEHLE panic AbFRFRE, fi
HAE % crash Fi:1}24T GDBStub., 24 crash &A=}, GDBStub i1 5 1714 HRp IR FAF a2
7~ GDBStub iF#Fi54T

T eilid &k ctrl+C il 2 BIFR AT R B, IDF i tids&l< B33 GDB, Mik M Ak
s . GDBIRH G, i) RTS BB BN HAr. WA AKER: RTS 8204k, HHE M4, FahENHF
KM

#rik: IDF WiHR&H(E s Gis 740 fir /5 i GDB:

riscv32-esp-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip®

Ok W PAYE A idf.py monitor —-print-filter="xyz" J& 3 IDF [f ¥ #%, H v,
--print-filter 2 th ik S8, SBEOAE N EFAH, BITHITANE. SCRH TR
£ ESP_IDF_MONITOR_PRINT_FILTER JE%& ik & .

72

i R I3 EEAr & ESP_IDF_MONITOR_PRINT_FILTER fI&%( ——print-filter I}, @l
IR CLI 24 ——print-filter fLAEHH 5.

HRAIT N AR ERR S, Wi E <tag>:<log_level> &k, Hrh <tag> E2WMEFFFH,
<log_level> & {N, E, W, I, D, V, *}&EHPH—NFE:, #BHEDE F.
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B, —-print_filter="tagl:wW" HULEHATEH ESP_LOGW ("tagl", ...) IiGM%it, B8H5
TERAR H ST IO i, Bl ESP_LOGE ("tagl", ...). WZJHRE <log_level> sl fii {40
FNBINE * .

il gEmE, WIDAGE A HEAE R S A PR ER R . Wl DA IDF R g8 e i o
T s, HICTH EHmiE N AR .

WSRO S Sk, BYS ~. B9 o, DMEFRA el fe.
QSRR R T o i 9 d5 i AT R T A Tﬁ%%?&”ﬁiﬁ?tﬂuﬁ?ﬁimﬁg, I, WA IRIT EliZAT, B

JEREBGAT AR T A e — TR, R DA 50 7] 42 o i S S TP R (R 1) @A v i
BRI EMEIT) .
iy 32 RLW 711

o < AT ILRAEATRBUARS: . [ ——print_filter="*:1 tagl:E" {THIXT tagl Kk &
A, XA tagl MM * BRI SESL 0

o BRINFIN (25) ST *:v, BEONTERRANG S B S AR B VL RCAT bR 25 R %IE@EF)?%V\]%%

o "FIN" AU T H AT bEI’J%JHj, WK T print £ WFTEVE . A T REGX— 8, 3560
*: E BUHE R TTRION

o HN "tagl:v", "tagl:v", "tagl:", "tagl:*" fl "tagl" £,

o FUN "tagl:w tagl:E" FE[FT "tagl:E", XJEPA G IR EA AR AR S i

Bl — MR
o I "tagl I tag2:W" {LFE Info RN EER BB EARE AT B tagl, FE Warning 41 FES% 518k
FARHHIFTED tag2.

o B "tagl:I tag2:W tag3:N" fEAN FAEFTF LR, XEHHK tag3:NF5E tag3 AT
B,

e tag3:N fEMM "tagl:T tag2:W tag3:N *:V" HHEAEE X, XEZKR NUWEEH tag3:N,
tag3 [ EULATREFTENIE R T3 tagl Ml tag2 FEIRIEE AT EITERRE TR LS (BOEARZUN)
HERINIT ENEr A N2

ORGSR AR B EAL A R A 1 Dl T AR A

10ad:0x40078000, 1len:13564

entry 0x40078d4c

esp_image: image at 0x30000 has invalid magic byte

esp_image: image at 0x30000 has invalid SPI mode 255

boot: Factory app partition is not bootable

) cpu_start: Pro cpu up.

) heap_init: Initializing. RAM available for dynamic allocation:

) cpu_start: Pro cpu start user code

) light_driver: [light_init, 74]:status: 1, mode: 2

) vis: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID.

O U HHHEHS ©

1)
1)
9)
568
569
603
309
318

(3
(3
(3
(
(
(
(
(
1
I

328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="wifi esp_image:E light_driver:I" figeieidmHms Ban T irn:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="1light_driver:D esp_image:N boot:N cpu_start:N vifs:N wifi:N

RENAIST 2 {EOL i vy U

load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2
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BC¥ESCPF  esp-idf-monitor fif] CO 74T Sk & ﬁiiﬁo HE B SO R R A e e o i
JYA CO FEHANIE . W AT RS ST B (AZ) ARFIRAFS: [0 1.\ A Al

W R, PRI G, SR B A R ) PR . ARG et

T 0%
B

SR RUESCHIIASHR N esp-idf-monitor.cfg. B5E, 7 esp-idf-monitor BRIy
I S E1T
AR H SR b B I BN R SO, A A ) PR R SR H SR

e Linux: /home/<user>/.config/esp-idf-monitor/

¢ MacOS /Users/<user>/.config/esp-idf-monitor/
e Windows: c:\Users\<user>\AppData\Local\esp-idf-monitor\

AT A DN 21 HE SO, e PG AL T H %

e Linux: /home/<user>/
e MacOS /Users/<user>/
e Windows: c:\Users\<user>\

7£ Windows H1, Tu\ﬁﬂ% HOME B, USERPROFILE A B B F H3%, Kk, Windows Bt & H R
A HR T X e

it v] DA | ESP_IDF_MONITOR_CFGFILE ¥f 35 48 & h it B SC {38 & — A A W 7 &, filan
ESP_IDF_MONITOR_CFGFILE = ~/custom_config.cfg, X —iXBMK ML E ST LRIE
(AR RIS Wi

TSR A LA P SO, esp-idf-monitor 43 M A E A A B E SO i R B . AR AR AE
setup.cfg 5f tox.ini X4, esp-idf-monitor £ H ML R HUX EE .

MCPERESL T 2RE T ] A e

EI AR g KiNE
menu_key VL E A T
exit_key iR A ]
chip_reset_key wR A R
recompile_upload_key AR AL F
recompile_upload_app_key AN B it A Y AR A
toggle_output_key PES %N Y
toggle_log_key Y H H 5168 L
toggle_timestamp_key )45 8] 8 s I
chip_reset_bootloader_key Wt B E NS SN Ek P
exit_menu_key MR IS A X
skip_menu_key WE SR A B R R e False

ik PCESCPE A ini SCHFAR SN, AZNLA [esp-idf-monitor] FRskGI AARRMORBINA RO . AT
EIELA CECEATR = OB BB H . DA # 80 TR ERE, R 2.

# esp-idf-monitor.cfg file to configure internal settings of esp-idf-monitor
[esp—-idf-monitor]

menu_key = T

exit_key = ]

chip_reset_key = R

recompile_upload_key = F

recompile_upload_app_key = A

toggle_output_key = Y

(FR%EED
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toggle_log_key = L
toggle_timestamp_key = I
chip_reset_bootloader_key = P
exit_menu_key = X
skip_menu_key = False

IDF W5 3L %5 C )
Windows B85 F C.Ja10) 15
* T Windows # il 5 FR |, A Ledik b S HoAth— SLg5 5k 48 JLEAE GDB Rl .

o HARTEOLT, idf.py iR, WIRESAE IDF I E 2 Higs 30 7.
* GDB a7, WRESERE—BUE, A5G4 JT65 GDBSwb JE4Til 5 -

Linux il macOS ¥ & T HBEm ki 2 &

PRI WRE T OT A IR, SR g R

BEEIFRAEE DA 220 ESP32-C6 i ESP-IDF [ LA IK

s B R EE

e % —%: 3:IX ESP-IDF

s H=¥: RELA

e Bv¥: RIAMETE

o B AY: F451&A ESP-IDF &

Sy ety O T/E ESP32-C6 Hi{iij] ESP-IDF, 5 SRR RAL2RE—LHE. WPASH DA
TR, 268 Linux 1 macOS [R5 A T2 Mk - 4.

Linux Ji] ) 4413 ESP-IDF F 8D F A4 . T ARIRGE ) Linux ZATHUA, ST ZHEm S
+ Ubuntu # Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

HHI58R 3 FF CentOS 7, {HN T AFH FHALS:, BHf#H] CentOS 8.
e Arch:

sudo pacman —-S ——needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

e
* fifi [fl ESP-IDF 5% CMake 3.16 o DA A%, & A Linux A7 6 F5 E 4% 5 S a9 A5G 14

8 FF 55 backports 7, 825 "cmake3” # {4 4U, (A 2425 cmake”) .
o R RS ERP A MR RS, WSH RGNS, SRR a2
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macOS JI])*  ESP-IDF {4 Jfl macOS 2R\ 2235 (%) Python it 7S .

o %% CMake Fll Ninja 41 T H.:
- #4 HomeBrew, W]PAIEST:

’brew install cmake ninja dfu-util

— #4 MacPorts, 7] PAiafT:

’sudo port install cmake ninja dfu-util

- APAEYIREE R, 1517 CMake Fil Ninja 51, #if)4  macOS V-5 1) T 845 18,
o SRENELIF] 2% ccache DAFRAS BRI 4 ik B2 . W1 HomeBrew, Wit MacPorts F ) brew
install ccache B{ sudo port install ccache SEAZENE,

Frik: AR EIAMTARE PR B R DA B R

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

NAZF 220 XCode 47 1TE, Wiz4T xcode-select —-install figddbf72eds,

Apple M1 Ji)y WA ARG 2 Apple M1 251 HA 240 F R R

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is_
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

CEp

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2-
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

BATIN R A g, 4¢3 Apple Rosetta 2

/usr/sbin/softwareupdate --install-rosetta --—agree-to-license

“4%¢ Python 3 Catalina 10.15 %A ] iR AR Python 2.7 ilUAS, FEAR K macOS fiUA A
SBIAEL Y Python 2.7, AT DA T fiir 226 5 24 1 6 11 1) Python FUAR:

’python ——version

W25 Z Python 2.7.17, MAGRERIAMENTER 2 Python 2.7, JX K55 ZLEFT AN fir K 25 Hi b
RO 4% % Python 3:

’pythonB —-—version

WAsAT bk AT R, WACER AN _E AT 2% Python 3.,
THHRYE DA T 2 PR 2% Python 3:
* filiJ] HomeBrew #EAT 25/ 5 3L 00T

brew install python3

* filiJl MacPorts JEAT 22 A ¥R ANF
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sudo port install python38

5+ JKULESP-IDF  {E[HI4 ESP32-Co Hyety AR 2 1, 7 JetRHURAEHLO 4Kk HE 014 ESP-IDF
.

Z?EEX ESP-IDF ({4l A< . FTFF &, #3457 ESP-IDF [ TAEH 5%, il git clone md ik
ﬁﬁﬁoﬁﬁxmﬁﬁﬁfmﬁﬁﬁﬁ,%ﬂTio

P&, sfTbA T

mkdir -p ~/esp
cd ~/esp
git clone -b v5.2.3 --recursive https://github.com/espressif/esp-idf.git

ESP-IDF f RN# ® ~/esp/esp-idf,
T HIfEESP-IDF JR A1 7, #2% ESP-IDF N [m] A iy B4 3E 5

2B WL BRT ESP-IDF A B, iS55k 3745 ESP32-C6 )3 H 2735 ESP-IDF fifi H i) 45 Fp T H. |
thingmidds . JHik#F. Python {4,

cd ~/esp/esp-idf
./install.sh esp32c6

8¢ {# ] Fish shell:

cd ~/esp/esp-idf
./install.fish esp32c6

IR AU A ESP32-C6 225 firfs T.H . WRTENZNHER G A EZTH , WA AR 35 E 24
Hbx, W RFs:

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

A} ¥ FJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32,esp32s2

WERTE LN A SR F AR 22 TR, TS TR fir

cd ~/esp/esp-idf
./install.sh all

B} {ii A Fish shell:

cd ~/esp/esp-idf
./install.fish all

i X macOS M, AFE_EaR R SR il B DU R B

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—~to get local issuer certificate (_ssl.c:xxx)

w327 Python U2l Install Certificates.command ZZ3ENES. TMELZEL, HS%
%% ESP-IDF T HI} H B0 T #4812
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L% ESP-IDF T HZ25 832 1 2 Github ZATMRAS A7) — 28 T A, AR5 Github %2
NN, PTLABLE IR, AL et Espressif )T 2l 5 43 2E4T Github BTF 2.

ik ZBCE PN Github ZATCA R A TR, B A S %A T AT Git €4 ) URL.

TR TR See s Espressif N RS5 4%, WEiafT install. sh MDA a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

Al HEREE NP E N B R BRI S, AR T B

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.cn/github_assets"
./install.sh

Flow T IVeigts AL RPN 40 AR ESP-IDF 75 0 4k T BN LA P iR H &, B
Linux R4 H) SHOME/ .espressif Hig. B PABESERF T HZAE 5 HAD H *rr, (HIFIEE T &2 A
HI, BHTREIEASE IDF_TOOLS_PATH, YEE, HIAMRH FIKS 2B & TG IZB AR .

MEE M T IDF_TOOLS_PATH A8 &, MR %S BIER R HUTLE A (install .bat. install.
psl B install.sh) FISHMA (export.bat. export.psl B export.sh) BHEFF—3L.

SEDULL: BEVLIABEE R BUIE, WIRIZE R T H M ORI A PATH BRsAc i, Jovkilad “momn”
e T . Hil, SR E ISR . X AT DA I ESP-IDF S48 55 — A A 71

AR SEIEAT ESP-IDF M2 1LEATIA T v

’ . SHOME/esp/esp—-idf/export.sh

XIF* fish shell ({3CHF fish 3.0.0 KA BRUA) , THIZFTPA TR 4

’. SHOME/esp/esp—-idf/export.fish

HE, MR 5SBEZRINA — 2!
WAL 24T ESP-IDF, W] DUNIAT export . sh Q#5144 , HASERMT:
1. B HIFERENELL R v 2% shell B E 049 (.profile, .bashrc, .zprofile %)

alias get_idf='. $HOME/esp/esp-idf/export.sh’
2. W EBEA A 81847 source [path to profilel, 4l source ~/.bashrc ZRIFHEE
A

BUE R AEAT AT A 3 2 11 P9z 4T get_idf R B uilHT ESP-IDF Rk,

AEBUHHNF export . sh IRINE] shell FYFCE ST, AR S FEAERA L i 235 HHAREEE IDF R
5 (QWIHICTHMN ESP-IDF fy i) . X # 1 6H REAPRERY H Y, 38 F] RER i HABAR PRAY B8 1 -

S50b: JFUGTEN] ESP-IDF WL BEIRE 2 4% 1 (] ESP-IDF BT A 260, 3% RFF G IH 4k 56
—A IR

AIGEREA R ATy - F ESP-IDF, A5 A0l {fi /] ESP32-C6 Qg ss— LA, JEMd. bestmis ik
i
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il WPRIERZ%E ESP-IDF, 152 i 50 iR IR, SRIBUE A3 v B il i) A

JFhGEIE TR AR, W PAESS JT & ESP32-C6 [ H #2)F T . W PAA ESP-IDF 1 examples H 5% [
get-started/hello_world TF2FF44.

% ESP-IDF % R4 S Ff ESP-IDF At T AR AR hofi Ay 25

Ff get-started/hello_world TF5 il = AHIY) ~/esp HE T

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

%4 :: ESP-IDF ) examples H 3t N — R F TR, W PAFEIR FIR a5 §ilH 47 H A AT s 6
Wl PAE G IFR, TR T .

EEtEBery  BUE, Ii5F ESP32-C6 JFAMGERE] PC, HEFRIF AN R O .
WH, A TEAF AR R T B Z A A A -

o Linux ##fE&%:: VA /dev/tty F3k
* macOS ¥{E&RS:: DA /dev/cu. 3k

B RAMTE R B O AFREAIE S, 5 IL5 ESP32-C6 43 % 2 ikd:,

ik ISR 04, PAEIRZEA .

Bl TR 353 A hello_world H3E, & ESP32-C6 M H MR, RGE/T LERRE T A

menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32c6b
idf.py menuconfig

TR G, Wi idf .py set-target esp32c6 WE “HIx” & h. HE, HHEER
BRI AT 2 MR RICE (009, ©IAE N B ROENERER (TG %
). WEEE, WIAIFRARS K ser-target,

IR (wus JEE N Rl N N

] A A B BB I ) AR R, AR WI-Fi M2 B R AL B 45 45 . hello_world /R
B H 2 PABCABCELZ T, REX—SH b, ATABK ] menuconfig #EATIH FLE X — IR

il LRI TR R A TTRE S S ERIR. T DA I ——sty le REUEANIL. BT
idf.py menuconfig —-help fyd, FEELEL.

GivE LRE IHMEHILATarS, iR TAE:

idf.py build

1247 A b W AR B AR P BT A ESP-IDF 2004, $35 E s [\ a7 KSR AN ARy ok
il S
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{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

] Leave menu [5] save

7?1 svmbol info [/1 Jump to symbol
le show-help mode C o], S - [A] Toggle show-all mode
t (prompts for save) [D] Save minimal config (advanced)

F 13 TR E—FHE N

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —VIEH, S5 UR R 2 B bin S0P

PR B WIS TPA T S, AR5 NI AL By —BE SO ek 5 ESP32-C6 T kM :

idf.py -p PORT flash

T PORT £l ESP32-C6 JF AR 45K, MR PORT REE X, idf.py A AT Hp & 0 B
B
WA X idf.py SR, W Widfpy.

il Ak £lash PRI A Zh 4k fpeor TR, I TCHHHE,T 1df . py build,

FEFECR AR IB R N, S5 N3O CHAR R AT PARITAE ek S HEfR 25 ESP32-C6 43¢
Pk RBCEZ A5 S
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WRLRIE BRI, B BT A H G

esptool esp32c6b -p /dev/ttyUSBO -b 460800 --before=default_reset --after=hard_
—reset —--no-stub write_flash --flash_mode dio --flash_freq 80m —--flash_size 2MB..
—0x0 bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v4.3

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-C6 (revision v0.0)

Features: WiFi 6, BT 5

Crystal is 40MHz

MAC: 60:55:£f9:£f6:01:38

Changing baud rate to 460800

Changed.

Enabling default SPI flash mode...

Configuring flash size...

Flash will be erased from 0x00000000 to 0xOO0OOQO4fff...

Flash will be erased from 0x00010000 to 0x00028fff...

Flash will be erased from 0x00008000 to 0x000O08fff...

Erasing flash...

Took 0.17s to erase flash block

Writing at 0x00000000... (5 %)

Writing at 0x00000c00... (23 %)
Writing at 0x00001c00... (47 %)
Writing at 0x00003000... (76 %)
Writing at 0x00004000.. (100 %

Wrote 17408 bytes at OXOOOOOOOO in 0.5 seconds (254.6 kbit/s)...
Hash of data verified.

Erasing flash...

Took 0.85s to erase flash block

Writing at 0x00010000... (1 %)
Writing at 0x00014c00... (20 %)
Writing at 0x00019c00... (40 %)
Writing at 0x0001ec00... (60 %)
Writing at 0x00023c00... (80 %)
Writing at 0x00028c00.. (100 %)

Wrote 102400 bytes at OxOOOlOOOO in 3.2 seconds (253.5 kbit/s)
Hash of data verified.

Erasing flash...

Took 0.04s to erase flash block

Writing at 0x00008000... (33 %)
Writing at 0x00008400... (66 %)
Writing at 0x00008800... (100 %)

Wrote 3072 bytes at 0x00008000 in 0.1 seconds (269.0 kbit/s)...
Hash of data verified.

Leaving...
Hard resetting via RTS pin...

WEAR—YIRA], Peskse UG, HRBRFSEAL, N T hello_world” G117
R 7B ] Eclipse 52 VS Code IDE, TMiE idf.py, i5Z% Eclipse Plugin, DA} VSCode Extension,

WPRE . WIDAMEH idf.py —p PORT monitor fizd~, WM “hello_world” THEMEfTHN. HE,
AR PORT Bl B O HR DA FR.

WA E, IDF SALE YRR EE)

$ idf.py -p <PORT> monitor
Running idf_monitor in directory [...]/esp/hello_world/build

(R ogkzk)
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Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

BEE, BT ATE R Bl H EFi2 W H & , BEFTHIR “Hello world!” T,

Hello world!

Restarting in 10 seconds...

This is esp32c6 chip with 1 CPU core(s), WiFi/BLE, 802.15.4 (Zigbee/Thread), .
—silicon revision v0.0, 2 MB external flash
Minimum free heap size: 473816 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

I PebEsE ctrl+], WliRH ESP-IDF Hitilds

il WATLAZAT AR A%, —IREEPATIE . B il A -

idf.py -p PORT flash monitor

LAt

. TFJ BIHEIDF A% TR Z (] ESP-IDF W ALes ) B s A HoAh 31
o i HIfEidfpy, BEEZL 1df.py A HEET.

o2k ESP32-C6 AT 152!
BAE, A PAZER— 2L HAM examples, BNE EHIEH A HEWN HIERF .

ﬂ

F¥: RGBS SRR ESP32-C6, [H2h ESP32-C6 Rt & B i RE

TES1E 7R BIRE R R A2 F README SCfFH Supported Targets i, HIMRFEM A ESP32-C6, Bk
EARIEAEXA M5, IR B ESP32-C6 XA R BT«

bt

LR [ i A B2 Linux AR [n] ESP32-C6 sk [E 4RI, W EES HELZE{l Could not open port
<PORT>: Permission denied: '<PORT>' #HRIHE. LA PAFE Linux ¥ PRI R dialout 2855,
uucp 20 R ARPLIL I A

MEZE1) Python i & ESP-IDF 37 Python 3.8 K DA b flRAS, # S0 TH 20 8 4E 22 Be 31 d5 87 AR AT o8 38T
Python, 1 7]3E#EM sources 42355 5 i it Python, B{fi il Python 453 22451 pyenv ¥ U HEAT T4 B TH,

Py flash  ESP-IDF 7 3:4[4 flash., 3521 70A Fand, B flash:

idf.py -p PORT erase-flash

AR BRI OTA Xl , WHis A R a4
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idf.py -p PORT erase-otadata

YRR flash F52E—BUNTE], fEEBRARS, i 2)WITSiaiEsk.

Wil: 9l ESP-IDF  UREESONINE T BT AR 1) ESP-IDF, 252 bug sy fEHTRYDIRE. 1§ R, ESP-IDF
PR 2 A R S A AT S SR . S5 ARG S HJW—‘%EE%EQE?F AR R T
FE Fei) ESP-IDF JitA . B2 XTSRS, 1§25 ESP-IDF 1Rk .

L, e, W R ARRAS . B s e EA MR A A esp-1df SO, SRIGHE
W% — % 3RIR ESP-IDF HTE/R, E?ﬁmﬁiﬁ[‘%

B — R VR B ACE AR By, R AE A &9 ESP-IDF B H . BARKE I RS ARE i
ESP-IDF iR A~ F A [l o

HE, WHEUE, WGt MAs, PABT R ESP-IDF frisn TRMA T . BAES% S =

FRELR,
—HEHZEG TR, WHNSHMWAERTE, AAESELwy: R0 ts

FHG SRS
o L5 ESP32-C6 432 % v i% 4%
* Eclipse Plugin
¢ VSCode Extension
* IDF 5%

L4 Gk —A LR

WHRC &%t ESP-IDF,  HEA i 4L T K35 (IDE), e RITH, #iMUE Windows F 44
43 T42 B4 Linux %= maCOS I 4E A i LA RS LR

1.5 #izk ESP-IDF

W52 ESP-IDF, {5%:% #7# ESP-IDF .
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APl %%

2.1 API Zyg

ARIANERT ESP-IDF W IR 4tk 1 (APD) i TR 24058 RIS
ESP-IDF {21t 1 L e 11 -

o {F ESP-IDF ZH{Fmy 2 3k Se - A B C eRigl. gMiR . Mos. K800 UITRALIES 2. et
F API SR T X SepR . S5 R FIZEal,

o GHIFRGRE. i AR, 51 S M ESP-IDF CMake #) 3% % %% API,

* Kconfig W, W] T K diik R G CH (CMakeLists. txt).

o T A NHGMTEH.

ESP-IDF th ZANMAMF4LAL, A48 % 17 ESP it 9w 5 ARG s 88 = e (RIS = 4iik) » W1
FLSes =J5)%, ESP-IDF $24E4 AL 28R 11, DARRIALXTEE =7 ERO AT, B3 L5 ESP-IDF H
MINBEMI M E . FLEN T, B2 AR E IR Z EN R4 APL,

PAT A4 7553 ESP-IDF APT K HAS HIAYAH S 2«

2.1.1  HEAAbEE

Z % ESP-IDF API 21k [l thesp_err_t KA E LY HIRMAI . A XML ELFER, SR
432 {53 . A % ESP-IDF AU FR ARSI, S FlER R 5%

2.1.2 ECEEGHIE

B ORI HIRE T 5 Rk ESP-IDF URRARA N, 3 LR W) i LB B A5 M A

% ¥ ESP-IDF (4 i Ak Bie B F1 22 R GAHES DA « . ._init (). ..._config() Ml ..._install()
W) HFRE -G A BRI FEEEA S 8. Bl

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"

Q)

39
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esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

IR BRI X AFRER I RCE S AR HE ST, DR B IeAi A iR R 224 h o
I R FP I I AL S R B B, DA R s B

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;
/r R FHR .arg 1 .name KAWL */
esp_timer_create (&émy_timer_args, &my_timer);

Jo2 i BSP-IDF SR €99 ) Fisk B L2 RSEMEG MBI 1L, AT DARIR0 2 B AR,
SRR T B

const esp_timer_create_args_t my_timer_args
.callback = &my_timer_callback,
/* E#, FH .arg f .name B HHBL AT */

{

bi

C+ 155 IR ORI E W IR LA TETS , (AR R LA AUEIE PSR GUT « e C++ fURS (/1] ESP-IDF API
I, ATRAZS A DA R AR

/* IE# : .dispatch_method., .name D\ X .skip unhandled_events AW K4 FE */
const esp_timer_create_args_t my_timer_args {
.callback = &my_timer_callback,

.arg = &my_arg,
bi
///* 4% % esp_timer create args_t W, .arg % .callback ZJg B ¥ */
//const esp_timer create_args_t my_timer_args = {
// .arg = &my_arg,
// .callback = &my_timer_callback,

ey

TR EVIRNAREZ L, WS A8 s e s . TR, C++20 ZHIH C++ 5 A2 24 Hi ESP-IDF
FIERARRAS . AN SIS BRI Es . IR A C++20 2 BTM C++ FRUEAFACHD, WI A E) GCC # @2k
JEPA T

esp_timer_create_args_t my_timer_args = {};
/AT EMBNHAE
my_timer_args.callback = &my_timer_callback;
RN LS

ESP-IDF Jy 30 s g B 7 1 R W BUA (R 2

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_ DEFAULT_ CONFIG.

ST RE—NEEHWENE. WA, FTAFRACREANRNE, BXFEHE: ~/
config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

HFE RCE S AR AL T BRARIIR AR, S B IR AR 2 -
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2.1.3 A7 API

1t ESP-IDF KL & i APL (LR T/ ESP-IDF YA R, A SERpfE Iy AR P P . ik
RSN AR TR private B esp_private. FEBAIfE (Hlhal) WL SHA APL

FLA APT n] BEFE U ELBURN T HUAS Z (8] PAAS SR T 2R B i B e

2.1.4 i H Lk

ESP-IDF R i it 7 — F 5173 ESP-IDF AP 75 sXAY T AR . sl e re 2 1 Bl P s 5 AR [ Y
B, R BIRg R ALPE b SCT — S A ) TR . X 28 4164 4% common_components H 5%
WL PR B4 B 0, B A1 ANET ESP-IDF APL HYTERE -

ANEWAE H & I H H il i EXTRA_COMPONENT_DIRS %k RS04 i BLA% 5 | X Be 41, FMAEARIAF)
ESP-IDF fiiAsHt, PFA] BEAAAE & A0k . BT ESP-IDF /RGBT 630 H B, 35 K500 5 B H T i 2
LA {4 ESP-IDF H&g il ok, IR0 A LT H 10— . TR, A LAERESIRBIE SN,
AIREA TR = N AR s T A AR A0 PR . ZEM BT, 75 B e Ag I I R0 3E T T as .

2.1.5 API faett:

ESP-IDF {1 i SURCARIE | PEINISS R A 22,

ESP-IDF R B RA FIAE IR 1B S RAS & PRAUE S AR RAS AR A E . AR 25 T R 1 3R A PR A ) 75 T A
FIR 1

DARHS GO e 75 1k

ESP-IDF {1t ESP-IDF A1{F{1 A SCPE Y C s %I, iR Moz 2R3 SOMTIALBE 75 Y I
PRSGRIAAE - PEACHS S A B AR TR B BB AT A E BT AR Y ESP-IDF _E 87 435

PATNAE AR 2 8] 4 S RN RS G A b -

* fliJ] deprecated JEMIEFRE. MNP #warning I SCIF. EFFRECTE ESP-IDF
FATUEIT ) o SRR A G DAGE e i 37 1) e RS SR PR T R B S - ESP-IDF )
TERUASRF R 63 I 7 1) eR BORI S«

o marAALE, RS IEACHAISL SO, (B ORI R G FT DASRE IEA 1 SCF

» Hfiy$; Keonfig JE11. Kconfig ALY ) /& Fe 514 BRI HIFEFAE sdkconfig U, CMake SCIFA
PRACHS AT AR AT DABE S 46 Y Keonfig TEI5 44 7% o

e /b e Pk

ESP-IDF JCyERf IR (B — B3R XM, QiR 54~ ESP-IDF JRASKI & T — A Tdmis e
TE T —/MRESAS R R A, TCEFRIZ R AR R 5 0217, DA B enT PAPRERIR A RS 20 1 3 25
P, AEAEIE B SR A

o TP C MR R IEE

o INIUHTBY LSRR R R B USRI . 2 T B T ERIE AR, ES B E 4k,

o HEBAHMFZZW) static inline pREFH extern BE, RZ MK,

o HZEAH) C BB BT R 72

FAUA I 15 0L

RAEFATEC T4 ESP-IDF AT, (HUZfERERAZ 7], ESP-IDF HyJLLEER > AT RES A GRZE . 40
ARET FHNEI RSN E TR, WOl AT Ak it

o FA API,

o 5B 2B,
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o AHAfHRIC N beta”, “preview” Y experimental” HIHfE .

o WML A S RN, s PAE LA T MR A L A ERA T I .

o MARBITHIIRITIRE. Blan, WERFEA RS EM AT , W sEs MR e R H
a4 B R . XA T E D BEIC A BT BE AR AT BE -

o RBAFRICSRIE AN SR & AT AT BB B R B o, ansh S HGE Rk .

o TESEHELE TP Keonfig eI .

o IS H WA E AR

2.2 WHDZEPMY

221 ASIO 5

ASIO 22— NS4 C++ &, 20 https://think-async.com/Asio/, ‘BRI C++ Bt T—4—3%
) 2P
ASTO #1{4:H ESP-IDF HiAs v5.0 A5 5] 1 B ) €3 P -

 GitHub ASIO ZH 4

iaf7 idf.py add-dependency espressif/asio ¥ ASIO A INMBIRAGIH H1.

SCH

T E) DA B3 A A 56 SRy -
« ASIO 34 (English)

2.2.2 ESP-Modbus

'R 2] ESP-Modbus J% (esp-modbus) 37 75T RS485. Wi-Fi FlPAK K2 11 Modbus {5 . H ESP-IDF
v5.0 IRASDASE, H{4E: freemodbus O A% 33 B B D O e

* GitHub _|[#*) ESP-Modbus £H{:

TR SO

AHR SO 2 ) -
o ESP-Modbus 04

W B

PATR 7R BI193 51743 7 ESP-Modbus JE ) HR4 T3 11 . TCP i 1 Y AAILAT EALSE B

e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
e protocols/modbus/tcp/mb_tcp_slave
* protocols/modbus/tcp/mb_tcp_master

T E 2 A AR Fl#Y README . md
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hiXs%

» Modbus 21 575 1MYLE 27 The Modbus Organization,

223 ESP-MQTT

HEid

ESP-MQTT /& MQTT il % F i i S 88, MQTT & —Fh 3T & A/AT B i 52 8 90H B M thill.
ESP-MQTT 4 374 MQTT v5.0.

o T HEH T TCP 1 MQTT. %:TF Mbed TLS 11 SSL. 3T WebSocket (1] MQTT DA & 3T WebSocket
Secure [} MQTT
e Jlik URI fijfb i B e
o B (—AN T A 24K )
. éi‘?riTgifb?‘ KA. NIE. SIETHE . PRRRERELERMLEIPA K 3 ARG (QoS) A (R4 TRE
iy

SN ]

« protocols/mqtt/tcp: F:TF TCP ) MQTT, ERiAs 0 1883

protocols/mqtt/ssl: F:F TLS # MQTT, ZRiAu 1 8883

protocols/mqtt/ssl_ds: J&F TLS ) MQTT, i FI%F5 4 SMEEAT S0 B0 E, RN 11 8883
protocols/mqtt/ssl_mutual_auth: X TLS ) MQTT, BT B 4r580F, BRiAss 1 8883
protocols/mqtt/ssl_psk: £tF TLS () MQTT, (i J Bt 28 50T ik, BRIA SR 11 8883
protocols/mqtt/ws: J:T WebSocket ) MQTT, ERiAif 1 80

protocols/mqtt/wss: T WebSocket Secure [i{) MQTT, ZRi\ i 443

protocols/mqtt5: {# Jf] ESP-MQTT JFE %82 MQTT v5.0 iR 55 #5

MQTT ji & Fif%

W fHesp_mgtt_client_publish 8{HIEMH EE esp_mgtt_client_enqueue, HJ PAGIEHHY
MQTT JH 5 .

QoS 0 FVE ERF H ik —IR, QoS 1 1 2 HA AT, AN FEZHRATH M K T8 iz 72 .
ESP-MQTT [ /i A B WAL M A HIA R0 QoS 1 fl 2 AfiHE, Al ERERTHEE E XK,
4k MQTT B 75 %5k {0 7E 5 35 #% 4% H Clean Session 47 25 ¥ B 20 0 W5 37 £ & (41 %t BL47 4,

¥fdisable_clean_sessioni% B K true),

NHETR HWEALM QoS 1 A1 2 B2k THEBVAR A, B4 Hesp_mgtt_client_publish
W) 2 57 BP 347 5 — R A% B 22 k. RN IE B 0 E L K fEmessage_retransmit_timeout Z
J5 317, FECONFIG_MQTT _OUTBOX_EXPIRED_TIMEOUT_MS 2 J5, HE & M M. Wik
E CONFIG_MQTT_REPORT _DELETED_MESSAGES, W4 % 3% 3543068 50 72

Fic ¥

Wit Fesp_mgtt_client_config t 4SRN T BORIEATRCE . BCEATHAE S AT T4IE,
T HCER i 2 A

e esp_mqtt_client_config_ t::broker_t - fRiFikE bR 24051 .

Espressif Systems 43 Release v5.2.3
Submit Document Feedback


https://modbus.org/specs.php
https://mqtt.org/
https://docs.oasis-open.org/mqtt/mqtt/v5.0/os/mqtt-v5.0-os.html
https://github.com/espressif/esp-idf/tree/v5.2.3/examples/protocols/mqtt/tcp
https://github.com/espressif/esp-idf/tree/v5.2.3/examples/protocols/mqtt/ssl
https://github.com/espressif/esp-idf/tree/v5.2.3/examples/protocols/mqtt/ssl_ds
https://github.com/espressif/esp-idf/tree/v5.2.3/examples/protocols/mqtt/ssl_mutual_auth
https://github.com/espressif/esp-idf/tree/v5.2.3/examples/protocols/mqtt/ssl_psk
https://github.com/espressif/esp-idf/tree/v5.2.3/examples/protocols/mqtt/ws
https://github.com/espressif/esp-idf/tree/v5.2.3/examples/protocols/mqtt/wss
https://github.com/espressif/esp-idf/tree/v5.2.3/examples/protocols/mqtt5
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C6

Chapter 2. AP1 &%

e esp_mqtt_client_config t::credentials_t - T B IERNE i
e esp_mqtt_client_config t::session_t - MQTT &%+ XAECE .

e esp_mqtt_client_config_ t::network_t - P XECHE .

* esp_mqtt_client_confiqg t::task_t - fVFHECE FreeRTOS /1% .

* esp_mqtt_client_config_ t::buffer_t - & A& HBIZ M XK/,

TOCHTEANZR A

M55 25

Huhl i3 address &tk uri FE{F hostname, transport DA fport G, AIPAEE RS
Al WA AR B path, ZFBOM WebSocket HE4ET F IEHEA M .

i uri FEHIFEA N scheme: //hostname:port /path,

o Wi mgtt, mgtts. ws fll wss L
* BT TCP 1) MQTT 74 :
— mgtt://mgtt.eclipseprojects.io: 3T TCP ) MQTT, 2RiAdIT 1883
- mgtt://mgtt.eclipseprojects.io:1884: T TCP i) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Kt F TCP 1
MQTT, 11 1884, A5 Hl P4 FIEE T
o HTF SSL ) MQTT /- :
- mgtts://mgtt.eclipseprojects.io: T SSL 1) MQTT, Il 8883
- mgtts://mgtt.eclipseprojects.io:8884: KT SSL [ MQTT, ¥lT 8884
o LT WebSocket 1) MQTT /= :
- ws://mgtt.eclipseprojects.io:80/mgtt
o ELF WebSocket Secure [1) MQTT 713 :
— wss://mgtt.eclipseprojects.i0:443/mgtt
o IfATACE

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler, .
—client);
esp_mgtt_client_start (client);

%if: O OU T, MQTT %) i S S PR PR 2R S A 6 MQTT i (SE#:. SilF. 2%
EIR

WEUE B UEAR 95 A% S0y, X TN TLS M gk, vl Everification A, IR55 A% UL
AR E N PEM 5 DER A%3(, U255 HE DER 4%, W EHF M certificate_len FBt, BN
fEcertificate TR AAETHFE M PEM MU T 4T H

o MRS ZSFRBLIE TS, fliN: mgtt.eclipseprojects.io

openssl s_client -showcerts -connect mgtt.eclipseprojects.i0:8883 < /dev/
—null \
2> /dev/null | openssl x509 -outform PEM > mgtt_eclipse_org.pem

o KEEE /RN T RRF: protocols/mqtt/ssl

o FCE:
const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.i0:8883",
(FTi4k%:)
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(£ L£50)

.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,
}I
bi

TIEHAN P B IEANE S, IWERAPI 5% LARTLS IR 2550k .

HPutee  credentials ?&‘T@é‘ﬁfﬁgi‘:f”ﬁ?éﬁi‘}%

» username: Jg[n)H T RS 48 H F A F8E:, @ URL &
e client_id: F{MZ g ID 354, BRiAH ESP32_%CHIPIDS, H scHIPIDS 2 5k
MAC Hubk e f5 3 A~y

NIE ATPAl S aut hentication FRIEINIESEL. &) KR A R AIET 3K

e password: {ii[fJ75HY

e - certificate fllkey: #fTXL|A] TLS H{7569F, PEM B DER A&z 7]
* use_secure_element: {§if] ESP32-WROOM-32SE W44 T0E

* ds_data: ffi iR RFR AT EL ML

Zilhi i session FE#H T MQTT & ifAH AL E

RIS (UWT) 3 B Last_wi 11 ZHRIIA 7B, MQTT £e— % Pk BN TF HE Bt
3o AL T P

topic: Hifn) LWT JH E T 15T

msg: f51a LWT R4

msg_len: LWTJHEHIKEE, msg AUAZS FATL RN 2047 B
gos: LWT i B fIR55 it

retain: % LWT JH R ERE

10 H fe ¥ 2 sap 82 ¥ MQTT 3 iF idf.py menuconfig, W] PAJE Component config >
ESP-MQTT Configuration H$%| MQTT 4% .

AHKBEEAT
 CONFIG_MQTT_PROTOCOL_311: JaJi MQTT $pi¥ 3.1.1 Jii7A
« CONFIG_MQTT_TRANSPORT_SSL #ICONFIG_MQTT_TRANSPORT_WEBSOCKET : J2 Fi##:E MQTT f&

#)=, #il4n SSL. WEBSOCKET #1 WEBSOCKET_SECURE
o CONFIG_MQTT_CUSTOM_OUTBOX : %% mqtt_outbox BRIASZHL, [H I AT DASRAHLAS o Se Pt

Pif

MQTT % T e 2 S i DA F o4

* MQTT_EVENT_BEFORE_CONNECT: % i Wi BRI 2 R 5545 -

e MQTT_EVENT_CONNECTED: &t I iERE 2RS4 . & i B A I & Bl

e MOTT_EVENT_DISCONNECTED: T IJCiAEEIE S ALdE, FlanFE MRS EsoEMH, & ime
bR .

* MQTT_EVENT_SUBSCRIBED: [R45#8 CHIAR F il B oK SRR 6 517 FE B niE B
ID.

e MQTT_EVENT_UNSUBSCRIBED: HR4#fCLHfIAZ FumiiBIT K. SRR &R 1T B H
A 1D,

e MOTT_EVENT_PUBLISHED: ARZ5#8 AR Fimi A IEE . JHERHERXT QoS 45| 1 F1 2 &
i, PFNZON 0 AN RN . SRR & R A BT %\ D,
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e MOTT_EVENT_DATA: &g B AMIHE . FEPR0S: HE ID. KM iHE I E 84K,
WCE R Ect S LK . X T8 IR v K& s, 15 &£~ MOTT_EVENT_DATA, I B Hi=H
H¥EE current_data_offset fltotal_data_len VAFREEWE ALY E. .

* MOQTT_EVENT_ERROR: % Pl F|45i%. M HF - Edierror_handle FE Y error_type,
AIPAK IR R AR BB YE error_handle Z5F{RMFLEEER 73 29I 5T

API 5%

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h
* This header file can be included with:

’ #include "mgtt_client.h" ‘

¢ This header file is a part of the API provided by the mgt t component. To declare that your component depends
on mgtt, add the following to your CMakeL.ists.txt:

’REQUIRES mgtt ‘

or

’PRIV_REQUIRES mgtt ‘

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -- MOTT configuration structure

&Ml mgqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MQTT connection URI. This API is usually used to overrides the URI configured in esp_mqtt_client_init.
S8
e client -- MQTT client handle
* uri --
& [n] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgrtt_client_handle_t client)
Starts MOTT client with already created client handle.
Z¥ client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mgtt_client_reconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
%4 client -- MOTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
%4 client -- MOTT client handle
iz [a] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.
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* Notes:
e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state

int esp_mgtt_client_subscribe_single (esp_mgqtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

 Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQOTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

B8
e client -- MOTT client handle
* topic -- topic filter to subscribe
* gos -- Max qos level of the subscription
R[] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

intesp_mgtt_client_subscribe_multiple (esp_mgqtt_client_handle_t client, const esp_mqtt_topic_t
*topic_list, int size)

Subscribe the client to a list of defined topics with defined qos.
Notes:

* Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(APl is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

SH
e client -- MQTT client handle
* topic_list -- List of topics to subscribe
* size -- size of topic_list
R [1] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)

Unsubscribe the client from defined topic.
Notes:

¢ Client must be connected to send unsubscribe message
* It is thread safe, please refer to esp_mgtt_client_subscribe_single for details

SH
e client -- MOTT client handle
* topic--
& In] message_id of the subscribe message on success -1 on failure

intesp_mgtt_client_publish (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain)
Client to send a publish message to the broker.
Notes:

» This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)
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* Client doesn’t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

* It is thread safe, please refer to esp_mgtt_client_subscribe for details

SH
e client -- MQTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
& [a] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure, -2 in case of full outbox.

int esp_mgtt_client_enqueue (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mgqtt_client_publish() which sends the pub-
lish message immediately in the user task’s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

SH
e client -- MQOTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
* store -- if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are en-
queued
R IH] message_id if queued successfully, -1 on failure, -2 in case of full outbox.

esp_err_t esp_mqtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.
Notes:
e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mqtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on "before_connect” event.
Notes:

¢ When calling this function make sure to have all the intendend configurations set, otherwise default values
are set.

BH
e client -- MQTT client handle
* config -- MQOTT configuration structure
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success
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esp_err_t esp_mqgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.

S8
e client -- MQTT client handle
* event -- event type
e event_handler -- handler callback
* event_handler_arg -- handlers context

jzn] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-

tion ESP_OK on success

esp_err_t esp_mgtt_client_unregister_event (esp_mgqtt_client_handle_t client, esp_mqtt_event _id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
S8
* client -- mqtt client handle
* event -- event ID
* event_handler -- handler to unregister
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ ARG on invalid event ID
ESP_OK on success
int esp_mgtt_client_get_outbox_size (esp_mgqtt_client_handle_t client)
Get outbox size.
%4 client -- MOTT client handle
1R [1] outbox size 0 on wrong initialization
esp_err_t esp_mqgtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mgqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
S8
* client -- MQTT client handle
* event -- MQTT event handle structure

&[] ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mgtt_error_codes

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t 1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component
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intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification

esp_mqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message
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int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mgqtt error handle including esp-tls errors as well as internal MQOTT errors

bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig

struct esp_mgtt_client_config t

MOTT client configuration structure

 Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_maqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_maqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgqtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct esp_maqtt_client_config_t::outbox_config_t outbox

Outbox configuration.
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struct broker_t

Broker related configuration

Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration

struct esp_mqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker
struct address_t

Broker address

* uri have precedence over other fields
o If uri isn’t set at least hostname, transport and port should.

Public Members

const char *uri
Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’s identity isn’t verified. it’s recommended to set the options in this struct
for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.
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esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.
Client only attach the bundle, the clean up must be done by the user.

const char *certificate

Certificate data, default is NULL. It’s not copied nor freed by the client, user needs to clean up.

size_t certificate_len

Length of the buffer pointed to by certificate.

const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to cer-
tificate verification). PSK is enabled only if there are no other ways to verify broker. It’s not
copied nor freed by the client, user needs to clean up.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN.

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate
CN must match this name, If NULL, server certificate CN must match hostname. This is ignored
if skip_cert_common_name_check=true. It’s not copied nor freed by the client, user needs to
clean up.

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.

Public Members
int size
size of MQOTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.
Public Members

const char *username

MQTT username
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const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_mgqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key. It’s not copied nor freed by the client, user needs to clean up.

size_t certificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided. It’s not copied nor freed by the
client, user needs to clean up.

size_t key_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection
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void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices. It’s not copied nor freed by the client, user needs to clean up.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_ auto_reconnect=true to disable

esp_transport_handle_t transport

Custom transport handle to use. Warning: The transport should be valid during the client lifetime
and is destroyed when esp_mgqtt_client_destroy is called.

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

struct outbox_config_t

Client outbox configuration options.

Public Members

uint64_t 1imit

Size limit for the outbox in bytes.

struct session_t

MOQTT Session related configuration

Public Members

struct esp_mgqtt_client_config_t::session_t::last_will t last_will

Last will configuration
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bool disable_clean_session

MQOTT clean session, default clean_session is true

int keepalive

MOTT keepalive, default is 120 seconds When configuring this value, keep in mind that the client
attempts to communicate with the broker at half the interval that is actually set. This conservative
approach allows for more attempts before the broker’s timeout occurs

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’t disable keepalive feature, but uses a
default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MOQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msg isn’t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MQTT task priority
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int stack_size
MOTT task stack size

struct topic_t

Topic definition struct

Public Members

const char *£ilter

Topic filter to subscribe

int gos

Max QoS level of the subscription

Macros

MQOTT_ ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

esp_mgtt_client_subscribe (client_handle, topic_type, qos_or_size)

Convenience macro to select subscribe function to use.
Notes:

e Usage of esp_mgtt_client_subscribe_single is the same as previous
esp_mgqtt_client_subscribe, refer to it for details.

BH
* client_handle -- MOTT client handle
* topic_type -- Needs to be char* for single subscription or esp_mgtt_topic_t
for multiple topics
* gos_or_size -- It’s either a qos when subscribing to a single topic or the size of the
subscription array when subscribing to multiple topics.
& IH] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

Type Definitions

typedef struct esp_mgqtt_client *esp_mqgtt_client_handle_t

typedef enum esp_mqtt_event_id_t esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_t structure with

e client - MOTT client handle
* various other data depending on event type

typedef enum esp_mqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event
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typedef enum esp_mqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mqtt_protocol_ver_t esp_mqtt_protocol_ver_t

MQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mgtt_error_codes_t

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errmo | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mqtt_event_t

MQTT event configuration structure

typedef esp_mgqtt_event t *esp_mqtt_event_handle_t

typedef struct esp_mqtt_client_config_t esp_mqtt_client_config_t

MQTT client configuration structure

¢ Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

typedef struct topic_t esp_mqtt_topic_t

Topic definition struct

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MOTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)
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enumerator MOTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MOTT EVENT_DISCONNECTED

disconnected event

enumerator MOTT EVENT_SUBSCRIBED
subscribed event, additional context:
* msg_id message id
* error_handle error_type in case subscribing failed

* data pointer to broker response, check for errors.
* data_len length of the data for this event

enumerator MOTT_ EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id

enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA

data event, additional context:

* msg_id message id

* topic pointer to the received topic

* topic_len length of the topic

* data pointer to the received data

« data_len length of the data for this event

¢ current_data_offset offset of the current data for this event

* total_data_len total length of the data received

* retain retain flag of the message

* qos QoS level of the message

¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==
¢ Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

Values:
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enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MOQTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_ REJECTED

MOQOTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MOTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MOQOTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t
MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MOTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MOTTS

enumerator MOTT TRANSPORT_OVER_WS
MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MQTT over Websocket Secure, using scheme: wss
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enum esp_mqgtt_protocol_ver_t

MOQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED
enumerator MOTT PROTOCOL_V_3_1
enumerator MQTT PROTOCOL_V_3_1_1

enumerator MOQTT PROTOCOL_V_5

2.24 ESP-TLS

Heid

ESP-TLS 414t faifk APTHZ 10, T M TLS Zhag, SCkpan CA AUEERIE. SNI. ALPN $RgAIE
PHEEE AR WL 5, AR E TSR 45 1A esp_tls_cfg_t TH5aE. BLEEME, (HPAT API
AT TLS 15 :

e esp_tls_init (): 44k TLS EE/AH

e esp_tls_conn_new_sync(): JFEHIHEZES TLS iE#E.

e esp_tls_conn_new_async(): FEHHIEHE2ER TLS 8z,

e esp_tls_conn_read(): EUTLS 22 _ErIN AEIRE.,

e esp_tls_conn_write(): YN ABIEG A TLS &4,

e esp_tls_conn_destroy(): FEHIERE,

AEAT R Z MY, fn HTTPL, HTTP2 45, ¥ynliff il ESP-TLS 4482 152 .

W2 7 il

i ] ESP-TLS #3722 B3 %420 HTTPS faj B R, %217 protocols/https_request.

ESP-TLS 41 pE4

I— esp_tls.c

— esp_tls.h

— esp_tls_mbedtls.c

I— esp_tls_wolfssl.c

— private_include
}— esp_tls_mbedtls.h
L esp_tls_wolfssl.h

ESP-TLS 2H {4 SC 4 esp-tls/esp_tls.h A3 £ 1% 2H A4 1) 22 3 APT Sk SCfF. #E ESP-TLS A {4 NHB, S 788l
LAY, 2] MbedTLS F1 WoIfSSL 4~ SSL/TLS JE i) Horp — AT 2 e ik @dar, 5
MbedTLS #H % i) API 17U fE esp-tls/private_include/esp_tls_mbedtls.h, i 5 WolfSSL #H 3¢ \] API £ {E
esp-tls/private_include/esp_tls_wolfssl.h,
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TLS JIRk 55 &3 ik

ESP-TLS {E% i (i 1 2 Mk TLS AR5 4RI, Angubxey siflie 55 # R 55 # kA5 . sl Fiidt ==
WSS A% . VA Eesp_t1s_cfg_t SR TR A ML — 2B 58 i TLS JRS5H gk, AR
ek, % PURERATE TLS JEERIEI, 2R 4R,

« cacert_buf fil cacert_bytes: PAZZErf XM ER Mlesp_tls_cfg t ZEMIRIEAE CA JEf,
ESP-TLS it f Zoh X i) CA IEBREMR S48 K, Aiffesp_tls_cfg t &5kfk
LD PR

- cacert_buf - $§%F, 18IS CAIEHMZHIX,
- cacert_bytes - CAIEH K/ (PAFATHHAL) o

» use_global_ca_store: global_ca_store W —R MM #I MG K& E, Tk
ESP-TLS 4R 554y, R BEAEX LRSS HWesp_tls_cfg t gtk
B use_global_ca_store = true., H X¥IEHAIHE global_ca_store HA[H
APL, 52 [ 3CKI APL 2%,

* crt_bundle_attach: ESP x509 yiE{if3 APL$it T (H5ER ik S5 a3, RITE—4A
FESCHY x509 ARUEAS, T TLS iRg5aediik, R 1E S RESP x509 2 4 €,

o psk_hint_key: % {if | 1 It 52 %5 £ 06 IE IR 45 4%, 44 2L #E ESP-TLS menuconfig H J&
F CONFIG_ESP_TLS_PSK_VERIFICATION , $R)5 M &5tk esp_t1s_cfg t Fftdgm PSK
igﬁ%ﬂ%‘@% RS . A AR KRS AUk ) HAb eI, ESP-TLS F#{H PSK 35 kAl

Ao

o Wik 55 AR N UE: Rk W N %4, AR K . 7E ESP-TLS menuconfig H1 5
F CONFIG_ESP_TLS_INSECURE FICONFIG_ESP_TLS_SKIP_SERVER_CERT _VERIFY W] 5 H
ZIEI, MEF, AAKFEesp_tls_clg_t S5FMARIERR MR S AR IR UELELT, ESP-TLS Ff
ERIAB I AR 55 25 Bk

Bt B WEIIR 55 S UE I A ARV KR, Rl Id APL 5 ca_store S5 HAAL
St ss Al , T RE S-S Ot B O I MR S5 A 5L TLS 4%

ESP-TLS JJit 55 %3 UE - 1526 £ Il

i ] MbedTLS HpiUER ), ESP-TLS ZH1: 52 R B R 55 #v ik Bk Beml M i k. Buish, TEAR 552848 511
AT B IR 25 2R 45, 1 a1 m] BRIV P & 3% [ Client Hello™ J1 L FR 46 TLS §7 & (ALPN,
SPI &%) , I ET UL BEREAL M R 55 #RE A% Fiim. SR UL TI6E, 157 ESP-TLS menuconfig H1)5
P CONFIG_ESP_TLS_SERVER_CERT_SELECT_HOOK .

LA R e L it R esp_t1s_cfg t HRCE, BAWT:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{

/* LR R AT B R A/

return O;

}

esp_tls_cfg_t cfg = {
cert_select_cb = cert_section_callback,

bi

JiE)2 SSL/TLS Pk

ESP-TLS £l {37 # A MbedTLS 1 WolfSSL £} H i )2 SSL/TLS &, BRiAAXf# ] MbedTLS, WolfSSL [
SSL/TLS J# A[¥E https:/github.com/espressif/esp-wolfssl [/ATFEEL, % QR HLAE — JEH1#% 01 WolfSSL 41
P, FEREE T — SR G B T AR ¢ APL, A SEVF IR A AT, 1S PR README . md 3L
o TFICNE TAE LA T WolfSSL g AR A .
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il BTG T ESP-TLS NER, PRI A 2 8 ok TAR Y ESP-TLS RE .

1t ESP-IDF fii JI] WolfSSL

SAE TR BT WolfSSL, il SRIDA T it
1) AR =404, 4 WolfSSL M= ALk B B ) T 72
(§4 0 cd #A4HNTEE %)

mkdir components
cd components
git clone https://github.com/espressif/esp-wolfssl.git

2) ¥§ WolfSSL 1E K& AN i 3 TAE o
o A PAT v T 2 WolfSSL:

git clone https://github.com/espressif/esp-wolfssl.git ‘

o %18 wolfssl/examples 775, #E TFEHY CMakeLists.txt XFEFi% H EXTRA_COMPONENT_DIRS,
M 7E ESP-IDF 147 ESP-WoIfSSL, 1EIFES M4 & 7 %0 TR T L0970 B T2 /N5

SE BB IRIG AT DALE TARMC B B APRF WolfSSL 11y JiR)= SSL/TLS i, HRBIRATR:

idf.py menuconfig > ESP-TLS > SSL/TLS Library > Mbedtls/Wolfssl ‘

MbedTLS ) WolfSSL %}Lt

N R ZAEM ) WolfSSL #l MbedTLS Wi Ff SSL/TLS J¢, - 7 A7 AH 5% ic B 5 & A BRAIAME I, 847 B
IR % 25 5 4y By IE 1 protocols/https_request 7 il 1) b 4 45 5. % T MbedTLS, IN_CONTENT : i il
OUT_CONTENT - B4 B B>k 16384 F4iFl 4096 35,

B WoIfSSL MbedTLS
ST REHE RS [A] ~19KB ~37KB
B 55K 0 ~22KB ~3.6KB
el ~ 858 KB ~736 KB

Friks MG BTN [ O B ARCAS AN AT, 4G 8 B {E T A5 _ERAA]

ESP-TLS %% %

ESP-TLS 57t ESP32-C6 (i {5254 (DS), {HHA 24 ESP-TLS PA MbedTLS (ZRAHHLER) MIKZ
SSL/TLS Hipisl ik, A SR TLS IEIF%4 . A XKEFEAWMTFEAEL, WEST % % (DS). H
KT HEALBARLN (GINMFAHSEOTIE) , 1S5 ESP32-C6 A S % T > B¢ % #4 (DS) [PDF].
T AEFEES AN, NICE BEE L AN, 17Z 5 Configure the DS peripheral for a TLS connection.,

B 2840 SMBO AU BT s 0 I AL S E iR ik, Y SR BT 25 24 AR BRI . 4 i (4 4L
FEL LTI, AETFELSH, ESP-TLS A NI LI 7284 S . SRR 84 1 Sofeid
% ESP-TLS E'R3C, SN FUBEL. R, fEMBR TLS 8z al, AR ffidsy ESP-TLS EF
SCHRC 244 TR 3

#include "esp_tls.h"

esp_ds_data_ctx_t *ds_ctx;

X FE R mE AR SR E N ds_ctx, X E S KT UM nvso
SH R, HbhEAEFRDRME

Q)
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(£ L£50)

esp_tls_cfg_t cfg = {
.clientcert_buf = /* & pgift $ */,
.clientcert_bytes = /* & F it $ kK E +/,
/r EA6EE S+
.ds_data = (void *)ds_ctx,

bi

P S BTFEAIT TLS iR, BRHARDZESHN, (CFERAE gk 1S (clientcert _buf)
FEF5 428 (ds_data) , BLHIAREE P 4H (clientkey_buf) %4 NULL,

o ECE S A MR IEFT U GIE R 7~ 1375 2 5 SSL AL ALE , %7 il ] ESP-TLS SZ 8t TLS i
.

TLS m# £

ESP-TLS SCRAER il N B B E 5138, TLS S ES RN T 10 IR 55 a3 4 b B SRR i s i
PEEE, AR DMRYE B KRB B0, HA TR TLS Phisleic e . WM ss & 3R 2k
MAE—STEME, W TLS M), RZEERRI.

R P, fFesp_tls_cfg t EffRFiXE ciphersuites_list BRI :

JEMBEEEINKRLSMN 0 H R, HEEEAN TLs EHEHE, WEEHEHNAFHILZEF R
%*/
static const int ciphersuites_list[] = {MBEDTLS_TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
<»SHA384, MBEDTLS_TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 0};
esp_tls_cfg_t cfg = {

.ciphersuites_list = ciphersuites_list,
bi

ESP-TLS N & KB A ciphersuites_list B/ B M, w F
fesp_tls_get_ciphersuites_list () 3RHL TLS ¥pilAk i X R & £ 45 %, H K& &

BN BRSO IS BRI .

ik HINEEOUE MbedTLS Pl A 2L

API 5%

Header File

e components/esp-tls/esp_tls.h
e This header file can be included with:

’ #include "esp_tls.h" ‘

* This header file is a part of the API provided by the esp-t 1s component. To declare that your component
depends on esp-t 1s, add the following to your CMakeLists.txt:

’ REQUIRES esp-tls ‘

or

’ PRIV_REQUIRES esp-tls ‘

Functions
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esp_tls_t *esp_tls_init (void)

Create TLS connection.
This function allocates and initializes esp-tls structure handle.

& a] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)

Create a new blocking TLS/SSL connection with a given "HTTP” url.

Note: This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

SH

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

&l pointer to esp_tls_t, or NULL if connection couldn’t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.

This function establishes a TLS/SSL connection with the specified host in blocking manner.
S

* hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

* port -- [in] Port number of the host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg t. Ata minimum, this
structure should be zero-initialized.

* t1s -- [in] Pointer to esp-tls as esp-tls handle.

]|

* -1 If connection establishment fails.

1 If connection establishment is successful.

* 0 If connection state is in progress.

int esp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’s url.

SH

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

* tls -- [in] Pointer to esp-tls as esp-tls handle.

B

e -1 If connection establishment fails.

1 If connection establishment is successful.

* 0 If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’t wait for the connection to get established.

B
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B

hostname -- [in] Hostname of the host.

hostlen -- [in] Length of hostname.

port -- [in] Port number of the host.

cfg -- [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure
should be set to be true.

t1s -- [in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’s url.

S

R M

url -- [in] url of host.
cfg -- [in] TLS configuration as esp_tls_cfg_t.
t1s -- [in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ’data’ into specified tls connection.

S

B

t1s -- [in] pointer to esp-tls as esp-tls handle.
data -- [in] Buffer from which data will be written.
datalen -- [in] Length of data buffer.

>=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

<0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

ESP_TLS_ERR_SSI. WANT_READ/ ESP_TLS_ERR_SSL.L WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)

Read from specified tls connection into the buffer ‘data’.

BH

B M

t1s -- [in] pointer to esp-tls as esp-tls handle.
data -- [in] Buffer to hold read data.
datalen -- [in] Length of data buffer.

>0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.

0 if read operation was not successful. The underlying connection was closed.

<0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.

int esp_tls_conn_destroy (esp_tls_t *tls)

Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%% t1s -- [in] pointer to esp-tls as esp-tls handle.
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J&A] - 0 on success
* -1 1if socket error or an invalid argument
ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)
Return the number of application data bytes remaining to be read from the current record.

This API is a wrapper over mbedtls’s mbedtls_ssl_get_bytes_avail() API.

%% tls -- [in] pointer to esp-tls as esp-tls handle.
Bl
* -11n case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)
Returns the connection socket file descriptor from esp_tls session.

ZH
* t1s -- [in] handle to esp_tls context
» sockfd -- [out] int pointer to sockfd value.
’&Ml - ESP_OK on success and value of sockfd will be updated with socket file descriptor for
connection
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)

esp_err_t esp_tls_set_conn_sock£fd (esp_tls_t *tls, int sockfd)
Sets the connection socket file descriptor for the esp_tls session.
ZH
* t1s -- [in] handle to esp_tls context
¢ sock£fd -- [in] sockfd value to set.
& Ia] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd < 0)
esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)
Gets the connection state for the esp_tls session.
ZH
* tls -- [in] handle to esp_tls context
* conn_state -- [out] pointer to the connection state value.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)
esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)
Sets the connection state for the esp_tls session.
ZH
* t1s -- [in] handle to esp_tls context
e conn_state -- [in] connection state value to set.
&[] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)
void *esp_tls_get_ssl_context (esp_tls_t *tls)
Returns the ssl context.
£4 t1s -- [in] handle to esp_tls context
R[] - ssl_ctx pointer to ssl context of underlying TLS layer on success
e NULL in case of error
esp_err_tesp_tls_init_global_ca_store (void)

Create a global CA store, initially empty.
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This function should be called if the application wants to use the same CA store for multiple connections. This
function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().
Bl
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

S8
* cacert_pem_buf -- [in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes -- [in] Length of the buffer.
Bl
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)
Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedstls related error codes. The error information is cleared internally
upon return.

S8
* h -- [in] esp-tls error handle.
* esp_tls_code -- [out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code
* esp_tls_flags -- [out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

* ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK (0) if no error occurred
* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)

Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

S8
* h -- [in] esp-tls error handle.
* err_type -- [in] specific error type
* error_code -- [out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
&I
o ESP_ERR_INVALID_STATE if invalid parameters
ESP_OK if a valid error returned and was cleared
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esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
S

* tls -- [in] handle to esp_tls context
* error_handle -- [out] pointer to the error handle.
Rl
* ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL |l error_handle == NULL)

mbedtls_x509_crt *esp_t1ls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

£41:: Modifying the pointer might cause a failure in verifying the certificates.

B
* Pointer to the global CA store currently being used if successful.
* NULL if there is no global CA store set.

const int *esp_tls_get_ciphersuites_list (void)
Get supported TLS ciphersuites list.

See https://www.iana.org/assignments/tls-parameters/tls- parameters.xhtml#tls- parameters-4 for the list of ci-
phersuites

&1 Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites.
esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)
Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

SH
* host -- [in] Hostname of the host.
* hostlen -- [in] Length of hostname.
e port -- [in] Port number of the host.
* cfg -- [in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle -- [out] ESP-TLS error handle holding potential errors occurred during

connection

* sock£fd -- [out] Socket descriptor if successfully connected on TCP layer

&[] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS
based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format
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const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

£571: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

 Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

 Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };

» where 'h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-support
This buffer should be NULL terminated in case of PEM
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const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey pem buf

Client key legacy name

unsigned int clientkey bytes

Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_ pem_bytes

Size of client key legacy name

const unsigned char *clientkey password

Client key decryption password string

unsigned int clientkey_ password_len

String length of the password pointed to by clientkey_password

bool use_ecdsa_peripheral

Use the ECDSA peripheral for the private key operations

uint8_t ecdsa_key_efuse_blk
The efuse block where the ECDSA key is stored
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bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

const int *ciphersuites_list

Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites. Please check the list validity
by esp_tls_get_ciphersuites_list() API
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esp_tls_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

Type Definitions

typedef enum esp_tls_conn_state esp_t1ls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_ family_ t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

£41:: Note about format of certificates:

 This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

 Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

¢ Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef struct esp_tls esp_tls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL
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enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

enum esp_tls_proto_ver_t

Values:

enumerator ESP_TLS_VER_ANY

enumerator ESP_TLS_VER_TLS_1_2

enumerator ESP_TLS_VER_TLS_1_3

enumerator ESP_TLS_VER_TLS_MAX

Header File

* components/esp-tls/esp_tls_errors.h
e This header file can be included with:

’ #include "esp_tls_errors.h" ‘

* This header file is a part of the API provided by the esp—t1s component. To declare that your component
depends on esp—t1s, add the following to your CMakeLists.txt:

’REQUIRES esp-tls ‘

or

’PRIV_REQUIRES esp-tls ‘

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.
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Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

int esp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_ PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_ FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_ OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET_ HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error
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ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed
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ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSL_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM

System error —errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type —esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX

Last err type —invalid entry
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e esp_http_client_init (): Gg— HTTP & Figa).

e esp_http_client_set_* B esp_http_client_delete_*: & HTTP &S5 (k).

* esp_http_client_open(): fwrite_len (S NFEE AMRFSAWNAEKE) FT9F HTTP
T, W write_len=0 JH g

e esp_http_client_write(): [MRFEEAEE, I KK E Hesp_http_client_open () iR
Bohf) write_lenfl; BE write_len=0 LV ILEREL.

e esp_http_client_fetch_headers(): TF & 1% 5% i oK 3k M R 4 2% £ 5 (W ﬁ)
J&, ¥ HC HTTP il 45 #% 09 W B ko M Mk 45 4% 2% 1] content-length, Jf #] PA
Hesp_http _client_get_status_code () 4K, PAFKBUER:R) HTTP RS .

e esp_http_client_read(): 3EELHTTP i,

e esp_http _client_close(): XMHiEE:.

e esp_http _client_cleanup(): BRI

W TESCIAYT, ESZ N AR KRS http_perform_as_stream_reader,

HTTP i\ilF

ESP HTTP % yuila] ek 32 F5 JEAR 28N

o P EIPAYE url 8§ esp_http_client_config_t AiE HH) username fll password Ab#
A P& R, 4F auth_type = HTTP_AUTH_TYPE_BASIC, HTTP & F i HZE=H 4T
— VR nT AR AR

* YN auth_type = HTTP_AUTH_TYPE_NONE, {HJ!®E #H username fl password F
B, HTTP % i i ZPAT W AR % Pm e 5 — S B #4525 i, 2l 3 401
Unauthorized 3k, MG FHAREX LG ERERIIETE, FAES IR E P IAT.

T ML B A, W ZE WM R f P B KK % http_auth_basic,
http_auth_basic_redirect (] T & A&AAE) Fl http_auth_digest (T
FAMIE)

PAUIEAC B3
* EF URIHIAIE

esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi
o BT H P4 R AGIE

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HITP_AUTH_TYPE_BASIC,
bi

JHEAR R

ESP HTTP % F i 2 Ff & ¢F 4k 2, & 4 M & F (F v & il & M N 0 & 4 4 8 r.
esp_http_client_event_id_t WAL T FrA il ESP HTTP % i $h47 HTTP i 3K i 0] fE & A4
THEL N
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<3t ESP Insights #EZE , t9.7] PASREZ WS B . S AR F 7] B id esp_event_handler_register()
BRI B FE R R

PRI AR HTTP 2 3 SR U Bs SR o

e HTTP_EVENT_ERROR : esp_http_client_handle_t

e HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA : esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t

e HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

I I ¥ 4% W B HTTP_EVENT DISCONNECTED 2 Hi, 5 I ff % # — & # Wk 3
Hesp_http_client_handle_t ¥IHEAHF . XA EBERZN T Ko AR MK F imiE #%,
TOEATHME R, FAE RS RS % P ik Bk S AR el Az

API 5%

Header File

¢ components/esp_http_client/include/esp_http_client.h
* This header file can be included with:

’#include "esp_http_client.h" ‘

* This header file is a part of the API provided by the esp_http_client component. To declare that your
component depends on esp_http_client, add the following to your CMakeL.ists.txt:

’REQUIRES esp_http_client ‘

or

’PRIV_REQUIRES esp_http_client ‘

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%%, config -- [in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() APL
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to reuse the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
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Just note that you will have touse esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

4 78:  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%% client -- The esp_http_client handle
R

¢ ESP_OK on successful

e ESP_FAIL on error

esp_err_t esp_http_client_cancel_request (esp_hittp_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.

%4 client -- The esp_http_client handle
Rl

¢ ESP_OK on successful

e ESP_FAIL on error

e ESP_ERR_INVALID_ARG

e« ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

BH
* client -- [in] The esp_http_client handle
e url -- [in] The url
B
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S8
* client -- [in] The esp_http_client handle
* data -- [in] post data pointer
* len -- [in] post length
B
» ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)
Get current post field information.
S8
e client -- [in] The client

* data -- [out] Point to post data pointer
R Size of post data

esp_err_t esp_http_client_set_header (esp_http_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

S
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* client -- [in] The esp_http_client handle
* key -- [in] The header key
¢ value -- [in] The header value
PEA ]
* ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)
Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

S
* client -- [in] The esp_http_client handle
* key -- [in] The header key
¢ value -- [out] The header value
PEA ]
« ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

ZH
* client -- [in] The esp_http_client handle
e value -- [out] The username value
P[]
« ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

2H
* client -- [in] The esp_http_client handle
e username -- [in] The username value
Bl
 ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_hitp_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

SH
* client -- [in] The esp_http_client handle
* value -- [out] The password value
PEA ]
* ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

ZH
* client -- [in] The esp_http_client handle
» password -- [in] The password value
B
e« ESP_OK
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» ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

ZH

* client -- [in] The esp_http_client handle

* auth_type -- [in] The esp_http_client auth type
Bl

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_user_data (esp_http_client_handle_t client, void **data)

Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.

S8

* client -- [in] The esp_http_client handle

* data -- [out] A pointer to the pointer that will be set to user_data.
B

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)

Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’s behalf.

SH
* client -- [in] The esp_http_client handle
* data -- [in] The pointer to the user data
P
« ESP_OK
e ESP_ERR_INVALID_ARG

intesp_http_client_get_errno (esp_http_client_handle_t client)
Get HTTP client session errno.

%% client -- [in] The esp_http_client handle
PEA ]

* (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_htip_client_handle_t client, esp_http_client_method_t
method)

Set http request method.

S
* client -- [in] The esp_http_client handle
* method -- [in] The method
P[]
« ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)

Set http request timeout.

2H
* client -- [in] The esp_http_client handle
* timeout_ms -- [in] The timeout value
P
 ESP_OK
ESP_ERR_INVALID_ARG
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esp_err_t esp_http_client_delete_header (esp_http_client_handle_t client, const char *key)
Delete http request header.

BH
* client -- [in] The esp_http_client handle
* key -- [in] The key
Bl
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)
This function will be open the connection, write all header strings and return.
* client -- [in] The esp_http_client handle
* write_len -- [in] HTTP Content length need to write to the server
Bl
* ESP_OK
* ESP_FAIL

int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()
S8
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
B
e (-1) if any errors
* Length of data written
int64_t esp_http_client_fetch_headers (esp_http_client_handle_t client)

This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.

%% client -- [in] The esp_http_client handle
B
* (0) if stream doesn’t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
* (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header

bool esp_http_client_is_chunked_response (esp_http_client_handle_t client)
Check response data is chunked.

%% client -- [in] The esp_http_client handle
J&[A| true or false

int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

#1#: (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

2H
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The length

&I

* (-1) if any errors
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* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform

%4 client -- [in] The esp_http_client handle
&[] Status code

int64_t esp_http_client_get_content_length (esp_htp_client_handle_t client)

Get http response content length (from header Content-Length) the valid value if this function invoke after
esp_http_client_perform

%% client -- [in] The esp_http_client handle
B

¢ (-1) Chunked transfer

* Content-Length value as bytes

esp_err_t esp_http_client_close (esp_http_client_handle_t client)

Close http connection, still kept all http request resources.

%% client -- [in] The esp_http_client handle
R m

e ESP_OK

« ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_http_client_handle_t client)
This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’t call this function if you
intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%% client -- [in] The esp_http_client handle
Bl

 ESP_OK

* ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_http_client_handle_t client)
Get transport type.

%4 client -- [in] The esp_http_client handle
P[]

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)
Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user control over the redirection event.

%% client -- [in] The esp_http_client handle
$EA |

« ESP_OK

 ESP_FAIL

esp_err_t esp_http_client_reset_redirect_counter (esp_http_client_handle_t client)
Reset the redirection counter. This is useful to reset redirect counter in cases where the same handle is used
for multiple requests.
%% client -- [in] The esp_http_client handle
R
 ESP_OK
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» ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_auth_data (esp_http_client_handle_t client, const char *auth_data, int
len)

On receiving a custom authentication header, this API can be invoked to set the authentication information
from the header. This API can be called from the event handler.

S
* client -- [in] The esp_http_client handle
e auth_data -- [in] The authentication data received in the header
* len -- [in] length of auth_data.
P
 ESP_ERR_INVALID_ARG
* ESP_OK

void esp_http_client_add_auth (esp_http_client_handle_t client)
On receiving HTTP Status code 401, this API can be invoked to add authorization information.

257¥: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this API.

%% client -- [in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)
Checks if entire data in the response has been read without any error.

%4 client -- [in] The esp_http_client handle
$Ey |

* true

* false

int esp_http_client_read_response (esp_http_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

SH
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The buffer length
izl
* Length of data was read

esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)
Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferable to esp_http_client_read_response in situations where the content of the response may
be ignored.
S8
* client -- [in] The esp_http_client handle
* len -- Length of data discarded
B
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
* ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_http_client_handle_t client, char *url, const int len)
Get URL from client.

ZH
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* client -- [in] The esp_http_client handle
e url -- [inout] The buffer to store URL
* len -- [in] The buffer length
PEA ]
* ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.
* client -- [in] The esp_http_client handle
* len -- [out] Variable to store length
PEA ]
» ESP_OK If successful, len will have length of current chunk
e ESP_FAIL If the server is not a chunked server
e ESP_ERR_INVALID_ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

int data_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members
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esp_http_client_handle_t client
Client handle

int64_t data_process

Total data processed

struct esp_http_client_redirect_event_data

Argument structure for HTTP_EVENT_REDIRECT event.

Public Members

esp_http_client_handle_t client
Client handle

int status_code
Status Code

struct esp_http_client_config_t

HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Http authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query
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const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be 0 for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_tclient_cert_len

Length of the buffer pointed to by client_cert_pem. May be O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be 0O for null-terminated pem

const char *client_key_password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

esp_http_client_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect

Disable HTTP automatic redirects

int max_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HT TP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event _handler
HTTP Event Handle
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esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *if_name

The name of interface for data to go through. Use the default interface without setting

void *ds_data

Pointer for digital signature peripheral context, see ESP-TLS Documentation for more details
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Macros

DEFAULT HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_ REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Espressif Systems 91 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C6

Chapter 2. APl &%

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_EVENT_HEADER_SENT

This header has been kept for backward compatibility and will be deprecated in future versions esp-idf

enumerator HTTP_ EVENT_ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_ EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:

enumerator HTTP_ TRANSPORT__UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_proto_ver_t

Values:
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enumerator ESP_HTTP_CLIENT_TLS_VER_ANY

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_ 2

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_3

enumerator ESP_HTTP_CLIENT TLS_VER_MAX

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_METHOD_COPY
HTTP COPY Method

enumerator HTTP_METHOD_MOVE
HTTP MOVE Method
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enumerator HTTP_ METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPF IND
HTTP PROPFIND Method

enumerator HTTP_METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_ AUTH_TYPE_DIGEST
HTTP Digest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices

enumerator HttpStatus_MovedPermanently

enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect

enumerator HttpStatus_PermanentRedirect
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enumerator HttpStatus_BadRequest
enumerator HttpStatus_Unauthorized
enumerator HttpStatus_Forbidden
enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP AHufssi

i# 1 ESP-IDF [ ESP ZA<Hud5: | (esp_local_ctrl) ZH{4:, W[{#if] HTTPS & BLE $ii¥$4H] ESP % 4% . it —

RY AL E AR, AL VR AR E S S PR A
i1t BLE &4t if 1k esp_local_ctrl [ B2 U

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {
.device_name = SERVICE_NAME,
.service_uuid = {
/* LSB <——mmmmm e
A > MSB */
0x21, 0xd5, 0x3b, 0x8d, Oxbd, 0x75, 0x68, 0x8a,
Oxb4, 0x42, Oxeb, 0x31, Ox4a, Oxle, 0x98, 0x3d
}
}
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
}I
.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL
}I
/* Maximum number of properties that may be set */
.max_properties = 10
bi
/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

[FIFE, XFF HTTP f&k:
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/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT() ;

/* Load server certificate */

extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");

extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;

https_conf.servercert = servercert_start;

https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end[] asm("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;

https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
}V
.handlers = {
/* User defined handler functions */

.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,

.usr_ctx_free_fn = NULL
i
/* Maximum number of properties that may be set */
.max_properties = 10
i

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

VRAT AR DA 16903 - ESP A b s il 44 i e 42 1

1. PROTOCOM_SEC2: 5 7& fii ] 5T SRP6a [ AL AN AL T AES-GCM [ i B i il 25 o 1X —3 TLid
I H5R ) PAKE #p80 (EP SRP6a) $24L T3 KA LREE, A& 52 WG T .

2. PROTOCOM_SEC1: &8 Efi Fl 3T Curve25519 [ 4HRr Wo AT AES-CTR [ 2 i 2%

PROTOCOM_SECO: /& PABHSC (Te%e4t) ﬁtxiﬁ@éﬁ}%’

4. PROTOCOM_SEC_CUSTOM: [ & X 4 4 & kK., W &, i H = — % W e, o W 3% fit
protocomm_security_t * ZKAIf custom_handle,

et

ik MR ﬁéﬁ%%ﬁLLIﬁ HECESCHEBEM. TN, 2% Protocol Communication W1 5T )&
i protocomm 24 {RCA [ 75T

5t e P

e esp_local_ctrl 5, A]RUCHHGNINEM: . BB HA MWL FE name  (FFFER), BFRAR
A type (flﬂﬂl"ﬁ)\ *Tlﬁ' flags (filk) K/ size.

Espressif Systems 96 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C6

Chapter 2. AP1 &%

WRA BB K AL (B, PR ST I), W size (HRORREA 00 XA [ K R
ARSI, AR, R A, FF size FEORENIEHINIME, A BT esp_local_ctrl X HEULEI I H A
RIS R T N A

type Ml £lags FEH) S LIPRT EARM R AR, BT DARKEE . (i, SR, A type
FoREME, ] flags H5E RIERIRFIE

fFan, PAT BRI . seABas Y AR € X T TYPE_TIMESTAMP fll READONLY SR8 AL
i type Al flags FE:

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

T38h, WORBIHIEBCE T —4> ctx FBr, $810 HE XY func_get_time (), M TIEEMER) get/set ZEF
7 R 2R I T 38 o

PAT A get_prop_values () ZFEREFH)— DB, FTAGZR HE
static esp_err_t get_property_values(size_t props_count,

const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_

—values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value. This is.
—essential because the value has to be valid even after this function.
—returns. Alternative 1is to use dynamic allocation and set the free_ fn.
—field */

static int32_t ts = func_get_time();

prop_values[i].data = &ts;

}
return ESP_OK;

PAF A set_prop_values () WHFEFH— D7, 32 /R B2 Way Sk e e o R i 5 B4

static esp_err_t set_property_values(size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t.

—*prop_values,
void *usr_ctx)

{

for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i].name);

(R gkzE)
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(£ 50

return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values|[i].size, ESP_LOG_INFO);
}
}
return ESP_OK;

}

SERORNHBIE 2 I, protocols/esp_local_ctrl,

5P

TER P ) SE Bt AR v, w0, Gl SRR AL fa AR 2 5 15 A 8 S protocomm £33, ARG KB I HEIR
esp_local_ctrl filt 5 REf% AL FH Y protobuf {5 & . esp_local_ctrl I 55 25X $o05 BaLH Mok, I LA HH Y
HIALBRFEF (set/get). $5E, NAEAACEERR AL BLAY M bY. 2 85 FRR T4 31— 2% protobuf {5 5 H, & H%
Fr o

PA R 42 esp_local_ctrl i} 55 BEf% AL P 45 Flh protobuf {55 &, :

1. get_prop_count : & [ R4 SZHEA JE PR BN

2. qet_pgp_values DR ANRGIE, IR B EERT A B EE R (SRR, AL R
FUE A

3. set_prop_values : 2 PR [FHM-— NP EEHH, AT RERSIXNEEME.

HE, 22T, — NIRRT TR, el EALE . i, & s 0T ME— i JE 14 Frok iR
AENE. BRGNS, &R S get_prop_count, SRS get_prop_values,
NI RSN R T | BI A PRt . h—H R set_prop_values W, WJSE AR
e G )P U SN i | Cil B S5 $E VA TS TN -9 b i VAT HIE TR PA TS T

T T esp_local_ctrl A 552 LR - Ff protocomm i i :

% 1: ESP A 32 A 55 B A3t A i A

ma B | URI (HTTPS R % 28 + | #id
(BLE + | mDNS)
GATT AR
Fa=)
esp_local_cirlivixsitgamdns- W& A F 55
hostname>.local/esp_local_ctrlersion
esp_local_ctrliputtétmdns- KRNI R E B
hosmame>.local/esp_local_ctrl/dontrol
APl 5%
Header File

e components/esp_local_ctrl/include/esp_local_ctrl.h
¢ This header file can be included with:

’#include "esp_local_ctrl.h" ‘

* This header file is a part of the API provided by the esp_local_ctrl component. To declare that your
component depends on esp_local_ctrl, add the following to your CMakeLists.txt:

’REQUIRES esp_local_ctrl ‘

or
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PRIV_REQUIRES esp_local_ctrl

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)
Start local control service.

%%, config -- [in] Pointer to configuration structure
B
e ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)
Stop local control service.

esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%% prop -- [in] Property description structure
B
* ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%% name -- [in] Name of the property to remove
B

e ESP_OK : Success

* ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)
Get property description structure by name.

This API may be used to get a property’s context structure esp_local_ctrl_prop_t when its name is
known

%%L name -- [in] Name of the property to find
Bl
* Pointer to property
* NULL if not found
esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)
Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

2412 In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structuresetinesp_local_ctrl_config_t,and passed
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toesp_local_ctrl_start ().

ZH
* ep_name -- [in] Name of the endpoint
* handler -- [in] Endpoint handler function
* user_ctx -- [in] User data
Rl
¢ ESP_OK : Success
 ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_ t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h foravailable configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
* if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property
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uint32_t flags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)
Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.
struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_£fn)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.

4112 If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This  provides value of the usr_ctx field of
esp_local_ctrl_handlers_t structure
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Return Returning different error codes will convey the corresponding protocol level errors to
the client :

¢ ESP_OK : Success

e ESP_ERR_INVALID_ARG : InvalidArgument
¢ ESP_ERR_INVALID_STATE : InvalidProto

¢ All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

i If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
¢ All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)

Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when
esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members

esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.
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const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security O This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t

Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.
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typedef struct protocomm_ble_config esp_local_ctrl_transport_config ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config httpd_t
Configuration for transport mode HTTPD.

This is a forward declaration for ht tpd_ss1_config_t (for HTTPS)or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_params_t
typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config_t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO
enumerator PROTOCOM_SEC1
enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC_CUSTOM

2.2.7 ESP Hif7ABLBERS

Heid

IR Z O R AR AILEDE o 3K S MAILIORE T — L83 B2k, e R ESCBl 17 4% B AYaE (R s
esp_serial_slave_link fFRELL ML ELKBIAIF B PALS ESP MALIEA Tl A5 -

esp_serial_slave_link W&WIGAEHE, WNRFMREEELE S ESP ML FHUETE .

27 esp_serial_slave_link #H{fH ESP-IDF iii4s v5.0 B A3) T BAMI G2 :
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¢ ESSL component on GitHub

iafT idf.py add-dependency espressif/esp_serial_slave_link Y ESSL ZH{:4500Z Ry
TiH

R
R T T SR B AR, TSN T SO

ESP SDIO A HLal 15

ASCEI Y44 T BSP BU7 i A St (Secure Digital Input and Output, SDIO) ML HIFI et AR , 4R
ESP SDIO MALIMX A HEARE B o BN AR R, F2i% SDIO AL ESP SDIO MALZEATi@ 15 .«

@ ESP SDIO MALHMSGE A 1 5L 8 SDIO EALMIMMLZ (8]l 15 . X2 A2 SDIO L KA 1 Wfalij
AR E X ([ P68 1-7 A% CMDS52 Fll CMD53) , A1 AT Ui BRI 2 I RS0 B e«

RFZ 11 SDIO MBLIENfiE  ESP32-C6 it B i1 SDIO MALEL LA R AR % -

RS ESP32-C6
SDIO MAL
Tohost intr
Frhost intr
TX DMA
RX DMA

| | = o0 00| <

* ROLIE AT

#h5 4k ESP SDIO JAHL - FALTFE 4% BARUHER) SDIO Wit ik iiifE, XF ESP32-C6 SDIO MHLHFITHIIR{L (&
2 SDIO Simplified Specification 3.1.2 #&75) . F 36 SDIO MALfE A SD/SDIO . PATF4& ESP SDIO M
LA LR AR — A ] SR B -
1. SDIO % {if
CMD52 (5 A 0x6 = 0x8)
2. SD B 1y}
CMDO
3. KA 10 R (W)
CMDS8
4. %% SDIO op cond $§4, %4510 Eptss
CMDS5 arg = 0x00000000
CMDS5 arg = 0x00ff8000 (445 DA L by #EA 748, H ] 10 Rtk )
ZN K
B X CMD5 (arg = 0x00000000) )5 R4 11 arg & 0xXXFFFF0O0.
Wi % 3% CMDS5 arg = 0xOOFFFF00, P | R4 xR mtss (arg31 = 1) M1k,
5. WE Lk
CMD3
6. R
CMD7 (#4}# CMD3 1 % & arg)
EN K
CMD3 J5 R6 1 arg “A 0x0001xxxX.
CMD7 [#] arg ¥ >4 0x00010000.
7. 3EFE 4-bit B (W)
CMD52 (5 A 0x07 = 0x02)
8. j5/f Funcl
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CMD52 (5 A 0x02 = 0x02)
9. &4 SDIO il (fi ] rfri#i 4k (DAT1) Hf )
CMD52 (E A 0x04 = 0x03)

10. &% FuncO B/ (], ERIAH 512 (0x200) F7)
CMD52/53 (5251 0x10 ~ 0x11)
CMD52/53 (5 A 0x10 = 0x00)
CMD52/53 (5 A 0x11 =0x02)
CMD52/53 (PR EEEL 0x10 ~ Ox 11, f v e 45 A{H)

11. ¥ 8 Funcl R/ (W], BRIAK 512 (0x200) 277)
CMD52/53 (5281 0x110 ~ 0x111)
CMD52/53 (5 A 0x110 = 0x00)
CMD52/53 (5 A 0x111 = 0x02)
CMD52/53 (FIRIEE 0x110 ~ Ox111, #A fr 45 A 0ME)

ESP SDIO MHLHMX  ESP SDIO ML LT SDIO MLy VO /5% (Bl CMDS2 Al CMDS3) 4]
o A IERBEA TR SF

* Ji% FIFO F1#2IK FIFO

o S2ANFEMMILER 8 (G T Ay (E TG R, 5% ESP32-C6 H R A% F# > SDIO A
I R > F 5% %] & > SDIO SLC Host 27774¢ [PDF])

o 16 ANE W, Ho 8 AN EHLEI MBI HIBHE, 8 A~ H MBLE] FALH H WrE .

FHEEERT, EHUER ML VO Function 1, 58 MBLIY 2F478S, 40 F iz .
REL7” % peripherals/sdio
ESP32 SDIO J/EF#15 ESP32 SDIO MALEAEHS, P rh il e (245 H1 ESP & 47 A ALs 3 L1523

MBI A7 65 513

32 fir

« 0x044 (TOKEN_RDATA): % 27-16 {3 k31 buffer f%E .

* 0x058 (INT_ST): fRA4F H MBLE] AL WAL

* 0x060 (PKT_LEN): f77 AL B2 R2H SR KB (DA M0 ) , AL il 31 22 o DA i o 132
B s .

¢ 0xOD4 (INT_CLR): B 1 j& 455 INT_ST %15 i) /F i o7 .

* 0xODC (INT_ENA): MHLE] FHLAY A K750z o

84 Lol Ay

* 0x06C-0x077: /5 274 0-11, FAHLFIMALES AT 325 .

* 0x07A-0x07B: B2/ 5% f74s 14-15, FHURMALER AT 325 .
* OxO7E-OxO7F: /525 f74% 18-19, FHUHMBLER AT 355
* 0x088-0x08B: 1/ 5 27 7 24-27, FAUFIMMIE T 25 .
« 0x09C-0xOBB: %2/ 41(74% 32-63, FHLRIMNAR L5

SULESRER iF
* 0x08D (SLAVE_INT): FALXMALI Pz, £ BHz3hE%.

FIFO (% i%MIH0c)  0x090 - 0x1F7FF fl{f FIFO,
CMD53 [tk B AL iy i AL IR 5 AMAILIR ZERACJE (requested length) 47 5% AR PR :
2 RKE = 0xIF800 - 33k

ML [a] P B4 B 455 CMIDS3 Hg SR . MR BRI BE KT requested length, 22 5k R AR K&
AN AN, SRR R TR, X F ORI IE T CMDS3 yHUE R 7
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R KThRBG S E N 1, K OP ik E N 1 (M T CMD53).,
AT PR DMEE A BT FIFO BHRE, AT RAKE CMDS3 (i g i . 7l
an, WA/ NERIA B E R 512 5277, WIAT DA PA T #/EA FIFO Hh5 AEHRER 1031 524
&R -
1. fEHus R % 3% CMD53, block count=2 (1024 52%7) % Ox1F3F9 = 0x 1FS00 - 1031.

2. SRIGHEFEIRER T &% CMDS53, byte count = 8 ({45l gs szt il 2 7) F| Ox1F7F9 = 0x 1F800 -
7.

Wil SDIO i Ja PR R BT 6T AL, AL S 24 IR DATL 207 Uk s
Wro i WrABniiRn, LA 2 A2 (L O INT_ST 777, B P, K5, EHIEA
INT_CLR ZFf7gei b i BT, FFALBEA . AL R] AT R INT_ENA 257745 AT B AL ABR IO 75 229
P WRPTAEHCIHERREC 5rll, DATI LRSI

ESP32-C6 _| X} 1 host_int fif: 0 & 7,

XFF MM IR, WU — e, FEdEE A SLAVE_INT 3ffrds. —HILAEA 1, MHLEEFFIK
EoIf 5 2 ey a1 e A i B S| VA 5 o

ik FIFO - 25 AMHLAYIEIL FIFO, AU SE AT 5%

1. %4l TOKEN_RDATA (0x044) % ¢33t TOKEN1 7B} (27-16 fi) . 41120l TOKEN1
WA AL b g .

2. WP I B 1Y) buffer, (buffer_size x buffer_num N KT 35 ABARI KT, buffer_size J& EHLFIMAL
TETF UGBS B E SCAYME) « W buffer A%, HEATE 1, HEWEERMIE.

3. Jil CMDS53 5 A FIFO ik, Y75, requested length AW #8608 2 di & i )&, FIFO #bhik 5
requested length 75 ¢ .

4. WRCHAMgE . EE, BRI EEOGEa A, WE T e

%3k FIFO - BB A% FIFO,  FALMSERA N AP 3R -

L SERp g iak. (AT, BRCHIRRF)

2. B (RRify) INT_ST %f¢drbirb i, DA 2 A didi .

3. MR W W C R iYE, B PKT_LEN 994735 . TEBHUSIR 2 Ay, i SR U A KR
M T EHLS AR B AP R BRI, tE, B2 PKT_LEN Aol %0E, 153 T
RRBEAE . AR K3k FIFO H iR B A8l WARSESERiFfeif, ERIMMLESRS, A5
% PKT_LEN,

4. JIl CMDS3 J\ FIFO it iusdhs . EE, &RKENARTEHE 3 Pitfh K, FIFO ik
BRKEMK.

5. WHTBEIRIE

ESP SPI \HLHD (LM T.) BisBpiX

SRS SPT LI HE 2 RHE DL

ESP32 | ESP32-S2 | ESP32-C3 | ESP32-S3 | ESP32-C2 | ESP32-C6 | ESP32-H2

SPI M#LHD | N Y (v2) Y (v2) Y (v2) Y (v2) Y (v2) Y (v2)

Tohost intr N N N N N N

Frhost intr 2% 2% 2% 2% 2% 2%

TX DMA Y Y Y Y Y Y

RX DMA Y Y Y Y Y Y

i e 72 64 64 64 64 64
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WEE AR TR, B MPLE RIS MBI A4 55 F U m] RE 4 DA By

B

o mAMEL: 847, EHLEIML
W Bt g FE5 M H BB . S0 a9 a4

o HihEBYEE: 8 47, THLEIMML, Wik
X FHE 4 (4 WRBUF, RDBUF), IR BHE & B 5 A/ BN L =3 stttk . XFF
HAWRIFE LR B @S, XA LR X, HA e T 5

o Dummy [frBZ: 8 i, 7F3l, Ak
HEHT B FAUFIMATE G2 BRI R, T ML) =L AR BAR TR B T 5E 7 i e o5
iNNIET

o BalrBe: KBERIAR, Ty B E .
ﬁa@zﬁmﬁ)ﬂu\ﬁﬁﬁé&ﬁ (OUT, Jri gt AHLE EAL) , s s A (IN, Jyih
HLIRLAAL) .

JipEa—7r (EHEMAL) %% MOSI. MISO. WP il HD 4.

B 1O B {EHS 10 BT, TDAM I B BORAOR BB HIL, 5 1 (U, R
SCHERLPT 0 SPLINGRENITE A, (I, 77 QIO Bk, MuhlFURTHE (IN 1 OUT) F7 % 251 46 4 451
fii2k I (MOSI, MISO, WP il HD), FJ& | ESP32-S2 SPT AHL L FFAOMER, DAL R
O SCHR AR

Mode | 4%k | HuhbZR%k | dummy %% | ZIR4K
1-bit 1 1 1 1
DOUT | 1 1 4 2
DIO 1 2 4 2
QOUT | 1 1 4 4
QIO 1 4 4 4
QPI 4 4 4 4

B QPIAFEASh, (AP BAGE W I T LRI @S (5% L0964 ).

QPT KX QPIAIAUZE SPI MHLHY—FRr iR FHLAT Ak ENQPI fiy4-, EMALZEA QP 7E
QPIKLT, frdPA 4 (Ealkis, b5 HAIEFEACR A . RATEMYLL T QPT BN, FHLA
REAIE QPLfip%-. FHLAI 1% EXQPI fiy4iR i QPI AR,

ik AR EVURARER . B, WRBUF 3k h AL ML Z X E A
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R A e Ho ik B

WRBUF B AZMX 0x01 Buf addr FRIM, Ak
= AN

RDBUF BRI X 0x02 Buf addr MENF, AT 2
XN

WRDMA E A DMA 0x03 8 if EEIM, AT
PR LR B

RDDMA eI DMA 0x04 8 iz MENE, AN A
PP BE K B

SEG_DONE Broe 0x05 . .

ENQPI A QPI £zl 0x06 . .

WR_DONE B ABSER 0x07 . .

CMD8 By 0x08 . .

CMD?9 T 0x09 . .

CMDA By 0x0A . .

EXQPI 1B QPI A, 0xDD . .

.4, WRBUF, RDBUF, WRDMA #1 RDDMA #4854 2 fifil 4 A . BEAE 2 f7al 4 (il #
VB, i R iR iy SRS 5 SR iR A - #(1BK (bit OR) J5 A%, BN, fird 0xAl IR QIO iR

i) WRBUF,

R
1-bit | 0x00
DOUT | 0x10
DIO | 0x50
QOUT | 0x20
QIO | 0xAO
QPI 0XAO0

Befiss B Hl, SPIMAL HD SREhFE R (SR B s il fERER, 0 MALINZE] DMA [y
55, FALAT LA BOSE S A X ke, MU TG HE A5 AHLEE R/ M A R Zenb X .- FUE— 2%
RSB ASEUE, A ML AR A2 1R oA R [F S . FEAIUREI & 1k J5 . ALK
LT REEE () 8% DMA b

WRDMA [ 1| fiy 42 WR_DONE (0x07), RDDMA %% [} iy 42 CMDS (0x08).

PATF 42 ML E MHL DMA SBCBR R A R 11 -

1. MHLRF 4092 =554k in#¢ 2] RDDMA.,
2. ML RDDMA #4%5, fA345K 512 747, 9 A WHLELEET 3584 715

3. EWHFH TG —IK RDDMA 45, KN 512 F45 (RETASMHUMEFE . BEREE) .

FAT MU IE B RESE, 5 4 7R
4. FALMHL A CMDS,
5. MALRF AR 4092 15 % E] RDDMA.
6. FAHLAi%k CMDS J5, W] PATFIAB L 55 .

Hi 508
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R

« ESSL: ESP HfTMAML4H (ESP Serial Slave Link), IR SCR4HHA 1 24 4.
e FHl: iBfT esp_serial_slave_link H{FHKE-
* ESSL #t#5: FHL LRSS, KBRE—A ESP ML, ks bR Seh B dnfiii it B 2k ok gh Al

ML SIS HE (F A1 B
ESSL s A4 : ESSL i B R SCH)— MU, WEHcEF e . RS S ESSL AL1F B F i %k .
B ETN SO TSI E . SRS R AR S
- Z{@Hﬁg VA o &) G U N I VAT ISE ) e e U WA E 95 i R B eIl EE
ESSL 1% %% .

* ESP MHL: JEEEE ML, ESSL A FHl EX 5% .

B R T AU AU Bl fF A B 2
ML Espressif i A1/ FAE S _E B AR IRIE £ o

o TX buffer num: T14gs, (2 FMAL, ol PR F88 B AHUIMERITE (R . TRl =L

[} 23T buffer EAL.

* RX datasize: 714, (2 TMBL, AT EVLEEHR. FoR B AHUMBENREFF b & ARG FHL R T

B RN

ESP MBLEL LRGN 55

Espressif AT 1k 55 -

1.
2.
3.

5.

Tohost H 1 ML AT i H T2k i) AL AR e ik, (AT )

Frhost Hrlr:  FAL 0] [a] AL 0L 2e g

TX FIFO (EHLEIMAL) : MHLBERE PRI buffer SR, B FAL LA EE .

MALIE 5 B TX buffer num f 550, K 0] DAREIR 2 /DR 045 BB A EAL.  FEHLIEEE TX buffer
num, J# 2 E ) buffer £, 15554 buffer (& .

RX ;IFO ;gn@ﬂfm ML i) WA BRI . SDIO ML AT i FR Wr k@ 2n 241, MAHLA
(R %o ) 4 Ei

MALAE 5B RX data size, RRHAE S &2 R F/NE N WL FEVUSZBOZEEE KD, W E ik
FIEHR K, S21R R BN,

LA BV DAL A A LB N2, ] 5 AMMLAF A AL EEER

MAUFR LR IR 55 B T MALAIRR R . QNS5 TS, 165% &R 275 R 049 SDIO AL #e Fl ik &5 K o4 SPI
AT B T AFHEI o

AL ESP s I BLHER

ESP SDIO M\#L ESP SDIO M#L4%5% (ESSL SDIO) #8454 #i T SDMMC £, & W]+ SDMMC Host
s SDSPI Host Zjgg# 1] 5 ESP SDIO MMLif {5 . ESSL % Wb RN T

1.
2.
3.

4.
5.

ESP SPI JABL

¥ hak SDMMC £ (Z#%SDMMC IR 7048 % 45 ) Z5Hfk.

B sdmme_card_init () ¥liELiZF.

Hessl_sdio_config t #Ji54k ESSL %45, H, card AN N - sdmmc_card t,
recv_buffer_size G NIEE NSCHIE IR

WMessl_init () X} SDIO #or AT HILAR 1L -

M essl_wait_for_ready () ZEFREMNIINZ .

il WPRARIEAE SPI #2115 ESP SDIO MHLEATESE, MRS HISDIO 26w .

A

API

e se i, AR ATLATR APT (] AAILER FHE 4 il 55 -
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Tohost Il (W] i%)

1. fflessl_get_intr_ena () T fEMFLEFAHMl A T X EHLR FHT
2. M essl_set_intr_ena () BEEWSHE A FHLH B S
3. WM essl_wait_int () S48 WML Wral I .
4. hifi kG, T essl_get_intr () T fEMPEEFEAATIGERIRE, HiHessl_clear_intr()
PG
Frhost ¥

1. fiiflessl_send_slave_intr () filt& MHLEEH T W,

TX FIFO

1. ffiflessl_get_tx_buffer _num() TEMPLIES AT FEYEIER) buffer 1. RTIEFES
WAZRE EVL MRS B RT, i tx_buffer_num, HEIMAHLAY buffer Fiit 2 1%
EI N

2. M essl_send _packet () ML EELHIE.

RX FIFO

1. f{flessl_get_rx_data_size() T MILTE LKk EPLEHE /N, VR BERE & A P8 H 1%
PREL. M EWLE B R, R EHRIR rx_data_size /N EALHER B YCEIE T buffer K
N, Rk rx_data_size #FAT I H. WK rx_data_size —H N 0, FEHLATRESRH)
rx_data_size HE|HEI.

2. M essl_get_packet () FWCR B MWL EDE -

WY (k) WERMHUTESESEEE, W essl_reset_cnt () BEENTITEE .

W2 7 il

PAF /R T ESP32-C6 SDIO EHLANf]-5 MALEARE(S , Herp FHLEEH T ESSL SDIO:
peripherals/sdio

W5 T EVEN, 752 % README.md H 7R .

API 5%

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h

Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

2H
¢ handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
A
* ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* Other value returned from lower layer init.
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esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

ZH
¢ handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Rl
* ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)
Get buffer num for the host to send data to the slave. The buffers are size of buffer_size.

S

e handle -- Handle of a ESSL device.

* out_tx_num -- Output of buffer num that host can send data to ESSL slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bl

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send

S8

* handle -- Handle of an ESSL device.

* out_rx_size -- Output of data size to read from slave, in bytes

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

¢ ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_reset_cnt (essl_handle_t handle)

Reset the counters of this component. Usually you don’t need to do this unless you know the slave is reset.

%% handle -- Handle of an ESSL device.

PEA ]
¢ ESP_OK: Success
e ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.

esp_err_t ess1l_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)

Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size
(configured during initialization).

SH
¢ handle -- Handle of an ESSL device.
* start -- Start address of the packet to send
* length -- Length of data to send, if the packet is over-size, the it will be divided into
blocks and hold into different buffers automatically.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
¢ ESP_OK Success
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not
valid.
« ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.
* ESP_ERR_NOT_FOUND: Slave is not ready for receiving.
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
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One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t

wait_ms)

Get a packet from ESSL slave.

S

B

handle -- Handle of an ESSL device.
out_data -- [out] Data output address

size -- The size of the output buffer, if the buffer is smaller than the size of data to

receive from slave, the driver returns ESP_ERR_NOT_FINISHED
out_length -- [out] Output of length the data actually received from slave.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success: All the data has been read from the slave.

ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other

arguments are invalid.

ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.

ESP_ERR_NOT_FOUND: Slave is not ready to send data.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_reg (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t

wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

1. sdio 28-31 are reserved, the lower API helps to skip.

S

B

handle -- Handle of an ESSL device.

addr -- Address of register to write. For SDIO, valid address: 0-59. For SPI, see

essl_spi.h
value -- Value to write to the register.
value_o -- Output of the returned written value.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success
One of the error codes from SDMMC/SPI host controller

esp_err_t essl_read_regq (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)

Read general purpose R/W registers (8-bit) of ESSL slave.

S

B

handle -- Handle of a ess1 device.

add -- Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,

return interrupt bits on read). For SPI, see ess1_spi.h
value_o -- Output value read from the register.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success
One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

S

handle -- Handle of an ESSL device.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
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B
e ESP_OK: If interrupt is triggered.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

ZH

* handle -- Handle of an ESSL device.

* intr_mask -- Mask of interrupt bits to clear.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

ZH
e handle -- Handle of an ESSL device.
* intr_raw -- Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st -- Output of the masked interrupt bits. set to NULL if only raw bits are read.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
e ESP_OK: Success
 ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

ZH

¢ handle -- Handle of an ESSL device.

* ena_mask -- Mask of the interrupt bits to enable.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]

e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr_ena (essl_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)
Get interrupt enable bits of ESSL slave.

SH

* handle -- Handle of an ESSL device.

* ena_mask_o -- Output of interrupt bit enable mask.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bzl

¢ ESP_OK Success

¢ One of the error codes from SDMMC host controller

esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)
Send interrupts to slave. Each bit of the interrupt will be triggered.
ZH

* handle -- Handle of an ESSL device.
* intr_mask -- Mask of interrupt bits to send to slave.
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* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

B

ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* One of the error codes from SDMMC host controller

Type Definitions

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

* components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions
esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)
Initialize the ESSL SDIO device and get its handle.
SH
* out_handle -- Output of the handle.
* config -- Configuration for the ESSL SDIO device.
PEA ]
¢ ESP_OK: on success
* ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (essl_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.
%% handle -- Handle of the ESSL SDIO device to deinit.
B
* ESP_OK: on success
e ESP_ERR_INVALID_ARG: wrong handle passed

Structures

struct essl_sdio_config_ t
Configuration for the ESSL SDIO device.

Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h
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Functions
esp_err_t essl_spi_init_dev (essl_handle_t *out_handle, const essl_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

ZH
* out_handle -- [out] Output of the handle
* init_config -- Configuration for the ESSL SPI device
P[]
¢ ESP_OK: On success
¢ ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID_STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.
%% handle -- Handle of the ESSL SPI device
Bz
e ESP_OK: On success
e ESP_ERR_INVALID_STATE: ESSL SPI is not in use
esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

£47:  The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_ t)

S8
* arg -- Context of the component. (Member arg from ess1_handle_t)
* addr -- Address of the shared registers. (Valid: 0 -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value -- [out] Read buffer for the shared registers.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
P[]
¢ ESP_OK: success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
e ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
* out_data -- [out] Output data address
» size -- The size of the output data.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).

¢ ESP_OK: On Success
 ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-

aligned
e ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.
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esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

412 The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_t)

£47E: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
* addr -- Address of the shared registers. (Valid: 0o ~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value -- Buffer for data to send, should be align to 4.

* out_value -- [out] Not supported, should be set to NULL.

* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).

¢ ESP_OK: success

« ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.

* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.

e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.
S

* arg -- Context of the component. (Member arg from ess1_handle_t)

e data -- Address of the data to send

e size -- Size of the data to send.

* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).

P[]

e ESP_OK: On success

e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.

e ESP_ERR_INVALID_ARG: The data address is not DMA capable

* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer

void essl_spi_reset_cnt (void *arg)

Reset the counter in Master context.

£411:: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%%, arg -- Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)
Read the shared buffer from the slave in ISR way.

$51:: The slave’s HW doesn’t guarantee the data in one SPI transaction is consistent. It sends data in unit of
byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
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in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

#&1¥: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S8

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

* addr -- Address of the slave shared buffer

* len -- Length to read

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t
flags)

Read the shared buffer from the slave in polling way.

41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

SH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and

aligned to 4

¢ addr -- Address of the slave shared buffer

* len -- Length to read

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bzl

¢ ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.

#41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

SH

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

¢ addr -- Address of the slave shared buffer,

* len -- Length to write

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t
flags)

Write the shared buffer of the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S8
* spi -- SPI device handle representing the slave
* data -- Buffer for data to send, strongly suggested to be in the DRAM
¢ addr -- Address of the slave shared buffer,
* len -- Length to write
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

* ESP_OK: success
* or other return value from :cpp:func:spi_device_polling transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

% i This function combines several :cpp:funciessl_spi_rddma_seg and one
:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

S8

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer to hold the received data, strongly suggested to be in the
DRAM and aligned to 4

* len -- Total length of data to receive.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_ done will still be sent.)

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
e ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_seg (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)

Read one data segment from the slave through its DMA.

$&11: To read long buffer, call :cpp:func:essl_spi_rddma instead.

BH
* spi -- SPI device handle representing the slave
* out_data -- [out] Buffer to hold the received data. strongly suggested to be in the
DRAM and aligned to 4
* seg_len -- Length of this segment
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_ done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£ 1#: This is required only when the slave is working in segment mode.

SH
* spi -- SPI device handle representing the slave
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

% T This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

S8

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* len -- Total length of data to send.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_done will still be sent.)

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

Bl
e ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seg (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

#&1¥: To send long buffer, call :cpp:funciess1_spi_wrdma instead.

¥

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* seg_len -- Length of this segment

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.

$&7E: This is required only when the slave is working in segment mode.
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BH
* spi -- SPI device handle representing the slave
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members
spi_device_handle_t *spi
Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.

uint8_t tx_sync_reg
The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be
reserved for the synchronization.

uint8_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.

2.2.8 ESP x509 i 1545
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Fic ¥4

Z B0 AT 5 menuconfig 52 . CMake 2 AR B 8 A B 0 AGE 3543

* CONFIG_MBEDTLS_CERTIFICATE_BUNDLE : Hgh8) M hiE-Ha.

» CONFIG_MBEDTLS_DEFAULT_CERTIFICATE_BUNDLE: 3&35g U8 IIEF 51 2% Hh i MF LR 5

* CONFIG_MBEDTLS_CUSTOM_CERTIFICATE_BUNDLE_PATH : 3§ & B27EIE 3543 H #R A B HARIE 35 1)
HEAE.

FAEM ] ESP-TLS W HUEH 6, RF &R k45 (LAY attach pR&L:

esp_tls_cfg_t cfg = {
.crt_bundle_attach = esp_crt_bundle_attach,
bi

PP BN T e ) PR R 1 DL TR AIE T B
U B mbedTLS 44, FERE K BLEHIA M attach sECRT PASTS UL 61 -

mbedtls_ssl_config conf;
mbedtls_ssl_config_init (&conf);

esp_crt_bundle_attach (&conf);

M RGIE 15 514

FRIE 551 33% [ Mozilla f#) NSS HIE F 75 .
i51T mk—-ca-bundle.pl AT FEFAIESF . BALEHT curl,

A]E I curl B35BT EGE RS M Mozilla $2HUT CA HIETS.

U A e 1l 1 e Hh i S A B 1% AR R ERSE R, BT e idiik B w3tech ) SSL Survey.
FRAEIX LEIZ R, M Mozilla $24ERY 5155 ) cmn_crt_authorities.csv HiiiEIE 4 FK.

THIET

B AN AT, @it OTA B 5N AREF —EEH. R E MM H &1 ESP-IDF H1 i iE+
FLEEER A AL, AT 3 IR A R ARG P 21 & FPRgUE B A Mozilla R #3E 4135 .

W Bl

{85 1) ESP-TLS 0% 4 £5H:- FEHA (26 HTTPS 750 protocols/htps x509_bundle, I 1 7 43
FIFEIN T B B € SUEH AT IRIIE.

i il ESP-TLS FIERIAEF5 A2/ HTTPS 7R3l : protocols/https_request.

i Jf] mbedTLS FIERIAIE AL HTTPS 7~ : protocols/https_mbeditls

API %

Header File

¢ components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h
¢ This header file can be included with:

#include "esp_crt_bundle.h"

¢ This header file is a part of the API provided by the mbedt 1s component. To declare that your component
depends on mbedt 1s, add the following to your CMakeLists.txt:
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’ REQUIRES mbedtls ‘

or

’ PRIV_REQUIRES mbedtls ‘

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.

Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle
has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.

%% conf -- [in] The config struct for the SSL connection.
Bl
» ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%4 conf -- [in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)
Set the default certificate bundle used for verification.

Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle
should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

S8
* x509_bundle -- [in] A pointer to the certificate bundle.
* bundle_size -- [in] Size of the certificate bundle in bytes.
]|
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

229 HTTP JJ}55%s

HEid

HTTP Server 41 {44344t T #F ESP32 _Fizf 7% 54% Web R4S #SMUTIRE, T/ 4314 ] HTTP Server 4114 API
A EAN A 3R -

* httpd_start (): Q) HTTP R5aa95eBl, MREGHEARRIBCE D BENAFRIBTE, TRk B2
S5t SLPIRAO  IRS5 d B TN E R, — AN HRIRNT HTTP ikt (TCP 2KAY), 55—k
ALPREHI (5SS (UDP 262 , EATHEMR 58 AL 55 IRFR P AR M . 1] httpd_start () %
i httpd_config_t EHYMA, ] DAYERHERI5 45 S5 Bl i i BAT 55 O O SE OMIMERR YK/ . TCP i
BTN HTTP 35K, ARG URL RV P AL B e, 7R Ak BEAR PP vp 75 2 A i [l
HTTP Wi B 45 £ .

* httpd_stop () MRAEE AR RIE IR 4%, FEREHON IR AR SEIR . X2 — NP IERR 2L,
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e httpd register _uri_handler(): Wil A httpd_uri_t ZEMIERETIE T2 k3 0F URI
APRRRE . RS A uri 45, method 28%! (WU HTTPD_GET/HTTPD_POST/
HTTPD_PUT %4:4%), esp_err_t *handler (httpd_req t *req) LMAPREFEES, T2 H
PR SO user_ctx $8%f

W Bl

/* URT B RH, AFFmAR GET /uri FXBHBEA */

esp_err_t get_handler (httpd_reg t *req)

{
/x KB EH RN KEL S
const char resp[] = "URI GET Response';
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

}

/* URT B REK, EFEFm AR PoST/uri F K HRAA */
esp_err_t post_handler (httpd_reqg_t *req)
{
/* ® X HTTP POST % RKHE W HHEZ FK
* httpd req recv() R B char* ¥, (B4 7 L&
CEE_HHBKE ("%%%‘J%a‘%)
* T FREHRE, null AEFLWEE,
* content_len &% ¥ F & W‘ﬁ */
char content[100];

/E RN EKEART R KA </

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_req_recv(req, content, recv_size);
if (ret <= 0) { /* &FE 0 - &EHEL XM */
/R EREEE */
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/R EZABE, TUWA httpd_req_recv() E K
*HERL, XERMNEE
* Wy R HTTP 408 (HKBH) #REEXE P */
httpd_resp_send_408 (req) ;

/* R AKAET #E, RE ESP_FAIL 7 DL # 1k
*CREEEFWENE */
return ESP_FAIL;

}

JFOREE B e RS E e <
const char resp[] = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

}

/* GET /uri #j URI R4 */
httpd_uri_t uri_get = {

.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
bi

/* POST/uri By URI R &M */
httpd_uri_t uri_post = {

.uri = "/uri",
.method = HITP_POST,
(Foigksh)
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(£ 50

.handler = post_handler,
.user_ctx = NULL
bi

/* B o web MR A MR H A/
httpd_handle_t start_webserver (void)
{
/A RBRINKERE S B 1/
httpd_config_t config = HTTPD_DEFAULT_CONFIG() ;

/* B % esp_http server W LB A */
httpd_handle_t server = NULL;

/* B 3 httpd server */

if (httpd_start (&server, &config) == ESP_OK) {
/* EM URT REEF */
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);

}
/F mRRE BB ALK, KE W HHE NULL */
return server;

}

/* 21k web MR A& BB H S
void stop_webserver (httpd_handle_t server)
{
if (server) {
/* 1Z 1} httpd server */
httpd_stop (server);

i it HTTP I35 350l 354 (7T protocols/http_server/simple (¥) HTTP g5 & /R i, 2%7R Bl 7R 140
AL BAT B A AR B R, SEHGIRAA URL Eif S8, B k.

HTTP K34

HTTP R 45 4 A KIEL AL, AWELMHE—MEE (S8) 2R &, R RS E
OCEE . BT OB T AR BEAR P B A NS, ARG O T T BB AR A SO B R, DA
PEFERR 2T P IR T 73 A U

Kiditlrnl

/B EXEH, ARBEHRLET XHE */
void free_ctx_func(void *ctx)
{
/* M F LR free DANH R A EHE A/
free (ctx);

}

esp_err_t adder_post_handler (httpd_reg t *req)
{
/*EET XY A FESE, NWHFHE—A */

if (! reg->sess_ctx) |
reg->sess_ctx - malloc (sizeof (ANY_DATA_TYPE)); /*I/< 45 # £ T L% +/
req->free_ctx = free_ctx_func; /I Bk ET XHENE K
—*/
}
(FOAkED)
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(£ L£50)

/¢ W ET X% */
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

return ESP_OK;
}

R % (i T protocols/http_server/persistent_sockets {75 B4 CHY

Websocket I} 55 %%

HTTP fig 4% #5840 1424t websocket Y. 7] PAFE menuconfig H1{4i F CONFIG_HTTPD_WS_SUPPORT %3 Ji5
JH websocket ZhfiE. A U] {ii [ websocket BfE, 1525 protocols/http_server/ws_echo_server H 3% R 7~
B

oAb

ESP HTTP R 45 28 5 4 Fh S 4, H4r @ F M A AN, F 40370 5 ol Al & A4 RS . b 20 (i
Hesp_event_handler register () FNIALTEARFUAE ESP HTTP R 45 andtfT 24403,

esp_http_server_event_id_t fl{ BESP HTTP HiR 4545 I fE & 45 il BT A5 544
PAF N FAEEA R TE ESP HTTP [l 552 =5 i 1 01 2ot 25 28

e HTTP_SERVER_EVENT_ERROR : httpd_err_code_t

e HTTP_SERVER_EVENT_START : NULL

e HTTP_SERVER_EVENT_ON_CONNECTED : int

e HTTP_SERVER_EVENT_ON_HEADER : int

e HTTP_SERVER_EVENT_HEADERS_SENT : int

e HTTP_SERVER_EVENT_ON_DATA : esp_http_server_event_data

e HTTP_SERVER_EVENT_SENT_DATA : esp_http_server_event_data
e HTTP_SERVER_EVENT_DISCONNECTED : int

e HTTP_SERVER_EVENT_STOP : NULL

API £%

Header File

» components/esp_http_server/include/esp_http_server.h
* This header file can be included with:

’#include "esp_http_server.h"

* This header file is a part of the API provided by the esp_http_server component. To declare that your
component depends on esp_http_server, add the following to your CMakeLists.txt:

’REQUIRES esp_http_server ‘

or

’PRIV_REQUIRES esp_http_server ‘
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Functions
esp_err_thttpd_register_uri_handler (htipd_handle_t handle, const httpd_uri_t *uri_handler)

Registers a URI handler.

Example usage:

esp_err_t my_uri_handler (httpd_req_t* req)
{

// Recv , Process and Send

// Fail condition
if (....) |
// Return fail to close session //
return ESP_FAIL;
}

// On success
return ESP_OK;
3

// URI handler structure
httpd_uri_t my_uri |

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL
bi

// Register handler
if (httpd_register_uri_handler (server_handle, &my_uri) != ESP_OK) {
// If failed to register handler

}

£ 1#: URI handlers can be registered in real time as long as the server handle is valid.

S8
* handle -- [in] handle to HTTPD server instance
* uri_handler -- [in] pointer to handler that needs to be registered
Bl
* ESP_OK : On successfully registering the handler
* ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_HANDLERS_FULL : If no slots left for new handler
e ESP_ERR_HTTPD_HANDLER_EXISTS : If handler with same URI and method is al-
ready registered

esp_err_t httpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t
method)

Unregister a URI handler.

SH
* handle -- [in] handle to HTTPD server instance
* uri -- [in] URI string
e method -- [in] HTTP method
PEA ]
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* ESP_OK : On successfully deregistering the handler
e ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (httpd_handle_t handle, const char *uri)
Unregister all URI handlers with the specified uri string.
SH

* handle -- [in] handle to HTTPD server instance

* uri -- [in] uri string specifying all handlers that need to be deregisterd
A

* ESP_OK : On successfully deregistering all such handlers

e ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_NOT_FOUND : No handler registered with specified uri string

esp_err_thttpd_sess_set_recv_override (httpd_handle_t hd, int sockfd, htpd_recv_func_t recv_func)

Override web server’s receive function (by session FD)

This function overrides the web server’s receive function. This same function is used to read HTTP request
packets.

4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

2H
e hd -- [in] HTTPD instance handle
e sock£fd -- [in] Session socket FD
* recv_func -- [in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)

Override web server’s send function (by session FD)

This function overrides the web server’s send function. This same function is used to send out any response to
any HTTP request.

#4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

SH

e hd -- [in] HTTPD instance handle

¢ sockfd -- [in] Session socket FD

e send_func -- [in] The send function to be set for this session
P[]

* ESP_OK : On successfully registering override

* ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_pending_override (htpd_handle_t hd, int sockfd, httpd_pending_func_t
pending_func)

Override web server’s pending function (by session FD)
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This function overrides the web server’s pending function. This function is used to test for pending bytes in a
socket.

$41E: This AP is supposed to be called either from the context of

e an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

S8
* hd -- [in] HTTPD instance handle
* sock£fd -- [in] Session socket FD
* pending_func -- [in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_req_async_handler_begin (httpd_req_t *t, httpd_req_t **out)

Start an asynchronous request. This function can be called in a request handler to get a request copy that can
be used on a async thread.

ik
e This function is necessary in order to handle multiple requests simultaneously. See exam-

ples/async_requests for example usage.
* You must call httpd_req_async_handler_complete() when you are done with the request.

S8
* r -- [in] The request to create an async copy of
* out -- [out] A newly allocated request which can be used on an async thread

B
* ESP_OK : async request object created
esp_err_thttpd_req_async_handler_complete (hitpd_req_t *r)

Mark an asynchronous request as completed. This will.

* free the request memory
* relinquish ownership of the underlying socket, so it can be reused.
« allow the http server to close our socket if needed (Iru_purge_enable)

41 If async requests are not marked completed, eventually the server will no longer accept incoming
connections. The server will log a "httpd_accept_conn: error in accept (23)” message if this happens.

%%L r -- [in] The request to mark async work as completed
R m
e ESP_OK : async request was marked completed
inthttpd_req_to_sock£fd (httpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lru_counter().
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$51:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%% r -- [in] The request whose socket descriptor should be found
B

* Socket descriptor : The socket descriptor for this request

e -1 : Invalid/NULL request pointer

int httpd_req_recv (httpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching ’buf_len’ number of bytes, while the
pointer to content data is incremented internally by the same number.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
* Presently Chunked Encoding is not supported

¥
* r -- [in] The request being responded to
e buf -- [in] Pointer to a buffer that the data will be read into
* buf_len -- [in] Length of the buffer
A
* Bytes : Number of bytes read into the buffer successfully
* 0 : Buffer length parameter is zero / connection closed by peer
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

size_thttpd_req get_hdr_wvalue_len (httpd_req_t *r, const char *field)
Search for a field in request headers and return the string length of it’s value.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

S8

* r -- [in] The request being responded to

e field -- [in] The header field to be searched in the request
Bl

» Length : If field is found in the request URL

 Zero : Field not found / Invalid request / Null arguments
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esp_err_thttpd_req _get_hdr_value_str (hitpd_req_t *r, const char *field, char *val, size_t val_size)

Get the value string of a field from the request headers.

ik

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

* Use httpd_req_get_hdr_value_len() to know the right buffer length

ZH
* r -- [in] The request being responded to
e field -- [in] The field to be searched in the header
* val -- [out] Pointer to the buffer into which the value will be copied if the field is found
* val_size -- [in] Size of the user buffer "val”
izl
* ESP_OK : Field found in the request header and value string copied
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
e ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_thttpd_req get_url_query_ len (httpd_req_t *1)
Get Query string length from the request URL.

#&1¥: This APl is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

%4 r -- [in] The request being responded to
Bl
* Length : Query is found in the request URL
» Zero : Query not found / Null arguments / Invalid request

esp_err_thttpd_req get_url_query_str (hitpd_req_t *r, char *buf, size_t buf_len)
Get Query string from the request URL.

ik

 Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the *Content-Type’ (eg.
Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm needs
to be applied.

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

« If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value

* Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)
for storing the query string

S
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B

r -- [in] The request being responded to
buf -- [out] Pointer to the buffer into which the query string will be copied (if found)
buf_len -- [in] Length of output buffer

ESP_OK : Query is found in the request URL and copied to buffer
ESP_ERR_NOT_FOUND : Query not found
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_value (const char *qry, const char *key, char *val, size_t val_size)

Helper function to get a URL query tag from a query string of the type param1=vall &param2=val2.

ik

* The components of URL query string (keys and values) are not URLdecoded. The user must check for
’Content-Type’ field in the request headers and then depending upon the specified encoding (URLencoded
or otherwise) apply the appropriate decoding algorithm.

« If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error
as return value.

SH

B

qry -- [in] Pointer to query string

key -- [in] The key to be searched in the query string

val -- [out] Pointer to the buffer into which the value will be copied if the key is found
val_size -- [in] Size of the user buffer "val”

ESP_OK : Key is found in the URL query string and copied to buffer
ESP_ERR_NOT_FOUND : Key not found
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

esp_err_thttpd_req get_cookie_val (httpd_req_t *req, const char *cookie_name, char *val, size_t

*val_size)

Get the value string of a cookie value from the “Cookie” request headers by cookie name.

S

B

req -- [in] Pointer to the HTTP request

cookie_name -- [in] The cookie name to be searched in the request

val -- [out] Pointer to the buffer into which the value of cookie will be copied if the
cookie is found

val_size -- [inout] Pointer to size of the user buffer “val”. This variable will
contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.

ESP_OK : Key is found in the cookie string and copied to buffer
ESP_ERR_NOT_FOUND : Key not found
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
ESP_ERR_NO_MEM : Memory allocation failure

bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t

match_upto)

Test if a URI matches the given wildcard template.

Template may end with ”?” to make the previous character optional (typically a slash), ”*” for a wildcard match,
and ”?7*” to make the previous character optional, and if present, allow anything to follow.
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Example:

* * matches everything

¢ /foo/? matches /foo and /foo/

¢ /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters ”?7” and ”*” anywhere else in the template will be taken literally.

ZH
* uri_template -- [in] URI template (pattern)
e uri_to_match -- [in] URI to be matched
* match_upto -- [in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
#&[A| true if a match was found

esp_err_t httpd_resp_send (httpd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, the request has been responded to.
* No additional data can then be sent for the request.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

SH

* r -- [in] The request being responded to

e buf -- [in] Buffer from where the content is to be fetched

* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
P[]

* ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer

 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.

This API will send the data as an HTTP response to the request. This API will use chunked-encoding and
send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.

If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

Espressif Systems 133 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C6

Chapter 2. APl &%

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

e When you are finished sending all your chunks, you must call this function with buf_len as 0.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

SH

* r -- [in] The request being responded to

e buf -- [in] Pointer to a buffer that stores the data

* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
B

* ESP_OK : On successfully sending the response packet chunk

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (hitpd_req_t *r, const char *str)
API to send a complete string as HTTP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

BH
* r -- [in] The request being responded to
* str -- [in] String to be sent as response body

B M

ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)
API to send a string as an HTTP response chunk.

This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string

B8
* r -- [in] The request being responded to
str -- [in] String to be sent as response body (NULL to finish response packet)

Bzl
e ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
* ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ERR_HTTPD RESP_SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.

This API sets the status of the HTTP response to the value specified. By default, the 200 OK’ response is sent
as the response.

i
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» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

» This API only sets the status to this value. The status isn’t sent out until any of the send APIs is executed.

* Make sure that the lifetime of the status string is valid till send function is called.

¥
* r -- [in] The request being responded to
* status -- [in] The HTTP status code of this response
P[]
e ESP_OK : On success
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (httpd_req_t *r, const char *type)
API to set the HTTP content type.

This API sets the *Content Type’ field of the response. The default content type is "text/html’.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e This API only sets the content type to this value. The type isn’t sent out until any of the send APIs is

executed.
* Make sure that the lifetime of the type string is valid till send function is called.

SH
* r -- [in] The request being responded to
* type -- [in] The Content Type of the response

B

ESP_OK : On success
e ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_set_hdr (hitpd_req_t *r, const char *field, const char *value)
API to append any additional headers.

This API sets any additional header fields that need to be sent in the response.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* The header isn’t sent out until any of the send APIs is executed.
¢ The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.
* Make sure that the lifetime of the field value strings are valid till send function is called.

ZH
* r -- [in] The request being responded to
e field -- [in] The field name of the HTTP header
e value -- [in] The value of this HTTP header

R

ESP_OK : On successfully appending new header
ESP_ERR_INVALID_ARG : Null arguments
« ESP_ERR_HTTPD RESP HDR : Total additional headers exceed max allowed
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* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)
For sending out error code in response to HTTP request.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

 If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

ZH
* req -- [in] Pointer to the HTTP request for which the response needs to be sent
* error -- [in] Error type to send
* msg -- [in] Error message string (pass NULL for default message)
Bl
e ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ ERR_HTTPD RESP SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (htipd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r -- [in] The request being responded to
Bl

* ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (httpd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
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%4 r -- [in] The request being responded to
B

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (httpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

i
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%%, r -- [in] The request being responded to
R

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send

o ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

int httpd_send (htipd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.
Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.
HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,

and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.

ik
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
 Unless the response has the correct HTTP structure (which the user must now ensure) it is not guaranteed
that it will be recognized by the client. For most cases, you wouldn’t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

SH

e r -- [in] The request being responded to

* buf -- [in] Buffer from where the fully constructed packet is to be read

* buf_len -- [in] Length of the buffer
B

» Bytes : Number of bytes that were sent successfully
HTTPD_SOCK_ERR_INVALID : Invalid arguments
HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()
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int httpd_socket_send (httpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

£41:: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

S
* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
* buf_len -- [in] data size
» flags -- [in] flags for the send() function
PEA ]
* Bytes : The number of bytes sent successfully
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
e« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().

#&1¥: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

SH
* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
* buf_len -- [in] data size
» flags -- [in] flags for the send() function
A
* Bytes : The number of bytes received successfully
* 0: Buffer length parameter is zero / connection closed by peer
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
e« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_t httpd_register_err_handler (httpd_handle_t handle, hitpd_err_code_t error,
httpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

BH
* handle -- [in] HTTP server handle
* error -- [in] Error type
* handler_f£n -- [in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)
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&Ml
* ESP_OK : handler registered successfully
* ESP_ERR_INVALID_ARG : invalid error code or server handle

esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)
Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)

{

// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG() ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server

if (httpd_start (&server, &config) == ESP_OK) {

// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);

}

// If server failed to start, handle will be NULL

return server;

}

ZH

* config -- [in] Configuration for new instance of the server

* handle -- [out] Handle to newly created instance of the server. NULL on error
PEA ]

* ESP_OK : Instance created successfully

* ESP_ERR_INVALID_ARG : Null argument(s)

* ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance

e« ESP_ERR_HTTPD_TASK : Failed to launch server task

esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.

Example usage:

// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server

httpd_stop (server);

3

%%, handle -- [in] Handle to server returned by httpd_start
Bl

* ESP_OK : Server stopped successfully

e ESP_ERR_INVALID_ARG : Handle argument is Null
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esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’s context.

This API queues a work function for asynchronous execution

#&1¥: Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

BH

* handle -- [in] Handle to server returned by httpd_start

e work -- [in] Pointer to the function to be executed in the HTTPD’s context

* arg -- [in] Pointer to the arguments that should be passed to this function
B

¢ ESP_OK : On successfully queueing the work

* ESP_FAIL : Failure in ctrl socket

e ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (hpd_handle_t handle, int sockfd)
Get session context from socket descriptor.
Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’s send/receive functions may require the context (for example, for

accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.

SH

handle -- [in] Handle to server returned by httpd_start
sock£d -- [in] The socket descriptor for which the context should be extracted.

B

void* : Pointer to the context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_ctx (hitpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)
Set session context by socket descriptor.
S8
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Context object to assign to the session
e free_fn -- [in] Function that should be called to free the context
void *httpd_sess_get_transport_ctx (hpd_handle_t handle, int sockfd)

Get session ’transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.

YR

=

httpd_sess_get_ctx()

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
Bl

* void* : Pointer to the transport context associated with this session

e NULL : Empty context / Invalid handle / Invalid socket fd
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void httpd_sess_set_transport_ctx (htpd_handle_t handle, int sockfd, void *ctx, htipd_free_ctx_fn_t
free_fn)

Set session ’transport’ context by socket descriptor.

S

httpd_sess_set_ctx()

SH
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Transport context object to assign to the session
» free_fn -- [in] Function that should be called to free the transport context

void *httpd_get_global_user_ctx (httpd_handle_t handle)

Get HTTPD global user context (it was set in the server config struct)

%% handle -- [in] Handle to server returned by httpd_start
i&IA] global user context

void *httpd_get_global_transport_ctx (httpd_handle_t handle)
Get HTTPD global transport context (it was set in the server config struct)

%% handle -- [in] Handle to server returned by httpd_start
R[] global transport context

esp_err_thttpd_sess_trigger_close (htpd_handle_t handle, int sockfd)

Trigger an httpd session close externally.

£41: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

SH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor of the session to be closed
PEA ]

» ESP_OK : On successfully initiating closure

» ESP_FAIL : Failure to queue work

e ESP_ERR_NOT_FOUND : Socket fd not found

e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_update_lru_counter (hitpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

$41:: Calling this API is only necessary if the LRU Purge Enable option is enabled.

B

Espressif Systems 141 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C6

Chapter 2. APl &%

* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor of the session for which LRU counter is to be
updated
PEA ]
* ESP_OK : Socket found and LRU counter updated
e ESP_ERR_NOT_FOUND : Socket not found
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_get_client_1list (httpd_handle_t handle, size_t *fds, int *client_fds)
Returns list of current socket descriptors of active sessions.

$&1k: Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.

S8
* handle -- [in] Handle to server returned by httpd_start
» fds -- [inout] In: Size of provided client_fds array Out: Number of valid client fds
returned in client_fds,
* client_£ds -- [out] Array of client fds
B
* ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array

Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members

int £d

Session socket file descriptor
int data_len
Data length

struct httpd_config
HTTP Server Configuration Structure.

$51:: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority
Priority of FreeRTOS task which runs the server
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size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uintl6_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the
server

uintl6_t max_open_sockets

Max number of sockets/clients connected at any time (3 sockets are reserved for internal working of the
HTTP server)

uintl6_tmax_uri_handlers

Maximum allowed uri handlers

uintl6_t max_resp_headers

Maximum allowed additional headers in HTTP response

uint16_t backlog_conn

Number of backlog connections

bool 1ru_purge_enable

Purge “Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)

uintl6_t send_wait_timeout

Timeout for send function (in seconds)

void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.
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httpd_free_ctx_fn_t global_transport_ctx_free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£n
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.

httpd_close_func_t close_£fn

Custom session closing callback.

Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n
URI matcher function.
Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP

request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher
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Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

int method
The type of HTTP request, -1 if unsupported method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)

size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx

Session Context Pointer

A session context. Contexts are maintained across ’sessions’ for a given open TCP connection. One
session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.

By default, this is NULL. URI Handlers can set this to any meaningful value.

If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx

Pointer to free context hook
Function to free session context

If the web server’s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.
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struct httpd_uri
Structure for URI handler.

Public Members

const char *uri

The URI to handle

httpd_method_t method

Method supported by the URI

esp_err_t (*handler)(httpd_req_t *r)

Handler to call for supported request method. This must return ESP_OK, or else the underlying socket

will be closed.

void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTPD_MAX_REQ_HDR_LEN

HTTPD_MAX_URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT

HTTPD_200
HTTP Response 200

HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408
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HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON

HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream

ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC

Result string truncated

ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported

ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef struct httpd_req httpd_req_t
HTTP Request Data Structure.
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typedef struct httpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level send function.

$51:: User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()
function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(htipd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level recv function.

4 1:  User specified recv function must handle errors internally, depending upon the set value of er-
o, and return specific HTTPD_SOCK_ERR_ codes, which will eventually be conveyed as return value of
httpd_req_recv() function

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Param buf [in] buffer with bytes to send

Param buf_len [in] data size

Param flags [in] flags for the send() function

Return
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level “get pending bytes” function.

$&11:: User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
* Bytes : The number of bytes waiting to be received

Espressif Systems 148 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C6

Chapter 2. APl &%

 HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_func_t)(hitpd_req_t *req, hitpd_err_code_t error)
Function prototype for HTTP error handling.

This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is
used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

ik

e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

¢ When invoked, the validity of uri, method, content_lenand user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
* ESP_OK : error handled successful
» ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void *httpd_handle_t
HTTP Server Instance Handle.

Every instance of the server will have a unique handle.

typedef enum http_method httpd_method_t
HTTP Method Type wrapper over "enum http_method” available in "http_parser” library.

typedef void (*httpd_free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free

typedef esp_err_t (*httpd_open_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
¢ ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for closing a session.
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$51E: It’s possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config t
HTTP Server Configuration Structure.

$411: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function

Enumerations

enum httpd_err_code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:

enumerator HTTPD_500_INTERNAIL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND
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enumerator HTTPD_405_METHOD_NOT_ALLOWED
enumerator HTTPD_408_REQ_TIMEOUT

enumerator HTTPD_411_LENGTH_REQUIRED

enumerator HTTPD_414_URI_TOO_LONG

enumerator HTTPD_431_REQ HDR_FIELDS_TOO_LARGE

enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_ SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_ SERVER_EVENT_START

This event occurs when HTTP Server is started

enumerator HTTP_SERVER_EVENT_ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_SERVER_EVENT ON_HEADER

Occurs when receiving each header sent from the client

enumerator HTTP_ SERVER_EVENT_HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_SERVER_EVENT_ON_DATA

Occurs when receiving data from the client

enumerator HTTP_SERVER_EVENT SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_ SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped

2.2.10 HTTPS 555

Espressif Systems 151 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-C6

Chapter 2. AP1 &%
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- httpd_sess_set_send_override ()
- httpd_sess_set_recv_override ()
— httpd_sess_set_pending _override()
* “transport context” G2 R
— httpd_sess_get_transport_ctx(): RA£3EH K SSL
— httpd_sess_set_transport_ctx()
httpd_get_global_transport_ctx(): REIILZH) SSL F R3¢
— httpd_config::global_transport_ctx
— httpd_config::global_transport_ctx_free_fn
— httpd_config::open_fn: FATKBELLEEREF
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API %

Header File

» components/esp_https_server/include/esp_https_server.h
* This header file can be included with:

’#include "esp_https_server.h"

* This header file is a part of the API provided by the esp_https_server component. To declare that your
component depends on esp_https_server, add the following to your CMakeLists.txt:

’REQUIRES esp_https_server ‘

or

’PRIV_REQUIRES esp_https_server ‘
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Functions
esp_err_thttpd_ssl_start (httpd_handle_t *handle, httpd_ssl_config_t *config)
Create a SSL capable HTTP server (secure mode may be disabled in config)
S8
* config -- [inout] - server config, must not be const. Does not have to stay valid after

calling this function.
* handle -- [out] - storage for the server handle, must be a valid pointer

JRIA] success
esp_err_thttpd_ssl_stop (httpd_handle_t handle)

Stop the server. Blocks until the server is shut down.
%% handle -- [in]
B
* ESP_OK: Server stopped successfully

* ESP_ERR_INVALID_ARG: Invalid argument
* ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

struct httpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.

Public Members

httpd_config_t httpd
Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.

const uint8_t *servercert

Server certificate

size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)
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size_t cacert_len

CA certificate byte length

const uint8_t *prvtkey_pem
Private key

size_t prvtkey_len
Private key byte length

bool use_ecdsa_peripheral

Use ECDSA peripheral to use private key

uint8_t ecdsa_key_efuse_blk
The efuse block where ECDSA key is stored

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uint16_t port_secure

Port used when transport mode is secure (default 443)

uintl6_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server

void *ss1_userdata

user data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use

const char **alpn_protos

Application protocols the server supports in order of prefernece. Used for negotiating during the TLS
handshake, first one the client supports is selected. The data structure must live as long as the https server

itself!

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init
(http_server default config had to be copied for customization)

Notes:
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e port is set when starting the server, according to ’transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
* SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
« Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg_t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.
typedef void esp_https_server_user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config t

Enumerations

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL_TRANSPORT_SECURE

enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSL_USER_CB_SESS_CLOSE

2.2.11 ICMP njii

HEik
W0 s 2 i 41 SCHMX ACMP) 3@ 3 T2 Wr sz il H Y, sy IP B4 e, W HAY 45 TR ping
M, R Echo Reply, MU@RTIAUFEAHN 0 /Yy ICMP it S BLH -

FE ping A5, EICHIE N K AICMP echo request), A )45 72t (ICMP echo reply), 251
FATRI Rl —d A, SEREN & A B . AR A G, L A8 TP 4
RGOS (R EER. BT A .

I0T Al ¥ 7 E AR AL R IR 55 dv e 5 nT o WPRARSS g 4, s Bl i P & i s dlad A1) ping
U, WK BT ICMP echo $iffitd, mEAESEBLX —ThfE.

HfaAX — Ry A, ESP-IDF 241t 77— 2841 /il APLL
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Gl ping 25 ZAIZ ping 2575, 1 CTIAS esp_ping_config_t, f§&HAmG A IP Hihk. [A)FwH
[BSFMCE . BLAh, ] PAET esp_ping_callbacks_t FMHEIJH AL,

B ping SR ] & BB -

static void test_on_ping_success (esp_ping_handle_t hdl, wvoid *args)

{

// optionally, get callback arguments

// const char* str = (const char*) args;

// printf("$s\r\n", str); // "foo"

uint8_t ttl;

uintl6_t segno;

uint32_t elapsed_time, recv_len;

ip_addr_t target_addr;

esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &seqgno, sizeof (seqno));

esp_ping_get_profile (hdl, ESP_PING_PROF_TTL, &ttl, sizeof (ttl));

esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;

esp_ping_get_profile(hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));

esp_ping_get_profile (hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—time));

printf ("%d bytes from %s icmp_seqg=%d ttl=%d time=%d ms\n",

recv_len, inet_ntoa(target_addr.u_addr.ip4), segno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, wvoid *args)
{
uintlé6_t seqgno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));
esp_ping_get_profile(hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr)) H
printf ("From %s icmp_seg=%d timeout\n", inet_ntoa(target_addr.u_addr.ip4), .
—seqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, wvoid *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));

esp_ping_get_profile (hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

esp_ping_get_profile(hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("%d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping()

{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));
getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ipd4addr (ip_2_ip4 (&target_addr), &addré);
freeaddrinfo (res);

QS
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(8L 7))
esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;
ping_config.target_addr = target_addr; // target IP address
ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—pling_stop can stop it

/* set callback functions */

esp_ping_callbacks_t cbs;

cbs.on_ping_success = test_on_ping_success;

cbs.on_ping_timeout = test_on_ping_timeout;

cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—can be NULL

cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;
esp_ping_new_session (&ping_config, &cbs, &ping);

kiai Rk ping 2215 1 esp_ping_new_session iR [l a4 ] DUS BB 45 1L ping 24 . R,
ping STEEAIEE A BEIES. WF ping 2 TE(F1IEEES, ICMP B0 H 5 S 0B EH L

MR ping 2506 AISRASFE A ping 253%, PIH] esp_ping_delete_session RFHMIER. TEMIFR ping
SR, FfRE IR TE IR (EVA T esp_ping_stop , SiZ&TEE MG EHE).

RIGETI IS FERHE ST esp_ping_get_profile, AIZEHL ping £ikHIR FIETFIIAL
B, A E SRR B

Wz 7 Bl

ICMP echo 7:ffil : protocols/icmp_echo

API %

Header File

» components/lwip/include/apps/ping/ping_sock.h
¢ This header file can be included with:

’#include "ping/ping_sock.h" ‘

* This header file is a part of the API provided by the 1wip component. To declare that your component depends
on lwip, add the following to your CMakeLists.txt:

’REQUIRES lwip ‘

or

’PRIV_REQUIRES lwip ‘

Functions
esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,
esp_ping_handle_t *hdl_out)

Create a ping session.

¥
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* config -- ping configuration
* cbs -- a bunch of callback functions invoked by internal ping task
* hdl_out -- handle of ping session
B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)
* ESP_ERR_NO_MEM: out of memory
e ESP_FAIL: other internal error (e.g. socket error)
* ESP_OK: create ping session successfully, user can take the ping handle to do follow-on
jobs
esp_err_t esp_ping_delete_session (esp_ping handle_t hdl)
Delete a ping session.

%% hdl -- handle of ping session

B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: delete ping session successfully

esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.

%%4 hdl -- handle of ping session

B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: start ping session successfully

esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.
%4 hdl -- handle of ping session
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: stop ping session successfully
esp_err_t esp_ping_get_profile (esp_ping_handle_t hdl, esp_ping_ profile_t profile, void *data, uint32_t
size)
Get runtime profile of ping session.
S8
* hdl -- handle of ping session
* profile -- type of profile
* data -- profile data
* size -- profile data size
A
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
o ESP_ERR_INVALID_SIZE: the actual profile data size doesn’t match the “size” param-

eter
* ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of ”ping” callback functions.

Public Members

void *cb_args

arguments for callback functions
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void (*on_ping_success)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when receive ICMP echo reply packet timeout.

void (*on_ping_end)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_t
Type of “ping” configuration.

Public Members

uint32_t count

A ”ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

uint32_t data_size
Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header

ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface
Netif index, interface=0 means NETIF_NO_INDEX

Macros
ESP_PING_DEFAULT_CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely
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Type Definitions

typedef void *esp_ping_handle_t
Type of “ping” session handle.

Enumerations
enum esp_ping_profile_t
Profile of ping session.

Values:

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure

enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target

enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet

enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session

2.2.12 mDNS Jk5%

mDNS Jg—FPZi % UDP iR 55, FISRELHLA MR 25 255 A 0L A 30
H v5.0 fiiAs#2, ESP-IDF £ {4 mDNS £ A ESP-IDF rfvif Hy 2 ph 57 i £ 1% -
* GitHub - mDNS 2 {f
iaf7 idf.py add-dependency espressif/mdns, FEIWH FE0 mDNS 44,
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2.2.13 Mbed TLS
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%1k 5% Mbed TLS M Mbed TLS 2.x BiASTERSF] 3.0 DA FIAS .

W2 7Bl

ESP-IDF "R Bl ESP-TLS , il il TLS DhREF It 7~ ik APT 4 .

22 711 protocols/https_server/simple (fij B[t HTTPS i 45#%) Fi1 protocols/https_request (% ) HTTPS i
K) THREZER.

IR E B A Mbed TLS API, {fZ:2% 75 protocols/https_mbedtls.
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FE Al 25t

ESP-TLS J2)i%JZ SSL/TLS FERYHIS )2, R AT PAESE S F Mbed TLS B wolfSSL fE R IKZE . BRIANE L
N, {¥ Mbed TLS n]#F ESP-IDF i {#i ff , T wolfSSL ¥ https://github.com/espressif/esp-wolfSSL A FF, if

7wt PP AL EPS S

W T £ M 6 (5 B ok 4 Mbed TLS H1 wolfSSL, i £ % SCR4ESP-TLS: Underlying SSL/TLS Library
Options.

R

Component Config -> mbedTLs Hii/ BB BV IAN N RPN, sk JRIGE BN E I
PIIE

o CONFIG_MBEDTLS_SSL_PROTO_TLSI_2: %5 TLS 1.2

o CONFIG_MBEDTLS_SSL_PROTO_TLSI_3: 375 TLS 1.3

o CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: % ¥ 2SR WIARAIE T (F 245 B 5% ESP x509 i F
eL)

» CONFIG_MBEDTLS_CLIENT _SSL_SESSION_TICKETS: 3745 TLS 2k : & P ik o % EiF

o CONFIG_MBEDTLS_SERVER_SSL_SESSION_TICKETS: %% TLS &K &E : R& & 1EE

o CONFIG_MBEDTLS_HARDWARE_SHA: % ¥#fii{4: SHA ik

« CONFIG_MBEDTLS_ HARDWARE_AES: 37 51 {1: AES Jini#£

« CONFIG_MBEDTLS_HARDWARE_MPI: 37 5 {: MPI (bignum) Jjji 35

» CONFIG_MBEDTLS_HARDWARE_ECC: 3 ¥#tifi{f: ECC i

#57:: Mbed TLS v3.0.0 & H B H AL 4 TLS 1.2 F1 TLS 1.3, A3 #F SSL 3.0, TLS 1.0, TLS 1.1, FI
DTLS 1.0), TLS 1.3 M RFaB B, (SRR P - ET@EE%&.M, T ik At .

PEREHIA A7 4

WM FTERERTEARBCE T, f Mbed TLS {2k SSL/TLS JZEiz4778 il protocols/https_request
U IR S5 AS B0 ) W, IAFR) S PR O«

Mbed TLS il EE = HER (IR
BRIA NA 42196 B

J& ] SSL 575 buffer | CONFIG_MBEDTLS_SSL_VARIABLE_BUFFER _LENGTH 42120 B

KJE
2 FH A B ik CONFIG_MBEDTLS _SSL_KEEP_PEER CERTIFICATE 38533 B
)i' F 3 75 buffer Tf) | CONFIG_MBEDTLS_DYNAMIC BUFFER CON- | 22013 B
fig FIG_MBEDTLS _DYNAMIC _FREE_CONFIG_DATA
CONFIG_MBEDTLS_DYNAMIC FREE_CA_CERT

Ik X SU(HBEE TSR Mbed TLS AR S AL T 22 1L o

W/ EE S TComponent Config —> mbedTLS W1, 4 Mbed TLS BN B RS, W0
RATFEIXLEIRE, TPRHEE R DABUNE RN TR L5 R, 3657 Minimizing Binary Size SR .

1t APT #3531 7 B (RS A7 (e ESP-IDF 7 il 351 H 14 protocols H & T .
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2.2.14 1P M2 MY
IP W42 (W HZEDZR) SO e L | APL HER .

2.3 W%F API

2.3.1 Bluetooth® Common
Bluetooth® Generic Defines
API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_defs.h
e This header file can be included with:

’#include "esp_bt_defs.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘

Structures

struct esp_bt_uuid_t
UUID type.

Public Members

uintl6_t 1len
UUID length, 16bit, 32bit or 128bit

uintl6_t uuidlé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[ESP_UUID_LEN_128]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UUID
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Macros
ESP_BLUEDROID_STATUS_CHECK (status)

ESP_BT_STATUS_BASE_FOR_HCI_ERR

ESP_BT_OCTET16_LEN

ESP_BT_OCTET8_LEN

ESP_DEFAULT_GATT_IF
Default GATT interface id.

ESP_BLE_PRIM ADV_INT MIN

Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM ADV_INT MAX

Maximum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_CONN_INT_MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT_MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h

ESP_BLE_IS_VALID_PARAM (X, min, max)
Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN_32

ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_PEER_IRK_LEN
Bluetooth peer irk.

ESP_BLE_ENC_KEY_MASK
Used to exchange the encryption key in the init key & response key.
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ESP_BLE_ID_KEY MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY_ MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &
response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.

ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

Type Definitions

typedef uint8_t esp_bt_octet16_t[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]

typedef uint8_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bd_addr_t[ESP_BD_ADDR_LEN]

Bluetooth device address.

typedef uint8_t esp_ble_key_mask_t

Enumerations

enum esp_bt_status_t

Status Return Value.

Values:

enumerator ESP_BT_STATUS_SUCCESS

enumerator ESP_BT_STATUS_FAIL

enumerator ESP_BT_STATUS_NOT_READY

enumerator ESP_BT_STATUS_NOMEM

enumerator ESP_BT_STATUS_BUSY
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enumerator ESP_BT_STATUS_DONE

enumerator ESP_BT_STATUS_UNSUPPORTED

enumerator ESP_BT_STATUS_PARM_ INVALID

enumerator ESP_BT_STATUS_UNHANDLED

enumerator ESP_BT_STATUS_AUTH_FAILURE

enumerator ESP_BT_STATUS_RMT_DEV_DOWN

enumerator ESP_BT_STATUS_AUTH_REJECTED

enumerator ESP_BT_STATUS_INVALID_STATIC_RAND_ADDR

enumerator ESP_BT_STATUS_PENDING

enumerator ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_PARAM_OUT_OF_RANGE

enumerator ESP_BT_STATUS_TIMEOUT

enumerator ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_ FMT

enumerator ESP_BT_STATUS_MEMORY_ FULL

enumerator ESP_BT_STATUS_EIR_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SUCCESS

enumerator ESP_BT_STATUS_HCI_ILLEGAL_COMMAND

enumerator ESP_BT_STATUS_HCI_NO_CONNECTION

enumerator ESP_BT_STATUS_HCI_HW_FAILURE

enumerator ESP_BT_STATUS_HCI_PAGE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_AUTH_FAILURE
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enumerator ESP_BT_STATUS_HCI_KEY MISSING

enumerator ESP_BT_STATUS_HCI_MEMORY_FULL

enumerator ESP_BT_STATUS_HCI_CONNECTION_TOUT

enumerator ESP_BT_STATUS_HCI_MAX NUM_OF_CONNECTIONS

enumerator ESP_BT_STATUS_HCI_MAX NUM_OF_SCOS

enumerator ESP_BT_STATUS_HCI_CONNECTION_EXISTS

enumerator ESP_BT_STATUS_HCI_COMMAND_DISALLOWED

enumerator ESP_BT_STATUS_HCI_HOST REJECT_RESOURCES

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_SECURITY

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_DEVICE

enumerator ESP_BT_STATUS_HCI_HOST_ TIMEOUT

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_VALUE

enumerator ESP_BT_STATUS_HCI_ILLEGAL_PARAMETER FMT

enumerator ESP_BT_STATUS_HCI_PEER_USER

enumerator ESP_BT_STATUS_HCI_PEER_LOW_RESOURCES

enumerator ESP_BT_STATUS_HCI_PEER_POWER_OFF

enumerator ESP_BT_STATUS_HCI_CONN_CAUSE_LOCAL_HOST

enumerator ESP_BT_STATUS_HCI_REPEATED_ATTEMPTS

enumerator ESP_BT_STATUS_HCI_PAIRING_NOT_ ALLOWED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_LMP_PDU

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_REM FEATURE

enumerator ESP_BT_STATUS_HCI_SCO_OFFSET_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_INTERVAL_REJECTED
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enumerator ESP_BT_STATUS_HCI_SCO_AIR_MODE

enumerator ESP_BT_STATUS_HCI_INVALID_LMP_PARAM

enumerator ESP_BT_STATUS_HCI_UNSPECIFIED

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_LMP_PARAMETERS

enumerator ESP_BT_STATUS_HCI_ROLE_CHANGE_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_LMP_RESPONSE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_LMP_ERR_TRANS_COLLISION

enumerator ESP_BT_STATUS_HCI_LMP_PDU_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_ENCRY_ MODE_NOT_ ACCEPTABLE

enumerator ESP_BT_STATUS_HCI_UNIT_KEY_USED

enumerator ESP_BT_STATUS_HCI_QOS_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSTANT PASSED

enumerator ESP_BT_STATUS_HCI_PAIRING_WITH_UNIT KEY NOT_ SUPPORTED

enumerator ESP_BT_STATUS_HCI_DIFF_TRANSACTION_COLLISION

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x2B

enumerator ESP_BT_STATUS_HCI_QOS_UNACCEPTABLE_PARAM

enumerator ESP_BT_STATUS_HCI_QOS_REJECTED

enumerator ESP_BT_STATUS_HCI_CHAN_ CLASSIF_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSUFFCIENT SECURITY

enumerator ESP_BT_STATUS_HCI_PARAM OUT_OF_RANGE

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x31

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_PENDING

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x33
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enumerator ESP_BT_STATUS_HCI_RESERVED_SLOT_VIOLATION

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_FAILED

enumerator ESP_BT_STATUS_HCI_INQ RSP_DATA_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SIMPLE_PAIRING_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_HOST_BUSY_PAIRING

enumerator ESP_BT_STATUS_HCI_REJ_ NO_SUITABLE_CHANNEL

enumerator ESP_BT_STATUS_HCI_CONTROLLER_BUSY

enumerator ESP_BT_STATUS_HCI_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_HCI_DIRECTED_ADVERTISING_TIMEOUT

enumerator ESP_BT_STATUS_HCI_CONN_TOUT DUE_TO_MIC_FAILURE

enumerator ESP_BT_STATUS_HCI_CONN_FAILED_ESTABLISHMENT

enumerator ESP_BT_STATUS_HCI_MAC_CONNECTION_FAILED

enumerator ESP_BT_STATUS_HCI_CCA_REJECTED

enumerator ESP_BT_STATUS_HCI_TYPEO_SUBMAP_NOT_DEFINED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_ADV_ID

enumerator ESP_BT_STATUS_HCI_LIMIT REACHED

enumerator ESP_BT_STATUS_HCI_OPT_CANCEL_BY_ HOST

enumerator ESP_BT_STATUS_HCI_PKT_TOO_LONG

enumerator ESP_BT_STATUS_HCI_TOO_LATE

enumerator ESP_BT_STATUS_HCI_TOO_EARLY

enum esp_bt_dev_type_t
Bluetooth device type.

Values:

enumerator ESP_BT_DEVICE_TYPE_BREDR
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enumerator ESP_BT DEVICE_TYPE_BLE

enumerator ESP_BT_DEVICE_TYPE_DUMO

enum esp_ble_addr_type_t
BLE device address type.

Values:

enumerator BLE_ADDR_TYPE_PUBLIC
Public Device Address

enumerator BLE_ADDR_TYPE_RANDOM

Random Device Address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enumerator BLE_ ADDR_TYPE_RPA_PUBLIC
Resolvable Private Address (RPA) with public identity address

enumerator BLE_ ADDR_TYPE_RPA_RANDOM

Resolvable Private Address (RPA) with random identity address. To set this address, use the function
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enum esp_ble_wl_addr_type_t
white list address type

Values:

enumerator BLE_WL_ADDR_TYPE_PUBLIC

enumerator BLE_WL_ADDR_TYPE_RANDOM

Bluetooth® Main API

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_main.h
¢ This header file can be included with:

’ #include "esp_bt_main.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’PRIV_REQUIRES bt ‘
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Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)

Get bluetooth stack status.
& a] Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init()/esp_bluedroid_init_with_cfg().
pEy |
e ESP_OK : Succeed
» Other : Failed
esp_err_t esp_bluedroid_disable (void)

Disable Bluetooth, must be called prior to esp_bluedroid_deinit().

$411:: Before calling this API, ensure that all activities related to the application, such as connections, scans,
etc., are properly closed.

$EA |
e ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_init (void)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.
Bl
e ESP_OK : Succeed
* Other : Failed
esp_err_t esp_bluedroid_init_with_cf£fg (esp_bluedroid_config_t *cfg)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.

%4 c£qg -- Initial configuration of ESP Bluedroid stack.
B

e ESP_OK : Succeed

¢ Other : Failed

esp_err_t esp_bluedroid_deinit (void)

Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

$y |
e ESP_OK : Succeed
¢ Other : Failed

Structures

struct esp_bluedroid_config_t

Bluetooth stack configuration.

Public Members

bool ssp_en

Whether SSP(secure simple pairing) or legacy pairing is used for Classic Bluetooth

Macros
BT_BLUEDROID_INIT CONFIG_DEFAULT ()
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Enumerations

enum esp_bluedroid_status_t

Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

enumerator ESP_ BLUEDROID_STATUS_UNINITIALIZED

Bluetooth not initialized

enumerator ESP_ BLUEDROID_STATUS_INITIALIZED

Bluetooth initialized but not enabled

enumerator ESP_ BLUEDROID_STATUS_ENABLED

Bluetooth initialized and enabled

Bluetooth® Device APIs

Overview Bluetooth device reference APIs.

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_device.h
e This header file can be included with:

’ #include "esp_bt_device.h" ‘

* This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’REQUIRES bt ‘

or

’ PRIV_REQUIRES bt ‘

Functions
const uint8_t *esp_bt_dev_get_address (void)

Get bluetooth device address. Must use after “esp_bluedroid_enable”.

&l bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled
esp_err_t esp_bt_dev_set_device_name (const char *name)

Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDR/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

2% name -- [in] : device name to be set
Bzl
e ESP_OK : Succeed
* ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit
* ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled
* ESP_FAIL : others
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esp_err_t esp_bt_dev_coex_status_config (esp_bt_dev_coex_type_t type, esp_bt_dev_coex_op_t op,

uint8_t status)

Config bluetooth device coexis status. This function should be called after esp_bluedroid_enable() completes

successfully.
SH
* type -- [in] : coexist type to operate on
e op -- [in] : clear or set coexist status
* status -- [in] : coexist status to be configured
B

ESP_OK : Succeed

limit

ESP_FAIL : others

esp_err_t esp_bt_config_file_path_update (const char *file_path)

ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled

ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of

This function is used to update the path name of bluetooth bond keys saved in the NVS module and need to

be called before esp_bluedroid_init().

%% file_path -- [in] the name of config file path, the length of file_path should be less than

NVS_NS_NAME_MAX_SIZE
Bl
e ESP_OK: success
e other: failed

Macros

ESP_BT_DEV_COEX_BLE_ST MESH_CONFIG

ESP_BT_DEV_COEX_BLE_ST MESH_TRAFFIC

ESP_BT_DEV_COEX_BLE_ST_ MESH_STANDBY

ESP_BT_DEV_COEX_BT_ST_A2DP_STREAMING

ESP_BT_DEV_COEX_BT_ST_ A2DP_PAUSED

ESP_BT_DEV_COEX_OP_CLEAR

ESP_BT_DEV_COEX_OP_SET

Type Definitions

typedef uint8_t esp_bt_dev_coex_op_t

Enumerations

enum esp_bt_dev_coex_type_t

Bluetooth device coex type.

Values:

enumerator ESP_BT_DEV_COEX_TYPE_BLE
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enumerator ESP_BT_DEV_COEX_TYPE_BT

2.3.2 Bluetooth® Low Energy (Bluetooth LE)

GAP API

BB AT 7R B S HBAEAE AR ESP-IDF 3l H 7R 719 bluetooth/bluedroid/ble H 5% T .
* PAUFH SMP (LA RRI) La% FiunnGl KRR . SRRy a2 22580, x4
GATT % Py, A D0 i g IR AT oK, Se im s d i
— bluetooth/bluedroid/ble/gatt_security_client
— GATT 4% P Bl 7R
o AT N SMP 24 i 554 0 B RE . 2o IR T 2R L 2240, IF 5824 GATT & Fi ,
AT ] S A AR LRI 2K, SE BN iR
— bluetooth/bluedroid/ble/gatt_security_server
— GATT &4 55 2 /n Bl R

API £%

Header File

¢ components/bt/host/bluedroid/api/include/api/esp_gap_ble_api.h
* This header file can be included with:

’ #include "esp_gap_ble_api.h" ‘

¢ This header file is a part of the API provided by the bt component. To declare that your component depends
on bt, add the following to your CMakeLists.txt:

’ REQUIRES bt ‘

or

’ PRIV_REQUIRES bt ‘

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)
This function is called to occur gap event, such as scan result.
%% callback -- [in] callback function
B
* ESP_OK : success

* other : failed
esp_gap_ble_cb_t esp_ble_gap_get_callback (void)

This function is called to get the current gap callback.
A
* esp_gap_ble_cb_t : callback function
esp_err_t esp_ble_gap_config_adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.

%%, adv_data -- [in] Pointer to User defined ADV data structure. This memory space can not
be freed until callback of config_adv_data is received.

B
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* ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

%4 scan_params -- [in] Pointer to User defined scan_params data structure. This memory
space can not be freed until callback of set_scan_params

B
* ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
%%, duration -- [in] Keeping the scanning time, the unit is second.
B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.
B
* ESP_OK : success
— other : failed
esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.
%%, adv_params -- [in] pointer to User defined adv_params data structure.
A
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.

%4 params -- [in] - connection update parameters
B
* ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
B
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function allows configuring either a Non-Resolvable Private Address or a Static Random Address.

%% rand_addr -- [in] The address to be configured. Refer to the table below for possible
address subtypes:
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| address [47:46] Address Type |

| 0b00 Non-Resolvable Private |
|- \
| Obl1 Static Random Address |

\
\
\
| | Address |
\
\
\

py |
e ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_set_resolvable_private_address_timeout (uintl6_t rpa_timeout)

This function sets the length of time the Controller uses a Resolvable Private Address before generating and
starting to use a new resolvable private address.

$41:: Note: This function is currently not supported on the ESP32 but will be enabled in a future update.

%% rpa_timeout -- [in] The timeout duration in seconds for how long a Resolvable Private
Address is used before a new one is generated. The value must be within the range specified
by the Bluetooth specification (0x0001 to 0xOE10), which corresponds to a time range of 1
second to 1 hour. The default value is 0x0384 (900 seconds or 15 minutes).
B
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_add_device_to_resolving_list (esp_bd_addr_t peer_addr, uint8_t
addr_type, uint8_t *peer_irk)

This function adds a device to the resolving list used to generate and resolve Resolvable Private Addresses in
the Controller.

#51¢: Note: This function shall not be used when address resolution is enabled in the Controller and:

 Advertising (other than periodic advertising) is enabled,

¢ Scanning is enabled, or

* an HCI_LE_Create_Connection, HCI_LE_Extended_Create_Connection, or
HCI_LE_Periodic_Advertising_Create_Sync command is pending. This command may be used
at any time when address resolution is disabled in the Controller. The added device shall be set to
Network Privacy mode.

S8
* peer_addr -- [in] The peer identity address of the device to be added to the resolving
list.
* addr_type -- [in] The address type of the peer identity address
(BLE_ADDR_TYPE_PUBLIC or BLE_ADDR_TYPE_RANDOM).
» peer_irk -- [in] The Identity Resolving Key (IRK) of the device.
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.
B
* ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_config_local_privacy (bool privacy_enable)

Enable/disable privacy (including address resolution) on the local device.

%% privacy_enable -- [in] - enable/disable privacy on remote device.
Rl

¢ ESP_OK : success

¢ other : failed

esp_err_t esp_ble_gap_config_local_icon (uintl6_ticon)

set local gap appearance icon

%%, icon -- [in] - External appearance value, these values are defined by the Bluetooth SIG,
please refer to https://www.bluetooth.com/specifications/assigned-numbers/
&)
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)

Add or remove device from white list.

ZH
* add_remove -- [in] the value is true if added the ble device to the white list, and false
remove to the white list.
e remote_bda -- [in] the remote device address add/remove from the white list.
* wl_addr_type -- [in] whitelist address type
P[]
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.
S|
e ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)
Get the whitelist size in the controller.

%4 length -- [out] the white list length.
FEA ]

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t min_conn_int,
uint16_t max_conn_int, uint16_t slave_latency,
uint16_t supervision_tout)

This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

S8
* bd_addr -- [in] BD address of the peripheral
* min_conn_int -- [in] minimum preferred connection interval
* max_conn_int -- [in] maximum preferred connection interval
* slave_latency -- [in] preferred slave latency
* supervision_tout -- [in] preferred supervision timeout
B
e ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device Note: This API don’t affect the advertising data.
%% name -- [in] - device name.
B
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_get_device_name (void)
Get device name of the local device.
B
* ESP_OK : success
« other : failed
esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t *addr_type)

This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

S8
* local_used_addr -- [in] - current local used ble address (six bytes)
* addr_type -- [in] - ble address type

& n] - ESP_OK : success
e other : failed

uint8_t *esp_ble_resolve_adv_data_by_ type (uint8_t *adv_data, uint16_t adv_data_len,
esp_ble_adv_data_type type, uint8_t *length)

This function is called to get ADV data for a specific type.

#4122 This is the recommended function to use for resolving ADV data by type. It improves upon the
deprecated esp_ble_resolve_adv_data function by including an additional parameter to specify the
length of the ADV data, thereby offering better safety and reliability.

S8
* adv_data -- [in] - pointer of ADV data which to be resolved
* adv_data_len -- [in] - the length of ADV data which to be resolved.
* type -- [in] - finding ADV data type
* length -- [out] - return the length of ADV data not including type
&[] pointer of ADV data

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)
This function is called to get ADV data for a specific type.

& This function has been deprecated and will be removed in a future release. Please use
esp_ble_resolve_adv_data_by_type instead, which provides better parameter validation and sup-
ports more accurate data resolution.

ZH

* adv_data -- [in] - pointer of ADV data which to be resolved

* type -- [in] - finding ADV data type

* length -- [out] - return the length of ADV data not including type
&[] pointer of ADV data

esp_err_t esp_ble_gap_config adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.

ZH
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* raw_data -- [in] : raw advertising data with the format: [Length 1][Data Type 1][Data
1][Length 2][Data Type 2][Data 2] ...
* raw_data_1len -- [in] : raw advertising data length , less than 31 bytes
PEA ]
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_config_scan_rsp_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw scan response data. User need to fill scan response data by self.
* raw_data -- [in] : raw scan response data
* raw_data_len -- [in] : raw scan response data length , less than 31 bytes
Bl
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)

This function is called to read the RSSI of remote device. The address of link policy results are returned in the
gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.

%% remote_addr -- [in] : The remote connection device address.
$EA |

* ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_add_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type, esp_duplicate_info_t
device_info)

This function is called to add a device info into the duplicate scan exceptional list.

2H
* type -- [in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV, device_info is invalid.
e device_info -- [in] the device information.
PEA ]

e ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_remove_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type,
esp_duplicate_info_t
device_info)

This function is called to remove a device info from the duplicate scan exceptional list.

2H
* type -- [in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV, device_info is invalid.
e device_info -- [in] the device information.
PEA ]

e ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_clean_duplicate_scan_exceptional_list (esp_duplicate_scan_exceptional_list_type_t
list_type)

This function is called to clean the duplicate scan exceptional list. This API will delete all device information
in the duplicate scan exceptional list.

%4 list_type -- [in] duplicate scan exceptional list type, the value can be one or more of
esp_duplicate_scan_exceptional_list_type_t.
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P[]
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_security_param (esp_ble_sm_param_t param_type, void *value, uint8_t
len)

Set a GAP security parameter value. Overrides the default value.

Secure connection is highly recommended to avoid some major
vulnerabilities like 'Impersonation in the Pin Pairing Protocol'
(CVE-2020-26555) and 'Authentication of the LE Legacy Pairing
Protocol'.

To accept only “secure connection mode’, it is necessary do as.

—~following:
1. Set bit "ESP_LE_AUTH_REQ_SC_ONLY (' param_type  1is
"ESP_BLE_SM_AUTHEN_REQ_MODE" ), bit "ESP_LE_AUTH_BOND  and bit
"ESP_LE_AUTH_REQ_MITM® is optional as required.
2. Set to "ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE  ( param_

—type® 1is
“ESP_BLE_SM ONLY ACCEPT_SPECIFIED_SEC_AUTH').

ZH

* param_type -- [in] : the type of the param which to be set
* value -- [in] : the param value
* len -- [in] : the length of the param value
&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_security_rsp (esp_bd_addr_t bd_addr, bool accept)
Grant security request access.

ZH

* bd_addr -- [in] : BD address of the peer

* accept -- [in] : accept the security request or not
&a] - ESP_OK : success

* other : failed

esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act _t sec_act)
Set a gap parameter value. Use this function to change the default GAP parameter values.

SH
* bd_addr -- [in] : the address of the peer device need to encryption
* sec_act -- [in] : This is the security action to indicate what kind of BLE security level
is required for the BLE link if the BLE is supported
#&n] - ESP_OK : success
e other : f