ESP32-S2
ESP-IDF Programming Guide

Release v5.2.3
IREEE SR
2024 409 A 25 H

)



Table of contents

Table of contents i
1 AT 3
L1 HRR 3
12 B TAE « o 3
120 BEEE: 3

122 BREE: 8

13 B 8
131 IDE . oo o 9

132 FoEEE 9

L4 BRI ATEE 42
1.5 HIERESP-IDF . . . . o oo 42
2 API &% 43
201 APLZSE .« o 43
2.1 BRI L 43

212 ENELERMIR ..o, 43

213 FAA APL . ., 45

214 REITEALE .. 45

215 APLEAETE . o o o o 45

22 WHEMML o 46
2201 ASIOBELT o o oo 46

222 ESP-MOADUS . . . o ooooe e e e e 46

223 ESP-MQTT . . . oo oo e e e e 47

224 ESP-TLS . . o oo 65

225 ESPHTTP ZBFTHE o o o o o o e e e 82

226  ESPAHIESE] . ..o 99

227  ESPERATMMUEERS . . . . o o 108

228 ESPXS09IETAL . . . . oo 122

229 HTTPHREZE . o o o 124
2210 HTTPS JR e 152
2211 ICMP [HIEL e e e e 156
2212 MDNS RS o o e e 161
2213 MDBedTLS . . . oo e e e e e e e 162
2214 TP WIZZTML . o o o 163

23 AEBRRILBE . 164
24 FERIAPL . oo 170
241 WIFL © 170

242 PAR L 308

243 Thread . . . . o oo 344

244 ESP-NETIF . . . o oo e e e e 354

245 IPZEMIL .« o o 391

246  WHIEML . . o 393

2.5 AN APL . . 393
251 RS (ADC) BARFHACERS . . . . o 394

252  FEHESE (ADC) HELREEEERIREN . . . . 405

253 MHEEEREE (ADC) BEEIRENARIT . . . 414




2.6

2.7

2.8

29

254 BHEBE . 417

255 BUEEEEE (DAC) . . . . 428
256 GPIO&RTCGPIO . . . . . .o, 442
257  SHEEEEE ., 464
258  HHGPIO . . . .. 478
259  WAFEEIAERL (HMAC) . . o o oo o e e 485
2.5.10 Digital Signature (DS) . . . . . . . . L e e e e 489
2.5.11 Inter-Integrated Circuit I2C) . . . . . . . . . . . . e 495
2512 I2S . ., 517
2513 LCD . o ot i o 541
2.5.14 LEDPWM ESHIBE . . 560
2515 BRI (PONT) . . o oo 580
2516 ZAMEESRMT) . .o 594
2517 SDSPI EHUEKEIERIE . . . o o o o 620
2.5.18 Sigma-Delta WHIZE (SDM) . . . o oo 626
2519 SPIflash APL . . . . . . . . it 631
2520 SPIEMUIRENFEIE . . . o o o e 662
2521 SPIMMUERENFRIE . . . o o e 684
2522 SPIMMLEXLTALR . . . o 691
2523 HPEPEREEL 698
2524 EUERKEL L 702
2525 fREETCME ..o 730
2.5.26 Two-Wire Automotive Interface (TWAI) . . . . . . . . . .. ... ... .. .. ..... 760
2527 WA KESS (UART) © . . 783
2528 USBDevice Driver . . . . . . . . . e 808
2529 USB ML « o o oo 812
THECE . . . e e, 862
261 AT 862
262  WHENEIEE . 863
2.6.3  fififf] sdkconfig.defaults . . . . . . . . ... ... 863
264  Keonfig #2CHE « - o . o o 863
2.6.5  Keonfig SIS IEZNE . . o o o 863
266 FEUEMEISE . .. 864
BERT AP . . o oo 1188
270 WBGEAT . . e 1188
272 BT L 1207
273 WIFLHIR .. 1211
TR APL . ., 1232
281  FAT SCHFRLE . o o 1232
282  EIEFETE .., 1241
283  AESFIMEAEGEIE . . . . e 1245
284  NVSTIZE . . o o 1268
285 NVS ARAMELTE . . o o e e e 1274
2.8.6  NVS AKIENTERE . . o e e e e 1280
2.8.7 SD/SDIO/MMC ZRENFLEIF .« o o o e e e e e 1281
288  AMKAPL ..., 1294
289  SPIFFS SCHEZRSGE . . o o e e 1303
2.8.10 FEWISCHERSANE . . . o 1308
2811 BEIIMT APL. . . . . 1324
BGAPL . . 1327
291  WHARFEGASEIS . L 1327
29.2 Bootloader Image Format . . . . . . .. ... ... Lo 1333
293 WHZGEEES . . ., 1335
294  (EHFANFHERTHERED . . . 1340
295  WEIAS .. 1342
296  BEHIGLIE ., 1346
29.7 eFuse Manager . . . . . . . . . ... 1355
298  ESMEARTDRIEEBIREEL . . . . ... 1385




299

2.9.10
29.11
2.9.12
29.13
29.14
2.9.15
2.9.16
2.9.17
29.18
2.9.19
2.9.20
2.9.21
29.22
2.9.23
2.9.24
2.9.25
2.9.26
2.9.27
2.9.28
2.9.29
2.9.30
2.9.31
2932
2.9.33
2.9.34

ESPHTTPS OTA JFZ . . . . o o e e e e e e e e e e e s e
HOTEIRZE . . o e
FreeRTOS MEiR . . . . . o o
FreeRTOS (IDF) . . . . . . . . e e e e
FreeRTOS (FfHANZHAE) . . . . . . o o
HEIEEAMTE « o o o e e e
HF MMU R TR . . o
Memory Synchronization . . . . . . . . . . L. e
WA . . .
EAPERERSE (BSP EHIEE) . o
Internal and Unstable APIs . . . . . . . . . . . . . . . . ...
AT . o
Logging library . . . . . . . . e e e
ZRIRGE APL. . . . e
ST (OTA) . o
PR e
=
POSIX Thread . . . . . . . . . . e e e e
Random Number Generation . . . . . . . . . . . . . . . ittt
BERRAET o o
SoCINBE . . .
RG] . .
SRR o e
ULP PMOBESSAFR . o o o o
ULP RISC-V HMEFRESARFE . . . o o o e e
ol 11

3 H/W iS4

4 API$3F§
MWRZIREEE .« o

4.1

4.2

4.3

4.4

4.1.1
4.1.2
4.13
4.14

IR
BT
BOELETGHRMIT . . o o
WA IEIE .« o o o e e e e e

WHRFRIESIRR .«

4.2.1
422
423

—HEIFRET .
THEIFRET .
WHRRFFIRZIBTEE . . o o

SIS ART (Bootloader) . . . . . . ..

4.3.1
432
433
434
4.3.5
4.3.6
4.3.7
438
439

FISMBRERENE ...
HABRA .
WA R ...
MRS . ..o
R
2
BISMERTE R ..o
MUEBERERR BRI ..o
HAEBIRMERT ...

FEEZRGE « o o o e

44.1
442
443
4.4.4
445
4.4.6
4.4.7
4438

R
ERMIEERGE . . . o o
TREITHE . .
TiH CMakeLists ST . . o o o o o
ZH{F CMakeLists SCEE . . o o o o
HPFRIE . . o o
TRALFRREE S o o
FPRE . . o o

1757

1759
1759
1759
1759
1760
1761
1768
1768
1769
1769
1770
1771
1771
1771
1772
1772
1772
1773
1773
1773
1773
1774
1774
1776
1777
1778
1780
1780
1780




4.5

4.6

4.7

4.8

4.9

4.10

449  FEFHBIBABEE 1784

4400 AUECEALE . . . o o 1786
4411 CMake I . . . . o o e 1786
4.4.12 4ff CMakeLists 787 . . . . . e 1786
4413 [ X sdkeonfig BUEBRIAMEL . . . . . . 1790
4414 flash ZE0 . . . . . o 1791
4.4.15 Mgt Bootloader . . . . . . .. 1791
4.4.16 FiE4a CMake 20 . . . . . L 1791
4417 PP =) CMake T . . . ... 1791
4418 HUEERMEHTIREE . . . . 1792
4419 FHEX CMake TIH P ESP-IDF . . . . . . .. . .. 1793
4.420 ESP-IDF CMake M RSG5 APL . . . . . . . . . 1793
4421 SCPREED & BRI ... 1797
4.422 MFEEGIICEIE . . . . . 1797
4423 FRBEBGNTD . . o 1798
4.424 M ESP-IDF GNU Make M7 2411855 CMake HWEEERSE . . . . . . . ... .. ... 1799
FEEERE 1800
451 MR 1801
452 B e 1801
453  CBAZOEERE AR flash .. L L 1801
454  CFAZODFEEAERI UART . . . . e 1802
455  BBOEEREGD ., 1804
456 [T ROM BREL . . . . . . 1804
457  EEREEGEASE ... 1804
458 izf7 idf.py coredump-info fll idf.py coredump-debug.......... 1805
CH T . o o e 1807
4.6.1 esp-idf-cxx M. . . 1807
462  CHIBEARE . . o 1807
4.63  ZREE . e 1807
4.6.4 TR 1807
465 GEFFRPEIUEE RTTD) . . o o oot e e e e e e 1808
4.6.6 TEC++ FHEFTITA .« o 1808
4.6.77 BRI . e 1809
4.6.8  VEEFI . . . . e 1810
Current Consumption Measurement of Modules . . . . . . . .. ... ... ... ... ...... 1810
477.1 NotestoMeasurement . . . . . . . . . . v v v vt e e e e e e e e e e 1810
4.7.2 Hardware Connection . . . . . . . . . . . . . i e e e e e 1811
473  Measurement StEPS . . . . . ... e e e e e e e e e e 1812
Deep Sleep Wake Stubs . . . . . . . . . . e e 1812
4.8.1 Rulesfor Wake Stubs . . . . . . . . .. 1812
4.8.2 Implementing AStub . . . .. .. L 1812
4.8.3 Loading Code Into RTC Memory . . . . . . . . . . . i, 1815
4.8.4 Loading DataInto RTC Memory . . . . . . . . . . . .. i 1815
485 CRCCheck For Wake Stubs . . . . . . . . . . . .. ... . i 1816
48.6 Example . . . . ... e e 1816
L USB TS EE . . o e 1816
491  USBIER: . . . e 1816
492  KIEDFUR . . . . 1817
493  BESEDFUE . . . . e 1817
494  Udev #HIN (fIPRLINUX) . . . . o 1817
495 USBHKZEL (fUFR Windows) . . . . . . . . e 1818
496 EWERRLEHIEEE .o 1818
497  CRAETREEES . 1818
BEBALTE . o 1818
4100 MR L 1818
4102 AERID o 1819
4103 ARRIEEIERRIEE .. 1819
4.10.4 ESP_ERROR_CHECK 7[: .................................. 1819




4.11

4.12

4.13

4.14

4.15

4.16

4.17

4.18

4.10.5 ESP_ERROR_CHECK_WITHOUT_ABORT 7% .+ v v v v v i e e e e e e 1820

4.10.6 ESP_RETURN_ON_ERROR 7% . . . o v v ot it e e e e s 1820
4.10.7 ESP_GOTO_ON_ERROR 7% '+« v v v v e e e e e e e e e e e e e s 1820
4.10.8 ESP_RETURN_ON_FALSE%: .............................. 1820
4.10.9 ESP_GOTO_ON_FALSE?& ................................ 1820
4.10.10 CHECK ZEHTH . . . . o e 1820
41011 BRRANEELR L L L, 1821
40002 CH+ 5 . 1822
ESP-WIFI-MESH . . . . . o oot e e 1822
4111 HEER . ., 1822
4112 TBIIY 1822
4113 ESP-WIFL-MESH 2 . . . . o e e 1823
4114 FENIIUZE L e 1828
4015 FEHIZE 1832
411.6  BHEEE . . . 1835
4017 SR . . 1837
4118 PERE . . o o 1839
4119 TEZHEBEI . ... 1840
FARRAM . o oo 1840
121 TBIY 1840
4122 FELE . ., 1840
4123 FEEFANRAM . . . oo 1840
4124 FANRAM ERIBRE . . o o 1842
4125 FIRALIRIE . . o o 1842
412.6 T .. 1843
FETEEBL 1843
4031 MR . ., 1843
4132 BALFLT ..., 1843
4133 BEEEEMESEI . . .. 1844
4134 GDBStD . . . o oo 1846
4135 RTCETIEEEN © o o o 1847
4.13.6  Guru Meditation 595 . . . . . . 1847
4.13.7 HAMSEEER . 1848
BEEEHNG 1851
A4 BEFH .. 1851
4142 LLJZ (EJUZR) o o o 1852
4143 HAL (BEAHIZIR) . o 1853
BRI BIRRE © .« o 1854
4151 FWEERRRREMICTL . . 1854
4152 FEBHIT . .. 1854
JTAGHIR . . . 1855
4161 B3 . 1855
4162 TAEFBH . ..o, 1855
4163 BEFEITAGIEHISE . . . . 1856
4164 ZHEOPenOCD . . . . o oo 1857
4165 B ESP32-S2 HARML . .« o o o 1857
4.16.6  JEFTEIREE . . L 1862
4167 PEHIRIEF] . . . o 1862
4.16.8 MUEMIE OpenOCD . . . . . . . oo 1863
4.16.9 FEEIIAINTEE . . . 1867
41610 FHIESCRY © o o 1871
BERERRBIAAE BUMLE . . o 1896
4071 KRR . 1896
4172 BEE LT .. 1896
4173 AEREBSBIAAERMLEINAZ . o 1899
IWIP . 1904
4081 TERIAPL . . L 1905
4182 BSD BT APL . . . o o 1905




4.19

4.20

4.21

4.22

4.23

4.24

4.25

4.26

4.27

4.18.3 Netconn APL . . . . . . . e 1909

4184 IwWIP FreeRTOS 45 . . . . . . o e 1909
4185 IPVO LFF . . e 1910
4.18.6 ESP-IWIP I XABT . . o o 1910
4.18.77 PEREMLAL . . o e 1912
TERESRRT 1913
4.19.1 DRAM (FFERAM) . . . . . . 1913
4192 IRAM (4584 RAM) . . . . . . 1914
4.19.3 IROM (fUHYM flash H324T) . . . . o 1915
4.19.4 DROM (BUEAFREAE flash H1) . . o o 1915
4.19.5 RTC Slow memory (RTCEHEFFMELY) . . . . . . . . o 1915
4.19.6 RTC FAST memory (RTC JEFFAERE) . . . o o oo e e 1915
4197 HAEADMAIHEE . . . . . e 1915
4.19.8 AEHERRHPHUE DMA ZEmiX . o o o 1916
OpenThread . . . . . . . . . e 1916
420.1 OpenThread HMARIZFFRIE . . . o . o 1916
4.20.2 %5 OpenThread WV FFEFE . . . . . o . o o e 1917
4.20.3 OpenThread A BEHAE . . o o o o o o 1918
IR B e 1918
4211 MRIR e 1918
4212 NEADRZE . e 1919
4213 BIEBEENARE 1919
4214 AR TR KT L 1922
4215 RARIKEEE . o 1922
421.6 BEEAMIRIE . e 1922
4217 R TH (Parttool.PY) « v v v v e e e 1923
PEBE . o 1924
4221 WRRARBERE . . . . 1924
4222 FEEA « o o o e e e 1924
Reproducible Builds . . . . . . . . .. 1940
4.23.1 Introduction . . . . . . . . . . . e e e e e e e e 1940
4.23.2 Reasons for Non-Reproducible Builds . . . . . .. ... ... ... ... .. ... .. 1940
4.23.3 Enabling Reproducible Builds in ESP-IDF . . . . ... ... ... ... ...... ... 1941
4.23.4 How Reproducible Builds Are Achieved . . . . . . ... ... .. ... ... . ... 1941
4.23.5 Reproducible Builds and Debugging . . . . . . ... ... ... 0. 1941
4.23.6 Factors Which Still Affect Reproducible Builds . . . . . . ... .. ... ... ... ... 1941
REBCHE . o e 1942
4241 FATEUE . 1942
4242 EMWBHE . . o e 1942
4243 AKHE . . e 1942
4244 PHY WIHRALELHE . . . . . o 1942
4245 APLBE . . . . e 1942
BRLTIBIEAE o o 1950
4251 MR L 1950
4252 FreeRTOS JFA APT . . . . . . e 1950
4253 Pthread APL . . . . . . . . .. e 1951
4254 CLLERE . . o 1951
0= 1951
426.1 IDFHGG LH -1df.py . o v o o e 1951
4262 IDFDocker Bifh . . . . o e 1955
4263 IDF Windows ZZ5EFEF . . o o o e 1957
4264 IDF QUUFBIEE o 1958
426.5 IDFclang-tidy . . . . . . . . . e e e 1960
4266 T[Tz ESP-IDF T H . . . . . . e 1961
ESP32-S2 iR BATCIAE, . . . . . 1973
4271 BSIEFIERB . . 1973
4272 IMEUELEIMERTB . . 1974
4273 HIMEZBENEE . . . 1975

Vi



4.28

4.29

4.30

431

4.32

4274 NWHTAESAERBEICIHEL . .. o . 1975

4275 HRFEITIRRAFLIT . . . L 1976
427.6 ZATEATCINR . . . . 1976
4277 WEEATAMEEIEMERMRID . 1977
4278 MOCKS .« o o oot e 1978
FEENLEIZFT7 BSP-IDF W HEET . - o o e o 1980
A28.1 IYEE 1980
4282 (HEFIBIIBEIIETES . . . . 1981
4283 MRFLZIT . . o o o o 1981
4284 Z{F Linux/Mock S HFBEMARIR . . . . .. 1981
USBOTG Console . . . . . . o o e e e e s s 1982
4.29.1 Hardware Requirements . . . . . . . . . . . . . e 1982
4.29.2  Software Configuration . . . . . . . . . . . . i e e e e e 1982
4.29.3 Uploading the Application . . . . . . . . . . . . . e 1983
4294 LimitationS . . . . . . . e e e e e e e e e e 1983
WFLIRFIERT .« o o o e e e e e 1984
430.1 ESP32-S2Wi-FiTNAEHIZE . . . . 1984
4302 WSS Wi-Fi HFRERE . . . o 1984
430.3 ESP32-S2 Wi-Fi APTE5IRMCHD . . . . . o 1985
4304 FIHEAL ESP32-S2 Wi-FIAPL B4 . . . o o o oo oo 1985
430.5 ESP32-S2 Wi-Fi #fEiAl . . . . . 1986
430.6 ESP32-S2 Wi-Fi HUFRGAR . . . 1986
430.7 ESP32-S2 Wi-Fistation —fIE0L . .« o o o oo 1989
430.8 ESP32-S2Wi-Fi AP B0 . . . o o o o o 1992
4309 ESP32-S2Wi-FifHHi . . . . . 1992
4.30.10 ESP32-S2 Wi-Fistation M85 . . . . . o o oo 1999
4.30.11 #3) £/~ AP W) ESP32-S2 Wi-Fistation #4382 . . . . . .. ... ... ... ..... 2005
430.12 Wi-Fi BEBIESE . . o o o 2005
4.30.13 Wi-Fibeacon I} . . . . . . 2005
430.14 ESP32-S2 Wi-Fi il . . . . . 2005
4.30.15 Wi-Fi Easy Connect™ (DPP) . . . . . . . . ... 2011
430.16 TEERMZASHI . . . o 2011
43017 LA . ., 2012
4.30.18 Wi-FiLocation . . . . . . . . . . . . e e 2012
430.19 ESP32-S2 Wi-Fi T5HeMi=t . . . . 2012
43020 ESP32-S2 Wi-Fi & . . . 2014
43021 Wi-Fi 80211 R EIE . . o o e 2014
430.22 Wi-Fi Sniffer B3 . . . . . 2016
43023 Wi-Fi ZRHERLE . . o o 2016
43024 Wi-Fi fFIRSEE o o 2017
43025 Wi-Fi (ERGSEEINE . . . 2018
43026 Wi-FiHT20/40 . . . o o oo e 2019
43027 WiFiQOS . © o o o o o e 2019
43028 Wi-FiAMSDU . . . . . .o 2020
43029 Wi-FiArF o o o 2020
43030 WPSHE . . . o o o 2020
43031 Wi-Fi B KA FEDL . 2020
43032 WAHEE WI-FIPERE . . . o . 2021
43033 Wi-FiMenuconfig . . . . . . . . . . e 2024
43034 BUBEHERR . . . . . 2027
WI-FLZ28PE 2032
431.1 ESP32-S2 Wi-Fi ZE4THAE . .« o e e 2032
4312 ARPEEEINT PME) . . . . 2032
4313 A WI-Fi . .o 2033
4314 DNAZEWPA3 L L 2034
4315 BESRIIFFHGE ™M Wi-Fi 2220 . L o 2035
MRIFEREC IR . . . o e 2035
432.1 BRGRIHEEEAE . 2035

Vii



4322 Wi-Fi g MRIFEREAZ . o
5 LR
50 JERFIESP-IDFSX . o o oot
5.1 MAATERERNS.0 . . . e
502 MSOIEBFISL . o
513  MSTIEREFIS2 . . o e
6 AR
6.1  HER . e
6.1.1 AT e
6.2  THBEE . .
6.2.1  flash NZE . . .
6.2.2 Secure Boot V2 . . . . . e
6.3 R
6.3.1  Host-Based Security Workflows . . . . . . .. . ... L
7 PN HER
7.1 Cloud Frameworks . . . . . . . . . . . e e e e e e e
7.1.1  ESPRainMaker . . . . . . . . . . . . e
7.1.2  AWSIOT . . . e
7.1.3  AzureIoT . . . . . . e e
7.1.4  Google IoT Core . . . . . . . . i i e
7.1.5  AliyunIoT . . . . o . o o e e
7.1.6  Joylink IoT . . . . . . . . e e e
7.1.7  TencentIoT . . . . . . . . . e e
7.1.8 Tencentyun IoT . . . . . . . . . e
7.1.9 BaiduloT . . . . . . . e e e
72 HABERIFFRMELE . e
7.2.1 ESP-ADF . . . . . e e e
722 ESP-CSI. . . . . e e
723 ESP-DSP . . . . e
724 ESP-WIFI-MESH . . . . . . . . . e e
72,5 ESP-WHO . . . . e e
7.2.6  ESPRainMaker . . . . . . . . . . . e e
7.2.77  ESP-IoT-Solution . . . . . . . . . . . . e e e
7.2.8 ESP-Protocols . . . . . . . . . . e
729 ESP-BSP . . . . e e
7.2.10 ESP-IDF-CXX . . . . . e e e e
8 wibkfEm
8.1 WUATTER . . . o . o o e
8.2 R TAE . . o o e
8.3 Pull Request $ERZTMAE . . .« o o e
8.4  VERIRIE . .. e
8.5  AHFELRY . . . e
8.5.1  Espressif IoT Development Framework Style Guide . . . ... ... ... ... .....
8.5.2 A ESP-IDF %% pre-commit 41 . . . . . . ... ..
8.5.3 BB IIRY ...
8.5.4  BIERGITHHE . . . . o
8.5.5  API URYEIML . . . . . . e
85.6  TTHAE TN . . . .
8.5.7  MRAUARSLISET . . . . .
8.5.8 ESP-IDFpytest JEFH . . . . . o v o e e
9 ESP-IDF Jig A fifr
0.1  KAGHRAS . . o
0.2  FRIZIEFEWIASAT e
93  RUARAFHR . . . .

viii



9.4  FERIER . . e
9.5 TEMEIUAR . . . o
9.6 Git TAETL -« « v o v e e e e
9.7 FHTESP-IDF . . . . . . e
971 HEHEPRRELMBA . . .
972  HEHE—WAMGA . . . .
073  HITE MASer SF T . . oo
974  HHEANEMITT
10 BEjs
10.1 PlatformIO . . . . . . . e e e e e e
10.1.1  f}442 PlatformIO? . . . . . . .
10.1.2 423 e
10.1.3 OB . . . e
1014 R . o o
10.1.5 THRBI . . . o
10.1.6 TEZPIZS o o o o e e e
10.2 CLION . . . v o oo e e e e e
10.2.1 WhatIs CLion? . . . . . . . . . . e
10.2.2 Installation . . . . . . . . . e e e e e e e e e e e
10.2.3  Configuration . . . . . . . . .. e e e e e
10.2.4 RESOUICES . . . v v v v it ittt e e e e e e e e e e e e
10.3 VisualGDB . . . . . o e e
10.3.1 WhatlIs VisualGDB? . . . . . . . . . ..
10.3.2 Installation . . . . . . . . . . e e e e e e e e e e
10.3.3 Configuration . . . . . . . . ... e e e e e
10.3.4 RESOUICES . . . v v v v o e e e e e e e e e e e e e e e e e e e e e
104 BHFPEERE . . o o
11 Copyrights and Licenses
11.1 Software Copyrights . . . . . . . . . o e e e e e e e e
11.1.1 Firmware COmponents . . . . . . . . . . .o v v v vt iiin ettt
11.1.2  Documentation . . . . . . . . . . . i i it e e e e e e e e e e e e e
11.2 ROM Source Code Copyrights . . . . . . . . . . . o ittt e e e e e
11.3 Xtensalibhal MIT License . . . . . . . . . o o oo it ittt e e e e e e
11.4 TinyBasic Plus MIT License . . . . . . . . . . . . i 0t i i e e e e e e e e e e e
11.5 TlpgDec License . . . . . . o o i i i e e e e e e e e e e

12 &P

13 Yliis =

=5l
#51







Table of contents

X HL2 SR 25 ToT ¥ A HELE (esp-idf) I SCRY 10> , ESP-IDF J2 ESP32, ESP32-S ESP32-C, ESP32-H I ESP32-P
RO B E I T AR

AR AL S 4 %) ESP32-S2 5t A1) ESP-IDF {i f .

PRI AP 2% API §5Hg

Espressif Systems 1 Release v5.2.3
Submit Document Feedback


https://github.com/espressif/esp-idf
https://www.espressif.com/en/products/socs
get-started/index.html
api-reference/index.html
api-guides/index.html
get-started/index.html
api-reference/index.html
api-guides/index.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-S2

Table of contents

Espressif Systems 2 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-S2

Chapter 1

P AT']

A SCRY B TEFE 5 1 P8 8 ESP32-S2 R (- A AR A5, 3 — 187 B 7 31 Jeg s AT (1) ESP-IDF
(Espressif IoT Development Framework) Bt B 3B, H-4wi%F. FNE &4 2 ESP32-S2 FF A4 TE .

Frik: iXJ& ESP-IDF R MRA v5.2.3 I SCHY, abA HARMCA ) SCREESP-IDF me A i) 1> 6255

1.1 HgAk

ESP32-S2 SoC ith i S 5 PA R I g

+ 2.4 GHz Wi-Fi

o FTERE Xtensa® 32 i LX7 FAAZALPRAR

o iaf} RISC-V 5 FSM N AZ R RS REHM A P2
o RN

o B

« USB OTG 11

ESP32-S2 R ] 40 nm TG, BATRAERINFEIERE. SPMERE. RRUErE. WAEMATSEd:, ST
ol B 373 S5 RIS ] AR 5 3K

LR PR SRR A, RECEVE TR, AT BSP32-S2 MR A M TF . i, IREEME T RIS
ESP-IDF 57 B H P BT A ™ (I0T) B2, R Pk Wi-Fi, $625. (IRTh#ESF 7 TR R 20K .

1.2 sy LR
121 @

% ESP32-S2 FF &1
» USB ¥i#i8k (A % Micro-B)
o ML (Windows, Linux 5{ macOS)

508 H B2 &MU A2 USB Type C #5211, WA AR 608 s 2ok 391 KM !

PATR 2 ESP32-S2 BT A, stk n] T A E ZREEE R
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ESP32-S2-Saola-1

AN T o fE 2T ESP32-S2 [/ % #t ESP32-S2-Saola-1.

K 1: ESP32-S2-Saola-1

AFER B AT AR

* NI35E: FENEE T ESP32-S2-Saola-1 FRE{F . HR{F R E TR

A PEAIAYELT ESP32-S2-Saola-1 [{fifi{:

R RAA s TR L AR AN, R A 2 Dy s AT AT e R () .
tBK AL B TR SR R

AR AN T e g 1T ESP32-S2-Saola-1. JF3L#R7> /14T ESP32-S2-Saola-1, JF45 714
FL /NS T [EARAE ESP32-S2-Saola-1 _FZ2RAA | B Mbe sk EI 1 .

Wik ESP32-S2-Saola- RLEE HCHET ESP32-S2 iy NIIFAebi. B L4 KM TS 1, &
BT RS R AT Bk b S RO ONFR B, Sl P A M 2T AR L B
N T EFHB SR K, BSP32-S2-Saola-1 S DA F 48041

ESP32-S2-WROVER
ESP32-S2-WROVER-I
ESP32-S2-WROOM
ESP32-S2-WROOM-I

AFEETAFE 2L ESP32-S2-WROVER #4i4( f)) ESP32-S2-Saola-1 41,

P LRI R

TN A RER,, A4S ESP32-S2-Saola-1 FF AR DA AR B S B R e R ) HoAt s e
EETTEBEEEHI: https://www.espressif.com/zh-hans/company/contact/buy-a-sample

fiLiir i At RGSK, ESP32-S2-Saola-1 JF A AR AR ACRAR (3¢ -

HETT B I https://www.espressif.com/zh-hans/contact-us/sales-questions.
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RGE LED Pin Headers
¢TI0
GNDSY 17 168 15 ¥ 1312 1 W
uszmuum
Boot Button

Micro-USE Port

Reset BEutton

Bey =)
U (w3

ESP32-52-WROVER

18 2&21253;5455153:3:3:41:41421:
L EE R AR NN ESS RS NNN

USE-to-UART

Eridge

3.3V Power Pin Headers

OnLED

[l 2: ESP32-S2-Saola-1 - 1T

AUIPEgren DAT SR IR B A8 R MR N T S b r) 22

EFRAH

T8

ESP32-S2-WROVER

ESP32-S2-WROVER £ i, ESP32-S2, 21 JfI 7 Wi-Fi MCU #4541, IhkE
PR, %ISR A PCB Mr#k K4k, WCHE T 4 MB SPI flash 1 2 MB SPI
PSRAM,

Pin Headers (HF4T)

i W] il GPIO & (& Flash Al PSRAM [ SPI A 2%) B[ iE &I
KA HEE . Pk ESP32-S2 f&ﬁéﬁﬁ'z, ffife SPI. 12S. UART.
2C. filififG s . PWM L2 FhhE

3.3 VPower OnLED (3.3 V i,

TP Rt ERe USB LS, % S‘E/THJL%_

JRAERAT)

USB-to-UART Bridge (USB#% | Bi;ih B USB & UART #iiry, nl4efitmik 3 Mbps [IfEHHE R,

UART #r#4% )

Reset Button (Reset 4#) B,

Micro-USB Port (Micro-USB | USB #11. W FIEIF A& MR gL Hi sk PC Al ESP32-S2 itk i 3 15 2
o) Ho

Boot Button (Boot %)

N . $ AT Boot fE I [F]INFE— T Reset HIEA “RE{F T2 B,
i Ep R B

RGB LED 7] 54 RGB &6 W45 (WS2812), i GPIO18 Kz,
JFUEIFR N GEAEET, & ESP32-S2-Saola-1 SE4FTCH -
AT

» ESP32-S2-Saola-1

 USB 2.0 ¥4k (FnifE A B4 Micro-B %)

o M (Windows.

Linux 5§ macOS)

il

TR TE 21 USB Hdlagk. M EUREAR TN TR0, Toik T4 e 5 Mgt -

BAFGEE ISRk N
Saola-1,

1, fEwF —TY

B AT PR BCETT A R, RF Y T AR Fr e s 2 ESP32-S2-

$:: ESP32-S2 2%t B % 3% ESP-IDF master 43 75k v4.2 DA AR AR,
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wiftk5%

TyteRER]  ESP32-S2-Saola-1 (4 2 EAL AN HER Ty XM R 7R o

Power Supply/
Programming

.{:E’_"E’; USB-UART
: Bridge

P
[~
®
|
TX/RX ESP32-52
-< » WROVER

RGB LED

Pin Header
Connector x2

. ESP32-S2-Saola-1 V1.2

HLRES DA AL — Ty (W] 47 ESP32-S2-Saola-1 fiiif :

Boot

e

& 3: ESP32-S2-Saola-1

» Micro-USB 22 [ fitHE, (2RIN)
5V Il GND HE4it e
 3V3 F1 GND HE41 it H

HAUGERESE—FItE 53X Micro-USB 2 LIk

sl RV TIPSR HESE (J2 F1I3) /9 FBRAT ShRe, HEERAY 4 BRANIEI ESP32-S2-Saola-1 - E.&

B, HEEHRY 55 ESP32-S2-Saola-1 J5UH /| (PDF) — 2L,
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2 FE | &R | HKAEIPeT T | Thge
1 3V | P 3.3V HEJE
2 I00 | I/O GPIOO, B3]
3 I01 | T/O GPIO1, ADC1_CHO, TOUCH_CH1
4 102 | I/O GPIO2, ADC1_CH1, TOUCH_CH2
5 I03 | T/O GPIO3, ADC1_CH2, TOUCH_CH3
6 104 | 1/O GPIO4, ADC1_CH3, TOUCH_CH4
7 I05 | I/O GPIOS, ADC1_CH4, TOUCH_CHS5
8 106 | 1/0 GPIO6, ADC1_CH5, TOUCH_CH6
9 107 | I/O GPIO7, ADC1_CH6, TOUCH_CH?
10 108 | I/O GPIOS, ADC1_CH7, TOUCH_CHS
11 109 | I/O GPIO9, ADC1_CHS, TOUCH_CH9
12 1010 | I/O GPIO10, ADC1_CH9, TOUCH_CH10
13 1011 | /O GPIO11, ADC2_CHO, TOUCH_CHI11
14 1012 | I/O GPIO12, ADC2_CH1, TOUCH_CHI12
15 1013 | I/O GPIO13, ADC2_CH2, TOUCH_CH13
16 1014 | /O GPIO14, ADC2_CH3, TOUCH_CH14
17 1015 | I/O GPIO15, ADC2_CH4, XTAL_32K_P
18 1016 | 1/O GPIO16, ADC2_CHS5, XTAL_32K_N
19 1017 | I/O GPIO17, ADC2_CH6, DAC_1
20 5V0 | P 5V HJE
21 GND | G b,
J3

FS | & | X3! | IhRE

1 GND | G B

2 RST |1 CHIP_PU, & {if

3 1046 | I GPIO46

4 1045 | /O | GPIO45

5 1044 | /O | GP1I0O44, UORXD

6 1043 | /O | GPIO43, UOTXD

7 1042 | /O | GPIO42, MTMS

8 1041 | /O | GPIO41, MTDI

9 1040 | /O | GPIO40, MTDO

10 1039 | /O | GPIO39, MTCK

11 1038 | /O | GPIO38

12 1037 | VO | GPIO37

13 1036 | /O | GPIO36

14 1035 | /O | GPIO35

16 1034 | /O | GPIO34

17 1033 | /O | GPIO33

17 1026 | /O | GPIO26

18 1021 | /O | GPIO21

19 1020 | /O | GPIO20, ADC2_CH9, USB_D+

20 1019 | /O | GPIO19, ADC2_CHS8, USB_D-

21 1018 | /O | GPIO18, ADC2_CH7, DAC_2, RGB LED

A )R

BEPERRAS  Jopi SR

VP I I A O Kyl T WRE EM.
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ESP32-S2-Saola-1

OD/IE/WPU] BOOT

TOUCHL ADC1_0
TOUCH2 ADC1_1
TOUCH3 ADC1_2
TOUCH4 ADC1_3
TOUCH5] ADC1_4
TOUCHG, ADC1 5
TOUCH7, ADC1_6
[ op/ip J TOUCH8! ADC1_7
@E TOUCH9! ADC1_8

OD/IE__ FSPICS [ TOUCH10, ADC1_9 _RTC _GPI010.12
OD/IE__FSPI_MOSE TOUCH11 ADC2_0 _RTC (GPIO11.13
OD/IE__FSPILCLKITOUCH12  ADC2_1  RTC_GPI012.14
OD/IE _FSPI_MISOI TOUCH13; ADC2_2 | RTC (GPI013.15
OD/IE L FSPLLWP 1TO0UCH14, ADC2_3 RTC (GPI014 16
OD/ID __ 32K P | UORTS [ ADC2_4  RTC [GPI015.17
OD/ID L 32K N | UOCTS ;| ADC2 5 _RTC_ GPI016,18
[ OD/IE BT ULTXD | ADC2_6 (RTC GPI017]19

ESP32-S2 Specs

32-bit Xtensae single-core @240MHz
Wi-Fi IEEE 802.11 b/g/n 2.4GHz
320 KB SRAM (16 KB SRAM in RTC)
128 KB ROM

43 GPIOs, 4x SPI, 2x UART, 2x I2C,
Touch, I2S, RMT, LED PWM, USB-OTG,
TWAIe, 2x 8-bit DAC, 12-bit ADC

ESP32-S2-WROVER

oo~ Rolullsfwlol=

RST

.

—N\,— PWM Capable Pin

—p— @D GPIO Input Only

@I GPI0 Input and Output

DAC_X ' Digital-to-Analog Converter
JTAG/USB JTAG for Debugging and USB

FLASH  External Flash Memory (SPI)
Analog-to-Digital Converter
Touch Sensor Input Channel
Other Related Functions
@ETIW serial for Debug/Programming

Arduino Related Functions

ST Strapping Pin Functions

GND,

& ESPRESSIF

RST, RESET
GPI046, LOG _OD/IE/WPD
GPI045] VSP| [ IE/WPD
GPI044, UORXD LIE/WPU
GPI043] UOTXD
GP1042 I 'EA OD/IE |
GPIO41 BNTIOI OD/IE J
9 {GPI040 IOl OD/IE ]
MEEEED MTCK  @EED
11,GPIO38 L FSPLWP [ ODJ/IE
12, GPI037 [FSPLMISO! ODJIE
13 GPIO36 L FSPLCLK! ODJIE
14,GPI035 [FSPILMOSI_OD/IE
15.GP|034  FSPLCSo OD/IE
16.GPIO33 L FSPI.HD [ ODJIE
17 GP1026] RTC B \V -5 !
18,GPI021RTC, OD/ID
19.GPI020 ] RTC [ ADC2_9 NV :-BOEN ULCTS | OD/ID |
20 GPIO19TRTC ADC2_8 NUS:HHS
21 GPIO18IRTC ADC2_7 J:I.Telb]

[piostae ]

WPU: Weak Pull-up (Internal)

RTC Power Domain (VDD3P3_RTC}  WPD: Weak Pull-down (Internal)

@D Ground PU: Pull-up (External)

@D Power Rails (3v3 and 5v) ID!E’ fﬂplgfﬂszf!(:;rsriesefj
Pin Shared with the Flash Memory : Input Disabled (After Rese

! ondjor PSRAM OE: Qutput Enable (After Reset)

C(]”f’r be used as regular GPIO! 0D: Qutput Disabled (After Reset)

& 4: ESP32-S2-Saola-1 &7 & (5l

FHSR SO

o ESP32-S2-Saola-1 J5i il [¥| (PDF)

o ESP32-S2-Saola-1 R 1% (PDF)

« ESP32-S2 $ A #4145 (PDF)

e ESP32-S2-WROVER & ESP32-S2-WROVER-I £ A ¥ik& 45 (PDF)
« ESP32-S2-WROOM & ESP32-S2-WROOM-I 3% R 41k 15 (PDF)

o SREFEFMEATH

HRATF KA E 2B SORY, TR IRATARG 55711 sales@espressif.com.

1.2.2 ¥kt

U751 ESP32-S2 |- {i fi] ESP-IDF, 52225 A R4k {4

o WCE THEE, AT %4 ESP32-S2 {UH;

* GaiH il TH——CMake FI Ninja 4@ TH, JI T %% ESP32-S2 WYY

* 3R ESP-IDF ({11 R HESL . SAMEZL T A & ESP32-S2 il APT (ARPFEFIJRARS) Fliz
1 THEER A

1.3 223

WU, SRR T IR IE, WIARESR Ek iz —.
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— CMake / IDE

Toolchain

Project

Application

]

UPLOAD

PRAFDODAEDOOEIBDREE

)D#ﬂ'ﬁ-}b'ﬁﬂﬁﬁ'ﬂ{ﬁﬁﬂlﬁ{

1.3.1 IDE

Frik: AUGEE A S E RIS A 5L (IDE) 2% ESP-IDF,

* Eclipse Plugin
* VSCode Extension

132 Fahedk
AR E RS, HR P B A .

Windows P& 1. HBER br i 13 A

fi&  ESP-IDF 8Ltk —2bnge T H., A figil 5¢ ESP32-S2 #4 [l 14, fu4f Python, Git, %2 X HiiFHT.
CMake FI Ninja 413 T 24,

AN REN T A S G AP RFFEF T A A . ARid, 4¢3 ESP-IDF J5, i W] PAf# ] Eclipse Plugin
o HA S CMake 1K fE4L T A IDE,

ik FRAEZRM: - 75YEE ESP-IDF Al ESP-IDF T A2 st AR A e 90 A7 4F, 2 ptiaid Kl fE
S FHEIIHE K. - Python 5 ESP-IDF A28 it if—E A REW & S aids 5. - BRAIFBRAE RS BN 5
f# Unicode UTF-8, 75U Python m; ESP-IDF [ 222 Bt A% P B R RE ALK AT (I ASCIL 747
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RGP R ] DL 0 7 2O A R Sl B S Unicode UTF-8: Control Panel > Hif date,
time., B{ number #%3 > Administrative tab > ¥ system locale > 4] Beta: Use
Unicode UTF-8 for worldwide language support >0k > EEH K.

ESP-IDF T H23%%5  22%¢ ESP-IDF Whfs T R IR 5 77 302 T~ #—> ESP-IDF T H 225645

Installer

Windows Installer Download

TRl i Ee i DO AP ARH /DN, W PAZE% ESP-IDF R A . Teacid e, %
AT KN B BRI S, 4E Git For Windows 2468t . TR AT 2 0F N I SUUAEAETE AT
H3 Suserprofile$/espressif 1,

BRI P AT BT A e . LR AR P P 1A 7 I HOBSCHF, 4% Git For Windows 222
o

WRNE  DRFRRT 2GRN A
* N ER Python

o G

¢ OpenOCD

¢ CMake FiI Ninja 4fi% 1T H
e ESP-IDF

GRFEIT FUVPRIAR T T 808 B4 1Y ESP-IDF H 5% #E#2KF ESP-IDF 4% Suserprofile%\Desktop\
esp—idf H3#F, HM suserprofiles RFEFRHF.

J35)) ESP-IDF PAEE 23845, WnS/Ai% T Run ESP-IDF PowerShell Environment Y Run
ESP-IDF Command Prompt (cmd.exe), ZEERETFEALELENIERNGHE 1153 ESP-IDF,

Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):

B2 PEm A AERSP IR, BN G Windows B iy SR A7 A THRAE

ESP-IDF T HZHERAITE “FFin” 3, B@—4TJF ESP-IDF iy &4 /R A5 O HREE T X . A s
75 W] AFTIF Windows fir 2 #2/RFF (B emd.exe) , #3247 export .bat AR E&AIFEAE (L
PATH, IDF_PATH % ). I4h, AP LT Windows fiy 47~ FFf 4 FiC 2 i) T

TR, ATy OGS ESP-IDF T A28 8 P 45 % (1) ESP-IDF A%, QISR EA74E2 1> ESP-IDF j#%
e (Hns& 2R A ) ESP-IDF) , A PAR IR g 73k -

1. >4 ESP-IDF T H-Z2%& 24 i@ i gt 1 =0 e — ARl A4S, 858 beiE oy =X ESP-IDF TAESAE4E &
A S ] ) ESP-IDF 4% .

2. 8, FIPAEST cmd.exe, Y BB HE ESP-IDF H%, R)5i51T export.bat. HE,
R YEER PATH HA7FE Python Al Git. WNSREAEE HHEE] A 3“4k AF| Python 1§ Git” f4 1%
fFE, WEHHE M.
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Completing the ESP-IDF Tools Setup

Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
| 7] Run ESP-IDF PowerShell Environment |
Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender

exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

: 58 i, ESP-IDF T.H 4235 17 %112 4T Run ESP-IDF PowerShell Environment

Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

&l 6: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.
Click Finish to exit Setup.

Run ESP-IDF Eclipse Environment
Run ESP-IDF PowerShell Environment

I Run ESP-IDF Command Prompt Environment I

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 7: 5¢ i ESP-IDF I E.Z¢%: 7] 511247 Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

[l 8: ESP-IDF i &4/ 44 11
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JFUETE T ESP-IDF - BIYEVRE & 245 T ESP-IDF {458, 3 TR B 1G5 — A T2

ARAG RN a9 4T ESP-IDF, A% Unfal i Jf] ESP32-S2 B> TAR, HME. Bestfl ik
i -

Fril: WIRLAR 2% ESP-IDF, & Mz 30 BBk, AREUE N A v P f 0 B A A«

RGN TR BAE, 7T DAMER T & ESP32-S2 W FE/F T . A PAM ESP-IDF 1 examples H 5% F i
get-started/hello_world T F£FF44 .

% ESP-IDF 4 RG0S ¢ ESP-IDF At TAR AR hoti Ay 254

#f get-started/hello_world TS il ZAMIK) ~/esp HRF:

cd Suserprofile%\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#1i: ESP-IDF [ examples H 3¢ N7 —RIIR G TAE, ATPAH I _EIAT7 AR HlIF124 7 H A BT 7= 6l
LIRS/ 1E 7N I il A

EEtEBety  BUE, KF ESP32-S2 JFAMGERE] PC, HEFRIF MM MMR O,
#£ Windows BAERGE T, H OLHREH A coM Ik
BRI ER B O LR EAER, W05 ESP32-S2 4l % v ik ik,

ik LR a4, DMEEZSA.

Be¥E TfE 3 UE A hello_world H g, ¥ & ESP32-S2 HFHRO K, AEafr LEMRE TH

menuconfig,

Windows

cd fuserprofile$\esp\hello_world
idf.py set-target esp32s2
idf.py menuconfig

FIH—AHLIRE, MERMEH idf.py set-target esp32s2 WH “HAn” . W, HERIER
HRIFIARIH 2 B A E (W) . WeT AE N “HER FCENIEAE R (ST Bk iz
). BEEE, WILAIFRARS K ¢ ser-target,

MR (Mlwus I R NN N

A AT A e SR B T H A A, A03E Wi-Fi MG FR . BRI PR 45 . hello_world /R
B H 2 CABCABCELZ AT, X —H o, ATABK ] menuconfig #EATIH FLEEX — LK.

il Zomtd D 2R MBI  iE S ERAR. FIAEE R ——style KBRS, HiBlT
idf.py menuconfig —--help fifd, FEELEL.

QSRR R SRR TT A, AT DA RS B (BSP) R BIIT A . HEMEE, i A tede .

40 1 USB Besit ESP32-S2, i &1ty USB. X ESP32-S2, BRIAKOFH & i 1 il
iEi& UART.
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Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>
Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

Enter] Toggle/enter sC eave menu [S] save
ad 7 d info [/] Jump to symbol
C show-name mode [A] Toggle show-all mode

[F] Toggle show-help mode c o]
[Q] Quit (prompts for save) [D] Save minimal config (advanc

K9 TR E— e

1. HjfE%Yi Channel for console output,
Component config —---> ESP System Settings —-—--> Channel for
console output

2. FFERIAETT UART MRy :
USB CDC

3. IR E, B menuconfig A,

G LR WEMEHPA RS, Sk TAR:

idf.py build

1247 PA B4 R AR B IR P A BT A ESP-IDF 200, 335 L s | e . 7 IKERA ARy 3k
il SC P

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio --flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

WR—UIIEH, S5 80555 B bin S0P
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B FNNety  WBATLA NS, R NI A iU — k] SO be sk 2 ESP32-S2 JF AA -

idf.py -p PORT flash

156 PORT 4 fy ESP32-S2 FF A My E: 4 Fk. Q15 PORT K& & X, idfpy ¥l AT AR O A
iR
WA % idf.py ZEBITEN, 15 Widfpy.

Frili: Ak flash IR HEh I TReR TR, HILEFHHE1T idf . py build,

ARG AR B R L, EEH T IOP CHASRR” . WATPARTAE b T AR B S ESP32-S2 43¢
Pk dx PRBCE Z RS

WRLRIE bR AR, BB A H G

esptool.py —-chip esp32s2 -p /dev/ttyUSBO -b 460800 —--before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m --flash_size
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
—0x10000 hello_world.bin
esptool.py v3.0-dev

Serial port /dev/ttyUSBO
Connecting....

Chip is ESP32-S2

Features: WiFi

Crystal is 40MHz

MAC: 18:fe:34:72:50:e3

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800
Changed.

Configuring flash size...
Compressed 3072 bytes to 103...
Writing at 0x00008000... (100 %)
Wrote 3072 bytes (103 compressed)
<—>kblt/3) “ e

Hash of data verified.

Compressed 22592 bytes to 13483...
Writing at 0x00001000... (100 %)
Wrote 22592 bytes (13483 compressed)

2MB_

at 0x00008000 in 0.0 seconds (effective 3851.6._

at 0x00001000 in 0.3 seconds (effective 595.1.

—kbit/s) ...

Hash of data verified.

Compressed 140048 bytes to 70298...
Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000... (100 %)
Wrote 140048 bytes (70298 compressed) at 0x00010000 in 1.7 seconds (effective 662.
—5 kbit/s)...

Hash of data verified.

Leaving...

Hard resetting via RTS pin...

Done

WER—YIFR], Beskse )G, FFRMCRFSE AL, AT hello_world” FF IR
AR B2 ] Eclipse 5{/2 VS Code IDE, [fjJf idf.py, %% Eclipse Plugin, DA} VSCode Extension,

16
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RiBLfmidt  ATPABEM idf.py -p PORT monitor fig4d, Mi#h “hello_world” TAEMEFTIHIL. £,
ABEECHF PORT Bl H EER D455

BAT% A5, IDF Vil s N EE:

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST FLASH_BOOT)
ets Jun 8 2016 00:22:57

By, AT PATES S HEFIZW H 2 5, AEFTHRY “Hello world!” 7.

Hello world!

Restarting in 10 seconds...

This is esp32s2 chip with 1 CPU core(s), WiFi, silicon revision 0, 2 MB..
—external flash
Minimum free heap size: 253900 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

i I PLpEsE cer1+], WARH ESP-IDF Hiiilds

Frik: WATPALBATPA R S, —IRPESRATIO-E . Bl it e :
idf.py -p PORT flash monitor

LAk,

* WHITEIDF WAl% , T 2 )1 ESP-IDF il &yt A AL e -
* i HIfLidfpy, AEEZ idf.py iy FIREI,

A TSR ESP32-S2 [ A1) !
BAE, TTASZIA— e HiAlh examples, s FIHEIF % 11 N TR .

TP —MORGIFR R R ESP32-S2, [ASh ESP32-S2 HURAL & T g F .

TEG s BIAE il &5 README Ui Supported Targets M. WIRFEM L ESP32-S2, 5
FHRIEEIXA Tk, TR B ESP32-S2 37 B AN R B FE o

T

FUFE ] o A B 28 Linux B4 1] ESP32-S2 sk [l 4, Pl e B2 Could not open port
<PORT>: Permission denied: '<PORT>' £%iR{4E . IHIA DAYE Linux B FH P Edialout 78 2%,
uucp 280 SRMFYLILIE )8

e %¢ 1) Python Jii & ESP-IDF 37 HF Python 3.8 J2 DA b fiAS, 8 T 4 1 2 55 3] e WA A T B35
Python. tLATZEHEM sources L& FcHifiR Python, =(ffi ] Python B HL RSN pyenv X HABEAT THRE P .
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LT RPSAL WTRA RS (BSP), HINAETT At BRI Ko AT ER AL R, H
] PASE ISR E T S AR BRI HR AL -

— BRI, BSP SRR AR BT RECRALIE . R T BE ORI (LI RESN, BSP iR INfL B . (2
TN ER ARG A S ST R IR B R T o

BSP il i IDF 28 #1532 35 %A, ATDARI{E IDF 41k 2T R4k
EL P osBiliiiEs 1 s ESP32-S2-Kaluga-Kit BSP i 5 H -

idf.py add-dependency esp32_s2_kaluga_kit

A KA BSP (7B, i HIEE BSP R il SCIF

0 flash  ESP-IDF SZHEHESR flash, 15217 N Ands, #EFR#EA flash:

idf.py -p PORT erase-flash ‘

AEATAETT ZARRRIN OTA ¥l , izfT A N ansd

idf.py -p PORT erase-otadata ‘

PRk flash 72— Banf ], FEHEBRGAAR S, W WOIT BRI

HIOGSCRT REEE A SCZER AR i B Pl 2
o & Windows 335 F ¥ %7 ESP-IDF T 2
o L5 ESP32-52 43 ¢ v ik i:
* Eclipse Plugin
* VSCode Extension
* IDF L%

¢ Windows 4J% b 937 ESP-IDF T H

i T A 223 ESP-IDF T JL 35 M Windows “@y48R447 %10, Y% ESP-IDF [y H 5. RIGiE
17

install.bat ‘

X1 Powershell, i) % ESP-IDF 143 H . R fT:

install.psl ‘

i) 89 4% ESP-IDF gy T H . IE &4 TR TR, MiZar KTk % TR
w2 E i BSP-IDF T B2 B E, BHABM TN C:\Users\username\.espressif,

0 < EA” P ESP-IDF T 1T PATH $RBi25 &t  ESP-IDF T HZ23 38 7E “IT 4435047 )
“ESP-IDF iy 24 /n A" B bebE o, fdiites =X nl 4T Windows iy /R AT 8 0, A% Kl
F T B 250 TH,

ALEOLT, IEAE G B PR A7 7 10 I A Je il R EE 7 AT IT Y, IR A SR AR A B 1
ESP-IDF, W] DAMRHE N 752 JkF ESP-IDF T2/l %5 PATH $REA8 .

9, T 520 ) ESP-IDF () iy &SR AFBT 11, VIR 928 BSP-IDF (1 H 3¢, 4054 export . bat,
ARG HTT:

cd %userprofile%\esp\esp-idf
export.bat
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Xf - Powershell ), 1 [ FEUI 224224 ESP-IDF W H 3%, SAJGHAT export .psl, HKMT:

cd ~/esp/esp-idf
export.psl

IEATSE U . BT LA iy PR A1 ESP-IDF TH T

55 ESP32-S2 G et s 11 % 8%
Tl A F USB % UART #fak ESP32-S2 % #5:14 USB 4%, 5 ESP32-S2 17 H: 11754,
ERATF R B 42545 USB & UART Wi, fsRZe% , Wi F 4N .

S FEI% USB 4 ESP32-S2 3735 USB 4hi%. Jo7F USB & UART ¥, {#0] B ibesiik 4.

Development Board

UsB

1

1

1

1

Personal '
1

Computer :
1

1

1

1

h

ESP32-52

& 10: Z#F USB 11 SoC

43 S7 F USB AMK I % A R it 647 USB % UART #5.

AT USB % UART Wil IF kbt HE2e34 USB & UART MRy H & A, PC FIffi [ali@ st USB 144,
il ESP32-S2 2 [a]i# 1 UART %42,

Developmment Board

USB

L]

L]

L]

L]
Personal ' o USB-to-UART
Computer ! Bridge
:
L]
1

¥

ESP32-52

K 11: 22345 USB & UART #FIHFF %&b

Spids USB % UART B 340 FF R AR(E AN USB 22 UART #f . 3R (00388 35 H 07 5 42 ) 2 1) A
A, BN N R AR .
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Programmmer Boar Development Board
-----------------------------------------------
' '
usB] :
Personal |, ' USB-to-UART . ' N
Computer ' Bridge ! ' ESP32-52

B 12: #MEE USB & UART #;

i1l USB #Efrhést  ESP32-S2 57§ USB 4hik, JoRs4MiB USB 2 UART #, RImI5esk — kil Scff.
ESP32-S2 [ USB ffi [l GPIO20 {3 D+, GPIO19 /£ D-.
TSR R, FETEEITRE .

{diJ1l UART jEfrgést  ATriR i il USB & UART #f ESP32-S2 il PC 7 &) @ty s AT . L
Hr-S AN IIE ] -

YE4% ESP32-S2 fll PC  Jf| USB 41 ESP32-S2 H A M i3] PC. WIS IKEN TR P A B &%E, iF
Jefi\ ESP32-S2 J1 & M LAY USB & UART #f (s #Milh% UART iEfiiss) 5, SRIGTEM 18 RIKSh#E
F, TR,

PA RS2 SR 28 ESP32-S2 Ff & MUK Sh A2y 1A B4z -

« CP210x: CP210x USB % UART #; VCP UKz #¢ )5
» FTDI: FTDI [E#, COM 3 M 9K sh AT

PA LIRSS, AR AN, T IT ARG ]9 USB & UART HrthJi. — M ot
&, 24 ESP32-S2 JFk i PC i, XN IRSIRE T MZC A T UERER G, HFEK Ak,

XA USB & UART #f R8I BEAT, WA TUA R and, e SRR ] 1240

idf.py -p PORT [-b BAUD] flash

INFFUAEFERAR PR, 3 FE B R AU BAUD. BRI RN 460800,

e WEPRBERASCRy B3 P #E, WIFF P AN 8. i34 BOOT 4441, [FIf4%— K RESET
. ZJF, ¥aJt BOOT $44H.

1F Windows &5 F 51T K2 Windows A HES P COM i 1413 . WiIT ESP32-S2 5 PC 144,
RIS EFERE, TR O S RIS e R P

PAR A ESP32 DevKitC #1 ESP32 WROVER KIT & [

£ Linux fil macOS ARG #oF ESP32-S2 R &M (SANTGEE OGRS ) B9E D& 2R, 56
PLUR @2 iR e, Wi ERECERISS, HUaafrtbA Fmds G, BT ARES0ER R, 7
PWasATPA N s Hp, 58 ozt ran 4 a B i 1 B 2 ESP32-S2 X R 1 :

Linux:

1s /dev/tty*

macOS:
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-

&= T H=

=4 Device Manager [= @ ][=]

File Action View Help

¢

4 = tdk-kmb-op780
[:> 1M Computer
[+ = Dlisk drives
f}--'ﬁ Display adapters
b1 DVD/CD-ROM drives
b % Hurnan Interface Devices
p g IDE ATASATAPI controllers
b -ED Keyboards
[}--B Mice and other pointing devices
[ L,;l Manitors
» & Network adapters
T Ports (COM & LPT)

& [} Processors

p -3, Sound, video and game controllers
».JM System devices

- i Universal Serial Bus controllers

] 13: s s rh ESP32-DevKitC 1) USB % UART #f
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L

File Action View Help

&= | E| "

a2y Device Manager E'@

4 - tdk-kmb-op780
b -yM Computer
p — Dlisk drives

ﬂ--'ﬁ Display adapters

b 1 DVD/CD-ROM drives

p Eﬁ Human Interface Devices

p g IDE ATASATAPI controllers

b-EB Keyboards

b --B Mice and other pointing devices

DL’:I Monitars

. ¥ Network adapters

T3 Ports (COM & LPT)

[ E Processors

b -% Sound, video and game controllers
oy System devices

- i Universal Serial Bus controllers

K 14: Windows % £5E5 #1 85 ESP-WROVER-KIT {7~ USB &

4= aaly

A7 -
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ls /dev/cu.*

P4k AT macOS H ' AAERH D, HERASE %S USB/H NIRRT . BRI H i IKsh e
J¥, WET# 4% ESP32-S2 4= PC. % macOS High Sierra (10.13) i i /', WA RBIA 7522 T3 U1K B FE
JPRmE, BARRITI R AT RE > ZemRA > EA, MERGAFEER: RAFRKARIR
Beik.”, HdH & N R4 FRR Silicon Labs 5, FTDI.

¢ Linux FpEE NI /%) dialout o uuep 41 M FPE RN NV 2 T DA IS USB b d O BT B 5 1845 .
TEZ AU Linux JAH, FAT DA DA R S, R PSSl dialout 41, MMERVFEESRUR:

’sudo usermod —-a -G dialout SUSER

1E Arch Linux H', F525# 5 PAF ap4FFH s E] uucp 4 H:

’sudo usermod —-a -G uucp $USER

THHEFRROR, BIRH IR ERURAE

BN R BUE, AN &Y, AE EE ESP32-S2 J5 & LR AR, MR 1%
HRAE

ESP32-S2 fyf il & AN 115200,

Windows fll Linux $§{i: %% fE4RGIH, FKATE6H PuTTY SSH Client, PuTTY SSH Client i 7] Ji T
Windows B 1] ] F Linux. ] DA HAt o AR 3 - B B A R Al AR 24

AT A S, BUEAE AP BRPHIAR A 1 AR = 115200 (A T2, 4 SO BEADE R A BRIA B RS
), BRI =8, fFIRAL=1, A =N, DLNEGR AR T WfifE Windows I Linux HBLE A 1
F_EAEFSEC (0 115200-8-1-N) o 3, & B B Fe Dk PR iiA R 8 D 2 EFTICE -

SR, AL BSP32-S2 AT EI H k. Wi, IHFELunt T Db TR . X B H S AT
RF| ESP32-S2 (W Y, WS Finhwl. WRA A @S A&, W EET R,

Tk WA SEE OEEERE, FHHBOLE. TURZN—EERTIRRE, 25 FAEFE R
JTeEVIRE O,

ik WORBCA HERH, R AT R

» ESP32-S2 {1 2 &5 1EH
o HEIA R, REEE AR
o f#ifl /£ Windows £ % 3% 9 54 Linux %2 macOS + & %340 iR, M ik 025 1E

1
o HABRRF 2 IEAEf %R 0
o T Windows #= Linux $24F Z %8 IR E O Zmfe )y, Hak g 1275 £
o 53 AR T A E O RCERIE TR AR
o JFE M bR USB #4448 (UART) 275 IEHf
s WA RESHH HE
o BESHT HiEME (6 hello world 751 #EFTIR)

macOS 5% macOS &1t T BaEmS, WILILFHELHEP O ZinfT.
o B% f& Linux f2 macOS L& Fs% 0 | infPA F s
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ﬁ PuTTY Configuration
Categary:

= Terminal

- Keyboard
- Bell

- Featuras
= Window

- Sppearance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Prosgy

- Telnet

- Flogin

- 55H

- Senal

Options contraling local sedal lines

About

Select a seral line

Seral line to connect to COomMi12

Corfigure the seral line

Speed (baud) 115200
Data bits 8

Stop bits 1

Parity [ MNone

Flow cortrol | XON/XOFF

)

[ Oeen [

Cancel

& 15: ¢ Windows #E R G H ] PuTTY B8 OH#ES5
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PuTTY ConfFiguration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

About %] Cancel

P 16: 7 Linux #4/E RS PuTTY SCEH IS4
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ls /dev/cu.*

© SAEBIFELATN

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

o MHEIERE S K BRI R BVRECR:, S AR G AR P AR B AR, HsfT
PAT S (A TRE, R “1152007 SO TS R BBOA SRR

’screen /dev/cu.device_name 115200

¥ device_name H NizfT 1s /dev/cu.* J5HIAIEESE OS5,

o BRaEm R HER TR N . HENSRGLTmE s ESP32-S2 (N LT, i§SH it =6,
W ctrl-a + KB Y1 WAL,

ik AERUESEH BRI, M SR &G QR EHE R M Rt 1S KM Dess, 2 s
AR PR TR T R A

fnionpl AT R—AHERB. WRBCE LM, sl EE T 2

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010,1len:3464

1oad:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

AERATEN B H G R T (MR ), WISORER DIERRIER . BN, WTDARSERET 0%, T R4
[ AR F7 b 203 ESP32-S2,

Frik: FERNEEH R4y U, AE ESP32-S2 [Bai I IaTT BV A 1 H AT, BE K 7 42 M Hs 0
RTS & DTR 4. % FEUAFET 5 RTS & DTR & M B #EHF] EN & GPIOO I BRI, 4R%
BOFAt (WIRRETARIIFAAR) MBA XA, EZHEMEE, 5% esptool RS,

TR 225 BSP32-S2 A 4hFF & AR BRIy, M5 A% 4418 A ESP-IDF »& BREER| TixH, HNE A
¥ Fr4s4% A ESP-IDF v& 4k4E 7% .

Rer i PERR

BT ARTEE T E A B “TERRRMY XRERIHT IR, KA IR R N 2 — T RE R IE AT
esptool.py B IR, esptool.py eWERAGEIHHMR Y, ATEESH. 5 ROM 5|5k
R H ARG R TR ] DAE IR AR BRI T F R A, BAMBYCZ I, QR i@k ik, 3
%% esptool HEHERR SRBUEZ A5 ..
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esptool.py il fff USB & UART #; (11 FTDI 5 CP210x) [ DTR Fl RTS $5 il £k 4= %ok B 2h & o7
ESP32-S2 (1§25 5 ESP32-S2 &3 % v £ 3% JRPUE Z 34115 B ). DTR Ml RTS #% i 2k ) %525 ESP32-S2
f) GPIOO il CHIP_PU (EN) &M I, [Ht DTR F1 RTS () Ha [ B P48 Ak 2 i ESP32-S2 i Al {4 A%t
Ko FHXKIRBIW A F ESP32 DevKitC Ff A& M) I #E A .

— MOk UL, B E T ESP-IDF JRAMA 2 B, {Hi2, esptool.py TEPA NIELL FAREH S EE
Tt

o TWFRIERF] GPIOO Fl CIHP_PU ff) DTR il RTS #5H4k .
* DTR #I RTS # | &AL E Ty XA o
o AT H AT 2t o

WURRE ARt Rl AR ESP32-S2 JFAcAR T3l s EM T sl (2451)

o WFIREF KM, FTASH RN EWREATIIEEGEH P aEr . flin, v LS E Boot #4
(GPIO0) Fift: EN #¢41l (CHIP_PU) HKF-8)&Z {i ESP-IDF H A& # .
o NPT HAMRB R, W PAZENRF GPTOO k.

IDF W5 BL2%

IDF {ithn@ — & umte)y, [T esp-idf-monitor 43, FITFUCk Hbnistar A HAYH T8, IDF
Pl [F] i85 B ESP-IDF f ARG

7E ESP-IDF F1if]Jf] 1df.py monitor A DAJE ML HEIAE .

Befietesest oy 7S IDF WMALERUE T, TR R A bR GG . X SRR EER AT A E S,
BRI E S F TR
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RiEE #B#1E ik
Ctrl + | i H AL R
Ctrl +T SR B RN AL SR Y —, s ilE.
c R Ay S
e Ctrl+ T
. Ctrl+] K exit FAF Ak E i
s culep | EEHRG, EASIT | ERH b, 0T RTS & (WICER) JEASIFIRE
EAE, @i RTS &% | )7, MWEITFEBABITTATRR T . Sf AL S s al
15 FHAE P DABE ] LR
. Cul+R it RTS 4k H B H AR | EERG, IFE RTS & (e %) & s sy R .
%
. Ctrl+ F PRI L H #r{&idf_monitor, 1547 £1lash H#xr, X5 idf_monitor,
i+ AT A0 B30 B0 0 U5 SC P 4 0 B T A, R TR S
SR idf_monitor 2 A S -E By, W &iE1T R
encrypted-flash,
. Culs A Ui ek N R | % #5 idf _monitor, iz {7 app-flash Hir, KRGk KE
jtz * 5 idf_monitor. j%'5 £lash 28l, {H FU 5 R R BEgiis
N FR . WIS idf_monitor FELASEL -E RIZNA, N
) 25fTH AR encrypted-flash,
. Ctls Y IR E AR R EATE | BUER, &2EFr A BARSBTEDE . Ve B S R
H iy AR O PO R AR A H S .
. Cul s L EIRRE S AE | EE TR NEE—A S, B TS AHE®m . nEH
T 'ﬁ%i%%i%@ml‘l%ﬁﬁi%%ﬁﬁ (GE ! IDF W esth & & Fi%sh
BE) .
. Cul + 1 PEIR/ZATEIRF R BRiC | IDF W ies vl ATERF— 17 I L3 TEl— I ARic. ]
@g 1) FRIC A T DA 3 —-timestamp-format fré47%
- Bokws .,
. Cul+H TR B
(= #
H)
ol x | BB
(=
X)
Cul+C FWT e Is AT RO RS | % 5 IDF I # 45 7F 12 77 GDB i H ¥ i 2%, A i
F T iz AT B JE R R R X F E S fref:  CON-

FIG_ESP_SYSTEM_GDBSTUB_RUNTIME £ ,

BT ctrl-] filctrl-T, HAWPFERGS SEH 0 XD HinkE.

Jfe H. ESP-IDF §54k

F1 Al iy s hi:
MOE CCHEERITTS), I F—FT B AT B R

ESP-IDF [ R/ %4 crash Al panic FHCFIF, 7574 A1 35 775 fif 70 [m] 9]

B 2400 R AR 1 T AT AR G TN BRI LR, IDF ISR A izt AE P A S o
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Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—~0x3ffb7e00

A2 : Ox3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H
—0x00000000

A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0

Al0 : 0x00000003 Al1l : 0x00060£f23 Al2 : 0x00060£f20 A13 H
—0x3ffba6dl

Al4 : 0x00000047 A1lS : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d

EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :o
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e¢00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40_
—0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF M 8 A 23 A7 a4 b S8 0 T A

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H-
—0x3ffb7e00

0x400£f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—~hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H.
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H.
—0x3ffb7dd0
Al0 : 0x00000003 A1l : 0x00060£23 Al12 : 0x00060£20 A13 H.
—0x3ffba6dl
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
< ./hello_world _main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32s2/./cpu_start.c:254

IDF Hi &R fE /G GIs T A R s, M4 ok

xtensa-esp32s2-elf-addr2line -pfiaC —e build/PROJECT.elf ADDRESS

TSR FHFE AL TS 48 A B VUL g Hbhl , IDF Y 288 2K 2r ROM LA, BEf R £ FT BIYE SO 44
M5, HER BH % in ROM:
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abort () was called at PC 0x40007c69 on core 0
0x40007¢c69: ets_write_char in ROM

Backtrace: 0x40081656:0x3ffb4acO0 0x40085729:0x3ffb4ae0 0x4008a7ce:0x3ffb4b00._
—0x40007c69:0x3ffb4db70 0x40008148:0x3ffb4b90 0x400d51d7:0x3ffb4c20._
—0x400e31bc:0x3ffb4c50 0x40087bc5:0x3ffb4c80

0x40081656: panic_abort at /Users/espressif/esp-idf/components/esp_system/panic.
—c:452

0x40085729: esp_system_abort at /Users/espressif/esp-idf/components/esp_system/
—port/esp_system_chip.c:90

0x4008a7ce: abort at /Users/espressif/esp-idf/components/newlib/abort.c:38
0x40007¢c69: ets_write_char in ROM

0x40008148: ets_printf in ROM

0x400d51d7: app_main at /Users/espressif/esp-idf/examples/get-started/hello_world/
—main/hello_world_main.c:49

0x400e31bc: main_task at /Users/espressif/esp-idf/components/freertos/app_startup.
—c:208 (discriminator 13)

0x40087bc5: vPortTaskWrapper at /Users/espressif/esp-idf/components/freertos/
—FreeRTOS-Kernel/portable/xtensa/port.c:162

ROM ELF ({2 #ii4fs TDF_PATH fl ESP_ROM_ELF_DIR MEiAr iz A ahmEk . i@ MATh, v
PAIEIT R esp_idf_monitor HI8EHEN ROM ELF X {4:#4: python -m esp_idf_monitor
—--rom-elf-file [ROM ELF XMW %421,

2 PFIfREEAS B ESP_MONITOR_DECODE %k 0 5% 2 ¥ ] esp_idf_monitor [1¥45 & @iy & 47 15 3
python -m esp_idf_monitor —-disable—address-decoding 2% |- HihkfEiY.

HERE SO H bR )y BRAIEOL T, IDF ISR A H ARt i 3 DTR F1 RTS 3474k H 2h & (7
he EPj Ik IDF WML B 2h 52 60, WFEJR 1 IDF BEALES I EikIi -—no-reset, 4l idf.py

monitor —--no-reset,

ik ——no-reset WEIFE IDF Wi 048 %12 2 55 28 v 11 B 0] ASE B AR, 40 idf . py monitor
—-—no-reset —-p [PORT],

M GDBStub LLFi)Il GDB - GDBStub SZH5AEIaf T #EA T 1. GDBStb 7£ H i bizfT, Hfiladeh Hig
FE FAL M Ay 2. GDBStub SCRFIUNAFAIZE B A ERR IR an . BAREAT ITAG
P, (T GDBStub 5¢ 4xif i B AT 11 58 MO R, WO 2GR REELE (401 ITAG/USB Hi
e

i 1% B CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME , W] LAY H bRt & N 7E 5 1517 GDBStub, GDBStub
PHRFFAE JG G iatT, HPEM BT O KL ctrl+c SOV IR B (BE R P 0T) , Mk
GDBStub AL FEIFR A4

A, AT DA IS i B CONFIG_ESP_SYSTEM_PANIC )y GDBStub on panic JHEIE panic ZbFEAEA, fili
HAE KA crash HFHHZETT GDBStub, 24 crash & 2EH}, GDBStub Ffifiid s 11 i APk I F AT AR, &
7% GDBStub 1F7EiE1T .

Tt kik ctrl+C i W EIFRIA PR, IDF g < A 3hE3) GDB, Mk ] 7 A ik
KA. GDBIRHG, iid RTS B A H bR, GRS RTS SR 02k, H#E A8, T AT
KMo

#iE: IDF WALERAE IS 24740 M )3 A GDB:

xtensa-esp32s2-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"
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B on k B PALYE H idf.py monitor —-print-filter="xyz" J&2 3 IDF I fi 28, H o,
—-print-filter @ HHEMNSE. SEBONE NI ZFZR/H, TG A, S'Zﬁ@ﬂ% B AR

= ESP_IDF_MONITOR_PRINT_FILTER JHE e e -

%Z{ [R] i F PR3 725 & ESP_IDF_MONITOR_PRINT_FILTER fIZ%{ ——print-filter I}, #iddr
1M AW CLL 2% ——print-filter LSBT .

FHAAT AR E RS, T8 E <tag>:<log_level> kM, HH <tag> BIREFIFH,
dogiewl>%{N,E,w,I,D,v,*}%éﬁmTA¢?E:Tﬁﬁmﬂféﬂﬂ
BN, ——print_filter="tagl:W" HVLEHFTEI ESP_LOGW ("tagl", ...) FiGgEH, ®ES

TERAR H ST EH AR %, B ESP_LOGE ("tagl", ...). WZ4EE <log_level> mifii 14l
2 SHIEININ

ik gy, AIDAME R B HEAE R E A PR TE BRI . W] DA A IDF 03 e i R
G, HITHEH V%ﬁ?

WIS G SN, B~ B9, DAEARA S ik fe.

SN AR i e a7 e R T [ A T%%%m%ﬁmLﬂ%,m BAERFFURIT AT, 5
F%kﬂﬁﬁfﬁﬁ&%Aoﬁm~Aaﬂ@ o AT DRI A 0[] S 3 G 1 (e S A A
ERHISHRE ).

iy 32 LW 7151

o * AT ILEATATRAARSE . (H ——print_filter="*:T1 tagl:E" {THIX T tagl Hith<
iRl , XN tagl BN * BRI SEm

o BRI (%) ¥§f??F * V PR SR AE A 2 590 5 S AR S P AT R A 2 R R MR PE L I P25

o RN ORAH T HETh e, WAPH T print £ BFTENE . S T REGRIX — R, T
*:E Eﬁ%%ﬁﬂ@fﬁ%ﬁ%ﬂo

o FN "tagl:v", "tagl:v", "tagl:"., "tagl:*" fl "tagl" Z[d.

. fJAWl'J/"\;aEQl:W tagl:E" Z[HT "tagl:E", X/&H R JESE B E A A R 2 PRI bR 2 2 78 s el
Al— %5

o FN] "tagl:I tag2:wW" {UAE Info 40 B Ak BEARGUMNFTED tagl, 7E Warning P40 4% 5 55
FARGAATE tag2.
o MM "tagl:TI tag2:W tag3:N" fEA EAEFRT E—MN, X2H N tag3:NfEE tag3 AT
B

e tag3:NJEMN) "tagl:I tag2:W tag3:N *:V" FHEAEE X, XEHR FUWHEEEAE tag3:N,
tag3 ([F R ATREFTEI R T tagl Ml tag2 $5IR(E BT EIFERS & RN G n] (SR RGR) |
HBRINFT DT A

RO E RSB AT H SRR B AT AR SR I 17 LR BRATAY:

load:0x40078000,1len:13564
entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte
W (31) esp_image: image at 0x30000 has invalid SPI mode 255
E (39) boot: Factory app partition is not bootable
I (568) cpu_start: Pro cpu up.
I (569) heap_init: Initializing. RAM available for dynamic allocation:
I (603) cpu_start: Pro cpu start user code
D (309) light_driver: [light_init, 74]:status: 1, mode: 2
(T oUaRED)
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(£ L£50)

D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID..
<~>1
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="wifi esp_image:E light_driver:I" i Iifiicm i B irms:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="1light_driver:D esp_image:N boot:N cpu_start:N vis:N wifi:N

REAASTAlIY: L TR S

load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

M SCPF  esp-idf-monitor I CO &M 74T S M GUEATR .. BLE SCIF A B TAF 2P %t
JYIK CO AN . W AR RSB (AZ) MRFIRAFS: [ 1.\~ Al

B R, PRI A G, SR A A T R A R R . IR B2

o

TR

SCERE T B SO BRI AL FR N esp-idf-monitor.cfg. G, FE esp-idf-monitor BRI
IE &SRB T .

TSR H S RO I B C BSR4 i ] P R R AR e R IE L H s

e Linux: /home/<user>/.config/esp-idf-monitor/
e MacOS /Users/<user>/.config/esp-idf-monitor/
¢ Windows: c:\Users\<user>\AppData\Local\esp-idf-monitor\

DTS ARAGI 2 ME S, 2 digm A T H

¢ Linux: /home/<user>/
e MacOS /Users/<user>/
¢ Windows: c:\Users\<user>\

7F Windows H1, Tu\ﬁ}ﬂ HOME BY, USERPROFILE A B B F H%, Kk, Windows Bt & H R
E&%&? X LA

& W] DA | ESP_IDF_MONITOR_CFGFILE ¥f 5g 78 & N L & SC 48 @ — DA R B AL &, 6l an
ESP_IDF_MONITOR_CFGFILE = ~/custom_config.cfg. X —HBWEMNLLEE ST LR E
(AR RISy Wi

TSR A LA P B SO, esp-idf-monitor ﬁkﬁf’ﬂ&%ﬂ?ﬂﬁ@ﬂﬁi@ﬁ*&ﬂﬁﬁo AR AR
setup.cfg B tox.ini {4, esp-idf-monitor £ HIHIMIXLE P EGA B .

(CTvkc et I I VT D E b i
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I AFR ik ZINE
menu_key 5 IE] E SR A T
exit_key B A ]
chip_reset_key WA R
recompile_upload_key EX L S e F
recompile_upload_app_key (L eIt EAL Y AR A
toggle_output_key eSS Y
toggle_log_key Yl H E T 6E L
toggle_timestamp_key I3k b} 5] 8 s T
chip_reset_bootloader_key Kot hEE Y| Szt P
exit_menu_key MR AR s X
skip_menu_key PCET T 3 i 2 B o TR # T 3238 L ot False

Wk BCE SO SCPERESK, DA [esp-idf-monitor] ARKSIAABERORAN AR . IF
EIRLA “TECEAPR = IEE” BRI, A # 80 TR iR, Rz,

# esp-idf-monitor.cfg file to configure internal settings of esp-idf-monitor
[esp-idf-monitor]

menu_key = T

exit_key = ]

chip_reset_key = R
recompile_upload_key = F
recompile_upload_app_key = A
toggle_output_key = Y
toggle_log_key = L
toggle_timestamp_key = I
chip_reset_bootloader_key = P
exit_menu_key = X
skip_menu_key = False

IDF 5 #L25 CLan i) e
Windows 55 F B0 0] 8
o BT Windows il G RR M, A LUd kg S HA— LUk ik B CVA7E GDB i {fif] .

o MHARTEOLT, idf.py iR, WRESAE IDF Intas = Z Al s 30 7.
* GDB a7, WHESERE—BUNE], SAJ54 7155 GDBSwb JE4Til5 -

Linux fil macOS “E& 1 H G i b ifi: B v

VEAIRZPEDER IR T PRI IR, SE Il ad AR .

WIS AT ESP32-S2 ¢ 1 ESP-IDF YA {A 5Pk,

c F— R ES

o % =% FRIXESP-IDF

e £=%: KEITA

« Fuad: RERELE

e $ A Y FI41EA ESP-IDF &

S5t BeEdy y T/E ESP32-S2 i filiJi] ESP-IDF, SRR SERE RS2 — LRt nTAZH DA
SR, 223 Linux #1 macOS ()24 A T2 M- .
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Linux J{| /" %% ESP-IDF 2 DA N . iRIEMH B9 Linux ZATHUAS, BEFRGE I ZR M4
e Ubuntu A1 Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

HHIM58R SRF CentOS 7, {HN T BAFH I FHARLS, B CentOS 8.
e Arch:

sudo pacman -S --needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

i

* filiJ] ESP-IDF 752 CMake 3.16 s LA A . B2 Linux BATHATRERR 2T A B ARG,
SICTT 3 backports £E , o2 emaked” HOfb (L (AR emake”) .
WU LS ST R, WS I RS IR, RIS

macOS Ji{|)"  ESP-IDF ¥{# ] macOS _[BRi\ 2% Python Jii s,

o % CMake Fll Ninja 41 T H.:
- #7 HomeBrew, 1]PAiZfT:

’brew install cmake ninja dfu-util

— #4 MacPorts, A PAiafT:

’sudo port install cmake ninja dfu-util

- HVA EEIRE, W17 1H) CMake #l Ninja 3257, #0147 ¢ macOS -5 1 R 8025 7 .
o WRZNEW A B 4E B ccache ASRAR TR PR B i M . W14 HomeBrew, Wi it MacPorts | brew
install ccache 5{ sudo port install ccache SEW L,

Friks WA BT R @ E DA B

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

WA 75225 XCode 4T TH, WizfT xcode—select ——install A& T24¢.

Apple M1 i+ AR E2 Apple M1 R 51 HAFIUTH H R

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is.
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

i p

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2—
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

BTN 4, 4% Apple Rosetta 2:
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/usr/sbin/softwareupdate --install-rosetta -—agree-to-license

‘273 Python 3 Catalina 10.15 J A1 W] AR AHER ] Python 2.7 HiUAS, FEAR KA macOS HiiAH A
BN E Python 2.7, AT RATR iy 4645 24 Wil I Python it As:

’python ——version ‘

WERE SR 2 Python 2.7.17, WAKRERIAMENTEZ Python 2.7, X INFFEIZAT AT iy KA i fisi |
RO 4% % Python 3:

’pythonS —--version ‘

WERIEAT LRy A BRI LN %A %3¢ Python 3.
T AR DA T 2 PR 2% Python 3:
o {#if HomeBrew 47235 (1) 5 ¥ 01 :
’brew install python3 ‘
* fifi i MacPorts #1723 /) 7 R :

’sudo port install python38 ‘

S5 JKHL ESP-IDF £ 4% ESP32-S2 Mz b IR 2 B, 5 S 3R BUR ZEH LAY 4K (4F 2 SC 4 ESP-IDF
I,

PEHL ESP-IDF [y Al A< - $TTF2 U3 SE4A7 ESP-IDF () TAEH %, (il git clone fird-Jikk
TR PR FFXERIAEE RGN B, WL F 3.

FTHLZ, SBF7A R s

mkdir -p ~/esp

cd ~/esp
git clone -b v5.2.3 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF ¥ ~N# % ~/esp/esp-idf,
T HIHEESP-IDF yg A 2, #5% ESP-IDF A [a] fiUAs iy B A48 H 3 5%

S5 WL ML BT ESP-IDF ALy, 30520 S0 ESP32-S2 iy H 2% ESP-IDF i fj 45 Fh T A
bodnghids . ild% . Python 3.

cd ~/esp/esp-idf
./install.sh esp32s2

8¢ {# fJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32s2

ik AU BSP32-S2 L e T A . WERFENZ A HIRL R IFAIH , WA PA— R R E 2 A H
b, AR R

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

8¢ {#i i Fish shell:
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cd ~/esp/esp-idf
./install.fish esp32,esp32s2

USRS B R N T SRR H AL 23 TR, DA TR din s

cd ~/esp/esp-idf
./install.sh all

B¢ {# fJ Fish shell:

cd ~/esp/esp-idf
./install.fish all

Flls X macOS I/, WNE ESAEATAE BB B AR 4

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—to get local issuer certificate (_ssl.c:xxx)

T iE4THLIN Python (e ) Install Certificates.command ZE3EFEY. TMEZ(EE, 5%
%% BSP-IDF 2L BRAY T #4851

PEITIARE) S ESP-IDF T A2 T 8 Github R ARRAS Rty —28 TR, W2R95 1 Github £
NN, PTLABLE IR, AL e Espressif ()T 2k 5 452E4T Github BT 2.

ik ZBCE P Github ZATMCAH R A TR, B A S ST MAEA Git €4 ) URL.

T TR See it Espressif MR S5 4%, WEI21T install. sh WML a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

s HEREE N P E N R R BRI, AR R B

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.cn/github_assets"
./install.sh

o 23801 ARSI A0 A4S ESP-IDF Frs i 4 ie T H BN ZSEE R PR E sk, Bl
Linux ZGH ) SHOME/ .espressif Hik. A DARESEEN TH 25 HALH v, (HiE1EB 7L A
B, EHXENEA§ IDF_TOOLS_PATH. ¥R, WM PIKS CAHS TG ZANBIR .

WMFEEIL T IDF_TOOLS_PATH A8 &, WF LA BAE IR PUTEE A (install.bat, install.
psl B install.sh) FISHMAE (export.bat. export.psl B export.sh) HHEFF—L.

SEPUAL: BEVLIABERE  BUIE, WIWIZE R T H B ORI I A PATH BRs5Ae &, oyl “a@ s n”
AT R b, DR E— SR & . X Al PAE i ESP-IDF $2 {1t o5 — A A I T I

—

TE 2217 BESP-IDF By 3% s TPA T s

. SHOME/esp/esp-idf/export.sh

XIT* fish shell ({X3CHF fish 3.0.0 KA BRUA), THIZFT7PA T4
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. SHOME/esp/esp—-idf/export.fish

R, IR SR [ A —A 2% !
MR FELH 1217 ESP-IDF, 1 DUANIAT export . sh Q@—Ml4%, BASIRAT
1. BHIFERENELLF 2% shell BEE 04 (.profile, .bashrc, .zprofile %)

alias get_idf='. $SHOME/esp/esp-idf/export.sh'

2. W EREARNE O8184T source [path to profilel, Ul source ~/.bashrc FRIHHE
Ao

BUE R DAEATA 3 B 11 Pz 4T get _idf R EsHT ESP-IDF PRk,

AEBUHAENF export . sh IRINE] shell FYFCESCIF . XA S S EHERA 2 b 235 ARG IDF FEHER
858 (AT B ESP-IDF (Y &if) . X B3 1O HESERSENI F Y, BT ESE Wi AR B

S50b: JFUGTEN] ESP-IDF WY BIEIRE 2 H 4% 1 (1] ESP-IDF WA 260, 3% N R G H k26
—A IR

AFGEHRF TR T ESP-IDF, (R {66 ] ESP32-S2 BIEEH— T4, A, besgminizi
k.

Frik: AR AR 2 ESP-IDF, 352 M PRI, SR A v i 9 00 Ay A

JFhGENEE TR BUAE, FTRAMERS T & ESP32-S2 [ [ #E)¥ T AILAM ESP-IDF Ht examples H 5& [
get-started/hello_world TFEIF14.

M %: ESP-IDF %1% R4 A S0 ESP-IDF B4R TARHAR iy 254

Ff get-started/hello_world TR | AR ~/esp HE T :

cd ~/esp
cp —-r SIDF_PATH/examples/get-started/hello_world .

#rili: ESP-IDF 1 examples H % N A —RFIRGI TS, 7TRAHR IR _EidJ7 iR HlIF1247 H b BT 7= 6,
(IR E 2 1E N1 i =

Gt BUE, R ESP32-S2 JFAARIERE] PC, HAFTFAMMMHE 1.
WHG, A B RG T B4 A BT A

o Linux &% VA /dev/tty F3k
e macOS 8 &%:: VA /dev/cu. FFk

A RUTER B ORI ENFER, WG ESP32-S2 4l % v ik ik,

ik LR N4, PAEIRZE .

Bl ¥ TR 5 #F A hello_world H3g, & # ESP32-S2 WHMW f, ARG fr LAEEE TH

menuconfig,
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cd ~/esp/hello_world
idf.py set-target esp32s2
idf.py menuconfig

TIPS TR G, W E el idf.py set-target esp32s2 ¥ “HAR" ihfr. ¥R, HBRIER
HRITFPIARIH 2 B aiF A E (W ). WeT B “HER BlE NI AR (ST Bkt iz
). WEEE, WILAIFRARS K ¢ ser-target,

IR (wus IS R NI N

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type ---=>
Application manager ---=
Bootloader config ---=
Security features ---=>
Partition Table --->
Compiler options ---=
Component config ---=
Compatibility options ---=

[S] Save

[/] Jump to symbol
[A] Toggle show-all mode
[Q] Quit (prompts for save) [D] S: (advanced)

K17 TR E— 6 1

A LA I MR B E I H AR R, g WisF MR A FR . R ML PR EESF . hello_world /R
BT H 2 CABGARCELZA T, PsX —H A, Al ABk ] menuconfig #EATIH FLEX— K.

ks Zoantd O R RS RET T AR 5 EEIRIE . AT PAE AT ——style RMUESNR. BT
idf.py menuconfig --help %, FEEZER.,

AR B SCRRIOTT AR, PT RAIE AR SCRE (BSP) SR IIIT Koo EZARE., WA=

Pl G A INACE  ANFS AT USB Besk ESP32-S2, 145 & i th il & Wk USB. X1 ESP32-S2, L
INEFE ) & i il 3E ) UART,
1. AifEi%Yi Channel for console output.
Component config>ESP System Settings>Channel for console output
2. FFERIAZE UART Bk :
USB CDC
3. AR E, IBH menuconfig R,

Gk LR EMEHPAT A, SkeR TR

idf.py build

BT VA A4 T AG B R PP BT AT ESP-IDF 410, B3 42 s | M EAREFF . 70 IRERAN N R — ik
il St
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$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —VNEH, S5 UR R B bin S0P

BORFIVERT W TA TR a2, RERINIAR 8 — 2R SCiFbessk 2 ESP32-S2 T AR -

idf.py -p PORT flash

154 PORT #i4fi >l ESP32-S2 JF &Ml E: 4 FR. I PORT R4 @ X, idf-py ¥R a0 H
B
WA idf.py ZE0TER , 15 Widfpy.

Frik: 2)ik flash IO H BB TR, HILER 21T idf . py build.

HAEBSRA R IB R A, HE% T IOPR HASRR” . WA PARIFE b T a 3R 25 ESP32-S2 43¢
o4 RBCEZ A5 B -

W FEbERARE T, KB PSS T H &

esptool.py —-chip esp32s2 -p /dev/ttyUSBO -b 460800 --before=default_reset --
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m --flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
<+0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-S2

Features: WiFi

Crystal is 40MHz

MAC: 18:fe:34:72:50:e3

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Q)
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Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 3851.6.
—kbit/s)

Hash of data verified.

Compressed 22592 bytes to 13483...

Writing at 0x00001000... (100 %)

Wrote 22592 bytes (13483 compressed) at 0x00001000 in 0.3 seconds (effective 595.1.
—kbit/s) ...

Hash of data verified.

Compressed 140048 bytes to 70298.
Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000.. (100 %)

Wrote 140048 bytes (70298 compressed) at 0x00010000 in 1.7 seconds (effective 662.
5 kbit/s)
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

WER—YIEA], FesgTenla, HFRMFREAL, W HFRT "hello_world” FF 451517 .
ARF B ] Eclipse 5{/2 VS Code IDE, [fjdf idf.py, &% Eclipse Plugin, DA} VSCode Extension,

WP s FTRAE ] idf.py —p PORT monitor x4, MM “hello_world” TAEMEFTIEN. HE,
T%»ulﬂ*ﬁr PORT F: 4k H AU H T4 K

W Ja, IDF B W R E 8

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

—-—— idf_monitor on <PORT> 115200 —--—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

By, SR LATE S S HEMSW H S22 )G, FEFTHIN “Hello world!” 77,

Hello world!

Restarting in 10 seconds...

This is esp32s2 chip with 1 CPU core(s), WiFi, silicon revision 0, 2 MB..
—external flash
Minimum free heap size: 253900 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

6 Pekide ctri+], WiBH ESP-IDF J1lge,

ik WATPLEATPA N S, —IRPERATIOEE . Bl it e -

idf.py —-p PORT flash monitor
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LAk,

* WHIAEIDF 53, T A 2 8] ESP-IDF Wil g i) PREE ST A ie 1 .
* iHifLidfpy, HEEZ idf.py frHIEI,

ek ESP32-S2 (R A 142!
BUTE, TIDASRA LIl examples, SR ELEEIT A B E IR RRFE

B —SORGIRTF A SR ESP32-S2, [H2h ESP32-S2 AL &5 BT i i -

TR PERBIRE P HTE & B README U4 Supported Targets g, WHEFA& 4124 ESP32-S2, 1§
EARIEAEXANFoH8 , IR BN ESP32-S2 S Hk AN BT .

el s

BURR )5 ] B 28 Linux fiUAS 7] ESP32-S2 FEsg [ {1 i, FIRE< i BL2RA Could not open port
<PORT>: Permission denied: '<PORT>'45iR{HHE . BLES W] PAFE Linux ¥ PS8 R dialout #8 3%,
uucp 78 SEMREPIE R

He %1%y Python Jii A ESP-IDF > 4F Python 3.8 [ DA b JiUAS, S TG 45 58 50 21 58 FRUAS AT B8 55
Python, 7] FEM sources %735 55 i Python, B {#i fj Python & ¥ £ St Ul pyenv XA HEAT TR 45

LT RPSAL WTRA RS (BSP), HIIAETT At BRI Ko AT ER AL R, #
] PASE ISR E T A AR BRI HR AL -

— BRI, BSP SRR A BT RECRALE. R 1A ORI (LI RESN, BSP iR P UNML R . (2
TR E ARG A S ST R IR B R T o

BSP ills IDF #0415 22 35 %A, ATDARI{E IDF 4Lk 2T T2k
UL B il 1 iR ESP32-S2-Kaluga-Kit BSP 5 H i :

idf.py add-dependency esp32_s2_kaluga_kit

A KA BSP (7B, i HIEE BSP /R il SCIF

#Px flash  ESP-IDF SZHEHEESR flash, 15217 PA N Ands, #EFR#EA flash:

idf.py -p PORT erase-flash

EATAETT ZAERRIN) OTA ¥l , izfrA N

idf.py -p PORT erase-otadata

PRk flash 72— Banf ], FEHEBRGAAR S, W WOIT BRI ER

HEC: dET ESP-IDF  JRFESANMHE B4 ) ESP-IDF, 25 bug iR (LRI DIRE. 751EE, ESP-IDF
A AR FNVCE AR A A B SRR . SRR IBRIN S, AR I SE B, P nl ke 0 H T
Y E5op i) ESP-IDF A . 822 T SCRpIRN(E R, B % ESP-IDF i Ak

B, (EGTI, LR AT . B AT e AR A esp-idf IR, IR
W% = I ESP-IDF RIIHR, BRI i

TR R R AR RS, By SE HiI A &3 ESP-IDF BTG . EARE BT RS ARYE G A
ESP-IDF i AA ff A [ .
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R, WG, WERBTLEMA, PABF R ESP-IDF i LEWATE#H. BAiEsE % =
Yk E I,

—HEHEG TR, WS ARIRE, BRRE2E5 5wy RARRLs.

LIPS R =]
o 5 ESP32-S2 4l d oikix
* Eclipse Plugin
¢ VSCode Extension
* IDF W53

1.4 GaEsy—A TR

QR &5ty ESP-IDF,  H A i S T K35 (IDE), 1ETEar 3R T, #MAE Windows F FF44
£)3E 42 80 & Linux o macOS ¥ Fr454) 3 T42 it — TR,

1.5 {## ESP-IDF

W5 HI#k ESP-IDF, %% #73% ESP-IDF .
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APl %%

2.1 API Zyg

ARIANERT ESP-IDF W IR 4tk 1 (APD) i TR 24058 RIS
ESP-IDF {21t 1 L e 11 -

o {F ESP-IDF ZH{Fmy 2 3k Se - A B C eRigl. gMiR . Mos. K800 UITRALIES 2. et
F API SR T X SepR . S5 R FIZEal,

o GHIFRGRE. i AR, 51 S M ESP-IDF CMake #) 3% % %% API,

* Kconfig W, W] T K diik R G CH (CMakeLists. txt).

o T A NHGMTEH.

ESP-IDF th ZANMAMF4LAL, A48 % 17 ESP it 9w 5 ARG s 88 = e (RIS = 4iik) » W1
FLSes =J5)%, ESP-IDF $24E4 AL 28R 11, DARRIALXTEE =7 ERO AT, B3 L5 ESP-IDF H
MINBEMI M E . FLEN T, B2 AR E IR Z EN R4 APL,

PAT A4 7553 ESP-IDF APT K HAS HIAYAH S 2«

2.1.1  HEAAbEE

Z % ESP-IDF API 21k [l thesp_err_t KA E LY HIRMAI . A XML ELFER, SR
432 {53 . A % ESP-IDF AU FR ARSI, S FlER R 5%

2.1.2 ECEEGHIE

B ORI HIRE T 5 Rk ESP-IDF URRARA N, 3 LR W) i LB B A5 M A

% ¥ ESP-IDF (4 i Ak Bie B F1 22 R GAHES DA « . ._init (). ..._config() Ml ..._install()
W) HFRE -G A BRI FEEEA S 8. Bl

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"

Q)
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esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

IR BRI X AFRER I RCE S AR HE ST, DR B IeAi A iR R 224 h o
I R FP I I AL S R B B, DA R s B

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;
/r R FHR .arg 1 .name KAWL */
esp_timer_create (&émy_timer_args, &my_timer);

Jo2 i BSP-IDF SR €99 ) Fisk B L2 RSEMEG MBI 1L, AT DARIR0 2 B AR,
SRR T B

const esp_timer_create_args_t my_timer_args
.callback = &my_timer_callback,
/* E#, FH .arg f .name B HHBL AT */

{

bi

C+ 155 IR ORI E W IR LA TETS , (AR R LA AUEIE PSR GUT « e C++ fURS (/1] ESP-IDF API
I, ATRAZS A DA R AR

/* IE# : .dispatch_method., .name D\ X .skip unhandled_events AW K4 FE */
const esp_timer_create_args_t my_timer_args {
.callback = &my_timer_callback,

.arg = &my_arg,
bi
///* 4% % esp_timer create args_t W, .arg % .callback ZJg B ¥ */
//const esp_timer create_args_t my_timer_args = {
// .arg = &my_arg,
// .callback = &my_timer_callback,

ey

TR EVIRNAREZ L, WS A8 s e s . TR, C++20 ZHIH C++ 5 A2 24 Hi ESP-IDF
FIERARRAS . AN SIS BRI Es . IR A C++20 2 BTM C++ FRUEAFACHD, WI A E) GCC # @2k
JEPA T

esp_timer_create_args_t my_timer_args = {};
/AT EMBNHAE
my_timer_args.callback = &my_timer_callback;
RN LS

ESP-IDF Jy 30 s g B 7 1 R W BUA (R 2

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_ DEFAULT_ CONFIG.

ST RE—NEEHWENE. WA, FTAFRACREANRNE, BXFEHE: ~/
config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

HFE RCE S AR AL T BRARIIR AR, S B IR AR 2 -
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2.1.3 A7 API

1t ESP-IDF KL & i APL (LR T/ ESP-IDF YA R, A SERpfE Iy AR P P . ik
RSN AR TR private B esp_private. FEBAIfE (Hlhal) WL SHA APL

FLA APT n] BEFE U ELBURN T HUAS Z (8] PAAS SR T 2R B i B e

2.1.4 i H Lk

ESP-IDF R i it 7 — F 5173 ESP-IDF AP 75 sXAY T AR . sl e re 2 1 Bl P s 5 AR [ Y
B, R BIRg R ALPE b SCT — S A ) TR . X 28 4164 4% common_components H 5%
WL PR B4 B 0, B A1 ANET ESP-IDF APL HYTERE -

ANEWAE H & I H H il i EXTRA_COMPONENT_DIRS %k RS04 i BLA% 5 | X Be 41, FMAEARIAF)
ESP-IDF fiiAsHt, PFA] BEAAAE & A0k . BT ESP-IDF /RGBT 630 H B, 35 K500 5 B H T i 2
LA {4 ESP-IDF H&g il ok, IR0 A LT H 10— . TR, A LAERESIRBIE SN,
AIREA TR = N AR s T A AR A0 PR . ZEM BT, 75 B e Ag I I R0 3E T T as .

2.1.5 API faett:

ESP-IDF {1 i SURCARIE | PEINISS R A 22,

ESP-IDF R B RA FIAE IR 1B S RAS & PRAUE S AR RAS AR A E . AR 25 T R 1 3R A PR A ) 75 T A
FIR 1

DARHS GO e 75 1k

ESP-IDF {1t ESP-IDF A1{F{1 A SCPE Y C s %I, iR Moz 2R3 SOMTIALBE 75 Y I
PRSGRIAAE - PEACHS S A B AR TR B BB AT A E BT AR Y ESP-IDF _E 87 435

PATNAE AR 2 8] 4 S RN RS G A b -

* fliJ] deprecated JEMIEFRE. MNP #warning I SCIF. EFFRECTE ESP-IDF
FATUEIT ) o SRR A G DAGE e i 37 1) e RS SR PR T R B S - ESP-IDF )
TERUASRF R 63 I 7 1) eR BORI S«

o marAALE, RS IEACHAISL SO, (B ORI R G FT DASRE IEA 1 SCF

» Hfiy$; Keonfig JE11. Kconfig ALY ) /& Fe 514 BRI HIFEFAE sdkconfig U, CMake SCIFA
PRACHS AT AR AT DABE S 46 Y Keonfig TEI5 44 7% o

e /b e Pk

ESP-IDF JCyERf IR (B — B3R XM, QiR 54~ ESP-IDF JRASKI & T — A Tdmis e
TE T —/MRESAS R R A, TCEFRIZ R AR R 5 0217, DA B enT PAPRERIR A RS 20 1 3 25
P, AEAEIE B SR A

o TP C MR R IEE

o INIUHTBY LSRR R R B USRI . 2 T B T ERIE AR, ES B E 4k,

o HEBAHMFZZW) static inline pREFH extern BE, RZ MK,

o HZEAH) C BB BT R 72

FAUA I 15 0L

RAEFATEC T4 ESP-IDF AT, (HUZfERERAZ 7], ESP-IDF HyJLLEER > AT RES A GRZE . 40
ARET FHNEI RSN E TR, WOl AT Ak it

o FA API,

o 5B 2B,
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o AHAfHRIC N beta”, “preview” Y experimental” HIHfE .

o WML A S RN, s PAE LA T MR A L A ERA T I .

o MARBITHIIRITIRE. Blan, WERFEA RS EM AT , W sEs MR e R H
a4 B R . XA T E D BEIC A BT BE AR AT BE -

o RBAFRICSRIE AN SR & AT AT BB B R B o, ansh S HGE Rk .

o TESEHELE TP Keonfig eI .

o IS H WA E AR

2.2 WHDZEPMY

221 ASIO 5

ASIO 22— NS4 C++ &, 20 https://think-async.com/Asio/, ‘BRI C++ Bt T—4—3%
) 2P
ASTO #1{4:H ESP-IDF HiAs v5.0 A5 5] 1 B ) €3 P -

 GitHub ASIO ZH 4

iaf7 idf.py add-dependency espressif/asio ¥ ASIO A INMBIRAGIH H1.

SCH

T E) DA B3 A A 56 SRy -
« ASIO 34 (English)

2.2.2 ESP-Modbus

'R 2] ESP-Modbus J% (esp-modbus) 37 75T RS485. Wi-Fi FlPAK K2 11 Modbus {5 . H ESP-IDF
v5.0 IRASDASE, H{4E: freemodbus O A% 33 B B D O e

* GitHub _|[#*) ESP-Modbus £H{:

TR SO

AHR SO 2 ) -
o ESP-Modbus 04

W B

PATR 7R BI193 51743 7 ESP-Modbus JE ) HR4 T3 11 . TCP i 1 Y AAILAT EALSE B

e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
e protocols/modbus/tcp/mb_tcp_slave
* protocols/modbus/tcp/mb_tcp_master

T E 2 A AR Fl#Y README . md
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hiXs%

» Modbus 21 575 1MYLE 27 The Modbus Organization,

223 ESP-MQTT

HEid

ESP-MQTT /& MQTT il % F i i S 88, MQTT & —Fh 3T & A/AT B i 52 8 90H B M thill.
ESP-MQTT 4 374 MQTT v5.0.

o T HEH T TCP 1 MQTT. %:TF Mbed TLS 11 SSL. 3T WebSocket (1] MQTT DA & 3T WebSocket
Secure [} MQTT
e Jlik URI fijfb i B e
o B (—AN T A 24K )
. éi‘?riTgifb?‘ KA. NIE. SIETHE . PRRRERELERMLEIPA K 3 ARG (QoS) A (R4 TRE
iy

SN ]

« protocols/mqtt/tcp: F:TF TCP ) MQTT, ERiAs 0 1883

protocols/mqtt/ssl: F:F TLS # MQTT, ZRiAu 1 8883

protocols/mqtt/ssl_ds: J&F TLS ) MQTT, i FI%F5 4 SMEEAT S0 B0 E, RN 11 8883
protocols/mqtt/ssl_mutual_auth: X TLS ) MQTT, BT B 4r580F, BRiAss 1 8883
protocols/mqtt/ssl_psk: £tF TLS () MQTT, (i J Bt 28 50T ik, BRIA SR 11 8883
protocols/mqtt/ws: J:T WebSocket ) MQTT, ERiAif 1 80

protocols/mqtt/wss: T WebSocket Secure [i{) MQTT, ZRi\ i 443

protocols/mqtt5: {# Jf] ESP-MQTT JFE %82 MQTT v5.0 iR 55 #5

MQTT ji & Fif%

W fHesp_mgtt_client_publish 8{HIEMH EE esp_mgtt_client_enqueue, HJ PAGIEHHY
MQTT JH 5 .

QoS 0 FVE ERF H ik —IR, QoS 1 1 2 HA AT, AN FEZHRATH M K T8 iz 72 .
ESP-MQTT [ /i A B WAL M A HIA R0 QoS 1 fl 2 AfiHE, Al ERERTHEE E XK,
4k MQTT B 75 %5k {0 7E 5 35 #% 4% H Clean Session 47 25 ¥ B 20 0 W5 37 £ & (41 %t BL47 4,

¥fdisable_clean_sessioni% B K true),

NHETR HWEALM QoS 1 A1 2 B2k THEBVAR A, B4 Hesp_mgtt_client_publish
W) 2 57 BP 347 5 — R A% B 22 k. RN IE B 0 E L K fEmessage_retransmit_timeout Z
J5 317, FECONFIG_MQTT _OUTBOX_EXPIRED_TIMEOUT_MS 2 J5, HE & M M. Wik
E CONFIG_MQTT_REPORT _DELETED_MESSAGES, W4 % 3% 3543068 50 72

Fic ¥

Wit Fesp_mgtt_client_config t 4SRN T BORIEATRCE . BCEATHAE S AT T4IE,
T HCER i 2 A

e esp_mqtt_client_config_ t::broker_t - fRiFikE bR 24051 .
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e esp_mqtt_client_config t::credentials_t - T B IERNE i
e esp_mqtt_client_config t::session_t - MQTT &%+ XAECE .

e esp_mqtt_client_config_ t::network_t - P XECHE .

* esp_mqtt_client_confiqg t::task_t - fVFHECE FreeRTOS /1% .

* esp_mqtt_client_config_ t::buffer_t - & A& HBIZ M XK/,

TOCHTEANZR A

M55 25

Huhl i3 address &tk uri FE{F hostname, transport DA fport G, AIPAEE RS
Al WA AR B path, ZFBOM WebSocket HE4ET F IEHEA M .

i uri FEHIFEA N scheme: //hostname:port /path,

o Wi mgtt, mgtts. ws fll wss L
* BT TCP 1) MQTT 74 :
— mgtt://mgtt.eclipseprojects.io: 3T TCP ) MQTT, 2RiAdIT 1883
- mgtt://mgtt.eclipseprojects.io:1884: T TCP i) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Kt F TCP 1
MQTT, 11 1884, A5 Hl P4 FIEE T
o HTF SSL ) MQTT /- :
- mgtts://mgtt.eclipseprojects.io: T SSL 1) MQTT, Il 8883
- mgtts://mgtt.eclipseprojects.io:8884: KT SSL [ MQTT, ¥lT 8884
o LT WebSocket 1) MQTT /= :
- ws://mgtt.eclipseprojects.io:80/mgtt
o ELF WebSocket Secure [1) MQTT 713 :
— wss://mgtt.eclipseprojects.i0:443/mgtt
o IfATACE

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler, .
—client);
esp_mgtt_client_start (client);

%if: O OU T, MQTT %) i S S PR PR 2R S A 6 MQTT i (SE#:. SilF. 2%
EIR

WEUE B UEAR 95 A% S0y, X TN TLS M gk, vl Everification A, IR55 A% UL
AR E N PEM 5 DER A%3(, U255 HE DER 4%, W EHF M certificate_len FBt, BN
fEcertificate TR AAETHFE M PEM MU T 4T H

o MRS ZSFRBLIE TS, fliN: mgtt.eclipseprojects.io

openssl s_client -showcerts -connect mgtt.eclipseprojects.i0:8883 < /dev/
—null \
2> /dev/null | openssl x509 -outform PEM > mgtt_eclipse_org.pem

o KEEE /RN T RRF: protocols/mqtt/ssl

o FCE:
const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.i0:8883",
(FTi4k%:)
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(£ L£50)

.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,
}I
bi

TIEHAN P B IEANE S, IWERAPI 5% LARTLS IR 2550k .

HPutee  credentials ?&‘T@é‘ﬁfﬁgi‘:f”ﬁ?éﬁi‘}%

» username: Jg[n)H T RS 48 H F A F8E:, @ URL &
e client_id: F{MZ g ID 354, BRiAH ESP32_%CHIPIDS, H scHIPIDS 2 5k
MAC Hubk e f5 3 A~y

NIE ATPAl S aut hentication FRIEINIESEL. &) KR A R AIET 3K

e password: {ii[fJ75HY

e - certificate fllkey: #fTXL|A] TLS H{7569F, PEM B DER A&z 7]
* use_secure_element: {§if] ESP32-WROOM-32SE W44 T0E

* ds_data: ffi iR RFR AT EL ML

Zilhi i session FE#H T MQTT & ifAH AL E

RIS (UWT) 3 B Last_wi 11 ZHRIIA 7B, MQTT £e— % Pk BN TF HE Bt
3o AL T P

topic: Hifn) LWT JH E T 15T

msg: f51a LWT R4

msg_len: LWTJHEHIKEE, msg AUAZS FATL RN 2047 B
gos: LWT i B fIR55 it

retain: % LWT JH R ERE

10 H fe ¥ 2 sap 82 ¥ MQTT 3 iF idf.py menuconfig, W] PAJE Component config >
ESP-MQTT Configuration H$%| MQTT 4% .

AHKBEEAT
 CONFIG_MQTT_PROTOCOL_311: JaJi MQTT $pi¥ 3.1.1 Jii7A
« CONFIG_MQTT_TRANSPORT_SSL #ICONFIG_MQTT_TRANSPORT_WEBSOCKET : J2 Fi##:E MQTT f&

#)=, #il4n SSL. WEBSOCKET #1 WEBSOCKET_SECURE
o CONFIG_MQTT_CUSTOM_OUTBOX : %% mqtt_outbox BRIASZHL, [H I AT DASRAHLAS o Se Pt

Pif

MQTT % T e 2 S i DA F o4

* MQTT_EVENT_BEFORE_CONNECT: % i Wi BRI 2 R 5545 -

e MQTT_EVENT_CONNECTED: &t I iERE 2RS4 . & i B A I & Bl

e MOTT_EVENT_DISCONNECTED: T IJCiAEEIE S ALdE, FlanFE MRS EsoEMH, & ime
bR .

* MQTT_EVENT_SUBSCRIBED: [R45#8 CHIAR F il B oK SRR 6 517 FE B niE B
ID.

e MQTT_EVENT_UNSUBSCRIBED: HR4#fCLHfIAZ FumiiBIT K. SRR &R 1T B H
A 1D,

e MOTT_EVENT_PUBLISHED: ARZ5#8 AR Fimi A IEE . JHERHERXT QoS 45| 1 F1 2 &
i, PFNZON 0 AN RN . SRR & R A BT %\ D,
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e MOTT_EVENT_DATA: &g B AMIHE . FEPR0S: HE ID. KM iHE I E 84K,
WCE R Ect S LK . X T8 IR v K& s, 15 &£~ MOTT_EVENT_DATA, I B Hi=H
H¥EE current_data_offset fltotal_data_len VAFREEWE ALY E. .

* MOQTT_EVENT_ERROR: % Pl F|45i%. M HF - Edierror_handle FE Y error_type,
AIPAK IR R AR BB YE error_handle Z5F{RMFLEEER 73 29I 5T

API 5%

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h
* This header file can be included with:

’ #include "mgtt_client.h" ‘

¢ This header file is a part of the API provided by the mgt t component. To declare that your component depends
on mgtt, add the following to your CMakeL.ists.txt:

’REQUIRES mgtt ‘

or

’PRIV_REQUIRES mgtt ‘

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -- MOTT configuration structure

&Ml mgqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MQTT connection URI. This API is usually used to overrides the URI configured in esp_mqtt_client_init.
S8
e client -- MQTT client handle
* uri --
& [n] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgrtt_client_handle_t client)
Starts MOTT client with already created client handle.
Z¥ client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mgtt_client_reconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
%4 client -- MOTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
%4 client -- MOTT client handle
iz [a] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.
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* Notes:
e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state

int esp_mgtt_client_subscribe_single (esp_mgqtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

 Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQOTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

B8
e client -- MOTT client handle
* topic -- topic filter to subscribe
* gos -- Max qos level of the subscription
R[] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

intesp_mgtt_client_subscribe_multiple (esp_mgqtt_client_handle_t client, const esp_mqtt_topic_t
*topic_list, int size)

Subscribe the client to a list of defined topics with defined qos.
Notes:

* Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(APl is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

SH
e client -- MQTT client handle
* topic_list -- List of topics to subscribe
* size -- size of topic_list
R [1] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)

Unsubscribe the client from defined topic.
Notes:

¢ Client must be connected to send unsubscribe message
* It is thread safe, please refer to esp_mgtt_client_subscribe_single for details

SH
e client -- MOTT client handle
* topic--
& In] message_id of the subscribe message on success -1 on failure

intesp_mgtt_client_publish (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain)
Client to send a publish message to the broker.
Notes:

» This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)
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* Client doesn’t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

* It is thread safe, please refer to esp_mgtt_client_subscribe for details

SH
e client -- MQTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
& [a] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure, -2 in case of full outbox.

int esp_mgtt_client_enqueue (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mgqtt_client_publish() which sends the pub-
lish message immediately in the user task’s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

SH
e client -- MQOTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
* store -- if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are en-
queued
R IH] message_id if queued successfully, -1 on failure, -2 in case of full outbox.

esp_err_t esp_mqtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.
Notes:
e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mqtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on "before_connect” event.
Notes:

¢ When calling this function make sure to have all the intendend configurations set, otherwise default values
are set.

BH
e client -- MQTT client handle
* config -- MQOTT configuration structure
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success
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esp_err_t esp_mqgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.

S8
e client -- MQTT client handle
* event -- event type
e event_handler -- handler callback
* event_handler_arg -- handlers context

jzn] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-

tion ESP_OK on success

esp_err_t esp_mgtt_client_unregister_event (esp_mgqtt_client_handle_t client, esp_mqtt_event _id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
S8
* client -- mqtt client handle
* event -- event ID
* event_handler -- handler to unregister
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ ARG on invalid event ID
ESP_OK on success
int esp_mgtt_client_get_outbox_size (esp_mgqtt_client_handle_t client)
Get outbox size.
%4 client -- MOTT client handle
1R [1] outbox size 0 on wrong initialization
esp_err_t esp_mqgtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mgqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
S8
* client -- MQTT client handle
* event -- MQTT event handle structure

&[] ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mgtt_error_codes

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t 1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component
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intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification

esp_mqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message
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int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mgqtt error handle including esp-tls errors as well as internal MQOTT errors

bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig

struct esp_mgtt_client_config t

MOTT client configuration structure

 Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_maqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_maqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgqtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct esp_maqtt_client_config_t::outbox_config_t outbox

Outbox configuration.
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struct broker_t

Broker related configuration

Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration

struct esp_mqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker
struct address_t

Broker address

* uri have precedence over other fields
o If uri isn’t set at least hostname, transport and port should.

Public Members

const char *uri
Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’s identity isn’t verified. it’s recommended to set the options in this struct
for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.
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esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.
Client only attach the bundle, the clean up must be done by the user.

const char *certificate

Certificate data, default is NULL. It’s not copied nor freed by the client, user needs to clean up.

size_t certificate_len

Length of the buffer pointed to by certificate.

const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to cer-
tificate verification). PSK is enabled only if there are no other ways to verify broker. It’s not
copied nor freed by the client, user needs to clean up.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN.

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate
CN must match this name, If NULL, server certificate CN must match hostname. This is ignored
if skip_cert_common_name_check=true. It’s not copied nor freed by the client, user needs to
clean up.

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.

Public Members
int size
size of MQOTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.
Public Members

const char *username

MQTT username
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const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_mgqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key. It’s not copied nor freed by the client, user needs to clean up.

size_t certificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided. It’s not copied nor freed by the
client, user needs to clean up.

size_t key_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection
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void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices. It’s not copied nor freed by the client, user needs to clean up.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_ auto_reconnect=true to disable

esp_transport_handle_t transport

Custom transport handle to use. Warning: The transport should be valid during the client lifetime
and is destroyed when esp_mgqtt_client_destroy is called.

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

struct outbox_config_t

Client outbox configuration options.

Public Members

uint64_t 1imit

Size limit for the outbox in bytes.

struct session_t

MOQTT Session related configuration

Public Members

struct esp_mgqtt_client_config_t::session_t::last_will t last_will

Last will configuration
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bool disable_clean_session

MQOTT clean session, default clean_session is true

int keepalive

MOTT keepalive, default is 120 seconds When configuring this value, keep in mind that the client
attempts to communicate with the broker at half the interval that is actually set. This conservative
approach allows for more attempts before the broker’s timeout occurs

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’t disable keepalive feature, but uses a
default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MOQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msg isn’t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MQTT task priority
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int stack_size
MOTT task stack size

struct topic_t

Topic definition struct

Public Members

const char *£ilter

Topic filter to subscribe

int gos

Max QoS level of the subscription

Macros

MQOTT_ ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

esp_mgtt_client_subscribe (client_handle, topic_type, qos_or_size)

Convenience macro to select subscribe function to use.
Notes:

e Usage of esp_mgtt_client_subscribe_single is the same as previous
esp_mgqtt_client_subscribe, refer to it for details.

BH
* client_handle -- MOTT client handle
* topic_type -- Needs to be char* for single subscription or esp_mgtt_topic_t
for multiple topics
* gos_or_size -- It’s either a qos when subscribing to a single topic or the size of the
subscription array when subscribing to multiple topics.
& IH] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

Type Definitions

typedef struct esp_mgqtt_client *esp_mqgtt_client_handle_t

typedef enum esp_mqtt_event_id_t esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_t structure with

e client - MOTT client handle
* various other data depending on event type

typedef enum esp_mqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event
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typedef enum esp_mqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mqtt_protocol_ver_t esp_mqtt_protocol_ver_t

MQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mgtt_error_codes_t

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errmo | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mqtt_event_t

MQTT event configuration structure

typedef esp_mgqtt_event t *esp_mqtt_event_handle_t

typedef struct esp_mqtt_client_config_t esp_mqtt_client_config_t

MQTT client configuration structure

¢ Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

typedef struct topic_t esp_mqtt_topic_t

Topic definition struct

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MOTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)
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enumerator MOTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MOTT EVENT_DISCONNECTED

disconnected event

enumerator MOTT EVENT_SUBSCRIBED
subscribed event, additional context:
* msg_id message id
* error_handle error_type in case subscribing failed

* data pointer to broker response, check for errors.
* data_len length of the data for this event

enumerator MOTT_ EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id

enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA

data event, additional context:

* msg_id message id

* topic pointer to the received topic

* topic_len length of the topic

* data pointer to the received data

« data_len length of the data for this event

¢ current_data_offset offset of the current data for this event

* total_data_len total length of the data received

* retain retain flag of the message

* qos QoS level of the message

¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==
¢ Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

Values:
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enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MOQTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_ REJECTED

MOQOTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MOTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MOQOTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t
MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MOTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MOTTS

enumerator MOTT TRANSPORT_OVER_WS
MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MQTT over Websocket Secure, using scheme: wss
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enum esp_mqgtt_protocol_ver_t

MOQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED
enumerator MOTT PROTOCOL_V_3_1
enumerator MQTT PROTOCOL_V_3_1_1

enumerator MOQTT PROTOCOL_V_5

2.24 ESP-TLS
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int cert_selection_callback (mbedtls_ssl_context *ssl)
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1t ESP-IDF fii JI] WolfSSL

SAE TR BT WolfSSL, il SRIDA T it
1) AR =404, 4 WolfSSL M= ALk B B ) T 72
(§4 0 cd #A4HNTEE %)

mkdir components
cd components
git clone https://github.com/espressif/esp-wolfssl.git

2) ¥§ WolfSSL 1E K& AN i 3 TAE o
o A PAT v T 2 WolfSSL:

git clone https://github.com/espressif/esp-wolfssl.git ‘

o %18 wolfssl/examples 775, #E TFEHY CMakeLists.txt XFEFi% H EXTRA_COMPONENT_DIRS,
M 7E ESP-IDF 147 ESP-WoIfSSL, 1EIFES M4 & 7 %0 TR T L0970 B T2 /N5

SE BB IRIG AT DALE TARMC B B APRF WolfSSL 11y JiR)= SSL/TLS i, HRBIRATR:

idf.py menuconfig > ESP-TLS > SSL/TLS Library > Mbedtls/Wolfssl ‘

MbedTLS ) WolfSSL %}Lt

N R ZAEM ) WolfSSL #l MbedTLS Wi Ff SSL/TLS J¢, - 7 A7 AH 5% ic B 5 & A BRAIAME I, 847 B
IR % 25 5 4y By IE 1 protocols/https_request 7 il 1) b 4 45 5. % T MbedTLS, IN_CONTENT : i il
OUT_CONTENT - B4 B B>k 16384 F4iFl 4096 35,

B WoIfSSL MbedTLS
ST REHE RS [A] ~19KB ~37KB
B 55K 0 ~22KB ~3.6KB
el ~ 858 KB ~736 KB

Friks MG BTN [ O B ARCAS AN AT, 4G 8 B {E T A5 _ERAA]

ESP-TLS %% %

ESP-TLS 3 FifE ESP32-S2 i fifi #5254 (DS), {HH 24 ESP-TLS DA MbedTLS (BRIAPHMAER) MIKZE
SSL/TLS Hipisl ik, A SR TLS T4 . A KEFEAMTFEAEL, WEST % % (DS). H
ERT A EARD (ORISR, 151 ESP32S2 Bk S Tt > 7% % (DS) [PDFI.
T AEFEES AN, NICE BEE L AN, 17Z 5 Configure the DS peripheral for a TLS connection.,

B 2840 SMBO AU BT s 0 I AL S E iR ik, Y SR BT 25 24 AR BRI . 4 i (4 4L
FEL LTI, AETFELSH, ESP-TLS A NI LI 7284 S . SRR 84 1 Sofeid
% ESP-TLS E'R3C, SN FUBEL. R, fEMBR TLS 8z al, AR ffidsy ESP-TLS EF
SCHRC 244 TR 3

#include "esp_tls.h"

esp_ds_data_ctx_t *ds_ctx;

X FE R mE AR SR E N ds_ctx, X E S KT UM nvso
SH R, HbhEAEFRDRME

Q)
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(£ L£50)

esp_tls_cfg_t cfg = {
.clientcert_buf = /* & pgift $ */,
.clientcert_bytes = /* & F it $ kK E +/,
/r EA6EE S+
.ds_data = (void *)ds_ctx,

bi

P S BTFEAIT TLS iR, BRHARDZESHN, (CFERAE gk 1S (clientcert _buf)
FEF5 428 (ds_data) , BLHIAREE P 4H (clientkey_buf) %4 NULL,

o ECE S A MR IEFT U GIE R 7~ 1375 2 5 SSL AL ALE , %7 il ] ESP-TLS SZ 8t TLS i
.

TLS m# £

ESP-TLS SCRAER il N B B E 5138, TLS S ES RN T 10 IR 55 a3 4 b B SRR i s i
PEEE, AR DMRYE B KRB B0, HA TR TLS Phisleic e . WM ss & 3R 2k
MAE—STEME, W TLS M), RZEERRI.

R P, fFesp_tls_cfg t EffRFiXE ciphersuites_list BRI :

JEMBEEEINKRLSMN 0 H R, HEEEAN TLs EHEHE, WEEHEHNAFHILZEF R
%*/
static const int ciphersuites_list[] = {MBEDTLS_TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
<»SHA384, MBEDTLS_TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 0};
esp_tls_cfg_t cfg = {

.ciphersuites_list = ciphersuites_list,
bi

ESP-TLS N & KB A ciphersuites_list B/ B M, w F
fesp_tls_get_ciphersuites_list () 3RHL TLS ¥pilAk i X R & £ 45 %, H K& &

BN BRSO IS BRI .

ik HINEEOUE MbedTLS Pl A 2L

API 5%

Header File

e components/esp-tls/esp_tls.h
e This header file can be included with:

’ #include "esp_tls.h" ‘

* This header file is a part of the API provided by the esp-t 1s component. To declare that your component
depends on esp-t 1s, add the following to your CMakeLists.txt:

’ REQUIRES esp-tls ‘

or

’ PRIV_REQUIRES esp-tls ‘

Functions
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esp_tls_t *esp_tls_init (void)

Create TLS connection.
This function allocates and initializes esp-tls structure handle.

& a] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)

Create a new blocking TLS/SSL connection with a given "HTTP” url.

Note: This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

SH

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

&l pointer to esp_tls_t, or NULL if connection couldn’t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.

This function establishes a TLS/SSL connection with the specified host in blocking manner.
S

* hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

* port -- [in] Port number of the host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg t. Ata minimum, this
structure should be zero-initialized.

* t1s -- [in] Pointer to esp-tls as esp-tls handle.

]|

* -1 If connection establishment fails.

1 If connection establishment is successful.

* 0 If connection state is in progress.

int esp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’s url.

SH

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

* tls -- [in] Pointer to esp-tls as esp-tls handle.

B

e -1 If connection establishment fails.

1 If connection establishment is successful.

* 0 If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’t wait for the connection to get established.

B
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B

hostname -- [in] Hostname of the host.

hostlen -- [in] Length of hostname.

port -- [in] Port number of the host.

cfg -- [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure
should be set to be true.

t1s -- [in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’s url.

S

R M

url -- [in] url of host.
cfg -- [in] TLS configuration as esp_tls_cfg_t.
t1s -- [in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ’data’ into specified tls connection.

S

B

t1s -- [in] pointer to esp-tls as esp-tls handle.
data -- [in] Buffer from which data will be written.
datalen -- [in] Length of data buffer.

>=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

<0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

ESP_TLS_ERR_SSI. WANT_READ/ ESP_TLS_ERR_SSL.L WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)

Read from specified tls connection into the buffer ‘data’.

BH

B M

t1s -- [in] pointer to esp-tls as esp-tls handle.
data -- [in] Buffer to hold read data.
datalen -- [in] Length of data buffer.

>0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.

0 if read operation was not successful. The underlying connection was closed.

<0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.

int esp_tls_conn_destroy (esp_tls_t *tls)

Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%% t1s -- [in] pointer to esp-tls as esp-tls handle.
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J&A] - 0 on success
* -1 1if socket error or an invalid argument
ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)
Return the number of application data bytes remaining to be read from the current record.

This API is a wrapper over mbedtls’s mbedtls_ssl_get_bytes_avail() API.

%% tls -- [in] pointer to esp-tls as esp-tls handle.
Bl
* -11n case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)
Returns the connection socket file descriptor from esp_tls session.

ZH
* t1s -- [in] handle to esp_tls context
» sockfd -- [out] int pointer to sockfd value.
’&Ml - ESP_OK on success and value of sockfd will be updated with socket file descriptor for
connection
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)

esp_err_t esp_tls_set_conn_sock£fd (esp_tls_t *tls, int sockfd)
Sets the connection socket file descriptor for the esp_tls session.
ZH
* t1s -- [in] handle to esp_tls context
¢ sock£fd -- [in] sockfd value to set.
& Ia] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd < 0)
esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)
Gets the connection state for the esp_tls session.
ZH
* tls -- [in] handle to esp_tls context
* conn_state -- [out] pointer to the connection state value.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)
esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)
Sets the connection state for the esp_tls session.
ZH
* t1s -- [in] handle to esp_tls context
e conn_state -- [in] connection state value to set.
&[] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)
void *esp_tls_get_ssl_context (esp_tls_t *tls)
Returns the ssl context.
£4 t1s -- [in] handle to esp_tls context
R[] - ssl_ctx pointer to ssl context of underlying TLS layer on success
e NULL in case of error
esp_err_tesp_tls_init_global_ca_store (void)

Create a global CA store, initially empty.
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This function should be called if the application wants to use the same CA store for multiple connections. This
function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().
Bl
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

S8
* cacert_pem_buf -- [in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes -- [in] Length of the buffer.
Bl
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)
Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedstls related error codes. The error information is cleared internally
upon return.

S8
* h -- [in] esp-tls error handle.
* esp_tls_code -- [out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code
* esp_tls_flags -- [out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

* ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK (0) if no error occurred
* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)

Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

S8
* h -- [in] esp-tls error handle.
* err_type -- [in] specific error type
* error_code -- [out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
&I
o ESP_ERR_INVALID_STATE if invalid parameters
ESP_OK if a valid error returned and was cleared
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esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
S

* tls -- [in] handle to esp_tls context
* error_handle -- [out] pointer to the error handle.
Rl
* ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL |l error_handle == NULL)

mbedtls_x509_crt *esp_t1ls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

£41:: Modifying the pointer might cause a failure in verifying the certificates.

B
* Pointer to the global CA store currently being used if successful.
* NULL if there is no global CA store set.

const int *esp_tls_get_ciphersuites_list (void)
Get supported TLS ciphersuites list.

See https://www.iana.org/assignments/tls-parameters/tls- parameters.xhtml#tls- parameters-4 for the list of ci-
phersuites

&1 Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites.
esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)
Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

SH
* host -- [in] Hostname of the host.
* hostlen -- [in] Length of hostname.
e port -- [in] Port number of the host.
* cfg -- [in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle -- [out] ESP-TLS error handle holding potential errors occurred during

connection

* sock£fd -- [out] Socket descriptor if successfully connected on TCP layer

&[] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS
based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format
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const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

£571: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

 Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

 Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };

» where 'h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-support
This buffer should be NULL terminated in case of PEM

Espressif Systems 74 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-S2

Chapter 2. APl &%

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey pem buf

Client key legacy name

unsigned int clientkey bytes

Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_ pem_bytes

Size of client key legacy name

const unsigned char *clientkey password

Client key decryption password string

unsigned int clientkey_ password_len

String length of the password pointed to by clientkey_password

bool use_ecdsa_peripheral

Use the ECDSA peripheral for the private key operations

uint8_t ecdsa_key_efuse_blk
The efuse block where the ECDSA key is stored
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bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

const int *ciphersuites_list

Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites. Please check the list validity
by esp_tls_get_ciphersuites_list() API
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esp_tls_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

Type Definitions

typedef enum esp_tls_conn_state esp_t1ls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_ family_ t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

£41:: Note about format of certificates:

 This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

 Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

¢ Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef struct esp_tls esp_tls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL
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enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

enum esp_tls_proto_ver_t

Values:

enumerator ESP_TLS_VER_ANY

enumerator ESP_TLS_VER_TLS_1_2

enumerator ESP_TLS_VER_TLS_1_3

enumerator ESP_TLS_VER_TLS_MAX

Header File

* components/esp-tls/esp_tls_errors.h
e This header file can be included with:

’ #include "esp_tls_errors.h" ‘

* This header file is a part of the API provided by the esp—t1s component. To declare that your component
depends on esp—t1s, add the following to your CMakeLists.txt:

’REQUIRES esp-tls ‘

or

’PRIV_REQUIRES esp-tls ‘

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.
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Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

int esp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_ PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_ FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_ OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET_ HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error
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ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed

Espressif Systems 80

Submit Document Feedback

Release v5.2.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-S2

Chapter 2. APl &%

ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSL_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM

System error —errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type —esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX

Last err type —invalid entry
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2.2.5 ESP HTTP % j i

esp_http_client $24tT—41 API, J{-F A ESP-IDF [ JFEFH &l HTTP/S 352K, HARK) {25 5%
W

s BicElflesp_http_client_init (), Al@—" esp_http_client_handle_t SLfl, BIET
iEMesp_http_client_config_t Bt EA)E HTTP % P um Al . I ek B0 88— 8 A .
M PRI E XS B0V ECEAE, W BRI .

« Mk Hesp_http_client_perform(), 4T esp_http_client WIIr A #AE, HIEFTIH
R B, XPBERE (NFEE) , [FRATE Y T 55 58 BT P28 % AT 55 . I Al 2 i S5 14
(fEesp_http_client_config t "4§E) Rt FORAbFERE 4 o

s aWflesp_http_client_cleanup () KXMESE (WAH), HREHUIAE L4 HTTP & F i
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W

fii J ESP HTTP % P & HTTP/S 53K 1 & R il , W23 protocols/esp_http_client.
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http_rest_with_hostname_path PR%.

FRAETE
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— HAEER:, RISAEE: 2w & 24K (I GET, POST. PUT %),

HTTPS ik

ESP HTTP % ' g 3 ¥ {# j] mbedTLS [ SSL % #%, ZFE ¥ url B & N LA https
JF 3L, = ¥ transport_type ¥ B N HTTP_TRANSPORT_OVER_SSL., A DA &
it CONFIG_ESP_HTTP_CLIENT_ENABLE_HTTPS kit & HTTPS %+ (BRAEH).

P AEAO HTTPS 1KEF, GnFEIRSAFIRIE, BIEFR2M esp_http_client_config_t FLEHH)
cert_pem i BIRHEBAMUMIES (PEM #%2) . M P iARTPAEL esp_http_client_config_t fit
B crt_bundle_attach i, il ESP x509 Certificate Bundle HfTARSHHIGIE .
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e esp_http_client_init (): Gg— HTTP & Figa).

e esp_http_client_set_* B esp_http_client_delete_*: & HTTP &S5 (k).

* esp_http_client_open(): fwrite_len (S NFEE AMRFSAWNAEKE) FT9F HTTP
T, W write_len=0 JH g

e esp_http_client_write(): [MRFEEAEE, I KK E Hesp_http_client_open () iR
Bohf) write_lenfl; BE write_len=0 LV ILEREL.

e esp_http_client_fetch_headers(): TF & 1% 5% i oK 3k M R 4 2% £ 5 (W ﬁ)
J&, ¥ HC HTTP il 45 #% 09 W B ko M Mk 45 4% 2% 1] content-length, Jf #] PA
Hesp_http _client_get_status_code () 4K, PAFKBUER:R) HTTP RS .

e esp_http_client_read(): 3EELHTTP i,

e esp_http _client_close(): XMHiEE:.

e esp_http _client_cleanup(): BRI

W TESCIAYT, ESZ N AR KRS http_perform_as_stream_reader,

HTTP i\ilF

ESP HTTP % yuila] ek 32 F5 JEAR 28N

o P EIPAYE url 8§ esp_http_client_config_t AiE HH) username fll password Ab#
A P& R, 4F auth_type = HTTP_AUTH_TYPE_BASIC, HTTP & F i HZE=H 4T
— VR nT AR AR

* YN auth_type = HTTP_AUTH_TYPE_NONE, {HJ!®E #H username fl password F
B, HTTP % i i ZPAT W AR % Pm e 5 — S B #4525 i, 2l 3 401
Unauthorized 3k, MG FHAREX LG ERERIIETE, FAES IR E P IAT.

T ML B A, W ZE WM R f P B KK % http_auth_basic,
http_auth_basic_redirect (] T & A&AAE) Fl http_auth_digest (T
FAMIE)

PAUIEAC B3
* EF URIHIAIE

esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi
o BT H P4 R AGIE

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HITP_AUTH_TYPE_BASIC,
bi

JHEAR R

ESP HTTP % F i 2 Ff & ¢F 4k 2, & 4 M & F (F v & il & M N 0 & 4 4 8 r.
esp_http_client_event_id_t WAL T FrA il ESP HTTP % i $h47 HTTP i 3K i 0] fE & A4
THEL N

Witesp_http _client_confiqg t::event_handler %5 [BIJERERI V] 5 S AbBEThGE .
ESP HTTP % )iz Wi 5L

G ST AT BT PR T B . A ESP HTTP & P, ASE A P08 37 B e
A PRAR SR AR BOS Wi 17 5L - BEZH REAYIE LT ESP Insights 2L, ZAE 2 T 85 B A2 W 15 5L - R8T, RS
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<3t ESP Insights #EZE , t9.7] PASREZ WS B . S AR F 7] B id esp_event_handler_register()
BRI B FE R R

PRI AR HTTP 2 3 SR U Bs SR o

e HTTP_EVENT_ERROR : esp_http_client_handle_t

e HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA : esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t

e HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

I I ¥ 4% W B HTTP_EVENT DISCONNECTED 2 Hi, 5 I ff % # — & # Wk 3
Hesp_http_client_handle_t ¥IHEAHF . XA EBERZN T Ko AR MK F imiE #%,
TOEATHME R, FAE RS RS % P ik Bk S AR el Az

API 5%

Header File

¢ components/esp_http_client/include/esp_http_client.h
* This header file can be included with:

’#include "esp_http_client.h" ‘

* This header file is a part of the API provided by the esp_http_client component. To declare that your
component depends on esp_http_client, add the following to your CMakeL.ists.txt:

’REQUIRES esp_http_client ‘

or

’PRIV_REQUIRES esp_http_client ‘

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%%, config -- [in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() APL
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to reuse the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
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Just note that you will have touse esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

4 78:  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%% client -- The esp_http_client handle
R

¢ ESP_OK on successful

e ESP_FAIL on error

esp_err_t esp_http_client_cancel_request (esp_hittp_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.

%4 client -- The esp_http_client handle
Rl

¢ ESP_OK on successful

e ESP_FAIL on error

e ESP_ERR_INVALID_ARG

e« ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

BH
* client -- [in] The esp_http_client handle
e url -- [in] The url
B
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S8
* client -- [in] The esp_http_client handle
* data -- [in] post data pointer
* len -- [in] post length
B
» ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)
Get current post field information.
S8
e client -- [in] The client

* data -- [out] Point to post data pointer
R Size of post data

esp_err_t esp_http_client_set_header (esp_http_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

S
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* client -- [in] The esp_http_client handle
* key -- [in] The header key
¢ value -- [in] The header value
PEA ]
* ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)
Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

S
* client -- [in] The esp_http_client handle
* key -- [in] The header key
¢ value -- [out] The header value
PEA ]
« ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

ZH
* client -- [in] The esp_http_client handle
e value -- [out] The username value
P[]
« ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

2H
* client -- [in] The esp_http_client handle
e username -- [in] The username value
Bl
 ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_hitp_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

SH
* client -- [in] The esp_http_client handle
* value -- [out] The password value
PEA ]
* ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

ZH
* client -- [in] The esp_http_client handle
» password -- [in] The password value
B
e« ESP_OK
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» ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

ZH

* client -- [in] The esp_http_client handle

* auth_type -- [in] The esp_http_client auth type
Bl

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_user_data (esp_http_client_handle_t client, void **data)

Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.

S8

* client -- [in] The esp_http_client handle

* data -- [out] A pointer to the pointer that will be set to user_data.
B

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)

Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’s behalf.

SH
* client -- [in] The esp_http_client handle
* data -- [in] The pointer to the user data
P
« ESP_OK
e ESP_ERR_INVALID_ARG

intesp_http_client_get_errno (esp_http_client_handle_t client)
Get HTTP client session errno.

%% client -- [in] The esp_http_client handle
PEA ]

* (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_htip_client_handle_t client, esp_http_client_method_t
method)

Set http request method.

S
* client -- [in] The esp_http_client handle
* method -- [in] The method
P[]
« ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)

Set http request timeout.

2H
* client -- [in] The esp_http_client handle
* timeout_ms -- [in] The timeout value
P
 ESP_OK
ESP_ERR_INVALID_ARG
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esp_err_t esp_http_client_delete_header (esp_http_client_handle_t client, const char *key)
Delete http request header.

BH
* client -- [in] The esp_http_client handle
* key -- [in] The key
Bl
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)
This function will be open the connection, write all header strings and return.
* client -- [in] The esp_http_client handle
* write_len -- [in] HTTP Content length need to write to the server
Bl
* ESP_OK
* ESP_FAIL

int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()
S8
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
B
e (-1) if any errors
* Length of data written
int64_t esp_http_client_fetch_headers (esp_http_client_handle_t client)

This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.

%% client -- [in] The esp_http_client handle
B
* (0) if stream doesn’t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
* (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header

bool esp_http_client_is_chunked_response (esp_http_client_handle_t client)
Check response data is chunked.

%% client -- [in] The esp_http_client handle
J&[A| true or false

int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

#1#: (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

2H
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The length

&I

* (-1) if any errors
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* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform

%4 client -- [in] The esp_http_client handle
&[] Status code

int64_t esp_http_client_get_content_length (esp_htp_client_handle_t client)

Get http response content length (from header Content-Length) the valid value if this function invoke after
esp_http_client_perform

%% client -- [in] The esp_http_client handle
B

¢ (-1) Chunked transfer

* Content-Length value as bytes

esp_err_t esp_http_client_close (esp_http_client_handle_t client)

Close http connection, still kept all http request resources.

%% client -- [in] The esp_http_client handle
R m

e ESP_OK

« ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_http_client_handle_t client)
This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’t call this function if you
intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%% client -- [in] The esp_http_client handle
Bl

 ESP_OK

* ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_http_client_handle_t client)
Get transport type.

%4 client -- [in] The esp_http_client handle
P[]

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)
Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user control over the redirection event.

%% client -- [in] The esp_http_client handle
$EA |

« ESP_OK

 ESP_FAIL

esp_err_t esp_http_client_reset_redirect_counter (esp_http_client_handle_t client)
Reset the redirection counter. This is useful to reset redirect counter in cases where the same handle is used
for multiple requests.
%% client -- [in] The esp_http_client handle
R
 ESP_OK
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» ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_auth_data (esp_http_client_handle_t client, const char *auth_data, int
len)

On receiving a custom authentication header, this API can be invoked to set the authentication information
from the header. This API can be called from the event handler.

S
* client -- [in] The esp_http_client handle
e auth_data -- [in] The authentication data received in the header
* len -- [in] length of auth_data.
P
 ESP_ERR_INVALID_ARG
* ESP_OK

void esp_http_client_add_auth (esp_http_client_handle_t client)
On receiving HTTP Status code 401, this API can be invoked to add authorization information.

257¥: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this API.

%% client -- [in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)
Checks if entire data in the response has been read without any error.

%4 client -- [in] The esp_http_client handle
$Ey |

* true

* false

int esp_http_client_read_response (esp_http_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

SH
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The buffer length
izl
* Length of data was read

esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)
Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferable to esp_http_client_read_response in situations where the content of the response may
be ignored.
S8
* client -- [in] The esp_http_client handle
* len -- Length of data discarded
B
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
* ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_http_client_handle_t client, char *url, const int len)
Get URL from client.

ZH
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* client -- [in] The esp_http_client handle
e url -- [inout] The buffer to store URL
* len -- [in] The buffer length
PEA ]
* ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.
* client -- [in] The esp_http_client handle
* len -- [out] Variable to store length
PEA ]
» ESP_OK If successful, len will have length of current chunk
e ESP_FAIL If the server is not a chunked server
e ESP_ERR_INVALID_ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

int data_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members
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esp_http_client_handle_t client
Client handle

int64_t data_process

Total data processed

struct esp_http_client_redirect_event_data

Argument structure for HTTP_EVENT_REDIRECT event.

Public Members

esp_http_client_handle_t client
Client handle

int status_code
Status Code

struct esp_http_client_config_t

HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Http authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query
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const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be 0 for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_tclient_cert_len

Length of the buffer pointed to by client_cert_pem. May be O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be 0O for null-terminated pem

const char *client_key_password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

esp_http_client_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect

Disable HTTP automatic redirects

int max_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HT TP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event _handler
HTTP Event Handle
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esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *if_name

The name of interface for data to go through. Use the default interface without setting

void *ds_data

Pointer for digital signature peripheral context, see ESP-TLS Documentation for more details
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Macros

DEFAULT HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_ REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)
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Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_EVENT_HEADER_SENT

This header has been kept for backward compatibility and will be deprecated in future versions esp-idf

enumerator HTTP_ EVENT_ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_ EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:

enumerator HTTP_ TRANSPORT__UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_proto_ver_t

Values:
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enumerator ESP_HTTP_CLIENT_TLS_VER_ANY

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_ 2

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_3

enumerator ESP_HTTP_CLIENT TLS_VER_MAX

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_METHOD_COPY
HTTP COPY Method

enumerator HTTP_METHOD_MOVE
HTTP MOVE Method
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enumerator HTTP_ METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPF IND
HTTP PROPFIND Method

enumerator HTTP_METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_ AUTH_TYPE_DIGEST
HTTP Digest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices

enumerator HttpStatus_MovedPermanently

enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect

enumerator HttpStatus_PermanentRedirect
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enumerator HttpStatus_BadRequest
enumerator HttpStatus_Unauthorized
enumerator HttpStatus_Forbidden
enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP AHufssi

i# 1 ESP-IDF [ ESP ZA<Hud5: | (esp_local_ctrl) ZH{4:, W[{#if] HTTPS & BLE $ii¥$4H] ESP % 4% . it —

RY AL E AR, AL VR AR E S S PR A
i1t BLE &4t if 1k esp_local_ctrl [ B2 U

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {
.device_name = SERVICE_NAME,
.service_uuid = {
/* LSB <——mmmmm e
A > MSB */
0x21, 0xd5, 0x3b, 0x8d, Oxbd, 0x75, 0x68, 0x8a,
Oxb4, 0x42, Oxeb, 0x31, Ox4a, Oxle, 0x98, 0x3d
}
}
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
}I
.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL
}I
/* Maximum number of properties that may be set */
.max_properties = 10
bi
/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

[FIFE, XFF HTTP f&k:
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/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT() ;

/* Load server certificate */

extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");

extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;

https_conf.servercert = servercert_start;

https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end[] asm("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;

https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
}V
.handlers = {
/* User defined handler functions */

.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,

.usr_ctx_free_fn = NULL
i
/* Maximum number of properties that may be set */
.max_properties = 10
i

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

VRAT AR DA 16903 - ESP A b s il 44 i e 42 1

1. PROTOCOM_SEC2: 5 7& fii ] 5T SRP6a [ AL AN AL T AES-GCM [ i B i il 25 o 1X —3 TLid
I H5R ) PAKE #p80 (EP SRP6a) $24L T3 KA LREE, A& 52 WG T .

2. PROTOCOM_SEC1: &8 Efi Fl 3T Curve25519 [ 4HRr Wo AT AES-CTR [ 2 i 2%

PROTOCOM_SECO: /& PABHSC (Te%e4t) ﬁtxiﬁ@éﬁ}%’

4. PROTOCOM_SEC_CUSTOM: [ & X 4 4 & kK., W &, i H = — % W e, o W 3% fit
protocomm_security_t * ZKAIf custom_handle,

et

ik MR ﬁéﬁ%%ﬁLLIﬁ HECESCHEBEM. TN, 2% Protocol Communication W1 5T )&
i protocomm 24 {RCA [ 75T

5t e P

e esp_local_ctrl 5, A]RUCHHGNINEM: . BB HA MWL FE name  (FFFER), BFRAR
A type (flﬂﬂl"ﬁ)\ *Tlﬁ' flags (filk) K/ size.
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WRA BB K AL (B, PR ST I), W size (HRORREA 00 XA [ K R
ARSI, AR, R A, FF size FEORENIEHINIME, A BT esp_local_ctrl X HEULEI I H A
RIS R T N A

type Ml £lags FEH) S LIPRT EARM R AR, BT DARKEE . (i, SR, A type
FoREME, ] flags H5E RIERIRFIE

fFan, PAT BRI . seABas Y AR € X T TYPE_TIMESTAMP fll READONLY SR8 AL
i type Al flags FE:

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

T38h, WORBIHIEBCE T —4> ctx FBr, $810 HE XY func_get_time (), M TIEEMER) get/set ZEF
7 R 2R I T 38 o

PAT A get_prop_values () ZFEREFH)— DB, FTAGZR HE
static esp_err_t get_property_values(size_t props_count,

const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_

—values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value. This is.
—essential because the value has to be valid even after this function.
—returns. Alternative 1is to use dynamic allocation and set the free_ fn.
—field */

static int32_t ts = func_get_time();

prop_values[i].data = &ts;

}
return ESP_OK;

PAF A set_prop_values () WHFEFH— D7, 32 /R B2 Way Sk e e o R i 5 B4

static esp_err_t set_property_values(size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t.

—*prop_values,
void *usr_ctx)

{

for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i].name);

(R gkzE)
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(£ 50

return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values|[i].size, ESP_LOG_INFO);
}
}
return ESP_OK;

}

SERORNHBIE 2 I, protocols/esp_local_ctrl,

5P

TER P ) SE Bt AR v, w0, Gl SRR AL fa AR 2 5 15 A 8 S protocomm £33, ARG KB I HEIR
esp_local_ctrl filt 5 REf% AL FH Y protobuf {5 & . esp_local_ctrl I 55 25X $o05 BaLH Mok, I LA HH Y
HIALBRFEF (set/get). $5E, NAEAACEERR AL BLAY M bY. 2 85 FRR T4 31— 2% protobuf {5 5 H, & H%
Fr o

PA R 42 esp_local_ctrl i} 55 BEf% AL P 45 Flh protobuf {55 &, :

1. get_prop_count : & [ R4 SZHEA JE PR BN

2. qet_pgp_values DR ANRGIE, IR B EERT A B EE R (SRR, AL R
FUE A

3. set_prop_values : 2 PR [FHM-— NP EEHH, AT RERSIXNEEME.

HE, 22T, — NIRRT TR, el EALE . i, & s 0T ME— i JE 14 Frok iR
AENE. BRGNS, &R S get_prop_count, SRS get_prop_values,
NI RSN R T | BI A PRt . h—H R set_prop_values W, WJSE AR
e G )P U SN i | Cil B S5 $E VA TS TN -9 b i VAT HIE TR PA TS T

T T esp_local_ctrl A 552 LR - Ff protocomm i i :

% 1: ESP A 32 A 55 B A3t A i A

ma B | URI (HTTPS R % 28 + | #id
(BLE + | mDNS)
GATT AR
Fa=)
esp_local_cirlivixsitgamdns- W& A F 55
hostname>.local/esp_local_ctrlersion
esp_local_ctrliputtétmdns- KRNI R E B
hosmame>.local/esp_local_ctrl/dontrol
APl 5%
Header File

e components/esp_local_ctrl/include/esp_local_ctrl.h
¢ This header file can be included with:

’#include "esp_local_ctrl.h" ‘

* This header file is a part of the API provided by the esp_local_ctrl component. To declare that your
component depends on esp_local_ctrl, add the following to your CMakeLists.txt:

’REQUIRES esp_local_ctrl ‘

or
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PRIV_REQUIRES esp_local_ctrl

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)
Start local control service.

%%, config -- [in] Pointer to configuration structure
B
e ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)
Stop local control service.

esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%% prop -- [in] Property description structure
B
* ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%% name -- [in] Name of the property to remove
B

e ESP_OK : Success

* ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)
Get property description structure by name.

This API may be used to get a property’s context structure esp_local_ctrl_prop_t when its name is
known

%%L name -- [in] Name of the property to find
Bl
* Pointer to property
* NULL if not found
esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)
Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

2412 In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structuresetinesp_local_ctrl_config_t,and passed

Espressif Systems 103 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-S2

Chapter 2. APl &%

toesp_local_ctrl_start ().

ZH
* ep_name -- [in] Name of the endpoint
* handler -- [in] Endpoint handler function
* user_ctx -- [in] User data
Rl
¢ ESP_OK : Success
 ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_ t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h foravailable configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
* if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property
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uint32_t flags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)
Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.
struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_£fn)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.

4112 If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This  provides value of the usr_ctx field of
esp_local_ctrl_handlers_t structure
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Return Returning different error codes will convey the corresponding protocol level errors to
the client :

¢ ESP_OK : Success

e ESP_ERR_INVALID_ARG : InvalidArgument
¢ ESP_ERR_INVALID_STATE : InvalidProto

¢ All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

i If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
¢ All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)

Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when
esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members

esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.
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const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security O This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t

Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.
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typedef struct protocomm_ble_config esp_local_ctrl_transport_config ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config httpd_t
Configuration for transport mode HTTPD.

This is a forward declaration for ht tpd_ss1_config_t (for HTTPS)or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_params_t
typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config_t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO
enumerator PROTOCOM_SEC1
enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC_CUSTOM

2.2.7 ESP Hif7ABLBERS
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¢ ESSL component on GitHub
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2. W essl_set_intr_ena () BEREWM A FHLH BIH)FH1:.
3. Hlessl_wait_int () ZREMNLAPHIE#ERT
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TX FIFO
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W
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peripherals/sdio

W T LN, 2% README.md H 7R 6.
API %

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h
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Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

ZH
* handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
* ESP_OK: If success
¢ ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* Other value returned from lower layer init.
esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

ZH
e handle -- Handle of an ESSL device.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bzl
¢ ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_size.

S8

* handle -- Handle of a ESSL device.

* out_tx_num -- Output of buffer num that host can send data to ESSL slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

e ESP_OK: Success

» ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send

ZH
* handle -- Handle of an ESSL device.
* out_rx_size -- Output of data size to read from slave, in bytes
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_reset_cnt (essl_handle_t handle)

Reset the counters of this component. Usually you don’t need to do this unless you know the slave is reset.

%%, handle -- Handle of an ESSL device.

Rl
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.

esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)
Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size

(configured during initialization).

ZH
* handle -- Handle of an ESSL device.
* start -- Start address of the packet to send
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B

length -- Length of data to send, if the packet is over-size, the it will be divided into

blocks and hold into different buffers automatically.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success

ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not

valid.

ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.

ESP_ERR_NOT_FOUND: Slave is not ready for receiving.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t

wait_ms)

Get a packet from ESSL slave.

S

R

handle -- Handle of an ESSL device.
out_data -- [out] Data output address

size -- The size of the output buffer, if the buffer is smaller than the size of data to

receive from slave, the driver returns ESP_ERR_NOT_FINISHED
out_length -- [out] Output of length the data actually received from slave.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success: All the data has been read from the slave.

ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other

arguments are invalid.

ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.

ESP_ERR_NOT_FOUND: Slave is not ready to send data.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_req (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t

wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

$&1k: sdio 28-31 are reserved, the lower API helps to skip.

S

B

handle -- Handle of an ESSL device.

addr -- Address of register to write. For SDIO, valid address: 0-59. For SPI, see

essl_spi.h
value -- Value to write to the register.
value_o -- Output of the returned written value.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success
One of the error codes from SDMMC/SPI host controller

esp_err_t essl_read_regq (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)

Read general purpose R/W registers (8-bit) of ESSL slave.

S

handle -- Handle of a ess1 device.

add -- Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,

return interrupt bits on read). For SPI, see ess1_spi.h
value_o -- Output value read from the register.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
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R
e ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

2H
e handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
P
* ESP_OK: If interrupt is triggered.
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

SH

¢ handle -- Handle of an ESSL device.

* intr_mask -- Mask of interrupt bits to clear.

e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

S
* handle -- Handle of an ESSL device.
* intr_raw -- Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st -- Output of the masked interrupt bits. set to NULL if only raw bits are read.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
» ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

SH

* handle -- Handle of an ESSL device.

* ena_mask -- Mask of the interrupt bits to enable.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

¢ ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr_ena (essl_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)
Get interrupt enable bits of ESSL slave.
SH
* handle -- Handle of an ESSL device.

* ena_mask_o -- Output of interrupt bit enable mask.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
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R
e ESP_OK Success
¢ One of the error codes from SDMMC host controller
esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)
Send interrupts to slave. Each bit of the interrupt will be triggered.
SH
* handle -- Handle of an ESSL device.
* intr_mask -- Mask of interrupt bits to send to slave.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
peq |
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* One of the error codes from SDMMC host controller

Type Definitions

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

e components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions
esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)
Initialize the ESSL SDIO device and get its handle.
S8
* out_handle -- Output of the handle.
* config -- Configuration for the ESSL SDIO device.
B
e ESP_OK: on success
* ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (essl_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.
%% handle -- Handle of the ESSL SDIO device to deinit.
Bl
¢ ESP_OK: on success
* ESP_ERR_INVALID_ARG: wrong handle passed

Structures

struct essl_sdio_config_ t
Configuration for the ESSL SDIO device.

Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.
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Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h

Functions
esp_err_t essl_spi_init_dev (essl_handle_t *out_handle, const ess/_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

S
* out_handle -- [out] Output of the handle
* init_config -- Configuration for the ESSL SPI device
B
e ESP_OK: On success
* ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID_STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.

%% handle -- Handle of the ESSL SPI device
B
¢ ESP_OK: On success
¢ ESP_ERR_INVALID_STATE: ESSL SPI is not in use

esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

$&1:: The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_t)

S8
* arg -- Context of the component. (Member arg from ess1_handle_t)
* addr - Address of the shared registers. (Valid: 0 -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value -- [out] Read buffer for the shared registers.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
Bl
» ESP_OK: success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.

S
* arg -- Context of the component. (Member arg from ess1_handle_t)
* out_data -- [out] Output data address
* size -- The size of the output data.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
B
¢ ESP_OK: On Success
* ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-
aligned
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» ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.

esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

$41:: The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_ t)

#41: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
* addr -- Address of the shared registers. (Valid: 0o ~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value -- Buffer for data to send, should be align to 4.
* out_value -- [out] Not supported, should be set to NULL.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
PEA ]
e ESP_OK: success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
e data -- Address of the data to send
e size -- Size of the data to send.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
P
¢ ESP_OK: On success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The data address is not DMA capable
* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer

void essl_spi_reset_cnt (void *arg)
Reset the counter in Master context.

$&11: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%% arg -- Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)
Read the shared buffer from the slave in ISR way.
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$51:: The slave’s HW doesn’t guarantee the data in one SPI transaction is consistent. It sends data in unit of
byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

spi -- SPI device handle representing the slave

out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and
aligned to 4

addr -- Address of the slave shared buffer

len -- Length to read

flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: on success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t

flags)

Read the shared buffer from the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S

B

spi -- SPI device handle representing the slave

out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and
aligned to 4

addr -- Address of the slave shared buffer

len -- Length to read

flags -- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: on success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.

#&1¥: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

ZH

spi -- SPI device handle representing the slave

data -- Buffer for data to send, strongly suggested to be in the DRAM

addr -- Address of the slave shared buffer,

len -- Length to write

flags -- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
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B
* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t
flags)

Write the shared buffer of the slave in polling way.

#41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

¥

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

¢ addr -- Address of the slave shared buffer,

* len -- Length to write

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_polling_transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

&% 1k This function combines several :cpp:funciessl_spi_rddma_seg and one
:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

SH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer to hold the received data, strongly suggested to be in the
DRAM and aligned to 4

* len -- Total length of data to receive.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_done will still be sent.)

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
¢ ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_seg (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)
Read one data segment from the slave through its DMA.

$41:: To read long buffer, call :cpp:funciess1_spi_rddma instead.

S8
* spi -- SPI device handle representing the slave
* out_data -- [out] Buffer to hold the received data. strongly suggested to be in the

DRAM and aligned to 4

* seg_len -- Length of this segment
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
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¢ ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_ done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£41:: This is required only when the slave is working in segment mode.

S8

* spi -- SPI device handle representing the slave

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

% This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

SH

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* len -- Total length of data to send.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_ done will still be sent.)

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

» ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seq (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

$41:: To send long buffer, call :cpp:func:essl_spi_wrdma instead.

SH

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* seg_len -- Length of this segment

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.
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1. This is required only when the slave is working in segment mode.

SH

* spi -- SPI device handle representing the slave

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members

spi_device_handle_t *spi

Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.
uint8_t tx_sync_reg
The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be

reserved for the synchronization.

uint§_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.
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API 5%

Header File

» components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h
¢ This header file can be included with:

’ #include "esp_crt_bundle.h" ‘

* This header file is a part of the API provided by the mbedt 1s component. To declare that your component
depends on mbedt 1s, add the following to your CMakeLists.txt:

’REQUIRES mbedtls ‘

or

’PRIV_REQUIRES mbedtls ‘

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.
Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle

has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.

%% conf -- [in] The config struct for the SSL connection.
Bl
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%% conf -- [in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)
Set the default certificate bundle used for verification.

Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle
should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

ZH
* x509_bundle -- [in] A pointer to the certificate bundle.
* bundle_size -- [in] Size of the certificate bundle in bytes.

B

ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

229 HTTP JJ}%%%

HTTP Server 2111521t 175 ESP32 _bizf72E2 Web IR 557451 ZNAE, F1E /236 ] HTTP Server 411 API
TR AL TR -
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* httpd_start (): A HTTP JR4SAATEH, AREEARRECE A B AR IR, IR R
%%%;&WJE’J@W\? MR%5ARMEH THAEREE, —AHRIEYr HTTP & (TCP 2881), 5— %
WhPRIEHIES (UDP 283) | BRSO SIEH e i . @ httpd_start () f&
% httpd_config_t Z5{K, AJDATERIER 55 25 5 191 B0 EAT 55 i D0 SE R HERR 1) R/ N TCP i
AT HTTP 353K, ARG KA URT RTE A A P 2R 1y, e PRy v /s B A 34 0]
HTTP W Bz 0 .

* httpd_stop(): IRIEE AR IEIRS S, HREBOH IR AR P8R . X2 — A PHZE R %K,
BRI #TESs KEEILE S, ARG SE AL, WIS TS5 XA ST ES:, M
M URTACBRRR T, BT R & ﬁE’JJ:TjCﬁITEEEj‘J

e httpd register_uri_handler(): jHidf& A httpd_uri t ZE R B 1 50 52 S 3 )F URI
WFRFET o ZEEMR AR R uri 45, method 26%! (Ffl HTTPD_GET/HTTPD_POST/
HTTPD_PUT %4:), esp_err_t *handler (httpd_req t *req) BEEEIRET, fvmH
F R SO user_ctx $84t.

WA

/* URI B E %, EEF % AR GET /uri XKW HAM */
esp_err_t get_handler (httpd_reqg_t *req)
{
/O RBEHEH AL EEG F/
const char resp([] = "URI GET Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;
I

/* URI R0 BE %, HEFE F 3 A& PoST/uri #H K HAH */
esp_err_t post_handler (httpd_reg_t *req)
{
/* & X HTTP POST B X B WM EHEZ H K
* httpd_req_recv() R ¥EW char* HE, B4 7 Z
CEE_H#HHNEE (FELAEHR)
* R TFAERE, null AEFa e
* content_len &% W FHE W kwg */
char content[100];

/YRR BRKEATZ AR N A 2/

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_reqg recv(req, content, recv_size);
if (ret <=0) { /* RE 0 k7 &EBLXHA */
/r RERE R */
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/R RAEE, T UE A httpd_req_recv() #E R
* HERNL, XERNEE
* g N HTTP 408 (i KAH ) # R AL E 3w */
httpd_resp_send_408 (req) ;
}
J* B kA T 4, R E Esp_FAIL ¥ DL R
*CREBEFHXNA
return ESP_FAIL;
}

/* KRB EEE N RER S
const char resp[] = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

}

/* GET /uri # URI I &M */
httpd_uri_t uri_get = {

(P oUgkzh)
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(& E70)
.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
i

/* POST/uri Wy URI 4 %4 AH */
httpd_uri_t uri_post = {
.uri = "/uri",
.method = HTTP_POST,
.handler = post_handler,
.user_ctx = NULL

bi

/* BB web A& M EH S
httpd_handle_t start_webserver (void)
{
/A RBRINNEE S K
httpd_config_t config = HITPD_DEFAULT_CONFIG () ;

/* H % esp_http_server W LB A */
httpd_handle_t server = NULL;

/* B % httpd server */
if (httpd_start (&server, &config) == ESP_OK) {
/* EM URI L EBLF *+/
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
/W RBES BB KK, REWARZL NULL */
return server;

}

/* F b web JR A #EH B */
void stop_webserver (httpd_handle_t server)
{
if (server) {
/* {2 1t httpd server */
httpd_stop (server);

i HT'TP it 55 %575l #5457 AT protocols/http_server/simple () HTTP f 55 s/ ], s BIER 140
AL BRAT B A A RE R R, SRR SGA URL & 248, BCEmIRY K

HTTP ¥ 4%

HTTP 455 e BA KIER I IIEE, RWFELEMNE—NEE (S0F) Er20 %, RS L
NOCEE. BN ORI R AR BEAR P S AS NS, AKX AP UL T R SR AR E A S Rl e, PATE
AEFERE AR PR A REGX 73 A7 5L

QB ZR
/* BRXEEK, ARBRLET X&E */

void free_ctx_func(void *ctx)

{

/* WA U7 free WA RBEH +/

free (ctx);

QS
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(£ L£50)

}

esp_err_t adder_post_handler (httpd_reg_ t *req)
{
[ EETXEREELE, WHFE—A +/

if (! reg->sess_ctx) |
req->sess_ctx = malloc (sizeof (ANY_DATA_TYPE)); /*/< 45/ F T L% */
regq->free_ctx = free_ctx_func; /I B ET XE S B K
o/

}

/* HHETXHAE
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

AL D"

return ESP_OK;
}

S 5% (i T protocols/http_server/persistent_sockets [7 75 1LY

Websocket JIt 5543

HTTP R % %220 {44244t websocket 377, T] PAE menuconfig H{#i I CONFIG_HTTPD_WS_SUPPORT £V |5
JH websocket ZhfE. A = UNf] i [ websocket BHFE, 12 % protocols/http_server/ws_echo_server H 3% N7~
B

BRI

ESP HTTP R 55 #5 A & Fh i {F, S4rE FE R AR, F 4030 & 0l DA &k AL AL P, 0 200 fif
flesp_event_handler_register () JHEIRFEF PAE ESP HTTP AR 4 45t T2h A0 31

esp_http_server_event_id_t 1% ESP HTTP R55#5 vl 68 & 4= i B S
PAF A G R[] ESP HTTP iR 5% #5% 250 i i Al 2 2L -

e HTTP_SERVER_EVENT_ERROR : httpd_err_code_t

e HTTP_SERVER_EVENT_START : NULL

e HTTP_SERVER_EVENT_ON_CONNECTED : int

e HTTP_SERVER_EVENT_ON_HEADER : int

e HTTP_SERVER_EVENT_HEADERS_SENT : int

e HTTP_SERVER_EVENT_ON_DATA : esp_http_server_event_data

e HTTP_SERVER_EVENT_SENT_DATA : esp_http_server_event_data
e HTTP_SERVER_EVENT_DISCONNECTED : int

e HTTP_SERVER_EVENT_STOP : NULL

API 5%

Header File

¢ components/esp_http_server/include/esp_http_server.h
¢ This header file can be included with:

#include "esp_http_server.h"
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* This header file is a part of the API provided by the esp_http_server component. To declare that your

component depends on esp_http_server, add the following to your CMakeL.ists.txt:

’REQUIRES esp_http_server

or

’PRIV_REQUIRES esp_http_server

Functions
esp_err_t httpd_register_uri_handler (httpd_handle_t handle, const httpd_uri_t *uri_handler)

Registers a URI handler.

Example usage:

esp_err_t my_uri_handler (httpd_req t* req)
{

// Recv , Process and Send

// Fail condition
if (....) |
// Return fail to close session //
return ESP_FAIL;
}

// On success
return ESP_OK;
}

// URI handler structure
httpd_uri_t my_uri {

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL
bi

// Register handler

if (httpd_register_uri_handler (server_handle, &my_uri) != ESP_OK) {
// If failed to register handler

}

£41:: URI handlers can be registered in real time as long as the server handle is valid.

ZH
* handle -- [in] handle to HTTPD server instance
* uri_handler -- [in] pointer to handler that needs to be registered
AL
» ESP_OK : On successfully registering the handler
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_HANDLERS_FULL : If no slots left for new handler
e ESP_ ERR_HTTPD HANDLER_EXISTS : If handler with same URI and method is al-
ready registered
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esp_err_t httpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t
method)

Unregister a URI handler.

S8
* handle -- [in] handle to HTTPD server instance
e uri -- [in] URI string
* method -- [in] HTTP method
B
* ESP_OK : On successfully deregistering the handler
e ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (httpd_handle_t handle, const char *uri)
Unregister all URI handlers with the specified uri string.
SH

* handle -- [in] handle to HTTPD server instance

e uri -- [in] uri string specifying all handlers that need to be deregisterd
Bl

* ESP_OK : On successfully deregistering all such handlers

e ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_NOT_FOUND : No handler registered with specified uri string

esp_err_thttpd_sess_set_recv_override (httpd_handle_t hd, int sockfd, htpd_recv_func_t recv_func)

Override web server’s receive function (by session FD)

This function overrides the web server’s receive function. This same function is used to read HTTP request
packets.

$41:: This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

2H
* hd -- [in] HTTPD instance handle
¢ sock£d -- [in] Session socket FD
* recv_£func -- [in] The receive function to be set for this session

ESP_OK : On successfully registering override
* ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)

Override web server’s send function (by session FD)

This function overrides the web server’s send function. This same function is used to send out any response to
any HTTP request.

£41:: This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

SH
¢ hd -- [in] HTTPD instance handle
¢ sockfd -- [in] Session socket FD
e send_func -- [in] The send function to be set for this session
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B
e ESP_OK : On successfully registering override
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_pending_override (httpd_handle_t hd, int sockfd, httpd_pending_func_t

pending_func)

Override web server’s pending function (by session FD)

This function overrides the web server’s pending function. This function is used to test for pending bytes in a
socket.

4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

¥
e hd -- [in] HTTPD instance handle
* sock£d -- [in] Session socket FD
* pending_func -- [in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_req_async_handler_begin (httpd_req_t *r, httpd_req_t **out)

Start an asynchronous request. This function can be called in a request handler to get a request copy that can
be used on a async thread.

ik
e This function is necessary in order to handle multiple requests simultaneously. See exam-

ples/async_requests for example usage.
* You must call httpd_req_async_handler_complete() when you are done with the request.

B8

* r -- [in] The request to create an async copy of

* out -- [out] A newly allocated request which can be used on an async thread
R

* ESP_OK : async request object created

esp_err_thttpd_req async_handler_ complete (hftpd_req_t *r)
Mark an asynchronous request as completed. This will.

* free the request memory
* relinquish ownership of the underlying socket, so it can be reused.
« allow the http server to close our socket if needed (Iru_purge_enable)

41 If async requests are not marked completed, eventually the server will no longer accept incoming
connections. The server will log a “httpd_accept_conn: error in accept (23)” message if this happens.

24 r -- [in] The request to mark async work as completed
B

» ESP_OK : async request was marked completed
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int httpd_req_to_sock£fd (hftpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lru_counter().

£41:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%%, r -- [in] The request whose socket descriptor should be found
Bl

* Socket descriptor : The socket descriptor for this request

e -1 : Invalid/NULL request pointer

inthttpd_req_recv (httpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching ’buf_len’ number of bytes, while the
pointer to content data is incremented internally by the same number.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
* Presently Chunked Encoding is not supported

SH
* r -- [in] The request being responded to
e buf -- [in] Pointer to a buffer that the data will be read into
* buf_len -- [in] Length of the buffer
B
* Bytes : Number of bytes read into the buffer successfully
* 0: Buffer length parameter is zero / connection closed by peer
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

size_t httpd_req get_hdr_wvalue_len (httpd_req_t *r, const char *field)
Search for a field in request headers and return the string length of it’s value.

ik

e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

S8
* r -- [in] The request being responded to
e field -- [in] The header field to be searched in the request
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&Ml
* Length : If field is found in the request URL
* Zero : Field not found / Invalid request / Null arguments

esp_err_thttpd_req get_hdr_value_str (hftpd_req_t *r, const char *field, char *val, size_t val_size)

Get the value string of a field from the request headers.

ik

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

e Use httpd_req_get_hdr_value_len() to know the right buffer length

SH
e r -- [in] The request being responded to
e field -- [in] The field to be searched in the header
* val -- [out] Pointer to the buffer into which the value will be copied if the field is found
e val_size -- [in] Size of the user buffer "val”

P[]
» ESP_OK : Field found in the request header and value string copied
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
e ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_thttpd_req _get_url_query_len (hitpd_req_t *1)
Get Query string length from the request URL.

& 7E: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

%4 r -- [in] The request being responded to
B
* Length : Query is found in the request URL
* Zero : Query not found / Null arguments / Invalid request

esp_err_thttpd_req _get_url_query_str (hitpd_req_t *r, char *buf, size_t buf_len)
Get Query string from the request URL.

ik

 Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the *Content-Type’ (eg.
Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm needs
to be applied.

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

« If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value
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* Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)
for storing the query string

SH
e r -- [in] The request being responded to
* buf -- [out] Pointer to the buffer into which the query string will be copied (if found)
* buf_len -- [in] Length of output buffer
Bl
* ESP_OK : Query is found in the request URL and copied to buffer
* ESP_ERR_NOT_FOUND : Query not found
e ESP_ERR_INVALID_ARG : Null arguments
» ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
 ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_value (const char *qry, const char *key, char *val, size_t val_size)
Helper function to get a URL query tag from a query string of the type param1=vall &param2=val2.

ik
* The components of URL query string (keys and values) are not URLdecoded. The user must check for
’Content-Type’ field in the request headers and then depending upon the specified encoding (URLencoded
or otherwise) apply the appropriate decoding algorithm.
« If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error
as return value.

S8
* gry -- [in] Pointer to query string
* key -- [in] The key to be searched in the query string
* val -- [out] Pointer to the buffer into which the value will be copied if the key is found
e val_size -- [in] Size of the user buffer "val”
B
* ESP_OK : Key is found in the URL query string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

esp_err_thttpd_req get_cookie_val (httpd_req_t *req, const char *cookie_name, char *val, size_t
*val_size)

Get the value string of a cookie value from the ”Cookie” request headers by cookie name.

SH
* req -- [in] Pointer to the HTTP request
* cookie_name -- [in] The cookie name to be searched in the request
* val -- [out] Pointer to the buffer into which the value of cookie will be copied if the
cookie is found
* val_size -- [inout] Pointer to size of the user buffer ”val”. This variable will
contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.
A
* ESP_OK : Key is found in the cookie string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
* ESP_ERR_NO_MEM : Memory allocation failure
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bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t
match_upto)

Test if a URI matches the given wildcard template.

Template may end with ”?” to make the previous character optional (typically a slash), ”*” for a wildcard match,
and ”?7*” to make the previous character optional, and if present, allow anything to follow.

Example:

e * matches everything

¢ /foo/? matches /foo and /foo/

¢ /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters ”?” and ”*” anywhere else in the template will be taken literally.

BH
e uri_template -- [in] URI template (pattern)
* uri_to_match -- [in] URI to be matched
* match_upto -- [in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
&\ true if a match was found

esp_err_t httpd_resp_send (htipd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, the request has been responded to.
¢ No additional data can then be sent for the request.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

ZH

* r -- [in] The request being responded to

e buf -- [in] Buffer from where the content is to be fetched

* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
PEA ]

* ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.
This API will send the data as an HTTP response to the request. This API will use chunked-encoding and

send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.
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If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

il
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ When you are finished sending all your chunks, you must call this function with buf_len as 0.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

ZH

* r -- [in] The request being responded to

e buf -- [in] Pointer to a buffer that stores the data

* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
B

* ESP_OK : On successfully sending the response packet chunk

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (hftpd_req_t *r, const char *str)
API to send a complete string as HTTP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

S8
* r -- [in] The request being responded to
* str -- [in] String to be sent as response body

B
* ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request

static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)

API to send a string as an HTTP response chunk.

This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string

S8
* r -- [in] The request being responded to
* str -- [in] String to be sent as response body (NULL to finish response packet)
Bl
* ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP_SEND : Error in raw send
» ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.
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This API sets the status of the HTTP response to the value specified. By default, the 200 OK’ response is sent
as the response.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the status to this value. The status isn’t sent out until any of the send APIs is executed.
* Make sure that the lifetime of the status string is valid till send function is called.

ZH
* r -- [in] The request being responded to
* status -- [in] The HTTP status code of this response
PEA ]
e ESP_OK : On success
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (httpd_req_t *r, const char *type)
API to set the HTTP content type.

This API sets the ’Content Type’ field of the response. The default content type is text/html’.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e This API only sets the content type to this value. The type isn’t sent out until any of the send APIs is
executed.
* Make sure that the lifetime of the type string is valid till send function is called.

SH
* r -- [in] The request being responded to
* type -- [in] The Content Type of the response

R m

ESP_OK : On success
e ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_set_hdr (hitpd_req_t *r, const char *field, const char *value)
API to append any additional headers.

This API sets any additional header fields that need to be sent in the response.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* The header isn’t sent out until any of the send APIs is executed.
¢ The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.
* Make sure that the lifetime of the field value strings are valid till send function is called.

ZH
* r -- [in] The request being responded to

e field -- [in] The field name of the HTTP header
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e value -- [in] The value of this HTTP header
P

ESP_OK : On successfully appending new header

ESP_ERR_INVALID_ARG : Null arguments

ESP_ERR_HTTPD_ RESP_HDR : Total additional headers exceed max allowed
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)
For sending out error code in response to HTTP request.

il
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

* If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

BH
* req -- [in] Pointer to the HTTP request for which the response needs to be sent
* error -- [in] Error type to send
* msgqg -- [in] Error message string (pass NULL for default message)
R M
e ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
e ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (htipd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r -- [in] The request being responded to
B

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (htipd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

i
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» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r -- [in] The request being responded to
B

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_ RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (httpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

Z4 r -- [in] The request being responded to
Bl

* ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

int httpd_send (htipd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.
Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.
HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,

and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.

i

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Unless the response has the correct HTTP structure (which the user must now ensure) it is not guaranteed
that it will be recognized by the client. For most cases, you wouldn’t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

SH
* r -- [in] The request being responded to
* buf -- [in] Buffer from where the fully constructed packet is to be read
* buf_len -- [in] Length of the buffer

Rl

* Bytes : Number of bytes that were sent successfully

Espressif Systems 138 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-S2

Chapter 2. APl &%

 HTTPD_SOCK_ERR_INVALID : Invalid arguments
e« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_send (httpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

#&1¥: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

ZH
* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
* buf_len -- [in] data size
» flags -- [in] flags for the send() function
PEA ]
* Bytes : The number of bytes sent successfully
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().

$41:: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

S8
¢ hd -- [in] server instance
» sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
* buf_len -- [in] data size
» flags -- [in] flags for the send() function
B
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_thttpd_register_err handler (httpd_handle_t handle, httpd_err_code_t error,
httpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

B

Espressif Systems 139 Release v5.2.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-S2

Chapter 2. APl &%

* handle -- [in] HTTP server handle

* error -- [in] Error type

* handler_f£n -- [in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)

P[]
» ESP_OK : handler registered successfully
e ESP_ERR_INVALID_ARG : invalid error code or server handle
esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)
Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)

{

// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG () ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server

if (httpd_start (&server, &config) == ESP_OK) {

// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);

3

// If server failed to start, handle will be NULL

return server;

}

2H
* config -- [in] Configuration for new instance of the server
* handle -- [out] Handle to newly created instance of the server. NULL on error

B

ESP_OK : Instance created successfully

* ESP_ERR_INVALID_ARG : Null argument(s)

* ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance
ESP_ERR_HTTPD_TASK : Failed to launch server task

esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.

Example usage:

// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server

httpd_stop (server);

}
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%%; handle -- [in] Handle to server returned by httpd_start
Bzl

* ESP_OK : Server stopped successfully

* ESP_ERR_INVALID_ARG : Handle argument is Null

esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’s context.

This API queues a work function for asynchronous execution

$41:: Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

S8

* handle -- [in] Handle to server returned by httpd_start

* work -- [in] Pointer to the function to be executed in the HTTPD’s context

* arg -- [in] Pointer to the arguments that should be passed to this function
B

¢ ESP_OK : On successfully queueing the work

* ESP_FAIL : Failure in ctrl socket

e ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (hpd_handle_t handle, int sockfd)
Get session context from socket descriptor.
Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’s send/receive functions may require the context (for example, for

accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.

S

handle -- [in] Handle to server returned by httpd_start
sock£d -- [in] The socket descriptor for which the context should be extracted.

B

void* : Pointer to the context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_ctx (htpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)
Set session context by socket descriptor.
SH
* handle -- [in] Handle to server returned by httpd_start
* sock£fd -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Context object to assign to the session
e free_fn -- [in] Function that should be called to free the context
void *httpd_sess_get_transport_ctx (hitpd_handle_t handle, int sockfd)

Get session ’transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.
W
httpd_sess_get_ctx()

S8

* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.

B
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* void* : Pointer to the transport context associated with this session
e NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_transport_ctx (httpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t
free_fn)

Set session ’transport’ context by socket descriptor.

S U

httpd_sess_set_ctx()

SH
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Transport context object to assign to the session
* free_fn -- [in] Function that should be called to free the transport context

void *httpd_get_global_user_ctx (httpd_handle_t handle)
Get HTTPD global user context (it was set in the server config struct)

%% handle -- [in] Handle to server returned by httpd_start
i&In] global user context

void *httpd_get_global_transport_ctx (hitpd_handle_t handle)
Get HTTPD global transport context (it was set in the server config struct)

%%, handle -- [in] Handle to server returned by httpd_start
&[] global transport context

esp_err_thttpd_sess_trigger_close (httpd_handle_t handle, int sockfd)
Trigger an httpd session close externally.

£41: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

ZH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor of the session to be closed
B

» ESP_OK : On successfully initiating closure

e ESP_FAIL : Failure to queue work

¢ ESP_ERR_NOT_FOUND : Socket fd not found

e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_update_lru_counter (hitpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

£ 1#: Calling this API is only necessary if the LRU Purge Enable option is enabled.
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SH
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor of the session for which LRU counter is to be
updated
P[]
* ESP_OK : Socket found and LRU counter updated
e« ESP_ERR_NOT_FOUND : Socket not found
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_get_client_list (htpd_handle_t handle, size_t *fds, int *client_fds)
Returns list of current socket descriptors of active sessions.

412 Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.

SH
* handle -- [in] Handle to server returned by httpd_start
» fds -- [inout] In: Size of provided client_fds array Out: Number of valid client fds
returned in client_fds,
* client_£ds -- [out] Array of client fds
Bl
» ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array

Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members

int £d

Session socket file descriptor
int data_len
Data length

struct httpd_config
HTTP Server Configuration Structure.

#&1¥: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority
Priority of FreeRTOS task which runs the server
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size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uintl6_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the
server

uintl6_t max_open_sockets

Max number of sockets/clients connected at any time (3 sockets are reserved for internal working of the
HTTP server)

uintl6_tmax_uri_handlers

Maximum allowed uri handlers

uintl6_t max_resp_headers

Maximum allowed additional headers in HTTP response

uint16_t backlog_conn

Number of backlog connections

bool 1ru_purge_enable

Purge “Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)

uintl6_t send_wait_timeout

Timeout for send function (in seconds)

void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.
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httpd_free_ctx_fn_t global_transport_ctx_free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£n
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.

httpd_close_func_t close_£fn

Custom session closing callback.

Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n
URI matcher function.
Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP

request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher
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Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

int method
The type of HTTP request, -1 if unsupported method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)

size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx

Session Context Pointer

A session context. Contexts are maintained across ’sessions’ for a given open TCP connection. One
session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.

By default, this is NULL. URI Handlers can set this to any meaningful value.

If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx

Pointer to free context hook
Function to free session context

If the web server’s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.
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struct httpd_uri
Structure for URI handler.

Public Members

const char *uri

The URI to handle

httpd_method_t method

Method supported by the URI

esp_err_t (*handler)(httpd_req_t *r)

Handler to call for supported request method. This must return ESP_OK, or else the underlying socket

will be closed.

void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTPD_MAX_REQ_HDR_LEN

HTTPD_MAX_URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT

HTTPD_200
HTTP Response 200

HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408

Espressif Systems

147
Submit Document Feedback

Release v5.2.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-S2

Chapter 2. APl &%

HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON

HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream

ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC

Result string truncated

ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported

ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef struct httpd_req httpd_req_t
HTTP Request Data Structure.
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typedef struct httpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level send function.

$51:: User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()
function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(htipd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level recv function.

4 1:  User specified recv function must handle errors internally, depending upon the set value of er-
o, and return specific HTTPD_SOCK_ERR_ codes, which will eventually be conveyed as return value of
httpd_req_recv() function

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Param buf [in] buffer with bytes to send

Param buf_len [in] data size

Param flags [in] flags for the send() function

Return
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level “get pending bytes” function.

$&11:: User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
* Bytes : The number of bytes waiting to be received
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 HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_func_t)(hitpd_req_t *req, hitpd_err_code_t error)
Function prototype for HTTP error handling.

This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is
used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

ik

e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

¢ When invoked, the validity of uri, method, content_lenand user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
* ESP_OK : error handled successful
» ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void *httpd_handle_t
HTTP Server Instance Handle.

Every instance of the server will have a unique handle.

typedef enum http_method httpd_method_t
HTTP Method Type wrapper over "enum http_method” available in "http_parser” library.

typedef void (*httpd_free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free

typedef esp_err_t (*httpd_open_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
¢ ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for closing a session.
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$51E: It’s possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config t
HTTP Server Configuration Structure.

$411: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function

Enumerations

enum httpd_err_code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:

enumerator HTTPD_500_INTERNAIL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND
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enumerator HTTPD_405_METHOD_NOT_ALLOWED
enumerator HTTPD_408_REQ_TIMEOUT

enumerator HTTPD_411_LENGTH_REQUIRED

enumerator HTTPD_414_URI_TOO_LONG

enumerator HTTPD_431_REQ HDR_FIELDS_TOO_LARGE

enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_ SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_ SERVER_EVENT_START

This event occurs when HTTP Server is started

enumerator HTTP_SERVER_EVENT_ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_SERVER_EVENT ON_HEADER

Occurs when receiving each header sent from the client

enumerator HTTP_ SERVER_EVENT_HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_SERVER_EVENT_ON_DATA

Occurs when receiving data from the client

enumerator HTTP_SERVER_EVENT SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_ SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped

2.2.10 HTTPS 555
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Header File

» components/esp_https_server/include/esp_https_server.h
* This header file can be included with:

’#include "esp_https_server.h"

* This header file is a part of the API provided by the esp_https_server component. To declare that your
component depends on esp_https_server, add the following to your CMakeLists.txt:

’REQUIRES esp_https_server ‘

or

’PRIV_REQUIRES esp_https_server ‘
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Functions
esp_err_thttpd_ssl_start (httpd_handle_t *handle, httpd_ssl_config_t *config)
Create a SSL capable HTTP server (secure mode may be disabled in config)
S8
* config -- [inout] - server config, must not be const. Does not have to stay valid after

calling this function.
* handle -- [out] - storage for the server handle, must be a valid pointer

JRIA] success
esp_err_thttpd_ssl_stop (httpd_handle_t handle)

Stop the server. Blocks until the server is shut down.
%% handle -- [in]
B
* ESP_OK: Server stopped successfully

* ESP_ERR_INVALID_ARG: Invalid argument
* ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

struct httpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.

Public Members

httpd_config_t httpd
Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.

const uint8_t *servercert

Server certificate

size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)
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size_t cacert_len

CA certificate byte length

const uint8_t *prvtkey_pem
Private key

size_t prvtkey_len
Private key byte length

bool use_ecdsa_peripheral

Use ECDSA peripheral to use private key

uint8_t ecdsa_key_efuse_blk
The efuse block where ECDSA key is stored

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uint16_t port_secure

Port used when transport mode is secure (default 443)

uintl6_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server

void *ss1_userdata

user data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use

const char **alpn_protos

Application protocols the server supports in order of prefernece. Used for negotiating during the TLS
handshake, first one the client supports is selected. The data structure must live as long as the https server

itself!

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init
(http_server default config had to be copied for customization)

Notes:
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e port is set when starting the server, according to ’transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
* SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
« Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg_t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.
typedef void esp_https_server_user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config t

Enumerations

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL_TRANSPORT_SECURE

enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSL_USER_CB_SESS_CLOSE

2.2.11 ICMP njii

HEik
W0 s 2 i 41 SCHMX ACMP) 3@ 3 T2 Wr sz il H Y, sy IP B4 e, W HAY 45 TR ping
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Gl ping 25 ZAIZ ping 2575, 1 CTIAS esp_ping_config_t, f§&HAmG A IP Hihk. [A)FwH
[BSFMCE . BLAh, ] PAET esp_ping_callbacks_t FMHEIJH AL,

B ping SR ] & BB -

static void test_on_ping_success (esp_ping_handle_t hdl, wvoid *args)

{

// optionally, get callback arguments

// const char* str = (const char*) args;

// printf("$s\r\n", str); // "foo"

uint8_t ttl;

uintl6_t segno;

uint32_t elapsed_time, recv_len;

ip_addr_t target_addr;

esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &seqgno, sizeof (seqno));

esp_ping_get_profile (hdl, ESP_PING_PROF_TTL, &ttl, sizeof (ttl));

esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;

esp_ping_get_profile(hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));

esp_ping_get_profile (hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—time));

printf ("%d bytes from %s icmp_seqg=%d ttl=%d time=%d ms\n",

recv_len, inet_ntoa(target_addr.u_addr.ip4), segno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, wvoid *args)
{
uintlé6_t seqgno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));
esp_ping_get_profile(hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr)) H
printf ("From %s icmp_seg=%d timeout\n", inet_ntoa(target_addr.u_addr.ip4), .
—seqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, wvoid *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));

esp_ping_get_profile (hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

esp_ping_get_profile(hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("%d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping()

{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));
getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ipd4addr (ip_2_ip4 (&target_addr), &addré);
freeaddrinfo (res);

QS
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(8L 7))
esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;
ping_config.target_addr = target_addr; // target IP address
ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—pling_stop can stop it

/* set callback functions */

esp_ping_callbacks_t cbs;

cbs.on_ping_success = test_on_ping_success;

cbs.on_ping_timeout = test_on_ping_timeout;

cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—can be NULL

cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;
esp_ping_new_session (&ping_config, &cbs, &ping);

kiai Rk ping 2215 1 esp_ping_new_session iR [l a4 ] DUS BB 45 1L ping 24 . R,
ping STEEAIEE A BEIES. WF ping 2 TE(F1IEEES, ICMP B0 H 5 S 0B EH L

MR ping 2506 AISRASFE A ping 253%, PIH] esp_ping_delete_session RFHMIER. TEMIFR ping
SR, FfRE IR TE IR (EVA T esp_ping_stop , SiZ&TEE MG EHE).

RIGETI IS FERHE ST esp_ping_get_profile, AIZEHL ping £ikHIR FIETFIIAL
B, A E SRR B

Wz 7 Bl

ICMP echo 7:ffil : protocols/icmp_echo

API %

Header File

» components/lwip/include/apps/ping/ping_sock.h
¢ This header file can be included with:

’#include "ping/ping_sock.h" ‘

* This header file is a part of the API provided by the 1wip component. To declare that your component depends
on lwip, add the following to your CMakeLists.txt:

’REQUIRES lwip ‘

or

’PRIV_REQUIRES lwip ‘

Functions
esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,
esp_ping_handle_t *hdl_out)

Create a ping session.

¥
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* config -- ping configuration
* cbs -- a bunch of callback functions invoked by internal ping task
* hdl_out -- handle of ping session
B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)
* ESP_ERR_NO_MEM: out of memory
e ESP_FAIL: other internal error (e.g. socket error)
* ESP_OK: create ping session successfully, user can take the ping handle to do follow-on
jobs
esp_err_t esp_ping_delete_session (esp_ping handle_t hdl)
Delete a ping session.

%% hdl -- handle of ping session

B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: delete ping session successfully

esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.

%%4 hdl -- handle of ping session

B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: start ping session successfully

esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.
%4 hdl -- handle of ping session
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: stop ping session successfully
esp_err_t esp_ping_get_profile (esp_ping_handle_t hdl, esp_ping_ profile_t profile, void *data, uint32_t
size)
Get runtime profile of ping session.
S8
* hdl -- handle of ping session
* profile -- type of profile
* data -- profile data
* size -- profile data size
A
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
o ESP_ERR_INVALID_SIZE: the actual profile data size doesn’t match the “size” param-

eter
* ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of ”ping” callback functions.

Public Members

void *cb_args

arguments for callback functions
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void (*on_ping_success)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when receive ICMP echo reply packet timeout.

void (*on_ping_end)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_t
Type of “ping” configuration.

Public Members

uint32_t count

A ”ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

uint32_t data_size
Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header

ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface
Netif index, interface=0 means NETIF_NO_INDEX

Macros
ESP_PING_DEFAULT_CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely
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Type Definitions

typedef void *esp_ping_handle_t
Type of “ping” session handle.

Enumerations
enum esp_ping_profile_t
Profile of ping session.

Values:

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure

enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target

enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet

enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session

2.2.12 mDNS Jk5%

mDNS Jg—FPZi % UDP iR 55, FISRELHLA MR 25 255 A 0L A 30
H v5.0 fiiAs#2, ESP-IDF £ {4 mDNS £ A ESP-IDF rfvif Hy 2 ph 57 i £ 1% -
* GitHub - mDNS 2 {f
iaf7 idf.py add-dependency espressif/mdns, FEIWH FE0 mDNS 44,
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2.2.13 Mbed TLS

Mbed TLS J&—A~ C fCHSE, HTSLdmEiEsc. X.509 iE-#fELA K& SSL/TLS F1 DTLS . %R
RS, B EIRAXRGEM

#51: ESP-IDF fi il () Mbed TLS % Z| {3 )% 40 & %5 A4E Mbed TLS [R#h T . 33X S84 T 5 it dldss e py fifi
BIFEA &, W bignum (MPI) Fll ECC,

Mbed TLS #2442 F T fE:

« TCP/IP {5 IhAE: WiWF. iR, Bk, /5.
« SSL/TLS ilif5Hifk: #iatk. ##F. /5.
e X.509 HjfiE: CRT. CRL FIZ4H4bFH

BEHUSCE
-

o SN/

TLS i A< %% SSL 3.0, TLS 1.0. TLS 1.1. TLS 1.2 fi TLS 1.3, {H.25 %1 ESP-IDF |- Mbed TLS £ 4%
T SSL 3.0, TLS 1.0 #1 TLS 1.1, DTLS fg 437 4% DTLS 1.0, DTLS 1.1 I DTLS 1.2, {H4% % ESP-IDF
I Mbed TLS £ 4% % T DTLS 1.0,

Mbed TLS 3£

Mbed TLS SCEHSHPA T ((LF) 154

* API Reference
* Knowledge Base

ESP-IDF (1) Mbed TLS -7 %

THAE ILAL # 3k ESP-IDF A[F 7y 3¢ E i) Mbed TLS HiUAME & -

%1k 5% Mbed TLS M Mbed TLS 2.x BiASTERSF] 3.0 DA FIAS .

W2 7Bl

ESP-IDF "R Bl ESP-TLS , il il TLS DhREF It 7~ ik APT 4 .

22 711 protocols/https_server/simple (fij B[t HTTPS i 45#%) Fi1 protocols/https_request (% ) HTTPS i
K) THREZER.

IR E B A Mbed TLS API, {fZ:2% 75 protocols/https_mbedtls.
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FE Al 25t

ESP-TLS J2)i%JZ SSL/TLS FERYHIS )2, R AT PAESE S F Mbed TLS B wolfSSL fE R IKZE . BRIANE L
N, {¥ Mbed TLS n]#F ESP-IDF i {#i ff , T wolfSSL ¥ https://github.com/espressif/esp-wolfSSL A FF, if

7wt PP AL EPS S

W T £ M 6 (5 B ok 4 Mbed TLS H1 wolfSSL, i £ % SCR4ESP-TLS: Underlying SSL/TLS Library
Options.

R

Component Config —> mbedTLS W4 BB ELE VEW AN F RN . ik sl FRICGE B B B e I
G,

o CONFIG_MBEDTLS_SSL_PROTO_TLSI_2: %5 TLS 1.2

o CONFIG_MBEDTLS_SSL_PROTO_TLSI_3: 375 TLS 1.3

o CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: % ¥ 2SR WIARAIE T (F 245 B 5% ESP x509 i F
eL)

» CONFIG_MBEDTLS_CLIENT _SSL_SESSION_TICKETS: 3745 TLS 2k : & P ik o % EiF

o CONFIG_MBEDTLS_SERVER_SSL_SESSION_TICKETS: %% TLS &K &E : R& & 1EE

o CONFIG_MBEDTLS_HARDWARE_SHA: % ¥#fii{4: SHA ik

« CONFIG_MBEDTLS_ HARDWARE_AES: 37 51 {1: AES Jini#£

« CONFIG_MBEDTLS_HARDWARE_MPI: 37 5 {: MPI (bignum) Jjji 35

firlk:: Mbed TLS v3.0.0 JHUIREACA (R TLS 12 F TLS 13, K% H§ SSL3.0, TLS 1.0, TLS L1, il
DTLS 1.0). TLS 1.3 FfEi BB, DOCFE i %Tﬁéﬁg{nu, T A

PERERIN A7 P4

WONIEEN  THREBERTEARBET,  Mbed TLS {E4 SSL/TLS J#iz 477/l protocols/https_request
(MRS ARIGIE) W, AR S PR A 1

Mbed TLS i BXEE R (Gafl)
2RIA NA 42196 B

J& i SSL #1175 buffer | CONFIG_MBEDTLS_SSL_VARIABLE_BUFFER_LENGTH 42120 B

KE
25 FH A B S oIk 5 CONFIG_MBEDTLS_SSL_KEEP_PEER_CERTIFICATE 38533 B
J& H 81 25 buffer I | CONFIG_MBEDTLS_DYNAMIC_BUFFER CON- | 22013 B
fig FIG_MBEDTLS_DYNAMIC_FREE_CONFIG_DATA
CONFIG_MBEDTLS_DYNAMIC_FREE_CA_CERT

i XU S BRI Mbed TLS RS i 284k 1 254K, o

W DEER /D AE Component Config —> mbedTLS H', 45 £ Mbed TLS ZhEEBRIA N B FRES . 40
RATFEGXLEIRE, PR A PABUINEE RN T RELARE, 1575 Minimizing Binary Size SCFY .

1t APT F3 31975 B ARG A7 (e ESP-IDF 7 il 351 H 4 protocols F 5T .

2.2.14 1P &2 ERX
IP 252 (BHRMZT) BISCRAFREE M APL HS% T .
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2.3 iRl s%

AFTH T ESP-IDF Hp i SRR R AU

41 % ESP-IDF H R A AL PR TE G ., 155 AR A2,

ESP_FAIL (-1): Generic esp_err_t code indicating failure

ESP_OK (0): esp_err_t value indicating success (no error)
ESP_ERR_NO_MEM (0x101): Out of memory
ESP_ERR_INVALID_ARG (0x102): Invalid argument
ESP_ERR_INVALID_STATE (0x103): Invalid state
ESP_ERR_INVALID_SIZE (0x104): Invalid size
ESP_ERR_NOT_FOUND (0x105): Requested resource not found
ESP_ERR _NOT_SUPPORTED (0x106): Operation or feature not supported
ESP_ERR_TIMEOUT (0x107): Operation timed out
ESP_ERR_INVALID_RESPONSE (0x108): Received response was invalid
ESP_ERR_INVALID_CRC (0x109): CRC or checksum was invalid
ESP_ERR_INVALID_ VERSION (0x10a): Version was invalid
ESP_ERR_INVALID_ MAC (0x10b): MAC address was invalid
ESP_ERR_NOT_FINISHED (0x10c): Operation has not fully completed
ESP_ERR_NOT_ALLOWED (0x10d): Operation is not allowed
ESP_ERR_NVS_BASE (0x1100): Starting number of error codes
ESP_ERR_NVS_NOT_INITIALIZED (0x1101): The storage driver is not initialized

ESP_ERR_NVS_NOT_FOUND (0x1102): A requested entry couldn’t be found or namespace doesn’ t exist yet and
mode is NVS_READONLY

ESP_ERR_NVS_TYPE_MISMATCH (0x1103): The type of set or get operation doesn’t match the type of value
stored in NVS

ESP_ERR_NVS_READ_ONLY (0x1104): Storage handle was opened as read only

ESP_ERR_NVS_NOT_ENOUGH_SPACE (0x1105): There is not enough space in the underlying storage to save the
value

ESP_ERR_NVS_INVALID_ NAME (0x1106): Namespace name doesn’ t satisfy constraints
ESP_ERR_NVS_INVALID_ HANDLE (0x1107): Handle has been closed or is NULL

ESP_ERR_NVS_REMOVE_FAILED (0x1108): The value wasn’ t updated because flash write operation has failed.
The value was written however, and update will be finished after re-initialization of nvs, provided that flash operation
doesn’ t fail again.

ESP_ERR_NVS_KEY_TOO_LONG (0x1109): Key name is too long
ESP_ERR_NVS_PAGE_FULL (0x110a): Internal error; never returned by nvs API functions

ESP_ERR_NVS_INVALID_STATE (0x110b): NVS is in an inconsistent state due to a previous error. Call
nvs_flash_init and nvs_open again, then retry.

ESP_ERR_NVS_INVALID_LENGTH (0x110c): String or blob length is not sufficient to store data

ESP_ERR _NVS_NO_FREE_PAGES (0x110d): NVS partition doesn’t contain any empty pages. This may happen
if NVS partition was truncated. Erase the whole partition and call nvs_flash_init again.
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ESP_ERR_NVS_VALUE_TOO_LONG (0x110e): Value doesn’t fit into the entry or string or blob length is longer
than supported by the implementation

ESP_ERR_NVS_PART_NOT_FOUND (0x110f): Partition with specified name is not found in the partition table

ESP_ERR_NVS_NEW_VERSION_FOUND (0x1110): NVS partition contains data in new format and cannot be
recognized by this version of code

ESP_ERR_NVS_XTS_ENCR_FATILED (0x1111): XTS encryption failed while writing NVS entry
ESP_ERR_NVS_XTS_DECR_FATLED (0x1112): XTS decryption failed while reading NVS entry
ESP_ERR_NVS_XTS_CFG_FAILED (0x1113): XTS configuration setting failed
ESP_ERR_NVS_XTS_CFG_NOT_FOUND (0x1114): XTS configuration not found
ESP_ERR_NVS_ENCR_NOT_SUPPORTED (0x1115): NVS encryption is not supported in this version
ESP_ERR _NVS_KEYS_NOT_INITIALIZED (0x1116): NVS key partition is uninitialized
ESP_ERR_NVS_CORRUPT_KEY_PART (0x1117): NVS key partition is corrupt

ESP_ERR_NVS_CONTENT_DIFFERS (0x1118): Internal error; never returned by nvs API functions. NVS key is
different in comparison

ESP_ERR_NVS_WRONG_ENCRYPTION (0x1119): NVS partition is marked as encrypted with generic flash en-
cryption. This is forbidden since the NVS encryption works differently.

ESP_ERR_ULP_BASE (0x1200): Offset for ULP-related error codes
ESP_ERR _ULP_SIZE_TOO_BIG (0x1201): Program doesn’t fit into RTC memory reserved for the ULP

ESP_ERR_ULP_INVALID_LOAD_ADDR (0x1202): Load address is outside of RTC memory reserved for the
ULP

ESP_ERR_ULP_DUPLICATE_LABEL (0x1203): More than one label with the same number was defined
ESP_ERR_ULP_UNDEFINED_LABEL (0x1204): Branch instructions references an undefined label

ESP_ERR_ULP_BRANCH_OUT_OF_RANGE (0x1205): Branch target is out of range of B instruction (try replacing
with BX)

ESP_ERR_OTA_BASE (0x1500): Base error code for ota_ops api

ESP_ERR_OTA_PARTITION_CONFLICT (0x1501): Error if request was to write or erase the current running
partition

ESP_ERR_OTA_SELECT_INFO_INVALID (0x1502): Error if OTA data partition contains invalid content
ESP_ERR_OTA_VALIDATE_FAILED (0x1503): Error if OTA app image is invalid

ESP_ERR_OTA_SMALL_SEC_VER (0x1504): Error if the firmware has a secure version less than the running
firmware.

ESP_ERR_OTA_ROLLBACK_FAILED (0x1505): Error if flash does not have valid firmware in passive partition
and hence rollback is not possible

ESP_ERR_OTA_ROLLBACK_INVALID_STATE (0x1506): Error if current active firmware is still marked in
pending validation state (ESP_OTA_IMG_PENDING_VERIFY), essentially first boot of firmware image post up-
grade and hence firmware upgrade is not possible

ESP_ERR_EFUSE (0x1600): Base error code for efuse api.
ESP_OK_EFUSE_CNT (0x1601): OK the required number of bits is set.
ESP_ERR_EFUSE_CNT_IS_FULL (0x1602): Error field is full.

ESP_ERR_EFUSE_REPEATED_PROG (0x1603): Error repeated programming of programmed bits is strictly for-
bidden.

ESP_ERR_CODING (0x1604): Error while a encoding operation.

ESP_ERR_NOT_ENOUGH_UNUSED_KEY_BLOCKS (0x1605): Error not enough unused key blocks available
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ESP_ERR_DAMAGED_READING (0x1606): Error. Burn or reset was done during a reading operation leads to
damage read data. This error is internal to the efuse component and not returned by any public APIL.

ESP_ERR_IMAGE_BASE (0x2000)

ESP_ERR_IMAGE_FLASH_FAIL (0x2001)

ESP_ERR_IMAGE_INVALID (0x2002)

ESP_ERR_WIFI_BASE (0x3000): Starting number of WiFi error codes
ESP_ERR_WIFI_NOT_INIT (0x3001): WiFi driver was not installed by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED (0x3002): WiFi driver was not started by esp_wifi_start
ESP_ERR_WIFI_NOT_STOPPED (0x3003): WiFi driver was not stopped by esp_wifi_stop
ESP_ERR_WIFI_IF (0x3004): WiFi interface error

ESP_ERR_WIFI_MODE (0x3005): WiFi mode error

ESP_ERR_WIFI_STATE (0x3006): WiFi internal state error

ESP_ERR_WIFI_CONN (0x3007): WiFi internal control block of station or soft-AP error
ESP_ERR_WIFI_NVS (0x3008): WiFi internal NVS module error
ESP_ERR_WIFI_MAC (0x3009): MAC address is invalid

ESP_ERR_WIFI_SSID (0x300a): SSID is invalid

ESP_ERR_WIFI_PASSWORD (0x300b): Password is invalid
ESP_ERR_WIFI_TIMEOUT (0x300c): Timeout error

ESP_ERR_WIFI_WAKE_FAIL (0x300d): WiFi is in sleep state(RF closed) and wakeup fail
ESP_ERR_WIFI_WOULD_BLOCK (0x300e): The caller would block
ESP_ERR_WIFI_NOT_CONNECT (0x300f): Station still in disconnect status
ESP_ERR_WIFI_POST (0x3012): Failed to post the event to WiFi task
ESP_ERR_WIFI_INIT STATE (0x3013): Invalid WiFi state when init/deinit is called
ESP_ERR _WIFI_STOP_STATE (0x3014): Returned when WiFi is stopping
ESP_ERR_WIFI_NOT_ASSOC (0x3015): The WiFi connection is not associated
ESP_ERR_WIFI_TX_ DISALLOW (0x3016): The WiFi TX is disallowed
ESP_ERR_WIFI_TwT_ FULL (0x3017): no available flow id

ESP_ERR_WIFI_TWT_SETUP_TIMEOUT (0x3018): Timeout of receiving twt setup response frame, timeout
times can be set during twt setup

ESP_ERR_WIFI_TWT_SETUP_TXFAIL (0x3019): TWT setup frame tx failed
ESP_ERR_WIFI_TWT_SETUP_REJECT (0x301a): The twt setup request was rejected by the AP
ESP_ERR_WIFI_DISCARD (0x301b): Discard frame

ESP_ERR_WIFI_ROC_IN_PROGRESS (0x301c): ROC op is in progress
ESP_ERR_WIFI_REGISTRAR (0x3033): WPS registrar is not supported
ESP_ERR_WIFI_WPS_TYPE (0x3034): WPS type error

ESP_ERR_WIFI_wpPS_SM (0x3035): WPS state machine is not initialized
ESP_ERR_ESPNOW_BASE (0x3064): ESPNOW error number base.

ESP_ERR_ESPNOW_NOT _INIT (0x3065): ESPNOW is not initialized.
ESP_ERR_ESPNOW_ARG (0x3066): Invalid argument

ESP_ERR_ESPNOW_NO_MEM (0x3067): Out of memory
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ESP_ERR_ESPNOW_FULL (0x3068): ESPNOW peer list is full
ESP_ERR_ESPNOW_NOT_FOUND (0x3069): ESPNOW peer is not found
ESP_ERR_ESPNOW_INTERNAL (0x306a): Internal error
ESP_ERR_ESPNOW_EXIST (0x306b): ESPNOW peer has existed
ESP_ERR_ESPNOW_IF (0x306c): Interface error
ESP_ERR_ESPNOW_CHAN (0x306d): Channel error
ESP_ERR_DPP_FAILURE (0x3097): Generic failure during DPP Operation
ESP_ERR_DPP_TX FAILURE (0x3098): DPP Frame Tx failed OR not Acked
ESP_ERR_DPP_INVALID_ATTR (0x3099): Encountered invalid DPP Attribute
ESP_ERR_DPP_AUTH_TIMEOUT (0x309a): DPP Auth response was not recieved in time
ESP_ERR_MESH_BASE (0x4000): Starting number of MESH error codes
ESP_ERR_MESH_WIFI_NOT_START (0x4001)
ESP_ERR_MESH_NOT_TINIT (0x4002)

ESP_ERR_MESH_NOT_CONFIG (0x4003)
ESP_ERR_MESH_NOT_START (0x4004)

ESP_ERR_MESH NOT_SUPPORT (0x4005)

ESP_ERR_MESH _NOT_ALLOWED (0x4006)
ESP_ERR_MESH_NO_MEMORY (0x4007)

ESP_ERR_MESH_ARGUMENT (0x4008)

ESP_ERR_MESH_EXCEED_MTU (0x4009)

ESP_ERR_MESH_TIMEOUT (0x400a)
ESP_ERR_MESH_DISCONNECTED (0x400b)

ESP_ERR_MESH QUEUE_FAIL (0x400c)

ESP_ERR_MESH QUEUE_FULL (0x400d)
ESP_ERR_MESH_NO_PARENT_FOUND (0x400e)
ESP_ERR_MESH_NO_ROUTE_FOUND (0x400f)
ESP_ERR_MESH_OPTION_NULL (0x4010)
ESP_ERR_MESH_OPTION_UNKNOWN (0x4011)
ESP_ERR_MESH_XON_NO_WINDOW (0x4012)
ESP_ERR_MESH_INTERFACE (0x4013)

ESP_ERR_MESH DISCARD_DUPLICATE (0x4014)
ESP_ERR_MESH_DISCARD (0x4015)

ESP_ERR_MESH_VOTING (0x4016)

ESP_ERR_MESH_XMIT (0x4017)

ESP_ERR_MESH QUEUE_READ (0x4018)

ESP_ERR_MESH_PS (0x4019)

ESP_ERR_MESH_RECV_RELEASE (0x401a)

ESP_ERR_ESP_NETIF BASE (0x5000)

ESP_ERR_ESP_NETIF_INVALID_PARAMS (0x5001)

Espressif Systems 167
Submit Document Feedback

Release v5.2.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.2.3%20for ESP32-S2

Chapter 2. AP1 &%

ESP_ERR_ESP_NETIF_IF_NOT_ READY (0x5002)
ESP_ERR_ESP_NETIF_DHCPC_START_FAILED (0x5003)
ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED (0x5004)
ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED (0x5005)

ESP_ERR_ESP_NETIF_ NO_MEM (0x5006)
ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED (0x5007)

ESP_ERR_ESP_NETIF _DRIVER_ATTACH FAILED (0x5008)
ESP_ERR_ESP_NETIF_INIT_ FAILED (0x5009)

ESP_ERR_ESP_NETIF DNS_NOT_CONFIGURED (0x500a)
ESP_ERR_ESP_NETIF_MLD6_FAILED (0x500b)
ESP_ERR_ESP_NETIF_IP6_ADDR_FAILED (0x500c)
ESP_ERR_ESP_NETIF_DHCPS_START_FAILED (0x500d)

ESP_ERR_FLASH_BASE (0x6000): Starting number of flash error codes

ESP_ERR_FLASH OP_FAIL (0x6001)

ESP_ERR_FLASH OP_TIMEOUT (0x6002)

ESP_ERR_FLASH NOT_ INITIALISED (0x6003)

ESP_ERR_FLASH UNSUPPORTED_HOST (0x6004)

ESP_ERR_