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P AT']

RIS BAEFR S H P E ESP32-C3 G (- FF A AR 3R S, il i — A1) B 7= M9 J 7 i {v] {ifi F ESP-IDF
(Espressif IoT Development Framework) fit & 3¢5, H-4wi¥F. T EEHE ESP32-C3 A4 1.

Efif: X2 ESP-IDF FEE A v4.3.4 JSCRY, b A HARMCA ) SCREESP-IDF we ki 1> 2%

1.1 Hgk

ESP32-C3 SoC ;th i 2 F: A N g

+ 2.4 GHz Wi-Fi
o RREFEE T
EPERE 32 i RISC-V FAZ AL HHSE
o ZRhIMNE
o PHEEATE
ESP32-C3 R H] 40 nm TZ0HIAL, HA RAEMTIREVERE . SHObERR . RuetE. @R MERmT&EdE, T4
TS 37 S A0S [ T FE T oK

SREE N PR ML SRR B R IR, Ub4T BESP32-C3 MELF & IT K. Hivh, AREEMER{EIT K EREE
ESP-IDF S1EP B FRsTF AR (LoT) BT, WI R % WikFiL BE2F . AREIFESE 7T 2K

1.2 fEs LR

B

5 ESP32-C3 &R
» USB %2k (A ¥ Micro-B)
« Hfixi (Windows, Linux 5f, Mac OS)

L/CRE
BT T 2 T3 22 A A
© BCE LRGE, AT g ESP32-C3 AU
* iRl TR Gt A, T 9k ESP32-C3 BHRLR:;
* 3R ESP-IDF # {1 IF AAEAL . HESEC A (5 ESP32-C3 (I Ty APT (3R(FEFNIEACED) iz
1 TR A
o, T DAl g AR 8RO & EREE (IDE) AR B 5 8 58 2R AR -
* Eclipse i (%¢%%)
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* VS Code fiif4 (4%%)

— CMake / IDE

Toolchain

Project

Application

LA

FH0OEE

{-R-3--1-B-F-4-0-%-F-K-3-1-1-F.-R-3-1-

EHAEDOGESDO A

i Ix |)

-
h—|-|"-| -|"-|'-r-r"r-r"'||"|r-r‘1—'-'\- i
'\-. o ety _-'_-"l - —m— e
... : = :i T o
...... e —

&l 1: ESP32-C3 | FIFLF I %

1.3 JFEBH Ay

ol TR, TR IT R A S

1.3.1 ESP32-C3-DevKitM-1

AFEEAFHE B R EE | ESP32-C3-DevKitM-1, FHRHEIZFIT ZAR 405 S -

ESP32-C3-DevKitM-1 j&— AT TEIT St S DARGT /#5344 1) ESP32-C3-MINI-1 B2 . T K
Hagse 800 Wi-Fi FURIIFEIE T DI 6E -

B EAEAR S I E 5 | EPTIHET . TP R SRR SR TR, i id Bk Ak 14 2 Fh M B o
e s th0 AT T B AR i B ek

A AT N

o NI1d8@: [RZANZT ESP32-C3-DevKitM-1 FIRE{ . O E TR .

o BUAE T PEINZ T ESP32-C3-DevKitM-1 [ fifif4:

o BPRRA AT ERRECEDT SRR RN, PR 2 ) s AT AR A T4 (A0 ) .
o AR AG: B TR O SORY I R .

AR
AN T A 25 ESP32-C3-DevKitM-1, 336 B fifi 7 ESP32-C3-DevKitM-1 -85 il {1 K AH 56 45 TAE .
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1k

[l 2: ESP32-C3-DevKitM-1

DA S SRSB4 M R Y 23T S L rl) T 22

FEAMG

TR

ESP32-C3-MINI-1

ESP32-C3-MINI-1 J&— i F 84 Wi-Fi AURIRERE 4 0], R A
PCB Ml K& %R B I E 4 MB ik A5\ flash f) ESP32-C3FN4
W F e T flash FEEPRAEE A, ESP32-C3-MINI-1 41 A B/l
RESE NN

5Vt33VLDO (5V#33
V LDO)

LGS, WA SY, & 33V,

5V Power On LED (5 V L
8T

TP AR USB LIRS, %5 T 5o

Pin Headers (HE4T)

Jir A Al ] GPIO 45 (% flash 1) SPT R 2k) BT 51 2=IF AR HFE .
IHAE A PHCEZEE .

Boot Button (Boot )

G . $EAE Boot BERY[FIITE—H Reset A “FfF R B,
s 1R

Micro-USB Port (Micro-USB
)

USB #2110, o] HYEH A AR it B s sl PC Al ESP32-C3FN4 ¢ F i3l
faien,

Reset Button (Reset )

AL

USB-to-UART Bridge (USB %

HUE R USB % UART Mrigde, nl3fimih 3 Mbps &k .

UART #rf#%#s)
RGB LED Al 54k RGB &6 — 4055, i GPIOS IR,
TFGIFR NN AT, 1R ESP32-C3-DevKitM-1 5247 TG i -

BT
* ESP32-C3-DevKitM-1

« USB 2.0 ¥k (#3ifE A ZU%%L Micro-B %)
o Hifii (Windows, Linux B{ macOS)
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USB-to-UART
RGE LED Bridoe Pin Headers

i 3 - . Reset Button
5 -..1 [ ¥ I TR - >
ESP32-Ca-MINI-1 = - P o |
: | L . Micro-USE Port

Boot Button

5V to 3.3V LDO 8V Power Pin Headers
On LED

Kl 3: ESP32-C3-DevKitM-1 - 1EJfj

TR RO IE M) USB Uik, W EUREACRT T, ok TR s Mt .

BRUEGEYE ETIAED R N, R tm e FOF BN E R W PR BT A B, RN AR PSR R
ESP32-C3-DevKitM-1,

WS AR R

B WA, A4S ESP32-C3-DevKitM-1 JF A A AR L 4%l 28 Ry Bt Hofh oy >0 .
EETT B HI{ https://www.espressif.com/zh-hans/company/contact/buy-a-sample

fiLir i At RGSE, ESP32-C3-DevKitM-1 I AR AR ARHRAE (123 .

HE VT B HI{E https://www.espressif.com/zh-hans/contact-us/sales-questions.

BifE5 %
DyfERER]  ESP32-C3-DevKitM-1 i 1 S P RITERET7 SN B .

HUDRIES T PAE = bl 07 (AR 8 — 245 ESP32-C3-DevKitM-1 it

 Micro-USB #£ [k (2RIA)
5V il GND HE41itH
e 3V3 il GND HE4HitH

FEBGEFR S —FhfltH 7720 Micro-USB % it

st R TR AP HEES (T1F0T3) 19 SRR ik, HEEF 4 FR AN E ESP32-C3-DevKitM-1 - iE
@ i, HEERE S-S5 ESP32-C3-DevKitM-1 JFi# 5 (PDF) —%K,
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F‘cwerISupplyf
Programming
| D+/D-
S| usB-uart | X
.\_.' Bridge
3.3V
= LDO

| ESP32-G3-DevKitM-1

*|ESP32-C3-MINI-1

RGB LED

-

Module )
. - Pin Header

Connector x2

T

Boot

& 4: ESP32-C3-DevKitM-1  (fiimok)

1
" rrETEw e TR
1 GND | G B
2 3V3 | P 3.3V R
3 3V3 | P 3.3V HE
4 102 | I/O/T | GPIO2%, ADC1_CH2, FSPIQ
5 103 | I/O/T | GPIO3, ADC1_CH3
6 GND | G L
7 RST |1 CHIP_PU
8 GND | G L
9 101 | VO/T | GPIO1, ADCI_CHI, XTAL _32K_N
11 1010 | I/O/T | GPIO10, FSPICSO
12 GND | G e
13 5V P 5V R
14 5V P 5V HJE
15 GND | G B
J3
FS | &% | &' | hae
1 GND | G FEH
2 TX I/O/T | GPIO21, UOTXD
3 RX | I/O/T | GPIO20, UORXD
4 GND | G e
5 109 | I/O/T | GPIO9?
6 108 | I/O/T | GPIO8?, RGB LED
7 GND | G FEH
8 107 | /O/T | GPIO7, ESPID, MTDO
9 106 | I/O/T | GPIO6, FSPICLK, MTCK
10 105 | I/O/T | GPIO5, ADC2_CHO, FSPIWP, MTDI
11 104 | I/O/T | GPIO4, ADC1_CH4, FSPIHD, MTMS
12 GND | G B
13 1018 | I/O/T | GPIOI8
14 1019 | /O/T | GPIO19
15 GND | G PEHh

P M I0 A O: itk T wlikE .
GPIO2, GPIO8. GPIO9 *# ESP32-C3FN4 ;th [y Strapping 4 il . FEth i FHURT RS (il #Hp, Strapping 55 B AR 445 B — 1

LR R A ZfiE . Strapping 45 HAARGATIN A, 557 ESP32-C3 H AR MUK 15 1) Strapping 45l ZY .
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“
L. | [GPIO2T] [ UOTXD |
- [GPI020] [ UoRXD |
IINESFIONN [ADCT CH2] [GPIoz] [ TVNl * ' :
[ADCT CHa] [GPio3 ] [ 1 : o
GND k& (GPIOS |

I
=

Vel (g

[
=)

. NEREEL. [GPio7 | IEESEIBNN [ MTDO |
e REEEA8 m—m

[ERADESZERE] [ADC1 _CcHO| [GPIo0 ] [+ 1

ll!‘i‘!l =

ITAIRRIN) (FOCT_Cr) [GPioT] [ cel WM™ [Gpi0s) [ADCZCro) [IESEmE] [ V1o |
[IESPIGS0N [GPIO10] v L | [GPIO4 | [ADCT_Cha| [IESPIHDI [ MTVS |

Lo

L. [GPioTE)

<L | [GPIOT9)

)

& 5: ESP32-C3-DevKitM-1 &7 5 ()

MY )

B Ri A
I RBC BT, 3 ARAT D S RAR

LIPS &

o {1 ESP32-C3 #y /2 A m M FU I G &

ESP32-C3 $ A H#% 15 (PDF)

ESP32-C3-MINI-1 #{#% 45 (PDF)

ESP32-C3-DevKitM-1 J5# % (PDF)

ESP32-C3-DevKitM-1 PCB 7} J& 4| (PDF)

ESP32-C3-DevKitM-1 K <} [& (PDF)

ESP32-C3-DevKitM-1 Rt EJE SC 4 (DXF) - A]{#i f] Autodesk Viewer Z5 &

A RATT EAREZ B SCR, ERAR AT R 5 31 sales@espressif.com.,

1.3.2 ESP32-C3-DevKitC-02

AF R B R |5+ ESP32-C3-DevKitC-02, F-4&fHZHIT KM 4 {5 B -

ESP32—C3-DevKitC-02 B A VIR, I 4 MB SPI flash [958 J B 2H ESP32-C3-WROOM-
ATt R A SE ) Wi-Fi AIARTHFEIE 4 Thfg

*ﬁiti‘%fﬂj(iﬁ%&)%ﬂig E51HEROHET, TFARN AR SRR, ANl MR 2 Fh o i o
[F] -t T A i el Al ok
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AIEE BT A

PNREEEE
B A
AR
AE S AL

N E]

AN o] A 4
1.

4k PAT %

ESP32-C3-DevKitC-02,

€l 6: ESP32-C3-DevKitC-02

A AEE T ESP32-C3-DevKitC-02 FlIRE(: . Hofbik BE45E .

PEAI28 T ESP32-C3-DevKitC-02 [rRg{:

LA 7 B AR LA, PR AL 2 T S O KRBT 1R () .
S TR RSO R R

YA AE ESP32-C3-DevKitC-02 58 s i {4 KA o i 4 T

SULingA Wi 0] IV 2RV A REPI Y & Tl i DR S 2SR N

EFEREAH

TR

ESP32-C3-WROOM-02

ESP32-C3-WROOM-02 2 ik 224k ) i — il I 28 Wi-Fi FUIRIIFEE I
KA, BRESR K. ZAR4L R H PCB Mu#k K2k, fic¥ T 4 MB SPI
flash.

5Vt033VLDO (5V 433
VLDO)

LAY, BIA SV, fiih 3.3V,

5V Power On LED (5 V HL
F8RAT)

TP AR USB LIRS, g5k 5oke.

Pin Headers (HF4f)

irr Al i GPIO & ([ Flash () SPT G 4k) 3905 | 2= IT K HEET o
IHAE A PHOEZEE

Boot Button (Boot %)

T EEEE . AL Boot FERY[HI I — T Reset fEIEA “RfF R KK,
I ER R B

Micro-USB Port (Micro-USB
)

USB % Mo n] FIFEIF AR 9 fit s AL el PC AT ESP32-C3 08 A Ay 22

Reset Button (Reset )

=,
SR

USB-to-UART Bridge (USB &
UART #i#2t)

HUEF USB 2 UART Mrigds, mlfiimih 3 Mbps &4,

RGB LED

n] Gk RGB 206 A, i GPIOS 3Kz,
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RGE LED USEB-to-UART

Bridge Fin Headers

Reset Button

ESP32-C3-WROOM-02
Micro-USE Port

Boot Button

ﬂnnaanﬁls'th
Ui 1B U*i”ﬁ‘@“””i”““n“&“"

5V Powar )
W to 3.3V LDO
oOn LED Fin Headars

K 7: ESP32-C3-DevKitC-02 - 1F [f]

JHSIFR N GBHLHT, & ESP32-C3-DevKitC-02 5E 4 Tl .

W

¢ ESP32-C3-DevKitC-02
o USB 2.0 $i#l5gk (FrifE A %% Micro-B 7))
o Hifii (Windows, Linux B{ macOS)

TR RO IE 4 USB Hulledk. BT T e, Toik T e e .

BRRBEE RIS N, A e s R BN AR IR B BT KIS, R R e R A
ESP32-C3-DevKitC-02.

NE AL

B KRR, A4S ESP32-C3-DevKitC-02 T A MUK DA i 4% 55 2 8 Ry st i oAy Xt
FAET EHFHIFE https://www.espressif.com/zh-hans/company/contact/buy-a-sample ,

AL R SK, ESP32-C3-DevKitC-02 JF A M AR ARAR (4% -

HE VT BAE HIE https://www.espressif.com/zh-hans/contact-us/sales-questions.

wiftk5%
DytiekER]  ESP32-C3-DevKitC-02 () 2 B A A1 Ty XN R 7R o

Espressif Systems 10 Release v4.3.4
Submit Document Feedback


https://www.espressif.com/zh-hans/company/contact/buy-a-sample
https://www.espressif.com/zh-hans/contact-us/sales-questions
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 1. e AL

o
-
[
Powerl Supply/
Programming
ED . »| RGB LED
:D+/D-
oLt | UsB-UART | DO
e Bridge ESP32-C3-WROOM-02 i
: Module . Pin Header
3.3V Connector x2
= LDO [— — ™

o o

| ESP32-C3-DevKitC-02 Boot  RST

% 8: ESP32-C3-DevKitC-02 (il k)

HLDRIES T APAR =Fh i 07 3 (P AR i —2%5 ESP32-C3-DevKitC-02 fItHi :

o Micro-USB 2 [1{itHL (2RiA)
5V Il GND HE4it e
 3V3 F1 GND HE41 it H

AR RE S —FPItE 55X Micro-USB #2 LIt

HESE TRRINE T I AARPI IR (1 H1I3) 1 SRk Zhfi, HEEF A BRI ESP32-C3-DevKirC-02 - iE
& B, $EEHAY 75 5 ESP32-C3-DevKitC-02 J5 i [ (PDF) —E(,

1
! FE | &% | Z3' | TheE
1 G G B
2 3V3 | P 3.3V HJE
3 3V3 | P 3.3V HHE
4 RST |1 CHIP_PU
5 G G e
6 4 I/O/T | GP1I04, ADC1_CH4, FSPIHD, MTMS
7 5 I/O/T | GPIO5, ADC2_CHO, FSPTWP, MTDI
8 6 I/O/T | GPIO6, FSPICLK, MTCK
9 7 I/O/T | GPIO7, ESPID, MTDO
10 G G B
11 8 I/O/T | GP1I08% RGB LED
12 9 I/O/T | GPI09?
13 5V | P 5V HJE
14 5v | P 5V HE
15 G G )

P: W 0 A O ks T: & RsifH.
GPIO2. GPIO8. GPIO9 >} ESP32-C3 ;i Aty Strapping &l 7Eith i FH ARG (S FEfr, Strapping 55 BIFRS 2 I A 3 il f o
fHPEHIE FBfg. Strapping I HARGATIN H , #55% ESP32-C3 $ AR M 13 1) Strapping 48 M F7 .
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P e T em | vE
1 G G e
2 0 I/O/T | GPIOO, ADC1_CHO, XTAL_32K_P
3 1 I/O/T | GPIOI, ADCI_CHI, XTAL _32K_N
4 2 I/O/T | GPIO2%, ADC1_CH2, FSPIQ
5 3 I/O/T | GPIO3, ADC1_CH3
6 G G B
7 10 I/O/T | GPIO10, FSPICSO
8 G G B
9 RX | I/O/T | GPIO20, UORXD
10 TX | I/O/T | GPIO21, UOTXD
11 G G Bedh
12 18 I/O/T | GPIOI18
13 19 I/O/T | GPIO19
14 G G B
15 G G B
’ e | g P32-C3-WEROOR .
Cws | d W
RST :
[ GND | ~
| ]

[Aoci G |[wivs RSB cos |
| ADC2_CHo || MTO! | [ESBIERN | cPios | o
MTCK _ GPIO6
‘mroo | IRESRIBRN | GPio7 |

GND
GPIOB |
GPIOS | '
5 |
5V

0 g e

3= 1Y

& 9: ESP32-C3-DevKitC-02 &Mt fm (SSmok)

A )y

BEPRNR A
I BTN, HARAT D SERAR

FHSR SO

o i f} ESP32-C3 #4224 VA FL id BB 2%
« ESP32-C3 i A H#%45 (PDF)
 ESP32-C3-WROOM-02 #i#%+ (PDF)
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ESP32-C3-DevKitC-02 J5i ¥ & (PDF)

ESP32-C3-DevKitC-02 PCB 1jj J5) K| (PDF)

ESP32-C3-DevKitC-02 Kt 4 (PDF)

ESP32-C3-DevKitC-02 R~} & 2 (DXF) - ] fii B Autodesk Viewer &

A RATF ZARE 2B S, TR AR 553007 ] sales@espressif.com.

14 VAR

TR N IR IR, e R

141 BB IR

o H—%: ¥ ESL (Windows . Linux FlmacOS)
o % =% ILESP-IDF

s K= RELE

s WP REFKEEE

142 GBS A TR

I A o R = e 4
S5 HARRE&
FL: BE
FANF miF AL
EHY RFFEE
¥ BaLs

L5 S RPHER
FEEATFIAOIR TR, e TR, SRR

1.5.1 Windows V-6 T H ki dE 3
Hgd

ESP-IDF FE 3204 — b, 48 T H. . A fiE[ ¢ ESP32-C3 7 {4:, 3% Python. Git, %8 X 4#i%#s. CMake
F1 Ninja g1 T 24,

EARANTIIEE T, FATED SRR T K8 E. it EAE4LS ESP-IDF 534 A A H Eclipse 5§
HoAth 37 #f CMake K4k T A IDE,

1Eff: BRSESC1F: Python 5 ESP-IDF K223 ik — EAREW &S ETE S . SRR, BRAFRIERS
FiC 4 345 Unicode UTF-8, 7711 Python 5 ESP-IDF Y423 A% P BN REWARRFIATAF (41 ASCIL i
£F)

S AT DB R 77 2 R S 2 H Unicode UTF-8: I iRR- 508 H W . o R s ¥
BRI - 5 ok RS M- A1 63T “Beta: (1] Unicode UTF-8 4 kil -t
.
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ESP-IDF - H. 229358

720 ESP-IDF 4% T EL5 147 5 1 77 2042 M. https://dl.espressif.com/dl/esp-idf/?idf=4.3 #1F % ESP-IDF T.H
LA

FELR 38 L BB I DO AER AP AR/, WIDAZE%E ESP-IDF BTG A . (e 2ed it , %
PR AN AL BRI SO, (4% Git For Windows 223485 TELR AR 05 T BRI ST AE AT

H3% $userprofile%/espressif i,

LR F AT BT SR B . 2R 3 T I W S OB, 24 Git For Windows 22%¢
o

BHNG TR ST AL

* NERY Python
o T HiiFe

¢ OpenOCD
« CMake #1 Ninja 4% T E
* ESP-IDF

LA VYRR T N8 F A 1Y) ESP-IDF H 5% . #i#26: ESP-IDF R %% suserprofile$\Desktop\
esp-idf H3EF, HA suserprofiles RFEFHHZE.

Ja gl ESP-IDF BAE: 2238450, Wn/4)3% 7 Run ESP-IDF PowerShell Environment B Run
ESP-IDF Command Prompt (cmd.exe), ZHERET AT E NIRRT O S sh ESP-IDF,

Run ESP-IDF PowerShell Environment:

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

B 10: 52 i, ESP-IDF T H.Z23% 6] 0247 Run ESP-IDF PowerShell Environment
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[

Using Python in c:/Users/developer/.espressif/python_env/idf4.1_py3.8_env/scripts

Python 3.8.7

Using Git in c:/Program Files/Git/cmd/

git version 2.29.2.windows.1

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

lAdding ESP-IDF tools to PATH...
c:\Users\developer\.espressif\tools\xtensa-esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-e1f\bin
c:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-el1f\bin
c:\Users\developer\.espressif\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
c:\Users\developer\.espressif\tools\esp32s2ulp-elf\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
c:\Users\developer\.espressif\tools\cmake\3.13.4\bin
c:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
c:\Users\developer\.espressif\tools\ninja\1l.9.0\
c:\Users\developer\.espressif\tools\idf-exe\1.0.1\
c:\Users\developer\.espressif\tools\ccache\3.7\

c:\Users\developer\Desktop\esp-id\tools

checking if Python packages are up to date..

Python requirements from c:\Users\developer\Desktop\esp-idf\requirements.txt are satisfied

Done! You can now compile ESP-IDF projects
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

& 11: ESP-IDF PowerShell

Run ESP-IDF Command Prompt (cmd.exe):

i fir 2 PR AF

eGSR, AT Windows @y 3R FF A THRAE

ESP-IDF T HZ4ERAIHE “TFaR” S, @@ —4TIF ESP-IDF ay S $Em 458 O By Pt =, APk
F7 2] AFTIT Windows 5227845 (B cmd.exe), Hi54T export .bat HADAK B & HIEA4Z = (i
PATH, IDF_PATH %), WAk, SEWiRLAELS Windows fiy & HE /R FF 4 E 2 i TH.

R, APE T UOGE A ESP-IDF T 22348 g 1) ESP-IDF . AR i EAF7E 21> ESP-IDF
A (HLAn 2R A ESP-IDF) , G VAN PIAMEI 4 -

1. 24 ESP-IDF T HZ24eau @ i pe iy A @ —AEl A, Rt 772X ESP-IDF T/ER 7248
A B8 F ) ESP-IDF %1%

2. 5, BLhisfT emd. exe, Y B EAE M A) ESP-IDF H%, #R)5ia1T export.bat. ¥
B, XF AR PATH HfEAE Python I Git, QIALEAE S BB FAG 5“8 %] Python 5 Git” (1)
BIREE, EMHE .

Ja i

24 ESP-IDF T HAZLEL LRI, AR EMR AR, G2 AP0, s 2 464
HIAE AR,

FHSRESCRY

UL H S USRS Pl S R

1 Windows ¥38% | ti 7 ESP-IDF 1.1

{5 T A 223 ESP-IDF T ML 35 M Windows “dy &8R4 %10, ¥)# % ESP-IDF [()4:3 H 5. RIGiE
17

install.bat

X1F Powershell, i 4J)4 22 ESP-IDF {42385 H . R)GEfT:

install.psl

Z A% ] N EJF 4 ESP-IDF i i) TH. . WIRC &2 THAAN TR, WiZar 2RI ZLTAM
T EZEALE H ESP-IDF T B2 3E 88 iR B o E , BRATE L T oA : C: \Users\username\ .espressif,
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

Run ESP-IDF Eclipse Environment
Run ESP-IDF PowerShell Environment

I Run ESP-IDF Command Prompt Environment I

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

B 12: 58 5 ESP-IDF T EL%%% 6] S0z 4T Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows.1 .
Setting IDF_PATH: C:‘\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4. 0\xtensa-esp3

. sers\test).espressifitocls\xtensa-esp32s2-elf\esp-2020r3-8.4.0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\.espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0\risc
y32-esp-elfi\bin
C:\Users\test\ .espressifi\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'\2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test,.

ifytoolsh\dfu-util 0. 9\dfu-util-90.9-win64
if\python_enu\idf4.3_py3. T_env\Scripts

Checking if Python packag are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf:

[ 13: ESP-IDF i 23 nf5 6 1
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Ml “ShMA” J5 ESP-IDF T HLUINE PATH sibpds i ESPIDF THACK RN “TFHARE" H
“ESP-IDF iy 477 QIRHE . A ey X ATHTIF Windows iy SHRAFAT 1, SSAIAE IR 1
BT L e T AL

FLEEOT, GOELEME A 2P mAF 6 DAl o bty NI TP, T an SR AR AR i v i
ESP-IDF, #n] DAKRHR 7 25 B4 ESP-IDF T /i % PATH 3FE5 B,

B, WTTIFRE EA A ESP-IDF [ fis &3R5 7 1, U4 22 22%¢ ESP-IDF [ H 5K, 285147 export . bat,
HAR T

cd %userprofile%\espl\esp-idf
export.bat

X1 Powershell JHj 7, i [AlFE D4 22 24¢4% ESP-IDF W H &, AJGHUUT export .psl, BAKaSUWIT:

cd ~/esp/esp-idf
export.psl

BATSE UG, BORET AL iy & $ R 7T (A ESP-IDF TR T .

1.5.2 Linux & T HEEM bR v B

%1% ESP-IDF T BA A4 . WEIRIRME RS, SWHAENZRGS, WHIR:
e Ubuntu A Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—setuptools cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.
—0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-pip python3-setuptools cmake ninja-build ccache dfu-util libusbx

H R38R SCRE CentOS 7, {HN T RAFH M FHUALS, 1] CentOS 8.
e Arch:

sudo pacman —-S --needed gcc git make flex bison gperf python-pip cmake ninja.
—ccache dfu-util libusb

TEfiR:

* fili1] ESP-IDF 5% CMake 3.5 skDA A, BERLAY Linux ZATHR AT RER ZTHER B S A1 TR R
B JF ) backports EF/, B2 “cmake3” HfFf (A2%H “cmake”).
o MR EARFIFRS, IFRA G ARG, WS G RGO, BRI T

5,

el s

LR 1) 8 /dev/ttyUSBO i Jl H £ Linux fig A< [a] ESP32-C3 ks [ {4:0t, S Failed to open
port /dev/ttyUSBO $HRIHE . WA DUKE ) P Es il & Linux Dialout 48,
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f&54 Ubuntu 16.04 JiiYfHY pip

python3-pip WAIRECHIRTCIETI . HHIH A get-pip.py BRI 2 5% (0

apt remove python3-pip python3-virtualenv; rm -r ~/.local
rm -r ~/.espressif/python_env && python get-pip.py

22 }{] Python 2

Python 2 ©.4¢ 4ok 2E firJ&1 4], ESP-IDF R Hef A 557 3% Python 2., 15224 Python 3.6 5 DA_F A, W[ &%
BT B B3 Linux 2472235 500

REEVCEIT I, WHIAES = BRI ESP-IDF EY .

1.5.3 macOS F-& T H ek mrkr i i
AR

ESP-IDF (- Jf] macOS _| 2RI\ 2235 f) Python A .
o Z%E pip:

sudo easy_install pip

* 7% CMake #l Ninja %1% T H.
- %74 HomeBrew, ZE0]PAELT

’brew install cmake ninja dfu-util ‘

— #7F MacPorts, %R DAiz

’sudo port install cmake ninja dfu-util ‘

- #PAEIRIEH, 315 CMake F1 Ninja 01, #if]H X macOS 1~ & [T 245 A i,
o il Z A [A] I &2 3E ccache PABRAS TR AT 4R 15 3E F . 17 HomeBrew, W] ifiid MacPorts [ [ brew
install ccache B{ sudo port install ccache FENZE%E,

1B AN BT RIS 2 DU B

‘“xcrun: error: invalid active developer path (/Library/Developer/
—CommandLineTools), missing xcrun at:/Library/Developer/CommandLineTools/usr/bin/

—xcrun®

MDA 4e3%E XCode iy 247 LHE, BART[154T xcode-select —-install,

ir%: Python 3 Catalina 10.15 %At ] "3 A HERA ] Python 2.7 A, FEAR KA macOS HiiA H A
BN E Python 2.7, JRATRATR iy &AL 7024 16 11 Y Python JiAR:

’python —--version ‘

W25 E python 2.7.17, MAGRERERINETERE Python 2.7, JX B} 75 2GS T A F A e
HL R 25 B4 4 %% 1k Python 3:

’python3 —-—version ‘
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B T PRy A R, R %A 4% Python 3,
T AR DA 2 B84 % Python 3:
o {1 f§ HomeBrew 4 742& 1 /740 R :

brew install python3

i i} MacPorts #4125 10 7 00

sudo port install python38

{22 /] Python 2

Python 2 £\4 &5 34 iy 5], ESP-IDF fRPLIS AT L5 Python 2, 125 Python 3.6 5 DA LA . 1 2%
A H ) macOS 225 H]

T2 72

HERIRE S = ¢ IR ESP-IDF T8 Ak i B IF e FRBE

Windows Linux macOS

MR FEASSCRIH, Linux F1 macOS #:4f R 45 ESP-IDF (ERIAZERE AR ~/esp; Windows #/E RS
FEIBIN LB AT Suserprofiles\esp, A DAKS ESP-IDF 2 EAT Mk T , (R HEEAE
(I fr AT AT R B . ¥R, ESP-IDF A SRR A 25 B A2 -

1.6 %5 2: 3KHL ESP-IDF
TEFI 8 BSP32-C3 My B FIARFF 2 1, 35 5e SR AR M B LI S ESP-IDF (3.

ARHCESP-IDF AR A $TIF %0, U8 @2 fj47 ESP-IDF (i TAEH ¢, fi git clone fyd3e
BE AR e . AR R RGNS TR, 30T 3

1.6.1 Linux fil macOS ¥ &%

TP &5, JRisfTPA T e

mkdir -p ~/esp
cd ~/esp
git clone -b v4.3.4 —--recursive https://github.com/espressif/esp-idf.git
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ESP-IDF i+ F#, & ~/esp/esp-idf,
T A ESP-IDF yg A A, #5f5 ESP-IDF [l A i 2 A48 H 3 5 .
1.6.2 Windows #:{E &%

B 7R T RSN, S— AR ESP-IDF T 2452 % 35 WAE[R] I 2k ESP-IDF ARHuE| A .
W HIFEESP-IDF B A A, #% ESP-IDF A[A] AR EJZIK G
W76 ESP-IDF T HZ%¢8%, ALl PAZ %45 d T3 T 4 ESP-IDF.

1.7 =2 KH TH
% T ESP-IDF A & | K225 ESP-IDF (fi /10 &F0 T, HLINAi%ss. Jitss. Python f145,

1.7.1 Windows i &R 5:

TR — 5 P4 Windows (ESP-IDF T 252 . 5) NG, e o as T H .
B 76l ESP-IDF T HAZ3s, fthn] DUl fr A3 0 Pl 2o iX e TR . AP HRILT

cd %userprofile%\esp\esp-idf
install.bat esp32c3

0% i Windows PowerShell

cd ~/esp/esp-idf
./install.psl esp32c3

1.7.2 Linux fl macOS ¥ R%:

cd ~/esp/esp-idf
./install.sh esp32c3

u% {ii B Fish shell

cd ~/esp/esp-idf
./install.fish esp32c3

W U 2 B, TN E A FRRE FERIBE TR, HIE4T - /install.oh eop32,
esp32c3,esp32s3, WidizfT ./install.sh 8 ./install.sh all A]—RM NG ) H R
T A

173 TPHRIAG/EGR

ESP-IDF T H 22645 2 T 4K Github KAGMCA AR — L8 TR ASRY7 1 Github 88208, IR PABEE:
— ISR, SCBULSERERF Espressif () T 255 45T Github BEE R 4.

TR ZUCE A I Github KA R EE B TR, EHFAXBETIFENT Git €4 ) URL.
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Windows $:{i: 2%

QR Ay BAEIZ T ESP-IDF TR G2 25 B 7E 0 H iy 472 56 TR BHILSE e £ Espressif N lk454s, Al
AT IR E: T RGN, R hmBE, mn— s s (CRECNH P R 550
W PA, %Wl IDF_GITHUB_ASSETS, {HA dl.espressif.com/github_assets), #x)5atiifiE.

TARAEGS T 0 PR AL B A 47 % 1 5 ESP-IDF TR Z4E 88 00 L AT T, 1 XX 288 15 ERT T
It

MR XIS AE RS, ESP-IDF T H 2265 DA fir AT R 74 & L S5 4% Espressif T 28Uk
S5 o

Linux £l macOS ¥{E &%

T T R Se 4% Espressif NEURSS 25, W1EIETT install. sh WHEHARArd-:

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

174 L TIRERAE

AR B A4 A5 ESP-IDF i () 4 1% T L ERINZE3AE H P AR H s, B Linux Al macOS &45H
] SHOME/ .espressif il Windows Z%: ] SUSERPROFILES\ .espressif, ILAh, B0 DAY T H 2%
LR HA H S%rp, HISTEB TR ASHT, EHEMIRAS & IDF_TOOLS_PATH, 1, HHfRAENH
PEZEE T B RBEAERIRR

WHRAB R T IDF_TOOLS_PATH Af g, WA ZE RERBRPIITEHEMA (install . bat, install.
psl 8 install.sh) il A (export .bat, export.psl B export .sh) IEEFF—F.

1.8 B BrEIABEAL

LRI, GRIIN 222 0 T 5 R VS I 28 PATH PRFS &, Joikilad “ar sl 07 (XL TH ., Hit, 44
M E eI i, XA DA i ESP-IDF $2 45k 55— A 5 il

1.8.1 Windows ¥R %

Windows 423588 (ESP-IDF T B2 % %2 ) A[HE “FFi5” SEEafg-—1 > “ESP-IDF Command Prompt” ‘uf
Fe TPE XTI S 8m A5 8 O, HFIREIT AR &, S USRS =, R )E4kat
T4

BEAL, ARG B T A S /R AT B H 6T ESP-IDF, 3 F 7 AU :

’%userpfof‘\e%\esp\espfidf\export.bat

8} fifi J§ Windows PowerShell

’.$TOWE/esp/espfidf/export.psl

1.8.2 Linux fil macOS ¥{ER%

WEA BLE T ESP-IDF 48 6 L1EATIA R -

. SHOME/esp/esp-idf/export.sh
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XFF* fish shell ({325 fish 3.0.0 XA EHUA), #HIizfTPA T4

. SHOME/esp/esp-idf/export.fish

HE, MAIHRN 0 5BEZENA -
AR B & 24T ESP-IDF, W DUCAAT export . sh AJE—AN144, HAARDERIT
1. B HIFERENELLE v 2% shell B E 0444 (.profile, .bashrc, .zprofile %)

alias get_idf="'. $HOME/esp/esp-idf/export.sh’

2. W EREARE 81847 source [path to profilel, 4l source ~/.bashrc FRIFHEE
A

BUAE ST DA EAR A A i 7 iz 4T get _idE KRB BRIHT esp-idf FR45.

X RN EHN export . sh #SNE shell FECE M. PINIE & FEAERA L iin 235 FPEREE IDF
MEIERSE (AR TCF 6 IDF B 00) . ATTRRIR (8 RE AU RS H B, 0T RESE ma HC A (1

1.9 S5hib: JHGENE TR

PAE, G0T DAJF 46 #E 45 JF &% ESP32-C3 W I #2)% 1. %W PAM ESP-IDF Ht examples H 5% T [ get-
started/hello_world T A2 15,

Ff get-started/hello_world TFSZ il R EAHY ~/esp HRE T :

1.9.1 Linux fl macOS ¥ R%:

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

1.9.2 Windows ¥R 5:

cd %userprofile$\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

ESP-IDF ) examples H % FA—RIRGI T, #RAT AR B LA kb A e . 0T DA IR bk )ik
AT IBAT AL G, WAl LB R B, Tl AT .

H % ESP-IDF % i R G SCRpi A S AL

L10 55582 R

BUAE, R ESP32-C3 JFAMIERE S PC, FHAFIT KRR L.
W, B OLEAFBRE RS T 2R AR AR -

o Windows ##{E&R&%:: coMl &
o Linux $fE:&R%: DA /dev/tty FFiG
e macOS ¥fE&RS:: VL /dev/cu. Flk

AR ER DR EANER, WIS ESP32-C3 el otz

M R N4, SR NIRRT
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111 55bb: AH

TEIEA S 2 e )2 42 hIRFE hello_world Hi, Hafr LAERE T H menuconfig,

1.11.1 Linux fl macOS ¥ &5

cd ~/esp/hello_world
idf.py set-target esp32c3
idf.py menuconfig

1.11.2 Windows 1 2%

cd fuserprofile$\esp\hello_world
idf.py set-target esp32c3
idf.py menuconfig

FH—AHWHE, MELRE “HIR” G idf .py set-target esp32c3. ¥R, HEAERER
#*ﬂﬁ“ﬂciﬁﬁzmﬁﬁﬁﬁ:*ﬂ@ﬂﬁ (A7) EWATDAEER “HAR” BCE AR (Mo T Bkid &%
B). WEERE, WEFaAFSHa.

AR Z BT BRERIES , 02 BRI e B

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type ---=>
Application manager ---=
Bootloader config ---=>
Security features --->
Partition Table --->
Compiler options ---=
Component config ---=
Compatibility options ---=

[S] Save

[/] Jump to symbol
[A] Toggle show-all mode
advanced

B 14: TRERCE —F6 0

AT DAIE A S B B I H ) AR AUFE Wi-Fi (2SS AR, SR PR E4F. hello_world /R
B0 H 2 ABABL Bz AT, B e DABk F H menuconfig #EF700 H FlE X 5%,

TR n_n/‘ it T R R S BB AR 5 EEURTR] . BRI DAE G BRI ——style RSN,
ZAZHE., #2817 idf .py menuconfig —-help fifd.

112 S50\ Gk LR

AT a4, iber TAE:
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idf.py build

BT DA A4 BT DA% AR AT A ESP-IDF 4144, $:354E i bootloader. 43 X ZE W AR — 1
A

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—— Found Git:/usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello-world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
../../../components/esptool_py/esptool/esptool.py —-p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello-world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

SR —BIIERE, S SERUR A L bin 3P

113 55Jush: Bk Bles

LA a2, SRR A % — 3841 S0 /4 (bootloader.bin, partition-table.bin F1 hello-world.bin) 5855 Z5 43
) ESP32-C3 JF %4 :

idf.py -p PORT [-b BAUD] flash

FF PORT B4y ESP32-C3 JFAMAER A PR, HAKR UL < #dt &
BB T VAKE BAUD ol A B B PR . BOABRRRl 460800,
WA X idf.py ZHEITERE, 1 Widfpy.

1M 2k £lash IR A S5k TR, PIEH #HizfT 1df.py build,

1.13.1  Jgesad Revlr al i 21 ) &

WRAEA TSR 52 a2 W BN “EEBR M XS 2, IR 2 — W] B 23217 esptool. py H B IR,
esptool.py @ME ARG MM, MTEEER . 5 ROM 5 I EE S H DA S be sk R TR . i
FRLA% D) — A ] B YRowlt e 1 BEDA S P BRI T F3h S AL AR B AR Rk, 3527 Troubleshooting
BREZER.

esptool.py jliT i USB %% 1454488 A (40 FTDI 8 CP210x) ) DTR il RTS # | 2k AE %ok H 3h
K0 ESP32-C3 (&% 5 ESP32-C3 4132 $ v i 3 JREUE Z7%4015 E). DTR FI RTS $5 i £k ik #:5)
ESP32-C3 [\ GPI09 I CHIP_PU (EN) &M I, Kt DTR 1 RTS {9 H 1 H A8 fh 2= {i ESP32-C3 i3 A&
PEREM . M X RBIN 2 F ESP32 DevKitC JF & AR A 74 .

—fBRUE, HE Y esp-idf FEAMA LM BNE. B2, esptool.py TELA NG N AEE H 2 5 E fi
.
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SEYNE!

o /J\
I

RERE A %3] GPTO9 1 CIHP_PU B DTR I RTS il 2k .

* DTR FI RTS il £k ) e E 7 50
o MRASEAT AR ERA T2 i 2 e

FRPERE AN, ] DL BSP32-C3 1 % i T 20 A s 2F F il (8 407) .,

o X Espressif BT A, BERTAS %5 I RARBI AT T8 a8 A e Bilan, mTPAE
¥4l (GP109) F4%/E EN #5241l (CHIP_PU) KTF-BhE i esp-idf ¥ &M
o X HAMRBRGREE, v DA GPTo9 FiAK.

13 3%4% Boot

1.13.2 AR
FERSEI AR, EASERZEOAT A H &

esptool.py —-chip esp32c3 -p /dev/ttyUSBO -b 460800 --before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 80m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x0 bootloader/bootloader.bin 0x10000.
—hello-world.bin

esptool.py v3.0

Serial port /dev/ttyUSBO

Connecting....
Chip is ESP32-C3
Features: Wi-Fi

Crystal is 40MHz

MAC: 7c:df:al1:40:02:a4

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800
Changed.

Configuring flash size...
Compressed 3072 bytes to 103...
Writing at 0x00008000... (100 %)
Wrote 3072 bytes (103 compressed)
—kbit/s) ...

Hash of data verified.

Compressed 18960 bytes to 11311...
Writing at 0x00000000... (100 %)
Wrote 18960 bytes (11311 compressed)
—kbit/s) ...

Hash of data verified.

Compressed 145520 bytes to 71984...

at 0x00008000 in 0.0 seconds (effective 4238.1.

at 0x00000000 in 0.3 seconds (effective 584.9.

Writing
Writing
Writing
Writing
Writing

at
at
at
at
at

0x00010000...
0x00014000...
0x00018000...
0x0001c000...
0x00020000...
Wrote 145520 bytes
—4 kbit/s)

(71984 compressed)

(20 %)

(4

(6

(80 %)
(100 %)

at 0x00010000 in 2.3 seconds

Hash of data verified.

(effective 504.

Leaving...

Hard resetting via RTS pin...

Done

WER—YIA], BeRFesm, TFABCHAEAL, MR “hello_world” JFIRIZAT.

WL 75 B | Eclipse 5842 VS Code IDE, Tfij3E idf.py,

& Eclipse 35%, DA VS Code 357,
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L1445

A PAMEH 1df.py —p PORT monitor A4, With “hello_world” TARMEFTIEN . W, ANERIC
FF PORT #4831 R 11 44 9%

BT A5, IDF Yl N AR EE: -

$ idf.py -p /dev/ttyUSBO monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello-world.elf"...

—-—— 1idf_monitor on /dev/ttyUSBO 115200 —---

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

By, B DAE RS H SR H G2 )5, BEITEIR “Hello world!” 7,

Hello world!

Restarting in 10 seconds...

This is esp32c3 chip with 1 CPU core(s), WiFi/BLE, silicon revision 0, 2MB.
—external flash

Minimum free heap size: 337332 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

BT PR ctrl+], dBH IDF HiHLAS.

i BRATUE AT S, — MR, Bkl 7
idf.py -p PORT flash monitor

LAt

o WHHIFEIDF VA%, T f#E 240 ] IDF B0 S A0 P bl R HoAb i
e i HIfEidfpy, BEEZL 1df.py A HHET.

L, BEsEK ESP32-C3 AT 1243
o RO PAZE S HAh examples, BE I A H OHNHET

= %
Bt I

g —HORGIREF A S} ESP32-C3, [ ESP32-C3 A& B fg RO RE T«

PR RBIAE P ETE & A README {4+ Supported Targets Fkf. AR FFE P45 ESP32-C3, Bf
EARIEAEXA M5, IR B BESP32-C3 XA R BT«

1.15 iy ESP-IDF

IREE AN Y BRTACA 1) ESP-IDF, 18457 bug s @ Ui e, ik, e, o MR Hop
AHIIIA . TRk EE MR EAH) esp-1iaf SUFJe, ARSHIE% = KA ESP-IDF f
a7, EH e Tk

BEAh, T AU AR Sy . BT, A A AR .
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W, WG, WHERBITLEMA, PABF R ESP-IDF ik LEWAIEH. AAiEsE % =
Yok E I,

—HEHEG TR, WA, RRAE2E5Ewy: AR ts.

1.16  HIE3CHS

1.16.1 5 ESP32-C3 &t o g

ARFEAT L EA R T B ESP32-C3 I PC Z [A] 5 F4E 4 .

¥EH: ESP32-C3 11 PC

1 USB £i:ff ESP32-C3 JT A 465 PC. WIR AT UKENAR oAy F 3 e, 35 5EiiA ESP32-C3 JT AR
LR USB #ar i )y (BUMRE AR OISy ) BT, SRTEM DI RIKEREY, FF T Tah .
PATR 32 S 8% ESP32-C3 JT A AR SRS 7 1 %

« CP210x: CP210x USB # UART #; VCP URsh %7
» FTDI: FTDI gl COM iffs 113K s AL

PA LIRSS, WSH T LA P aEr . BRI AR R USB Heeh L0t )y . — oL T, 24
ESP32-C3 JT At 5 PC I, X WK FF W ix C audT O ERE RS, FFEf Ak,

1¢ Windows |- % & %5 11

Fir#r Windows B4 Hiigs 1) COM 5 115136, WiFf ESP32-C3 5 PC [WiEH:, R EHiER:, &EFW
Uity T 2 i 2% g AR B

[/‘]\Fj'ﬂ ESP32 DevKitC A1 ESP32 WROVER KIT &[] :

1 Linux fll macOS % F i 1

5 ESP32-C3 JF R ML (SRAMAEEH TERLRR ) MER DR 28K, A M sk . |k, Wirsr
KWEGERCE, HWRBITA R e A, EEFAREGERRS, FRETTA R ard. B, $wis
Fran A5 H LR 11 B2 ESP32-C3 SR i 1 -

Linux:

1s /dev/tty*

macOS:

1ls /dev/cu.*

TEff: XT macOS i/ FHRBEARRS L, iREIRERCEM CATTHE8Y 228 7@ TR EIT
KMy USB/H LIYRBIAR Y . X macOS High Sierra (10.13) (I /Y, AR AT AEIA TG 24T S AVFURBIAR P11
m#E, BAFITIF R AR E > ZeMmBEA >E/, RELHAFRER: SRATFEN KRG
7, Hh It & N\ B4 55 Silicon Labs o FTDI.

1 Linux "PEEMNH )3 dialout

YTE SR R4 AT PATE G USB S VAT B2 5 R4 . AE 24X Linux JiiAHr, SR ] DA AR i
B RIS dialout 4, MIERIFEEERUR:
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L SEYNE|

-

File Action View Help

=4 Device Manager E'@

4 2 tdk-kmb-op780

& 78 Computer

B - Disk drives

b ';, Display adapters
DVD/CD-ROM drives
Hurnan Interface Devices
IDE ATA/ATAPI controllers
Keyboards
Mice and other pointing devices
Menitors
Metwork adapters
4 .f? Ports (COM &LPT)

Gielce ) d Flb

|> D Processors

[ -& 5ound, video and game controllers
&y System devices

b - i Universal Serial Bus controllers

E 15: g ESP32-DevKitC 1) USB & UART #f
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- L

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
&> -/M Computer

£]

[ =y Dhisk drives

A Display adapters

ey DVD/CD-ROM drives

% Human Interface Devices

‘g IDE ATASATAPI controllers

< Keyboards

--ﬂ Mice and other pointing devices
I::, Monitors

-mF Network adapters

T3 Ports (COM & LPT)

f}-n Processors

b -3, Sound, video and game controllers
5y System devices

- i Universal Serial Bus controllers

I 16: Windows i £ &5 BEES 1 ESP-WROVER-KIT (4~ USB 52473 1
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sudo usermod —-a -G dialout S$USER

FE Arch Linux &7, ZE25H

LA AR5 e wucp 414

sudo usermod -a -G uucp S$USER

THHEESR, BIRAR R ERURAE .

ik sh £

BUAE, WA A O LAy, A R ESP32-C3 J5 & i b

Windows il Linux ${i: &%;

TEARBIH, FATEHEH PuTTY SSH Client,
Windows 7] i F Linux, ARHA]PAREH HABE: DR - BT RS

s T, WO EAE BRI ERIAR H 0 R = 115200, éﬂl&"%u 8, fFIkfi=1,

#

AL, UL 1%

BRI

PuTTY SSH Client [ ] fi T

A = N. DA

FARBAT BIRE T 1 A/ Windows 1 Linux 0 B ek 111 /AR 20 (401 1152008-1-N) . FE, i
— B EERAE FIR AP BRI EIA LR L T
ﬁ PuTTY Configuration [ 22 |
Category:
= Sgssinn Options controling local sedal lines
""" I_.Dgging Select a serial line
[=- Terminal o
- Keyboard Serial line to connect to Comz
- Bell i o
- Fegtures Conrfigure the seral line
=~ Window Speed (baud) 115200
J;ppea@nce Data bits ]
- Behaviour
- Translation Stop bits 1
- Selection ]
. Colours Parity [ None - ]
£+ Connection Flow control [XONAOFF |
- Data
- Py
- Telnet
- Rlogin
- 55H
- Serial
About [ Open ] [ Cancel ]
& 17: AF Windows #:/E RS i ] PuTTY & 1 ESE
RIG, KA ESP32-C3 @ AITH HAE. I, WELMWITH R NI TEE. X HENERRT
ﬁﬂﬁ?ﬂ ESP32-C3 W IRy, S H 4 b w1,
AR EERIESE R REIER S, KM 0 K. GUREGEA S — B ORSHT ARG, 25 B R
HERF e R R
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PuTTY ConfFiguration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

About %] Cancel

[l 18: 1 Linux #4281 PuTTY A Ll E S
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macOS £ R% macOS 14t T R mS, HILEAH 289 0 Aty .
o Z% f& Linux f2 macOS L& Fs% 0 | infTPA Fand:

ls /dev/cu.*

o B PRI T -

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

 RBEIE R PRI EHOTF RGOSR, Hi SRR . AT RARY B 4, T
FIA T 7%

screen /dev/cu.device_name 115200

¥ device_name B NizfT 1s /dev/cu.* g B IS 05,

s WFHEEMIER PR HAE . HENASRGT a3 ESP32-C3 W W AT, WSHi b= .
A Cul-A +\ #RH PRRE2if.

T I RIS DEEIEREE, KM PRaEaih. WUREE R Ll 1misch XM bisé, 25 A%
W R e e

fttonBl - PATR & ESP32-C3 fiy—A H AR Bl WIREEFULTs L, 2l EEIT M.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00
clk_drv:0x00,g_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010, 1len:3464

load:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WARFTEI A H SRR (MAZELAS) , MR E EREIER . B, S0 ARSI 72055, H X
e AR 383 ESP32-C3,

TR AERCEeER Ry R, AR ESP32-C3 JHEhHF T IATT BV 1 HAGRT, 2 L unfe 7 48 H 1
RTS & DTR 5. % MU 7F/E T RTS & DTR & M E#EEHE] EN & GPIOO I ERYIEIL, 4R%
BOP Rt (EIRRENTARIT LHR) #EAX A FEEZHMEE, S5 esptool IR,

UNREAE 2254 ESP32-C3 BECEIT A AR PFEREEIT, M5 < 4 i 42ik & B TIXHL, WM F L i
disqiife

1.16.2 Eclipse IDE Gl fke 51
ESP-IDF V4.0 ERiA R H #£F CMake [ RS .
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X CMake #2240, ESP-IDF A7 —3fCHf (1Y Eclipse fif. Hk#HAESEH, ¥ WL ESP-IDF Eclipse it

{Ef#: ESP-IDF Eclipse ##i{: F{#i 1942 macOS # &, {HZ3EF5Es % Windows. Linux F1 macOS #J3& [ .

1.16.3 VS Code IDE ftif A ]

AT VS code, I HE T M rf 5 ESP-IDF A1 (B E B AL 58 38 10 i 1) i <2 FF, SRR . Bk,
W, Wik, 1BEE. core-dump. PAK RGIBER G me S HAE.

P22 e

HE#£45 0\ VS Code #7175 4 ESP-IDF VS Code Jifk, sl Hodi 223 55/ %4 ESP-IDF VS Code
It

* F ESP-IDF VS Code W w2 <https://github.com/espressif /vscode-esp-idf-
extension/blob/master /docs/tutorial/foc.md> | RN ] FIEGE ThiE

SCREIE e

RRRET A O ARG e BSP-IDF S HAH ¢ T HAE.

Fodde: AN AR, AR N B AT

Besk: UART F1 JTAG $J7] 52 iiBssg .

%i‘:‘%i P 2 A IS DIEE, W] ATE VS Code Hrjg ] IDF Wi an %, BRAEI ARG 58 A iy —
* 1BiX <https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/debugging. md>: $EENT.
RPw] A AE R A8, (7] i SRR 5 BT a0 core-dump ZhEE, 434 bug B fE.

GUI piic : Et@ermy P, T ECE S A

BHIRFIGES & HEGES: SRR R B iR s, PR i tb iy A P A A B R
REMEERLR: SO BIR svdar SRR FHBEERE, R SCRE 2 A N AGE ERLE

IDF —3ERIR 1 A — st SCE RO MR AT

Rainmaker Cloud: F {74 & 1) Rainmaker Cloud ZHF, %R DA /5L U F2 0 ) 006 I 15 2 1Y)
RE.

o RN RAVE NERARE S SR, FFABER R ERESERNT. RAIBATE IDE N H
FEE LA 1) HTML fi4-

Bugs [l & SfigiiK
HISEAEER VS Code SRHMLHEDIAE LB, AENEAE 1B35 BUR eithub LI GHOIE, AT %
A1 DA T R«

FATEID G M BRI RETOR LR T SRR S RE R SO A I REEA TGS, A U FRAT)
HRITRERRZEINRE . VOUEAE github _E§2 T TIREHTK

1.16.4 IDF Wi

IDF 5 0l — AR AT AT, TR B bR of R s A T4k, IDF WS84 i 7536 5. IDF [
it

£ IDF i F AR B A B 0T A S P G M 00 8 -

o #ifiH CMake gt H5:, WIEPM: idf.py monitor
o LS GNU Make 3P &R %E, iR make monitor
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(RS E
NT J5 85 IDF W as b AT ac h., i 2R 4 R PR B

REERE BRIE ik
Ctrl+] B AT
Cul+T SRR B NS AERERE —, R,
e | IR RE R
e Cul+T
oo | o TR
. Culep | EEHbRBCAE, MR R brSes, il RTS 2 (WIEIEH) JEA Bootloader,
Bootloader , il RTS 2 | BRHTFA RIS FE MR SFFF HLAR e ol A
BN R HIBE AT
cunn | RIS SRERFIE | Rtk FRTS 2 (ML) RRASIET.
e Ctil+F i ekt I H #7{5 idf_monitor, 1217 flash H#Exr, X5k & idf_monitor,
” {01 5 30 14 950 S PR 2 o B AR, 9 T B
1 idf_monitor f2 DL 5 HL £ S ES, W3 7 H b5
encrypted—-flash,
e Ctrl+A X i M e s b 2 ¥ 1% idf_monitor, 1517 app-flash H#r, RIGKE

5 % idf_monitor, X4 flash &ML, (HHA N HEEF %
(2 PRI E B ek, AR idf_monitor 2 PAS L -E H3INY,

) N2s1z4TH AR encrypted-flash,
. Ctil+Y (LR EAE R LATED | BOERT, SEFIaEAMBITE . AR R
75 i PR OLT PR A A H S
. Ctrl+l EMRE XS AH | ELREERNE A, HFSABEHEE. A
ki ‘ﬁ%iﬁ%@i/@?ﬁﬁ%ﬁﬁ (iR IDF {5 il gsthh & 2 1k ixTh
HE
o | TR
Ca
H)
o | BT
= &
X)

B ctrl-] Ml Cctrl-T, HAWPRGER(E S 2@ s 1 AR S B

Al 1 IDF gk

FIahfigid il ESP-IDF 44 Bl 0x4 e fA Q5 IDF Hi #3561 addr2line

B ZE R P P (R R B B
ESP-IDF B fiJ LR % crash Al panic J5(F , 5% 2 I 125 47 % A0 1 )

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.
Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—~0x3ffb7e00

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H
=0x006660000 (FgEED)
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(Z: L)
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0
Al10 : 0x00000003 Al11 : 0x00060£23 Al2 : 0x00060£20 A13 H
—0x3ffba6d0l
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfbe:0x3ffb7e40._
—-0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF 8l o 25 A7 e il Rh SE A B

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400f360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—0x3ffb7e00

0x400f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get—-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H.
—0x3ffb7dd0
Al10 : 0x00000003 A1l : 0x00060£f23 Al2 : 0x00060£20 A13 H
—0x3ffba6d0l
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get—-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbfb5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world _main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
—./hello_world_main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32c3/./cpu_start.c:254

IDF W7 )n GiafTPA N s, MRS 2tk

riscv32-esp-elf-addr2line -pfiaC —-e build/PROJECT.elf ADDRESS

R B IRBEAF & ESP_MONITOR_DECODE ¥ 'H A 0 B #% ¥ A idf_monitor.py B %F & fiy & 47 1 Tl :
idf_monitor.py --disable-address-decoding &% [l .

Ml GDBStub LIl GDB - ERIATHOLT, W2k ESP-IDF L AR A&/ crash FF, panic A PRESKFAEH
FI_EAT BV KA g AR et (S L 00 ), ARFS EEELTT KA

Espressif Systems 36 Release v4.3.4
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 1. e AL

o H PEFFCE panic ZLBE &R LAz 4T GDBStub, GDBStub I/E\—IU\ 5 GDB il H /IS b A Til 5, FeifFishi
WAF R AL P A WURIAE 545 . GDBStub SR EAT ITAG Gl f), AHANTE S AR IR EE(

i 2 B /] GDBSwb, i iz T idf.py menuconfig (;u_ I T CMake 4% % % %), IF
Y-CONFIG_ESP_SYSTEM_PANIC &3V # 5 Invoke GDBStub.,

TEX AP , Q05 panic AbFELR g &, W %2 IDF W l#s 45 %) GDBStub £ 4%k, panic AbPRES RS
H a8 5 AT s - b 2 i 280217 GDB. GDBRH f5, @i RTS H L& E 7 H A, ki
% RTS HE Ok, iEHE N, FahE N AN

IDF Wi {58 e )5 it T fir -

riscv32-esp-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex..
—interrupt build/PROJECT.elf

Eomde  ATPAVEHH idf.py monitor —-print-filter="xyz" 853} IDF ifi#s, Hp, ——print-
filter @HihHEN S8 . SEBIMENE TR, THTEUEMAE.

Fm AT N2 B RS, I8 E <tag>:<log_level> Wi, H ' <tag> EHREFAFH,
<log_level> & {N, E, W, I, D, V, *}%Aﬂhﬂ’k/\ﬁ% {2 B & HHl,

0, PRINT_FILTER="tagl:W" HJLAIIHFTE] ESP_LOGW ("tagl™, ...) 5 E L, ESHE
AL HETFH SNt , B ESP_LOGE ("tagl", ...). WHZJ48E <log_level> B{i HIF41ZK
HIBRINE *.

TR giiEns, WRARUN 3 HEAE R S E RERNATER . WA LAGE] IDF M UL i e fa Hh R U8 5
P E, HICH B NIRRT o

W RFAREAREE &2 B~ B9 ¢, DR ik Ihae.

BRI R FP Hh R) B JE —AT SR TR 4, BRI AE, B, MOOLERITIRTENi%AT, H
JEREBGAT ARG G AN o e — TR, AT DA S V50 1] e e S s it (R ) @7 B0 i
EIRFEHIREOLT ).

s 328 LI 75 3l

o * A T VUl 2R A bR, (H PRINT_FILTER="*:1 tagl:E" ¥TEI%TF tagl [ A2
B, XN tagl FEEL < HEAS R e
o BRIAFI (2) ffﬁ"?* v, BATEEAN A B AR A P BCAT R AR 2 B B R P RC T A 25

o "N AUHIE T HETIE E’J?ﬁutﬂ WIS T print £ WFTENEH . b TR — A, 1T
* B @‘ZE%E’JR%%&%UO

o N "tagl:v", "tagl:v", "tagl:", "tagl:*" fl "tagl" £,

. %ﬂﬂﬂ/"\;ailzw tagl:E" % [HT "tagl:E", X2H AEEHIEA MRS RERSESEE
B — N R%
o FUN "tagl:I tag2:wW" {YFE Info P40 R HISCEARHAIFTE tagl, FE Warning 4 B 9% 51| 5L
HARGOMNFTED tag2,

o B "tagl:T tag2:W tag3:N"FEAJNT BT BN, XZFH tag3:NEE tag3 AT
B,

* tag3:NFEMN "tagl:T tag2:W tag3:N *:v" PHEFEL, KR HUWRER tag3:N,
tag3 [ EELATRESTEN R T : tagl fl tag2 H5IR(E ST EIFERS @ I EE R A (SRR
IFERINFT BV T IN %

RO BB AR H RS AR B EAT A R A 1 Dl T BRAR A

1load:0x40078000, 1len:13564

entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte
W (31) esp_image: image at 0x30000 has invalid SPI mode 255

Q)
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(& b))
E (39) boot: Factory app partition is not bootable
I (568) cpu_start: Pro cpu up.
I (569) heap_init: Initializing. RAM available for dynamic allocation:
I (603) cpu_start: Pro cpu start user code
D (309) light_driver: [light_init, 74]:status: 1, mode: 2
D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID.
1
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="wifi esp_image:E light_driver:I" FieiBIidgiskys BT s:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="1light_driver:D esp_image:N boot:N cpu_start:N vis:N wifi:N

oV PRI i AR

load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF Y5 #L25 C il

Windows JA83 T CL10] 8

o ZAE Windows 55T, P “winpty: command not found” %1%, i4iz1T pacman -S winpty #f
TR .

* BT Windows $5il & BRI, A ek b S HAh— g5k i Joife GDB Hfiff] .

o HARTENLT, 1df.py B make iRHEY, WIRESTE IDF M Wls Pk 2 B4 30 #b.

* GDB jzf7h}, WRESEE—EmE, KR4GS GDBStub Tl 1F

1.16.5 T HBE 1w ik HE

BRTAREEM (A =¥ & E LK) TR HH TR, GHEn A B 174 THE,
WICRPIAT K, B FAT IR LA g i — b TR eE. Ao, G ATERA NG IL 5 18 AT 9w
T HeE:

o TR I TR

o SRR HAD GCC A (1 4.8.5)
o EFRTARE gcc. newlib BY, libstde++

o S AH 4R A [A] ST

o AMEEMPIEE T2 bin SCHE

W AT LHAE, HAR LR Sor:

MZEF UGB Windows JABE T 1) T H 4%
I 7 HESP-IDF T 2% %%, H P nl PAF-2lise B Windows I35 T ) T HAE, X IE @A FEHINA
F-ah e de TR DUE GF s il 26 iAo i m o F P B e S

{1 ESP-IDF T H 223688 %k TR 4 K HoAh TR BEAT PRIEARMERC R, 155 I Windows - & T 25504 47 /1%
E.

Efif: HT GNU Make (47 R 40 25K Windows 378 MSYS2 Unix, T CMake I H RGN T I EER
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351 ESP-IDF

1Efif: B4 ESP-IDF ] 77 MSYS2 bash 3ty 247 F AT, 5T CMake (12515 2 50 ] {3 % UL
Windows fir 2% 11, RIA$ H b 60 19 2 i

TR, WERGEHE AT bash (92K PowerShell i, — L8y & 1B 5 N IR PRI o

TR, BT

mkdir Suserprofile%\esp
cd %userprofile$\esp
git clone -b v4.3.4 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF - F# & Suserprofile%\esp\esp-idf,
T HIfEESP-IDF jp A1 7, #5% ESP-IDF KN |[a] A i B4 38 7 5

M git clone 4 —b va.3.4 UL git M ESP-IDF €7 b 5 [ -5 BEHCAS Y SCRE X R 73
e

AR A0, W PAM Releases page "I 2L E AR zip SCIF. ANEETR il GitHub [ 3042 "
JEARRS” 1 zip X1, EATAE T ESP-IDF,

R RO ER, MRS —-recursive . YRIRE L% 7 ESP-IDF {HEA M _F I
S, THIETTA N A 2RI A

cd esp-idf
git submodule update —-init

TH

CMake I"3L "N &A1) Windows B FE R CMake, FHizfr2ideds.

Mg B ] LRI B, 163 “Add CMake to the system PATH for all users” (A H P &5
BRI CMake) 5§ “Add CMake to the system PATH for the current user” (5245 7 i & St B A2 75
CMake) .

Ninja % T.H

MR H AT, Ninja (URHE S 64 (2 Windows A bin SCHF. Gt a] DARC & Hfbgid TH (411 mingw-
make) 7i 32 {ii Windows fiiA< i i CMake F1 idf.py o {H H R ITC KT 0L TR AT S0R

A TR BT R B A A1) Windows -5 F55E I Ninja.

i 1 Windows V-5 1) Ninja T 802 —A~zip XF, W5~ ninja.exe XM, G ERHZCIFH
FEEIAS, HFidhe 2] Path F5p RS (BGE EFEMRES] Path A2 H AR H ).

Python F#IFiz471E T Windows L AR I HFTR Python.

Python ZZ35 251 “H & L7 ZERT NI — R A%ET, HKJ5—Ti A4 “Add python.exe to Path” (¥R
python.exe % Path FRIEAS G ), iK% E A “Will be installed” (BF&x4e8),

Python G52 . M. Windows FFIASEHUITIF “ @A B, JHEITIA T e
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pip install —-user pyserial

THEERE TN Windows T H4%:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch3-win32.zip

FHEGA S H#ES] C: \Program Files  (SHMME). EHEEXFEE—/  riscv3d2-esp-
elf H.

SRIG, W% H S B bin T HR R 105 Path 3155 % & . N, ¥ H5% C: \Program Files\riscv32-
esp-elf\bin ¥sillF| Path 3 A&,

Hef: RS LR MSYS2 3158 (3G “GNU Make” 4 24%), WA ARk FEIR—4, HEERME
5 C:\msys32\opt\riscv32-esp-elf\bin | Path IfiEAr 5, Kh MSYS2 MbEc 4 T HEE,

A H %8 Path SABEAE 5 7F Windows I35 T, [n] Path 3R55A8 Frly JJMEEH%‘EE% g
ARG “WEhmi”, RB5EZEXHEE (Windows 10 F P RifE “ﬁﬂ%\éﬁuﬁ”)o

Wit Path A8 & (EFF “H PR W “REHE", BARPLT 25 A EHALH P11 Path L EAE X
H%). wafEErAREH ; <new value>,

JRBSL IR = R E T A RS E T R .

MZEHF UGV Linux 385 g T H 5%

F%TME%EHEH‘%T&EEW??B’J#L%HIE—%%, LT AR BEAS SO M%FF!Z WEACKT
FLgE. N PR O © i i i) b THAE, ATl 3 Linux F & T A8 09 470f 30 2 BT

AR BCEE O T RAEAT AR Y2K38 [ (time_t M 32 i €] 64 £i7) .

MRy 4wk ESP-IDF 2 DA R4 fF:
e CentOS 7:

sudo yum -y update && sudo yum install git wget ncurses-devel flex bison gperf.
—python3 python3-pip cmake ninja-build ccache dfu-util libusbx

H B 3 Ff CentOS 7, (N THEAFHH RS, B CentOS 8.
e Ubuntu A1 Debian:

sudo apt-get install git wget libncurses-dev flex bison gperf python3 python3-
—pip python3-setuptools python3-serial python3-cryptography python3-future.
—python3-pyparsing python3-pyelftools cmake ninja-build ccache libffi-dev.
—~libssl-dev dfu-util libusb-1.0-0

Arch:

sudo pacman -Sy —-needed gcc git make ncurses flex bison gperf python-pyserialc_
—python-cryptography python-future python-pyparsing python-pyelftools cmake.
—ninja ccache dfu-util libusb
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H:f@:  ffi i ESP-IDF 753 CMake 3.5 5 DA A . 8 FLY) Linux ZA7HUA] BEFR BT H B8RO %,
o JFJ5 backports B4, o Z%% “cmake3” P (ANE%4%E “cmake” ).

IR Gk T ILBE 2o -
e CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python3 python3-devel.
—automake bison flex texinfo help2man libtool make

* Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev.
—automake bison flex texinfo helpZ2man libtool make

o Ubuntu 16.04 5% DL F

sudo apt-get install gawk gperf grep gettext python python-dev automake bison..
—flex texinfo helpZ2man libtool libtool-bin make

¢ Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev.
—automake bison flex texinfo help2man libtool libtool-bin make

e Arch:

sudo pacman -Sy —-needed python-pip

TR, IFEAZH R

mkdir -p ~/esp
cd ~/esp

T# I 4i1¥ crosstool-NG:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patch3

git submodule update —-init

./bootstrap && ./configure —--enable-local && make

HR: FEE % 64 (v time_t i) T HAER), FETR crosstool-NG/samples/xtensa—-esp32-
elf/crosstool.config X H 55 33 1 43 FTHY M %S4 ——enable—newlib-long-time_t fi|
.

i L H A

./ct-ng riscv32-esp-elf
./ct-ng build
chmod -R u+w builds/riscv32-esp-elf

ISR T HAF SR IE R ~/esp/crosstool-NG/builds/riscv32-esp-elf,

TN TGRS PATH SABE & FR2G B8 LT HRAEE BB — A3 H sk, 5 HE M) PATH
BN, Gl PAKF AR T RAER W% ~/esp/riscv32-esp-elf/ HxH.

N T IEFMEN TR, F LR ~/ . profile UIFH PATH BB HE . HUAh, UEW DATE ~/ .profile
SCPFH AT AR . XAF, T A td IR ABE] riscv32-esp-elf:
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export PATH="S$HOME/esp/riscv32-esp-elf/bin:SPATH"

HfR: R EENRF /bin/bash B AWK shell, HFRIFAFAE .bash_profile fil .profile F/M3C
fF, NMiE¥EH .bash_profile, FF CentOS BN, alias FFERME| .bashre I,

B EPTERUAR profile WHHBUER. 12fTPAT a4 KAGA PATH BE 2 IEH:

printenv PATH

S 55 RS A i L RO S R S LA 1 T R A

$ printenv PATH
/home/user-name/esp/riscv32-esp-elf/bin:/home/user-name/bin:/home/user-name/.local/
—bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/
—local/games:/snap/bin

HEIXHEA /home/user-name Wiz i LA 0 112 .

f2)1] Python 2 Python 2 £\ 28 £5 i/ fir ), ESP-IDF R4 R -3 ## Python 2. 4% Python 3.6 B DA
BRAS . WIS s Y H A 3R Linux AATR 22000 .

RS EHIH S = 3RIR ESP-IDF TSI BT KB

MZEI IG5 E macOS I Py 1T H%

BTG NI E T HEE, 724 MacPorts 5, Homebrew {48 Ml . B, &w]
PAE I R FAmiFey T L4,

MacPorts 352 %% (1) XCode k{4, i Homebrew HFEHLZ2%E XCode iy 47 L EEIW]

WE% T B4 2 U E B, AR TR EM LI R E THAMNRE .

o 4% pip:

’sudo easy_install pip

o 2% pyserial:

’pip install —--user pyserial

o %% CMake Fl1 Ninja 41 T H.:
— #4 Homebrew, #H]DAIEST:

’brew install cmake ninja dfu-util

— #7f5 MacPorts, 0] AT

’sudo port install cmake ninja dfu-util

IR gk TILBE e s -
o %} MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool autoconf.
—automake make
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o %} Homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget help2man libtool.
—autoconf automake make

WE-AIRGEFS (K RNE) -

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-sensitive.
—HEFS+"

L

hdiutil mount ~/esp/crosstool.dmg

Bl AR H SR

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

AR A Y SR

cd ~/esp/ctng-volume

FEIH 9% crosstool-NG:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patch3

git submodule update —--init

./bootstrap && ./configure —--enable-local && make

Yk THAE:

./ct-ng riscv32-esp-elf
./ct-ng build
chmod -R u+w builds/riscv32-esp-elf

iR T HES R HE T ~/esp/ctng-volume/crosstool-NG/builds/riscv32-esp-
elf [l | T HAERT, E¥ ~/esp/ctng-volume/crosstool-NG/builds/riscv32-esp-elf/bin
INZE PATH A&

f3)il Python 2 Python 2 E.£¢ 454 Ly A1), ESP-IDF fRPFFAFESIHF Python 2, %% Python 3.6 5(PA
bifAR . W[ 2% LTS ) macOS 2B .

ISR RIS = 0 RIR ESP-IDF SEATIRSERETIT KRR
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APl 7%

2.1 ¥49 API

2.1.1 Controller && VHCI
Application Example

Check bluetooth/hci folder in ESP-IDF examples, which contains the following application:

e This is a BLE advertising demo with virtual HCI interface. Send Re-
set/ADV_PARAM/ADV_DATA/ADV_ENABLE HCI command for BLE advertising - blue-
tooth/hci/controller_vhci_ble adv.

API Reference

Header File
¢ bt/include/esp32/include/esp_bt.h

Functions
esp_err_t esp_ble_tx_power_set (esp_ble_power_type_t power_type, esp_power_level_t power_level)
Set BLE TX power Connection Tx power should only be set after connection created.

Return ESP_OK - success, other - failed
Parameters
* power_type: : The type of which tx power, could set Advertising/Connection/Default and etc
* power_level: Power level(index) corresponding to absolute value(dbm)
esp_power_level_t esp_ble_tx_power_get (esp_ble_power_type_t power_type)
Get BLE TX power Connection Tx power should only be get after connection created.

Return >= 0 - Power level, < 0 - Invalid
Parameters
* power_type: : The type of which tx power, could set Advertising/Connection/Default and etc

esp_err_t esp_bredr_tx_power_set (esp_power_level_t min_power_level, esp_power_level_t

max_power_level)
Set BR/EDR TX power BR/EDR power control will use the power in range of minimum value and maximum

value. The power level will effect the global BR/EDR TX power, such inquire, page, connection and so on.
Please call the function after esp_bt_controller_enable and before any function which cause RF do TX. So you
can call the function before doing discovery, profile init and so on. For example, if you want BR/EDR use the
new TX power to do inquire, you should call this function before inquire. Another word, If call this function
when BR/EDR is in inquire(ING), please do inquire again after call this function. Default minimum power
level is ESP_PWR_LVL_NO, and maximum power level is ESP_PWR_LVL_P3.
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Return ESP_OK - success, other - failed

Parameters
* min_power_level: The minimum power level
* max_power_level: The maximum power level

esp_err_t esp_bredr_tx_power_get (esp_power_level_t  *min_power_level, esp_power_level_t

*max_power_level)
Get BR/EDR TX power If the argument is not NULL, then store the corresponding value.

Return ESP_OK - success, other - failed

Parameters
e min_power_level: The minimum power level
* max_power_level: The maximum power level

esp_err_t esp_bredr_sco_datapath_set (esp_sco_data_path_t data_path)
Set default SCO data path Should be called after controller is enabled, and before (¢)SCO link is established.

Return ESP_OK - success, other - failed
Parameters
e data_path: SCO data path

esp_err_t esp_bt_controller_init (esp_bt_controller_config_t *cfg)
Initialize BT controller to allocate task and other resource. This function should be called only once, before
any other BT functions are called.

Return ESP_OK - success, other - failed
Parameters
¢ cfqg: Initial configuration of BT controller. Different from previous version, there’ s a mode and
some connection configuration in “cfg” to configure controller work mode and allocate the resource
which is needed.

esp_err_t esp_bt_controller_deinit (void)
De-initialize BT controller to free resource and delete task. You should stop advertising and scanning, as well
as disconnect all existing connections before de-initializing BT controller.

This function should be called only once, after any other BT functions are called.
Return ESP_OK - success, other - failed

esp_err_t esp_bt_controller_enable (esp_bt_mode_t mode)
Enable BT controller. Due to a known issue, you cannot call esp_bt_controller_enable() a second time to
change the controller mode dynamically. To change controller mode, call esp_bt_controller_disable() and
then call esp_bt_controller_enable() with the new mode.

Return ESP_OK - success, other - failed
Parameters
e mode: : the mode(BLE/BT/BTDM) to enable. For compatible of API, retain this argument. This
mode must be equal as the mode in  “cfg” of esp_bt_controller_init().

esp_err_t esp_bt_controller_disable (void)
Disable BT controller.

Return ESP_OK - success, other - failed

esp_bt_controller_status_t esp_bt_controller_get_status (void)
Get BT controller is initialised/de-initialised/enabled/disabled.

Return status value

bool esp_vheci_host_check_send_available (void)
esp_vhci_host_check_send_available used for check actively if the host can send packet to controller or not.

Return true for ready to send, false means cannot send packet

void esp_vheci_host_send_packet (uint8_t *data, uintl16_t len)
esp_vhci_host_send_packet host send packet to controller

Should not call this function from within a critical section or when the scheduler is suspended.
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Parameters
e data: the packet point
* len: the packet length

esp_err_t esp_vhei_host_register_callback (const esp_vhci_host_callback_t *callback)
esp_vhci_host_register_callback register the vhci reference callback struct defined by vhci_host_callback
structure.

Return ESP_OK - success, ESP_FAIL - failed
Parameters
* callback: esp_vhci_host_callback type variable

esp_err_t esp_bt_controller_mem_release (esp_bt_mode_t mode)
esp_bt_controller_mem_release release the controller memory as per the mode

This function releases the BSS, data and other sections of the controller to heap. The total size is about 70k
bytes.

esp_bt_controller_mem_release(mode) should be called only before esp_bt_controller_init() or after
esp_bt_controller_deinit().

Note that once BT controller memory is released, the process cannot be reversed. It means you cannot use the
bluetooth mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If the app calls esp_bt_controller_enable(ESP_BT_MODE_BLE) to use BLE only then it is safe to call
esp_bt_controller_mem_release(ESP_BT_MODE_CLASSIC_BT) at initialization time to free unused BT
Classic memory.

If the mode is ESP_BT _MODE_BTDM, then it may be wuseful to «call API
esp_bt_mem_release(ESP_BT_MODE_BTDM) instead, which internally calls
esp_bt_controller_mem_release(ESP_BT_MODE_BTDM) and additionally releases the BSS and data
consumed by the BT/BLE host stack to heap. For more details about usage please refer to the documentation
of esp_bt_mem_release() function

Return ESP_OK - success, other - failed
Parameters
* mode: : the mode want to release memory

esp_err_t esp_bt_mem_release (esp_bt_mode_t mode)
esp_bt_mem_release release controller memory and BSS and data section of the BT/BLE host stack as per the
mode

This function first releases controller memory by internally calling esp_bt_controller_mem_release(). Addi-
tionally, if the mode is set to ESP_BT_MODE_BTDM, it also releases the BSS and data consumed by the
BT/BLE host stack to heap

Note that once BT memory is released, the process cannot be reversed. It means you cannot use the bluetooth
mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If you never intend to wuse bluetooth in a current boot-up cycle, you can call
esp_bt_mem_release(ESP_BT_MODE_BTDM) before esp_bt_controller_init or after
esp_bt_controller_deinit.

For example, if a user only uses bluetooth for setting the WiFi configuration, and does not use bluetooth in the
rest of the product operation” . In such cases, after receiving the WiFi configuration, you can disable/deinit
bluetooth and release its memory. Below is the sequence of APIs to be called for such scenarios:

esp_bluedroid_disable();
esp_bluedroid_deinit ();
esp_bt_controller_disable();

Q)
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(ZEE50)

esp_bt_controller_deinit ();
esp_bt_mem_release (ESP_BT_MODE_BTDM) ;

Note In case of NimBLE host, to release BSS and data memory to heap, the mode needs to be set to
ESP_BT_MODE_BTDM as controller is dual mode.
Return ESP_OK - success, other - failed
Parameters
* mode: : the mode whose memory is to be released

esp_err_t esp_bt_sleep_enable (void)
enable bluetooth to enter modem sleep

Note that this function shall not be invoked before esp_bt_controller_enable()

There are currently two options for bluetooth modem sleep, one is ORIG mode, and another is EVED Mode.
EVED Mode is intended for BLE only.

For ORIG mode: Bluetooth modem sleep is enabled in controller start up by default if CON-
FIG_CTRL_BTDM_MODEM_SLEEP is set and “ORIG mode” is selected. In ORIG modem sleep mode,
bluetooth controller will switch off some components and pause to work every now and then, if there is no
event to process; and wakeup according to the scheduled interval and resume the work. It can also wakeup
earlier upon external request using function “esp_bt_controller_wakeup_request” .

Return
¢ ESP_OK : success
e other : failed

esp_err_t esp_bt_sleep_disable (void)
disable bluetooth modem sleep

Note that this function shall not be invoked before esp_bt_controller_enable()
If esp_bt_sleep_disable() is called, bluetooth controller will not be allowed to enter modem sleep;

If ORIG modem sleep mode is in use, if this function is called, bluetooth controller may not immediately wake
up if it is dormant then. In this case, esp_bt_controller_wakeup_request() can be used to shorten the time for
wakeup.

Return
e ESP_OK : success
e other : failed

esp_err_t esp_ble_scan_dupilcate_list_flush (void)
Manually clear scan duplicate list.

Note that scan duplicate list will be automatically cleared when the maximum amount of device in the filter is
reached the amount of device in the filter can be configured in menuconfig.

Note This function name is incorrectly spelled, it will be fixed in release 5.x version.
Return

¢ ESP_OK : success

e other : failed

void esp_wifi_bt_power_domain_on (void)
bt Wi-Fi power domain power on

void esp_wifi_bt_power_domain_off (void)
bt Wi-Fi power domain power off

Structures

struct esp_bt_controller_config_t
Controller config options, depend on config mask. Config mask indicate which functions enabled, this means
some options or parameters of some functions enabled by config mask.
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Public Members

uintl6_t controller_task_stack_size
Bluetooth controller task stack size

uint8_t controller_task_prio
Bluetooth controller task priority

uint§_t hei_uart_no
If use UART1/2 as HCI 10O interface, indicate UART number

uint32_t hci_uart_baudrate
If use UART1/2 as HCI IO interface, indicate UART baudrate

uint8_t scan_duplicate_mode
scan duplicate mode

uint8_t scan_duplicate_type
scan duplicate type

uintl6_t normal_adv_size
Normal adv size for scan duplicate

uintl6_t mesh_adv_size
Mesh adv size for scan duplicate

uintl6_t send_adv_reserved_size
Controller minimum memory value

uint32_t controller_debug_flag
Controller debug log flag

uint8_t mode
Controller mode: BR/EDR, BLE or Dual Mode

uint§_t ble_max_conn
BLE maximum connection numbers

uint§_tbt_max_acl_conn
BR/EDR maximum ACL connection numbers

uint§_t bt_sco_datapath
SCO data path, i.e. HCI or PCM module

bool auto_latency
BLE auto latency, used to enhance classic BT performance

bool bt _legacy_auth_vs_evt
BR/EDR Legacy auth complete event required to protect from BIAS attack

uint8_t bt _max_sync_conn
BR/EDR maximum ACL connection numbers. Effective in menuconfig

uint§_tble_sca
BLE low power crystal accuracy index

uint8_t pcm_role
PCM role (master & slave)

uint§_t pcm_polar
PCM polar trig (falling clk edge & rising clk edge)

bool hli
Using high level interrupt or not

uint32_tmagic
Magic number
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struct esp_vhci_host_callback
esp_vhci_host_callback used for vhcei call host function to notify what host need to do

Public Members

void (*notify_host_send_available) (void)
callback used to notify that the host can send packet to controller

int (*notify host_recwv) (uint8_t *data, uint16_t len)
callback used to notify that the controller has a packet to send to the host

Macros
ESP_BT_CONTROLLER_CONFIG_MAGIC_VAL
BT_CONTROLLER_INIT CONFIG_DEFAULT ()

Type Definitions
typedef struct esp_vhci_host_callback esp_vheci_host_callback_t
esp_vhci_host_callback used for vhci call host function to notify what host need to do

Enumerations
enum esp_bt_mode_t
Bluetooth mode for controller enable/disable.

Values:

ESP_BT_MODE_IDLE = 0x00
Bluetooth is not running

ESP_BT_MODE_BLE = 0x01
Run BLE mode

ESP_BT_MODE_CLASSIC_BT = 0x02
Run Classic BT mode

ESP_BT_MODE_BTDM = 0x03
Run dual mode
enum [anonymous]
BLE sleep clock accuracy(SCA), values for ble_sca field in esp_bt_controller_config_t, currently only
ESP_BLE_SCA_500PPM and ESP_BLE_SCA_250PPM are supported.

Values:

ESP_BLE_SCA_500PPM =0
BLE SCA at 500ppm

ESP_BLE_SCA_250PPM
BLE SCA at 250ppm

ESP_BLE_SCA_150PPM
BLE SCA at 150ppm

ESP_BLE_SCA_100PPM
BLE SCA at 100ppm

ESP_BLE_SCA_75PPM
BLE SCA at 75ppm

ESP_BLE_SCA_50PPM
BLE SCA at 50ppm

ESP_BLE_SCA_30PPM
BLE SCA at 30ppm
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ESP_BLE_SCA_20PPM
BLE SCA at 20ppm

enum esp_bt_controller_status_t
Bluetooth controller enable/disable/initialised/de-initialised status.

Values:
ESP_BT_CONTROLLER_STATUS_IDLE =0
ESP_BT_CONTROLLER_STATUS_INITED
ESP_BT_CONTROLLER_STATUS_ENABLED
ESP_BT_CONTROLLER_STATUS_NUM

enum esp_ble_power_type_t
BLE tx power type ESP_BLE_PWR_TYPE_CONN_HDLO-8: for each connection, and only be
set after connection completed. when disconnect, the correspond TX power is not effected.
ESP_BLE_PWR_TYPE_ADV : for advertising/scan response. ESP_BLE_PWR_TYPE_SCAN : for scan.
ESP_BLE_PWR_TYPE_DEFAULT : if each connection’ s TX power is not set, it will use this default value.
if neither in scan mode nor in adv mode, it will use this default value. If none of power type is set, system will
use ESP_PWR_LVL_P3 as default for ADV/SCAN/CONNO-9.

Values:

ESP_BLE_PWR_TYPE_CONN_HDLO =0
For connection handle 0

ESP_BLE_PWR_TYPE_CONN_HDLI1 =1
For connection handle 1

ESP_BLE_PWR_TYPE_CONN_HDL2 =2
For connection handle 2

ESP_BLE_PWR_TYPE_CONN_HDL3 =3
For connection handle 3

ESP_BLE_PWR_TYPE_CONN_HDL4 =4
For connection handle 4

ESP_BLE_PWR_TYPE_CONN_HDL5 =5
For connection handle 5

ESP_BLE_PWR_TYPE_CONN_HDL6 =6
For connection handle 6

ESP_BLE_PWR_TYPE_CONN_HDL7 =7
For connection handle 7

ESP_BLE_PWR_TYPE_CONN_HDLS = 8
For connection handle 8

ESP_BLE_PWR_TYPE_ADV =9
For advertising

ESP_BLE_PWR_TYPE_SCAN = 10
For scan

ESP_BLE_PWR_TYPE_DEFAULT = 11
For default, if not set other, it will use default value

ESP_BLE_PWR_TYPE_NUM = 12
TYPE numbers

enum esp_power_level_t
Bluetooth TX power level(index), it’ s just a index corresponding to power(dbm).

Values:
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ESP_PWR_LVL_N12=0
Corresponding to -12dbm

ESP_PWR_LVL_N9 =1
Corresponding to -9dbm

ESP_PWR_LVL_N6 =2
Corresponding to -6dbm

ESP_PWR_LVL_N3 =3
Corresponding to -3dbm

ESP_PWR_LVL_NO =4
Corresponding to Odbm

ESP_PWR_LVL_P3=35
Corresponding to +3dbm

ESP_PWR_LVL_P6 =6
Corresponding to +6dbm

ESP_PWR_LVL_P9=7
Corresponding to +9dbm

ESP_PWR_LVL_N14 = ESP_ PWR _LVL_NI2
Backward compatibility! Setting to -14dbm will actually result to -12dbm

ESP_PWR_LVL_N11 = ESP_PWR_LVL_N9
Backward compatibility! Setting to -11dbm will actually result to -9dbm

ESP_PWR_LVL_N8 = ESP_PWR_LVL_N6
Backward compatibility! Setting to -8dbm will actually result to -6dbm

ESP_PWR_LVL_NS5 = ESP_PWR_LVL_N3
Backward compatibility! Setting to -5dbm will actually result to -3dbm

ESP_PWR_LVL_N2 = ESP_PWR_LVL_NO
Backward compatibility! Setting to -2dbm will actually result to Odbm

ESP_PWR_LVL_P1 = ESP_ PWR_LVL_P3
Backward compatibility! Setting to +1dbm will actually result to +3dbm

ESP_PWR_LVL_P4 = ESP_PWR_LVL_P6
Backward compatibility! Setting to +4dbm will actually result to +6dbm

ESP_PWR_LVL_P7 = ESP_PWR_LVL_P9
Backward compatibility! Setting to +7dbm will actually result to +9dbm

enum esp_sco_data_path_t
Bluetooth audio data transport path.

Values:

ESP_SCO_DATA_PATH_HCI =0
data over HCI transport

ESP_SCO_DATA_PATH PCM=1
data over PCM interface

2.1.2 BT COMMON
BT GENERIC DEFINES

API Reference

Espressif Systems 52
Submit Document Feedback

Release v4.3.4


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 2. API &%

Header File
¢ bt/host/bluedroid/api/include/api/esp_bt_defs.h

Structures
struct esp_bt_uuid_t
UUID type.

Public Members
uintl6_t len
UUID length, 16bit, 32bit or 128bit

uintl6_t uuidleé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[ESP_UUID_LEN_128]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UUID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)
ESP_BT_OCTET16_LEN

ESP_BT_OCTET8_LEN

ESP_DEFAULT_GATT_IF
Default GATT interface id.

ESP_BLE_PRIM_ADV_INT_ MIN
Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM ADV_INT MAX
Maximum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_CONN_INT_ MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT_MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_ MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_PARAM UNDEF
ESP_BLE_SCAN_PARAM UNDEF

ESP_BLE_IS_VALID_PARAM (X, min, max)
Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN 32
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ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_BLE_ENC_KEY_ MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY_ MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY_ MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &

response key.

ESP_APP_ID_MIN
Minimum of the application id.

ESP_APP_ID_MAX
Maximum of the application id.

ESP_BD_ADDR_STR
ESP_BD_ADDR_HEX (addr)

Type Definitions
typedef uint8_t esp_bt_octetl6_t[ESP_BT_OCTET16_LEN]
typedef uint§_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]

typedef uint§_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bd_addr_t[ESP_BD_ADDR_LEN]
Bluetooth device address.

typedef uint§_t esp_ble_key mask_t

Enumerations
enum esp_bt_status_t
Status Return Value.

Values:

ESP_BT_STATUS_SUCCESS =0
ESP_BT_STATUS_FAIL
ESP_BT_STATUS_NOT_READY
ESP_BT_STATUS_NOMEM
ESP_BT_STATUS_BUSY
ESP_BT_STATUS_DONE = 5
ESP_BT_STATUS_UNSUPPORTED
ESP_BT_STATUS_PARM_INVALID
ESP_BT_STATUS_UNHANDLED
ESP_BT_STATUS_AUTH_FAILURE
ESP_BT_STATUS_RMT_DEV_DOWN = 10
ESP_BT_STATUS_AUTH_REJECTED
ESP_BT_STATUS_INVALID_ STATIC_RAND_ADDR
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ESP_BT_STATUS_PENDING
ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL
ESP_BT_STATUS_PARAM_OUT_OF_RANGE
ESP_BT_STATUS_TIMEOUT
ESP_BT_STATUS_PEER_LE_DATA_ LEN_UNSUPPORTED
ESP_BT_STATUS_CONTROL_LE_DATA_ LEN_UNSUPPORTED
ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_ FMT
ESP_BT_STATUS_MEMORY_ FULL = 20

ESP_BT_STATUS_EIR_TOO_LARGE
enum esp_bt_dev_type_t
Bluetooth device type.

Values:
ESP_BT_DEVICE_TYPE_BREDR = 0x01
ESP_BT_DEVICE_TYPE_BLE = 0x02
ESP_BT_DEVICE_TYPE_DUMO = 0x03

enum esp_ble_addr_type_t
BLE device address type.

Values:

BLE_ADDR_TYPE_PUBLIC = 0x00
BLE_ADDR_TYPE_RANDOM = 0x01
BLE_ADDR_TYPE_RPA_PUBLIC = 0x02
BLE_ADDR_TYPE_RPA_RANDOM = 0x03

enum esp_ble_wl_addr_type_t
white list address type

Values:
BLE_WL_ADDR_TYPE_PUBLIC = 0x00
BLE_WL_ADDR_TYPE_RANDOM = 0x01

BT MAIN API

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_bt_main.h

Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)
Get bluetooth stack status.

Return Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init().

Return
e ESP_OK : Succeed
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e Other : Failed

esp_err_t esp_bluedroid_disable (void)
Disable bluetooth, must prior to esp_bluedroid_deinit().

Return
¢ ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_init (void)

Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.

Return
¢ ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_deinit (void)
Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

Return
e ESP_OK : Succeed
e Other : Failed

Enumerations
enum esp_bluedroid_status_t
Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

ESP_BLUEDROID_STATUS_UNINITIALIZED =0
Bluetooth not initialized

ESP_BLUEDROID_STATUS_INITIALIZED
Bluetooth initialized but not enabled

ESP_BLUEDROID_STATUS_ENABLED
Bluetooth initialized and enabled

BT DEVICE APIs

Overview Bluetooth device reference APIs.

API Reference

Header File

¢ bt/host/bluedroid/api/include/api/esp_bt_device.h

Functions
const uint8_t *esp_bt_dev_get_address (void)
Get bluetooth device address. Must use after “esp_bluedroid_enable” .

Return bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled

esp_err_t esp_bt_dev_set_device_name (const char *name)

Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDR/LE device type shall have a single Bluetooth device name which shall be identical irrespective of

the physical channel used to perform the name discovery procedure.

Return
¢ ESP_OK : Succeed
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¢ ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of limit
¢ ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled
¢ ESP_FAIL : others
Parameters
e [in] name: : device name to be set

2.1.3 BTLE
GAP API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

* This is a SMP security client demo and its tutorial. This demo initiates its security parameters and acts as a
GATT client, which can send a security request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_client
— GATT Security Client Example Walkthrough
 This is a SMP security server demo and its tutorial. This demo initiates its security parameters and acts as a
GATT server, which can send a pair request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_server
— GATT Security Server Example Walkthrough

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_gap_ble_api.h

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)
This function is called to occur gap event, such as scan result.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] callback: callback function
esp_err_t esp_ble_gap_config_adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] adv_data: Pointer to User defined ADV data structure. This memory space can not be
freed until callback of config_adv_data is received.

esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] scan_params: Pointer to User defined scan_params data structure. This memory space
can not be freed until callback of set_scan_params

esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
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Return
e ESP_OK : success
« other : failed
Parameters
¢ [in] duration: Keeping the scanning time, the unit is second.

esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.

Return
e ESP_OK : success
— other : failed

esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.

Return
e ESP_OK : success
* other : failed
Parameters
* [in] adv_params: pointer to User defined adv_params data structure.

esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.

Return
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.

Return
¢ ESP_OK : success
e other : failed
Parameters
* [in] params: - connection update parameters

esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t

tx_data_length)
This function is to set maximum LE data packet size.

Return
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function sets the static Random Address and Non-Resolvable Private Address for the application.

Return
* ESP_OK : success
e other : failed
Parameters
* [in] rand_addr: the random address which should be setting

esp_err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.

Return
e ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_config_local_privacy (bool privacy_enable)
Enable/disable privacy on the local device.

Return
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« ESP_OK : success
e other : failed
Parameters

* [in] privacy_enable: - enable/disable privacy on remote device.

esp_err_t esp_ble_gap_config _local_icon (uintl6_t icon)
set local gap appearance icon

Return
e ESP_OK : success
e other : failed
Parameters
e [in] icon: - External appearance value, these values are defined by the Bluetooth

SIG, please refer to https://www.bluetooth.com/specifications/gatt/viewer?attribute XmlFile=org.
bluetooth.characteristic.gap.appearance.xml

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t  remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)
Add or remove device from white list.
Return

e ESP_OK : success

e other : failed
Parameters

e [in] add_remove: the value is true if added the ble device to the white list, and false remove

to the white list.

e [in] remote_bda: the remote device address add/remove from the white list.
e [in] wl_addr_type: whitelist address type

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.

Return
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)
Get the whitelist size in the controller.

Return
e ESP_OK : success
e other : failed
Parameters
e [out] length: the white list length.

esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t
min_conn_int, uintl6_t  max_conn_int,
uintl6_t slave_latency, uintl6_t supervi-
sion_tout)

This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

Return

e ESP_OK : success

e other : failed
Parameters
in] bd_addr: BD address of the peripheral
in] min_conn_int: minimum preferred connection interval
in] max_conn_int: maximum preferred connection interval
in]

n]j

slave_latency: preferred slave latency

[
[
e [
[ supervision_tout: preferred supervision timeout

esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device.
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Return
e ESP_OK : success
e other : failed
Parameters
e [in] name: - device name.

esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t
*addr_type)
This function is called to get local used address and adress type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

Return - ESP_OK : success
e other : failed

Parameters
e [in] local_used_addr: - current local used ble address (six bytes)
e [in] addr_type: - ble address type

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)
This function is called to get ADV data for a specific type.

Return pointer of ADV data
Parameters
e [in] adv_data: - pointer of ADV data which to be resolved
* [in] type: - finding ADV data type
e [out] length: - return the length of ADV data not including type

esp_err_t esp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] raw_data: : raw advertising data
e [in] raw_data_len: : raw advertising data length , less than 31 bytes

esp_err_t esp_ble_gap_config_scan_rsp_data_raw (uint8_t *raw_data, uint32_t

. .. raw_data_len)
This function is called to set raw scan response data. User need to fill scan response data by self.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] raw_data: : raw scan response data
* [in] raw_data_len: : raw scan response data length , less than 31 bytes

esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)
This function is called to read the RSSI of remote device. The address of link policy results are returned in the
gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] remote_addr: : The remote connection device address.

esp_err_t esp_ble_gap_add_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
ype,
esp_duplicate_info_t
device_info)
This function is called to add a device info into the duplicate scan exceptional list.

Return
e ESP_OK : success
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* other : failed
Parameters
e [in] type: device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t when
type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADYV or MESH_PROXY_SRV_ADV ,
device_info is invalid.
e [in] device_info: the device information.

esp_err_t esp_ble_gap_remove_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type,
esp_duplicate_info_t
device_info)
This function is called to remove a device info from the duplicate scan exceptional list.
Return
e ESP_OK : success
e other : failed
Parameters
e [in] type: device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t when
type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADYV or MESH_PROXY_SRV_ADV ,
device_info is invalid.

e [in] device_info: the device information.

esp_err_t esp_ble_gap_clean_duplicate_scan_exceptional_list (esp_duplicate_scan_exceptional_list_type_t

list_type)
This function is called to clean the duplicate scan exceptional list. This API will delete all device information

in the duplicate scan exceptional list.

Return
e ESP_OK : success
e other : failed
Parameters

e [in] list_type: duplicate scan exceptional list type, the value can be one or more of
esp_duplicate_scan_exceptional_list_type_t.

esp_err_t esp_ble_gap_set_security_ param (esp_ble_sm_param_t param_type, void *value,

uint8_t len)
Set a GAP security parameter value. Overrides the default value.

Secure connection is highly recommended to avoid some major vulnerabilities like ‘Impersonation in the Pin
Pairing Protocol’ (CVE-2020-26555) and ‘ Authentication of the LE Legacy Pairing Protocol’ .

To accept only secure connection mode, it is necessary do as following:

1. Set bit ESP_LE_AUTH_REQ_SC_ONLY (param_type is ESP_BLE_SM_AUTHEN_REQ_MODE),
bit ESP_LE_AUTH_BOND and bit ESP_LE_AUTH_REQ_MITM is optional as required.

2. Set to ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE (param_type is
ESP_BLE_SM_ONLY_ACCEPT_SPECIF IED_SEC_AUTH).

Return - ESP_OK : success
e other : failed
Parameters
* [in] param_type: : the type of the param which to be set
e [in] wvalue: : the param value
e [in] len: : the length of the param value

esp_err_t esp_ble_gap_security_rsp (esp_bd_addr_t bd_addr, bool accept)
Grant security request access.

Return - ESP_OK : success
e other : failed
Parameters
e [in] bd_addr: : BD address of the peer
e [in] accept: : accept the security request or not
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esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act_t sec_act)
Set a gap parameter value. Use this function to change the default GAP parameter values.

Return - ESP_OK : success
e other : failed
Parameters
* [in] bd_addr: : the address of the peer device need to encryption
e [in] sec_act: : Thisis the security action to indicate what kind of BLE security level is required
for the BLE link if the BLE is supported

esp_err_t esp_ble_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)
Reply the key value to the peer device in the legacy connection stage.

Return - ESP_OK : success
e other : failed
Parameters
e [in] bd_addr: : BD address of the peer
e [in] accept: : passkey entry successful or declined.
e [in] passkey: : passkey value, must be a 6 digit number, can be lead by O.

esp_err_t esp_ble_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the confirm value to the peer device in the secure connection stage.

Return - ESP_OK : success
e other : failed
Parameters
* [in] bd_addr: : BD address of the peer device
* [in] accept: : numbers to compare are the same or different.

esp_err_t esp_ble_remove_bond_device (esp_bd_addr_t bd_addr)
Removes a device from the security database list of peer device. It manages unpairing event while connected.

Return - ESP_OK : success
e other : failed
Parameters
e [in] bd_addr: : BD address of the peer device

int esp_ble_get_bond_device_num (void)
Get the device number from the security database list of peer device. It will return the device bonded number
immediately.

Return - >=0 : bonded devices number.
e ESP_FAIL : failed

esp_err_t esp_ble_get_bond_device_list (int *dev_num, esp_ble_bond_dev_t *dev_list)
Get the device from the security database list of peer device. It will return the device bonded information
immediately.

Return - ESP_OK : success
e other : failed
Parameters
e [inout] dev_num: Indicate the dev_list array(buffer) size as input. If dev_num is
large enough, it means the actual number as output. Suggest that dev_num value equal to
esp_ble_get_bond_device_num().
e [out] dev_list: an array(buffer) of esp_ble bond _dev_t type. Use for storing the
bonded devices address. The dev_list should be allocated by who call this API.

esp_err_t esp_ble_oob_req_reply (esp_bd_addr_t bd_addr, vint8_t *TK, uint8_t len)
This function is called to provide the OOB data for SMP in response to ESP_GAP_BLE_OOB_REQ_EVT.

Return - ESP_OK : success
e other : failed
Parameters
* [in] bd_addr: BD address of the peer device.
e [in] TK: TK value, the TK value shall be a 128-bit random number
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e [in] len: length of tk, should always be 128-bit

esp_err_t esp_ble_gap_disconnect (esp_bd_addr_t remote_device)
This function is to disconnect the physical connection of the peer device gattc may have multiple virtual GATT
server connections when multiple app_id registered. esp_ble_gattc_close (esp_gatt_if_t gattc_if, uint16_t
conn_id) only close one virtual GATT server connection. if there exist other virtual GATT server connec-
tions, it does not disconnect the physical connection. esp_ble_gap_disconnect(esp_bd_addr_t remote_device)
disconnect the physical connection directly.

Return - ESP_OK : success
e other : failed
Parameters
* [in] remote_device: : BD address of the peer device

esp_err_t esp_ble_get_current_conn_params (esp_bd_addr_t bd_addr, esp_gap_conn_params_t

*conn_params)
This function is called to read the connection parameters information of the device.

Return - ESP_OK : success
e other : failed
Parameters
e [in] bd_addr: BD address of the peer device.
e [out] conn_params: the connection parameters information

esp_err_t esp_gap_ble_set_channels (esp_gap_ble_channels channels)
BLE set channels.

Return - ESP_OK : success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed
Parameters
e [in] channels: : The n th such field (in the range O to 36) contains the value for the link layer
channel index n. 0 means channel n is bad. 1 means channel n is unknown. The most significant bits
are reserved and shall be set to 0. At least one channel shall be marked as unknown.

esp_err_t esp_gap_ble_set_authorization (esp_bd_addr_t bd_addr, bool authorize)
This function is called to authorized a link after Authentication(MITM protection)

Return - ESP_OK : success
e other : failed

Parameters
e [in] bd_addr: BD address of the peer device.
e [out] authorize: Authorized the link or not.

esp_err_t esp_ble_gap_read_phy (esp_bd_addr_t bd_addr)
This function is used to read the current transmitter PHY and receiver PHY on the connection identified by
remote address.

Return - ESP_OK : success
e other : failed
Parameters
* [in] bd_addr: : BD address of the peer device

esp_err_t esp_ble_gap_set_prefered_default_phy (esp_ble_gap_phy_mask_t  tx_phy_mask,

esp_ble_gap_phy_mask_t rx_phy_mask)
This function is used to allows the Host to specify its preferred values for the transmitter PHY and receiver

PHY to be used for all subsequent connections over the LE transport.

Return - ESP_OK : success
e other : failed
Parameters
e [in] tx_phy_mask: : indicates the transmitter PHYs that the Host prefers the Controller to
use
e [in] rx_phy_mask: : indicates the receiver PHYs that the Host prefers the Controller to use
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esp_err_t esp_ble_gap_set_prefered_phy (esp_bd_addr_t bd_addr, esp_ble_gap_all_phys_t
all_phys_mask, esp_ble_gap_phy_mask_t
tx_phy_mask, esp_ble_gap_phy_mask_t rx_phy_mask,

esp_ble_gap_prefer_phy_options_t phy_options)
This function is used to set the PHY preferences for the connection identified by the remote address. The

Controller might not be able to make the change (e.g. because the peer does not support the requested PHY)
or may decide that the current PHY is preferable.

Return - ESP_OK : success
e other : failed
Parameters
e [in] bd_addr: : remote address
e [in] all_phys_mask: : a bit field that allows the Host to specify

* [in] tx_phy_mask: : a bit field that indicates the transmitter PHY's that the Host prefers the
Controller to use

* [in] rx_phy_mask: : a bit field that indicates the receiver PHYs that the Host prefers the
Controller to use

* [in] phy_options: : a bit field that allows the Host to specify options for PHYs

esp_err_t esp_ble_gap_ext_adv_set_rand_addr (uint8_t instance, esp_bd_addr_t rand_addr)
This function is used by the Host to set the random device address specified by the Random_Address parameter.

Return - ESP_OK : success
e other : failed

Parameters
* [in] instance: : Used to identify an advertising set
e [in] rand_addr: : Random Device Address

esp_err_t esp_ble_gap_ext_adv_set_params (uint8_t instance, const
esp_ble_gap_ext_adv_params_t *params)
This function is used by the Host to set the advertising parameters.
Return - ESP_OK : success
* other : failed
Parameters

* [in] instance: : identifies the advertising set whose parameters are being configured.
e [in] params: : advertising parameters

esp_err_t esp_ble_gap_config_ext_adv_data_raw (uint8_t instance, uintl6_t length, const
uint8_t *data)

This function is used to set the data used in advertising PDUs that have a data field.

Return - ESP_OK : success
e other : failed

Parameters
* [in] instance: : identifies the advertising set whose data are being configured
e [in] length: : datalength
e [in] data: : data information

esp_err_t esp_ble_gap_config_ext_scan_rsp_data_raw (uint8_t instance, uintl6_t length,
const uint8_t *scan_rsp_data)
This function is used to provide scan response data used in scanning response PDUs.
Return - ESP_OK : success
e other : failed
Parameters
* [in] instance: : identifies the advertising set whose response data are being configured.
e [in] length: : responsedata length
* [in] scan_rsp_data: : response data information

esp_err_t esp_ble_gap_ext_adv_start (uintd8_t num_adv, const  esp_ble_gap_ext_adv_t
. o “ext_adv) . . .
This function is used to request the Controller to enable one or more advertising sets using the advertising sets
identified by the instance parameter.
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Return - ESP_OK : success
e other : failed

Parameters
* [in] num_adv: : Number of advertising sets to enable or disable
* [in] ext_adv: : adv parameters

esp_err_t esp_ble_gap_ext_adv_stop (uint8_t num_adv, const uint8_t *ext_adv_inst)
This function is used to request the Controller to disable one or more advertising sets using the advertising sets
identified by the instance parameter.

Return - ESP_OK : success
e other : failed

Parameters
e [in] num_adv: : Number of advertising sets to enable or disable
e [in] ext_adv_inst: : extadv instance

esp_err_t esp_ble_gap_ext_adv_set_remove (uint8_t instance)
This function is used to remove an advertising set from the Controller.

Return - ESP_OK : success
e other : failed
Parameters
e [in] instance: : Used to identify an advertising set

esp_err_t esp_ble_gap_ext_adv_set_clear (void)
This function is used to remove all existing advertising sets from the Controller.

Return - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_set_params (uint8_t instance, const
esp_ble_gap_periodic_adv_params_t
*params)

This function is used by the Host to set the parameters for periodic advertising.

Return - ESP_OK : success
e other : failed
Parameters
e [in] instance: : identifies the advertising set whose periodic advertising parameters are being
configured.
* [in] params: : periodic adv parameters

esp_err_t esp_ble_gap_config periodic_adv_data_raw (uint8_t instance, uintl6_t length,

) o ) o o const uint8_t *data)
This function is used to set the data used in periodic advertising PDUs.

Return - ESP_OK : success
e other : failed
Parameters
e [in] instance: : identifies the advertising set whose periodic advertising parameters are being
configured.
e [in] length: : the length of periodic data
e [in] data: : periodic data information

esp_err_t esp_ble_gap_periodic_adv_start (uint8_t instance)
This function is used to request the Controller to enable the periodic advertising for the advertising set specified.

Return - ESP_OK : success
e other : failed
Parameters
e [in] instance: : Used to identify an advertising set

esp_err_t esp_ble_gap_periodic_adv_stop (uint8_t instance)
This function is used to request the Controller to disable the periodic advertising for the advertising set specified.
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Return - ESP_OK : success
e other : failed
Parameters

e [in] instance: : Used to identify an advertising set

esp_err_t esp_ble_gap_set_ext_scan_params (const esp_ble_ext_scan_params_t *params)
This function is used to set the extended scan parameters to be used on the advertising channels.
Return - ESP_OK : success
e other : failed
Parameters

* [in] params: :scan parameters

esp_err_t esp_ble_gap_start_ext_scan (uint32_t duration, uint16_t period)
This function is used to enable scanning.

Return - ESP_OK : success

¢ other : failed
Parameters

e [in] duration: : Scan duration
e [in] period: : Time interval from when the Controller started its last Scan Duration until it
begins the subsequent Scan Duration.

esp_err_t esp_ble_gap_stop_ext_scan (void)
This function is used to disable scanning.

Return - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_create_sync (const esp_ble_gap_periodic_adv_sync_params_t
*params)
This function is used to synchronize with periodic advertising from an advertiser and begin receiving periodic
advertising packets.
Return - ESP_OK : success
e other : failed
Parameters

* [in] params: : Sync parameters

esp_err_t esp_ble_gap_periodic_adv_sync_cancel (void)
This function is used to cancel the LE_Periodic_Advertising_Create_Sync command while it is pending.

Return - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_terminate (uintl6_t sync_handle)
This function is used to stop reception of the periodic advertising identified by the Sync Handle parameter.
Return - ESP_OK : success
« other : failed
Parameters

e [in] sync_handle: : identify the periodic advertiser

esp_err_t esp_ble_gap_periodic_adv_add_dev_to_list (esp_ble_addr_type_t addr_type,

esp_bd_addr_t addr, uint8_t sid)
This function is used to add a single device to the Periodic Advertiser list stored in the Controller.

Return - ESP_OK : success
e other : failed

Parameters
* [in] addr_type: : address type
e [in] addr: : Device Address

e [in] sid: : Advertising SID subfield in the ADI field used to identify the Periodic Advertising
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esp_err_t esp_ble_gap_periodic_adv_remove_dev_from_list (esp_ble_addr_type_t
addr_type, esp_bd_addr_t

) o ) ) o addr, vint3_t sid )
This function is used to remove one device from the list of Periodic Advertisers stored in the Controller.

Removals from the Periodic Advertisers List take effect immediately.

Return - ESP_OK : success
e other : failed
Parameters
* [in] addr_type: : address type
e [in] addr: : Device Address
e [in] sid:: Advertising SID subfield in the ADI field used to identify the Periodic Advertising

esp_err_t esp_ble_gap_periodic_adv_clear_dev (void)
This function is used to remove all devices from the list of Periodic Advertisers in the Controller.

Return - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_prefer_ext_connect_params_set (esp_bd_addr_t addr,
esp_ble_gap_phy_mask_t
phy_mask, const

esp_ble_gap_conn_params_t
*phy_Im_conn_params, const
esp_ble_gap_conn_params_t
*phy_2m_conn_params, const
esp_ble_gap_conn_params_t
*phy_coded_conn_params)
This function is used to set aux connection parameters.
Return - ESP_OK : success
e other : failed
Parameters
e [in] addr: : device address
e [in] phy_mask: : indicates the PHY(s) on which the advertising packets should be received on
the primary advertising channel and the PHY s for which connection parameters have been specified.
e [in] phy_1m_conn_params: : Scan connectable advertisements on the LE 1M PHY. Con-
nection parameters for the LE 1M PHY are provided.
* [in] phy_2m_conn_params: : Connection parameters for the LE 2M PHY are provided.
e [in] phy_coded_conn_params: : Scan connectable advertisements on the LE Coded PHY.
Connection parameters for the LE Coded PHY are provided.

Unions
union esp_ble_key_value_t
#include <esp_gap_ble_api.h> union type of the security key value

Public Members
esp_ble_penc_keys_t penc_key
received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key
received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

esp_ble_lenc_keys_t lenc_key
local encryption reproduction keys LTK = = d1(ER,DIV,0)

esp_ble_lcsrk_keys 1esrk_key
local device CSRK = d1(ER,DIV,1)
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union esp_ble_sec_t
#include <esp_gap_ble_api.h> union associated with ble security

Public Members
esp_ble_sec_key_notif t key_notif
passkey notification

esp_ble_sec_req_t ble_req
BLE SMP related request

esp_ble_key_t ble_key
BLE SMP keys used when pairing

esp_ble_local_id_keys_t ble_id_keys
BLE IR event

esp_ble_auth_cmpl_t auth_cmpl
Authentication complete indication.

union esp_ble_gap_cb_param_t
#include <esp_gap_ble_api.h> Gap callback parameters union.

Public Members
struct esp_ble_gap_cb_param_t::ble_adv_data_cmpl_evt_param adv_data_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_cmpl_evt_param scan_rsp_data_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_param_cmpl_evt_param scan_param_cmpl
Event parameter of ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_result_evt_param scan_rst
Event parameter of ESP_GAP_BLE_SCAN_RESULT_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_raw_cmpl_evt_param adv_data_raw_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_raw_cmpl_evt_param scan_rsp_data_raw_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_start_cmpl_evt_param adv_start_cmpl
Event parameter of ESP_GAP_BLE_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_start_cmpl_evt_param scan_start_cmpl
Event parameter of ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

esp_ble_sec_tble_security
ble gap security union type

struct esp_ble_gap_cb_param_t::ble_scan_stop_cmpl_evt_param scan_stop_cmpl
Event parameter of ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_stop_cmpl_evt_param adv_stop_cmpl
Event parameter of ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_rand_cmpl_evt_param set_rand_addr_cmpl
Event parameter of ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

struct esp_ble_gap_cb_param_t::ble_update_conn_params_evt_param update_conn_params
Event parameter of ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

struct esp_ble_gap_cb_param_t::ble_pkt_data_length_cmpl_evt_param pkt_data_lenth_cmpl
Event parameter of ESP_GAP_BLE_SET PKT_LENGTH_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_local_privacy_cmpl_evt_param local_privacy_cmpl
Event parameter of ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_clear_bond_dev_cmpl_evt_param clear_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_get_bond_dev_cmpl_evt_param get_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_read_rssi_cmpl_evt_param read_rssi_cmpl
Event parameter of ESP_GAP_BLE_READ_RSSI_ COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_whitelist_cmpl_evt_param update_whitelist_cmpl
Event parameter of ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_duplicate_exceptional_list_cmpl_evt_param update_duplicate_except.
Event parameter of ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_channels_evt_param ble_set_channels
Event parameter of ESP_GAP_BLE_SET_CHANNELS_EVT

struct esp_ble_gap_cb_param_t::ble_read_phy_cmpl_evt_param read_phy
Event parameter of ESP_GAP_BLE_READ_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_def_phy_cmpl_evt_param set_perf_def_phy
Event parameter of ESP_GAP_BLE_SET_PREFERED_DEFAULT_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_phy_cmpl_evt_param set_perf_phy
Event parameter of ESP_GAP_BLE_SET_PREFERED_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_rand_addr_cmpl_evt_param ext_adv_set_rand_addr
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_params_cmpl_evt_param ext_adv_set_params
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_data_set_cmpl_evt_param ext_adv_data_set
Event parameter of ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_scan_rsp_set_cmpl_evt_param scan_rsp_set
Event parameter of ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_start_cmpl_evt_param ext_adv_start
Event parameter of ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_stop_cmpl_evt_param ext_adv_stop
Event parameter of ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_remove_cmpl_evt_param ext_adv_remove
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_clear_cmpl_evt_param ext_adv_clear
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_set_params_cmpl_param peroid_adv_set_params
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_data_set_cmpl_param period_adv_data_set
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_start_cmpl_param period_adv_start
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_stop_cmpl_param period_adv_stop
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_period_adv_create_sync_cmpl_param period_adv_create_sync
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_cancel_cmpl_param period_adv_sync_cancel
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_terminate_cmpl_param period_adv_sync_term
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_add_dev_cmpl_param period_adv_add_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_remove_dev_cmpl_param period_adv_remove_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_clear_dev_cmpl_param period_adv_clear_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_ext_scan_params_cmpl_param set_ext_scan_params
Event parameter of ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_start_cmpl_param ext_scan_start
Event parameter of ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_stop_cmpl_param ext_scan_stop
Event parameter of ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_conn_params_set_cmpl_param ext_conn_params_set
Event parameter of ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_terminate_param adv_terminate
Event parameter of ESP_GAP_BLE_ADV_TERMINATED_EVT

struct esp_ble_gap_cb_param_t::ble_scan_req_received_param scan_req_received
Event parameter of ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT

struct esp_ble_gap_cb_param_t::ble_channel_sel_alg param channel_sel_alg
Event parameter of ESP_GAP_BLE_CHANNEL_SELETE_ALGORITHM_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_lost_param periodic_adv_sync_lost
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_estab_param periodic_adv_sync_estab
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

struct esp_ble_gap_cb_param_t::ble_phy_update_cmpl_param phy_update
Event parameter of ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_report_param ext_adv_report
Event parameter of ESP_GAP_BLE_EXT_ADV_REPORT_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_report_param period_adv_report
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT

struct ble_adv_data_cmpl_evt_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set advertising data operation success status

struct ble_adv_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT.
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Public Members

esp_bt_status_t status
Indicate the set raw advertising data operation success status

struct ble_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate advertising start operation success status

struct ble_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate adv stop operation success status

struct ble_adv_terminate_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_TERMINATED_EVT.

Public Members
uint8_t status
Indicate adv terminate status

uint§_t adv_instance
extend advertising handle

uint16_t conn_idx
connection index

uint8_t completed_event
the number of completed extend advertising events

struct ble_channel_sel_alg_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CHANNEL_SELETE_ALGORITHM_EVT.

Public Members

uintl6_t conn_handle
connection handle

uint8_t channel_sel_alg
channel selection algorithm

struct ble_clear_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the clear bond device operation success status
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struct ble_ext_adv_data_set_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate extend advertising data set status

struct ble_ext_adv_report_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_REPORT_EVT.

Public Members

esp_ble_gap_ext_adv_reprot_t params
extend advertising report parameters

struct ble_ext_adv_scan_rsp_set_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate extend advertising sacn response data set status

struct ble_ext_adv_set_clear_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate advertising stop operation success status

struct ble_ext_adv_set_params_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate extend advertising parameters set status

struct ble_ext_adv_set_rand_addr_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate extend advertising random address set status

struct ble_ext_adv_set_remove_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT.
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Public Members

esp_bt_status_t status
Indicate advertising stop operation success status

struct ble_ext_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate advertising start operation success status

struct ble_ext_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate advertising stop operation success status

struct ble_ext_conn_params_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PREFER_EXT CONN_PARAMS_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate extend connection parameters set status

struct ble_ext_scan_start_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate extend advertising start status

struct ble_ext_scan_stop_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate extend advertising stop status

struct ble_get_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the get bond device operation success status

uint§_t dev_num
Indicate the get number device in the bond list
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esp_ble_bond_dev_t *bond_dev
the pointer to the bond device Structure

struct ble_local_privacy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set local privacy operation success status

struct ble_period_adv_add_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate periodic advertising device list add status

struct ble_period_adv_clear_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate periodic advertising device list clean status

struct ble_period_adv_create_sync_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate periodic advertising create sync status

struct ble_period_adv_remove_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate periodic advertising device list remove status

struct ble_period_adv_sync_cancel_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate periodic advertising sync cancle status

struct ble_period_adv_sync_terminate_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT.
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Public Members

esp_bt_status_t status
Indicate periodic advertising sync terminate status

struct ble_periodic_adv_data_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate periodic advertising data set status

struct ble_periodic_adv_report_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT.

Public Members

esp_ble_gap_periodic_adv_report_t params
periodic advertising report parameters

struct ble_periodic_adv_set_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate periodic advertisingparameters set status

struct ble_periodic_adv_start_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate periodic advertising start status

struct ble_periodic_adv_stop_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate periodic advertising stop status

struct ble_periodic_adv_sync_estab_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT.

Public Members
uint8_t status
periodic advertising sync status

uintl6_t sync_handle
periodic advertising sync handle
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uint8_t sid
periodic advertising sid

esp_ble_addr_type_t adv_addr_type
periodic advertising address type

esp_bd_addr_t adv_addr
periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising phy type

uintl6_t period_adv_interval
periodic advertising interval

uint§_t adv_clk_accuracy
periodic advertising clock accuracy

struct ble_periodic_adv_sync_lost_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT.

Public Members

uint16_t sync_handle
sync handle

struct ble_phy_update_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT.

Public Members
esp_bt_status_t status
phy update status

esp_bd_addr_t bda
address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
X phy type

struct ble_pkt_data_length_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the set pkt data length operation success status

esp_ble_pkt_data_length_params_t params
pkt data length value

struct ble_read_phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE _READ_PHY_COMPLETE_EVT.
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Public Members
esp_bt_status_t status
read phy complete status

esp_bd_addr_t bda
read phy address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
rx phy type

struct ble_read_rssi_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the read adv tx power operation success status

int8_t rssi
The ble remote device rssi value, the range is from -127 to 20, the unit is dbm, if the RSSI cannot
be read, the RSSI metric shall be set to 127.

esp_bd_addr_t remote_addr
The remote device address

struct ble_remove_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the remove bond device operation success status

esp_bd_addr_t bd_addr
The device address which has been remove from the bond list

struct ble_scan_param_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_PARAM_SET _COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set scan param operation success status

struct ble_scan_req received_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT.

Public Members
uint8_t adv_instance
extend advertising handle

esp_ble_addr_type_t scan_addr_type
scanner address type
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esp_bd_addr_t scan_addr
scanner address

struct ble_scan_result_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RESULT_EVT.

Public Members
esp_gap_search_evt_t search_evt

Search event type

esp_bd_addr_t bda
Bluetooth device address which has been searched

esp_bt_dev_type_t dev_type
Device type

esp_ble_addr_type_t ble_addr_type
Ble device address type

esp_ble_evt_type_t ble_evt_type
Ble scan result event type

int rssi
Searched device’ s RSSI

uint8_t ble_adv[ESP_BLE_ADV_DATA_ LEN_MAX + ESP_BLE_SCAN_RSP_DATA_LEN_MAX]
Received EIR

int flag
Advertising data flag bit

int num_resps
Scan result number

uint8_t adv_data_len
Adv data length

uint8_t scan_rsp_len
Scan response length

uint32_t num_dis
The number of discard packets

struct ble_scan_rsp_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set scan response data operation success status

struct ble_scan_rsp_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set raw advertising data operation success status

struct ble_scan_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_START_COMPLETE_EVT.
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Public Members

esp_bt_status_t status
Indicate scan start operation success status

struct ble_scan_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate scan stop operation success status

struct ble_set_channels_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_CHANNELS_EVT.

Public Members

esp_bt_status_t stat
BLE set channel status

struct ble_set_ext_scan_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate extend advertising parameters set status

struct ble_set_perf def phy cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERED_DEFAULT_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate perf default phy set status

struct ble_set_perf phy_ cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERED_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate perf phy set status

struct ble_set_rand_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT.

Public Members

esp_bt_status_t status
Indicate set static rand address operation success status

struct ble_update_conn_params_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT.
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Public Members

esp_bt_status_t status
Indicate update connection parameters success status

esp_bd_addr_t bda
Bluetooth device address

uintl6_tmin_int
Min connection interval

uintl6_t max_int
Max connection interval

uintl6_t latency
Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uint16_t conn_int
Current connection interval

uint16_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to
0x0C80 Time = N * 10 msec

struct ble_update_duplicate_exceptional_list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate update duplicate scan exceptional list operation success status

uint8_t subcode
Define in esp_bt_duplicate_exceptional_subcode_type_t

uint16_t length
The length of device_info

esp_duplicate_info_t device_info
device information, when subcode is ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN,
the value is invalid

struct ble_update_whitelist_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the add or remove whitelist operation success status

esp_ble_wl_opration_t wl_opration
The value is ESP_BLE_WHITELIST_ADD if add address to whitelist operation success,
ESP_BLE_WHITELIST_REMOVE if remove address from the whitelist operation success

Structures
struct esp_ble_adv_params_t
Advertising parameters.
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Public Members

uintl6_t adv_int_min
Minimum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec

uintl6_t adv_int_max
Maximum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec
Advertising max interval

esp_ble_adv_type_t adv_type
Advertising type

esp_ble_addr_type_t own_addr_type
Owner bluetooth device address type

esp_bd_addr_t peer_addr
Peer device bluetooth device address

esp_ble_addr_type_t peer_addr_type
Peer device bluetooth device address type, only support public address type and random address type

esp_ble_adv_channel_t channel_map
Advertising channel map

esp_ble_adv_filter t adv_filter_policy
Advertising filter policy
struct esp_ble_adv_data_t
Advertising data content, according to “Supplement to the Bluetooth Core Specification” .

Public Members

bool set_scan_rsp
Set this advertising data as scan response or not

bool include_name
Advertising data include device name or not

bool include_txpower
Advertising data include TX power

intmin_interval
Advertising data show slave preferred connection min interval. The connection interval in the following
manner: connlntervalmin = Conn_Interval_Min * 1.25 ms Conn_Interval_Min range: 0x0006 to 0x0C80
Value of OxFFFF indicates no specific minimum. Values not defined above are reserved for future use.

intmax_interval
Advertising data show slave preferred connection max interval. The connection interval in the follow-
ing manner: connlntervalmax = Conn_Interval_Max * 1.25 ms Conn_Interval_Max range: 0x0006 to
0x0C80 Conn_Interval_Max shall be equal to or greater than the Conn_Interval_Min. Value of OxFFFF
indicates no specific maximum. Values not defined above are reserved for future use.

int appearance
External appearance of device

uint16_t manufacturer_len
Manufacturer data length

uint8_t *p_manufacturer_data
Manufacturer data point

uintl6_t service_data_len
Service data length
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uint8_t *p_service_data
Service data point

uint16_t service_uuid_len
Service uuid length

uint8_t *p_service_uuid
Service uuid array point

uint8_t £lag
Advertising flag of discovery mode, see BLE_ADV_DATA_FLAG detail

struct esp_ble_scan_params_t
Ble scan parameters.

Public Members

esp_ble_scan_type_t scan_type
Scan type

esp_ble_addr_type_t own_addr_type
Owner address type

esp_ble_scan_filter_t scan_filter_policy
Scan filter policy

uintl6_t scan_interval
Scan interval. This is defined as the time interval from when the Controller started its last LE scan until
it begins the subsequent LE scan. Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625
msec Time Range: 2.5 msec to 10.24 seconds

uint16_t scan_window
Scan window. The duration of the LE scan. LE_Scan_Window shall be less than or equal to
LE_Scan_Interval Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625 msec Time
Range: 2.5 msec to 10240 msec

esp_ble_scan_duplicate_t scan_duplicate
The Scan_Duplicates parameter controls whether the Link Layer should filter out duplicate advertising
reports (BLE_SCAN_DUPLICATE_ENABLE) to the Host, or if the Link Layer should generate ad-
vertising reports for each packet received

struct esp_gap_conn_params_t
connection parameters information

Public Members

uintl6_t interval
connection interval

uintl6_t latency
Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_conn_update_params_t
Connection update parameters.
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Public Members
esp_bd_addr_t bda
Bluetooth device address

uintl6_tmin_int
Min connection interval

uint16_t max_int
Max connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80

Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_pkt_data_length_params_t
BLE pkt date length keys.

Public Members
uintl6_t rx_len
pkt rx data length value

uintl6_t tx_len
pkt tx data length value

struct esp_ble_penc_keys_t
BLE encryption keys.

Public Members
esp_bt_octetl6_t 1tk
The long term key

esp_bt_octetS_t rand
The random number

uintl6_t ediv
The ediv value

uint8_t sec_level
The security level of the security link

uint8_t key_size
The key size(7~16) of the security link

struct esp_ble_pcsrk_keys_t
BLE CSRK keys.

Public Members
uint32_t counter
The counter

esp_bt_octetl6_t csrk
The csrk key

uint8_t sec_level
The security level
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struct esp_ble_pid_keys_t
BLE pid keys.

Public Members
esp_bt_octetl6_t irk
The irk value

esp_ble_addr_type_t addr_type
The address type

esp_bd_addr_t static_addr
The static address

struct esp_ble_lenc_keys_t
BLE Encryption reproduction keys.

Public Members
esp_bt_octetl6_t 1tk
The long term key

uintl6_t div
The div value

uint8_t key_size
The key size of the security link

uint8_t sec_level
The security level of the security link

struct esp_ble_lcsrk_keys
BLE SRK keys.

Public Members
uint32_t counter
The counter value

uintl6_t div
The div value

uint8_t sec_level
The security level of the security link

esp_bt_octetl6_t csrk
The csrk key value

struct esp_ble_sec_key notif_t
Structure associated with ESP_KEY_NOTIF_EVT.

Public Members
esp_bd_addr_t bd_addr
peer address

uint32_t passkey
the numeric value for comparison. If just_works, do not show this number to UI

struct esp_ble_sec_req t
Structure of the security request.
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Public Members
esp_bd_addr_t bd_addr
peer address

struct esp_ble_bond_key_info_t
struct type of the bond key information value

Public Members
esp_ble_key_mask_t key_mask
the key mask to indicate witch key is present

esp_ble_penc_keys_t penc_key
received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key
received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

struct esp_ble_bond_dev_t
struct type of the bond device value

Public Members
esp_bd_addr_t bd_addr
peer address

esp_ble_bond_key_info_t bond_key
the bond key information

struct esp_ble_key t
union type of the security key value

Public Members
esp_bd_addr_t bd_addr
peer address

esp_ble_key_type_t key_type
key type of the security link

esp_ble_key_value_t p_key_value
the pointer to the key value

struct esp_ble_local_id_keys_t
structure type of the ble local id keys value

Public Members
esp_bt_octetl6_t ix
the 16 bits of the ir value

esp_bt_octetl6_t irk
the 16 bits of the ir key value

esp_bt_octetl6_t dhk
the 16 bits of the dh key value
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struct esp_ble_auth_cmpl_t
Structure associated with ESP_AUTH_CMPL_EVT.

Public Members
esp_bd_addr_t bd_addr
BD address peer device.

bool key_present
Valid link key value in key element

esp_link_key key
Link key associated with peer device.

uint8_t key_type
The type of Link Key

bool success
TRUE of authentication succeeded, FALSE if failed.

uint8_t fail_reason
The HCI reason/error code for when success=FALSE

esp_ble_addr_type_t addr_type
Peer device address type

esp_bt_dev_type_t dev_type
Device type

esp_ble_auth_req_t auth_mode
authentication mode

struct esp_ble_gap_ext_adv_params_t
ext adv parameters

Public Members
esp_ble_ext_adv_type_mask_t type
ext adv type

uint32_t interval_min
ext adv minimum interval

uint32_t interval_max
ext adv maximum interval

esp_ble_adv_channel_t channel_map
ext adv channel map

esp_ble_addr_type_t own_addr_type
ext adv own addresss type

esp_ble_addr_type_t peer_addr_type
ext adv peer address type

esp_bd_addr_t peer_addr
ext adv peer address

esp_ble_adv_filter t £ilter_policy
ext adv filter policy

int8_t tx_power
ext adv tx power

esp_ble_gap_pri_phy_t primary_phy
ext adv primary phy
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uint8_tmax_skip
ext adv maximum skip

esp_ble_gap_phy_t secondary_phy
ext adv secondary phy

uint8_t sid
ext adv sid

bool scan_req notif
ext adv sacn request event notify

struct esp_ble_ext_scan_cfg t
ext scan config

Public Members
esp_ble_scan_type_t scan_type
ext scan type

uintl6_t scan_interval
ext scan interval

uintl6_t scan_window
ext scan window

struct esp_ble_ext_scan_params_t
ext scan parameters

Public Members
esp_ble_addr_type_t own_addr_type
ext scan own addresss type

esp_ble_scan_filter_t £ilter_policy
ext scan filter policy

esp_ble_scan_duplicate_t scan_duplicate
ext scan duplicate scan

esp_ble_ext_scan_cfg_mask_t c£g_mask
ext scan config mask

esp_ble_ext_scan_cfg_t uncoded_cfg
ext scan uncoded config parameters

esp_ble_ext_scan_cfg_t coded_cfg
ext scan coded config parameters

struct esp_ble_gap_conn_params_t
create extend connection parameters

Public Members
uintl6_t scan_interval
init scan interval

uint16_t scan_window
init scan window

uintl6_t interval_min
minimum interval
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uintl6_t interval_max
maximum interval

uintl6_t latency
ext scan type

uint16_t supervision_timeout
connection supervision timeout

uintl6_tmin_ce_len
minimum ce length

uintl6_t max_ce_len
maximum ce length

struct esp_ble_gap_ext_adv_t
extend adv enable parameters

Public Members
uint8_t instance
advertising handle

int duration
advertising duration

int max_events
maximum number of extended advertising events

struct esp_ble_gap_periodic_adv_params_t
periodic adv parameters

Public Members
uintl6_t interval_min
periodic advertising minimum interval

uintl6_t interval_max
periodic advertising maximum interval

uint8_t properties
periodic advertising properties

struct esp_ble_gap_periodic_adv_sync_params_t
periodic adv sync parameters

Public Members
esp_ble_gap_sync_t £ilter_policy
periodic advertising sync filter policy

uint8_t sid
periodic advertising sid

esp_ble_addr_type_t addr_type
periodic advertising address type

esp_bd_addr_t addr
periodic advertising address

uintl6_t skip
the maximum number of periodic advertising events that can be skipped

Espressif Systems 88 Release v4.3.4
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 2. API &%

uint16_t sync_timeout
synchronization timeout

struct esp_ble_gap_ext_adv_reprot_t
extend adv report parameters

Public Members

esp_ble_gap_adv_type_t event_type
extend advertising type

uint8_t addr_type
extend advertising address type

esp_bd_addr_t addr
extend advertising address

esp_ble_gap_pri_phy_t primary_phy
extend advertising primary phy

esp_ble_gap_phy_t secondly_phy
extend advertising secondary phy

uint8_t sid
extend advertising sid

uint8_t tx_power
extend advertising tx power

int8_t rssi
extend advertising rssi

uintl6_t per_adv_interval
periodic advertising interval

uint§_tdir_addr_type
direct address type

esp_bd_addr_t dir_addr
direct address

esp_ble_gap_ext_adv_data_status_t data_status
data type

uint8_t adv_data_len
extend advertising data length

uint8_t adv_data[251]
extend advertising data

struct esp_ble_gap_periodic_adv_report_t
periodic adv report parameters

Public Members
uint16_t sync_handle
periodic advertising train handle

uint8_t tx_power
periodic advertising tx power

int8_t rssi
periodic advertising rssi

esp_ble_gap_ext_adv_data_status_t data_status
periodic advertising data type
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uint§_t data_length
periodic advertising data length

uint8_t data[251]
periodic advertising data

struct esp_ble_gap_periodic_adv_sync_estab_t

perodic adv sync establish parameters

Public Members

uint8_t status
periodic advertising sync status

uintl6_t sync_handle
periodic advertising train handle

uint®_t sid
periodic advertising sid

esp_ble_addr_type_t addr_type
periodic advertising address type

esp_bd_addr_t adv_addr
periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising adv phy type

uintl6_t period_adv_interval
periodic advertising interval

uint§_t adv_clk_accuracy
periodic advertising clock accuracy

Macros

ESP_BLE_ADV_FLAG_LIMIT DISC

BLE_ADV_DATA_FLAG data flag bit definition used for advertising data flag
ESP_BLE_ADV_FLAG_GEN_DISC

ESP_BLE_ADV_FLAG_BREDR_NOT_SPT

ESP_BLE_ADV_FLAG_DMT CONTROLLER_SPT

ESP_BLE_ADV_FLAG_DMT_HOST_SPT

ESP_BLE_ADV_FLAG_NON_LIMIT DISC

ESP_LE_KEY_ NONE
ESP_LE_KEY_PENC
ESP_LE_KEY_PID
ESP_LE_KEY_ PCSRK
ESP_LE_KEY_PLK
ESP_LE_KEY_LLK
ESP_LE_KEY_LENC
ESP_LE_KEY_LID
ESP_LE_KEY_LCSRK
ESP_LE_AUTH_NO_BOND

ESP_LE_AUTH_BOND
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ESP_LE_AUTH_REQ_ MITM

ESP_LE_AUTH_REQ BOND_MITM
0101

ESP_LE_AUTH_REQ_SC_ONLY
ESP_LE_AUTH_REQ_SC_BOND
ESP_LE_AUTH_REQ_SC_MITM
ESP_LE_AUTH_REQ_SC_MITM_BOND

ESP_BLE_ONLY ACCEPT_SPECIFIED AUTH_DISABLE
ESP_BLE_ONLY_ ACCEPT_SPECIFIED_ AUTH_ENABLE
ESP_BLE_OOB_DISABLE

ESP_BLE_OOB_ENABLE

ESP_IO_CAP_OUT

ESP_IO_CAP_IO

ESP_IO_CAP_IN

ESP_IO_CAP_NONE

ESP_IO_CAP_KBDISP
ESP_BLE_APPEARANCE_UNKNOWN
ESP_BLE_APPEARANCE_GENERIC_PHONE
ESP_BLE_APPEARANCE_GENERIC_COMPUTER
ESP_BLE_APPEARANCE_GENERIC_WATCH
ESP_BLE_APPEARANCE_SPORTS_WATCH
ESP_BLE_APPEARANCE_GENERIC_CLOCK
ESP_BLE_APPEARANCE_GENERIC_DISPLAY
ESP_BLE_APPEARANCE_GENERIC_REMOTE
ESP_BLE_APPEARANCE_GENERIC_EYEGLASSES
ESP_BLE_APPEARANCE_GENERIC_TAG
ESP_BLE_APPEARANCE_GENERIC_KEYRING
ESP_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER
ESP_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER
ESP_BLE_APPEARANCE_GENERIC_THERMOMETER
ESP_BLE_APPEARANCE_THERMOMETER_EAR
ESP_BLE_APPEARANCE_GENERIC_HEART RATE
ESP_BLE_APPEARANCE_HEART RATE_BELT
ESP_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE
ESP_BLE_APPEARANCE_BLOOD_PRESSURE_ARM
ESP_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST
ESP_BLE_APPEARANCE_GENERIC_HID
ESP_BLE_APPEARANCE_HID_ KEYBOARD

ESP_BLE_APPEARANCE_HID_ MOUSE
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ESP_BLE_APPEARANCE_HID_JOYSTICK
ESP_BLE_APPEARANCE_HID_ GAMEPAD
ESP_BLE_APPEARANCE_HID DIGITIZER_TABLET
ESP_BLE_APPEARANCE_HID_ CARD_READER
ESP_BLE_APPEARANCE_HID DIGITAL_PEN
ESP_BLE_APPEARANCE_HID_ BARCODE_SCANNER
ESP_BLE_APPEARANCE_GENERIC_GLUCOSE
ESP_BLE_APPEARANCE_GENERIC_WALKING
ESP_BLE_APPEARANCE_WALKING_IN_SHOE
ESP_BLE_APPEARANCE_WALKING_ON_SHOE
ESP_BLE_APPEARANCE_WALKING_ON_HIP
ESP_BLE_APPEARANCE_GENERIC_CYCLING
ESP_BLE_APPEARANCE_CYCLING_COMPUTER
ESP_BLE_APPEARANCE_CYCLING_SPEED
ESP_BLE_APPEARANCE_CYCLING_CADENCE
ESP_BLE_APPEARANCE_CYCLING_POWER
ESP_BLE_APPEARANCE_CYCLING_SPEED_CADENCE
ESP_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER
ESP_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP
ESP_BLE_APPEARANCE_PULSE_OXIMETER_WRIST
ESP_BLE_APPEARANCE_GENERIC_WEIGHT
ESP_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY DEVICE
ESP_BLE_APPEARANCE_POWERED WHEELCHAIR
ESP_BLE_APPEARANCE_MOBILITY_ SCOOTER
ESP_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR
ESP_BLE_APPEARANCE_GENERIC_INSULIN_PUMP
ESP_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP
ESP_BLE_APPEARANCE_INSULIN_ PUMP_PATCH_PUMP
ESP_BLE_APPEARANCE_INSULIN_PEN
ESP_BLE_APPEARANCE_GENERIC_MEDICATION DELIVERY
ESP_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV
ESP_GAP_BLE_CHANNELS_LEN

ESP_GAP_BLE_ADD_WHITELIST_COMPLETE_EVT
This is the old name, just for backwards compatibility.

ESP_BLE_ADV_DATA_LEN_ MAX
Advertising data maximum length.
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ESP_BLE_SCAN_RSP_DATA_ LEN_MAX
Scan response data maximum length.

BLE_BIT (n)

ESP_BLE_GAP_SET_EXT_ADV_PROP_NONCONN_NONSCANNABLE_UNDIRECTED

ESP_BLE_GAP_SET EXT_ADV_PROP_CONNECTABLE
ESP_BLE_GAP_SET_EXT_ADV_PROP_SCANNABLE
ESP_BLE_GAP_SET_EXT_ADV_PROP_DIRECTED
ESP_BLE_GAP_SET EXT_ADV_PROP_HD_DIRECTED
ESP_BLE_GAP_SET_ EXT_ADV_PROP_LEGACY
ESP_BLE_GAP_SET_EXT_ADV_PROP_ANON_ADV
ESP_BLE_GAP_SET_EXT_ADV_PROP_INCLUDE_TX_PWR
ESP_BLE_GAP_SET_EXT_ADV_PROP_MASK
ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_IND
ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_LD_DIR
ESP_BLE_GAP_SET_ EXT_ADV_PROP_LEGACY_ HD_DIR
ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_SCAN
ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_NONCONN
ESP_BLE_GAP_PHY 1M

ESP_BLE_GAP_PHY 2M

ESP_BLE_GAP_PHY_ CODED
ESP_BLE_GAP_NO_PREFER_TRANSMIT_PHY
ESP_BLE_GAP_NO_PREFER_RECEIVE_PHY
ESP_BLE_GAP_PRI_PHY_ 1M
ESP_BLE_GAP_PRI_PHY_ CODED
ESP_BLE_GAP_PHY 1M _PREF_MASK
ESP_BLE_GAP_PHY 2M PREF_MASK
ESP_BLE_GAP_PHY CODED_PREF_MASK
ESP_BLE_GAP_PHY_ OPTIONS_NO_PREF
ESP_BLE_GAP_PHY OPTIONS_PREF_S2_CODING
ESP_BLE_GAP_PHY OPTIONS_PREF_S8_CODING
ESP_BLE_GAP_EXT_ SCAN_CFG_UNCODE_MASK
ESP_BLE_GAP_EXT SCAN_CFG_CODE_MASK
ESP_BLE_GAP_EXT ADV_DATA_ COMPLETE
ESP_BLE_GAP_EXT_ ADV_DATA_ INCOMPLETE
ESP_BLE_GAP_EXT_ADV_DATA_TRUNCATED
ESP_BLE_GAP_SYNC_POLICY_BY ADV_INFO
ESP_BLE_GAP_SYNC_POLICY_BY PERIODIC_LIST
ESP_BLE_ADV_REPORT_EXT_ADV_IND

ESP_BLE_ADV_REPORT_EXT_SCAN_IND
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ESP_BLE_ADV_REPORT_EXT DIRECT_ADV
ESP_BLE_ADV_REPORT_EXT_ SCAN_RSP
ESP_BLE_LEGACY_ADV_TYPE_IND

ESP_BLE_LEGACY_ ADV_TYPE_DIRECT_ IND
ESP_BLE_LEGACY_ADV_TYPE_SCAN_IND
ESP_BLE_LEGACY_ADV_TYPE_NONCON_IND
ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_IND

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_SCAN_IND

Type Definitions

typedef uint8_t esp_ble_key_type_t

typedef uint§_t esp_ble_auth_req_ t
combination of the above bit pattern

typedef uint8_tesp_ble_io_cap_t
combination of the io capability

typedef uint8_t esp_gap_ble_channels[ESP_GAP_BLE_CHANNELS_LEN]
typedef uint8_t esp_duplicate_info_t[ESP_BD_ADDR_LEN]
typedef uintl6_t esp_ble_ext_adv_type_mask_t

typedef uint8_t esp_ble_gap_phy_t

typedef uint§_tesp_ble_gap_all_phys_t

typedef uint§_tesp_ble_gap_pri_phy_t

typedef uint8_t esp_ble_gap_phy mask_t

typedef uintl6_t esp_ble_gap_prefer_ phy options_t
typedef uint§_tesp_ble_ext_scan_cfg mask_t

typedef uint§_tesp_ble_gap_ext_adv_data_status_t
typedef uint8_tesp_ble_gap_sync_t

typedef uint§_t esp_ble_gap_adv_type_t

typedef void (*esp_gap_ble_cb_t) (esp_gap_ble_cb_event t event,  esp_ble_gap_cb_param_t
*param)
GAP callback function type.
Parameters
* event: : Event type
* param: : Point to callback parameter, currently is union type

Enumerations
enum esp_gap_ble_cb_event_t
GAP BLE callback event type.

Values:

ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT = (
When advertising data set complete, the event comes

ESP_GAP_BLE_SCAN_RSP_DATA_SET COMPLETE_EVT
When scan response data set complete, the event comes

ESP_GAP_BLE_SCAN_PARAM SET_COMPLETE_EVT
When scan parameters set complete, the event comes
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ESP_GAP_BLE_SCAN_RESULT_EVT
When one scan result ready, the event comes each time

ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT
When raw advertising data set complete, the event comes

ESP_GAP_BLE_SCAN_RSP_DATA RAW_SET COMPLETE_EVT
When raw advertising data set complete, the event comes

ESP_GAP_BLE_ADV_START COMPLETE_EVT
When start advertising complete, the event comes

ESP_GAP_BLE_SCAN_START COMPLETE_EVT
When start scan complete, the event comes

ESP_GAP_BLE_AUTH_CMPL_EVT =8
ESP_GAP_BLE_KEY_ EVT
ESP_GAP_BLE_SEC_REQ_EVT
ESP_GAP_BLE_PASSKEY_NOTIF_EVT
ESP_GAP_BLE_PASSKEY_REQ_EVT
ESP_GAP_BLE_OOB_REQ_EVT
ESP_GAP_BLE_LOCAL_IR_EVT
ESP_GAP_BLE_LOCAL_ER_EVT
ESP_GAP_BLE_NC_REQ_EVT

ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT
When stop adv complete, the event comes

ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT
When stop scan complete, the event comes

ESP_GAP_BLE_SET STATIC_RAND_ADDR_EVT = 19
When set the static rand address complete, the event comes

ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT
When update connection parameters complete, the event comes

ESP_GAP_BLE_SET_PKT_ LENGTH_COMPLETE_EVT
When set pkt length complete, the event comes

ESP_GAP_BLE_SET_ LOCAL_PRIVACY COMPLETE_EVT
When Enable/disable privacy on the local device complete, the event comes

ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT
When remove the bond device complete, the event comes

ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT
When clear the bond device clear complete, the event comes

ESP_GAP_BLE_GET BOND_DEV_COMPLETE_EVT
When get the bond device list complete, the event comes

ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT
When read the rssi complete, the event comes

ESP_GAP_BLE_UPDATE_WHITELIST COMPLETE_EVT
When add or remove whitelist complete, the event comes

ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_ LIST COMPLETE_EVT
When update duplicate exceptional list complete, the event comes

ESP_GAP_BLE_SET_CHANNELS_EVT = 29
When setting BLE channels complete, the event comes
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ESP_GAP_BLE_READ_PHY COMPLETE_EVT
ESP_GAP_BLE_SET_PREFERED_DEFAULT_PHY COMPLETE_EVT
ESP_GAP_BLE_SET PREFERED_ PHY COMPLETE_EVT
ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT
ESP_GAP_BLE_EXT ADV_SET_ PARAMS_COMPLETE_EVT
ESP_GAP_BLE_EXT ADV_DATA_SET_COMPLETE_EVT
ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET COMPLETE_EVT
ESP_GAP_BLE_EXT_ADV_START COMPLETE_EVT
ESP_GAP_BLE_EXT ADV_STOP_COMPLETE_EVT
ESP_GAP_BLE_EXT ADV_SET REMOVE_COMPLETE_EVT
ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_SET PARAMS_COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_DATA_ SET_COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_START_ COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT
ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT
ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT
ESP_GAP_BLE_EXT_ SCAN_START COMPLETE_EVT
ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT
ESP_GAP_BLE_PREFER_EXT CONN_PARAMS_SET COMPLETE_EVT
ESP_GAP_BLE_PHY_ UPDATE_COMPLETE_EVT
ESP_GAP_BLE_EXT_ADV_REPORT_EVT
ESP_GAP_BLE_SCAN_TIMEOUT_EVT
ESP_GAP_BLE_ADV_TERMINATED_ EVT
ESP_GAP_BLE_SCAN_REQ RECEIVED_EVT
ESP_GAP_BLE_CHANNEL_SELETE_ALGORITHM_EVT
ESP_GAP_BLE_PERIODIC_ADV_REPORT EVT
ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT
ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

ESP_GAP_BLE_EVT_ MAX
enum esp_ble_adv_data_type
The type of advertising data(not adv_type)

Values:
ESP_BLE_AD_TYPE_FLAG = 0x01
ESP_BLE_AD_TYPE_16SRV_PART = 0x02
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ESP_BLE_AD_TYPE_16SRV_CMPL = 0x03
ESP_BLE_AD_TYPE_32SRV_PART = 0x04
ESP_BLE_AD_TYPE_32SRV_CMPL = 0x05
ESP_BLE_AD_TYPE_128SRV_PART = 0x06
ESP_BLE_AD_TYPE_128SRV_CMPL = 0x07
ESP_BLE_AD_TYPE_NAME_SHORT = 0x08
ESP_BLE_AD_TYPE_NAME_CMPL = 0x09
ESP_BLE_AD_TYPE_TX_PWR = 0x0A
ESP_BLE_AD_TYPE_DEV_CLASS = 0x0D
ESP_BLE_AD_TYPE_SM_TK = 0x10
ESP_BLE_AD_TYPE_SM OOB_FLAG = Ox11
ESP_BLE_AD_TYPE_INT_RANGE = 0x12
ESP_BLE_AD_TYPE_SOL_SRV_UUID = 0x14
ESP_BLE_AD_TYPE_128SOL_SRV_UUID = 0x15
ESP_BLE_AD_TYPE_SERVICE_DATA = 0x16
ESP_BLE_AD_TYPE_PUBLIC_TARGET = 0x17
ESP_BLE_AD_TYPE_RANDOM_TARGET = 0x18
ESP_BLE_AD_TYPE_APPEARANCE = 0x19
ESP_BLE_AD_TYPE_ADV_INT = OxIA
ESP_BLE_AD_TYPE_LE_DEV_ADDR = Oxlb
ESP_BLE_AD_TYPE_LE_ROLE = Oxlc
ESP_BLE_AD_TYPE_SPAIR_C256 = 0xld
ESP_BLE_AD_TYPE_SPAIR_R256 = Oxle
ESP_BLE_AD_TYPE_32SOL_SRV_UUID = OxIf
ESP_BLE_AD_TYPE_32SERVICE_DATA = 0x20
ESP_BLE_AD_TYPE_128SERVICE_DATA = 0x21
ESP_BLE_AD_TYPE_LE_SECURE_CONFIRM = 0x22
ESP_BLE_AD_TYPE_LE_SECURE_RANDOM = 0x23
ESP_BLE_AD_TYPE_URI = 0x24
ESP_BLE_AD_TYPE_INDOOR_POSITION = 0x25
ESP_BLE_AD_TYPE_TRANS_DISC_DATA = 0x26
ESP_BLE_AD_TYPE_LE_SUPPORT_FEATURE = 0x27
ESP_BLE_AD_TYPE_CHAN_MAP_UPDATE = 0x28
ESP_BLE_AD_MANUFACTURER_SPECIFIC_TYPE = OxFF

enum esp_ble_adv_type_t
Advertising mode.

Values:
ADV_TYPE_IND = 0x00

ADV_TYPE_DIRECT_ IND_HIGH = 0x0l
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ADV_TYPE_SCAN_IND = 0x02
ADV_TYPE_NONCONN_IND = 0x03
ADV_TYPE_DIRECT_IND_LOW = 0x04

enum esp_ble_adv_channel_t
Advertising channel mask.

Values:

ADV_CHNL_37 = 0x01
ADV_CHNL_38 = 0x02
ADV_CHNL_39 = 0x04
ADV_CHNL_ALL = 0x07

enum esp_ble_adv_filter_t
Values:

ADV_FILTER_ALLOW_SCAN_ANY_ CON_ANY = 0x00
Allow both scan and connection requests from anyone.

ADV_FILTER_ALLOW_SCAN_WLST_ CON_ANY
Allow both scan req from White List devices only and connection req from anyone.

ADV_FILTER_ALLOW_SCAN_ANY_ CON_WLST
Allow both scan req from anyone and connection req from White List devices only.

ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
Allow scan and connection requests from White List devices only.

enum esp_ble_sec_act_t
Values:

ESP_BLE_SEC_ENCRYPT = |
ESP_BLE_SEC_ENCRYPT_NO_MITM
ESP_BLE_SEC_ENCRYPT_MITM

enum esp_ble_sm_param_t
Values:

ESP_BLE_SM PASSKEY =0
ESP_BLE_SM_AUTHEN_REQ_ MODE
ESP_BLE_SM_IOCAP_MODE
ESP_BLE_SM_SET_INIT_KEY
ESP_BLE_SM_SET RSP_KEY
ESP_BLE_SM_MAX_KEY SIZE
ESP_BLE_SM_MIN_KEY SIZE
ESP_BLE_SM_SET_STATIC_PASSKEY
ESP_BLE_SM_CLEAR_STATIC_PASSKEY
ESP_BLE_SM_ONLY_ACCEPT SPECIFIED_SEC_AUTH
ESP_BLE_SM_OOB_SUPPORT
ESP_BLE_APP_ENC_KEY_ SIZE
ESP_BLE_SM_MAX_PARAM
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enum esp_ble_scan_type_t
Ble scan type.

Values:

BLE_SCAN_TYPE_PASSIVE = 0x0
Passive scan

BLE_SCAN_TYPE_ACTIVE = Ox|1
Active scan

enum esp_ble_scan_filter_t
Ble scan filter type.

Values:

BLE_SCAN_FILTER_ALLOW_ALL = 0x0
Accept all :

1. advertisement packets except directed advertising packets not addressed to this device (default).

BLE_SCAN_FILTER_ALLOW_ONLY WLST = OxI
Accept only :

1. advertisement packets from devices where the advertiser’ s address is in the White list.
2. Directed advertising packets which are not addressed for this device shall be ignored.

BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR = (0x2
Accept all :

1. undirected advertisement packets, and
2. directed advertising packets where the initiator address is a resolvable private address, and
3. directed advertising packets addressed to this device.

BLE_SCAN_FILTER_ALLOW_WLIST_RPA_DIR = 0x3
Accept all :

1. advertisement packets from devices where the advertiser’ s address is in the White list, and
2. directed advertising packets where the initiator address is a resolvable private address, and
3. directed advertising packets addressed to this device.

enum esp_ble_scan_duplicate_t
Ble scan duplicate type.

Values:

BLE_SCAN_DUPLICATE_DISABLE = 0x0
the Link Layer should generate advertising reports to the host for each packet received

BLE_SCAN_DUPLICATE_ENABLE = Ox|
the Link Layer should filter out duplicate advertising reports to the Host

BLE_SCAN_DUPLICATE_MAX = 0x2
0x02 —0xFF, Reserved for future use

enum esp_gap_search_evt_t
Sub Event of ESP_GAP_BLE_SCAN_RESULT _EVT.

Values:

ESP_GAP_SEARCH_INQ_RES_EVT =0
Inquiry result for a peer device.

ESP_GAP_SEARCH_INQ CMPL_EVT = |
Inquiry complete.

ESP_GAP_SEARCH_DISC_RES_EVT =2
Discovery result for a peer device.
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ESP_GAP_SEARCH_DISC_BLE_RES_EVT =3
Discovery result for BLE GATT based service on a peer device.

ESP_GAP_SEARCH_DISC_CMPL_EVT =4
Discovery complete.

ESP_GAP_SEARCH_DI_DISC_CMPL_EVT =5
Discovery complete.

ESP_GAP_SEARCH_SEARCH_CANCEL_CMPL_EVT = 6
Search cancelled

ESP_GAP_SEARCH_INQ DISCARD_NUM_EVT =7
The number of pkt discarded by flow control

enum esp_ble_evt_type_t
Ble scan result event type, to indicate the result is scan response or advertising data or other.

Values:

ESP_BLE_EVT_CONN_ADV = 0x00
Connectable undirected advertising (ADV_IND)

ESP_BLE_EVT_CONN_DIR_ADV = 0x01
Connectable directed advertising (ADV_DIRECT_IND)

ESP_BLE_EVT_DISC_ADV = 0x02
Scannable undirected advertising (ADV_SCAN_IND)

ESP_BLE_EVT_NON_CONN_ADV = 0x03
Non connectable undirected advertising (ADV_NONCONN_IND)

ESP_BLE_EVT_SCAN_RSP = 0x04
Scan Response (SCAN_RSP)

enum esp_ble_wl_opration_t
Values:

ESP_BLE_WHITELIST_ REMOVE = 0X00
remove mac from whitelist

ESP_BLE_WHITELIST_ADD = 0X01
add address to whitelist

enum esp_bt_duplicate_exceptional_subcode_type_t
Values:

ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST ADD =0
Add device info into duplicate scan exceptional list

ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_REMOVE
Remove device info from duplicate scan exceptional list

ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN
Clean duplicate scan exceptional list

enum esp_ble_duplicate_exceptional_info_type_t
Values:

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_ADV_ADDR =0
BLE advertising address , device info will be added into ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_INFO_MESH_LINK_ID
BLE mesh link ID, it is for BLE mesh, device info will be added into
ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ INFO_MESH_BEACON_TYPE
BLE mesh beacon AD type, the format is | Len | 0x2B | Beacon Type | Beacon Data |
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ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAIL_INFO_MESH_PROV_SRV_ADV

BLE mesh provisioning service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1827 | ---. [

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ INFO_MESH_PROXY_SRV_ADV

BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 1 0x1828 | ---. [

enum esp_duplicate_scan_exceptional_list_type_t
Values:

ESP_BLE_DUPLICATE_SCAN EXCEPTIONAL_ADDR_LIST = BLE_BIT(0)
duplicate scan exceptional addr list

ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_ MESH_LINK_ID_LIST =BLE_BIT(])

duplicate scan exceptional mesh link ID list

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH BEACON_TYPE_LIST = BLE_BIT(2)

duplicate scan exceptional mesh beacon type list

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_PROV_SRV_ADV_LIST = BLE_BIT(3)

duplicate scan exceptional mesh adv with provisioning service uuid

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_ PROXY_SRV_ADV_LIST = BLE_BIT(4)

duplicate scan exceptional mesh adv with provisioning service uuid

ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_ALI_LIST = OxFFFF
duplicate scan exceptional all list

GATT DEFINES

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_gatt_defs.h

Unions
union esp_gatt_rsp_t
#include <esp_gatt_defs.h> GATT remote read request response type.

Public Members

esp_gatt_value_t attr_value
Gatt attribute structure

uintl6_t handle
Gatt attribute handle

Structures
struct esp_gatt_id_t
Gatt id, include uuid and instance id.

Public Members
esp_bt_uuid_t uvuid
UUID

uint8_t inst_id
Instance id
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struct esp_gatt_srvc_id_t
Gatt service id, include id (uuid and instance id) and primary flag.

Public Members
esp_gatt_id_t id
Gatt id, include uuid and instance

bool is_primary
This service is primary or not

struct esp_attr_desc_t
Attribute description (used to create database)

Public Members
uintl6_t uuid_length
UUID length

uint8_t *uuid_p
UUID value

uint16_t perm
Attribute permission

uint16_t max_length
Maximum length of the element

uintl6_t length
Current length of the element

uint8_t *value
Element value array

struct esp_attr_control_t
attribute auto response flag

Public Members

uint8_t auto_rsp

if auto_rsp set to ESP_GATT_RSP_BY_APP, means the response of Write/Read operation will by
replied by application. if auto_rsp set to ESP_GATT_AUTO_RSP, means the response of Write/Read

operation will be replied by GATT stack automatically.

struct esp_gatts_attr_db_t
attribute type added to the gatt server database

Public Members
esp_attr_control_t attr_control
The attribute control type

esp_attr_desc_t att_desc
The attribute type

struct esp_attr_value_t
set the attribute value type
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Public Members

uintl6_t attr_max_len
attribute max value length

uintl6_t attr_len
attribute current value length

uint8_t *attr_value
the pointer to attribute value

struct esp_gatts_incl_svc_desc_t
Gatt include service entry element.

Public Members
uintl6_t start_hdl
Gatt start handle value of included service

uint16_t end_hdl
Gatt end handle value of included service

uintl6_t uuid
Gatt attribute value UUID of included service

struct esp_gatts_incl128_svc_desc_t
Gatt include 128 bit service entry element.

Public Members
uintl6_t start_hdl
Gatt start handle value of included 128 bit service

uint16_t end_hdl
Gatt end handle value of included 128 bit service

struct esp_gatt_value_t
Gatt attribute value.

Public Members

uint8_t value[ESP_GATT MAX_ATTR_LEN]
Gatt attribute value

uintl6_t handle
Gatt attribute handle

uintl6_t offset
Gatt attribute value offset

uintl6_t 1en
Gatt attribute value length

uint8_t auth_req
Gatt authentication request

struct esp_gatt_conn_params_t
Connection parameters information.
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Public Members

uintl6_t interval
connection interval

uintl6_t latency
Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_gattc_multi_t
read multiple attribute

Public Members

uint8_t num_attr
The number of the attribute

uintl6_t handles[E SP_GATT_MAX READ_MULTI_HANDLE S]
The handles list

struct esp_gattc_db_elem_t
data base attribute element

Public Members

esp_gatt_db_attr_type_t type
The attribute type

uintl6_t attribute_handle
The attribute handle, it’ s valid for all of the type

uintl6_t start_handle
The service start handle, it’ s valid only when the type = ESP_GATT_DB_PRIMARY_SERVICE or
ESP_GATT_DB_SECONDARY_SERVICE

uint16_t end_handle
The service end handle, it’ s valid only when the type = ESP_GATT_DB_PRIMARY_SERVICE or
ESP_GATT_DB_SECONDARY_SERVICE

esp_gatt_char_prop_t properties
The characteristic properties, it” s valid only when the type = ESP_GATT_DB_CHARACTERISTIC

esp_bt_uuid_t uuid
The attribute uuid, it’ s valid for all of the type

struct esp_gattc_service_elem_t
service element

Public Members

bool is_primary
The service flag, true if the service is primary service, else is secondary service

uintl6_t start_handle
The start handle of the service

uint16_t end_handle
The end handle of the service
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esp_bt_uuid_t uuid
The uuid of the service

struct esp_gattc_char_elem_t
characteristic element

Public Members
uintl6_t char_handle
The characteristic handle

esp_gatt_char_prop_t properties
The characteristic properties

esp_bt_uuid_t wvuid
The characteristic uuid

struct esp_gattc_descr_elem_t
descriptor element

Public Members
uintl6_t handle
The characteristic descriptor handle

esp_bt_uuid_t uuid
The characteristic descriptor uuid

struct esp_gattc_incl_svc_elem_t
include service element

Public Members
uintl6_t handle
The include service current attribute handle

uintl6_t incl_srvc_s_handle
The start handle of the service which has been included

uintl6_t incl_srvc_e_handle
The end handle of the service which has been included

esp_bt_uuid_t uuid
The include service uuid

Macros
ESP_GATT_UUID_IMMEDIATE_ALERT_SVC

All “ESP_GATT_UUID_xxx” is attribute types
ESP_GATT_UUID_LINK_LOSS_SVC

ESP_GATT_UUID_TX_POWER_SVC
ESP_GATT_UUID_CURRENT_TIME_SVC
ESP_GATT_UUID_REF_TIME_UPDATE_SVC
ESP_GATT_UUID_NEXT DST_ CHANGE_SVC
ESP_GATT_UUID_GLUCOSE_SVC
ESP_GATT_UUID_HEALTH_THERMOM_ SVC

ESP_GATT_UUID_DEVICE_INFO_SVC
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ESP_GATT_UUID_HEART_RATE_SVC
ESP_GATT_UUID_PHONE_ALERT_ STATUS_SVC
ESP_GATT_UUID_BATTERY_SERVICE_SVC
ESP_GATT_UUID_BLOOD_PRESSURE_SVC
ESP_GATT_UUID_ALERT_NTF_SVC
ESP_GATT_UUID_HID_SVC
ESP_GATT_UUID_SCAN_PARAMETERS_SVC
ESP_GATT_UUID_RUNNING_SPEED_CADENCE_SVC
ESP_GATT_UUID_Automation_IO_SVC
ESP_GATT_UUID_CYCLING_SPEED_CADENCE_SVC
ESP_GATT_UUID_CYCLING_POWER_SVC
ESP_GATT_UUID_LOCATION_AND_ NAVIGATION_SVC
ESP_GATT_UUID_ENVIRONMENTAL_SENSING_SVC
ESP_GATT_UUID_BODY_ COMPOSITION
ESP_GATT_ UUID_USER_DATA SVC
ESP_GATT_UUID_WEIGHT_ SCALE_SVC
ESP_GATT_UUID_BOND_MANAGEMENT_ SVC
ESP_GATT_UUID_CONT_GLUCOSE_MONITOR_SVC
ESP_GATT_UUID_PRI_SERVICE
ESP_GATT_UUID_SEC_SERVICE
ESP_GATT_UUID_INCLUDE_SERVICE
ESP_GATT_UUID_CHAR_DECLARE
ESP_GATT_UUID_CHAR_EXT_ PROP
ESP_GATT_UUID_CHAR_DESCRIPTION
ESP_GATT_UUID_CHAR_CLIENT_CONFIG
ESP_GATT_UUID_CHAR_SRVR_CONFIG
ESP_GATT_UUID_CHAR_PRESENT_FORMAT
ESP_GATT_UUID_CHAR_AGG_FORMAT

ESP_GATT UUID_CHAR_VALID_ RANGE
ESP_GATT_UUID_EXT RPT_REF_DESCR
ESP_GATT_UUID_RPT REF_DESCR
ESP_GATT_UUID_NUM DIGITALS_DESCR
ESP_GATT_UUID_VALUE_TRIGGER_DESCR
ESP_GATT_UUID_ENV_SENSING_CONFIG_DESCR
ESP_GATT_UUID_ENV_SENSING_MEASUREMENT DESCR
ESP_GATT_UUID_ENV_SENSING_TRIGGER_DESCR
ESP_GATT_UUID_TIME_TRIGGER_DESCR
ESP_GATT_UUID_GAP_DEVICE_NAME

ESP_GATT_UUID_GAP_ICON
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ESP_GATT_UUID_GAP_PREF_CONN_PARAM
ESP_GATT_UUID_GAP_CENTRAL_ADDR_RESOL
ESP_GATT_UUID_GATT_SRV_CHGD
ESP_GATT_UUID_ALERT LEVEL
ESP_GATT_UUID_TX_ POWER_LEVEL
ESP_GATT_UUID_CURRENT_TIME
ESP_GATT_UUID_LOCAL_TIME_INFO
ESP_GATT_UUID_REF_TIME_INFO
ESP_GATT_UUID_NW_STATUS
ESP_GATT_UUID_NW_TRIGGER
ESP_GATT_UUID_ALERT_STATUS
ESP_GATT_UUID_RINGER_CP
ESP_GATT_UUID_RINGER_SETTING
ESP_GATT_UUID_GM_ MEASUREMENT
ESP_GATT_UUID_GM_CONTEXT
ESP_GATT_UUID_GM_CONTROL_POINT
ESP_GATT_UUID_GM_FEATURE
ESP_GATT_UUID_SYSTEM ID
ESP_GATT_UUID_MODEL_NUMBER_STR
ESP_GATT_UUID_SERIAL_NUMBER_STR
ESP_GATT_UUID_FW_VERSION_STR
ESP_GATT_UUID_HW_VERSION_STR
ESP_GATT_UUID_SW_VERSION_STR
ESP_GATT_UUID_MANU_NAME
ESP_GATT_UUID_IEEE_DATA
ESP_GATT_UUID_PNP_ID
ESP_GATT_UUID_HID_INFORMATION
ESP_GATT_UUID_HID_REPORT MAP
ESP_GATT_UUID_HID_CONTROL_POINT
ESP_GATT_UUID_HID_REPORT
ESP_GATT_UUID_HID_PROTO_MODE
ESP_GATT_UUID_HID_ BT KB_INPUT
ESP_GATT_UUID_HID_ BT KB_OUTPUT
ESP_GATT_UUID_HID_ BT MOUSE_INPUT

ESP_GATT_HEART RATE_MEAS
Heart Rate Measurement.

ESP_GATT_BODY_SENSOR_LOCATION
Body Sensor Location.

ESP_GATT_ HEART_RATE_CNTL_POINT
Heart Rate Control Point.
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ESP_GATT_UUID_BATTERY_ LEVEL
ESP_GATT_UUID_SC_CONTROL_POINT
ESP_GATT_UUID_SENSOR_LOCATION
ESP_GATT_UUID_RSC_MEASUREMENT
ESP_GATT_UUID_RSC_FEATURE
ESP_GATT_UUID_CSC_MEASUREMENT
ESP_GATT_UUID_CSC_FEATURE
ESP_GATT_UUID_SCAN_INT WINDOW
ESP_GATT_UUID_SCAN_REFRESH

ESP_GATT_ILLEGAL_UUID
GATT INVALID UUID.

ESP_GATT_ILLEGAL_HANDLE
GATT INVALID HANDLE.

ESP_GATT_ATTR_HANDLE_MAX
GATT attribute max handle.

ESP_GATT_MAX_READ_ MULTI_HANDLES

ESP_GATT_PERM_READ
Attribute permissions.

ESP_GATT_PERM READ_ENCRYPTED
ESP_GATT_PERM READ_ENC_MITM
ESP_GATT_PERM WRITE
ESP_GATT_PERM WRITE_ENCRYPTED
ESP_GATT_PERM WRITE_ENC_MITM
ESP_GATT_PERM WRITE_SIGNED
ESP_GATT_PERM WRITE_SIGNED_MITM
ESP_GATT_PERM READ_ AUTHORIZATION
ESP_GATT_PERM WRITE_AUTHORIZATION
ESP_GATT_CHAR_PROP_BIT BROADCAST
ESP_GATT_CHAR_PROP_BIT_READ
ESP_GATT_CHAR_PROP_BIT WRITE_NR
ESP_GATT_CHAR_PROP_BIT WRITE
ESP_GATT_CHAR_PROP_BIT_ NOTIFY
ESP_GATT_CHAR_PROP_BIT_ INDICATE
ESP_GATT_CHAR_PROP_BIT AUTH
ESP_GATT_CHAR_PROP_BIT_EXT PROP

ESP_GATT_ MAX_ATTR_LEN
GATT maximum attribute length.

ESP_GATT_RSP_BY_APP
ESP_GATT_AUTO_RSP

ESP_GATT_IF_NONE
If callback report gattc_if/gatts_if as this macro, means this event is not correspond to any app
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Type Definitions
typedef uintl6_t esp_gatt_perm_t
typedef uint8_t esp_gatt_char_prop_t

typedef uint§_tesp_gatt_if t
Gatt interface type, different application on GATT client use different gatt_if

Enumerations
enum esp_gatt_prep_write_type
Attribute write data type from the client.

Values:

ESP_GATT_PREP_WRITE_CANCEL = 0x00
Prepare write cancel

ESP_GATT_PREP_WRITE_EXEC = 0x01
Prepare write execute
enum esp_gatt_status_t
GATT success code and error codes.

Values:

ESP_GATT_OK = 0x0
ESP_GATT_INVALID_HANDLE = 0x0l
ESP_GATT_READ_NOT_PERMIT = 0x02
ESP_GATT WRITE_NOT_ PERMIT = 0x03
ESP_GATT_INVALID_PDU = 0x04
ESP_GATT_INSUF_AUTHENTICATION = 0x05
ESP_GATT_REQ_NOT_SUPPORTED = 0x06
ESP_GATT_INVALID_OFFSET = 0x07
ESP_GATT_INSUF_AUTHORIZATION = 0x08
ESP_GATT_PREPARE_Q FULL = 0x09
ESP_GATT_NOT_FOUND = 0x0a
ESP_GATT_NOT_LONG = 0x0b
ESP_GATT_INSUF_KEY_ SIZE =0x0c
ESP_GATT_INVALID_ATTR_LEN = 0x0d
ESP_GATT ERR_UNLIKELY = Ox0e
ESP_GATT_INSUF_ENCRYPTION = 0x0f
ESP_GATT_UNSUPPORT GRP_TYPE = 0x10
ESP_GATT_INSUF_RESOURCE = 0Ox11
ESP_GATT_NO_RESOURCES = 0x80
ESP_GATT_INTERNAL_ERROR = 0x81
ESP_GATT_WRONG_STATE = 0x82
ESP_GATT DB_FULL = 0x83
ESP_GATT_BUSY = (x84
ESP_GATT_ERROR = 0x85

ESP_GATT_CMD_STARTED = 0x86
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ESP_GATT_ILLEGAL_PARAMETER = 0x87
ESP_GATT_PENDING = 0x88
ESP_GATT_AUTH_FAIL = 0x89
ESP_GATT_MORE = 0x8a
ESP_GATT_INVALID_CFG = 0x8b
ESP_GATT_SERVICE_STARTED = 0x8c
ESP_GATT_ENCRYPED_MITM = ESP_GATT_OK
ESP_GATT_ENCRYPED_NO_MITM = 0x8d
ESP_GATT_NOT_ENCRYPTED = Ox8e
ESP_GATT_CONGESTED = Ox8f
ESP_GATT_DUP_REG = 0x90
ESP_GATT_ALREADY_ OPEN = 0x91
ESP_GATT_CANCEL = 0x92
ESP_GATT_STACK_RSP = Oxe0
ESP_GATT_APP_RSP = Oxel
ESP_GATT_UNKNOWN_ERROR = Oxef
ESP_GATT_CCC_CFG_ERR = Oxfd
ESP_GATT_PRC_IN_PROGRESS = Oxfe
ESP_GATT_OUT_OF_RANGE = Oxff

enum esp_gatt_conn_reason_t
Gatt Connection reason enum.

Values:

ESP_GATT_CONN_UNKNOWN = 0
Gatt connection unknown

ESP_GATT_CONN_L2C_FAILURE = |
General L2cap failure

ESP_GATT_CONN_TIMEOUT = 0x08
Connection timeout

ESP_GATT_CONN_TERMINATE_PEER_USER = 0x13

Connection terminate by peer user

ESP_GATT_CONN_TERMINATE_LOCAL_HOST = 0x16

Connection terminated by local host

ESP_GATT_CONN_FAIL_ESTABLISH = 0x3e
Connection fail to establish

ESP_GATT_CONN_LMP_TIMEOUT = 0x22
Connection fail for LMP response tout

ESP_GATT_CONN_CONN_CANCEL = 0x0100
L2CAP connection cancelled

ESP_GATT_CONN_NONE = 0x0101
No connection to cancel

enum esp_gatt_auth_req t
Gatt authentication request type.

Values:
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ESP_GATT_AUTH_REQ_NONE =0
ESP_GATT_AUTH_REQ NO_MITM= |
ESP_GATT_AUTH_REQ MITM=2
ESP_GATT_AUTH_REQ SIGNED_NO_MITM =3
ESP_GATT_AUTH_REQ_SIGNED_MITM = 4

enum esp_service_source_t
Values:

ESP_GATT_SERVICE_FROM_REMOTE_DEVICE =0
ESP_GATT_SERVICE_FROM_NVS_FLASH = |
ESP_GATT_SERVICE_FROM_UNKNOWN = 2

enum esp_gatt_write_type_t
Gatt write type.

Values:

ESP_GATT_WRITE_TYPE_NO_RSP =1
Gatt write attribute need no response

ESP_GATT_WRITE_TYPE_RSP
Gatt write attribute need remote response

enum esp_gatt_db_attr_type_t
the type of attribute element

Values:

ESP_GATT_DB_PRIMARY_SERVICE
Gattc primary service attribute type in the cache

ESP_GATT_DB_SECONDARY_ SERVICE
Gattc secondary service attribute type in the cache

ESP_GATT_DB_CHARACTERISTIC
Gattc characteristic attribute type in the cache

ESP_GATT_DB_DESCRIPTOR
Gattc characteristic descriptor attribute type in the cache

ESP_GATT_DB_INCLUDED_SERVICE
Gattc include service attribute type in the cache

ESP_GATT_DB_ALL
Gattc all the attribute (primary service & secondary service & include service & char & descriptor) type
in the cache

GATT SERVER API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

* This is a GATT sever demo and its tutorial. This demo creates a GATT service with an attribute table, which
releases the user from adding attributes one by one. This is the recommended method of adding attributes.
— bluetooth/bluedroid/ble/gatt_server_service_table
— GATT Server Service Table Example Walkthrough
¢ This is a GATT server demo and its tutorial. This demo creates a GATT service by adding attributes one by
one as defined by Bluedroid. The recommended method of adding attributes is presented in example above.
— bluetooth/bluedroid/ble/gatt_server
— GATT Server Example Walkthrough
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¢ This is a BLE SPP-Like demo. This demo, which acts as a GATT server, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_server

API Reference

Header File

* bt/host/bluedroid/api/include/api/esp_gatts_api.h

Functions
esp_err_t esp_ble_gatts_register_callback (esp_gatts_cb_t callback)
This function is called to register application callbacks with BTA GATTS module.

Return
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gatts_app_register (uintl6_t app_id)
This function is called to register application identifier.

Return
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_app_unregister (esp_gatt_if t gatts_if)
unregister with GATT Server.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface

esp_err_t esp_ble_gatts_create_service (esp_gatt_if t gatts_if, esp_gatt_srvc_id_t *service_id,

uint16_t num_handle)
Create a service. When service creation is done, a callback event ESP_ GATTS_CREATE_EVT is called to

report status and service ID to the profile. The service ID obtained in the callback function needs to be used
when adding included service and characteristics/descriptors into the service.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface
e [in] service_id: service ID.
e [in] num_handle: number of handle requested for this service.

esp_err_t esp_ble_gatts_create_attr_tab (const esp_gatts_attr_db_t *oatts_attr_db,
esp_gatt_if t gatts_if, wint8_t max_nb_attr, uint8_t
srve_inst_id)
Create a service attribute tab.
Return
e ESP_OK : success
e other : failed

Parameters
* [in] gatts_attr_db: the pointer to the service attr tab
e [in] gatts_1if: GATT server access interface
e [in] max_nb_attr: the number of attribute to be added to the service database.
e [in] srvc_inst_id: the instance id of the service
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esp_err_t esp_ble_gatts_add_included_service (uintl6_t service_handle, uintl6_t in-

cluded_service_handle)
This function is called to add an included service. This function have to be called between

‘esp_ble_gatts_create_service’ and ‘esp_ble_gatts_add_char’ . After included service is included, a callback
event ESP_GATTS_ADD_INCL_SRVC_EVT is reported the included service ID.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] service_handle: service handle to which this included service is to be added.
e [in] included_service_handle: the service ID to be included.

esp_err_t esp_ble_gatts_add_char (uintl6_t  service_handle, esp_bt_uuid_t *char_uuid,
esp_gatt_perm_t  perm, esp_gatt_char_prop_t  property,

esp_attr_value_t *char_val, esp_attr_control_t *control)
This function is called to add a characteristic into a service.

Return

e ESP_OK : success
e other : failed

] service_handle: service handle to which this included service is to be added.
] char_uuid: : Characteristic UUID.

] perm: : Characteristic value declaration attribute permission.

] property: : Characteristic Properties

] char_val: : Characteristic value

] control: : attribute response control byte

esp_err_t esp_ble_gatts_add_char_descr (uintl6_t service_handle, esp_bt_uuid_t *descr_uuid,

esp_gatt_perm_t perm, esp_attr_value_t
*char_descr_val, esp_attr_control_t *control)
This function is called to add characteristic descriptor. When it’ s done, a callback event

ESP_GATTS_ADD_DESCR_EVT is called to report the status and an ID number for this descriptor.

Return
e ESP_OK : success
e other : failed
e [in] service_handle: service handle to which this characteristic descriptor is to be added.
e [in] perm: descriptor access permission.
e [in] descr_uuid: descriptor UUID.
e [in] char_descr_val: : Characteristic descriptor value
[in] control: : attribute response control byte

esp_err_t esp_ble_gatts_delete_service (uintl6_t service_handle)
This function is called to delete a service. When this is done, a callback event ESP_GATTS_DELETE_EVT
is report with the status.

Return
* ESP_OK : success
e other : failed
Parameters
e [in] service_handle: service_handle to be deleted.

esp_err_t esp_ble_gatts_start_service (uintl6_t service_handle)
This function is called to start a service.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] service_handle: the service handle to be started.

Espressif Systems 113 Release v4.3.4
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 2. API &%

esp_err_t esp_ble_gatts_stop_service (uintl6_t service_handle)
This function is called to stop a service.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] service_handle: - service to be topped.

esp_err_t esp_ble_gatts_send_indicate (esp_gatt if t gatts_if, uintl6_t conn_id, uintl6_t
attr_handle, uintl6_t value len, uint8_t *value, bool
need_confirm)
Send indicate or notify to GATT client. Set param need_confirm as false will send notification, otherwise
indication.

Return
e ESP_OK : success
e other : failed
Parameters
in] gatts_1if: GATT server access interface
[in] conn_id: - connection id to indicate.
e [in] attr_handle: - attribute handle to indicate.
[in] wvalue_len: - indicate value length.
[in] wvalue: value to indicate.

* [in] need_confirm: - Whether a confirmation is required. false sends a GATT notification,
true sends a GATT indication.

esp_err_t esp_ble_gatts_send_response (esp_gatt_if t gatts_if, uintl6_t conn_id, uint32_t
trans_id, esp_gatt_status_t status, esp_gatt_rsp_t *rsp)
This function is called to send a response to a request.
Return
* ESP_OK : success
e other : failed
e [in] gatts_1if: GATT server access interface
e [in] conn_id: - connection identifier.
e [in] trans_id: - transfer id
* [in] status: - response status
[in] rsp: - response data.

esp_err_t esp_ble_gatts_set_attr_value (uintl6_t aftr_handle, uint16_t length, const uint8_t
*value)

This function is called to set the attribute value by the application.

Return
e ESP_OK : success
 other : failed

Parameters
e [in] attr_handle: the attribute handle which to be set
e [in] length: the value length
e [in] wvalue: the pointer to the attribute value

esp_gatt_status_t esp_ble_gatts_get_attr_value (uintl6_t attr_handle, uint16_t *length, const
uint®_t **yalue)
Retrieve attribute value.
Return
e ESP_GATT_OK : success
e other : failed
Parameters
e [in] attr_handle: Attribute handle.
e [out] length: pointer to the attribute value length
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e [out] wvalue: Pointer to attribute value payload, the value cannot be modified by user

esp_err_t esp_ble_gatts_open (esp_gatt_if _t gatts_if, esp_bd_addr_t remote_bda, bool is_direct)
Open a direct open connection or add a background auto connection.
Return
« ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface
e [in] remote_bda: remote device bluetooth device address.
e [in] is_direct: direct connection or background auto connection

esp_err_t esp_ble_gatts_close (esp_gatt_if t gatts_if, uint16_t conn_id)
Close a connection a remote device.
Return
e ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface
e [in] conn_id: connection ID to be closed.

esp_err_t esp_ble_gatts_send_service_change_indication (esp_gatt_if t gatts_if,

esp_bd_addr_t remote_bda)
Send service change indication.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface
e [in] remote_bda: remote device bluetooth device address. If remote_bda is NULL then it
will send service change indication to all the connected devices and if not then to a specific device

Unions
union esp_ble_gatts_cb_param_t
#include <esp_gatts_api.h> Gatt server callback parameters union.

Public Members
struct esp_ble_gatts_cb_param_t::gatts_reg_evt_param reg
Gatt server callback param of ESP_GATTS_REG_EVT

struct esp_ble_gatts_cb_param_t::gatts_read_evt_param read
Gatt server callback param of ESP_GATTS_READ_EVT

struct esp_ble_gatts_cb_param_t::gatts_write_evt_param write
Gatt server callback param of ESP_GATTS_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_exec_write_evt_param exec_write
Gatt server callback param of ESP_GATTS_EXEC_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_mtu_evt_param mtu
Gatt server callback param of ESP_GATTS_MTU_EVT

struct esp_ble_gatts_cb_param_t::gatts_conf_evt_param conf
Gatt server callback param of ESP_GATTS_CONF_EVT (confirm)

struct esp_ble_gatts_cb_param_t::gatts_create_evt_param create
Gatt server callback param of ESP_GATTS_CREATE_EVT
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struct esp_ble_gatts_cb_param_t::gatts_add_incl_srvc_evt_param add_incl_srvce
Gatt server callback param of ESP_GATTS_ADD_INCL_SRVC_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_evt_param add_char
Gatt server callback param of ESP_GATTS_ADD_CHAR_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_descr_evt_param add_char_descr
Gatt server callback param of ESP_GATTS_ADD_CHAR_DESCR_EVT

struct esp_ble_gatts_cb_param_t::gatts_delete_evt_param del
Gatt server callback param of ESP_GATTS_DELETE_EVT

struct esp_ble_gatts_cb_param_t::gatts_start_evt_param start
Gatt server callback param of ESP_GATTS_START_EVT

struct esp_ble_gatts_cb_param_t::gatts_stop_evt_param stop
Gatt server callback param of ESP_GATTS_STOP_EVT

struct esp_ble_gatts_cb_param_t:.gatts_connect_evt_param connect
Gatt server callback param of ESP_GATTS_CONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_disconnect_evt_param disconnect
Gatt server callback param of ESP_GATTS_DISCONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_open_evt_param open
Gatt server callback param of ESP_GATTS_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_cancel_open_evt_param cancel_open
Gatt server callback param of ESP_GATTS_CANCEL_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_close_evt_param close
Gatt server callback param of ESP_GATTS_CLOSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_congest_evt_param congest
Gatt server callback param of ESP_GATTS_CONGEST_EVT

struct esp_ble_gatts_cb_param_t::gatts_rsp_evt_param rsp
Gatt server callback param of ESP_GATTS_RESPONSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_attr_tab_evt_param add_attr_tab
Gatt server callback param of ESP_GATTS_CREAT_ATTR_TAB_EVT

struct esp_ble_gatts_cb_param_t::gatts_set_attr_val_evt_param set_attr_val
Gatt server callback param of ESP_GATTS_SET_ATTR_VAL_EVT

struct esp_ble_gatts_cb_param_t::gatts_send_service_change_evt_param service_change
Gatt server callback param of ESP_GATTS_SEND_SERVICE_CHANGE_EVT

struct gatts_add_attr_tab_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CREAT_ATTR_TAB_EVT.

Public Members
esp_gatt_status_t status
Operation status

esp_bt_uuid_t sve_uuid
Service uuid type

uint8_t sve_inst_id
Service id

uint16_t num_handle
The number of the attribute handle to be added to the gatts database

uint16_t *handles
The number to the handles
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struct gatts_add_char_descr_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_DESCR_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t attr_handle
Descriptor attribute handle

uintl6_t service_handle
Service attribute handle

esp_bt_uuid_t descr_uuid
Characteristic descriptor uuid

struct gatts_add_char_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t attr_handle
Characteristic attribute handle

uint16_t service_handle
Service attribute handle

esp_bt_uuid_t char_uuid
Characteristic uuid

struct gatts_add_incl_srvc_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_INCL_SRVC_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t attr_handle
Included service attribute handle

uintl6_t service_handle
Service attribute handle

struct gatts_cancel_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CANCEL_OPEN_EVT.

Public Members

esp_gatt_status_t status
Operation status

struct gatts_close_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CLOSE_EVT.
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Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

struct gatts_conf_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONF_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

uintl6_t handle
attribute handle

uintl6_t len
The indication or notification value length, len is valid when send notification or indication failed

uint8_t *value
The indication or notification value , value is valid when send notification or indication failed

struct gatts_congest_evt_param
#include <esp_gatts_api.h> ESP_GATTS_LISTEN_EVT.

ESP_GATTS_CONGEST_EVT

Public Members
uintl6_t conn_id
Connection id

bool congested
Congested or not

struct gatts_connect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONNECT_EVT.

Public Members
uint16_t conn_id
Connection id

uint§_t 1ink_role
Link role : master role = O ; slave role = 1

esp_bd_addr_t remote_bda
Remote bluetooth device address

esp_gatt_conn_params_t conn_params
current Connection parameters

struct gatts_create_evt_param
#include <esp_gatts_api.h> ESP_GATTS_UNREG_EVT.

ESP_GATTS_CREATE_EVT
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Public Members
esp_gatt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

esp_gatt_srvc_id_t service_id
Service id, include service uuid and other information

struct gatts_delete_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DELETE_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

struct gatts_disconnect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DISCONNECT_EVT.

Public Members
uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

esp_gatt_conn_reason_I reason
Indicate the reason of disconnection

struct gatts_exec_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_EXEC_WRITE_EVT.

Public Members

uintl6_t conn_id
Connection id

uint32_t trans_id
Transfer id

esp_bd_addr_t bda
The bluetooth device address which been written

uint§_t exec_write_flag
Execute write flag

struct gatts_mtu_evt_param
#include <esp_gatts_api.h> ESP_GATTS_MTU_EVT.
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Public Members
uint16_t conn_id
Connection id

uintl6_t mtu
MTU size

struct gatts_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_OPEN_EVT.

Public Members

esp_gatt_status_t status
Operation status

struct gatts_read_evt_param
#include <esp_gatts_api.h> ESP_GATTS_READ_EVT.

Public Members

uintl6_t conn_id
Connection id

uint32_t trans_id
Transfer id

esp_bd_addr_t bda
The bluetooth device address which been read

uint16_t handle
The attribute handle

uintl6_t of£set
Offset of the value, if the value is too long

bool is_long
The value is too long or not

bool need_rsp
The read operation need to do response

struct gatts_reg_evt_param
#include <esp_gatts_api.h>ESP_GATTS_REG_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t app_id
Application id which input in register API

struct gatts_rsp_evt_param
#include <esp_gatts_api.h> ESP_GATTS_RESPONSE_EVT.
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Public Members
esp_gatt_status_t status
Operation status

uintl6_t handle
Attribute handle which send response

struct gatts_send_service_change_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SEND_SERVICE_CHANGE_EVT.

Public Members

esp_gatt_status_t status
Operation status

struct gatts_set_attr_val_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SET_ATTR_VAL_EVT.

Public Members
uintl6_t srve_handle
The service handle

uintl6_t attr_handle
The attribute handle

esp_gatt_status_t status
Operation status

struct gatts_start_evt_param
#include <esp_gatts_api.h> ESP_GATTS_START_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

struct gatts_stop_evt_param
#include <esp_gatts_api.h> ESP_GATTS_STOP_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

struct gatts_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_WRITE_EVT.
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Public Members

uint16_t conn_id
Connection id

uint32_t trans_id
Transfer id

esp_bd_addr_t bda
The bluetooth device address which been written

uintl6_t handle
The attribute handle

uintl6_t of£set
Offset of the value, if the value is too long

bool need_rsp
The write operation need to do response

bool is_prep
This write operation is prepare write

uintl6_t len
The write attribute value length

uint8_t *value
The write attribute value

Macros
ESP_GATT PREP_WRITE_CANCEL

Prepare write flag to indicate cancel prepare write
ESP_GATT_PREP_WRITE_EXEC

Prepare write flag to indicate execute prepare write

Type Definitions
typedef void (*esp_gatts_cb_t) (esp_gatts_cb_event_t event, esp_gatt_if t gatts_if,
esp_ble_gatts_cb_param_t *param)
GATT Server callback function type.

Parameters
* event: : Event type
* gatts_if: : GATT server access interface, normally different gatts if correspond to different
profile
e param: : Point to callback parameter, currently is union type

Enumerations
enum esp_gatts_cb_event_t
GATT Server callback function events.

Values:

ESP_GATTS_REG_EVT =0
When register application id, the event comes

ESP_GATTS_READ_EVT = |
When gatt client request read operation, the event comes

ESP_GATTS_WRITE_EVT =2
When gatt client request write operation, the event comes

ESP_GATTS_EXEC_WRITE_EVT =3
When gatt client request execute write, the event comes
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ESP_GATTS_MTU_EVT =4
When set mtu complete, the event comes

ESP_GATTS_CONF_EVT =5
When receive confirm, the event comes

ESP_GATTS_UNREG_EVT =6
When unregister application id, the event comes

ESP_GATTS_CREATE_EVT =7
When create service complete, the event comes

ESP_GATTS_ADD_INCL_SRVC_EVT =§
When add included service complete, the event comes

ESP_GATTS_ADD_CHAR_EVT =9
When add characteristic complete, the event comes

ESP_GATTS_ADD_CHAR_DESCR_EVT = 10
When add descriptor complete, the event comes

ESP_GATTS_DELETE_EVT = 11
When delete service complete, the event comes

ESP_GATTS_START_EVT = 12
When start service complete, the event comes

ESP_GATTS_STOP_EVT = 13
When stop service complete, the event comes

ESP_GATTS_CONNECT EVT = 14
When gatt client connect, the event comes

ESP_GATTS_DISCONNECT_EVT = 15
When gatt client disconnect, the event comes

ESP_GATTS_OPEN_EVT = 16
When connect to peer, the event comes

ESP_GATTS_CANCEL_OPEN_EVT = 17
When disconnect from peer, the event comes

ESP_GATTS_CLOSE_EVT = 18
When gatt server close, the event comes

ESP_GATTS_LISTEN_EVT = 19
When gatt listen to be connected the event comes

ESP_GATTS_CONGEST_EVT =20
When congest happen, the event comes

ESP_GATTS_RESPONSE_EVT =21
When gatt send response complete, the event comes

ESP_GATTS_CREAT_ATTR_TAB_EVT =22
When gatt create table complete, the event comes

ESP_GATTS_SET ATTR_VAL_EVT =23
When gatt set attr value complete, the event comes

ESP_GATTS_SEND_SERVICE_CHANGE_EVT = 24
When gatt send service change indication complete, the event comes

GATT CLIENT API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:
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¢ This is a GATT client demo and its tutorial. This demo can scan for devices, connect to the GATT server and
discover its services.
— bluetooth/bluedroid/ble/gatt_client
— GATT Client Example Walkthrough
e This is a multiple connection demo and its tutorial. This demo can connect to multiple GATT server devices
and discover their services.
— bluetooth/bluedroid/ble/gattc_multi_connect
— GATT Client Multi-connection Example Walkthrough
e This is a BLE SPP-Like demo. This demo, which acts as a GATT client, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_client

API Reference

Header File

* bt/host/bluedroid/api/include/api/esp_gattc_api.h

Functions
esp_err_t esp_ble_gattc_register_callback (esp_gattc_cb_t callback)
This function is called to register application callbacks with GATTC module.

Return
e ESP_OK: success
* other: failed
Parameters
e [in] callback: : pointer to the application callback function.
esp_err_t esp_ble_gattc_app_register (uintl6_t app_id)
This function is called to register application callbacks with GATTC module.

Return
* ESP_OK: success
* other: failed
Parameters
* [in] app_id:: Application Identify (UUID), for different application

esp_err_t esp_ble_gattc_app_unregister (esp_gatt_if t gattc_if')
This function is called to unregister an application from GATTC module.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] gattc_if: Gattclient access interface.

esp_err_t esp_ble_gattc_open (esp_gatt_if t gattc_if, esp_bd_addr_t remote_bda,

esp_ble_addr_type_t remote_addr_type, bool is_direct)
Open a direct connection or add a background auto connection.

Return
* ESP_OK: success
e other: failed
Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] remote_bda: remote device bluetooth device address.
* [in] remote_addr_type: remote device bluetooth device the address type.
e [in] is_direct: direct connection or background auto connection(by now, background auto
connection is not supported).
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esp_err_t esp_ble_gattc_aux_open (esp_gatt_if t gattc_if, esp_bd_addr_t remote_bda,
esp_ble_addr_type_t remote_addr_type, bool is_direct)

esp_err_t esp_ble_gattc_close (esp_gatt_if _t gattc_if, uint16_t conn_id)
Close the virtual connection to the GATT server. gattc may have multiple virtual GATT server connections
when multiple app_id registered, this API only close one virtual GATT server connection. if there exist other
virtual GATT server connections, it does not disconnect the physical connection. if you want to disconnect the
physical connection directly, you can use esp_ble_gap_disconnect(esp_bd_addr_t remote_device).

Return
¢ ESP_OK: success
e other: failed
Parameters
e [in] gattc_if: Gatt client access interface.
e [in] conn_id: connection ID to be closed.

esp_err_t esp_ble_gattc_send_mtu_req (esp_gatt_if t gattc_if, uint16_t conn_id)
Configure the MTU size in the GATT channel. This can be done only once per connection. Before using, use
esp_ble_gatt_set_local_mtu() to configure the local MTU size.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] gattc_if: Gatt client access interface.
e [in] conn_id: connection ID.

esp_err_t esp_ble_gattc_search_service (esp_gatt_if t gattc_if, uintl6_t conn_id, esp_bt_uuid_t

*filter_uuid )
This function is called to get service from local cache. This function report service search result by a callback

event, and followed by a service search complete event.

Return
* ESP_OK: success
e other: failed
Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] conn_id: connection ID.
e [in] filter_uuid: a UUID of the service application is interested in. If Null, discover for all
services.

esp_gatt_status_t esp_ble_gattc_get_service (esp_gatt if t  gattc_if, uintl6_t  conn_id,
esp_bt_uuid_t *svc_uuid, esp_gattc_service_elem_t
*result, uint16_t *count, uint16_t offset)
Find all the service with the given service uuid in the gattc cache, if the svc_uuid is NULL, find all the service.
Note: It just get service from local cache, won’ t get from remote devices. If want to get it from remote device,
need to used the esp_ble_gattc_cache_refresh, then call esp_ble_gattc_get_service again.

Return
e ESP_OK: success
¢ other: failed

Parameters
e [in] gattc_if: Gatt client access interface.
e [in] conn_id: connection ID which identify the server.
e [in] svc_uuid: the pointer to the service uuid.

[
[
[out] result: The pointer to the service which has been found in the gattc cache.

e [inout] count: input the number of service want to find, it will output the number of service
has been found in the gattc cache with the given service uuid.

[in] offset: Offset of the service position to get.
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esp_gatt_status_t esp_ble_gattc_get_all_char (esp_gart_if t  gattc_if, uintl6_t  conn_id,
uintl6_t start_handle, uintl6_t end_handle,
esp_gattc_char_elem_t *result, uintl6_t *count,

uint16_t offset)
Find all the characteristic with the given service in the gattc cache Note: It just get characteristic from local

cache, won’ t get from remote devices.

Return
e ESP_OK: success
e other: failed

out] result: The pointer to the characteristic in the service.

inout] count: input the number of characteristic want to find, it will output the number of
characteristic has been found in the gattc cache with the given service.

e [in] offset: Offset of the characteristic position to get.

Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] conn_id: connection ID which identify the server.
e [in] start_handle: the attribute start handle.
e [in] end_handle: the attribute end handle
[
[

esp_gatt_status_t esp_ble_gattc_get_all_descr (esp_gatt_if _t gattc_if, uint16_t conn_id, uint16_t
char_handle, esp_gattc_descr_elem_t *result,

uint16_t *count, uint16_t offset)
Find all the descriptor with the given characteristic in the gattc cache Note: It just get descriptor from local

cache, won’ t get from remote devices.

Return
¢ ESP_OK: success
* other: failed
Parameters
e [in] gattc_1if: Gattclient access interface.
in] conn_id: connection ID which identify the server.
in] char_handle: the given characteristic handle
out] result: The pointer to the descriptor in the characteristic.
inout] count: input the number of descriptor want to find, it will output the number of de-
scriptor has been found in the gattc cache with the given characteristic.
e [in] offset: Offset of the descriptor position to get.

° [
* [
° [

[

esp_gatt_status_t esp_ble_gattc_get_char_by_uuid (esp_gatt if t gattc_if, uintl6_t conn_id,
uint16_t start_handle, uint16_t
end_handle, esp_bt_uuid t  char_uuid,
esp_gattc_char_elem_t  *result, uint16_t

*count)
Find the characteristic with the given characteristic uuid in the gattc cache Note: It just get characteristic from

local cache, won’ t get from remote devices.

Return

* ESP_OK: success

e other: failed
Parameters

. gattc_1if: Gatt client access interface.
conn_1id: connection ID which identify the server.

in]

in]

in] start_handle: the attribute start handle
in]

in

[
e [
e [
o [ end_handle: the attribute end handle

[in] char_uuid: the characteristic uuid

[out] result: The pointer to the characteristic in the service.

[inout] count: input the number of characteristic want to find, it will output the number of

characteristic has been found in the gattc cache with the given service.
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esp_gatt_status_t esp_ble_gattc_get_descr_by_uuid (esp_gatt_if t gattc_if, uint16_t
conn_id, uintl6_t start_handle,
uintl6_t  end_handle, esp_bt_uuid_t
char_uuid,  esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result, uintl6_t

*count)
Find the descriptor with the given characteristic uuid in the gattc cache Note: It just get descriptor from local

cache, won’ t get from remote devices.

Return
* ESP_OK: success
e other: failed
Parameters
gattc_1if: Gatt client access interface.
conn_1id: connection ID which identify the server.
start_handle: the attribute start handle
end_handle: the attribute end handle
char_uuid: the characteristic uuid.
] descr_uuid: the descriptor uuid.
out] result: The pointer to the descriptor in the given characteristic.
e [inout] count: input the number of descriptor want to find, it will output the number of de-
scriptor has been found in the gattc cache with the given characteristic.

e e e

o JiNe e lie e o]

i
i
i
i
i
i

[
[
[
° [
[
[
[

esp_gatt_status_t esp_ble_gattc_get_descr_by_char_handle (esp_gatt_if t gattc_if, uintl6_t
conn_id, uintl6_t char_handle,
esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result,

uint16_t *count)
Find the descriptor with the given characteristic handle in the gattc cache Note: It just get descriptor from local

cache, won’ t get from remote devices.

Return
* ESP_OK: success
¢ other: failed

Parameters
e [in] gattc_if: Gattclient access interface.
e [in] conn_id: connection ID which identify the server.
e [in] char_handle: the characteristic handle.
e [in] descr_uuid: the descriptor uuid.
[

out] result: The pointer to the descriptor in the given characteristic.
* [inout] count: input the number of descriptor want to find, it will output the number of de-
scriptor has been found in the gattc cache with the given characteristic.

esp_gatt_status_t esp_ble_gattc_get_include_service (esp_gatt_if _t gattc_if, uint16_t conn_id,

uintl6_t start_handle, uintl6_t
end_handle, esp_bt_uuid_t *incl_uuid,
esp_gattc_incl_svc_elem_t *result,

. . . . . ) . uint16_t *count) . .
Find the include service with the given service handle in the gattc cache Note: It just get include service from

local cache, won’ t get from remote devices.

Return
e ESP_OK: success
e other: failed

] gattc_if: Gatt client access interface.

] conn_id: connection ID which identify the server.

] start_handle: the attribute start handle

] end_handle: the attribute end handle

1 incl_uuid: the include service uuid

t] result: The pointer to the include service in the given service.
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e [inout] count: input the number of include service want to find, it will output the number of
include service has been found in the gattc cache with the given service.

esp_gatt_status_t esp_ble_gattc_get_attr_count (esp_gatt if t gattc_if, uintl6_t conn_id,
esp_gatt_db_attr_type_t type, uint16_t
start_handle, uintl6_t end_handle, uintl6_t

char_handle, uint16_t *count)
Find the attribute count with the given service or characteristic in the gattc cache.

Return
e ESP_OK: success
e other: failed

Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] conn_id: connection ID which identify the server.
* [in] type: the attribute type.
e [in] start_handle: the  attribute  start  handle, if the type s

ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore

e [in] end_handle: the attribute end handle, if the type is ESP_GATT_DB_DESCRIPTOR,
this parameter should be ignore

e [in] char_handle: the characteristic handle, this parameter valid when the type is
ESP_GATT_DB_DESCRIPTOR. If the type isn’ t ESP_GATT_DB_DESCRIPTOR, this param-
eter should be ignore.

* [out] count: output the number of attribute has been found in the gattc cache with the given
attribute type.

esp_gatt_status_t esp_ble_gattc_get_db (esp_gatt_if t gattc_if, uintl6_t conn_id, uintl6_t
start_handle, uintl6_t end_handle, esp_gattc_db_elem_t

*db, uint16_t *count)
This function is called to get the GATT database. Note: It just get attribute data base from local cache, won’

t get from remote devices.

Return
¢ ESP_OK: success
e other: failed

Parameters
e [in] gattc_if: Gatt client access interface.
e [in] start_handle: the attribute start handle
e [in] end_handle: the attribute end handle
e [in] conn_id: connection ID which identify the server.
[

in] db: output parameter which will contain the GATT database copy. Caller is responsible for
freeing it.
e [in] count: number of elements in database.

esp_err_t esp_ble_gattc_read_char (esp_gatt_if t gattc_if, uintl6_t conn_id, uintl6_t handle,

esp_gatt_auth_req_t auth_req)
This function is called to read a service’ s characteristics of the given characteristic handle.

Return
e ESP_OK: success
e other: failed

Parameters
e [in] gattc_if: Gatt client access interface.
e [in] conn_id: : connection ID.
e [in] handle: : characteritic handle to read.
e [in] auth_req: : authenticate request type

esp_err_t esp_ble_gattc_read_by_type (esp_gatt_if t gattc_if, uintl6_t conn_id, uintl6_t
start_handle, uintl16_t end_handle, esp_bt_uuid_t *uuid,

esp_gatt_auth_req_t auth_req)
This function is called to read a service’ s characteristics of the given characteristic UUID.

Return
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« ESP_OK: success

e other: failed
Parameters
gattc_1if: Gatt client access interface.
conn_id: : connection ID.
start_handle: : the attribute start handle.
end_handle: : the attribute end handle
uuid: : The UUID of attribute which will be read.

i
i
i
i
i
i auth_reaq: : authenticate request type

[
[
[
[
[
[
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esp_err_t esp_ble_gattc_read_multiple (esp_gatt if t gattc_if, uint16_t conn_id,
esp_gattc_multi_t  *read_multi,  esp_gatt_auth_req_t

auth_req)
This function is called to read multiple characteristic or characteristic descriptors.

Return
¢ ESP_OK: success
 other: failed

Parameters
e [in] gattc_if: Gatt client access interface.
e [in] conn_id: : connection ID.
e [in] read_multi: : pointer to the read multiple parameter.
e [in] auth_reaq: : authenticate request type

esp_err_t esp_ble_gattc_read_char_descr (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t han-

dle, esp_gatt_auth_req_t auth_req)
This function is called to read a characteristics descriptor.

Return
¢ ESP_OK: success
e other: failed

Parameters
e [in] gattc_if: Gatt client access interface.
e [in] conn_id: : connection ID.
e [in] handle: : descriptor handle to read.
* [in] auth_req: : authenticate request type

esp_err_t esp_ble_gattc_write_char (esp_gatt_if t gattc_if, uintl6_t conn_id, uintl6_t handle,
uintl6_t value_len, uint8_t *value, esp_gatt_write_type_t

write_type, esp_gatt_auth_req_t auth_req)
This function is called to write characteristic value.

Return
¢ ESP_OK: success
e other: failed
Parameters

e [in] gattc_if: Gatt client access interface.

e [in] conn_id: : connection ID.

e [in] handle: : characteristic handle to write.

e [in] wvalue_len: length of the value to be written.

e [in] wvalue: : the value to be written.

e [in] write_type: : the type of attribute write operation.

* [in] auth_req: : authentication request.

esp_err_t esp_ble_gattc_write_char_descr (esp_gatt if t  gattc_if, uintl6_t  conn_id,

uintl6_t handle, uintl6_t value len, uint8_t
*value, esp_gatt_write_type_t write_type,

esp_gatt_auth_req_t auth_req)
This function is called to write characteristic descriptor value.

Return
e ESP_OK: success
e other: failed
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Parameters
. gattc_1if: Gatt client access interface.

conn_id: : connection ID

handle: : descriptor hadle to write.

value_len: length of the value to be written.

value: : the value to be written.

write_type: : the type of attribute write operation.

auth_req: : authentication request.

=2 Rie Nie Jile lie i e]
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esp_err_t esp_ble_gattc_prepare_write (esp_gatt_if _t gattc_if, uintl6_t conn_id, uintl6_t han-
dle, uint16_t offset, uint16_t value_len, uint8_t *value,

esp_gatt_auth_req_t auth_req)
This function is called to prepare write a characteristic value.

Return

¢ ESP_OK: success

e other: failed
Parameters

. gattc_1if: Gatt client access interface.
conn_id: : connection ID.
handle: : characteristic handle to prepare write.
of fset: : offset of the write value.
value_len: length of the value to be written.
value: : the value to be written.

auth_reaq: : authentication request.
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esp_err_t esp_ble_gattc_prepare_write_char_descr (esp_gatt_if_t gattc_if, uint16_t conn_id,
uintl6_t handle, uintl6_t offset,
uintl6_t value_len, uint8_t *value,

esp_gatt_auth_req_t auth_req)
This function is called to prepare write a characteristic descriptor value.

Return
* ESP_OK: success
e other: failed
Parameters
o gattc_1f: Gatt client access interface.
conn_ id: : connection ID.
handle: : characteristic descriptor handle to prepare write.
of fset: : offset of the write value.
value_len: length of the value to be written.
value: : the value to be written.
auth_reaq: : authentication request.
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esp_err_t esp_ble_gattc_execute_write (esp_gatt_if_t gattc_if, uint16_t conn_id, bool is_execute)
This function is called to execute write a prepare write sequence.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] gattc_if: Gattclient access interface.
e [in] conn_id: : connection ID.
e [in] is_execute: : execute or cancel.

esp_err_t esp_ble_gattc_register_for_notify (esp_gatt if t gattc_if, esp_bd_addr_t

server_bda, vint16_t handle)
This function is called to register for notification of a service.

Return
¢ ESP_OK: registration succeeds
e other: failed

Parameters
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e [in] gattc_if: Gatt client access interface.
e [in] server_bda: : target GATT server.
e [in] handle: : GATT characteristic handle.

esp_err_t esp_ble_gattc_unregister_for_notify (esp_gatt if t gattc_if, esp_bd_addr_t

server_bda, uint16_t handle)
This function is called to de-register for notification of a service.

Return
¢ ESP_OK: unregister succeeds
e other: failed
Parameters
e [in] gattc_if: Gattclient access interface.
* [in] server_bda: : target GATT server.
e [in] handle: : GATT characteristic handle.

esp_err_t esp_ble_gattc_cache_refresh (esp_bd_addr_t remote_bda)
Refresh the server cache store in the gattc stack of the remote device. If the device is connected, this API will
restart the discovery of service information of the remote device.

Return
« ESP_OK: success
e other: failed
Parameters
e [in] remote_bda: remote device BD address.

esp_err_t esp_ble_gattc_cache_assoc (esp_gatt_if t  gattc_if, esp_bd_addr_t  src_addr,
esp_bd_addr_t assoc_addr, bool is_assoc)
Add or delete the associated address with the source address. Note: The role of this API is mainly when the

client side has stored a server-side database, when it needs to connect another device, but the device’ s attribute
database is the same as the server database stored on the client-side, calling this API can use the database that
the device has stored used as the peer server database to reduce the attribute database search and discovery
process and speed up the connection time. The associated address mains that device want to used the database
has stored in the local cache. The source address mains that device want to share the database to the associated
address device.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] gattc_if: Gattclient access interface.
e [in] src_addr: the source address which provide the attribute table.
e [in] assoc_addr: the associated device address which went to share the attribute table with
the source address.
e [in] is_assoc: true add the associated device address, false remove the associated device ad-
dress.

esp_err_t esp_ble_gattc_cache_get_addr_list (esp_gatt_if t gattc_if)
Get the address list which has store the attribute table in the gattc cache. There will callback
ESP_GATTC_GET_ADDR_LIST_EVT event when get address list complete.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] gattc_if: Gatt client access interface.

esp_err_t esp_ble_gattc_cache_clean (esp_bd_addr_t remote_bda)
Clean the service cache of this device in the gattc stack,.

Return
e ESP_OK: success
e other: failed
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Parameters
e [in] remote_bda: remote device BD address.

Unions
union esp_ble_gattc_cb_param_t
#include <esp_gattc_api.h> Gatt client callback parameters union.

Public Members
struct esp_ble_gattc_cb_param_t::gattc_reg_evt_param reg
Gatt client callback param of ESP_GATTC_REG_EVT

struct esp_ble_gattc_cb_param_t::gattc_open_evt_param open
Gatt client callback param of ESP_GATTC_OPEN_EVT

struct esp_ble_gattc_cb_param_t::gattc_close_evt_param close
Gatt client callback param of ESP_GATTC_CLOSE_EVT

struct esp_ble_gattc_cb_param_t::gattc_cfg_mtu_evt_param cfg_mtu
Gatt client callback param of ESP_GATTC_CFG_MTU_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_cmpl_evt_param search_cmpl
Gatt client callback param of ESP_GATTC_SEARCH_CMPL_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_res_evt_param search_res
Gatt client callback param of ESP_GATTC_SEARCH_RES_EVT

struct esp_ble_gattc_cb_param_t::gattc_read_char_evt_param read
Gatt client callback param of ESP_GATTC_READ_CHAR_EVT

struct esp_ble_gattc_cb_param_t::gattc_write_evt_param write
Gatt client callback param of ESP_GATTC_WRITE_DESCR_EVT

struct esp_ble_gattc_cb_param_t::gattc_exec_cmpl_evt_param exec_cmpl
Gatt client callback param of ESP_GATTC_EXEC_EVT

struct esp_ble_gattc_cb_param_t::gattc_notify_evt_param notify
Gatt client callback param of ESP_GATTC_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_srvc_chg_evt_param srvc_chg
Gatt client callback param of ESP_GATTC_SRVC_CHG_EVT

struct esp_ble_gattc_cb_param_t::gattc_congest_evt_param congest
Gatt client callback param of ESP_GATTC_CONGEST_EVT

struct esp_ble_gattc_cb_param_t::gattc_reg_for_notify_evt_param reg_for_notify
Gatt client callback param of ESP_GATTC_REG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_unreg_for_notify_evt_param unreg_for_notify
Gatt client callback param of ESP_GATTC_UNREG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_connect_evt_param connect
Gatt client callback param of ESP_GATTC_CONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_disconnect_evt_param disconnect
Gatt client callback param of ESP_GATTC_DISCONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_set_assoc_addr_cmp_evt_param set_assoc_cmp
Gatt client callback param of ESP_GATTC_SET_ASSOC_EVT

struct esp_ble_gattc_cb_param_t::gattc_get_addr_list_evt_param get_addr_list
Gatt client callback param of ESP_GATTC_GET_ADDR_LIST_EVT

struct esp_ble_gattc_cb_param_t::gattc_queue_full_evt_param queue_f£full
Gatt client callback param of ESP_GATTC_QUEUE_FULL_EVT
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struct esp_ble_gattc_cb_param_t::gattc_dis_srvc_cmpl_evt_param dis_srve_cmpl

Gatt client callback param of ESP_GATTC_DIS_SRVC_CMPL_EVT

struct gattc_cfg_mtu_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CFG_MTU_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

uintl6_t mtu
MTU size

struct gattc_close_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CLOSE_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

esp_gatt_conn_reason_t reason
The reason of gatt connection close

struct gattc_congest_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONGEST_EVT.

Public Members
uint16_t conn_id
Connection id

bool congested
Congested or not

struct gattc_connect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONNECT_EVT.

Public Members
uintl6_t conn_id
Connection id

uint8_t 1ink_role
Link role : master role = O ; slave role = 1

esp_bd_addr_t remote_bda
Remote bluetooth device address

esp_gatt_conn_params_t conn_params
current connection parameters
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struct gattc_dis_srvc_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DIS_SRVC_CMPL_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

struct gattc_disconnect_evt_param
#include <esp_gattc_api.h>ESP_GATTC_DISCONNECT_EVT.

Public Members
esp_gatt_conn_reason_t reason
disconnection reason

uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

struct gattc_exec_cmpl_evt_param
#include <esp_gattc_api.h>ESP_GATTC_EXEC_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

struct gattc_get_addr_list_evt_param
#include <esp_gattc_api.h> ESP_GATTC_GET_ADDR_LIST_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint§_t num_addr
The number of address in the gattc cache address list

esp_bd_addr_t *addr_1list
The pointer to the address list which has been get from the gattc cache

struct gattc_notify evt_param
#include <esp_gattc_api.h> ESP_GATTC_NOTIFY_EVT.

Public Members

uintl6_t conn_id
Connection id
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esp_bd_addr_t remote_bda
Remote bluetooth device address

uint16_t handle
The Characteristic or descriptor handle

uintl6_t value_len
Notify attribute value

uint8_t *value
Notify attribute value

bool is_notify
True means notify, false means indicate

struct gattc_open_evt_param
#include <esp_gattc_api.h> ESP_GATTC_OPEN_EVT.

Public Members

esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

uintl6_t mtu
MTU size

struct gattc_gqueue_full_evt_param
#include <esp_gattc_api.h> ESP_GATTC_QUEUE_FULL_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

bool is_full
The gattc command queue is full or not

struct gattc_read_char_evt_param
#include <esp_gattc_api.h>ESP_GATTC_READ_CHAR_EVT, ESP_GATTC_READ_DESCR_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

uint16_t handle
Characteristic handle

uint8_t *value
Characteristic value
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uintl6_t value_len
Characteristic value length

struct gattc_reg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t app_id
Application id which input in register API

struct gattc_reg for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status
Operation status

uint16_t handle
The characteristic or descriptor handle

struct gattc_search_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_CMPL_EVT.

Public Members

esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

esp_service_source_t searched_service_source
The source of the service information

struct gattc_search_res_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_RES_EVT.

Public Members

uint16_t conn_id
Connection id

uintl6_t start_handle
Service start handle

uint16_t end_handle
Service end handle

esp_gatt_id_t srve_id
Service id, include service uuid and other information

bool is_primary
True if this is the primary service

struct gattc_set_assoc_addr_cmp_evt_param
#include <esp_gattc_api.h>ESP_GATTC_SET_ASSOC_EVT.
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Public Members

esp_gatt_status_t status
Operation status

struct gattc_srvc_chg_evt_param
#include <esp_gattc_api.h>ESP_GATTC_SRVC_CHG_EVT.

Public Members

esp_bd_addr_t remote_bda
Remote bluetooth device address

struct gattc_unreg_for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_UNREG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t handle
The characteristic or descriptor handle

struct gattc_write_evt_param
#include <esp_gattc_api.h>ESP_GATTC_WRITE_CHAR_EVT, ESP_GATTC_PREP_WRITE_EVT,

ESP_GATTC_WRITE_DESCR_EVT.

Public Members

esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

uintl6_t handle
The Characteristic or descriptor handle

uint16_t offset
The prepare write offset, this value is valid only when prepare write

Type Definitions
typedef void (*esp_gattc_cb_t) (esp_gattc_cb_event_t event, esp_gatt_if t gattc_if,
esp_ble_gattc_cb_param_t *param)
GATT Client callback function type.

Parameters
* event: : Event type
e gattc_if: : GATT client access interface, normally different gattc_if correspond to different
profile
e param: : Point to callback parameter, currently is union type

Enumerations
enum esp_gattc_cb_event_t
GATT Client callback function events.

Values:
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ESP_GATTC_REG_EVT =0
When GATT client is registered, the event comes

ESP_GATTC_UNREG_EVT = |
When GATT client is unregistered, the event comes

ESP_GATTC_OPEN_EVT =2
When GATT virtual connection is set up, the event comes

ESP_GATTC_READ_CHAR_EVT =3
When GATT characteristic is read, the event comes

ESP_GATTC_WRITE_CHAR_EVT =4
When GATT characteristic write operation completes, the event comes

ESP_GATTC_CLOSE_EVT =5
When GATT virtual connection is closed, the event comes

ESP_GATTC_SEARCH_CMPL_EVT =6
When GATT service discovery is completed, the event comes

ESP_GATTC_SEARCH_RES_EVT =7
When GATT service discovery result is got, the event comes

ESP_GATTC_READ_DESCR_EVT =§
When GATT characteristic descriptor read completes, the event comes

ESP_GATTC_WRITE_DESCR_EVT =9
When GATT characteristic descriptor write completes, the event comes

ESP_GATTC_NOTIFY_EVT = 10
When GATT notification or indication arrives, the event comes

ESP_GATTC_PREP_WRITE_EVT = 11
When GATT prepare-write operation completes, the event comes

ESP_GATTC_EXEC_EVT = 12
When write execution completes, the event comes

ESP_GATTC_ACL_EVT = 13
When ACL connection is up, the event comes

ESP_GATTC_CANCEL_OPEN_EVT = 14
When GATT client ongoing connection is cancelled, the event comes

ESP_GATTC_SRVC_CHG_EVT = 15
When “service changed” occurs, the event comes

ESP_GATTC_ENC_CMPL_CB_EVT = 17
When encryption procedure completes, the event comes

ESP_GATTC_CFG_MTU_EVT = 18
When configuration of MTU completes, the event comes

ESP_GATTC_ADV_DATA_EVT = 19
When advertising of data, the event comes

ESP_GATTC_MULT_ADV_ENB_EVT = 20
When multi-advertising is enabled, the event comes

ESP_GATTC_MULT_ADV_UPD_EVT =21
When multi-advertising parameters are updated, the event comes

ESP_GATTC_MULT ADV_DATA_EVT =22
When multi-advertising data arrives, the event comes

ESP_GATTC_MULT_ADV_DIS_EVT =23
When multi-advertising is disabled, the event comes
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ESP_GATTC_CONGEST_EVT =24
When GATT connection congestion comes, the event comes

ESP_GATTC_BTH_SCAN_ENB_EVT =25
When batch scan is enabled, the event comes

ESP_GATTC_BTH_SCAN_CFG_EVT =26
When batch scan storage is configured, the event comes

ESP_GATTC_BTH_SCAN_RD_EVT =27
When Batch scan read event is reported, the event comes

ESP_GATTC_BTH_SCAN_THR_EVT =28
When Batch scan threshold is set, the event comes

ESP_GATTC_BTH_SCAN_PARAM_EVT =29
When Batch scan parameters are set, the event comes

ESP_GATTC_BTH_SCAN_DIS_EVT =30
When Batch scan is disabled, the event comes

ESP_GATTC_SCAN_FLT_ CFG_EVT = 31
When Scan filter configuration completes, the event comes

ESP_GATTC_SCAN_FLT PARAM EVT =32
When Scan filter parameters are set, the event comes

ESP_GATTC_SCAN_FLT_STATUS_EVT = 33
When Scan filter status is reported, the event comes

ESP_GATTC_ADV_VSC_EVT = 34
When advertising vendor spec content event is reported, the event comes

ESP_GATTC_REG_FOR_NOTIFY_ EVT =38
When register for notification of a service completes, the event comes

ESP_GATTC_UNREG_FOR_NOTIFY_ EVT = 39
When unregister for notification of a service completes, the event comes

ESP_GATTC_CONNECT_EVT = 40
When the ble physical connection is set up, the event comes

ESP_GATTC_DISCONNECT_EVT =41
When the ble physical connection disconnected, the event comes

ESP_GATTC_READ MULTIPLE_EVT = 42
When the ble characteristic or descriptor multiple complete, the event comes

ESP_GATTC_QUEUE_FULL_EVT =43
When the gattc command queue full, the event comes

ESP_GATTC_SET ASSOC_EVT = 44
When the ble gattc set the associated address complete, the event comes

ESP_GATTC_GET_ADDR_LIST_EVT = 45
When the ble get gattc address list in cache finish, the event comes

ESP_GATTC_DIS_SRVC_CMPL_EVT = 46
When the ble discover service complete, the event comes

BLUFI API

Overview BLUFI is a profile based GATT to config ESP32 WIFI to connect/disconnect AP or setup a softap and
etc. Use should concern these things:

1. The event sent from profile. Then you need to do something as the event indicate.
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2. Security reference. You can write your own Security functions such as symmetrical encryption/decryption and
checksum functions. Even you can define the “Key Exchange/Negotiation” procedure.

Application Example Check bluetooth folder in ESP-IDF examples, which contains the following application:

¢ This is the BLUFI demo. This demo can set ESP32’ s wifi to softap/station/softap&station mode and config
wifi connections - bluetooth/blufi

API Reference

Header File
* bt/common/api/include/api/esp_blufi_api.h

Functions
esp_err_t esp_blufi_register_callbacks (esp_blufi_callbacks_t *callbacks)
This function is called to receive blufi callback event.

Return ESP_OK - success, other - failed
Parameters
e [in] callbacks: callback functions
esp_err_t esp_blufi_profile_init (void)
This function is called to initialize blufi_profile.

Return ESP_OK - success, other - failed

esp_err_t esp_blufi_profile_deinit (void)
This function is called to de-initialize blufi_profile.

Return ESP_OK - success, other - failed

esp_err_t esp_blufi_send_wifi_conn_report (wifi_mode_t opmode, esp_blufi_sta_conn_state_t
sta_conn_state, uint8_t softap_conn_num,

esp_blufi_extra_info_t *extra_info)
This function is called to send wifi connection report.

Return ESP_OK - success, other - failed
Parameters
e opmode: : wifi opmode
* sta_conn_state: : station is already in connection or not
* softap_conn_num: : softap connection number
* extra_info: : extra information, such as sta_ssid, softap_ssid and etc.

esp_err_t esp_blufi_send_wifi_list (uintl6_t apCount, esp_blufi_ap_record_t *list)
This function is called to send wifi list.

Return ESP_OK - success, other - failed
Parameters
e apCount: : wifi list count
e list: : wifi list
uintl6_t esp_blufi_get_version (void)
Get BLUFI profile version.

Return Most 8bit significant is Great version, Least 8bit is Sub version

esp_err_t esp_blufi_send_error_info (esp_blufi_error_state_t state)
This function is called to send blufi error information.

Return ESP_OK - success, other - failed
Parameters
e state: : error state
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esp_err_t esp_blufi_send_custom_data (uint8_t *data, uint32_t data_len)
This function is called to custom data.

Return ESP_OK - success, other - failed
Parameters

e data: : custom data value

e data_len: : the length of custom data

Unions
union esp_blufi_cb_param_t
#include <esp_blufi_api.h> BLUFI callback parameters union.

Public Members
struct esp_blufi_cb_param_t::blufi_init_finish_evt_param init_£finish
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_deinit_finish_evt_param deinit_finish
Blufi callback param of ESP_BLUFI_EVENT_DEINIT_FINISH

struct esp_blufi_cb_param_t::blufi_set_wifi_mode_evt_param wifi_mode
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_connect_evt_param connect
Blufi callback param of ESP_BLUFI_EVENT_CONNECT

struct esp_blufi_cb_param_t::blufi_disconnect_evt_param disconnect
Blufi callback param of ESP_BLUFI_EVENT_DISCONNECT

struct esp_blufi_cb_param_t::blufi_recv_sta_bssid_evt_param sta_bssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_BSSID

struct esp_blufi_cb_param_t::blufi_recv_sta_ssid_evt_param sta_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_SSID

struct esp_blufi_cb_param_t::blufi_recv_sta_passwd_evt_param sta_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_ssid_evt_param softap_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_SSID

struct esp_blufi_cb_param_t::blufi_recv_softap_passwd_evt_param softap_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_max_conn_num_evt_param softap_max_conn_num
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM

struct esp_blufi_cb_param_t::blufi_recv_softap_auth_mode_evt_param softap_auth_mode
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE

struct esp_blufi_cb_param_t::blufi_recv_softap_channel_evt_param softap_channel
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL

struct esp_blufi_cb_param_t::blufi_recv_username_evt_param username
Blufi callback param of ESP_BLUFI_EVENT_RECV_USERNAME

struct esp_blufi_cb_param_t::blufi_recv_ca_evt_param ca
Blufi callback param of ESP_BLUFI_EVENT_RECV_CA_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_cert_evt_param client_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_CERT

struct esp_blufi_cb_param_t::blufi_recv_server_cert_evt_param server_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_CERT
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struct esp_blufi_cb_param_t::blufi_recv_client_pkey_evt_param client_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_recv_server_pkey_evt_param server_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_get_error_evt_param report_error
Blufi callback param of ESP_BLUFI_EVENT_REPORT_ERROR

struct esp_blufi_cb_param_t::blufi_recv_custom_data_evt_param custom_data
Blufi callback param of ESP_BLUFI_EVENT_RECV_CUSTOM_DATA

struct blufi_connect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_CONNECT.

Public Members

esp_blufi_bd_addr_t remote_bda
Blufi Remote bluetooth device address

uint8_t server_if
server interface

uint16_t conn_id
Connection id

struct blufi_deinit_finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DEINIT_FINISH.

Public Members

esp_blufi_deinit_state_t state
De-initial status

struct blufi_disconnect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DISCONNECT.

Public Members

esp_blufi_bd_addr_t remote_bda
Blufi Remote bluetooth device address

struct blufi_get_error_evt_param

#include <esp_blufi_api.h> ESP_BLUFI_EVENT_REPORT_ERROR.

Public Members

esp_blufi_error_state_t state
Blufi error state

struct blufi_init_finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_INIT_FINISH.

Public Members

esp_blufi_init_state_t state
Initial status
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struct blufi_recv_ca_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CA_CERT.

Public Members
uint8_t *cert
CA certificate point

int cert_len
CA certificate length

struct blufi_recv_client_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_CERT

Public Members
uint8_t *cert
Client certificate point

int cert_len
Client certificate length

struct blufi_recv_client_pkey_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

Public Members
uint8_t *pkey
Client Private Key point, if Client certificate not contain Key

int pkey_len
Client Private key length

struct blufi_recv_custom_data_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CUSTOM_DATA.

Public Members
uint8_t *data
Custom data

uint32_t data_1len
Custom data Length

struct blufi_recv_server_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_CERT

Public Members
uint8_t *cert
Client certificate point

int cert_len
Client certificate length

struct blufi_recv_server_pkey_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY
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Public Members

uint8_t *pkey
Client Private Key point, if Client certificate not contain Key

int pkey_1len
Client Private key length

struct blufi_recv_softap_auth_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE.

Public Members

wifi_auth_mode_t auth_mode
Authentication mode

struct blufi_recv_softap_channel_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL.

Public Members

uint8_t channel
Authentication mode

struct blufi_recv_softap_max_conn_num_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM.

Public Members

int max_conn_num

SSID

struct blufi_recv_softap_passwd_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD.

Public Members
uint8_t *passwd
Password

int passwd_len
Password Length

struct blufi_recv_softap_ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_SSID.

Public Members
uint8_t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_sta_bssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_BSSID.
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Public Members

uint8_t bssid[6]
BSSID

struct blufi_recv_sta_passwd_evt_param

#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_PASSWD.

Public Members
uint8_t *passwd
Password

int passwd_len
Password Length

struct blufi_recv_sta_ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_SSID.

Public Members
uint8_t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_username_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_USERNAME.

Public Members
uint8_t *name
Username point

int name_len
Username length

struct blufi_set_wifi_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_SET_WIFI_MODE.

Public Members

wifi_mode_t op_mode
Wifi operation mode

Structures
struct esp_blufi_extra_info_t
BLUFI extra information structure.

Public Members
uint8_t sta_bssid[6]
BSSID of station interface

bool sta_bssid_set
is BSSID of station interface set
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uint8_t *sta_ssid
SSID of station interface

int sta_ssid_len
length of SSID of station interface

uint8_t *sta_passwd
password of station interface

int sta_passwd_len
length of password of station interface

uint8_t *softap_ssid
SSID of softap interface

int softap_ssid_len
length of SSID of softap interface

uint8_t *softap_passwd
password of station interface

int softap_passwd_len
length of password of station interface

uint8_t softap_authmode
authentication mode of softap interface

bool softap_authmode_set
is authentication mode of softap interface set

uint8_t softap_max_conn_num
max connection number of softap interface

bool softap_max_conn_num_set
is max connection number of softap interface set

uint8_t softap_channel
channel of softap interface

bool softap_channel_set
is channel of softap interface set
struct esp_blufi_ap_ record_t
Description of an WiFi AP.

Public Members
uint8_t ssid[33]
SSID of AP

int8_trssi
signal strength of AP

struct esp_blufi_callbacks_t
BLUFI callback functions type.

Public Members
esp_blufi_event_cb_t event_cb
BLUFI event callback

esp_blufi_negotiate_data_handler_t negotiate_data_handler
BLUFI negotiate data function for negotiate share key

esp_blufi_encrypt_func_t encrypt_func
BLUFI encrypt data function with share key generated by negotiate_data_handler
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esp_blufi_decrypt_func_t decrypt_£func
BLUPFI decrypt data function with share key generated by negotiate_data_handler

esp_blufi_checksum_func_t checksum_£func
BLUFI check sum function (FCS)

Macros
ESP_BLUFI_BD_ADDR_LEN
Bluetooth address length.

Type Definitions
typedef uint§_t esp_blufi_bd_addr_ t[ESP_BLUFI_BD_ADDR_LEN]
Bluetooth device address.
typedef void (*fesp_blufi_event_cb_t) (esp_blufi_cb_event t  event, esp_blufi_cb_param_t
*param )
BLUFI event callback function type.

Parameters
* event: : Event type
e param: : Point to callback parameter, currently is union type

typedef void (*esp_blufi_negotiate_data_handler_t) (uint§_t *data, int len, uint8_t
**output_data, int *output_len,
bool *need_free)
BLUFI negotiate data handler.

Parameters
* data: : data from phone
e len: : length of data from phone
e output_data: : data want to send to phone
e output_len: : length of data want to send to phone
* need_free: : output reporting if memory needs to be freed or not *

typedef int (*esp_blufi_encrypt_func_t) (uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI encrypt the data after negotiate a share key.

Return Nonnegative number is encrypted length, if error, return negative number;
Parameters
e 1v8: : initial vector(8bit), normally, blufi core will input packet sequence number
* crypt_data: : plain text and encrypted data, the encrypt function must support autochthonous

encrypt
e crypt_len: : length of plain text

typedef int (*esp_blufi_decrypt_func_t) (uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI decrypt the data after negotiate a share key.

Return Nonnegative number is decrypted length, if error, return negative number;
Parameters
e 1v8: : initial vector(8bit), normally, blufi core will input packet sequence number
e crypt_data: : encrypted data and plain text, the encrypt function must support autochthonous
decrypt
* crypt_len: : length of encrypted text

typedef uintl6_t (*esp_blufi_checksum_func_t) (uint8_t iv8, uint8_t *data, int len)
BLUFI checksum.

Parameters
* 1v8: : initial vector(8bit), normally, blufi core will input packet sequence number

e data: : data need to checksum
e len: : length of data
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Enumerations
enum esp_blufi_cb_event_t
Values:

ESP_BLUFI_EVENT_INIT FINISH =0
ESP_BLUFI_EVENT DEINIT FINISH
ESP_BLUFI_EVENT SET_WIFI_OPMODE
ESP_BLUFI_EVENT BLE_CONNECT
ESP_BLUFI_EVENT_BLE_DISCONNECT
ESP_BLUFI_EVENT_REQ CONNECT_TO_AP
ESP_BLUFI_EVENT REQ DISCONNECT_FROM_ AP
ESP_BLUFI_EVENT_GET_WIFI_STATUS
ESP_BLUFI_EVENT_DEAUTHENTICATE_STA
ESP_BLUFI_EVENT RECV_STA_BSSID
ESP_BLUFI_EVENT RECV_STA_SSID
ESP_BLUFI_EVENT_RECV_STA_PASSWD
ESP_BLUFI_EVENT_RECV_SOFTAP_SSID
ESP_BLUFI_EVENT RECV_SOFTAP_PASSWD
ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM
ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE
ESP_BLUFI_EVENT RECV_SOFTAP_CHANNEL
ESP_BLUFI_EVENT RECV_USERNAME
ESP_BLUFI_EVENT_RECV_CA_CERT
ESP_BLUFI_EVENT_ RECV_CLIENT_CERT
ESP_BLUFI_EVENT RECV_SERVER_CERT
ESP_BLUFI_EVENT RECV_CLIENT_PRIV_KEY
ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY
ESP_BLUFI_EVENT RECV_SLAVE_DISCONNECT BLE
ESP_BLUFI_EVENT GET_WIFI_LIST
ESP_BLUFI_EVENT_REPORT_ ERROR

ESP_BLUFI_EVENT_RECV_CUSTOM_DATA
enum esp_blufi_sta_conn_state_t
BLUPFI config status.

Values:
ESP_BLUFI_STA_CONN_SUCCESS = 0x00
ESP_BLUFI_STA_CONN_FAIL = 0x0l

enum esp_blufi_init_state_t
BLUFI init status.

Values:
ESP_BLUFI_INIT OK=0

ESP_BLUFI_INIT_ FAILED
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enum esp_blufi_deinit_state_t
BLUFI deinit status.

Values:
ESP_BLUFI_DEINIT OK =0
ESP_BLUFI_DEINIT FAILED

enum esp_blufi_error_state_t
Values:

ESP_BLUFI_SEQUENCE_ERROR = ()
ESP_BLUFI_CHECKSUM_ERROR
ESP_BLUFI_DECRYPT_ERROR
ESP_BLUFI_ENCRYPT_ERROR
ESP_BLUFI_INIT SECURITY_ ERROR
ESP_BLUFI_DH_MALLOC_ERROR
ESP_BLUFI_DH_PARAM ERROR
ESP_BLUFI_READ_PARAM_ ERROR
ESP_BLUFI_MAKE_PUBLIC_ERROR
ESP_BLUFI_DATA_FORMAT ERROR

2.1.4 NimBLE-based host APIs

Overview

Apache MyNewt NimBLE is a highly configurable and BT SIG qualifiable BLE stack providing both host and con-
troller functionalities. ESP-IDF supports NimBLE host stack which is specifically ported for ESP32 platform and
FreeRTOS. The underlying controller is still the same (as in case of Bluedroid) providing VHCI interface. Refer
to NimBLE user guide for a complete list of features and additional information on NimBLE stack. Most features
of NimBLE including BLE Mesh are supported by ESP-IDF. The porting layer is kept cleaner by maintaining all
the existing APIs of NimBLE along with a single ESP-NimBLE API for initialization, making it simpler for the
application developers.

Architecture

Currently, NimBLE host and controller support different transports such as UART and RAM between them. How-
ever, RAM transport cannot be used as is in case of ESP as ESP controller supports VHCI interface and buffering
schemes used by NimBLE host is incompatible with that used by ESP controller. Therefore, a new transport between
NimBLE host and ESP controller has been added. This is depicted in the figure below. This layer is responsible for
maintaining pool of transport buffers and formatting buffers exchanges between host and controller as per the re-
quirements.

BLE Application
NimBLE Host
ESP-NimBLE VHCI Layer
ESP-Controller

Kl 1: ESP NimBLE Stack
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Threading Model

The NimBLE host can run inside the application thread or can have its own independent thread. This flexibil-
ity is inherently provided by NimBLE design. By default, a thread is spawned by the porting function nim-
ble_port_freertos_init. This behavior can be changed by overriding the same function. For BLE Mesh,
additional thread (advertising thread) is used which keeps on feeding advertisement events to the main thread.

Programming Sequence

To begin with, make sure that the NimBLE stack is enabled from menuconfig choose NimBLE for the Bluetooth host.

Typical programming sequence with NimBLE stack consists of the following steps:

e Initialize NVS flash using nvs_flash_init () APIL This is because ESP controller uses NVS during
initialization.

e Call esp_nimble_hci_and_controller_init () to initialize ESP controller as well as trans-
port layer. This will also link the host and controller modules together. Alternatively, if ESP controller
is already initialized, then esp_nimble_hci_init () can be called for the remaining initialization.

e Initialize the host stack using nimble_port_init.

¢ Initialize the required NimBLE host configuration parameters and callbacks

* Perform application specific tasks/initialization

* Run the thread for host stack using nimble_port_freertos_init

This documentation does not cover NimBLE APIs. Refer to NimBLE tutorial for more details on the programming
sequence/NimBLE APIs for different scenarios.

API Reference

Header File

* bt/host/nimble/esp-hci/include/esp_nimble_hci.h

Functions
esp_err_t esp_nimble_hci_init (void)
Initialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

This function initializes the transport buffers to be exchanged between NimBLE host and ESP controller. It
also registers required host callbacks with the controller.

Return
¢ ESP_OK if the initialization is successful
* Appropriate error code from esp_err_t in case of an error
esp_err_t esp_nimble_hci_and_controller_init (void)
Initialize ESP Bluetooth controller(link layer) and VHCI transport layer between NimBLE Host and ESP
Bluetooth controller.

This function initializes ESP controller in BLE only mode and the transport buffers to be exchanged between
NimBLE host and ESP controller. It also registers required host callbacks with the controller.

Below is the sequence of APIs to be called to init/enable NimBLE host and ESP controller:

void ble_host_task (void *param)
{

nimble_port_run(); //This function will return only when nimble_port_
—stop () is executed.

nimble_port_freertos_deinit ();

}

int ret = esp_nimble_hci_and_controller_init();
if (ret != ESP_OK) {
(T 2R
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(& b))
ESP_LOGE (TAG, "esp_nimble_hci_and_controller_init () failed with error:
—~", ret);
return;

}
nimble_port_init ();
//Initialize the NimBLE Host configuration

nimble_port_freertos_init (ble_host_task);

nimble_port_freertos_init() is an optional call that creates a new task in which the NimBLE host will run.
The task function should have a call to nimble_port_run(). If a separate task is not required, calling nim-
ble_port_run() will run the NimBLE host in the current task.

Return
» ESP_OK if the initialization is successful
¢ Appropriate error code from esp_err_t in case of an error

esp_err_t esp_nimble_hci_deinit (void)
Deinitialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

Note This function should be called after the NimBLE host is deinitialized.
Return

¢ ESP_OK if the deinitialization is successful

* Appropriate error codes from esp_err_t in case of an error

esp_err_t esp_nimble_hci_and_controller_deinit (void)
Deinitialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller and disable and deini-
tialize the controller.

Below is the sequence of APIs to be called to disable/deinit NimBLE host and ESP controller:

Note This function should not be executed in the context of Bluetooth host task.
Note This function should be called after the NimBLE host is deinitialized.

int ret = nimble_port_stop();
if (ret == 0) {
nimble_port_deinit ();

ret = esp_nimble_hci_and_controller_deinit ();
if (ret != ESP_OK) {
ESP_LOGE (TAG, "esp_nimble_hci_and_controller_deinit () failed with.
—error: ", ret);

}

If nimble_port_freertos_init() is used during initialization, then nimble_port_freertos_deinit() should be called
in the host task after nimble_port_run().

Return
¢ ESP_OK if the deinitialization is successful
* Appropriate error codes from esp_err_t in case of an error

Macros
BLE_HCI_UART_H4_NONE
BLE_HCI_UART_H4_CMD

BLE_HCI_UART_H4_ACL
BLE_HCI_UART_H4_SCO
BLE_HCI_UART_H4_EVT
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2.1.5 ESP-BLE-MESH

With various features of ESP-BLE-MESH, users can create a managed flooding mesh network for several scenarios,
such as lighting, sensor and etc.

For an ESP32 to join and work on a ESP-BLE-MESH network, it must be provisioned firstly. By provisioning, the
ESP32, as an unprovisioned device, will join the ESP-BLE-MESH network and become a ESP-BLE-MESH node,
communicating with other nodes within or beyond the radio range.

Apart from ESP-BLE-MESH nodes, inside ESP-BLE-MESH network, there is also ESP32 that works as ESP-BLE-
MESH Provisioner, which could provision unprovisioned devices into ESP-BLE-MESH nodes and configure the
nodes with various features.

For information how to start using ESP32 and ESP-BLE-MESH, please see the Section ESP-BLE-MESH =ik N I'].
If you are interested in information on ESP-BLE-MESH architecture, including some details of software implemen-
tation, please see Section ESP-BLE-MESH %2 #.

Application Examples and Demos

Please refer to Sections ESP-BLE-MESH -~ 15 and ESP-BLE-MESH 7% 7403

API Reference

ESP-BLE-MESH APIs are divided into the following parts:

» ESP-BLE-MESH Definitions
* ESP-BLE-MESH Core API Reference
o ESP-BLE-MESH Models API Reference

ESP-BLE-MESH Definitions

This section contains only one header file, which lists the following items of ESP-BLE-MESH.

 ID of all the models and related message opcodes

« Structs of model, element and Composition Data

« Structs of used by ESP-BLE-MESH Node/Provisioner for provisioning
e Structs used to transmit/receive messages

» Event types and related event parameters

Header File
* bt/esp_ble_mesh/api/esp_ble_mesh_defs.h

Unions
union esp_ble_mesh_prov_cb_param_t
#include <esp_ble_mesh_defs.h> BLE Mesh Node/Provisioner callback parameters union.

Public Members
struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_register_comp_param prov_register_comp
Event parameter of ESP_BLE_MESH_PROV_REGISTER_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_unprov_dev_name_comp_param node_set_unprov_dev_name
Event parameter of ESP_BLE_MESH_NODE_SET_UNPROV_DEV_NAME_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_enable_comp_param node_prov_enable_comp
Event parameter of ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_disable_comp_param node_prov_disable_comp
Event parameter of ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_link_open_evt_param node_prov_link_open
Event parameter of ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_link_close_evt_param node_prov_link_close
Event parameter of ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_output_num_evt_param node_prov_output_num
Event parameter of ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_output_str_evt_param node_prov_output_str
Event parameter of ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_evt_param node_prov_input
Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provision_complete_evt_param node_prov_complete
Event parameter of ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provision_reset_param node_prov_reset
Event parameter of ESP_BLE_MESH_NODE_PROV_RESET_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_oob_pub_key_comp_param node_prov_set_oob_pub_key_c
Event parameter of ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_number_comp_param node_prov_input_num_comp
Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_NUM_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_string_comp_param node_prov_input_str_comp
Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_STR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_identity_enable_comp_param node_proxy_identity_enab
Event parameter of ESP_BLE_MESH_NODE_PROXY_IDENTITY_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_gatt_enable_comp_param node_proxy_gatt_enable_com;
Event parameter of ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_gatt_disable_comp_param node_proxy_gatt_disable_co!
Event parameter of ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_add_local_net_key_comp_param node_add_net_key_comp
Event parameter of ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_add_local_app_key_comp_param node_add_app_key_comp
Event parameter of ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_bind_local_mod_app_comp_param node_bind_app_key_to_
Event parameter of ESP_BLE_MESH_NODE_BIND_APP_KEY_TO_MODEL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_recv_unprov_adv_pkt_param provisioner_recv_unpz
Event parameter of ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_enable_comp_param provisioner_prov_enable
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_disable_comp_param provisioner_prov_disab
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_link_open_evt_param provisioner_prov_link_oper
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_read_oob_pub_key_evt_param provisioner_prov
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_evt_param provisioner_prov_input
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_output_evt_param provisioner_prov_output
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_link_close_evt_param provisioner_ prov_link_clos
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_comp_param provisioner_prov_complete
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_unprov_dev_comp_param provisioner_add_unp:
Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_dev_with_addr_comp_param provisioner_prov_
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_dev_comp_param provisioner_delete_dev_c
Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_dev_uuid_match_comp_param provisioner_set_d
Event parameter of ESP_BLE_MESH_PROVISIONER_SET_DEV_UUID_MATCH_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_prov_data_info_comp_param provisioner_set_pr
Event parameter of ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA_INFO_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_static_oob_val_comp_param provisioner_set_st:

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_STATIC_OOB_VALUE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_primary_elem_addr_comp_param provisioner_set
Event parameter of ESP_BLE_MESH_PROVISIONER_SET_PRIMARY_ELEM_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_read_oob_pub_key_comp_param provisioner_pr
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_num_comp_param provisioner_prov_ing
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_str_comp_param provisioner_prov_inpu
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_node_name_comp_param provisioner_set_node,
Event parameter of ESP_BLE_MESH_PROVISIONER_SET_NODE_NAME_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_local_app_key_comp_param provisioner_add_ar
Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_update_local_app_key_comp_param provisioner_upda
Event parameter of ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_bind_local_mod_app_comp_param provisioner_bind_
Event parameter of ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY_TO_MODEL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_local_net_key_comp_param provisioner_add_ne
Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_update_local_net_key_comp_param provisioner_upda!
Event parameter of ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_store_node_comp_data_comp_param provisioner_sto:
Event parameter of ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_node_with_uuid_comp_param provisioner_dele
Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_node_with_addr_comp_param provisioner_del
Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT

int err_code
Indicate the result of enabling/disabling to receive heartbeat messages by the Provisioner

Indicate the result of setting the heartbeat filter type by the Provisioner

Espressif Systems 154 Release v4.3.4
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 2. API &%

Indicate the result of setting the heartbeat filter address by the Provisioner
Indicate the result of directly erasing settings by the Provisioner

Indicate the result of opening settings with index by the Provisioner
Indicate the result of opening settings with user id by the Provisioner
Indicate the result of closing settings with index by the Provisioner
Indicate the result of closing settings with user id by the Provisioner
Indicate the result of deleting settings with index by the Provisioner
Indicate the result of deleting settings with user id by the Provisioner

bool enable
Indicate enabling or disabling receiving heartbeat messages

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_enable_heartbeat_recv_comp
ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT_RECV_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT_RECV_COMP_EVT

uint8_t type
Type of the filter used for receiving heartbeat messages

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_set_heartbeat_filter_type_comp

ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_TYPE_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_TYPE_COMP_EVT

uint8_t op
Operation (add, remove, clean)

uintl6_t hb_src
Heartbeat source address

uintl6_t hb_dst
Heartbeat destination address

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_set_heartbeat_filter_info_comp

ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_INFO_COMP_EVT.
Event parameters of ESP_BLE_ MESH_PROVISIONER_SET_HEARTBEAT_ FILTER_INFO_COMP_EVT

uint8_t init_ttl
Heartbeat InitTTL

uint®_trx_ttl
Heartbeat RXTTL

uint8_t hops
Heartbeat hops (InitTTL - RXTTL + 1)

uintl6_t feature
Bit field of currently active features of the node

int8_t rssi
RSSI of the heartbeat message

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_recv_heartbeat
ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT_MESSAGE_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT_MESSAGE_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_direct_erase_settings_comp
ESP_BLE_MESH_PROVISIONER_DRIECT_ERASE_SETTINGS_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_DRIECT_ERASE_SETTINGS_COMP_EVT
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uint8_t index
Index of Provisioner settings

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_open_settings_with_index_comp
ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX_ COMP_EVT.

Event parameter of ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX COMP_EVT

char uid[ESP_BLE_MESH_SETTINGS_UID_SIZE + 1]
Provisioner settings user id

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_open_settings_with_uid_comp
ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_close_settings_with_index_comp
ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_COMP_EVT.

Event parameter of ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_close_settings_with_uid_comp
ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_delete_settings_with_index_comp
ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX_COMP_EVT.

Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_delete_settings_with_uid_comp
ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_fast_prov_info_comp_param set_fast_prov_info_comp
Event parameter of ESP_BLE_MESH_SET_FAST_PROV_INFO_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_fast_prov_action_comp_param set_£fast_prov_action_comp
Event parameter of ESP_BLE_MESH_SET_FAST_PROV_ACTION_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_heartbeat_msg_recv_param heartbeat_msg_recv
Event parameter of ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_enable_comp_param 1lpn_enable_comp
Event parameter of ESP_BLE_MESH_LPN_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_disable_comp_param 1lpn_disable_comp
Event parameter of ESP_BLE_MESH_LPN_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_poll_comp_param lpn_poll_comp
Event parameter of ESP_BLE_MESH_LPN_POLL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_friendship_establish_param lpn_friendship_establish
Event parameter of ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_friendship_terminate_param 1lpn_friendship_terminate
Event parameter of ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_establish_param £rnd_friendship_establish
Event parameter of ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_terminate_param frnd_friendship_terminate
Event parameter of ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_recv_adv_pkt_param proxy_client_recv_adv_pkt
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_RECV_ADV_PKT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_connected_param proxy_client_connected
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_CONNECTED_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_disconnected_param proxy_client_disconnected
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_DISCONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_recv_filter_status_param proxy_client_recv_filte
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_RECV_FILTER_STATUS_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_connect_comp_param proxy_client_connect_comg
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_CONNECT_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_disconnect_comp_param proxy_client_disconnect
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_DISCONNECT_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_set_filter_type_comp_param proxy_client_set_£filt
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_SET_FILTER_TYPE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_add_filter_addr_comp_param proxy_client_add_f£fi.
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_ADD_FILTER_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_remove_filter_addr_comp_param proxy_client_remo
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_REMOVE_FILTER_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_server_connected_param proxy_server_connected
Event parameter of ESP_BLE_MESH_PROXY_SERVER_CONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_server_disconnected_param proxy_server_disconnected
Event parameter of ESP_BLE_MESH_PROXY_SERVER_DISCONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_model_sub_group_addr_comp_param model_sub_group_addr_co
Event parameters of ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_model_unsub_group_addr_comp_param model_unsub_group_add:
Event parameters of ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_deinit_mesh_comp_param deinit_mesh_comp
Event parameter of ESP_BLE_MESH_DEINIT_MESH_COMP_EVT

struct ble_mesh_deinit_mesh_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_DEINIT_MESH_COMP_EVT.

Public Members

int err_code
Indicate the result of BLE Mesh deinitialization

struct ble_mesh_friend friendship_establish_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT.

Public Members

uintl6_t 1pn_addr
Low Power Node unicast address

struct ble_mesh_friend friendship_terminate_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT.

Public Types

enum [anonymous]
This enum value is the reason of friendship termination on the friend node side

Values:
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ESP_BLE_MESH FRND_FRIENDSHIP_TERMINATE_ESTABLISH FAIL

Friend Offer has been sent, but Friend Offer is not received within 1 second, friendship fails to
be established

ESP_BLE_MESH_FRND_FRIENDSHIP_ TERMINATE_POLL_TIMEOUT

Friendship is established, PollTimeout timer expires and no Friend Poll/Sub Add/Sub Remove
is received

ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_RECV_FRND_REQ
Receive Friend Request from existing Low Power Node

ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_RECV_FRND_CLEAR
Receive Friend Clear from other friend node

ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_DISABLE
Friend feature disabled or corresponding NetKey is deleted

Public Members

uintl6_t 1pn_addr
Low Power Node unicast address

esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_terminate_param::[anonymous] reason
This enum value is the reason of friendship termination on the friend node side Friendship terminated
reason

struct ble_mesh_heartbeat_msg_recv_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT.

Public Members
uint8_t hops
Heartbeat hops (InitTTL - RxTTL + 1)

uint16_t feature
Bit field of currently active features of the node

struct ble_mesh_input_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_INPUT_EVT.

Public Members

esp_ble_mesh_input_action_t action
Action of Input OOB Authentication

uint8_t size
Size of Input OOB Authentication

struct ble_mesh_input_number_ comp_param

#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_INPUT_NUM_COMP_EVT.

Public Members

int err_code
Indicate the result of inputting number

struct ble_mesh_input_string comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_INPUT_STR_COMP_EVT.
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Public Members

int err_code
Indicate the result of inputting string

struct ble_mesh_link_close_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH _NODE_PROV_LINK_CLOSE_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer
Type of the bearer used when device link is closed

struct ble_mesh_link_open_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH _NODE_PROV_LINK_OPEN_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer
Type of the bearer used when device link is open

struct ble_mesh_lpn_disable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_DISABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of disabling LPN functionality

struct ble_mesh_lpn_enable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_ENABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of enabling LPN functionality

struct ble_mesh_lpn_friendship_establish_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT.

Public Members

uint16_t friend_addr
Friend Node unicast address

struct ble_mesh_lpn_friendship_terminate_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT.

Public Members

uint16_t friend_addr
Friend Node unicast address

struct ble_mesh_lpn_poll_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_POLL_COMP_EVT.
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Public Members

int err_code
Indicate the result of sending Friend Poll

struct ble_mesh_model_sub_group_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT.

Public Members

int err_code
Indicate the result of local model subscribing group address

uintl6_t element_addr
Element address

uint16_t company_id
Company ID

uint16_t model_id
Model ID

uint16_t group_addr
Group Address

struct ble_mesh_model_unsub_group_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT.

Public Members

int err_code
Indicate the result of local model unsubscribing group address

uintl6_t element_addr
Element address

uintl6_t company_id
Company ID

uint16_t model_id
Model ID

uintl6_t group_addr
Group Address

struct ble_mesh_node_add_local_app_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code
Indicate the result of adding local AppKey by the node

uint16_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index

struct ble_mesh_node_add_local_net_key_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY_COMP_EVT.
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Public Members
int err_code
Indicate the result of adding local NetKey by the node

uintl6_t net_idx
NetKey Index

struct ble_mesh_node_bind_local_mod_app_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_BIND_APP_KEY_TO_MODEL_COMP_EVT.

Public Members
int err_code
Indicate the result of binding AppKey with model by the node

uint16_t element_addr
Element address

uint16_t app_idx
AppKey Index

uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct ble_mesh_output_num_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT.

Public Members

esp_ble_mesh_output_action_t action
Action of Output OOB Authentication

uint32_t number
Number of Output OOB Authentication

struct ble_mesh_output_str_evt_param

#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT.

Public Members

char stringl8]
String of Output OOB Authentication

struct ble_mesh_prov_disable_comp_param

#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of disabling BLE Mesh device

struct ble_mesh_prov_enable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT.
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Public Members

int err_code
Indicate the result of enabling BLE Mesh device

struct ble_mesh_prov_register_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROV_REGISTER_COMP_EVT.

Public Members

int err_code
Indicate the result of BLE Mesh initialization

struct ble_mesh_provision_complete_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT.

Public Members
uintl6_t net_idx
NetKey Index

uint8_t net_key[16]
NetKey

uint16_t addr
Primary address

uint8_t £lags
Flags

uint32_t iv_index
IV Index

struct ble_mesh_provision_reset_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH _NODE_PROV_RESET EVT.

struct ble_mesh_provisioner_add_local_app_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY_COMP_EVT.

Public Members
int err_code
Indicate the result of adding local AppKey by the Provisioner

uintl6_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index

struct ble_mesh_provisioner_add local_net_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY_COMP_EVT.

Public Members
int err_code
Indicate the result of adding local NetKey by the Provisioner

uint16_t net_idx
NetKey Index
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struct ble_mesh_provisioner_add_unprov_dev_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT.

Public Members

int err_code
Indicate the result of adding device into queue by the Provisioner

struct ble_mesh_provisioner_bind_local_mod_app_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY_TO_MODEL_COMP_EVT.

Public Members
int err_code
Indicate the result of binding AppKey with model by the Provisioner

uint16_t element_addr
Element address

uint16_t app_idx
AppKey Index

uint16_t company_id
Company ID

uintl6_t model_id
Model ID

struct ble_mesh_provisioner_delete_dev_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT.

Public Members

int err_code
Indicate the result of deleting device by the Provisioner

struct ble_mesh_provisioner_delete_node_with_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT.

Public Members
int err_code
Indicate the result of deleting node with unicast address by the Provisioner

uint16_t unicast_addr
Node unicast address

struct ble_mesh_provisioner_delete_node_with_uuid_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT.

Public Members

int err_code
Indicate the result of deleting node with uuid by the Provisioner

uint8_t uuid[16]
Node device uuid
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struct ble_mesh_provisioner_link_close_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT.

Public Members
esp_ble_mesh_prov_bearer_t bearer
Type of the bearer used when Provisioner link is closed

uint8_t reason
Reason of the closed provisioning link

struct ble_mesh_provisioner_link_open_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer
Type of the bearer used when Provisioner link is opened

struct ble_mesh_provisioner_prov_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.

Public Members
uint16_t node_idx
Index of the provisioned device

esp_ble_mesh_octet]6_t device_uuid
Device UUID of the provisioned device

uint16_t unicast_addr
Primary address of the provisioned device

uint§_t element_num
Element count of the provisioned device

uint16_t netkey_idx
NetKey Index of the provisioned device

struct ble_mesh_provisioner_prov_dev_with_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT.

Public Members

int err_code
Indicate the result of Provisioner starting to provision a device

struct ble_mesh_provisioner_prov_disable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of disabling BLE Mesh Provisioner

struct ble_mesh_provisioner_prov_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT.
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Public Members

int err_code
Indicate the result of enabling BLE Mesh Provisioner

struct ble_mesh_provisioner_ prov_input_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT.

Public Members
esp_ble_mesh_oob_method_t method
Method of device Output OOB Authentication

esp_ble_mesh_output_action_t action
Action of device Output OOB Authentication

uint8_t size
Size of device Output OOB Authentication

uint8_t 1ink_idx
Index of the provisioning link

struct ble_mesh_provisioner_prov_input_num_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT.

Public Members

int err_code
Indicate the result of inputting number by the Provisioner

struct ble_mesh_provisioner_prov_input_str_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT.

Public Members

int err_code
Indicate the result of inputting string by the Provisioner

struct ble_mesh_provisioner_prov_output_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT.

Public Members

esp_ble_mesh_oob_method_t method
Method of device Input OOB Authentication

esp_ble_mesh_input_action_t action
Action of device Input OOB Authentication

uintd_t size
Size of device Input OOB Authentication

uint8_t 1ink_idx
Index of the provisioning link

char string]8]
String output by the Provisioner

uint32_t number
Number output by the Provisioner
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union esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_output_evt_param::[anonymous] [anonymous]

struct ble_mesh_provisioner_ prov_read_oob_pub_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_COMP_EVT.

Public Members

int err_code
Indicate the result of setting OOB Public Key by the Provisioner

struct ble_mesh_provisioner_prov_read_oob_pub_key_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_EVT.

Public Members

uint8_t 1ink_idx
Index of the provisioning link

struct ble_mesh_provisioner_recv_unprov_adv_pkt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT.

Public Members
uint8_t dev_uuid[16]
Device UUID of the unprovisioned device

esp_ble_mesh_bd_addr_t addr
Device address of the unprovisioned device

esp_ble_mesh_addr_type_t addr_type
Device address type

uint16_t oob_info
OOB Info of the unprovisioned device

uint8_t adv_type
Auvertising type of the unprovisioned device

esp_ble_mesh_prov_bearer_t bearer
Bearer of the unprovisioned device

int8_t rssi
RSSI of the received advertising packet

struct ble_mesh_provisioner_set_dev_uuid_match_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_DEV_UUID_MATCH_COMP_EVT.

Public Members

int err_code
Indicate the result of setting Device UUID match value by the Provisioner

struct ble_mesh_provisioner_set_node_name_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_NODE_NAME_COMP_EVT.
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Public Members
int err_code
Indicate the result of setting provisioned device name by the Provisioner

uintl6_t node_index
Index of the provisioned device

struct ble_mesh_provisioner_set_primary_elem_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_PRIMARY_ELEM_ADDR_COMP_EVT.

Public Members

int err_code
Indicate the result of setting unicast address of primary element by the Provisioner

struct ble_mesh_provisioner_set_prov_data_info_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA_INFO_COMP_EVT.

Public Members

int err_code
Indicate the result of setting provisioning info by the Provisioner

struct ble_mesh_provisioner_set_static_oob_val_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_STATIC_OOB_VALUE_COMP_EVT.

Public Members

int err_code
Indicate the result of setting static oob value by the Provisioner

struct ble_mesh_provisioner_store_node_comp_data_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT.

Public Members

int err_code
Indicate the result of storing node composition data by the Provisioner

uint16_t addr
Node element address

struct ble_mesh_provisioner update_local_app_key_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code
Indicate the result of updating local AppKey by the Provisioner

uintl6_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index
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struct ble_mesh_provisioner_update_local_net_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET_KEY_COMP_EVT.

Public Members
int err_code
Indicate the result of updating local NetKey by the Provisioner

uintl6_t net_idx
NetKey Index

struct ble_mesh_proxy_client_add filter_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_ADD_FILTER_ADDR_COMP_EVT.

Public Members
int err_code
Indicate the result of Proxy Client add filter address

uint8_t conn_handle
Proxy connection handle

uintl6_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_connect_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_CONNECT_COMP_EVT.

Public Members

int err_code
Indicate the result of Proxy Client connect

esp_ble_mesh_bd_addr_t addr
Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type
Device address type

uint16_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_connected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_CONNECTED_EVT.

Public Members
esp_ble_mesh_bd_addr_t addr
Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t conn_handle
Proxy connection handle

uintl6_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_disconnect_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_DISCONNECT_COMP_EVT.
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Public Members
int err_code
Indicate the result of Proxy Client disconnect

uint8_t conn_handle
Proxy connection handle

struct ble_mesh_proxy client_disconnected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_DISCONNECTED_EVT.

Public Members
esp_ble_mesh_bd_addr_t addr
Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t conn_handle
Proxy connection handle

uintl6_t net_idx
Corresponding NetKey Index

uint®_t reason
Proxy disconnect reason

struct ble_mesh_proxy_client_recv_adv_pkt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_RECV_ADV_PKT_EVT.

Public Members
esp_ble_mesh_bd_addr_t addr
Device address

esp_ble_mesh_addr_type_t addr_type
Device address type

uint16_t net_idx
Network ID related NetKey Index

uint8_t net_id|[8]
Network ID contained in the advertising packet

int8_t rssi
RSSI of the received advertising packet

struct ble_mesh_proxy_ client_recv_filter_status_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_RECV_FILTER_STATUS_EVT.

Public Members
uint8_t conn_handle
Proxy connection handle

uintl6_t server_addr
Proxy Server primary element address

uint16_t net_idx
Corresponding NetKey Index
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uint§_t filter_type
Proxy Server filter type(whitelist or blacklist)

uintl6_t list_size
Number of addresses in the Proxy Server filter list

struct ble_mesh_proxy_client_remove_filter_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_REMOVE_FILTER_ADDR_COMP_EVT.

Public Members
int err_code
Indicate the result of Proxy Client remove filter address

uint§_t conn_handle
Proxy connection handle

uint16_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy client_set_filter_ type_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_SET_FILTER_TYPE_COMP_EVT.

Public Members

int err_code
Indicate the result of Proxy Client set filter type

uint§_t conn_handle
Proxy connection handle

uint16_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy gatt_disable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of disabling Mesh Proxy Service

struct ble_mesh_proxy_ gatt_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of enabling Mesh Proxy Service

struct ble_mesh_proxy_identity enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_IDENTITY_ENABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of enabling Mesh Proxy advertising
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struct ble_mesh_proxy_server_connected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_SERVER_CONNECTED_EVT.

Public Members

uint§_t conn_handle
Proxy connection handle

struct ble_mesh_proxy_ server_disconnected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_SERVER_DISCONNECTED_EVT.

Public Members
uint§_t conn_handle
Proxy connection handle

uint8_t reason
Proxy disconnect reason

struct ble_mesh_set_fast_prov_action_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_SET_FAST_PROV_ACTION_COMP_EVT.

Public Members

uint8_t status_action
Indicate the result of setting action of fast provisioning

struct ble_mesh_set_fast_prov_info_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_SET_FAST_PROV_INFO_COMP_EVT.

Public Members
uint8_t status_unicast
Indicate the result of setting unicast address range of fast provisioning

uint§_t status_net_idx
Indicate the result of setting NetKey Index of fast provisioning

uint8_t status_match
Indicate the result of setting matching Device UUID of fast provisioning

struct ble_mesh_set_oob_pub_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_COMP_EVT.

Public Members

int err_code
Indicate the result of setting OOB Public Key

struct ble_mesh_set_unprov_dev_name_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_SET_UNPROV_DEV_NAME_COMP_EVT.
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Public Members

int err_code
Indicate the result of setting BLE Mesh device name
union esp_ble_mesh_server_state_value_t
#include <esp_ble_mesh_defs.h> Server model state value union.

Public Members
uint8_t onoff
The value of the Generic OnOff state
The value of the Light LC Light OnOff state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_onof £
The Generic OnOff state

intl6_t level
The value of the Generic Level state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_level
The Generic Level state

uint8_t onpowerup
The value of the Generic OnPowerUp state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_onpowerup
The Generic OnPowerUp state

uint16_t power
The value of the Generic Power Actual state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_power_actual
The Generic Power Actual state

uintl6_t lightness
The value of the Light Lightness Actual state

The value of the Light Lightness Linear state
The value of the Light CTL Lightness state
The value of the Light HSL Lightness state
The value of the Light xyL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lightness_actual
The Light Lightness Actual state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lightness_linear
The Light Lightness Linear state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_ctl_lightness
The Light CTL Lightness state

uint16_t temperature
The value of the Light CTL Temperature state

intl6_t delta_uv
The value of the Light CTL Delta UV state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_ctl_temp_delta_uv
The Light CTL Temperature & Delta UV states

uintl6_t hue
The value of the Light HSL Hue state
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uintl6_t saturation
The value of the Light HSL Saturation state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl
The Light HSL composite state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_lightness
The Light HSL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_hue
The Light HSL Hue state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_saturation
The Light HSL Saturation state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_xyl_lightness
The Light xyL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lc_light_onoff
The Light LC Light OnOff state

union esp_ble_mesh_model_cb_param_t
#include <esp_ble_mesh_defs.h> BLE Mesh model callback parameters union.

Public Members
struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_operation_evt_param model_operation
Event parameter of ESP_BLE_MESH_MODEL_OPERATION_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_send_comp_param model_send_comp
Event parameter of ESP_BLE_MESH_MODEL_SEND_COMP_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_publish_comp_param model_publish_comp
Event parameter of ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_mod_recv_publish_msg_param client_recv_publish_msg
Event parameter of ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_client_model_send_timeout_param client_send_timeout
Event parameter of ESP_BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_publish_update_evt_param model_publish_update
Event parameter of ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_server_model_update_state_comp_param server_model_update_
Event parameter of ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT

struct ble_mesh_client_model_send_timeout_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_EVT.

Public Members
uint32_t opcode
Opcode of the previously sent message

esp_ble_mesh_model_t *model
Pointer to the model which sends the previous message

esp_ble_mesh_msg_ctx_t *ctx
Pointer to the context of the previous message

struct ble_mesh_mod_recv_publish_msg_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT.
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Public Members
uint32_t opcode
Opcode of the unsolicited received message

esp_ble_mesh_model_t *model
Pointer to the model which receives the message

esp_ble_mesh_msg_ctx_t *ctx
Pointer to the context of the message

uintl6_t length
Length of the received message

uint8_t *msg
Value of the received message

struct ble_mesh_model_operation_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_OPERATION_EVT.

Public Members
uint32_t opcode
Opcode of the received message

esp_ble_mesh_model_t *model
Pointer to the model which receives the message

esp_ble_mesh_msg_ctx_t *ctx
Pointer to the context of the received message

uint16_t length
Length of the received message

uint8_t *msg
Value of the received message

struct ble_mesh_model_publish_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT.

Public Members

int err_code
Indicate the result of publishing a message

esp_ble_mesh_model_t *model
Pointer to the model which publishes the message

struct ble_mesh_model_publish_update_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT.

Public Members

esp_ble_mesh_model_t *model
Pointer to the model which is going to update its publish message

struct ble_mesh_model_send_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_SEND_COMP_EVT.
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Public Members

int err_code
Indicate the result of sending a message

uint32_t opcode
Opcode of the message

esp_ble_mesh_model_t *model
Pointer to the model which sends the message

esp_ble_mesh_msg_ctx_t *ctx
Context of the message

struct ble_mesh_server_model_update_state_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT.

Public Members

int err_code
Indicate the result of updating server model state

esp_ble_mesh_model_t *model
Pointer to the server model which state value is updated

esp_ble_mesh_server_state_type_t type
Type of the updated server state

Structures
struct esp_ble_mesh_deinit_param_t
BLE Mesh deinit parameters

Public Members

bool erase_flash
Indicate if erasing flash when deinit mesh stack

struct esp_ble_mesh_elem_t
Abstraction that describes a BLE Mesh Element. This structure is associated with struct bt_mesh_elem in

mesh_access.h

Public Members
uint16_t element_addr
Element Address, assigned during provisioning.

const uintl6_t location
Location Descriptor (GATT Bluetooth Namespace Descriptors)

const uint8_t sig_model_count
SIG Model count

const uint8_t vnd_model_count
Vendor Model count

esp_ble_mesh_model_t *sig_models
SIG Models

esp_ble_mesh_model_t *vnd_models
Vendor Models
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struct esp_ble_mesh_model_pub_t
Abstraction that describes a model publication context.  This structure is associated with struct
bt_mesh_model_pub in mesh_access.h

Public Members

esp_ble_mesh_model_t *model
Pointer to the model to which the context belongs. Initialized by the stack.

uintl6_t publish_addr
Publish Address.

uintl6_t app_idx: 12
Publish AppKey Index.

uintl6_tcred: 1
Friendship Credentials Flag.

uintl6_t send_rel: 1
Force reliable sending (segment acks)

uint8_tttl
Publish Time to Live.

uint8_t retransmit
Retransmit Count & Interval Steps.

uint8_t period
Publish Period.

uint8_t period_div: 4
Divisor for the Period.

uint8_t fast_period: 1
Use FastPeriodDivisor

uint®_t count : 3
Retransmissions left.

uint32_t period_start
Start of the current period.

struct net_buf_simple *msg
Publication buffer, containing the publication message.

This will get correctly created when the publication context has been defined using the
ESP_BLE_MESH_MODEL_PUB_DEFINE macro.

ESP_BLE_MESH_MODEL_PUB_DEFINE(name, size);

esp_ble_mesh_cb_t update
Callback used to update publish message. Initialized by the stack.

struct k_delayed_work timer
Publish Period Timer. Initialized by the stack.

uint§_t dev_role
Role of the device that is going to publish messages

struct esp_ble_mesh_model_op_t
Abstraction that describes a model operation context. This structure is associated with struct
bt_mesh_model_op in mesh_access.h
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Public Members

const uint32_t opcode
Message opcode

const size_tmin_len
Message minimum length

esp_ble_mesh_cb_t param_cb
Callback used to handle message. Initialized by the stack.

struct esp_ble_mesh_model_cbs_t
Abstraction that describes a model callback structure. This structure is associated with struct
bt_mesh_model_cb in mesh_access.h.

Public Members

esp_ble_mesh_cb_t init_cb
Callback used during model initialization. Initialized by the stack.

struct esp_ble_mesh_model
Abstraction that describes a Mesh Model instance. This structure is associated with struct bt_mesh_model in
mesh_access.h

Public Members

const uintl6_t model_id
16-bit model identifier

uint16_t company_id
16-bit company identifier

uint16_t vnd_model_id
16-bit vendor model identifier

struct esp_ble_mesh_model::[anonymous]::[anonymous] vnd
Structure encapsulating a model ID with a company ID

union esp_ble_mesh_model::[anonymous] [anonymous]
Model ID

uint8_t element_idx
Internal information, mainly for persistent storage Belongs to Nth element

uint§_t model_idx
Is the Nth model in the element

uintl6_t £lags
Information about what has changed

esp_ble_mesh_elem_t *element
The Element to which this Model belongs

esp_ble_mesh_model_pub_t *const pub
Model Publication

uint16_t keys[CONFIG_BLE_MESH_MODEL_KEY_COUNT]
AppKey List

uint16_t groups[CONFIG_BLE_MESH_MODEL_GROUP_COUNT]
Subscription List (group or virtual addresses)

esp_ble_mesh_model_op_t *op
Model operation context
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esp_ble_mesh_model_cbs_t *cb
Model callback structure

void *user_data
Model-specific user data

struct esp_ble_mesh_msg_ctx_ t
Message sending context. This structure is associated with struct bt_mesh_msg_ctx in mesh_access.h

Public Members

uintl6_t net_idx
NetKey Index of the subnet through which to send the message.

uintl6_t app_idx
AppKey Index for message encryption.

uintl6_t addr
Remote address.

uintl6_t recv_dst
Destination address of a received message. Not used for sending.

int8_t recv_rssi
RSSI of received packet. Not used for sending.

uint8_t recv_ttl:7
Received TTL value. Not used for sending.

uint8_t send_rel : |
Force sending reliably by using segment acknowledgement

uint8_t send_ttl
TTL, or ESP_BLE_MESH_TTL_DEFAULT for default TTL.

uint32_t recv_op
Opcode of a received message. Not used for sending message.

esp_ble_mesh_model_t *model
Model corresponding to the message, no need to be initialized before sending message

bool srv_send
Indicate if the message is sent by a node server model, no need to be initialized before sending message

struct esp_ble_mesh_prov_t
Provisioning properties & capabilities. This structure is associated with struct bt_mesh_prov in mesh_access.h

struct esp_ble_mesh_comp_t
Node Composition data context. This structure is associated with struct bt_mesh_comp in mesh_access.h

Public Members

uintl6_t cid
16-bit SIG-assigned company identifier

uintl6_t pid
16-bit vendor-assigned product identifier

uintl6_t vid
16-bit vendor-assigned product version identifier

size_t element_count
Element count

esp_ble_mesh_elem_t *elements
A sequence of elements
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struct esp_ble_mesh_unprov_dev_add_t
Information of the device which is going to be added for provisioning.

Public Members

esp_ble_mesh_bd_addr_t addr
Device address

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t uuid[16]
Device UUID

uintl6_t oob_info
Device OOB Info ADD_DEV_START_PROV_NOW_FLAG shall not be set if the bearer has both
PB-ADYV and PB-GATT enabled

esp_ble_mesh_prov_bearer_t bearer
Provisioning Bearer

struct esp_ble_mesh_device_delete_t
Information of the device which is going to be deleted.

Public Members
esp_ble_mesh_bd_addr_t addr
Device address

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t uuid[16]
Device UUID

uint8_t £lag
BITO: device address; BIT1: device UUID

struct esp_ble_mesh_prov_data_info_t
Information of the provisioner which is going to be updated.

Public Members
uintl6_t net_idx
NetKey Index

uint8_t £lags
Flags

uint32_t iv_index
IV Index

uint8_t £lag
BITO: net_idx; BIT1: flags; BIT2: iv_index

struct esp_ble_mesh_node_t
Information of the provisioned node
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Public Members

esp_ble_mesh_bd_addr_t addr
Node device address

esp_ble_mesh_addr_type_t addr_type
Node device address type

uint8_t dev_uuid[16]
Device UUID

uintl6_t oob_info
Node OOB information

uintl6_t unicast_addr
Node unicast address

uint8_t element_num
Node element number

uintl6_t net_idx
Node NetKey Index

uint8_t £lags
Node key refresh flag and iv update flag

uint32_t iv_index
Node IV Index

uint8_t dev_key[16]
Node device key

char name[ESP_BLE_MESH_NODE_NAME_MAX_LEN + 1]
Node name

uint16_t comp_length
Length of Composition Data

uint8_t *comp_data
Value of Composition Data

struct esp_ble_mesh_fast_prov_info_t
Context of fast provisioning which need to be set.

Public Members

uintl6_t unicast_min
Minimum unicast address used for fast provisioning

uintl6_t unicast_max
Maximum unicast address used for fast provisioning

uintl6_t net_idx
Netkey index used for fast provisioning

uint8_t £lags
Flags used for fast provisioning

uint32_t iv_index
IV Index used for fast provisioning

uint8_t of fset
Offset of the UUID to be compared

uint§_tmatch_1len
Length of the UUID to be compared

Espressif Systems 180 Release v4.3.4
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 2. API &%

uint8_t match_val[16]
Value of UUID to be compared

struct esp_ble_mesh_heartbeat_filter_info_t
Context of Provisioner heartbeat filter information to be set

Public Members
uintl6_t hb_src
Heartbeat source address (unicast address)

uintl6_t hb_dst
Heartbeat destination address (unicast address or group address)

struct esp_ble_mesh_client_op_pair_t
BLE Mesh client models related definitions.

Client model Get/Set message opcode and corresponding Status message opcode

Public Members
uint32_t cli_op
The client message opcode

uint32_t status_op
The server status opcode corresponding to the client message opcode

struct esp_ble_mesh_client_t
Client Model user data context.

Public Members
esp_ble_mesh_model_t *model
Pointer to the client model. Initialized by the stack.

int op_pair_size
Size of the op_pair

const esp_ble_mesh_client_op_pair_t *op_pair
Table containing get/set message opcode and corresponding status message opcode

uint32_t publish_status
Callback used to handle the received unsolicited message. Initialized by the stack.

void *internal_data
Pointer to the internal data of client model

uint§_tmsg_role
Role of the device (Node/Provisioner) that is going to send messages

struct esp_ble_mesh_client_common_param_t
Common parameters of the messages sent by Client Model.

Public Members
esp_ble_mesh_opcode_t opcode
Message opcode

esp_ble_mesh_model_t *model
Pointer to the client model structure
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esp_ble_mesh_msg_ctx_t ctx
The context used to send message

int32_tmsg_timeout
Timeout value (ms) to get response to the sent message Note: if using default timeout value in menuconfig,

make sure to set this value to 0

uint§_tmsg_role
Role of the device - Node/Provisioner

struct esp_ble_mesh_state_transition_t
Parameters of the server model state transition

Public Functions

BLE_MESH_ATOMIC_DEFINE (flag, ESP_BLE_MESH_SERVER_FLAG_MAX)
Flag used to indicate if the transition timer has been started internally.

If the model which contains esp_ble_mesh_state_transition_t  sets “set_auto_rsp” to
ESP_BLE_MESH_SERVER_RSP_BY_APP, the handler of the timer shall be initialized by the
users.

And users can use this flag to indicate whether the timer is started or not.

Public Members
bool just_started
Indicate if the state transition has just started

uint8_t trans_time
State transition time

uint8_t remain_time
Remaining time of state transition

uint8_t delay
Delay before starting state transition

uint32_t quo_tt
Duration of each divided transition step

uint32_t counter
Number of steps which the transition duration is divided

uint32_t total_duration
State transition total duration

intb4_t start_timestamp
Time when the state transition is started

struct k_delayed_work timer
Timer used for state transition

struct esp_ble_mesh_last_msg_info_t
Parameters of the server model received last same set message.

Public Members
uint§_t tid
Transaction number of the last message

uintl6_t sre
Source address of the last message
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uintl6_t dst
Destination address of the last message

int64_t timestamp
Time when the last message is received

struct esp_ble_mesh_server_rsp_ctrl_t
Parameters of the Server Model response control

Public Members

uint§_t get_auto_rsp: 1
BLE Mesh Server Response Option.

1.

2.

If get_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of Client
Get messages need to be replied by the application;

If get_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Client Get
messages will be replied by the server models;

If set_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of Client
Set messages need to be replied by the application;

If set_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Client Set
messages will be replied by the server models;

. If status_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of

Server Status messages need to be replied by the application;

. If status_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Server

Status messages will be replied by the server models;Response control for Client Get messages

uint8_t set_auto_rsp: 1
Response control for Client Set messages

uint8_t status_auto_rsp: |
Response control for Server Status messages

Macros

ESP_BLE_MESH_SDU_MAX_ LEN
< The maximum length of a BLE Mesh message, including Opcode, Payload and TransMIC Length of a short
Mesh MIC.

ESP_BLE_MESH_MIC_SHORT
Length of a long Mesh MIC.

ESP_BLE_MESH_MIC_LONG
The maximum length of a BLE Mesh provisioned node name

ESP_BLE_MESH_NODE_NAME_MAX_LEN
The maximum length of a BLE Mesh unprovisioned device name

ESP_BLE_MESH_DEVICE_NAME_MAX_LEN
The maximum length of settings user id

ESP_BLE_MESH_SETTINGS_UID_SIZE
Invalid settings index

ESP_BLE_MESH_INVALID_SETTINGS_IDX
Define the BLE Mesh octet 16 bytes size

ESP_BLE_MESH_OCTET16_LEN

ESP_BLE_MESH_OCTET8_LEN

ESP_BLE_MESH_CID_NVAL
Special TTL value to request using configured default TTL

ESP_BLE_MESH_TTL_DEFAULT
Maximum allowed TTL value
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ESP_BLE_MESH_TTL_MAX
ESP_BLE_MESH_ADDR_UNASSIGNED
ESP_BLE_MESH_ADDR_ALL_NODES
ESP_BLE_MESH_ADDR_PROXIES
ESP_BLE_MESH_ADDR_FRIENDS
ESP_BLE_MESH_ADDR_RELAYS
ESP_BLE_MESH_KEY_ UNUSED
ESP_BLE_MESH_KEY_ DEV
ESP_BLE_MESH_KEY PRIMARY

ESP_BLE_MESH_KEY_ ANY
Primary Network Key index

ESP_BLE_MESH_NET PRIMARY
Relay state value

ESP_BLE_MESH_RELAY DISABLED
ESP_BLE_MESH_RELAY ENABLED

ESP_BLE_MESH_RELAY NOT_SUPPORTED
Beacon state value

ESP_BLE_MESH_BEACON_DISABLED

ESP_BLE_MESH_BEACON_ENABLED
GATT Proxy state value

ESP_BLE_MESH_GATT PROXY_ DISABLED
ESP_BLE_MESH_GATT PROXY_ ENABLED

ESP_BLE_MESH_GATT PROXY_NOT_SUPPORTED
Friend state value

ESP_BLE_MESH_FRIEND_DISABLED
ESP_BLE_MESH_FRIEND_ENABLED

ESP_BLE_MESH_FRIEND_NOT_SUPPORTED
Node identity state value

ESP_BLE_MESH_NODE_IDENTITY_ STOPPED

ESP_BLE_MESH_NODE_IDENTITY RUNNING

ESP_BLE_MESH_NODE_IDENTITY_ NOT_ SUPPORTED

Supported features
ESP_BLE_MESH_FEATURE_RELAY
ESP_BLE_MESH_FEATURE_PROXY
ESP_BLE_MESH_FEATURE_FRIEND
ESP_BLE_MESH_FEATURE_LOW_POWER
ESP_BLE_MESH_FEATURE_ALL_SUPPORTED
ESP_BLE_MESH_ADDR_IS_UNICAST (addr)
ESP_BLE_MESH_ADDR_IS_GROUP (addr)
ESP_BLE_MESH_ADDR_IS_VIRTUAL (addr)

ESP_BLE_MESH_ADDR_IS_RFU (addr)
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ESP_BLE_MESH_INVALID_ NODE_INDEX

ESP_BLE_MESH_TRANSMIT (count, int_ms)
Encode transmission count & interval steps.

Note For example, ESP_BLE_MESH_TRANSMIT(2, 20) means that the message will be sent about
90ms(count is 3, step is 1, interval is 30 ms which includes 10ms of advertising interval random de-

lay).

Return BLE Mesh transmit value that can be used e.g. for the default values of the Configuration Model data.

Parameters
¢ count: Number of retransmissions (first transmission is excluded).
e int_ms: Interval steps in milliseconds. Must be greater than 0 and a multiple of 10.

ESP_BLE_MESH_GET_TRANSMIT_COUNT ( transmit)
Decode transmit count from a transmit value.

Return Transmission count (actual transmissions equal to N + 1).
Parameters
e transmit: Encoded transmit count & interval value.

ESP_BLE_MESH_GET_TRANSMIT_ INTERVAL (transmit)
Decode transmit interval from a transmit value.

Return Transmission interval in milliseconds.
Parameters
e transmit: Encoded transmit count & interval value.

ESP_BLE_MESH_PUBLISH_TRANSMIT (count, int_ms)
Encode Publish Retransmit count & interval steps.

Return BLE Mesh transmit value that can be used e.g. for the default values of the Configuration Model data.

Parameters
e count: Number of retransmissions (first transmission is excluded).
e int_ms: Interval steps in milliseconds. Must be greater than 0 and a multiple of 50.

ESP_BLE_MESH_GET_PUBLISH_TRANSMIT_COUNT (transmit)
Decode Publish Retransmit count from a given value.

Return Retransmission count (actual transmissions equal to N + 1).
Parameters
e transmit: Encoded Publish Retransmit count & interval value.

ESP_BLE_MESH_GET_PUBLISH_TRANSMIT_INTERVAL (transmit)
Decode Publish Retransmit interval from a given value.

Callbacks which are not needed to be initialized by users (set with 0 and will be initialized internally)

Return Transmission interval in milliseconds.
Parameters
e transmit: Encoded Publish Retransmit count & interval value.

ESP_BLE_MESH_PROV_STATIC_OOB_MAX_ LEN
Maximum length of string used by Output OOB authentication

ESP_BLE_MESH_PROV_OUTPUT_OOB_MAX_LEN
Maximum length of string used by Output OOB authentication

ESP_BLE_MESH_PROV_INPUT_OOB_MAX_LEN
Macros used to define message opcode

ESP_BLE_MESH_MODEL_OP_1 (b0)
ESP_BLE_MESH_MODEL_OP_2 (b0, bl)

ESP_BLE_MESH_MODEL_OP_3 (b0, cid)
This macro is associated with BLE_MESH_MODEL_CB in mesh_access.h
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ESP_BLE_MESH_SIG_MODEL (_id, _op, _pub, _user_data)
This macro is associated with BLE_ MESH_MODEL_VND_CB in mesh_access.h

ESP_BLE_MESH_VENDOR_MODEL (_company, _id, _op, _pub, _user_data)

ESP_BLE_MESH_ELEMENT (_loc, _mods, _vnd_mods)
Helper to define a BLE Mesh element within an array.

In case the element has no SIG or Vendor models, the helper macro ESP_BLE_MESH_MODEL_NONE can
be given instead.

Note This macro is associated with BLE_ MESH_ELEM in mesh_access.h
Parameters

e _loc: Location Descriptor.

e _mods: Array of SIG models.

e _vnd_mods: Array of vendor models.

ESP_BLE_MESH_PROV (uuid, sta_val, sta_val_len, out_size, out_act, in_size, in_act)
BT_OCTET32_LEN

BD_ADDR_LEN

ESP_BLE_MESH_ADDR_TYPE_PUBLIC
ESP_BLE_MESH_ADDR_TYPE_RANDOM
ESP_BLE_MESH_ADDR_TYPE_RPA_PUBLIC
ESP_BLE_MESH_ADDR_TYPE_RPA_RANDOM

ESP_BLE_MESH_MODEL_PUB_DEFINE (_name, _msg_len, _role)
Define a model publication context.

Parameters
e _name: Variable name given to the context.
* _msg_len: Length of the publication message.
e _role: Role of the device which contains the model.

ESP_BLE_MESH_MODEL_OP (_opcode, _min_len)
Define a model operation context.

Parameters
* _opcode: Message opcode.
e _min_len: Message minimum length.

ESP_BLE_MESH_MODEL_OP_END
Define the terminator for the model operation table. Each model operation struct array must use this terminator
as the end tag of the operation unit.

ESP_BLE_MESH_MODEL_NONE
Helper to define an empty model array. This structure is associated with BLE_ MESH_MODEL_NONE in
mesh_access.h

ADD_DEV_RM_AFTER_PROV_FLAG
Device will be removed from queue after provisioned successfully

ADD_DEV_START_PROV_NOW_FLAG
Start provisioning device immediately

ADD_DEV_FLUSHABLE_DEV_FLAG
Device can be remove when queue is full and new device is going to added

DEL_DEV_ADDR_FLAG
DEL_DEV_UUID_FLAG
PROV_DATA_NET_IDX_ FLAG

PROV_DATA_FLAGS_FLAG
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PROV_DATA_IV_INDEX_ FLAG
ESP_BLE_MESH_HEARTBEAT FILTER_ACCEPTLIST

ESP_BLE_MESH_HEARTBEAT_FILTER_REJECTLIST
Provisioner heartbeat filter operation

ESP_BLE_MESH_HEARTBEAT_FILTER_ADD
ESP_BLE_MESH_HEARTBEAT_ FILTER_REMOVE

ESP_BLE_MESH_MODEL_ID_CONFIG_SRV
BLE Mesh models related Model ID and Opcode definitions.

< Foundation Models
ESP_BLE_MESH_MODEL_ID_CONFIG_CLI
ESP_BLE_MESH_MODEL_ID_ HEALTH_SRV

ESP_BLE_MESH_MODEL_ID_ HEALTH_CLI
Models from the Mesh Model Specification

ESP_BLE_MESH_MODEL_ID_GEN_ONOFF_SRV
ESP_BLE_MESH_MODEL_ID_GEN_ONOFF_CLI
ESP_BLE_MESH_MODEL_ID_GEN_LEVEL_SRV
ESP_BLE_MESH_MODEL_ID_GEN_LEVEL_CLI
ESP_BLE_MESH_MODEL_ID_GEN_DEF_TRANS_TIME_SRV
ESP_BLE_MESH_MODEL_ID_GEN_DEF_TRANS_TIME_CLI
ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_SRV
ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_CLI
ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_SRV
ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_CLI
ESP_BLE_MESH_MODEL_ID_GEN_BATTERY_ SRV
ESP_BLE_MESH_MODEL_ID_GEN_BATTERY CLI
ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_SRV
ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_CLI
ESP_BLE_MESH_MODEL_ID_GEN_ADMIN_PROP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_MANUFACTURER_PROP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_USER_PROP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_CLIENT_ PROP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_PROP_CLI
ESP_BLE_MESH_MODEL_ID_SENSOR_SRV
ESP_BLE_MESH_MODEL_ID_SENSOR_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_SENSOR_CLI
ESP_BLE_MESH_MODEL_ID_TIME_SRV

ESP_BLE_MESH_MODEL_ID_TIME_SETUP_SRV
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ESP_BLE_MESH_MODEL_ID_TIME_CLI
ESP_BLE_MESH_MODEL_ID_SCENE_SRV
ESP_BLE_MESH_MODEL_ID_SCENE_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_SCENE_CLI
ESP_BLE_MESH_MODEL_ID_SCHEDULER_SRV
ESP_BLE_MESH_MODEL_ID_SCHEDULER_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_SCHEDULER_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_TEMP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_HSIL_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_HUE_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_SAT SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_XYI_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_XYIL_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_XYL_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_LC_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_LC_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_LC_CLI

ESP_BLE_MESH_MODEL_OP_BEACON_GET
Config Beacon Get

ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET
Config Composition Data Get

ESP_BLE_MESH_MODEL_OP_DEFAULT TTL_GET

Config Default TTL Get
ESP_BLE_MESH_MODEL_OP_GATT_PROXY_ GET

Config GATT Proxy Get
ESP_BLE_MESH_MODEL_OP_RELAY_GET

Config Relay Get

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET
Config Model Publication Get

ESP_BLE_MESH_MODEL_OP_FRIEND_GET
Config Friend Get

ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_GET
Config Heartbeat Publication Get
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ESP_BLE_MESH_MODEL_OP_HEARTBEAT_ SUB_GET
Config Heartbeat Subscription Get

ESP_BLE_MESH_MODEL_OP_NET_KEY_ GET
Config NetKey Get

ESP_BLE_MESH_MODEL_OP_APP_KEY GET
Config AppKey Get

ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_ GET
Config Node Identity Get

ESP_BLE_MESH_MODEL_OP_SIG_MODEIL_SUB_GET
Config SIG Model Subscription Get

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_GET
Config Vendor Model Subscription Get

ESP_BLE_MESH_MODEL_OP_SIG_MODEIL_APP_GET
Config SIG Model App Get

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_GET
Config Vendor Model App Get

ESP_BLE_MESH_MODEL_OP_KEY REFRESH_PHASE_GET
Config Key Refresh Phase Get

ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT GET
Config Low Power Node PollTimeout Get

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT GET
Config Network Transmit Get

ESP_BLE_MESH_MODEL_OP_BEACON_SET

Config Beacon Set
ESP_BLE_MESH_MODEL_OP_DEFAULT TTL_SET
Config Default TTL Set
ESP_BLE_MESH_MODEL_OP_GATT_ PROXY_ SET
Config GATT Proxy Set

ESP_BLE_MESH_MODEL_OP_RELAY_ SET
Config Relay Set

ESP_BLE_MESH_MODEL_OP_MODEIL_PUB_SET
Config Model Publication Set

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD
Config Model Subscription Add

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ ADDR_ADD
Config Model Subscription Virtual Address Add

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE
Config Model Subscription Delete

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_DELETE
Config Model Subscription Virtual Address Delete

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE
Config Model Subscription Overwrite

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_OVERWRITE
Config Model Subscription Virtual Address Overwrite

ESP_BLE_MESH_MODEL_OP_NET_KEY_ADD
Config NetKey Add
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ESP_BLE_MESH_MODEL_OP_APP_KEY_ ADD
Config AppKey Add

ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND
Config Model App Bind

ESP_BLE_MESH_MODEL_OP_NODE_RESET
Config Node Reset

ESP_BLE_MESH_MODEL_OP_FRIEND_SET
Config Friend Set

ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_SET
Config Heartbeat Publication Set

ESP_BLE_MESH_MODEL_OP_HEARTBEAT SUB_SET
Config Heartbeat Subscription Set

ESP_BLE_MESH_MODEL_OP_NET_KEY UPDATE
Config NetKey Update

ESP_BLE_MESH_MODEL_OP_NET_KEY_ DELETE
Config NetKey Delete

ESP_BLE_MESH_MODEL_OP_APP_KEY_ UPDATE
Config AppKey Update

ESP_BLE_MESH_MODEL_OP_APP_KEY_ DELETE
Config AppKey Delete

ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_ SET
Config Node Identity Set

ESP_BLE_MESH_MODEL_OP_KEY REFRESH_PHASE_SET
Config Key Refresh Phase Set

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_VIRTUAL_ADDR_SET
Config Model Publication Virtual Address Set

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE_ALL
Config Model Subscription Delete All

ESP_BLE_MESH_MODEL_OP_MODEL_APP_UNBIND
Config Model App Unbind

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_ SET
Config Network Transmit Set

ESP_BLE_MESH_MODEL_OP_BEACON_STATUS
ESP_BLE_MESH_MODEL_OP_COMPOSITION DATA_STATUS
ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_STATUS
ESP_BLE_MESH_MODEL_OP_GATT_ PROXY_STATUS
ESP_BLE_MESH_MODEL_OP_RELAY_ STATUS
ESP_BLE_MESH_MODEL_OP_MODEL_PUB_STATUS
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_STATUS
ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_LIST
ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_LIST
ESP_BLE_MESH_MODEL_OP_NET_KEY_ STATUS
ESP_BLE_MESH_MODEL_OP_NET_KEY_ LIST

ESP_BLE_MESH_MODEL_OP_APP_KEY_ STATUS
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ESP_BLE_MESH_MODEL_OP_APP_KEY LIST
ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_ STATUS
ESP_BLE_MESH_MODEL_OP_MODEL_APP_STATUS
ESP_BLE_MESH_MODEL_OP_SIG_MODEL_APP_LIST
ESP_BLE_MESH_MODEL_OP_VENDOR_MODEI_APP_LIST
ESP_BLE_MESH_MODEL_OP_NODE_RESET_STATUS
ESP_BLE_MESH_MODEL_OP_FRIEND_STATUS
ESP_BLE_MESH_MODEL_OP_KEY REFRESH_PHASE_STATUS
ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_STATUS
ESP_BLE_MESH_MODEL_OP_HEARTBEAT SUB_STATUS
ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT STATUS
ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_STATUS
ESP_BLE_MESH_CFG_STATUS_SUCCESS
ESP_BLE_MESH_CFG_STATUS_INVALID_ ADDRESS
ESP_BLE_MESH_CFG_STATUS_INVALID_ MODEL
ESP_BLE_MESH_CFG_STATUS_INVALID_APPKEY
ESP_BLE_MESH_CFG_STATUS_INVALID_NETKEY
ESP_BLE_MESH_CFG_STATUS_INSUFFICIENT_RESOURCES
ESP_BLE_MESH_CFG_STATUS_KEY INDEX_ ALREADY STORED
ESP_BLE_MESH_CFG_STATUS_INVALID_ PUBLISH_PARAMETERS
ESP_BLE_MESH_CFG_STATUS_NOT_A_SUBSCRIBE_MODEL
ESP_BLE_MESH_CFG_STATUS_STORAGE_FAILURE
ESP_BLE_MESH_CFG_STATUS_FEATURE_NOT_SUPPORTED
ESP_BLE_MESH_CFG_STATUS_CANNOT UPDATE
ESP_BLE_MESH_CFG_STATUS_CANNOT REMOVE
ESP_BLE_MESH_CFG_STATUS_CANNOT_BIND
ESP_BLE_MESH_CFG_STATUS_TEMP_UNABLE_TO_CHANGE_STATE
ESP_BLE_MESH_CFG_STATUS_CANNOT SET
ESP_BLE_MESH_CFG_STATUS_UNSPECIFIED_ ERROR
ESP_BLE_MESH_CFG_STATUS_INVALID_BINDING

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_GET
Health Fault Get

ESP_BLE_MESH_MODEL_OP_HEALTH_ PERIOD_GET
Health Period Get

ESP_BLE_MESH_MODEL_OP_ATTENTION_GET
Health Attention Get

ESP_BLE_MESH_MODEL_OP_HEALTH_ FAULT_CLEAR
Health Fault Clear

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT CLEAR_UNACK
Health Fault Clear Unacknowledged
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ESP_BLE_MESH_MODEL_OP_HEALTH_ FAULT_TEST
Health Fault Test

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_TEST_UNACK
Health Fault Test Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_ PERIOD_SET
Health Period Set

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET_UNACK
Health Period Set Unacknowledged

ESP_BLE_MESH_MODEL_OP_ATTENTION_SET
Health Attention Set

ESP_BLE_MESH_MODEL_OP_ATTENTION_SET_UNACK
Health Attention Set Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_CURRENT_STATUS
ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_STATUS
ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_STATUS
ESP_BLE_MESH_MODEL_OP_ATTENTION_ STATUS
ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_GET
ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET
ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_STATUS
Generic Level Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_GET
ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET
ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET_ UNACK
ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET
ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET_UNACK
ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET

ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET_UNACK
Generic Default Transition Time Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_GET
ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_SET
ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_SET UNACK

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_STATUS
Generic Power OnOff Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_GET

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_STATUS
Generic Power OnOff Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET_UNACK
Generic Power Level Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET
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ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET UNACK
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST_GET
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT GET
ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT STATUS
ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_STATUS
Generic Power Level Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_SET
ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_ SET_UNACK
ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET_UNACK
Generic Battery Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_BATTERY_GET

ESP_BLE_MESH_MODEL_OP_GEN_BATTERY_ STATUS
Generic Location Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_GET
ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_GET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_STATUS
Generic Location Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET
ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET_UNACK
ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET_UNACK
Generic Manufacturer Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_GET
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_GET
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_STATUS
Generic Admin Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTIES_GET
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTIES_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_ PROPERTY_ GET
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTY_ SET
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_ PROPERTY_SET UNACK

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_ STATUS
Generic User Property Message Opcode
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ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_GET
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_GET
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET_ UNACK

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_STATUS
Generic Client Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_CLIENT_ PROPERTIES_GET
ESP_BLE_MESH_MODEL_OP_GEN_CLIENT PROPERTIES_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_DESCRIPTOR_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_DESCRIPTOR_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_COLUMN_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_COLUMN_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_SERIES_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_SERIES_STATUS
Sensor Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_SET
ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_SET_UNACK
ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTINGS_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTINGS_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_SET
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_SET_UNACK
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_STATUS
ESP_BLE_MESH_MODEL_OP_TIME_GET
ESP_BLE_MESH_MODEL_OP_TIME_SET
ESP_BLE_MESH_MODEL_OP_TIME_STATUS
ESP_BLE_MESH_MODEL_OP_TIME_ROLE_GET
ESP_BLE_MESH_MODEL_OP_TIME_ROLE_SET
ESP_BLE_MESH_MODEL_OP_TIME_ROLE_STATUS
ESP_BLE_MESH_MODEL_OP_TIME_ZONE_GET
ESP_BLE_MESH_MODEL_OP_TIME_ZONE_SET
ESP_BLE_MESH_MODEL_OP_TIME_ZONE_STATUS
ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_GET

ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_SET
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ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_STATUS
Scene Message Opcode

ESP_BLE_MESH_MODEL_OP_SCENE_GET
ESP_BLE_MESH_MODEL_OP_SCENE_RECALL
ESP_BLE_MESH_MODEL_OP_SCENE_RECALL_UNACK
ESP_BLE_MESH_MODEL_OP_SCENE_STATUS
ESP_BLE_MESH_MODEL_OP_SCENE_REGISTER_GET

ESP_BLE_MESH_MODEL_OP_SCENE_REGISTER_STATUS
Scene Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SCENE_STORE
ESP_BLE_MESH_MODEL_OP_SCENE_STORE_UNACK
ESP_BLE_MESH_MODEL_OP_SCENE_DELETE

ESP_BLE_MESH_MODEL_OP_SCENE_DELETE_UNACK
Scheduler Message Opcode

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_GET
ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT STATUS
ESP_BLE_MESH_MODEL_OP_SCHEDULER_GET

ESP_BLE_MESH_MODEL_OP_SCHEDULER_STATUS
Scheduler Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_SET
ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_ SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_LINEAR_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_LINEAR_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LINEAR_SET_ UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LINEAR_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LAST_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_LAST_ STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT GET
ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_DEFAULT_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_STATUS
Light Lightness Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT_ SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_SET_UNACK
Light CTL Message Opcode
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ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_CTI_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_CTIL_TEMPERATURE_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_ CTL_TEMPERATURE_RANGE_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT GET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT_STATUS
Light CTL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT SET
ESP_BLE_MESH_MODEL_OP_LIGHT_ CTL_DEFAULT_ SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_SET UNACK
Light HSL Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_ HSL_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_HUE_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_HUE_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_HUE_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_ HSL_HUE_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_SATURATION_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SATURATION_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SATURATION SET_ UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SATURATION_ STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SET_ UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_ HSL_TARGET_ GET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_TARGET_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT GET
ESP_BLE_MESH_MODEL_OP_LIGHT_ HSL_DEFAULT STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_RANGE_STATUS
Light HSL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT SET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT SET UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_RANGE_SET

Espressif Systems 196 Release v4.3.4
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 2. API &%

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_RANGE_SET UNACK
Light xyL Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_XYI_ GET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_XYIL_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_TARGET_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_TARGET_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_XYI_DEFAULT GET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_ DEFAULT STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_ RANGE_STATUS
Light xyLL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT SET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_RANGE_SET_UNACK
Light Control Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_ GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_SET_ UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_ STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ONOFF_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ONOFF_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ONOFF_SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ONOFF_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY_ SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY_ SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY_ STATUS
ESP_BLE_MESH_MODEL_STATUS_SUCCESS
ESP_BLE_MESH_MODEL_STATUS_CANNOT_SET_RANGE_MIN
ESP_BLE_MESH_MODEL_STATUS_CANNOT_SET_RANGE_MAX

ESP_BLE_MESH_SERVER_RSP_BY_ APP
Response need to be sent in the application

ESP_BLE_MESH_SERVER_AUTO_RSP
Response will be sent internally
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Type Definitions

typedef uint§_t esp_ble_mesh_octetl1l6_t[ESP_BLE_MESH_OCTET16_LEN]
Define the BLE Mesh octet 8 bytes size

typedef uint8_tesp_ble_mesh_octet8_t[ESP_BLE_MESH OCTET8_LEN]
Invalid Company ID

typedef uint32_t esp_ble_mesh_cb_t

typedef uint§_t UINTS8

typedef uintl6_t UINT16

typedef uint32_t UINT32

typedef uint64_t UINT64

typedef UINTS BT _OCTET32[BT_OCTET32_LEN]

typedef uint8_t BD_ADDR[BD_ADDR_LEN]

typedef uint§_t esp_ble_mesh_bd_addr_t[BD_ADDR_LEN]

typedef uint§_t esp_ble_mesh_addr_type_t
BLE device address type.

typedef struct esp_ble_mesh_model esp_ble_mesh_model_t
typedef uint8_tesp_ble_mesh_dev_add_flag_t

typedef uint32_t esp_ble_mesh_opcode_config_client_get_t
esp_ble_mesh_opcode_config_client_get_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_config_client_get_state. The following opcodes will only be used in
the esp_ble_mesh_config_client_get_state function.

typedef uint32_t esp_ble_mesh_opcode_config_client_set_t
esp_ble_mesh_opcode_config_client_set_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_config_client_set_state. The following opcodes will only be used in
the esp_ble_mesh_config_client_set_state function.

typedef uint32_t esp_ble_mesh_opcode_config_status_t
esp_ble_mesh_opcode_config_status_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to locate
the opcodes used by the Config Model messages The following opcodes are used by the BLE Mesh Config
Server Model internally to respond to the Config Client Model’ s request messages.

typedef uint§_t esp_ble_mesh_cfg_status_t
This typedef is only used to indicate the status code contained in some of the Configuration Server Model status
message.

typedef uint32_t esp_ble_mesh_opcode_health_client_get_t
esp_ble_mesh_opcode_health_client_get_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_health_client_get_state. The following opcodes will only be used in
the esp_ble_mesh_health_client_get_state function.

typedef uint32_t esp_ble_mesh_opcode_health_client_set_t
esp_ble_mesh_opcode_health_client_set_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_health_client_set_state. The following opcodes will only be used in
the esp_ble_mesh_health_client_set_state function.

typedef uint32_t esp_ble_mesh_health_model_status_t
esp_ble_mesh_health_model_status_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to locate
the opcodes used by the Health Model messages. The following opcodes are used by the BLE Mesh Health
Server Model internally to respond to the Health Client Model’ s request messages.

typedef uint32_t esp_ble_mesh_generic_message_opcode_t
esp_ble_mesh_generic_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_generic_client_get_state &
esp_ble_mesh_generic_client_set_state.Generic OnOff Message Opcode
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typedef uint32_t esp_ble_mesh_sensor_message_opcode_t
esp_ble_mesh_sensor_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_sensor_client_get_state &
esp_ble_mesh_sensor_client_set_state.Sensor Message Opcode

typedef uint32_t esp_ble_mesh_time_scene_message_opcode_t
esp_ble_mesh_time_scene_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_time_scene_client_get_state &
esp_ble_mesh_time_scene_client_set_state. Time Message Opcode

typedef uint32_tesp_ble_mesh_light_message_opcode_t
esp_ble_mesh_light_message_opcode_t  belongs to esp_ble_mesh_opcode_t, this  typedef is
only used to locate the opcodes used by functions esp_ble_mesh_light_client_get_state &
esp_ble_mesh_light_client_set_state.Light Lightness Message Opcode

typedef uint32_t esp_ble_mesh_opcode_t
End of defines of esp_ble_mesh_opcode_t

typedef uint8_t esp_ble_mesh_model_status_t
This typedef is only used to indicate the status code contained in some of the server models (e.g. Generic
Server Model) status message.

Enumerations
enum esp_ble_mesh_cb_type_t
Values:

ESP_BLE_MESH_TYPE_PROV_CB
ESP_BLE_MESH_TYPE_OUTPUT_NUM_CB
ESP_BLE_MESH_TYPE_OUTPUT_STR_CB
ESP_BLE_MESH_TYPE_INTPUT_CB
ESP_BLE_MESH_TYPE_LINK_OPEN_CB
ESP_BLE_MESH_TYPE_LINK_CLOSE_CB
ESP_BLE_MESH_TYPE_COMPLETE_CB

ESP_BLE_MESH_TYPE_RESET CB
enum esp_ble_mesh_oob_method_t
Values:

ESP_BLE_MESH_NO_OOB
ESP_BLE_MESH_STATIC_OOB
ESP_BLE_MESH_OUTPUT_OOB
ESP_BLE_MESH_INPUT OOB

enum esp_ble_mesh_output_action_t
Values:

ESP_BLE_MESH_NO_OUTPUT =0
ESP_BLE_MESH_BLINK = BIT(0)
ESP_BLE_MESH_BEEP = BIT(1)
ESP_BLE_MESH_VIBRATE = BIT(2)
ESP_BLE_MESH_DISPLAY NUMBER = BIT(3)
ESP_BLE_MESH_DISPLAY_ STRING = BIT(4)

enum esp_ble_mesh_input_action_t
Values:
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ESP_BLE_MESH_NO_INPUT =0
ESP_BLE_MESH_PUSH = BIT(0)
ESP_BLE_MESH_TWIST = BIT(1)
ESP_BLE_MESH_ENTER_NUMBER = BIT(2)
ESP_BLE_MESH_ENTER_STRING = BIT(3)

enum esp_ble_mesh_prov_bearer_t

Values:
ESP_BLE_MESH_PROV_ADV = BIT(0)
ESP_BLE_MESH_PROV_GATT = BIT(1)

enum esp_ble_mesh_prov_oob_info_t

Values:

ESP_BLE_MESH_PROV_OOB_OTHER = BIT(0)
ESP_BLE_MESH_PROV_OOB_URI = BIT(1)
ESP_BLE_MESH_PROV_OOB_2D_CODE = BIT(2)
ESP_BLE_MESH_PROV_OOB_BAR_CODE = BIT(3)
ESP_BLE_MESH_PROV_OOB_NFC = BIT(4)
ESP_BLE_MESH_PROV_OOB_NUMBER = BIT(5)
ESP_BLE_MESH_PROV_OOB_STRING = BIT(6)
ESP_BLE_MESH_PROV_OOB_ON_BOX = BIT(11)
ESP_BLE_MESH_PROV_OOB_IN_BOX = BIT(12)

ESP_BLE_MESH_PROV_OOB_ON_PAPER = BIT(13)

ESP_BLE_MESH_PROV_OOB_IN_MANUAL = BIT(14)

ESP_BLE_MESH_PROV_OOB_ON_DEV = BIT(15)

enum esp_ble_mesh_dev_role_t

Values:

ROLE_NODE =0
ROLE_PROVISIONER
ROLE_FAST PROV

enum esp_ble_mesh_fast_prov_action_t

Values:
FAST_PROV_ACT_NONE
FAST_PROV_ACT_ENTER
FAST_PROV_ACT_SUSPEND
FAST_PROV_ACT_EXIT

FAST_PROV_ACT_MAX

enum esp_ble_mesh_proxy filter_ type_t

Values:
PROXY_FILTER _WHITELIST

PROXY_FILTER_ BLACKLIST

enum esp_ble_mesh_prov_cb_event_t

Values:
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ESP_BLE_MESH_PROV_REGISTER_COMP_EVT
Initialize BLE Mesh provisioning capabilities and internal data information completion event

ESP_BLE_MESH_NODE_SET UNPROV_DEV_NAME_COMP_EVT
Set the unprovisioned device name completion event

ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT
Enable node provisioning functionality completion event

ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT
Disable node provisioning functionality completion event

ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT
Establish a BLE Mesh link event

ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT
Close a BLE Mesh link event

ESP_BLE_MESH_NODE_PROV_OOB_PUB_KEY_ EVT
Generate Node input OOB public key event

ESP_BLE_MESH_NODE_PROV_OUTPUT NUMBER_EVT
Generate Node Output Number event

ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT
Generate Node Output String event

ESP_BLE_MESH_NODE_PROV_INPUT_EVT
Event requiring the user to input a number or string

ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT
Provisioning done event

ESP_BLE_MESH_NODE_PROV_RESET_EVT
Provisioning reset event

ESP_BLE_MESH_NODE_PROV_SET OOB_PUB_KEY_ COMP_EVT
Node set oob public key completion event

ESP_BLE_MESH_NODE_PROV_INPUT_NUMBER_COMP_EVT
Node input number completion event

ESP_BLE_MESH_NODE_PROV_INPUT_STRING_COMP_EVT
Node input string completion event

ESP_BLE_MESH_NODE_PROXY_IDENTITY_ ENABLE_COMP_EVT
Enable BLE Mesh Proxy Identity advertising completion event

ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT
Enable BLE Mesh GATT Proxy Service completion event

ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT
Disable BLE Mesh GATT Proxy Service completion event

ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY COMP_EVT
Node add NetKey locally completion event

ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY COMP_EVT
Node add AppKey locally completion event

ESP_BLE_MESH_NODE_BIND_APP_KEY_TO_MODEL_COMP_EVT
Node bind AppKey to model locally completion event

ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT
Provisioner enable provisioning functionality completion event

ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT
Provisioner disable provisioning functionality completion event
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ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT
Provisioner receives unprovisioned device beacon event

ESP_BLE_MESH_PROVISIONER_PROV_READ OOB_PUB_KEY_ EVT
Provisioner read unprovisioned device OOB public key event

ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT
Provisioner input value for provisioning procedure event

ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT
Provisioner output value for provisioning procedure event

ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT
Provisioner establish a BLE Mesh link event

ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT
Provisioner close a BLE Mesh link event

ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT
Provisioner provisioning done event

ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT
Provisioner add a device to the list which contains devices that are waiting/going to be provisioned com-
pletion event

ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT
Provisioner start to provision an unprovisioned device completion event

ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT
Provisioner delete a device from the list, close provisioning link with the device completion event

ESP_BLE_MESH_PROVISIONER_SET_DEV_UUID_MATCH_COMP_EVT
Provisioner set the value to be compared with part of the unprovisioned device UUID completion event

ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA_INFO_COMP_EVT
Provisioner set net_idx/flags/iv_index used for provisioning completion event

ESP_BLE_MESH_PROVISIONER_SET STATIC_OOB_VALUE_COMP_EVT
Provisioner set static oob value used for provisioning completion event

ESP_BLE_MESH_PROVISIONER_SET_PRIMARY_ELEM ADDR_COMP_EVT
Provisioner set unicast address of primary element completion event

ESP_BLE_MESH_PROVISIONER PROV_READ_ OOB_PUB_KEY COMP_EVT
Provisioner read unprovisioned device OOB public key completion event

ESP_BLE_MESH_ PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT
Provisioner input number completion event

ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT
Provisioner input string completion event

ESP_BLE_MESH PROVISIONER_SET_NODE_NAME_COMP_EVT
Provisioner set node name completion event

ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY COMP_EVT
Provisioner add local app key completion event

ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY COMP_EVT
Provisioner update local app key completion event

ESP_BLE_MESH_PROVISIONER_BIND APP_KEY_ TO_MODEL_COMP_EVT
Provisioner bind local model with local app key completion event

ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY COMP_EVT
Provisioner add local network key completion event

ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET KEY COMP_EVT
Provisioner update local network key completion event
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ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_ COMP_EVT
Provisioner store node composition data completion event

ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT
Provisioner delete node with uuid completion event

ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT
Provisioner delete node with unicast address completion event

ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT RECV_COMP_EVT
Provisioner start to receive heartbeat message completion event

ESP_BLE_MESH_PROVISIONER_SET_ HEARTBEAT FILTER_TYPE_COMP_EVT
Provisioner set the heartbeat filter type completion event

ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT FILTER_INFO_COMP_EVT
Provisioner set the heartbeat filter information completion event

ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT MESSAGE_EVT
Provisioner receive heartbeat message event

ESP_BLE_MESH_PROVISIONER_DRIECT_ ERASE_SETTINGS_COMP_EVT
Provisioner directly erase settings completion event

ESP_BLE_MESH_PROVISIONER OPEN_SETTINGS_WITH_INDEX_COMP_EVT
Provisioner open settings with index completion event

ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT
Provisioner open settings with user id completion event

ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_ COMP_EVT
Provisioner close settings with index completion event

ESP_BLE_MESH PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT
Provisioner close settings with user id completion event

ESP_BLE_MESH_PROVISIONER _DELETE_SETTINGS_WITH_INDEX_ COMP_EVT
Provisioner delete settings with index completion event

ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT
Provisioner delete settings with user id completion event

ESP_BLE_MESH_SET_FAST PROV_INFO_COMP_EVT
Set fast provisioning information (e.g. unicast address range, net_idx, etc.) completion event

ESP_BLE_MESH_SET_FAST PROV_ACTION_COMP_EVT
Set fast provisioning action completion event

ESP_BLE_MESH_HEARTBEAT MESSAGE_RECV_EVT
Receive Heartbeat message event

ESP_BLE_MESH_LPN_ENABLE_COMP_EVT
Enable Low Power Node completion event

ESP_BLE_MESH_LPN_DISABLE_COMP_EVT
Disable Low Power Node completion event

ESP_BLE_MESH_LPN_POLL_COMP_EVT
Low Power Node send Friend Poll completion event

ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT
Low Power Node establishes friendship event

ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT
Low Power Node terminates friendship event

ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT
Friend Node establishes friendship event
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ESP_BLE_MESH_ FRIEND_ FRIENDSHIP_TERMINATE_EVT
Friend Node terminates friendship event

ESP_BLE_MESH_PROXY_ CLIENT RECV_ADV_PKT_EVT
Proxy Client receives Network ID advertising packet event

ESP_BLE_MESH_PROXY CLIENT CONNECTED_EVT
Proxy Client establishes connection successfully event

ESP_BLE_MESH_PROXY CLIENT DISCONNECTED_EVT
Proxy Client terminates connection successfully event

ESP_BLE_MESH_PROXY CLIENT RECV_FILTER_STATUS_EVT
Proxy Client receives Proxy Filter Status event

ESP_BLE_MESH_PROXY_CLIENT_CONNECT_COMP_EVT
Proxy Client connect completion event

ESP_BLE_MESH_PROXY CLIENT DISCONNECT_ COMP_EVT
Proxy Client disconnect completion event

ESP_BLE_MESH_PROXY_CLIENT_SET FILTER_TYPE_COMP_EVT
Proxy Client set filter type completion event

ESP_BLE_MESH_PROXY CLIENT ADD_FILTER_ADDR_COMP_EVT
Proxy Client add filter address completion event

ESP_BLE_MESH_PROXY_CLIENT REMOVE_FILTER_ADDR_COMP_EVT
Proxy Client remove filter address completion event

ESP_BLE_MESH_PROXY_ SERVER_CONNECTED_EVT
Proxy Server establishes connection successfully event

ESP_BLE_MESH_ PROXY_SERVER_DISCONNECTED_EVT
Proxy Server terminates connection successfully event

ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT
Local model subscribes group address completion event

ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT
Local model unsubscribes group address completion event

ESP_BLE_MESH_DEINIT_MESH_COMP_EVT
De-initialize BLE Mesh stack completion event

ESP_BLE_MESH_PROV_EVT_MAX

enum [anonymous]
BLE Mesh server models related definitions.

This enum value is the flag of transition timer operation
Values:
ESP_BLE_MESH_SERVER_TRANS_TIMER_START
ESP_BLE_MESH_SERVER_FLAG_MAX

enum esp_ble_mesh_server_state_type_t
This enum value is the type of server model states

Values:

ESP_BLE_MESH_GENERIC_ONOFF_STATE
ESP_BLE_MESH_GENERIC_LEVEL_STATE
ESP_BLE_MESH_ GENERIC_ONPOWERUP_STATE
ESP_BLE_MESH_GENERIC_POWER_ACTUAL_STATE

ESP_BLE_MESH_LIGHT LIGHTNESS_ACTUAL_STATE
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ESP_BLE_MESH_LIGHT LIGHTNESS_LINEAR_STATE
ESP_BLE_MESH_LIGHT CTL_LIGHTNESS_STATE
ESP_BLE_MESH_LIGHT CTL_TEMP_DELTA_UV_STATE
ESP_BLE_MESH_LIGHT HSI_STATE
ESP_BLE_MESH_LIGHT HSI_LIGHTNESS_STATE
ESP_BLE_MESH_LIGHT_ HSL_HUE_STATE
ESP_BLE_MESH_LIGHT HSI_SATURATION_STATE
ESP_BLE_MESH_LIGHT XYI, LIGHTNESS_STATE
ESP_BLE_MESH_LIGHT LC_LIGHT_ONOFF_STATE

ESP_BLE_MESH_SERVER_MODEL_STATE_MAX

enum esp_ble_mesh_model_cb_event_t

Values:

ESP_BLE_MESH_MODEL_OPERATION_EVT
User-defined models receive messages from peer devices (e.g. get, set, status, etc) event

ESP_BLE_MESH_MODEL_SEND_COMP_EVT
User-defined models send messages completion event

ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT
User-defined models publish messages completion event

ESP_BLE_MESH_CLIENT_MODEIL_RECV_PUBLISH_MSG_EVT
User-defined client models receive publish messages event

ESP_BLE_MESH_CLIENT MODEL_SEND_TIMEOUT_EVT
Timeout event for the user-defined client models that failed to receive response from peer server models

ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT
When a model is configured to publish messages periodically, this event will occur during every publish
period

ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT
Server models update state value completion event

ESP_BLE_MESH_MODEL_EVT_MAX

ESP-BLE-MESH Core API Reference

This section contains ESP-BLE-MESH Core related APIs, which can be used to initialize ESP-BLE-MESH stack,
provision, send/publish messages, etc.

This API reference covers six components:

ESP-BLE-MESH Stack Initialization

Reading of Local Data Information

Low Power Operation (Updating)

Send/Publish Messages, add Local AppKey, etc.
ESP-BLE-MESH Node/Provisioner Provisioning
ESP-BLE-MESH GATT Proxy Server

ESP-BLE-MESH Stack Initialization

Header File

bt/esp_ble_mesh/api/core/include/esp_ble_mesh_common_api.h
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Functions
esp_err_t esp_ble_mesh_init (esp_ble_mesh_prov_t *prov, esp_ble_mesh_comp_t *comp)
Initialize BLE Mesh module. This API initializes provisioning capabilities and composition data information.

Note After calling this API, the device needs to call esp_ble_mesh_prov_enable() to enable provisioning func-
tionality again.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] prov: Pointer to the device provisioning capabilities. This pointer must remain valid during
the lifetime of the BLE Mesh device.
e [in] comp: Pointer to the device composition data information. This pointer must remain valid
during the lifetime of the BLE Mesh device.
esp_err_t esp_ble_mesh_deinit (esp_ble_mesh_deinit_param_t *param)
De-initialize BLE Mesh module.

Note This function shall be invoked after esp_ble_mesh_client_model_deinit().
Return ESP_OK on success or error code otherwise.
Parameters

e [in] param: Pointer to the structure of BLE Mesh deinit parameters.

Reading of Local Data Information

Header File

* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_local_data_operation_api.h

Functions
int32_t esp_ble_mesh_get_model_publish_period (esp_ble_mesh_model_t *model)
Get the model publish period, the unit is ms.

Return Publish period value on success, 0 or (negative) error code from errno.h on failure.
Parameters
e [in] model: Model instance pointer.
uint16_t esp_ble_mesh_get_primary_element_address (void)
Get the address of the primary element.

Return Address of the primary element on success, or ESP_BLE_MESH_ADDR_UNASSIGNED on failure
which means the device has not been provisioned.

uintl6_t *esp_ble_mesh_is_model_subscribed_to_group (esp_ble_mesh_model_t  *model,
uint16_t group_addr)
Check if the model has subscribed to the given group address. Note: E.g., once a status message is received
and the destination address is a group address, the model uses this API to check if it is successfully subscribed
to the given group address.

Return Pointer to the group address within the Subscription List of the model on success, or NULL on failure
which means the model has not subscribed to the given group address. Note: With the pointer to the group
address returned, you can reset the group address to 0x0000 in order to unsubscribe the model from the
group.

Parameters

e [in] model: Pointer to the model.
e [in] group_addr: Group address.

esp_ble_mesh_eclem_t *esp_ble_mesh_f£find_element (uintl6_t element_addr)
Find the BLE Mesh element pointer via the element address.

Return Pointer to the element on success, or NULL on failure.
Parameters
e [in] element_addr: Element address.
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uint§_t esp_ble_mesh_get_element_count (void)
Get the number of elements that have been registered.

Return Number of elements.

esp_ble_mesh_model_t *esp_ble_mesh_find_vendor_model (const esp_ble_mesh_elem_t
*element, uintl6_t company_id,

uintl6_t model_id)
Find the Vendor specific model with the given element, the company ID and the Vendor Model ID.

Return Pointer to the Vendor Model on success, or NULL on failure which means the Vendor Model is not
found.
Parameters
* [in] element: Element to which the model belongs.
* [in] company_id: A 16-bit company identifier assigned by the Bluetooth SIG.
e [in] model_id: A 16-bit vendor-assigned model identifier.

esp_ble_mesh_model_t *esp_ble_mesh_find_sig_model (const esp_ble_mesh_elem_t *element,

uint16_t model_id)
Find the SIG model with the given element and Model id.

Return Pointer to the SIG Model on success, or NULL on failure which means the SIG Model is not found.
Parameters

e [in] element: Element to which the model belongs.

e [in] model_id: SIG model identifier.

const esp_ble_mesh_comp_t *esp_ble_mesh_get_composition_data (void)
Get the Composition data which has been registered.

Return Pointer to the Composition data on success, or NULL on failure which means the Composition data
is not initialized.

esp_err_t esp_ble_mesh_model_subscribe_group_addr (uintl6_t element_addr, uint16_t com-
pany_id, uintl6_t model_id, uint16_t
group_addr)
A local model of node or Provisioner subscribes a group address.

Note This function shall not be invoked before node is provisioned or Provisioner is enabled.
Return ESP_OK on success or error code otherwise.

Parameters
* [in] element_addr: Unicast address of the element to which the model belongs.
* [in] company_id: A 16-bit company identifier.
e [in] model_id: A 16-bit model identifier.
e [in] group_addr: The group address to be subscribed.

esp_err_t esp_ble_mesh_model_unsubscribe_group_addr (uintl6_t element_addr, uintl6_t
company_id, uintl6_t model_id,
uintl6_t group_addr)
A local model of node or Provisioner unsubscribes a group address.

Note This function shall not be invoked before node is provisioned or Provisioner is enabled.
Return ESP_OK on success or error code otherwise.

Parameters
* [in] element_addr: Unicast address of the element to which the model belongs.
* [in] company_id: A 16-bit company identifier.
e [in] model_id: A 16-bit model identifier.
e [in] group_addr: The subscribed group address.

const uint8_t *esp_ble_mesh_node_get_local_net_key (uintl6_t net_idx)
This function is called by Node to get the local NetKey.

Return NetKey on success, or NULL on failure.
Parameters
e [in] net_idx: NetKey index.
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const uint8_t *esp_ble_mesh_node_get_local_app_key (uintl6_t app_idx)
This function is called by Node to get the local AppKey.

Return AppKey on success, or NULL on failure.
Parameters
e [in] app_idx: AppKey index.

esp_err_t esp_ble_mesh_node_add_local_net_key (const uint8_t ner_key[16], uintl6_t

net_idx)
This function is called by Node to add a local NetKey.

Note This function can only be called after the device is provisioned.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] net_key: NetKey to be added.

e [in] net_idx: NetKey Index.

esp_err_t esp_ble_mesh_node_add_local_app_key (const uint8_t app_key[16], uintl6_t

net_idx, uint16_t app_idx)
This function is called by Node to add a local AppKey.

Note The net_idx must be an existing one. This function can only be called after the device is provisioned.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] app_key: AppKey to be added.

e [in] net_idx: NetKey Index.

* [in] app_idx: AppKey Index.

esp_err_t esp_ble_mesh_node_bind_app_key_to_local_model (uintl6_t element_addr,
uintl6_t company_id,
uint16_t model_id, uint16_t
app_idx)

This function is called by Node to bind AppKey to model locally.

Note If going to bind app_key with local vendor model, the company_id shall be set to OXFFFF. This function
can only be called after the device is provisioned.
Return ESP_OK on success or error code otherwise.
Parameters
n] element_addr: Node local element address
n] company_id: Node local company id
n] model_id: Node local model id
n] app_idx: Node local appkey index

Low Power Operation (Updating)

Header File

* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_low_power_api.h

Functions
esp_err_t esp_ble_mesh_lpn_enable (void)
Enable BLE Mesh device LPN functionality.

Note This API enables LPN functionality. Once called, the proper Friend Request will be sent.
Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_1lpn_disable (bool force)
Disable BLE Mesh device LPN functionality.

Return ESP_OK on success or error code otherwise.
Parameters
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e [in] force: when disabling LPN functionality, use this flag to indicate whether directly clear
corresponding information or just send friend clear to disable it if friendship has already been estab-
lished.

esp_err_t esp_ble_mesh_lpn_poll (void)
LPN tries to poll messages from the Friend Node.

Note The Friend Poll message is sent by a Low Power node to ask the Friend node to send a message that it
has stored for the Low Power node. Users can call this API to send Friend Poll message manually. If this
API is not invoked, the bottom layer of the Low Power node will send Friend Poll before the PollTimeout
timer expires. If the corresponding Friend Update is received and MD is set to 0, which means there are
no messages for the Low Power node, then the Low Power node will stop scanning.

Return ESP_OK on success or error code otherwise.

Send/Publish Messages, add Local AppKey, etc.

Header File

* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_networking_api.h

Functions
esp_err_t esp_ble_mesh_register_custom_model_callback (esp_ble_mesh_model_cb_t call-

back)
Register BLE Mesh callback for user-defined models’ operations. This callback can report the following events

generated for the user-defined models:

 Call back the messages received by user-defined client and server models to the application layer;

* If users call esp_ble_mesh_server/client_model_send, this callback notifies the application layer of the
send_complete event;

* If user-defined client model sends a message that requires response, and the response message is received
after the timer expires, the response message will be reported to the application layer as published by a
peer device;

* If the user-defined client model fails to receive the response message during a specified period of time, a
timeout event will be reported to the application layer.

Note The client models (i.e. Config Client model, Health Client model, Generic Client models, Sensor Client
model, Scene Client model and Lighting Client models) that have been realized internally have their
specific register functions. For example, esp_ble_mesh_register_config_client_callback is the register
function for Config Client Model.

Return ESP_OK on success or error code otherwise.

Parameters

e [in] callback: Pointer to the callback function.
esp_err_t esp_ble_mesh_model_msg_opcode_init (uint8_t *data, uint32_t opcode)

Add the message opcode to the beginning of the model message before sending or publishing the model mes-

sage.

Note This API is only used to set the opcode of the message.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] data: Pointer to the message data.

e [in] opcode: The message opcode.

esp_err_t esp_ble_mesh_client_model_init (esp_ble_mesh_model_t *model)
Initialize the user-defined client model. All user-defined client models shall call this function to initialize the
client model internal data. Node: Before calling this API, the op_pair_size and op_pair variabled within the
user_data(defined using esp_ble_mesh_client_t_) of the client model need to be initialized.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] model: BLE Mesh Client model to which the message belongs.
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esp_err_t esp_ble_mesh_client_model_deinit (esp_ble_mesh_model_t *model)
De-initialize the user-defined client model.

Note This function shall be invoked before esp_ble_mesh_deinit() is called.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] model: Pointer of the Client model.

esp_err_t esp_ble_mesh_server_model_send_msg (esp_ble_mesh_model_t *model,
esp_ble_mesh_msg_ctx_t  *ctx, uint32_t

opcode, uint16_t length, uint8_t *data)
Send server model messages(such as server model status messages).

Return ESP_OK on success or error code otherwise.

Parameters

in] model: BLE Mesh Server Model to which the message belongs.

in] ctx: Message context, includes keys, TTL, etc.

in] opcode: Message opcode.

in] length: Message length (exclude the message opcode).

in] data: Parameters of Access Payload (exclude the message opcode) to be sent.

esp_err_t esp_ble_mesh_client_model_send_msg (esp_ble_mesh_model_t *model,
esp_ble_mesh_msg_ctx_t  *ctx, uint32_t
opcode, uintl6_t length, uint8_t *data,
int32_t  msg_timeout, bool  need_rsp,

esp_ble_mesh_dev_role_t device_role)
Send client model message (such as model get, set, etc).

Return ESP_OK on success or error code otherwise.

Parameters

model: BLE Mesh Client Model to which the message belongs.

ctx: Message context, includes keys, TTL, etc.

opcode: Message opcode.

length: Message length (exclude the message opcode).

data: Parameters of the Access Payload (exclude the message opcode) to be sent.
msg_timeout: Time to get response to the message (in milliseconds).

need_rsp: TRUE if the opcode requires the peer device to reply, FALSE otherwise.
device_role: Role of the device (Node/Provisioner) that sends the message.
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esp_err_t esp_ble_mesh_model_publish (esp_ble_mesh_model_t *model, nint32_t opcode, uint16_t
length, uint8_t *data, esp_ble_mesh_dev_role_t de-

vice_role)
Send a model publication message.

Note Before calling this function, the wuser needs to ensure that the model publica-
tion message (esp_ble_mesh_model_pub_t::msg) contains a valid message to be sent.
And if wusers want to update the publishing message, this API should be called in
ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT with the message updated.

Return ESP_OK on success or error code otherwise.

Parameters
e [in] model: Mesh (client) Model publishing the message.
* [in] opcode: Message opcode.
e [in] length: Message length (exclude the message opcode).
* [in] data: Parameters of the Access Payload (exclude the message opcode) to be sent.
[

in] device_role: Role of the device (node/provisioner) publishing the message of the type
esp_ble_mesh_dev_role_t.

esp_err_t esp_ble_mesh_server_model_update_state (esp_ble_mesh_model_t *model,
esp_ble_mesh_server_state_type_t type,
esp_ble_mesh_server_state_value_t

*value)
Update a server model state value. If the model publication state is set properly (e.g. publish address is set to

a valid address), it will publish corresponding status message.
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Note Currently this API is used to update bound state value, not for all server model states.
Return ESP_OK on success or error code otherwise.
Parameters

* [in] model: Server model which is going to update the state.

e [in] type: Server model state type.

e [in] wvalue: Server model state value.

esp_err_t esp_ble_mesh_node_local_reset (void)
Reset the provisioning procedure of the local BLE Mesh node.

Note All provisioning information in this node will be deleted and the node needs to be reprovisioned. The API
function esp_ble_mesh_node_prov_enable() needs to be called to start a new provisioning procedure.
Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_node_name (uintl6_t index, const char *name)
This function is called to set the node (provisioned device) name.

Note index is obtained from the parameters of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] index: Index of the node in the node queue.

¢ [in] name: Name (end by ‘\0’ ) to be set for the node.

const char *esp_ble_mesh_provisioner_get_node_name (uintl6_t index)
This function is called to get the node (provisioned device) name.

Note index is obtained from the parameters of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.
Return Node name on success, or NULL on failure.
Parameters

* [in] index: Index of the node in the node queue.

uintl6_t esp_ble_mesh_provisioner_get_node_index (const char *name)
This function is called to get the node (provisioned device) index.

Return Node index on success, or an invalid value (OxXFFFF) on failure.
Parameters
* [in] name: Name of the node (end by ‘\0’ ).

esp_err_t esp_ble_mesh_provisioner_store_node_comp_data (uintl6_t unicast_addr,
uint®_t  *data, uintl6_t
length)

This function is called to store the Composition Data of the node.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] unicast_addr: Element address of the node
* [in] data: Pointer of Composition Data
* [in] length: Length of Composition Data

esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_uuid (const uint8_t

uuid[16])
This function is called to get the provisioned node information with the node device uuid.

Return Pointer of the node info struct or NULL on failure.
Parameters
e [in] uuid: Device UUID of the node

esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_addr (uintl6_t uni-

cast_addr)
This function is called to get the provisioned node information with the node unicast address.

Return Pointer of the node info struct or NULL on failure.
Parameters
e [in] unicast_addr: Unicast address of the node
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esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_name (const char
*name)
This function is called to get the provisioned node information with the node name.

Return Pointer of the node info struct or NULL on failure.
Parameters

e [in] name: Name of the node (end by ‘\0’ ).

uint16_t esp_ble_mesh_provisioner_get_prov_node_count (void)
This function is called by Provisioner to get provisioned node count.

Return Number of the provisioned nodes.

const esp_ble_mesh_node_t **esp_ble_mesh_provisioner_get_node_table_entry (void)
This function is called by Provisioner to get the entry of the node table.

Note After invoking the function to get the entry of nodes, users can use the “for” loop com-
bined with the macro CONFIG_BLE_MESH_MAX_PROV_NODES to get each node’ s in-
formation. Before trying to read the node’ s information, users need to check if the
node exists, ie. if the *(esp_ble_mesh_node_t **node) is NULL. For example: “ const
esp_ble_mesh_node_t **entry = esp_ble_mesh_provisioner_get _node_table_entry(); for (inti=0; i <
CONFIG_BLE_MESH_MAX PROV_NODES; i++) { const esp_ble_mesh_node_t *node = entry[i];
if (node) { - - )}

Return Pointer to the start of the node table.

esp_err_t esp_ble_mesh_provisioner_delete_node_with_uuid (const uint8_t uuid[16])
This function is called to delete the provisioned node information with the node device uuid.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] wuuid: Device UUID of the node

esp_err_t esp_ble_mesh_provisioner_delete_node_with_addr (uintl6_t unicast_addr)
This function is called to delete the provisioned node information with the node unicast address.

Return ESP_OK on success or error code otherwise.
Parameters

e [in] unicast_addr: Unicast address of the node

esp_err_t esp_ble_mesh_provisioner_add_local_app_key (const uint§_t app_key[16],
uintl6_t  net_idx, uintl6_t

app_idx)
This function is called to add a local AppKey for Provisioner.

Note app_key: If set to NULL, app_key will be generated internally. net_idx: Should be an existing one.
app_idx: If it is going to be generated internally, it should be set to OxFFFF, and the new app_idx will
be reported via an event.

Return ESP_OK on success or error code otherwise.

Parameters

* [in] app_key: The app key to be set for the local BLE Mesh stack.
e [in] net_idx: The network key index.
e [in] app_idx: The app key index.

esp_err_t esp_ble_mesh_provisioner_update_local_app_key (const uint8_tapp_key[16],
uintl6_t net_idx, uintl6_t

app_idx)
This function is used to update a local AppKey for Provisioner.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] app_key: Value of the AppKey.
* [in] net_idx: Corresponding NetKey Index.
* [in] app_idx: The AppKey Index
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const uint8_t *esp_ble_mesh_provisioner_get_local_app_key (uintl6_t net_idx, uintl6_t

app_idx)
This function is called by Provisioner to get the local app key value.

Return App key on success, or NULL on failure.
Parameters

* [in] net_idx: Network key index.

* [in] app_idx: Application key index.

esp_err_t esp_ble_mesh_provisioner_bind_app_key_ to_local_model (uintl6_t el-
ement_addr,
uintl6_t app_idx,
uintl6_t
model_id,
uintl6_t com-

pany_id)
This function is called by Provisioner to bind own model with proper app key.

Note company_id: If going to bind app_key with local vendor model, company_id should be set to OxFFFF.
Return ESP_OK on success or error code otherwise.

Parameters
e [in] element_addr: Provisioner local element address
e [in] app_idx: Provisioner local appkey index
e [in] model_id: Provisioner local model id
* [in] company_id: Provisioner local company id

esp_err_t esp_ble_mesh_provisioner_add_local_net_key (const uint8_t net_key[16],

uintl6_t net_idx)
This function is called by Provisioner to add local network key.

Note net_key: If set to NULL, net_key will be generated internally. net_idx: If it is going to be generated
internally, it should be set to OxFFFF, and the new net_idx will be reported via an event.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] net_key: The network key to be added to the Provisioner local BLE Mesh stack.
e [in] net_idx: The network key index.

esp_err_t esp_ble_mesh_provisioner_update_local_net_key (const uint8_t net_key[16],
uintl16_t net_idx)
This function is called by Provisioner to update a local network key.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] net_key: Value of the NetKey.
e [in] net_idx: The NetKey Index.

const uint8_t *esp_ble_mesh_provisioner_get_local_net_key (uintl6_t net_idx)
This function is called by Provisioner to get the local network key value.

Return Network key on success, or NULL on failure.
Parameters
* [in] net_idx: Network key index.

esp_err_t esp_ble_mesh_provisioner_recv_heartbeat (bool enable)
This function is called by Provisioner to enable or disable receiving heartbeat messages.

Note If enabling receiving heartbeat message successfully, the filter will be an empty rejectlist by default,
which means all heartbeat messages received by the Provisioner will be reported to the application layer.
Return ESP_OK on success or error code otherwise.
Parameters
* [in] enable: Enable or disable receiving heartbeat messages.

esp_err_t esp_ble_mesh_provisioner_set_heartbeat_filter_type (uint8_t rype)
This function is called by Provisioner to set the heartbeat filter type.
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Note 1. If the filter type is not the same with the current value, then all the filter entries will be cleaned.

1. If the previous type is rejectlist, and changed to acceptlist, then the filter will be an empty acceptlist,
which means no heartbeat messages will be reported. Users need to add SRC or DST into the filter
entry, then heartbeat messages from the SRC or to the DST will be reported.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] type: Heartbeat filter type (acceptlist or rejectlist).

esp_err_t esp_ble_mesh_provisioner_set_heartbeat_filter_info (uint8_t op,
esp_ble_mesh_heartbeat_filter_info_t
*info)

This function is called by Provisioner to add or remove a heartbeat filter entry.

1. If the operation is “REMOVE” ,the “hb_src” can be set to the SRC (can only be a unicast address)
of heartbeat messages, and the “hb_dst” can be set to the DST (unicast address or group address), at
least one of them needs to be set.

* The filter entry with the same SRC or DST will be removed.

Note 1. If the operationis “ADD” , the “hb_src” can be set to the SRC (can only be a unicast address) of
heartbeat messages, and the “hb_dst” can be set to the DST (unicast address or group address), at least
one of them needs to be set.

* If only one of them is set, the filter entry will only use the configured SRC or DST to filter heartbeat
messages.

« If both of them are set, the SRC and DST will both be used to decide if a heartbeat message will be
handled.

 If SRC or DST already exists in some filter entry, then the corresponding entry will be cleaned firstly,
then a new entry will be allocated to store the information.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] op: Add or REMOVE
e [in] info: Heartbeat filter entry information, including: hb_src - Heartbeat source address;
hb_dst - Heartbeat destination address;

esp_err_t esp_ble_mesh_provisioner_direct_erase_settings (void)
This function is called by Provisioner to directly erase the mesh information from nvs namespace.

Note This function can be invoked when the mesh stack is not initialized or has been de-initialized.
Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_open_settings_with_index (uint8_t index)
This function is called by Provisioner to open a nvs namespace for storing mesh information.

Note Before open another nvs namespace, the previously opened nvs namespace must be closed firstly.
Return ESP_OK on success or error code otherwise.
Parameters

* [in] index: Settings index.

esp_err_t esp_ble_mesh_provisioner_open_settings_with_uid (const char *uid)
This function is called by Provisioner to open a nvs namespace for storing mesh information.

Note Before open another nvs namespace, the previously opened nvs namespace must be closed firstly.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] wuid: Settings user id.

esp_err_t esp_ble_mesh_provisioner_close_settings_with_index (uint8_t index, bool

erase)
This function is called by Provisioner to close a nvs namespace which is opened previously for storing mesh

information.

Note 1. Before closing the nvs namespace, it must be open.
1. When the function is invoked, the Provisioner functionality will be disabled firstly, and: a) If the
“erase” flag is set to false, the mesh information will be cleaned (e.g. removing NetKey, AppKey,
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nodes, etc) from the mesh stack. b) If the “erase” flag is set to true, the mesh information stored
in the nvs namespace will also be erased besides been cleaned from the mesh stack.
2. If Provisioner tries to work properly again, we can invoke the open function to open a new nvs
namespace or a previously added one, and restore the mesh information from it if not erased.
3. The working process shall be as following: a) Open settings A b) Start to provision and control nodes
¢) Close settings A d) Open settings B e) Start to provision and control other nodes f) Close settings
Bg)
Return ESP_OK on success or error code otherwise.
Parameters
e [in] index: Settings index.
* [in] erase: Indicate if erasing mesh information.

esp_err_t esp_ble_mesh_provisioner_close_settings_with_uid (const char *uid, bool

erase)
This function is called by Provisioner to close a nvs namespace which is opened previously for storing mesh

information.

Note 1. Before closing the nvs namespace, it must be open.

1. When the function is invoked, the Provisioner functionality will be disabled firstly, and: a) If the
“erase” flag is set to false, the mesh information will be cleaned (e.g. removing NetKey, AppKey,
nodes, etc) from the mesh stack. b) If the “erase” flag is set to true, the mesh information stored
in the nvs namespace will also be erased besides been cleaned from the mesh stack.

2. If Provisioner tries to work properly again, we can invoke the open function to open a new nvs
namespace or a previously added one, and restore the mesh information from it if not erased.

3. The working process shall be as following: a) Open settings A b) Start to provision and control nodes
¢) Close settings A d) Open settings B e) Start to provision and control other nodes f) Close settings
Bg)

Return ESP_OK on success or error code otherwise.
Parameters

e [in] wuid: Settings user id.

e [in] erase: Indicate if erasing mesh information.

esp_err_t esp_ble_mesh_provisioner_delete_settings_with_index (uint8_t index)
This function is called by Provisioner to erase the mesh information and settings user id from a nvs namespace.

Note When this function is called, the nvs namespace must not be open. This function is used to erase the
mesh information and settings user id which are not used currently.
Return ESP_OK on success or error code otherwise.
Parameters
* [in] index: Settings index.

esp_err_t esp_ble_mesh_provisioner_delete_settings_with_uid (const char *uid)
This function is called by Provisioner to erase the mesh information and settings user id from a nvs namespace.

Note When this function is called, the nvs namespace must not be open. This function is used to erase the
mesh information and settings user id which are not used currently.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] wuid: Settings user id.

const char *esp_ble_mesh_provisioner_get_settings_uid (uint8_t index)
This function is called by Provisioner to get settings user id.

Return Setting user id on success or NULL on failure.
Parameters
e [in] index: Settings index.

uint§_t esp_ble_mesh_provisioner_get_settings_index (const char *uid)
This function is called by Provisioner to get settings index.

Return Settings index.
Parameters
e [in] wuid: Settings user id.
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uint§_t esp_ble_mesh_provisioner_get_free_settings_count (void)
This function is called by Provisioner to get the number of free settings user id.

Return Number of free settings user id.

const uint8_t *esp_ble_mesh_get_fast_prov_app_key (uintl6_t net_idx, uint16_t app_idx)
This function is called to get fast provisioning application key.

Return Application key on success, or NULL on failure.
Parameters

* [in] net_idx: Network key index.

e [in] app_idx: Application key index.

Type Definitions
typedef void (*esp_ble_mesh_model_cb_t) (esp_ble_mesh_model_cb_event_t event,
esp_ble_mesh_model_cb_param_t *param)
: event, event code of user-defined model events; param, parameters of user-defined model events

ESP-BLE-MESH Node/Provisioner Provisioning

Header File

* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_provisioning_api.h

Functions
esp_err_t esp_ble_mesh_register_ prov_callback (esp_ble_mesh_prov_cb_t callback)
Register BLE Mesh provisioning callback.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] callback: Pointer to the callback function.
bool esp_ble_mesh_node_is_provisioned (void)
Check if a device has been provisioned.

Return TRUE if the device is provisioned, FALSE if the device is unprovisioned.

esp_err_t esp_ble_mesh_node_prov_enable (esp_ble_mesh_prov_bearer_t bearers)
Enable specific provisioning bearers to get the device ready for provisioning.

Note PB-ADV: send unprovisioned device beacon. PB-GATT: send connectable advertising packets.
Return ESP_OK on success or error code otherwise.
Parameters

* bearers: Bit-wise OR of provisioning bearers.

esp_err_t esp_ble_mesh_node_prov_disable (esp_ble_mesh_prov_bearer_t bearers)
Disable specific provisioning bearers to make a device inaccessible for provisioning.

Return ESP_OK on success or error code otherwise.
Parameters
* bearers: Bit-wise OR of provisioning bearers.

esp_err_t esp_ble_mesh_node_set_oob_pub_key (uint8_t pub_key_ x[32], uint8_t pub_key_y[32],
uint8_t private_key[32])
Unprovisioned device set own oob public key & private key pair.

Note In order to avoid suffering brute-forcing attack (CVE-2020-26559). The Bluetooth SIG recommends
that potentially vulnerable mesh provisioners use an out-of-band mechanism to exchange the public keys.
So as an unprovisioned device, it should use this function to input the Public Key exchanged through the
out-of-band mechanism.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] pub_key_x: Unprovisioned device’ s Public Key X
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* [in] pub_key_y: Unprovisioned device’ s Public Key Y
e [in] private_key: Unprovisioned device’ s Private Key

esp_err_t esp_ble_mesh_node_input_number (uint32_t number)
Provide provisioning input OOB number.

Note This is intended to be called if the user has received ESP_ BLE_ MESH_NODE_PROV_INPUT _EVT
with ESP_BLE_MESH_ENTER_NUMBER as the action.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] number: Number input by device.

esp_err_t esp_ble_mesh_node_input_string (const char *string)
Provide provisioning input OOB string.

Note This is intended to be called if the user has received ESP_BLE_MESH_NODE_PROV_INPUT_EVT
with ESP_BLE_MESH_ENTER_STRING as the action.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] string: String input by device.

esp_err_t esp_ble_mesh_set_unprovisioned_device_name (const char *name)
Using this function, an unprovisioned device can set its own device name, which will be broadcasted in its
advertising data.

Note This API applicable to PB-GATT mode only by setting the name to the scan response data, it doesn’ t
apply to PB-ADV mode.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] name: Unprovisioned device name

esp_err_t esp_ble_mesh_provisioner_read_oob_pub_key (uint8_t link_idx, uint8_t
pub_key_x[32], uint8_t

pub_key_y[32])
Provisioner inputs unprovisioned device’ s oob public key.

Note In order to avoid suffering brute-forcing attack (CVE-2020-26559). The Bluetooth SIG recommends
that potentially vulnerable mesh provisioners use an out-of-band mechanism to exchange the public keys.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] link_idx: The provisioning link index
e [in] pub_key_x: Unprovisioned device’ s Public Key X
¢ [in] pub_key_y: Unprovisioned device’ s Public Key Y

esp_err_t esp_ble_mesh_provisioner_input_string (const char *string, uint8_t link_idx)
Provide provisioning input OOB string.

This is intended to be called after the esp_ble_mesh_prov_t prov_input_num callback has been called with
ESP_BLE_MESH_ENTER_STRING as the action.

Return ESP_OK on success or error code otherwise.
Parameters

* [in] string: String input by Provisioner.

e [in] link_idx: The provisioning link index.

esp_err_t esp_ble_mesh_provisioner_input_number (uint32_t number, uint8_t link_idx)
Provide provisioning input OOB number.

This is intended to be called after the esp_ble_mesh_prov_t prov_input_num callback has been called with
ESP_BLE_MESH_ENTER_NUMBER as the action.

Return ESP_OK on success or error code otherwise.
Parameters
¢ [in] number: Number input by Provisioner.
e [in] link_idx: The provisioning link index.
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esp_err_t esp_ble_mesh_provisioner_prov_enable (esp_ble_mesh_prov_bearer_t bearers)
Enable one or more provisioning bearers.

Note PB-ADV: Enable BLE scan. PB-GATT: Initialize corresponding BLE Mesh Proxy info.
Return ESP_OK on success or error code otherwise.
Parameters

[in] bearers: Bit-wise OR of provisioning bearers.

esp_err_t esp_ble_mesh_provisioner_prov_disable (esp_ble_mesh_prov_bearer_t bearers)
Disable one or more provisioning bearers.

Note PB-ADV: Disable BLE scan. PB-GATT: Break any existing BLE Mesh Provisioning connections.
Return ESP_OK on success or error code otherwise.
Parameters

[in] bearers: Bit-wise OR of provisioning bearers.

esp_err_t esp_ble_mesh_provisioner_add_unprov_dev (esp_ble_mesh_unprov_dev_add_t

*add_dev,
esp_ble_mesh_dev_add_flag_t flags)

Add unprovisioned device info to the unprov_dev queue.

Return ESP_OK on success or error code otherwise.

Note : 1.

1.

Currently address type only supports public address and static random address.
If device UUID and/or device address as well as address type already exist in the device queue, but
the bearer is different from the existing one, add operation will also be successful and it will update
the provision bearer supported by the device.
For example, if the Provisioner wants to add an unprovisioned device info before receiving its un-
provisioned device beacon or Mesh Provisioning advertising packets, the Provisioner can use this
API to add the device info with each one or both of device UUID and device address added. When
the Provisioner gets the device’ s advertising packets, it will start provisioning the device internally.
e In this situation, the Provisioner can set bearers with each one or both of
ESP_BLE_MESH_PROV_ADV and ESP_BLE_MESH_PROV_GATT enabled, and
cannot set flags with ADD_DEV_START_PROV_NOW_FLAG enabled.

. Another example is when the Provisioner receives the unprovisioned device’ s beacon or Mesh

Provisioning advertising packets, the advertising packets will be reported on to the application layer
using the callback registered by the function esp_ble_mesh_register_prov_callback. And in the call-
back, the Provisioner can call this API to start provisioning the device.

* If the Provisioner uses PB-ADV to provision, either one or both of device UUID and device
address can be added, bearers shall be set with ESP_BLE_MESH_PROV_ADYV enabled and
the flags shall be set with ADD_DEV_START_PROV_NOW_FLAG enabled.

o If the Provisioner uses PB-GATT to provision, both the device UUID and device address need
to be added, bearers shall be set with ESP_BLE_MESH_PROV_GATT enabled, and the flags
shall be set with ADD_DEV_START_PROV_NOW_FLAG enabled.

o If the Provisioner just wants to store the unprovisioned device info when receiving its
advertising packets and start to provision it the next time (e.g. after receiving its ad-
vertising packets again), then it can add the device info with either one or both of de-
vice UUID and device address included. Bearers can be set with either one or both of
ESP_BLE_MESH_PROV_ADYV and ESP_BLE_MESH_PROV_GATT enabled (recommend
to enable the bearer which will receive its advertising packets, because if the other bearer is
enabled, the Provisioner is not aware if the device supports the bearer), and flags cannot be set
with ADD_DEV_START_PROV_NOW_FLAG enabled.

* Note: ESP_BLE_MESH_PROV_ADV, ESP_BLE_MESH_PROV_GATT and
ADD_DEV_START_PROV_NOW_FLAG can not be enabled at the same time.

Parameters

[in] add_dewv: Pointer to a struct containing the device information

[in] flags: Flags indicate several operations on the device information
— Remove device information from queue after device has been provisioned (BITO)
— Start provisioning immediately after device is added to queue (BIT1)
— Device can be removed if device queue is full (BIT2)

Espressif Systems 218 Release v4.3.4

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 2. API &%

esp_err_t esp_ble_mesh_provisioner_prov_device_with_addr (const uint8_t wuuid[16],
esp_ble_mesh_bd_addr_t
addr,
esp_ble_mesh_addr_type_t
addr_type,
esp_ble_mesh_prov_bearer_t
bearer, uintl6_t oob_info,

uint16_t unicast_addr)
Provision an unprovisioned device and assign a fixed unicast address for it in advance.

Return Zero on success or (negative) error code otherwise.
Note : 1. Currently address type only supports public address and static random address.

1. Bearer must be equal to ESP_BLE_MESH_PROV_ADYV or ESP_BLE_MESH_PROV_GATT,
since Provisioner will start to provision a device immediately once this function is in-
voked. And the input bearer must be identical with the one within the parameters of the
ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT event.

2. If this function is used by a Provisioner to provision devices, the application should take care of the
assigned unicast address and avoid overlap of the unicast addresses of different nodes.

3. Recommend to use only one of the functions “esp_ble_mesh_provisioner_add_unprov_dev” and
“esp_ble_mesh_provisioner_prov_device_with_addr” by a Provisioner.

Parameters

uuid: Device UUID of the unprovisioned device

addr: Device address of the unprovisioned device
addr_type: Device address type of the unprovisioned device
bearer: Provisioning bearer going to be used by Provisioner
oob_info: OOB info of the unprovisioned device

[1
[i
e [i
[1i
[1
[i unicast_addr: Unicast address going to be allocated for the unprovisioned device

[ U

[o2ge e i e e Bie]

esp_err_t esp_ble_mesh_provisioner_delete_dev (esp_ble_mesh_device_delete_t *del_dev)
Delete device from queue, and reset current provisioning link with the device.

Note If the device is in the queue, remove it from the queue; if the device is being provisioned, terminate the
provisioning procedure. Either one of the device address or device UUID can be used as input.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] del_dev: Pointer to a struct containing the device information.

esp_err_t esp_ble_mesh_provisioner_set_dev_uuid_match (const uint8_t *match_val,
uint®_t match_len, uint8_t

offset, bool prov_after_match)
This function is called by Provisioner to set the part of the device UUID to be compared before starting to

provision.

Return ESP_OK on success or error code otherwise.

Parameters

e [in] match_val: Value to be compared with the part of the device UUID.

e [in] match_len: Length of the compared match value.

e [in] offset: Offset of the device UUID to be compared (based on zero).

e [in] prov_after_match: Flag used to indicate whether provisioner should start to provision
the device immediately if the part of the UUID matches.

esp_err_t esp_ble_mesh_provisioner_set_prov_data_info (esp_ble_mesh_prov_data_info_t
*prov_data_info)
This function is called by Provisioner to set provisioning data information before starting to provision.

Return ESP_OK on success or error code otherwise.
Parameters
* [in] prov_data_info: Pointer to a struct containing net_idx or flags or iv_index.

esp_err_t esp_ble_mesh_provisioner_set_static_oob_value (const uint8_t *value,

uint8_t length)
This function is called by Provisioner to set static oob value used for provisioning.
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AuthValues selected using a cryptographically secure random or pseudorandom number generator and having
the maximum permitted entropy (128-bits) will be most difficult to brute-force. AuthValues with reduced
entropy or generated in a predictable manner will not grant the same level of protection against this vulnerability.
Selecting a new AuthValue with each provisioning attempt can also make it more difficult to launch a brute-
force attack by requiring the attacker to restart the search with each provisioning attempt (CVE-2020-26556).

Note The Bluetooth SIG recommends that mesh implementations enforce a randomly selected AuthValue
using all of the available bits, where permitted by the implementation. A large entropy helps ensure that
a brute-force of the AuthValue, even a static AuthValue, cannot normally be completed in a reasonable
time (CVE-2020-26557).

Return ESP_OK on success or error code otherwise.
Parameters
e [in] wvalue: Pointer to the static oob value.
e [in] length: Length of the static oob value.

esp_err_t esp_ble_mesh_provisioner_set_primary_elem_addr (uintl6_t addr)
This function is called by Provisioner to set own Primary element address.

Note This API must be invoked when BLE Mesh initialization is completed successfully, and can be invoked
before Provisioner functionality is enabled. Once this API is invoked successfully, the prov_unicast_addr
value in the struct esp_ble_mesh_prov_t will be ignored, and Provisioner will use this address as its own
primary element address. And if the unicast address going to assigned for the next unprovisioned de-
vice is smaller than the input address + element number of Provisioner, then the address for the next
unprovisioned device will be recalculated internally.

Return ESP_OK on success or error code otherwise.

Parameters

e [in] addr: Unicast address of the Primary element of Provisioner.

esp_err_t esp_ble_mesh_set_fast_prov_info (esp_ble_mesh_fast_prov_info_t *fast_prov_info)
This function is called to set provisioning data information before starting fast provisioning.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] fast_prov_info: Pointer to a struct containing unicast address range, net_idx, etc.

esp_err_t esp_ble_mesh_set_fast_prov_action (esp_ble_mesh_fast_prov_action_t action)
This function is called to start/suspend/exit fast provisioning.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] action: fast provisioning action (i.e. enter, suspend, exit).

Type Definitions
typedef void (*fesp_ble_mesh_prov_cb_t) (esp_ble_mesh_prov_cb_event_t event,
esp_ble_mesh_prov_cb_param_t *param)
: event, event code of provisioning events; param, parameters of provisioning events
typedef void (*fesp_ble_mesh_prov_adv_cb_t) (const esp_ble_mesh_bd_addr_t addr,
const esp_ble_mesh_addr_type_t addr_type,
const uint8_t adv_type, const
uint8_t  *dev_uuid, uintl6_t  oob_info,
esp_ble_mesh_prov_bearer_t bearer)
Callback for Provisioner that received advertising packets from unprovisioned devices which are not in the
unprovisioned device queue.

Report on the unprovisioned device beacon and mesh provisioning service adv data to application.

Parameters

in] addr: Pointer to the unprovisioned device address.

in] addr_type: Unprovisioned device address type.

in] adv_type: Adv packet type(ADV_IND or ADV_NONCONN_IND).
in] dev_uuid: Unprovisioned device UUID pointer.

in] oob_info: OOB information of the unprovisioned device.
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* [in] bearer: Adv packet received from PB-GATT or PB-ADV bearer.

ESP-BLE-MESH GATT Proxy Server

Header File
* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_proxy_api.h

Functions
esp_err_t esp_ble_mesh_proxy_identity_enable (void)
Enable advertising with Node Identity.

Note This API requires that GATT Proxy support be enabled. Once called, each subnet starts advertising
using Node Identity for the next 60 seconds, and after 60s Network ID will be advertised. Under normal
conditions, the BLE Mesh Proxy Node Identity and Network ID advertising will be enabled automatically
by BLE Mesh stack after the device is provisioned.

Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy_ gatt_enable (void)
Enable BLE Mesh GATT Proxy Service.

Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy gatt_disable (void)
Disconnect the BLE Mesh GATT Proxy connection if there is any, and disable the BLE Mesh GATT Proxy
Service.

Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy_ client_connect (esp_ble_mesh_bd_addr_t addr,
esp_ble_mesh_addr_type_t addr_type, uint16_t
net_idx)

Proxy Client creates a connection with the Proxy Server.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] addr: Device address of the Proxy Server.
e [in] addr_type: Device address type(public or static random).
e [in] net_idx: NetKey Index related with Network ID in the Mesh Proxy advertising packet.

esp_err_t esp_ble_mesh_proxy client_disconnect (uint8_t conn_handle)
Proxy Client terminates a connection with the Proxy Server.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] conn_handle: Proxy connection handle.

esp_err_t esp_ble_mesh_proxy_ client_set_filter_type (uint8_t conn_handle,
uintl6_t net_idx,
esp_ble_mesh_proxy_filter_type_t
filter_type)

Proxy Client sets the filter type of the Proxy Server.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] conn_handle: Proxy connection handle.
* [in] net_idx: Corresponding NetKey Index.
e [in] filter_type: whitelist or blacklist.

esp_err_t esp_ble_mesh_proxy client_add_filter_addr (uint8_t conn_handle, uintl6_t
net_idx, uintl6_t *addr, uint16_t

addr_num)
Proxy Client adds address to the Proxy Server filter list.
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Return ESP_OK on success or error code otherwise.

Parameters
e [in] conn_handle: Proxy connection handle.
e [in] net_idx: Corresponding NetKey Index.
e [in] addr: Pointer to the filter address.
e [in] addr_num: Number of the filter address.

esp_err_t esp_ble_mesh_proxy client_remove_filter_addr (uint8_t conn_handle, uintl16_t
net_idx, uintl6_t  *addr,
uint16_t addr_num)
Proxy Client removes address from the Proxy Server filter list.

Return ESP_OK on success or error code otherwise.

Parameters
e [in] conn_handle: Proxy connection handle.
e [in] net_idx: Corresponding NetKey Index.
e [in] addr: Pointer to the filter address.
e [in] addr_num: Number of the filter address.

ESP-BLE-MESH Models API Reference

This section contains ESP-BLE-MESH Model related APIs, event types, event parameters, etc.
There are six categories of models:

* Configuration Client/Server Models

e Health Client/Server Models

e Generic Client/Server Models

e Sensor Client/Server Models

e Time and Scenes Client/Server Models
* Lighting Client/Server Models

{Ef#: Definitions related to Server Models are being updated, and will be released soon.

Configuration Client/Server Models

Header File
* bt/esp_ble_mesh/api/models/include/esp_ble_mesh_config_model_api.h

Functions
esp_err_t esp_ble_mesh_register_config_client_callback (esp_ble_mesh_cfg_client_cb_t
callback)
Register BLE Mesh Config Client Model callback.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] callback: Pointer to the callback function.
esp_err_t esp_ble_mesh_register_ config_server_callback (esp_ble_mesh_cfg_server_cb_t

callback)
Register BLE Mesh Config Server Model callback.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] callback: Pointer to the callback function.
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esp_err_t esp_ble_mesh_config_client_get_state (esp_ble_mesh_client_common_param_t
*params, esp_ble_mesh_cfg_client_get_state_t

%k
get_state)
Get the value of Config Server Model states using the Config Client Model get messages.

Note If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_opcode_config_client_get_t in esp_ble_mesh_defs.h
Return ESP_OK on success or error code otherwise.
Parameters
e [in] params: Pointer to BLE Mesh common client parameters.
e [in] get_state: Pointer to a union, each kind of opcode corresponds to one structure inside.
Shall not be set to NULL.

esp_err_t esp_ble_mesh_config_client_set_state (esp_ble_mesh_client_common_param_t
*params, esp_ble_mesh_cfg_client_set_state_t

*set_state)
Set the value of the Configuration Server Model states using the Config Client Model set messages.

Note If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_opcode_config_client_set_t in esp_ble_mesh_defs.h
Return ESP_OK on success or error code otherwise.
Parameters
e [in] params: Pointer to BLE Mesh common client parameters.
e [in] set_state: Pointer to a union, each kind of opcode corresponds to one structure inside.
Shall not be set to NULL.

Unions

union esp_ble_mesh_cfg client_get_state_t
#include  <esp_ble_mesh_config_model_api.h> For ESP_BLE_MESH_MODEL_OP_BEACON_GET
ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_GET
ESP_BLE_MESH_MODEL_OP_GATT_PROXY_GET ESP_BLE_MESH_MODEL_OP_RELAY_GET
ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET ESP_BLE_MESH_MODEL_OP_FRIEND_GET
ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_GETESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_GET
the get_state parameter in the esp_ble_mesh_config_client_get_state function should not be set to NULL.

Public Members
esp_ble_mesh_cfg_model_pub_get t model_pub_get
For ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET.

esp_ble_mesh_cfg_composition_data_get t comp_data_get
For ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET.

esp_ble_mesh_cfg_sig_model_sub_get_t sig_model_sub_get
For ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_GET

esp_ble_mesh_cfg_vnd_model_sub_get t vid_model_sub_get
For ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_GET

esp_ble_mesh_cfg_app_key_get t app_key_get
For ESP_BLE_MESH_MODEL_OP_APP_KEY_GET.

esp_ble_mesh_cfg_node_identity_get t node_identity_get
For ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_GET.

esp_ble_mesh_cfg_sig_model_app_get t sig_model_app_get
For ESP_BLE_MESH_MODEL_OP_SIG_MODEL_APP_GET

esp_ble_mesh_cfg_vnd_model_app_get_t vid_model_app_get
For ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_GET

esp_ble_mesh_cfg_kr_phase_get_t kr_phase_get
For ESP_BLE_MESH_MODEL_OP_KEY_REFRESH_PHASE_GET
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esp_ble_mesh_cfg_Ipn_polltimeout_get_t 1lpn_pollto_get

For ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT_GET

union esp_ble_mesh_cfg client_set_state_t

#include  <esp_ble_mesh_config_model_api.h> For ESP_BLE_MESH_MODEL_OP_BEACON_SET
ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_SETESP_BLE_MESH_MODEL_OP_GATT_PROXY_SET
ESP_BLE_MESH_MODEL_OP_RELAY_SET ESP_BLE_MESH_MODEL_OP_MODEL_PUB_SET
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETEESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_AI
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUA!
ESP_BLE_MESH_MODEL_OP_NET_KEY_ADD ESP_BLE_MESH_MODEL_OP_APP_KEY_ADD
ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND ESP_BLE_MESH_MODEL_OP_NODE_RESET
ESP_BLE_MESH_MODEL_OP_FRIEND_SET ESP_BLE_MESH_MODEL_OP_HEARTBEAT_PUB_SET
ESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_SET  the  set_state  parameter in the
esp_ble_mesh_config_client_set_state function should not be set to NULL.

Public Members
esp_ble_mesh_cfg_beacon_set_t beacon_set
For ESP_BLE_MESH_MODEL_OP_BEACON_SET

esp_ble_mesh_cfg_default_ttl_set_t default_ttl_set
For ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_SET

esp_ble_mesh_cfg_friend_set t friend_set
For ESP_BLE_MESH_MODEL_OP_FRIEND_SET

esp_ble_mesh_cfg_gatt_proxy_set_t gatt_proxy_set
For ESP_BLE_MESH_MODEL_OP_GATT_PROXY_SET

esp_ble_mesh_cfg_relay_set t relay_set
For ESP_BLE _MESH_MODEL_OP_RELAY_SET

esp_ble_mesh_cfg_net_key_add_t net_key_add
For ESP_BLE_MESH_MODEL_OP_NET_KEY_ADD

esp_ble_mesh_cfg_app_key_add_t app_key_add
For ESP_BLE_MESH_MODEL_OP_APP_KEY_ADD

esp_ble_mesh_cfg_model_app_bind_t model_app_bind
For ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND

esp_ble_mesh_cfg_model_pub_set_t model_pub_set
For ESP_BLE MESH_MODEL_OP_MODEL _PUB_SET

esp_ble_mesh_cfg_model_sub_add_t model_sub_add
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD

esp_ble_mesh_cfg_model_sub_delete_t model_sub_delete
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE

esp_ble_mesh_cfg_model_sub_overwrite_t model_sub_overwrite
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE

esp_ble_mesh_cfg_model_sub_va_add_t model_sub_va_add
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_ADD

esp_ble_mesh_cfg_model_sub_va_delete_t model_sub_va_delete
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_DELETE

esp_ble_mesh_cfg_model_sub_va_overwrite_t model_sub_va_overwrite
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_OVERWRITE

esp_ble_mesh_cfg_heartbeat_pub_set_t heartbeat_pub_set
For ESP_BLE_MESH_MODEL_OP_HEARTBEAT_PUB_SET
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esp_ble_mesh_cfg_heartbeat_sub_set_t heartbeat_sub_set
For ESP_BLE _MESH_MODEL_OP_HEARTBEAT SUB_SET

esp_ble_mesh_cfg_model_pub_va_set_t model_pub_va_set
For ESP_BLE_MESH_MODEL_OP_MODEL_PUB_VIRTUAL_ADDR_SET

esp_ble_mesh_cfg_model_sub_delete_all_t model_sub_delete_all
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE_ALL

esp_ble_mesh_cfg_net_key_update_t net_key_update
For ESP_BLE_MESH_MODEL_OP_NET_KEY_UPDATE

esp_ble_mesh_cfg_net_key_delete_t net _key_delete
For ESP_BLE_MESH_MODEL_OP_NET_KEY_DELETE

esp_ble_mesh_cfg_app_key_update_t app_key_update
For ESP_BLE_MESH_MODEL_OP_APP_KEY_UPDATE

esp_ble_mesh_cfg_app_key_delete_t app_key_delete
For ESP_BLE_MESH_MODEL_OP_APP_KEY_DELETE

esp_ble_mesh_cfg_node_identity_set_t node_identity_set
For ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_SET

esp_ble_mesh_cfg_model_app_unbind_t model_app_unbind
For ESP_BLE_MESH_MODEL_OP_MODEL_APP_UNBIND

esp_ble_mesh_cfg_kr_phase_set_t kr_phase_set
For ESP_BLE_MESH_MODEL_OP_KEY_REFRESH_PHASE_SET

esp_ble_mesh_cfg_net_transmit_set_t net_transmit_set
For ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_SET

union esp_ble_mesh_cfg_client_common_cb_param_t

#include <esp_ble_mesh_config_model_api.h> Configuration Client Model received message union.

Public Members

esp_ble_mesh_cfg_beacon_status_cb_t beacon_status
The beacon status value

esp_ble_mesh_cfg_comp_data_status_cb_t comp_data_status
The composition data status value

esp_ble_mesh_cfg_default_ttl_status_cb_t default_ttl_status
The default_tt] status value

esp_ble_mesh_cfg_gatt_proxy_status_cb_t gatt_proxy_status
The gatt_proxy status value

esp_ble_mesh_cfg_relay_status_cb_t relay_status
The relay status value

esp_ble_mesh_cfg_model_pub_status_cb_t model_pub_status
The model publication status value

esp_ble_mesh_cfg_model_sub_status_cb_t model_sub_status
The model subscription status value

esp_ble_mesh_cfg_net_key_status_cb_t netkey_status
The netkey status value

esp_ble_mesh_cfg_app_key_status_cb_t appkey_status
The appkey status value

esp_ble_mesh_cfg_mod_app_status_cb_t model_app_status
The model app status value
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esp_ble_mesh_cfg_friend_status_cb_t friend_status
The friend status value

esp_ble_mesh_cfg_hb_pub_status_cb_t heartbeat_pub_status
The heartbeat publication status value

esp_ble_mesh_cfg_hb_sub_status_cb_t heartbeat_sub_status
The heartbeat subscription status value

esp_ble_mesh_cfg_net_trans_status_cb_t net_transmit_status
The network transmit status value

esp_ble_mesh_cfg_model_sub_list_cb_t model_sub_list
The model subscription list value

esp_ble_mesh_cfg_net_key_list_ cb_t netkey_list
The network key index list value

esp_ble_mesh_cfg_app_key_list_cb_t appkey_list
The application key index list value

esp_ble_mesh_cfg_node_id_status_cb_t node_identity_status
The node identity status value

esp_ble_mesh_cfg_model_app_list_cb_t model_app_list
The model application key index list value

esp_ble_mesh_cfg_kr_phase_status_cb_t kr_phase_status
The key refresh phase status value

esp_ble_mesh_cfg_Ipn_pollto_status_cb_t 1pn_timeout_status
The low power node poll timeout status value

union esp_ble_mesh_cfg_server_state_change_t
#include <esp_ble_mesh_config_model_api.h> Configuration Server model state change value union.

Public Members
esp_ble_mesh_state_change_cfg_mod_pub_set_t mod_pub_set
The recv_op in ctx can be used to decide which state is changed.Config Model Publication Set

esp_ble_mesh_state_change_cfg_model_sub_add_t mod_sub_add
Config Model Subscription Add

esp_ble_mesh_state_change_cfg_model_sub_delete_t mod_sub_delete
Config Model Subscription Delete

esp_ble_mesh_state_change_cfg_netkey_add_t netkey_add

Config NetKey Add
esp_ble_mesh_state_change_cfg_netkey_update_t netkey_update
Config NetKey Update
esp_ble_mesh_state_change_cfg_netkey_delete_t netkey_delete
Config NetKey Delete
esp_ble_mesh_state_change_cfg_appkey_add_t appkey_add
Config AppKey Add
esp_ble_mesh_state_change_cfg_appkey_update_t appkey_update
Config AppKey Update
esp_ble_mesh_state_change_cfg_appkey_delete_t appkey_delete
Config AppKey Delete
esp_ble_mesh_state_change_cfg_model_app_bind_t mod_app_bind
Config Model App Bind
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esp_ble_mesh_state_change_cfg_model_app_unbind_t mod_app_unbind
Config Model App Unbind

esp_ble_mesh_state_change_cfg_kr_phase_set t kr_phase_set
Config Key Refresh Phase Set

union esp_ble_mesh_cfg server_cb_value_t
#include <esp_ble_mesh_config_model_api.h> Configuration Server model callback value union.

Public Members

esp_ble_mesh_cfg_server_state_change_t state_change
ESP_BLE_MESH_CFG_SERVER_STATE_CHANGE_EVT

Structures
struct esp_ble_mesh_cfg_srv
Configuration Server Model context

Public Members

esp_ble_mesh_model_t *model
Pointer to Configuration Server Model

uint8_t net_transmit
Network Transmit state

uint8_t relay
Relay Mode state

uint§_t relay_retransmit
Relay Retransmit state

uint8_t beacon
Secure Network Beacon state

uint_t gatt_proxy
GATT Proxy state

uint8_t friend_state
Friend state

uint§_t default_ttl
Default TTL

struct k_delayed_work timer
Heartbeat Publication timer

uintl6_t dst
Destination address for Heartbeat messages

uintl6_t count
Number of Heartbeat messages to be sent

Number of Heartbeat messages received

uint8_t period
Period for sending Heartbeat messages

uint® tttl
TTL to be used when sending Heartbeat messages

uintl6_t feature
Bit field indicating features that trigger Heartbeat messages when changed
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uintl6_t net_idx
NetKey Index used by Heartbeat Publication

struct esp_ble_mesh_cfg_srv::[anonymous] heartbeat_pub
Heartbeat Publication

int64_t expiry
Timestamp when Heartbeat subscription period is expired

uintl6_t src
Source address for Heartbeat messages

uint8_t min_hops
Minimum hops when receiving Heartbeat messages

uint§_t max_hops
Maximum hops when receiving Heartbeat messages

esp_ble_mesh_cb_t heartbeat_recv_cb
Optional heartbeat subscription tracking function

struct esp_ble_mesh_cfg_srv::[anonymous] heartbeat_sub
Heartbeat Subscription
struct esp_ble_mesh_cfg_composition_data_get_t
Parameters of Config Composition Data Get.

Public Members
uint8_t page
Page number of the Composition Data.

struct esp_ble_mesh_cfg _model_pub_get_t
Parameters of Config Model Publication Get.

Public Members

uint16_t element_addr
The element address

uintl6_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_sig model_sub_get_t
Parameters of Config SIG Model Subscription Get.

Public Members

uint16_t element_addr
The element address

uint16_t model_id
The model id

struct esp_ble_mesh_cfg_vnd _model_sub_get_t
Parameters of Config Vendor Model Subscription Get.
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Public Members
uint16_t element_addr
The element address

uintl6_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_app_key_get_t
Parameters of Config AppKey Get.

Public Members
uintl6_t net_idx
The network key index

struct esp_ble_mesh_cfg_node_identity_get_t
Parameters of Config Node Identity Get.

Public Members
uintl6_t net_idx
The network key index

struct esp_ble_mesh_cfg_sig model_app_get_t
Parameters of Config SIG Model App Get.

Public Members

uintl6_t element_addr
The element address

uint16_t model_id
The model id

struct esp_ble_mesh_cfg_vnd _model_app_get_t
Parameters of Config Vendor Model App Get.

Public Members

uint16_t element_addr
The element address

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_kr_ phase_get_t
Parameters of Config Key Refresh Phase Get.
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Public Members
uintl6_t net_idx
The network key index

struct esp_ble_mesh_cfg_lpn_polltimeout_get_t
Parameters of Config Low Power Node PollTimeout Get.

Public Members
uintl6_t 1pn_addr
The unicast address of the Low Power node

struct esp_ble_mesh_cfg_beacon_set_t
Parameters of Config Beacon Set.

Public Members
uint8_t beacon
New Secure Network Beacon state

struct esp_ble_mesh_cfg_default_ttl_set_t
Parameters of Config Default TTL Set.

Public Members
uint®_tttl
The default TTL state value

struct esp_ble_mesh_cfg_ friend_set_t
Parameters of Config Friend Set.

Public Members
uint§_t friend_state
The friend state value

struct esp_ble_mesh_cfg_gatt_proxy_set_t
Parameters of Config GATT Proxy Set.

Public Members
uint8_t gatt_proxy
The GATT Proxy state value

struct esp_ble_mesh_cfg_relay_set_t
Parameters of Config Relay Set.

Public Members
uint8_t relay
The relay value

uint§_t relay_retransmit
The relay retransmit value

struct esp_ble_mesh_cfg_net_key_add_t
Parameters of Config NetKey Add.
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Public Members
uintl6_t net_idx
The network key index

uint8_t net_key[16]
The network key value

struct esp_ble_mesh_cfg_app_key_add_t
Parameters of Config AppKey Add.

Public Members
uintl6_t net_idx
The network key index

uintl6_t app_idx
The app key index

uint8_t app_key[16]
The app key value

struct esp_ble_mesh_cfg_model_app_bind_t
Parameters of Config Model App Bind.

Public Members

uintl6_t element_addr
The element address

uint16_t model_app_idx
Index of the app key to bind with the model

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_pub_set_t
Parameters of Config Model Publication Set.

Public Members

uint16_t element_addr
The element address

uintl6_t publish_addr
Value of the publish address

uintl6_t publish_app_idx
Index of the application key

bool cred_flag
Value of the Friendship Credential Flag

uint§_t publish_ttl
Default TTL value for the publishing messages

uint8_t publish_period
Period for periodic status publishing
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uint§_t publish_retransmit
Number of retransmissions and number of 50-millisecond steps between retransmissions

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_add_t
Parameters of Config Model Subscription Add.

Public Members

uint16_t element_addr
The element address

uintl6_t sub_addr
The address to be added to the Subscription List

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_delete_t
Parameters of Config Model Subscription Delete.

Public Members

uint16_t element_addr
The element address

uintl6_t sub_addr
The address to be removed from the Subscription List

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg _model_sub_overwrite_t
Parameters of Config Model Subscription Overwrite.

Public Members

uint16_t element_addr
The element address

uintl6_t sub_addr
The address to be added to the Subscription List

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_va_add_t
Parameters of Config Model Subscription Virtual Address Add.
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Public Members

uint16_t element_addr
The element address

uint8_t label_uuid[16]
The Label UUID of the virtual address to be added to the Subscription List

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_va_delete_t
Parameters of Config Model Subscription Virtual Address Delete.

Public Members

uint16_t element_addr
The element address

uint8_t label_uuid[16]
The Label UUID of the virtual address to be removed from the Subscription List

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_va_overwrite_t
Parameters of Config Model Subscription Virtual Address Overwrite.

Public Members

uint16_t element_addr
The element address

uint8_t label_uuid[16]
The Label UUID of the virtual address to be added to the Subscription List

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_pub_va_set_t
Parameters of Config Model Publication Virtual Address Set.

Public Members

uintl6_t element_addr
The element address

uint8_t label_uuid[16]
Value of the Label UUID publish address

uintl6_t publish_app_idx
Index of the application key
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bool cred_flag
Value of the Friendship Credential Flag

uint8_t publish_ttl
Default TTL value for the publishing messages

uint8_t publish_period
Period for periodic status publishing

uint8_t publish_retransmit
Number of retransmissions and number of 50-millisecond steps between retransmissions

uintl6_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_delete_all_t
Parameters of Config Model Subscription Delete All.

Public Members
uintl6_t element_addr
The element address

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_ net_key_update_t
Parameters of Config NetKey Update.

Public Members
uint16_t net_idx
The network key index

uint8_t net_key[16]
The network key value

struct esp_ble_mesh_cfg net_key_delete_t
Parameters of Config NetKey Delete.

Public Members
uintl6_t net_idx
The network key index

struct esp_ble_mesh_cfg_app_key_update_t
Parameters of Config AppKey Update.

Public Members
uintl6_t net_idx
The network key index

uint16_t app_idx
The app key index
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uint8_t app_key[16]
The app key value

struct esp_ble_mesh_cfg_app_key_delete_t
Parameters of Config AppKey Delete.

Public Members
uintl6_t net_idx
The network key index

uintl6_t app_idx
The app key index

struct esp_ble_mesh_cfg _node_identity_set_t
Parameters of Config Node Identity Set.

Public Members
uintl6_t net_idx
The network key index

uint8_t identity
New Node Identity state

struct esp_ble_mesh_cfg_model_app_unbind_t
Parameters of Config Model App Unbind.

Public Members
uint16_t element_addr
The element address

uint16_t model_app_idx
Index of the app key to bind with the model

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_kr_phase_set_t
Parameters of Config Key Refresh Phase Set.

Public Members
uintl6_t net_idx
The network key index

uint§_t transition
New Key Refresh Phase Transition

struct esp_ble_mesh_cfg_net_transmit_set_t
Parameters of Config Network Transmit Set.
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Public Members
uint8_t net_transmit
Network Transmit State

struct esp_ble_mesh_cfg_heartbeat_pub_set_t
Parameters of Config Model Heartbeat Publication Set.

Public Members
uintl6_t dst
Destination address for Heartbeat messages

uint8_t count
Number of Heartbeat messages to be sent

uint8_t period
Period for sending Heartbeat messages

uint8_tttl
TTL to be used when sending Heartbeat messages

uintl6_t feature

Bit field indicating features that trigger Heartbeat messages when changed

uintl6_t net_idx
NetKey Index

struct esp_ble_mesh_cfg_heartbeat_sub_set_t
Parameters of Config Model Heartbeat Subscription Set.

Public Members
uintl6_t srec
Source address for Heartbeat messages

uintl6_t dst
Destination address for Heartbeat messages

uint8_t period
Period for receiving Heartbeat messages

struct esp_ble_mesh_cfg_beacon_status_cb_t
Parameter of Config Beacon Status

Public Members
uint8_t beacon
Secure Network Beacon state value

struct esp_ble_mesh_cfg_comp_data_status_cb_t
Parameters of Config Composition Data Status

Public Members
uint8_t page
Page number of the Composition Data

struct net_buf_simple *composition_data
Pointer to Composition Data for the identified page
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struct esp_ble_mesh_cfg_default_ttl_status_cb_t
Parameter of Config Default TTL Status

Public Members
uint§_t default_ttl
Default TTL state value

struct esp_ble_mesh_cfg_gatt_proxy_ status_cb_t
Parameter of Config GATT Proxy Status

Public Members
uint8_t gatt_proxy
GATT Proxy state value

struct esp_ble_mesh_cfg_relay_status_cb_t
Parameters of Config Relay Status

Public Members

uint8_t relay
Relay state value

uint8_t retransmit
Relay retransmit value(number of retransmissions and number of 10-millisecond steps between retrans-
missions)

struct esp_ble_mesh_cfg_model_pub_status_cb_t
Parameters of Config Model Publication Status

Public Members

uint8_t status
Status Code for the request message

uintl6_t element_addr
Address of the element

uint16_t publish_addr
Value of the publish address

uintl6_t app_idx
Index of the application key

bool cred_flag
Value of the Friendship Credential Flag

uint8_tttl
Default TTL value for the outgoing messages

uint8_t period
Period for periodic status publishing

uint8_t transmit
Number of retransmissions and number of 50-millisecond steps between retransmissions

uint16_t company_id
Company ID

uint16_t model_id
Model ID
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struct esp_ble_mesh_cfg_model_sub_status_cb_t
Parameters of Config Model Subscription Status

Public Members

uint8_t status
Status Code for the request message

uint16_t element_addr
Address of the element

uint16_t sub_addr
Value of the address

uint16_t company_id
Company ID

uintl6_t model_id
Model ID

struct esp_ble_mesh_cfg_net_key_ status_cb_t
Parameters of Config NetKey Status

Public Members
uint8_t status
Status Code for the request message

uintl6_t net_idx
Index of the NetKey

struct esp_ble_mesh_cfg_app_key_ status_cb_t
Parameters of Config AppKey Status

Public Members
uint§_t status
Status Code for the request message

uintl6_t net_idx
Index of the NetKey

uint16_t app_idx
Index of the application key

struct esp_ble_mesh_cfg_mod_app_status_cb_t
Parameters of Config Model App Status

Public Members
uint8_t status
Status Code for the request message

uint16_t element_addr
Address of the element

uintl6_t app_idx
Index of the application key

uint16_t company_id
Company ID

Espressif Systems 238 Release v4.3.4
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 2. API &%

uint16_t model_id
Model ID

struct esp_ble_mesh_cfg_friend_status_cb_t
Parameter of Config Friend Status

Public Members

uint8_t friend_state
Friend state value

struct esp_ble_mesh_cfg_hb_pub_status_cb_t
Parameters of Config Heartbeat Publication Status

Public Members

uint8_t status
Status Code for the request message

uintl6_t dst
Destination address for Heartbeat messages

uint8_t count
Number of Heartbeat messages remaining to be sent

uint8_t period
Period for sending Heartbeat messages

uint®_tttl
TTL to be used when sending Heartbeat messages

uintl6_t features
Features that trigger Heartbeat messages when changed

uintl6_t net_idx
Index of the NetKey

struct esp_ble_mesh_cfg_hb_sub_status_cb_t
Parameters of Config Heartbeat Subscription Status

Public Members

uint8_t status
Status Code for the request message

uintl6_t sre
Source address for Heartbeat messages

uintl6_t dst
Destination address for Heartbeat messages

uint8_t period
Remaining Period for processing Heartbeat messages

uint8_t count
Number of Heartbeat messages received

uint8_tmin_hops
Minimum hops when receiving Heartbeat messages

uint§_t max_hops
Maximum hops when receiving Heartbeat messages
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struct esp_ble_mesh_cfg_net_trans_status_cb_t
Parameters of Config Network Transmit Status

Public Members
uint§_t net_trans_count : 3
Number of transmissions for each Network PDU originating from the node

uint8_t net_trans_step: 5
Maximum hops when receiving Heartbeat messages

struct esp_ble_mesh_cfg_model_sub_list_cb_t
Parameters of Config SIG/Vendor Subscription List

Public Members
uint8_t status
Status Code for the request message

uint16_t element_addr
Address of the element

uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct net_buf_simple *sub_addr
A block of all addresses from the Subscription List

struct esp_ble_mesh_cfg_net_key list_cb_t
Parameter of Config NetKey List

Public Members
struct net_buf_simple *net_idx
A list of NetKey Indexes known to the node

struct esp_ble_mesh_cfg_app_key_list_cb_t
Parameters of Config AppKey List

Public Members

uint®_t status
Status Code for the request message

uintl6_t net_idx
NetKey Index of the NetKey that the AppKeys are bound to

struct net_buf_simple *app_idx
A list of AppKey indexes that are bound to the NetKey identified by NetKeyIndex

struct esp_ble_mesh_cfg_node_id_status_cb_t
Parameters of Config Node Identity Status
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Public Members
uint8_t status
Status Code for the request message

uintl6_t net_idx
Index of the NetKey

uint8_t identity
Node Identity state

struct esp_ble_mesh_cfg_model_app_list_cb_t
Parameters of Config SIG/Vendor Model App List

Public Members
uint8_t status
Status Code for the request message

uint16_t element_addr
Address of the element

uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct net_buf_simple *app_idx
All AppKey indexes bound to the Model

struct esp_ble_mesh_cfg_kr_ phase_status_cb_t
Parameters of Config Key Refresh Phase Status

Public Members
uint8_t status
Status Code for the request message

uintl6_t net_idx
Index of the NetKey

uint8_t phase
Key Refresh Phase state

struct esp_ble_mesh_cfg_lpn_pollto_status_cb_t
Parameters of Config Low Power Node PollTimeout Status

Public Members
uintl6_t 1pn_addr
The unicast address of the Low Power node

int32_t poll_timeout
The current value of the PollTimeout timer of the Low Power node

struct esp_ble_mesh_cfg_client_cb_param_t
Configuration Client Model callback parameters
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Public Members

int error_code
Appropriate error code

esp_ble_mesh_client_common_param_t *params
The client common parameters

esp_ble_mesh_cfg_client_common_cb_param_t status_cb
The config status message callback values

struct esp_ble_mesh_state_change_cfg mod_pub_set_t
Configuration Server model related context.

Public Members
uintl6_t element_addr
Element Address

uint16_t pub_addr
Publish Address

uintl6_t app_idx
AppKey Index

bool cred_flag
Friendship Credential Flag

uint8_t pub_ttl
Publish TTL

uint8_t pub_period
Publish Period

uint§_t pub_retransmit
Publish Retransmit

uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg model_sub_add_t
Parameters of Config Model Subscription Add

Public Members

uintl6_t element_addr
Element Address

uint16_t sub_addr
Subscription Address

uintl6_t company_id
Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg model_sub_delete_t
Parameters of Config Model Subscription Delete
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Public Members
uint16_t element_addr
Element Address

uintl6_t sub_addr
Subscription Address

uint16_t company_id
Company ID

uintl6_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg netkey_add_t
Parameters of Config NetKey Add

Public Members
uint16_t net_idx
NetKey Index

uint8_t net_key[16]
NetKey

struct esp_ble_mesh_state_change_cfg _netkey_update_t
Parameters of Config NetKey Update

Public Members
uintl6_t net_idx
NetKey Index

uint8_t net_key[16]
NetKey

struct esp_ble_mesh_state_change_cfg netkey_delete_t
Parameter of Config NetKey Delete

Public Members
uintl6_t net_idx
NetKey Index

struct esp_ble_mesh_state_change_cfg appkey_add_t
Parameters of Config AppKey Add

Public Members
uintl6_t net_idx
NetKey Index

uintl16_t app_idx
AppKey Index

uint8_t app_key|[16]
AppKey

struct esp_ble_mesh_state_change_cfg appkey_update_t
Parameters of Config AppKey Update
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Public Members
uintl6_t net_idx
NetKey Index

uintl6_t app_idx
AppKey Index

uint8_t app_key[16]
AppKey

struct esp_ble_mesh_state_change_cfg_ appkey_delete_t
Parameters of Config AppKey Delete

Public Members
uintl6_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index

struct esp_ble_mesh_state_change_cfg model_app_bind_t
Parameters of Config Model App Bind

Public Members
uintl6_t element_addr
Element Address

uint16_t app_idx
AppKey Index

uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg model_app_unbind_t
Parameters of Config Model App Unbind

Public Members
uint16_t element_addr
Element Address

uintl6_t app_idx
AppKey Index

uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg kr_phase_set_t
Parameters of Config Key Refresh Phase Set

Espressif Systems 244 Release v4.3.4
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.3.4

Chapter 2. API &%

Public Members

uintl6_t net_idx
NetKey Index

uint8_t kr_phase
New Key Refresh Phase Transition

struct esp_ble_mesh_cfg_server