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Pirrml i GPIO 5 (& flash () SPT 5 4k) L5 | =TT S HERT o
HER AT RBOEZ S

ESP32-S2 USB Port (ESP32-
S2 USB #%11)

ESP32-S2 USB OTG #% 11, s¢f4xik USB L1 ARifE. 3% Ll 4RI A&
B 1, ATBESREE AN A, ol s USB Hisl 5ol i -

Reset Button (Reset £)

SR

Boot Button (Boot £ )

TEFEE . 5 Boot G811 [H] I — T Reset ##gEA “[E{FF 7 5,
W ER R B E

USB-to-UART Port (USB #%
UART $#%11)

Micro-USB B [1, W 1T A BRI DEr B [T, W ReR B 2ty ,
MRS, i AL USB 55 UART BRHEES ESP32-S2 .

RGB LED

n] 54k RGB &% A4, th GPIO18 Tk,

5Vt33VLDO (5V#33
VLDO)

LRSS, BIA SV, fili 3.3V,

FFUGEIF RN

WHLET, 15 ESP32-S2-DevKitC-1 Sg i H .

Espressif Systems

10 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 1. e AL

ESP32-52-50L0 or USB-10-UART i Headere 1
ESP32-S2-50L0-U 3.3V Power On LED Bridge In Hea Efs[ 3]

BB EAEREEEEREEER:

EERSENIEENEEREEDR
P P——

ESP32-52 USB Port
Reset Button

Boot Button
USB-to-UART Port

5V1to 3.3VLDO RGB LED Pin Headers (J1)

K 7: ESP32-S2-DevKitC-1 - 1ETH

B
* ESP32-S2-DevKitC-1

o USB 2.0 $dngk (FriE A 244 Micro-B %)
o B (Windows, Linux 5 macOS)

Frik: WA OEIE M) USB HulRek. WA EUREAC TN T R, ok T8 s Mt .

BifFRe R aEid USB ¢ UART £ N IEHIT AR 5. H R ¢ ESP32-S2 USB 5 1134 82 (1 SCR i A
5. TEREEL Y, BUA USB % UART #11.,

v 1 EIE ESP-IDF MR AT, T8 PEANL S0 IR /N & R A Pk 5 B R IREE, R R 7
Jast % ESP32-S2-DevKitC-1,

ML

TR AW SERE R, B ESP32-S2-DevKitC-1 K AR # i 4% ak 25 85 e 3 HoAth oy X f0 26
EAETT B HI{ https://www.espressif.com/zh-hans/company/contact/buy-a-sample

fEEIT QIR L, ESP32-S2-DevKitC-1 R ARARHAE (L4 .

HE VT B I https://www.espressif.com/zh-hans/contact-us/sales-questions.

BifE5 %
ThtiekEr]  ESP32-S2-DevKitC-1 ) 1 B F MR 7 s R R o
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(—~
R R
Power Supply/
Programming .
{ D+/D- TX/RX
USB-to-UART « o USBUART | = PIO8
Port : Bridge RGB LED
: ESP32-52-SOLO
3.3V o E
i . ESP32-S2.SOLO-U |, | 0 ook w2
ESP32-S2 ..6.
USB Port
i ESP32-52-DevKitC-1 Boot  RST

8: ESP32-S2-DevKitC-1 (&S d5k)

FLDRIEI AT PAR =FhfiE R 07 (AT H— 45 ESP32-S2-DevKitC-1 it -

* USB ¥ UART #% 1 f{t i 5 ESP32-S2 USB 2 M fft i (e ti—akmmb bl ), BOABta 0 (47
* 5V il G (GND) Hi4- it
* 3V3 #il G (GND) HE4HfitH

HEEE FRIV T I AR IUHRE (J1 A I3) R SRR Dhfte, HEEFY 4 R0 K ESP32-S2-DevKitC-1 - i
& Bz, HEEHA 755 ESP32-S2-DevKitC-1 U 4] (PDF) —E(.

J1
A IIEINELS
1 3V3 [ P 3.3V HE
2 3V3 [ P 3.3V R
3 RST |1 CHIP_PU
4 4 I/O/T | RTC_GPIO4, GPIO4, TOUCH4, ADC1_CH3
5 5 I/O/T | RTC_GPIO5, GPIO5, TOUCHS5, ADC1_CH4
6 6 I/O/T | RTC_GPIO6, GPIO6, TOUCH6, ADC1_CH5
7 7 I/O/T | RTC_GPIO7, GPIO7, TOUCH7, ADC1_CH6
8 15 I/O/T | RTC_GPIO15, GPIO15, UORTS, ADC2_CH4, XTAL_32K_P
9 16 I/O/T | RTC_GPIOI16, GPIO16, UOCTS, ADC2_CH5, XTAL_32K_N
10 17 I/O/T | RTC_GPIO17, GPIO17, UITXD, ADC2_CH6, DAC_1
11 18 I/O/T | RTC_GPIOI18, GPIO18, UIRXD, ADC2_CH7, DAC_2, CLK_OUT3, RGB LED
12 8 I/O/T | RTC_GPIOS, GPIO8, TOUCHS, ADC1_CH7
13 3 I/O/T | RTC_GPIO3, GPIO3, TOUCH3, ADC1_CH2
14 46 I GPIO46
15 9 I/O/T | RTC_GPIO9, GPIO9, TOUCHY9, ADC1_CHS, FSPIHD
16 10 I/O/T | RTC_GPIO10, GPIO10, TOUCH10, ADC1_CH9, FSPICS0, FSPIIO4
17 11 I/O/T | RTC_GPIO11, GPIO11, TOUCHI1, ADC2_CHO, FSPID, FSPIIO5
18 12 I/O/T | RTC_GPIO12, GPIO12, TOUCH12, ADC2_CHI, FSPICLK, FSPIIO6
19 13 I/O/T | RTC_GPIO13, GPIO13, TOUCH13, ADC2_CH2, FSPIQ, FSPIIO7
20 14 I/O/T | RTC_GPIO14, GPIO14, TOUCH14, ADC2_CH3, FSPIWP, FSPIDQS
21 5V P 5V HR
22 G G B

VP B I oEA; O i T: WRENEMHE.
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3

! FS | &R | K38 | Ihee
1 G G B
2 TX | I/O/T | UOTXD, GPIO43, CLK_OUTI1
3 RX | I/O/T | UORXD, GP1044, CLK_OUT2
4 1 I/O/T | RTC_GPIOI, GPIO1, TOUCH1, ADCI_CHO
5 2 I/O/T | RTC_GPIO2, GPIO2, TOUCH2, ADCI1_CHI
6 42 /O/T | MTMS, GP1042
7 41 I/O/T | MTDI, GPIO41, CLK_OUTI
8 40 I/O/T | MTDO, GP1040, CLK_OUT2
9 39 I/O/T | MTCK, GPIO39, CLK_OUT3
10 38 I/O/T | GPIO38, ESPIWP
11 37 I/O/T | SPIDQS, GP1037, FSPIQ
12 36 I/O/T | SPIIO7, GPIO36, FSPICLK
13 35 I/O/T | SPIIO6, GPIO35, FSPID
14 0 I/O/T | RTC_GPIOO0, GPIOO
15 45 I/O/T | GPIO45
16 34 I/O/T | SPIIO5, GPIO34, ESPICSO
17 33 I/O/T | SPIIO4, GPIO33, ESPIHD
18 21 I/O/T | RTC_GPIO21, GPIO21
19 20 I/O/T | RTC_GPIO20, GPIO20, UICTS, ADC2_CH9, CLK_OUTI1, USB_D+
20 19 I/O/T | RTC_GPIO19, GPIO19, UIRTS, ADC2_CHS8, CLK_OUT2, USB_D-
21 G G FEHh
22 G G B

ESP32-52-DevKitC-1 & ESPRESSIF

GND
GP1043 UOTXD ELK_OUTS
GP1044 UORXD CLK_OUT3

3V3

3V3
RST @
TOUCH4ADC1_3'RTC GPIO4 GPIO1 RTC ADCLl_0TOUCHI]
TOUCH5/ADC1_4'RTC|GPIO5 ESP32-52-SOLO GPIO2 RTC.ADC1_LTOUCH
TOUCHG6ADC1_5 RTC GPIO6 TIETE MTMS
TOUCHZ ADC1_6.RTC_GPIO7 FILE MTDI
[XTAL_32K_Pl UORTS JADC2_4 RTCGPIO15
fcraL_s2ic ] UOCTS JADC2_5.RTCGPIO16
DAC_1 PIO1
CRGB_LEDCLK_OUT3N ) -l ¥ ULRXD [ADC2_7 RTCGPIO18
QUCHBADC1_7 RTC GPIO8
OUCH3/ADC1_2'RTC GPIO3
[_LOG_GPI046
FSPIHD.TOUCH9ADC1_8RTC GPIO9
[FSPIIO4FSPICSQroucH10ADC1_9 RTCGPIO1G
FSPITOS. FSPID JroucH11ADC2_0 RTCGPIO1
FSPIIOE] CTOUCH12ADC2_LRTCGPIO1Z
[FSPIIO7 FSPIQ roucH13ADC2_2 RTCGPIO13
FSPIDOSFSPIWP,TOUCH14ADC2_3RTCGPIO14
an
GND;

SPI02ARTCADC2 Ol MEELULCTS CLK OuT
GPIO1gRTC/ADC2_SIILLI.E[ U1RTS ELK OUTZ
GND]
GND

[ ]
48
[
39
@
38
[ ]
37
[ J
36
[ J
35
a
o
a
45
[ J
34
[ ]
33
[ ]
21
[
28
[ ]
19
[ ]
G
[ J
G

20:0:0:0-0:0-0:0-0-0:0-0:
-0:0:0:0-0:-0:0-0:0-0-0-0-0:0

~\y— PWM Capable Pin
—p— (T GPIO Input Only
(G259 GPIO Input and Output

ESP32-S2 Specs JITAG/USB JTAG for Debugging and USB
32-bit Xtensa® single-core @240MHz Analog-to-Digital Converter

- EIEEE" Touch Sensor Input Channel
WI-FI TEEE 802.11 b/g/n 2'4,GHZ (G115 other Related Functions
320 KB SRAM (16 KB SRAM n RTC) (EF5TY® serial for Debug/Programming
128 KB ROM DAC_X Digital-to-Analog Converter

Miscellaneous/Secondary functions @& Strapping Pin Functions
43 GPIOs, 4x SPI, 2x UART, 2x 12C, GIECTEE Clock Output RTC Power Domain (VDD3P3_RTC)
Touch, I2S, RMT, LED PWM, USB-OTG, :;I‘I’-auzp.sgnsléug huag::;git;z el @B Ground
-52-SOLO or -§2- -1

TWAI®, 2x 8-bit DAC, 12-bit ADC module L Power Rails (3v3 and 5V)

& 9: ESP32-S2-DevKitC-1 & it J5 (k)

MY )
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B R A
Jo P SLRAS o

FHOR SR

» ESP32-S2 Z41.ts i #i#%+5 (PDF)

ESP32-S2-SOLO & ESP32-S2-SOLO-U 4[5 A 1% (PDF)
ESP32-S2-DevKitC-1 JE % (PDF)

ESP32-S2-DevKitC-1 PCB i J5 | (PDF)

ESP32-S2-DevKitC-1 X5} [ (PDF)

ESP32-S2-DevKitC-1 R~} &5 4 (DXF) - 8] {ifi ] Autodesk Viewer X &

A RATT B Z BT S0, THBCR IR 95 581] sales@espressif.com.,

1.3.3 ESP32-S2-Kaluga-1 £} v1.3

WRRR A ESP32-S2-Kaluga-1 A4 v1.2
ESP32-S2-Kaluga-1 v1.3 j2-—gCk B AR &M, FEAHTATHER:

* JE/R ESP32-S2 5t iy AMLAZ B H fiE
o NP RRALET ESP32-S2 iy AMLAZ H W T A TR

ESP32-S2 fZhREsA, B RAFE F R . WTHEE KU, TRER B

o PHESN M fE B R BEIRI . RREN VB, R RERE , BRI A . KBRSk . OTT
BRI LA 45

o HuibfltLide4s: Wi-Fi mesh G885 4% . Wi-Fi IMZSHLE . Al 58k ss . (A& 4%

o DlrHaeBes: ToAdfEdl Sl ABOR, BREMI] . HVAC £l 525

o BAFEGON: POS HLHIRSHLEEA

/| 10: ESP32-S2-Kaluga-1-Kit & (k)

ESP32-S2-Kaluga-1 EFALFH AN JLASTIF Kb :

o FHu: ESP32-S2-Kaluga-1
o TR
— ESP-LyraT-8311A v1.3 - F35IB s
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— ESP-LyraP-TouchA v1.1 - filt AR
— ESP-LyraP-LCD32 v1.2 - 3.2” LCD J#
— ESP-LyraP-CAM v1.1 - 5153k

1 ESP32-S2 (A IS, B9 R A A BB, BRI AT AR A9 R B

AR F: 2 A 41 ESP32-S2-Kaluga-1 B M 59 R .. H2A K BAY RARAIE S, 3§ Adi
IDAIUE-ZE

ES IR

o ik N7 $R4E ESP32-S2-Kaluga-1 4 ] SR Kb A T O RE AR5 . -

o B P A Bk ESP32-S2-Kaluga-1 [ HEAITE(HE . .

o BRPRISIT S BRAMEIT R BT II S TN DA BT RAS T AR P e
o ARRSUAY: ROV SRR BERL .

P AT

ARAT NI UG 1] ESP32-S2-Kaluga-1, FRALFE =K B, /MEH—LEKT ESP32-S2-Kaluga-1
EAE R, RIGTER A 2570 & B TRE AR 461, B 24 anfif ol ESP32-S2-Kaluga-1
P

Wik ESP32-S2-Kaluga-1 AR 2 HAELMZ . % HUEER T ESP32-S2-WROVER 8541, F: it 4% 1445
XYM AR . ESP32-S2-Kaluga-1 /2 AHLACH He 15 AU BT A L AL

ESP32-S2-Kaluga-1 EHRACA T 2 AEERAS, W T EERA Y

o YRAUERSY, FT 1% ESP-LyraT-8311A, ESP-LyraP-LCD32
o PR EAS, T %R ESP-LyraP-CAM

o filld FPC iE#28%, F T i%E$#2 ESP-LyraP-TouchA

« LCD FPC ##:4% (MICv HE HTEY )

« RCFPC #4488 (MICH HE HELEY k)

BrA MU SR el e, PASCRFPAT Zfe:

o fil b
- WA 6 MR
— THEER 5 mm W SR
- SCHRB TR
- SCHREMIKYBE. ESP32-S2 W DARL E N 7E 2 A il AR [F] B 9 /K 52 55 B 1 S8R i Bl
Yifie, IHAERR/KN IS EHT S A il
o TRk
- EEAp S, DARRCE A
— FCA g, n s il A RT3
« LCD W5ht
- LCD ¥:10 (8 {3147 RGB. 8080 £ 6800 1)
o PG kR R4
— I OV2640 FI OV3660 % At bh
- 8-bit DVP)I@T%%JEZ%%% I (ESP32-S2 if 3¢} 16 i DVP Eg L g, (HE S [T T
ZRIFK
- SZHFEGIA 40 MHz HHPSR
- flift. DMA fefii e, (8T &5 s a0 PerE G

HUUERE R N2 ESP32-S2 B4 TG, DA EF T /48 L e v i) 5 A
PREVZORIZINBERT I, (HYHIRAS R BRI AR IS I RE
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[ 11: ESP32-S2-Kaluga-1 (f5550K)
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Breakout Header 2 Camera Header

USB-to-UART/JTAG Bridge Reset Button

Boot Button

ESP Prog
Connector USB-UART/
43" LCD FPC JTAG Port
C t
onnector USB Power
ESP32-S2 Port
WROVER Module Extension
Header
3.2"LCD FPC s = ; ; o=
Connector | - Ll 8- Battery Port
-\ 37:53s : =1 VE& : ..:. i = Power On LED
O e U e g e =
| o™ _ power Switch
-------- RGB Jumper
Breakout Header 1 Power Regulator RGB LED
Touch FPC Connector 12C FPC Connector
K 12: ESP32-S2-Kaluga-1 - IEfi (k)
JTAG Switch
- 0 g Bl
LI - R
i @ ESP32-52-Kaluga-1V1.3
:‘u : :"": ¥ www. espressﬁ com
Touch Switch
[ 13: ESP32-S2-Kaluga-1 - i (EsoR)
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EEHAMG

ik

ESP32-S2-WROVER #i4

428 ESP32-S2 10 -, mI BRIt Wi-Fi 4 . Rl Ak VR 2 356 1) Bt A7
TIfig.

4.37 LCD FPC #EH4%

(PREH) wIfEH FPC Zi%4: 4.3” LCD § &R

ESP Prog &4

(PREE) JHT R R FE M (b sk i % (ESP-Prog).

JTAG FF ¢

P35 ON J7[a), J&5 ] ESP32-S2 il FT2232 2 [H] i iER:E. ML, Wl
i USB-UART/ATAG 3 F1E4T JTAG i, TEWJTAG 84X,

51 A BIHEE 2

ESP32-S2-WROVER #4147 7)> GPIO B 51 =& IF At (PR ILIT
KM IPRIE) o

USB-to-UART/ITAG #rizes

FT2232 s& P e T KM, Fe¥FAE USB i 1 (1] UARTATAG PG f -

BBk PR SL Y A, el ESP-LyraP-CAM,

YRR T A B A TR

Reset &2 i/ # 4 HTEEZRS.

Boot ##4 5 Boot BT LREE, [AlHH%E—F Reset £, #EA “RE{F R X, i@

pok = =

USB-UART/ITAG iifi; [

PC #1 ESP32-S2 514 2 [0 i {54 0 (UART 5 JTAG).

USB HL il 1

FIFEAAEH .

FEL Yt i 11 2By, TR N,

HLJE LED $57R4] 24 USB H Y5 sk /M s PR A LR IR 35, DI LED 53

LT FTH W R G .

RGB Bkzk W75 H RGB LED, FEAEZALE I — Bk .

RGB LED $§/R4] " 442 RGB LED $5/R4T, 3245 T GPIO45. TE{fi I 57 245 RGB #

T ERE 5VEE 33V FERE,

12C FPC ;4% (ff8) WiEid FPC 2 Hofl 12C 9t .

5| H & IHEE 1 ESP32-S2-WROVER #4034 GPIO E 35| th 2% I At (FEWFF
R ERIARE) .

il FPC i os Ali@ 1t FPC 283542 ESP-LyraP-TouchA ¥ JEfx .

il P 5 Y14 3] OFF J7Jn], FiE GPIOI1 3] GPIO14 & fih frifl jikas: Y3

ON [, fi# GPIOI %| GPIO14 ] T-HAthH .

3.2” LCD FPC E#:4s

Al ok FPC £61%45: 3.2” LCD ¥ J@#, il ESP-LyraP-LCD32,

WIREFIFS  ESP32-S2-Kaluga-1 EHUAT, ¥ SeiiiAIT AR Se i o i«

Wik 2%
« ESP32-S2-Kaluga-1

o Wifd USB 2.0 145 (#51fE A %% Micro-B)

— PR

— HT UARTATAG i1z
e PC (Windows. Linux B{ macOS)

o SEERIEATY AR

0 JERP ALy

L RGO Y R (E2MEE, 5 WX AR 4 w)

2. FHAPITR USB i 4

3. FT7F MLEIF G, g LED 4R7RKT Y 558

BRAF R

TR AT, FEH 2 5 IR A A AT R B T A .

AR PAS T XL, FRICE X ESP32-S2-Kaluga-1 B 945/ -5 W H /R Bl E 2 N2

MR
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BT A2 ESP32-S2-Kaluga-1 TP A B A ML A%,

& 14: ESP32-S2-Kaluga-1 - £

AT b4
* Bl
— ESP32-S2-Kaluga-1
. IR
— ESP-LyraT-8311A
— ESP-LyraP-CAM
— ESP-LyraP-TouchA
— ESP-LyraP-LCD32
o AN
- 20 £} FPC £ (JH T %42 ESP32-S2-Kaluga-1 F: 4% & ESP-LyraP-TouchA ¥ J&#j )
o EHE
- TRIRE (x 8)
- 122 (x 4)
- IBHE (x4)

EEML ) I https://www.espressif.com/zh-hans/contact-us/get-samples .

fit%ir e ESP32-S2-Kaluga-1 JF A B R R A AL N ARHA -

R TT B B https://www.espressif.com/zh-hans/contact-us/sales-questions .
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wiftk5%

Camera Header

DytiekEr]  ESP32-S2-Kaluga-1 1 3 B AIEH Ty XA B B s o

Breakout Header 2

o Micro USB 3 F1{H, (BRA)
o Gt 2 HL I R ] AR

e 5V/GND &t
* 3V3/GND %5t

PRIl anFRE N 2 H AR, T E A AT AR AR

) |
GPIO[46:19] + USB-UART/
»|JTAG Switch [«—2TAC ol ysB10- oD, | JTAG Port
UARTAUTAG¢———™ .é»
UART Bridge :
i * ;
g :
E U ;
I _ | ESP32-52 é é
s [T 7 | WROVER :
5 ™ Module Y Reset Boot |
h o '
w2
5V i
- Q3 .
GPIO[18:0] Power Qc i USB Power
3.3V | Regulator N S : Port
(3] '
Y o -4
Touch Switch
) | i BAT
Touch FPC | | goakout Header 1 | |RGB LED i
Connector :
& 15: ESP32-S2-Kaluga-1 T FEHE &
HLDRZE S I St ATAE —3e JH DA R U i Dy 5
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vl.1

X AN A M 35 75 48 F ESP32-
S2 ) 12S # O #4785 (ESP-
LyraT-8311A ffi ] #r #fE £ =5
ESP-LyraP-CAM {ii il Camera 1/}
W),

Y BRESE ;2; HE EOg | TiEETRERE BRFR
B
8311Av1.3+CAM | I2S il 2% ESP32-S2{VH 1 2S00, H | RAAEE M o5 sk #E

— KT LA 3 Ho At GPIOs 5
DAC HEHI &Y AR -

TouchA vl1.1 + | IO11, 106 hmTEH IO E 4, S8k | A1k ESP-LyraP-TouchA
LCD32v1.2 Y filt % fob 5 3 4 ESP-LyraP- | # J& 8% () 1011 (NETWORK)
LCD32 Wi+ H BLCT 4| E | 4 #; ok #& i ¥ ESP-LyraP-
5106 Wi, HIEAZEm. LCD32 ¥ JE# i) BLCT 4 i
-1 (A4 T AN BLCT).
8311A  v13 + | I06 fit # ESP-LyraP-LCD32 § it | ESP32-S2-Kaluga-1 /¥ BLCT 4%
LCD32v1.2 Y BK)%E&H% -1 (M4 TORME | B 106 Wit
il BK).
TouchA vl1.I + | ESP-LyraT- ESP-LyraT-8311A E#]#54%. 6 4~ | {055 {# i} ESP-LyraT-8311A f{
8311Av1.3 8311A W) | HELR R BT_ADC 45, | 6 AN, WIAZYI 4Rk ESP-
BT_ADC % | 1 ESP-LyraP-TouchA ¥E5¢ i fili | LyraP-TouchA (1) 106 (PHOTO)
JH %?ﬂ?ﬁﬁa‘m%%ﬁﬁﬂﬂ BT_ADC | &,
B o
TouchA v1.1I + | 101, 102, T4 A T Rl s g REH) hE 4k ESP-LyraP-TouchA
CAM vl1.1 103 f) 101 (VOL_UP), 102 (PLAY)
#1103 (VOL_DOWN).
TouchA v1.1I + | 101. 102, T4 A e Rl s NEH) b5 4k ESP-LyraP-TouchA
LCD32 v12 + | 103, 1011 {1101 (VOL_UP). 102 (PLAY).
CAM vl1.1 103 (VOL_DOWN) #I 1011
(NETWORK).
TouchA v1.1 + | 106, 1011 5 A ] ESP-LyraT-8311A HY | AZEH]151k ESP-LyraP-TouchA
LCD32 v12 + BT_ADC % #I G L IF &M | 11011 (NETWORK), It4h, 4
8311Av1.3 6 NMEHL, HABY A oA | R EEH BT_ADC, NIREE
] 106 F11011, ¥ItE4k 106 (PHOTO).
PRI D

ESP32-S2-Kaluga-1 Kit v1.3

o NFEMCEHEL, DA sk )8 :
— Camera D2: GPIO36

— Camera D3:

GPIO37

- AU_I2S1_SDI: GPIO34

— AU_WAKE_INT: GPIO46

* RGB B3 2 kil %
o JTA dip FFXIREBh B KA SR, A P ERAE

ESP32-S2-Kaluga-1 Kit v1.2 H R & %

HIRESCHY

ESP32-S2-Kaluga-1 £{}: v1.2
BB AS . ESP32-S2-Kaluga-1 &4 v1.3
ESP32-S2-Kaluga-1 v1.2 2 —3Ck B AR EMH A LM, FZHTANER:

* JE/R ESP32-S2 3¢ iy AMLAZ B.EBE
o NP ERALET ESP32-S2 iy AWLAZ B T A TR
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ESP32-S2 {yIhREsiA, W HARARR & M THIE kUL, FIRER MBI A

o BRE M NIRRT BE AR . FREI 1B, B REMEE, B E 2R A . LRk . OTT
B TF FH 245
o HIAEHL eSS Wi-Fi mesh %55 M 4% | Wl Fi (W2 R . "R . (RREIRA %

o TokAEbdess: LLEH SPEEAT A, BAERIT. HVAC #5545

o BEAEM: POS HUAIIREHLEEA

] 16: ESP32-S2-Kaluga-1-Kit ##iA (k)

ESP32-S2-Kaluga-1 E{F AN JLAIT At :

o FA: ESP32-S2-Kaluga-1

o AR
— ESP-LyraT-8311A v1.2 - SHHHEI#s
— ESP-LyraP-TouchA vi.1 - fjli g
— ESP-LyraP-LCD32 vi.I - 3.2” LCD J#
— ESP-LyraP-CAM v1.0 - %3k

1 ESP32-S2 (A IS B R A A BB, BRI AT AR hd R B

RIS F: 2 A4 ESP32-S2-Kaluga-1 B M 59 R .. H2A K BAY ARG S, 3§ Adi
I FR A o

ES IR GE

o Brifk AT HRAIt ESP32-S2-Kaluga-1 {4 ] S K 0200 1 il A R A4 RN AR A4 L o

o A PIE ESP32-S2-Kaluga-1 [H1E40 M8 (4= 4. .

o FPNST I BRNZTF R CIBIT TR CTVANREE” DA BEIF KM TR AS 1 S e
B

o FAK A% PR O SORY A A o

PEAT] AN 1E T ESP32-S2-Kaluga-1, FEAFE=KAR5>: 196, /MEH—LLX T ESP32-
S2-Kaluga-1 [ A B, SRIGTER A 25 TF & BN AU AT i A, B/ 43404k ESP32-
S2-Kaluga-1 & [H 4.

ftif  ESP32-S2-Kaluga-1 FHUE BB L. R EHRHEM T ESP32-S2-WROVER #i4], FFHl R
ERANY MR . ESP32-S2-Kaluga-1 & ML H 12 1S A BT i TR

ESP32-S2-Kaluga-1 TARMLA 12 A4y, ol TSNy A
o YRMIERSS, TR ESP-LyraT-8311A, ESP-LyraP-LCD32
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o B LERAY, T i%H: ESP-LyraP-CAM

o filldx FPC iE#28%, J T %82 ESP-LyraP-TouchA
« LCD FPC #:4#:2% (ML HE H L EY Rtk )
« I2CFPC #4348 (ML HE HEY Eik)

& 17: ESP32-S2-Kaluga-1 (f5F5750K)

BrA MU R BER 2l Rt ASCRFPAT Zhe:

o fibBopE
- A 6 M A
— YK 5 mm 5 R
- YRR
- LRk IEE . ESP32-S2 W] DANC E A 2 bR [ BBk & 36 s 1 sh A AT A Al s
YiRe, HAEE BRI fa =T A R
o TRk
- R, DA A
- BoAA R, AT R ORI A
* LCD 7nht
- LCD #:11 (8 {747 RGB. 8080 FI 6800 2 11)
o % PR R 4
— T OV2640 Fil OV3660 1515 bk
- 8-bit DVP Q{4 8a8 82 11 (ESP32-S2 if 3 #F 16 {ii DVP QAL (HFF B [ A7 ikfT
TWIFR)
- YA 40 MHz MR
- ik DMA f5a 55, (BT 15 5 a0 PR E g

AUPEE TR ESP32-S2 BLAITHR,  PAIURFEHIBUY /45 L el v i R 224
PREZORZIRE T, (R I B IR B R 6E -
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Breakout Header 2 Camera Header

USB-to-UART/JTAG Bridge Reset Button

JTAG Switch
Boot Button
ESP Prog
C t
onnector USB-UART/
4.3"LCD FPC AT JTAG Port
C t =
ennector USB Power
ESP32-S2 Port
WROVER Module Extension
Header
3.2"LCD FPC -
Connector T ' Battery Port
U s 1S
ey Power On LED
Touch Switch Power Switch
2 RGB Jumper
RGB LED
Breakout Header 1 Power Regulator
Touch FPC Connector 12C FPC Connector

[ 18: ESP32-S2-Kaluga-1 - IEH (& F550K)

FEAH

g

ESP32-S2-WROVER #i£{

e ESP32-S2th Ji, Wl it Wi-Fi 384 . Kb BRI 35 1) i A7
g,

437 LCD FPC Ef4%

(f#54) nIfii fl FPC £k3%4; 4.3” LCD ¥ B

ESP Prog iE#24%

(PRE) TR R T he sk i % (ESP-Prog).

JTAG Ff ¢

PI#eE] ON Jrfy, J&iJH ESP32-S2 I FT2232 Z Al i%HE. ILmf, Il
1:I USB-UART/ATAG ¥ 147 JITAG i, #WJTAG AKX

S I HES 2

ESP32-S2-WROVER #2043 GPIO FL#25| th 2% I At (FEWLIF
B ERIARLE) .

USB-t0-UART/ITAG FFi5e

FT2232 ificgs It A, seifrAe USB s H i/l UARTATAG HrsGE .

WGy TR LY A, Han ESP-LyraP-CAM,

Y EACGER Y T A i E AP R

Reset 2 i/ $i 4l HATHFRS.

Boot #44] ¥t T Boot BIFH, IM[H— & Reset £, ¥EA “[E{F T2 B, &

i H R

USB-UART/JTAG 3 1

PC F1 ESP32-S2 #i4H 2 [a] i {542 11 (UART ok JTAG) .

USB Hi, il |1

HIF R o

FRE] 2 friEiedy, W T IEE AN,

HiJ5 LED $5/R 4T 24 USB HL S /M FELYR A F F B, W] LED Sk

LR IT T RGBT

RGB B2k WF {1 RGB LED, FHFAEILALCEI N — 1Bk,

RGB LED $5/R4T Al 4i#E RGB LED f5/R4T, 3245 T GPIO45. TE{li HI i 75244 RGB #

RIS 5V 33V L.

12C FPC & i (%) wmsd FPC 234 Hofh 12C § .

S HEE 1 ESP32-S2-WROVER f 4[5 GPIO E #:5| H 2% At (TEILIF
RH_EERIE) .

filipt FPC 348 nil i FPC £k i%4% ESP-LyraP-TouchA 4" .

5T ¢ Pl %] OFF Jy|n]. it ® GPIO1 || GPIO14 i 5 fi i £ ) as ;D4 1]

[Espressif Systems

ON Jyp, Fi'E GRI1 F| GPIO14 H T HALH Y. Release v4.4.8

3.2” LCD FPC #:#4s

"] ISUYRE BotlimbRt E&damaktz , 41 ESP-LyraP-LCD32,
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WURETFIFA  ESP32-S2-Kaluga-1 FHUET, 3 H SeifiAIT AR SE I T .

A B

* ESP32-S2-Kaluga-1
o WHL USB 2.0 fi4i (451 A %% Micro-B)
— FIEE T
— HT UARTATAG /{5
e PC (Windows, Linux B macOS)
o BT R
Wi
L RNy R CEZ2(EER, 5 WX IR H e )
2. FHAPITR USB His
3. 4TI WPEIFRRT, HJi LED $i378%T W 55

RPN, TR e RO R AR T PO S BT AP
B DAl XL, ZREUR K ESP32-S2-Kaluga-1 B {F4RARfE 5 W /R IR 2 N4

PRI

TN R ESP32-S2-Kaluga-1 P A EMFISA ML A, W& LA

« B
— ESP32-S2-Kaluga-1
o PR
— ESP-LyraT-8311A
— ESP-LyraP-CAM
— ESP-LyraP-TouchA
— ESP-LyraP-LCD32
- 20 £ FPC 4 (Jf T-#%42 ESP32-S2-Kaluga-1 3247 & ESP-LyraP-TouchA &4 )
o BISE
- ZREIRRE (x 8)
- 272 (x 4)
- WEEE (x 4)

FAEWE ) FEHIA: hitps://www.espressif.com/zh-hans/contact-us/get-samples.,

fit%iT e ESP32-S2-Kaluga-1 JF A B FHHE A ADRE N ARHAS -

HEVT B HI: https://www.espressif.com/zh-hans/contact-us/sales-questions.
Wirk5%
yieHeEr]  ESP32-S2-Kaluga-1 (1) =24 (A F 8 7 XA BT

HUDRZED ot AT 3 FH DA R it e 0y =X

* Micro USB i IfitE (BRIA)

o A 2 B HLIBIE B T SR LY
* 5V /GND &I ffkH

* 3V3/GND it
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i | camera Header Breakout Header 2
; [ ;
i GPIO[46:19] + USB-UART/
§ »{JTAG Switch [«—TAS 4! UsB-to- up. | JTAG Por
5 UART _ |UARTATAGI————» ¢~L>»
' Bridge '
: ' + :
o :
18 LU |« i
= o _| ESP32-52 é é
e [T "| WROVER ;
: 5 ™ Module v Reset Boot
| & o, '
5 =5
5V i

-2 Q3 .
: GPIO[18:0] Power Qc i USB Power
: 3.3V | Regulator N S : Port
; o] - _.C
. A N
: Touch Switch |
a ; — T
i Y y ) ol Q
i Touch FPC | | b akout Header 1 | | RGB LED i
' Connector :

& 19: ESP32-S2-Kaluga-1 Zfj GEHE [

Pt R RN T 2y R, W E AR AT AR R
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BT_ADC 45 il LA i,
TR IR A% T AR 6
AL

¥V RIRAE SR | TiEEITERE S
AmxE
il
8311Av1.2+CAM | I2S #5 | ESP32-S2 {U A 1 4 12S 4 | B ik i,
v1.0 il I, ESX AN &R 7 il
1046 F ESP32-S2 [ 128 2 13347
i#{% (ESP-LyraT-8311A {#i Jf]
FRUERIR,; ESP-LyraP-CAM
fifi ] Camera i) . a4
P ek 7] 52 ) 1046, ESP-
LyraP-CAM ) 1E & (i F K32
2.
TouchA v1.1 + | IO11, ESP-LyraP-TouchA M | ANZEYIG1E ESP-LyraP-TouchA § & At
LCD32 vl1.1 106 011 B ., S8 L% | 1 1011 (NETWORK) 1 106 (PHOTO)
fili 5/ ; ESP-LyraP-LCD32 | 45/
BK (BLCT) 4 il i 4 &
};6 EHER, Hid Ik
o
8311A v12 + | 106 XY R A AT AR P | OH P R A ok AR BC i ESP-
LCD32 vl.1 JH, {H i ESP32-S2-Kaluga- | LyraT-8311A ) BT_ADC % JH: #%&
1 1y BK (BLCT) 4 i © % | ESP-LyraP-LCD32 " @t_F /% R39, ¢
% 106, A, ESP-LyraT- | R41 #5100 Bk, F BLCT_L 547
8311A 1) BT_ADC 4 JIA1 6 | JF. &, Mhd &R SBUH ekt
R TOEH R N Pl
TouchA v1.1 + | ESP- X KPR A w] DA A B | R o & 6 ] ESP-LyraT-8311A [
8311A v1.2 LyraT- | {#iff]. Sk, 24 ESP-LyraT- | BT_ADC % M, 5 A 2 %] 44 1k ESP-
8311A | 8311A 1) BT_ADC 4 I[F | LyraP-TouchA §" & ft ) 106 45
£ WIRALY AR 6 4T, | (PHOTO),
BT_ADC| ESP-LyraP-TouchA J5¥%: {3
=gl fil %
TouchA vI1.1 + | IO1, h T ME N IR B | A 2 % 45 /& ESP-LyraP-TouchA [
CAM v1.0 102, . I01 (VOL_UP), 102 (PLAY) #l 103
103 (VOL_DOWN),
TouchA vI.1 + | IOI, BT ME G R e | R de 5 8B 10 A W) 4G b ESP-
LCD32 v1.1 + | 102, M LyraP-TouchA ¥ J&# ¥ 101 (VOL_UP),
CAM v1.0 103, 102 (PLAY). 103 (VOL_DOWN), 106
106, (PHOTO) #1 1011 (NETWORK). fi# g
1011 FHR 2 APl LR &R
WG4k 106 (PHOTO): 4% ESP-LyraP-
LCD32 §"J@ i R39, Xf R4L itk
100 B, H-KF BLCT_L JF R4THF. 3L,
I TE R S B P ek g
SR .
TouchA v1.1 + | 106, 1011 EME SR ILE: | Mo 10 A2 151k ESP-LyraP-
LCD32 vi.1 + | IOl1 [\ B s 106 45 B & 1 | TouchA ¥ @iy 106 (PHOTO) #1011
8311A v1.2 5 3t ESP-LyraT-8311A [y | (NETWORK)., ¥, IHH} ESP-LyraT-

8311A 1y 6 MNMEHINSRTCEBH . ik
Jiik 2. F&[% ESP-LyraP-LCD32 3 @A
F R39, K R41 2 100 B, Ff¥F
BLCT_L JF X H4THF. ANZEWI 11k ESP-
LyraP-TouchA 1) 1011 (NETWORK). #Ji
R ff ] ESP-LyraT-8311A A9 6 ~%
H, NWHEAZEY] G4 106 (PHOTO).
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L) e
i) BSR4 ik FERRA R %
ESP-LyraP-CAM 24 ESP-LyraP-CAM | Jf % M L HLE}, strapping 458 | FAuBe R, A
v1.0, 1045, & | v1.0 % 2 & F M B, | 1045 Fil 1046 1) LR FHT R, | BIERZY .

[ 1046 RS EERILER | SEIFERCEIER B .

S
ESP-LyraP-CAM fii FH Reset 2V | JF &M L HUE, strapping ) | v1.2 % JC i o
v1.0, B 1045, 4 | BIF KM AT RE ok IA | 1045 Fi1 1046 1) LN FAE R, | V. % 1\ 82 %
il 1046 F PR, SHIFEWRICEIER B, 1£ ESP32-S2-Kaluga-

1 VL3 ity 18
=

ESP-LyraT-8311A
v1.2, & 1046

4 ESP-LyraT-8311A
v12 % F R,

FF &M LR, strapping 45
1046 1Y LB PR, SEITF

ERBEREF, A
I ALY AR -

P EESER

KARTCIRIEH R8N -

Al RE P ECER R | ARTCIEIER S,

Sl F
ESP-LyraT-8311A i F Reset &2 fj$%c i d | FF &M _FHLET, strapping 2580 | v1.2 %7 G i v
v1.2. & 1046 JBIHF R MR AT EETLYEIS | 1046 1 LR PR IR, SEUF | . M 8B &

7£ ESP32-S2-Kaluga-
1 VL3 friedT 74
5.

BEPRRELT DI P TCHRAR T S

HIESCHS

ESP-LyraP-CAM v1.0

A PR E AT HE it ESP-LyraP-CAM 4" JE AR T AH A5 2
Ay RAGE A S IR HADTT a8 (B) £4, a0 ESP32-S2-Kaluga-1), AR EMIESE,
F B, ESP-LyraP-CAM v1.0 4" J@AR iF {45 B ESP32-S2-Kaluga-1 &1 v1.2 B,

ESP-LyraP-CAM ] k£ 1) FE A8 4 15 3K D g

AFEE B AT AR

o MR FRHEH T ESP-LyraP-CAM T A T i A RE FFNER (M5 B -
o BAFAE B ESP-LyraP-CAM [ 340 15 E.

o BARISIT s $RNZTF IR BT, TS DA T IAS T & MR P R R
o ARKSUAY: PR SR RS .

fitik  ESP-LyraP-CAM 4 JAR W] S 3 AR I — 4815k .
A PEHA
FEHGE ik
ERE L TRk 2 ERER LIRS
HLi LED $7-4T WA H PR AL H IR, AL LED Sk
TG AR A B {2 3 FF OV2640 F1 OV3660 55 St ; HEj, ESP-LyraP-CAM 4
JEACERIATR f OV2640 £ 5 L Amith
PR T e LDO J#E#s (3.3VE28VAH15V)

WUREFIFE  ESP-LyraP-CAM _ERURT, 3§ 5 5EHIATT A M se o Jodii -
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& 20: ESP-LyraP-CAM

Power ON LED T T Power Regulators

H B o [X3
@ @ soc/so "
@ @ sic/mmii

© @ roux/cix

© @/

® 0o : :

© 0o 3 : ESP~LyroP-CAM
® ® i V1.0 #31003

® © /v 2020.03.02

Camera Module Connector Camera Module Main Board

Camera Header

& 21: ESP-LyraP-CAM - iF [ Fl 5 T
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CUER A

o ARG RS (FRE) BoaiAR (1140 ESP32-S2-Kaluga-1)
* ESP-LyraP-CAM " J@#k
» PC (Windows. Linux Bf macOS)

BiPEUcE ff ESP-LyraP-CAM 4" JEARAE A AR I ERE G HERE

BRUFREE W HITE ESP32-S2-Kaluga-1 JF A EF ) S FE I 4R AL B BT

BifE5%

DifieRER]  ESP-LyraP-CAM ) 2L RIER T 2R B R .

2.8V

3.3V

Power Regulator

3

1.5V

Camera Header

Y Y

DAT[9:2)/clk ...

A

Camera Module

A

& 22: ESP-LyraP-CAM Lj GEHE [&]

BEPRRELT DI P TCHATHLT S

FHESCHY
« ESP-LyraP-CAM J§i3# || (PDF)
« ESP-LyraP-CAM PCB fii /%4 (PDF)

B RAFF KA EZ T OB, THIR R R ATAIRG 5571 sales@espressif.com.

ESP-LyraP-LCD32 v1.1

A P4 e AT B4k ESP-LyraP-LCD32 4" AR i AR A5 B«

AP TG S IR R AR AN B (B £4&, Hodn ESP32-S2-Kaluga-1), AT Ukl K
HHiI, ESP-LyraP-CAM v1.1 ¥ @A (EFE4E il ESP32-S2-Kaluga-1 &1 v1.2 £4.

ESP-LyraP-LCD32 n[ J #5143 i LCD B4 /R TIfE.

ARG A

ik s SRt T 6] ESP-LyraP-LCD32 /0 1 A BEFRIRAF AR R o

A% I BSP-LyraP-LCD32 By FEAN (R4 B -

BAHEAT I S $RESZIF ARG “EITDTR" . “CARE" PAR BRTRCA T A A 1 P 4w e .
AR A PR BERE .

Espressif Systems 30 Release v4.4.8
Submit Document Feedback


https://dl.espressif.com/dl/schematics/ESP-LyraP-CAM_V1.0_SCH_20200302.pdf
https://dl.espressif.com/dl/schematics/ESP-LyraP-CAM_V1.0_PCB_20200302.pdf
mailto:sales@espressif.com
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 1. e AL

[ 23: ESP-LyraP-LCD32 ( fishilik)

Hii&  ESP-LyraP-LCD32 w] %) 3N 73 3.27 LCD EIEE/RGE (320 x 240 43 38%) . % 58 5F
W 1T SPI i 28 E#: 3 ESP32-S2,

AUIreE A A ACEA T, PREFRZIIRET ], (H A BRCA I B RS %S 6E -

FTEAM ik

P AT R HEER, T A R HER:

LCD &Rpt AHRA S HE 3.27 ) SPLLCD W RBide (320 x 240 06K ) 5 Bnasii
gh (#H188) 4 Sitronix ST7789V

fil B BT 5 PR SC RS, DB A R ], W A TR AN 2 5

F#e 3.2”7 LCD FPC iE#z4s (fAH) R3] Fny 3.2”7 LCD FPC #f:4%

FEHIT 52 FTIF¥HF Reset/Backlight_control/CS & N ERIA P ER AR LT E Ao
VPRSI S B VRS 0

WNFFIF R ESP-LyraP-LCD32 EHUHT, 3 E eI A MsE i et

CULRHT

ARG RNy (HERE) AYFM (640 ESP32-S2-Kaluga-1, ESP-LyraT-8311A)
« ESP-LyraP-LCD32 #"Ji#ii

o Ax IR, BT IRIEZRERE
e PC (Windows. Linux Bf macOS)

BEPFRETL LRI DA P RAF ESP-LyraP-LCD32 2238 S A AR A AR L
LGB0 4 03 0 2 AR AR B
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Control Switch Mounting Bolt

G e
SREAE =R

AT,

EEf AEEER

) G

0 ==
aenad

- Extension
g 1 Header
]
Touch Driver &%
Controller )
(no support) 8
g s
Q -
3 .
Touch Screen Switch Main Board
(no support) 3.2" LCD FPC Connector
[ 24: ESP-LyraP-LCD32 - I (f:57cR)
2. X}5% ESP-LyraP-LCD32 5 A FIg A (5, FH/WOIEA
BRUFBEYL AT ESP32-S2-Kaluga-1 JFA BN M B HIA L B Y.
W54
IHEHER]  ESP-LyraP-LCD32 i 32 2 (AN EE 8 =N a0 R B s
3.3V
g
5
E « 12501 SPI Touch Driver Controller <
b
d Y
- SPUReset ... »| 3.2 LCD Module
[ 25: ESP-LyraP-LCD32 T g HE &
BEPHETT DI G TCIRAS T 5
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MG SR
« ESP-LyraP-LCD32 513 [¥] (PDF)
+ ESP-LyraP-LCD32 PCB 1fi J ] (PDF)

B RATT ZARE 2B S, TR AR 55700 ] sales@espressif.com.

ESP-LyraP-TouchA v1.1

ARl ESP-LyraP-TouchA AR FAH K AF & -

Y RRAGE A IR AT Al — R (AP 4%, bl ESP32-S2-Kaluga-1), ANAJ B 3K
FIH, ESP-LyraP-TouchA v1.1 §JEbRIEAEIANIDN F A -

o ESP32-S2-Kaluga-1 &4 v1.3
o ESP32-S2-Kaluga-1 &4 v1.2

ESP-LyraP-TouchA RJ 2y £ H) S A Tk 542 44 £ B

| 26: ESP-LyraP-TouchA

AIEF WA N

AL s SR T ESP-LyraT-8311A WA 1 B RE R

A Pt ESP-LyraP-TouchA [ EAHE (5 . -

AT o BRBHZIT R BT, BRI DA T RAS T & M P e B .
AR A PRALAH ORI B .

fEi&  ESP-LyraP-TouchA JtA7 6 MUk dfl, 20T HWVAL, il ARG PR TR ZMEE .
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I 30: ESP-LyraT-8311A - iEfi ( fiblk)
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Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):

iy 2 PR RF

YEJG SR, AR A Windows 1@y S 3R THRAE

ESP-IDF T HZREARATHE “FFAR” SeHr, Qg — 4T ESP-IDF fy o4 m A5 o I i =l AcpesE
7520 PAFT I Windows iy 32~ AF (B cmd.exe), 384T export.bat HADAIRE & EAE (i
PATH, IDF_PATHZ%). IAh, #RIADAET Windows iy /s A7 45 Fh BV 225 T

VR, AREETy SU00E ] ESP-IDF TR 22%¢ 4% i€ 1) ESP-IDF %42 . WS EEAY AN _EA7/E 2 4> ESP-IDF
A (L EH AR A ESP-IDF) , G0 VAN PIRME T4 -

1. 2y ESP-IDF T H-Z e B i (1 pREE Ty AN B — R4S, FE1Fr b7 Xy ESP-IDF TAEHAR1EE
Ay B8 1 i) ESP-IDF %72

2. 8, BOIPAIETT emd. exe, FfFYUMREEA LMK ESP-IDF H3g, 51517 export .bat, £
o, XAJTIAZER PATH HiA7/E Python Al Gite URFEAEMIH BRI A X “HAF] Python 2 Git” )
R, MRk,
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Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
| 7] Run ESP-IDF PowerShell Environment |

Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

&l 42: 52 i, ESP-IDF T..H.%2¢% 7] $:i iz 47 Run ESP-IDF PowerShell Environment

Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

[& 43: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

Run ESP-IDF Eclipse Environment
Run ESP-IDF PowerShell Environment

I Run ESP-IDF Command Prompt Environment I

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

K 44: 58 i ESP-IDF T EL%%% 6] S0}z 4T Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows.1 .
Setting IDF_PATH: C:‘\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4. 0\xtensa-esp3

. sers\test).espressifitocls\xtensa-esp32s2-elf\esp-2020r3-8.4.0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\.espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0\risc
y32-esp-elfi\bin
C:\Users\test\ .espressifi\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'\2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test,.

ifytoolsh\dfu-util 0. 9\dfu-util-90.9-win64
if\python_enu\idf4.3_py3. T_env\Scripts

Checking if Python packag are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf:

[ 45: ESP-IDF i 23 nf5 6 1

Espressif Systems 51 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 1. e AL

T2 2

Y4 ESP-IDF T H A2z gs 22 i 5, TR B MR E R . T L0, WHifES 29 T4l
I AE.

RIS SCHY
R SRR o T S
£ Windows $35% F 9i i ESP-IDF 1.}

{5 1 A 223 ESP-IDF T I 35 M Windows “@yA8R4F” %10, ¥)#e % ESP-IDF (%3 H 3. RIGiE
17

install.bat

Xt Powershell, #4JJ4e 22 ESP-IDF {4235 H . 51217

install.psl

% a4 ] N84k ESP-IDF rifz iy TH. . iR 2208 T HARAN TR, WhZ a5 0. % TEW)
NS E  ESP-IDF T H 22388 iR B o 8, BUATHIOL R oM C:\Users\username\ .espressif,

S <SS EA” P ESP-IDF T HLEMNE PATH Bl & umFIEﬁ%%HE“%% CELY R
“ESP-IDF iy 24 /n 4" B dbeb o, fdiizbes i =0n 4797 Windows iy 2 /RAF 6 1, B 7R O
i TA B 238 T .

HLAEBLT , BIEAEE W Q4R A B DA Py ST IR, s A AR AR I v 1
ESP-IDF, %A AR T 545 B4 ESP-IDF T HyhI % PATH 35455 .

TG, WTIT 35461 ESP-IDF B fiy 42 /n A7 1, V)4 2 2% ESP-IDF #Y H 3%, X547 export .bat,
H AR arS4h:

cd %userprofile%\esp\esp-idf
export.bat

XT Powershell Ffj 7, i [ EED e 2 4¢3 ESP-IDF fH 5%, AJEHUT export .psl, HARMGASUIT:

cd ~/esp/esp-idf
export.psl

BATSE R, BT DAl Ay 345 ] ESP-IDF TR T,

1.5.2  Linux {5 T HBERbRE

RAEER

%1% ESP-IDF T BA A4 . WEIRIRME A RS, SWHAENZRGS, WHIR:
e Ubuntu A Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—setuptools cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.
—0-0
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e CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-pip python3-setuptools cmake ninja-build ccache dfu-util libusbx

H RIS SRR CentOS 7, N THAFHYH FHALS, @A CentOS 8.
e Arch:

sudo pacman —-S —--needed gcc git make flex bison gperf python-pip cmake ninja.
—ccache dfu-util libusb

ik
* filiJi] ESP-IDF i % CMake 3.5 sk DA AR AR . 24 Linux 24T ] REFR 2T+ B S 8 PHR A
BT backports E(FFE, B4 “cmake3” HfFM (RRZH “cmake”).
o AR BB, A ERT ARG, WESE G RGN KO, BRI T b

%,

el

FLFIL ] 13 /dev/ttyUSBO i F 86 Linux A [a] ESP32-S2 B [E14:0f, FIRES Pl Failed to open
port /dev/ttyUSBO 45iR1HE . MHTR] DLREH ¥ 2 Linux Dialout 8.

He %51 Python fii AR

ESP-IDF 37§ Python 3.6 X VA _FfifiAs, BT A1 5 G0 2 S B AR A1 B Python, L[ sources
LA Python, Bl ] Python 45 LALE AN pyenv XA HEAT T4 2L

IFE 72"

KSR BIF R IREE, SRS = HUR ESP-IDF %7,

1.5.3 macOS & 1. HeEm i ve B

RRER
ESP-IDF #{# ] macOS 2R\ Z23E 1) Python R4S,
o 435 pip:

’sudo easy_install pip

o 2234 CMake Al Ninja 4% T.H
— #4 HomeBrew, #0]PlizfT:

’brew install cmake ninja dfu-util

— #945 MacPorts, #50] PAIBTT:

’sudo port install cmake ninja dfu-util

- FPA RG], W15 CMake F1 Ninja 01, #if]H X macOS 1~ & [T 2425 A i,
o il Z A [A] I 22 3E ccache PABRAS TR AT 4R 1 3E F . 17 HomeBrew, W] ifiid MacPorts [ /) brew
install ccache B{ sudo port install ccache FENZE%E,
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Pk WEAE BT PR aE E AR R

‘‘xcrun: error: invalid active developer path (/Library/Developer/
—»CommandLineTools), missing xcrun at:/Library/Developer/CommandLineTools/usr/bin/
—xcrun'

Mg 224 XCode iy 47 LH., BAKA[15fT xcode-select —--install,

J¢%E Python 3 Catalina 10.15 & 71 B W3R ANHERF(# ] Python 2.7 JitAs, ¥E2K KA macOS A4S f7 i A~
SERIAL A Python 2.7, FRATRAF diy & A 2 18524 i i FH 11 Python Ji A

python —--version

WAk 45 python 2.7.17, MARERBIAMENTESZ Python 2.7, JX IR AGEFTPA T fir kA
g 2 A5 £ 44t Python 3:

python3 --version

WRIBAT Fid ey A PSR, WA RN A 2% Python 3,
TEARTE AT 2 2245 Python 3:
o fifi [l HomeBrew #F47 2255 (1) 401

brew install python3

i MacPorts #4235 1) 7 EEUR

sudo port install python38

Windows Linux macOS

ik FEASCRYH, Linux Al macOS #:/E &2 45 H ESP-IDF (Y ERIN L2542 N ~/esp; Windows #i/E R4
BRI %G 42N Suserprofile%\esp. AT AR ESP-IDF 228 fEATAmf HoM A2 R, (Hi = fE
i AT EA A B B 4. YER, ESP-IDF A SCER A SHE1) BEAE
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1.6 %5 2b: 3K ESP-IDF

T 5¢ ESP32-S2 # N I RE P Z 1, 15 JeRBUR ZE SR BE AR 12 SC{F ESP-IDF @y J7E.

AR ESP-IDF (AR A: FTIF %35, DIHeE] G2 0jA7 ESP-IDF i TAEH K, il git clone fiyd e
BEmAE Qe . SRR RERIE R GRS TR, W0 T 3

1.6.1 Linux I macOS ¥fER%:

IOV &, JasATA R fir:

mkdir -p ~/esp
cd ~/esp
git clone -b v4.4.8 --recursive https://github.com/espressif/esp-idf.git

ESP-IDF f F#{ % ~/esp/esp-idf.
T HIfEESP-IDF Jp A i3 7, #2% ESP-IDF R [al A i B4 5
1.6.2 Windows ¥R 5%

B 7B T RN, P NAWESP-IDF T A5 5035 WEEIF I N2 ESP-IDF AHbFEI 4%
T HIEESP-IDF yg A A, £ %5 ESP-IDF [l A i 2 A48 F 3 5 .
%7 f ESP-IDF T HZz%%8% , @] PAS% 45 & T2 F 3 ESP-IDF,

1.7 =20 KH T H
% T ESP-IDF & & , #6355 924 ESP-IDF (IR Fh T, AR . JEitEs . Python (045,

1.7.1 Windows 1 &%

TEARHE S — 4 P Windows (ESP-IDF T R 523 32) (NS, g s T,
W T {di i ESP-IDF T H. 22358 s il DA it ar AR AE e 0 Tl 2e s e T H. . HAGB LR :

cd Suserprofile%\espl\esp-idf
install.bat esp32s2

B (i F§ Windows PowerShell

cd ~/esp/esp-idf
./install.psl esp32s2

1.7.2 Linux fl macOS ¥R 5:

cd ~/esp/esp-idf
./install.sh esp32s2

8¢ {# i Fish shell

cd ~/esp/esp-idf
./install.fish esp32s2
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i Gl MR EZ AR, TAZAERS B RIS T H ) Wis47 . /install.sh esp32,
esp32c3,esp32s3, WilizfT . /install.sh 8 ./install.sh all A]—RM NG ) H R
AT A,

173 PERITAMGEIIR

ESP-IDF T.H 22645 2 T 4% Github KAGMCA AR — L8 TH 4SR5 Github 88208, WA AL E:
— AR, SR SEHESF Espressif () T #5545 2T Github BER R K.

Frik: ZICE AW Github R ARAF T I B TR, BB Git €4 URL.

Windows 1 &%;

QR Ay B FE 21T ESP-IDF T H AR R i L e $% Espressif [ #/]k554%, 15 7E Select Components 4 [1 1
f¥) Optimization %4)/5)3% Use Espressif download mirror instead of GitHub #£17i .,

Linux il macOS &%

T T R WL e Espressif N RS5 4%, WEI21T install. sh WA a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

1.7.4 HE X TPkt

A BRH A Z310) 4K ESP-IDF B35 1 4513 T HBROALCRAE H PR H s, B Linux A1 macOS Z 48 H
] SHOME/ .espressif fl Windows &4i ) SUSERPROFILES\ .espressif. MAh, Bu[DUK T HZ

SR HAH S, (HIEAEE T2 IANE], Sk B4R & IDF_TOOLS_PATH. &, HHRENH
PEZ R T S ZBARNIAUR .

RMEEL T IDF_TOOLS_PATH A%+, GMfRIZZ e IR AT S A (install . .bat, install.
psl 8 install.sh) flIH A (export .bat. export.psl 8f export.sh) BHEEFE—.

1.8 Bk RIS

BEIS, KT 2225 ) T HL B R VS Il 35 PATH BRSRAz i, Jodhilad “ap ot 17 XS TR, Wik, »
B SIS B, IXR] DA i ESP-IDF $24L6% 75— N IA 52 18

1.8.1 Windows &%

Windows 444 (ESP-IDF T A%3 35 ) WAE “JFiR” K HA1E#—4> “ESP-IDF Command Prompt” REE
ﬁiﬁ;{:ﬁ‘m%ﬁiﬁﬂ%ﬂﬁﬁé\%ﬂ?ﬁ“fﬁﬂ, HRE A AR S AREZIE T, REaksE
2.

BEAh, AR AN R Ar SO 1 R ESP-IDF, Sl I F 7 LD

Suserprofile%\esp\esp-idf\export.bat

8% ] Windows PowerShell
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.SHOME /esp/esp-idf/export.psl

1.8.2 Linux fll macOS #:{f: & %;

THAE T 25217 ESP-IDF 120 %7 s TPA T g

’. SHOME/esp/esp—-idf/export.sh

XFF fish shell ({52 fish 3.0.0 XA EUA), #HizfrPA T4

’. SHOME /esp/esp-idf/export.fish

HE, TR 7 SRR RN — %!
MR BT EA 1247 ESP-IDF, DA HIAT export . sh @@—4~4%, RABPERIIT
1. S HIFERENELA T v -3 shell Bt & 30fF (.profile, .bashrc, .zprofile 4§)

alias get_idf='. SHOME/esp/esp-idf/export.sh'
2. W E B E D 8iafT source [path to profile], fll source ~/.bashrc 3R E
A

BT DAEAT AT A i 1 Pz AT get_idf RBLEEURHT esp-idf PRk,

X R H R export . sh SN E] shell (FECE ST BN & FEHERA K ig 215 AR S IDF
FERIIAEE (BUHEIJCRF M A IDF (1800 ) , AR RE IS0 H W, I 0T RB S m HAR R (4 i

1.9 Sh2b: JHREIE TR

BUAE, BRI LAJT U6 1 45 JT % BSP32-S2 W AP T . Wl PAM ESP-IDF w1 examples H 5% T [ get-
started/hello_world TFETF4f .

Ff get-started/hello_world TFESE il £ LAY ~/esp HET

1.9.1 Linux fil macOS ¥{ER%:

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

1.9.2 Windows ¥R %:

cd Suserprofile$\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

ESP-IDF {j examples H 3 T4 — R0l A, #Ral DASR I8 B A7 I 0EF TR . mT DA IR _Ead D7k
ST HA LR B], WAl LB B, Jof AT .

% ESP-IDF %% RGN SCRp A S A
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L10 55582 R

BULE, RS ESP32-S2 TR AMRIEREE] PC, HARIT KM D .
WH, A EAE RS T B A BT A -

o Windows ##{E&R&%:: coMl &
o Linux $fE:H%%: DA /dev/tty FFG
e macOS ¥E&RS:: VL /dev/cu. FFlf

B RINMIER B OAREFEAE R, L5 ESP32-S2 41 ¢ vifix,

ik RO, SR N

111 L BCH

WHHEAS AP Fse)E 142 P FM hello_world Hig, Hiafr LREACE TH menuconfig,

1.11.1 Linux fll macOS #:{E &%

cd ~/esp/hello_world
idf.py set-target esp32s2
idf.py menuconfig

1.11.2 Windows ¥ &R5:

cd Suserprofile%\esp\hello_world
idf.py set-target esp32s2
idf.py menuconfig

TP, MECBE “Hin” SR 1df.py set-target esp32s2. W, WEAIERHER
HAAATH Z WA g M E () . GBI DAE B “HARY BENIEAC R (Hom ]k %4
). BEEE, WIEFRAFSA.

WSR2 A SRR IR, D)2 /s T T S

GRS R BCE T A AR, f3E Wi-Fi MZRZ PR, BRI P EZ . hello_world /R
B0 H 2 PABCARCELZ AT, PRIl AR (] menuconfig #EATIH BLELX — IR

ik %t 0P BRI REa T i 5 EERHE . 0T PAE ST ——style SRABAN. B
25 8., 151847 idf.py menuconfig —--help it .

112 S5 )0\25: 8k TR

HHHAT 54, iibesr TAE:

idf.py build

IB4T AL A W] LAG 1 I T AR P AT AT ESP-IDF 214, 3336 A8 A bootloader . 73 X AN i A% 7 — il
P
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Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>
Security features --->
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

Enter] Toggle/enter sC eave menu [S] save
ad 7 d info [/] Jump to symbol
C show-name mode [A] Toge 1ow-all mode

[F] Toggle show-help mode c o]
[Q] Quit (prompts for save) [D] Save minimal config (advance

K 46: TR E—FH 1

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git:/usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —VNEH, S8 UR R B bin S0P

113 b Baksikss

W PAT 4, KRR A i — 3 S04 (bootloader.bin, partition-table.bin £/ hello_world.bin) %57 % 143
) ESP32-82 JF & Hi

idf.py -p PORT [-b BAUD] flash

K PORT #54fhy ESP32-S2 JF R AIAOER 1447, LTI IS < i£43it 4,
(5E T DI BAUD by A I B SIS . BRA B 3Y 460800,
o A7 5% idf.py ZREGPERE, 5 Widfpy.
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ik A3k flash U H S IF R TR, ML FHE1T idf . py build,

L13.1  Jgesad Rerlr nl 8 S0 i) et

WERAEIZA T4 A 2 B I “PERR R X R, R 2 — Al g 21217 esptool.py HEUER.
esptool.py @WERGERMHKNFET, HTEESH . 5 ROM 5[ Sn#k# 52 5 A S pesk 0 TH . f#
HRAZ B — A T L YR e e I DA AP BRI T T AL . AR MR A B, 11527 Troubleshooting
DICIEA RIS
esptool.py it {fi USB HEHp 46422505 - (40 FTDI 8 CP210x) [ DTR Fil RTS #5224k %45k A 5
237 ESP32-S2 (5575 ESP32-S2 4|3 % v %42 SRBUE L4115 £). DTR Al RTS 4 i £k %423
ESP32-S2 1) GPIOO0 il CHIP_PU (EN) & I, Kt DTR F1 RTS [ JE B -2 fh £ {di ESP32-S2 i A ]
PR . M KRB v A F ESP32 DevKitC & M) LA o
— kUL, M E Y esp-idf FFERA S H I, (B2, esptool.py FEPA NIHH FASEE H o 5B i
.,

o VRRRE A E4ES] GPTOO il CTHP_PU ) DTR Fi1 RTS a1l £k

* DTR Fll RTS #% il & i & =UAN ]

o MRASVEA X FERT BB AT I it
MRYEERECFRI A, ] LR ESP32-S2 1 & M sl ik B s B N it (&4 .

o XIF Espressif f)FF &M, B80T PAS 2% WA MBI AT JFEEG el U0 P Eg . Bilan, v pAiE L% 41: Boot

FeH (GPIO0) P4 fE EN #4l (CHIP_PU) RT3 i/ esp-idf F & HR.
o NPT HAMER AR, W PAZEECR GPTOO Rk,

L13.2  HRLERAE
TERRFRIAE S, B BT #f i H &

esptool.py —-chip esp32s2 -p /dev/ttyUSBO -b 460800 --before=default_reset --
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
<.0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-S2

Features: WiFi

Crystal is 40MHz

MAC: 18:fe:34:72:50:e3

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)
Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 3851.6.
—kbit/s) ...

Hash of data verified.

Compressed 22592 bytes to 13483...

Writing at 0x00001000... (100 %)

Wrote 22592 bytes (13483 compressed) at 0x00001000 in 0.3 seconds (effective 595.1.
—kbit/s) ...

(T HED
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Hash of data verified.

Compressed 140048 bytes to 70298...
Writing at 0x00010000... (20 %)
Writing at 0x00014000...
Writing at 0x00018000...
Writing at 0x0001c000...
Writing at 0x00020000... 100 %)

Wrote 140048 bytes (70298 compressed) at 0x00010000 in 1.7 seconds (effective 662.
—5 kbit/s)

Hash of data verified.

(4
(6
(8
(

Leaving...
Hard resetting via RTS pin...
Done

WRE—YIF], peskseml)s, FABCHESEN, MHRERF “hello_world” FFGizfT.
R EZE 1 ] Eclipse 552 VS Code IDE, Wik idf.py, ESF Eclipse 35%, LA VS Code 35 % .

L1440 WS

u\ju\@ﬁg idf.py -p PORT monitor fyd, WEHL “hello_world” TAEMIZTIHN. WE, AEEIC
+F PORT Ffie oy i H3 144 5

AT G, IDF ML e R RE

$ idf.py -p /dev/ttyUSBO monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

—-—— 1df_monitor on /dev/ttyUSBO 115200 —---

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

ey, SRR AE S HE MK A 25, BRITHR “Hello world!” T,

Hello world!

Restarting in 10 seconds...

This is esp32s2 chip with 1 CPU core(s), WiFi, silicon revision 0, 2MB external.
—flash

Minimum free heap size: 253900 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

AT A PR ctrl+), B IDF HERies.

il BRI PUB T AT S, —IRIESITHE . ek Al L A -
idf.py -p PORT flash monitor

LAt
 WHHITEIDF Y, T IRHE 2 {1 IDF i de it s SR b e
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* iWiHifLidfpy, BEEZL 1df.py i FIEI,
R, BOEEK ESP32-S2 AT 192!
AR, BRI DASEI— L8 oA examples, Bl EAHIT A A O R -

T —HURGIFL YR 4 BSP32-S2, A ESP32-S2 At &t

AELRPE R BULF 5 4275 README SCffif Supported Targets i, RN & # ESP32-52,
FRAEAER i, S4B ESPI2-S2 SRRE AR AR

1.15 ¥iy; ESP-IDF

IRER AN H SR A ) ESP-IDF, 1257 bug s @ AU RE. Nk, BEGTATI, o i o
AU IRAS . SRR Tk EEMER A esp-1df SCMRJe, RIS =4 I ESP-IDF f
HUER/NN: ¥ TR W

BEAh, fn] AU AR By . BAATT S, S A AR .

W, WG, WHERBITLEMA, PABF R ESP-IDF rim TEAWATFEH. AAiEsE% =
Y RE I,

— BEGHr R TR, WS AR, RIRESE5 % wy: RERt e,

1.16 A 3CH

1.16.1 Y5 ESP32-S2 Gt Hs 1 8%

AT A8 ESP32-S2 Al PC 2 [A] i 11 P2 .

#EH;: ESP32-S2 fi1 PC

i USB £ ESP32-S2 JF AR F2 51| PCo AR A UKL FFI0A H 3l 2%, I 5EHIIA ESP32-S2 JF AR
R USB #ar LU )y (BN AR DTS Rs) 205, SRSTEM DR RIKEhRE , JF T FahZ.
PATR 32 SR 3 ESP32-S2 JT A AR KB ARy 1) 4%

« CP210x: CP210x USB % UART #5 VCP ZKzh 5
« FTDI: FTDI j 4l COM it 19K Zh 25

PA LRSI S, WS H T BN 6, BRI ARCAARG B USB Beeh LUt fr o —BEOL T, 24
ESP32-S2 J %t 5 PC HEHEIY, XTSRS P Wiz B AudT e BE R G, FFEefash k.

¢ Windows |- F i 10

it Windows A& 45 PILAS Y COM 3ig 15135, )T ESP32-S2 55 PC iR, ANREHER, AW
i B2 Rl 9 SCRRU B

PAR A ESP32 DevKitC #1 ESP32 WROVER KIT & [
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-

File Action View Help

=4 Device Manager E'@

4 2 tdk-kmb-op780

& 78 Computer

B - Disk drives

b ';, Display adapters
DVD/CD-ROM drives
Hurnan Interface Devices
IDE ATA/ATAPI controllers
Keyboards
Mice and other pointing devices
Menitors
Metwork adapters
4 .f? Ports (COM &LPT)

Gielce ) d Flb

|> D Processors

[ -& 5ound, video and game controllers
&y System devices

b - i Universal Serial Bus controllers

& 47: s g rh ESP32-DevKitC 1) USB & UART #f
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- L

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
&> -/M Computer

£]

[ =y Dhisk drives

A Display adapters

ey DVD/CD-ROM drives

% Human Interface Devices

‘g IDE ATASATAPI controllers

< Keyboards

--ﬂ Mice and other pointing devices
I::, Monitors

-mF Network adapters

T3 Ports (COM & LPT)

f}-n Processors

b -3, Sound, video and game controllers
5y System devices

- i Universal Serial Bus controllers

I 48: Windows i £ 4 BEES 1 ESP-WROVER-KIT (4~ USB H2 473 1
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1£ Linux £l macOS F# ¥k 0

A ESP32-S2 kM (AN ER GRS ) BYER IR FR, WERA R sirmik. B, Wit
EMEGERCR, HRKBTA N2 R, EEIFAREGER S, FHXRsfTA N4, Hif, Wiz
e a A i 1 B2 ESP32-S2 X W A ER [ -

Linux:

1ls /dev/tty*

macOS:

’ls /dev/cu.*

Frik: AT macOS P FAREARRIR O, HAERCHEE CATTIREY 228 7@ M TAREHE T
R AR USB/ER TIRENFL)F . % macOS High Sierra (10.13) i/ 1, R 1] BEIR 35 2 T3l fo i BKEh AR 14
L, BT 2 ARG RE > ZaMRA >ERA, MELEAFEERER: SRAFFRAMNRGHK
- g & A R4 Frh Silicon Labs 5% FTDI,

{f Linux M) 8] dialout

FTE SR N2 R DA L USB R ER 1 BEAT BE A . AEZ % Linux A, G n] DAE L PA T fir
R PEME] dialout 4, MMFRFILEHRR:

’sudo usermod —-a -G dialout S$USER

7E Arch Linux H', 7525l AR AR H s 2] uucp 4 H:

’sudo usermod —-a -G uucp S$USER

THHEOERSR, BIRH R ERURAE

ik e

PAE, WEEH R N Y, AR E ESP32-S2 J5 & FR A1, MRS N ERSR G

Windows fll Linux $#{: 5% {EARFIF, FA 1S PuTTY SSH Client, PuTTY SSH Client Bt A] T
Windows 1] I F* Linux. AR08 DA HAE DR 7 I BB A0 R 13 (s 240

AT A, BCEAE EAS TR EIAR R O PR = 115200, Bdafi =8, (E1kfi=1, A =N, A
U5 SRR T AT FE Windows I Linux fHC B AR A1 FIAEE S0 (0 115200-8-1-N). R, X
— R E A A R AR S A TICE

IR, kAL BSP32-S2 Z@MATTEN H . Wi, W ELunt I Dt AR . X B H SN BT
2 ESP32-S2 MW ARSF, WS H i d =,

T RIS TEEIER S, XS 0 K. IR EGEZ s — HRRHT R, 25 BRI
IR TCYE DT E

macOS 5% macOS 4L T PREaS, UG H 2288 5 1 L «
o BF# & Linux Fo macOS k% %% 0 | ifTPA T ard:

ls /dev/cu.*
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ﬁ PuTTY Configuration @
Categary:
=- S!E!ssion Options contraling local sedal lines
+ Logging Select a seral line
= Terminal
- Keyboard Serial line to connect to Comz2
- Bell o
- Features Configure the serial line
= Window Speed (baud) 115200
FDDEEFHDE Data bits 8
- Behaviour
- Translation Stop bits 1
- Selection Pari
- Colours arity [ MNone - ]
£+ Connection Flow cortrol [XONAXOFF |
- Data
- Proxy
- Telnet
- Rlogin
- 55H
- Serial
About Open ] [ Cancel
] 49: ¥£ Windows #/E R H ] PuTTY &% &5 TGS
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PuTTY ConfFiguration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

About %] Cancel

[ 50: 7E Linux #4E RS8P PuTTY BCEH HEFSEL
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o BT T 4

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

IR LIRS, MR TR . AT R B 2T, THiE
FHA T

screen /dev/cu.device_name 115200

¥ device_name B NizfT 1s /dev/cu.* g IS 05,

s MTFEMIEZ W HE. HENEBGLT MEE] ESP32-S2 W HIRF, WS % &=,
A Cul-A +\ ZHE H R 4E.

ol WEERIESE R TUEEIER G, XM PRREeil. WU B E DA XM birsE, 25 b
W R e DT e T

filnpl PAT & ESP32-S2 fy—A Hm il AR IH UL i, i sl E BT A

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010,1len:3464

load:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WRATEVH A H G R 3 (MiARELED ), W DR IE R . IR, Bl DAgkSE b T4 HmA
B AR 3 F) ESP32-S2,

Frik: FEREE ATy U, 1R ESP32-S2 [Fal IR TEN A 1 HAE T, & 2L a7 48 E o
RTS & DTR . % FEUAFAE T RTS & DTR & M %R F] EN & GPIOO I ERYIEIL, k%
HOFEt (BIRREIARIIFRAR) MBARXA M. ELZHEMEL, H5% esptool RS,

UM % BSP32-S2 RRUEIF A MARIFIRBENS, < i 4i% & BRAESI TIKIR, WS L md
AR A .

1.16.2 Eclipse IDE GIJ&t fiikek 5514

ESP-IDF V4.0 BRI\ R HT CMake 573 245
£ X%t CMake ## R %5, ESP-IDF 5 —3CHi 1) Eclipse ffiff. HIA#EFERS, i WL ESP-IDF Eclipse {4
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$51:: ESP-IDF Eclipse {4 A8 i {22 macOS # &, {HZ3E35F%F Windows. Linux £l macOS ¥J3& fil .

1.16.3 VS Code IDE {13 A ']

AT VS code, I HE T M rf 5 ESP-IDF A1 (B E B AL 58 38 10 i 1) i <2 FF, SRR . Bk,
W, Wik, 1BEE. core-dump. PAK RGIBER G me S HAE.

P22 e

HE#£45 0\ VS Code #7175 4 ESP-IDF VS Code Jifk, sl Hodi 223 55/ %4 ESP-IDF VS Code
It

* F ESP-IDF VS Code W w2 <https://github.com/espressif /vscode-esp-idf-
extension/blob/master /docs/tutorial/foc.md> | RN ] FIEGE ThiE

SCREIE e

TR BB 24k ESP-IDF K OH A % T A A%

sl SE A S B AR, R R R N AT

Besk: UART Ml JTAG 7] 52 B o

%i‘:‘%i B 2 it AT AT RE, R DALE VS Code WS M IDF Wids i S, #RAEIT AL 58 4 b —
* 1BiX <https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/debugging. md>: $EENT.
BIR] RO RE RN BE , [RIS SCs AR CAN core-dump ZRE, 74T bug BN (E.

GUI Rl RO i P A, TR E R A

WONFDFGE: & HEBES: SRR T RE R PR i, I AL ALy - Fm A R
RGUPEAERR . SO RN svdat SR FOBERFR, RN SCRZ A WAZIB ER LA .

110) 317 N4 N3 f Vi v e s Y PN R P T

Rainmaker Cloud: /145 4 & Rainmaker Cloud SZHf, 0] DAL S8 /A5 A A 6 I 50 5 1)
R

o AURS LR FATAWEMARE R G, FHBER D BRCSEmniT. RIS TE IDE Wi H
FE LI HTML 245

Bugs [l & SfigiiK
HISEAEER VS Code SRHMLHEDIAE LB, AENEAE 1B35 BUR eithub LI GHOIE, AT %
A1 DA T R«

FATEID G M BRI RETOR LR T SRR S RE R SO A I REEA TGS, A U FRAT)
HRITRERRZEINRE . VOUEAE github _E§2 T TIREHTK

1.16.4 IDF W{LZs

IDF Wit ged— A fr&miely, 10k At DR 7 4ds, IDF HdLas (Rt A A IDF (13
s -

7 IDF A F AR H A e 00T DAJS T B LS

o i CMake 4% RS, WS : idf.py monitor
o £S5 GNU Make 43R5, i make monitor
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SEYNE!

(RS E

NT 75 IDF f ittt

TRH., TR R R

REERE BRIE ik
Ctrl+] B IR AR Y
Ctrl+T SR TS IRPEREZ —, R EAE.
o | IR R R
e Ctrl+T
PN Tk
e Ctrl+P O H AR A, HEA | EEHARRA, @i RTS & (W2 #4) #EA Bootloader,
Bootloader, jiiid RTS £k | WA AMCABITALMIFEY . SR H A A R 3l a] AR
HEN T JHIARAE
. Ctl4R Hal RTS hE & HAr | EERA, il RTS 26 (&) EHasiy HRET .
s
. Cti+F SRR H #r{= idf_monitor, 1547 flash H#xr, X5 E idf_monitor,
o FEA B R SO ER 2 o S B gm ik, ARG bk,
R idf_monitor JZ PAZ4L -E HEIY, Mizf7HS en-
crypted-flash,
. Culep | PRFERBERMNRY | ¥ §7 idf_monitor, izfy app-flash Hin, #MIGHk&
i idf_monitor, 315 £lash %fel, {0 A 5 0BT BE 4
A/) PR E sk . Ak idf_monitor J2PAZ AL -E JF BT,
N2s1z4TH AR encrypted-flash,
. Ci+Y P IR AE R AE EATED | BOER, S EFETA ARSI . ARV AR R
H &% A ITE DL R ARG A H R .
. Ctrl4L MR E W SF B AH | FE LR MIE—A S, HTFSAHE S . I
A ‘]‘j%i%%@f?]]:/‘@zgﬁy]ﬁ'é (iRt IDF 5 et &2 k%)
HE
. Ctrlt] P IEARSZ ST BV ARic | IDF BEALES AT DATE RS !ﬂ* FTRFFSAT Bl —N B[Rl AR . ]
() WAL DA 3 ——timestamp-format 447 %
- Hok Az
. Ctr+H R T P
3 #
H)
. Ctrl4X iR IR A
(& #
X)
Ctrl+C i IEfEEATR M AR | B 4% IDF MR %% )F iz 47 GDB Il H i K
¥ a, M AE s AT e R O R . X RO
J&:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME
I
BT ctrl-] Ml Ctrl-T, HAWPRFER(G 'S @ O RS HRRA
e H IDF F¢Pk
1 Zfiih bl ESP-IDF %5 i B0k 0x4 B N AR, IDF 28R H) addr2line

PRI AE DR (4 A2 B AN B 1 R A
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ESP-IDF [ /7 % 4: crash il panic S, RF57 AR U0TR A5 77 e i 1 ]

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.
Register dump:

PC : 0x400£360d PS : 0x00060330 AO : 0x800dbf56 Al H
—0x3ffb7e00
A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H.
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H.
—0x3ffb7dd0
Al0 : 0x00000003 A1l : 0x00060£23 Al2 : 0x00060£20 A13 H
—0x3ffba6d0l
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :._
—0x00000000

Backtrace: 0x400f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40.
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF M 0l o 23 A7 e 6 il Rh S A B

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al .
—0x3ffb7e00

0x400£360d: do_something to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get—-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 L
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0
Al10 : 0x00000003 Al11 : 0x00060£23 Al2 : 0x00060£20 A13 H
—0x3ffba6d0l
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40._
—0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world_main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
«s./hello_world main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32s2/./cpu_start.c:254

IDF it aefEn G T A R s, it

xtensa-esp32s2-elf-addr2line -pfiaC —-e build/PROJECT.elf ADDRESS

ik ¥ IEAS & ESP_MONITOR_DECODE % B & 0 534 il idf_monitor.py 4% & fy S F7 26 I :
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idf_monitor.py --disable-address-decoding 2% F#uihkfiEeg .

il ¥ GDBStub L1 GDB  BRIKESLT, 415 ESP-IDF F AT % 2 crash SE0F, panic 4bFHASFH7E
F1_EAT BUAH K PR A7 AR i i (S o), ARG EE I R AR

BEAh, W ARCEL Y AR AE S 61517 GDBStub AL Bzt T o i b AR 7 2828 sl i (Cul+C).,

B AL panic ALFEAFPAIZ1T GDBStub, GDBStub T.HAJ DAY GDB i H XA HEA Tl (R, SRVFEEi
WA Ay ek ifn AR %6 . GDBStub ARG JTAG A, (HN T3 B0 Rk i 14 .
& e & A panic g5 {41 J5 il GDBStub, 11247 idf.py menuconfig {TJF Ui H il & 3 5, I

¥CONFIG_ESP_SYSTEM_PANIC iﬁiﬁﬁﬁﬂﬂ GDBStub on panic, @z%3{%‘CONFIG_ESP_SYSTEM_PANIC
XHE N GDBStub on runtime,

AEXFFOLR , AR panic AbPRASH MM A 5N AR 58 28 I (Curd+C), I %2 IDF M 2 4% 5] GDBStub
CZMN2, panic B H ShRHFEHAT A G 21 280247 GDB. GDBIRH )G, i RTS &
HARSZNTF Rt APRRIERE RTS Hh H4, A ArsE, TR At

IDF {if% e Jn Giaf T il T a4

xtensa-esp32s2-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"

B G 2k v PAUH B idf.py monitor —-print-filter="xyz" 8 35 IDF 5 ¥ #%, X
——print-filter @ HifEN S SEEIMENZFERFS, T ER A%

H
T TN A B RS, T4 ¢ <tag>:<log_level> &I, Hrf <tag> BI&EFIFH,
<log_level>#& {N, E, W, I, D, V, *}&EHPH—NFE:, BHEDE F.

Bi4n, PRINT_FILTER="tagl:W" HICEH-FTE ESP_LOGW ("tagl", ...) IrGafti, s8CE51E
AR H A TR GOl B ESP_LOGE ("tagl", ...). i <log_level> sififi {405
BIERIAE *

ik PRI, PTDAGE FLGAE B & AR ST T DG TDF W 28 i th e s
AR, FLET TR R

AR IREA R S, B~ B9 o, DMEARA ik fe .

AN R AR it B e — AT SR T AT [ 2, R BE & S mad e Th e, B, MORERITARTT ENiZAT, (A
JERKEIAATABZR G A E e — D RIFIRE, W] PARE L B0 0] 42 Rk G U A (R )i A B0 e
BIRHERIROLT ).

iy 32 BLW 711

o * AT IUCEE MR BARS . (H PRINT_FILTER="*:1 tagl:E" FTHIXT tagl Mk HET &
B, OXJRN tagl UL < HUUE LS .

o BRINFIN] (25) ST *:v, BONTERRANG S B S ARG B VL BCAT 25 bR 25 R B R VE L r A 25

o "N AANIIH T HAEThEER L, WIIH T print £ BUFTEIE . A TR — D,
* B B TR

o M "tagl:V", "tagl:v", "tagl:". "tagl:*" fll "tagl" ZJq,

. %)W!'J/"\;agltw tagl:E" % [FT "tagl:E", X@EF NEEHINEAHERAFRRESERER
Al — M52

o BN "tagl:T tag2:W" {UFE Info {40 BEF AN EAREANFT B tagl, FF Warning 1E4H BE SR 515K
FARHHIFTED tag2.

o FUN "tagl:I tag2:W tag3:N" FEARM LT E—HN, X2F K tag3:NFEE tag3 AT
B,
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e tag3:NZEMN "tagl:T tag2:W tag3:N *:V" FHAE Y, XEZ2H FUEEH tag3:N,
tag3 [FEMATREFTEN IR T tagl Ml tag2 FEIRIEE ST HIER E A g0 (BRSO
FEERAITEL T A -

RS R R B AR H G R AR BOA BCE A TR e I B7 DOLT AR A

1load:0x40078000,1len:13564
entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte

W (31) esp_image: image at 0x30000 has invalid SPI mode 255

E (39) boot: Factory app partition is not bootable

I (568) cpu_start: Pro cpu up.

I (569) heap_init: Initializing. RAM available for dynamic allocation:

I (603) cpu_start: Pro cpu start user code

D (309) light_driver: [light_init, 74]:status: 1, mode: 2

D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID..
1

I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="wifi esp_image:E light_driver:I" JiiifieIifgisk s BT frn:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="1light_driver:D esp_image:N boot:N cpu_start:N vfs:N wifi:N

RENAIST =L T v

10ad:0x40078000, 1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF [ s Commle

Windows AL T C51 )8

T Windows Fl £ R, A7 SO — S5 PR AT AE GDB
« AN, if.py o make Y, W AESAE IDF YIRS 2 AT 30 .
« GDBJEATI, WTAES#H BT, %54 TFH s GDBSwb HEfTif.

1.16.5 T HBE A E LikHE

BRTAREEM (EWLS =¥ &E LK) FHROHH TR, GER A B T4 THE.

WITCRPAT R, BB FA R AR T g i — b T AeE. A, B LATERA NI OLE 18 B AT 9 i
T He%:

o TR T H R R

o EEAG I HAM GCC fiA (40 4.8.5)
o EFLRYAHE gcc. newlib By libstde++

o FBAH R GIRE I (1] T
AMEAE MM 38 T 288 bin S

IR T4 LI, AT DA SR
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B IFUE U Windows BhBE i 1 5

B TN ESP-IDF T Fox 5 %, PRI AT 3l e Windows PRIE R 9 T HAE, XIERAR ST FE N
Fa e TAW DA b il 28R, [Pty (3 g e F P adb AT B SO

{1} ESP-IDF TR 22485 %t TR 4 K HAh TR BEATPRIEARIER A, 1155 I8 Windows -F & T L8409 47 /£
E.

% HF GNU Make 914 # R 45 25K Windows FeZ% MSYS2 Unix, J&TF CMake [/#)#4) 3 22 40 W Jo b 25K

3KHL ESP-IDF
ik BRARUA ESP-IDF {ififf] 7 MSYS2 bash Ze3inin 247, HAl, AT CMake 413 558 m] 1 ILAY
Windows fir 484 10, RIAE 1 e ot i ) 28 i

WTERE, ARG LT bash AGZCeE PowerShell 4, — S 4B T AR BT A .

IR AT, i T A M

mkdir %userprofile%\esp
cd 2userprofile\esp
git clone -b v4.4.8 --recursive https://github.com/espressif/esp-idf.git

ESP-IDF $+ F# £ Suserprofile%\esp\esp-idf,
T HITEESP-IDF j ki 41, 4% ESP-IDF N [m] fCAS (1) B AT 37 55%

#il: git clone M4 fy ~b v4.4.8 P git M ESP-IDF @) i 5g 5 B RAS ) STRS RS 1 4 73
o

ik AF N0y, ibn DA Releases page " 2UILARE AR zip SCIF. ANEER#l GitHub [ 30421 ”
UEACRS” 1 zip S, EAIANE T ESP-IDF,

ik TECEmRE GRS, N EAESE ——recursive . WIRRC A ek T ESP-IDF {HEA M it
SR, HIBITPAT R TR

cd esp-idf
git submodule update —-init

TH

CMake I_JL "N ERcH &A1) Windows B R E R CMake, FizfT2e% 4%

gk g “LEBERTAY I, %3 “Add CMake to the system PATH for all users” (h G M RS
BRI CMake) Bf “Add CMake to the system PATH for the current user” (524§ [ F7 i & Gt B A2 750
CMake) .

Ninja i T.H

#il: HEl, Ninja (URHECRF 64 7 Windows RASHY bin SCfF. AR PARC A HoAt 413 TH (401 mingw-
make) 7i 32 {ii Windows it i i CMake #1 idf.py o {H H R ITC KT 0L TR AT SCR
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T TR ECIR T BT KA1 ) Windows -5 BE I Ninja.

16T Windows “F-5 1) Ninja T 8OCfFg—Azip XM, % ninja.exe XfF. EFELFZCIFHF
FEEIA S, Hidhe 2] Path 55 (B EFERIEE] Path A2 EHE AR H ).

Python NI4T T Windows L AR HFTIR Python.

Python Z2Re 41 “H & X7 KRR ERHE— R P, f/5—Wik “Add python.exe to Path” (¥l
python.exe #I| Path FREEAS G 1), F5EFZIET My “Will be installed” (CRF£322%%) .

Python 2358 T, M Windows JHIGHERAPITIT “ar4/n 4" B0, FHsfrbA T and:

pip install —-user pyserial

THBERE R EIGEER Windows T H 4
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patchS5-win32.zip

WK 45 1 3 fF i JE §) Cc:\Program Files " (H H X B). £ 4% & X #f & & —
*xtensa-esp32s2-elf H.

Rig, HHIZHFZ T bin THFERAIE Path 313 T %, 0, ¥ H3F C:\Program Files\
xtensa—esp32s2-elf\bin ¥%] Path FEEA &

ik AR5 MSYS2 % (i “GNU Make” #ii &%), WAl PABkE N88—4, BE#RRIME
5% C:\msys32\opt\xtensa-esp32s2-elf\bin F| Path JFIEAFE, KN MSYS2 MlE 108 T HA4%,

HEIH % 21 Path SREFAS i E Windows SRS, 6] Path SRS R IIFERTHIH %,
FIIFRSGE BN, BTSRRI (Windows 10 fi FUERIH: “TigRGTL") .
Wil Path A5 R (HEFE “JH PR S CROUHERE . FLIKORT U277 LA P Path s 47E%

H3). mEEENARRRN ; <new value>,

JnBebE RIS = R E T A BTSRRI

MEIF UG Linux SRBE T 19 T 5

B T MR E W BT B i b T REESN, BURRT AR IRAS SN G, ACSKIT IR E A T L
FLAE . UNFFHud (1 g b T RAE, Wl 2| Linux & T A Ea947 208 B BT,

ik BOEHCH THEERT A Y2K38 M (time_t A 32 (74 € F 64 fi1) .

RYEERY Yk ESP-IDF 32D R R0 -
e CentOS 7:

sudo yum -y update && sudo yum install git wget ncurses-devel flex bison gperf..
—python3 python3-pip cmake ninja-build ccache dfu-util libusbx

H i8R 3 #F CentOS 7, HN T S 4IRS, #fE ] CentOS 8.
» Ubuntu /] Debian:
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sudo apt-get install git wget libncurses-dev flex bison gperf python3 python3-
—pip python3-setuptools python3-serial python3-cryptography python3-future.
—python3-pyparsing python3-pyelftools cmake ninja-build ccache libffi-dev.
—~libssl-dev dfu-util libusb-1.0-0

Arch:

sudo pacman —-Sy —--needed gcc git make ncurses flex bison gperf python-pyserial.
—python-cryptography python-future python-pyparsing python-pyelftools cmake.
—ninja ccache dfu-util libusb

#ii: il ESP-IDF 5% CMake 3.5 (DA L JiiAS . BX5HYY Linux S AT BEAG 2 TH0 B SO BPRR G
BJTJH backports B, s2e%E “cmake3” B (2% “cmake” ).

INIRARRS G T ILBE 23R MO -

e CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python3 python3-devel.
—automake bison flex texinfo help2man libtool make

* Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev.
—automake bison flex texinfo helpZ2man libtool make

e Ubuntu 16.04 8¢ DA I

sudo apt-get install gawk gperf grep gettext python python-dev automake bison..
—~flex texinfo help2man libtool libtool-bin make

¢ Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev.
—automake bison flex texinfo help2man libtool libtool-bin make

e Arch:

sudo pacman -Sy —-needed python-pip

A TAER S, HFIEAZHE S

mkdir -p ~/esp
cd ~/esp

T#FH4i1¥ crosstool-NG:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patch5

git submodule update —--init

./bootstrap && ./configure —-enable-local && make

&

i E W E R 64 i timet 1y T H % B, & F &I crosstool-NG/

samples/xtensa-esp32-elf/crosstool.config X 4 # % 33 Fl 43 47 B W] & & ¥{
——enable-newlib-long-time_t ffilf.

Espressif Systems 76 Release v4.4.8

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 1. e AL

./ct-ng xtensa-esp32s2-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32s2-elf

IR T HAF S RIE R ~/esp/crosstool-NG/builds/xtensa-esp32s2-elf,

T T RS PATH SRBAS & 788 H 2 X T HAEE HI3]— gt H B, IR mE] paT .
Ban, ] PO R LR 3] ~/esp/xtensa-esp32s2-elf/ HEH.

AT IEFM T AR SFEER ~/ . profile XA PATH IREEAS B . IUAL, AR DATE ~/ .profile
SO IR . XA, TR Lt DIV DA xtensa-esp32s2-elf:

export PATH="S$SHOME/esp/xtensa-esp32s2-elf/bin:SPATH"

i MAREENRF /bin/bash B E AWK shell, HFRIFAFAE .bash_profile fil .profile F/N3C
{4, NHEH .bash_profile, FE CentOS MIE |, alias FEZEEME] .bashre X,

B EPTERUA profile WHMBUZER. 1277PA T a4 KAGA PATH BB IEH:

printenv PATH

S 55 A A i ) A RO S R S LA T 1 T R A

$ printenv PATH
/home/user—-name/esp/xtensa-esp32s2-elf/bin:/home/user—-name/bin:/home/user-name/.
—local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/
—games:/usr/local/games:/snap/bin

HEIXHA /home/user—name Wi%EH i A 4% 1) 11842

RS RIS = KA ESP-IDF SRS BT KB

MNEIFIEBEE macOS PRBE Ry T H 4%

A e MBS E T HeE, SRS 224 MacPorts 3f Homebrew 45 HIAE, 0%, Al
DAE I F &A% iTag T B4k,

MacPorts 23152 %% 1) XCode k{4, i Homebrew HZEHLZ2%E XCode iy 47 L EEIV],
WE% T A 2GR E B, AR WREHEM LR E THANE .

RS
o 24 pip:

sudo easy_install pip

o 2N pyserial:

’pip install --user pyserial

o 2% CMake F11 Ninja #1% TH.:
— #74 Homebrew, %50 PLiETT:
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’brew install cmake ninja dfu-util

— P45 MacPorts, 0] DAIzfT:

sudo port install cmake ninja dfu-util

IRARES G vf T ILBE  ZEe o -
o %}T MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool autoconf.
—automake make

%} Homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget helpZman libtool.
—autoconf automake make

WE—ARGEES (K RNE) -

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-sensitive.
—HFS+"

L

hdiutil mount ~/esp/crosstool.dmg

IR 1 B TAR H RS54

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

HIAEB A Y SR

cd ~/esp/ctng-volume

FEH- 4% crosstool-NG:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patchb

git submodule update —--init

./bootstrap && ./configure —--enable-local && make

g L HL g

./ct-ng xtensa-esp32s2-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32s2-elf

i i B A T R 5 & ¥R fF F ~/esp/ctng-volume/crosstool-NG/builds/
xtensa-esp32s2-elf., i ] T H4§H], i5¥ ~/esp/ctng-volume/crosstool-NG/builds/
xtensa—esp32s2—elf/bin {INE PATH IS &,

ISR RIS = KA ESP-IDF BT RS RCEIT KA
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APl 7%

2.1 M API

2.1.1 Wi-Fi

Wi-Fi )

WEik  Wi-Fi P SCRERCE % i ESP32-S2 Wi-Fi M B fE.
SCHFRLE

o HEUEMES (B STA Ml Wi-Fi % Pufilist) . SLIs ESP32-S2 JERESIHE AN (AP).
o AP Bz (R Soft-AP AR E#2 A SAsiat) , Bt 1445 5] ESP32-S2.

* AP-STA JLA7sX (ESP32-S2 BEZHE AL, (Rl SUVE Ny SRl 4 31 3 Ah— MR AR o

o PRBARA LA (WPA, WPA2, WPA3 ),
o P (E4F B L psi i) -
o FERZAEIA % IEEE802.11 Wi-Fi fiifd..

W B ESP-IDF /R H Y wifi H N5 AR BT
* Wi-Fi 7R i ;
© AR AR esp-idf-template, 7R T QAR ESP32-S2 B4 IEHL ] AP,

API 5%

Header File

e components/esp_wifi/include/esp_wifi.h

79
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Functions
esp_err_t esp_wifi_init (const wifi_init_config_t *config)

Initialize WiFi Allocate resource for WiFi driver, such as WiFi control structure, RX/TX buffer, WiFi NVS
structure etc. This WiFi also starts WiFi task.

Attention 1. This API must be called before all other WiFi API can be called

Attention 2. Always use WIFI_INIT_CONFIG_DEFAULT macro to initialize the configuration to default
values, this can guarantee all the fields get correct value when more fields are added into wifi_init_config_t
in future release. If you want to set your own initial values, overwrite the default values which are set
by WIFI_INIT_CONFIG_DEFAULT. Please be notified that the field ‘magic’ of wifi_init_config_t
should always be WIFI_INIT_CONFIG_MAGIC!

%% config —pointer to WiFi initialized configuration structure; can point to a temporary vari-
able.
B
e ESP_OK: succeed
* ESP_ERR_NO_MEM: out of memory
* others: refer to error code esp_err.h

esp_err_tesp_wifi_deinit (void)

Deinit WiFi Free all resource allocated in esp_wifi_init and stop WiFi task.

Attention 1. This API should be called if you want to remove WiFi driver from the system

|
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_mode (wifi_mode_t mode)

Set the WiFi operating mode.
Set the WiFi operating mode as station, soft-AP or station+soft-AP, The default mode is station mode.

%% mode —WiFi operating mode
Bzl
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error code in esp_err.h

esp_err_t esp_wifi_get_mode (wifi_mode_t *mode)

Get current operating mode of WiFi.

%% mode —[out] store current WiFi mode

Rl
¢ ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_start (void)

Start WiFi according to current configuration If mode is WIFI_MODE_STA, it create station control block
and start station If mode is WIFI_MODE_AP, it create soft-AP control block and start soft-AP If mode is
WIFI_MODE_APSTA, it create soft-AP and station control block and start soft-AP and station.
peqE|
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
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* ESP_ERR_NO_MEM: out of memory
* ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
e ESP_FAIL: other WiFi internal errors

esp_err_t esp_wifi_stop (void)
Stop WiFi If mode is WIFI_MODE_STA, it stop station and free station control block If mode is
WIFI_MODE_AP, it stop soft-AP and free soft-AP control block If mode is WIFI_MODE_APSTA, it stop
station/soft-AP and free station/soft-AP control block.
pEq |
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_restore (void)

Restore WiFi stack persistent settings to default values.
This function will reset settings made using the following APIs:

* esp_wifi_set_bandwidth,

e esp_wifi_set_protocol,

» esp_wifi_set_config related
e esp_wifi_set_mode

B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_connect (void)
Connect the ESP32 WiFi station to the AP.

Attention 1. This API only impact WIFI_MODE_STA or WIFI_MODE_APSTA mode

Attention 2. If the ESP32 is connected to an AP, call esp_wifi_disconnect to disconnect.

Attention 3. The scanning triggered by esp_wifi_scan_start() will not be effective until connection between
ESP32 and the AP is established. If ESP32 is scanning and connecting at the same time, ESP32 will
abort scanning and return a warning message and error number ESP_ERR_WIFI_STATE.

Attention 4. This API attempts to connect to an Access Point (AP) only once. To enable reconnection in case
of a connection failure, please use the ‘failure_retry_cnt’ feature in the ‘wifi_sta_config_t’ . Users
are suggested to implement reconnection logic in their application for scenarios where the specified AP
does not exist, or reconnection is desired after the device has received a disconnect event.

P[]

* ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
« ESP_ERR_WIFI_SSID: SSID of AP which station connects is invalid

esp_err_t esp_wifi_disconnect (void)
Disconnect the ESP32 WiFi station from the AP.
R
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi was not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
* ESP_FAIL: other WiFi internal errors

esp_err_tesp_wifi_clear_fast_connect (void)
Currently this API is just an stub APL

B m
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* ESP_OK: succeed
 others: fail

esp_err_t esp_wifi_deauth_sta (uintl6_t aid)
deauthenticate all stations or associated id equals to aid

%% aid —when aid is 0, deauthenticate all stations, otherwise deauthenticate station whose as-
sociated id is aid
PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFI_MODE: WiFi mode is wrong

esp_err_t esp_wifi_scan_start (const wifi_scan_config_t *config, bool block)
Scan all available APs.

Attention If this API is called, the found APs are stored in WiFi driver dynamic allocated memory and the
will be freed in esp_wifi_scan_get_ap_records, so generally, call esp_wifi_scan_get_ap_records to cause
the memory to be freed once the scan is done

Attention The values of maximum active scan time and passive scan time per channel are limited to 1500
milliseconds. Values above 1500ms may cause station to disconnect from AP and are not recommended.

SH
* config —configuration settings for scanning, if set to NULL default settings will be used
of which default values are show_hidden:false, scan_type:active, scan_time.active.min:0,
scan_time.active.max:120 miliseconds, scan_time.passive:360 miliseconds
* block —if block is true, this API will block the caller until the scan is done, otherwise it
will return immediately
Bzl
* ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
» ESP_ERR_WIFI_TIMEOUT: blocking scan is timeout
» ESP_ERR_WIFI_STATE: wifi still connecting when invoke esp_wifi_scan_start
* others: refer to error code in esp_err.h

esp_err_t esp_wifi_scan_stop (void)
Stop the scan in process.
B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
esp_err_t esp_wifi_scan_get_ap_num (uint16_t *number)

Get number of APs found in last scan.

Attention This API can only be called when the scan is completed, otherwise it may get wrong value.

%% number —[out] store number of APs found in last scan

B

ESP_OK: succeed

ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument
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esp_err_t esp_wifi_scan_get_ap_records (uintl6_t *number, wifi_ap_record_t *ap_records)
Get AP list found in last scan.

S8
* number —[inout] As input param, it stores max AP number ap_records can hold. As
output param, it receives the actual AP number this API returns.
* ap_records —wifi_ap_record_t array to hold the found APs
Bl
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NO_MEM: out of memory

esp_err_tesp_wifi_clear_ap_list (void)

Clear AP list found in last scan.

Attention When the obtained ap list fails,bss info must be cleared,otherwise it may cause memory leakage.

B

ESP_OK: succeed

ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_MODE: WiFi mode is wrong

e ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_sta_get_ap_info (wifi_ap_record_t *ap_info)
Get information of AP which the ESP32 station is associated with.

Attention When the obtained country information is empty, it means that the AP does not carry country
information

%%, ap_info —the wifi_ap_record_t to hold AP information sta can get the connected ap’
s phy mode info through the struct member phy_11b, phy_l1g, phy_l1n, phy_Ir in the
wifi_ap_record_t struct. For example, phy_11b = 1 imply that ap support 802.11b mode

B

* ESP_OK: succeed
« ESP_ERR_WIFI_CONN: The station interface don’ t initialized
« ESP_ERR_WIFI_NOT_CONNECT: The station is in disconnect status

esp_err_t esp_wifi_set_ps (wifi_ps_type_t type)
Set current WiFi power save type.
Attention Default power save type is WIFI_PS_MIN_MODEM.

¥ type —power save type
&M ESP_OK: succeed

esp_err_t esp_wifi_get_ps (wifi_ps_type_t *type)
Get current WiFi power save type.

Attention Default power save type is WIFI_PS_MIN_MODEM.

%4 type —[out] store current power save type
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j&RMl ESP_OK: succeed

esp_err_t esp_wifi_set_protocol (wifi_interface_t ifx, uint8_t protocol_bitmap)
Set protocol type of specified interface The default protocol is (WIFI_PROTOCOL_11BIWIFI_PROTOCOL_11GIWIFI_PROT

Attention Support 802.11b or 802.11bg or 802.11bgn or LR mode

S8
* ifx —interfaces
* protocol_bitmap —WiFi protocol bitmap
B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_protocol (wifi_interface_t ifx, uint8_t *protocol_bitmap)

Get the current protocol bitmap of the specified interface.

S8

e ifx —interface

* protocol_bitmap —[out] store current WiFi protocol bitmap of interface ifx
B

¢ ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

 ESP_ERR_WIFI_IF: invalid interface

* ESP_ERR_INVALID_ARG: invalid argument

* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_set_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t bw)
Set the bandwidth of ESP32 specified interface.

Attention 1. API return false if try to configure an interface that is not enabled
Attention 2. WIFI_BW_HT40 is supported only when the interface support 11N

SH
» ifx —interface to be configured
¢ bw —bandwidth
izl
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t *bw)
Get the bandwidth of ESP32 specified interface.

Attention 1. API return false if try to get a interface that is not enable

SH

» ifx —interface to be configured

¢ bw —[out] store bandwidth of interface ifx
B

¢ ESP_OK: succeed
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» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_channel (uint8_t primary, wifi_second_chan_t second)

Set primary/secondary channel of ESP32.

Attention 1. This API should be called after esp_wifi_start() and before esp_wifi_stop()

Attention 2. When ESP32 is in STA mode, this API should not be called when STA is scanning or connecting
to an external AP

Attention 3. When ESP32 is in softAP mode, this API should not be called when softAP has connected to
external STAs

Attention 4. When ESP32 is in STA+softAP mode, this API should not be called when in the scenarios
described above

Attention 5. The channel info set by this API will not be stored in NVS. So If you want to remeber
the channel used before wifi stop, you need to call this API again after wifi start, or you can call
esp_wifi_set_config() to store the channel info in NVS.

BH
* primary —for HT20, primary is the channel number, for HT40, primary is the primary
channel
» second —for HT20, second is ignored, for HT40, second is the second channel
B

* ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_IF: invalid interface

e ESP_ERR_INVALID_ARG: invalid argument

* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

esp_err_t esp_wifi_get_channel (uint8_t *primary, wifi_second_chan_t *second)

Get the primary/secondary channel of ESP32.

Attention 1. API return false if try to get a interface that is not enable

S8
* primary —store current primary channel
¢ second —[out] store current second channel

B

ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_country (const wifi_country_t *country)

configure country info

Attention 1. It is discouraged to call this API since this doesn’ t validate the per-country rules, it’ s up to
the user to fill in all fields according to local regulations. Please use esp_wifi_set_country_code instead.

Attention 2. The default country is CHINA {.cc=” CN” , .schan=1, .nchan=13, .pol-
icy=WIFI_COUNTRY_POLICY_AUTO}.
Attention 3. The third octet of country code string is one of the following: ¢ ¢, ‘O’ , ‘I’ , ‘X’ , otherwise

it is considered as ¢ ‘.

Attention 4. When the country policy is WIFI_COUNTRY_POLICY_AUTO, the country info of the AP
to which the station is connected is used. E.g. if the configured country info is {.cc=” US” , .schan=1,
.nchan=11} and the country info of the AP to which the station is connected is {.cc=" JP” , .schan=1,
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.nchan=141} then the country info that will be used is {.cc=" JP” , .schan=1, .nchan=14}. If the station
disconnected from the AP the country info is set back to the country info of the station automatically,
{.cc=" US” , .schan=1, .nchan=11} in the example.

Attention 5. When the country policy is WIFI_COUNTRY_POLICY_MANUAL, then the configured coun-
try info is used always.

Attention 6. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 7. The country configuration is stored into flash.

Attention 8. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

%% country —the configured country info

B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country (wifi_country_t *country)

get the current country info

%4 country —country info

P[]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_mac (wifi_interface_t ifx, const uint8_t mac[6])
Set MAC address of the ESP32 WiFi station or the soft-AP interface.

Attention 1. This API can only be called when the interface is disabled

Attention 2. ESP32 soft-AP and station have different MAC addresses, do not set them to be the same.

Attention 3. The bit O of the first byte of ESP32 MAC address can not be 1. For example, the MAC address
can set to be “1a:XX:XX:XX:XX:XX” , but can not be “15:XX:XX:XX:XX:XX" .

ZH
e ifx —interface
e mac —the MAC address

B
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFI_IF: invalid interface
« ESP_ERR_WIFI_MAC: invalid mac address
* ESP_ERR_WIFI_MODE: WiFi mode is wrong
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_mac (wifi_interface_t ifx, uint8_t mac[6])

Get mac of specified interface.

2H
e ifx —interface
e mac —[out] store mac of the interface ifx
B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFI_IF: invalid interface
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esp_err_t esp_wifi_set_promiscuous_rx_cb (wifi_promiscuous_cb_t cb)
Register the RX callback function in the promiscuous mode.
Each time a packet is received, the registered callback function will be called.
%% cb —callback
B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_t esp_wifi_set_promiscuous (bool en)
Enable the promiscuous mode.
%% en false - disable, true - enable
B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_t esp_wifi_get_promiscuous (bool *en)

Get the promiscuous mode.

%% en —[out] store the current status of promiscuous mode

Bzl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_promiscuous_filter (const wifi_promiscuous_filter_t *filter)

Enable the promiscuous mode packet type filter.

$41:: The default filter is to filter all packets except WIFI_PKT_MISC

%%, filter —the packet type filtered in promiscuous mode.
B M
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_promiscuous_filter (wifi_promiscuous_filter_t *filter)

Get the promiscuous filter.

%% filter —[out] store the current status of promiscuous filter

izl
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_promiscuous_ctrl_filter (const wifi_promiscuous_filter_t *filter)

Enable subtype filter of the control packet in promiscuous mode.

241:: The default filter is to filter none control packet.

%% £ilter —the subtype of the control packet filtered in promiscuous mode.
B

* ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
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esp_err_t esp_wifi_get_promiscuous_ctrl_filter (wifi_promiscuous_filter_t *filter)

Get the subtype filter of the control packet in promiscuous mode.

%% f£ilter —[out] store the current status of subtype filter of the control packet in promiscuous
mode
Bl
¢ ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_config (wifi_interface_t interface, wifi_config_t *conf)
Set the configuration of the ESP32 STA or AP.

Attention 1. This API can be called only when specified interface is enabled, otherwise, API fail

Attention 2. For station configuration, bssid_set needs to be 0; and it needs to be 1 only when users need to
check the MAC address of the AP.

Attention 3. ESP32 is limited to only one channel, so when in the soft-AP+station mode, the soft-AP will
adjust its channel automatically to be the same as the channel of the ESP32 station.

Attention 4. The configuration will be stored in NVS

ZH
e interface —interface
* conf —station or soft-AP configuration
PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface
e ESP_ERR_WIFI_MODE: invalid mode
* ESP_ERR_WIFI_PASSWORD: invalid password
« ESP_ERR_WIFI_NVS: WiFi internal NVS error
* others: refer to the error code in esp_err.h

esp_err_t esp_wifi_get_config (wifi_interface_t interface, wifi_config_t *conf)

Get configuration of specified interface.

SH
e interface —interface
* conf —[out] station or soft-AP configuration
P[]
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface

esp_err_tesp_wifi_ap_get_sta_list (wifi_sta_list_t *sta)
Get STAs associated with soft-AP.

Attention SSC only API

%% sta —[out] station list ap can get the connected sta’ s phy mode info through the struct
member phy_11b, phy_l1g, phy_l1ln, phy_Ir in the wifi_sta_info_t struct. For example,
phy_11b = 1 imply that sta support 802.11b mode

R M

» ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
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* ESP_ERR_WIFI_MODE: WiFi mode is wrong
« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_tesp_wifi_ap_get_sta_aid (const uint8_t mac[6], uint16_t *aid)
Get AID of STA connected with soft-AP.

S
e mac —STA’ s mac address
* aid [out] Store the AID corresponding to STA mac
Bl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NOT_FOUND: Requested resource not found
* ESP_ERR_WIFI_MODE: WiFi mode is wrong
« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_t esp_wifi_set_storage (wifi_storage_t storage)

Set the WiFi API configuration storage type.

Attention 1. The default value is WIFI_STORAGE_FLASH

%4 storage —: storage type

PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_vendor_ie (bool enable, wifi_vendor_ie_type_t type, wifi_vendor_ie_id_t idx,
const void *vnd_ie)

Set 802.11 Vendor-Specific Information Element.

S8
* enable If true, specified IE is enabled. If false, specified IE is removed.
* type —Information Element type. Determines the frame type to associate with the IE.
* idx Index to set or clear. Each IE type can be associated with up to two elements (indices
0&1).
* vnd_ie —Pointer to vendor specific element data. First 6 bytes should be a header with
fields matching vendor_ie_data_t. If enable is false, this argument is ignored and can be
NULL. Data does not need to remain valid after the function returns.
B
* ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init()
* ESP_ERR_INVALID_ARG: Invalid argument, including if first byte of vnd_ie is not
WIFI_VENDOR_IE_ELEMENT_ID (0xDD) or second byte is an invalid length.
* ESP_ERR_NO_MEM: Out of memory

esp_err_tesp_wifi_set_vendor_ie_cb (esp_vendor_ie_cb_t cb, void *ctx)

Register Vendor-Specific Information Element monitoring callback.

BH
* cb —Callback function
* ctx —Context argument, passed to callback function.
Bl
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
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esp_err_t esp_wifi_set_max_tx_power (int8_t power)

Set maximum transmitting power after WiFi start.

Attention 1. Maximum power before wifi startup is limited by PHY init data bin.

Attention 2. The value set by this API will be mapped to the max_tx_power of the structure wifi_country_t
variable.

Attention 3. Mapping Table {Power, max_tx_power} = {{8, 2}, {20, 5}, {28, 7}, {34, 8}, {44, 11}, {52,
13}, {56, 14}, {60, 15}, {66, 16}, {72, 18}, {80, 20} }.

Attention 4. Param power unit is 0.25dBm, range is [8, 84] corresponding to 2dBm - 20dBm.

Attention 5. Relationship between set value and actual value. As follows: {set value range, actual value} =
{{[8, 19],8}, {[20, 271,20}, {[28, 331,28}, {[34, 431,34}, {[44, 511,44}, {[52, 551,52}, {[56, 59],56},
{160, 65],60}, {[66, 711,66}, {[72, 791,72}, {[80, 841,80} }.

%4 power —Maximum WiFi transmitting power.
B
¢ ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument, e.g. parameter is out of range

esp_err_t esp_wifi_get_max_tx_power (int8_t *power)

Get maximum transmiting power after WiFi start.

%% power —Maximum WiFi transmitting power, unit is 0.25dBm.
B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_event_mask (uint32_t mask)

Set mask to enable or disable some WiFi events.

Attention 1. Mask can be created by logical OR of various WIFI_EVENT_MASK _ constants. Events which
have corresponding bit set in the mask will not be delivered to the system event handler.

Attention 2. Default WiFi event mask is WIFI_EVENT_MASK_AP_PROBEREQRECVED.

Attention 3. There may be lots of stations sending probe request data around. Don’ t unmask this event
unless you need to receive probe request data.

%% mask —~WiFi event mask.
PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_event_mask (uint32_t *mask)
Get mask of WiFi events.

%% mask —WiFi event mask.

B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_tesp_wifi_80211_tx (wifi_interface_t ifx, const void *buffer, int len, bool en_sys_seq)
Send raw ieee80211 data.
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Attention Currently only support for sending beacon/probe request/probe response/action and non-QoS data
frame

ZH
* ifx —interface if the Wi-Fi mode is Station, the ifx should be WIFI_IF_STA. If the Wi-Fi
mode is SoftAP, the ifx should be WIFI_IF_AP. If the Wi-Fi mode is Station+SoftAP,
the ifx should be WIFI_IF_STA or WIFI_IF_AP. If the ifx is wrong, the API returns
ESP_ERR_WIFI_IF.
e buffer —raw ieee80211 buffer
* len —the length of raw buffer, the len must be <= 1500 Bytes and >= 24 Bytes
* en_sys_seq —indicate whether use the internal sequence number. If en_sys_seq is
false, the sequence in raw buffer is unchanged, otherwise it will be overwritten by WiFi
driver with the system sequence number. Generally, if esp_wifi_80211_tx is called before
the Wi-Fi connection has been set up, both en_sys_seq==true and en_sys_seq==false are
fine. However, if the AP is called after the Wi-Fi connection has been set up, en_sys_seq
must be true, otherwise ESP_ERR_INVALID ARG is returned.
B
* ESP_OK: success
e ESP_ERR_WIFI_IF: Invalid interface
e ESP_ERR_INVALID_ARG: Invalid parameter
* ESP_ERR_WIFI_NO_MEM: out of memory

esp_err_tesp_wifi_set_csi_rx_cb (wifi_csi_cb_t cb, void *ctx)
Register the RX callback function of CSI data.

Each time a CSI data is received, the callback function will be called.

BH
* cb —callback
* ctx —context argument, passed to callback function
B M
» ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_csi_config (const wifi_csi_config_t *config)

Set CSI data configuration.

return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

e ESP_ERR_INVALID_ARG: invalid argument

%% config —configuration

esp_err_t esp_wifi_set_csi (bool en)
Enable or disable CSI.

return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

e ESP_ERR_INVALID_ARG: invalid argument
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¥ en —true - enable, false - disable

esp_err_t esp_wifi_set_ant_gpio (const wifi_ant_gpio_config_t *config)

Set antenna GPIO configuration.

%4 config —Antenna GPIO configuration.
FEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
¢ ESP_ERR_INVALID_ARG: Invalid argument, e.g. parameter is NULL, invalid GPIO
number etc

esp_err_t esp_wifi_get_ant_gpio (wifi_ant_gpio_config_t *config)
Get current antenna GPIO configuration.

%%t config —Antenna GPIO configuration.
Bl
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument, e.g. parameter is NULL

esp_err_t esp_wifi_set_ant (const wifi_ant_config_t *config)

Set antenna configuration.

%%t config —Antenna configuration.
P[]
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: Invalid argument, e.g. parameter is NULL, invalid antenna
mode or invalid GPIO number

esp_err_t esp_wifi_get_ant (wifi_ant_config_t *config)

Get current antenna configuration.

%% config —Antenna configuration.
izl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument, e.g. parameter is NULL

int64_tesp_wifi_get_tsf_time (wifi_interface_t interface)

Get the TSF time In Station mode or SoftAP+Station mode if station is not connected or station doesn’ t
receive at least one beacon after connected, will return 0.

Attention Enabling power save may cause the return value inaccurate, except WiFi modem sleep

Z¥ interface —The interface whose tsf_time is to be retrieved.
J&IA] O or the TSF time

esp_err_t esp_wifi_set_inactive_time (wifi_interface_t ifx, uint16_t sec)
Set the inactive time of the ESP32 STA or AP.

Attention 1. For Station, If the station does not receive a beacon frame from the connected SoftAP during
the inactive time, disconnect from SoftAP. Default 6s.

Attention 2. For SoftAP, If the softAP doesn’ t receive any data from the connected STA during inactive
time, the softAP will force deauth the STA. Default is 300s.

Attention 3. The inactive time configuration is not stored into flash

SH
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* ifx —interface to be configured.
¢ sec —Inactive time. Unit seconds.
PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument, For Station, if sec is less than 3. For Sof-
tAP, if sec is less than 10.

esp_err_t esp_wifi_get_inactive_time (wifi_interface_t ifx, uint16_t *sec)

Get inactive time of specified interface.

2H
» ifx —Interface to be configured.
¢ sec —Inactive time. Unit seconds.
B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_tesp_wifi_statis_dump (uint32_t modules)

Dump WiFi statistics.

%4 modules —statistic modules to be dumped
PEA ]

e ESP_OK: succeed

e others: failed

esp_err_tesp_wifi_set_rssi_threshold (int32_trssi)
Set RSSI threshold, if average rssi gets lower than threshold, WiFi task will post event
WIFI_EVENT_STA_BSS_RSSI_LOW.

Attention If the user wants to receive another WIFI_EVENT_STA_BSS_RSSI_LOW event after receiving
one, this API needs to be called again with an updated/same RSSI threshold.

%4 rssi —threshold value in dbm between -100 to 10 Note that in some rare cases where signal
strength is very strong, rssi values can be slightly positive.
Bl
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument

esp_err_tesp_wifi_ftm_initiate_session (wifi_ftm_initiator_cfg_t *cfg)
Start an FTM Initiator session by sending FTM request If successful, event WIFI_EVENT_FTM_REPORT
is generated with the result of the FTM procedure.

Attention 1. Use this API only in Station mode.
Attention 2. If FTM is initiated on a different channel than Station is connected in or internal SoftAP is

started in, FTM defaults to a single burst in ASAP mode.

%%t c£g -FTM Initiator session configuration
Bl

e ESP_OK: succeed

* others: failed
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esp_err_tesp_wifi_ftm_end_session (void)

End the ongoing FTM Initiator session.

Attention This API works only on FTM Initiator

S|
e ESP_OK: succeed
 others: failed

esp_err_tesp_wifi_ftm resp_set_offset (intl6_t offset_cm)

Set offset in cm for FTM Responder. An equivalent offset is calculated in picoseconds and added in TOD of
FTM Measurement frame (T1).

Attention Use this API only in AP mode before performing FTM as responder

%% offset_cm -TI Offset to be added in centimeters
&I

¢ ESP_OK: succeed

* others: failed

esp_err_tesp_wifi_ftm_get_report (wifi_ftm_report_entry_t *report, uint8_t num_entries)
Get FTM measurements report copied into a user provided buffer.

Attention 1. To get the FTM report, user first needs to allocate a buffer of size
(sizeof (wifi_ftm_report_entry_t) * num_entries) where the API will fill up to num_entries
valid FTM measurements in the buffer. Total number of entries can be found in the event
WIFI_EVENT_FTM_REPORT as ftm_report_num_entries

Attention 2. The internal FTM report is freed upon use of this API which means the API can only be used
once afer every FTM session initiated

Attention 3. Passing the buffer as NULL merely frees the FTM report

S8
» report —Pointer to the buffer for receiving the FTM report
* num_entries —Number of FTM report entries to be filled in the report

B

ESP_OK: succeed
* others: failed

esp_err_tesp_wifi_config_ 11b_rate (wifi_interface_t ifx, bool disable)
Enable or disable 11b rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().
Attention 2. Only when really need to disable 11b rate call this API otherwise don’ t call this.

S
* ifx —Interface to be configured.
¢ disable —true means disable 11b rate while false means enable 11b rate.

B

ESP_OK: succeed
¢ others: failed
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esp_err_tesp_wifi_set_connectionless_wake_interval (uintl6_t interval)

Set interval for station to wake up periodically at disconnected.

Attention 1. Only when ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration
could work

Attention 2. This configuration only work for station mode and disconnected status

Attention 3. This configuration would influence nothing until some module configure wake_window

Attention 4. A sensible interval which is not too small is recommended (e.g. 100ms)

%4 interval —how much milliseconds would the chip wake up, from 1 to 65535.

esp_err_t esp_wifi_force_wakeup_acquire (void)

Request extra reference of Wi-Fi radio. Wi-Fi keep active state(RF opened) to be able to receive packets.

Attention Please pair the use of esp_wifi_force_wakeup_acquire with
esp_wifi_force_wakeup_release.

PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

esp_err_t esp_wifi_force_wakeup_release (void)

Release extra reference of Wi-Fi radio. Wi-Fi go to sleep state(RF closed) if no more use of radio.

Attention Please pair the use of esp_wifi_force_wakeup_acquire with
esp_wifi_force_wakeup_release.

Rl
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

esp_err_t esp_wifi_set_country_code (const char *country, bool ieee80211d_enabled)

configure country

Attention 1. When ieee80211d_enabled, the country info of the AP to which the station is connected is used.
E.g. if the configured country is US and the country info of the AP to which the station is connected is
JP then the country info that will be used is JP. If the station disconnected from the AP the country info
is set back to the country info of the station automatically, US in the example.

Attention 2. When ieee80211d_enabled is disabled, then the configured country info is used always.

Attention 3. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 4. The country configuration is stored into flash.

Attention 5. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

Attention 6. Supported country codes are “01” (world safe mode) “AT” ,” AU” ,” BE” ,” BG” ,” BR”
, “CA” )" CH” ,” CN” ,” CY” ,” CZ” ,” DE” ,” DK” ,” EE” ,” ES” ,” FI” ,” FR” ,” GB”
,”  GR” ,” HK” ,” HR” ,” HU” , “IE” ,” IN” ,” IS” ,” IT” ,” JP” ,” KR” ,” LI” ,” LT” ,”
LU” ,” LV” ,” MT” ,” MX” ,” NL” ,” NO” ,” NZ” ,” PL” ,” PT” , “RO” ,” SE” ,” SI” ,”
SK” )7 TW” [” US”

Attention 7. When country code “01” (world safe mode) is set, Soft AP mode won’ t contain country IE.

Attention 8. The default country is “CN” and ieee80211d_enabled is TRUE.
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Attention 9. The third octet of country code string is one of the following: ¢ *, ‘O’ , ‘I’ , ‘X’ , otherwise
it is considered as ¢ ‘.

ZH

* country —the configured country ISO code

* ieee80211d_enabled —802.11d is enabled or not
B

¢ ESP_OK: succeed

o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country_code (char *country)

get the current country code

%% country —country code
A
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
esp_err_tesp_wifi_config 80211_tx_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)
Config 80211 tx rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().

S8
» ifx —Interface to be configured.
e rate —Phy rate to be configured.
Bl
¢ ESP_OK: succeed
* others: failed

esp_err_tesp_wifi_disable_pmf_config (wifi_interface_t ifx)

Disable PMF configuration for specified interface.

Attention This API should be called after esp_wifi_set_config() and before esp_wifi_start().

%%, ifx —Interface to be configured.
A ]|

e ESP_OK: succeed

* others: failed

esp_err_t esp_wifi_sta_get_aid (uintl6_t *aid)
Get the Association id assigned to STA by AP.

Attention aid = 0 if station is not connected to AP.

%% aid —[out] store the aid
B
e ESP_OK: succeed
esp_err_tesp_wifi_sta_get_negotiated_phymode (wifi_phy_mode_t *phymode)

Get the negotiated phymode after connection.

%% phymode —[out] store the negotiated phymode.
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&Ml
e ESP_OK: succeed
esp_err_tesp_wifi_sta_get_rssi (int *rssi)

Get the rssi info after station connected to AP.

Attention This API should be called after station connected to AP.

%4 rssi —store the rssi info received from last beacon.
B

e ESP_OK: succeed

* ESP_ERR_INVALID_ARG: invalid argument

» ESP_FAIL. failed

Structures

struct wifi_init_config_t

WiFi stack configuration parameters passed to esp_wifi_init call.

Public Members

system_event_handler_t event_handler

WiFi event handler

wifi_osi_funcs_t *osi_funcs
WiFi OS functions

wpa_crypto_funcs_t wpa_crypto_funcs

WiFi station crypto functions when connect

int static_rx_buf num

WiFi static RX buffer number

int dynamic_rx_buf_num
WiFi dynamic RX buffer number

int tx_buf_type
WiFi TX buffer type

int static_tx_buf_num
WiFi static TX buffer number

int dynamic_tx_buf_num
WiFi dynamic TX buffer number

int rx_mgmt_buf_type
WiFi RX MGMT buffer type

int rx_mgmt_buf_num
WiFi RX MGMT buffer number
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int cache_tx_buf num
WiFi TX cache buffer number

int csi_enable

WiFi channel state information enable flag

int ampdu_rx_enable
WiFi AMPDU RX feature enable flag

int ampdu_tx_enable
WiFi AMPDU TX feature enable flag

int amsdu_tx_enable
WiFi AMSDU TX feature enable flag

int nvs_enable
WiFi NVS flash enable flag

int nano_enable

Nano option for printf/scan family enable flag

int rx_ba_win

WiFi Block Ack RX window size

intwifi_task_core_id
WiFi Task Core ID

int beacon_max_len

WiFi softAP maximum length of the beacon

int mgmt_sbuf_num

WiFi management short buffer number, the minimum value is 6, the maximum value is 32

uint64_t feature_caps

Enables additional WiFi features and capabilities

bool sta_disconnected_pm

WiFi Power Management for station at disconnected status

int espnow_max_encrypt_num

Maximum encrypt number of peers supported by espnow

intmagic

WiFi init magic number, it should be the last field

Macros

ESP_ERR_WIFI_NOT_INIT

WiFi driver was not installed by esp_wifi_init
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ESP_ERR_WIFI_NOT_STARTED

WiFi driver was not started by esp_wifi_start

ESP_ERR_WIFI_NOT_STOPPED
WiFi driver was not stopped by esp_wifi_stop

ESP_ERR_WIFI_IF

WiFi interface error

ESP_ERR_WIFI_MODE

WiFi mode error

ESP_ERR_WIFI_STATE

WiFi internal state error

ESP_ERR_WIFI_CONN

WiFi internal control block of station or soft-AP error

ESP_ERR_WIFI_NVS

WiFi internal NVS module error

ESP_ERR_WIFI_MAC
MAC address is invalid

ESP_ERR_WIFI_SSID
SSID is invalid

ESP_ERR_WIFI_PASSWORD

Password is invalid

ESP_ERR_WIFI_TIMEOUT

Timeout error

ESP_ERR_WIFI_WAKE_FAIL
WiFi is in sleep state(RF closed) and wakeup fail

ESP_ERR_WIFI_WOULD_BLOCK
The caller would block

ESP_ERR_WIFI_NOT_CONNECT

Station still in disconnect status

ESP_ERR_WIFI_POST
Failed to post the event to WiFi task

ESP_ERR_WIFI_INIT_STATE

Invalid WiFi state when init/deinit is called
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ESP_ERR_WIFI_STOP_STATE
Returned when WiFi is stopping

ESP_ERR_WIFI_NOT_ASSOC

The WiFi connection is not associated

ESP_ERR_WIFI_TX_ DISALLOW
The WiFi TX is disallowed

ESP_ERR_WIFI_DISCARD

Discard frame

ESP_ERR_WIFI_ROC_IN_PROGRESS
ROC op is in progress

WIFI_STATIC_TX_BUFFER_NUM

WIFI_CACHE_TX_BUFFER_NUM

WIFI_DYNAMIC_TX_ BUFFER_NUM

WIFI_RX_MGMT_ BUF_NUM_DEF

WIFI_CSI_ENABLED

WIFI_AMPDU_RX_ENABLED

WIFI_AMPDU_TX_ENABLED

WIFI_AMSDU_TX_ENABLED

WIFI_NVS_ENABLED

WIFI_NANO_FORMAT_ENABLED

WIFI_INIT CONFIG_MAGIC

WIFI_DEFAULT_RX_BA_WIN

WIFI_TASK_CORE_ID

WIFI_SOFTAP_BEACON_MAX_LEN

WIFI_MGMT_SBUF_NUM

WIFI_STA_DISCONNECTED_PM ENABLED
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CONFIG_FEATURE_WPA3_SAE_BIT

CONFIG_FEATURE_CACHE_TX_BUF_BIT

CONFIG_FEATURE_FTM_INITIATOR_BIT

CONFIG_FEATURE_FTM_RESPONDER_BIT

WIFI_INIT CONFIG_DEFAULT ()

Type Definitions

typedef void (*wifi_promiscuous_cb_t)(void *buf, wifi_promiscuous_pkt_type_t type)

The RX callback function in the promiscuous mode. Each time a packet is received, the callback function will
be called.

Param buf Data received. Type of data in buffer (wifi_promiscuous_pkt_t or wifi_pkt_rx_ctrl_t)
indicated by ‘type’ parameter.
Param type promiscuous packet type.

typedef void (*esp_vendor_ie_cb_t)(void *ctx, wifi_vendor_ie_type_t type, const uint8_t sa[6], const
vendor_ie_data_t *vnd_ie, int rssi)
Function signature for received Vendor-Specific Information Element callback.

Param ctx Context argument, as passed to esp_wifi_set_vendor_ie_cb() when registering call-
back.

Param type Information element type, based on frame type received.

Param sa Source 802.11 address.

Param vnd_ie Pointer to the vendor specific element data received.

Param rssi Received signal strength indication.

typedef void (*wifi_csi_cb_t)(void *ctx, wifi_csi_info_t *data)
The RX callback function of Channel State Information(CSI) data.
Each time a CSI data is received, the callback function will be called.

Param ctx context argument, passed to esp_wifi_set_csi_rx_cb() when registering callback func-
tion.

Param data CSI data received. The memory that it points to will be deallocated after callback
function returns.

Header File

¢ components/esp_wifi/include/esp_wifi_types.h

Unions
union wifi_config_t
#include <esp_wifi_types.h> Configuration data for ESP32 AP or STA.

The usage of this union (for ap or sta configuration) is determined by the accompanying interface argument
passed to esp_wifi_set_config() or esp_wifi_get_config()
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Public Members

wifi_ap_config_t ap
configuration of AP

wifi_sta_config_t sta
configuration of STA

Structures

structwifi_country_t

Structure describing WiFi country-based regional restrictions.

Public Members

char cc[3]

country code string

uint8_t schan

start channel

uint8_t nchan

total channel number

int§_t max_tx_power

This field is used for getting WiFi maximum transmitting power, call esp_wifi_set_max_tx_power to set
the maximum transmitting power.

wifi_country_policy_t policy
country policy

structwifi_active_scan_time_t

Range of active scan times per channel.

Public Members

uint32_tmin

minimum active scan time per channel, units: millisecond

uint32_tmax

maximum active scan time per channel, units: millisecond, values above 1500ms may cause station to
disconnect from AP and are not recommended.

struct wifi_scan_time_t

Aggregate of active & passive scan time per channel.
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Public Members

wifi_active_scan_time_t active

active scan time per channel, units: millisecond.
uint32_t passive
passive scan time per channel, units: millisecond, values above 1500ms may cause station to disconnect

from AP and are not recommended.

struct wifi_scan_config_t

Parameters for an SSID scan.

Public Members

uint8_t *ssid
SSID of AP

uint8_t *bssid
MAUC address of AP

uint8_t channel

channel, scan the specific channel

bool show_hidden
enable to scan AP whose SSID is hidden

wifi_scan_type_t scan_type

scan type, active or passive

wifi_scan_time_t scan_time

scan time per channel

uint8_t home_chan_dwell_time

time spent at home channel between scanning consecutive channels.

struct wifi_ap_record_t
Description of a WiFi AP.

Public Members

uint8_t bssid|[6]
MAC address of AP

uint8_t ssid[33]
SSID of AP

uint§_t primary
channel of AP
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wifi_second_chan_t second

secondary channel of AP

int8_t rssi

signal strength of AP. Note that in some rare cases where signal strength is very strong, rssi values can
be slightly positive

wifi_auth_mode_t authmode
authmode of AP

wifi_cipher_type_t pairwise_cipher

pairwise cipher of AP

wifi_cipher_type_t group_cipher
group cipher of AP

wifi_ant_t ant

antenna used to receive beacon from AP

uint32_t phy_11b
bit: 0 flag to identify if 11b mode is enabled or not

uint32_tphy_11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_1lr

bit: 3 flag to identify if low rate is enabled or not

uint32_t wps
bit: 4 flag to identify if WPS is supported or not

uint32_t ftm_responder

bit: 5 flag to identify if FTM is supported in responder mode

uint32_t £ftm_initiator

bit: 6 flag to identify if FTM is supported in initiator mode

uint32_t reserved

bit: 7..31 reserved

wifi_country_t country

country information of AP

struct wifi_scan_threshold_t

Structure describing parameters for a WiFi fast scan.

Espressif Systems 104 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

Public Members

int8_t rssi

The minimum rssi to accept in the fast scan mode

wifi_auth_mode_t authmode

The weakest authmode to accept in the fast scan mode

struct wifi_pmf config_t

Configuration structure for Protected Management Frame

Public Members

bool capable

Deprecated variable. Device will always connect in PMF mode if other device also advertizes PMF
capability.

bool required

Advertizes that Protected Management Frame is required. Device will not associate to non-PMF capable
devices.

struct wifi_ap_config_t
Soft-AP configuration settings for the ESP32.

Public Members

uint8_t ssid[32]

SSID of ESP32 soft-AP. If ssid_len field is O, this must be a Null terminated string. Otherwise, length
is set according to ssid_len.

uint8_t password[64]
Password of ESP32 soft-AP.

uint8_t ssid_len
Optional length of SSID field.

uint8_t channel
Channel of soft-AP

wifi_auth_mode_t authmode

Auth mode of soft-AP. Do not support AUTH_WEP, AUTH_WAPI_PSK and AUTH_OWE in soft-AP
mode. When the auth mode is set to WPA2_PSK, WPA2_WPA3_PSK or WPA3_PSK, the pairwise
cipher will be overwritten with WIFI_CIPHER_TYPE_CCMP.

uint§_t ssid_hidden
Broadcast SSID or not, default O, broadcast the SSID
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uint§_t max_connection

Max number of stations allowed to connect in

uint16_t beacon_interval

Beacon interval which should be multiples of 100. Unit: TU(time unit, 1 TU = 1024 us). Range: 100 ~
60000. Default value: 100

wifi_cipher_type_t pairwise_cipher

Pairwise cipher of SoftAP, group cipher will be derived using this. Cipher values are
valid starting from WIFI_CIPHER_TYPE_TKIP, enum values before that will be consid-
ered as invalid and default cipher suites(TKIP+CCMP) will be used. Valid cipher suites
in softAP mode are WIFI_CIPHER_TYPE_TKIP, WIFI_CIPHER_TYPE_CCMP and
WIFI_CIPHER_TYPE_TKIP_CCMP.

bool £tm_responder
Enable FTM Responder mode

structwifi_sta_config_ t

STA configuration settings for the ESP32.

Public Members

uint8_t ssid[32]
SSID of target AP.

uint8_t password[64]
Password of target AP.

wifi_scan_method_t scan_method

do all channel scan or fast scan

bool bssid_set

whether set MAC address of target AP or not. Generally, station_config.bssid_set needs to be 0; and it
needs to be 1 only when users need to check the MAC address of the AP.

uint8_t bssid[6]
MAC address of target AP

uint8_t channel

channel of target AP. Set to 1~13 to scan starting from the specified channel before connecting to AP. If
the channel of AP is unknown, set it to O.

uintl6_t listen_interval

Listen interval for ESP32 station to receive beacon when WIFI_PS_MAX_MODEM is set. Units: AP
beacon intervals. Defaults to 3 if set to 0.

wifi_sort_method_t sort_method

sort the connect AP in the list by rssi or security mode
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wifi_scan_threshold_t threshold

When scan_threshold is set, only APs which have an auth mode that is more secure than the selected auth
mode and a signal stronger than the minimum RSSI will be used.

wifi_pmf_config_t pmf_cfg
Configuration for Protected Management Frame. Will be advertised in RSN Capabilities in RSN IE.

uint32_t rm_enabled

Whether Radio Measurements are enabled for the connection

uint32_t btm_enabled

Whether BSS Transition Management is enabled for the connection

uint32_t mbo_enabled
Whether MBO is enabled for the connection

uint32_t transition_disable

Whether to enable transition disable feature

uint32_t reserved

Reserved for future feature set

wifi_sae_pwe_method_t sae_pwe_h2e

Configuration for SAE PWE derivation method

uint8_t failure_retry_ cnt

Number of connection retries station will do before moving to next AP. scan_method should be set as
WIFI_ALL_CHANNEL_SCAN to use this config. Note: Enabling this may cause connection time to
increase incase best AP doesn’ t behave properly.

structwifi_sta_info_t

Description of STA associated with AP.

Public Members

uint8_t mac|[6]

mac address

int8_t rssi

current average rssi of sta connected

uint32_t phy_11b
bit: 0 flag to identify if 11b mode is enabled or not

uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not
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uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_1lr

bit: 3 flag to identify if low rate is enabled or not

uint32_t is_mesh_child

bit: 4 flag to identify mesh child

uint32_t reserved

bit: 5..31 reserved

struct wifi_sta_list_t
List of stations associated with the ESP32 Soft-AP.

Public Members

wifi_sta_info_t sta[(15)]

station list

int num

number of stations in the list (other entries are invalid)

struct vendor_ie_data_t

Vendor Information Element header.

The first bytes of the Information Element will match this header. Payload follows.

Public Members

uint8_t element_id
Should be set to WIFI_VENDOR_IE_ELEMENT_ID (0xDD)

uint8_t length
Length of all bytes in the element data following this field. Minimum 4.

uint8_t vendor_oui[3]
Vendor identifier (OUI).

uint8_t vendor_oui_type

Vendor-specific OUI type.

uint8_t payload[0]
Payload. Length is equal to value in ‘length’ field, minus 4.

struct wifi_pkt_rx_ctrl_t

Received packet radio metadata header, this is the common header at the beginning of all promiscuous mode
RX callback buffers.
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Public Members

signed rssi

Received Signal Strength Indicator(RSSI) of packet. unit: dBm

unsigned rate

PHY rate encoding of the packet. Only valid for non HT(11bg) packet

unsigned __pad0___

reserved

unsigned sig_mode
0: non HT(11bg) packet; 1: HT(11n) packet; 3: VHT(11ac) packet

unsigned __padl___

reserved

unsigned mcs

Modulation Coding Scheme. If is HT(11n) packet, shows the modulation, range from 0 to 76(MSCO ~
MCS76)

unsigned cwb
Channel Bandwidth of the packet. 0: 20MHz; 1: 40MHz

unsigned __pad2___

reserved

unsigned smoothing

reserved

unsigned not_sounding

reserved

unsigned __pad3___

reserved

unsigned aggregation
Aggregation. 0: MPDU packet; 1: AMPDU packet

unsigned stbe
Space Time Block Code(STBC). 0: non STBC packet; 1: STBC packet

unsigned fec_coding

Flag is set for 11n packets which are LDPC

unsigned sgi
Short Guide Interval(SGI). 0: Long GI; 1: Short GI
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unsigned __pad4_

reserved

unsigned ampdu_cnt

ampdu cnt

unsigned channel

primary channel on which this packet is received

unsigned secondary_channel

secondary channel on which this packet is received. 0: none; 1: above; 2: below

unsigned __pad5___

reserved

unsigned timestamp

timestamp. The local time when this packet is received. It is precise only if modem sleep or light sleep
is not enabled. unit: microsecond

unsigned __pad6___

reserved

unsigned __pad7__

reserved

unsigned __pad8___

reserved

unsigned ant

antenna number from which this packet is received. 0: WiFi antenna 0; 1: WiFi antenna 1

signed noise_floor

noise floor of Radio Frequency Module(RF). unit: dBm

unsigned __pad9___

reserved

unsigned sig_len

length of packet including Frame Check Sequence(FCS)

unsigned __padl0__

reserved

unsigned rx_state

state of the packet. 0: no error; others: error numbers which are not public

struct wifi_promiscuous_pkt_t

Payload passed to ‘buf’ parameter of promiscuous mode RX callback.
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Public Members

wifi_pkt_rx_ctrl_t rx_ctrl

metadata header

uint8_t payload|0]

Data or management payload. Length of payload is described by rx_ctrl.sig_len. Type of content deter-
mined by packet type argument of callback.

struct wifi_promiscuous_filter_t

Mask for filtering different packet types in promiscuous mode.

Public Members

uint32_t filter_mask
OR of one or more filter values WIFI_PROMIS_FILTER_*

struct wifi_csi_config_t

Channel state information(CSI) configuration type.

Public Members

bool 11tf_en
enable to receive legacy long training field(lltf) data. Default enabled

bool ht1tf_en
enable to receive HT long training field(htltf) data. Default enabled

bool stbc_htltf2_en
enable to receive space time block code HT long training field(stbc-htltf2) data. Default enabled

bool 1tf_merge_en

enable to generate htlft data by averaging 1ltf and ht_Itf data when receiving HT packet. Otherwise, use
ht_Itf data directly. Default enabled

bool channel_filter_en

enable to turn on channel filter to smooth adjacent sub-carrier. Disable it to keep independence of adjacent
sub-carrier. Default enabled

bool manu_scale

manually scale the CSI data by left shifting or automatically scale the CSI data. If set true, please set the
shift bits. false: automatically. true: manually. Default false

uint8_t shift
manually left shift bits of the scale of the CSI data. The range of the left shift bits is 0~15

struct wifi_csi_info_t

CSI data type.
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Public Members

wifi_pkt_rx_ctrl_t rx_ctrl

received packet radio metadata header of the CSI data

uint8_t mac|[6]
source MAC address of the CSI data

bool first_word_invalid

first four bytes of the CSI data is invalid or not

int8_t *buf
buffer of CSI data

uintl6_t len
length of CSI data

struct wifi_ant_gpio_t

WiFi GPIO configuration for antenna selection.

Public Members

uint8_t gpio_select

Whether this GPIO is connected to external antenna switch

uint8_t gpio_num

The GPIO number that connects to external antenna switch

struct wifi_ant_gpio_config_t

WiFi GPIOs configuration for antenna selection.

Public Members

wifi_ant_gpio_t gpio_cfg[4]
The configurations of GPIOs that connect to external antenna switch

struct wifi_ant_config_ t

WiFi antenna configuration.

Public Members

wifi_ant_mode_t rx_ant_mode

WiFi antenna mode for receiving

wifi_ant_t rx_ant_default

Default antenna mode for receiving, it s ignored if rx_ant_mode is not WIFI_ANT_MODE_AUTO
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wifi_ant_mode_t tx_ant_mode

WiFi antenna mode for transmission, it can be set to WIFI_ANT_MODE_AUTO only if rx_ant_mode
is set to WIFI_ANT_MODE_AUTO

uint§_t enabled_ant0
Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANTO

uint8_t enabled_antl
Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANT1

struct wifi_action_tx_req t

Action Frame Tx Request.
Public Members
wifi_interface_t ifx
WiFi interface to send request to

uint8_t dest_mac[6]
Destination MAC address

bool no_ack

Indicates no ack required

wifi_action_rx_cb_t rx_cb

Rx Callback to receive any response

uint32_t data_len
Length of the appended Data

uint8_t data[0]
Appended Data payload

structwifi_ftm _initiator_cfg t

FTM Initiator configuration.

Public Members

uint§_t resp_mac[6]
MAC address of the FTM Responder

uint8_t channel

Primary channel of the FTM Responder

uint§_t frm_count
No. of FTM frames requested in terms of 4 or 8 bursts (allowed values - O(No pref), 16, 24, 32, 64)
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uint16_t burst_period

Requested period between FTM bursts in 100’ s of milliseconds (allowed values O(No pref) - 100)

bool use_get_report_api

True - Using esp_wifi_ftm_get_report to get FTM report, False - Using ftm_report_data from

WIFI_EVENT_FTM_REPORT to get FTM report

struct wifi_event_sta_scan_done_t
Argument structure for WIFI_EVENT_SCAN_DONE event

Public Members

uint32_t status

status of scanning APs: 0 —success, 1 - failure

uint8_t number

number of scan results

uint8_t scan_id

scan sequence number, used for block scan

struct wifi_event_sta_connected_t
Argument structure for WIFI_EVENT_STA_CONNECTED event

Public Members

uint8_t ssid[32]
SSID of connected AP

uint§_t ssid_len
SSID length of connected AP

uint8_t bssid[6]
BSSID of connected AP

uint8_t channel

channel of connected AP

wifi_auth_mode_t authmode

authentication mode used by AP

struct wifi_event_sta_disconnected_t
Argument structure for WIFI_EVENT_STA_DISCONNECTED event

Public Members
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uint8_t ssid[32]
SSID of disconnected AP

uint8_t ssid_len
SSID length of disconnected AP

uint8_t bssid|[6]
BSSID of disconnected AP

uint8_t reason

reason of disconnection

int8_t rssi

rssi of disconnection

struct wifi_event_sta_authmode_change_t

Argument structure for WIFI_EVENT_STA_AUTHMODE_CHANGE event

Public Members

wifi_auth_mode_t o1d_mode
the old auth mode of AP

wifi_auth_mode_t new_mode

the new auth mode of AP

struct wifi_event_sta_wps_er_pin_t
Argument structure for WIFI_EVENT_STA_WPS_ER_PIN event

Public Members

uint8_t pin_code[§]

PIN code of station in enrollee mode

struct wifi_event_sta_wps_er_success_t
Argument structure for WIFI_EVENT_STA_WPS_ER_SUCCESS event

Public Members

uint8_t ap_cred_cnt

Number of AP credentials received

uint8_t ssid[32]
SSID of AP
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uint8_t passphrase[64]
Passphrase for the AP

struct wifi_event_sta_wps_er_success_t::[anonymous] ap_cred[3]
All AP credentials received from WPS handshake

struct wifi_event_ap_staconnected_t
Argument structure for WIFI_EVENT_AP_STACONNECTED event

Public Members

uint8_t mac[6]
MAUC address of the station connected to ESP32 soft-AP

uint8_t aid
the aid that ESP32 soft-AP gives to the station connected to

bool is_mesh_child

flag to identify mesh child

struct wifi_event_ap_stadisconnected_t
Argument structure for WIFI_EVENT_AP_STADISCONNECTED event

Public Members

uint8_t mac|[6]
MAC address of the station disconnects to ESP32 soft-AP

uint8_t aid
the aid that ESP32 soft-AP gave to the station disconnects to

bool is_mesh_child

flag to identify mesh child

struct wifi_event_ap_probe_req rx_t
Argument structure for WIFI_EVENT_AP_PROBEREQRECVED event

Public Members

int rssi

Received probe request signal strength

uint8_t mac[6]

MAC address of the station which send probe request

struct wifi_event_bss_rssi_low_t
Argument structure for WIFI_EVENT_STA_BSS_RSSI_LOW event
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Public Members

int32_t rssi
RSSI value of bss

structwifi_ftm_report_entry_t

Argument structure for

Public Members

uint§_t dlog_token
Dialog Token of the FTM frame

int8_trssi
RSSI of the FTM frame received

uint32_t rtt

Round Trip Time in pSec with a peer

uint64_t t1
Time of departure of FTM frame from FTM Responder in pSec

uint64_t t2
Time of arrival of FTM frame at FTM Initiator in pSec

uint64_t 3
Time of departure of ACK from FTM Initiator in pSec

uint64_t t4
Time of arrival of ACK at FTM Responder in pSec

struct wifi_event_ftm_report_t
Argument structure for WIFI_EVENT_FTM_REPORT event

Public Members

uint8_t peer_mac[6]
MAC address of the FTM Peer

wifi_ftm_status_t status
Status of the FTM operation

uint32_t rtt_raw

Raw average Round-Trip-Time with peer in Nano-Seconds

uint32_t rtt_est

Estimated Round-Trip-Time with peer in Nano-Seconds
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uint32_tdist_est

Estimated one-way distance in Centi-Meters
wifi_ftm_report_entry_t *£tm_report_data
Pointer to FTM Report, should be freed after use. Note: Highly recommended to use API

esp_wifi_ftm_get_report to get the report instead of using this

uint8_t ftm_report_num_entries

Number of entries in the FTM Report data

struct wifi_event_action_tx_status_t
Argument structure for WIFI_EVENT_ACTION_TX_STATUS event

Public Members

wifi_interface_t ifx

WiFi interface to send request to

uint32_t context

Context to identify the request

uint8_t da[6]
Destination MAC address

uint®_t status

Status of the operation

struct wifi_event_roc_done_t
Argument structure for WIFI_EVENT_ROC_DONE event

Public Members

uint32_t context

Context to identify the request

Macros

WIFI_OFFCHAN_TX_REQ

WIFI_OFFCHAN_TX_ CANCEL

WIFI_ROC_REQ

WIFI_ROC_CANCEL

WIFI_PROTOCOL_11B
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WIFI_PROTOCOIL_11G

WIFI_PROTOCOL_11N

WIFI_PROTOCOL_LR

ESP_WIFI_MAX_CONN_NUM
max number of stations which can connect to ESP32/ESP32S3/ESP32S2 soft-AP

WIFI_VENDOR_IE_ELEMENT_ID

WIFI_PROMIS_FILTER_MASK_ALL
filter all packets

WIFI_PROMIS_FILTER_MASK_MGMT
filter the packets with type of WIFI_PKT_MGMT

WIFI_PROMIS_FILTER_MASK_CTRL
filter the packets with type of WIFI_PKT_CTRL

WIFI_PROMIS_FILTER_MASK_DATA
filter the packets with type of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_MISC
filter the packets with type of WIFI_PKT_MISC

WIFI_PROMIS_FILTER_MASK_DATA_MPDU
filter the MPDU which is a kind of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_DATA_AMPDU
filter the AMPDU which is a kind of WIFI_PKT_ DATA

WIFI_PROMIS_FILTER_MASK_FCSFAIL
filter the FCS failed packets, do not open it in general

WIFI_PROMIS_CTRL_FILTER_MASK_ALL

filter all control packets

WIFI_PROMIS_CTRL_FILTER_MASK_WRAPPER
filter the control packets with subtype of Control Wrapper

WIFI_PROMIS_CTRL_FILTER_MASK_BAR
filter the control packets with subtype of Block Ack Request

WIFI_PROMIS_CTRL_FILTER_MASK_BA
filter the control packets with subtype of Block Ack
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WIFI_PROMIS_CTRL_FILTER_MASK_PSPOLL
filter the control packets with subtype of PS-Poll

WIFI_PROMIS_CTRL_FILTER_MASK_RTS
filter the control packets with subtype of RTS

WIFI_PROMIS_CTRL_FILTER_MASK_CTS
filter the control packets with subtype of CTS

WIFI_PROMIS_CTRL_FILTER_MASK_ACK
filter the control packets with subtype of ACK

WIFI_PROMIS_CTRL_FILTER_MASK_CFEND
filter the control packets with subtype of CF-END

WIFI_PROMIS_CTRL_FILTER_MASK_CFENDACK
filter the control packets with subtype of CF-END+CF-ACK

WIFI_EVENT MASK_ALL

mask all WiFi events

WIFI_EVENT MASK_NONE

mask none of the WiFi events

WIFI_EVENT MASK_AP_ PROBEREQRECVED
mask SYSTEM_EVENT_AP_PROBEREQRECVED event

MAX_SSID_LEN

MAX_ PASSPHRASE_LEN

MAX_WPS_AP_CRED

WIFI_STATIS_BUFFER

WIFI_STATIS_RXTX

WIFI_STATIS_HW

WIFI_STATIS_DIAG

WIFI_STATIS_PS

WIFI_STATIS_ALL
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Type Definitions

typedef int (*wifi_action_rx_cb_t)(uint8_t *hdr, uint8_t *payload, size_t len, uint8_t channel)

The Rx callback function of Action Tx operations.

Param hdr pointer to the IEEE 802.11 Header structure
Param payload pointer to the Payload following 802.11 Header
Param len length of the Payload

Param channel channel number the frame is received on

Enumerations

enum wifi_mode_t

Values:

enumerator WIFI_MODE_NULL

null mode

enumerator WIFI_MODE_STA

WiFi station mode

enumerator WIFI_MODE_AP
WiFi soft-AP mode

enumerator WIFI_MODE_APSTA
WiFi station + soft-AP mode

enumerator WIFI_MODE_MAX

enumwifi_interface_t

Values:

enumerator WIFI_TIF_STA

enumerator WIFI_IF_AP

enum wifi_country_policy_t

Values:

enumerator WIFI_COUNTRY_POLICY_AUTO

Country policy is auto, use the country info of AP to which the station is connected

enumerator WIFI_COUNTRY_POLICY_MANUAL

Country policy is manual, always use the configured country info

enum wifi_auth_mode_t

Values:

enumerator WIFI_AUTH_OPEN

authenticate mode : open
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enumerator WIFI_AUTH_WEP
authenticate mode : WEP

enumerator WIFI_AUTH_WPA_PSK
authenticate mode : WPA_PSK

enumerator WIFI_AUTH_WPA2_PSK
authenticate mode : WPA2_PSK

enumerator WIFI_AUTH_WPA_WPA2_PSK
authenticate mode : WPA_WPA2 PSK

enumerator WIFI_AUTH_ENTERPRISE
authenticate mode : WiFi EAP security

enumerator WIFI_AUTH_WPA2_ENTERPRISE
authenticate mode : WiFi EAP security

enumerator WIFI_AUTH_WPA3_PSK
authenticate mode : WPA3 PSK

enumerator WIFI_AUTH_WPA2_WPA3_PSK
authenticate mode : WPA2 WPA3 PSK

enumerator WIFI_AUTH_WAPI_PSK
authenticate mode : WAPI_PSK

enumerator WIFI_AUTH_WPA3_ENT_192
authenticate mode : WPA3_ENT_SUITE_B_192_BIT

enumerator WIFI_AUTH_MAX

enumwifi_err_ reason_t

Values:

enumerator WIFI_REASON_UNSPECIFIED

enumerator WIFI_REASON_AUTH_EXPIRE

enumerator WIFI_REASON_AUTH_LEAVE

enumerator WIFI_REASON_ASSOC_EXPIRE

enumerator WIFI_REASON_ASSOC_TOOMANY

enumerator WIFI_REASON_NOT_AUTHED
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enumerator WIFI_REASON_NOT_ ASSOCED

enumerator WIFI_REASON_ASSOC_LEAVE

enumerator WIFI_REASON_ASSOC_NOT_AUTHED

enumerator WIFI_REASON_DISASSOC_PWRCAP_BAD

enumerator WIFI_REASON_DISASSOC_SUPCHAN_BAD

enumerator WIFI_REASON_BSS_TRANSITION_DISASSOC

enumerator WIFI_REASON_IE_INVALID

enumerator WIFI_REASON_MIC_FAILURE

enumerator WIFI_REASON_4WAY_HANDSHAKE_TIMEOUT

enumerator WIFI_REASON_GROUP_KEY_ UPDATE_TIMEOUT

enumerator WIFI_REASON_TIE_IN_4WAY DIFFERS

enumerator WIFI_REASON_GROUP_CIPHER_INVALID

enumerator WIFI_REASON_PAIRWISE_CIPHER_INVALID

enumerator WIFI_REASON_AKMP_INVALID

enumerator WIFI_REASON_UNSUPP_RSN_IE_VERSION

enumerator WIFI_REASON_INVALID_RSN_IE_CAP

enumerator WIFI_REASON_802_1X_ AUTH_FAILED

enumerator WIFI_REASON_CIPHER_SUITE_REJECTED

enumerator WIFI_REASON_TDLS_PEER_UNREACHABLE

enumerator WIFI_REASON_TDLS_UNSPECIFIED

enumerator WIFI_REASON_SSP_REQUESTED_DISASSOC

enumerator WIFI_REASON_NO_SSP_ROAMING_AGREEMENT

enumerator WIFI_REASON_BAD_CIPHER_OR_AKM
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enumerator WIFI_REASON_NOT_AUTHORIZED_THIS_LOCATION

enumerator WIFI_REASON_SERVICE_CHANGE_PERCLUDES_TS

enumerator WIFI_REASON_UNSPECIFIED_QOS

enumerator WIFI_REASON_NOT_ ENOUGH_BANDWIDTH

enumerator WIFI_REASON_MISSING_ACKS

enumerator WIFI_REASON_EXCEEDED_TXOP

enumerator WIFI_REASON_STA_LEAVING

enumerator WIFI_REASON_END_BA

enumerator WIFI_REASON_UNKNOWN_BA

enumerator WIFI_REASON_TIMEOUT

enumerator WIFI_REASON_PEER_INITIATED

enumerator WIFI_REASON_AP_INITIATED

enumerator WIFI_REASON_INVALID_FT ACTION_FRAME_COUNT

enumerator WIFI_REASON_INVALID_PMKID

enumerator WIFI_REASON_INVALID_MDE

enumerator WIFI_REASON_INVALID_FTE

enumerator WIFI_REASON_TRANSMISSION_LINK_ ESTABLISH_ FAILED

enumerator WIFI_REASON_ALTERATIVE_CHANNEL_OCCUPIED

enumerator WIFI_REASON_BEACON_TIMEOUT

enumerator WIFI_REASON_NO_AP_FOUND

enumerator WIFI_REASON_AUTH_FAIL

enumerator WIFI_REASON_ASSOC_FAIL

enumerator WIFI_REASON_HANDSHAKE_TIMEOUT
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enumerator WIFI_REASON_CONNECTION_FAIL

enumerator WIFI_REASON_AP_TSF_RESET

enumerator WIFI_REASON_ROAMING

enumerator WIFI_REASON_ASSOC_COMEBACK_TIME_TOO_LONG

enumerator WIFI_REASON_SA_QUERY_TIMEOUT

enum wifi_second_chan_t

Values:

enumerator WIFI_SECOND_CHAN_NONE
the channel width is HT20

enumerator WIFI__SECOND_CHAN_ABOVE

the channel width is HT40 and the secondary channel is above the primary channel

enumerator WIFI__SECOND_CHAN_BELOW

the channel width is HT40 and the secondary channel is below the primary channel

enumwifi_scan_type_t

Values:

enumerator WIFI_SCAN_TYPE_ACTIVE

active scan

enumerator WIFI_SCAN_TYPE_PASSIVE

passive scan

enumwifi_cipher_type_t

Values:

enumerator WIFI_CIPHER_TYPE_NONE

the cipher type is none

enumerator WIFI_CIPHER_TYPE_WEP40
the cipher type is WEP40

enumerator WIFI_CIPHER_TYPE_WEP104
the cipher type is WEP104

enumerator WIFI_CIPHER_TYPE_TKIP
the cipher type is TKIP

enumerator WIFI_CIPHER_TYPE_CCMP
the cipher type is CCMP
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enumerator WIFI_CIPHER_TYPE_TKIP_CCMP
the cipher type is TKIP and CCMP

enumerator WIFI_CIPHER_TYPE_AES_CMAC128
the cipher type is AES-CMAC-128

enumerator WIFI_CIPHER_TYPE_SMS4
the cipher type is SMS4

enumerator WIFI_CIPHER_TYPE_GCMP
the cipher type is GCMP

enumerator WIFI_CIPHER_TYPE_GCMP256
the cipher type is GCMP-256

enumerator WIFI_CIPHER_TYPE_AES_GMAC128
the cipher type is AES-GMAC-128

enumerator WIFI_CIPHER_TYPE_AES_GMAC256
the cipher type is AES-GMAC-256

enumerator WIFI_CIPHER_ TYPE_UNKNOWN

the cipher type is unknown

enumwifi_ant_t

WiFi antenna.

Values:

enumerator WIFI_ANT_ANTO

WiFi antenna O

enumerator WIFI_ANT_ANT1

WiFi antenna 1

enumerator WIFI_ANT_MAX

Invalid WiFi antenna

enum wifi_scan_method_t

Values:

enumerator WIFI_FAST_SCAN
Do fast scan, scan will end after find SSID match AP

enumerator WIFI_ALL_CHANNEL_SCAN

All channel scan, scan will end after scan all the channel

enum wifi_sort_method_t

Values:
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enumerator WIFI_CONNECT AP_BY_ SIGNAL
Sort match AP in scan list by RSSI

enumerator WIFI_CONNECT AP_BY_ SECURITY

Sort match AP in scan list by security mode

enumwifi_ps_type_t

Values:

enumerator WIFI_PS_NONE

No power save

enumerator WIFI_PS_MIN_MODEM

Minimum modem power saving. In this mode, station wakes up to receive beacon every DTIM period

enumerator WIFI_PS_MAX MODEM

Maximum modem power saving. In this mode, interval to receive beacons is determined by the lis-
ten_interval parameter in wifi_sta_config_t

enum wifi_bandwidth_t

Values:

enumerator WIFI_BW_HT20

enumerator WIFI_BW_HT40

enumwifi_sae_pwe_method_t
Configuration for SAE PWE derivation

Values:

enumerator WPA3_SAE_PWE_UNSPECIFIED

enumerator WPA3_SAE_PWE_HUNT_AND_PECK

enumerator WPA3_SAE_PWE_HASH_TO_ELEMENT

enumerator WPA3_SAE_PWE_BOTH

enumwifi_storage_t

Values:

enumerator WIFI_STORAGE_FLASH

all configuration will store in both memory and flash

enumerator WIFI_STORAGE_RAM

all configuration will only store in the memory
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enumwifi_vendor_ie_type_t
Vendor Information Element type.
Determines the frame type that the IE will be associated with.

Values:

enumerator WIFI_VND_IE_TYPE_BEACON

enumerator WIFI_VND_IE_TYPE_PROBE_REQ

enumerator WIFI_VND_IE_TYPE_PROBE_RESP

enumerator WIFI_VND_IE_TYPE_ASSOC_REQ

enumerator WIFI_VND_IE_TYPE_ASSOC_RESP

enuimwifi_vendor_ie_id_t
Vendor Information Element index.
Each IE type can have up to two associated vendor ID elements.

Values:

enumerator WIFI_VND_IE_ID_0O

enumerator WIFI_VND_IE_ID_1

enum wifi_phy mode_t

Operation Phymode.

Values:

enumerator WIFI_PHY_ MODE_LR
PHY mode for Low Rate

enumerator WIFI_PHY MODE_11B
PHY mode for 11b

enumerator WIFI_PHY MODE_11G
PHY mode for 11g

enumerator WIFI_PHY MODE_HT20
PHY mode for Bandwidth HT20

enumerator WIFI_PHY MODE_HT40
PHY mode for Bandwidth HT40

enumerator WIFI_PHY MODE_HE20
PHY mode for Bandwidth HE20
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enum wifi_promiscuous_pkt_type_t

Promiscuous frame type.
Passed to promiscuous mode RX callback to indicate the type of parameter in the buffer.

Values:

enumerator WIFI_PKT_ MGMT

Management frame, indicates ‘buf’ argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_CTRL

Control frame, indicates ‘buf’ argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_DATA

Data frame, indiciates ‘buf’ argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_MISC
Other type, such as MIMO etc. ‘buf’ argument is wifi_promiscuous_pkt_t but the payload is zero length.

enum wifi_ant_mode_t

WiFi antenna mode.

Values:

enumerator WIFI_ANT_ MODE_ANTO
Enable WiFi antenna O only

enumerator WIFI_ANT_ MODE_ANT1
Enable WiFi antenna 1 only

enumerator WIFI_ANT_MODE_AUTO

Enable WiFi antenna 0 and 1, automatically select an antenna

enumerator WIFI_ANT_MODE_MAX

Invalid WiFi enabled antenna

enumwifi_phy rate_t
WiFi PHY rate encodings.

Values:

enumerator WIFI_PHY RATE_1M_L
1 Mbps with long preamble

enumerator WIFI_PHY RATE_2M_L
2 Mbps with long preamble

enumerator WIFI_PHY_ RATE_S5M_L
5.5 Mbps with long preamble

enumerator WIFI_PHY RATE_11M_L
11 Mbps with long preamble
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enumerator WIFI_PHY RATE_2M_S
2 Mbps with short preamble

enumerator WIFI_PHY RATE_5M_S
5.5 Mbps with short preamble

enumerator WIFI_PHY RATE_11M S
11 Mbps with short preamble

enumerator WIFI_PHY_ RATE_48M
48 Mbps

enumerator WIFI_PHY_ RATE_24M
24 Mbps

enumerator WIFI_PHY_ RATE_12M
12 Mbps

enumerator WIFI_PHY RATE_6M
6 Mbps

enumerator WIFI_PHY RATE_54M
54 Mbps

enumerator WIFI_PHY_ RATE_36M
36 Mbps

enumerator WIFI_PHY_ RATE_18M
18 Mbps

enumerator WIFI_PHY_RATE_SM
9 Mbps

enumerator WIFI_PHY RATE_MCSO_LGI
MCSO0 with long GI, 6.5 Mbps for 20MHz, 13.5 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS1_LGI
MCS1 with long GI, 13 Mbps for 20MHz, 27 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS2_LGI
MCS2 with long GI, 19.5 Mbps for 20MHz, 40.5 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS3_LGI
MCS3 with long GI, 26 Mbps for 20MHz, 54 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS4_LGI
MCS4 with long GI, 39 Mbps for 20MHz, 81 Mbps for 40MHz
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enumerator WIFI_PHY RATE_MCS5_LGI
MCSS5 with long GI, 52 Mbps for 20MHz, 108 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS6_LGI
MCS6 with long GI, 58.5 Mbps for 20MHz, 121.5 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS7_LGI
MCS7 with long GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCSO_SGI
MCSO0 with short GI, 7.2 Mbps for 20MHz, 15 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS1_SGI
MCS1 with short GI, 14.4 Mbps for 20MHz, 30 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS2_SGI
MCS2 with short GI, 21.7 Mbps for 20MHz, 45 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS3_SGI
MCS3 with short GI, 28.9 Mbps for 20MHz, 60 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS4_SGI
MCS4 with short GI, 43.3 Mbps for 20MHz, 90 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS5_SGI
MCSS5 with short GI, 57.8 Mbps for 20MHz, 120 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS6_SGI
MCS6 with short GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS7_SGI
MCS7 with short GI, 72.2 Mbps for 20MHz, 150 Mbps for 40MHz

enumerator WIFI_PHY_ RATE_LORA_250K
250 Kbps

enumerator WIFI_PHY_ RATE_LORA_500K
500 Kbps

enumerator WIFI_PHY_ RATE_MAX

enumwifi_event_t

WiFi event declarations

Values:

enumerator WIFI_EVENT WIFI_READY
ESP32 WiFi ready
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enumerator WIFI_EVENT_SCAN_DONE
ESP32 finish scanning AP

enumerator WIFI_EVENT STA_START
ESP32 station start

enumerator WIFI_EVENT_STA STOP
ESP32 station stop

enumerator WIFI_EVENT_STA_ CONNECTED
ESP32 station connected to AP

enumerator WIFI_EVENT_STA_DISCONNECTED
ESP32 station disconnected from AP

enumerator WIFI_EVENT_STA_ AUTHMODE_CHANGE
the auth mode of AP connected by ESP32 station changed

enumerator WIFI_EVENT_STA_ WPS_ER_SUCCESS

ESP32 station wps succeeds in enrollee mode

enumerator WIFI_EVENT STA_WPS_ER_FAILED

ESP32 station wps fails in enrollee mode

enumerator WIFI_EVENT STA_WPS_ER_TIMEOUT

ESP32 station wps timeout in enrollee mode

enumerator WIFI_EVENT_STA_ WPS_ER_PIN

ESP32 station wps pin code in enrollee mode

enumerator WIFI_EVENT_STA_WPS_ER_PBC_OVERLAP

ESP32 station wps overlap in enrollee mode

enumerator WIFI_EVENT _AP_START
ESP32 soft-AP start

enumerator WIFI_EVENT_AP_STOP
ESP32 soft-AP stop

enumerator WIFI_EVENT_AP_STACONNECTED
a station connected to ESP32 soft-AP

enumerator WIFI_EVENT_AP_STADISCONNECTED
a station disconnected from ESP32 soft-AP

enumerator WIFI_EVENT_AP_PROBEREQRECVED

Receive probe request packet in soft-AP interface

Espressif Systems 132 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

enumerator WIFI_EVENT FTM REPORT

Receive report of FTM procedure

enumerator WIFI_EVENT_STA_BSS_RSSI_LOW
AP’ s RSSI crossed configured threshold

enumerator WIFI_EVENT ACTION_TX_STATUS

Status indication of Action Tx operation

enumerator WIFI_EVENT_ROC_DONE

Remain-on-Channel operation complete

enumerator WIFI_EVENT STA_BEACON_TIMEOUT

ESP32 station beacon timeout

enumerator WIFI_EVENT_MAX
Invalid WiFi event ID

enumwifi_event_sta_wps_fail_reason_t
Argument structure for WIFI_EVENT_STA_WPS_ER_FAILED event

Values:

enumerator WPS_FAIL_REASON_NORMAL
ESP32 WPS normal fail reason

enumerator WPS_FAIL_REASON_RECV_M2D
ESP32 WPS receive M2D frame

enumerator WPS_FAIL,_REASON_MAX

enumwifi_ftm_status_t

FTM operation status types.

Values:

enumerator FTM_STATUS_SUCCESS

FTM exchange is successful

enumerator FTM_STATUS_UNSUPPORTED
Peer does not support FTM

enumerator FTM_STATUS_CONF_REJECTED
Peer rejected FTM configuration in FTM Request

enumerator FTM_STATUS_NO_RESPONSE
Peer did not respond to FTM Requests

enumerator FTM_STATUS_FAIL

Unknown error during FTM exchange
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enumerator FTM_STATUS_NO_VALID_MSMT

FTM session did not result in any valid measurements

enumerator FTM_STATUS_USER_TERM

User triggered termination

SmartConfig

The SmartConfig™ is a provisioning technology developed by TI to connect a new Wi-Fi device to a Wi-Fi network.
It uses a mobile app to broadcast the network credentials from a smartphone, or a tablet, to an un-provisioned Wi-Fi
device.

The advantage of this technology is that the device does not need to directly know SSID or password of an Access
Point (AP). This information is provided using the smartphone. This is particularly important to headless device and
systems, due to their lack of a user interface.

If you are looking for other options to provision your ESP32-S2 devices, check %z % API.

Application Example Connect ESP32-S2 to target AP using SmartConfig: wifi/smart_config.

API Reference

Header File

¢ components/esp_wifi/include/esp_smartconfig.h

Functions
const char *esp_smartconfig_get_version (void)

Get the version of SmartConfig.
Bl
* SmartConfig version const char.
esp_err_t esp_smartconfig_start (const smartconfig_start_config_t *config)

Start SmartConfig, config ESP device to connect AP. You need to broadcast information by phone APP. Device
sniffer special packets from the air that containing SSID and password of target AP.

Attention 1. This API can be called in station or softAP-station mode.
Attention 2. Can not call esp_smartconfig_start twice before it finish, please call esp_smartconfig_stop first.

%% config —pointer to smartconfig start configure structure
B

* ESP_OK: succeed

* others: fail

esp_err_t esp_smartconfig_stop (void)

Stop SmartConfig, free the buffer taken by esp_smartconfig_start.

Attention Whether connect to AP succeed or not, this API should be called to free memory taken by smart-
config_start.

$Ey |
* ESP_OK: succeed
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* others: fail

esp_err_t esp_esptouch_set_timeout (uint8_t time_s)
Set timeout of SmartConfig process.

Attention Timing starts from SC_STATUS_FIND_CHANNEL status. SmartConfig will restart if timeout.

%% time_s -range 15s~255s, offset:45s.
PE ]

e ESP_OK: succeed

¢ others: fail

esp_err_t esp_smartconfig_set_type (smartconfig_type_t type)
Set protocol type of SmartConfig.

Attention If users need to set the SmartConfig type, please set it before calling esp_smartconfig_start.

%% type —Choose from the smartconfig_type_t.
Bl

* ESP_OK: succeed

* others: fail

esp_err_t esp_smartconfig fast_mode (bool enable)
Set mode of SmartConfig. default normal mode.

Attention 1. Please call it before API esp_smartconfig_start.
Attention 2. Fast mode have corresponding APP(phone).
Attention 3. Two mode is compatible.

%% enable —false-disable(default); true-enable;
B

* ESP_OK: succeed

« others: fail

esp_err_t esp_smartconfig get_rvd_data (uint8_t *rvd_data, uint8_t len)
Get reserved data of ESPTouch v2.

S8
* rvd_data —reserved data
* len -length of reserved data

B
* ESP_OK: succeed
e others: fail

Structures

struct smartconfig_event_got_ssid_pswd_t
Argument structure for SC_EVENT_GOT_SSID_PSWD event

Public Members
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uint8_t ssid[32]
SSID of the AP. Null terminated string.

uint8_t password[64]
Password of the AP. Null terminated string.

bool bssid_set

whether set MAC address of target AP or not.

uint8_t bssid[6]
MAC address of target AP.

smartconfig_type_t type
Type of smartconfig(ESPTouch or AirKiss).

uint8_t token

Token from cellphone which is used to send ACK to cellphone.
uint§_t cellphone_ip[4]
IP address of cellphone.

struct smartconfig_start_config t

Configure structure for esp_smartconfig_start

Public Members

bool enable_log

Enable smartconfig logs.

bool esp_touch_v2_enable_crypt
Enable ESPTouch v2 crypt.

char *esp_touch_v2_key
ESPTouch v2 crypt key, len should be 16.

Macros
SMARTCONFIG_START_CONFIG_DEFAULT ()

Enumerations
enum smartconfig type_t

Values:

enumerator SC_TYPE_ESPTOUCH
protocol: ESPTouch

enumerator SC_TYPE_ATIRKISS

protocol: AirKiss
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enumerator SC_TYPE_ESPTOUCH_AIRKISS
protocol: ESPTouch and AirKiss

enumerator SC_TYPE_ESPTOUCH_V2
protocol: ESPTouch v2

enum smartconfig_event_t
Smartconfig event declarations

Values:

enumerator SC_EVENT_SCAN_DONE
ESP32 station smartconfig has finished to scan for APs

enumerator SC_EVENT_FOUND_CHANNEL
ESP32 station smartconfig has found the channel of the target AP

enumerator SC_EVENT_GOT_SSID_PSWD
ESP32 station smartconfig got the SSID and password

enumerator SC_EVENT_SEND_ACK_DONE
ESP32 station smartconfig has sent ACK to cellphone
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Uk ESP-NOW %i#ft i esp_now_register_recv_chb () FENHER EERE. 243 ESP-NOW

Wit 75200 A ml A R B 0 Il TR R BB AE Wi-Fi AL 55455 iz T

PRIE, AN A [l 8] R 5
PATTCR B EE. B, KPR B AR NS, H A SRR AT 55 A B

L E ESP-NOW Wi f|flesp_wifi_config espnow_rate () BB TS EE 1% ESPNOW #H&K, #fj

PRAETC B R 2 B AR 1 . XA~ APL Wi%AEesp_wifi_start () ZJEHRH.

Wil

o WMAIYE 45 015y ESP-NOW $3 : wifi/espnow,
* TH#sEZ ESP-NOW [ /"6, i52% README.md 3({/.

API %

Header File

» components/esp_wifi/include/esp_now.h

Functions
esp_err_t esp_now_init (void)
Initialize ESPNOW function.
pq |
¢ ESP_OK : succeed

e ESP_ ERR_ESPNOW_INTERNAL : Internal error
esp_err_t esp_now_deinit (void)

De-initialize ESPNOW function.
izl
e ESP_OK : succeed
esp_err_t esp_now_get_version (uint32_t *version)
Get the version of ESPNOW.

%4 version -ESPNOW version
peA |
* ESP_OK : succeed
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_register_recv_cb (esp_now_recv_cb_t cb)
Register callback function of receiving ESPNOW data.

%4 cb —callback function of receiving ESPNOW data

B
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
« ESP_ERR_ESPNOW_INTERNAL : internal error

esp_err_t esp_now_unregister_recv_cb (void)
Unregister callback function of receiving ESPNOW data.
Bl
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
esp_err_t esp_now_register_send_cb (esp_now_send_cb_t cb)
Register callback function of sending ESPNOW data.

%% cb —callback function of sending ESPNOW data
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P[]
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
« ESP_ERR_ESPNOW_INTERNAL : internal error

esp_err_t esp_now_unregister_send_cb (void)
Unregister callback function of sending ESPNOW data.
B
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
esp_err_t esp_now_send (const uint8_t *peer_addr, const uint8_t *data, size_t len)
Send ESPNOW data.

Attention 1. If peer_addr is not NULL, send data to the peer whose MAC address matches peer_addr
Attention 2. If peer_addr is NULL, send data to all of the peers that are added to the peer list

Attention 3. The maximum length of data must be less than ESP_NOW_MAX_DATA_LEN

Attention 4. The buffer pointed to by data argument does not need to be valid after esp_now_send returns

S
* peer_addr —peer MAC address
* data —data to send
* len -length of data

B

ESP_OK : succeed

ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
ESP_ERR_ESPNOW_ARG : invalid argument
ESP_ERR_ESPNOW_INTERNAL : internal error

while before sending the next data
ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_add_peer (const esp_now_peer_info_t *peer)
Add a peer to peer list.

%% peer —peer information
PEA ]
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full
* ESP_ERR_ESPNOW_NO_MEM : out of memory
* ESP_ERR_ESPNOW_EXIST : peer has existed

esp_err_t esp_now_del_peer (const uint§_t *peer_addr)

Delete a peer from peer list.

%% peer_addr —peer MAC address
Bl
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_mod_peer (const esp_now_peer_info_t *peer)

Modify a peer.

%% peer —peer information

ESP_ERR_ESPNOW_IF : current WiFi interface doesn’ t match that of peer

ESP_ERR_ESPNOW_NO_MEM : out of memory, when this happens, you can delay a
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P[]
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full

esp_err_tesp_wifi_config_espnow_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)
Config ESPNOW rate of specified interface.

Attention 1. This API should be called after esp_wifi_start().

SH
» ifx —Interface to be configured.
* rate —Phy rate to be configured.

B

ESP_OK: succeed
 others: failed

esp_err_t esp_now_get_peer (const uint8_t *peer_addr, esp_now_peer_info_t *peer)

Get a peer whose MAC address matches peer_addr from peer list.

S8
* peer_addr —peer MAC address
* peer —peer information
B
* ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_fetch_peer (bool from_head, esp_now_peer_info_t *peer)

Fetch a peer from peer list. Only return the peer which address is unicast, for the multicast/broadcast address,
the function will ignore and try to find the next in the peer list.

SH
e from_head —fetch from head of list or not
* peer —peer information
B
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

bool esp_now_is_peer_exist (const uint8_t *peer_addr)

Peer exists or not.

%% peer_addr —peer MAC address
B

* true : peer exists

* false : peer not exists

esp_err_t esp_now_get_peer_num (esp_now_peer_num_t *num)

Get the number of peers.

%4 num —number of peers

Rl
e ESP_OK : succeed
» ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
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esp_err_t esp_now_set_pmk (const uint8_t *pmk)
Set the primary master key.

Attention 1. primary master key is used to encrypt local master key

%%, pmk —primary master key

P[]
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_set_wake_window (uint16_t window)

Set esp_now wake window for sta_disconnected power management.

Attention 1. Only when ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration
could work

Attention 2. This configuration only work for station mode and disconnected status

Attention 3. If more than one module has configured its wake_window, chip would choose the largest one to
stay waked

Attention 4. If the gap between interval and window is smaller than Sms, the chip would keep waked all the
time

Attention 5. If never configured wake_window, the chip would keep waked at disconnected once it uses
esp_now

%% window —how much microsecond would the chip keep waked each interval, vary from O to
65535
B
e ESP_OK : succeed
» ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

Structures

struct esp_now_peer_info

ESPNOW peer information parameters.

Public Members

uint8_t peer_addr[6]
ESPNOW peer MAC address that is also the MAC address of station or softap

uint8_t 1mk[16]
ESPNOW peer local master key that is used to encrypt data

uint8_t channel

Wi-Fi channel that peer uses to send/receive ESPNOW data. If the value is 0, use the current channel
which station or softap is on. Otherwise, it must be set as the channel that station or softap is on.

wifi_interface_t 1f£idx
Wi-Fi interface that peer uses to send/receive ESPNOW data
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bool encrypt
ESPNOW data that this peer sends/receives is encrypted or not

void *priv
ESPNOW peer private data

struct esp_now_peer_num

Number of ESPNOW peers which exist currently.

Public Members

int total_num
Total number of ESPNOW peers, maximum value is ESP_NOW_MAX_TOTAL_PEER_NUM

int encrypt_num
Number of encrypted ESPNOW peers, maximum value is ESP_NOW_MAX_ENCRYPT_PEER_NUM

Macros

ESP_ERR_ESPNOW_BASE
ESPNOW error number base.

ESP_ERR_ESPNOW_NOT_INIT

ESPNOW is not initialized.

ESP_ERR_ESPNOW_ARG

Invalid argument

ESP_ERR_ESPNOW_NO_MEM

Out of memory

ESP_ERR_ESPNOW_FULL
ESPNOW peer list is full

ESP_ERR_ESPNOW_NOT_FOUND
ESPNOW peer is not found

ESP_ERR_ESPNOW_INTERNAL

Internal error

ESP_ERR_ESPNOW_EXIST
ESPNOW peer has existed

ESP_ERR_ESPNOW_IF

Interface error

ESP_NOW_ETH_ALEN
Length of ESPNOW peer MAC address
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ESP_NOW_KEY_LEN
Length of ESPNOW peer local master key

ESP_NOW_MAX_TOTAL_PEER_NUM
Maximum number of ESPNOW total peers

ESP_NOW_MAX_ENCRYPT_ PEER_NUM
Maximum number of ESPNOW encrypted peers

ESP_NOW_MAX_DATA_LEN
Maximum length of ESPNOW data which is sent very time

Type Definitions

typedef struct esp_now_peer_info esp_now_peer_info_t

ESPNOW peer information parameters.

typedef struct esp_now_peer_num esp_now_peer_num_t

Number of ESPNOW peers which exist currently.

typedef void (*esp_now_recv_cb_t)(const uint8_t *mac_addr, const uint8_t *data, int data_len)

Callback function of receiving ESPNOW data.

Param mac_addr peer MAC address
Param data received data
Param data_len length of received data

typedef void (*esp_now_send_cb_t)(const uint8_t *mac_addr, esp_now_send_status_t status)
Callback function of sending ESPNOW data.

Param mac_addr peer MAC address
Param status status of sending ESPNOW data (succeed or fail)

Enumerations

enum esp_now_send_status_t
Status of sending ESPNOW data .

Values:

enumerator ESP_NOW_SEND_SUCCESS
Send ESPNOW data successfully

enumerator ESP_NOW_SEND_FAIL
Send ESPNOW data fail

ESP-WIFI-MESH 4451

X2 ESP-WIFI-MESH [ 4ife it , 1% APL 254Gl Afiw 7 h AT

1. ESP-WIFI-MESH %42 427)
2. ¢ 5 ESP-WIFI-MESH ) ) 42 %
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3. A
4. R =)
5. APl 5%

15 3= ESP-WIFI-MESH Hps i SckY , % WL ESP-WIFI-MESH API 351, 45 3% ESP-WIFI-MESH JF % HE 42 () o
L N%Z, 50 ESP-WIFI-MESH Jf & HEZH

ESP-WIFI-MESH % #4576

Bk ESP-WIFI-MESH B {FHRH T Wi-Fi BKE 2 Al FreeRTOS #4978, JLLREIL T (AR R) e
i LwIP Hffk. 1 R T ESP-WIFI-MESH {4k .

Application
Mesh Stack Protocol:
(self-organized | HTTP, DNS, Other
P DHCP, ...
o : ;m::‘:;;gg- Components
(freeRTOS) | fow control, ...) Network Stack{LwIP)
WiFi Driver
Platform HAL

& 1: ESP-WIFI-MESH #{{4:4%

550k AR Tt ESP-WIFI-MESH i} 5 ESP-WIFI-MESH % H.. (T ESP-WIFI-MESH #4
AE Wi-Fi 502 b, B ] DAGE i Wi-Fi 0R4E 55 15 Wi-Fi JKE B F 72 B, FRRER T
ESP-WIFI-MESH J 27 &l R e 1R 3% 1

s ™~ Default Events Handler
IP Events ~ -

LwlIP Stack Mesh Events Handler
- J
- ) Mesh Events

Mesh Stack Bl Sl2- Application Task

Task
- Y,
'd I
- Wi-Fi Events

WiFi Stack L

. J

[ 2: ESP-WIFI-MESH 24 F54:35 1}

mesh_event_id_t & U7 A ] fgf ESP-WIFI-MESH - , H HA] DAFE /R S s 11 5 ) 12 s
TFE&EEE. AR ESP-WIFI-MESH 4, WA idesp_event_handler_register()
5 Mesh FAEEBIRYEYENHEE N ST S5 b WSS, ESP-WIFI-MESH 1%, & 5 B A7 B
AR A K AL PR

Mesh F ¢ @ s B % H ¥ % @ #%: (i HFMESH EVENT PARENT CONNECTED
MIMESH_EVENT _CHILD_CONNECTED {4 4§ 7= 15 Sl i) w] DA 43 B T Ui 4% 4 B 47 0 47 0 5
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Bl fEHAMEIT A ESP-WIFI-MESH R}, H FnZif A58 H Wi-Fi APL. JRHET: B
2H A ACRFAE B TE H Wi-Fi APL SEELEE B2/ AT HE S5 A . pemd, R A0 vz FI R 9 Wi-Fi
APT (56K 1 T R E0M Wi-Fi SR Bpeig JH) # vl i 25140 ESP-WIFI-MESH [ty [1 4147
Ko H, HPANZfEesp_mesh_start () Mlesp_mesh_stop () Z[a)JEH Wi-Fi API,

LwIP & ESP-WIFI-MESH i JF2 5 Jo @ i LwIP 2 ] B 421715 ESP-WIFI-MESH {445, LwIP 2
IAEARTY JFI AR TP I_J?%EI’J%ITE%Z% St AE B2, BT EEE TR SCART S (BT
H BT s B I AFAE ) | A A IR AL LwWIP B E 4 .

AV R HEEEE N tecpip_adapter_init () #IGIL LwIP #kpkke. 4 T B 1k JERR Y 515 )
LwIP, 1 FHFEF I i%AE LwIP %ﬂﬁ“%mﬁi}:f?il//\TE[ﬁ%:

* SoftAP % 1_I[¥) DHCP [z 55 #5 Ik 55 -
e Station 21 _E 1) DHCP % i il 55 »

O Fr B Ay ESP-WIFI-MESH [ #7247 LwIP #1451k

/*  tepip M </

tcpip_adapter_init () ;

/*

* % F MESH

* B\ B W, f SoftAP ¥ © F{& b DHCP i %

* RINE MU T, & Station ¥ H L {® 1k DHCP & F 3 ﬁn

*/

ESP_ERROR_CHECK (tcpip_adapter_dhcps_stop (TCPIP_ADAPTER_IF_AP));
ESP_ERROR_CHECK (tcpip_adapter_dhcpc_stop (TCPIP_ADAPTER_IF_STA));

#rili: ESP-WIFI-MESH RUARTY b/ 5 B h deidk . AL, 24— DT nUSCR ST i ir, %Y ez A
BURLF 205 ) DHCP %5 3 I 55 31 S MR I TP Mkl SRRSCRE 1 LA R TR 1]/ SIS TP 9 25
KB EL . (H2, WURMHHES IP BE, WIAHERITI IR,

4a't; ESP-WIFI-MESH ¥ JHI il ESP-WIFI-MESH ¥£ 1F % J= 8l Bl 2 41 5e 0 i A LwIP F1 Wi-Fi 844 4% .
TR T ESP-WIFI-MESH TEH-4 H S0 1A A HT 01 58 1) 20 B8

tcpip_adapter_init ();

/*

* X F MESH

* B\ B W T, 7 SoftAP ¥ H 1= 1} DHCP M %

* BRI E W T, & Station ¥ H t1{¥ b DHCP fg):’ 3

*/

ESP_ERROR_CHECK (tcpip_adapter_dhcps_stop (TCPIP_ADAPTER_IF_AP));
ESP_ERROR_CHECK (tcpip_adapter_dhcpc_stop (TCPIP_ADAPTER_IF_STA));

/A
ESP_ERROR_CHECK (esp_event_loop_create_default ());

/AWi-Fi ] */

wifi_init_config_t config = WIFI_INIT_CONFIG_DEFAULT();

ESP_ERROR_CHECK (esp_wifi_init (&confiqg));

/EEM P FHAEETF 2/

ESP_ERROR_CHECK (esp_event_handler_register (IP_EVENT, IP_EVENT_STA_GOT_IP, &ip_
—event_handler, NULL));

ESP_ERROR_CHECK (esp_wifi_set_storage (WIFI_STORAGE_FLASH));

ESP_ERROR_CHECK (esp_wifi_start());

TE5E M LwIP Fl Wi-Fi [#IR1b 5, F[5E AT = AR PA S8 21T ESP-WIFI-MESH.,
1. #7451 Mesh
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2. Bt F ESP-WIFI-MESH M %4
3. &%) Mesh

AL Mesh T 75 AURS F B A 4] 4 1k ESP-WIFI-MESH.

/*Mesh # W */

ESP_ERROR_CHECK (esp_mesh_init ());

/HEM mesh EHLERF */

ESP_ERROR_CHECK (esp_event_handler_register (MESH_EVENT, ESP_EVENT_ANY_ID, &mesh_
—event_handler, NULL));

fid ¥ ESP-WIFI-MESH [ 4% ESP-WIFI-MESH 7] jfi it esp_mesh_set_config () #47E &,
Mmesh_cfg_t GG RSE. REEWIERE S AT ESP-WIFI-MESH (L& S5 :

SH ik

Channel ({5i8) 1 3 14 {514

Mesh ID ESP-WIFI-MESH W24 ID, Jlmesh_addr_t.
Router (BfH#%) W sAc e, Wmesh_router_t,

Mesh AP Mesh AP it &, Wmesh_ap_cfg t

Crypto Functions (fillI%% &%k ) Mesh IE (25 K%, W mesh_crypto_funcs_t.

NS A B R Al i & ESP-WIFI-MESH,

/* BINE F MESH IE fui */

mesh_cfg_t cfg = MESH_INIT_CONFIG_DEFAULT () ;

/* Mesh ID */

memcpy ( (uint8_t *) &cfg.mesh_id, MESH_ID, 6);

/R (FERBBERFERE) */

cfg.channel = CONFIG_MESH_CHANNEL;

/* Bl st/

cfg.router.ssid_len = strlen (CONFIG_MESH_ROUTER_SSID) ;

memcpy ( (uint8_t *) &cfg.router.ssid, CONFIG_MESH_ROUTER_SSID, cfg.router.ssid_len);

memcpy ( (uint8_t *) &cfg.router.password, CONFIG_MESH_ROUTER_PASSWD,
strlen (CONFIG_MESH_ROUTER_PASSWD)) ;

/* Mesh softAP */

cfg.mesh_ap.max_connection = CONFIG_MESH_AP_CONNECTIONS;

memcpy ( (uint8_t *) &cfg.mesh_ap.password, CONFIG_MESH_ AP_PASSWD,
strlen (CONFIG_MESH AP _PASSWD));

ESP_ERROR_CHECK (esp_mesh_set_config(&cfqg));

kial Mesh "~ 75U J B il j= 35 ESP-WIFI-MESH,

/* B & Mesh */
ESP_ERROR_CHECK (esp_mesh_start ());

J&3ll ESP-WIFI-MESH Ji5, MW 27 WA ESP-WIFI-MESH 44, DARf & T /2 (il i 3 2 25 11 . 132
)5, fﬂﬂ?’]‘gf?—fﬁﬁﬁesp_mesh_send() Mlesp_mesh_recv () ¥£ ESP-WIFI-MESH [ 2%t &% . 20K
B,

A4 H 22 ESP-WIFI-MESH WY ZIREZ —, FRVFT il [ Sl i/ a8/ 1/ o 1 e 1) At 4 5 A
Her . MCIRESLYF ESP-WIFI-MESH W28 B MR A B4k, Il A SIS 4530 s A A ER B -
JAH HAMEhEES, ESP-WIFI-MESH [% 2% Hr 75 U BEDS H 58 AT 4 :

o PERRRGEEASARTT AL (U222 W28 P IR Rk )
o PERFEEIIACT A (ILaE 2 M 28 Y AT M)
o RUITIFI S TR ER: (WL 221 4 sy il o)
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JEH A4 M Tfe S, ESP-WIFI-MESH . {4-H 5 NI ] Wi-Fi APL. [F i, fEH H4lshaent, A
J2AEL R Wi-Fi APL, 712 T4 ESP-WIFI-MESH ¥ T {f:.

JEREAEIM AR ] AR AT B i esp_mesh_set_self _organized() PREL, 384k
HEAMIIGE. ZEEEA LTI PIAZ50:

* bool enable $8E/F B HHMIhRE.
* bool select_parent $8ETESH H A MY GERTE N EEER B9 AT A . AR S IAURAY &
MEPIRAS, SR S HAARFEMIEMN . FE2EH MR, IESECAE .

FONRAM TR A BB T AR SR H AL e .

J/BERH AW

esp_mesh_set_self_organized(false, false);

ESP-WIFI-MESH ¢4 1 (1 4115 2 b 57707 204 7 WiFi RS

o ARAY FUCHTC R B A S, KRR SR
o QIRAT RUSEHTE W HLIEFEI R A it e, UREASE LR34
o AR AR AR E R IR B A BB ph e, URREASE L EORT I

FOUFTEALM  ESP-WIFI-MESH 23507 5 ) 4L IR i i 24 BT Wi-FiRES . (U2, ARY S2E2Y
PAR R IESE TR R, TRl Wi-FLRES W e R AEZ . TRER TR MR .

/

PR
i 1

Y

ooy

| 1EH

=“H /5N

Z| % fn
Z| 3 Fn

ELIERE BN AT AT Y R AR

Z TR SR SRS IR . W esp_mesh_connect () EHiED).
CLIE T2 5 th o AR Y R T i e

M F 2T AR 25 5 75 Fl e sp_mesh_connect () JFfTHEIE.,

TG AL AT R s B ey e AT RO I

ELIERE R AT S BT SRR B, Fopnse 5 o e AT S T R

Y FREE SR 2 R G RS Mifate. NIk, RS ERITS
B AR BT T SRR, SRR A I T

=

=
Z

ORI T BRI S B R e

JS/RRABAR, HFEE-NFHIFT A
esp_mesh_set_self_organized(true, true);

//RBR AR F o E A&
esp_mesh_set_self_organized(true, false);
esp_mesh_connect () ;

VAJI Wi-Fi APL A 28500 T, W IR W] BEA B4 8] ESP-WIFI-MESH M]3 J] Wi-Fi APL, f3il4il,
1 PR n] RETR B PSR AR A L (AP). HAERII YT PMEM Wi-Fi API 24, B85 A
M. A0, ESP-WIFI-MESH # {14l GE 2 [l I8 i) Wi-Fi AP, b1 5 0 W A 7 G T F R o

NP AN AEesp_mesh_set_self_organized() Z |81 JEM Wi-Fi API, RSB ER T W
AR e ESP-WIFI-MESH iz 7 [R] Z2 il esp_wifi_scan_start ().

Z 1k

esp_mesh_set_self_organized (0, 0);

J/MELEEMEAE#ATH AR

Q)
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(ZEE50)

esp_wifi_scan_stop();
//F B B E AT R A B

esp_wifi_scan_start();

/78R B R

J/mBE A EERS, WEHEABAN

esp_mesh_set_self_organized(l, 0);

S/IMERARTREARE®R, WEHFEA AN

esp_mesh_set_self_organized(l, 1);

S/MBART R EREE, WEHEA

esp_mesh_set_self_organized(l, 0); // A &#&EBTH B LT A
esp_mesh_connect () ; J/F N E %R R B

8191 ESP-IDF 4347 DA ESP-WIFI-MESH /7% {3137 [ :
PWEREAR RG] 7R T W5 ESP-WIFI-MESH [ 4%, L1M7 A5 1) 09 2% rp i A AN 7 S s B4
TR RG] R T AMaAESE A B M EhRERY 1 0L T 61 ESP-WIFI-MESH., B/ (9 7R T A Ar i 5

EATHRE , AP BhIEAE S SIS, AR H 5 SRS

API %

Header File

¢ components/esp_wifi/include/esp_mesh.h

Functions
esp_err_t esp_mesh_init (void)

Mesh initialization.

¢ Check whether Wi-Fi is started.
* Initialize mesh global variables with default values.

Attention This API shall be called after Wi-Fi is started.

gml
- ESP_OK
« ESP_FAIL

esp_err_t esp_mesh_deinit (void)

Mesh de-initialization.

* Release resources and stop the mesh

B
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* ESP_OK
» ESP_FAIL

esp_err_t esp_mesh_start (void)
Start mesh.

¢ Initialize mesh IE.

« Start mesh network management service.

¢ Create TX and RX queues according to the configuration.
» Register mesh packets receive callback.

Attention This API shall be called after mesh initialization and configuration.

B
* ESP_OK
* ESP_FAIL
* ESP_ERR_MESH_NOT_INIT
* ESP_ERR_MESH_NOT_CONFIG
* ESP_ERR_MESH_NO_MEMORY

esp_err_t esp_mesh_stop (void)
Stop mesh.

¢ Deinitialize mesh IE.

¢ Disconnect with current parent.

* Disassociate all currently associated children.

» Stop mesh network management service.

¢ Unregister mesh packets receive callback.

¢ Delete TX and RX queues.

* Release resources.

» Restore Wi-Fi softAP to default settings if Wi-Fi dual mode is enabled.
» Set Wi-Fi Power Save type to WIFI_PS_NONE.

gml
- ESP_OK
« ESP_FAIL

esp_err_t esp_mesh_send (const mesh_addr_t *to, const mesh_data_t *data, int flag, const mesh_opt_t opt[],
int opt_count)

Send a packet over the mesh network.

» Send a packet to any device in the mesh network.
* Send a packet to external IP network.

Attention This API is not reentrant.

BH
* to —[in] the address of the final destination of the packet
— If the packet is to the root, set this parameter to NULL.
— If the packet is to an external IP network, set this parameter to the IPv4:PORT combi-
nation. This packet will be delivered to the root firstly, then the root will forward this
packet to the final IP server address.
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* data [in] pointer to a sending mesh packet

— Field size should not exceed MESH_MPS. Note that the size of one mesh packet should
not exceed MESH_MTU.

— Field proto should be set to data protocol in use (default is MESH_PROTO_BIN for
binary).

— Field tos should be set to transmission tos (type of service) in use (default is
MESH_TOS_P2P for point-to-point reliable).

* flag —[in] bitmap for data sent

— Speed up the route search

* If the packet is to the root and “to” parameter is NULL, set this parameter to O.

* If the packet is to an internal device, MESH_DATA_P2P should be set.

* If the packet is to the root ( “to” parameter isn’ t NULL) or to external IP network,
MESH_DATA_TODS should be set.

* If the packet is from the root to an internal device, MESH_DATA_FROMDS should
be set.

— Specify whether this API is block or non-block, block by default
* If needs non-blocking, MESH_DATA_NONBLOCK should be set. Otherwise, may

use esp_mesh_send_block_time() to specify a blocking time.

— In the situation of the root change, MESH_DATA_DROP identifies this packet can be
dropped by the new root for upstream data to external IP network, we try our best to
avoid data loss caused by the root change, but there is a risk that the new root is running
out of memory because most of memory is occupied by the pending data which isn’ t
read out in time by esp_mesh_recv_toDS().

Generally, we suggest esp_mesh_recv_toDS() is called after a connection with IP net-
work is created. Thus data outgoing to external IP network via socket is just from
reading esp_mesh_recv_toDS() which avoids unnecessary memory copy.

* opt —[in] options

— In case of sending a packet to a certain group, MESH_OPT_SEND_GROUP is a good
choice. In this option, the value field should be set to the target receiver addresses in
this group.

— Root sends a packet to an internal device, this packet is from external IP network in case
the receiver device responds this packet, MESH_OPT_RECV_DS_ADDR is required
to attach the target DS address.

* opt_count —[in] option count

— Currently, this API only takes one option, so opt_count is only supported to be 1.

Bl

* ESP_OK

» ESP_FAIL

* ESP_ERR_MESH_ARGUMENT

* ESP_ERR_MESH_NOT_START

» ESP_ERR_MESH_DISCONNECTED

» ESP_ERR_MESH_OPT_UNKNOWN

» ESP_ERR_MESH_EXCEED_MTU

* ESP_ERR_MESH_NO_MEMORY

* ESP_ERR_MESH_TIMEOUT

» ESP_ERR_MESH_QUEUE_FULL

» ESP_ERR_MESH_NO_ROUTE_FOUND

» ESP_ERR_MESH_DISCARD

esp_err_t esp_mesh_send_block_time (uint32_t time_ms)

Set blocking time of esp_mesh_send()

Attention This API shall be called before mesh is started.

%% time_ms —[in] blocking time of esp_mesh_send(), unit:ms
R
« ESP_OK
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esp_err_t esp_mesh_recv (mesh_addr_t *from, mesh_data_t *data, int timeout_ms, int *flag, mesh_opt_t
opt[], int opt_count)

Receive a packet targeted to self over the mesh network.

flag could be MESH_DATA_FROMDS or MESH_DATA_TODS.

Attention Mesh RX queue should be checked regularly to avoid running out of memory.
¢ Use esp_mesh_get_rx_pending() to check the number of packets available in the queue waiting to
be received by applications.

B8
* from —[out] the address of the original source of the packet
* data —[out] pointer to the received mesh packet
— Field proto is the data protocol in use. Should follow it to parse the received data.
— Field tos is the transmission tos (type of service) in use.
* timeout_ms —[in] wait time if a packet isn’ t immediately available (0:no wait, port-
MAX_DELAY:wait forever)
» flag —[out] bitmap for data received
— MESH_DATA_FROMDS represents data from external IP network
— MESH_DATA_TODS represents data directed upward within the mesh network
* opt —[out] options desired to receive
— MESH_OPT_RECV_DS_ADDR attaches the DS address
* opt_count —[in] option count desired to receive
— Currently, this API only takes one option, so opt_count is only supported to be 1.
Bl
* ESP_OK
e ESP_ERR_MESH_ARGUMENT
e ESP_ERR_MESH_NOT_START
* ESP_ERR_MESH_TIMEOUT
* ESP_ERR_MESH_DISCARD

esp_err_t esp_mesh_recv_toDS (mesh_addr_t *from, mesh_addr_t *to, mesh_data_t *data, int timeout_ms,
int *flag, mesh_opt_t opt[], int opt_count)

Receive a packet targeted to external IP network.

* Root uses this API to receive packets destined to external IP network

* Root forwards the received packets to the final destination via socket.

* If no socket connection is ready to send out the received packets and this esp_mesh_recv_toDS() hasn
t been called by applications, packets from the whole mesh network will be pending in toDS queue.

9

Use esp_mesh_get_rx_pending() to check the number of packets available in the queue waiting to be received
by applications in case of running out of memory in the root.

Using esp_mesh_set_xon_gsize() users may configure the RX queue size, default:32. If this size is too large,
and esp_mesh_recv_toDS() isn’ t called in time, there is a risk that a great deal of memory is occupied by the
pending packets. If this size is too small, it will impact the efficiency on upstream. How to decide this value
depends on the specific application scenarios.

flag could be MESH_DATA_TODS.
Attention This API is only called by the root.

S8
» from —[out] the address of the original source of the packet
* to —[out] the address contains remote IP address and port (IPv4:PORT)
* data —[out] pointer to the received packet
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— Contain the protocol and applications should follow it to parse the data.

timeout_ms —[in] wait time if a packet isn’ t immediately available (0:no wait, port-

MAX_DELAY:wait forever)

flag —[out] bitmap for data received

— MESH_DATA_TODS represents the received data target to external IP network. Root
shall forward this data to external IP network via the association with router.

opt —[out] options desired to receive

opt_count —[in] option count desired to receive

ESP_OK
ESP_ERR_MESH_ARGUMENT
ESP_ERR_MESH_NOT_START
ESP_ERR_MESH_TIMEOUT
ESP_ERR_MESH_DISCARD
ESP_ERR_MESH_RECV_RELEASE

esp_err_t esp_mesh_set_config (const mesh_cfg_t *config)

Set mesh stack configuration.

e Use MESH_INIT_CONFIG_DEFAULT() to initialize the default values, mesh IE is encrypted by de-

fault.

¢ Mesh network is established on a fixed channel (1-14).
* Mesh event callback is mandatory.

¢ Mesh ID is an identifier of an MBSS. Nodes with the same mesh ID can communicate with each other.

» Regarding to the router configuration, if the router is hidden, BSSID field is mandatory.

If BSSID field isn’ t set and there exists more than one router with same SSID, there is a risk that more roots
than one connected with different BSSID will appear. It means more than one mesh network is established

with the same mesh ID.

Root conflict function could eliminate redundant roots connected with the same BSSID, but couldn’ t handle
roots connected with different BSSID. Because users might have such requirements of setting up routers with
same SSID for the future replacement. But in that case, if the above situations happen, please make sure
applications implement forward functions on the root to guarantee devices in different mesh networks can
communicate with each other. max_connection of mesh softAP is limited by the max number of Wi-Fi softAP

supported (max:10).

Attention This API shall be called before mesh is started after mesh is initialized.

%% config —[in] pointer to mesh stack configuration

B

* ESP_OK
* ESP_ERR_MESH_ARGUMENT
* ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_get_config (mesh_cfg_t *config)

Get mesh stack configuration.

%4 config —[out] pointer to mesh stack configuration

B

* ESP_OK
* ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_set_router (const mesh_router_t *router)

Get router configuration.
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Attention This API is used to dynamically modify the router configuration after mesh is configured.

%4 router —[in] pointer to router configuration
PEA ]

 ESP_OK

e ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_get_router (mesh_router_t *router)

Get router configuration.

%4 router —[out] pointer to router configuration
PEA ]
 ESP_OK
 ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_set_id (const mesh_addr_t *id)

Set mesh network ID.

Attention This API is used to dynamically modify the mesh network ID.

%%, id —[in] pointer to mesh network ID
R
« ESP_OK
* ESP_ERR_MESH_ARGUMENT: invalid argument

esp_err_t esp_mesh_get_id (mesh_addr_t *id)
Get mesh network ID.

%%, id —[out] pointer to mesh network ID
R E

« ESP_OK

e ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_set_type (mesh_type_t type)
Designate device type over the mesh network.

L]

MESH_IDLE: designates a device as a self-organized node for a mesh network
MESH_ROOT: designates the root node for a mesh network

MESH_LEAF: designates a device as a standalone Wi-Fi station that connects to a parent
MESH_STA: designates a device as a standalone Wi-Fi station that connects to a router

%% type —[in] device type
Bl
 ESP_OK
* ESP_ERR_MESH_NOT_ALLOWED

mesh_type_t esp_mesh_get_type (void)

Get device type over mesh network.

Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.
R [M] mesh type
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esp_err_t esp_mesh_set_max_layer (int max_layer)

Set network max layer value.

* for tree topology, the max is 25.
« for chain topology, the max is 1000.
¢ Network max layer limits the max hop count.

Attention This API shall be called before mesh is started.

24 max_layer —[in] max layer value
JEA |
 ESP_OK
e ESP_ERR_MESH_ARGUMENT
e ESP_ERR_MESH_NOT_ALLOWED

int esp_mesh_get_max_layer (void)

Get max layer value.
R [M] max layer value

esp_err_t esp_mesh_set_ap_password (const uint§_t *pwd, int len)

Set mesh softAP password.

Attention This API shall be called before mesh is started.

SH

» pwd —[in] pointer to the password

* len —[in] password length
B

* ESP_OK

» ESP_ERR_MESH_ARGUMENT
ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_set_ap_authmode (wifi_auth_mode_t authmode)

Set mesh softAP authentication mode.

Attention This API shall be called before mesh is started.

¥ authmode —[in] authentication mode
izl
« ESP_OK
 ESP_ERR_MESH_ARGUMENT
 ESP_ERR_MESH_NOT_ALLOWED

wifi_auth_mode_t esp_mesh_get_ap_authmode (void)

Get mesh softAP authentication mode.
J&[A] authentication mode

esp_err_t esp_mesh_set_ap_connections (int connections)

Set mesh max connection value.

¢ Set mesh softAP max connection = mesh max connection + non-mesh max connection
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Attention This API shall be called before mesh is started.

Z¥ connections —[in] the number of max connections
|

« ESP_OK

e ESP_ERR_MESH_ARGUMENT

int esp_mesh_get_ap_connections (void)

Get mesh max connection configuration.
j&[A] the number of mesh max connections
int esp_mesh_get_non_mesh_connections (void)
Get non-mesh max connection configuration.
J&[A] the number of non-mesh max connections

int esp_mesh_get_layer (void)

Get current layer value over the mesh network.

Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.

&[] layer value

esp_err_t esp_mesh_get_parent_bssid (mesh_addr_t *bssid)
Get the parent BSSID.

Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.

%4 bssid —[out] pointer to parent BSSID
Rl

 ESP_OK

» ESP_FAIL

bool esp_mesh_is_root (void)

Return whether the device is the root node of the network.
J&A] true/false

esp_err_t esp_mesh_set_self_organized (bool enable, bool select_parent)

Enable/disable self-organized networking.

« Self-organized networking has three main functions: select the root node; find a preferred parent; initiate
reconnection if a disconnection is detected.

¢ Self-organized networking is enabled by default.

« If self-organized is disabled, users should set a parent for the device via esp_mesh_set_parent().

Attention This API is used to dynamically modify whether to enable the self organizing.

BH
* enable —[in] enable or disable self-organized networking
* select_parent —[in] Only valid when self-organized networking is enabled.
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— if select_parent is set to true, the root will give up its mesh root status and search for a
new parent like other non-root devices.
B
» ESP_OK
» ESP_FAIL

bool esp_mesh_get_self_ organized (void)

Return whether enable self-organized networking or not.
RIA| true/false

esp_err_t esp_mesh_waive_root (const mesh_vote_t *vote, int reason)

Cause the root device to give up (waive) its mesh root status.

¢ A device is elected root primarily based on RSSI from the external router.

« If external router conditions change, users can call this API to perform a root switch.

* In this API, users could specify a desired root address to replace itself or specify an attempts value to
ask current root to initiate a new round of voting. During the voting, a better root candidate would be
expected to find to replace the current one.

« If no desired root candidate, the vote will try a specified number of attempts (at least 15). If no better
root candidate is found, keep the current one. If a better candidate is found, the new better one will send
a root switch request to the current root, current root will respond with a root switch acknowledgment.

» After that, the new candidate will connect to the router to be a new root, the previous root will disconnect
with the router and choose another parent instead.

Root switch is completed with minimal disruption to the whole mesh network.

Attention This API is only called by the root.

B8

* vote —[in] vote configuration
If this parameter is set NULL, the vote will perform the default 15 times.
Field percentage threshold is 0.9 by default.
Field is_rc_specified shall be false.
Field attempts shall be at least 15 times.

* reason —[in] only accept MESH_VOTE_REASON_ROOT_INITIATED for now
B

* ESP_OK

» ESP_ERR_MESH_QUEUE_FULL

» ESP_ERR_MESH_DISCARD

» ESP_FAIL

esp_err_t esp_mesh_set_vote_percentage (float percentage)

Set vote percentage threshold for approval of being a root (default:0.9)

» During the networking, only obtaining vote percentage reaches this threshold, the device could be a root.

Attention This API shall be called before mesh is started.

%4 percentage —[in] vote percentage threshold
B

* ESP_OK

» ESP_FAIL
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float esp_mesh_get_vote_percentage (void)

Get vote percentage threshold for approval of being a root.
1R[] percentage threshold

esp_err_t esp_mesh_set_ap_assoc_expire (int seconds)
Set mesh softAP associate expired time (default:10 seconds)

¢ If mesh softAP hasn’ t received any data from an associated child within this time, mesh softAP will
take this child inactive and disassociate it.
* If mesh softAP is encrypted, this value should be set a greater value, such as 30 seconds.

%% seconds —[in] the expired time
B

* ESP_OK

* ESP_FAIL

int esp_mesh_get_ap_assoc_expire (void)

Get mesh softAP associate expired time.
1] seconds

int esp_mesh_get_total_node_num (void)

Get total number of devices in current network (including the root)

Attention The returned value might be incorrect when the network is changing.
j&[H] total number of devices (including the root)

int esp_mesh_get_routing_table_size (void)
Get the number of devices in this device’ s sub-network (including self)

R[] the number of devices over this device’ s sub-network (including self)

esp_err_t esp_mesh_get_routing_table (mesh_addr_t *mac, int len, int *size)

Get routing table of this device’ s sub-network (including itself)

BH

* mac —[out] pointer to routing table

* len —[in] routing table size(in bytes)

* size —[out] pointer to the number of devices in routing table (including itself)
B

* ESP_OK

* ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_post_toDS_state (bool reachable)
Post the toDS state to the mesh stack.

Attention This API is only for the root.

%% reachable —[in] this state represents whether the root is able to access external IP network
B

« ESP_OK

e ESP_FAIL
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esp_err_t esp_mesh_get_tx_pending (mesh_ix_pending_t *pending)
Return the number of packets pending in the queue waiting to be sent by the mesh stack.
%% pending —[out] pointer to the TX pending
B
* ESP_OK
* ESP_FAIL
esp_err_t esp_mesh_get_rx_pending (mesh_rx_pending_t *pending)
Return the number of packets available in the queue waiting to be received by applications.
%% pending —[out] pointer to the RX pending
Bl
* ESP_OK
* ESP_FAIL
int esp_mesh_available_txupQ_num (const mesh_addr_t *addr, uint32_t *xseqno_in)
Return the number of packets could be accepted from the specified address.
S
* addr [in] self address or an associate children address
* xseqgno_in —[out] sequence number of the last received packet from the specified ad-
dress
&[] the number of upQ for a certain address
esp_err_t esp_mesh_set_xon_gsize (int gsize)

Set the number of RX queue for the node, the average number of window allocated to one of its child node is:
wnd = xon_gsize / (2 * max_connection + 1). However, the window of each child node is not strictly equal to
the average value, it is affected by the traffic also.

Attention This API shall be called before mesh is started.

%8 gsize [in] default:32 (min:16)
izl

« ESP_OK

 ESP_FAIL

int esp_mesh_get_xon_gsize (void)

Get queue size.
&) the number of queue

esp_err_t esp_mesh_allow_root_conflicts (bool allowed)

Set whether allow more than one root existing in one network.

%% allowed —[in] allow or not
A
« ESP_OK
» ESP_WIFI_ERR_NOT_INIT
» ESP_WIFI_ERR_NOT_START
bool esp_mesh_is_root_conflicts_allowed (void)

Check whether allow more than one root to exist in one network.
RIA| true/false

esp_err_t esp_mesh_set_group_id (const mesh_addr_t *addr, int num)
Set group ID addresses.
S8

* addr —[in] pointer to new group ID addresses
* num —[in] the number of group ID addresses
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B
* ESP_OK
» ESP_MESH_ERR_ARGUMENT

esp_err_t esp_mesh_delete_group_id (const mesh_addr_t *addr, int num)
Delete group ID addresses.

SH
* addr —[in] pointer to deleted group ID address
* num —[in] the number of group ID addresses

B
* ESP_OK
* ESP_MESH_ERR_ARGUMENT
int esp_mesh_get_group_num (void)

Get the number of group ID addresses.
1R& ] the number of group ID addresses

esp_err_t esp_mesh_get_group_list (mesh_addr_t *addr, int num)
Get group ID addresses.
S8

* addr —[out] pointer to group ID addresses
num —[in] the number of group ID addresses

B
* ESP_OK
e ESP_MESH_ERR_ARGUMENT
bool esp_mesh_is_my_ group (const mesh_addr_t *addr)

Check whether the specified group address is my group.
JRM| true/false

esp_err_t esp_mesh_set_capacity_num (int num)

Set mesh network capacity (max:1000, default:300)

Attention This API shall be called before mesh is started.

%4 num —[in] mesh network capacity

PEA ]
e ESP_OK
« ESP_ERR_MESH_NOT_ALLOWED
« ESP_MESH_ERR_ARGUMENT

int esp_mesh_get_capacity_num (void)
Get mesh network capacity.

&1l mesh network capacity

esp_err_t esp_mesh_set_ie_crypto_funcs (const mesh_crypto_funcs_t *crypto_funcs)

Set mesh IE crypto functions.

Attention This API can be called at any time after mesh is initialized.

%4 crypto_funcs —[in] crypto functions for mesh IE

* If crypto_funcs is set to NULL, mesh IE is no longer encrypted.
B

* ESP_OK
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esp_err_t esp_mesh_set_ie_crypto_key (const char *key, int len)

Set mesh IE crypto key.

Attention This API can be called at any time after mesh is initialized.

SH

* key —[in] ASCII crypto key

* len —[in] length in bytes, range:8~64
B

* ESP_OK

» ESP_MESH_ERR_ARGUMENT

esp_err_t esp_mesh_get_ie_crypto_key (char *key, int len)
Get mesh IE crypto key.
S8
* key —[out] ASCII crypto key
* len —[in] length in bytes, range:8~64
Bl
* ESP_OK
* ESP_MESH_ERR_ARGUMENT
esp_err_t esp_mesh_set_root_healing_delay (int delay_ms)
Set delay time before starting root healing.
%% delay_ ms —[in] delay time in milliseconds
Bl
* ESP_OK
int esp_mesh_get_root_healing_delay (void)

Get delay time before network starts root healing.
1R[] delay time in milliseconds

esp_err_t esp_mesh_f£fix_root (bool enable)
Enable network Fixed Root Setting.

* Enabling fixed root disables automatic election of the root node via voting.
* All devices in the network shall use the same Fixed Root Setting (enabled or disabled).
« If Fixed Root is enabled, users should make sure a root node is designated for the network.

%%t enable —[in] enable or not
B
e« ESP_OK

bool esp_mesh_is_root_fixed (void)
Check whether network Fixed Root Setting is enabled.

* Enable/disable network Fixed Root Setting by API esp_mesh_fix_root().
» Network Fixed Root Setting also changes with the “flag” value in parent networking IE.

R\ true/false
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esp_err_t esp_mesh_set_parent (const wifi_config_t *parent, const mesh_addr_t *parent_mesh_id,
mesh_type_t my_type, int my_layer)

Set a specified parent for the device.

Attention This API can be called at any time after mesh is configured.

* parent —[in] parent configuration, the SSID and the channel of the parent are mandatory.
— If the BSSID is set, make sure that the SSID and BSSID represent the same parent,
otherwise the device will never find this specified parent.
» parent_mesh_id —[in] parent mesh ID,
— If this value is not set, the original mesh ID is used.
* my_type —[in] mesh type
— MESH_STA is not supported.
— If the parent set for the device is the same as the router in the network configuration,
then my_type shall set MESH_ROOT and my_layer shall set MESH_ROOT_LAYER.
* my_layer —[in] mesh layer
— my_layer of the device may change after joining the network.
- If my_type is set MESH NODE, my_layer shall be greater than
MESH_ROOT_LAYER.
— If my_type is set MESH_LEATF, the device becomes a standalone Wi-Fi station and no
longer has the ability to extend the network.
B
* ESP_OK
» ESP_ERR_ARGUMENT
» ESP_ERR_MESH_NOT_CONFIG

esp_err_t esp_mesh_scan_get_ap_ie_1len (int *len)

Get mesh networking IE length of one AP.

%% len —[out] mesh networking IE length
izl

« ESP_OK

e« ESP_ERR_WIFI_NOT_INIT

e« ESP_ERR_INVALID_ARG

e ESP_ERR_WIFI_FAIL

esp_err_t esp_mesh_scan_get_ap_record (wifi_ap_record_t *ap_record, void *buffer)
Get AP record.

Attention Different from esp_wifi_scan_get_ap_records(), this API only gets one of APs scanned each time.
See “manual_networking” example.

S8
* ap_record —[out] pointer to one AP record
* buffer [out] pointer to the mesh networking IE of this AP
B
* ESP_OK
e ESP_ERR_WIFI_NOT_INIT
ESP_ERR_INVALID_ARG
ESP_ERR_WIFI_FAIL

esp_err_t esp_mesh_flush_upstream_packets (void)
Flush upstream packets pending in to_parent queue and to_parent_p2p queue.

gml
- ESP_OK
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esp_err_t esp_mesh_get_subnet_nodes_num (const mesh_addr_t *child_mac, int *nodes_num)

Get the number of nodes in the subnet of a specific child.

SH

* child_mac —[in] an associated child address of this device

* nodes_num —[out] pointer to the number of nodes in the subnet of a specific child
FEA ]

 ESP_OK

e ESP_ERR_MESH_NOT_START

e ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_get_subnet_nodes_1list (const mesh_addr_t *child_mac, mesh_addr_t *nodes, int
nodes_num)

Get nodes in the subnet of a specific child.

ZH

e child_mac —[in] an associated child address of this device

* nodes —[out] pointer to nodes in the subnet of a specific child

* nodes_num —[in] the number of nodes in the subnet of a specific child
B

« ESP_OK

e ESP_ERR_MESH_NOT_START

e ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_disconnect (void)
Disconnect from current parent.
izl
« ESP_OK
esp_err_t esp_mesh_connect (void)
Connect to current parent.
PEA ]
« ESP_OK
esp_err_t esp_mesh_flush_scan_result (void)
Flush scan result.
P[]
« ESP_OK
esp_err_t esp_mesh_switch_channel (const uint8_t *new_bssid, int csa_newchan, int csa_count)

Cause the root device to add Channel Switch Announcement Element (CSA IE) to beacon.

¢ Set the new channel
» Set how many beacons with CSA IE will be sent before changing a new channel
* Enable the channel switch function

Attention This API is only called by the root.

¥
* new_bssid —[in] the new router BSSID if the router changes
* csa_newchan —[in] the new channel number to which the whole network is moving
* csa_count -[in] channel switch period(beacon count), unit is based on beacon interval
of its softAP, the default value is 15.
B
« ESP_OK
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esp_err_t esp_mesh_get_router_bssid (uint8_t *router_bssid)
Get the router BSSID.

%4 router_bssid —[out] pointer to the router BSSID
PEA ]
e« ESP_OK
e ESP_ERR_WIFI_NOT_INIT
e ESP_ERR_INVALID_ARG
intb4_t esp_mesh_get_tsf_time (void)
Get the TSF time.

J&[A] the TSF time

esp_err_t esp_mesh_set_topology (esp_mesh_topology_t topo)
Set mesh topology. The default value is MESH_TOPO_TREE.

* MESH_TOPO_CHAIN supports up to 1000 layers

Attention This API shall be called before mesh is started.

%% topo —[in] MESH_TOPO_TREE or MESH_TOPO_CHAIN
B

* ESP_OK

* ESP_MESH_ERR_ARGUMENT

* ESP_ERR_MESH_NOT_ALLOWED

esp_mesh_topology_t esp_mesh_get_topology (void)
Get mesh topology.

& nl MESH_TOPO_TREE or MESH_TOPO_CHAIN

esp_err_t esp_mesh_enable_ps (void)
Enable mesh Power Save function.

Attention This API shall be called before mesh is started.

B
* ESP_OK
* ESP_ERR_WIFI_NOT_INIT
* ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_disable_ps (void)
Disable mesh Power Save function.

Attention This API shall be called before mesh is started.

B
* ESP_OK
* ESP_ERR_WIFI_NOT_INIT
* ESP_ERR_MESH_NOT_ALLOWED

bool esp_mesh_is_ps_enabled (void)
Check whether the mesh Power Save function is enabled.

R true/false
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bool esp_mesh_is_device_active (void)

Check whether the device is in active state.

¢ If the device is not in active state, it will neither transmit nor receive frames.
J&IA| true/false

esp_err_t esp_mesh_set_active_duty_cycle (int dev_duty, int dev_duty_type)
Set the device duty cycle and type.

* The range of dev_duty values is 1 to 100. The default value is 10.

e dev_duty = 100, the PS will be stopped.

e dev_duty is better to not less than 5.

e dev_duty_type could be MESH_PS_DEVICE_DUTY_REQUEST or
MESH_PS_DEVICE_DUTY_DEMAND.

e If dev_duty_type is set to MESH_PS_DEVICE_DUTY_REQUEST, the device will use a nwk_duty
provided by the network.

e If dev_duty_type is set to MESH_PS_DEVICE_DUTY_DEMAND, the device will use the specified
dev_duty.

Attention This API can be called at any time after mesh is started.

S8
* dev_duty —[in] device duty cycle
* dev_duty_type [in] device PS duty cycle type, not  accept
MESH_PS_NETWORK_DUTY_MASTER

Bl

ESP_OK
* ESP_FAIL

esp_err_t esp_mesh_get_active_duty_cycle (int *dev_duty, int *dev_duty_type)
Get device duty cycle and type.

BH

* dev_duty [out] device duty cycle

* dev_duty_type —[out] device PS duty cycle type
Bl

* ESP_OK

esp_err_t esp_mesh_set_network_duty_cycle (int nwk_duty, int duration_mins, int applied_rule)

Set the network duty cycle, duration and rule.

» The range of nwk_duty values is 1 to 100. The default value is 10.

e nwk_duty is the network duty cycle the entire network or the up-link path will use. A device that suc-
cessfully sets the nwk_duty is known as a NWK-DUTY-MASTER.

e duration_mins specifies how long the specified nwk_duty will be used. Once duration_mins expires, the
root will take over as the NWK-DUTY-MASTER. If an existing NWK-DUTY-MASTER leaves the
network, the root will take over as the NWK-DUTY-MASTER again.

e duration_mins = (-1) represents nwk_duty will be used until a new NWK-DUTY-MASTER with a dif-
ferent nwk_duty appears.

¢ Only the root can set duration_mins to (-1).

 If applied_rule is set to MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE, the nwk_duty will be
used by the entire network.
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* If applied_rule is set to MESH_PS_NETWORK_DUTY_APPLIED_UPLINK, the nwk_duty will only
be used by the up-link path nodes.

* The root does not accept MESH_PS_NETWORK_DUTY_APPLIED_UPLINK.

¢ A nwk_duty with duration_mins(-1) set by the root is the default network duty cycle used by the entire
network.

Attention This API can be called at any time after mesh is started.

* In self-organized network, if this API is called before mesh is started in all devices, (1)nwk_duty
shall be set to the same value for all devices; (2)duration_mins shall be set to (-1); (3)applied_rule
shall be set to MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE; after the voted root appears,
the root will become the NWK-DUTY-MASTER and broadcast the nwk_duty and its identity of
NWK-DUTY-MASTER.

* If the root is specified (FIXED-ROQOT), call this API in the root to provide a default nwk_duty for
the entire network.

¢ After joins the network, any device can call this API to change the nwk_duty, duration_mins or
applied_rule.

S8

* nwk_duty -[in] network duty cycle

e duration_mins —[in] duration (unit: minutes)

* applied_rule [in] only support MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE
B

* ESP_OK

e ESP_FAIL

esp_err_t esp_mesh_get_network_duty_cycle (int *nwk_duty, int *duration_mins, int *dev_duty_type,
int *applied_rule)

Get the network duty cycle, duration, type and rule.

SH
* nwk_duty —[out] current network duty cycle
* duration_mins —[out] the duration of current nwk_duty
e dev_duty_type —[out] if it includes MESH_PS_DEVICE_DUTY_MASTER, this
device is the current NWK-DUTY-MASTER.
e applied_rule —[out] MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE
P[]
e« ESP_OK

int esp_mesh_get_running_active_duty_cycle (void)
Get the running active duty cycle.

¢ The running active duty cycle of the root is 100.

e If duty type is set to MESH_PS_DEVICE_DUTY_REQUEST, the running active duty cycle is nwk_duty
provided by the network.

e If duty type is set to MESH_PS_DEVICE_DUTY_DEMAND, the running active duty cycle is dev_duty
specified by the users.

¢ In a mesh network, devices are typically working with a certain duty-cycle (transmitting, receiving and
sleep) to reduce the power consumption. The running active duty cycle decides the amount of awake
time within a beacon interval. At each start of beacon interval, all devices wake up, broadcast beacons,
and transmit packets if they do have pending packets for their parents or for their children. Note that
Low-duty-cycle means devices may not be active in most of the time, the latency of data transmission
might be greater.

1& 1] the running active duty cycle
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esp_err_t esp_mesh_ps_duty_signaling (int fwd_times)
Duty signaling.
%% fwd_times —[in] the times of forwarding duty signaling packets
B
* ESP_OK

Unions

union mesh_addr_t

#include <esp_mesh.h> Mesh address.

Public Members

uint8_t addr[6]

mac address

mip_t mip

mip address

union mesh_event_info_t

#include <esp_mesh.h> Mesh event information.

Public Members

mesh_event_channel_switch_t channel_switch

channel switch

mesh_event_child_connected_t child_connected

child connected

mesh_event_child_disconnected_t child_disconnected

child disconnected

mesh_event_routing_table_change_t routing_table

routing table change

mesh_event_connected_t connected

parent connected

mesh_event_disconnected_t disconnected

parent disconnected

mesh_event_no_parent_found_t no_parent

no parent found

mesh_event_layer_change_t layer change

layer change
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mesh_event_toDS_state_t toDS_state

toDS state, devices shall check this state firstly before trying to send packets to external IP network. This
state indicates right now whether the root is capable of sending packets out. If not, devices had better to
wait until this state changes to be MESH_TODS_REACHABLE.

mesh_event_vote_started_t vote_started

vote started

mesh_event_root_address_t root_addr

root address

mesh_event_root_switch_req_t switch_req

root switch request

mesh_event_root_conflict t root_conflict

other powerful root

mesh_event_root_fixed_t root_fixed

fixed root

mesh_event_scan_done_t scan_done

scan done

mesh_event_network_state_t network_state

network state, such as whether current mesh network has a root.

mesh_event_find_network_t £ind_network

network found that can join

mesh_event_router_switch_t router_switch

new router information

mesh_event_ps_duty_t ps_duty

PS duty information

union mesh_rc_config_t

#include <esp_mesh.h> Vote address configuration.

Public Members

int attempts

max vote attempts before a new root is elected automatically by mesh network. (min:15, 15 by default)

mesh_addr_t re_addr

a new root address specified by users for API esp_mesh_waive_root()
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Structures

structmip_t

IP address and port.

Public Members

ip4_addr_t ip4
IP address

uintl6_t port
port

struct mesh_event_channel_switch_t

Channel switch information.

Public Members

uint8_t channel

new channel

struct mesh_event_connected_t

Parent connected information.

Public Members

wifi_event_sta_connected_t connected

parent information, same as Wi-Fi event SYSTEM_EVENT_STA_CONNECTED does

uintl6_t self_layer

layer

uint8_t duty
parent duty

struct mesh_event_no_parent_found_t

No parent found information.

Public Members

int scan_times

scan times being through

struct mesh_event_layer_change_t

Layer change information.
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Public Members

uintl6_t new_layer

new layer

struct mesh_event_vote_started_t

vote started information

Public Members

int reason

vote reason, vote could be initiated by children or by the root itself

int attempts

max vote attempts before stopped

mesh_addr_t re_addr

root address specified by users via API esp_mesh_waive_root()

struct mesh_event_find_network_t

find a mesh network that this device can join

Public Members

uint8_t channel

channel number of the new found network

uint8_t router_bssid[6]
router BSSID

struct mesh_event_root_switch_req t

Root switch request information.

Public Members

int reason

root switch reason, generally root switch is initialized by users via API esp_mesh_waive_root()

mesh_addr_t re_addr

the address of root switch requester

struct mesh_event_root_conflict_t

Other powerful root address.
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Public Members

int8_t rssi

rssi with router

uint16_t capacity

the number of devices in current network

uint8_t addr([6]

other powerful root address

struct mesh_event_routing_table_change_t

Routing table change.

Public Members

uintl6_t rt_size_new

the new value

uintl6_t rt_size_change

the changed value

struct mesh_event_root_fixed_t
Root fixed.

Public Members

bool is_fixed

status

struct mesh_event_scan_done_t

Scan done  event information.

Public Members

uint8_t number

the number of APs scanned

struct mesh_event_network_state_t

Network state information.

Public Members

bool is_rootless

whether current mesh network has a root
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struct mesh_event_ps_duty_t

PS duty information.

Public Members

uint8_t duty
parent or child duty

mesh_event_child_connected_t child_connected
child info

struct mesh_opt_t

Mesh option.

Public Members

uint8_t type
option type

uintl6_t len

option length

uint8_t *val

option value

struct mesh_data_t

Mesh data for esp_mesh_send() and esp_mesh_recv()

Public Members

uint8_t *data
data

uintl6_t size

data size

mesh_proto_t proto

data protocol

mesh_tos_t tos

data type of service

struct mesh_router_t

Router configuration.
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Public Members

uint8_t ssid[32]
SSID

uint§_t ssid_len
length of SSID

uint8_t bssid|[6]

BSSID, if this value is specified, users should also specify ‘“allow_router_switch” .

uint8_t password[64]

password

bool allow_router_switch

if the BSSID is specified and this value is also set, when the router of this specified BSSID fails to be
found after “fail” (mesh_attempts_t) times, the whole network is allowed to switch to another router
with the same SSID. The new router might also be on a different channel. The default value is false.
There is a risk that if the password is different between the new switched router and the previous one, the
mesh network could be established but the root will never connect to the new switched router.

struct mesh_ap_cfg_t

Mesh softAP configuration.

Public Members

uint8_t password[64]

mesh softAP password

uint§_t max_connection

max number of stations allowed to connect in, default 6, max 10 = max_connection + non-
mesh_max_connectionmax mesh connections

uint8_t nonmesh_max_connection

max non-mesh connections

structmesh_cfg_ t

Mesh initialization configuration.

Public Members

uint8_t channel

channel, the mesh network on

bool allow_channel_switch

if this value is set, when “fail” (mesh_attempts_t) times is reached, device will change to a full channel
scan for a network that could join. The default value is false.
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mesh_addr_t mesh_id

mesh network identification

mesh_router_t router

router configuration

mesh_ap_cfg_t mesh_ap

mesh softAP configuration

const mesh_crypto_funcs_t *crypto_funcs

crypto functions

struct mesh_vote_t

Vote.

Public Members

float percentage

vote percentage threshold for approval of being a root
bool is_rc_specified
if true, rc_addr shall be specified (Unimplemented). if false, attempts value shall be specified to make

network start root election.

mesh_rc_config_t config

vote address configuration

struct mesh_tx_pending_t

The number of packets pending in the queue waiting to be sent by the mesh stack.

Public Members

int to_parent

to parent queue

int to_parent_p2p
to parent (P2P) queue

intto_child

to child queue

intto_child_p2p
to child (P2P) queue

int mgmt

management queue
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int broadcast

broadcast and multicast queue

struct mesh_rx_pending_t

The number of packets available in the queue waiting to be received by applications.

Public Members

int toDS

to external DS

int toSelf

to self

Macros

MESH_ROOT_LAYER

root layer value

MESH_MTU

max transmit unit(in bytes)

MESH_MPS

max payload size(in bytes)

ESP_ERR_MESH_WIFI_NOT_START

Mesh error code definition.

Wi-Fiisn’ tstarted

ESP_ERR_MESH_NOT_INIT

mesh isn’ t initialized

ESP_ERR_MESH_NOT_CONFIG

mesh isn’ t configured

ESP_ERR_MESH_NOT_START

mesh isn’ t started

ESP_ERR_MESH_NOT_SUPPORT
not supported yet

ESP_ERR_MESH_NOT_ALLOWED

operation is not allowed

ESP_ERR_MESH_NO_MEMORY

out of memory
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ESP_ERR_MESH_ARGUMENT

illegal argument

ESP_ERR_MESH_EXCEED_MTU
packet size exceeds MTU

ESP_ERR_MESH_TIMEOUT

timeout

ESP_ERR_MESH_DISCONNECTED

disconnected with parent on station interface

ESP_ERR_MESH_QUEUE_FAIL

queue fail

ESP_ERR_MESH_QUEUE_FULL

queue full

ESP_ERR_MESH_NO_PARENT FOUND

no parent found to join the mesh network

ESP_ERR_MESH_NO_ROUTE_FOUND

no route found to forward the packet

ESP_ERR_MESH_OPTION_NULL

no option found

ESP_ERR_MESH_OPTION_UNKNOWN

unknown option

ESP_ERR_MESH_XON_NO_WINDOW

no window for software flow control on upstream

ESP_ERR_MESH_INTERFACE

low-level Wi-Fi interface error

ESP_ERR_MESH_DISCARD_DUPLICATE

discard the packet due to the duplicate sequence number

ESP_ERR_MESH_DISCARD
discard the packet

ESP_ERR_MESH_VOTING

vote in progress

ESP_ERR_MESH_XMIT
XMIT
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ESP_ERR_MESH_QUEUE_READ

error in reading queue

ESP_ERR_MESH_PS

mesh PS is not specified as enable or disable

ESP_ERR_MESH_RECV_RELEASE

release esp_mesh_recv_toDS

MESH_DATA_ENC

Flags bitmap for esp_mesh_send() and esp_mesh_recv()

data encrypted (Unimplemented)

MESH_DATA_P2P

point-to-point delivery over the mesh network

MESH_DATA_FROMDS

receive from external IP network

MESH_DATA_TODS

identify this packet is target to external IP network

MESH_DATA_NONBLOCK

esp_mesh_send() non-block

MESH_DATA_DROP

in the situation of the root having been changed, identify this packet can be dropped by new root

MESH_DATA_GROUP
identify this packet is target to a group address

MESH_OPT_SEND_GROUP

Option definitions for esp_mesh_send() and esp_mesh_recv()

data transmission by group; used with esp_mesh_send() and shall have payload

MESH_OPT_RECV_DS_ADDR

return a remote IP address; used with esp_mesh_send() and esp_mesh_recv()

MESH_ASSOC_FLAG_VOTE_IN_PROGRESS
Flag of mesh networking IE.

vote in progress

MESH_ASSOC_FLAG_NETWORK_FREE

no root in current network

MESH_ASSOC_FLAG_ROOTS_FOUND

root conflict is found
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MESH_ASSOC_FLAG_ROOT_FIXED

fixed root

MESH_PS_DEVICE_DUTY_ REQUEST
Mesh PS (Power Save) duty cycle type.

requests to join a network PS without specifying a device duty cycle. After the device joins the network, a
network duty cycle will be provided by the network

MESH_PS_DEVICE_DUTY_ DEMAND

requests to join a network PS and specifies a demanded device duty cycle

MESH_PS_NETWORK_DUTY_ MASTER
indicates the device is the NWK-DUTY-MASTER (network duty cycle master)

MESH_PS_NETWORK_DUTY APPLIED_ ENTIRE
Mesh PS (Power Save) duty cycle applied rule.
MESH_PS_NETWORK_DUTY_APPLIED_UPLINK

MESH_INIT_ CONFIG_DEFAULT ()

Type Definitions

typedef mesh_addr_t mesh_event_root_address_t

Root address.

typedef wifi_event sta_disconnected_t mesh_event_disconnected_t

Parent disconnected information.

typedef wifi_event_ap_staconnected_t mesh_event_child_connected_t

Child connected information.

typedef wifi_event_ap_stadisconnected_t mesh_event_child_disconnected_t

Child disconnected information.

typedef wifi_event_sta_connected_t mesh_event_router_switch_t

New router information.

Enumerations

enum mesh_event_id_t

Enumerated list of mesh event id.

Values:

enumerator MESH_EVENT_STARTED

mesh is started

enumerator MESH_EVENT_STOPPED

mesh is stopped
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enumerator MESH_EVENT_CHANNEL_SWITCH

channel switch

enumerator MESH_EVENT_CHILD_CONNECTED

a child is connected on softAP interface

enumerator MESH_EVENT_CHILD_DISCONNECTED

a child is disconnected on softAP interface

enumerator MESH_EVENT_ROUTING_TABLE_ADD
routing table is changed by adding newly joined children

enumerator MESH_EVENT ROUTING_TABLE_REMOVE

routing table is changed by removing leave children

enumerator MESH_EVENT_PARENT_CONNECTED

parent is connected on station interface

enumerator MESH_EVENT_PARENT_DISCONNECTED

parent is disconnected on station interface

enumerator MESH_EVENT_NO_PARENT_FOUND

no parent found

enumerator MESH_EVENT_LAYER_CHANGE

layer changes over the mesh network

enumerator MESH_EVENT_TODS_STATE

state represents whether the root is able to access external IP network. This state is a manual event that
needs to be triggered with esp_mesh_post_toDS_state().

enumerator MESH_EVENT_VOTE_STARTED

the process of voting a new root is started either by children or by the root

enumerator MESH_EVENT_VOTE_STOPPED

the process of voting a new root is stopped

enumerator MESH_EVENT_ROOT_ADDRESS

the root address is obtained. It is posted by mesh stack automatically.

enumerator MESH_EVENT ROOT_SWITCH_REQ

root switch request sent from a new voted root candidate

enumerator MESH_EVENT_ROOT_SWITCH_ACK

root switch acknowledgment responds the above request sent from current root

enumerator MESH_EVENT _ROOT_ASKED_YIELD

the root is asked yield by a more powerful existing root. If self organized is disabled and this device is
specified to be a root by users, users should set a new parent for this device. if self organized is enabled,
this device will find a new parent by itself, users could ignore this event.
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enumerator MESH_EVENT ROOT_FIXED

when devices join a network, if the setting of Fixed Root for one device is different from that of its parent,
the device will update the setting the same as its parent’ s. Fixed Root Setting of each device is variable
as that setting changes of the root.

enumerator MESH_EVENT_SCAN_DONE

if self-organized networking is disabled, user can call esp_wifi_scan_start() to trigger this event, and add
the corresponding scan done handler in this event.

enumerator MESH_EVENT_NETWORK_STATE

network state, such as whether current mesh network has a root.

enumerator MESH_EVENT_STOP_RECONNECTION

the root stops reconnecting to the router and non-root devices stop reconnecting to their parents.

enumerator MESH_EVENT_FIND_NETWORK

when the channel field in mesh configuration is set to zero, mesh stack will perform a full channel scan
to find a mesh network that can join, and return the channel value after finding it.

enumerator MESH_EVENT_ROUTER_SWITCH

if users specify BSSID of the router in mesh configuration, when the root connects to another router with
the same SSID, this event will be posted and the new router information is attached.

enumerator MESH_EVENT _PS_PARENT_DUTY
parent duty

enumerator MESH_EVENT _PS_CHILD_DUTY
child duty

enumerator MESH_EVENT _PS_DEVICE_DUTY
device duty

enumerator MESH_EVENT _MAX

enum mesh_type_t

Device type.

Values:

enumerator MESH_IDLE

hasn’ t joined the mesh network yet

enumerator MESH_ROOT

the only sink of the mesh network. Has the ability to access external IP network

enumerator MESH_NODE

intermediate device. Has the ability to forward packets over the mesh network

enumerator MESH_ LEAF

has no forwarding ability
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enumerator MESH_ STA

connect to router with a standlone Wi-Fi station mode, no network expansion capability

enum mesh_proto_t

Protocol of transmitted application data.

Values:

enumerator MESH_PROTO_BIN

binary

enumerator MESH_PROTO_HTTP
HTTP protocol

enumerator MESH_PROTO__JSON
JSON format

enumerator MESH_PROTO_MQTT
MQTT protocol

enumerator MESH_PROTO_AP

IP network mesh communication of node’ s AP interface

enumerator MESH_PROTO_STA

IP network mesh communication of node’ s STA interface

enum mesh_tos_t

For reliable transmission, mesh stack provides three type of services.

Values:

enumerator MESH_TOS_P2P

provide P2P (point-to-point) retransmission on mesh stack by default

enumerator MESH_TOS_E2E

provide E2E (end-to-end) retransmission on mesh stack (Unimplemented)

enumerator MESH_TOS_DEF

no retransmission on mesh stack

enum mesh_vote_reason_t

Vote reason.

Values:

enumerator MESH_VOTE_REASON_ROOT_INITIATED

vote is initiated by the root

enumerator MESH_VOTE_REASON_CHILD_INITIATED

vote is initiated by children
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enum mesh_disconnect_reason_t

Mesh disconnect reason code.

Values:

enumerator MESH_REASON_CYCLIC

cyclic is detected

enumerator MESH_REASON_PARENT_IDLE

parent is idle

enumerator MESH_REASON_LEAF

the connected device is changed to a leaf

enumerator MESH_REASON_DIFF_ID

in different mesh ID

enumerator MESH_REASON_ROOTS

root conflict is detected

enumerator MESH_REASON_PARENT_STOPPED
parent has stopped the mesh

enumerator MESH_REASON_SCAN_FAIL

scan fail

enumerator MESH_REASON_IE_UNKNOWN

unknown IE

enumerator MESH_REASON_WAIVE_ROOT

waive root

enumerator MESH_REASON_PARENT_WORSE
parent with very poor RSSI

enumerator MESH_REASON_EMPTY_PASSWORD

use an empty password to connect to an encrypted parent

enumerator MESH_REASON_PARENT_UNENCRYPTED

connect to an unencrypted parent/router

enum esp_mesh_topology_t

Mesh topology.

Values:

enumerator MESH_TOPO_TREE
tree topology
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enumerator MESH_TOPO_CHAIN
chain topology

enum mesh_event_toDS_state_t

The reachability of the root to a DS (distribute system)

Values:

enumerator MESH_TODS_UNREACHABLE

the root isn’ t able to access external IP network

enumerator MESH_TODS_REACHABLE

the root is able to access external IP network

Wi-Fi Easy Connect™ (DPP)

Wi-Fi Easy Connect™, also known as Device Provisioning Protocol (DPP) or Easy Connect, is a provisioning pro-
tocol certified by Wi-Fi Alliance. It is a secure and standardized provisioning protocol for configuration of Wi-Fi
Devices. With Easy Connect adding a new device to a network is as simple as scanning a QR Code. This reduces
complexity and enhances user experience while onboarding devices without UI like Smart Home and IoT products.
Unlike old protocols like WiFi Protected Setup (WPS), Wi-Fi Easy Connect incorporates strong encryption through
public key cryptography to ensure networks remain secure as new devices are added. Easy Connect brings many
benefits in the User Experience:

* Simple and intuitive to use; no lengthy instructions to follow for new device setup
* No need to remember and enter passwords into the device being provisioned

* Works with electronic or printed QR codes, or human-readable strings

* Supports both WPA2 and WPA3 networks

Please refer to Wi-Fi Alliance’ s official page on Easy Connect for more information.

ESP32-S2 supports Enrollee mode of Easy Connect with QR Code as the provisioning method. A display is required
to display this QR Code. Users can scan this QR Code using their capable device and provision the ESP32-S2 to
their Wi-Fi network. The provisioning device needs to be connected to the AP which need not support Wi-Fi Easy
Connect™. Easy Connect is still an evolving protocol. Of known platforms that support the QR Code method are
some Android smartphones with Android 10 or higher. To use Easy Connect no additional App needs to be installed
on the supported smartphone.

Application Example Example on how to provision ESP32-S2 wusing a supported smartphone:
wifi/wifi_easy_connect/dpp-enrollee.

API Reference

Header File

» components/wpa_supplicant/esp_supplicant/include/esp_dpp.h

Functions
esp_err_t esp_supp_dpp_init (esp_supp_dpp_event_cb_t evt_cb)

Initialize DPP Supplicant.

Starts DPP Supplicant and initializes related Data Structures.

return
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¢ ESP_OK: Success
e ESP_FAIL.: Failure

%% evt_cb —Callback function to receive DPP related events

void esp_supp_dpp_deinit (void)
De-initalize DPP Supplicant.

Frees memory from DPP Supplicant Data Structures.

esp_err_t esp_supp_dpp_bootstrap_gen (const char *chan_list, esp_supp_dpp_bootstrap_t type, const
char *key, const char *info)

Generates Bootstrap Information as an Enrollee.

Generates Out Of Band Bootstrap information as an Enrollee which can be used by a DPP Configurator to
provision the Enrollee.

SH
* chan_1list —List of channels device will be available on for listening
* type —Bootstrap method type, only QR Code method is supported for now.
* key —(Optional) Private Key used to generate a Bootstrapping Public Key
* info —(Optional) Ancilliary Device Information like Serial Number

Bl
e ESP_OK: Success
* ESP_FAIL: Failure

esp_err_t esp_supp_dpp_start_listen (void)

Start listening on Channels provided during esp_supp_dpp_bootstrap_gen.
Listens on every Channel from Channel List for a pre-defined wait time.
B
e ESP_OK: Success
* ESP_FAIL: Generic Failure

e ESP_ERR_INVALID_STATE: ROC attempted before WiFi is started
* ESP_ERR_NO_MEM: Memory allocation failed while posting ROC request

void esp_supp_dpp_stop_listen (void)
Stop listening on Channels.

Stops listening on Channels and cancels ongoing listen operation.

Macros

ESP_ERR_DPP_FAILURE

Generic failure during DPP Operation
ESP_ERR_DPP_TX_FAILURE
DPP Frame Tx failed OR not Acked

ESP_ERR_DPP_INVALID_ATTR
Encountered invalid DPP Attribute

Type Definitions

typedef enum dpp_bootstrap_type esp_supp_dpp_bootstrap_t
Types of Bootstrap Methods for DPP.
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typedef void (*esp_supp_dpp_event_cb_t)(esp_supp_dpp_event_t evt, void *data)

Callback function for receiving DPP Events from Supplicant.
Callback function will be called with DPP related information.

Param evt DPP event ID
Param data Event data payload

Enumerations
enum dpp_bootstrap_type
Types of Bootstrap Methods for DPP.

Values:

enumerator DPP_BOOTSTRAP_QR_CODE
QR Code Method

enumerator DPP_BOOTSTRAP_PKEX
Proof of Knowledge Method

enumerator DPP_ BOOTSTRAP_NFC_URI
NFC URI record Method

enum esp_supp_dpp_event_t

Types of Callback Events received from DPP Supplicant.

Values:

enumerator ESP_ SUPP_DPP_URI_READY
URI is ready through Bootstrapping

enumerator ESP_SUPP_DPP_CFG_RECVD

Config received via DPP Authentication

enumerator ESP_SUPP_DPP_FAIL
DPP Authentication failure

AH o) Wi-Fi APLR B 7F /e ESP-IDF /R0 H i wifi H R
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* esp_eth/include/esp_eth_phy.h
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* esp_eth/include/eth_phy_regs_struct.h
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Header File

» components/esp_eth/include/esp_eth.h

Functions

esp_err_t esp_eth_driver_install (const esp_eth_config_t *config, esp_eth_handle_t *out_hdl)

Install Ethernet driver.

S

B

config —[in] configuration of the Ethernet driver
out_hd1l —[out] handle of Ethernet driver

ESP_OK: install esp_eth driver successfully

ESP_ERR_INVALID_ARG: install esp_eth driver failed because of some invalid argu-
ment

ESP_ERR_NO_MEM: install esp_eth driver failed because there’ s no memory for driver
ESP_FAIL: install esp_eth driver failed because some other error occurred

esp_err_t esp_eth_driver_uninstall (esp_eth_handle_t hdl)

Uninstall Ethernet driver.

1 It’ s not recommended to uninstall Ethernet driver unless it won’ t get used any more in application
code. To uninstall Ethernet driver, you have to make sure, all references to the driver are released. Ethernet
driver can only be uninstalled successfully when reference counter equals to one.

%% hdl [in] handle of Ethernet driver

B

ESP_OK: uninstall esp_eth driver successfully

ESP_ERR_INVALID_ARG: uninstall esp_eth driver failed because of some invalid ar-
gument

ESP_ERR_INVALID_STATE: uninstall esp_eth driver failed because it has more than
one reference

ESP_FAIL: uninstall esp_eth driver failed because some other error occurred
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esp_err_t esp_eth_start (esp_eth_handle_t hdl)
Start Ethernet driver ONLY in standalone mode (i.e. without TCP/IP stack)

$41:: This API will start driver state machine and internal software timer (for checking link status).

%% hdl —[in] handle of Ethernet driver
izl
* ESP_OK: start esp_eth driver successfully
* ESP_ERR_INVALID_ARG: start esp_eth driver failed because of some invalid argument
e ESP_ERR_INVALID_STATE: start esp_eth driver failed because driver has started al-
ready
» ESP_FAIL: start esp_eth driver failed because some other error occurred

esp_err_t esp_eth_stop (esp_eth_handle_t hdl)
Stop Ethernet driver.

£ 1#: This function does the oppsite operation of esp_eth_start.

%% hdl —[in] handle of Ethernet driver
B
» ESP_OK: stop esp_eth driver successfully
* ESP_ERR_INVALID_ARG: stop esp_eth driver failed because of some invalid argument
* ESP_ERR_INVALID_STATE: stop esp_eth driver failed because driver has not started
yet
» ESP_FAIL: stop esp_eth driver failed because some other error occurred

esp_err_t esp_eth_update_input_path (esp_eth_handle_t hdl, esp_err_t (*stack_input)(esp_eth_handle_t
hdl, uint8_t *buffer, uint32_t length, void *priv), void *priv)

Update Ethernet data input path (i.e. specify where to pass the input buffer)

f4{k:  After install driver, Ethernet still don’ t know where to deliver the input buffer. In fact, this API
registers a callback function which get invoked when Ethernet received new packets.

B8
e hdl [in] handle of Ethernet driver
* stack_input —[in] function pointer, which does the actual process on incoming pack-
ets
* priv —[in] private resource, which gets passed to stack_input callback without any
modification
Bl
» ESP_OK: update input path successfully
* ESP_ERR_INVALID_ARG: update input path failed because of some invalid argument
» ESP_FAIL: update input path failed because some other error occurred

esp_err_t esp_eth_transmit (esp_eth_handle_t hdl, void *buf, size_t length)

General Transmit.

ZH

hdl —[in] handle of Ethernet driver

* buf —[in] buffer of the packet to transfer

* length —[in] length of the buffer to transfer
Rl

* ESP_OK: transmit frame buffer successfully
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* ESP_ERR_INVALID_ARG: transmit frame buffer failed because of some invalid argu-
ment
e ESP_FAIL: transmit frame buffer failed because some other error occurred

esp_err_t esp_eth_receive (esp_eth_handle_t hdl, uint8_t *buf, uint32_t *length)

General Receive is deprecated and shall not be accessed from app code, as polling is not supported by Ethernet.

47::  Before this function got invoked, the value of “length” should set by user, equals the size of buffer.
After the function returned, the value of “length” means the real length of received data.

$41E: This API was exposed by accident, users should not use this API in their applications. Ethernet driver
is interrupt driven, and doesn’ t support polling mode. Instead, users should register input callback with
esp_eth_update_input_path.

ZH
* hdl [in] handle of Ethernet driver
* buf —[out] buffer to preserve the received packet
* length —[out] length of the received packet
B
* ESP_OK: receive frame buffer successfully
* ESP_ERR_INVALID_ARG: receive frame buffer failed because of some invalid argu-
ment
* ESP_ERR_INVALID_SIZE: input buffer size is not enough to hold the incoming data. in
this case, value of returned “length” indicates the real size of incoming data.
e ESP_FAIL: receive frame buffer failed because some other error occurred

esp_err_t esp_eth_ioctl (esp_eth_handle_t hdl, esp_eth_io_cmd_t cmd, void *data)

Misc IO function of Etherent driver.

The following IO control commands are supported:

ETH_CMD_S_MAC_ADDR sets Ethernet interface MAC address. data argument is pointer to MAC
address buffer with expected size of 6 bytes.

ETH_CMD_G_MAC_ADDR gets Ethernet interface MAC address. data argument is pointer to a buffer
to which MAC address is to be copied. The buffer size must be at least 6 bytes.
ETH_CMD_S_PHY_ADDR sets PHY address in range of <0-31>. data argument is pointer to memory
of uint32_t datatype from where the configuration option is read.

ETH_CMD_G_PHY_ADDR gets PHY address. data argument is pointer to memory of uint32_t
datatype to which the PHY address is to be stored.

ETH_CMD_G_SPEED gets current Ethernet link speed. data argument is pointer to memory of
eth_speed_t datatype to which the speed is to be stored.

ETH_CMD_S_PROMISCUOUS sets/resets Ethernet interface promiscuous mode. data argument is
pointer to memory of bool datatype from which the configuration option is read.
ETH_CMD_S_FLOW_CTRL sets/resets Ethernet interface flow control. data argument is pointer to
memory of bool datatype from which the configuration option is read.

ETH_CMD_G_DUPLEX_MODE gets current Ethernet link duplex mode. data argument is pointer to
memory of eth_duplex_t datatype to which the duplex mode is to be stored.
ETH_CMD_S_PHY_LOOPBACK sets/resets PHY to/from loopback mode. data argument is pointer
to memory of bool datatype from which the configuration option is read.

SH
¢ hdl —[in] handle of Ethernet driver
¢ cmd —[in] IO control command
* data [inout] address of data for set command or address where to store the data when
used with get command
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&Ml
» ESP_OK: process io command successfully
* ESP_ERR_INVALID_ARG: process io command failed because of some invalid argu-
ment
» ESP_FAIL: process io command failed because some other error occurred

esp_err_t esp_eth_increase_reference (esp_eth_handle_t hdl)

Increase Ethernet driver reference.

£411:: Ethernet driver handle can be obtained by os timer, netif, etc. It” s dangerous when thread A is using
Ethernet but thread B uninstall the driver. Using reference counter can prevent such risk, but care should be
taken, when you obtain Ethernet driver, this API must be invoked so that the driver won’ t be uninstalled
during your using time.

%% hdl —[in] handle of Ethernet driver
S|
» ESP_OK: increase reference successfully
» ESP_ERR_INVALID_ARG: increase reference failed because of some invalid argument

esp_err_t esp_eth_decrease_reference (esp_eth_handle_t hdl)
Decrease Ethernet driver reference.

%%t hdl [in] handle of Ethernet driver
peA |
» ESP_OK: increase reference successfully
» ESP_ERR_INVALID_ARG: increase reference failed because of some invalid argument

Structures

struct esp_eth_config_ t

Configuration of Ethernet driver.

Public Members

esp_eth_mac_t *mac
Ethernet MAC object.

esp_eth_phy_t *phy
Ethernet PHY object.

uint32_t check_link_period_ms

Period time of checking Ethernet link status.

esp_err_t (*stack_input)(esp_eth_handle_t eth_handle, uint8_t *buffer, uint32_t length, void *priv)
Input frame buffer to user’ s stack.

Param eth_handle [in] handle of Ethernet driver
Param buffer [in] frame buffer that will get input to upper stack
Param length [in] length of the frame buffer
Return
* ESP_OK: input frame buffer to upper stack successfully
e ESP_FAIL: error occurred when inputting buffer to upper stack
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esp_err_t (*fon_lowlevel_init_done)(esp_eth_handle_t eth_handle)
Callback function invoked when lowlevel initialization is finished.
Param eth_handle [in] handle of Ethernet driver
Return

* ESP_OK: process extra lowlevel initialization successfully
» ESP_FAIL: error occurred when processing extra lowlevel initialization

esp_err_t (*fon_lowlevel_deinit_done)(esp_eth_handle_t eth_handle)
Callback function invoked when lowlevel deinitialization is finished.
Param eth_handle [in] handle of Ethernet driver
Return

* ESP_OK: process extra lowlevel deinitialization successfully
» ESP_FAIL: error occurred when processing extra lowlevel deinitialization

esp_err_t (*read_phy_req)(esp_eth_handle_t eth_handle, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

& 1E:  Usually the PHY register read/write function is provided by MAC (SMI interface), but if the
PHY device is managed by other interface (e.g. 12C), then user needs to implement the corresponding
read/write. Setting this to NULL means your PHY device is managed by MAC’ s SMI interface.

Param eth_handle [in] handle of Ethernet driver
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
* ESP_OK: read PHY register successfully
e ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
¢ ESP_ERR_TIMEOUT: read PHY register failed because of timeout
» ESP_FAIL: read PHY register failed because some other error occurred

esp_err_t (*write_phy_reg)(esp_eth_handle_t eth_handle, uint32_t phy_addr, uint32_t phy_reg,
uint32_t reg_value)

Write PHY register.

£ 1¥: Usually the PHY register read/write function is provided by MAC (SMI interface), but if the
PHY device is managed by other interface (e.g. 12C), then user needs to implement the corresponding
read/write. Setting this to NULL means your PHY device is managed by MAC’ s SMI interface.

Param eth_handle [in] handle of Ethernet driver
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
Return
* ESP_OK: write PHY register successfully
e ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
e ESP_ERR_TIMEOUT: write PHY register failed because of timeout
e ESP_FAIL: write PHY register failed because some other error occurred
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Macros
ETH_DEFAULT_CONFIG (emac, ephy)

Default configuration for Ethernet driver.

Type Definitions

typedef void *esp_eth_handle_t
Handle of Ethernet driver.

API %l il N

Header File

¢ components/esp_eth/include/esp_eth_com.h

Functions
esp_err_t esp_eth_detect_phy_addr (esp_eth_mediator_t *eth, int *detected_addr)

Detect PHY address.
S8

* eth [in] mediator of Ethernet driver
* detected_addr {out] a valid address after detection

R

ESP_OK: detect phy address successfully
ESP_ERR_INVALID_ARG: invalid parameter
ESP_ERR_NOT_FOUND: can’ t detect any PHY device

» ESP_FAIL: detect phy address failed because some error occurred

Structures

struct esp_eth_mediator_s

Ethernet mediator.

Public Members

esp_err_t (*phy_reg_read)(esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

Param eth [in] mediator of Ethernet driver
Param phy_addr [in] PHY Chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
¢ ESP_OK: read PHY register successfully
e ESP_FAIL: read PHY register failed because some error occurred

esp_err_t (*phy_reg_write)(esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg, uint32_t
reg_value)

Write PHY register.
Param eth [in] mediator of Ethernet driver

Param phy_addr [in] PHY Chip address (0~31)
Param phy_reg [in] PHY register index code
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Param reg_value [in] PHY register value
Return
» ESP_OK: write PHY register successfully
» ESP_FAIL: write PHY register failed because some error occurred

esp_err_t (¥*stack_input)(esp_eth_mediator_t *eth, uint8_t *buffer, uint32_t length)
Deliver packet to upper stack.

Param eth [in] mediator of Ethernet driver
Param buffer [in] packet buffer
Param length [in] length of the packet
Return
» ESP_OK: deliver packet to upper stack successfully
e ESP_FAIL: deliver packet failed because some error occurred

esp_err_t (*fon_state_changed)(esp_eth_mediator_t *eth, esp_eth_state_t state, void *args)

Callback on Ethernet state changed.

Param eth [in] mediator of Ethernet driver
Param state [in] new state
Param args [in] optional argument for the new state
Return
¢ ESP_OK: process the new state successfully
e ESP_FAIL: process the new state failed because some error occurred

Macros

ETH_MAX_ PAYLOAD_LEN

Maximum Ethernet payload size.
ETH_MIN_PAYLOAD_LEN

Minimum Ethernet payload size.

ETH_HEADER_LEN
Ethernet frame header size: Dest addr(6 Bytes) + Src addr(6 Bytes) + length/type(2 Bytes)

ETH_VLAN_TAG_LEN
Optional 802.1q VLAN Tag length.

ETH_JUMBO_FRAME_PAYLOAD_LEN

Jumbo frame payload size.

ETH_MAX_PACKET SIZE

Maximum frame size (1522 Bytes)

ETH_MIN_PACKET SIZE

Minimum frame size (64 Bytes)

Type Definitions

typedef struct esp_eth_mediator_s esp_eth_mediator_t

Ethernet mediator.
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Enumerations
enum esp_eth_state_t
Ethernet driver state.

Values:

enumerator ETH_STATE_LLINIT

Lowlevel init done

enumerator ETH_STATE_DEINIT

Deinit done

enumerator ETH_STATE_LINK
Link status changed

enumerator ETH_STATE_SPEED
Speed updated

enumerator ETH_STATE_DUPLEX
Duplex updated

enumerator ETH_STATE_PAUSE
Pause ability updated

enum esp_eth_io_cmd_t
Command list for ioctl API.

Values:

enumerator ETH_CMD_G_MAC_ADDR
Get MAC address

enumerator ETH_CMD_S_MAC_ADDR
Set MAC address

enumerator ETH_CMD_G_PHY_ADDR
Get PHY address

enumerator ETH_CMD_S_PHY_ADDR
Set PHY address

enumerator ETH_CMD_G_SPEED
Get Speed

enumerator ETH_CMD_S_PROMISCUOUS

Set promiscuous mode

enumerator ETH_CMD_S_FLOW_CTRL

Set flow control
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enumerator ETH_CMD_G_DUPLEX_MODE
Get Duplex mode

enumerator ETH_CMD_S_PHY_LOOPBACK
Set PHY loopback

enum eth_event_t

Ethernet event declarations.

Values:

enumerator ETHERNET_EVENT_START

Ethernet driver start

enumerator ETHERNET_EVENT_STOP

Ethernet driver stop

enumerator ETHERNET_EVENT_CONNECTED
Ethernet got a valid link

enumerator ETHERNET_EVENT_ DISCONNECTED
Ethernet lost a valid link

API £#-MAC g;: 1

Header File

» components/esp_eth/include/esp_eth_mac.h

Unions

union eth_mac_clock_config t

#include <esp_eth_mac.h> Ethernet MAC Clock Configuration.

Public Members

struct eth_mac_clock_config_t::[anonymous] mii
EMAC MII Clock Configuration

emac_rmii_clock_mode_t clock_mode
RMII Clock Mode Configuration

emac_rmii_clock_gpio_t clock_gpio
RMII Clock GPIO Configuration

struct eth_mac_clock_config_t::[anonymous] rmii
EMAC RMII Clock Configuration
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Structures

struct esp_eth_mac_s
Ethernet MAC.

Public Members

esp_err_t (*set_mediator)(esp_eth_mac_t *mac, esp_eth_mediator_t *eth)
Set mediator for Ethernet MAC.

Param mac [in] Ethernet MAC instance
Param eth [in] Ethernet mediator
Return
* ESP_OK: set mediator for Ethernet MAC successfully
e ESP_ERR_INVALID_ARG: set mediator for Ethernet MAC failed because of invalid
argument

esp_err_t (*init)(esp_eth_mac_t *mac)
Initialize Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
* ESP_OK: initialize Ethernet MAC successfully
e ESP_ERR_TIMEOUT: initialize Ethernet MAC failed because of timeout
o« ESP FAIL.: initialize Ethernet MAC failed because some other error occurred

esp_err_t (*deinit)(esp_eth_mac_t *mac)
Deinitialize Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
» ESP_OK: deinitialize Ethernet MAC successfully
o ESP_FAIL: deinitialize Ethernet MAC failed because some error occurred

esp_err_t (*start)(esp_eth_mac_t *mac)
Start Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
» ESP_OK: start Ethernet MAC successfully
e ESP_FAIL.: start Ethernet MAC failed because some other error occurred

esp_err_t (*stop)(esp_eth_mac_t *¥mac)
Stop Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
* ESP_OK: stop Ethernet MAC successfully
» ESP_FAIL: stop Ethernet MAC failed because some error occurred

esp_err_t (*transmit)(esp_eth_mac_t *mac, uint8_t *buf, uint32_t length)
Transmit packet from Ethernet MAC.

Param mac [in] Ethernet MAC instance
Param buf [in] packet buffer to transmit
Param length [in] length of packet
Return

Espressif Systems 195 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

ESP_OK: transmit packet successfully

ESP_ERR_INVALID_ARG: transmit packet failed because of invalid argument

» ESP_ERR_INVALID_STATE: transmit packet failed because of wrong state of MAC
ESP_FAIL: transmit packet failed because some other error occurred

esp_err_t (*receive)(esp_eth_mac_t *mac, uint8_t *buf, uint32_t *length)

Receive packet from Ethernet MAC.

£ 1¥: Memory of buf is allocated in the Layer2, make sure it get free after process.

£ 1: Before this function got invoked, the value of “length” should set by user, equals the size of
buffer. After the function returned, the value of “length” means the real length of received data.

Param mac [in] Ethernet MAC instance
Param buf [out] packet buffer which will preserve the received frame
Param length [out] length of the received packet
Return
* ESP_OK: receive packet successfully
* ESP_ERR_INVALID_ARG: receive packet failed because of invalid argument
e ESP_ERR_INVALID_SIZE: input buffer size is not enough to hold the incoming data.
in this case, value of returned “length” indicates the real size of incoming data.
o ESP_FAIL: receive packet failed because some other error occurred

esp_err_t (*read_phy_reg)(esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

Param mac [in] Ethernet MAC instance
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
* ESP_OK: read PHY register successfully
e ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
e ESP_ERR_INVALID_STATE: read PHY register failed because of wrong state of
MAC
¢ ESP_ERR_TIMEOUT: read PHY register failed because of timeout
o ESP_FAIL: read PHY register failed because some other error occurred

esp_err_t (*write_phy_reg)(esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t
reg_value)

Write PHY register.

Param mac [in] Ethernet MAC instance
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
Return
¢ ESP_OK: write PHY register successfully
e ESP_ERR_INVALID_STATE: write PHY register failed because of wrong state of
MAC
e ESP_ERR_TIMEOUT: write PHY register failed because of timeout
o ESP_FAIL: write PHY register failed because some other error occurred
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esp_err_t (*set_addr)(esp_eth_mac_t *mac, uint8_t *addr)
Set MAC address.

Param mac [in] Ethernet MAC instance

Param addr [in] MAC address

Return
¢ ESP_OK: set MAC address successfully
e ESP_ERR_INVALID_ARG: set MAC address failed because of invalid argument
e ESP_FAIL: set MAC address failed because some other error occurred

esp_err_t (*get_addr)(esp_eth_mac_t *mac, uint8_t *addr)
Get MAC address.

Param mac [in] Ethernet MAC instance

Param addr [out] MAC address

Return
* ESP_OK: get MAC address successfully
e ESP_ERR_INVALID_ARG: get MAC address failed because of invalid argument
e ESP_FAIL: get MAC address failed because some other error occurred

esp_err_t (*set_speed)(esp_eth_mac_t *mac, eth_speed_t speed)
Set speed of MAC.

Param ma:c [in] Ethernet MAC instance

Param speed [in] MAC speed

Return
¢ ESP_OK: set MAC speed successfully
* ESP_ERR_INVALID_ARG: set MAC speed failed because of invalid argument
* ESP_FAIL: set MAC speed failed because some other error occurred

esp_err_t (*set_duplex)(esp_eth_mac_t *mac, eth_duplex_t duplex)
Set duplex mode of MAC.

Param mac [in] Ethernet MAC instance

Param duplex [in] MAC duplex

Return
* ESP_OK: set MAC duplex mode successfully
* ESP_ERR_INVALID_ARG: set MAC duplex failed because of invalid argument
e ESP_FAIL: set MAC duplex failed because some other error occurred

esp_err_t (*set_1link)(esp_eth_mac_t *mac, eth_link_t link)
Set link status of MAC.

Param mac [in] Ethernet MAC instance

Param link [in] Link status

Return
e ESP_OK: set link status successfully
e ESP_ERR_INVALID_ARG: set link status failed because of invalid argument
e ESP_FAIL: set link status failed because some other error occurred

esp_err_t (*set_promiscuous)(esp_eth_mac_t *mac, bool enable)

Set promiscuous of MAC.

Param mac [in] Ethernet MAC instance
Param enable [in] set true to enable promiscuous mode; set false to disable promiscuous mode
Return

* ESP_OK: set promiscuous mode successfully

¢ ESP_FAIL: set promiscuous mode failed because some error occurred
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esp_err_t (*fenable_flow_ctrl)(esp_eth_mac_t *mac, bool enable)

Enable flow control on MAC layer or not.

Param mac [in] Ethernet MAC instance
Param enable [in] set true to enable flow control; set false to disable flow control
Return

* ESP_OK: set flow control successfully

« ESP_FAIL: set flow control failed because some error occurred

esp_err_t (*set_peer_pause_ability)(esp_eth_mac_t *mac, uint32_t ability)
Set the PAUSE ability of peer node.

Param mac [in] Ethernet MAC instance

Param ability [in] zero indicates that pause function is supported by link partner; non-zero
indicates that pause function is not supported by link partner

Return
¢ ESP_OK: set peer pause ability successfully
» ESP_FAIL: set peer pause ability failed because some error occurred

esp_err_t (*del)(esp_eth_mac_t *mac)
Free memory of Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
* ESP_OK: free Ethernet MAC instance successfully
« ESP FAIL: free Ethernet MAC instance failed because some error occurred
struct eth_mac_config_t

Configuration of Ethernet MAC object.

Public Members

uint32_t sw_reset_timeout_ms

Software reset timeout value (Unit: ms)

uint32_t rx_task_stack_size

Stack size of the receive task

uint32_t rx_task_prio

Priority of the receive task

int smi_mdc_gpio_num
SMI MDC GPIO number, set to -1 could bypass the SMI GPIO configuration

int smi_mdio_gpio_num
SMI MDIO GPIO number, set to -1 could bypass the SMI GPIO configuration

uint32_t £lags

Flags that specify extra capability for mac driver

eth_data_interface_t interface
EMAC Data interface to PHY (MII/RMII)
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eth_mac_clock_config_t clock_config

EMAC Interface clock configuration

Macros

ETH_MAC_FLAG_WORK_ WITH_ CACHE_DISABLE

MAC driver can work when cache is disabled
ETH_MAC_FLAG_PIN_TO_CORE

Pin MAC task to the CPU core where driver installation happened

ETH_MAC_DEFAULT_CONFIG ()
Default configuration for Ethernet MAC object.

Type Definitions

typedef struct esp_eth_mac_s esp_eth_mac_t
Ethernet MAC.

Enumerations

enum emac_rmii_clock_mode_t
RMII Clock Mode Options.

Values:

enumerator EMAC_ CLK_DEFAULT

Default values configured using Kconfig are going to be used when “Default” selected.

enumerator EMAC_CLK_EXT_IN

Input RMII Clock from external. EMAC Clock GPIO number needs to be configured when this option
is selected.

#1E: MAC will get RMII clock from outside. Note that ESP32 only supports GPIOO to input the
RMII clock.

enumerator EMAC_CLK_OUT

Output RMII Clock from internal APLL Clock. EMAC Clock GPIO number needs to be configured
when this option is selected.

enum emac_rmii_clock_gpio_t
RMII Clock GPIO number Options.

Values:

enumerator EMAC_CLK_IN_GPIO
MAC will get RMII clock from outside at this GPIO.

441¥: ESP32 only supports GPIOO to input the RMII clock.
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enumerator EMAC_APPL_CLK_OUT_GPIO
Output RMII Clock from internal APLL Clock available at GPIOO.

£ 1F: GPIOO can be set to output a pre-divided PLL clock (test only!). Enabling this option will
configure GPIOO0 to output a S0OMHz clock. In fact this clock doesn’ t have directly relationship with
EMAC peripheral. Sometimes this clock won’ t work well with your PHY chip. You might need to
add some extra devices after GPIOO (e.g. inverter). Note that outputting RMII clock on GPIOO is an
experimental practice. If you want the Ethernet to work with WiFi, don’ t select GPIOO output mode
for stability.

enumerator EMAC_CLK_OUT_GPIO
Output RMII Clock from internal APLL Clock available at GPIO16.

enumerator EMAC_CLK_OUT_180_GPIO
Inverted Output RMII Clock from internal APLL Clock available at GPIO17.

API £%-PHY 11

Header File

» components/esp_eth/include/esp_eth_phy.h

Functions
esp_eth_phy_t *esp_eth_phy_new_ip101 (const eth_phy_config_t *config)

Create a PHY instance of IP101.

%4 config —[in] configuration of PHY
B
* instance: create PHY instance successfully
* NULL: create PHY instance failed because some error occurred
esp_eth_phy_t *esp_eth_phy_new_rt18201 (const eth_phy_config_t *config)

Create a PHY instance of RTL8201.

%% config -[in] configuration of PHY
A
* instance: create PHY instance successfully
* NULL: create PHY instance failed because some error occurred

esp_eth_phy_t *esp_eth_phy_new_lan87xx (const eth_phy_config_t *config)
Create a PHY instance of LAN87xx.
%% config —[in] configuration of PHY
B
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
static inline esp_eth_phy_t *esp_eth_phy_new_1an8720 (const eth_phy_config_t *config)
Create a PHY instance of LAN8720.

51 For ESP-IDF backwards compatibility reasons. In all other cases, use esp_eth_phy_new_lan87xx
instead.

%% config —[in] configuration of PHY
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R
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred

esp_eth_phy_t *esp_eth_phy_ new_dp83848 (const eth_phy_config_t *config)
Create a PHY instance of DP83848.

%% config —[in] configuration of PHY
izl
* instance: create PHY instance successfully
¢ NULL: create PHY instance failed because some error occurred

esp_eth_phy_t *esp_eth_phy_new_ksz8041 (const eth_phy_config_t *config)
Create a PHY instance of KSZ8041.

%% config —[in] configuration of PHY
PEA ]
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred

esp_eth_phy_t *esp_eth_phy_new_ksz8081 (const eth_phy_config_t *config)
Create a PHY instance of KSZ8081.
%4 config —[in] configuration of PHY
B
* instance: create PHY instance successfully
* NULL: create PHY instance failed because some error occurred

Structures

struct esp_eth_phy_s
Ethernet PHY.

Public Members

esp_err_t (*set_mediator)(esp_eth_phy_t *phy, esp_eth_mediator_t *mediator)
Set mediator for PHY.

Param phy [in] Ethernet PHY instance
Param mediator [in] mediator of Ethernet driver
Return
¢ ESP_OK: set mediator for Ethernet PHY instance successfully
« ESP_ERR_INVALID_ARG: set mediator for Ethernet PHY instance failed because of
some invalid arguments

esp_err_t (*reset)(esp_eth_phy_t *phy)
Software Reset Ethernet PHY.
Param phy [in] Ethernet PHY instance
Return

e ESP_OK: reset Ethernet PHY successfully
e ESP_FAIL: reset Ethernet PHY failed because some error occurred

esp_err_t (*reset_hw)(esp_eth_phy_t *phy)
Hardware Reset Ethernet PHY.
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£511:: Hardware reset is mostly done by pull down and up PHY’ s nRST pin

Param phy [in] Ethernet PHY instance
Return
* ESP_OK: reset Ethernet PHY successfully
¢ ESP_FAIL: reset Ethernet PHY failed because some error occurred

esp_err_t (¥*init)(esp_eth_phy_t *phy)
Initialize Ethernet PHY.

Param phy [in] Ethernet PHY instance
Return
* ESP_OK: initialize Ethernet PHY successfully
e ESP_FAIL.: initialize Ethernet PHY failed because some error occurred

esp_err_t (*deinit)(esp_eth_phy_t *phy)
Deinitialize Ethernet PHY.

Param phyL [in] Ethernet PHY instance
Return
¢ ESP_OK: deinitialize Ethernet PHY successfully
« ESP_FAIL: deinitialize Ethernet PHY failed because some error occurred

esp_err_t (*negotiate)(esp_eth_phy_t *phy)
Start auto negotiation.

Param phy [in] Ethernet PHY instance
Return
¢ ESP_OK: restart auto negotiation successfully
e ESP_FAIL: restart auto negotiation failed because some error occurred

esp_err_t (*get_link)(esp_eth_phy_t *phy)
Get Ethernet PHY link status.

Param phy [in] Ethernet PHY instance
Return
* ESP_OK: get Ethernet PHY link status successfully
e ESP_FAIL: get Ethernet PHY link status failed because some error occurred

esp_err_t (*pwrctl)(esp_eth_phy_t *phy, bool enable)
Power control of Ethernet PHY.

Param phy [in] Ethernet PHY instance
Param enable [in] set true to power on Ethernet PHY; ser false to power off Ethernet PHY
Return

* ESP_OK: control Ethernet PHY power successfully

e ESP_FAIL: control Ethernet PHY power failed because some error occurred

esp_err_t (*set_addr)(esp_eth_phy_t *phy, uint32_t addr)
Set PHY chip address.

Param phy [in] Ethernet PHY instance
Param addr [in] PHY chip address
Return
* ESP_OK: set Ethernet PHY address successfully
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e ESP_FAIL: set Ethernet PHY address failed because some error occurred

esp_err_t (*get_addr)(esp_eth_phy_t *phy, uint32_t *addr)
Get PHY chip address.

Param phy [in] Ethernet PHY instance
Param addr [out] PHY chip address
Return
¢ ESP_OK: get Ethernet PHY address successfully
e ESP_ERR_INVALID_ARG: get Ethernet PHY address failed because of invalid argu-
ment

esp_err_t (*fadvertise_pause_ability)(esp_eth_phy_t *phy, uint32_t ability)
Advertise pause function supported by MAC layer.

Param phy [in] Ethernet PHY instance
Param addr [out] Pause ability
Return
* ESP_OK: Advertise pause ability successfully
e ESP_ERR_INVALID_ARG: Advertise pause ability failed because of invalid argument

esp_err_t (*loopback)(esp_eth_phy_t *phy, bool enable)

Param phy [in] Ethernet PHY instance
Param enable [in] enables or disables PHY loopback
Return
¢ ESP_OK: configures PHY instance loopback function successfully
* ESP_FAIL: PHY instance loopback configuration failed because some error occurred

esp_err_t (*del)(esp_eth_phy_t *phy)
Free memory of Ethernet PHY instance.

Param phy [in] Ethernet PHY instance
Return
¢ ESP_OK: free PHY instance successfully
« ESP_FAIL: free PHY instance failed because some error occurred

struct eth_phy_config_t
Ethernet PHY configuration.

Public Members

int32_t phy_addr

PHY address, set -1 to enable PHY address detection at initialization stage

uint32_t reset_timeout_ms

Reset timeout value (Unit: ms)

uint32_t autonego_timeout_ms

Auto-negotiation timeout value (Unit: ms)

int reset_gpio_num

Reset GPIO number, -1 means no hardware reset
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Macros

ESP_ETH_PHY ADDR_AUTO
ETH_PHY_ DEFAULT_CONFIG ()
Default configuration for Ethernet PHY object.

Type Definitions

typedef struct esp_eth_phy_s esp_eth_phy_t
Ethernet PHY.

API 2% —esp_netif FHC{li 1]

Header File

» components/esp_eth/include/esp_eth_netif _glue.h

Functions
esp_eth_netif_glue_handle_t esp_eth_new_netif_glue (esp_eth_handle_t eth_hdl)

Create a netif glue for Ethernet driver.

412 netif glue is used to attach io driver to TCP/IP netif

%% eth_hdl —Ethernet driver handle
&[] glue object, which inherits esp_netif_driver_base_t

esp_err_t esp_eth_del_netif glue (esp_eth_netif glue_handle_t eth_netif _glue)
Delete netif glue of Ethernet driver.
%4 eth_netif_glue —netif glue
& -ESP_OK: delete netif glue successfully
esp_err_t esp_eth_set_default_handlers (void *esp_netif)
Register default IP layer handlers for Ethernet.

$41:: : Ethernet handle might not yet properly initialized when setting up these default handlers

g i This function is deprecated and is kept here only for compatibility reasons. Registration of default
IP layer handlers for Ethernet is now handled automatically. Do not call this function if you want to use
multiple Ethernet instances at a time.

%% esp_netif —[in] esp network interface handle created for Ethernet driver
R

* ESP_ERR_INVALID_ARG: invalid parameter (esp_netif is NULL)

* ESP_OK: set default IP layer handlers successfully

* others: other failure occurred during register esp_event handler

esp_err_t esp_eth_clear_default_handlers (void *esp_netif)
Unregister default IP layer handlers for Ethernet.
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g . . This function is deprecated and is kept here only for compatibility reasons. Unregistra-
tion of default IP layer handlers for Ethernet is now handled automatically if not registered by calling
esp_eth_set_default_handlers.

%% esp_netif —[in] esp network interface handle created for Ethernet driver
B

* ESP_ERR_INVALID_ARG: invalid parameter (esp_netif is NULL)

» ESP_OK: clear default IP layer handlers successfully

* others: other failure occurred during unregister esp_event handler

Type Definitions

typedef struct esp_eth_netif_glue_t *esp_eth_netif_glue_handle_t

Handle of netif glue - an intermediate layer between netif and Ethernet driver.

A IS HILAK I APT 7 ISR A7 licAE ESP-IDF /R |5 H 1 ethernet HH

2.1.3 Thread
Thread

Introduction Thread is a IP-based mesh networking protocol. It’ s based on the 802.15.4 physical and MAC
layer.

Application Examples The openthread directory of ESP-IDF examples contains the following applications:

* The OpenThread interactive shell openthread/ot_cli.
* The Thread border router openthread/ot_br.
¢ The Thread radio co-processor openthread/ot_rcp.

API Reference For manipulating the Thread network, the OpenThread api shall be used. The OpenThread api
docs can be found at the OpenThread official website.

ESP-IDF provides extra apis for launching and managing the OpenThread stack, binding to network interfaces and
border routing features.

Header File

¢ components/openthread/include/esp_openthread.h

Functions
esp_err_t esp_openthread_init (const esp_openthread_platform_config_t *init_config)
Initializes the full OpenThread stack.

£41:: The OpenThread instance will also be initialized in this function.

%4 init_config —[in] The initialization configuration.
FEA ]

e ESP_OK on success

« ESP_ERR_NO_MEM if allocation has failed

e ESP_ERR_INVALID_ARG if radio or host connection mode not supported
ESP_ERR_INVALID_STATE if already initialized
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esp_err_t esp_openthread_launch_mainloop (void)

Launches the OpenThread main loop.

£41:: Thie function will not return unless error happens when running the OpenThread stack.

PEA ]
* ESP_OK on success
e« ESP_ERR_NO_MEM if allocation has failed
e ESP_FAIL on other failures

esp_err_t esp_openthread_deinit (void)
This function performs OpenThread stack and platform driver deinitialization.
Bl
e ESP_OK on success
» ESP_ERR_INVALID_STATE if not initialized
otlnstance *esp_openthread_get_instance (void)
This function acquires the underlying OpenThread instance.

£57F: This function can be called on other tasks without lock.

J&M| The OpenThread instance pointer

Header File

» components/openthread/include/esp_openthread_types.h

Structures

struct esp_openthread_mainloop_context_t

This structure represents a context for a select() based mainloop.

Public Members

fd_set read_£ds
The read file descriptors

fd_set write_f£fds

The write file descriptors

fd_set error_£fds

The error file descriptors

intmax_fd

The max file descriptor

struct timeval t imeout

The timeout
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struct esp_openthread_uart_config_ t

The uart port config for OpenThread.

Public Members

uart_port_t port
UART port number

uart_config_t uart_config

UART configuration, see uart_config_t docs

int rx_pin
UART RX pin

inttx_pin
UART TX pin

struct esp_openthread_radio_config_t

The OpenThread radio configuration.

Public Members

esp_openthread_radio_mode_t radio_mode

The radio mode

esp_openthread_uart_config_t radio_uart_config

The uart configuration to RCP

struct esp_openthread_host_connection_config_t

The OpenThread host connection configuration.

Public Members

esp_openthread_host_connection_mode_t host_connection_mode

The host connection mode

esp_openthread_uart_config_t host_uart_config

The uvart configuration to host

struct esp_openthread_port_config t

The OpenThread port specific configuration.

Public Members

const char *storage_partition_name

The partition for storing OpenThread dataset
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uint§_t netif queue_size

The packet queue size for the network interface

uint8_t task_queue_size

The task queue size

struct esp_openthread_platform_config t
The OpenThread platform configuration.

Public Members

esp_openthread_radio_config_t radio_config

The radio configuration

esp_openthread_host_connection_config_t host_config

The host connection configuration

esp_openthread_port_config_t port_config

The port configuration

Enumerations

enum esp_openthread_event_t

OpenThread event declarations.

Values:

enumerator OPENTHREAD _EVENT_START
OpenThread stack start

enumerator OPENTHREAD_EVENT_STOP
OpenThread stack stop

enumerator OPENTHREAD _EVENT _IF_UP

OpenThread network interface up

enumerator OPENTHREAD_EVENT_IF_DOWN

OpenThread network interface down

enumerator OPENTHREAD_EVENT_GOT_IP6
OpenThread stack added IPv6 address

enumerator OPENTHREAD_EVENT_LOST_IP6
OpenThread stack removed IPv6 address

enumerator OPENTHREAD_EVENT_MULTICAST_ GROUP_JOIN
OpenThread stack joined IPv6 multicast group
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enumerator OPENTHREAD_EVENT_MULTICAST_GROUP_LEAVE
OpenThread stack left IPv6 multicast group

enum esp_openthread_radio_mode_t
The radio mode of OpenThread.

Values:

enumerator RADIO_MODE_NATIVE
Use the native 15.4 radio

enumerator RADIO_MODE_UART_RCP
UART connection to a 15.4 capable radio co-processor (RCP)

enumerator RADIO_MODE_SPI_RCP

SPI connection to a 15.4 capable radio co-processor (RCP)

enum esp_openthread_host_connection_mode_t

How OpenThread connects to the host.

Values:

enumerator HOST_CONNECTION_MODE_NONE

Disable host connection

enumerator HOST_CONNECTION_MODE_CLI_UART
CLI UART connection to the host

enumerator HOST _CONNECTION_MODE_RCP_UART
RCP UART connection to the host

Header File

¢ components/openthread/include/esp_openthread_lock.h

Functions
esp_err_t esp_openthread_lock_init (void)
This function initializes the OpenThread API lock.
Bl
* ESP_OK on success
e« ESP_ERR_NO_MEM if allocation has failed

* ESP_ERR_INVALID_STATE if already initialized
void esp_openthread_lock_deinit (void)

This function deinitializes the OpenThread API lock.

bool esp_openthread_lock_acquire (TickType_t block_ticks)
This functions acquires the OpenThread APT lock.

$41:: Every OT APIs that takes an otInstance argument MUST be protected with this API lock except that
the call site is in OT callbacks.
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%% block_ticks —[in] The maxinum number of RTOS ticks to wait for the lock.
Bl

* True on lock acquired

* False on failing to acquire the lock with the timeout.

void esp_openthread_lock_release (void)
This function releases the OpenThread API lock.

Header File

» components/openthread/include/esp_openthread_netif _glue.h

Functions
void *esp_openthread_netif glue_init (const esp_openthread_platform_config_t *config)

This function initializes the OpenThread network interface glue.
%% config —[in] The platform configuration.
B
* glue pointer on success

* NULL on failure
void esp_openthread_netif_ glue_deinit (void)

This function deinitializes the OpenThread network interface glue.

esp_netif_t *esp_openthread_get_netif (void)

This function acquires the OpenThread netif.

&1l The OpenThread netif or NULL if not initialzied.

Header File

» components/openthread/include/esp_openthread_border_router.h

Functions
esp_err_t esp_openthread_border_router_init (esp_netif_t *backbone_netif)

Initializes the border router features of OpenThread.

£47¥: Calling this function will make the device behave as an OpenThread border router. Kconfig option
CONFIG_OPENTHREAD_BORDER_ROUTER is required.

%% backbone_netif —[in] The backbone network interface (WiFi or ethernet)
P[]

* ESP_OK on success

* ESP_ERR_NOT_SUPPORTED if feature not supported

* ESP_ERR_INVALID_STATE if already initialized

e ESP_FIAL on other failures

esp_err_t esp_openthread_border_router_deinit (void)
Deinitializes the border router features of OpenThread.
Bl
¢ ESP_OK on success

« ESP_ERR_INVALID_STATE if not initialized
¢ ESP_FIAL on other failures
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esp_netif_t *esp_openthread_get_backbone_netif (void)

Gets the backbone interface of OpenThread border router.
j&[A] The backbone interface or NULL if border router not initialized.
AE 1) Thread APL 7R AU £77E ESP-IDF 7- 351 H (1) openthread H 5%

2.14 1P & IZEX
ESP-NETIF

The purpose of ESP-NETIF library is twofold:

* It provides an abstraction layer for the application on top of the TCP/IP stack. This will allow applications to
choose between IP stacks in the future.
¢ The APIs it provides are thread safe, even if the underlying TCP/IP stack APIs are not.

ESP-IDF currently implements ESP-NETIF for the IwIP TCP/IP stack only. However, the adapter itself is TCP/IP
implementation agnostic and different implementations are possible.

Some ESP-NETIF API functions are intended to be called by application code, for example to get/set interface IP
addresses, configure DHCP. Other functions are intended for internal ESP-IDF use by the network driver layer.

In many cases, applications do not need to call ESP-NETIF APIs directly as they are called from the default network
event handlers.

ESP-NETIF component is a successor of the tcpip_adapter, former network interface abstraction, which has become
deprecated since IDF v4.1. Please refer to the TCP/IP i& Fe %5 it 4% 45 1 section in case existing applications to be
ported to use the esp-netif API instead.

ESP-NETIF architecture

| (A) USER CODE

\
\
............. | init settings events |

e +
‘ *
‘ *
———————— + + + * o
\ | new/config get/set | * | |
\ | | K., | init |
\ |- | * | |
init | | | xokxx | |
start | FEFAKAIA event handler | xR KA KA KA K DHCP |
stop | | I I |
\ |- | | |
\ | | | NETIF |
te———= \ | | Fom e + |
| glue|—-————<—-———] esp_netif_transmit | ——<—————— | netif_output | |
| \ | | | \ |
| | ——=—=>———| esp_netif_receive | —=>—————= | netif_input | |
| \ | | o + |
| | <o esp_netif_ free_rx_buffer |...<..... | packet buffer |
to———= \ | | | |
\ | | | (D) |
(B) \ | (C) | Fem e +
———————— + + +
communication NETWORK STACK
DRIVER ESP-NETIF
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Data and event flow in the diagram

¢ ... Initialization line from user code to ESP-NETIF and communication driver

e ——<—-->—- Data packets going from communication media to TCP/IP stack and back

o *x*x+*x+* Events aggregated in ESP-NETIF propagates to driver, user code and network stack
* | User settings and runtime configuration

ESP-NETIF interaction

A) User code, boiler plate Overall application interaction with a specific IO driver for communication media and
configured TCP/IP network stack is abstracted using ESP-NETIF APIs and outlined as below:

A) Initialization code

1) Initializes IO driver
2) Creates a new instance of ESP-NETIF and configure with

* ESP-NETIF specific options (flags, behaviour, name)
» Network stack options (netif init and input functions, not publicly available)
* 10 driver specific options (transmit, free rx buffer functions, IO driver handle)

3) Attaches the 1O driver handle to the ESP-NETIF instance created in the above steps
4) Configures event handlers

* use default handlers for common interfaces defined in IO drivers; or define a specific handlers for
customised behaviour/new interfaces
« register handlers for app related events (such as IP lost/acquired)

B) Interaction with network interfaces using ESP-NETIF API

¢ Getting and setting TCP/IP related parameters (DHCP, IP, etc)
» Receiving IP events (connect/disconnect)
« Controlling application lifecycle (set interface up/down)

B) Communication driver, IO driver, media driver Communication driver plays these two important roles in
relation with ESP-NETIF:

1) Event handlers: Define behaviour patterns of interaction with ESP-NETIF (for example: ethernet link-up ->
turn netif on)
2) Glue IO layer: Adapts the input/output functions to use ESP-NETIF transmit, receive and free receive buffer

e Installs driver_transmit to appropriate ESP-NETIF object, so that outgoing packets from network stack are
passed to the IO driver
e Calls esp_netif_receive () to pass incoming data to network stack

C) ESP-NETIF, former tcpip_adapter ESP-NETIF is an intermediary between an IO driver and a network stack,
connecting packet data path between these two. As that it provides a set of interfaces for attaching a driver to ESP-
NETIF object (runtime) and configuring a network stack (compile time). In addition to that a set of API is provided
to control network interface lifecycle and its TCP/IP properties. As an overview, the ESP-NETIF public interface
could be divided into these 6 groups:

1) Initialization APIs (to create and configure ESP-NETIF instance)
2) Input/Output API (for passing data between IO driver and network stack)
3) Event or Action API

 Used for network interface lifecycle management
» ESP-NETIF provides building blocks for designing event handlers

4) Setters and Getters for basic network interface properties
5) Network stack abstraction: enabling user interaction with TCP/IP stack

* Set interface up or down
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e DHCP server and client API
* DNS API

6) Driver conversion utilities

D) Network stack Network stack has no public interaction with application code with regard to public interfaces
and shall be fully abstracted by ESP-NETIF APIL.

ESP-NETIF programmer’ s manual Please refer to the example section for basic initialization of default inter-
faces:

» WiFi Station: wifi/getting_started/station/main/station_example_main.c
* WiFi Access Point: wifi/getting_started/softAP/main/softap_example_main.c
» Ethernet: ethernet/basic/main/ethernet_example_main.c

For more specific cases please consult this guide: ESP-NETIF Custom I/O Driver.

WiFi default initialization The initialization code as well as registering event handlers for default interfaces, such
as softAP and station, are provided in two separate APIs to facilitate simple startup code for most applications:

* esp_netif create_default_wifi_ap/()
* esp_netif create_default_wifi_sta/()

Please note that these functions return the esp_net if handle, i.e. a pointer to a network interface object allocated
and configured with default settings, which as a consequence, means that:

* The created object has to be destroyed if a network de-initialization is provided by an application using
esp_netif_destroy_default_wifi().

e These default interfaces must not be created multiple times, unless the created handle is deleted using
esp_netif destroy().

¢ When using Wifi in AP+STA mode, both these interfaces has to be created.

API Reference

Header File

¢ components/esp_netif/include/esp_netif.h

Functions
esp_err_t esp_netif_init (void)

Initialize the underlying TCP/IP stack.

£%1#: This function should be called exactly once from application code, when the application starts up.

A
e ESP_OK on success
» ESP_FAIL if initializing failed
esp_err_t esp_netif deinit (void)
Deinitialize the esp-netif component (and the underlying TCP/IP stack)
Note: Deinitialization is not supported yet
Bl
* ESP_ERR_INVALID_STATE if esp_netif not initialized
* ESP_ERR_NOT_SUPPORTED otherwise
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esp_netif_t *esp_netif_new (const esp_netif_config_t *esp_netif_config)

Creates an instance of new esp-netif object based on provided config.

%% esp_netif_config [in] pointer esp-netif configuration
B

* pointer to esp-netif object on success

* NULL otherwise

void esp_netif_destroy (esp_netif_t *esp_netif)

Destroys the esp_netif object.
%% esp_netif —[in] pointer to the object to be deleted

esp_err_t esp_netif_set_driver_config (esp_netif_t *esp_netif, const esp_netif_driver_ifconfig_t
*driver_config)

Configures driver related options of esp_netif object.

S8

* esp_netif —[inout] pointer to the object to be configured

* driver_config -[in] pointer esp-netif io driver related configuration
Bl

* ESP_OK on success

e ESP_ERR_ESP_NETIF_INVALID_PARAMS if invalid parameters provided

esp_err_t esp_netif attach (esp_netif_t *esp_netif, esp_netif_iodriver_handle driver_handle)

Attaches esp_netif instance to the io driver handle.

Calling this function enables connecting specific esp_netif object with already initialized io driver to update
esp_netif object with driver specific configuration (i.e. calls post_attach callback, which typically sets io driver
callbacks to esp_netif instance and starts the driver)

SH
* esp_netif [inout] pointer to esp_netif object to be attached
* driver_handle —[in] pointer to the driver handle
PEA ]
e ESP_OK on success
* ESP_ERR_ESP_NETIF_DRIVER_ATTACH_FAILED if driver’ s pot_attach callback
failed

esp_err_t esp_netif_ receive (esp_netif_t *esp_netif, void *buffer, size_t len, void *eb)

Passes the raw packets from communication media to the appropriate TCP/IP stack.

This function is called from the configured (peripheral) driver layer. The data are then forwarded as frames to
the TCP/IP stack.

¥

* esp_netif —[in] Handle to esp-netif instance

e buffer [in] Received data

* len —[in] Length of the data frame

* eb —[in] Pointer to internal buffer (used in Wi-Fi driver)
B

e« ESP_OK

void esp_netif_action_start (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon IO driver start event Creates network interface, if
AUTOUP enabled turns the interface on, if DHCPS enabled starts dhcp server.

4122 This API can be directly used as event handler

S8
* esp_netif —[in] Handle to esp-netif instance
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* base —
* event_id -
* data -

void esp_netif_ action_stop (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon IO driver stop event.

4122 This API can be directly used as event handler

¥
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_connected (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon IO driver connected event.

4122 This API can be directly used as event handler

S8
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_disconnected (void *esp_netif, esp_event_base_t base, int32_t event_id, void
*data)

Default building block for network interface action upon IO driver disconnected event.

4122 This API can be directly used as event handler

S8
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_got_ip (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)
Default building block for network interface action upon network got IP event.

$411: This API can be directly used as event handler

ZH
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -
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void esp_netif_action_join_ip6_multicast_group (void *esp_netif, esp_event_base_t base,
int32_t event_id, void *data)

Default building block for network interface action upon IPv6 multicast group join.

$411:: This API can be directly used as event handler

S8
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_leave_ip6_multicast_group (void *esp_netif, esp_event base_t base,
int32_t event_id, void *data)

Default building block for network interface action upon IPv6 multicast group leave.

257¥: This API can be directly used as event handler

S
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_add_ip6_address (void *esp_netif, esp_event_base_t base, int32_t event_id,
void *data)

Default building block for network interface action upon IPv6 address added by the underlying stack.

£41:: This API can be directly used as event handler

S
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_ action_remove_ip6_address (void *esp_netif, esp_event_base_t base, int32_t
event_id, void *data)

Default building block for network interface action upon IPv6 address removed by the underlying stack.

£41:: This API can be directly used as event handler

SH
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

esp_err_t esp_netif_set_mac (esp_netif_t *esp_netif, uint§_t mac[])

Set the mac address for the interface instance.

Espressif Systems 216 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

ZH
* esp_netif —[in] Handle to esp-netif instance
¢ mac —[in] Desired mac address for the related network interface
PEA ]
e ESP_OK - success
« ESP_ERR_ESP NETIF_IF NOT_READY - interface status error
* ESP_ERR_NOT_SUPPORTED - mac not supported on this interface

esp_err_t esp_netif_ get_mac (esp_netif_t *esp_netif, uint8_t mac[])

Get the mac address for the interface instance.

S

* esp_netif —[in] Handle to esp-netif instance

e mac —[out] Resultant mac address for the related network interface
izl

e ESP_OK - success

e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error

* ESP_ERR_NOT_SUPPORTED - mac not supported on this interface

esp_err_t esp_netif_set_hostname (esp_netif_t *esp_netif, const char *hostname)

Set the hostname of an interface.

The configured hostname overrides the default configuration value CONFIG_LWIP_LOCAL_HOSTNAME.
Please note that when the hostname is altered after interface started/connected the changes would only be
reflected once the interface restarts/reconnects

ZH

* esp_netif —[in] Handle to esp-netif instance

* hostname —[in] New hostname for the interface. Maximum length 32 bytes.
Bl

e ESP_OK - success

e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error

* ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error

esp_err_t esp_netif_get_hostname (esp_netif_t *esp_netif, const char **hostname)

Get interface hostname.

S8
* esp_netif —[in] Handle to esp-netif instance
* hostname —[out] Returns a pointer to the hostname. May be NULL if no hostname
is set. If set non-NULL, pointer remains valid (and string may change if the hostname
changes).
Bl
* ESP_OK - success
e« ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error
* ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error

bool esp_netif_is_netif_ up (esp_netif_t *esp_netif)
Test if supplied interface is up or down.
%% esp_netif [in] Handle to esp-netif instance
P[]
* true - Interface is up
« false - Interface is down
esp_err_t esp_netif get_ip_info (esp_netif_t *esp_netif, esp_netif_ip_info_t *ip_info)
Get interface’ s IP address information.

If the interface is up, IP information is read directly from the TCP/IP stack. If the interface is down, IP
information is read from a copy kept in the ESP-NETIF instance

S8
* esp_netif —[in] Handle to esp-netif instance
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* ip_info —[out] If successful, IP information will be returned in this argument.
R
 ESP_OK
« ESP_ERR_ESP_NETIF_INVALID_PARAMS
esp_err_t esp_netif_ get_old_ip_info (esp_netif_t *esp_netif, esp_netif_ip_info_t *ip_info)

Get interface’ s old IP information.
Returns an “old” IP address previously stored for the interface when the valid IP changed.

If the IP lost timer has expired (meaning the interface was down for longer than the configured interval) then
the old IP information will be zero.

¥
* esp_netif —[in] Handle to esp-netif instance
* ip_info —[out] If successful, IP information will be returned in this argument.
]|
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
esp_err_t esp_netif_ set_ip_info (esp_netif_t *esp_netif, const esp_netif_ip_info_t *ip_info)

Set interface’ s IP address information.
This function is mainly used to set a static IP on an interface.
If the interface is up, the new IP information is set directly in the TCP/IP stack.

The copy of IP information kept in the ESP-NETIF instance is also updated (this copy is returned if the IP is
queried while the interface is still down.)

£41:: DHCP client/server must be stopped (if enabled for this interface) before setting new IP information.

% I Calling this interface for may generate a SYSTEM_EVENT_STA_GOT_IP or SYS-
TEM_EVENT_ETH_GOT_IP event.

SH
* esp_netif —[in] Handle to esp-netif instance
* ip_info [in] IP information to set on the specified interface
B
* ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
e ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED If DHCP server or client is still run-
ning

esp_err_t esp_netif_ set_old_ip_info (esp_netif_t *esp_netif, const esp_netif_ip_info_t *ip_info)
Set interface old IP information.
This function is called from the DHCP client (if enabled), before a new IP is set. It is also called from the default

handlers for the SYSTEM_EVENT_STA_CONNECTED and SYSTEM_EVENT_ETH_CONNECTED
events.

Calling this function stores the previously configured IP, which can be used to determine if the IP changes in
the future.

If the interface is disconnected or down for too long, the “IP lost timer” will expire (after the configured
interval) and set the old IP information to zero.

S
* esp_netif —[in] Handle to esp-netif instance
* ip_info —[in] Store the old IP information for the specified interface
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&Ml
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
intesp_netif_get_netif_ impl_index (esp_netif_t *esp_netif)
Get net interface index from network stack implementation.

£411: This index could be used in set sockopt () to bind socket with multicast interface

%4 esp_netif —[in] Handle to esp-netif instance
& 1] implementation specific index of interface represented with supplied esp_netif

esp_err_t esp_netif_ get_netif_ impl_name (esp_netif_t *esp_netif, char *name)

Get net interface name from network stack implementation.

£41:: This name could be used in set sockopt () to bind socket with appropriate interface

S
* esp_netif —[in] Handle to esp-netif instance
* name —[out] Interface name as specified in underlying TCP/IP stack. Note that the actual
name will be copied to the specified buffer, which must be allocated to hold maximum
interface name size (6 characters for IwIP)
B
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS

esp_err_t esp_netif dhcps_option (esp_netif_t *esp_netif, esp_netif _dhcp_option_mode_t opt_op,
esp_netif_dhcp_option_id_t opt_id, void *opt_val, uint32_t opt_len)

Set or Get DHCP server option.

SH
* esp_netif —[in] Handle to esp-netif instance
* opt_op —[in] ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an
option.
* opt_id -[in] Option index to get or set, must be one of the supported enum values.
* opt_val —[inout] Pointer to the option parameter.
* opt_1len —[in] Length of the option parameter.
B
* ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
* ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif_dhcpc_option (esp_netif_t *esp_netif, esp_netif_dhcp_option_mode_t opt_op,
esp_netif_dhcp_option_id_t opt_id, void *opt_val, uint32_t opt_len)

Set or Get DHCP client option.
SH

* esp_netif —[in] Handle to esp-netif instance
* opt_op —[in] ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an
option.
» opt_id —[in] Option index to get or set, must be one of the supported enum values.
* opt_val —[inout] Pointer to the option parameter.
* opt_len —[in] Length of the option parameter.
R m
* ESP_OK
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e ESP_ERR_ESP_NETIF_INVALID_PARAMS
¢ ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
 ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
esp_err_t esp_netif_dhepce_start (esp_netif _t *esp_netif)
Start DHCP client (only if enabled in interface object)

% 0 The default event handlers for the SYSTEM_EVENT_STA_CONNECTED and SYS-
TEM_EVENT_ETH_CONNECTED events call this function.

%4 esp_netif —[in] Handle to esp-netif instance

B

ESP_OK

ESP_ERR_ESP_NETIF_INVALID_PARAMS
ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
ESP_ERR_ESP_NETIF_DHCPC_START_FAILED

esp_err_t esp_netif_dhcpc_stop (esp_netif_t *esp_netif)
Stop DHCP client (only if enabled in interface object)

41z Calling action_netif_stop() will also stop the DHCP Client if it is running.

%% esp_netif [in] Handle to esp-netif instance
P[]
e« ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
e ESP_ERR_ESP_NETIF_IF_NOT_READY

esp_err_t esp_netif_dhcpc_get_status (esp_netif_t *esp_netif, esp_netif_dhcp_status_t *status)
Get DHCP client status.

S
* esp_netif —[in] Handle to esp-netif instance
* status —[out] If successful, the status of DHCP client will be returned in this argument.
$eqE|
« ESP_OK
esp_err_t esp_netif_dhcps_get_status (esp_netif_t *esp_netif, esp_netif_dhcp_status_t *status)
Get DHCP Server status.

ZH
* esp_netif —[in] Handle to esp-netif instance
¢ status —[out] If successful, the status of the DHCP server will be returned in this ar-

gument.
gml
* ESP_OK

esp_err_t esp_netif dhcps_start (esp_netif_t *esp_netif)
Start DHCP server (only if enabled in interface object)

%% esp_netif [in] Handle to esp-netif instance
B
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
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esp_err_t esp_netif_dhcps_stop (esp_netif_t *esp_netif)
Stop DHCP server (only if enabled in interface object)

%4 esp_netif —[in] Handle to esp-netif instance
$EA |
 ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
e ESP_ERR_ESP_NETIF_IF_NOT_READY

esp_err_t esp_netif_set_dns_info (esp_netif_t *esp_netif, esp_netif_dns_type_t type,
esp_netif_dns_info_t *dns)

Set DNS Server information.
This function behaves differently if DHCP server or client is enabled

If DHCP client is enabled, main and backup DNS servers will be updated automatically from the DHCP lease
if the relevant DHCP options are set. Fallback DNS Server is never updated from the DHCP lease and is
designed to be set via this API. If DHCP client is disabled, all DNS server types can be set via this API only.

If DHCP server is enabled, the Main DNS Server setting is used by the DHCP server to provide a DNS Server
option to DHCP clients (Wi-Fi stations).

¢ The default Main DNS server is typically the IP of the DHCP server itself.

* This function can override it by setting server type ESP_NETIF_DNS_MAIN.

e Other DNS Server types are not supported for the DHCP server.

» To propagate the DNS info to client, please stop the DHCP server before using this API.

SH
* esp_netif —[in] Handle to esp-netif instance
e type -[in] Type of DNS Server to set: ESP_NETIF_DNS_MAIN,
ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
e dns —[in] DNS Server address to set
PEA ]
e ESP_OK on success
* ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params

esp_err_t esp_netif get_dns_info (esp_netif_t *esp_netif, esp_netif_dns_type_t type,
esp_netif_dns_info_t *dns)

Get DNS Server information.
Return the currently configured DNS Server address for the specified interface and Server type.

This may be result of a previous call to esp_netif _set_dns_info(). If the interface’ s DHCP client is enabled,
the Main or Backup DNS Server may be set by the current DHCP lease.

SH
* esp_netif —[in] Handle to esp-netif instance
e type —[in] Type of DNS Server to get: ESP_NETIF_DNS_MAIN,
ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
¢ dns —[out] DNS Server result is written here on success
P[]
e ESP_OK on success
» ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params

esp_err_t esp_netif create_ip6_linklocal (esp_netif_t *esp_netif)

Create interface link-local IPv6 address.
Cause the TCP/IP stack to create a link-local IPv6 address for the specified interface.

This function also registers a callback for the specified interface, so that if the link-local address becomes
verified as the preferred address then a SYSTEM_EVENT_GOT_IP6 event will be sent.

%%, esp_netif [in] Handle to esp-netif instance

Espressif Systems 221 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

B
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS

esp_err_t esp_netif_ get_ip6_linklocal (esp_netif_t *esp_netif, esp_ip6_addr_t *if_ip6)
Get interface link-local IPv6 address.

If the specified interface is up and a preferred link-local IPv6 address has been created for the interface, return
a copy of it.

S8
* esp_netif [in] Handle to esp-netif instance
* if ip6 —[out] IPv6 information will be returned in this argument if successful.
B
* ESP_OK
* ESP_FAIL If interface is down, does not have a link-local IPv6 address, or the link-local
IPv6 address is not a preferred address.

esp_err_t esp_netif get_ip6_global (esp_netif_t *esp_netif, esp_ip6_addr_t *if_ip6)
Get interface global IPv6 address.

If the specified interface is up and a preferred global IPv6 address has been created for the interface, return a

copy of it.
S8
* esp_netif —[in] Handle to esp-netif instance
* if ip6 —[out] IPv6 information will be returned in this argument if successful.
Bl

ESP_OK
ESP_FAIL If interface is down, does not have a global IPv6 address, or the global IPv6
address is not a preferred address.

int esp_netif_get_all_ip6 (esp_netif_t *esp_netif, esp_ip6_addr_t if_ip6[])
Get all IPv6 addresses of the specified interface.
¥
* esp_netif —[in] Handle to esp-netif instance
* if_ip6 [out] Array of IPv6 addresses will be copied to the argument
J&[A] number of returned IPv6 addresses
void esp_netif_set_ip4_addr (esp_ip4_addr_t *addr, uint8_t a, uint8_t b, uint8_t c, uint8_t d)
Sets IPv4 address to the specified octets.
S8

¢ addr —[out] IP address to be set
e a —the first octet (127 for IP 127.0.0.1)

char *esp_ip4addr_ntoa (const esp_ip4_addr_t *addr, char *buf, int buflen)
Converts numeric IP address into decimal dotted ASCII representation.
S8
* addr —ip address in network order to convert
» buf —target buffer where the string is stored
* buflen —length of buf
& n] either pointer to buf which now holds the ASCII representation of addr or NULL if buf was
too small
uint32_t esp_ip4addr_aton (const char *addr)

Ascii internet address interpretation routine The value returned is in network order.

%%, addr -IP address in ascii representation (e.g. “127.0.0.1” )
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1R[] ip address in network order

esp_err_t esp_netif str_to_ip4 (const char *src, esp_ip4_addr_t *dst)
Converts Ascii internet IPv4 address into esp_ip4_addr_t.

ZH

* src —[in] IPv4 address in ascii representation (e.g. “127.0.0.1” )

* dst —[out] Address of the target esp_ip4_addr_t structure to receive converted address
B

e ESP_OK on success

e ESP_FAIL if conversion failed

* ESP_ERR_INVALID_ARG if invalid parameter is passed into

esp_err_t esp_netif_str_ to_ip6 (const char *src, esp_ip6_addr_t *dst)

Converts Ascii internet IPv6 address into esp_ip4_addr_t Zeros in the IP address can be stripped or completely
ommited: “2001:db8:85a3:0:0:0:2:1” or “2001:db8::2:1” )

ZH
e src [in] IPv6 address in ascii  representation (e.g. @
2001:0db8:85a3:0000:0000:0000:0002:0001” )
* dst —[out] Address of the target esp_ip6_addr_t structure to receive converted address
PEA ]

e ESP_OK on success
* ESP_FAIL if conversion failed
* ESP_ERR_INVALID_ARG if invalid parameter is passed into
esp_netif_iodriver_handle esp_netif_get_io_driver (esp_netif_t *esp_netif)
Gets media driver handle for this esp-netif instance.
%4 esp_netif —[in] Handle to esp-netif instance
&1l opaque pointer of related IO driver
esp_netif_t *esp_netif_get_handle_from_ifkey (const char *if_key)
Searches over a list of created objects to find an instance with supplied if key.
%% if_key —Textual description of network interface
#xm Handle to esp-netif instance
esp_netif_flags_t esp_netif_get_flags (esp_netif_t *esp_netif)
Returns configured flags for this interface.
%% esp_netif —[in] Handle to esp-netif instance
&1l Configuration flags
const char *esp_netif_get_ifkey (esp_netif_t *esp_netif)
Returns configured interface key for this esp-netif instance.
%% esp_netif [in] Handle to esp-netif instance
1R n] Textual description of related interface
const char *esp_netif_get_desc (esp_netif_t *esp_netif)
Returns configured interface type for this esp-netif instance.
%4 esp_netif —[in] Handle to esp-netif instance
&1l Enumerated type of this interface, such as station, AP, ethernet
int esp_netif_get_route_prio (esp_netif_t *esp_netif)
Returns configured routing priority number.
%% esp_netif [in] Handle to esp-netif instance
1% 0] Integer representing the instance’ s route-prio, or -1 if invalid paramters
int32_tesp_netif get_event_id (esp_netif_t *esp_netif, esp_netif_ip_event_type_t event_type)
Returns configured event for this esp-netif instance and supplied event type.
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BH
* esp_netif —[in] Handle to esp-netif instance
* event_type —(either get or lost IP)
& I] specific event id which is configured to be raised if the interface lost or acquired IP address
-1 if supplied event_type is not known

esp_netif_t *esp_netif_next (esp_netif_t *esp_netif)

Iterates over list of interfaces. Returns first netif if NULL given as parameter.

%% esp_netif —[in] Handle to esp-netif instance
j&[A] First netif from the list if supplied parameter is NULL, next one otherwise

size_tesp_netif get_nr_of_ifs (void)
Returns number of registered esp_netif objects.

J&[E] Number of esp_netifs

void esp_netif_netstack_buf_ref (void *netstack_buf)

increase the reference counter of net stack buffer
¥ netstack_buf —[in] the net stack buffer

void esp_netif_netstack_buf_free (void *netstack_buf)

free the netstack buffer
%% netstack_buf —[in] the net stack buffer

esp_err_t esp_netif_ tcpip_exec (esp_netif_callback_fn fn, void *ctx)
Utility to execute the supplied callback in TCP/IP context.

S
¢ £n —Pointer to the callback
* ctx —Parameter to the callback
&[0l The error code (esp_err_t) returned by the callback

Macros

_ESP_NETIF_SUPPRESS_LEGACY_ WARNING_

Type Definitions

typedef esp_err_t (fesp_netif_callback_£n)(void *ctx)
TCPIP thread safe callback used with esp_netif_tcpip_exec()

WiFi default API reference

Header File

e components/esp_wifi/include/esp_wifi_default.h

Functions
esp_err_t esp_netif_attach_wifi_station (esp_netif_t *esp_netif)

Attaches wifi station interface to supplied netif.

%:¥( esp_netif —instance to attach the wifi station to
R m

* ESP_OK on success

« ESP_FAIL if attach failed
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esp_err_t esp_netif_attach_wifi_ap (esp_netif_t *esp_netif)
Attaches wifi soft AP interface to supplied netif.

¥ esp_netif —instance to attach the wifi AP to
FE ]
¢ ESP_OK on success
o ESP_FAIL if attach failed
esp_err_tesp_wifi_set_default_wifi_sta_handlers (void)
Sets default wifi event handlers for STA interface.
R
» ESP_OK on success, error returned from esp_event_handler_register if failed
esp_err_tesp_wifi_set_default_wifi_ap_handlers (void)
Sets default wifi event handlers for AP interface.
peq |
* ESP_OK on success, error returned from esp_event_handler_register if failed
esp_err_t esp_wifi_clear_default_wifi_driver_and_handlers (void *esp_netif)

Clears default wifi event handlers for supplied network interface.

%% esp_netif —instance of corresponding if object
B
* ESP_OK on success, error returned from esp_event_handler_register if failed
esp_netif_t *esp_netif create_default_wifi_ap (void)
Creates default WIFI AP. In case of any init error this API aborts.

$41:: The API creates esp_netif object with default WiFi access point config, attaches the netif to wifi and
registers default wifi handlers.

jR[A] pointer to esp-netif instance

esp_netif_t *esp_netif_ create_default_wifi_sta (void)
Creates default WIFI STA. In case of any init error this API aborts.

241:: The API creates esp_netif object with default WiFi station config, attaches the netif to wifi and registers
default wifi handlers.

R[] pointer to esp-netif instance

void esp_netif_destroy_default_wifi (void *esp_netif)
Destroys default WIFT netif created with esp_netif _create_default_wifi_---() APL

£ :: This API unregisters wifi handlers and detaches the created object from the wifi. (this function is a
no-operation if esp_netif is NULL)

%% esp_netif —[in] object to detach from WiFi and destroy

esp_netif_t *esp_netif create_wifi (wifi_interface_t wifi_if, esp_netif_inherent_config_t
*esp_netif_config)

Creates esp_netif WiFi object based on the custom configuration.
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Attention This API DOES NOT register default handlers!

S8

* wifi_if —[in] type of wifi interface

* esp_netif_ config [in] inherent esp-netif configuration pointer
1R[] pointer to esp-netif instance

esp_err_t esp_netif create_default_wifi_mesh_netifs (esp_netif_t **p_netif_sta, esp_netif_t
**p_netif_ap)

Creates default STA and AP network interfaces for esp-mesh.

Both netifs are almost identical to the default station and softAP, but with DHCP client and server disabled.
Please note that the DHCP client is typically enabled only if the device is promoted to a root node.

Returns created interfaces which could be ignored setting parameters to NULL if an application code does not
need to save the interface instances for further processing.

S8
* p_netif_sta —[out] pointer where the resultant STA interface is saved (if non NULL)
* p_netif_ap [out] pointer where the resultant AP interface is saved (if non NULL)
J&[n] ESP_OK on success

TCP/IP GRCES TR

TCP/IP j& it #% /2 7E IDF V4.1 2 1 {5 FH A M 2842 Tl 2« A SCRYAIEA T A tepip_adapter 4 1 28 3 5 4k
# ESP-NETIF {33175

ST A £ A AU

MR it R4 tepip_adapter_init () Bl esp_netif_init (). R, ESP-
NETIF #1451k APL n] 3R IR AEAS RS, BT A esp_netif_deinit () #475404R k.

AN, 556 #include "tcpip_adapter.h" Bl #include "esp_netif.h",
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* Wi-Fi AP
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» Wi-Fi Station: wifi/getting_started/station/main/station_example_main.c
* Wi-Fi AP: wifi/getting_started/softAP/main/softap_example_main.c
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’ESP_LOGI(TAG, "got ip:" IPSTR "\n", IP2STR(&event->ip_info.ip));

A2

’ESP_LOGI(TAG, "got ip:%s\n", ipdaddr_ntoa (&event->ip_info.ip));

T ip4addr_ntoa () 4 LwIP API, [H I esp-netif iSHE{E T2 L %L esp_ip4addr_ntoa (), (A%
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* esp-netif [P address definitions

% AT BAE N M Ry 8 W A HESP-NETIF 35 75 56 00 20 BR A 46 8 4 14 i &
% M tcpip_adapter & JE. J ¥ N ESP NETIF Adapter -> Enable backward compatible
tcpip_adapter interface, JHA# LT HiFEM ). TCP/IAP & FLas ¥ KR EAKHII, iX—4
REA BT AR T 5 @ﬂ?%ﬁ TCP/IP 31k 1) AP 73 Bk .

ESP-NETIF Custom I/O Driver

This section outlines implementing a new I/O driver with esp-netif connection capabilities. By convention the I/0
driver has to register itself as an esp-netif driver and thus holds a dependency on esp-netif component and is responsible
for providing data path functions, post-attach callback and in most cases also default event handlers to define network
interface actions based on driver’ s lifecycle transitions.

Packet input/output  As shown in the diagram, the following three API functions for the packet data path must be
defined for connecting with esp-netif:

* esp_netif transmit ()
* esp_netif_ free rx_buffer()
* esp_netif_receive ()

The first two functions for transmitting and freeing the rx buffer are provided as callbacks, i.e. they get called from
esp-netif (and its underlying TCP/IP stack) and I/O driver provides their implementation.

The receiving function on the other hand gets called from the I/O driver, so that the driver’ s code simply calls
esp_netif_receive () onanew data received event.

Post attach callback A final part of the network interface initialization consists of attaching the esp-netif instance
to the I/O driver, by means of calling the following API:

esp_err_t esp_netif_attach(esp_netif_t *esp_netif, esp_netif_ iodriver_handle.
—driver_handle) ;

It is assumed that the esp_netif_iodriver_handle is a pointer to driver’ s object, a struct derived from
struct esp_netif_driver_base_s, so that the first member of I/O driver structure must be this base
structure with pointers to

* post-attach function callback
* related esp-netif instance

As a consequence the I/O driver has to create an instance of the struct per below:
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typedef struct my_netif driver_s {
esp_netif_driver_base_t base; /*1< base structure reserved as.
—esp-netif driver */
driver_impl *h; /*1< handle of driver.
—implementation */
} my_netif_driver_t;

with actual values of my_netif_driver_t::base.post_attach and the actual drivers handle
my_netif_driver_t::h. So when the esp_netif_attach () gets called from the initialization code,
the post-attach callback from I/O driver’ s code gets executed to mutually register callbacks between esp-netif and
I/O driver instances. Typically the driver is started as well in the post-attach callback. An example of a simple
post-attach callback is outlined below:

static esp_err_t my_post_attach_start (esp_netif_t * esp_netif, wvoid * args)
{
my_netif_driver_t *driver = args;
const esp_netif_driver_ifconfig_t driver_ifconfig = {
.driver_free_rx_buffer = my_free_rx_buf,
.transmit = my_transmit,
.handle = driver->driver_impl
bi
driver->base.netif = esp_netif;
ESP_ERROR_CHECK (esp_netif_set_driver_config(esp_netif, &driver_ifconfiqg));
my_driver_start (driver->driver_impl);
return ESP_OK;

Default handlers 1/O drivers also typically provide default definitions of lifecycle behaviour of related network
interfaces based on state transitions of 1/O drivers. For example driver start —> network start, etc. An example of
such a default handler is provided below:

esp_err_t my_driver_netif_set_default_handlers (my_netif_driver_t *driver, esp_
—netif_t * esp_netif)
{

driver_set_event_handler (driver->driver_impl, esp_netif_action_start, MY_DRV_
—EVENT_START, esp_netif);

driver_set_event_handler (driver—->driver_impl, esp_netif_action_stop, MY_DRV_
—EVENT_STOP, esp_netif);

return ESP_OK;

Network stack connection The packet data path functions for transmitting and freeing the rx buffer (defined in
the I/O driver) are called from the esp-netif, specifically from its TCP/IP stack connecting layer. The following API
reference outlines these network stack interaction with the esp-netif.

Header File

* components/esp_netif/include/esp_netif _net_stack.h

Functions
esp_netif_t *esp_netif get_handle_from_netif impl (void *dev)

Returns esp-netif handle.

%% dev —[in] opaque ptr to network interface of specific TCP/IP stack
&1 handle to related esp-netif instance
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void *esp_netif get_netif impl (esp_netif_t *esp_netif)
Returns network stack specific implementation handle (if supported)

Note that it is not supported to acquire PPP netif impl pointer and this function will return NULL for esp_netif
instances configured to PPP mode

%4 esp_netif —[in] Handle to esp-netif instance
j& 8] handle to related network stack netif handle
esp_err_t esp_netif_ transmit (esp_netif_t *esp_netif, void *data, size_t len)
Outputs packets from the TCP/IP stack to the media to be transmitted.

This function gets called from network stack to output packets to IO driver.

ZH
* esp_netif —[in] Handle to esp-netif instance
* data —[in] Data to be transmitted
* len [in] Length of the data frame
&[] ESP_OK on success, an error passed from the I/O driver otherwise
esp_err_t esp_netif transmit_wrap (esp_netif_t *esp_netif, void *data, size_t len, void *netstack_buf’)

Outputs packets from the TCP/IP stack to the media to be transmitted.

This function gets called from network stack to output packets to 10 driver.

ZH
* esp_netif —[in] Handle to esp-netif instance
e data [in] Data to be transmitted
* len —[in] Length of the data frame
* netstack_buf —[in] net stack buffer
&[] ESP_OK on success, an error passed from the I/O driver otherwise

void esp_netif_ free_rx_ buffer (void *esp_netif, void *buffer)

Free the rx buffer allocated by the media driver.

This function gets called from network stack when the rx buffer to be freed in IO driver context, i.e. to
deallocate a buffer owned by io driver (when data packets were passed to higher levels to avoid copying)

S
* esp_netif —[in] Handle to esp-netif instance
* buffer —[in] Rx buffer pointer

TCP/IP £ API R BIRSFECLE ESP-IDF 7~ 4535 H ) protocols/sockets H 5% K o

2.1.5  WMHZPRX
I PR (TP 26 2 M2 ) AH 35 SORS e 2 L 2 Hisd

2.2 Hpix API

2.2.1 Analog to Digital Converter (ADC)
ADC Channels

The ESP32-S2 integrates 2 SAR (Successive Approximation Register) ADCs, supporting a total of 20 measurement
channels (analog enabled pins).

These channels are supported:
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ADC1:

¢ 10 channels: GPIO1 - GPIO10
ADC2:

¢ 10 channels: GPIO11 - GP1IO20
ADC Attenuation

Vref is the reference voltage used internally by ESP32-S2 ADCs for measuring the input voltage. The ESP32-S2
ADCs can measure analog voltages from O V to Vref. Among different chips, the Vref varies, the medianis 1.1 V.
In order to convert voltages larger than Vref, input voltages can be attenuated before being input to the ADCs. There
are 4 available attenuation options, the higher the attenuation is, the higher the measurable input voltage could be.

Attenuation Measurable input voltage range
ADC_ATTEN_DB_O 0mV ~ 750 mV
ADC_ATTEN_DB_2_5 | OmV ~ 1050 mV
ADC_ATTEN_DB_6 0mV ~ 1300 mV
ADC_ATTEN_DB_12 0mV ~ 2500 mV

ADC Conversion
An ADC conversion is to convert the input analog voltage to a digital value. The ADC conversion results provided
by the ADC driver APIs are raw data. Resolution of ESP32-S2 ADC raw results under Single Read mode is 12-bit.

* adcl_get_raw()
* adcZ_get_raw()

To calculate the voltage based on the ADC raw results, this formula can be used:

Vout = Dout * Vmax / Dmax (1)

where:

Vout | Digital output result, standing for the voltage.

Dout | ADC raw digital reading result.

Vmax| Maximum measurable input analog voltage, see ADC Attenuation.

Dmax| Maximum of the output ADC raw digital reading result, which is 8191 under Single Read mode, 4095
under Continuous Read mode.

For boards with eFuse ADC calibration bits, esp_adc_cal_raw_to_voltage () can be used to get the cal-
ibrated conversion results. These results stand for the actual voltage (in mV). No need to transform these data via
the formula (1). If ADC calibration APIs are used on boards without eFuse ADC calibration bits, warnings will be
generated. See ADC Calibration.

ADC Limitations

ik
* Since the ADC2 module is also used by the Wi-Fi, reading operation of adc2_get_raw () may fail be-

tween esp_wifi_start () and esp_wifi_stop (). Use the return code to see whether the reading is
successful.
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Driver Usage

Both of the ADC units support single read mode, which is suitable for low-frequency sampling operations.

#&1¥: ADC readings from a pin not connected to any signal are random.

ADC Single Read mode The ADC should be configured before reading is taken.

¢ For ADCI, configure desired precision and attenuation by calling functions adc1_config_width () and
adcl_config_channel_atten().

e For ADC2, configure the attenuation by adc2_config_channel_atten (). The reading width of
ADC?2 is configured every time you take the reading.

Attenuation configuration is done per channel, see adcl1_channel_tand adc2_channel_t,setasaparameter
of above functions.

Then it is possible to read ADC conversion result with adcl_get_raw () and adc2_get_raw (). Reading
width of ADC2 should be set as a parameter of adc2_get_raw () instead of in the configuration functions.

Single Read mode ADC example can be found in peripherals/adc/single_read directory of ESP-IDF examples.

This API provides convenient way to configure ADC1 for reading from ULP. To do so, call function
adcl_ulp_enable () and then set precision and attenuation as discussed above.

There is another specific function adc_vref_to_gpio () used to route internal reference voltage to a GPIO pin.
It comes handy to calibrate ADC reading and this is discussed in section ADC Calibration.

24122 See ADC Limitations for the limitation of using ADC single read mode.

Minimizing Noise

The ESP32-S2 ADC can be sensitive to noise leading to large discrepancies in ADC readings. Depending on the
usage scenario, users may connect a bypass capacitor (e.g. a 100 nF ceramic capacitor) to the ADC input pad in use,
to minimize noise. Besides, multisampling may also be used to further mitigate the effects of noise.

ADC Calibration

The esp_adc_cal/include/esp_adc_cal.h API provides functions to correct for differences in measured voltages caused
by variation of ADC reference voltages (Vref) between chips. Per design the ADC reference voltage is 1100 mV,
however the true reference voltage can range from 1000 mV to 1200 mV amongst different ESP32-S2s.

Correcting ADC readings using this API involves characterizing one of the ADCs at a given attenuation to obtain
a characteristics curve (ADC-Voltage curve) that takes into account the difference in ADC reference voltage. The
characteristics curve is in the form of y = coeff_a * x + coeff_b andis used to convert ADC readings to
voltages in mV. Calculation of the characteristics curve is based on calibration values which can be stored in eFuse
or provided by the user.

Calibration Values Calibration values are used to generate characteristic curves that account for the variation
of ADC reference voltage of a particular ESP32-S2 chip. There are currently 1 source(s) of calibration values on
ESP32-S2. The availability of these calibration values will depend on the type and production date of the ESP32-S2
chip/module.

* eFuse Two Point values calibrates the ADC output at two different voltages. This value is measured and
burned into eFuse BLOCKO during factory calibration on newly manufactured ESP32-S2 chips and modules.
If you would like to purchase chips or modules with calibration, double check with distributor or Espressif
(sales@espressif.com) directly.
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K 3: Graph illustrating effect of differing reference voltages on the ADC voltage curve.

You can verify if eFuse Two Point is present by running the espefuse.py tool with adc_info parameter

$IDF_PATH/components/esptool_py/esptool/espefuse.py --port /dev/ttyUSBO adc_info

Replace /dev/ttyUSBO with ESP32-S2 board’ s port name.

Application Extensions

For a full example see esp-idf: peripherals/adc/single_read

Characterizing an ADC at a particular attenuation:

#include "driver/adc.h"
#include "esp_adc_cal.h"

//Characterize ADC at particular atten

esp_adc_cal_characteristics_t *adc_chars = calloc(l, sizeof (esp_adc_cal_
—characteristics_t));
esp_adc_cal_value_t val_type = esp_adc_cal_characterize (unit, atten, ADC_WIDTH_

—BIT_12, DEFAULT_VREF, adc_chars);
//Check type of calibration value used to characterize ADC

if (val_type == ESP_ADC_CAL_VAL_EFUSE_VREF) {
printf ("eFuse Vref");

} else if (val_type == ESP_ADC_CAL_VAL_EFUSE_TP) {
printf ("Two Point");

} else {

printf ("Default");

Reading an ADC then converting the reading to a voltage:
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#include "driver/adc.h"
#include "esp_adc_cal.h"

uint32_t reading = adcl_get_raw (ADC1_CHANNEL_5);
uint32_t voltage = esp_adc_cal_raw_to_voltage (reading, adc_chars);

Routing ADC reference voltage to GPIO, so it can be manually measured (for Default Vref):

#include "driver/adc.h"

esp_err_t status = adc_vref_to_gpio(ADC_UNIT_1, GPIO_NUM_25);

if (status == ESP_OK) {
printf ("v_ref routed to GPIO\n");
} else {

printf ("failed to route v_ref\n");

}

GPIO Lookup Macros

There are macros available to specify the GPIO number of a ADC channel, or vice versa. e.g.

1. ADC1_CHANNEL_O_GPIO_NUM is the GPIO number of ADCI1 channel O.
2. ADC1_GPIOn_CHANNEL is the ADC1 channel number of GPIO n.

API Reference

This reference covers three components:

e ADC driver
e ADC Calibration
* GPIO Lookup Macros

ADC driver

Header File

» components/driver/include/driver/adc.h

Functions
void adc_power_on (void)

Enable ADC power.

Deprecated:

Use adc_power_acquire and adc_power_release instead.
void ade_power_off (void)

Power off SAR ADC.

Deprecated:

Use adc_power_acquire and adc_power_release instead. This function will force power down for ADC.
This function is deprecated because forcing power ADC power off may disrupt operation of other com-
ponents which may be using the ADC.
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void adc_power_acquire (void)
Increment the usage counter for ADC module. ADC will stay powered on while the counter is greater than 0.
Call adc_power_release when done using the ADC.
void adc_power_release (void)
Decrement the usage counter for ADC module. ADC will stay powered on while the counter is greater than 0.
Call this function when done using the ADC.
esp_err_t adecl_pad_get_io_num (adcl_channel_t channel, gpio_num_t *gpio_num)
Get the GPIO number of a specific ADC1 channel.
S8

* channel —Channel to get the GPIO number
* gpio_num —output buffer to hold the GPIO number

Bl
e ESP_OK if success
e ESP_ERR_INVALID_ARG if channel not valid
esp_err_t adel_config_channel_atten (adcl_channel_t channel, adc_atten_t atten)
Set the attenuation of a particular channel on ADCI1, and configure its associated GPIO pin mux.

The default ADC voltage is for attenuation 0 dB and listed in the table below. By setting higher attenuation it
is possible to read higher voltages.

Due to ADC characteristics, most accurate results are obtained within the “suggested range” shown in the

following table.

o o o +
| | attenuation | suggested range |
| SoC \ (dB) \ (mV) |
+ + + +
| | 0 | 100 ~ 950 |
| o —————— o —————————— +
| | 2.5 | 100 ~ 1250 |
| ESP32 +4-————————————— Fom +
| | 6 | 150 ~ 1750 |
| o o +
| \ 11 | 150 ~ 2450 |
o o F——————— +
| | 0 | 0 ~ 750 |
| o ———— o ——————— +
| \ 2.5 \ 0 ~ 1050 |
| ESP32-S2 +-————————————— t—————————— +
| \ 6 | 0 ~ 1300 |
| o f—————————— +
| | 11 | 0 ~ 2500 |
e o ————— o ————— +

For maximum accuracy, use the ADC calibration APIs and measure voltages within these recommended
ranges.

$411:: For any given channel, this function must be called before the first time adc1_get_raw () is called
for that channel.

£47¥: This function can be called multiple times to configure multiple ADC channels simultaneously. You
may call adc1_get_raw () only after configuring a channel.

BH
* channel -ADCI channel to configure
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e atten —Attenuation level
R
e ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t adel_config_width (adc_bits_width_t width_bit)
Configure ADC1 capture width, meanwhile enable output invert for ADC1. The configuration is for all channels
of ADCI.
%4 width_bit —Bit capture width for ADCI
A
¢ ESP_OK success
e ESP_ ERR _INVALID ARG Parameter error
int adel_get_raw (adcl_channel_t channel)
Take an ADC1 reading from a single channel.

$51::  ESP32: When the power switch of SARADC1, SARADC2, HALL sensor and AMP sensor is
turned on, the input of GPIO36 and GPIO39 will be pulled down for about 80ns. When enabling power
for any of these peripherals, ignore input from GPIO36 and GPIO39. Please refer to section 3.11 of
‘ECO_and_Workarounds_for_Bugs_in_ESP32’ for the description of this issue. As a workaround, call
adc_power_acquire() in the app. This will result in higher power consumption (by ~ImA), but will remove the
glitches on GPIO36 and GPIO39.

#57¥: Call adcl_config_width () before the first time this function is called.

£47¥: For any given channel, adc1_config_channel_atten(channel) must be called before the first time this
function is called. Configuring a new channel does not prevent a previously configured channel from being
read.

%% channel ~ADCI channel to read
Bl

* -1: Parameter error

* Other: ADCI channel reading.

esp_err_t ade_set_data_inv (adc_unit_t adc_unit, bool inv_en)
Set ADC data invert.
ZH
¢ adc_unit —ADC unit index
* inv_en —whether enable data invert
P[]
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t ade_set_clk_div (uint8_t clk_div)
Set ADC source clock.
% clk_div ~ADC clock divider, ADC clock is divided from APB clock
P[]
e ESP_OK success
esp_err_t adc_set_data_width (adc_unit_t adc_unit, adc_bits_width_t width_bit)
Configure ADC capture width.

S
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* adc_unit —ADC unit index

* width_bit -Bit capture width for ADC unit.
B

¢ ESP_OK success

e ESP_ERR_INVALID_ ARG Parameter error

void adel_ulp_enable (void)
Configure ADCI1 to be usable by the ULP.

This function reconfigures ADC1 to be controlled by the ULP. Effect of this function can be reverted using
adcl_get_raw () function.

Note that adc1_config_channel_atten, adc1_config_width () functions need to be called to configure
ADCI channels, before ADC1 is used by the ULP.
esp_err_t ade2_pad_get_io_num (adc2_channel_t channel, gpio_num_t *gpio_num)
Get the GPIO number of a specific ADC2 channel.
S8
* channel —Channel to get the GPIO number
* gpio_num —output buffer to hold the GPIO number
B
* ESP_OK if success
* ESP_ERR_INVALID ARG if channel not valid
esp_err_t ade2_config_channel_atten (adc2_channel_t channel, adc_atten_t atten)
Configure the ADC2 channel, including setting attenuation.

The default ADC voltage is for attenuation O dB and listed in the table below. By setting higher attenuation it
is possible to read higher voltages.

Due to ADC characteristics, most accurate results are obtained within the “suggested range” shown in the

following table.

fom e —— fom e fom +
| | attenuation | suggested range |
| SoC \ (dB) \ (mV) |
+ + + +
| \ 0 | 100 ~ 950 |
| o o +
| | 2.5 | 100 ~ 1250 |
| ESP32 +—————mm———— t—————————— +
| \ 6 | 150 ~ 1750 |
| e Fom +
| \ 11 | 150 ~ 2450 |
o e o +
| | 0 | 0 ~ 750 |
| o o +
| \ 2.5 | 0 ~ 1050 |
| ESP32-S2 +————————————— - +
| \ 6 | 0 ~ 1300 |
| e o ——— +
| | 11 | 0 ~ 2500 |
o o o +

For maximum accuracy, use the ADC calibration APIs and measure voltages within these recommended
ranges.

£47::  This function also configures the input GPTO pin mux to connect it to the ADC2 channel. It must be
called before calling adc2_get_raw () for this channel.
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£41:: For any given channel, this function must be called before the first time adc2_get_raw () is called
for that channel.

S
* channel ~ADC?2 channel to configure
* atten —Attenuation level

B

ESP_OK success
ESP_ERR_INVALID_ARG Parameter error

esp_err_t ade2_get_raw (adc2_channel_t channel, adc_bits_width_t width_bit, int *raw_out)
Take an ADC2 reading on a single channel.

5 1: ESP32: When the power switch of SARADC1, SARADC2, HALL sensor and AMP sensor is
turned on, the input of GPIO36 and GPIO39 will be pulled down for about 80ns. When enabling power
for any of these peripherals, ignore input from GPIO36 and GPIO39. Please refer to section 3.11 of
‘ECO_and_Workarounds_for_Bugs_in_ESP32’ for the description of this issue. As a workaround, call
adc_power_acquire() in the app. This will result in higher power consumption (by ~ImA), but will remove the
glitches on GPIO36 and GPIO39.

£47:: ESP32: For a given channel, adc2_config_channel_atten () must be called before the first
time this function is called. If Wi-Fi is started via esp_wifi_start (), this function will always fail with
ESP_ERR_TIMEOUT.

1E: ESP32-S2: ADC?2 support hardware arbiter. The arbiter is to improve the use efficiency of ADC2.
After the control right is robbed by the high priority, the low priority controller will read the invalid ADC2
data. Default priority: Wi-Fi > RTC > Digital;

S8
* channel ~ADC?2 channel to read
* width_bit -Bit capture width for ADC2
* raw_out —the variable to hold the output data.
Bl
* ESP_OK if success
* ESP_ERR_TIMEOUT ADC2 is being used by other controller and the request timed out.
* ESP_ERR_INVALID_STATE The controller status is invalid. Please try again.

esp_err_t ade_vref_to_gpio (adc_unit_t adc_unit, gpio_num_t gpio)
Output ADC1 or ADC2’ s reference voltage to adc2_channe_t’ sIO.

This function routes the internal reference voltage of ADCn to one of ADC2’ s channels. This reference
voltage can then be manually measured for calibration purposes.

$41:: ESP32 only supports output of ADC2’ s internal reference voltage.

ZH

* adc_unit —[in] ADC unit index

* gpio —[in] GPIO number (Only ADC2’ s channels IO are supported)
PEA ]

* ESP_OK: v_ref successfully routed to selected GPIO
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* ESP_ERR_INVALID_ARG: Unsupported GPIO

esp_err_t adc2_vref_to_gpio (gpio_num_t gpio)
Output ADC?2 reference voltage to adc2_channe_t’ sIO.

This function routes the internal reference voltage of ADCn to one of ADC2’ s channels. This reference
voltage can then be manually measured for calibration purposes.

Deprecated:

Use adc_vref_to_gpio instead.

%4 gpio —[in] GPIO number (ADC2’ s channels are supported)
Rl

* ESP_OK: v_ref successfully routed to selected GPIO

e ESP_ERR_INVALID_ARG: Unsupported GP1O

esp_err_t ade_digi_initialize (const adc_digi_init_config_t *init_config)
Initialize the Digital ADC.

%% init_config -Pointer to Digital ADC initilization config. Refer to
adc_digi_init_config_t.
PEA ]
* ESP_ERR_INVALID_ARG If the combination of arguments is invalid.
* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags
* ESP_ERR_NO_MEM If out of memory
¢ ESP_OK On success

esp_err_t ade_digi_read_bytes (uint8_t *buf, uint32_t length_max, uint32_t *out_length, uint32_t
timeout_ms)

Read bytes from Digital ADC through DMA.

S8
* buf —[out] Buffer to read from ADC.
* length_max —[in] Expected length of data read from the ADC.
* out_length —[out] Real length of data read from the ADC via this APL
e timeout_ms —[in] Time to wait for data via this API, in millisecond.
B
* ESP_ERR_INVALID_STATE Driver state is invalid. Usually it means the ADC sampling
rate is faster than the task processing rate.
e ESP_ERR_TIMEOUT Operation timed out
¢ ESP_OK On success

esp_err_t ade_digi_start (void)
Start the Digital ADC and DMA peripherals. After this, the hardware starts working.
B
e ESP_ERR_INVALID_STATE Driver state is invalid.
¢ ESP_OK On success
esp_err_t ade_digi_stop (void)
Stop the Digital ADC and DMA peripherals. After this, the hardware stops working.
B
e ESP_ERR_INVALID_STATE Driver state is invalid.
¢ ESP_OK On success
esp_err_t ade_digi_deinitialize (void)
Deinitialize the Digital ADC.

B M
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« ESP_ERR_INVALID_STATE Driver state is invalid.
¢ ESP_OK On success
esp_err_t ade_digi_controller_configure (const adc_digi_configuration_t *config)
Setting the digital controller.
%4 config —Pointer to digital controller paramter. Refer to adc_digi_config_t.
B
« ESP_ERR_INVALID_STATE Driver state is invalid.
* ESP_ERR_INVALID_ARG If the combination of arguments is invalid.
¢ ESP_OK On success
esp_err_t ade_digi_filter_ reset (adc_digi_filter_idx_t idx)
Reset adc digital controller filter.
%% idx Filter index.
B
e ESP_OK Success
esp_err_t ade_digi_filter_set_config (adc_digi_filter_idx_t idX, adc_digi_filter_t *config)
Set adc digital controller filter configuration.

51122 For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled channels of ADC1/ADC?2 unit
at the same time.

SH

¢ idx —Filter index.

* config-See adc_digi_filter t.
B

e ESP_OK Success

esp_err_t ade_digi_filter_get_config (adc_digi_filter_idx_t idX, adc_digi_filter_t *config)
Get adc digital controller filter configuration.

5122 For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled channels of ADC1/ADC?2 unit
at the same time.

ZH

e idx —Filter index.

e config-See adc_digi_filter t.
B

* ESP_OK Success

esp_err_t ade_digi_filter_enable (adc_digi_filter_idx_t idx, bool enable)

Enable/disable adc digital controller filter. Filtering the ADC data to obtain smooth data at higher sampling
rates.

$41:: For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled channels of ADC1/ADC?2 unit
at the same time.

¥

e idx —Filter index.

e enable —Enable/Disable filter.
P[]

¢ ESP_OK Success
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esp_err_t ade_digi_monitor_set_config (adc_digi_monitor_idx_t idx, adc_digi_monitor_t *config)

Config monitor of adc digital controller.

511 For ESP32S2, The monitor will monitor all the enabled channel data of the each ADC unit at the same

time.

SH

¢ idx —Monitor index.

* config-See adc_digi_monitor_t.
B

e ESP_OK Success

esp_err_t ade_digi_monitor_enable (adc_digi_monitor_idx_t idx, bool enable)

Enable/disable monitor of adc digital controller.

2511 For ESP32S2, The monitor will monitor all the enabled channel data of the each ADC unit at the same

time.

ZH

¢ idx —Monitor index.

* enable —True or false enable monitor.
PEA ]

e ESP_OK Success

Structures

struct ade_digi_init_config_s
ADC DMA driver configuration.

Public Members

uint32_tmax_store_buf_size

Max length of the converted data that driver can store before they are processed.

uint32_t conv_num_each_intr

Bytes of data that can be converted in 1 interrupt.

uint32_t adel_chan_mask
Channel list of ADCI1 to be initialized.

uint32_t adc2_chan_mask
Channel list of ADC?2 to be initialized.

struct ade_digi_configuration_t

ADC digital controller settings.

Public Members
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bool conv_1limit_en

To limit ADC conversion times. Conversion stops after finishing conv_1imit_num times conversion.

uint32_t conv_1limit_num

Set the upper limit of the number of ADC conversion triggers. Range: 1 ~ 255.

uint32_t pattern_num
Number of ADC channels that will be used.

adc_digi_pattern_config_t *adc_pattern
List of configs for each ADC channel that will be used.

uint32_t sample_freq hz

The expected ADC sampling frequency in Hz. Range: 611Hz ~ 83333Hz Fs = Fd / interval / 2 Fs:
sampling frequency; Fd: digital controller frequency, no larger than SM for better performance interval:
interval between 2 measurement trigger signal, the smallest interval should not be smaller than the ADC
measurement period, the largest interval should not be larger than 4095

adc_digi_convert_mode_t conv_mode

ADC DMA conversion mode, see adc_digi_convert_mode_t.

adc_digi_output_format_t format
ADC DMA conversion output format, see adc_digi_output_format_t.

Macros

ADC_ATTEN_0db

ADC rtc controller attenuation option.

#41F: This definitions are only for being back-compatible

ADC_ATTEN_2_5db

ADC_ATTEN_6db

ADC_ATTEN_11db

ADC_WIDTH_BIT_ DEFAULT

The default (max) bit width of the ADC of current version. You can also get the maximum bitwidth by
SOC_ADC_MAX_BITWIDTH defined in soc_caps.h.

ADC_WIDTH_9Bit

ADC_WIDTH_10Bit

ADC_WIDTH_11Bit

ADC_WIDTH_12Bit
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ADC_MAX_DELAY

Digital ADC DMA read max timeout value, it may make the adc_digi_read_bytes block forever if the

OS supports.

Type Definitions

typedef struct adc_digi_init_config_s ade_digi_init_config_t
ADC DMA driver configuration.

Enumerations

enum adcl_channel_t

Values:

enumerator ADC1_CHANNEL_0O
ADCI channel 0 is GPIO1

enumerator ADC1_CHANNEL_1
ADCI channel 1 is GPIO2

enumerator ADC1_CHANNEL_2
ADCI channel 2 is GPIO3

enumerator ADC1_CHANNEL_3
ADCI channel 3 is GPIO4

enumerator ADC1_CHANNEL_4
ADCI channel 4 is GPIOS

enumerator ADC1_CHANNEL_5
ADCI channel 5 is GPIO6

enumerator ADC1_CHANNEL_ 6
ADCI channel 6 is GPIO7

enumerator ADC1_CHANNEL_7
ADCI channel 7 is GPIO8

enumerator ADC1_CHANNEL_8
ADCI channel 8 is GPIO9

enumerator ADC1_CHANNEL_9
ADCI channel 9 is GPIO10

enumerator ADC1__CHANNEL_MAX

enum adc2_channel_t

Values:
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enumerator ADC2__CHANNEL_0O
ADC?2 channel 0 is GP1IO4 (ESP32), GPIO11 (ESP32-S2)

enumerator ADC2_CHANNEL_1
ADC?2 channel 1 is GPIOO (ESP32), GPIO12 (ESP32-S2)

enumerator ADC2__CHANNEL_2
ADC?2 channel 2 is GPIO2 (ESP32), GPIO13 (ESP32-S2)

enumerator ADC2_CHANNEL_3
ADC?2 channel 3 is GPIO15 (ESP32), GPIO14 (ESP32-S2)

enumerator ADC2_CHANNEL_4
ADC?2 channel 4 is GPIO13 (ESP32), GPIO15 (ESP32-S2)

enumerator ADC2_CHANNEL_5
ADC?2 channel 5 is GPIO12 (ESP32), GPIO16 (ESP32-S2)

enumerator ADC2__CHANNEL_ 6
ADC?2 channel 6 is GP1IO14 (ESP32), GPIO17 (ESP32-S2)

enumerator ADC2_CHANNEL_ 7
ADC?2 channel 7 is GP1027 (ESP32), GPIO18 (ESP32-S2)

enumerator ADC2_CHANNEL_8
ADC?2 channel 8 is GP1025 (ESP32), GPIO19 (ESP32-S2)

enumerator ADC2__CHANNEL_9
ADC?2 channel 9 is GP1026 (ESP32), GPIO20 (ESP32-S2)

enumerator ADC2_ CHANNEL_MAX

enum adc_i2s_encode_t

ADC digital controller encode option.

Deprecated:
The ESP32-S2 doesn’ tuse I2S DMA. Call adc_digi_output_format_t instead.

Values:

enumerator ADC_ENCODE_12BIT
ADC to DMA data format, , [15:12]-channel [11:0]-12 bits ADC data

enumerator ADC_ENCODE_11BIT
ADC to DMA data format, [15]-unit, [14:11]-channel [10:0]-11 bits ADC data

enumerator ADC_ENCODE_MAX
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Header File

» components/hal/include/hal/adc_types.h

Structures

struct ade_digi_pattern_config_ t

ADC digital controller pattern configuration.

Public Members

uint8_t atten

Attenuation of this ADC channel.

uint8_t channel
ADC channel.

uint8_t unit
ADC unit.

uint§_tbit_width
ADC output bit width.

struct ade_digi_output_data_t
ADC digital controller (DMA mode) output data format. Used to analyze the acquired ADC (DMA) data.

41z ESP32: Only typel is valid. ADC2 does not support DMA mode.

£41:: ESP32-S2: Member channel can be used to judge the validity of the ADC data, because the role of
the arbiter may get invalid ADC data.

Public Members

uintl6_t data
ADC real output data info. Resolution: 12 bit.

ADC real output data info. Resolution: 11 bit.

uintl6_t channel
ADC channel index info.

ADC channel index info. For ESP32-S2: If (channel < ADC_CHANNEL_MAX), The data is valid. If
(channel > ADC_CHANNEL_MAX), The data is invalid.

struct adc_digi_output_data_t::[anonymous]::[anonymous] typel
ADC typel

uintl6_tunit
ADC unit index info. 0: ADCI1; 1: ADC2.
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struct adc_digi_output_data_t::[anonymous]::[anonymous] type2
When the configured output format is 11bit. ADC_DIGI_FORMAT_11BIT

uintl6_t val

Raw data value

struct adc_arbiter_t

ADC arbiter work mode and priority setting.

£51:: ESP32-S2: Only ADC2 support arbiter.

Public Members

adc_arbiter_mode_t mode

Refer to adc_arbiter_mode_t. Note: only support ADC2.

uint®_t rte_pri
RTC controller priority. Range: 0 ~ 2.

uint8_tdig_pri
Digital controller priority. Range: 0 ~ 2.

uint®_t pwdet_pri
Wi-Fi controller priority. Range: 0 ~ 2.

struct ade_digi_filter_t
ADC digital controller (DMA mode) filter configuration.

$41:: For ESP32-S2, The filter object of the ADC is fixed.

#41:: For ESP32-S2, The filter object is always all enabled channels.

Public Members

adc_unit_t ade_unit

Set adc unit number for filter. For ESP32-S2, Filter IDX0/IDX1 can only be used to filter all enabled
channels of ADC1/ADC2 unit at the same time.

adc_channel_t channel

Set adc channel number for filter. For ESP32-S2, it’ s always ADC_CHANNEL_MAX

adc_digi_filter_mode_t mode
Set adc filter mode for filter. See adc_digi_filter_mode_t.
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struct ade_digi_monitor_t

ADC digital controller (DMA mode) monitor configuration.

$41:: For ESP32-S2, The monitor object of the ADC is fixed.

£41:: For ESP32-S2, The monitor object is always all enabled channels.

Public Members

adc_unit_t ade_unit

Set adc unit number for monitor. For ESP32-S2, monitor IDX0/IDX1 can only be used to monitor all
enabled channels of ADC1/ADC2 unit at the same time.

adc_channel_t channel

Set adc channel number for monitor. For ESP32-S2, it’ s always ADC_CHANNEL_MAX

adc_digi_monitor_mode_t mode

Set adc monitor mode. See adc_digi_monitor_mode_t.

uint32_t threshold

Set monitor threshold of adc digital controller.

struct ade_digi_clk_t

ADC digital controller (DMA mode) clock system setting. Calculation formula: controller_clk = (APLL or
APB)/ (div_num + div_a / div_b + 1).

#1¥: : The clocks of the DAC digital controller use the ADC digital controller clock divider.

Public Members

bool use_apll
true: use APLL clock; false: use APB clock.

uint32_t div_num

Division factor. Range: 0 ~ 255. Note: When a higher frequency clock is used (the division factor is less
than 9), the ADC reading value will be slightly offset.

uint32_tdiv_b

Division factor. Range: 1 ~ 63.

uint32_tdiv_a

Division factor. Range: 0 ~ 63.
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Macros
ADC_ARBITER_CONFIG_DEFAULT ()

ADC arbiter default configuration.

41 ESP32S2: Only ADC2 supports (needs) an arbiter.

Enumerations

enum adc_unit_t

ADC unit enumeration.

$&11:: For ADC digital controller (DMA mode), ESP32 doesn’ t support ADC_UNIT_2,ADC_UNIT_BOTH,
ADC_UNIT_ALTER.

Values:

enumerator ADC_UNIT_1
SAR ADC 1.

enumerator ADC_UNIT_2
SAR ADC 2.

enumerator ADC_UNIT_BOTH
SAR ADC 1 and 2.

enumerator ADC_UNIT_ALTER
SAR ADC 1 and 2 alternative mode.

enumerator ADC_UNIT_MAX

enum adc_channel_t

ADC channels handle. See adc1l_channel_t, adc2_channel_t.

£511: For ESP32 ADC1, don’ tuse ADC_CHANNEL_8, ADC_CHANNEL_9. See adcl_channel_t.

Values:

enumerator ADC_CHANNEL_O
ADC channel

enumerator ADC_CHANNEL_1
ADC channel

enumerator ADC_CHANNEL_ 2
ADC channel

enumerator ADC_CHANNEL_3
ADC channel
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enumerator ADC_CHANNEL_ 4
ADC channel

enumerator ADC_CHANNEL_5
ADC channel

enumerator ADC_CHANNEL_6
ADC channel

enumerator ADC_CHANNEL_7
ADC channel

enumerator ADC_CHANNEL_8
ADC channel

enumerator ADC_CHANNEL_9
ADC channel

enumerator ADC_CHANNEL_MAX

enum adc_atten_t

ADC attenuation parameter. Different parameters determine the range of the ADC. See
adcl_config_channel_atten.

Values:

enumerator ADC_ATTEN_DB_0

No input attenuation, ADC can measure up to approx.

enumerator ADC_ATTEN_DB_2_5
The input voltage of ADC will be attenuated extending the range of measurement by about 2.5 dB.

enumerator ADC_ATTEN_DB_6
The input voltage of ADC will be attenuated extending the range of measurement by about 6 dB.

enumerator ADC_ATTEN_DB_12
The input voltage of ADC will be attenuated extending the range of measurement by about 12 dB.

enumerator ADC_ATTEN_DB_11
This is deprecated, it behaves the same as ADC_ATTEN_DB_12

enumerator ADC_ATTEN_MAX

enum adc_bits_width_t

ADC resolution setting option.

£41:: Only used in single read mode

Values:
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enumerator ADC_WIDTH_BIT 13
ADC capture width is 13Bit.

enumerator ADC_WIDTH_MAX

enum adc_digi_convert_mode_t
ADC digital controller (DMA mode) work mode.

Values:

enumerator ADC_CONV_SINGLE_UNIT_1

Only use ADCI for conversion.

enumerator ADC_CONV_SINGLE_UNIT_ 2

Only use ADC2 for conversion.

enumerator ADC_CONV_BOTH_UNIT
Use Both ADC1 and ADC?2 for conversion simultaneously.

enumerator ADC_CONV_ALTER_UNIT
Use both ADC1 and ADC2 for conversion by turn. e.g. ADCI1 -> ADC2 -> ADC1 -> ADC2 ---..

enumerator ADC_CONV_UNIT_ MAX

enum adc_digi_output_format_t

ADC digital controller (DMA mode) output data format option.

Values:

enumerator ADC_DIGI_FORMAT_12BIT

ADC to DMA data format, [15:12]-channel, [11: 0]-12 bits ADC data
(adc_digi_output_data_t). Note: For single convert mode.

enumerator ADC_DIGI_FORMAT_11BIT

ADC to DMA data format, [15]-adc unit, [14:11]-channel, [10: 0]-11 bits ADC data
(adc_digi_output_data_t). Note: For multi or alter convert mode.

enumerator ADC_DIGI_FORMAT MAX

enumerator ADC_DIGI_OUTPUT_FORMAT_TYPE1l
See adc_digi_output_data_t.typel

enumerator ADC_DIGI_OUTPUT FORMAT_ TYPE2
See adc_digi_output_data_t.type2

enum adc_arbiter_mode_t

ADC arbiter work mode option.

£51:: ESP32-S2: Only ADC2 support arbiter.

Values:
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enumerator ADC_ARB_MODE_SHIELD

Force shield arbiter, Select the highest priority controller to work.

enumerator ADC_ARB_MODE_FIX

Fixed priority switch controller mode.

enumerator ADC_ARB_MODE_ LOOP

Loop priority switch controller mode. Each controller has the same priority, and the arbiter will switch
to the next controller after the measurement is completed.

enum adc_digi_filter_idx_t
ADC digital controller (DMA mode) filter index options.

$41:: For ESP32-S2, The filter object of the ADC is fixed.

Values:

enumerator ADC_DIGI_FILTER_IDXO

The filter index 0. For ESP32-S2, It can only be used to filter all enabled channels of ADC1 unit at the
same time.

enumerator ADC_DIGI_FILTER_IDX1

The filter index 1. For ESP32-S2, It can only be used to filter all enabled channels of ADC2 unit at the
same time.

enumerator ADC_DIGI_FILTER_ IDX_MAX

enum adc_digi_filter_mode_t

ADC digital controller (DMA mode) filter type options. Expression: filter_data = (k-1)/k * last_data +
new_data / k.

Values:

enumerator ADC_DIGI_FILTER_IIR_2
The filter mode is first-order IIR filter. The coeflicient is 2.

enumerator ADC_DIGI_FILTER_IIR_4
The filter mode is first-order IIR filter. The coefficient is 4.

enumerator ADC_DIGI_FILTER_IIR_S8
The filter mode is first-order IIR filter. The coefficient is 8.

enumerator ADC_DIGI_FILTER_IIR_16
The filter mode is first-order IIR filter. The coefficient is 16.

enumerator ADC_DIGI_FILTER_IIR_64
The filter mode is first-order IIR filter. The coefficient is 64.

enumerator ADC_DIGI_FILTER_IIR_MAX
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enum adc_digi_monitor_idx_t

ADC digital controller (DMA mode) monitor index options.

$41:: For ESP32-S2, The monitor object of the ADC is fixed.

Values:

enumerator ADC_DIGI_MONITOR_IDXO

The monitor index 0. For ESP32-S2, It can only be used to monitor all enabled channels of ADC1 unit
at the same time.

enumerator ADC_DIGI_MONITOR_IDX1

The monitor index 1. For ESP32-S2, It can only be used to monitor all enabled channels of ADC2 unit
at the same time.

enumerator ADC_DIGI_MONITOR_IDX_MAX

enum adc_digi_monitor_mode_t

Set monitor mode of adc digital controller. MONITOR_HIGH:If ADC_OUT > threshold, Generates monitor
interrupt. MONITOR_LOW: If ADC_OUT < threshold, Generates monitor interrupt.

Values:

enumerator ADC_DIGI_MONITOR_HIGH
If ADC_OUT > threshold, Generates monitor interrupt.

enumerator ADC_DIGI_MONITOR_LOW
If ADC_OUT < threshold, Generates monitor interrupt.

enumerator ADC_DIGI_MONITOR_MAX

enum adc_i2s_source_t
ESP32 ADC DMA source selection.

Deprecated:
Not applicable on ESP32-S2 because ESP32-S2 doesn’ t use 12S DMA.

Values:

enumerator ADC_I2S_DATA_SRC_IO_SIG
12S data from GPIO matrix signal

enumerator ADC_I2S_DATA_SRC_ADC
12S data from ADC

enumerator ADC_I2S_DATA_SRC_MAX

ADC Calibration
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Header File

» components/esp_adc_cal/include/esp_adc_cal.h

Functions
esp_err_t esp_adc_cal_check_efuse (esp_adc_cal_value_t value_type)

Checks if ADC calibration values are burned into eFuse.

This function checks if ADC reference voltage or Two Point values have been burned to the eFuse of the
current ESP32

$41¥:  in ESP32S2, only ESP_ADC_CAL_VAL_EFUSE_TP is supported. Some old ESP32S2s do not
support this, either. In which case you have to calibrate it manually, possibly by performing your own two-
point calibration on the chip.

%% value_type —Type of calibration value (ESP_ADC_CAL_VAL_EFUSE_VREF or
ESP_ADC_CAL_VAL_EFUSE_TP)
Bl
* ESP_OK: The calibration mode is supported in eFuse
e ESP_ERR_NOT_SUPPORTED: Error, eFuse values are not burned
e ESP_ERR_INVALID_ARG: Error, invalid argument
(ESP_ADC_CAL_VAL_DEFAULT_VREF)

esp_adc_cal_value_t esp_adc_cal_characterize (adc_unit_t adc_num, adc_atten_t atten,
adc_bits_width_t bit_width, uint32_t default_vref,
esp_adc_cal_characteristics_t *chars)

Characterize an ADC at a particular attenuation.
This function will characterize the ADC at a particular attenuation and generate the ADC-Voltage curve in the

form of [y = coeff_a * x + coeff_b]. Characterization can be based on Two Point values, eFuse Vref, or default
Vref and the calibration values will be prioritized in that order.

#51: For ESP32, Two Point values and eFuse Vref calibration can be enabled/disabled using menuconfig.
For ESP32s2, only Two Point values calibration and only ADC_WIDTH_BIT_13 is supported. The parameter
default_vref is unused.

ZH
* adc_num —[in] ADC to characterize (ADC_UNIT_1 or ADC_UNIT_2)
e atten [in] Attenuation to characterize
* bit_width —[in] Bit width configuration of ADC
* default_vref —[in] Default ADC reference voltage in mV (Only in ESP32, used if
eFuse values is not available)
* chars —[out] Pointer to empty structure used to store ADC characteristics
B
e ESP_ADC_CAL_VAL_EFUSE_VREF: eFuse Vref used for characterization
* ESP_ADC_CAL_VAL_EFUSE_TP: Two Point value used for characterization (only in
Linear Mode)
e ESP_ADC_CAL_VAL_DEFAULT_VREEF: Default Vref used for characterization

uint32_t esp_adc_cal_raw_to_voltage (uint32_t adc_reading, const esp_adc_cal_characteristics_t
*chars)

Convert an ADC reading to voltage in mV.

This function converts an ADC reading to a voltage in mV based on the ADC’ s characteristics.
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% U Characteristics structure must be initialized before this function is called (call
esp_adc_cal_characterize())

SH

* adc_reading —[in] ADC reading

* chars —[in] Pointer to initialized structure containing ADC characteristics
& IH] Voltage in mV

esp_err_t esp_adc_cal_get_voltage (adc_channel_t channel, const esp_adc_cal_characteristics_t *chars,
uint32_t *voltage)
Reads an ADC and converts the reading to a voltage in mV.

This function reads an ADC then converts the raw reading to a voltage in mV based on the characteristics
provided. The ADC that is read is also determined by the characteristics.

% The Characteristics structure must be initialized before this function is called (call
esp_adc_cal_characterize())

ZH
e channel —[in] ADC Channel to read
e chars —[in] Pointer to initialized ADC characteristics structure
* voltage —[out] Pointer to store converted voltage
izl
¢ ESP_OK: ADC read and converted to mV
* ESP_ERR_INVALID_ARG: Error due to invalid arguments
* ESP_ERR_INVALID_STATE: Reading result is invalid. Try to read again.

Structures

struct esp_adc_cal_characteristics_t

Structure storing characteristics of an ADC.

$&1E: Call esp_adc_cal_characterize() to initialize the structure

Public Members

adc_unit_t ade_num
ADC number

adc_atten_t atten

ADC attenuation

adc_bits_width_t bit_width
ADC bit width

uint32_t coeff_a

Gradient of ADC-Voltage curve
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uint32_t coeff_b
Offset of ADC-Voltage curve

uint32_t vref

Vref used by lookup table

const uint32_t *1low_curve

Pointer to low Vref curve of lookup table (NULL if unused)

const uint32_t *high_curve

Pointer to high Vref curve of lookup table (NULL if unused)

uint8_t version

ADC Calibration

Enumerations

enum esp_adc_cal_value_t

Type of calibration value used in characterization.

Values:

enumerator ESP_ADC_CAL_VAL_EFUSE_VREF

Characterization based on reference voltage stored in eFuse

enumerator ESP_ADC_CAL_VAL_EFUSE_TP

Characterization based on Two Point values stored in eFuse

enumerator ESP_ADC_CAL_VAL_DEFAULT VREF

Characterization based on default reference voltage

enumerator ESP_ADC_CAL_VAL_EFUSE_TP_FIT

Characterization based on Two Point values and fitting curve coefficients stored in eFuse

enumerator ESP_ADC_CAL_VAL_MAX

enumerator ESP_ADC_CAL_VAL_ NOT_SUPPORTED

GPIO Lookup Macros

Header File

» components/soc/esp32s2/include/soc/adc_channel.h

Macros

ADC1_GPIO1_CHANNEL

ADC1_CHANNEL_0_GPIO_NUM
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ADC1_GPIO2_CHANNEL

ADC1_CHANNEL_1_GPIO_NUM

ADC1_GPIO3_CHANNEL

ADC1_CHANNEL_2_GPIO_NUM

ADC1_GPIO4_CHANNEL

ADC1_CHANNEL_3_GPIO_NUM

ADC1_GPIO5_CHANNEL

ADC1_CHANNEL_4_GPIO_NUM

ADC1_GPIO6_CHANNEL

ADC1_CHANNEL_5_GPIO_NUM

ADC1_GPIO7_CHANNEL

ADC1_CHANNEL_6_GPIO_NUM

ADC1_GPIO8_CHANNEL

ADC1_CHANNEL_7_GPIO_NUM

ADC1_GPIO9_CHANNEL

ADC1_CHANNEL_8_GPIO_NUM

ADC1_GPIO10_CHANNEL

ADC1_CHANNEL_9_GPIO_NUM

ADC2_GPIO11l_CHANNEL

ADC2_CHANNEL_0_GPIO_NUM

ADC2_GPIO12_CHANNEL

ADC2_CHANNEL_1_GPIO_NUM

ADC2_GPIO13_CHANNEL
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ADC2_CHANNEL_2_GPIO_NUM
ADC2_GPIO14_CHANNEL
ADC2_CHANNEL_3_GPIO_NUM
ADC2_GPIO15_CHANNEL
ADC2_CHANNEL_4_GPIO_NUM
ADC2_GPIO16_CHANNEL
ADC2_CHANNEL_5_GPIO_NUM
ADC2_GPIO17_CHANNEL
ADC2_CHANNEL_6_GPIO_NUM
ADC2_GPIO18_CHANNEL
ADC2_CHANNEL_7_GPIO_NUM
ADC2_GPIO19_CHANNEL
ADC2_CHANNEL_8_GPIO_NUM
ADC2_GPIO20_CHANNEL

ADC2_CHANNEL_9_GPIO_NUM

2.2.2 Digital To Analog Converter (DAC)

Overview

ESP32-S2 has two 8-bit DAC (digital to analog converter) channels, connected to GPIO17 (Channel 1) and GPIO18
(Channel 2).

The DAC driver allows these channels to be set to arbitrary voltages.

The DAC channels can also be driven with DMA-style written sample data by the digital controller, however the
driver does not supported this yet.

For other analog output options, see the Sigma-delta Modulation module and the LED Control module. Both these
modules produce high frequency PWM output, which can be hardware low-pass filtered in order to generate a lower
frequency analog output.
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Application Example

Setting DAC channel 1 (GPIO17) voltage to approx 0.78 of VDD_A voltage (VDD * 200/ 255). For VDD_A 3.3V,
this is 2.59V.

#include <driver/dac.h>

dac_output_enable (DAC_CHANNEL_1);
dac_output_voltage (DAC_CHANNEL_1, 200);

API Reference

Header File

¢ components/driver/esp32s2/include/driver/dac.h

Functions
esp_err_t dac_digi_init (void)

DAC digital controller initialization.
B
¢ ESP_OK success
esp_err_t dac_digi_deinit (void)
DAC digital controller deinitialization.
B
* ESP_OK success
esp_err_t dac_digi_controller_config (const dac_digi_config_t *cfg)
Setting the DAC digital controller.
%% cfqg —Pointer to digital controller paramter. See dac_digi_config t.
B
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t dac_digi_start (void)
DAC digital controller start output voltage.
B
e ESP_OK success
esp_err_t dac_digi_stop (void)
DAC digital controller stop output voltage.
B
e ESP_OK success
esp_err_t dac_digi_fifo_reset (void)
Reset DAC digital controller FIFO.
B
e ESP_OK success
esp_err_t dac_digi_reset (void)
Reset DAC digital controller.
B
e ESP_OK success
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Header File

» components/driver/include/driver/dac_common.h

Functions
esp_err_t dac_pad_get_io_num (dac_channel_t channel, gpio_num_t *gpio_num)

Get the GPIO number of a specific DAC channel.

S8
* channel —Channel to get the gpio number
* gpio_num —output buffer to hold the gpio number
B
* ESP_OK if success
esp_err_t dac_output_voltage (dac_channel_t channel, uint8_t dac_value)

Set DAC output voltage. DAC output is 8-bit. Maximum (255) corresponds to VDD3P3_RTC.

£41:: Need to configure DAC pad before calling this function. DAC channel 1 is attached to GP1025, DAC
channel 2 is attached to GP1I026

SH

¢ channel -DAC channel

* dac_value -DAC output value
B

e ESP_OK success

esp_err_t dac_output_enable (dac_channel_t channel)
DAC pad output enable.

£41:: DAC channel 1 is attached to GPIO25, DAC channel 2 is attached to GPI026 12S left channel will be
mapped to DAC channel 2 128 right channel will be mapped to DAC channel 1

%% channel -DAC channel

esp_err_t dac_output_disable (dac_channel_t channel)
DAC pad output disable.

£511: DAC channel 1 is attached to GPIO25, DAC channel 2 is attached to GPIO26

%% channel —-DAC channel
Bl
¢ ESP_OK success
esp_err_t dac_cw_generator_enable (void)
Enable cosine wave generator output.
Bl
e ESP_OK success
esp_err_t dac_cw_generator_disable (void)
Disable cosine wave generator output.
Bl
¢ ESP_OK success
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esp_err_t dac_cw_generator_config (dac_cw_config_t *cw)

Config the cosine wave generator function in DAC module.

%% cw —Configuration.
FE ]
e ESP_OK success
e ESP_ERR_INVALID_ARG The parameter is NULL.

GPIO Lookup Macros Some useful macros can be used to specified the GPIO number of a DAC channel, or vice
versa. e.g.

1. DAC_CHANNEL_1_GPIO_NUM is the GPIO number of channel 1 (GPIO17);
2. DAC_GPIO18_CHANNEL is the channel number of GPIO 26 (channel 2).

Header File

» components/soc/esp32s2/include/soc/dac_channel.h

Macros

DAC_GPIO17_CHANNEL

DAC_CHANNEL_1_GPIO_NUM

DAC_GPIO18_CHANNEL

DAC_CHANNEL_2_GPIO_NUM

Header File

» components/hal/include/hal/dac_types.h

Structures

struct dac_cw_config_t

Config the cosine wave generator function in DAC module.

Public Members

dac_channel_t en_ch

Enable the cosine wave generator of DAC channel.

dac_cw_scale_t scale

Set the amplitude of the cosine wave generator output.

dac_cw_phase_t phase

Set the phase of the cosine wave generator output.

uint32_t freq
Set frequency of cosine wave generator output. Range: 130(130Hz) ~ 55000(100KHz).
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int8_t offset
Set the voltage value of the DC component of the cosine wave generator output. Note: Unreasonable
settings can cause waveform to be oversaturated. Range: -128 ~ 127.
struct dac_digi_config_t

DAC digital controller (DMA mode) configuration parameters.

Public Members

dac_digi_convert_mode_t mode

DAC digital controller (DMA mode) work mode. See dac_digi_convert_mode_t.

uint32_t interval

The number of interval clock cycles for the DAC digital controller to output voltage. The unit is the
divided clock. Range: 1 ~4095. Expression: dac_output_freg=controller_clk /interval.
Refer to adc_digi_clk_t. Note: The sampling rate of each channel is also related to the conversion
mode (See dac_digi_convert_mode_t) and pattern table settings.

adc_digi_clk_t dig_clk

DAC digital controller clock divider settings. Refer to adc_digi_clk_t. Note: The clocks of the
DAC digital controller use the ADC digital controller clock divider.

Enumerations
enum dac_channel_t

Values:

enumerator DAC_CHANNEL_1
DAC channel 1 is GPIO25(ESP32) / GPIO17(ESP32S2)

enumerator DAC_CHANNEL_2
DAC channel 2 is GPIO26(ESP32) / GPIO18(ESP32S2)

enumerator DAC_CHANNEL_MAX

enum dac_cw_scale_t

The multiple of the amplitude of the cosine wave generator. The max amplitude is VDD3P3_RTC.

Values:

enumerator DAC_CW_SCALE_1
1/1. Default.

enumerator DAC_CW_SCALE_2
172.

enumerator DAC_CW_SCALE_4
1/4.
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enumerator DAC_CW_SCALE_8

1/8.

enum dac_cw_phase_t

Set the phase of the cosine wave generator output.

Values:

enumerator DAC_CW_PHASE_0O

enumerator DAC_CW_PHASE_180

enum dac_digi_convert_mode_t

Phase shift +0°

Phase shift +180°

DAC digital controller (DMA mode) work mode.

Values:

enumerator DAC_CONV_NORMAL
The data in the DMA buffer is simultaneously output to the enable channel of the DAC.

enumerator DAC_CONV_ALTER
The data in the DMA buffer is alternately output to the enable channel of the DAC.

enumerator DAC_CONV_MAX

2.2.3 GPIO & RTC GPIO

Overview

The ESP32-S2 chip features 43 physical GPIO pads. Some GPIO pads cannot be used or do not have the corre-
sponding pin on the chip package. For more details, see ESP32-S2 Technical Reference Manual > 10 MUX and GPIO
Matrix (GPIO, I0_MUX) [PDF]. Each pad can be used as a general purpose I/O or can be connected to an internal
peripheral signal.

The table below provides more information on pin usage, and please note the comments in the table for GPIOs with

restrictions.

GPIO Analog Function RTC GPIO Comment

GPIOO RTC_GPIOO0 Strapping pin

GPIO1 ADC1_CHO RTC_GPIO1

GPIO2 ADCI1_CHI RTC_GPIO2

GPIO3 ADC1_CH2 RTC_GPIO3

GPIO4 ADCI1_CH3 RTC_GPIO4

GPIOS ADC1_CH4 RTC_GPIOS

GPIO6 ADCI1_CH5 RTC_GPIO6

GPIO7 ADCI1_CH6 RTC_GPIO7

GPIOS ADCI1_CH7 RTC_GPIO8

GPIO9 ADCI1_CHS RTC_GPIO9

GPIO10 ADC1_CH9 RTC_GPIO10

GPIO11 ADC2_CHO RTC_GPIO11

T TI4kEE
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R1-ZIW

GPIO

Analog Function

RTC GPIO

Comment

GPIO12

ADC2_CHI1

RTC_GPIO12

GPIO13

ADC2_CH2

RTC_GPIO13

GPIO14

ADC2_CH3

RTC_GPIO14

GPIOI15

ADC2_CH4

RTC_GPIOI5

GPIO16

ADC2_CHS5

RTC_GPIO16

GPIO17

ADC2_CH6

RTC_GPIO17

GPIO18

ADC2_CH7

RTC_GPIO18

GPIO19

ADC2_CHS

RTC_GPIO19

GPIO20

ADC2_CH9

RTC_GPIO20

GPIO21 RTC_GPIO21
GPI1026 SPI0/1
GPIO27 SP10/1
GPI1028 SPI0/1
GPI1029 SP10/1
GPI1O30 SPI0/1
GPIO31 SP10/1
GPI1032 SP10/1
GPIO33
GP1034
GPIO35
GPIO36
GPI10O37
GPIO38
GPIO39 JTAG
GPIO40 JTAG
GPI1041 JTAG
GPI1042 JTAG
GPI1043
GP1044
GPIO45 Strapping pin

GPIO46 GPI; Strapping pin

il
« Strapping pin: GPIO0, GPIO45 and GPI046 are strapping pins. For more infomation, please refer to ESP32-
S2 datasheet
SPI0/1: GPIO26-32 are usually used for SPI flash and PSRAM and not recommended for other uses.
e JTAG: GPIO39-42 are usually used for inline debug.
GPI: GPIOA46 is fixed to pull-down and is input only.

There is also separate “RTC GPIO” support, which functions when GPIOs are routed to the “RTC” low-power
and analog subsystem. These pin functions can be used when:

* In deep sleep
e The Ultra Low Power co-processor is running
* Analog functions such as ADC/DAC/etc are in use.

Application Example

GPIO output and input interrupt example: peripherals/gpio/generic_gpio.
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API Reference - Normal GPIO

Header File

» components/driver/include/driver/gpio.h

Functions
esp_err_t gpio_config (const gpio_config_t *pGPIOConfig)

GPIO common configuration.
Configure GPIO’ s Mode,pull-up,PullDown,Intr Type

%% pGPIOConfig —Pointer to GPIO configure struct
B
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t gpio_reset_pin (gpio_num_t gpio_num)

Reset an gpio to default state (select gpio function, enable pullup and disable input and output).

#41: This function also configures the IOMUX for this pin to the GPIO function, and disconnects any other
peripheral output configured via GPIO Matrix.

%% gpio_num —~GPIO number.
R\ Always return ESP_OK.

esp_err_t gpio_set_intr_type (gpio_num_t gpio_num, gpio_int_type_t intr_type)
GPIO set interrupt trigger type.

S8

* gpio_num —~GPIO number. If you want to set the trigger type of e.g. of GPIOI6,
gpio_num should be GPIO_NUM_16 (16);

* intr_type —Interrupt type, select from gpio_int_type_t

Bl
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_intr_enable (gpio_num_t gpio_num)

Enable GPIO module interrupt signal.

% 1¥: ESP32: Please do not use the interrupt of GPIO36 and GPIO39 when using ADC or Wi-Fi and
Bluetooth with sleep mode enabled. Please refer to the comments of adc1_get_raw. Please refer to Section
3.11 of ESP32 ECO and Workarounds for Bugs for the description of this issue. As a workaround, call
adc_power_acquire() in the app. This will result in higher power consumption (by ~1mA), but will remove the
glitches on GPI036 and GPI039.

%% gpio_num —GPIO number. If you want to enable an interrupt on e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
Bl
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_intr_disable (gpio_num_t gpio_num)

Disable GPIO module interrupt signal.

%% gpio_num -GPIO number. If you want to disable the interrupt of e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
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R
e ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_set_level (gpio_num_t gpio_num, uint32_t level)
GPIO set output level.

SH
* gpio_num-GPIO number. If you want to set the output level of e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
* level —Output level. 0: low ; 1: high
A
* ESP_OK Success
« ESP_ERR_INVALID ARG GPIO number error

int gpio_get_level (gpio_num_t gpio_num)
GPIO get input level.

¢ te: If the pad is not configured for input (or input and output) the returned value is always 0.

%%t gpio_num-GPIO number. If you want to get the logic level of e.g. pin GPIO16, gpio_num
should be GPIO_NUM_16 (16);
B
* 0 the GPIO input level is 0
* 1 the GPIO input level is 1

esp_err_t gpio_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)
GPIO set direction.

Configure GPIO direction,such as output_only,input_only,output_and_input

BH
* gpio_num —Configure GPIO pins number, it should be GPIO number. If you want to
set direction of e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);
* mode —GPIO direction
Bl
* ESP_OK Success
» ESP_ERR_INVALID_ARG GPIO error

esp_err_t gpio_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)
Configure GPIO pull-up/pull-down resistors.

£47E: ESP32: Only pins that support both input & output have integrated pull-up and pull-down resistors.
Input-only GPIOs 34-39 do not.

SH
* gpio_num —~GPIO number. If you want to set pull up or down mode for e.g. GPIO16,
gpio_num should be GPIO_NUM_16 (16);
* pull -GPIO pull up/down mode.

B

ESP_OK Success
e ESP_ERR_INVALID_ARG : Parameter error

esp_err_t gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable GPIO wake-up function.
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e gpio_num —GPIO number.
* intr_type -GPIO wake-up type. Only GPIO_INTR_LOW_LEVEL or
GPIO_INTR_HIGH_LEVEL can be used.
B
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error

esp_err_t gpio_wakeup_disable (gpio_num_t gpio_num)
Disable GPIO wake-up function.

%% gpio_num —~GPIO number
Rl
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, gpio_isr_handle_t *handle)

Register GPIO interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on.

This ISR function is called whenever any GPIO interrupt occurs. See the alternative gpio_install_isr_service()
and gpio_isr_handler_add() API in order to have the driver support per-GPIO ISRs.

To disable or remove the ISR, pass the returned handle to the interrupt allocation functions.

SH
» fn —Interrupt handler function.
* arg —Parameter for handler function
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here.
B
e ESP_OK Success ;
e ESP_ERR_INVALID_ARG GPIO error
* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags

esp_err_t gpio_pullup_en (gpio_num_t gpio_num)
Enable pull-up on GPIO.

%% gpio_num —~GPIO number
PEA ]
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_pullup_dis (gpio_num_t gpio_num)
Disable pull-up on GPIO.
%4 gpio_num —GPIO number
P
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t gpio_pulldown_en (gpio_num_t gpio_num)
Enable pull-down on GPIO.
%# gpio_num —GPIO number
Bl
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t gpio_pulldown_dis (gpio_num_t gpio_num)
Disable pull-down on GPIO.

%% gpio_num ~GPIO number
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R
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_install_isr_service (intintr_alloc_flags)

Install the driver’ s GPIO ISR handler service, which allows per-pin GPIO interrupt handlers.

This function is incompatible with gpio_isr_register() - if that function is used, a single global ISR is registered
for all GPIO interrupts. If this function is used, the ISR service provides a global GPIO ISR and individual pin
handlers are registered via the gpio_isr_handler_add() function.

%% intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
B
e ESP_OK Success
* ESP_ERR_NO_MEM No memory to install this service
* ESP_ERR_INVALID_STATE ISR service already installed.
* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags
e ESP_ERR_INVALID_ARG GPIO error

void gpio_uninstall_isr_service (void)

Uninstall the driver’ s GPIO ISR service, freeing related resources.

esp_err_t gpio_isr_handler_add (gpio_num_t gpio_num, gpio_isr_t isr_handler, void *args)
Add ISR handler for the corresponding GPIO pin.

Call this function after using gpio_install_isr_service() to install the driver’ s GPIO ISR handler service.

The pin ISR handlers no longer need to be declared with IRAM_ATTR, unless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in gpio_install_isr_service().

)

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as “ISR stack size’
in menuconfig). This limit is smaller compared to a global GPIO interrupt handler due to the additional level
of indirection.

ZH
* gpio_num —-GPIO number
* isr_handler ISR handler function for the corresponding GPIO number.
* args —parameter for ISR handler.
Bl
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ ERR_INVALID ARG Parameter error

esp_err_t gpio_isr_handler_remove (gpio_num_t gpio_num)

Remove ISR handler for the corresponding GPIO pin.

%# gpio_num —GPIO number

Bl
¢ ESP_OK Success
o ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP ERR _INVALID ARG Parameter error

esp_err_t gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set GPIO pad drive capability.
S8
* gpio_num —GPIO number, only support output GPIOs

* strength —Drive capability of the pad
B

ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error

Espressif Systems 266 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

esp_err_t gpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)
Get GPIO pad drive capability.

S8
* gpio_num —GPIO number, only support output GPIOs
* strength —Pointer to accept drive capability of the pad
B
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error

esp_err_t gpio_hold_en (gpio_num_t gpio_num)

Enable gpio pad hold function.

When the pin is set to hold, the state is latched at that moment and will not change no matter how the internal
signals change or how the IO MUX/GPIO configuration is modified (including input enable, output enable,
output value, function, and drive strength values). It can be used to retain the pin state through a core reset and
system reset triggered by watchdog time-out or Deep-sleep events.

The gpio pad hold function works in both input and output modes, but must be output-capable gpios. If pad
hold enabled: in output mode: the output level of the pad will be force locked and can not be changed. in input
mode: input read value can still reflect the changes of the input signal.

The state of the digital gpio cannot be held during Deep-sleep, and it will resume to hold at its default pin
state when the chip wakes up from Deep-sleep. If the digital gpio also needs to be held during Deep-sleep,
gpio_deep_sleep_hold_en should also be called.

Power down or call gpio_hold_dis will disable this function.

%%t gpio_num -GPIO number, only support output-capable GPIOs
B

* ESP_OK Success

* ESP_ERR_NOT_SUPPORTED Not support pad hold function

esp_err_t gpio_hold_dis (gpio_num_t gpio_num)
Disable gpio pad hold function.
When the chip is woken up from Deep-sleep, the gpio will be set to the default mode, so, the gpio will output
the default level if this function is called. If you don’ t want the level changes, the gpio should be configured
to a known state before this function is called. e.g. If you hold gpiol8 high during Deep-sleep, after the chip
is woken up and gpio_hold_dis is called, gpiol8 will output low level(because gpiol8 is input mode by

default). If you don’ t want this behavior, you should configure gpio18 as output mode and set it to hight level
before calling gpio_hold_dis.

%% gpio_num —GPIO number, only support output-capable GPIOs
Bl
¢ ESP_OK Success
* ESP_ERR_NOT_SUPPORTED Not support pad hold function
void gpio_deep_sleep_hold_en (void)
Enable all digital gpio pads hold function during Deep-sleep.

Enabling this feature makes all digital gpio pads be at the holding state during Deep-sleep. The state of each
pad holds is its active configuration (not pad’ s sleep configuration!).

Note that this pad hold feature only works when the chip is in Deep-sleep mode. When the chip is in active
mode, the digital gpio state can be changed freely even you have called this function.

After this API is being called, the digital gpio Deep-sleep hold feature will work during every sleep process.
You should call gpio_deep_sleep_hold_dis to disable this feature.

void gpio_deep_sleep_hold_dis (void)
Disable all digital gpio pads hold function during Deep-sleep.
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void gpio_iomux_in (uint32_t gpio_num, uint32_t signal_idx)
Set pad input to a peripheral signal through the IOMUX.
BH
* gpio_num —~GPIO number of the pad.
* signal_idx —Peripheral signal id to input. One of the * _IN_IDX signals in soc/
gpio_sig_map.h.
void gpio_iomux_out (uint8_t gpio_num, int func, bool oen_inv)
Set peripheral output to an GPIO pad through the IOMUX.
BH
* gpio_num —gpio_num GPIO number of the pad.
* func —The function number of the peripheral pin to output pin. One of the FUNC_X_ *
of specified pin (X) in soc/io_mux_reg.h.
» oen_inv -True if the output enable needs to be inverted, otherwise False.
esp_err_t gpio_force_hold_all (void)
Force hold all digital and rtc gpio pads.

GPIO force hold, no matter the chip in active mode or sleep modes.

This function will immediately cause all pads to latch the current values of input enable, output enable, output
value, function, and drive strength values.

% M. This function will hold flash and UART pins as well. Therefore, this function, and all code run
afterwards (till calling gpio_force_unhold_all todisable this feature), MUST be placed in internal
RAM as holding the flash pins will halt SPI flash operation, and holding the UART pins will halt any UART

logging.

esp_err_t gpio_force_unhold_all (void)

Force unhold all digital and rtc gpio pads.

esp_err_t gpio_sleep_sel_en (gpio_num_t gpio_num)
Enable SLP_SEL to change GPIO status automantically in lightsleep.
%% gpio_num —GPIO number of the pad.
B
* ESP_OK Success
esp_err_t gpio_sleep_sel_dis (gpio_num_t gpio_num)
Disable SLP_SEL to change GPIO status automantically in lightsleep.

%% gpio_num —GPIO number of the pad.
Bl
¢ ESP_OK Success
esp_err_t gpio_sleep_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)
GPIO set direction at sleep.

Configure GPIO direction,such as output_only,input_only,output_and_input

SH
* gpio_num —Configure GPIO pins number, it should be GPIO number. If you want to
set direction of e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);
¢ mode —GPIO direction

B

ESP_OK Success
 ESP_ERR_INVALID_ARG GPIO error

Espressif Systems 268 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. AP1 &%

esp_err_t gpio_sleep_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)

Configure GPIO pull-up/pull-down resistors at sleep.

£47¥: ESP32: Only pins that support both input & output have integrated pull-up and pull-down resistors.

Input-only GPIOs 34-39 do not.

B

¢ gpio_num —GPIO number. If you want to set pull up or down mode for e.g. GPIO16,

gpio_num should be GPIO_NUM_16 (16);
pull -GPIO pull up/down mode.

$eq |
e ESP_OK Success
e ESP_ERR_INVALID_ ARG : Parameter error

Macros

GPIO_PIN_COUNT
GPIO_IS_VALID_GPIO (gpio_num)
Check whether it is a valid GPIO number.

GPIO_IS_VALID_OUTPUT_ GPIO (gpio_num)
Check whether it can be a valid GPIO number of output mode.

GPIO_IS_VALID_DIGITAL_IO_PAD (gpio_num)
Check whether it can be a valid digital I/O pad.

Type Definitions

typedef intr_handle_t gpio_isr_handle_t

Header File
» components/hal/include/hal/gpio_types.h

Structures

struct gpio_config t

Configuration parameters of GPIO pad for gpio_config function.

Public Members

uint64_t pin_bit_mask
GPIO pin: set with bit mask, each bit maps to a GPIO

gpio_mode_t mode

GPIO mode: set input/output mode

gpio_pullup_t pull_up_en
GPIO pull-up
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gpio_pulldown_t pull_down_en

GPIO pull-down

gpio_int_type_t intr_type
GPIO interrupt type

Macros

GPIO_SEL_0
Pin O selected

GPIO_SEL_1

Pin 1 selected

GPIO_SEL_2
Pin 2 selected

GPIO_SEL_3
Pin 3 selected

GPIO_SEL_4
Pin 4 selected

GPIO_SEL_5
Pin 5 selected

GPIO_SEL_6
Pin 6 selected

GPIO_SEL_7
Pin 7 selected

GPIO_SEL_8
Pin 8 selected

GPIO_SEL_9
Pin 9 selected

GPIO_SEL_10
Pin 10 selected

GPIO_SEL_11
Pin 11 selected

GPIO_SEL_12
Pin 12 selected

GPIO_SEL_13
Pin 13 selected
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GPIO_SEL_14
Pin 14 selected

GPIO_SEL_15
Pin 15 selected

GPIO_SEL_16
Pin 16 selected

GPIO_SEL_17
Pin 17 selected

GPIO_SEL_18
Pin 18 selected

GPIO_SEL_19
Pin 19 selected

GPIO_SEL_20
Pin 20 selected

GPIO_SEL_21
Pin 21 selected

GPIO_SEL_26
Pin 26 selected

GPIO_SEL_27
Pin 27 selected

GPIO_SEL_28
Pin 28 selected

GPIO_SEL_29
Pin 29 selected

GPIO_SEL_30
Pin 30 selected

GPIO_SEL_31
Pin 31 selected

GPIO_SEIL_32
Pin 32 selected

GPIO_SEL_33
Pin 33 selected
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GPIO_SEL_34
Pin 34 selected

GPIO_SEL_35
Pin 35 selected

GPIO_SEL_36
Pin 36 selected

GPIO_SEL_37
Pin 37 selected

GPIO_SEL_38
Pin 38 selected

GPIO_SEL_39
Pin 39 selected

GPIO_SEL_40
Pin 40 selected

GPIO_SEL_41
Pin 41 selected

GPIO_SEI_42
Pin 42 selected

GPIO_SEL_43
Pin 43 selected

GPIO_SEI_44
Pin 44 selected

GPIO_SEL_45
Pin 45 selected

GPIO_SEL_46
Pin 46 selected

GPIO_PIN_REG_O

GPIO_PIN_REG_1

GPIO_PIN_REG_2

GPIO_PIN_REG_3

GPIO_PIN_REG_4
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GPIO_PIN_REG_5

GPIO_PIN_REG_6

GPIO_PIN_REG_7

GPIO_PIN_REG_S8

GPIO_PIN_REG_9

GPIO_PIN_REG_10

GPIO_PIN_REG_11

GPIO_PIN_REG_12

GPIO_PIN_REG_13

GPIO_PIN REG_14

GPIO_PIN_REG_15

GPIO_PIN_REG_16

GPIO_PIN_REG_17

GPIO_PIN_REG_18

GPIO_PIN_REG_19

GPIO_PIN_REG_20

GPIO_PIN_REG_21

GPIO_PIN_REG_22

GPIO_PIN_REG_23

GPIO_PIN_REG_24

GPIO_PIN_REG_25

GPIO_PIN_REG_26

GPIO_PIN_REG_27
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GPIO_PIN_REG_28

GPIO_PIN_REG_29

GPIO_PIN_REG_30

GPIO_PIN_REG_31

GPIO_PIN_REG_32

GPIO_PIN_REG_33

GPIO_PIN_REG_34

GPIO_PIN_REG_35

GPIO_PIN_REG_36

GPIO_PIN_REG_37

GPIO_PIN_REG_38

GPIO_PIN_REG_39

GPIO_PIN_REG_40

GPIO_PIN_REG_41

GPIO_PIN_REG_42

GPIO_PIN_REG_43

GPIO_PIN_REG_44

GPIO_PIN_REG_45

GPIO_PIN_REG_46

GPIO_PIN_REG_47

GPIO_PIN_REG_48

Type Definitions

typedef void (*gpio_isr_t)(void*)
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Enumerations

enum gpio_port_t

Values:

enumerator GPIO_PORT_0

enumerator GPIO_PORT_MAX

enum gpio_num_t

Values:

enumerator GPIO_NUM_NC

Use to signal not connected to S/'W

enumerator GPIO_NUM_0
GPIOO, input and output

enumerator GPTIO_NUM_1
GPIO1, input and output

enumerator GPIO_NUM_2
GPIO2, input and output

enumerator GPIO_NUM_3
GPIO3, input and output

enumerator GRIO_NUM 4
GPIO4, input and output

enumerator GPIO_NUM_5
GPIOS, input and output

enumerator GPIO_NUM_ 6
GPIOG, input and output

enumerator GPIO_NUM_7
GPIO7, input and output

enumerator GPIO_NUM_8
GPIOS8, input and output

enumerator GPTIO_NUM_9
GPIO9, input and output

enumerator GPIO_NUM_10
GPIO10, input and output

enumerator GPTO_NUM_11
GPIO11, input and output
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enumerator GPIO_NUM_12
GPIO12, input and output

enumerator GPIO_NUM_13
GPIO13, input and output

enumerator GPIO_NUM_14
GPIO14, input and output

enumerator GPIO_NUM_15
GPIO15, input and output

enumerator GPIO_NUM_16
GPIO16, input and output

enumerator GPIO_NUM_17
GPIO17, input and output

enumerator GPIO_NUM_18
GPIO18, input and output

enumerator GPIO_NUM_19
GPIO19, input and output

enumerator GPIO_NUM_20
GPIO20, input and output

enumerator GPTIO_NUM_21
GPIO21, input and output

enumerator GPIO_NUM_26
GPIO26, input and output

enumerator GPIO_NUM_27
GPIO27, input and output

enumerator GPTIO_NUM_28
GPIO28, input and output

enumerator GPTIO_NUM_29
GPIO29, input and output

enumerator GPIO_NUM_30
GPIO30, input and output

enumerator GPTIO_NUM_31
GPIO31, input and output
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enumerator GPIO_NUM_32
GPIO32, input and output

enumerator GPIO_NUM_33
GPIO33, input and output

enumerator GPIO_NUM_34
GPIO34, input and output

enumerator GPIO_NUM_35
GPIO35, input and output

enumerator GPIO_NUM_36
GPIO36, input and output

enumerator GPIO_NUM_37
GPIO37, input and output

enumerator GPIO_NUM_38
GPIO38, input and output

enumerator GPTIO_NUM_39
GPIO39, input and output

enumerator GPIO_NUM_40
GPIO40, input and output

enumerator GPIO_NUM_41
GPIO41, input and output

enumerator GPIO_NUM_42
GPIO42, input and output

enumerator GPTIO_NUM_43
GPIOA43, input and output

enumerator GPIO_NUM_44
GPI044, input and output

enumerator GPIO_NUM_45
GPIO45, input and output

enumerator GPIO_NUM_46
GPIO46, input mode only

enumerator GPIO_NUM_MAX

enum gpio_int_type_t

Values:
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enumerator GPIO_INTR_DISABLE
Disable GPIO interrupt

enumerator GPIO_INTR_POSEDGE
GPIO interrupt type : rising edge

enumerator GPIO_INTR_NEGEDGE
GPIO interrupt type : falling edge

enumerator GPIO_INTR_ANYEDGE
GPIO interrupt type : both rising and falling edge

enumerator GPIO_INTR_LOW_LEVEL
GPIO interrupt type : input low level trigger

enumerator GPIO_INTR_HIGH_LEVEL
GPIO interrupt type : input high level trigger

enumerator GPIO_INTR_MAX

enum gpio_mode_t

Values:

enumerator GPIO_MODE_DISABLE
GPIO mode : disable input and output

enumerator GPIO_MODE_INPUT
GPIO mode : input only

enumerator GPIO_MODE_OUTPUT
GPIO mode : output only mode

enumerator GPIO_MODE_OUTPUT_OD

GPIO mode : output only with open-drain mode

enumerator GPIO_MODE__INPUT_OUTPUT_OD

GPIO mode : output and input with open-drain mode

enumerator GPIO_MODE__INPUT_OUTPUT
GPIO mode : output and input mode

enum gpio_pullup_t

Values:

enumerator GPIO_PULLUP_DISABLE
Disable GPIO pull-up resistor

enumerator GPIO_PULLUP_ENABLE
Enable GPIO pull-up resistor
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enum gpio_pulldown_t

Values:

enumerator GPIO_PULLDOWN_DISABLE
Disable GPIO pull-down resistor

enumerator GPIO_PULLDOWN_ENABLE
Enable GPIO pull-down resistor

enum gpio_pull_mode_t

Values:

enumerator GPIO_PULLUP_ONLY
Pad pull up

enumerator GPIO_PULLDOWN_ONLY
Pad pull down

enumerator GPIO_PULLUP_PULLDOWN
Pad pull up + pull down

enumerator GPIO_FLOATING
Pad floating

enum gpio_drive_cap_t

Values:

enumerator GPIO_DRIVE_CAP_O
Pad drive capability: weak

enumerator GPIO_DRIVE_CAP_1

Pad drive capability: stronger

enumerator GPIO_DRIVE_CAP_2

Pad drive capability: medium

enumerator GRIO_DRIVE_CAP_DEFAULT

Pad drive capability: medium

enumerator GPIO_DRIVE_CAP_3
Pad drive capability: strongest

enumerator GRPIO_DRIVE_CAP_MAX

API Reference - RTC GPIO

Header File

» components/driver/include/driver/rtc_io.h
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Functions
static inline bool rtc_gpio_is_valid_gpio (gpio_num_t gpio_num)

Determine if the specified GPIO is a valid RTC GPIO.

%% gpio_num —GPIO number
& I] true if GPIO is valid for RTC GPIO use. false otherwise.
static inline int rtc_io_number_get (gpio_num_t gpio_num)

Get RTC IO index number by gpio number.

%% gpio_num —GPIO number
R[] >=0: Index of rtcio. -1 : The gpio is not rtcio.

esp_err_t rtc_gpio_init (gpio_num_t gpio_num)
Init a GPIO as RTC GPIO.

This function must be called when initializing a pad for an analog function.

%% gpio_num —~GPIO number (e.g. GPIO_NUM_12)
B

e ESP_OK success

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_deinit (gpio_num_t gpio_num)
Init a GPIO as digital GPIO.

%4 gpio_num —GPIO number (e.g. GPIO_NUM_12)
PEA ]

¢ ESP_OK success

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

uint32_t rtc_gpio_get_level (gpio_num_t gpio_num)
Get the RTC IO input level.

%% gpio_num —GPIO number (e.g. GPIO_NUM_12)
B

* 1 High level

* 0 Low level

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_set_level (gpio_num_t gpio_num, uint32_t level)
Set the RTC IO output level.

S8
* gpio_num —-GPIO number (e.g. GPIO_NUM_12)
* level —output level
Bl
e ESP_OK Success
* ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_set_direction (gpio_num_t gpio_num, rtc_gpio_mode_t mode)
RTC GPIO set direction.

Configure RTC GPIO direction, such as output only, input only, output and input.

S
* gpio_num -GPIO number (e.g. GPIO_NUM_12)
¢ mode —GPIO direction
Bzl
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO is not an RTC 10

esp_err_t rtc_gpio_set_direction_in_sleep (gpio_num_t gpio_num, rtc_gpio_mode_t mode)

RTC GPIO set direction in deep sleep mode or disable sleep status (default). In some application scenarios,
IO needs to have another states during deep sleep.
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NOTE: ESP32 support INPUT_ONLY mode. ESP32S2 support INPUT_ONLY, OUTPUT_ONLY, IN-
PUT_OUTPUT mode.

S
* gpio_num —-GPIO number (e.g. GPIO_NUM_12)
¢ mode —GPIO direction
P[]
¢ ESP_OK Success
¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 10

esp_err_t rtc_gpio_pullup_en (gpio_num_t gpio_num)
RTC GPIO pullup enable.

This function only works for RTC IOs. In general, call gpio_pullup_en, which will work both for normal
GPIOs and RTC IOs.

%4 gpio_num —GPIO number (e.g. GPIO_NUM_12)
PEA ]

e ESP_OK Success

» ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_pulldown_en (gpio_num_t gpio_num)
RTC GPIO pulldown enable.

This function only works for RTC IOs. In general, call gpio_pulldown_en, which will work both for normal
GPIOs and RTC IOs.

24 gpio_num —GPIO number (e.g. GPIO_NUM_12)
B

e ESP_OK Success

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rte_gpio_pullup_dis (gpio_num_t gpio_num)
RTC GPIO pullup disable.

This function only works for RTC 10s. In general, call gpio_pullup_dis, which will work both for normal
GPIOs and RTC 10s.

%% gpio_num —GPIO number (e.g. GPIO_NUM_12)
B

¢ ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 1O

esp_err_t rtc_gpio_pulldown_dis (gpio_num_t gpio_num)
RTC GPIO pulldown disable.

This function only works for RTC IOs. In general, call gpio_pulldown_dis, which will work both for normal
GPIOs and RTC IOs.

%4 gpio_num —GPIO number (e.g. GPIO_NUM_12)
Rl

e ESP_OK Success

» ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set RTC GPIO pad drive capability.
S8
* gpio_num —GPIO number, only support output GPIOs

* strength —Drive capability of the pad
B

ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
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esp_err_t rtc_gpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)
Get RTC GPIO pad drive capability.

S8
* gpio_num —GPIO number, only support output GPIOs
* strength —Pointer to accept drive capability of the pad
B
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error

esp_err_t rtc_gpio_hold_en (gpio_num_t gpio_num)
Enable hold function on an RTC IO pad.

Enabling HOLD function will cause the pad to latch current values of input enable, output enable, output value,
function, drive strength values. This function is useful when going into light or deep sleep mode to prevent the
pin configuration from changing.

%% gpio_num —GPIO number (e.g. GPIO_NUM_12)
B

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rte_gpio_hold_dis (gpio_num_t gpio_num)
Disable hold function on an RTC IO pad.

Disabling hold function will allow the pad receive the values of input enable, output enable, output value,
function, drive strength from RTC_IO peripheral.

%4 gpio_num —GPIO number (e.g. GPIO_NUM_12)
PEA ]

e ESP_OK Success

* ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_isolate (gpio_num_t gpio_num)

Helper function to disconnect internal circuits from an RTC IO This function disables input, output, pullup,
pulldown, and enables hold feature for an RTC IO. Use this function if an RTC IO needs to be disconnected
from internal circuits in deep sleep, to minimize leakage current.

In particular, for ESP32-WROVER module, call rtc_gpio_isolate(GPIO_NUM_12) before entering deep
sleep, to reduce deep sleep current.

%%t gpio_num —GPIO number (e.g. GPIO_NUM_12).
R m
¢ ESP_OK on success
 ESP_ERR _INVALID_ARG if GPIO is not an RTC 10

esp_err_t rtc_gpio_force_hold_en_all (void)
Enable force hold signal for all RTC IOs.
Each RTC pad hasa “force hold” input signal from the RTC controller. If this signal is set, pad latches current
values of input enable, function, output enable, and other signals which come from the RTC mux. Force hold
signal is enabled before going into deep sleep for pins which are used for EXT1 wakeup.

esp_err_t rtc_gpio_force_hold_dis_all (void)
Disable force hold signal for all RTC IOs.

esp_err_t rtc_gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable wakeup from sleep mode using specific GPIO.

S
* gpio_num —-GPIO number
* intr_type —Wakeup on high level (GPIO_INTR_HIGH_LEVEL) or low level
(GPIO_INTR_LOW_LEVEL)
Bzl
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* ESP_OK on success

* ESP_ERR_INVALID_ARG if gpio_num is not an RTC IO, or intr_type is not one of

GPIO_INTR_HIGH_LEVEL, GPIO_INTR_LOW_LEVEL.

esp_err_t rtc_gpio_wakeup_disable (gpio_num_t gpio_num)
Disable wakeup from sleep mode using specific GPIO.

%% gpio_num -GPIO number
P[]
¢ ESP_OK on success
* ESP_ERR_INVALID_ARG if gpio_num is not an RTC IO

Macros
RTC_GPIO_IS_VALID_GPIO (gpio_num)

Header File

» components/hal/include/hal/rtc_io_types.h

Enumerations

enum rtc_gpio_mode_t

RTCIO output/input mode type.

Values:

enumerator RTC_GPIO_MODE_INPUT_ONLY
Pad input

enumerator RTC_GPIO_MODE_OUTPUT_ONLY
Pad output

enumerator RTC_GPIO_MODE_INPUT_OUTPUT
Pad input + output

enumerator RTC_GPIO_MODE_DISABLED
Pad (output + input) disable

enumerator RTC_GPIO_MODE_OUTPUT_OD

Pad open-drain output

enumerator RTC_GPIO_MODE_INPUT_OUTPUT_OD

Pad input + open-drain output
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Header File

e components/driver/include/driver/timer.h

Functions
esp_err_t timer_get_counter_value (fimer_group_t group_num, fimer_idx_t timer_num, uint64_t
*timer_val)

Read the counter value of hardware timer.

S8
* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1
* timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* timer_wval —Pointer to accept timer counter value.

B

ESP_OK Success

 ESP_ERR_INVALID_ARG Parameter error
esp_err_t timer_get_counter_time_sec (fimer_group_t group_num, timer_idx_t timer_num, double
*time)

Read the counter value of hardware timer, in unit of a given scale.

SH
* group_num -Timer group, 0 for TIMERGO or 1 for TIMERG1
e timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* time —Pointer, type of double*, to accept timer counter value, in seconds.

B m

ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_set_counter_value (fimer_group_t group_num, timer_idx_t timer_num, uint64_t

load_val)
Set counter value to hardware timer.
¥
* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1
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* timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* load_val —Counter value to write to the hardware timer.
PEA ]
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t timer_start (timer_group_t group_num, timer_idx_t timer_num)

Start the counter of hardware timer.

S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG]
e timer_num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
B
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t timer_pause (fimer_group_t group_num, fimer_idx_t timer_num)

Pause the counter of hardware timer.

SH
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
A
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_set_counter_mode (fimer_group_t group_num, fimer_idx_t timer_num, timer_count_dir_t
counter_dir)

Set counting mode for hardware timer.

S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* counter_dir —Counting direction of timer, count-up or count-down

B

ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t timer_set_auto_reload (timer_group_t group_num, fimer_idx_t timer_num, timer_autoreload_t
reload)

Enable or disable counter reload function when alarm event occurs.

S
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
* timer num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* reload —Counter reload mode.
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_set_divider (fimer_group_t group_num, timer_idx_t timer_num, uint32_t divider)

Set hardware divider of the source clock to the timer group. By default, the source clock is APB clock running
at 80 MHz. For more information, please check Chapter Reset and Clock in Chip Technical Reference Manual.

S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
* timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
e divider —Timer clock divider value. The divider’ s range is from from 2 to 65536.

B

ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
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esp_err_t timer_set_alarm_value (timer_group_t group_num, fimer_idx_t timer_num, uint64_t
alarm_value)

Set timer alarm value.

ZH
* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1
e timer_num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* alarm_value —A 64-bit value to set the alarm value.
B
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_get_alarm_value (timer_group_t group_num, timer_idx_t timer_num, uint64_t
*alarm_value)

Get timer alarm value.

¥

* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1

e timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]

* alarm_value —Pointer of A 64-bit value to accept the alarm value.
A

* ESP_OK Success

e ESP_ ERR _INVALID ARG Parameter error

esp_err_t timer_set_alarm (fimer_group_t group_num, fimer_idx_t timer_num, timer_alarm_t alarm_en)
Enable or disable generation of timer alarm events.
S8
* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1
* timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]

* alarm_en —To enable or disable timer alarm function.

B

ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t timer_isr_ callback_add (fimer_group_t group_num, timer_idx_t timer_num, timer_isr_t
isr_handler, void *arg, int intr_alloc_flags)

Add ISR handle callback for the corresponding timer.

The callback should return a bool value to determine whether need to do YIELD at the end of the ISR.

If the intr_alloc_flags value ESP_INTR_FLAG_IRAM is set, the handler function must be declared with
IRAM_ATTR attribute and can only call functions in IRAM or ROM. It cannot call other timer APIs.

$&11:: This ISR handler will be called from an ISR. This ISR handler do not need to handle interrupt status,
and should be kept short. If you want to realize some specific applications or write the whole ISR, you can call
timer_isr_register(---) to register ISR.

S8
* group_num —Timer group number
* timer_ num -Timer index of timer group
* isr_handler -Interrupt handler function, it is a callback function.
* arg —Parameter for handler function
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
B
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
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esp_err_t timer_isr_callback_remove (fimer_group_t group_num, timer_idx_t timer_num)

Remove ISR handle callback for the corresponding timer.

S8

* group_num —Timer group number

* timer num —Timer index of timer group
B

e ESP_OK Success

e ESP_ERR_INVALID ARG Parameter error

esp_err_t timer_isr_register (timer_group_t group_num, timer_idx_t timer_num, void (*fn)(void*), void
*arg, int intr_alloc_flags, timer_isr_handle_t *handle)

Register Timer interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on.

If the intr_alloc_flags value ESP_INTR_FLAG_IRAM is set, the handler function must be declared with
IRAM_ATTR attribute and can only call functions in IRAM or ROM. It cannot call other timer APIs. Use
direct register access to configure timers from inside the ISR in this case.

$&1¥: If use this function to reigster ISR, you need to write the whole ISR. In the interrupt handler, you need
to call timer_spinlock_take(..) before your handling, and call timer_spinlock_give(:--) after your handling.

BH
* group_num —Timer group number
* timer num -Timer index of timer group
* £n —Interrupt handler function.
* arg —Parameter for handler function
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here.
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_init (fimer_group_t group_num, timer_idx_t timer_num, const timer_config_t *config)

Initializes and configure the timer.

S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
* timer num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* config —Pointer to timer initialization parameters.
B
e ESP_OK Success
* ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_deinit (fimer_group_t group_num, timer_idx_t timer_num)
Deinitializes the timer.
S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1

e timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]

B

ESP_OK Success
ESP_ERR_INVALID_ARG Parameter error
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esp_err_t timer_get_config (fimer_group_t group_num, fimer_idx_t timer_num, timer_config_t *config)

Get timer configure value.

S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI
e timer_num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* config —Pointer of struct to accept timer parameters.
Bl
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_group_intr_enable (fimer_group_t group_num, timer_intr_t intr_mask)

Enable timer group interrupt, by enable mask.

S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
* intr_mask —Timer interrupt enable mask.
— TIMER_INTR_TO: t0 interrupt
— TIMER_INTR_T1: tl interrupt
— TIMER_INTR_WDT: watchdog interrupt

B

ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error

esp_err_t timer_group_intr_disable (timer_group_t group_num, timer_intr_t intr_mask)

Disable timer group interrupt, by disable mask.

* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
* intr_mask —Timer interrupt disable mask.
— TIMER_INTR_TO: t0 interrupt
— TIMER_INTR_T1: tl interrupt
— TIMER_INTR_WDT: watchdog interrupt
Bl
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t timer_enable_intr (timer_group_t group_num, fimer_idx_t timer_num)
Enable timer interrupt.
BH
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI

* timer num —Timer index.

B

ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
esp_err_t timer_disable_intr (timer_group_t group_num, timer_idx_t timer_num)
Disable timer interrupt.
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
* timer_ num -Timer index.
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
void timer group_intr_clr_in_isr (fimer_group_t group_num, fimer_idx_t timer_num)

Clear timer interrupt status, just used in ISR.

S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
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e timer num —Timer index.

void timer group_clr_intr_status_in_isr (fimer_group_t group_num, fimer_idx_t timer_num)
Clear timer interrupt status, just used in ISR.
S

* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
* timer_num -Timer index.

void timer group_enable_alarm_in_isr (fimer_group_t group_num, fimer_idx_t timer_num)
Enable alarm interrupt, just used in ISR.
S

* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG]1
* timer_num -Timer index.

uint64_t timer_group_get_counter_value_in_isr (timer_group_t group_num, timer_idx_t
timer_num)
Get the current counter value, just used in ISR.
S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI
* timer_num -Timer index.
Bl
* Counter value
void timer_group_set_alarm_value_in_isr (timer_group_t group_num, fimer_idx_t timer_num,
uint64_t alarm_val)
Set the alarm threshold for the timer, just used in ISR.
S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1

e timer num —Timer index.
* alarm_val —Alarm threshold.

void timer group_set_counter_enable_in_isr (fimer_group_t group_num, fimer_idx_t timer_num,
timer_start_t counter_en)
Enable/disable a counter, just used in ISR.
S
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
* timer_num -Timer index.
* counter_en —Enable/disable.
timer_intr_t timer_group_intr_get_in_isr (fimer_group_t group_num)
Get the masked interrupt status, just used in ISR.

%% group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI
B m
* Interrupt status
uint32_t timer_ group_get_intr_status_in_isr (fimer_group_t group_num)
Get interrupt status, just used in ISR.

%% group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1

B
* Interrupt status

void timer group_clr_intr_sta_in_isr (timer_group_t group_num, timer_intr_t intr_mask)
Clear the masked interrupt status, just used in ISR.

BH
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG]1
* intr_mask ~Masked interrupt.
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bool timer_group_get_auto_reload_in_isr (fimer_group_t group_num, timer_idx_t timer_num)
Get auto reload enable status, just used in ISR.
S8
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI
* timer_ num —Timer index
B
* True Auto reload enabled
* False Auto reload disabled
esp_err_t timer_spinlock_take (fimer_group_t group_num)

Take timer spinlock to enter critical protect.

% 1#: Deprecated, the recommended way is to use ISR callbacks instead, see timer_group_example_main

%% group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
R

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_spinlock_give (fimer_group_t group_num)

Give timer spinlock to exit critical protect.

251 Deprecated, the recommended way is to use ISR callbacks instead, see timer_group_example_main

%% group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
B

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

Macros

TIMER_BASE_CLK

Frequency of the clock on the input of the timer groups

Type Definitions

typedef bool (*timer_isr_ t)(void*)

Interrupt handle callback function. User need to retrun a bool value in callback.

$41E: If you called FreeRTOS functions in callback, you need to return true or false based on the retrun
value of argument pxHigherPriorityTaskWoken. For example, xQueueSendFromISR is called in
callback, if the return value pxHigherPriorityTaskWoken of any FreeRTOS calls is pdTRUE, return
true; otherwise return false.

Return
* True Do task yield at the end of ISR
* False Not do task yield at the end of ISR

typedef intr_handle_t timer_isr_handle_t

Interrupt handle, used in order to free the isr after use. Aliases to an int handle for now.
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Header File

» components/hal/include/hal/timer_types.h

Structures

struct timer_config t

Data structure with timer’ s configuration settings.

Public Members

timer_alarm_t alarm_en

Timer alarm enable

timer_start_t counter_en

Counter enable

timer_intr_mode_t intr_type

Interrupt mode

timer_count_dir_t counter_dir

Counter direction

timer_autoreload_t auto_reload

Timer auto-reload

uint32_t divider

Counter clock divider. The divider’ s range is from from 2 to 65536.

timer_src_clk_t clk_src
Use XTAL as source clock.

Enumerations

enum timer_group_t

Selects a Timer-Group out of 2 available groups.

Values:

enumerator TIMER_GROUP_0

Hw timer group 0

enumerator TIMER_GROUP_1

Hw timer group 1

enumerator TIMER_GROUP_MAX

enum timer_idx_t
Select a hardware timer from timer groups.

Values:
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enumerator TIMER_ 0
Select timer0 of GROUPx

enumerator TIMER_ 1
Select timerl of GROUPx

enumerator TIMER_MAX

enum timer_count_dir_t

Decides the direction of counter.

Values:

enumerator TIMER_ COUNT_DOWN

Descending Count from cnt.highlcnt.low

enumerator TIMER_COUNT__UP

Ascending Count from Zero

enumerator TIMER_COUNT_MAX

enum timer_start_t

Decides whether timer is on or paused.

Values:

enumerator TIMER_PAUSE

Pause timer counter

enumerator TIMER_ START

Start timer counter

enum timer_intr_t

Interrupt types of the timer.

Values:

enumerator TIMER_INTR_TO

interrupt of timer 0

enumerator TIMER_INTR_T1

interrupt of timer 1

enumerator TIMER_INTR_WDT

interrupt of watchdog

enumerator TIMER_INTR_NONE

enum timer_alarm_t

Decides whether to enable alarm mode.

Values:
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enumerator TIMER_ALARM DIS

Disable timer alarm

enumerator TIMER_ALARM EN

Enable timer alarm

enumerator TIMER_ALARM MAX

enum timer_intr_mode_t

Select interrupt type if running in alarm mode.

Values:

enumerator TIMER_INTR_LEVEL

Interrupt mode: level mode

enumerator TIMER_INTR_MAX

enum timer_autoreload_t

Select if Alarm needs to be loaded by software or automatically reload by hardware.

Values:

enumerator TIMER_AUTORELOAD_DIS

Disable auto-reload: hardware will not load counter value after an alarm event

enumerator TIMER_AUTORELOAD_EN

Enable auto-reload: hardware will load counter value after an alarm event

enumerator TIMER_AUTORELOAD_MAX

enum timer_src_clk_t

Select timer source clock.

Values:

enumerator TIMER_SRC_CLK_APB
Select APB as the source clock

enumerator TIMER_SRC_CLK_XTAL
Select XTAL as the source clock

2.2.5 Dedicated GPIO

Overview

The dedicated GPIO is designed for CPU interaction with GPIO matrix and IO MUX. Any GPIO that is configured
as ‘“dedicated” can be access by CPU instructions directly, which makes it easy to achieve a high GPIO flip speed,
and simulate serial/parallel interface in a bit-banging way. As toggling a GPIO in this “CPU Dedicated” way costs
few overhead, it would be great for cases like performance measurement using an oscilloscope.
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Create/Destroy GPIO Bundle

A GPIO bundle is a group of GPIOs, which can be manipulated at the same time in one CPU cycle. The maximal
number of GPIOs that a bundle can contain is limited by each CPU. What’ s more, the GPIO bundle has a strong
relevance to the CPU which it derives from. Any operations on the GPIO bundle should be put inside a task
which is running on the same CPU core to the GPIO bundle belongs to. Likewise, only those ISRs who are
installed on the same CPU core are allowed to do operations on that GPIO bundle.

$&1: Dedicated GPIO is more of a CPU peripheral, so it has a strong relationship with CPU core. It’ s highly
recommended to install and operate GPIO bundle in a pin-to-core task. For example, if GPIOA is connected to
CPUQO, and the dedicated GPIO instruction is issued from CPU1, then it’ s impossible to control GPIOA.

To install a GPIO bundle, one needs to call dedic_gpio_new_bundle () to allocate the software resources
and connect the dedicated channels to user selected GPIOs. Configurations for a GPIO bundle are covered in
dedic_gpio_bundle_config_t structure:

* gpio_array: An array that contains GPIO number.
e array_size: Element number of gpio_array.
» flags: Extra flags to control the behavior of GPIO Bundle.
— in_en and out_en are used to select whether to enable the input and output function (note, they can
be enabled together).
— in_invert and out_invert are used to select whether to invert the GPIO signal.

The following code shows how to install a output only GPIO bundle:

// configure GPIO

const int bundleA_gpios[] = {0, 1};

gpio_config_t io_conf = {
.mode = GPIO_MODE_OUTPUT,

bi

for (int i = 0; i < sizeof (bundleA_gpios) / sizeof (bundleA_gpios[0]); 1i++) |
io_conf.pin_bit_mask = 1ULL << bundleA_gpios[i];
gpio_config(&io_conf);

}

// Create bundleA, output only

dedic_gpio_bundle_handle_t bundleA = NULL;

dedic_gpio_bundle_config_t bundleA_config = {
.gpio_array = bundleA_gpios,

.array_size = sizeof (bundleA_gpios) / sizeof (bundleA_gpios[0]),
.flags = {
.out_en = 1,

b
bi
ESP_ERROR_CHECK (dedic_gpio_new_bundle (¢bundleA_config, &bundledh));

To uninstall the GPIO bundle, one needs to call dedic_gpio_del bundle ().

#%1¥: dedic_gpio_new_bundle () doesn’ t cover any GPIO pad configuration (e.g. pull up/down, drive
ability, output/input enable), so before installing a dedicated GPIO bundle, you have to configure the GPIO separately
using GPIO driver API (e.g. gpio_config()). For more information about GPIO driver, please refer to GPIO
API Reference.
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GPIO Bundle Operations
Operations Functions
Write to GPIOs in the bundle by mask dedic_gpio_bundle_write ()
Read the value that input to bundle dedic_gpio_bundle_read_out ()
Read the value that output from bundle dedic_gpio_bundle_read_in()

#41k: The functions above just wrap the customized instructions defined for ESP32-S2, for the details of those
instructions, please refer to ESP32-S2 Technical Reference Manual > 10 MUX and GPIO Matrix (GPIO, I10_MUX)
[PDF].

Interrupt Handling

Dedicated GPIO can also trigger interrupt on specific input event. All supported events are defined in
dedic_gpio_intr_ type_ t.

One can enable and register interrupt callback by calling dedic_gpio_bundle_set_interrupt_and_callback ().
The prototype of the callback function is defined in dedic_gpio_isr_callback_t. Keep in mind, the
callback should return true if there’ s some high priority task woken up.

// user defined ISR callback
IRAM_ATTR bool dedic_gpio_isr_callback (dedic_gpio_bundle_handle_t bundle, uint32_t._
—index, wvoid *args)
{
SemaphoreHandle_t sem = (SemaphoreHandle_t)args;
BaseType_t high_task_wakeup = pdFALSE;
xSemaphoreGiveFromISR (sem, &high_task_wakeup) ;
return high_task_wakeup == pdTRUE;
}

// enable positive edge interrupt on the second GPIO in the bundle (i.e. index 1)
ESP_ERROR_CHECK (dedic_gpio_bundle_set_interrupt_and_callback (bundle, BIT(1), DEDIC_
—GPIO_INTR_POS_EDGE, dedic_gpio_isr_callback, sem));

// wait for done semaphore
xSemaphoreTake (sem, portMAX_DELAY);

Manipulate GPIOs by Writing Assembly Code

For advanced users, they can always manipulate the GPIOs by writing assembly code or invoking CPU Low Level
APIs. The usual procedure could be:

1. Allocate a GPIO bundle: dedic_gpio_new_bundle ()

2. Query the mask occupied by that bundle: dedic_gpio_get_out_mask () or/and
dedic_gpio_get_in_mask ()

3. Call CPU LL apis (e.g. cpu_Il_write_dedic_gpio_mask) or write assembly code with that mask

4. The fasted way of toggling 10 is to use the dedicated “set/clear” instructions:

CPU Set bits of GPIO Clear bits of | Remarks
Arch GPIO
Xtensa set_bit_gpio_out clr_bit_gpio_out immediate value width depends on the number of dedi-
imm|[7:0] imm{[7:0] cated GPIO channels
RISC- csrrsi rd, csr, | csrrei rd, csr, | can only control the lowest 4 GPIO channels
A% imm[4:0] imm[4:0]
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For details of supported dedicated GPIO instructions, please refer to ESP32-S2 Technical Reference Manual > 10
MUX and GPIO Matrix (GPIO, I0_MUX) [PDF]. The supported dedicated CPU instructions are also wrapped inside
soc/cpu_ILh as helper inline functions.

4 7¥:  Writing assembly code in application could make your code hard to port between targets, because those
customized instructions are not guaranteed to remain the same format on different targets.

Application Example

Matrix keyboard example based on dedicated GPIO: peripherals/gpio/matrix_keyboard.

API Reference

Header File

» components/driver/include/driver/dedic_gpio.h

Functions
esp_err_t dedic_gpio_get_out_mask (dedic_gpio_bundle_handle_t bundle, uint32_t *mask)

Get allocated channel mask.

$41:: Each bundle should have at least one mask (in or/and out), based on bundle configuration.

£41:: With the returned mask, user can directly invoke LL function like “cpu_lI_write_dedic_gpio_mask”
or write assembly code with dedicated GPIO instructions, to get better performance on GPIO manipulation.

ZH
* bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”
* mask —[out] Returned mask value for on specific direction (in or out)
Rl
* ESP_OK: Get channel mask successfully
» ESP_ERR_INVALID_ARG: Get channel mask failed because of invalid argument
¢ ESP_FAIL: Get channel mask failed because of other error

esp_err_t dedic_gpio_get_in_mask (dedic_gpio_bundle_handle_t bundle, uint32_t *mask)

esp_err_t dedic_gpio_new_bundle (const dedic_gpio_bundle_config_t *config, dedic_gpio_bundle_handle_t
*ret_bundle)

Create GPIO bundle and return the handle.

£%1¥: One has to enable at least input or output mode in “config” parameter.
p p g p

SH
* config —[in] Configuration of GPIO bundle
* ret_bundle [out] Returned handle of the new created GPIO bundle
P[]
» ESP_OK: Create GPIO bundle successfully
» ESP_ERR_INVALID_ARG: Create GPIO bundle failed because of invalid argument
* ESP_ERR_NO_MEM: Create GPIO bundle failed because of no capable memory
* ESP_ERR_NOT_FOUND: Create GPIO bundle failed because of no enough continuous
dedicated channels
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¢ ESP_FAIL: Create GPIO bundle failed because of other error

esp_err_t dedic_gpio_del_bundle (dedic_gpio_bundle_handle_t bundle)
Destory GPIO bundle.

%4 bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”
Bl
* ESP_OK: Destory GPIO bundle successfully
* ESP_ERR_INVALID_ARG: Destory GPIO bundle failed because of invalid argument
» ESP_FAIL: Destory GPIO bundle failed because of other error

void dedic_gpio_bundle_write (dedic_gpio_bundle_handle_t bundle, uint32_t mask, uint32_t value)
Write value to GPIO bundle.

$411: The mask is seen from the view of GPIO bundle. For example, bundleA contains [GPIO10, GPIO12,
GPIO17], to set GPIO17 individually, the mask should be 0x04.

£ 1#: For performance reasons, this function doesn’ t check the validity of any parameters, and is placed in
IRAM.

* bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”

* mask —[in] Mask of the GPIOs to be written in the given bundle

* value —[in] Value to write to given GPIO bundle, low bit represents low member in the
bundle

uint32_t dedic_gpio_bundle_read_out (dedic_gpio_bundle_handle_t bundle)
Read the value that output from the given GPIO bundle.

#&1¥: For performance reasons, this function doesn’ t check the validity of any parameters, and is placed in
IRAM.

%4 bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”
jR[A] Value that output from the GPIO bundle, low bit represents low member in the bundle

uint32_t dedic_gpio_bundle_read_in (dedic_gpio_bundle_handle_t bundle)
Read the value that input to the given GPIO bundle.

£41:: For performance reasons, this function doesn’ t check the validity of any parameters, and is placed in
IRAM.

%% bundle —[in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
7& 0] Value that input to the GPIO bundle, low bit represents low member in the bundle

esp_err_t dedic_gpio_bundle_set_interrupt_and_callback (dedic_gpio_bundle_handle_t bundle,
uint32_t mask,
dedic_gpio_intr_type_t intr_type,
dedic_gpio_isr_callback_t cb_isr,
void *cb_args)

Set interrupt and callback function for GPIO bundle.
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441:: This function is only valid for bundle with input mode enabled. See “dedic_gpio_bundle_config_t”

41:: The mask is seen from the view of GPIO Bundle. For example, bundleA contains [GPIO10, GPIO12,
GPIO17], to set GPIO17 individually, the mask should be 0x04.

ZH
* bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”
* mask —[in] Mask of the GPIOs in the given bundle
* intr_type [in] Interrupt type, set to DEDIC_GPIO_INTR_NONE can disable inter-
rupt
* cb_isr —[in] Callback function, which got invoked in ISR context. A NULL pointer
here will bypass the callback
* cb_args —[in] User defined argument to be passed to the callback function
B
* ESP_OK: Set GPIO interrupt and callback function successfully
* ESP_ERR_INVALID_ARG: Set GPIO interrupt and callback function failed because of
invalid argument
» ESP_FAIL: Set GPIO interrupt and callback function failed because of other error

Structures

struct dedic_gpio_bundle_config_ t
Type of Dedicated GPIO bundle configuration.

Public Members

const int *gpio_array

Array of GPIO numbers, gpio_array[0] ~ gpio_array[size-1] <=> low_dedic_channel_num -~
high_dedic_channel_num

size_t array_size

Number of GPIOs in gpio_array

unsigned int in_en

Enable input

unsigned int in_invert

Invert input signal

unsigned int out_en

Enable output

unsigned int out_invert

Invert output signal

struct dedic_gpio_bundle_config_t::[anonymous] £lags
Flags to control specific behaviour of GPIO bundle
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Type Definitions

typedef struct dedic_gpio_bundle_t *dedic_gpio_bundle_handle_t
Type of Dedicated GPIO bundle.

typedef bool (*dedic_gpio_isr_callback_t)(dedic_gpio_bundle_handle_t bundle, uint32_t index, void
*args)

Type of dedicated GPIO ISR callback function.

Param bundle Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”

Param index Index of the GPIO in its corresponding bundle (count from 0)

Param args User defined arguments for the callback function. It’ s passed through
dedic_gpio_bundle_set_interrupt_and_callback

Return If a high priority task is woken up by the callback function

Enumerations
enum dedic_gpio_intr_type_t
Supported type of dedicated GPIO interrupt.

Values:

enumerator DEDIC_GPIO_INTR_NONE

No interrupt

enumerator DEDIC_GPIO_INTR_LOW_LEVEL

Interrupt on low level

enumerator DEDIC_GPIO_INTR_HIGH_LEVEL
Interrupt on high level

enumerator DEDIC_GPIO_INTR_NEG_EDGE

Interrupt on negedge

enumerator DEDIC_GPIO_INTR_POS_EDGE

Interrupt on posedge

enumerator DEDIC_GPIO_INTR_BOTH_EDGE
Interrupt on both negedge and posedge

2.2.6 Hash-based Message Authentication Code (HMAC)

The HMAC (Hash-based Message Authentication Code) module provides hardware acceleration for SHA256-
HMAC generation using a key burned into an eFuse block. HMACs work with pre-shared secret keys and provide
authenticity and integrity to a message.

For more detailed information on the application workflow and the HMAC calculation process, see ESP32-S2 Tech-
nical Reference Manual > HMAC Accelerator (HMAC) [PDF].

Generalized Application Scheme

Let there be two parties, A and B. They want to verify the authenticity and integrity of messages sent between each
other. Before they can start sending messages, they need to exchange the secret key via a secure channel. To verify
A’ s messages, B can do the following:
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¢ A calculates the HMAC of the message it wants to send.

¢ A sends the message and the HMAC to B.

* B calculates HMAC of the received message itself.

* B checks wether the received and calculated HMACs match. If they do match, the message is authentic.

However, the HMAC itself isn’ t bound to this use case. It can also be used for challenge-response protocols
supporting HMAC or as a key input for further security modules (see below), etc.

HMAC on the ESP32-S2

On the ESP32-S2, the HMAC module works with a secret key burnt into the eFuses. This eFuse key can be made
completely inaccessible for any resources outside the cryptographic modules, thus avoiding key leakage.

Furthermore, the ESP32-S2 has three different application scenarios for its HMAC module:

1. HMAC is generated for software use
2. HMAC is used as a key for the Digital Signature (DS) module
3. HMAC is used for enabling the soft-disabled JTAG interface

The first mode is also called Upstream mode, while the last two modes are also called Downstream modes.

eFuse Keys for HMAC Six physical eFuse blocks can be used as keys for the HMAC module: block 4 up to
block 9. The enum hmac_key_id_t in the API maps them to HMAC_KEYO ---HMAC_KEY5. Each key has a
corresponding eFuse parameter key purpose determining for which of the three HMAC application scenarios (see
below) the key may be used:

Key Purpose Application Scenario

8 HMAC generated for software use

7 HMAC used as a key for the Digital Signature (DS) module

6 HMAC used for enabling the soft-disabled JTAG interface

5 HMAC both as a key for the DS module and for enabling JTAG

This is to prevent the usage of a key for a different function than originally intended.

To calculate an HMAC, the software has to provide the ID of the key block containing the secret key as well as the
key purpose (see ESP32-S2 Technical Reference Manual > eFuse Controller (eFuse) [PDF]). Before the HMAC key
calculation, the HMAC module looks up the purpose of the provided key block. The calculation only proceeds if the
provided key purpose matches the purpose stored in the eFuses of the key block provided by the ID.

HMAC Generation for Software Key Purpose value: 8
In this case, the HMAC is given out to the software (e.g. to authenticate a message).

The API to calculate the HMAC is esp_hmac_calculate (). Only the message, message length and the eFuse
key block ID have to be provided to that function. The rest, like setting the key purpose, is done automatically.

HMAC for Digital Signature Key Purpose values: 7, 5

The HMAC can be used as a key derivation function to decrypt private key parameters which are used by the Digital
Signature module. A standard message is used by the hardware in that case. The user only needs to provide the eFuse
key block and purpose on the HMAC side (additional parameters are required for the Digital Signature component in
that case). Neither the key nor the actual HMAC are ever exposed to outside the HMAC module and DS component.
The calculation of the HMAC and its hand-over to the DS component happen internally.

For more details, see ESP32-S2 Technical Reference Manual > Digital Signature (DS) [PDF].
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HMAC for Enabling JTAG Key Purpose values: 6, 5

The third application is using the HMAC as a key to enable JTAG if it was soft-disabled before. Following is the
procedure to re-enable the JTAG

Setup

1. Generate a 256-bit HMAC secret key to use for JTAG re-enable.

2. Write the key to an eFuse block with key purpose HMAC_DOWN_ALL (5) or HMAC_DOWN_JTAG (6).
This can be done using the ets_efuse_write_key() function in the firmware or using espefuse.py from the host.

3. Configure the eFuse key block to be read protected using the esp_efuse_set_read_protect(), so that software
cannot read back the value.

4. Burnthe “soft JTAG disable” bit by esp_efuse_write_field_bit(ESP_EFUSE_SOFT_DIS_JTAG). This will
permanently disable JTAG unless the correct key value is provided by software.

JTAG enable

1. The key to re-enable JTAG is the output of the HMAC-SHA256 function using the secret key in eFuse and
32 0x00 bytes as the message.

2. Pass this key value when calling the esp_hmac_jtag_enable () function from the firmware.

3. To re-disable JTAG in the firmware, reset the system or call esp_hmac_jtag_disable ().

For more details, see ESP32-S2 Technical Reference Manual > HMAC Accelerator (HMAC) [PDF].

Application Outline

Following code is an outline of how to set an eFuse key and then use it to calculate an HMAC for software usage.
We use ets_efuse_write_key to set physical key block 4 in the eFuse for the HMAC module together with its purpose.
ETS_EFUSE_KEY_PURPOSE_HMAC_UP (8) means that this key can only be used for HMAC generation for software
usage:

#include "esp32s2/rom/efuse.h"
const uint8_t key_datal32] = { ... };
int ets_status = ets_efuse_write_key (ETS_EFUSE_BLOCK_KEY4,

ETS_EFUSE_KEY_PURPOSE_HMAC_UP,
key_data, sizeof (key_data));

if (ets_status == ESP_OK) {
// written key
} else {

// writing key failed, maybe written already

}

Now we can use the saved key to calculate an HMAC for software usage.

#include "esp_hmac.h"

uint8_t hmac[32];

const char *message = "Hello, HMAC!";
const size_t msg_len = 12;
esp_err_t result = esp_hmac_calculate (HMAC_KEY4, message, msg_len, hmac);
if (result == ESP_OK) {
// HMAC written to hmac now
} else {

// failure calculating HMAC
}
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API Reference

Header File

» components/esp_hw_support/include/soc/esp32s2/esp_hmac.h

Functions
esp_err_t esp_hmac_calculate (hmac_key_id_t key_id, const void *message, size_t message_len, uint8_t
*hmac)

Calculate the HMAC of a given message.

Calculate the HMAC hmac of a given message message with length message_len. SHA256 is used for
the calculation (fixed on ESP32S2).

#1F: Uses the HMAC peripheral in  “upstream” mode.

S8
* key_id —Determines which of the 6 key blocks in the efuses should be used for the
HMAC calcuation. The corresponding purpose field of the key block in the efuse must be
set to the HMAC upstream purpose value.
* message —the message for which to calculate the HMAC
* message_len —message length return ESP_ERR_INVALID_STATE if unsuccessful
* hmac —[out] the hmac result; the buffer behind the provided pointer must be 32 bytes
long
Bl
e ESP_OK, if the calculation was successful,
e ESP_FAIL, if the hmac calculation failed

esp_err_t esp_hmac_jtag_enable (hmac_key_id_t key_id, const uint8_t *token)

Use HMAC peripheral in Downstream mode to re-enable the JTAG, if it is not permanently disable by HW.
In downstream mode HMAC calculations perfomred by peripheral used internally and not provided back to
user.

BH

* key_id —Determines which of the 6 key blocks in the efuses should be used for the
HMAC calculation. The corresponding purpose field of the key block in the efuse must
be set to HMAC downstream purpose.

* token —Pre calculated HMAC value of the 32-byte 0x00 using SHA-256 and the known
private HMAC key. The key is already programmed to a eFuse key block. The key block
number is provided as the first parameter to this function.

Bl

e ESP_OK, if the calculation was successful, if the calculated HMAC value matches with
provided token, JTAG will be re-enable otherwise JTAG will remain disabled. Return
value does not indicate the JTAG status.

* ESP_FAIL, if the hmac calculation failed or JTAG is permanently disabled by
EFUSE_HARD_DIS_JTAG eFuse parameter.

e ESP_ERR_INVALID_ARG, invalid input arguments

esp_err_t esp_hmac_jtag_disable (void)

Disable the JTAG which might be enable using the HMAC downstream mode. This function just clear the
result generated by JTAG key by calling esp_hmac_jtag_enable() API.

P[]
e ESP_OK return ESP_OK after writing the HMAC_SET_INVALIDATE_JTAG_REG
with value 1.
Enumerations
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enum hmac_key_id_t
The possible efuse keys for the HMAC peripheral

Values:

enumerator HMAC_KEYO
enumerator HMAC_KEY1
enumerator HMAC_KEY2
enumerator HMAC_KEY3
enumerator HMAC_KEY4
enumerator HMAC_KEY5

enumerator HMAC_KEY_ MAX

2.2.7 Digital Signature (DS)

The Digital Signature (DS) module provides hardware acceleration of signing messages based on RSA. It uses pre-
encrypted parameters to calculate a signature. The parameters are encrypted using HMAC as a key-derivation func-
tion. In turn, the HMAC uses eFuses as input key. The whole process happens in hardware so that neither the
decryption key for the RSA parameters nor the input key for the HMAC key derivation function can be seen by the
software while calculating the signature.

For more detailed information on the hardware involved in signature calculation and the registers used, see ESP32-S2
Technical Reference Manual > Digital Signature (DS) [PDF].

Private Key Parameters

The private key parameters for the RSA signature are stored in flash. To prevent unauthorized access, they are AES-
encrypted. The HMAC module is used as a key-derivation function to calculate the AES encryption key for the private
key parameters. In turn, the HMAC module uses a key from the eFuses key block which can be read-protected to
prevent unauthorized access as well.

Upon signature calculation invocation, the software only specifies which eFuse key to use, the corresponding eFuse
key purpose, the location of the encrypted RSA parameters and the message.

Key Generation

Both the HMAC key and the RSA private key have to be created and stored before the DS peripheral can be used.
This needs to be done in software on the ESP32-S2 or alternatively on a host. For this context, the IDF provides
esp_efuse_write_block () to set the HMAC key and esp_hmac_calculate () to encrypt the private
RSA key parameters.

You can find instructions on how to calculate and assemble the private key parameters in ESP32-S2 Technical Reference
Manual > Digital Signature (DS) [PDF].
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Signature Calculation with IDF

For more detailed information on the workflow and the registers used, see ESP32-S2 Technical Reference Manual >
Digital Signature (DS) [PDF].

Three parameters need to be prepared to calculate the digital signature:

1. the eFuse key block ID which is used as key for the HMAC,
2. the location of the encrypted private key parameters,
3. and the message to be signed.

Since the signature calculation takes some time, there are two possible API versions to use in IDF. The first one is
esp_ds_sign () and simply blocks until the calculation is finished. If software needs to do something else during
the calculation, esp_ds_start_sign () can be called, followed by periodic calls to esp_ds_is_busy () to
check when the calculation has finished. Once the calculation has finished, esp_ds_finish_sign () can be
called to get the resulting signature.

$411:: Note that this is only the basic DS building block, the message length is fixed. To create signatures of arbitrary
messages, the input is normally a hash of the actual message, padded up to the required length. An API to do this is
planned in the future.

Configure the DS peripheral for a TLS connection

The DS peripheral on ESP32-S2 chip must be configured before it can be used for a TLS connection. The configu-
ration involves the following steps -

1) Randomly generate a 256 bit value called the Inifialization Vector (IV).

2) Randomly generate a 256 bit value called the HMAC_KEY.

3) Calculate the encrypted private key paramters from the client private key (RSA) and the parameters generated
in the above steps.

4) Then burn the 256 bit HMAC_KEY on the efuse, which can only be read by the DS peripheral.

For more details, see ESP32-S2 Technical Reference Manual > Digital Signature (DS) [PDF].

To configure the DS peripheral for development purposes, you can use the python script configure_ds.py. More
details about the configure_ds.py script can be found at mqtt example README .

The encrypted private key parameters obtained after the DS peripheral configuration are then to be kept in flash.
Furthermore, they are to be passed to the DS peripheral which makes use of those parameters for the Digital Signa-
ture operation. Non Volatile Storage can be used to store the encrypted private key parameters in flash. The script
configure_ds.py creates an NVS partition for the encrypted private key parameters. Then the script flashes this par-
tition onto the ESP32-S2. The application then needs to read the DS data from NVS, which can be done with the
function esp_read_ds_data_from_nvs in file ssl_mutual_auth/main/app_main.c

The process of initializing the DS peripheral and then performing the Digital Signature operation is done internally
with help of ESP-TLS. Please refer to Digital Signature with ESP-TLS in ESP-TLS for more details. As mentioned in
the ESP-TLS documentation, the application only needs to provide the encrypted private key parameters to the esp_tls
context (as ds_data), which internally performs all necessary operations for initializing the DS peripheral and then
performing the DS operation.

Example for SSL. Mutual Authentication using DS

The example ssl_ds shows how to use the DS peripheral for mutual authentication. The example uses mgqtt_client
(Implemented through ESP-MQTT) to connect to broker test.mosquitto.org using ssl transport with mutual authenti-
cation. The ssl part is internally performed with ESP-TLS. See example README for more details.
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API Reference

Header File

» components/esp_hw_support/include/soc/esp32s2/esp_ds.h

Functions
esp_err_t esp_ds_

sign (const void *message, const esp_ds_data_t *data, hmac_key_id_t key_id, void
*signature)

Sign the message.

This function is a wrapper around esp_ds_finish_sign () and esp_ds_start_sign (), sodo not
use them in parallel. It blocks until the signing is finished and then returns the signature.

£&7E: This function locks the HMAC, SHA, AES and RSA components during its entire execution time.

ZH

B

esp_err_t esp_ds_

message —the message to be signed; its length is determined by data->rsa_length
data —the encrypted signing key data (AES encrypted RSA key + IV)

key_id —the HMAC key ID determining the HMAC key of the HMAC which will be
used to decrypt the signing key data

signature —the destination of the signature, should be (data->rsa_length + 1)*4 bytes
long

ESP_OK if successful, the signature was written to the parameter signature.
ESP_ERR_INVALID_ARG if one of the parameters is NULL or data->rsa_length is too
long or 0

ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL if there was an HMAC failure during re-
trieval of the decryption key

ESP_ERR_NO_MEM if there hasn’ t been enough memory to allocate the context object
ESP_ERR_HW_CRYPTO_DS_INVALID_KEY if there’ s a problem with passing the
HMAC key to the DS component

ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST if the message digest didn’ t match;
the signature is invalid.

ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING if the message padding is incor-
rect, the signature can be read though since the message digest matches.

start_sign (const void *message, const esp_ds_data_t *data, hmac_key_id_t key_id,
esp_ds_context_t **esp_ds_ctx)

Start the signing process.

This function yields a context object which needs to be passed to esp_ds_finish_sign () to finish the
signing process.

511 This function locks the HMAC, SHA, AES and RSA components, so the user has to ensure to call
esp_ds_finish_sign () in a timely manner.

B

B M

message —the message to be signed; its length is determined by data->rsa_length
data —the encrypted signing key data (AES encrypted RSA key + IV)

key_id ~the HMAC key ID determining the HMAC key of the HMAC which will be
used to decrypt the signing key data

esp_ds_ctx —the context object which is needed for finishing the signing process later

ESP_OK if successful, the ds operation was started now and has to be finished with
esp_ds_finish_sign()
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* ESP_ERR_INVALID_ARG if one of the parameters is NULL or data->rsa_length is too
long or 0

 ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL if there was an HMAC failure during re-
trieval of the decryption key

* ESP_ERR_NO_MEM if there hasn’ t been enough memory to allocate the context object

* ESP_ERR_HW_CRYPTO_DS_INVALID_KEY if there’ s a problem with passing the
HMAC key to the DS component

bool esp_ds_is_busy (void)
Return true if the DS peripheral is busy, otherwise false.

257#: Only valid if esp_ds_start_sign () was called before.

esp_err_t esp_ds_finish_sign (void *signature, esp_ds_context_t *esp_ds_ctx)

Finish the signing process.

ZH
* signature —the destination of the signature, should be (data->rsa_length + 1)*4 bytes
long
* esp_ds_ctx —the context object retreived by esp_ds_start_sign ()
B
» ESP_OK if successful, the ds operation has been finished and the result is written to sig-
nature.
* ESP_ERR_INVALID_ARG if one of the parameters is NULL
e ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST if the message digest didn’ t match;
the signature is invalid.
* ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING if the message padding is incor-
rect, the signature can be read though since the message digest matches.

esp_err_t esp_ds_encrypt_params (esp_ds_data_t *data, const void *iv, const esp_ds_p_data_t *p_data,
const void *key)

Encrypt the private key parameters.

BH

* data —Output buffer to store encrypted data, suitable for later use generating signatures.
The allocated memory must be in internal memory and word aligned since it’ s filled by
DMA. Both is asserted at run time.

* iv —Pointer to 16 byte IV buffer, will be copied into ‘data’ . Should be randomly
generated bytes each time.

* p_data —Pointer to input plaintext key data. The expectation is this data will be deleted
after this process is done and ‘data’ is stored.

* key —Pointer to 32 bytes of key data. Type determined by key_type parameter. The
expectation is the corresponding HMAC key will be stored to efuse and then permanently
erased.

Bl

* ESP_OK if successful, the ds operation has been finished and the result is written to sig-
nature.

* ESP_ERR_INVALID_ARG if one of the parameters is NULL or p_data->rsa_length is
too long

Structures

struct esp_digital_signature_data

Encrypted private key data. Recommended to store in flash in this format.

4122 This struct has to match to one from the ROM code! This documentation is mostly taken from there.
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Public Members

esp_digital_signature_length_t rsa_length
RSA LENGTH register parameters (number of words in RSA key & operands, minus one).
Max value 127 (for RSA 4096).

4 )

This value must match the length field encrypted and stored in  ‘c’ , or invalid results will be returned.
(The DS peripheral will always use the value in ‘c’ , not this value, so an attacker can’ t alter the
DS peripheral results this way, it will just truncate or extend the message and the resulting signature in

software.)

£411:: InIDF, the enum type length is the same as of type unsigned, so they can be used interchangably.
See the ROM code for the original declaration of struct et s_ds_data_t.

uint8_t iv[16]

CA

IV value used to encrypt ‘c

uint8_t c[(12672 / 8)]

Encrypted Digital Signature parameters. Result of AES-CBC encryption of plaintext values. Includes an
encrypted message digest.

struct esp_ds_p_data_t

Plaintext parameters used by Digital Signature.

Not used for signing with DS peripheral, but can be encrypted in-device by calling esp_ds_encrypt_params()

£ 1#: This documentation is mostly taken from the ROM code.

Public Members

uint32_t Y[4096 / 32]
RSA exponent.

uint32_t M[4096 / 32]
RSA modulus.

uint32_t Rb[4096 / 32]

RSA r inverse operand.

uint32_tM_prime
RSA M prime operand.

esp_digital_signature_length_t length
RSA length.

Macros

ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL
HMAC peripheral problem

Espressif Systems 308 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. AP1 &%

ESP_ERR_HW_CRYPTO_DS_INVALID_KEY
given HMAC key isn’ t correct, HMAC peripheral problem

ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST

message digest check failed, result is invalid

ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING
padding check failed, but result is produced anyway and can be read

ESP_DS_IV_LEN

ESP_DS_C_LEN

Type Definitions

typedef struct esp_ds_context esp_ds_context_t

typedef struct esp_digital_signature_data esp_ds_data_t

Encrypted private key data. Recommended to store in flash in this format.

#4122 This struct has to match to one from the ROM code! This documentation is mostly taken from there.

Enumerations

enum esp_digital_signature_length_t

Values:

enumerator ESP_DS_RSA_1024
enumerator ESP_DS_RSA_2048
enumerator ESP_DS_RSA_3072

enumerator ESP_DS_RSA_4096

2.2.8 I12C WghfiF

titik

12C J&— Bl 47 [l A2 DUl A5 P, Sk B n] DA IR 3 2 A EHLAIMAIL. 12C 5 28 iy 5 A7 2idle 2k
(SDA) MIERATIBIEL (SCL) LA A, X LELAR T 2 BRI HLPH

12C HA fa] B HL A i AR SE et F2 2 THIE A e A O A B A (—3ERPA)

ESP32-S2 > 12C #5il gy (WHCHG ), AFTALRETE 12C PR ERYIESE . R 2R il A
B ENEML B, " RAR R E— g A AL, S — D EML.
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IR Zh R Dy ik

12C UKEHFE AT P 12C B2k B myiles, ZaKEh A r R4 AT I RE:

o LA S TY
o SCRRAMUAEK
s BERUFH AT, REh EVIEBUE A

fE IRl

PATR 03R4 58858 B 12C SRR P e B A T AR EA R IR

L. Jﬂgi;ﬂf&zﬁﬁf? - BENIIR ISR (A EAUBEE MU, SDA FiIl SCL i1 ) GPIO &, i
2. R IRHNAL - Pd— A 12C FEHIaR a2 H R e EALH R AL
3. AR LIS e ML BSR SR 7, A iERY I H
a) TAVEX TS - Elfs (FHUEN)
b) AKX T ilAz - M FHEE (AUEER)
o AL 32 - L 12C RS
AP AR SUEE - JREGAR 12C ESE (NP, (0)75F)
SR AL I - TR AN AL PR K S AR TG R I 15 R
B 5 A2 - TR 5 S R IR 12C SRS B i ] O B

Nons

MCES AN R AL R2C A5 — PR M E KRR Y, XFERE i2c_config t GiHHRJLASEL:

o B 12C TAEBEX - Mi2c_mode_t e AU o MU
o W WG
- 355 SDA i SCL {55 I ) GPIO 45
- 21553 FH ESP32-S2 [y s b h HLFH
o (UBRFAUEL) 5 E 12C mfphpk )
o ([UBRMMUE) REDPVR A
- B 10 i Stk
- & X L

WRIG, WGt g e 12C S 1R BC S, 5 88 i 10 5 MiZ2e_config t VBN &£ H 2 80Ok
Wi2c_param config () BR%K.

FLERG) (L)

int i2c_master_port = 0;
i2c_config_t conf = {

.mode = I2C_MODE_MASTER,

.sda_io_num = I2C_MASTER_SDA_IO, // select GPIO specific to your.
—project

.sda_pullup_en = GPIO_PULLUP_ENABLE,

.scl_io_num = I2C_MASTER_SCL_IO, // select GPIO specific to your.
—project

.scl_pullup_en = GPIO_PULLUP_ENABLE,

.master.clk_speed = I2C_MASTER_FREQ_HZ, // select frequency specific to your.
—project

// .clk_flags = 0, /*!< Optional, you can use I2C_SCLK_SRC_FLAG_*.
—~flags to choose i2c source clock here. */

bi

BLERG] (L) :

int i2c_slave_port = I2C_SLAVE_NUM;

i2c_config_t conf_slave = {
.sda_io_num = I2C_SLAVE_SDA_IO, // select GPIO specific to your.
—project
QiE3)
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(& b))
.sda_pullup_en = GPIO_PULLUP_ENABLE,
.scl_io_num = I2C_SLAVE_SCL_IO, // select GPIO specific to your.
—project

.scl_pullup_en = GPIO_PULLUP_ENABLE,
.mode = I2C_MODE_SLAVE,

.slave.addr_10bit_en = O,

.slave.slave_addr = ESP_SLAVE_ADDR, // address of your project

bi

TEMLPT B, i2c_param_config () 345 HAtl 12C FL B SHO BN 12C B BIIE i LHIERINE.
A RBINMEKBBEONER HEAE R, WSH5A P AT LA,

L UV A T V103 TV B i o N £ G O 17 R LT 8 v, v = e N 9 [ < B S i
FIBR B (Wi2c_config t::clk_flags FRIEENR).

126 config_t::clk_flags %5 0 i, WEHNSRLEHAE CURLHS BF A SUAHE (7 F. AR AT
WU APB Z R RF SR DI RE, I AT DAKE IS 4 43 T 75 TC A (AR B Pr 75 AR BE BRI P, Sk, i
¥i2c config t::clk_flags WE N 0. AR, HS LT3,

Friks WOREPORGE R A SRR, WREIRHPAR AR T, B, WSREIRE R BEAT(L (clk_flags)
TERS B T BE 4 0.

2 2: ESP32-S2 Mit4h ik

Bf Bt SCL fymKIm=xR At $PIhBE

%

24

ﬁy 5

APB( 4 MHz /

i MHz

b

REH_T3QCKHz I2C_SCLK_SRC_FLAG_AWARE_DFS,
MHz I2C_SCLK_SRC _FLAG _LIGHT SLEEP

Nfi2c_config t::clk_flags WEBEUITR: 1. I2C_SCLK_SRC_FLAG_AWARE_DFS: ¥4 APB HJ%&hik
A, BRI RN SRS, 2. T2C_SCLK_SRC_FLAG_LIGHT SLEEP: i PFiEIRAL, APB i
BN 2 E

XtiZ2c_config t::clk_flags HIFRRELNE

1. I2C_SCLK_SRC_FLAG_AWARE_DFS: 4 APB Wik AS i}, it s R R & Ay,
2. I2C_SCLK_SRC_FLAG_LIGHT SLEEP: N HHZPEMENRA, APB BJ40 IR 4.
3. ESP32-S2 W[ HEAN SRR HR , AE M BT R AR S Tt

ik EEHNT, SCL AP BIAAA BT B EIR) SCL iy KB .

#ik: SCL My e 2l BRI AL FRA (BUSMLEZ) —REn. Fit, HSEE ok
A B R AL 2 BRAIE SCL I misiA R HERRY . A 12C PSRy B BHAE N 1K [ 10K B4R,
(B 5 SR AN A AR T B AN (] 4 _E A B

WAL, P ERA e, TR BRI (R AR 2N T K ERE) o 32 P A e L P 22 0y
MU, X IR BTN AT @R ARG o Gl A A THERA A _ERIFEAE TSR > 2K RS SK R, {Ho2 )
FA] BE LT ARG AT S B DA — LR

Espressif Systems 311 Release v4.4.8
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. AP1 &%

RYEWAREY  ELEL RCIKSFET G, BN TSEAR M i2c_driver_install () GHIKFFE
7

o M5, MiZ2c_port_t Hik—

o EHEMMEI, MiZ2c_mode_t ik

o (IUBRMMUAER) Zfic I FAEMMUR T Z BRI A X KN 12C J&—ANPAFHU A L
FR 2R, Kot HREARHE EHLAIE R MM AL 2] FAL. L, MHLEFEA D EERAX, LAY
MBEF BB . Bl EERREAEX T, B EVL AT

o HT4Hed bR (3523 esp_hw_support/include/esp_intr_alloc.h #7 ESP_INTR_FLAG_* {f)

EHLBEA FalfE 2% 12C WKEh AP S, ESP32-S2 Bl 5 HAh 12C i i {7

ESP32-82 (14 12C il e EHUVBLT 1575 12C ML Bl (5, I As a1 AL R, anikA Tl
BIIFEER R L.

MAEE RS, SRRt — 4 Ao WA, RESVIET RIS, RIGEiEL
12C il 2 AT

TOLGAESE IR B s A 12C AU A BERE . AT ) AL A n ST

| Ciata ntimes Il]

‘ Master I;‘STARTH Slave Address ‘ | Data | ‘ sTOR |

slave I; ACK ACK
Cormmands I;

crnd=i2c_cmd_link_create() ‘

i2c_rnaster_start{cmd)

i2c_master_write_byte{cmd, Address, ACK)

i2c_rmaster_writelData, n, ACK)

izc_master_cmd_beginfl2c_port, cmd, wait)

|
|
|
i2c_master_stop(cmd) |
i2zc_crmd_link_deletejcrd) ‘

] 4: 12C command link - master write example

THAZIE “FHE AR B e LT A

1. i i2c_cmd_link_create () AlE@— A 6rd8E1%.
R, TR EES MBI 7y S84
a) JE - i2c_master_start ()
b) MBLHHL - 12c_master_write_byte (). $RALEAFATHIMEVE SR R E0 LS.
o) Bl - — A BENFIEIEE RN i2c_master_write () %S
d) 51k - i2c_master_stop ()
H¥i2c_master write byte () Mli2c_master _write () BRAEIMNALS:, ME
FHLE T M ARIAHA To432 3] ACK fif.
2. WM i2c_master_cmd_begin () ffik 12C FEHZR PT84 — BIFGIET, BUAEE
T Wt 4
3. S kikNG, WA i2c_cmd 1ink delete () B &M A 1T

EHLBEI S NN GRS Iy 12C AU a5, DAEAMALEEEL n A~FY
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Data [n-1jtimes l;

| Master I; START | Slave Address | ACK STOP
Slave % | Data | | Data |
F 3 F 3
Commands I;

1
crd=i2c_cmd_link_create() |

i2c_master_start{crd)

i2c_master_write_byte{cmd, Address, ACK)

i2c_master_read({Data, n-1, ACK)

i2c_rmaster_read(Data, 1, MAK)

izc_master_cmd_begin{l2c_port, crnd, wait)

|
J
|
J
i2c_rnaster_stopicmd) I

i2c_crd_link_delete{cmd)

&l 5: 12C command link - master read example

o R B Ee, £ LEOEE 4 F, ARBA i2c_master_write..., T
HiZ2c_master_read_byte () Fl/E{i2c_master_read() HE LA, FE, LB S
Be B 5 — IR, PATE MR ACK i,

TR A SRS KEMYBBIEE (5% RS 3 28), FH A ASMMPLEEBCEDE .
FHLSEFRA TR (R RAF AR ML IE B e AR S

b, B TREHES AN, FH AL G N S5 ik (ESP_SLAVE_ADDR << 1) |
I2C_MASTER_WRITE, UIFA/R:

i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_WRITE, ACK_EN);

IEE,  HE R AL B 1Y i - BE AR B -

i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_READ, ACK_EN);

MMLBEA P s 22 12C BR8h#2)¥ 5, ESP32-S2 RFn] 5 HiAth 12C % £ 1% .
APT S MAHLEEHEPA R DI RE -
e i12c_slave_ read buffer()
2 FHRF BT AN, MALRE B SR AT E R A K . AL AR /T E AT
VRS i2c_slave_read buffer (). WRBREFAN PRA S, WRHERA
#Z/liﬁ}iﬂlﬂﬂ THE e PHFERTIA] o XK ARV ALY F AR AE 48 5 I8 58 2 P 4 R 1) ik
G
e i12c_slave write buffer()
KIRGAE K IE F T AR ML EE LA FIFO T Ak 25 ERL A 8t . 72 AL R E0T
KR — AP IR BAFIX . BREi2¢c_slave_write_buffer () A—N5%5, M
THE 8 K IEZAT K C I B HE 1] o ORF SRR ABILSY I RE A 45 12 F B R NS5 FE R
RGP R n] F 2]

FE peripherals/i2c Hn] £ /23 A el (8 X LE ) REA ARG 7R 11

ol AL B AR UK A R T R, BRIAE L T SR W A B AR Y. (H02, T DU A UE R
$izc_isr_register () KM B O WA Z BN R WL PR T . 24T B O Pl e 7
F, FIPAZ# ESP32-S2 # A 5F F-Mt > 12C =4 % (12C) > 7 b7 [PDF], DR % 12C &6l # il & iy

PWHEEi2c_isr _free () MG WAL FRALR: .
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P A s A KRR G B IR 425, KEi2c_param_config () FEWIHAAL 12C i ALK
IFRFECER, WaB LA 12C B{E S5 E N 12C AL P B HE A . Hofth— 2 2 S50
TE 12C 5 Tl 250 2 A7 A% TP P Je id B

IR T F PR L e, ATDURE A X eSO MO P E i SUE. TR, PR AE APB
HHeP I Y. APB [85I%7F I2C_APB_CLK_FREQ 155,

3 HAW AT EL A 12C 35 240

SCL Jki J& 31 i) v F PRI - i2c_set_period()

TEretE Rehfs S 1E A SCL #1 SDA 15 5 i2c_set_start_timing ()
e A5 k55 1R 1 SCL Al SDA {55 B )7 i2c_set_stop_timing ()
MALRAEPA R ERLYHS, SCL Al SDA {55 Z [A] I % £ i2c_set_data_timing ()
12C Rt i2c_set_timeout ()

R 56 A 3818 W i e A 3k 7 (LSB) 8 i fIk A7 2 i, (MSB), W] | i2c_set_data_mode ()
JEi2c_trans_mode_t & Xk

IR R BB — 1 _ger R WORASG A MBI EWIE. B, WHi2c_get_timeout () Kkt 12C
JER A o

BRG A AR S AR 7 L A AR R E I S ECERINE, 5% S0 driver/i2e.c I AR JG 2% _DEFAULT )
& o

it KEi2c_set_pin () LA SDA Fll SCL 55 R A& I U EHife e . R ZEB M E &
W NIME, W ERE i 2c_param _config().

Frik: ESP32-S2 iy NES_ BRI A L A LT R, BAER SR OLT , BN SA R AR 12C Efir
R . EBOT P FELAEAE 12C B e BORTEALE JE R A BRI . TR ERRATIE, WTE% T1
1 B H

BIDAALRL 2 By 12C BKBAR e (4 R B E SN 5 U 23R ] ESP_OK |, i E R WIS 23R 1] 4 7 Y B R A
f o SRS AR 0] A (EH-DEA T 5 DAL BLZ — Al I 158, IKEHAR Pt 3 TH H SN, P S iR i,
Bl A A E IR . A RPRAMER, 3% 3T driver/i2e.c H 528 _ERR_STR EHE Lo

85 & ) b T ol 4 AR 0 A5 MR B An, SR WLRE B0 & % e B HLAE B OR K e E], & il &
I2C_TIME_OUT_INT Hilf. EAI{E B S% b a2,

o B E fF R W, AT R A Bl Rk &R ORIk & K Hi2c_reset_tx fifo()
Mi2c_reset_rx_fifo() REENEEZEX,

MERSAENRE Y 24/ i2c_driver install () #5 12C Hlifg, —BMEJEAFHFRE 2C WEm, W
PR A i2c_driver_delete () RABRIKBNAL T ARERC HE ) BT -

T ei%i2c_driver_delete () JoikPRIEAAEZ A E, WALV 1% R BORS B K S A% e 1 55 A0 6 R BT
AR AR CAS I T IR

W B

12C FEHAIMAHLRP: peripherals/i2c.

API %

Header File

¢ components/driver/include/driver/i2c.h
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Functions
esp_err_t i2c_driver_install (i2c_port_t i2c_num, i2c_mode_t mode, size_t slv_rx_buf_len, size_t
slv_tx_buf_len, int intr_alloc_flags)

Install an I2C driver.

5122 In master mode, if the cache is likely to be disabled(such as write flash) and the slave is time-sensitive,
ESP_INTR_FLAG_IRAMissuggested to be used. In this case, please use the memory allocated from internal
RAM in i2c¢ read and write function, because we can not access the psram(if psram is enabled) in interrupt
handle function when cache is disabled.

B8
* i2c_num -12C port number
¢ mode —12C mode (either master or slave)
* slv_rx_buf_len —Receiving buffer size. Only slave mode will use this value, it is
ignored in master mode.
* slv_tx_buf_len -Sending buffer size. Only slave mode will use this value, it is ig-
nored in master mode.
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_FAIL Driver installation error

esp_err_t i2c_driver_delete (i2¢_port_t i2c_num)
Delete 12C driver.

$&7E: This function does not guarantee thread safety. Please make sure that no thread will continuously hold
semaphores before calling the delete function.

%% i2c_num -12C port to delete
FE ]
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_param_config (i2c_port_t i2c_num, const i2c_config_t *i2c_conf)
Configure an I12C bus with the given configuration.
¥

* i2¢_num —I2C port to configure

* i2c_conf —Pointer to the I2C configuration
Bl

* ESP_OK Success

* ESP_ERR_INVALID_ARG Parameter error

esp_err_ti2c_reset_tx_fifo (i2c_port_ti2c_num)
reset I12C tx hardware fifo
%% i2c_num -12C port number
R
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_reset_rx_fifo (i2c_port_ti2c_num)
reset I12C rx fifo

%% i2c_num -12C port number
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R
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_isr_register (i2c_port_t i2c_num, void (*fn)(void*), void *arg, int intr_alloc_flags,
intr_handle_t *handle)

Register an I12C ISR handler.

SH
* i2c_num -12C port number to attach handler to
e £n —ISR handler function
* arg —Parameter for the ISR handler
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Handle return from esp_intr_alloc.
B
e ESP_OK Success
¢ ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_isr_free (intr_handle_t handle)
Delete and free I2C ISR handle.

¥ handle —Handle of isr to delete.
P[]
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_pin (i2c_port_t i2c_num, int sda_io_num, int scl_io_num, bool sda_pullup_en, bool
scl_pullup_en, i2c_mode_t mode)

Configure GPIO pins for I2C SCK and SDA signals.

B8
* i2c_num —12C port number
* sda_io_num ~GPIO number for I2C SDA signal
* scl_io_num—GPIO number for I2C SCL signal
* sda_pullup_en —Enable the internal pullup for SDA pin
* scl_pullup_en —Enable the internal pullup for SCL pin
* mode —12C mode
Bl
» ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_master_write_to_device (i2c_port_t i2¢_num, uint8_t device_address, const uint8_t
*write_buffer, size_t write_size, TickType_t ticks_to_wait)

Perform a write to a device connected to a particular [2C port. This function is a wrapper to
i2c_master_start (), i2c_master_write (), i2c_master_read(), etc It shall only be
called in I2C master mode.

S8
* i2c_num -12C port number to perform the transfer on
* device_address —12C device’ s 7-bit address
* write_buffer Bytes to send on the bus
* write_size —Size, in bytes, of the write buffer
* ticks_to_wait ~Maximum ticks to wait before issuing a timeout.

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

» ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.

« ESP_ERR_INVALID STATE I2C driver not installed or not in master mode.
* ESP_ERR_TIMEOUT Operation timeout because the bus is busy.
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esp_err_t i2c_master_read_from_device (i2c_port_t i2c_num, uint8_t device_address, uint8_t

*read_buffer, size_t read_size, TickType_t ticks_to_wait)

Perform a read to a device connected to a particular I2C port.  This function is a wrapper to
i2c_master_start (), i2c_master_write (), i2c_master_read(), etc It shall only be
called in I2C master mode.

S

B

i2c_num 12C port number to perform the transfer on
device_address —12C device’ s 7-bit address

read_buffer —Buffer to store the bytes received on the bus
read_size —Size, in bytes, of the read buffer

ticks_to_wait ~Maximum ticks to wait before issuing a timeout.

ESP_OK Success

ESP_ERR_INVALID_ARG Parameter error

ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.
ESP_ERR_INVALID_STATE I2C driver not installed or not in master mode.
ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

esp_err_t i2c_master_write_read_device (i2c¢c_port_ti2c_num, uint8_t device_address, const uint8_t

*write_buffer, size_t write_size, uint8_t *read_buffer, size_t
read_size, TickType_t ticks_to_wait)

Perform a write followed by a read to a device on the I2C bus. A repeated start signal is used between the
write and read, thus, the bus is not released until the two transactions are finished. This function is a
wrapper to 12c_master_start (), i2c_master_write (), i2c_master_read(), etc---It shall
only be called in I2C master mode.

BH

B

i2c_num -12C port number to perform the transfer on
device_address —12C device’ s 7-bit address
write_buffer —Bytes to send on the bus

write_size —Size, in bytes, of the write buffer

read_buffer —Buffer to store the bytes received on the bus
read_size —Size, in bytes, of the read buffer

ticks_to_wait —Maximum ticks to wait before issuing a timeout.

ESP_OK Success

ESP_ERR_INVALID_ ARG Parameter error

ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.
ESP_ERR_INVALID STATE I2C driver not installed or not in master mode.
ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

i2c_cmd_handle_t i2c_cmd_link_create_static (uint8_t *buffer, uint32_t size)

Create and initialize an I2C commands list with a given buffer. All the allocations for data or signals (START,
STOP, ACK, -:-) will be performed within this buffer. This buffer must be valid during the whole transaction.
After finishing the I12C transactions, it is required to call i2c_cmd_link_delete_static ().

$&11:: Itis highly advised to not allocate this buffer on the stack. The size of the data used underneath may
increase in the future, resulting in a possible stack overflow as the macro I2C_LINK_RECOMMENDED_SIZE
would also return a bigger value. A better option is to use a buffer allocated statically or dynamically (with

malloc).

SH

* buffer —Buffer to use for commands allocations
* size —Size in bytes of the buffer

j&[a] Handle to the I2C command link or NULL if the buffer provided is too small, please use

I2C_LINK_RECOMMENDED_SIZE macro to get the recommended size for the buffer.

Espressif Systems

317 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

i2c_cmd_handle_t i2c_cmd_link_create (void)
Create and initialize an I12C commands list with a given buffer. After finishing the I2C transactions, it is
required to call 12c_cmd_link_delete () to release and return the resources. The required bytes will
be dynamically allocated.

&1 Handle to the I2C command link

void i2c_cmd_1link_delete_static (i2c_cmd_handle_t cmd_handle)

Free the I2C commands list allocated statically with 12c_cmd_link_create_static.

%%t emd_handle -12C commands list allocated statically. This handle should be created thanks
to i2c_cmd_link_create_static () function

void i2c_cmd_link_delete (i2c_cmd_handle_t cmd_handle)
Free the I2C commands list.

%%, cmd_handle -12C commands list. = This handle should be created thanks to
i2c_cmd_link_create () function

esp_err_t i2c_master_start (i2c_cmd_handle_t cmd_handle)

Queue a “START signal” to the given commands list. This function shall only be called in I2C master mode.
Call i2c_master_cmd_begin () to send all the queued commands.

%% cmd_handle -12C commands list
B
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
e ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
» ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_write_byte (i2c_cmd_handle_t cmd_handle, uint8_t data, bool ack_en)

Queue a “write byte” command to the commands list. A single byte will be sent on the I2C port. This function
shall only be called in I2C master mode. Call 12c_master_cmd_begin () to send all queued commands.

S8
* cmd_handle —12C commands list
* data Byte to send on the port
* ack_en —Enable ACK signal
B
* ESP_OK Success
¢ ESP_ERR_INVALID_ARG Parameter error
e ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
» ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_write (i2c_cmd_handle_t cmd_handle, const uint8_t *data, size_t data_len, bool
ack_en)

Queue a “write (multiple) bytes” command to the commands list. This function shall only be called in 12C
master mode. Call 12c_master_cmd_begin () to send all queued commands.

S8
* cmd_handle —12C commands list
* data —Bytes to send. This buffer shall remain valid until the transaction is finished. If the
PSRAM is enabled and intr_flagissetto ESP_INTR_FLAG_IRAM, data should
be allocated from internal RAM.
* data_len —Length, in bytes, of the data buffer
* ack_en —Enable ACK signal
B
* ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
e ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap
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esp_err_t i2c_master_read_byte (i2c_cmd_handle_t cmd_handle, uint8_t *data, i2c_ack_type_t ack)

Queue a “read byte” command to the commands list. A single byte will be read on the I2C bus. This function
shall only be called in I2C master mode. Call 12c_master_cmd_begin () to send all queued commands.

* cmd_handle —12C commands list
» data —Pointer where the received byte will the stored. This buffer shall remain valid
until the transaction is finished.
* ack -ACK signal
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
 ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
» ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_read (i2c_cmd_handle_t cmd_handle, uint8_t *data, size_t data_len, i2c_ack_type_t
ack)

Queue a “read (multiple) bytes” command to the commands list. Multiple bytes will be read on the 12C
bus. This function shall only be called in I2C master mode. Call 12c_master_cmd_begin () to send all
queued commands.

S8
* cmd_handle —12C commands list
* data —Pointer where the received bytes will the stored. This buffer shall remain valid
until the transaction is finished.
* data_1len —Size, in bytes, of the data buffer
* ack ~ACK signal
B
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
e« ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_stop (i2c_cmd_handle_t cmd_handle)

Queue a “STOP signal” to the given commands list. This function shall only be called in I2C master mode.
Call i2c_master_cmd_begin () to send all the queued commands.

%% cmd_handle -12C commands list
izl
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
 ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_cmd_begin (i2¢_port_t i2c_num, i2c_cmd_handle_t cmd_handle, TickType_t
ticks_to_wait)

Send all the queued commands on the I2C bus, in master mode. The task will be blocked until all the commands
have been sent out. The I2C port is protected by mutex, so this function is thread-safe. This function shall only
be called in I2C master mode.

B8
* i2c_num —12C port number
e cmd_handle —12C commands list
* ticks_to_wait ~Maximum ticks to wait before issuing a timeout.

e ESP_OK Success

e ESP_ ERR _INVALID ARG Parameter error

* ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.

e ESP_ERR_INVALID_ STATE I2C driver not installed or not in master mode.
* ESP_ERR_TIMEOUT Operation timeout because the bus is busy.
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int i2c_slave_write_buffer (i2c_port_t i2c_num, const uint8_t *data, int size, TickType_t ticks_to_wait)
Write bytes to internal ringbuffer of the I2C slave data. When the TX fifo empty, the ISR will fill the hardware
FIFO with the internal ringbuffer’ s data.

£41:: This function shall only be called in I2C slave mode.

* i2c_num -12C port number
* data —Bytes to write into internal buffer
* size —Size, in bytes, of data buffer
* ticks_to_wait ~Maximum ticks to wait.
B
e ESP_FAIL (-1) Parameter error
 Other (>=0) The number of data bytes pushed to the 12C slave buffer.

int i2c_slave_read_buffer (i2c_port_t i2c_num, uint8_t *data, size_t max_size, TickType_t
ticks_to_wait)
Read bytes from I2C internal buffer. When the I2C bus receives data, the ISR will copy them from the hardware

RX FIFO to the internal ringbuffer. Calling this function will then copy bytes from the internal ringbuffer to
the data user buffer.

£41:: This function shall only be called in 12C slave mode.

S8
* i2c_num -12C port number
* data —Buffer to fill with ringbuffer’ s bytes
* max_size -Maximum bytes to read
* ticks_to_wait ~Maximum waiting ticks
Bl
e ESP_FAIL(-1) Parameter error
* Others(>=0) The number of data bytes read from I12C slave buffer.

esp_err_t i2c_set_period (i2c_port_t i2c_num, int high_period, int low_period)
Set I2C master clock period.

BH

* i2c_num -12C port number

* high_period —Clock cycle number during SCL is high level, high_period is a 14 bit

value

* low_period —Clock cycle number during SCL is low level, low_period is a 14 bit value
Bl

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_get_period (i2c_port_t i2c_num, int *high_period, int *low_period)

Get I12C master clock period.

BH
* i2c_num -12C port number
* high_period —pointer to get clock cycle number during SCL is high level, will get a
14 bit value
* low_period —pointer to get clock cycle number during SCL is low level, will get a 14
bit value
B
* ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error
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esp_err_t i2c_filter_enable (i2c_port_t i2c_num, uint8_t cyc_num)

Enable hardware filter on 12C bus Sometimes the I2C bus is disturbed by high frequency noise(about 20ns),
or the rising edge of the SCL clock is very slow, these may cause the master state machine to break. Enable
hardware filter can filter out high frequency interference and make the master more stable.

£511: Enable filter will slow down the SCL clock.

BH
* i2c_num -12C port number to filter
* cyc_num -the APB cycles need to be filtered (0<= cyc_num <=7). When the period of
a pulse is less than cyc_num * APB_cycle, the 12C controller will ignore this pulse.

B

ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_filter_disable (i2c¢_port_t i2c_num)
Disable filter on I2C bus.

%% i2c_num -12C port number
A
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_start_timing (i2c_port_t i2c_num, int setup_time, int hold_time)

set I2C master start signal timing

S8
* i2c_num -12C port number
* setup_time —clock number between the falling-edge of SDA and rising-edge of SCL
for start mark, it’ s a 10-bit value.
* hold_time —clock num between the falling-edge of SDA and falling-edge of SCL for
start mark, it’ s a 10-bit value.
B
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_get_start_timing (i2¢_port_t i2c_num, int *setup_time, int *hold_time)

get I2C master start signal timing

BH
* i2c_num -12C port number
* setup_time —pointer to get setup time
* hold_time —pointer to get hold time
R m
¢ ESP_OK Success
* ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_stop_timing (i2c_port_t i2c_num, int setup_time, int hold_time)

set I2C master stop signal timing

S

* i2c_num -12C port number

* setup_time —clock num between the rising-edge of SCL and the rising-edge of SDA,

it’ s a 10-bit value.

* hold_time —clock number after the STOP bit’ s rising-edge, it’ s a 14-bit value.
Bl

* ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error
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esp_err_t i2c_get_stop_timing (i2c_port_t i2c_num, int *setup_time, int *hold_time)

get I2C master stop signal timing

S8
* i2c_num -12C port number
* setup_time —pointer to get setup time.
* hold_time —pointer to get hold time.
Bl
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_data_timing (i2c_port_t i2c_num, int sample_time, int hold_time)

set I2C data signal timing
S8

* i2c_num -12C port number

* sample_time —clock number I2C used to sample data on SDA after the rising-edge of
SCL, it’ s a 10-bit value

* hold_time —clock number I2C used to hold the data after the falling-edge of SCL, it’
s a 10-bit value

Bl
* ESP_OK Success
» ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_get_data_timing (i2c_port_t i2c_num, int *sample_time, int *hold_time)
get I2C data signal timing
* i2¢_num —12C port number
* sample_time —pointer to get sample time
* hold_time —pointer to get hold time
Bl
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_timeout (i2c_port_t i2c_num, int timeout)
set I2C timeout value
S

* i2c_num -12C port number

* timeout -timeout value for I2C bus (unit: APB 80Mhz clock cycle)
B

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_get_timeout (i2¢_port_t i2c_num, int *timeout)
get I2C timeout value
S

* i2c_num -12C port number

* timeout —pointer to get timeout value
A

* ESP_OK Success

e ESP_ERR_INVALID ARG Parameter error

esp_err_t i2c_set_data_mode (i2¢_port_t i2c_num, i2¢_trans_mode_t tx_trans_mode, i2¢c_trans_mode_t
rx_trans_mode)
set I2C data transfer mode
S

* i2c_num -12C port number
* tx_trans_mode -12C sending data mode
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* rx_trans_mode —12C receving data mode
R

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_get_data_mode (i2¢_port_t i2c_num, i2¢_trans_mode_t *tx_trans_mode, i2c_trans_mode_t
*rx_trans_mode)

get I2C data transfer mode

BH
* i2c_num -12C port number
* tx_trans_mode —pointer to get I2C sending data mode
* rx_trans_mode —pointer to get I2C receiving data mode

B

ESP_OK Success
ESP_ERR_INVALID_ ARG Parameter error

Structures

struct i2c_config_t

I2C initialization parameters.

Public Members

i2c_mode_t mode
12C mode

int sda_io_num
GPIO number for I12C sda signal

int scl_io_num
GPIO number for I12C scl signal

bool sda_pullup_en
Internal GPIO pull mode for I2C sda signal

bool scl_pullup_en
Internal GPIO pull mode for I12C scl signal

uint32_t clk_speed

12C clock frequency for master mode, (no higher than 1MHz for now)

struct i2c_config_t::[anonymous]::[anonymous] master

12C master config

uint§_t addr_10bit_en

12C 10bit address mode enable for slave mode

uint16_t slave_addr

12C address for slave mode
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uint32_t maximum_speed

12C expected clock speed from SCL.

struct i2c_config_t::[anonymous]::[anonymous] slave

12C slave config

uint32_t clk_f£flags
Bitwise of I2C_SCLK_SRC_FLAG_**FOR_DFS** for clk source choice

Macros
I2C_APB_CLK_FREQ

12C source clock is APB clock, 80MHz
I2C_NUM_MAX

12C port max

I2C_NUM_0
12C port 0

I2C_NUM 1
12C port 1

I2C_SCLK_SRC_FLAG_FOR_NOMAL

Any one clock source that is available for the specified frequency may be choosen

I2C_SCLK_SRC_FLAG_AWARE_DFS
For REF tick clock, it won’ t change with APB.

I2C_SCLK_SRC_FLAG_LIGHT_SLEEP
For light sleep mode.

I2C_INTERNAL_STRUCT_SIZE
Minimum size, in bytes, of the internal private structure used to describe I2C commands link.

I2C_LINK_RECOMMENDED_SIZE (TRANSACTIONS)

The following macro is used to determine the recommended size of the buffer to pass to
i2c_cmd_link_create_static() function. It requires one parameter, TRANSACTIONS, de-
scribing the number of transactions intended to be performed on the I2C port. For example, if one wants
to perform a read on an I2C device register, TRANSACTIONS must be at least 2, because the commands
required are the following:

* write device register
* read register content

Signals such as “(repeated) start” , “stop” , “nack” , “ack” shall not be counted.

Type Definitions

typedef void *i2c_cmd_handle_t

I12C command handle
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Header File

» components/hal/include/hal/i2¢c_types.h

Macros

I2C_CLK_FREQ_ MAX
Use the highest speed that is available for the clock source picked by clk_flags.

Type Definitions

typedef int i2¢c_port_t
12C port number, can be 2C_NUM_0 ~ I2C_NUM_MAX-1).

Enumerations

enum i2c_mode_t

Values:

enumerator I2C_MODE_ SLAVE

12C slave mode

enumerator I2C_MODE_MASTER

12C master mode

enumerator I2C_MODE_MAX

enum i2c_rw_t

Values:

enumerator I2C_MASTER_WRITE
12C write data

enumerator I2C_MASTER_READ
12C read data

enum i2c_trans_mode_t

Values:

enumerator I2C_DATA_MODE_MSB_FIRST
12C data msb first

enumerator I2C_DATA_MODE_LSB_FIRST
12C data Isb first

enumerator I2C_DATA_MODE_MAX

enum i2c_addr_mode_t

Values:

Espressif Systems 325 Release v4.4.8
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v4.4.8/components/hal/include/hal/i2c_types.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

enumerator I2C_ADDR_BIT_7
12C 7bit address for slave mode

enumerator I2C_ADDR_BIT_10
12C 10bit address for slave mode

enumerator I2C_ADDR_BIT_MAX

enum i2c_ack_type_t

Values:

enumerator I2C_MASTER_ACK
I2C ack for each byte read

enumerator I2C_MASTER_NACK
I2C nack for each byte read

enumerator I2C_MASTER_LAST_ NACK
12C nack for the last byte

enumerator I2C_MASTER_ACK_MAX

enum i2c_sclk_t

12C clock source, sorting from smallest to largest, place them in order. This can be expanded in the future use.

Values:

enumerator I2C_SCLK_DEFAULT

12C source clock not selected

enumerator I2C_SCLK_APB
12C source clock from APB, 80M

enumerator I2C_SCLK_REF_TICK
12C source clock from REF_TICK, 1M

enumerator I2C__SCLK_MAX

2.2.9 Inter-IC Sound (I12S)

Overview
12S (Inter-IC Sound) is a serial, synchronous communication protocol that is usually used for transmitting audio data
between two digital audio devices.

ESP32-S2 contains one 12S peripheral(s). These peripherals can be configured to input and output sample data via
the 12S driver.

An I2S bus consists of the following lines:

* Master clock line (operational)
¢ Bit clock line
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¢ Channel select line
¢ Serial data line

Each I2S controller has the following features that can be configured using the I2S driver:

¢ QOperation as system master or slave
» Capable of acting as transmitter or receiver
¢ DMA controller that allows for streaming sample data without requiring the CPU to copy each data sample

Each controller can operate in half-duplex communication mode. Thus, the two controllers can be combined to
establish full-duplex communication.

The 12S peripherals also support LCD mode for communicating data over a parallel bus, as used by some LCD
displays and camera modules. LCD mode has the following operational modes:

e LCD master transmitting mode
» Camera slave receiving mode
* ADC/DAC mode

For more information, see ESP32-S2 Technical Reference Manual > I2S Controller (12S) > LCD Mode [PDF].

$&1¥: For high accuracy clock applications, use the APLL_CLK clock source, which has the frequency range of 16
~ 128 MHz. You can enable the APLL_CLK clock source by setting i2s_config_t::use_apll to TRUE.

If i2s_config_t::use_apll = TRUE and i2s_config_t::fixed_mclk > 0, then the master clock
output frequency for 12S will be equal to the value of i2s_config_t::fixed_mclk, which means that the
mclk frequency is provided by the user, instead of being calculated by the driver.

The clock rate of the word select line, which is called audio left-right clock rate (LRCK) here, is al-
ways the divisor of the master clock output frequency and for which the following is always true: 0 <
MCLK/LRCK/channels/bits_per_sample < 64.

Functional Overview
Installing the Driver Install the 12S driver by calling the function :cpp:func‘i2s_driver_install’ and passing the
following arguments:

¢ Port number
¢ The structure i 2s_config_t with defined communication parameters
¢ Event queue size and handle

Once :cpp:func‘i2s_driver_install‘ returns ESP_OK, it means I2S has started.

Configuration example:

static const int i2s_num = 0; // i2s port number

i2s_config_t 1i2s_config = {
.mode = I2S_MODE_MASTER | I2S_MODE_TX,
.sample_rate = 44100,
.bits_per_sample = I2S_BITS_PER_SAMPLE_16BIT,
.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,
.communication_format = I2S_COMM_FORMAT_STAND_IZ2S
.tx_desc_auto_clear = false,
.dma_buf_count = 8,
.dma_buf_len = 64,
.use_apll = false,
.intr_alloc_flags = ESP_INTR_FLAG_LEVELl // Interrupt level 1, default 0
bi

i2s_driver_install (I2S_NUM, &i2s_config, 0, NULL);
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Setting Communication Pins Once the driver is installed, configure physical GPIO pins to which signals will be
routed. For this, call the function :cpp:funci2s_set_pin‘ and pass the following arguments to it:

¢ Port number

e The structure 12s_pin_config_t defining the GPIO pin numbers to which the driver should route the
MCK, BCK, WS, DATA out, and DATA in signals. If you want to keep a currently allocated pin number for
a specific signal, or if this signal is unused, then pass the macro T2S_PIN_NO_CHANGE. See the example
below.

$411: MCK only takes effect in 12S_MODE_MASTER mode.

static const i2s_pin_config_t pin_config = {

.mck_io_num = 0,
.bck_io_num = 4,
.ws_io_num = 5

I~

.data_out_num 18,
.data_in_num = I2S_PIN_NO_CHANGE
bi

i2s_set_pin(i2s_num, &pin_configqg);

Running I12S Communication To perform a transmission:

* Prepare the data for sending
¢ Call the function 12s_write () and pass the data buffer address and data length to it

The function will write the data to the DMA Tx buffer, and then the data will be transmitted automatically.

i2s_write (I2S_NUM, samples_data, ((bits+8)/16)*SAMPLE_PER_CYCLE*4, &i2s_bytes_
—write, 100);

To retrieve received data, use the function 1 2s_read (). It will retrieve the data from the DMA Rx buffer, once
the data is received by the I2S controller.

12s_read(I2S_NUM, data_recv, ((bits+8)/16)*SAMPLE_PER_CYCLE*4, &i2s_bytes_read, .
—100) ;

You can temporarily stop the I2S driver by calling the function i2s_stop (), which will disable the 12S Tx/Rx
units until the function 1 2s_start () is called. If the function :cpp:func‘i2s_driver_install’ is used, the driver will
start up automatically eliminating the need to call 12s_start ().

Deleting the Driver If the established communication is no longer required, the driver can be removed to free
allocated resources by calling 1 2s_driver_uninstall ().

Application Example

A code example for the I2S driver can be found in the directory peripherals/i2s.

In addition, there is a short configuration examples for the I2S driver.

128 configuration Example for general usage.

#include "driver/iZ2s.h"

static const int i2s_num = 0; // i2s port number

i2s_config_t i2s_config = {
(R oTgkzh)
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(& b))
.mode = I2S_MODE_MASTER | I2S_MODE_TX,
.sample_rate = 44100,
.bits_per_sample = I2S_BITS_PER_SAMPLE_16BIT,
.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,
.communication_format = I2S_COMM_FORMAT_STAND_IZ2S
.tx_desc_auto_clear = false,
.dma_buf_count = 8,
.dma_buf_len = 64,
.use_apll = false,
.intr_alloc_flags = ESP_INTR_FLAG_LEVEL1 // Interrupt level 1, default 0
bi
static const i2s_pin_config_t pin_config = {
.bck_io_num = 4,
.ws_io_num = 5,
.data_out_num = 18,
.data_in_num = I2S_PIN_NO_CHANGE
bi
i2s_driver_install (i2s_num, &i2s_config, 0, NULL); //install and start 12s driver

i2s_set_pin(i2s_num, &pin_config);

/* You can reset parameters by calling 'i2s_set_clk'
*
* The low 16 bits are the valid data bits in one chan and the high 16 bits are
* the total bits in one chan. If high 16 bits is smaller than low 16 bits, it will
* be set to a same value as low 16 bits.
*/
uint32_t bits_cfg = (I2S_BITS_PER_CHAN_32BIT << 16) | I2S_BITS_PER_SAMPLE_16BIT;
i2s_set_clk (i2s_num, 22050, bits_cfg, I2S_CHANNEL_STEREO) ;

12s_driver_uninstall (i2s_num); //stop & destroy iZ2s driver

Application Notes

How to Prevent Data Lost For the applications that need a high frequency sample rate, sometimes the massive
throughput of receiving data may cause data lost. Users can receive data lost event by registering an event queue
handler to the driver during installation:

QueueHandle_t evt_que;
i2s_driver_install (i2s_num, &i2s_config, 10, &evt_que);

You will receive I2S_EVENT_RX_Q_OVF event when there are data lost.
Please follow these steps to prevent data lost:

1. Determine the interrupt interval. Generally, when data lost happened, the interval should be the bigger the
better, it can help to reduce the interrupt times, i.e., dma_buf_len should be as big as possible while the
DMA buffer size won’ t exceed its maximum value 4092. The relationships are:

interrupt_interval (unit: sec) = dma_buf_len / sample_rate
dma_buffer_size = dma_buf_len * slot_num * data_bit_width / 8 <= 4092

2. Determine the dma_buf_count. The dma_buf_count isdecided by the max time of 1 2s_read polling
cycle, all the received data are supposed to be stored between two i2s_read. This cycle can be measured
by a timer or an outputting gpio signal. The relationship is:

dma_buf_count > polling_cycle / interrupt_interval
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3. Determine the receiving buffer size. The receiving buffer that offered by user in 12s_ read should be able to
take all the data in all dma buffers, that means it should be bigger than the total size of all the dma buffers:

recv_buffer_size > dma_buf_count * dma_buffer_ size

For example, if there is an 12S application, and the known values are:

sample_rate = 144000 Hz
data_bit_width = 32 bits
slot_num = 2
polling_cycle = 10ms

Then the parameters dma_buf_len, dma_buf_count and recv_buf_size can be calculated according to
the given known values:

dma_buf_len * slot_num * data_bit_width / 8 = dma_buffer_size <= 4092

dma_buf_len <= 511

interrupt_interval = dma_buf_len / sample_rate = 511 / 144000 = 0.003549 s = 3.549.
—mMs

dma_buf_count > polling_cycle / interrupt_interval = cell (10 / 3.549) = cell (2.
—818) = 3
recv_buffer_size > dma_buf_count * dma_buffer_size = 3 * 4092 = 12276 bytes

To check whether there are data lost, you can offer an event queue handler to the driver during installation:

QueueHandle_t evt_que;
i2s_driver_install (i2s_num, &i2s_config, 10, &evt_que);

You will receive I2S_EVENT_RX_Q_OVF event when there are data lost.

API Reference

Header File

¢ components/driver/include/driver/i2s.h

Functions
esp_err_t i2s_set_pin (i2s_port_t i2s_num, const i2s_pin_config_t *pin)

Set I2S pin number.

Inside the pin configuration structure, set 12S_PIN_NO_CHANGE for any pin where the current configuration
should not be changed.

$41E: The I2S peripheral output signals can be connected to multiple GPIO pads. However, the 12S peripheral
input signal can only be connected to one GPIO pad.

$&1¥: if *pin is set as NULL, this function will initialize both of the built-in DAC channels by default.
if you don’ t want this to happen and you want to initialize only one of the DAC channels, you can call
12s_set_dac_mode instead.

28
* i2s_num -I2S port number
* pin —12S Pin structure, or NULL to set 2-channel 8-bit internal DAC pin configuration
(GPIO25 & GPI1O26)

B
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¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
e ESP_FAIL IO error

esp_err_t i2s_driver_install (i2s_port_t i2s_num, const i2s_config_t *i2s_config, int queue_size, void
*12s_queue)

Install and start I2S driver.

This function must be called before any I12S driver read/write operations.

¥

* i2s_num —12S port number

* i2s_config —12S configurations - see i2s_config_t struct

* queue_size —12S event queue size/depth.

* i2s_queue 128 event queue handle, if set NULL, driver will not use an event queue.
Bzl

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

* ESP_ERR_NO_MEM Out of memory

* ESP_ERR_INVALID_STATE Current I2S port is in use

esp_err_t i2s_driver_uninstall (i2s_port_t i2s_num)
Uninstall 12S driver.

%% i2s_num -12S port number
Rl
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
* ESP_ERR_INVALID_STATE I2S port has been uninstalled by others (e.g. LCD i80)

esp_err_t i2s_write (i2s_port_t i2s_num, const void *src, size_t size, size_t *bytes_written, TickType_t
ticks_to_wait)

Write data to I2S DMA transmit buffer.

BH
* i2s_num 128 port number
* src —Source address to write from
* size —Size of data in bytes
* bytes_written [out] Number of bytes written, if timeout, the result will be less than
the size passed in.
* ticks_to_wait -TX buffer wait timeout in RTOS ticks. If this many ticks pass with-
out space becoming available in the DMA transmit buffer, then the function will return
(note that if the data is written to the DMA buffer in pieces, the overall operation may still
take longer than this timeout.) Pass portMAX_DELAY for no timeout.
R
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2s_write_expand (i2s_port_t i2s_num, const void *src, size_t size, size_t src_bits, size_t aim_bits,
size_t *bytes_written, TickType_t ticks_to_wait)

Write data to I2S DMA transmit buffer while expanding the number of bits per sample. For example, expanding
16-bit PCM to 32-bit PCM.

Format of the data in source buffer is determined by the I2S configuration (see i2s_config_t).

S8
* i2s_num -12S port number
* src —Source address to write from
* size —Size of data in bytes
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* src_bits —Source audio bit

* aim_bits —Bit wanted, no more than 32, and must be greater than src_bits

* bytes_written [out] Number of bytes written, if timeout, the result will be less than
the size passed in.

* ticks_to_wait —TX buffer wait timeout in RTOS ticks. If this many ticks pass with-
out space becoming available in the DMA transmit buffer, then the function will return
(note that if the data is written to the DMA buffer in pieces, the overall operation may still
take longer than this timeout.) Pass portMAX_DELAY for no timeout.

Bl
* ESP_OK Success
» ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2s_read (i2s_port_t i2s_num, void *dest, size_t size, size_t *bytes_read, TickType_t ticks_to_wait)
Read data from 12S DMA receive buffer.

#51:: If the built-in ADC mode is enabled, we should call i2s_adc_enable and i2s_adc_disable around the
whole reading process, to prevent the data getting corrupted.

BH
e i2s_num -I2S port number
* dest —Destination address to read into
* size —Size of data in bytes
* bytes_read —[out] Number of bytes read, if timeout, bytes read will be less than the
size passed in.
* ticks_to_wait —RX buffer wait timeout in RTOS ticks. If this many ticks pass with-
out bytes becoming available in the DMA receive buffer, then the function will return
(note that if data is read from the DMA buffer in pieces, the overall operation may still
take longer than this timeout.) Pass portMAX_DELAY for no timeout.
Bl
* ESP_OK Success
* ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2s_set_sample_rates (i2s_port_t i2s_num, uint32_t rate)
Set sample rate used for 12S RX and TX.

The bit clock rate is determined by the sample rate and i2s_config_t configuration parameters (number of
channels, bits_per_sample).

bit_clock = rate * (number of channels) * bits_per_sample

¥
* i2s_num -12S port number
* rate —12S sample rate (ex: 8000, 44100---)
B
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
* ESP_ERR_NO_MEM Out of memory

esp_err_t i2s_stop (i2s_port_t i2s_num)
Stop I2S driver.
There is no need to call i2s_stop() before calling i2s_driver_uninstall().
Disables 12S TX/RX, until i2s_start() is called.
Z4 i2s_num —12S port number
S|
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
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esp_err_t i2s_start (i2s_port_t i2s_num)
Start 12S driver.

It is not necessary to call this function after i2s_driver_install() (it is started automatically), however it is
necessary to call it after i2s_stop().

Z4 i2s_num —12S port number
S|
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error

esp_err_t i2s_zero_dma_buffer (i2s_port_t i2s_num)
Zero the contents of the TX DMA bulffer.

Pushes zero-byte samples into the TX DMA buffer, until it is full.

%% i2s_num -12S port number
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2s_set_clk (i2s_port_t i2s_num, uint32_t rate, uint32_t bits_cfg, i2s_channel_t ch)
Set clock & bit width used for I2S RX and TX.

Similar to i2s_set_sample_rates(), but also sets bit width.

stop i2s;

calculate mclk, bck, bck_factor
malloc dma buffer;

start i2s

o op

SH

* i2s_num -12S port number

* rate —12S sample rate (ex: 8000, 44100---)

* bits_cfg 125 bits configuration the low 16 bits is for data bits per sample in one
channel (see ‘i2s_bits_per_sample_t’ ) the high 16 bits is for total bits in one channel
(see ‘i2s_bits_per_chan_t’ ) high 16bits =0 means same as the bits per sample.

e ch —I2S channel, (I2S_CHANNEL_MONO, I2S_CHANNEL_STEREO or specific
channel in TDM mode)

e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_ERR_NO_MEM Out of memory

float i2s_get_clk (i2s_port_t i2s_num)
get clock set on particular port number.
%% i2s_num -12S port number
Bl
* actual clock set by i2s driver

Structures

struct i2s_pin_config t

12S pin number for i2s_set_pin.

Public Members
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int mck_io_num

MCK in out pin. Note that ESP32 supports setting MCK on GPIO0/GPIO1/GPIO3 only

int bck_io_num

BCK in out pin

intws_io_num

WS in out pin

int data_out_num
DATA out pin

int data_in_num
DATA in pin

struct i2s_driver_config_t

I2S driver configuration parameters.

Public Members

i2s_mode_t mode
12S work mode

uint32_t sample_rate

I2S sample rate

i2s_bits_per_sample_t bits_per_sample

I2S sample bits in one channel

i2s_channel_fmt_t channel_format

12S channel format.

i2s_comm_format_t communication_format

12S communication format

intintr_alloc_flags

Flags used to allocate the interrupt. One or multiple (ORred) ESP_INTR_FLAG_* values. See
esp_intr_alloc.h for more info

int dma_buf_count

The total number of DMA buffers to receive/transmit data. A descriptor includes some information such
as buffer address, the address of the next descriptor, and the buffer length. Since one descriptor points to
one buffer, therefore, ‘dma_desc_num’ can be interpreted as the total number of DMA buffers used to
store data from DMA interrupt. Notice that these buffers are internal to’ i2s_read’ and descriptors are
created automatically inside of the I2S driver. Users only need to set the buffer number while the length
is derived from the parameter described below.

int dma_buf_len
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Number of frames in a DMA buffer. A frame means the data of all channels in a WS cycle. The
real_dma_buf_size = dma_buf_len * chan_num * bits_per_chan / 8. For example, if two channels in
stereo mode (i.e., ‘channel_format’ is setto ‘I2S_CHANNEL_FMT _RIGHT LEFT’ ) are active,
and each channel transfers 32 bits (i.e., ‘bits_per_sample’ issetto ‘I2S_BITS_PER_CHAN_32BIT’
), then the total number of bytes of a frame is ‘channel_format’™ * ‘bits_per_sample’ =2 *32/8=38
bytes. We assume that the current ‘dma_buf_len’ is 100, then the real length of the DMA buffer is 8
* 100 = 800 bytes. Note that the length of an internal real DMA buffer shouldn’ t be greater than 4092.

bool use_apll

12S using APLL as main 12S clock, enable it to get accurate clock

bool tx_desc_auto_clear

128 auto clear tx descriptor if there is underflow condition (helps in avoiding noise in case of data un-
availability)

int fixed_mclk

I12S using fixed MCLK output. If use_apll = true and fixed_mclk > 0, then the clock output for i2s is
fixed and equal to the fixed_mclk value. If fixed_mclk set, mclk_multiple won’ t take effect

i2s_mclk_mulfiple_t melk_multiple
The multiple of I12S master clock(MCLK) to sample rate

i2s_bits_per_chan_t bits_per_chan

128 total bits in one channel, only take effect when larger than ‘bits_per_sample’ , default ‘0’ means
equal to ‘bits_per_sample’

struct i2s_event_t
Event structure used in I2S event queue.

Public Members

i2s_event_type_t type
I2S event type

size_t size

12S data size for I2S_DATA event

Macros

I2S_PIN_NO_CHANGE
Use in i2s_pin_config_t for pins which should not be changed

Type Definitions

typedef i2s_driver_config_t i2s_config_t

typedef intr_handle_t i2s_isr_handle_t
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Enumerations

enum i2s_port_t
12S port number, the max port number is (I2S_NUM_MAX -1).

Values:

enumerator I2S_NUM_O
12S port 0

enumerator I2S_NUM_MAX
12S port max

enum i2s_event_type_t
12S event queue types.

Values:

enumerator I2S_EVENT_DMA_ERROR

enumerator I2S_EVENT_TX_DONE
12S DMA finish sent 1 buffer

enumerator I2S_EVENT_RX_DONE
12S DMA finish received 1 buffer

enumerator I2S_EVENT_TX_Q_ OVF
12S DMA sent queue overflow

enumerator I2S_EVENT_RX_Q_ OVF

12S DMA receive queue overflow

enumerator I2S_EVENT_MAX

12S event max index

Header File

¢ components/hal/include/hal/i2s_types.h

Enumerations

enum i2s_bits_per_sample_t
12S bit width per sample.

Values:

enumerator I2S_BITS_PER_SAMPLE_8BIT
data bit-width: 8

enumerator I2S_BITS_PER_SAMPLE_16BIT
data bit-width: 16
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enum

enum

enum

enumerator I2S_BITS_PER_SAMPLE_24BIT
data bit-width: 24

enumerator I2S_BITS_PER_SAMPLE_32BIT
data bit-width: 32

i2s_bits_per_chan_t
I2S bit width per chan.

Values:

enumerator I2S_BITS_PER_CHAN_ DEFAULT
channel bit-width equals to data bit-width

enumerator I2S_BITS_PER_CHAN_S8BIT
channel bit-width: 8

enumerator I2S_BITS_PER_CHAN_16BIT
channel bit-width: 16

enumerator I2S_BITS_PER_CHAN_24BIT
channel bit-width: 24

enumerator I2S_BITS_PER_CHAN_32BIT
channel bit-width: 32

i2s_channel_t
12S channel.

Values:

enumerator I2S_CHANNEL_MONO

12S channel (mono), one channel activated. In this mode, you only need to send one channel data but the
fifo will copy same data for the other unactivated channels automatically, then both channels will transmit
same data.

enumerator I2S_CHANNEL_STEREO

12S channel (stereo), two (or more) channels activated. In this mode, these channels will transmit different
data.

i2s_comm_format_t
12S communication standard format.

Values:

enumerator I2S_COMM_FORMAT_STAND_1IZ2S
12S communication 125 Philips standard, data launch at second BCK

enumerator I2S_COMM_FORMAT STAND_MSB

12S communication MSB alignment standard, data launch at first BCK

Espressif Systems 337 Release v4.4.8

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

enum

enumerator I2S_COMM_FORMAT_STAND_PCM_SHORT

PCM Short standard, also known as DSP mode. The period of synchronization signal (WS) is 1 bck
cycle.

enumerator I2S_COMM_FORMAT_STAND_PCM_LONG
PCM Long standard. The period of synchronization signal (WS) is channel_bit*bck cycles.

enumerator I2S_COMM_FORMAT STAND_MAX

standard max

enumerator I2S_COMM_FORMAT_I2S
12S communication format 125, correspond to I2S_COMM_FORMAT_STAND_I2S

enumerator I2S_COMM_FORMAT_I2S_MSB

12S format MSB, (I12S_COMM_FORMAT_I2S [12S_COMM_FORMAT _I2S_MSB) correspond to
I2S_COMM_FORMAT_STAND_IZ2S

enumerator I2S_COMM_FORMAT_I2S_LSB

12S format LSB, (I2S_COMM_FORMAT_I2S 12S_COMM_FORMAT _I2S_LSB) correspond to
I2S_COMM_FORMAT_STAND_MSB

enumerator I2S_COMM_FORMAT_PCM
12S communication format PCM, correspond to I2S_COMM_FORMAT_STAND_PCM_SHORT

enumerator I2S_COMM_FORMAT_PCM_SHORT

PCM Short, I2S_COMM_FORMAT_PCM | 12S_COMM_FORMAT_PCM_SHORT) correspond to
I2S_COMM_FORMAT_STAND_PCM_SHORT

enumerator I2S_COMM_FORMAT_PCM_LONG

PCM Long, (I2S_COMM_FORMAT_PCM | I2S_COMM_FORMAT_PCM_LONG) correspond to
I2S_COMM_FORMAT_STAND_PCM_LONG

i2s_channel_fmt_t

I12S channel format type.

Values:

enumerator I2S_CHANNEL_FMT RIGHT LEFT

Separated left and right channel

enumerator I2S_CHANNEL_FMT_ALL_RIGHT

Load right channel data in both two channels

enumerator I2S_CHANNEL_FMT ALI,_LEFT

Load left channel data in both two channels

enumerator I2S_CHANNEL_FMT_ ONLY_RIGHT

Only load data in right channel (mono mode)
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enumerator I2S_CHANNEL_FMT_ONLY_LEFT

Only load data in left channel (mono mode)

enum i2s_mode_t
12S Mode.

Values:

enumerator I2S_MODE_MASTER

Master mode

enumerator I2S_MODE_SLAVE

Slave mode

enumerator I2S_MODE_TX
TX mode

enumerator I2S_MODE_RX
RX mode

enumerator I2S_MODE_PDM
12S PDM mode

enum i2s_clock_src_t

12S source clock.

Values:

enumerator I2S_CLK_D2CLK
Clock from PLL_D2_CLK(160M)

enumerator I2S_CLK_APLL
Clock from APLL

enum i2s_mclk_multiple_t

The multiple of mclk to sample rate.

Values:

enumerator I2S_MCLK_MULTIPLE_DEFAULT

Default value. mclk = sample_rate * 256

enumerator I2S_MCLK_MULTIPLE_128

mclk = sample_rate * 128

enumerator I2S_MCLK_MULTIPLE_256

mclk = sample_rate * 256

enumerator I2S_MCLK_MULTIPLE_384

mclk = sample_rate * 384
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2.2.10 LCD
Introduction

ESP chips can generate various kinds of timings that needed by common LCDs on the market, like SPI LCD, 180
LCD (a.k.a Intel 8080 parallel LCD), RGB LCD, I2C LCD, etc. The esp_1cd component is officially to support
those LCDs with a group of universal APIs across chips.

Functional Overview

Inesp_1lcd, an LCD panel is represented by esp_lcd_panel_handle_t, which plays the role of an abstract
frame buffer, regardless of the frame memory is allocated inside ESP chip or in external LCD controller. Based on
the location of the frame buffer, the LCD panel allocation functions are mainly grouped into the following categories:

* RGB LCD panel - is simply based on a group of specific synchronous signals indicating where to start and
stop a frame.

e Controller based LCD panel involves multiple steps to get a panel handle, like bus allocation, 10
device registration and controller driver install.

After we get the LCD handle, the remaining LCD operations are the same for different LCD interfaces and vendors.

Application Example

LCD examples are located under: peripherals/lcd:

¢ Jpeg decoding and LCD display - peripherals/lcd/tjpgd
e LVGL porting and animation UI - peripherals/lcd/lvgl

API Reference

Header File

» components/hal/include/hal/led_types.h

Enumerations

enum lcd_clock_source_t
LCD clock source.

£41:: User should select the clock source based on the real requirement:

LCD clock source Features Power Management
LCD_CLK_SRC_PLL160M | High resolution ESP_PM_APB_FREQ_MAX lock
LCD_CLK_SRC_PLL240M | High resolution ESP_PM_APB_FREQ_MAX lock
LCD_CLK_SRC_APLL Configurable resolution | ESP_PM_NO_LIGHT_SLEEP lock
LCD_CLK_SRC_XTAL Medium resolution No PM lock

Values:

enumerator LCD_CLK_SRC_PLL160M
Select PLL160M as the source clock

enumerator LCD_CLK_SRC_PLL240M
Select PLL240M as the source clock
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enumerator LCD_CLK_SRC_APLL
Select APLL as the source clock

enumerator LCD_CLK_SRC_XTAL
Select XTAL as the source clock

enum lcd_color_space_t
LCD color space.

Values:

enumerator LCD_COLOR_SPACE_RGB
Color space: RGB

enumerator LCD_COLOR_SPACE_YUV
Color space: YUV

enum lcd_color_range_t

LCD color range.

Values:

enumerator LCD_COLOR_RANGE_LIMIT

Limited color range

enumerator LCD_COLOR_RANGE_FULL

Full color range

enum lcd_yuv_sample_t

YUYV sampling method.

Values:

enumerator LCD_YUV_SAMPLE_422
YUYV 4:2:2 sampling

enumerator LCD_YUV_SAMPLE_420
YUYV 4:2:0 sampling

enumerator LCD_YUV_SAMPLE_411
YUV 4:1:1 sampling

enum led_yuv_conv_std_t

The standard used for conversion between RGB and YUV.

Values:

enumerator LCD_YUV_CONV_STD_BT601
YUV<->RGB conversion standard: BT.601

enumerator LCD_YUV_CONV_STD_BT709
YUV<->RGB conversion standard: BT.709
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Header File

» components/esp_lcd/include/esp_lcd_types.h

Type Definitions

typedef struct esp_lcd_panel_io_t *esp_lcd_panel_io_handle_t
Type of LCD panel 10 handle

typedef struct esp_lcd_panel_t *esp_lecd_panel_handle_t
Type of LCD panel handle

Enumerations
enum esp_lcd_color_space_t
LCD color space type definition.

Values:

enumerator ESP_LCD_COLOR_SPACE_RGB
Color space: RGB

enumerator ESP_LCD_COLOR_SPACE_BGR
Color space: BGR

enumerator ESP_LCD_COLOR_SPACE_MONOCHROME

Color space: monochrome

Header File

e components/esp_lcd/include/esp_lcd_panel_io.h

Functions
esp_err_t esp_led_panel_io_rx_param (esp_lcd_panel_io_handle_t io, int lcd_cmd, void *param, size_t
param_size)

Transmit LCD command and receive corresponding parameters.

% 7#: Commands sent by this function are short, so they are sent using polling transactions. The
function does not return before the command transfer is completed. If any queued transactions sent by
esp_lcd_panel_io_tx_color () are still pending when this function is called, this function will wait
until they are finished and the queue is empty before sending the command(s).

SH
* io —[in] LCD panel 10 handle, which is created by other factory API like
esp_lcd_new_panel_io_spi()
* led_cmd [in] The specific LCD command, set to -1 if no command needed
* param —[out] Buffer for the command data
* param_size —[in] Size of param buffer

* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NOT_SUPPORTED if read is not supported by transport
* ESP_OK on success
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esp_err_t esp_led_panel_io_tx_param (esp_lcd_panel_io_handle_t io, int lcd_cmd, const void *param,
size_t param_size)

Transmit LCD command and corresponding parameters.

% 1:  Commands sent by this function are short, so they are sent using polling transactions. The
function does not return before the command transfer is completed. If any queued transactions sent by
esp_lcd_panel_io_tx_color () are still pending when this function is called, this function will wait
until they are finished and the queue is empty before sending the command(s).

S8
e io —[in] LCD panel IO handle, which is created by other factory API like
esp_lcd_new_panel_io_spi ()
* led_cmd —[in] The specific LCD command, set to -1 if no command needed
» param —[in] Buffer that holds the command specific parameters, set to NULL if no pa-
rameter is needed for the command
* param_size -[in] Size of param in memory, in bytes, set to zero if no parameter is
needed for the command
B
* ESP_ERR_INVALID_ARG if parameter is invalid
e ESP_OK on success

esp_err_t esp_lcd_panel_io_tx_color (esp_lcd_panel_io_handle_t 1o, int lcd_cmd, const void *color,
size_t color_size)

Transmit LCD RGB data.

£ 1#: This function will package the command and RGB data into a transaction, and push into a queue. The
real transmission is performed in the background (DMA-+interrupt). The caller should take care of the lifecycle
of the color buffer. Recycling of color buffer should be done in the callback on_color_trans_done ().

SH
e io —[in] LCD panel IO handle, which is created by factory API like
esp_lcd_new_panel_io_spi ()
* led_cmd —[in] The specific LCD command, set to -1 if no command needed
e color —[in] Buffer that holds the RGB color data
* color_size [in] Size of color in memory, in bytes
B
* ESP_ERR_INVALID_ARG if parameter is invalid
e ESP_OK on success

esp_err_t esp_lecd_panel_io_del (esp_lcd_panel_io_handle_t i0)
Destroy LCD panel 10 handle (deinitialize panel and free all corresponding resource)

%% io -[in] LCD panel IO handle, which is created by factory API like
esp_lcd_new_panel_io_spi ()
B
* ESP_ERR_INVALID_ARG if parameter is invalid
¢ ESP_OK on success

esp_err_t esp_lcd_panel_io_register_event_callbacks (esp_lcd_panel_io_handle_t io, const

esp_lcd_panel_io_callbacks_t *cbs, void
*user_ctx)

Register LCD panel 1O callbacks.

BH
* io -[in] LCD panel IO handle, which is created by factory API like

esp_lcd_new_panel_io_spi()
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* cbs —[in] structure with all LCD panel IO callbacks

* user_ctx —[in] User private data, passed directly to callback’ s user_ctx
B

* ESP_ERR_INVALID_ARG if parameter is invalid

e ESP_OK on success

esp_err_t esp_lcd_new_panel_io_spi (esp_lcd_spi_bus_handle_t bus, const esp_Ilcd_panel_io_spi_config_t
*i0_config, esp_lcd_panel_io_handle_t *ret_io)

Create LCD panel 10 handle, for SPI interface.

ZH
e bus —[in] SPI bus handle
* io_config —[in] IO configuration, for SPI interface
e ret_io —[out] Returned 10 handle

B
* ESP_ERR_INVALID_ARG if parameter is invalid
 ESP_ERR_NO_MEM if out of memory
e ESP_OK on success

esp_err_t esp_lcd_new_panel_io_i2c (esp_lcd_i2c_bus_handle_t bus, const
esp_lcd_panel_io_i2c_config_t *io_config,
esp_lcd_panel_io_handle_t *ret_io)

Create LCD panel 10 handle, for 12C interface.

2H
* bus [in] I2C bus handle
* io_config —[in] IO configuration, for I2C interface
* ret_io —[out] Returned IO handle
PEA ]
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
* ESP_OK on success

esp_err_t esp_lcd_new_i80_bus (const esp_lcd_i80_bus_config_t *bus_config, esp_lcd_i80_bus_handle_t
*ret_bus)

Create Intel 8080 bus handle.
SH

* bus_config —[in] Bus configuration
* ret_bus —[out] Returned bus handle

PEA ]
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
« ESP_ERR_NOT_FOUND if no free bus is available
e ESP_OK on success

esp_err_t esp_lcd_del_i80_bus (esp_lcd_iSO_bus_handle_t bus)
Destroy Intel 8080 bus handle.

%%, bus —[in] Intel 8080 bus handle, created by esp_lcd_new_i80_bus ()
izl
* ESP_ERR_INVALID_ARG if parameter is invalid
¢ ESP_ERR_INVALID_STATE if there still be some device attached to the bus
¢ ESP_OK on success

esp_err_t esp_lcd_new_panel_io_i80 (esp_lcd_i80_bus_handle_t bus, const
esp_lcd_panel_io_i80_config_t *io_config,
esp_lcd_panel_io_handle_t *ret_io)
Create LCD panel 10, for Intel 8080 interface.

¥
* bus —[in] Intel 8080 bus handle, created by esp_lcd_new_1i80_bus ()
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* io_config —[in] IO configuration, for i80 interface
* ret_io [out] Returned panel IO handle
B
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NOT_SUPPORTED if some configuration can’ t be satisfied, e.g. pixel clock
out of the range
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success

Structures

struct esp_lcd_panel_io_event_data_t

Type of LCD panel 10 event data.

struct esp_lcd_panel_io_callbacks_t
Type of LCD panel 10 callbacks.

Public Members

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data transfer has finished

struct esp_lcd_panel_io_spi_config_t

Panel 1O configuration structure, for SPI interface.

Public Members

int cs_gpio_num
GPIO used for CS line

int de_gpio_num

GPIO used to select the D/C line, set this to -1 if the D/C line not controlled by manually pulling high/low
GPIO

int spi_mode
Traditional SPI mode (0~3)

unsigned int pclk_hz

Frequency of pixel clock

size_t trans_queue_depth

Size of internal transaction queue

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data transfer has finished

void *user_ctx

User private data, passed directly to on_color_trans_done’ s user_ctx
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int led_cmd_bits
Bit-width of LCD command

int led_param_bits
Bit-width of LCD parameter

unsigned int de_as_cmd_phase

D/C line value is encoded into SPI transaction command phase

unsigned int de_low_on_data

If this flag is enabled, DC line = 0 means transfer data, DC line = 1 means transfer command; vice versa

unsigned int octal_mode

transmit with octal mode (8 data lines), this mode is used to simulate Intel 8080 timing

unsigned int 1sb_first
transmit LSB bit first

struct esp_lcd_panel_io_spi_config_t::[anonymous] £lags

Extra flags to fine-tune the SPI device

struct esp_lcd_panel_io_i2c_config_ t

Panel 10 configuration structure, for I2C interface.

Public Members

uint32_t dev_addr
12C device address

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data transfer has finished

void *user_ctx

User private data, passed directly to on_color_trans_done’ s user_ctx

size_t control_phase_bytes

12C LCD panel will encode control information (e.g. D/C selection) into control phase, in several bytes

unsigned int de_bit_offset
Offset of the D/C selection bit in control phase

int led_cmd_bits
Bit-width of LCD command

int led_param_bits
Bit-width of LCD parameter
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unsigned int de_low_on_data

If this flag is enabled, DC line = 0 means transfer data, DC line = 1 means transfer command; vice versa

unsigned int disable_control_phase

If this flag is enabled, the control phase isn’ t used

struct esp_lcd_panel_io_i2c_config_t::[anonymous] £lags

Extra flags to fine-tune the I12C device

struct esp_lcd_i80_bus_config_t
LCD Intel 8080 bus configuration structure.

Public Members

int de_gpio_num
GPIO used for D/C line

int wr_gpio_num
GPIO used for WR line

led_clock_source_t clk_src

Clock source for the I80 LCD peripheral

int data_gpio_nums[(24)]
GPIOs used for data lines

size_tbus_width

Number of data lines, 8 or 16

size_tmax_transfer_ bytes

Maximum transfer size, this determines the length of internal DMA link

size_t psram_trans_align

DMA transfer alignment for data allocated from PSRAM

size_t sram_trans_align

DMA transfer alignment for data allocated from SRAM

struct esp_lcd_panel_io_i80_config_t

Panel 10 configuration structure, for intel 8080 interface.

Public Members

int cs_gpio_num

GPIO used for CS line, set to -1 will declaim exclusively use of 180 bus
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unsigned int pclk_hz

Frequency of pixel clock

size_t trans_queue_depth

Transaction queue size, larger queue, higher throughput

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data was transferred done

void *user_ctx

User private data, passed directly to on_color_trans_done’ s user_ctx

int led_cmd_bits
Bit-width of LCD command

int lLed_param_bits
Bit-width of LCD parameter

unsigned int de_idle_level
Level of DC line in IDLE phase

unsigned int de_cmd_level
Level of DC line in CMD phase

unsigned int de_dummy_level
Level of DC line in DUMMY phase

unsigned int de_data_level
Level of DC line in DATA phase

struct esp_lcd_panel_io_i80_config_t::[anonymous] dc_levels
Each 180 device might have its own D/C control logic

unsigned int cs_active_high

If set, a high level of CS line will select the device, otherwise, CS line is low level active

unsigned int reverse_color_bits
Reverse the data bits, D[N:0] -> D[0:N]

unsigned int swap_color_bytes

Swap adjacent two color bytes

unsigned int pclk_active_neg
The display will write data lines when there’ s a falling edge on WR signal (a.k.a the PCLK)

unsigned int pclk_idle_low
The WR signal (a.k.a the PCLK) stays at low level in IDLE phase

struct esp_lcd_panel_io_i80_config_t::[anonymous] £lags
Panel 1O config flags
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Type Definitions

typedef void *esp_lecd_spi_bus_handle_t
Type of LCD SPI bus handle

typedef void *esp_led_i2c_bus_handle_t
Type of LCD I2C bus handle

typedef struct esp_lcd_i80_bus_t *esp_led_i80_bus_handle_t
Type of LCD intel 8080 bus handle

typedef bool (*esp_lcd_panel_io_color_trans_done_cb_t)(esp_lcd_panel_io_handle_t panel_io,
esp_lcd_panel_io_event_data_t *edata, void *user_ctx)
Declare the prototype of the function that will be invoked when panel IO finishes transferring color data.
Param panel_io [in] LCD panel IO handle, which is created by factory API like
esp_lcd_new_panel_io_spi()
Param edata [in] Panel IO event data, fed by driver

Param user_ctx [in] User data, passed from esp_lcd_panel_io_xxx_config_t
Return Whether a high priority task has been waken up by this function

Header File

» components/esp_lcd/include/esp_lcd_panel_ops.h

Functions
esp_err_t esp_lcd_panel_reset (esp_lcd_panel_handle_t panel)

Reset LCD panel.

£41:: Panel reset must be called before attempting to initialize the panel using esp_lcd_panel_init ().

%% panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()

izl
¢ ESP_OK on success
esp_err_t esp_lcd_panel_init (esp_lcd_panel_handle_t panel)
Initialize LCD panel.

% 1k Before calling this function, make sure the LCD panel has finished the reset stage by
esp_lcd_panel_reset ().

%% panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789 ()

R
¢ ESP_OK on success

esp_err_t esp_lcd_panel_del (esp_lcd_panel_handle_t panel)
Deinitialize the LCD panel.

%% panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
Bl
e ESP_OK on success

Espressif Systems 349 Release v4.4.8
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v4.4.8/components/esp_lcd/include/esp_lcd_panel_ops.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. AP1 &%

esp_err_t esp_lecd_panel_draw_bitmap (esp_lcd_panel_handle_t panel, int x_start, int y_start, int x_end,
int y_end, const void *color_data)

Draw bitmap on LCD panel.

S8

* panel -[in] LCD panel handle, which is created by other factory API like

esp_lcd_new_panel_st7789()

e x_start —[in] Start index on x-axis (x_start included)

* y_start —[in] Start index on y-axis (y_start included)

* x_end —[in] End index on x-axis (x_end not included)

e y_end —[in] End index on y-axis (y_end not included)

* color_data —[in] RGB color data that will be dumped to the specific window range
Bl

e ESP_OK on success

esp_err_t esp_led_panel_mirror (esp_lcd_panel_handle_t panel, bool mirror_x, bool mirror_y)
Mirror the LCD panel on specific axis.

£57E: Combined with esp_lcd_panel_swap_xy (), one can realize screen rotation

SH
* panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789 ()
* mirror_x —[in] Whether the panel will be mirrored about the x axis
* mirror_y —[in] Whether the panel will be mirrored about the y axis
B
* ESP_OK on success
e ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

esp_err_t esp_lcd_panel_swap_xy (esp_lcd_panel_handle_t panel, bool swap_axes)
Swap/Exchange x and y axis.

£#1:: Combined with esp_lcd_panel_mirror (), one can realize screen rotation

BH
e panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
* swap_axes —[in] Whether to swap the x and y axis

B M

ESP_OK on success
* ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

esp_err_t esp_led_panel_set_gap (esp_lcd_panel_handle_t panel, int X_gap, int y_gap)
Set extra gap in x and y axis.

The gap is the space (in pixels) between the left/top sides of the LCD panel and the first row/column respectively
of the actual contents displayed.

41122 Setting a gap is useful when positioning or centering a frame that is smaller than the LCD.

SH
* panel -[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
* x_gap -[in] Extra gap on x axis, in pixels
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* y_gap —[in] Extra gap on y axis, in pixels
Bl
* ESP_OK on success

esp_err_t esp_led_panel_invert_color (esp_lcd_panel_handle_t panel, bool invert_color_data)

Invert the color (bit-wise invert the color data line)

S

* panel [in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()

* invert_color_data —[in] Whether to invert the color data

Bl
e ESP_OK on success

esp_err_t esp_led_panel_disp_on_off (esp_lcd_panel_handle_t panel, bool on_off)
Turn on or off the display.

BH
* panel -[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
* on_off —[in] True to turns on display, False to turns off display
Bl
» ESP_OK on success
* ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

esp_err_t esp_lcd_panel_disp_of€ (esp_lcd_panel_handle_t panel, bool off)
Turn off the display.

Deprecated:

This function has similar functionality to esp_lcd_panel_disp_on_off.

SH

* panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
of £ —[in] Whether to turn off the screen

B
e ESP_OK on success
ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

Header File

¢ components/esp_lcd/include/esp_lcd_panel_rgb.h

Header File

e components/esp_lcd/include/esp_lcd_panel_vendor.h

Functions

esp_err_t esp_lcd_new_panel_st7789 (const esp_Ilcd_panel_io_handle_t io, const
esp_lcd_panel_dev_config_t *panel_dev_config,
esp_lcd_panel_handle_t *ret_panel)

Create LCD panel for model ST7789.
B8
* io —[in] LCD panel IO handle

* panel_dev_config —[in] general panel device configuration
* ret_panel —[out] Returned LCD panel handle
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P[]
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success
esp_err_t esp_lecd_new_panel_nt35510 (const esp_lcd_panel_io_handle_t io, const
esp_lcd_panel_dev_config_t *panel_dev_config,
esp_lcd_panel_handle_t *ret_panel)
Create LCD panel for model NT35510.
SH
e io —[in] LCD panel 10 handle
* panel_dev_config —[in] general panel device configuration
* ret_panel —[out] Returned LCD panel handle
P[]
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success

esp_err_t esp_lcd_new_panel_ssd1306 (const esp_lcd_panel_io_handle_t io, const
esp_lcd_panel_dev_config_t *panel_dev_config,
esp_lcd_panel_handle_t *ret_panel)
Create LCD panel for model SSD1306.
SH
* io —[in] LCD panel IO handle
* panel_dev_config —[in] general panel device configuration
* ret_panel —[out] Returned LCD panel handle
PEA ]
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
e ESP_OK on success

Structures

struct esp_lcd_panel_dev_config t

Configuration structure for panel device.

Public Members

int reset_gpio_num
GPIO used to reset the LCD panel, set to -1 if it’ s not used

esp_lcd_color_space_t color_space

Set the color space used by the LCD panel

unsigned int bits_per_pixel
Color depth, in bpp

unsigned int reset_active_high

Setting this if the panel reset is high level active

struct esp_lcd_panel_dev_config_t::[anonymous] £lags

LCD panel config flags
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void *vendor_config

vendor specific configuration, optional, left as NULL if not used
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Functions
esp_err_t ledc_channel_config (const ledc_channel_config_t *ledc_conf)

LEDC channel configuration Configure LEDC channel with the given channel/output
gpio_num/interrupt/source timer/frequency(Hz)/LEDC duty resolution.

%4 ledc_conf —Pointer of LEDC channel configure struct
FEA ]
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
esp_err_t ledc_timer_config (const ledc_timer_config_t *timer_conf)

LEDC timer configuration Configure LEDC timer with the given source timer/frequency(Hz)/duty_resolution.

%% timer_conf —Pointer of LEDC timer configure struct
A
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
» ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the
current duty_resolution.

esp_err_t ledc_update_duty (ledc_mode_t speed_mode, ledc_channel_t channel)

LEDC update channel parameters.

#&1¥: Call this function to activate the LEDC updated parameters. After ledc_set_duty, we need to call this
function to update the settings. And the new LEDC parameters don’ t take effect until the next PWM cycle.

#4102 ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API is
ledc_set_duty_and_update

ZH
* speed_mode —Select the LEDC channel group with specified speed mode. Note that

not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel _t
B
¢ ESP_OK Success
e ESP_ ERR_INVALID ARG Parameter error

esp_err_t lede_set_pin (int gpio_num, ledc_mode_t speed_mode, ledc_channel_t ledc_channel)
Set LEDC output gpio.

Deprecated:
This function is redundant, please use ledc_channel_config to set gpio pins.

S8
* gpio_num -The LEDC output gpio
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* ledc_channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t

e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
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esp_err_t lede_stop (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t idle_level)
LEDC stop. Disable LEDC output, and set idle level.

S8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t
* idle_level —Set output idle level after LEDC stops.
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t lede_set_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num, uint32_t freq_hz)
LEDC set channel frequency (Hz)

SH
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* timer num -LEDC timer index (0-3), select from ledc_timer_t
* freq_ hz —Set the LEDC frequency
Bl
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
» ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the
current duty_resolution.

uint32_t ledec_get_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num)
LEDC get channel frequency (Hz)

2H
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* timer num -LEDC timer index (0-3), select from ledc_timer_t
PEA ]
e O error
* Others Current LEDC frequency

esp_err_t ledc_set_duty_with_hpoint (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,
uint32_t hpoint)

LEDC set duty and hpoint value Only after calling ledc_update_duty will the duty update.

412 ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API is
ledc_set_duty_and_update

1. If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

S8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
e duty —Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution)]
* hpoint —Set the LEDC hpoint value, the range is [0, (2**duty_resolution)-1]

B
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¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

int ledc_get_hpoint (ledc_mode_t speed_mode, ledc_channel_t channel)
LEDC get hpoint value, the counter value when the output is set high level.

28
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
B
* LEDC_ERR_VAL if parameter error
* Others Current hpoint value of LEDC channel

esp_err_t ledc_set_duty (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty)

LEDC set duty This function do not change the hpoint value of this channel. if needed, please call
ledc_set_duty_with_hpoint. only after calling ledc_update_duty will the duty update.

F&1E: ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API is
ledc_set_duty_and_update.

$&11:: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

ZH
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* duty —Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution)]
A
¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

uint32_t ledec_get_duty (ledc_mode_t speed_mode, ledc_channel_t channel)
LEDC get duty This function returns the duty at the present PWM cycle. You shouldn’ t expect the function
to return the new duty in the same cycle of calling ledc_update_duty, because duty update doesn’ t take effect
until the next cycle.

B8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
Bl
 LEDC_ERR_DUTY if parameter error
* Others Current LEDC duty

esp_err_t ledc_set_fade (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,
ledc_duty_direction_t fade_direction, uint32_t step_num, uint32_t duty_cycle_num,
uint32_t duty_scale)

LEDC set gradient Set LEDC gradient, After the function calls the ledc_update_duty function, the function
can take effect.
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£41:: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

S
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t
e duty -—Set the start of the gradient duty, the range of duty setting is [0,
(2**duty_resolution)]
» fade_direction —Set the direction of the gradient
* step_num —Set the number of the gradient
* duty_cycle_num —Set how many LEDC tick each time the gradient lasts
* duty_scale —Set gradient change amplitude
B
* ESP_OK Success
* ESP_ERR_INVALID_ARG Parameter error

esp_err_t lede_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, ledc_isr_handle_t *handle)

Register LEDC interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on.

SH
» fn —Interrupt handler function.
* arg —User-supplied argument passed to the handler function.
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here.
B
¢ ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error
* ESP_ERR_NOT_FOUND Failed to find available interrupt source

esp_err_t lede_timer_set (ledc_mode_t speed_mode, ledc_timer_t timer_sel, uint32_t clock_divider,
uint32_t duty_resolution, ledc_clk_src_t clk_src)

Configure LEDC settings.

S8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e timer_sel —Timer index (0-3), there are 4 timers in LEDC module
e clock_divider —Timer clock divide value, the timer clock is divided from the selected
clock source
* duty_resolution —Resolution of duty setting in number of bits. The range is [,
SOC_LEDC_TIMER_BIT_WIDTH]
* clk_src —Select LEDC source clock.
B
e (-1) Parameter error
e Other Current LEDC duty

esp_err_t ledc_timer_rst (ledc_mode_t speed_mode, ledc_timer_t timer_sel)
Reset LEDC timer.
B8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that

not all targets support high speed mode.
* timer_sel -LEDC timer index (0-3), select from ledc_timer_t
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P[]
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

esp_err_t ledc_timer_pause (ledc_mode_t speed_mode, ledc_timer_t timer_sel)

Pause LEDC timer counter.

SH
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* timer_sel -LEDC timer index (0-3), select from ledc_timer_t
B
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success

esp_err_t ledc_timer_resume (ledc_mode_t speed_mode, ledc_timer_t timer_sel)
Resume LEDC timer.

S8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e timer_sel -LEDC timer index (0-3), select from ledc_timer_t
B
e ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success

esp_err_t ledc_bind_channel_timer (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_timer_t
timer_sel)

Bind LEDC channel with the selected timer.

ZH
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* timer_sel -LEDC timer index (0-3), select from ledc_timer_t
B
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

esp_err_t ledc_set_fade_with_step (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, uint32_t scale, uint32_t cycle_num)

Set LEDC fade function.

$41E: Callledc_fade_func_install() once before calling this function. Call ledc_fade_start() after this to start
fading.

#5112 ledc_set_fade_with_step, ledc_set_fade_with_time and ledc_fade_start are not thread-safe, do not call
these functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API
is ledc_set_fade_step_and_start

1. If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

S
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B

» speed_mode —Select the LEDC channel group with specified speed mode. Note that

not all targets support high speed mode.

¢ channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from

ledc_channel t

* target_duty Target duty of fading [0, (2**duty_resolution)]
* scale —Controls the increase or decrease step scale.
e cycle_num —increase or decrease the duty every cycle_num cycles

e ESP_OK Success

e ESP_ ERR _INVALID ARG Parameter error

e ESP_ERR_INVALID_STATE Channel not initialized
¢ ESP_FAIL Fade function init error

esp_err_t ledc_set_fade_with_time (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t

target_duty, int max_fade_time_ms)

Set LEDC fade function, with a limited time.

$41k: Callledc_fade_func_install() once before calling this function. Call ledc_fade_start() after this to start

fading.

$&i1: ledc_set_fade_with_step, ledc_set_fade_with_time and ledc_fade_start are not thread-safe, do not call
these functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API

is ledc_set_fade_step_and_start

$&11: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.

Other duty operations will have to wait until the fade operation has finished.

S

B

* speed_mode —Select the LEDC channel group with specified speed mode. Note that

not all targets support high speed mode.

e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from

ledc_channel_t

* target_duty —Target duty of fading [0, (2**duty_resolution)]
* max_fade_time_ms —The maximum time of the fading ( ms ).

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error

e ESP_ERR_INVALID_STATE Channel not initialized
¢ ESP_FAIL Fade function init error

esp_err_t lede_fade_func_install (int intr_alloc_flags)

Install LEDC fade function. This function will occupy interrupt of LEDC module.

%% intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

R m

¢ ESP_OK Success

o ESP_ERR_INVALID_ARG Intr flag error

e ESP_ERR_NOT_FOUND Failed to find available interrupt source
* ESP_ERR_INVALID_STATE Fade function already installed

void ledc_fade_func_uninstall (void)
Uninstall LEDC fade function.
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esp_err_t lede_fade_start (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_fade_mode_t

fade_mode)

Start LEDC fading.

&

Call ledc_fade_func_install() once before calling this function.

ledc_set_fade_with_time or ledc_set_fade_with_step before to start fading.

11 If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.

Other duty operations will have to wait until the fade operation has finished.

B

R

esp_err_t ledc_set_duty_and_update (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,

speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.

channel -LEDC channel number

fade_mode —~Whether to block until fading done. See ledc_types.h ledc_fade_mode_t
for more info. Note that this function will not return until fading to the target duty if
LEDC_FADE_WAIT _DONE mode is selected.

ESP_OK Success

ESP_ERR_INVALID_STATE Channel not initialized or fade function not installed.
ESP_ERR_INVALID_ ARG Parameter error.

uint32_t hpoint)

A thread-safe API to set duty for LEDC channel and return when duty updated.

$41:: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.

Other duty operations will have to wait until the fade operation has finished.

S

B

esp_err_t ledc_set_fade_time_and_start (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, uint32_t max_fade_time_ms, ledc_fade_mode_t

speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.

channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t

duty —Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution)]
hpoint —Set the LEDC hpoint value, the range is [0, (2**duty_resolution)-1]

ESP_OK Success

ESP_ERR_INVALID STATE Channel not initialized
ESP_ERR_INVALID ARG Parameter error
ESP_FAIL Fade function init error

fade_mode)

A thread-safe API to set and start LEDC fade function, with a limited time.

£1:: Call lede_fade_func_install() once, before calling this function.

#&1¥: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
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Other duty operations will have to wait until the fade operation has finished.

B8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* target_duty Target duty of fading [0, (2**duty_resolution)]
* max_fade_time_ms —The maximum time of the fading ( ms ).
» fade_mode —choose blocking or non-blocking mode
Bl
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
» ESP_ERR_INVALID_STATE Channel not initialized
¢ ESP_FAIL Fade function init error

esp_err_t ledc_set_fade_step_and_start (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, uint32_t scale, uint32_t cycle_num,
ledc_fade_mode_t fade_mode)

A thread-safe API to set and start LEDC fade function.

$&11: Call ledc_fade_func_install() once before calling this function.

£41:: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

S8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t
* target_duty —Target duty of fading [0, (2**duty_resolution)]
* scale —Controls the increase or decrease step scale.
* cycle_num —increase or decrease the duty every cycle_num cycles
* fade_mode —choose blocking or non-blocking mode
B
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_ERR_INVALID_STATE Channel not initialized
e ESP_FAIL Fade function init error

esp_err_t lede_cb_register (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_cbs_t *cbs, void
*user_arg)

LEDC callback registration function.

£41:: The callback is called from an ISR, it must never attempt to block, and any FreeRTOS API called must
be ISR capable.

SH
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
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B

Structures

channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t

cbs —Group of LEDC callback functions

user_arg —user registered data for the callback function

ESP_OK Success

ESP_ERR_INVALID_ARG Parameter error
ESP_ERR_INVALID_STATE Channel not initialized
ESP_FAIL Fade function init error

struct ledc_channel_config_t

Configuration parameters of LEDC channel for ledc_channel_config function.

Public Members

int gpio_num

the LEDC output gpio_num, if you want to use gpiol6, gpio_num = 16

ledc_mode_t speed_mode

LEDC speed speed_mode, high-speed mode (only exists on esp32) or low-speed mode

ledc_channel_t channel
LEDC channel (0 - 7)

ledc_intr_type_t intr_type

configure interrupt, Fade interrupt enable or Fade interrupt disable

ledc_timer_t timer_sel

Select the timer source of channel (0 - 3)

uint32_t duty
LEDC channel duty, the range of duty setting is [0, (2**duty_resolution)]

int hpoint

LEDC channel hpoint value, the range is [0, (2**duty_resolution)-1]

unsigned int output_invert

Enable (1) or disable (0) gpio output invert

struct ledc_channel_config_t::[anonymous] £lags
LEDC flags

struct ledc_timer_config_ t

Configuration parameters of LEDC Timer timer for ledc_timer_config function.

Public Members
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ledc_mode_t speed_mode

LEDC speed speed_mode, high-speed mode (only exists on esp32) or low-speed mode

ledc_timer_bit_t duty_resolution
LEDC channel duty resolution

ledc_timer_bit_t bit_num

Deprecated in ESP-IDF 3.0. This is an alias to ‘duty_resolution’ for backward compatibility with
ESP-IDF 2.1

ledc_timer_t timer_num

The timer source of channel (0 - 3)

uint32_t freq_hz
LEDC timer frequency (Hz)

ledc_clk_cfg_t clk_cfg

Configure LEDC source clock. For low speed channels and high speed channels, you can specify the
source clock using LEDC_USE_REF_TICK, LEDC_USE_APB_CLK or LEDC_AUTO_CLK. For low
speed channels, you can also specify the source clock using LEDC_USE_RTC8M_CLK, in this case, all
low speed channel’ s source clock must be RTC8M_CLK

struct ledc_cb_param_t
LEDC callback parameter.

Public Members

ledc_cb_event_t event

Event name

uint32_t speed_mode

Speed mode of the LEDC channel group

uint32_t channel
LEDC channel (0 - LEDC_CHANNEL_MAX-1)

uint32_t duty
LEDC current duty of the channel, the range of duty is [0, (2**duty_resolution)]

struct ledc_cbs_t
Group of supported LEDC callbacks.

#1#: The callbacks are all running under ISR environment

Public Members

ledc_cb_t £fade_cb
LEDC fade_end callback function
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Macros

LEDC_APB_CLK_HZ

LEDC_REF_CLK_HZ

LEDC_ERR_DUTY

LEDC_ERR_VAL

Type Definitions
typedef intr_handle_t ledc_isr handle_t

typedef bool (*1edc_cb_t)(const ledc_cb_param_t *param, void *user_arg)
Type of LEDC event callback.

Param param LEDC callback parameter
Param user_arg User registered data
Return Whether a high priority task has been waken up by this function

Enumerations

enum ledc_cb_event_t

LEDC callback event type.

Values:

enumerator LEDC_FADE_END_EVT
LEDC fade end event

Header File

» components/hal/include/hal/ledc_types.h

Enumerations

enum ledc_mode_t

Values:

enumerator LEDC_LOW_SPEED_MODE
LEDC low speed speed_mode

enumerator LEDC_SPEED_MODE_MAX
LEDC speed limit
enum ledc_intr_ type_t

Values:

enumerator LEDC_INTR_DISABLE
Disable LEDC interrupt
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enum

enum

enum

enumerator LEDC_INTR_FADE_END
Enable LEDC interrupt

enumerator LEDC_INTR_MAX

ledc_duty_direction_t

Values:

enumerator LEDC_DUTY_DIR_DECREASE
LEDC duty decrease direction

enumerator LEDC_DUTY_DIR_INCREASE
LEDC duty increase direction

enumerator LEDC_DUTY_DIR_MAX

ledc_slow_clk_sel_t

Values:

enumerator LEDC_SLOW_CLK_RTC8M
LEDC low speed timer clock source is 8MHz RTC clock

enumerator LEDC_SLOW_CLK_APB
LEDC low speed timer clock source is 80MHz APB clock

enumerator LEDC_ SLOW_CLK_XTAL
LEDC low speed timer clock source XTAL clock

ledc_clk_cfg t

In theory, the following enumeration shall be placed in LEDC driver’ s header. However, as the next enu-
meration, ledc_clk_src_t, makes the use of some of these values and to avoid mutual inclusion of the
headers, we must define it here.

Values:

enumerator LEDC_AUTO_CLK

The driver will automatically select the source clock(REF_TICK or APB) based on the giving resolution
and duty parameter when init the timer

enumerator LEDC_USE_APB_CLK
LEDC timer select APB clock as source clock

enumerator LEDC_USE_RTC8M_CLK

LEDC timer select RTC8M_CLK as source clock. Only for low speed channels and this parameter must
be the same for all low speed channels

enumerator LEDC_USE_REF_TICK
LEDC timer select REF_TICK clock as source clock

Espressif Systems 367 Release v4.4.8

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

enumerator LEDC_USE_XTAL_CLK
LEDC timer select XTAL clock as source clock

enum ledc_clk_src_t

Values:

enumerator LEDC_REF_TICK
LEDC timer clock divided from reference tick (1Mhz)

enumerator LEDC_APB_CLK
LEDC timer clock divided from APB clock (80Mhz)

enumerator LEDC_SCLK

Selecting this value for LEDC_TICK_SEL_TIMER let the hardware take its source clock from
LEDC_APB_CLK_SEL

enum ledc_timer_t

Values:

enumerator LEDC_TIMER_O
LEDC timer 0

enumerator LEDC_TIMER_1
LEDC timer 1

enumerator LEDC_TIMER_2
LEDC timer 2

enumerator LEDC_TIMER_3
LEDC timer 3

enumerator LEDC_TIMER_MAX

enum ledc_channel_t

Values:

enumerator LEDC_CHANNEL_O
LEDC channel 0

enumerator LEDC_CHANNEL_1
LEDC channel 1

enumerator LEDC_CHANNEL_2
LEDC channel 2

enumerator LEDC_CHANNEL_3
LEDC channel 3
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enumerator LEDC_CHANNEL_4
LEDC channel 4

enumerator LEDC_CHANNEL_5
LEDC channel 5

enumerator LEDC_CHANNEL_ 6
LEDC channel 6

enumerator LEDC_CHANNEL_ 7
LEDC channel 7

enumerator LEDC_CHANNEL_MAX

enum ledc_timer_bit_t

Values:

enumerator LEDC_TIMER_1_BIT
LEDC PWM duty resolution of 1 bits

enumerator LEDC_TIMER_2_BIT
LEDC PWM duty resolution of 2 bits

enumerator LEDC_TIMER_3_BIT
LEDC PWM duty resolution of 3 bits

enumerator LEDC_TIMER_4_BIT
LEDC PWM duty resolution of 4 bits

enumerator LEDC_TIMER_5_BIT
LEDC PWM duty resolution of 5 bits

enumerator LEDC_TIMER_6_BIT
LEDC PWM duty resolution of 6 bits

enumerator LEDC_TIMER_7_BIT
LEDC PWM duty resolution of 7 bits

enumerator LEDC_TIMER_8_BIT
LEDC PWM duty resolution of 8 bits

enumerator LEDC_TIMER_9_BIT
LEDC PWM duty resolution of 9 bits

enumerator LEDC_TIMER_10_BIT
LEDC PWM duty resolution of 10 bits

enumerator LEDC_TIMER_11_BIT
LEDC PWM duty resolution of 11 bits
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enumerator LEDC_TIMER_12_BIT
LEDC PWM duty resolution of 12 bits

enumerator LEDC_TIMER_13_BIT
LEDC PWM duty resolution of 13 bits

enumerator LEDC_TIMER_14_BIT
LEDC PWM duty resolution of 14 bits

enumerator LEDC_TIMER_ BIT_MAX

enum ledc_fade_mode_t

Values:

enumerator LEDC_FADE_NO_WAIT

LEDC fade function will return immediately

enumerator LEDC_FADE_WAIT_DONE
LEDC fade function will block until fading to the target duty

enumerator LEDC_FADE_MAX

2.2.12 Pulse Counter (PCNT)

Introduction

The PCNT (Pulse Counter) module is designed to count the number of rising and/or falling edges of an input signal.
Each pulse counter unit has a 16-bit signed counter register and two channels that can be configured to either increment
or decrement the counter. Each channel has a signal input that accepts signal edges to be detected, as well as a control
input that can be used to enable or disable the signal input. The inputs have optional filters that can be used to discard
unwanted glitches in the signal.

Functionality Overview

Description of functionality of this API has been broken down into four sections:

 Configuration - describes counter’ s configuration parameters and how to setup the counter.

 Operating the Counter - provides information on control functions to pause, measure and clear the counter.
e Filtering Pulses - describes options to filtering pulses and the counter control signals.

* Using Interrupts - presents how to trigger interrupts on specific states of the counter.

Configuration

The PCNT module has 4 independent counting “units” numbered from O to 3. In the API they are referred
to using pcnt_unit_t. Each unit has two independent channels numbered as 0 and 1 and specified with
pcnt_channel_t.

The configuration is provided separately per unit’ s channel using pcnt_config_t and covers:

 The unit and the channel number this configuration refers to.
* GPIO numbers of the pulse input and the pulse gate input.
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* Two pairs of parameters: pcnt_ctrl_mode_t and pcnt_count_mode_t to define how the counter
reacts depending on the the status of control signal and how counting is done positive / negative edge of the
pulses.

* Two limit values (minimum / maximum) that are used to establish watchpoints and trigger interrupts when the
pulse count is meeting particular limit.

Setting up of particular channel is then done by calling a function pcnt_unit_config() with above
pcnt_config_t asthe input parameter.

To disable the pulse or the control input pin in configuration, provide PCNT_PIN_NOT_USED instead of the GPIO
number.

Operating the Counter

After doing setup with pcnt_unit_config (), the counter immediately starts to operate. The accumulated pulse
count can be checked by calling pcnt_get_counter_value ().

There are couple of functions that allow to control the counter’ s operation: pcnt_counter_pause (),
pcnt_counter_resume () and pcnt_counter_clear ()

It is also possible to dynamically change the previously set up counter modes with pcnt_unit_config() by
calling pcnt_set_mode ().

If desired, the pulse input pin and the control input pin may be changed ‘“on the fly” using pcnt_set_pin ().
To disable particular input provide as a function parameter PCNT_P IN_NOT_USED instead of the GPIO number.

$&{¥: For the counter not to miss any pulses, the pulse duration should be longer than one APB_CLK cycle (12.5
ns). The pulses are sampled on the edges of the APB_CLK clock and may be missed, if fall between the edges. This
applies to counter operation with or without a filer.

Filtering Pulses

The PCNT unit features filters on each of the pulse and control inputs, adding the option to ignore short glitches in
the signals.

The length of ignored pulses is provided in APB_CLK clock cycles by calling pcnt_set_filter value().
The current filter setting may be checked with pcnt_get_filter_value (). The APB_CLK clock is running
at 80 MHz.

The filter is put into operation / suspended by «calling pcnt_filter_enable() [/
pcnt_filter_disable().

Using Interrupts

There are five counter state watch events, defined in pcnt_evt_type_ t, that are able to trigger an interrupt. The
event happens on the pulse counter reaching specific values:

e Minimum or maximum count values: counter_1_1im or counter_h_lim provided in
pcnt_config_t as discussed in Configuration

¢ Threshold 0 or Threshold 1 values set using function pcnt_set_event_value ().

¢ Pulse count =0

To register, enable or disable an interrupt to service the above events, call pcnt_isr register(),
pcnt_intr_enable (). and pcnt_intr_disable (). To enable or disable events on reaching threshold
values, you will also need to call functions pcnt_event_enable () and pcnt_event_disable ().

In order to check what are the threshold values currently set, use function pcnt_get_event_value ().
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Application Example

* Pulse counter with control signal and event interrupt example: peripherals/pcnt/pulse_count_event.
* Parse the signal generated from rotary encoder: peripherals/pcnt/rotary_encoder.

API Reference

Header File

» components/driver/include/driver/pcnt.h

Functions
esp_err_t pent_unit_config (const pent_config_t *pent_config)

Configure Pulse Counter unit.

% 1 This function will disable three events: PCNT_EVT_L_LIM, PCNT_EVT _H_LIM,
PCNT_EVT_ZERO.

%% pent_config —Pointer of Pulse Counter unit configure parameter
&I

¢ ESP_OK Success

* ESP_ERR_INVALID_STATE pcnt driver already initialized

e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t pent_get_counter_value (pcnt_unit_t pent_unit, int16_t *count)
Get pulse counter value.
S8

e pent_unit —Pulse Counter unit number
* count —Pointer to accept counter value

B m

ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pecnt__counter_pause (pcnt_unit_t pcnt_unit)
Pause PCNT counter of PCNT unit.

¥ pent_unit —PCNT unit number

Bl
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pecnt_counter_resume (pcnt_unit_t pcnt_unit)

Resume counting for PCNT counter.

%% pent_unit —PCNT unit number, select from pent_unit_t

izl
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent__counter_clear (pcnt_unit_t pcnt_unit)

Clear and reset PCNT counter value to zero.

%% pent_unit —PCNT unit number, select from pent_unit_t

B M
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¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_intr_ enable (pcnt_unit_t pent_unit)
Enable PCNT interrupt for PCNT unit.

£47¥: Each Pulse counter unit has five watch point events that share the same interrupt. Configure events
with pent_event_enable() and pent_event_disable()

%% pent_unit —PCNT unit number

PEA ]
* ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_intr_disable (pcnt_unit_t pent_unit)
Disable PCNT interrupt for PCNT unit.

%% pent_unit —PCNT unit number

izl
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_event_enable (pcnt_unit_t unit, pcnt_evt_type_t evt_type)
Enable PCNT event of PCNT unit.

S8
* unit —PCNT unit number
* evt_type —Watch point event type. All enabled events share the same interrupt (one
interrupt per pulse counter unit).
B
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_event_disable (pcnt_unit_t unit, pcnt_evt_type_t evt_type)
Disable PCNT event of PCNT unit.

BH
* unit —PCNT unit number
* evt_type —Watch point event type. All enabled events share the same interrupt (one
interrupt per pulse counter unit).
R
* ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP ERR _INVALID ARG Parameter error

esp_err_t pent_set_event_value (pcnt_unit_t unit, pcnt_evt_type_t evt_type, int16_t value)
Set PCNT event value of PCNT unit.

S8
e unit —PCNT unit number
* evt_type —Watch point event type. All enabled events share the same interrupt (one
interrupt per pulse counter unit).
* value —Counter value for PCNT event
Bl
* ESP_OK Success
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* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_get_event_value (pcent_unit_t unit, pcnt_evt_type_t evt_type, int16_t *value)
Get PCNT event value of PCNT unit.

S8
* unit —PCNT unit number
* evt_type —Watch point event type. All enabled events share the same interrupt (one
interrupt per pulse counter unit).
* value —Pointer to accept counter value for PCNT event
A
* ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t pent_get_event_status (pcnt_unit_t unit, uint32_t *status)
Get PCNT event status of PCNT unit.
S8

* unit —PCNT unit number
* status Pointer to accept event status word

B

ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_isr_unregister (pcnt_isr_handle_t handle)
Unregister PCNT interrupt handler (registered by pcnt_isr_register), the handler is an ISR. The handler will
be attached to the same CPU core that this function is running on. If the interrupt service is registered by
pent_isr_service_install, please call pent_isr_service_uninstall instead.

%%; handle —handle to unregister the ISR service.

B
¢ ESP_OK Success
* ESP_ERR_NOT_FOUND Can not find the interrupt that matches the flags.
* ESP_ERR_INVALID_ARG Function pointer error.

esp_err_t pent_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, pcnt_isr_handle_t *handle)

Register PCNT interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on. Please do not use pcnt_isr_service_install if this function was called.

S8

* fn —Interrupt handler function.

* arg —Parameter for handler function

* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

* handle —Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here. Calling pent_isr_unregister to unregister this ISR service if needed, but only
if the handle is not NULL.

B

* ESP_OK Success

¢ ESP_ERR_NOT_FOUND Can not find the interrupt that matches the flags.

* ESP_ERR_INVALID_ARG Function pointer error.

esp_err_t pent_set_pin (pent_unit_t unit, pcnt_channel_t channel, int pulse_io, int ctrl_io)

Configure PCNT pulse signal input pin and control input pin.

41 Set the signal input to PCNT_PIN_NOT_USED if unused.
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SH
e unit —PCNT unit number
¢ channel —PCNT channel number
* pulse_io —Pulse signal input GPIO
e ctrl_io —Control signal input GPIO
B
e ESP_OK Success
o ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_filter_enable (pcnt_unit_t unit)

Enable PCNT input filter.
2% unit —PCNT unit number
Bl

¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ ERR _INVALID ARG Parameter error

esp_err_tpent_filter_disable (pent_unit_t unit)
Disable PCNT input filter.

2% unit —PCNT unit number

Bzl
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP ERR _INVALID ARG Parameter error

esp_err_t pent_set_filter_wvalue (pcnt_unit_t unit, uint16_t filter_val)
Set PCNT filter value.

51 filter_val is a 10-bit value, so the maximum filter_val should be limited to 1023.

SH
e unit —PCNT unit number
» filter_val -PCNTsignalfilter value, counter in APB_CLK cycles. Any pulses lasting
shorter than this will be ignored when the filter is enabled.
&I
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t pent_get_filter wvalue (pcnt_unit_t unit, uint16_t *filter_val)
Get PCNT filter value.

¥
e unit —PCNT unit number
* filter_val —Pointer to accept PCNT filter value.
izl
e ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_set_mode (pcnt_unit_t unit, pcnt_channel_t channel, pent_count_mode_t pos_mode,
pent_count_mode_t neg_mode, pcnt_ctrl_mode_t hetrl_mode, pcnt_ctrl_mode_t
Ictrl_mode)

Set PCNT counter mode.
S
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* unit —PCNT unit number

* channel -PCNT channel number

* pos_mode —Counter mode when detecting positive edge

* neg_mode —Counter mode when detecting negative edge

* hetrl_mode —Counter mode when control signal is high level

* lctrl_mode —Counter mode when control signal is low level
Bl

* ESP_OK Success

* ESP_ERR_INVALID_STATE pcnt driver has not been initialized

e ESP_ ERR _INVALID ARG Parameter error

esp_err_t pent_isr_handler_add (pcnt_unit_t unit, void (*isr_handler)(void*), void *args)
Add ISR handler for specified unit.

Call this function after using pent_isr_service_install() to install the PCNT driver’ s ISR handler service.

The ISR handlers do not need to be declared with IRAM_ATTR, unless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in pent_isr_service_install().

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as “ISR stack size”
in menuconfig). This limit is smaller compared to a global PCNT interrupt handler due to the additional level
of indirection.

¥
e unit —PCNT unit number
* isr handler -Interrupt handler function.
e args —Parameter for handler function
B
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t pent_isr_service_install (intintr_alloc_flags)
Install PCNT ISR service.

$57F: We can manage different interrupt service for each unit. This function will use the default ISR han-
dle service, Calling pcnt_isr_service_uninstall to uninstall the default service if needed. Please do not use
pent_isr_register if this function was called.

%% intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
B
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
* ESP_ERR_NO_MEM No memory to install this service
* ESP_ERR_INVALID_STATE ISR service already installed

void pcnt_isr_ service_uninstall (void)

Uninstall PCNT ISR service, freeing related resources.

esp_err_t pent_isr_handler_remove (pcnt_unit_t unit)
Delete ISR handler for specified unit.

¥ unit —PCNT unit number

PEA ]
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error
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Structures

struct pecnt_config t

Pulse Counter configuration for a single channel.

Public Members

int pulse_gpio_num
Pulse input GPIO number, if you want to use GPIO16, enter pulse_gpio_num = 16, a negative value will
be ignored

int ctrl_gpio_num

Control signal input GPIO number, a negative value will be ignored

pent_ctrl_mode_t 1etrl_mode
PCNT low control mode

pent_ctrl_mode_t hetrl_mode
PCNT high control mode

pent_count_mode_t pos_mode

PCNT positive edge count mode

pent_count_mode_t neg_mode

PCNT negative edge count mode

intl6_t counter_h_1lim

Maximum counter value

intl6_t counter_1_1lim

Minimum counter value

pent_unit_tunit
PCNT unit number

pent_channel_t channel
the PCNT channel

Macros

PCNT_PIN_NOT_ USED

When selected for a pin, this pin will not be used

PCNT_MODE_KEEP

Control mode: won’ t change counter mode

PCNT_MODE_REVERSE

Control mode: invert counter mode(increase -> decrease, decrease -> increase)
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PCNT_MODE_DISABLE

Control mode: Inhibit counter(counter value will not change in this condition)

PCNT_MODE_MAX

PCNT_COUNT_DIS

Counter mode: Inhibit counter(counter value will not change in this condition)

PCNT_COUNT_INC

Counter mode: Increase counter value

PCNT_COUNT_DEC

Counter mode: Decrease counter value

PCNT_COUNT_MAX

Type Definitions
typedef intr_handle_t pcnt_isr_handle_t

typedef pcnt_channel_level_action_t pent_ctrl_mode_t

Selection of available modes that determine the counter’ s action depending on the state of the control signal’
s input GPIO.

1. Configuration covers two actions, one for high, and one for low level on the control input

typedef pcnt_channel_edge_action_t pent_count_mode_t

Selection of available modes that determine the counter’ s action on the edge of the pulse signal’ s input GPIO.

£41:: Configuration covers two actions, one for positive, and one for negative edge on the pulse input

Enumerations

enum pcnt_port_t
PCNT port number, the max port number is (PCNT_PORT_MAX - 1).

Values:

enumerator PCNT_PORT_0
PCNT port 0

enumerator PCNT_PORT_MAX
PCNT port max
enum pent_unit_t
Selection of all available PCNT units.

Values:
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enumerator PCNT_UNIT_O
PCNT unit 0

enumerator PCNT_UNIT_1
PCNT unit 1

enumerator PCNT_UNIT_2
PCNT unit 2

enumerator PCNT_UNIT_3
PCNT unit 3

enumerator PCNT_UNIT_MAX

enum pcnt_channel_t

Selection of channels available for a single PCNT unit.

Values:

enumerator PCNT_CHANNEL_0O
PCNT channel 0

enumerator PCNT_CHANNEL_1
PCNT channel 1

enumerator PCNT__CHANNEL_MAX

enum pcnt_evt_type_t
Selection of counter’ s events the may trigger an interrupt.

Values:

enumerator PCNT_EVT_THRES_1
PCNT watch point event: threshold1 value event

enumerator PCNT_EVT_THRES_0O
PCNT watch point event: thresholdO value event

enumerator PCNT_EVT_I, LIM

PCNT watch point event: Minimum counter value

enumerator PCNT_EVT_H_LIM

PCNT watch point event: Maximum counter value

enumerator PCNT_EVT_ZERO

PCNT watch point event: counter value zero event

enumerator PCNT_EVT_MAX
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Header File

» components/hal/include/hal/pent_types.h

Enumerations
enum pcnt_channel_level_action_t
PCNT channel action on control level.

Values:

enumerator PCNT_CHANNEL_LEVEIL_ACTION_KEEP

Keep current count mode

enumerator PCNT_CHANNEL_LEVEIL_ACTION_INVERSE

Invert current count mode (increase -> decrease, decrease -> increase)

enumerator PCNT_CHANNEL_LEVEL_ACTION_HOLD

Hold current count value
enum pcnt_channel_edge_action_t
PCNT channel action on signal edge.

Values:

enumerator PCNT_CHANNEL_EDGE_ACTION_HOLD

Hold current count value

enumerator PCNT_CHANNEL_EDGE_ACTION_INCREASE

Increase count value

enumerator PCNT_CHANNEL_EDGE_ACTION_DECREASE

Decrease count value

enum pent_unit_count_sign_t
PCNT unit counter value’ s sign.

Values:

enumerator PCNT_UNIT COUNT_SIGN_ZERO_POS

positive value to zero

enumerator PCNT_UNIT_COUNT_SIGN_ZERO_NEG

negative value to zero

enumerator PCNT_UNIT_COUNT_SIGN_NEG

counter value negative

enumerator PCNT_UNIT_COUNT_SIGN_POS

counter value positive
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2.2.13 Remote Control (RMT)

The RMT (Remote Control) module driver can be used to send and receive infrared remote control signals. Due to
flexibility of RMT module, the driver can also be used to generate or receive many other types of signals.

The signal, which consists of a series of pulses, is generated by RMT’ s transmitter based on a list of values. The
values define the pulse duration and a binary level, see below. The transmitter can also provide a carrier and modulate
it with provided pulses.

Input RMT Transmitter QOutput
{11, high, 7 low}, W ] mod GPIO Il

. » aveform » - -
{5.high.5,low, Generator 1 1

Carrier » Carrier »
enable Generator

K 7: RMT Transmitter Overview

The reverse operation is performed by the receiver, where a series of pulses is decoded into a list of values containing
the pulse duration and binary level. A filter may be applied to remove high frequency noise from the input signal.

Input RMT Receiver Output
GPIO » {11,high, 7 low},
e
— Filter > 5 tg ; " {5 high,5,low],
etec

Filter
enable

&l 8: RMT Receiver Overview

There couple of typical steps to setup and operate the RMT and they are discussed in the following sections:

1. Configure Driver

2. Transmit Data or Receive Data
3. Change Operation Parameters
4. Use Interrupts

The RMT has four channels numbered from zero to three. Each channel is able to independently transmit or receive
data. They are referred to using indexes defined in structure rmt_channel_t.

Configure Driver

There are several parameters that define how particular channel operates. Most of these parameters are configured
by setting specific members of rmt_config_t structure. Some of the parameters are common to both transmit
or receive mode, and some are mode specific. They are all discussed below.
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Common Parameters

The channel to be configured, select one from the rmt__channel_t enumerator.

The RMT operation mode - whether this channel is used to transmit or receive data, selected by setting a
rmt_mode members to one of the values from rmt_mode_t.

What is the pin number to transmit or receive RMT signals, selected by setting gpio_num.

How many memory blocks will be used by the channel, set with mem_block_num.

Extra miscellaneous parameters for the channel can be set in the flags.

— When RMT_CHANNEL_FLAGS_AWARE_DFS is set, RMT channel will take REF_TICK or
XTAL as source clock. The benefit is, RMT channel can continue work even when APB clock is chang-
ing. See power_management for more information.

— When RMT_CHANNEL_FLAGS_INVERT_SIG is set, the driver will invert the RMT signal sending
to or receiving from the channel. It just works like an external inverter connected to the GPIO of certain
RMT channel.

A clock divider, that will determine the range of pulse length generated by the RMT transmitter or discrim-
inated by the receiver. Selected by setting clk_div to a value within [1 .. 255] range. The RMT source clock
is typically APB CLK, 80Mhz by default. But when RMT_CHANNEL_FLAGS_AWARE_DFS is set in
flags, RMT source clock is changed to REF_TICK or XTAL.

i

The period of a square wave after the clock divider is called a ‘tick’ . The length of the pulses generated

by the RMT transmitter or discriminated by the receiver is configured in number of ‘ticks’ .

There are also couple of specific parameters that should be set up depending if selected channel is configured in
Transmit Mode or Receive Mode:

Transmit Mode When configuring channel in transmit mode, set tx_config and the following members of

rmt__

tx_config_t:

Transmit the currently configured data items in a loop - loop_en
Enable the RMT carrier signal - carrier_en

Frequency of the carrier in Hz - carrier_freq_hz

Duty cycle of the carrier signal in percent (%) - carrier_duty_percent
Level of the RMT output, when the carrier is applied - carrier_level
Enable the RMT output if idle - idle_output_en

Set the signal level on the RMT output if idle - idle_level

Specify maximum number of transmissions in a loop - loop_count

Receive Mode In receive mode, set rx_config and the following members of rmt_rx_config_t:

Enable a filter on the input of the RMT receiver - filter_en

A threshold of the filter, set in the number of ticks - filter_ticks_thresh. Pulses shorter than this setting will
be filtered out. Note, that the range of entered tick values is [0..255].

A pulse length threshold that will turn the RMT receiver idle, set in number of ticks - idle_threshold. The
receiver will ignore pulses longer than this setting.

Enable the RMT carrier demodulation - carrier_rm

Frequency of the carrier in Hz - carrier_freq_hz

Duty cycle of the carrier signal in percent (%) - carrier_duty_percent

Level of the RMT input, where the carrier is modulated to - carrier_level

Finalize Configuration Once the rmt_config_t structure is populated with parameters, it should be then
invoked with rmt_config () to make the configuration effective.

Espressif Systems 382 Release v4.4.8

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

The last configuration step is installation of the driver in memory by calling rmt_driver_install (). If
rx_buf_size parameter of this function is > 0, then a ring buffer for incoming data will be allocated. A de-
fault ISR handler will be installed, see a note in Use Interrupts.

Now, depending on how the channel is configured, we are ready to either Transmit Data or Receive Data. This is
described in next two sections.

Transmit Data

Before being able to transmit some RMT pulses, we need to define the pulse pattern. The minimum pattern recognized
by the RMT controller, later called an ‘item’ , is provided in a structure rmt_item32_t. Each item consists of
two pairs of two values. The first value in a pair describes the signal duration in ticks and is 15 bits long, the second
provides the signal level (high or low) and is contained in a single bit. A block of couple of items and the structure
of an item is presented below.

[ 16 iz
L
Pericd (15) L FPericd [15) L
Pericd (15) L FPericd [15) L

& 9: Structure of RMT items (L - signal level)

For a simple example how to define a block of items see peripherals/rmt/morse_code.

The items are provided to the RMT controller by calling function rmt_write_items (). This function also
automatically triggers start of transmission. It may be called to wait for transmission completion or exit just after
transmission start. In such case you can wait for the transmission end by calling rmt_wait_tx_done (). This
function does not limit the number of data items to transmit. It is using an interrupt to successively copy the new data
chunks to RMT"’ s internal memory as previously provided data are sent out.

Another way to provide data for transmission is by calling rmt_fil11_tx_items (). In this case transmission
is not started automatically. To control the transmission process use rmt_tx_start () and rmt_tx_stop ().
The number of items to sent is restricted by the size of memory blocks allocated in the RMT controller’ s internal
memory, see rmt__set_mem block_num().

Receive Data

Before starting the receiver we need some storage for incoming items. The RMT controller has 256 x 32-bits of
internal RAM shared between all four channels.

In typical scenarios it is not enough as an ultimate storage for all incoming (and outgoing) items. Therefore this
API supports retrieval of incoming items on the fly to save them in a ring buffer of a size defined by the user. The
size is provided when calling rmt_driver_install () discussed above. To get a handle to this buffer call
rmt_get_ringbuf_handle ().

Espressif Systems 383 Release v4.4.8
Submit Document Feedback


https://github.com/espressif/esp-idf/tree/v4.4.8/examples/peripherals/rmt/morse_code
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. AP1 &%

With the above steps complete we can start the receiver by calling rmt_rx_start () and then move to checking
what’ s inside the buffer. To do so, you can use common FreeRTOS functions that interact with the ring buffer.
Please see an example how to do it in peripherals/rmt/ir_protocols.

To stop the receiver, call rmt_rx_stop ().

Change Operation Parameters

Previously described function rmt__config () provides a convenient way to set several configuration parameters
in one shot. This is usually done on application start. Then, when the application is running, the API provides an
alternate way to update individual parameters by calling dedicated functions. Each function refers to the specific
RMT channel provided as the first input parameter. Most of the functions have _get counterpart to read back the
currently configured value.

Parameters Common to Transmit and Receive Mode

¢ Selection of a GPIO pin number on the input or output of the RMT - rmt_set_gpio ()

¢ Number of memory blocks allocated for the incoming or outgoing data - rmt_set_mem_pd ()

* Setting of the clock divider - rmt_set_clk_div ()

* Selection of the clock source, note that currently one clock source is supported, the APB clock which is 80Mhz
- rmt_set_source_clk()

Transmit Mode Parameters

 Enable or disable the loop back mode for the transmitter - rmt_set_tx_loop_mode ()

e Binary level on the output to apply the carrier - rmt_set_tx_carrier (), selected from
rmt_carrier_ level_t

* Determines the binary level on the output when transmitter is idle - rmt_set_idle level (), selected
from rmt_idle level_t

 Enable or disable loop count feature to automatically transmit items for N iterations, then trigger an ISR callback
-rmt_set_tx_loop_count ()

* Enable automatically stopping when the number of iterations matches the set loop count. Note
this is not reliable for target that doesn’ t support SOC_RMT_SUPPORT_TX_LOOP_AUTOSTOP. -
rmt_enable_tx_loop_autostop ()

Receive Mode Parameters

e The filter setting - rmt_set_rx_filter ()

 The receiver threshold setting - rmt_set_rx_idle_ thresh ()

¢ Whether the transmitter or receiver is entitled to access RMT’ s memory - rmt_set_memory_owner (),
selection is from rmt_mem_owner_ t.

Use Interrupts

Registering of an interrupt handler for the RMT controller is done by calling rmt_isr_register().

The RMT controller triggers interrupts on four specific events describes below. To enable interrupts on these events,
the following functions are provided:

* The RMT receiver has finished receiving a signal - rmt_set_rx_intr_en()

¢ The RMT transmitter has finished transmitting the signal - rmt_set_tx_intr_en()

¢ The number of events the transmitter has sent matches a threshold value rmt_set_tx thr intr en ()
¢ Ownership to the RMT memory block has been violated - rmt_set_err_intr_en()

Setting or clearing an interrupt enable mask for specific channels and events may be also done by calling
rmt_set_intr_enable_mask () or rmt_clr_intr_enable _mask ().
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When servicing an interrupt within an ISR, the interrupt need to explicitly cleared. To do so, set spe-
cific bits described as RMT.int_clr.val.chN_event_name and defined as a volatile struct in
soc/esp32s2/include/soc/rmt_struct.h, where N is the RMT channel number [0, n] and the event_name is one
of four events described above.

If you do not need an ISR anymore, you can de-register it by calling a function rmt_isr_deregister ().

Wi rmt_isr_register () is provided as a public API by mistake. It’ s not recommended to use it
directly. Even if you have registered a customized ISR handler with that, you still don’ t have the context of the
RMT driver object. The driver has registered a dedicated ISR handler called rmt_driver_isr_default
within rmt_driver install ().

If you want to get a notification at some specific event (for example, “transaction done” ), you can register
callback functions like rmt_register_tx_end _callback ().

Uninstall Driver

If the RMT driver has been installed with rmt_driver_install () for some specific period of time and then
not required, the driver may be removed to free allocated resources by calling rmt_driver_uninstall ().

Application Examples

¢ Using RMT to send morse code: peripherals/rmt/morse_code.

¢ Using RMT to drive RGB LED strip: peripherals/rmt/led_strip.

* NEC remote control TX and RX example: peripherals/rmt/ir_protocols.
» Musical buzzer example: peripherals/rmt/musical_buzzer.

API Reference

Header File

» components/driver/include/driver/rmt.h

Functions
esp_err_t rmt_set_clk_div (rmt_channel_t channel, uint8_t div_cnt)

Set RMT clock divider, channel clock is divided from source clock.

SH
¢ channel -RMT channel
* div_cnt -RMT counter clock divider
B
e ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success
esp_err_t rmt_get_clk_div (rmt_channel_t channel, uint8_t *div_cnt)

Get RMT clock divider, channel clock is divided from source clock.

BH
* channel -RMT channel
* div_cnt —pointer to accept RMT counter divider

B M

ESP_ERR_INVALID_ARG Parameter error
ESP_OK Success
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esp_err_t rmt_set_rx_idle_thresh (rmt_channel_t channel, uintl16_t thresh)
Set RMT RX idle threshold value.

In receive mode, when no edge is detected on the input signal for longer than idle_thres channel clock cycles,
the receive process is finished.

S
e channel -RMT channel
¢ thresh -RMT RX idle threshold
Bl
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

esp_err_t rmt_get_rx_idle_thresh (rmt_channel_t channel, uintl16_t *thresh)
Get RMT idle threshold value.

In receive mode, when no edge is detected on the input signal for longer than idle_thres channel clock cycles,
the receive process is finished.

ZH

¢ channel —RMT channel

* thresh —pointer to accept RMT RX idle threshold value
B

e ESP_ERR_INVALID ARG Parameter error

¢ ESP_OK Success

esp_err_t rmt_set_mem_block_num (rmt_channel_t channel, uint8_t rmt_mem_num)
Set RMT memory block number for RMT channel.

This function is used to configure the amount of memory blocks allocated to channel n The 8 channels share
a 512x32-bit RAM block which can be read and written by the processor cores over the APB bus, as well as
read by the transmitters and written by the receivers.

The RAM address range for channel n is start_addr_CHn to end_addr_CHn, which are defined by: Memory
block start address is RMT_CHANNEL_MEM(n) (in soc/rmt_reg.h), that is, start_addr_chn = RMT base
address + 0x800 + 64 = 4 = n, and end_addr_chn = RMT base address + 0x800 + 64 = 4 = n + 64 = 4 =
RMT_MEM_SIZE_CHn mod 512 =« 4

£47::  If memory block number of one channel is set to a value greater than 1, this channel will occupy the
memory block of the next channel. Channel O can use at most 8 blocks of memory, accordingly channel 7 can
only use one memory block.

SH

¢ channel -RMT channel

e rmt_mem_num -RMT RX memory block number, one block has 64 * 32 bits.
B

e ESP_ERR_INVALID_ ARG Parameter error
ESP_OK Success

esp_err_t rmt_get_mem_block_num (rmt_channel_t channel, uint8_t *rmt_mem_num)

Get RMT memory block number.

ZH

* channel -RMT channel

* rmt_mem_num —Pointer to accept RMT RX memory block number
B

e ESP_ERR_INVALID_ARG Parameter error
ESP_OK Success
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esp_err_t rmt_set_tx_carrier (rmt_channel_t channel, bool carrier_en, uint16_t high_level, uint16_t
low_level, rmt_carrier_level_t carrier_level)

Configure RMT carrier for TX signal.

Set different values for carrier_high and carrier_low to set different frequency of carrier. The unit of car-
rier_high/low is the source clock tick, not the divided channel counter clock.

B8
* channel -RMT channel
* carrier_en —Whether to enable output carrier.
* high_1level —High level duration of carrier
* low_level —Low level duration of carrier.
* carrier_level —Configure the way carrier wave is modulated for channel.
— 1’ bl:transmit on low output level
— 1’ bO:transmit on high output level
B
* ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success

esp_err_t rmt_set_mem_pd (rmt_channel_t channel, bool pd_en)

Set RMT memory in low power mode.

Reduce power consumed by memory. 1:memory is in low power state.

SH
¢ channel -RMT channel
* pd_en -RMT memory low power enable.
B
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_OK Success

esp_err_t rmt_get_mem_pd (rmt_channel_t channel, bool *pd_en)

Get RMT memory low power mode.

BH

* channel -RMT channel

* pd_en —Pointer to accept RMT memory low power mode.
B

e ESP_ERR_INVALID ARG Parameter error

¢ ESP_OK Success

esp_err_t rmt_tx_start (rmt_channel_t channel, bool tx_idx_rst)
Set RMT start sending data from memory.
SH
* channel —RMT channel

* tx_idx_rst —Set true to reset memory index for TX. Otherwise, transmitter will con-
tinue sending from the last index in memory.
Bl
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success

esp_err_t rmt_tx_stop (rmt_channel_t channel)
Set RMT stop sending.
¥ channel -RMT channel
R
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
esp_err_t rmt_rx_start (rmt_channel_t channel, bool rx_idx_rst)

Set RMT start receiving data.
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S8
¢ channel —RMT channel
* rx_idx_rst —Set true to reset memory index for receiver. Otherwise, receiver will
continue receiving data to the last index in memory.
B
e ESP_ERR_INVALID ARG Parameter error
e ESP_OK Success

esp_err_t rmt_xrx_stop (rmt_channel_t channel)
Set RMT stop receiving data.
%%t channel -RMT channel
B
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_OK Success
esp_err_t rmt_tx_memory_reset (rmt_channel_t channel)
Reset RMT TX memory.
%% channel —RMT channel
B
e ESP_ ERR _INVALID ARG Parameter error
e ESP_OK Success
esp_err_t rmt_rx_memory_reset (rmt_channel_t channel)
Reset RMT RX memory.
%% channel —RMT channel
A
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
esp_err_t rmt_set_memory_owner (rmt_channel_t channel, rmt_mem_owner_t owner)

Set RMT memory owner.

412 Setting memroy is only valid for RX channel.

SH
* channel -RMT channel
» owner —To set when the transmitter or receiver can process the memory of channel.

B

ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success

esp_err_t rmt_get_memory_owner (rmt_channel_t channel, rmt_mem_owner_t *owner)

Get RMT memory owner.

ZH
¢ channel -RMT channel
* owner —Pointer to get memory owner.
FEA ]
e ESP_ERR_INVALID ARG Parameter error
* ESP_OK Success

esp_err_t rmt_set_tx_loop_mode (rmt_channel_t channel, bool loop_en)
Set RMT tx loop mode.

S
¢ channel —RMT channel

Espressif Systems 388 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

* loop_en —Enable RMT transmitter loop sending mode. If set true, transmitter will con-
tinue sending from the first data to the last data in channel over and over again in a loop.
Bl
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success

esp_err_t rmt_get_tx_loop_mode (rmt_channel_t channel, bool *loop_en)
Get RMT tx loop mode.

S8

* channel -RMT channel

* loop_en —Pointer to accept RMT transmitter loop sending mode.
B

e ESP_ERR_INVALID_ ARG Parameter error

* ESP_OK Success

esp_err_t rmt_set_rx_filter (rmt_channel_t channel, bool rx_filter_en, uint8_t thresh)
Set RMT RX filter.

In receive mode, channel will ignore input pulse when the pulse width is smaller than threshold. Counted in
source clock, not divided counter clock.

S8
¢ channel —RMT channel
* rx_filter_en —To enable RMT receiver filter.
* thresh —Threshold of pulse width for receiver.
B
e ESP ERR _INVALID ARG Parameter error
e ESP_OK Success

esp_err_t rmt_set_source_clk (rmt_channel_t channel, rmt_source_clk_t base_clk)
Set RMT source clock.

RMT module has two clock sources:

a. APB clock which is 80Mhz
b. REF tick clock, which would be 1Mhz (not supported in this version).

S8
* channel -RMT channel
* base_clk —To choose source clock for RMT module.

B

ESP_ERR_INVALID_ARG Parameter error
ESP_OK Success

esp_err_t rmt_get_source_clk (rmt_channel_t channel, rmt_source_clk_t *src_clk)
Get RMT source clock.

RMT module has two clock sources:

a. APB clock which is 80Mhz
b. REF tick clock, which would be 1Mhz (not supported in this version).

BH
* channel -RMT channel
* src_clk —Pointer to accept source clock for RMT module.

B

ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

Espressif Systems 389 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API &%

esp_err_t rmt_set_idle_level (rmt_channel_t channel, bool idle_out_en, rmt_idle_level_t level)

Set RMT idle output level for transmitter.

¥
* channel -RMT channel
* idle_out_en —To enable idle level output.

* level —To set the output signal’ s level for channel in idle state.

B

ESP_ERR_INVALID_ARG Parameter error
ESP_OK Success

esp_err_t rmt_get_idle_level (rmt_channel_t channel, bool *idle_out_en, rmt_idle_level_t *1evel)

Get RMT idle output level for transmitter.

S
¢ channel -RMT channel

* idle_out_en —Pointer to accept value of enable idle.

* level —Pointer to accept value of output signal’ s level in idle state for specified channel.

Rl
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
esp_err_t rmt_get_status (rmt_channel_t channel, uint32_t *status)
Get RMT status.

S
¢ channel —RMT channel

e status Pointer to accept channel status.

Please refer to

RMT_CHnSTATUS_REG(n=0~7) in rmt_reqg. h for more details of each field.

R

ESP_ERR_INVALID_ ARG Parameter error
ESP_OK Success

esp_err_t rmt_set_rx_intr_en (rmt_channel_t channel, bool en)
Set RMT RX interrupt enable.

SH
¢ channel -RMT channel
* en —enable or disable RX interrupt.
B
e ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success

esp_err_t rmt_set_err_intr_en (rmt_channel_t channel, bool en)
Set RMT RX error interrupt enable.

SH
¢ channel -RMT channel
* en —enable or disable RX err interrupt.
PEA ]
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_OK Success

esp_err_t rmt_set_tx_intr_en (rmt_channel_t channel, bool en)
Set RMT TX interrupt enable.

SH

¢ channel —RMT channel

* en —enable or disable TX interrupt.
B

e ESP_ERR_INVALID_ARG Parameter error
ESP_OK Success
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esp_err_t rmt_set_tx_thr_intr_en (rmt_channel_t channel, bool en, uint16_t evt_thresh)
Set RMT TX threshold event interrupt enable.

An interrupt will be triggered when the number of transmitted items reaches the threshold value

BH

* channel -RMT channel

* en —enable or disable TX event interrupt.

* evt_thresh -RMT event interrupt threshold value
R m

e ESP_ERR_INVALID_ARG Parameter error

* ESP_OK Success

esp_err_t rmt_set_gpio (rmt_channel_t channel, rmt_mode_t mode, gpio_num_t gpio_num, bool
invert_signal)

Configure the GPIO used by RMT channel.

SH
* channel -RMT channel
¢ mode RMT mode, either RMT_MODE_TX or RMT_MODE_RX
* gpio_num -GPIO number, which is connected with certain RMT signal
* invert_signal —Invert RMT signal physically by GPIO matrix
Bl
* ESP_ERR_INVALID_ARG Configure RMT GPIO failed because of wrong parameter
» ESP_OK Configure RMT GPIO successfully

esp_err_t rmt_config (const rmt_config_t *rmt_param)
Configure RMT parameters.
%% rmt_param -RMT parameter struct
Bl
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_OK Success
esp_err_t rmt_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, rmt_isr_handle_t *handle)

Register RMT interrupt handler, the handler is an ISR.

The handler will be attached to the same CPU core that this function is running on.

$&1: If you already called rmt_driver_install to use system RMT driver, please do not register ISR handler
again.

SH
* £n —Interrupt handler function.
e arg —Parameter for the handler function
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —If non-zero, a handle to later clean up the ISR gets stored here.
B
* ESP_OK Success
* ESP_ERR_INVALID_ARG Function pointer error.
» ESP_FAIL System driver installed, can not register ISR handler for RMT

esp_err_t rmt_isr deregister (rmt_isr_handle_t handle)

Deregister previously registered RMT interrupt handler.

%% handle —Handle obtained from rmt_isr_register
B

e ESP_OK Success

« ESP_ERR_INVALID ARG Handle invalid
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esp_err_trmt_f£ill tx_items (rmt_channel_t channel, const rmt_item32_t *item, uint16_t item_num,
uint16_t mem_offset)

Fill memory data of channel with given RMT items.

BH

* channel -RMT channel

* item —Pointer of items.

* item_num -RMT sending items number.

* mem_offset —Index offset of memory.
Bl

* ESP_ERR_INVALID_ARG Parameter error

* ESP_OK Success

esp_err_t rmt_driver_install (rmi_channel_t channel, size_t rx_buf_size, int intr_alloc_flags)
Initialize RMT driver.

SH
* channel -RMT channel
* rx_buf_size -Size of RMT RX ringbuffer. Can be 0 if the RX ringbuffer is not used.
* intr_alloc_flags —Flags for the RMT driver interrupt handler. Pass O for default
flags. See esp_intr_alloc.h for details. If ESP_INTR_FLAG_IRAM is used, please do
not use the memory allocated from psram when calling rmt_write_items.
Bl
* ESP_ERR_INVALID_STATE Driver is already installed, call rmt_driver_uninstall first.
* ESP_ERR_NO_MEM Memory allocation failure
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success

esp_err_t rmt_driver_uninstall (rmr_channel_t channel)
Uninstall RMT driver.
%% channel -RMT channel
R
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
esp_err_t rmt_get_channel_status (rmt_channel_status_result_t *channel_status)

Get the current status of eight channels.

£47:: Do not call this function if it is possible that rmt _driver_uninstall will be called at the same
time.

%%t channel_status —[out] store the current status of each channel
JEy |

« ESP_ERR_INVALID_ ARG Parameter is NULL

¢ ESP_OK Success

esp_err_t rmt_get_counter_clock (rmt_channel_t channel, uint32_t *clock_hz)

Get speed of channel’ s internal counter clock.

S
¢ channel -RMT channel
* clock_hz [out] counter clock speed, in hz
Bzl
e ESP_ERR_INVALID_ ARG Parameter is NULL
e ESP_OK Success

esp_err_t rmt_write_items (rmt_channel_t channel, const rmt_item32_t *rmt_item, int item_num, bool
wait_tx_done)
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RMT send waveform from rmt_item array.

This API allows user to send waveform with any length.

£57¥: This function will not copy data, instead, it will point to the original items, and send the waveform
items. If wait_tx_done is set to true, this function will block and will not return until all items have been sent
out. If wait_tx_done is set to false, this function will return immediately, and the driver interrupt will continue
sending the items. We must make sure the item data will not be damaged when the driver is still sending items
in driver interrupt.

S8
* channel -RMT channel
e rmt_item —head point of RMT items array. If ESP_INTR_FLAG_IRAM is used,
please do not use the memory allocated from psram when calling rmt_write_items.
e item_num -RMT data item number.
* wait_tx_done -
— If set 1, it will block the task and wait for sending done.
— If set 0, it will not wait and return immediately.
B
* ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success

esp_err_t rmt_wait_tx_done (rmt_channel_t channel, TickType_t wait_time)
Wait RMT TX finished.

ZH
e channel -RMT channel
* wait_time —-Maximum time in ticks to wait for transmission to be complete. If set 0,
return immediately with ESP_ERR_TIMEOUT if TX is busy (polling).
B
* ESP_OK RMT Tx done successfully
* ESP_ERR_TIMEOUT Exceeded the °‘wait_time’ given
e ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_FAIL Driver not installed

esp_err_t rmt_get_ringbuf_handle (rmt_channel_t channel, RingbufHandle_t *buf_handle)
Get ringbuffer from RMT.

Users can get the RMT RX ringbuffer handle, and process the RX data.

ZH

e channel RMT channel

* buf_handle —Pointer to buffer handle to accept RX ringbuffer handle.
B

e ESP_ERR_INVALID_ ARG Parameter error

e ESP_OK Success

esp_err_t rmt_translator_init (rmt_channel_t channel, sample_to_rmt_t fn)

Init rmt translator and register user callback. The callback will convert the raw data that needs to be sent to
rmt format. If a channel is initialized more than once, tha user callback will be replaced by the later.

ZH
¢ channel —RMT channel .
¢ £n —Point to the data conversion function.

B

ESP_FAIL Init fail.
¢ ESP_OK Init success.
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esp_err_t rmt_translator_set_context (rmt_channel_t channel, void *context)
Set user context for the translator of specific channel.
ZH

¢ channel -RMT channel number
¢ context —User context
FEA ]
* ESP_FAIL Set context fail
* ESP_OK Set context success

esp_err_t rmt_translator_get_context (const size_t *item_num, void **context)

Get the user context set by ‘rmt_translator_set_context’ .

£41:: This API must be invoked in the RMT translator callback function, and the first argument must be the
actual parameter ‘item_num’ you got in that callback function.

BH
* item_num —Address of the memory which contains the number of translated items (It’
s from driver’ s internal memroy)
* context —Returned User context
B
* ESP_FAIL Get context fail
ESP_OK Get context success

esp_err_t rmt_write_sample (rmt_channel_t channel, const uint8_t *src, size_t src_size, bool wait_tx_done)

Translate uint8_t type of data into rmt format and send it out. Requires rmt_translator_init to init the translator
first.

S8

* channel -RMT channel .

* src —Pointer to the raw data.

* src_size —The size of the raw data.

* wait_tx_done —Set true to wait all data send done.
B

» ESP_FAIL Send fail

e ESP_OK Send success

rmt_tx_end_callback_t rmt_register_tx_end_callback (rmt_tx_end_fn_t function, void *arg)

Registers a callback that will be called when transmission ends.

Called by rmt_driver_isr_default in interrupt context.

£41:: Requires rmt_driver_install to install the default ISR handler.

B8
» function —Function to be called from the default interrupt handler or NULL.
* arg —Argument which will be provided to the callback when it is called.

1R[] the previous callback settings (members will be set to NULL if there was none)

esp_err_t rmt_add_channel_to_group (rmt_channel_t channel)
Add channel into a synchronous group (channels in the same group can start transaction simultaneously)

%%t channel -RMT channel

S|
e ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success
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esp_err_t rmt_remove_channel_from_group (rmt_channel_t channel)

Remove channel out of a group.

%% channel -RMT channel

FE ]
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success

esp_err_t rmt_set_tx_loop_count (rmt_channel_t channel, uint32_t count)
Set loop count threshold value for RMT TX channel.

When tx loop count reaches this value, an ISR callback will notify user

¥
¢ channel -RMT channel
* count —loop count, 1 ~ 1023
B
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

esp_err_t rmt_enable_tx_loop_autostop (rmt_channel_t channel, bool en)
Enable or disable the feature that when loop count reaches the threshold, RMT will stop transmitting.

¢ When the loop auto-stop feature is enabled will halt RMT transmission after the loop count reaches a
certain threshold
* When disabled, the RMT transmission continue indefinitely until halted by the users

& The auto-stop feature is implemented in hardware on particular targets (i.e. those with
SOC_RMT_SUPPORT_TX_LOOP_AUTOSTOP defined). Otherwise, the auto-stop feature is implemented
in software via the interrupt.

S5
¢ channel -RMT channel
* en —enable bit

B

ESP_ERR_INVALID_ARG Parameter error
ESP_OK Success

esp_err_t rmt_memory_rw_rst (rmt_channel_t channel)

Reset RMT TX/RX memory index.
%% channel -RMT channel
B
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success

void rmt_set_intr_ enable_mask (uint32_t mask)
Set mask value to RMT interrupt enable register.

%4 mask —Bit mask to set to the register

void rmt_clr_intr_enable_mask (uint32_t mask)

Clear mask value to RMT interrupt enable register.
%%, mask -Bit mask to clear the register

esp_err_t rmt_set_pin (rmt_channel_t channel, rmt_mode_t mode, gpio_num_t gpio_num)
Set RMT pin.

S
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e channel -RMT channel
¢ mode —TX or RX mode for RMT

* gpio_num —-GPIO number to transmit or receive the signal.

B

ESP_ERR_INVALID_ARG Parameter error
ESP_OK Success

Structures

struct rmt_tx_config_ t

Data struct of RMT TX configure parameters.

Public Members

uint32_t carrier_ freq hz

RMT carrier frequency

rmt_carrier_level_t carrier_level

Level of the RMT output, when the carrier is applied

rmt_idle_level t idle_level
RMT idle level

uint§_t carrier_duty_percent
RMT carrier duty (%)

uint32_t loop_count

Maximum loop count

bool carrier_en

RMT carrier enable

bool 1loop_en

Enable sending RMT items in a loop

bool idle_output_en
RMT idle level output enable

struct rmt_rx_config_ t

Data struct of RMT RX configure parameters.

Public Members

uintl6_t idle_threshold
RMT RX idle threshold

uint8_t filter_ticks_thresh
RMT filter tick number
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bool filter_en

RMT receiver filter enable

bool rm_carrier

RMT receiver remove carrier enable

uint32_t carrier_freq hz

RMT carrier frequency

uint8_t carrier_duty_percent
RMT carrier duty (%)

rmt_carrier_level_t carrier_level

The level to remove the carrier

struct rmt_config_t

Data struct of RMT configure parameters.

Public Members

rmt_mode_t rmt_mode

RMT mode: transmitter or receiver

rmt_channel_t channel
RMT channel

gpio_num_t gpio_num
RMT GPIO number

uint8_t elk_div

RMT channel counter divider

uint§_t mem_block_num

RMT memory block number

uint32_t £lags
RMT channel extra configurations, OR’ d with RMT_CHANNEL_FLAGS_[*]

rmt_tx_config_ t tx_config
RMT TX parameter

rmt_rx_config_t rx_config
RMT RX parameter

struct rmt_tx_end_callback_t

Structure encapsulating a RMT TX end callback.
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Public Members

rmt_tx_end_fn_t function
Function which is called on RMT TX end

void *arg

Optional argument passed to function

Macros

RMT_CHANNEL_FLAGS_AWARE_DFS

Channel can work during APB clock scaling

RMT_CHANNEL_FLAGS_INVERT_SIG
Invert RMT signal

RMT_MEM_ITEM_NUM
Define memory space of each RMT channel (in words = 4 bytes)
RMT_DEFAULT_CONFIG_TX (gpio, channel_id)

Default configuration for Tx channel.

RMT_DEFAULT_CONFIG_RX (gpio, channel_id)
Default configuration for RX channel.

Type Definitions

typedef intr_handle_t rmt_isr_handle_t
RMT interrupt handle.

typedef void (*rmt_tx_end_£n_t)(rmt_channel_t channel, void *arg)
Type of RMT Tx End callback function.

typedef void (*sample_to_rmt_t)(const void *src, rmt_item32_t *dest, size_t src_size, size_t wanted_num,
size_t *translated_size, size_t *item_num)
User callback function to convert uint8_t type data to rmt format(rmt_item32_t).

This function may be called from an ISR, so, the code should be short and efficient.

£51:: In fact, item_num should be a multiple of translated_size, e.g. : When we convert each byte of uint8_t
type data to rmt format data, the relation between item_num and translated_size should be item_num =
translated_size*8.

Param src Pointer to the buffer storing the raw data that needs to be converted to rmt format.

Param dest [out] Pointer to the buffer storing the rmt format data.

Param src_size The raw data size.

Param wanted_num The number of rmt format data that wanted to get.

Param translated_size [out] The size of the raw data that has been converted to rmt format, it
should return O if no data is converted in user callback.

Param item_num [out] The number of the rmt format data that actually converted to, it can be
less than wanted_num if there is not enough raw data, but cannot exceed wanted_num. it
should return O if no data was converted.
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Header File

» components/hal/include/hal/rmt_types.h

Structures

struct rmt_channel_status_result_t

Data struct of RMT channel status.

Public Members

rmt_channel_status_t status[RMT_CHANNEL_MAX]

Store the current status of each channel

Enumerations

enum rmt_channel_t
RMT channel ID.

Values:

enumerator RMT_CHANNEL_O
RMT channel number 0

enumerator RMT_CHANNEL_1
RMT channel number 1

enumerator RMT_CHANNEL_2
RMT channel number 2

enumerator RMT_CHANNEL_3
RMT channel number 3

enumerator RMT _CHANNEL_MAX
Number of RMT channels

enum rmt_mem owner_t

RMT Internal Memory Owner.

Values:

enumerator RMT_MEM_OWNER_ TX
RMT RX mode, RMT transmitter owns the memory block

enumerator RMT_MEM_OWNER_RX
RMT RX mode, RMT receiver owns the memory block

enumerator RMT_MEM_OWNER_MAX
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enum rmt_source_clk_t
Clock Source of RMT Channel.

Values:

enumerator RMT_BASECLK_REF
RMT source clock is REF_TICK, 1MHz by default

enumerator RMT_BASECLK_APB
RMT source clock is APB CLK, 80Mhz by default

enumerator RMT_BASECLK_MAX

enum rmt_data_mode_t
RMT Data Mode.

$&1E: We highly recommended to use MEM mode not FIFO mode since there will be some gotcha in FIFO
mode.

Values:

enumerator RMT_DATA_MODE_FIFO

enumerator RMT_DATA_MODE_MEM

enumerator RMT_DATA_MODE_MAX

enum rmt_mode_t
RMT Channel Working Mode (TX or RX)

Values:

enumerator RMT_MODE_ TX
RMT TX mode

enumerator RMT_MODE_RX
RMT RX mode

enumerator RMT_MODE_MAX

enum rmt_idle_level_t
RMT Idle Level.

Values:

enumerator RMT_IDLE_LEVEL_LOW
RMT TX idle level: low Level

enumerator RMT_IDLE_LEVEL_HIGH
RMT TX idle level: high Level
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enumerator RMT_IDLE_LEVEL_ MAX

enum rmt_carrier_level_t

RMT Carrier Level.

Values:

enumerator RMT_CARRIER_LEVEL_LOW

RMT carrier wave is modulated for low Level output

enumerator RMT_CARRIER_LEVEL_HIGH

RMT carrier wave is modulated for high Level output

enumerator RMT_CARRIER_LEVEL_MAX

enum rmt_channel_status_t
RMT Channel Status.

Values:

enumerator RMT_CHANNEIL_UNINIT

RMT channel uninitialized

enumerator RMT_CHANNEL_IDLE
RMT channel status idle

enumerator RMT_CHANNEL_BUSY
RMT channel status busy

2.2.14 SD SPI Host Driver

Overview

The SD SPI host driver allows communicating with one or more SD cards by the SPI Master driver which makes use
of the SPI host. Each card is accessed through an SD SPI device represented by an sdspi_dev_handle_t spi_handle re-
turned when attaching the device to an SPI bus by calling sdspi_host_init_device. The bus should be already initialized
before (by spi_bus_initialize).

With the help of SPI Master driver based on, the SPI bus can be shared among SD cards and other SPI devices. The
SPI Master driver will handle exclusive access from different tasks.

The SD SPI driver uses software-controlled CS signal.

How to Use

Firstly, use the macro SDSPT_DEVICE_CONFIG_DEFAULT toinitialize a structure sdmmc_slot_config_t,
which is used to initialize an SD SPI device. This macro will also fill in the default pin mappings, which is same as
the pin mappings of SDMMC host driver. Modify the host and pins of the structure to desired value. Then call
sdspi_host_init_device to initialize the SD SPI device and attach to its bus.

Thenuse SDSPI_HOST DEFAULT macro to initialize a sdmmc_host__t structure, which is used to store the state
and configurations of upper layer (SD/SDIO/MMC driver). Modify the slot parameter of the structure to the SD SPI
device spi_handle just returned from sdspi_host_init_device. Call sdmmc_card_init with the sdmmc_host_t to
probe and initialize the SD card.
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Now you can use SD/SDIO/MMC driver functions to access your card!

Other Details

Only the following driver’ s API functions are normally used by most applications:

* sdspi_host_init ()

* sdspi_host_init_device()

* sdspi_host_remove_device ()
* sdspi_host_deinit ()

Other functions are mostly used by the protocol level SD/SDIO/MMC driver via function pointers in the sd-—
mmc_host__t structure. For more details, see the SD/SDIO/MMC Driver.

% 1k: SD over SPI does not support speeds above SDMMC_FREQ _DEFAULT due to the limitations of the SPI
driver.

API Reference

Header File

» components/driver/include/driver/sdspi_host.h

Functions
esp_err_t sdspi_host_init (void)

Initialize SD SPI driver.

£#51: This function is not thread safe

peA |
e ESP_OK on success
* other error codes may be returned in future versions
esp_err_t sdspi_host_init_device (const sdspi_device_config_t *dev_config, sdspi_dev_handle_t
*out_handle)

Attach and initialize an SD SPI device on the specific SPI bus.

£511: This function is not thread safe

$411:: Initialize the SPI bus by spi_bus_initialize () before calling this function.

£41:: The SDIO over sdspi needs an extra interrupt line. Call gpio_install_isr_service () before
this function.

B8
* dev_config —pointer to device configuration structure
* out_handle —Output of the handle to the sdspi device.
Bl
* ESP_OK on success
ESP_ERR_INVALID_ARG if sdspi_host_init_device has invalid arguments
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* ESP_ERR_NO_MEM if memory can not be allocated
* other errors from the underlying spi_master and gpio drivers

esp_err_t sdspi_host_remove_device (sdspi_dev_handle_t handle)

Remove an SD SPI device.

%% handle —Handle of the SD SPI device
R Always ESP_OK

esp_err_t sdspi_host_do_transaction (sdspi_dev_handle_t handle, sdmmc_command_t *cmdinfo)

Send command to the card and get response.

This function returns when command is sent and response is received, or data is transferred, or timeout occurs.

$41:  This function is not thread safe w.r.t. init/deinit functions, and bus width/clock speed configuration
functions. Multiple tasks can call sdspi_host_do_transaction as long as other sdspi_host_* functions are not
called.

B8

* handle —Handle of the sdspi device

* emdinfo —pointer to structure describing command and data to transfer
Bl

¢ ESP_OK on success

* ESP_ERR_TIMEOUT if response or data transfer has timed out

* ESP_ERR_INVALID_CRC if response or data transfer CRC check has failed

* ESP_ERR_INVALID_RESPONSE if the card has sent an invalid response

esp_err_t sdspi_host_set_card_clk (sdspi_dev_handle_t host, uint32_t freq_khz)

Set card clock frequency.

Currently only integer fractions of 40MHz clock can be used. For High Speed cards, 40MHz can be used. For
Default Speed cards, 20MHz can be used.

451 This function is not thread safe

S8

* host —Handle of the sdspi device

» freq_ khz —card clock frequency, in kHz
Bl

e ESP_OK on success

* other error codes may be returned in the future

esp_err_t sdspi_host_deinit (void)
Release resources allocated using sdspi_host_init.

£51: This function is not thread safe

pEy |
e ESP_OK on success
* ESP_ERR_INVALID_STATE if sdspi_host_init function has not been called

esp_err_t sdspi_host_io_int_enable (sdspi_dev_handle_t handle)
Enable SDIO interrupt.

%% handle —Handle of the sdspi device
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B
¢ ESP_OK on success
esp_err_t sdspi_host_io_int_wait (sdspi_dev_handle_t handle, TickType_t timeout_ticks)
Wait for SDIO interrupt until timeout.
ZH
* handle —Handle of the sdspi device
* timeout_ticks —Ticks to wait before timeout.
B
¢ ESP_OK on success
esp_err_t sdspi_host_init_slot (int slot, const sdspi_slot_config_t *slot_config)
Initialize SD SPI driver for the specific SPI controller.

Deprecated:

Use sdspi_host_init_device instead.

£#51: This function is not thread safe

$411: The SDIO over sdspi needs an extra interrupt line. Call gpio_install_isr_service () before
th