ESP32-C2
ESP-IDF Programming Guide

Release v5.0.2
IREEE SR
2023405 A 10 H

)



Table of contents

Table of contents i
1 Al 3
L1 IR e 3
12 HERTAE . . o e 3
120 BEEE: 3

122 B8 4

1.3 e 4
1.3.1 IDE . . . . e e e e e 4

1.3.2  FolEsE 4

L4 HiiFiE— T . . e 34
2 API &% 35
2.1 APIConventions . . . . . . . . . . . i i e e e e e e e 35
2.1.1  Errorhandling . . . . . . . . ... 35

2.1.2  Configuration StruCtUIes . . . . . . .+« v v v v v vt e e e e e e 35

2.1.3  Private APIS . . . . . .. e 36

2.1.4  Components in example Projects . . . . . . . . o ot it e e e e e e e e 36

2.1.5 APIStability . . . . . . . . 37

22 NWHEL 38
221 ASIOPOrt . . . o e e 38

222 ESP-Modbus . . . . . . . . e e e e e 38

223  ESP-MQTT . . . . . e e e e e 39

224 ESP-TLS . . . . e e e e e 54

225 ESPHTTPClient . . . . . . . . o o e e e e e e e s e e 68

2.2.6 ESPLocal Control . . . . . . . . . . . . . . e 83

227 ESPSerial Slave Link . . . . . . . . .. 92

2.2.8 ESPx509 Certificate Bundle . . . . .. .. .. ... ... ... . ... ... 106

229  HTTP HREER - - - o o o o o e e e e 108
2.2.10 HTTPS IRE5HE . . o o o o e e e e e e e e 135
2211 ICMPECho . . . . . . . e 139
2212 mDNS RS . o o 144
2213 Mbed TLS . . . . . . e e e e 144
2214 TP MIZEIZMIL . o o e 146

23 BT APL . . e 146
2.3.1 BT COMMON . . . . . . e e e 146

232 BTLE . . . . . e 155

2.3.3 Controller && VHCI . . . . . . . . . . e 278

2.3.4 NimBLE-basedhost APIs . . . . . . . . . . . . . .. . . . 287

2.4  Error Codes Reference . . . . . . . . . . . . . . . . e 289
2.5 GEMAPL . . e 295
251 WI-Fio. o e 295

252 DAKI o e 363

253 Thread . . . . . . . . e 378

254 TP WZEEMIL . . o e 384

255 IP WIZEEETIIL . . e 415

25.6  WHEBWMY . e 418




2.6

2.7

2.8

29

2.10

AMEEAPT . L o 418

2.6.1  Analog to Digital Converter (ADC) Oneshot Mode Driver . . . . . . ... ... ... .. 418
2.6.2  Analog to Digital Converter (ADC) Calibration Driver . . . . . . .. ... ... ..... 427
2.63 Clock Tree . . . . . . o o v i i e e e e 429
264 GPIO&RTCGPIO . .. . .. e 434
265  FIERRE . .o, 448
26.6 FHGPIO . ... . 459
267 DRCURFNFET . . o o 463
268 LCD . . . oo 478
2.6.9 LEDPWMIEHIZE . . . o o e 491
2.6.10 SD SPIHostDriver . . . . . . . . . . e 508
2.6.11 SPIMaster Driver . . . . . . . . . . e 513
2.6.12 SPLMAHLIRBNERT . . . o o o e 534
2.6.13  Temperature SENSOT . . . . v v v v v v v e e e e e e e e e e e e e e e e e 540
2.6.14  Universal Asynchronous Receiver/Transmitter (UART) . . . ... ... ... ... ... 543
Project Configuration . . . . . . . . . . . .. 567
27.1  Introduction . . . . . . .. e e e 567
2.7.2  Project Configuration Menu . . . . . . . . . . . .. e e e 568
2.7.3 Usingsdkconfig.defaults . . . . . . . . . . ... L 568
274 Kconfig Formatting Rules . . . . . . . .. ... oo 568
2.7.5  Backward Compatibility of Kconfig Options . . . . . . . . ... ... ... ....... 568
2.7.6  Configuration Options Reference . . . . . .. ... ... ... ... .. ......... 569
BT APL . . o e 824
2.8.1  Protocol Communication . . . . . . . . . .. ... o 824
2.8.2 Unified Provisioning . . . . . . . . . .. L 839
2.83  Wi-FiProvisioning . . . . . . . . e 843
TERE APL . L e 863
29.1  FAT SUHFRGE . . o o o 863
T = e 870
293 HAEGRVETFREIE . . . . 874
294  NVSHRAEERT . . o e 895
2.9.5 SD/SDIO/MMC ZRBNEEE . . . o o o o 900
29.6  SPIFlash API . . . . . . e 912
297 SPIFFS SUHFRSBE . . . o oo 9438
298  ERUCHERGANE . . . 952
2.9.9  BIIIMTAPL. . .. 967
System APL . . . . . . L 971
2.10.1 ApplImage Format . . . . . . . . . . . ... 971
2.10.2 Application Level Tracing . . . . . . . . . . . . . 0 e e 977
2.10.3 Call function with external stack . . . . . .. .. ... ... o 982
2.10.4 ChipRevision . . . . . . . . L e e e e 983
2105 RIS . . o o e 986
2.10.6 eFuse Manager . . . . . . . . . . ... e 995
2.10.7 Error Codes and Helper Functions . . . . . . .. ... ... ... ... ....... 1015
2.10.8 ESPHTTPS OTA . . . . . . e e e e s 1018
2.10.9 EventLoop Library . . . . . . . . . . . e 1025
2.10.10 FreeRTOS (OVerview) . . . . . . o v i i e e e e e e e e e e e e e e e e e 1037
2.10.11 FreeRTOS (ESP-IDF) . . . . . . . . . e 1039
2.10.12 FreeRTOS (Supplemental Features) . . . . . . . . . ... ... ... ... .... 1156
2.10.13 Heap Memory Allocation . . . . . . . . . . o v i v i ittt e e e e 1176
2.10.14 Heap Memory Debugging . . . . . . . . . . . . . e e e 1189
2.10.15 High Resolution Timer (ESP Timer) . . . . . . . . . . .. . .. . . ... . 1199
2.10.16 Internal and Unstable APIs . . . . . . . . .. . .. 1206
2.10.17 Interrupt allocation . . . . . . . . . .. L 1207
2.10.18 Logging library . . . . . . . . .. L 1213
21019 ZRIRSG APL. . . . . o o 1220
21020 ZSHFF (OTA) . . o o e e e e 1235
21021 HLPEEHL . oL 1245




2.10.22 POSIX Threads Support . . . . . . . . . . oo i e
2.10.23 Random Number Generation . . . . . . . . . . . . v i v i v i v it e e e
2.10.24 HEERAELIC . . o o
2.10.25 SoC Capabilities . . . . . . . . . .. e
2.10.26 BRGEHIE] . . .
2.10.27 The Async memcpy APT . . . . . . . . .
2.10.28 Watchdogs . . . . . . . . e e e e e e e
3 H/W 5%
3.0 ERTUNEL ..
311 FHESTRY . e
4 APL45TM
4.1 NREIBEEEE . . e
411 MR e
4.1.2 AT e
4.1.3  PEEEIRITSMCIN . . . .
4.1.4  WME L . . . .
42 WHFEFRRETRE . . .
421  —GIRET e
422  TGIRERIT . e
423 NRABEFEAE: . . o
43  BIuFi . . . . e e
4.3.1 B
432 BIWFiJFE . . o
433 BWFi AR . . o
434  BluFi U8 LRSS . . L
435  ESP32-C2 BRINZEASEIL . . .
43.6  GATTAHEUEEH . . . o
4.4  HISMEART Bootloader) . . . ... e
441  FlRIMEETIEAEM ..
442  HEHD] . . e
443  WREHT IKE . .
444 MIRRELEEED . . . o
445 TR .
4.4.6  FITI . o o
447  FIRIMERET RN e
448  HENBISIMERT . . . .
45 MEZRLE . . .
4.5.1 MR .
452 HERIMEZRE . . . . e
453  RTITH . .. e
454  TIH CMakeLists U . . . .
455  HHfE CMakeLists ST/ . . o
45.6  HMFECE . . .
457  TALFEEEESL ..
458 IR ...
459  ZHF CMakeLists /o0 . . . .
4510 HE X sdkeonfig IIERAAME . . . . . .
45.11 Flash ZE0 . . . . . o o
45.12 K Bootloader . . . . . . ..
4513 HELECMake ZHF . . . . .
4514 AP EHS = CMake THE . . ..o
4515 HHPFRERTELE . . . .
4516 FEFHEN CMake Wi H F il ESP-IDF . . . . . . . . . .
4.5.17 ESP-IDF CMake #2255 APL . . . . . . . . it
4518 SCPFETC & SEEAIZE . . . .
4519 MEBAGIITTEIL . . . .




4.6

4.7

4.8

4.9

4.10

4.12

4520 FIRRBNER . . o o 1337

4.5.21 M\ ESP-IDF GNU Make ## R4 T4 5] CMake ##RSE . . . . .. ... ... ... 1339
Core Dump . . . . . . . e e 1340
4.6.1  OVEIVIEW . . . . v o e e e e e e e e e e e e e 1340
4.6.2  Configurations . . . . . . . . . .. e e e e 1340
4.63 Savecoredumptoflash . . . . . ... ... 1341
4.6.4 PrintcoredumptoUART . . . . . . . . . . . . e 1341
4.6.5 ROM Functions in Backtraces . . . . . . . . . . . . . .. .. ... ... 1342
4.6.6 Dumping variablesondemand . . . . ... ... oL oL 1342
4.6.7 Running espcoredump.PY . « « « v v v v vt e e e e e e e e 1343
BEIRALTE . 1343
470 MR 1345
472  EERID L 1345
473  FREREEERRIEE . . e 1346
4.7.4 ESP_ERROR_CHECK 7[: .................................. 1346
4.7.5 ESP_ERROR_CHECK_WITHOUT_ABORT 751' ...................... 1346
4.7.6 ESP_RETURN_ON_ERROR 7[1' .............................. 1346
4777 ESP_GOTO_ON_ERROR ZZ . . i o it e e e e e e s e s s e 1347
477.8 ESP_RETURN_ON_FALSE 7% . . . . o i e it e e e s e e 1347
479 ESP_GOTO_ON_FALSE 75 . o i i i i i i e e e e e s e e 1347
4710 CHECK ZFHTH . . . . o 1347
4701 BRRANEEELR L. 1347
4712 C++ B o o e 1348
Event Handling . . . . . . . . . . . e e e 1348
4.8.1 Wi-Fi, Ethernet,and IPEvents . . . . . . . . ... ... . . ... ... ... . ..... 1349
4.8.2 BluetoothEvents . . . . . . . . . . . . . e 1350
FEEAR IR e 1351
49.1 R e 1351
492  BAMIERRE ... 1351
493  FIEMEEAESEIN . . .o 1352
494 GDBStub . . . . .. e e 1355
495 RTCEIIVEEEE . . o o 1355
4.9.6  GuruMeditation FE152 . . . . . . 1355
497  HABMEERR ... 1356
Flash B . . . o e 1359
4.10.1 MR . e 1359
4.10.2 FHIEEFUSES . . . o o o 1359
4103 Flash MR . . . o 1360
4.10.4 Flash IIBEBEE . . . o o 1361
4.10.5 WIREHIPLAUEEIR . . . 1366
4.10.6 ESP32-C2flash IBARTS . . . o o o 1368
4.10.7 AEmisEm flash PR EEHRE . . . 1368
4.10.8 @SR flash ... 1369
4109 FMflash MBE . . . o 1369
4.10.10 Flash MBS L o o e 1369
4.10.11 Flash B MRIBRTE . . o o o o 1370
4.10.12 Flash I 524080 . . . o o e 1370
4.10.13 Flash MM BINEE . . . . . o 1370
4.10.14 FEARYATT . o o e 1372
Hardware Abstraction . . . . . . . . . . . . . e e e e e e 1372
4.11.1 Architecture . . . . . . . . . e e e e e e 1372
4112 LL(LowLevel) Layer . . . . . . . . . . . e 1373
4.11.3 HAL (Hardware Abstraction Layer) . . . . . . . . .. ... ... .. ... ..., 1374
JTAG AR . . . . o e 1375
4121 BIE .« o o e 1375
4122 TTAEEFR . o 1376
4123 BEFEITAG MRS - .« o o o o o e e 1376
4124 ZEOpenOCD . . . . . . . 1376




4.13

4.14

4.15

4.16

4.17

4.18

4.19

4.20

4125 BoE ESP32-C2Z HARML . . . o o o o 1377

4.12.6 JEENTEIREE . . . e 1379
4127 PHRTEGL . . 1379
4.12.8 MUETBHIEE OpenOCD . . . . . . . v 1379
4129 WFEFIAANTTNE . . o 1384
41210 FHFETRY . o 1388
BEBERSIAERMUED . . . . 1413
4131 HEIR . e 1413
4132 BRI FF 1413
4133 BEEBESSIAAERAURINAE ... 1416
IWIP . o 1421
4.14.1 Supported APIs . . . . . . .. e 1422
4142 BSD Sockets APT . . . . . . . .. e 1422
4143 Netconn API . . . . . . . e 1426
4.14.4 IwWIP FreeRTOS Task . . . . . . . . . . .. . . . 1426
4.14.5 TPVOSUPPOIt . . . . . . e e e 1426
4.14.6 esp-lwip custom modifications . . . . . . ... ..o 1427
4.14.7 Performance Optimization . . . . . . . . . . . . . i 1428
FERERERT e, 1429
4.15.1 DRAM (FFERAM) . . . . . . . 1430
4152 IRAM ($84 RAM) . . . . . . e 1430
4153 IROM (FRHEM flash FHELT) . . . o o oo 1431
4.15.4 DROM (BB fifire flash o) .. oo oo 1431
4155 HEEDMATIHRE . . . o e 1431
4.15.6 AEHERRTCE DMA ZZ0hDX . . o L 1432
OpenThread . . . . . . . . L e e 1432
4.16.1 Mode of the OpenThread stack . . . . . . . . ... ... ... ... .. .. ....... 1432
4.16.2 How To Write an OpenThread Application . . . . . . . . . ... ... ... ... .... 1433
4.16.3 The OpenThread border router . . . . . . . . . . . . ... ... 1434
IR e 1434
4171 MR . e 1434
4172 NEIRRIE e 1435
4173 RIEBETEARE 1435
4174 R THERIIRTE L 1437
4175 R RIIFGEET o o e 1438
4.17.6 BEEAIRIE . 1438
4.17.7 AFXTH (parttoolpy) . . . o oo e e e e 1438
Performance . . . . . . .. 1440
4.18.1 How to Optimize Performance . . . . . ... .. ... ... ... ... ... ...... 1440
4182 Guides . . . . ..o e e 1440
RF calibration . . . . . . . . . . . . e e e 1456
4.19.1 Partial calibration . . . . . . . . . ... e e e e 1456
4.19.2 Fullcalibration . . . . . . . . . . . . e e e e e e 1456
4.193 Nocalibration . . . . . . . . .. e e 1457
4.19.4 PHY initialization data . . . . . . . . . ... L 1457
4.19.5 APIReference . . . . . . . . . . e 1457
Secure Boot V2 . . . . . . e e e 1460
4.20.1 Background . . . . . . ... 1460
4.20.2 Advantages . . ... e e e e e e 1460
4.20.3 Secure Boot V2 Process . . . . . . . .o e e e e e 1461
4.20.4 Signature Block Format . . . . . . ... ... .. 1461
4.20.5 SecurePadding . . . . .. ... 1462
4.20.6 Verifying a Signature Block . . . . . . . .. ... 1462
4.20.7 VerifyinganImage . . . . . . . . . . ... 1462
4.20.8 Bootloader Size . . . . . . . . .. e e 1462
4.20.9 eFuseusage . . . . . . .. e e e 1463
4.20.10 How To Enable Secure Boot V2. . . . . . . . . . . ... . 1463
4.20.11 Restrictions after Secure Bootisenabled . . . . .. .. ... ... ... ......... 1463




4.21

4.22

4.23

4.4

4.25

4.20.12 Generating Secure Boot SigningKey . . . . . ... ... oo 1464

4.20.13 Remote Signing of Images . . . . . . . . . . ... 1464
4.20.14 Secure Boot Best Practices . . . . . . . . . . .. 1465
4.20.15 Technical Details . . . . . . . . . . . . . e 1465
4.20.16 Secure Boot & Flash Encryption . . . . . . . .. .. ... ... ... 1465
4.20.17 Signed App Verification Without Hardware Secure Boot . . . . . . ... ... ... ... 1466
4.20.18 Advanced Features . . . . . . . . . . . e e e e e 1466
Thread Local Storage . . . . . . . . . . . e e e 1467
4211 OVEIVIEW . . o v vt e e e e e e e e e e e e e e e e e e 1467
4.21.2 FreeRTOS Native API . . . . . . . . . . . .. e 1467
4213 Pthread API . . . . . . . . . e 1467
4214 ClIStandard . . . . . . . o e e e e e 1467
0 = AP 1468
4221 IDFFrontend-idf.py . . . . . . . . . o e 1468
4222 IDFDockerImage . . . ... . . . . . . e 1471
4223 IDF Windows Installer . . . . . . . . . . .. .. .. . .. .. 1473
4.22.4 IDF Component Manager . . . . . . . . .o v v v v it i it e e e e 1474
4225 IDFClang Tidy . . . . . . o o e e e e e e e e 1475
4.22.6 Downloadable ToOls . . . . . . . . . . . e 1476
ESP32-C2 WP BTGt . . o o 1489
4231 FIEFEMAL G . . 1489
4232 N HE . . . 1490
4233 IR HE . . . e 1490
4234 NHFARERSRFEICMGEL . . 1491
4235 SIFEMITINRTET . . . . . 1492
423.6 GEATEAIGINAL .. . 1492
4237 AFEAFAMEERSSERCRD . 1493
4238 MoOcCKS . . . .. e 1494
Unit Testingon Linux . . . . . . . . o 0 . 0 0 e e e e e e 1495
4.24.1 Embedded Software Tests . . . . . . . . . . . . . . e e 1496
4242 IDF Unit Testson Linux Host . . . . . . . . . ... ... . . ... . ... ... ..... 1496
Wi-FiBKBHERIT . . o o o e 1497
425.1 ESP32-C2Wi-FiIHEFNFR . . . . . o 1497
4252 WHAHRE Wi-Fi NIRRT - . . o 1497
4253 ESP32-C2Wi-Fi APLAEIRAIS . . . .o 1498
4254 WIHEAL ESP32-C2 Wi-FiAPL S5 . . . . . . . . . 1498
4255 ESP32-C2 Wi-Fi 4858 . . . . . . . 1498
425.6 ESP32-C2 Wi-Fi A . . . . o 1499
4257 ESP32-C2 Wi-Fi station —fIEHL . . . . . . . . 1502
4258 ESP32-C2 Wi-Fi AP —I &ML . . . . 1504
4259 ESP32-C2Wi-Fi 4l . . . . . 1504
4.25.10 ESP32-C2 Wi-Fistation £33 5 . . . . . . . . . . 1511
4.25.11 3£/ AP B ESP32-C2 Wi-Fistation 73 . . . o o v v oo e e 1517
42512 Wi-Fi EEEE . . . e 1517
4.25.13 Wi-Fibeacon I} . . . . . . . 1518
42514 ESP32-C2 Wi-Fi il B . . . . . o e 1518
4.25.15 Wi-Fi Easy Connect™ (DPP) . . . . . . . . . . . .. .. ittt 1522
42516 TLZRMIZEAET . L e 1523
42517 JLEREEAETE L L, 1523
42518 BSP32-C2 Wi-Fi R . . . . o 1523
4.25.19 ESP32-C2 Wi-Fi FF/Ed . . o o o o e 1525
42520 Wi-Fi 80211 L IE . - o o e 1525
42521 Wi-FiSniffer #8538, . . . . . . . 1526
42522 Wi-Fi ZHERER . . . o e 1527
42523 Wi-Fi HT20/40 . . . . . . . e e e e e e 1528
42524 Wi-FiQoS . . . . . e e 1528
42525 Wi-FiAMSDU . . . . . . . e 1529
42526 Wi-Fi A3 o o e 1529

Vi



4.26

4.27

42527 WPS T . o o o
42528 Wi-Fi i KA IEDL . . . o
42529 ffafEEn Wi-FiPERE . . . . .
42530 Wi-FiMenuconfig . . . . . . . . . . . ...
42531 SEHERR . . . o
Wi-Fi Security . . . . . . . e
4.26.1 ESP32-C2 Wi-Fi Security Features . . . . . . .. ... ... ... ... .........
4.26.2 Protected Management Frames (PMF) . . . . .. ... ... ... ... ... . ... ..
4263 WPA3-Personal . . . . . . ... e
Reproducible Builds . . . . . . . . . ...
4.27.1 Introduction . . . . . . . . . . e
4.27.2 Reasons for non-reproducible builds . . . . . .. ..o oo
4.27.3 Enabling reproducible builds in ESP-IDF . . . . . . ... ... .. ... ... 0 ..
4.27.4 How reproducible builds are achieved . . . . . . . . ... ... o000
4.27.5 Reproducible builds and debugging . . . . . . .. ... 0oL
4.27.6 Factors which still affect reproducible builds . . . . . . .. . ... oL L.

5 iTRiRM

5.1

FERFNESPIDE 5.X « o v o oo e e e e
ST MAATEREHI 5.0 . o o

6 Libraries and Frameworks

6.1

6.2

Cloud Frameworks . . . . . . . . . . e
6.1.1 ESPRainMaker . . . . . . . ...
6.1.2  AWSIoT . . . e
6.1.3  AzureIoT . . . . . . . e
6.1.4  Google [IoT Core . . . . . . o o i i e e e
6.1.5 AliyunIoT . . . . . L o
6.1.6 Joylink IoT . . . . . . . e
6.1.7 TencentIoT . . . . . . . . e
6.1.8  Tencentyun IoT . . . . . . . . . e e e
6.1.9  BaiduloT . . . . . . . e
Espressif’ s Frameworks . . . . . . . . . . . . .
6.2.1  Espressif Audio Development Framework . . . . . ... . ... ... ... .......
6.2.2  ESP-CSI. . . . e
6.2.3  Espressif DSP Library . . . . . . . . . . . . . e e e e
6.2.4  ESP-WIFI-MESH Development Framework . . . . . .. ... ... ... ........
6.2.5 ESP-WHO . . . . . . e
6.2.6 ESPRainMaker . . . . . . . . ..
6.2.7  ESP-IoT-Solution . . . . . . . . . . . e
6.2.8  ESP-Protocols . . . . . . . . .
6.2.9 ESP-BSP . . . . e

7 Contributions Guide

7.1
7.2
7.3
7.4
1.5

How to Contribute . . . . . . . . . . . . e e
Before Contributing . . . . . . . . . . .. e e e e e e e
Pull Request Process . . . . . . . . . . . e
Legal Part . . . . . . . . o e
Related Documents . . . . . . . . . o . L e e
7.5.1  Espressif IoT Development Framework Style Guide . . . . ... ... .. ... .....
7.5.2  Install pre-commit Hook for ESP-IDF Project . . . . ... ... ... ..........
7.5.3 Documenting Code . . . . . . . . ..
754  BIBURGITE . . .
7.5.5 API Documentation Template . . . . . . . . . . . ... ...
7.5.6  Contributor Agreement . . . . . . . . .. ..o e e e
7.577 Copyright Header Guide . . . . . . . . . . . . . .. .. e
7.5.8  ESP-IDF Tests with Pytest Guide . . . . . . . .. .. ... ... ... ... ......

8 ESP-IDF [l Afifr

Vii



10

8.1  BATHUAS . o o o e
8.2  FRIZIEFEMIANAST . e
83  MUAKFHE . . .
8.4  HHRHABR . . . . e
8.5  EEMHIMUAS . . . o
8.6 Gt TAEIL - . o o o
87 HETESP-IDF . . . ..o
871 HWHENMRELRMIA . . ..
872 EHHE—ATAEMMA . . .
873  HFTAE master 3 . . . .
874 HHIE—NEISL e
9.1 PlatformIO . . . . . . . . e
9.1.1  Whatis PlatformIO? . . . . . . . . . ...
9.1.2 Installation . . . . . . . . e e e
9.1.3  Configuration . . . . . . . . .. e e e e e e
9.1.4  Tutorials . . . . ... e e e e
9.1.5 Project Examples . . . . . . ...
9.1.6 NEXESIEPS . .« v v o o o e e e e e
9.2 HMIEEE . . .
Copyrights and Licenses
10.1 Software Copyrights . . . . . . . . . . e
10.1.1 Firmware COmMpPONENtS . . . . . v v v v v v v e et e e e e e e e e e e e e e e
10.1.2 Documentation . . . . . . . . . ... e e e e
10.2 ROM Source Code Copyrights . . . . . . . . . . . .. e
10.3 Xtensalibhal MIT License . . . . . . . . . . . . . e
10.4 TinyBasic Plus MIT License . . . . . . . . . . .. o 0 ittt e et e
10.5 TIpgDec License . . . . . . . o o o i vt i e e

1% PARI
12 Ui

%51
%51

viii



Table of contents

iX B2 SR 3% ToT A HEZR (esp-idf) [ 3Ry H L. ESP-IDF ;& ESP32, ESP32-S fll ESP32-C R4t W E
TIPSR

AR AL S 4% ESP32-C2 5t F1) ESP-IDF i ffl .

PRI AP 2% API §5Hg

Espressif Systems 1 Release v5.0.2
Submit Document Feedback


https://github.com/espressif/esp-idf
https://www.espressif.com/en/products/socs
get-started/index.html
api-reference/index.html
api-guides/index.html
get-started/index.html
api-reference/index.html
api-guides/index.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Table of contents

Espressif Systems 2 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 1

P AT']

AR B FEFR T P ESP32-C2 fif (4T A W EAER , 3848 — AN 18 BR 0 7R 9 g7 i) 5 Ff] ESP-IDF
(Espressif IoT Development Framework) Fiil B 35, H4wik. FaE[E4 2 ESP32-C2 - A+ .

Frik: iXJ& ESP-IDF R A v5.0.2 (S0, b A HARMCAN ) SCREESP-IDF ie A i) 1> 6255

1.1 HgAk

ESP32-C2 SoC ith i % PA F I RE

« 2.4 GHz Wi-Fi

o [RIFEWE T

o TERE 32 i RISC-V BAAZALTIZS

o ZHpHMK

o G THCTRIEA . At AR PR AR N
ESP32-C2 R H 40 nm T Z ik, HAHREMIIFEERE. SHMERE. Boeth. M &Y, EHT&
Tl I 3 SRR R AR TR R .

IREEH BRI SRR B REPFRTIR, JEAT ESP32-C2 BEPFRL AU &, Hoh, IREEMPAEIT A5
ESP-IDF S7E I P HETT A (LoT) B AT, W Fon WikFiL F . AREIAESE 07 T 28K

1.2 fEfy LR
121 BffE:

. 3 ESP32-C2 FF & Hi
» USB %42k (A %% Micro-B)
« Hfixi (Windows, Linux 5f macOS)

ik HEl— L8 AU 92 USB Type C $2 1o B DR T Al (1 B 2 R B T Ao i

PATR 2 ESP32-C2 B I A, Bl 1R 2 A HE -
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1.2.2 %kt

U551 ESP32-C2 (i ff| ESP-IDF, #5223 DA R4k {4

WA TRBE, T4 ESP32-C2 AUl
* GiikHd H——CMake I Ninja ity TH, JIT 4% ESP32-C2 R HIEY T

* JKHCESP-IDF R {FFF R HELL . ZHEQ C A & ESP32-C2 /il i1y APT (KR FERIEAHS) Fiis
1 TR A

E<P-1DE CMake / IDE

Toolchain

Project

Application

L]

UPLOAD

POOEDEOAEDOdERDDanE

)D#dﬁ:b#lﬁﬁﬂlﬁﬁﬁ'ﬂﬁﬁ

g gy w— —
i ...I-..a.,.-' 5= :ﬁ_ _-'_-l e a_:":f
=l ; = T e

1.3 223
FATFL PN T I iR B 2 P T B, TR 2 i h 22—

1.3.1 IDE

Frik: AGEE H O E R HEIT & EREE (IDE) Z%¢ ESP-IDF,

* Eclipse Plugin
* VSCode Extension

132 Fahiedk
THARE AR R GEL B N ) - B 2R -
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Windows P& T HEER bR 3 &

ik ESP-IDF FE3i42%E —2bphfs T H. ) A BB 48 ESP32-C2 7 [E 4, (3% Python. Git. 2 XL HiiFas-
CMake FI Ninja 471% T 24,

AN VIR, AT G APt T A R fE. Aid, EHE 4% ESP-IDF Jaf nl DAl Eclipse
Plugin 3¢ HAth 57 CMake [#[&172 4L T2 IDE,

il BRAESME: - TER ESP-IDF Al ESP-IDF T R 228 AR A BERE I 90 74T, L pfAead Kl g
S FHEIHE K. - Python 5 ESP-IDF Ay Z23¢ ikt i@ A RECL & S alidi 5. - BRARBRAE RSN BN 5
f# Unicode UTF-8, U] Python m; ESP-IDF [ 222 Bt A% PB R RE AR FAT (I ASCI34F)

RYCE I BT DU AT SRR A R G4 25 Unicode UTF-8: 5 RIRNBL- 300 FIBT . W]
st B T - R G- AT “Beta: (/) Unicode UTE-8 S KR4 Rifi e - At - TRt
i

ESP-IDF T H23%%5  22%¢ ESP-IDF Whfs T R IR 5 77 302 T~ #—1> ESP-IDF T H 225645

Windows
Installer

Windows Installer Download

TRl g i DN FEE P ARH /DN, W PAZE% ESP-IDF W A . Teaid e, %
AT KN B BRI S, 4E Git For Windows 4¢3t . TR AT 2 0F N I SUUAEAETE AT
H3% Suserprofile$/espressif 1,

BRI R AT EALM M A e . LR AR P s 1A 7 EAMOBISCHF . 4% Git For Windows 22%¢
o

WRNE DR RN A
* N E R Python

o S GHIFA

¢ OpenOCD

¢ CMake FI Ninja 45i% T H
* ESP-IDF

BT AR T #3904 1) ESP-IDF H 5% . #7526 ESP-IDF T #3| Suserprofile%\Desktop\
esp-idf H#F, Hr suserprofiles REFHFE.

J g ESP-IDF ¥plE 2o 50 m), @3 /2)3%% T Run ESP-IDF PowerShell Environment B{ Run
ESP-IDF Command Prompt (cmd.exe), LEERETFEAELENIERNGHE 53 ESP-IDF,

Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):
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Completing the ESP-IDF Tools Setup

Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
| 7] Run ESP-IDF PowerShell Environment |
Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender

exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 1: 528 ESP-IDF T H. 4% 1% 8t247 Run ESP-IDF PowerShell Environment

Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

&l 2: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.
Click Finish to exit Setup.

Run ESP-IDF Eclipse Environment
Run ESP-IDF PowerShell Environment

I Run ESP-IDF Command Prompt Environment I

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 3: 52 i ESP-IDF I E.Z¢%: 7] 511247 Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

I 4: ESP-IDF iy & H /" 45 5 1
Espressif Systems 8 Release v5.0.2
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M 2P it (eSS R, AR Windows iy S 3 m AT BeAf: o

ESP-IDF THZZAEERnlAE “THR” i, Q41T ESP-IDF iy &3 i I HREET K. A test
77 35 CATAFTIT Windows iy 94278 FF (B emd.exe) , FFI817T export.bat A VABCEA A E (KN
PATH, IDF_PATH %), IMAh, #WiALAE T Windows fiy 4R F i A FE e iy TH.

VR, AREETy SU00E ] ESP-IDF TR 22%¢ 4% T € 1) ESP-IDF 4% . MR A AL b A7/E 2 4> ESP-IDF
A (L EH AR A ESP-IDF) , XA AN PIRME 4 -

1. 2y ESP-IDF T H-Z e B i () pREE Ty LRI — N EIAS, FE1EEr 7 Xy ESP-IDF TAERAR1EE
s A4 T ESP-IDF B4z,

2. 83, BIPAEAT emd. exe, HUNRGA LM ESP-IDF A3, RJ5i21T export .bat, ¥
o, XAJTIAZOR PATH HA77E Python Al Gite JRFEAEMIT BRI A & “HAF] Python 1 Git” )
R, MRk,

JHUGET ESP-IDF - BUAERRC 2546 1 (# 1] ESP-IDF M A 4505, B R RN AT iR A 55— A~ T
.

AR B S SE (1) ESP-IDF B —24 . R IEATE T, fCRF6EH ESP32-C2 Bd s — A~ TA%, Iy
J L BRSO A B A

Frik: WERESEAR 2% ESP-IDF, 52 a3 P BR, AREU AR S v B 5 0 B A A«

JFGEIEE TR BE, B DANERTT & ESP32-C2 W HIARF T %n] PAM ESP-IDF it examples H 5 Y
get-started/hello_world TFEIT44

F%: ESP-IDF 4ii% R4 A ¥ ESP-IDF B2 el 5 T REH A2 shaff g 4545 .

F§ get-started/hello_world TF852 fil £ A M) ~/esp HF T :

cd fuserprofile%\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#{l:: ESP-IDF [ examples H g N —FR IR Bl TAE, @R AR BRI iR a7 H A AR 6l
WA E AR B, T I T .

EHEBERy  BUTE, PSR ESP32-C2 JFAMGESE] PC, FFEFR IR AR 1.
£ Windows #{ERGEH, HOLHREH A coM Ik
A RUMTER P LRI EAFER, WG ESP32-C2 ¢l oitdz,

i W N4, BafEREPRP.

Bl ¥ R A hello_world Hsg, W ESP32-C2 hH#ARE A, AJFisir LHEEE TH

menuconfig,

Windows

cd Suserprofile%\esp\hello_world
idf.py set-target esp32c2
idf.py menuconfig

Espressif Systems 9 Release v5.0.2
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FIH— DB LG, WEEMH idf .py set-target esp32c2 ¥ “HIp” ith. WE, HWEIERS
EBRIFRIGEALTH 2 Bl g A S (g ) . AT PAE R “HAR BlE IR (SLR T Bk
W), HE2EH,, 5 ILSelect the Target Chip: set-target .

WA E BB RS ARG RR AR SR

(Top)

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=
Compatibility options ---»>

[S] save

[f] ]ump tr

K S TR E—

T DAE T SR B BT E A AR AR B, LA Wi-Fi M2 FR . S AIALPRER S 4SS, hello_world /R
B H £ ABAARL B s fT, WIAEX—H F, A DAk ] menuconfig PE4TI0 H Bl EX—4 5.

ik B D h 2R M SRRBO A RS S EERE . R AE R ——style REUEIML. i
8T idf.py menuconfig —-help fir%, FMELZ(EL.

TR T RS, AbeR TR

idf.py build

1247 PA B4 W] AR B IR P A BT A ESP-IDF 2004, $e36 L s | e e . 70 KERAN ARy ik
il S

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio —--flash_size detect --flash_freqg 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/

—partition-table.bin (FHRED)
Espressif Systems 10 Release v5.0.2
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(£ L£50)

or run 'idf.py -p PORT flash'

R —VNEH, S8 8RR B bin SCPF

Be ok B Ve gh EMEH PAE a4, BRI AE g 9 il SC 4 (bootloader.bin, partition-table.bin £l
hello_world.bin) £&35% 2 751 ESP32-C2 Jf At :

idf.py -p PORT [-b BAUD] flash

15+ PORT #4e A ESP32-C2 - & Mg Ef 44 %K .
TEIAT] DAY BAUD Biil 1575 SR BE R IR R . BRIADAS %N 460800,
W24 X idf.py ZEMITER, i Widfpy.

Frik: AL £lash UL A Si%E Rk TR, HICH HizfT idf.py build,

ekl Bl e 2l LS G1RAEEATA E R B BRI X RERY AR, R R
H 22— fERI81T esptool.py P4 R . esptool.py WA ARG RN, HTEELH. 5
ROM 5| S #4822 B A K pes B ) TR . ] DAFR B DA R 2P BRI T F ol 07, A dpiz o) i, qn s a)
WU, 1527 Troubleshooting. FREUE 215 H .

esptool .py il fii USB % L6458 i ({1 FTDI 8 CP210x) ¥ DTR F1 RTS #2544 %0k H 3h
B ESP32-C2 (&% L5 ESP32-C2 43 % v % 42 JREUE Z 14115 5. DTR Al RTS il 28 i #: 3
ESP32-C2 [ GPI09 il CHIP_PU (EN) E_F, Kt DTR I RTS {9 H E FEL A8 fh £ {di ESP32-C2 i3 A ]
PR ER . M KRBT A F ESP32 DevKitC F A M) J5HE A .

— Bk, A E ) ESP-IDF FF ZARA 2 B8, {H)E, esptool.py FEPA NIELL FANRE H 2hHE &
ik

o RIREAER A EEHEE] GPIO9 Fll CIHP_PU fi¥) DTR F1 RTS #4544k .

» DTR F1 RTS #% il £k AT & 5 A ]

o MRARTA KRR 745 i 2R
MRYE SRR RN, ] DAKFA BSP32-C2 A& M T ik B & 2F R 8=l (B47).

o Xt Espressif fFF &M, G507 AS %% W IF A AT J3REGa A P Eg . Bilan, W pAiEad #4+ Boot

¥l (GPI09) P EN $:41l (CHIP_PU) KF8I&E i ESP-IDF H & #i .
o XFHABRAAGEE A, W] AN GPTO9 Rk,

WM FEbERERE T, EABERIRLATT R H S

esptool.py esp32c2 -p /dev/ttyUSBO -b 460800 —--before=default_reset —--after=hard_
—reset write_flash —--flash_mode dio --flash_freq 60m --flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v3.3.1

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-C2 (revision 1)

Features: Wi-Fi

Crystal is 40MHz

MAC: 10:97:bd:f0:e5:0c

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Q)
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Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to 0xO0O0OQOOQO4fff...
Flash will be erased from 0x00010000 to OxQ0002ffff...
Flash will be erased from 0x00008000 to 0xOO0O0O8fff...
Compressed 18192 bytes to 10989...

Writing at 0x00000000... (100 %)

Wrote 18192 bytes (10989 compressed) at 0x00000000 in 0.6 seconds (effective 248.5.
—kbit/s)

Hash of data verified.

Compressed 128640 bytes to 65895...

Writing at 0x00010000... (20 %)
Writing at 0x00019539... (40 %)
Writing at 0x00020bf2... (60 %)
Writing at 0x00027del... (80 %)
Writing at 0x0002£480.. (100 %)

Wrote 128640 bytes (65895 compressed) at 0x00010000 in 1.7 seconds (effective 603.
—0 kbit/s)

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.1 seconds (effective 360.1.
—kbit/s) ...

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

USRI, BeksEnlE, TFAHF S, BIELF “hello_world” JFARIETT.
WA A S8 Eclipse 52 VS Code IDE, fj9F idf.py, iifZ¥# Eclipse Plugin, A VSCode Extension.

WePREL SETPAMEi] idf.py —p PORT monitor fpd~, WAL “hello_world” TAEMBfTIEN . R,
T%@ﬂﬁmmTﬁﬁﬁ$%$D%ﬂo

% )a, IDF JALE W AR R R 8

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
Aworld/bulld/hello world elf".

- idf_monitor on <PORT> 115200 ——=

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —--—-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

BeR, Bt DAERESHEMZKH E2 5, FHFTEIR “Hello world!” T,

Hello world!

Restarting in 10 seconds...

This is esp32c2 chip with 1 CPU core(s), WiFi/BLE, silicon revision 0, 2MB.
—external flash
Minimum free heap size: 203888 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...
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BT PR ctrl+], dBH IDF HiHLES.

W2 IDF M Wlasrebest e R R A AR A8, BAT ENG B a2 alig (r) , ARA AT RER PR T SR
T 26 MHz fivdf, 1fii ESP-IDF ERIASCRFR 2 HOT 2 AR 1Y) 40 MHz i ik -

e986) (Xn@dy. |66 (6PW+)§BHN9a— /90 ! §t566PE~BKHGcheahsdiA
~zYBOY (16,1 60 e066) (Xn@By. !DrézY (6 jpi® |G+z5Ymvp

B, GEATPA:

1R s .

2. 1& [ menuconfig,

3. ¥ A Component config —> Hardware Settings —> Main XTAL Config —> Main XTAL
frequency #4THECE, B-CONFIG_XTAL_FREQ_SEL V% F 26 MHz,

4. EHT Y A TV R o

£ 24 Hi 1) ESP-IDF A, ESP32-C2 SRR iR T -

* 26 MHz
* 40 MHz

il BWATUE T AT S, —RMATIOEE Bk i A
idf.py —-p PORT flash monitor

LAk,

* WHIAEIDF i, 1 AR 2 [T IDF H s it b S A H A RS .
s diHifLidfpy, HEEZL idf.py iy HIEI,

P, BOSER ESP32-C2 AT 9% 2!
BAE, AT PAZE— 2o At examples, BE ELHETTA B ORI AR .

R —SORGIRF A SR ESP32-C2, [H7 ESP32-C2 i A S B dg B F .

TEGRIFERFIRR) T HiEEE README X4 supported Targets Ffg. MR FEHE P45 ESP32-C2, B{
BRIk, A4 HI 3275 ESP32-C2 7 #5X ANR B FE

el s

LR DS /dev/ttyUSBO i ] H- 8% Linux 7R 1] ESP32-C2 BestFE (0}, AlfE< P Failed to open
port /dev/ttyUSBO 45iR1HE . MR LR H PN 2 Linux Dialout 8.

He %211y Python Jjg /A ESP-IDF 3 #F Python 3.7 J¢ DA iAW T 45 4E 2 58 B BBt AR AT 38T
Python, tHAJZEREM sources il Python, Bi({fi A} Python AR R GE N pyenv Xof A AT+ HE

WGP BB s S AR B R P T B0
* f& Windows 33% F %7 ESP-IDF T2
o 5 ESP32-C2 432 B 0k it
* Eclipse Plugin
¢ VSCode Extension
« IDF W53
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1¢ Windows 2453 B & %7 ESP-IDF T H

WA 5% ESP-IDF I A Windows “dp 448" G111, L1 ESP-IDF M2 H . AAIRIE
fr:

install.bat ‘

XF Powershell, V)4 2 ESP-IDF ()43 H % . RIGia1T:

install.psl ‘

% a4 0l T 8456 ESP-IDF i as i) T.H. . S 4208 7 R R TH. ) MRZ a8 08k 1% THM
Tl B i ESP-IDF T B 2o iR B ® , BUAE L R N C: \Users\username\ .espressif,

i1 “S A P ESP-IDF T.HiE&INE PATH 15255 ESP-IDF T H 27338 04E “TFIa3Eea”
“ESP-IDF iy 447" A . Sz i U7 FF Windows iy SHERAFH 1, I fE% % 1
A B2 T,

ABEREOLT , BIEAE G Y fr 3R AT 0 10 I A Rl BB Ty AT IF Y, e SR AR AR v 1 e
ESP-IDF, n] AR T 752 -5 ESP-IDF TR % PATH $sAc & .

F9E, WTIF A 240 1) ESP-IDF () fir &3/ AFAT 1, B 4% ESP-IDF 9 H 3, S8R T export .bat,
HARA AT

cd %userprofile%\esp\esp-idf
export .bat

XIF Powershell ] P, 5 [FIEY)# 22 %245 ESP-IDF [ H %, SRGHUT export .psl, HAKMAUIT:

cd ~/esp/esp-idf
export.psl

B TsE R, Ol DAl oy 343 il ESP-IDF TR T,

55 ESP32-C2 it 11 ¥4
A FEA U ) E ESP32-C2 il PC 2 [ 5 1134 .

U2 ESP32-C2 I PC i USB 4 ESP32-C2 JF A M i & PC. AR IKBIAR 7 oA H 3l 2%, 1if
JEffiiN ESP32-C2 JF St LY USB e IUE R (BAMBERH LG E: ) U5, ARETER DI RIKEREF
HAEATFEh %

PATR & AR 8% ESP32-C2 JF A AR SRS AR e (1 £ 4% -

« CP210x: CP210x USB % UART #; VCP UKz %
« FTDI: FTDI fE4l COM i I 12X s

PA LIRSS %, WS HIT U T H6Er, EARIT ARG USB #eeh Lt o — ol T, 24
ESP32-C2 JT- %t 5 PC HE4EIS, XMW IRSIAL P W ZELudT W EBER G H, HEL A L.

1t Windows LA ¥ A4 Windows &4 Bis ) COM i 15136 . WiHF ESP32-C2 5 PC {114z,
SRIGEITIER:, WA 1 i 2 SR PR

PATR 24 ESP32 DevKitC #1 ESP32 WROVER KIT £ [ :
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- )

=4 Device Manager E'@

File Action View Help

&= | T HE =

4 2 tdk-kmb-op780

& 78 Computer
: Disk drives
Display adapters
DVD/CD-ROM drives
Hurnan Interface Devices
; IDE ATASATAPI controllers
Keyboards

?!IE

] -

P

I,.;.
B

Mice and other pointing devices

Monitors

[ -&F Metwork adapters

4 73" Ports (COM & LPT)

LT ? Silicon Labs CP210x USE to UART Bridge (COM3)
b I Processors

b -iy Sound, video and game controllers

m i CE )

[» M System devices
I - i Universal Serial Bus controllers

E 6: et ESP32-DevKitC [ USB & UART #f
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- L

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
&> -/M Computer

£]

[ =y Dhisk drives

A Display adapters

e DVD/CD-ROM drives

Eﬁ Human Interface Devices

‘g IDE ATASATAPI controllers

< Keyboards

--ﬂ Mice and other pointing devices
| Monitors

-mF Network adapters

T3 Ports (COM & LPT)

f}-n Processors

b -3, Sound, video and game controllers
5y System devices

- i Universal Serial Bus controllers

& 7: Windows B4 45 H1 4% it ESP-WROVER-KIT fij%} USB E2 4754 1
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{£ Linux fll macOS &Gl &7 ESP32-C2 JF kM (/MRS DEREE) A ks, ik
PAUR 2Tk e, Wi ERECERISS, BUaaftbA Fmds G, EEFARESER R, 7
WisfTPA 4. H, 5 - kisframd e B i 1 BIE ESP32-C2 XA i 1 :

Linux:

’ls /dev/tty*

macOS:

’ls /dev/cu.*

i X macOS P FHEAFRB O, HKE R LR USB/H: D IREh ARy . B A& 9K 2 %
¥, WLEEH5iE4E ESP32-C2 42 PC. %} macOS High Sierra (10.13) [ ', AR fE0 22 T80 o4 K 2 A
FFRmE, BARRITH ZAmFRE > ZemEA >ER, KERGARFEER: “RAFRARNR
GRERA -7, Hd IR N G4 F1C Silicon Labs B¢ FTDI,

{F Linux "PEI 8] dialout  YEjEsEH P 24 0] DAE L USB XTER LT S #4E . #E 2% Linux
WA, AR DAl AR 4, R PEINE] dialout 41, MIMSRIFEEEAUR:

’sudo usermod —-a -G dialout S$USER

f£ Arch Linux 1, #525E PAT ar R i wucp 419

’sudo usermod -a -G uucp S$SUSER

THHEEER, BIRAR TR ERURAE .

WoiNER LR PR, O AR D RIREEY, A EE ESP32-C2 Jr&in L REAKE, ML 1
HEHR B

fdi ] 40 MHz /1) XTAL I}, ESP32-C2 (45 &5 B3R BRI A 1152005 fii i 26 MHz ) XTAL I}, HikE
FBRI K 74880,

Windows fll Linux &% FEARFIST, B M PuTTY SSH Client, PuTTY SSH Client Bf 0] f
Windows 7] i T~ Linux. 0] DARE A FHAd AR CURR P I 3 B 00 3815 S 40

BT, BEAE AR B EAR A 1 BORRR = 115200 (WA TREE, 3O SEADE H BB B
), Bl =8, fFIAr =1, AL =N DANEFRHIER T Ai7E Windows 1 Linux HlCE R 1
FI_EARBEESEC (W0 115200-8-1-N) o R, X HL—E SR FEAE iR PR P AR B Db TG

WG, WikeA ESP32-C2 R ATTHIHE . WA, WHAEL AT D TR . XHNHENERRT
In#EkF| ESP32-C2 (N AR, TS %4 = k.

A WERIESE S DREIER S, KRMAH O &g, RELEZ S EARRHT RS, 25 BAeE e
IRETCIR TR 1

macOS #{ERS  macOS I T PRAmS, UGN H 288 O A mfE T .
o B% f& Linux f2 macOS L& Fs% 0 | inftPA F s

ls /dev/cu.*

o B PO T
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ﬁ PuTTY Configuration
Categary:

= Terminal

- Keyboard
- Bell

- Featuras
= Window

- Sppearance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Prosgy

- Telnet

- Flogin

- 55H

- Senal

Options contraling local sedal lines

About

Select a seral line

Seral line to connect to COomMi12

Corfigure the seral line

Speed (baud) 115200
Data bits 8

Stop bits 1

Parity [ MNone

Flow cortrol | XON/XOFF

)

[ Oeen [

Cancel

I 8: & Windows #/E A SE P PuTTY BCEH Il S 40
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PuTTY ConfFiguration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

About %] Cancel

P 9: 7E Linux $4E RGP PuTTY BCEH A H 24
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/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

o RBREIER I LI RO RUSR, RS APTR . IFIF R B B 47,
AT &e (WA, T 1152007 FHCHEE H IBANE) |

screen /dev/cu.device_name 115200

—

¥ device_name B HizfT 1s /dev/cu.* g IS 05,

o TR EAIER bR R H . HEN ARG T I E] ESP32-C2 W AR, iS4 b+l
T Cul-A +\ R PRsE il

Fll: WERIESS R DBEIER G, KM PR WURE A ot D seos S biag, 2 bfg
W R e DT e

frilonpl AT R—AHERB. WERECE LM, sl EE T 2

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH_ BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET),boot:0x13 (SPI_FAST_ FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008, 1len:8

load:0x3f£ff0010, len:3464

load:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WERATED A H G R ATy (AR ELES ), WIFIRER M EIER . MR, AT ARSI T20%e, T Bk
e ARy 35 ESP32-C2,

Pl FEREH R UT, A8 ESP32-C2 /B IHRTT BN ER 1 G HT, T ZAE Ay 3 A H 1
RTS & DTR 4. % M UA7F/E T RTS & DTR & M EHEGEHF] EN & GPIOO B ERYsIL, K%
BOT k. (OFIREA I M) HBARXA M. BLZHMEE, S esptool Y.

ANEAE L BSP32-C2 BEOFIT A MYBPFIREERT , N5 24 Frastk ) ESP-IDF »€ BEFEH] TiX B, M5
A FdsAk A ESP-IDF »2 4k5ER] .

IDF Wi BLas

IDF i lasie — & mfe e, Tk Hfri &8 0 a8 7 4ds, IDF HLs [ it 3 A IDF [
{ILES R

£ IDF ] idf.py monitor nJDAFBLIE#AAR -

PeFEDRBERE T 785 IDF M MlaS b A T2, SO 2 2 R B A
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TRIEGRE B®IE £
Curl+] B g R
Ctrl+T SRR WIS TR —, IR EE.
ct ey S b -
e Ctrl+T
. Ctrls] K exit TEAF Kk B RE
. CtilsP HEBRES, EAGIS | EEHRES, @ RTS & (WE#ER) dEAGI SR
AR Wi RTS &% | 77, WHHF ARSI RRT . SR HAL R &S sl
15 FHAE P DABE ] LR
. Ctil+R Wl RTS & H\H H AR | EERS, @M RTS & (T iER) BRI
%
. CulsF TP I I H {5 idf_monitor, 1517 £1lash Hix, 851K idf_monitor,
i AE ] ke 3 10 Y SC PR30 2 0 B A, AR TR
i 2R idf_monitor 2 PAZHL -E FH B, W &izAT H bR
encrypted-flash,
. Cirlta I Gk S e N ARy | %7 45 idf_monitor, iz 1T app-flash Hir, R EWKE
;4- w idf_monitor. X5 flash 28}, {HEA LW HEF R IF
N FR TR, WIS idf_monitor ELAZ KL & HENH, U
) 25fTH AR encrypted-flash,
. Ctley R EAE R LA | BG, SEFraEANSTEYE. RVvrESE B A
H &% PG O PR AR A H B .
— EIbMRE XS AH | ETREEF N, B TFSAHEEE. A
T ‘ﬁ%i)%%i%@ﬂ:/‘lﬂﬁﬁi%%ﬁ% (AR IDF Wi asth &2 1%
BE) .
. Ciritl {EIEARE FT B A bRic | IDF B ORRS o] PATERE— AT RO LT B — e Aric . HifTa)
@g 1) PRCHIRS T PAE i ——t imestamp-format 4415
- Bk AE
. CtlsH SR A P
(= &
H)
. ClleX B s
A
X)
Ctrl+C HIEFE TR N AR | B {5 IDF WS #0 #% Jf 32 /77 GDB I H ¥ ik #%,
¥ Mz e R XFEE

Jfl:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME
BT

BT ctrl-] Mlcerl-T, HAbberm(E s

He S IDF F¢tk:

F1 &l fift 15 Mo ik ESP-IDF i i JE X004 0x4

L H AR E H AR A .

(4 75 Bk i A S ik 5, IDF WL 45 5 6

addr2line_ Az HUHEAEYEAC RS H B 7 B FIXT B 1) PR o
ESP-IDF [ 27 A& 2 crash A1 panic FEOFmF, REP=A8 Q1R B R A7 55 £l A [l )
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abort ()

Stack dump detected

was called at PC 0x42067cd5 on core 0

Core 0 register dump:

MEPC 0x40386488 RA 0x40386b02 SP 0x3fc9a350 GP H
—0x3fc923c0

TP Oxabababa5 TO 0x37363534 T1 0x7271706f T2 1
—0x33323130

SO0/FP 0x00000004 S1 0x3fc9a3b4d A0 0x3fc9a37c Al H
—0x3fc9a3b2

A2 0x00000000 A3 0x3fc9a3a9 A4 0x00000001 A5 H
—0x3£c99000

A6 0x7a797877 A7 0x76757473 S2 Oxa5ababab S3 H
—0xabababab

sS4 Oxabababab5 S5 Oxabababab5 S6 Oxabababab S7 H-
—0xab5ab5abab

S8 Oxabababab5 S9 Oxabababa5 S10 Oxa5ababab S11 H-
—0xabababab

T3 Ox6ebdbcob T4 0x6a696867 TS5 0x66656463 T6 H
—0x62613938

MSTATUS 0x00001881 MTVEC 0x40380001 MCAUSE 0x00000007 MTVAL H
—0x00000000

MHARTID 0x00000000

Stack memory:

3fc9a350: 0Oxabababab 0Oxabababab 0x3fc9a3b0 0x403906cc Oxabababab Oxabababab.
—0xab5ababab0

3fc9a370: 0x3fc9a3b4d 0x3fc9423c 0x3fc9a3b0 0x726f6261 0x20292874 0x20736177.
—0x6c6c61635

3fc9a390: 0x43502074 0x34783020 0x37363032 0x20356463 0x63206e6f 0x2065726f..
—0x000000300

3fc9a3b0: 0x00000030 0x36303234 0x35646337 0x3c093700 0x0000002a Oxabababa5..
—0x3c0937£48

3fc9a3d0: 0x00000001 0x3c0917f8 0x3c0937d4 0x0000002a Oxaba5ab5ab Oxababab5ab.
—0xababababe

3fc9a3f0: 0x0001f24c 0x000006c8 0x00000000 0x0001c200 Oxffffffff Oxffffffff..
—0x000000200

3fc9a410: 0x00001000 0x00000002 0x3c093818 0x3fccb470 Oxabababab 0Oxabababab.
—0xabab5abab6

IS T HERR A% i IDF A R A i b se an 15 B

abort () was called at PC 0x42067cd5 on core 0

0x42067cd5: __assert_func at /builds/idf/crosstool-NG/.build/riscv32-esp-elf/src/
—newlib/newlib/libc/stdlib/assert.c:62 (discriminator 8)

Stack dump detected

Core 0 register dump:

MEPC 0x40386488 RA 0x40386b02 SP 0x3fc9a350 GP H
—0x3fc923c0

0x40386488: panic_abort at /home/marius/esp-idf_2/components/esp_system/panic.c:367

0x40386b02: rtos_int_enter at /home/marius/esp-idf_2/components/freertos/port/
—riscv/portasm.S:35

TP Oxab5ababab TO 0x37363534 T1 0x7271706f T2 H-
—0x33323130

SO/FP 0x00000004 S1 0x3fc9%a3b4 A0 0x3fc9a37c Al H
—0x3fc9a3b2

A2 0x00000000 A3 0x3fc9a3a9 A4 0x00000001 A5 H
—UX3ICYJUUU (‘Fﬁ\g%gﬁ)
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(& b))
A6 : 0x7a797877 A7 : 0x76757473 S2 : Oxabababab S3 H
—0xabababab
S4 : Oxabababab S5 : Oxabababab S6 : Oxabababab S7 -
—0xabababab
S8 : Oxabababab S9 : Oxabababab S10 : Oxabababab Sl11 H-
—0xabababab
T3 : Ox6ebdbecbb T4 : 0x6a696867 T5 : 0x66656463 T6 H-
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H
—0x00000000

MHARTID : 0x00000000

Backtrace:

panic_abort (details=details@entry=0x3fc%9a37c "abort () was called at PC 0x42067cd5.
—on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.c:367

367 *((int *) 0) = 0; // NOLINT (clang—analyzer-core.NullDereference) should be.
—an invalid operation on targets

#0 panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC._
—0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.
—Cc:367

#1 0x40386b02 in esp_system_abort (details=details@entry=0x3fc9a37c "abort () was.
—called at PC 0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_
—system/system_api.c:108

#2 0x403906cc in abort () at /home/marius/esp-idf_2/components/newlib/abort.c:46
#3 0x42067cd8 in __assert_func (file=file@entry=0x3c0937f4 "", line=line@entry=42,
— func=funclentry=0x3c0937d4 <__func__.8540> "",_
—failedexpr=failedexpr@entry=0x3c0917£f8 "") at /builds/idf/crosstool-NG/.build/
—riscv32-esp-elf/src/newlib/newlib/libc/stdlib/assert.c:62

#4 0x4200729%9e in app_main () at ../main/iperf_example_main.c:42

#5 0x42086cd6 in main_task (args=<optimized out>) at /home/marius/esp-idf_2/
—components/freertos/port/port_common.c:133

#6 0x40389f3a in vPortEnterCritical () at /home/marius/esp-idf_2/components/
—freertos/port/riscv/port.c:129

IDF WMl 1E )5 GiafTPA N s, MR stk

riscv32-esp-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

$5iE: V535548 B ESP_MONITOR_DECODE % # 4 0 B{# V8 | idf_monitor.py Y45 7€ fiy & 1T 3% Wi
idf_monitor.py --disable-address-decoding #2&% [ #ihtf#mS .

EAE SR T bsath i BRI OU R, IDF M ilas S AE H ARt A 5w DTR Al RTS 534740 H 312
Bt e 2B 1k IDF Wt as e 2E 4 A 2h 52 07, £ JA A IDF Mt ds i il k5 ——no-reset, 4N

idf_monitor.py —--no-reset,

Fril: ——no-reset PEIIYE IDF Ml e 5 B4 o 1 I W] ASCBR R RER AR, U idf . py monitor
—-—-no-reset -p [PORT],

fil ¥ GDBStub UL k1)1l GDB  GDBStub Sz #¢7Eizf T #E7IHi{. GDBStub 7£ H 5 bizfr, Fidid & miE
B2 FAU MO K 4. GDBStub SZEFZENAFRAIAL 5. A2 f AR isE 4. BIREHA JTAG
iﬁ];fﬁiﬁﬂ%l, {H T GDBStub 5¢ 4=l i 247 0m 1 58 BGHAE . WO T 2 F AR RE 4 (40 JTAG/USB #r i
)

if 11 - CONFIG_ESP_SYSTEM_PANIC %"/ GDBStub on runtime, H] DAY HWREE NTEG S 1E1T
GDBStub, GDBStub K{R¥F7ESG GiafT, HEEH 7 1 4Gk ctrl+C FEY AT Pl (A5 IEFE

Espressif Systems 23 Release v5.0.2
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 1. e AL

FEHAT), Ml GDBStub AbBEEA A4 .

BEAL, ST DA L 5B CONFIG_ESP_SYSTEM_PANIC *j GDBStub on panic JRMi#E panic ZbFIFRS, fi
HAE KA crash S Fifiz1T GDBStub. 24 crash % /k by, GDBStub il i 4 11 HHARIRIG AT R, %
77 GDBStub 1F#Ei51T

et il Ak crrl+C @I EIRIAFAT AN, IDF It #ie F 25 5h GDB, ik il P A ik i

ifn4. GDBIEHUR, Mt RTS 12 G0 F b WA IER RTS 1%, i fil, Favs(iIF
KL

#rik: IDF Wtldie /s Gizf it a4 5 M GDB:

riscv32-esp-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip®

B om ik v PALYE H idf.py monitor —-print-filter="xyz" J&2 3 IDF I fi 28, H
—-print-filter @HihIHEMNSE. SEBOMENZE T4, _ITTEWEHTV‘]»&

LA M AT N AR E RS, " 485E <tag>:<log_level> iU, HW <tag> ZIr% FIHFH,
<log_level># (N, E, W, I, D, V, *}&E&5PHH—AFH, T‘ETEI’JXEH*é&ﬁ'J

B0, PRINT_FILTER="tagl:W" HPLE!FFTEI ESP_LOGW ("tagl™, ...) IFEMH L, SE 5
WA H TGN GO EHESP LOGE ("tagl", ...). WHZ48& <log_level> i AN
SERINE * .

B

i gy, nIDAME R B HEAE R E A PR TEER L . W] DA A IDF 0 e R
G, HITREHaIFEN T .

I AR AR A E @%Tﬁ B x. B9 o, DAEAEA i fe .

TN AR i e e — AT e R T [ 4 T%%%W%& mEhaE, B, MOLERITERET Ei%AT, H
Ja R B IZAT AN AZ T A oﬁ%~Aaﬁ@ o AT DRI A 0[] 45 S 3 G G T (e S A A
ERHIEAREI ).

iy 32 LW 711

o * Al T ILECAEA SR AUARSE . {H PRINT_FILTER="*:1 tagl:E" §THIKT tagl ki Hmf &4l
B, XREN tagl HUNEL < HUWEE S

o BRI (%) ffﬁ? * V PR SR FE A 2 501 5 5 AT S P AT e A 2 R R IR PR L I P25

o RN ORAIH T HETh R, AP T print £ BFTENE . O T REGRIX — R, T
*:E Eﬁ%f%lﬁ@fﬁ%ﬁ%ﬂo

o N "tagl:v", "tagl:v", "tagl:"., "tagl:*" fl "tagl" Z[d.

. @W\Ul;aiétw tagl:E" [T "tagl:E", X2 AEZ MBI EA MR SRR E S B
Al— %5 .

o FUN "tagl:I tag2:wW" {UAE Info 40 B A BEARGUMNFTED tagl, 7E Warning P40 95 5
FARGAATE tag2,

o MM "tagl:T tag2:W tag3:N" fEA EAERT E—MN, X2HHN tag3:NfEE tag3 AT
B

e tag3:NJEMMN) "tagl:I tag2:W tag3:N *:V" FHEAEE X, XER FUWHEEEAE tag3:N,
tag3 ([F R ATREFTEI R T tagl Ml tag2 $5IR(E B &FT EIFERS & RN G A (SCE AR R) |
HEAASTEI T A 2

RO RSB AT H SRR B AT AR SR T 17 LR BRATAY:
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10ad:0x40078000, 1len:13564

entry 0x40078d4c

esp_image: image at 0x30000 has invalid magic byte

esp_image: image at 0x30000 has invalid SPI mode 255

boot: Factory app partition is not bootable

) cpu_start: Pro cpu up.

) heap_init: Initializing. RAM available for dynamic allocation:

) cpu_start: Pro cpu start user code

) light_driver: [light_init, 74]:status: 1, mode: 2

) vis: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID.

OO HHHMHS ©

1)
1)
9)
568
569
603
309
318

(3
(3
(3
(
(
(
(
(
1
I

328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="wifi esp_image:E light_driver:I" i Iidgiskiys BT s:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="1light_driver:D esp_image:N boot:N cpu_start:N vis:N wifi:N

RENAIST2U{EOL i Y U

1load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF W5 BL2% E i)

Windows IA55 B 1) )8

* T Windows 45 & BRI, A LE 8k 5 S H M — SLRRR S TovAYE GDB W il .
o WARFENT, idf.py B, ATHESTE IDF M LAHT A 2 B {5 30 75,
« GDBJEATI, WAk 2 BB, #4595 GDBSwb i if.

Linux fil macOS *F- € T.HL8E b ifl B3¢

VEANEPUR IR N R P IR, e e .

B RIASE  PAT 208 ESP32-C2 it ESP-IDF (YR (AL Ik

s F—F RFREE

o % —%: I ESP-IDF

s H=%: XEILA

e vy REETE

« B 7% F4418 A ESP-IDF *E

G5 kBAlEsy O T AE ESP32-C2 i i) ESP-IDF, FR2iiR¥EHAE ARG LR — S . PATT 4R
T PP 4525 Linux I macOS 1 3645 1A 45 Bk P

Linux Ji])"  4#i% ESP-IDF LA AR . T RIEAEH 1) Linux RATHUA, AR RS
e Ubuntu A1 Debian:
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sudo apt-get install git wget flex bison gperf python3 python3-venv python3-
—setuptools cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.
—0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3_
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

HHI5SA SCRE CentOS 7, {HN T HAFHIH FUALS, M A CentOS 8.
e Arch:

sudo pacman -S --needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

i

* fii/f] ESP-IDF 7% CMake 3.16 s{PA_FJifiAS . B HLAY) Linux B A7HOA] BETR BETH E SRR O
s I backports B, #iZ%¢ “cmake3” HFD (@2 “cmake”).
o QR ERSIRB A GRS, WSHEH ARG, ERZRPEI 2.

macOS J])*  ESP-IDF {4 fl macOS 2R\ 2235 (%) Python it 7S .

o 420 CMake F Ninja #4131 H.:
- # HomeBrew, %] PAIEFT:

’brew install cmake ninja dfu-util

- #7H MacPorts, 0] PhiafT:

sudo port install cmake ninja dfu-util

- #AEBRE A, 1151 CMake Al Ninja 257, #Ff)47 & macOS ~F-5 /T 20204 1) 8
o TR AN 7AN [ )22 3E ccache DAZRAS SE LM i3, 404 HomeBrew, T[jfi1) MacPorts [ 1) brew
install ccache B{ sudo port install ccache SEZE%E,

Frik: AEHE BT BRI 2 AR B

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools),.
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

NWsiar%E XCode iy 247 T H, Wi54T xcode—select —-—install fpEfracds,

Apple M1 )i/ AR 195 Apple M1 ZR 51 HAFIU1H 5 B

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is_
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

Ep

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2-
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

ERSLETTUNT fiy &K Ze%E Apple Rosetta 2
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/usr/sbin/softwareupdate --install-rosetta -—agree-to-license

‘2% Python 3 Catalina 10.15 %71 Bt R AHERAE ] Python 2.7 fii4S, 7E A K4 macOS A A~
SBRIAEL Y Python 2.7, AT AT fiir & A A 4524 B FH 1) Python iU

’python ——version ‘

W25 E Python 2.7.17, MARERERINETERE Python 2.7, X B T3 2GS T A T A e
L b A B 48 &1t Python 3:

’pythonS —--version ‘

WERIEAT LRy A BRI LN %A %3¢ Python 3.
T AR DA T 2 PR 2% Python 3:
o {#if HomeBrew 47235 (1) 5 ¥ 01 :
’brew install python3 ‘
* fifi i MacPorts #1723 /) 7 R :

’sudo port install python38 ‘

5 JKUR ESP-IDF  EfFIE ESP32-C2 My A BRF 2 1, e HHR R B R B Bk PF A SO ESP-IDF
B,

3RHX ESP-IDF [y $TIF40, VISR (7 ESP-IDF (I TAEH %, (1 git clone frd3g
MR O SRR R E R A IR, L F 3.

STFFL, BT S

mkdir -p ~/esp

cd ~/esp
git clone -b v5.0.2 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF ¥ ~N# % ~/esp/esp-idf,
T HIHEESP-IDF yg A 2, #5% ESP-IDF A [a] fiUAs iy B A48 H 3 5%

g5 BeE T [RT ESP-IDF ALy, fufdi 208 30H) ESP32-C2 (Y1l H 2%¢ ESP-IDF (i fij (145 it T.
o, Hingidas . #ilds. Python f4%,

cd ~/esp/esp-idf
./install.sh esp32c2

8¢ {# fJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32c2

Faban U ESP32-C2 2245 il TR . WRGENZAHARE A IFATH , WA PA-— R M$8E 24
HAR, Wk pos:

. code-block:: bash

cd ~/esp/esp-idf ./install.sh esp32,esp32s2
B¢ {# ] Fish shell:
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cd ~/esp/esp-idf
./install.fish esp32,esp32s2

USRS B R N T SRR H AL 23 TR, DA TR din s

cd ~/esp/esp-idf
./install.sh all

B¢ {# fJ Fish shell:

cd ~/esp/esp-idf
./install.fish all

Fils X macOS HIF, ANGHE Eap AT PR @ 21 DA T FR:

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—to get local issuer certificate (_ssl.c:xxx)

Wiz HL K Python SCfE e FRf) Install Certificates.command Z¥EH. TMELZEL, S
% 223 ESP-IDF T ST BUAY F ALHE 5.

PEITIARE) S ESP-IDF T A2 T 8 Github R ARRAS Rty —28 TR, W2R95 1 Github £
NN, PTLABLE IR, AL e Espressif ()T 2k 5 452E4T Github BT 2.

ik ZBCE P Github ZATMCAH R A TR, B A S ST MAEA Git €4 ) URL.

T TR See it Espressif MR S5 4%, WEI21T install. sh WML a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

o 23t ARSI E A4S ESP-IDF Frs i 4t T HBOAZSEE R PR E Sk, B
Linux ZZH ) SHOME/ . espressif Hik. GEATPAKESER T H 38 3 Hpth H Sk, (HIETEB1T 2058 A
Hl, EHriXENEASE IDF_TOOLS_PATH. Y, WHIRENH K S 4L HE T B IZBAAMAUER .

WHRAB T IDF_TOOLS_PATH B &, WHRRZ AR KIITLEMA (install .bat, install.
psl B install.sh) il A (export .bat, export.psl B export.sh) BEEF—2.

SV DCPPRABEA MUY, BRWIN 2R TR R ORI N A PATH PRs5As &, Joikadiad “ap a7
ML T H. Wik, WARE SRR . XAl AL ESP-IDF St o) — A A I T I B

THTE R 25217 ESP-IDF B0 5 s 7 PA R iy

’ . SHOME/esp/esp-idf/export.sh

XFF fish shell ({SZHF fish 3.0.0 XA ERA), Iz AT 4

’ . SHOME/esp/esp-idf/export.fish

HE, mdIar <7 SRz mNA a8
NIRRT E A FIE1T ESP-IDF, A DUAIAT export . sh Q@ —A 514, BADIRIT:
1. BRI NELL R v %) shell B E 044 (.profile, .bashrc, .zprofile %)
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alias get_idf='. $SHOME/esp/esp-idf/export.sh'

2. Wil EREAIE 81847 source [path to profilel, Ul source ~/.bashrc ¥RIFEE
.

BT DAEAT AT A i 1 Pz AT get_idf RBEESUHT esp-idf PRk,

ANEWHE AN export . sh ISHIE] shell (FCE ST XS P EAERA R & 5 HHREGE IDF FE L3R
5 (G TCTHE G IDF RTh) . X5ET 7 60 MRS H i, 38 w] RESE M AR A 1 o

S50 JFUHEI ESP-IDF WL BUE{SE £ 56 T GO ESP-IDF (FTAT A& F, B2 TR AN AT 5
58— TR

AHEERTR I 5E AT ESP-IDF 15— . SRIAHIHG, HRHOU ESPA2-C2 Qs — TR, Fh48
. PRI

il WERGSE R ESP-IDF, 52 M43 sh R0, BRI AT v B s £ B A 3

UGG TR B, EPTPAES T & ESP32-C2 W )7 T« #EAI LA ESP-IDF Ht examples H 5% T 1)
get-started/hello_world T F£F 44 .

H % ESP-IDF 4 R4 S Ff ESP-IDF At TAR AR hoti Ay 25

#f get-started/hello_world TS ] £ EAHN) ~/esp HFET:

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

#{l:: ESP-IDF f{ examples H g NG —FR IR B TAE, G0 AR I BRI iR Sz 7 H A AR 6,
LIRS/ 1E 7N i R

ety BUE, RGN ESP32-C2 T A MiEsk ] PC, IFERIT AR .
W, B OEAFBERG T BRi 2 Foa BT A :

e Linux ##fE&%: VA /dev/tty I3k
* macOS ¥ fE&RS:: DA /dev/cu. FF3k

A KA AR O A AR TR R, 5 W5 ESP32-C2 @l % 2 itk

ik WiCER A4, BRTERSS R EA .

Bl Y TR 53 A hello_world H3E, ¥EE ESP32-C2 W HRSH, RS/ LERRE T A

menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32c2
idf.py menuconfig

FIH— DB LG, WEEMH idf.py set-target esp32c2 ¥ “Hip” . HE, HWEIER
HERIHRIAIH 2w i FECE (). S rTAE R “HAR BCE IR e (UordnrBkidiz
F98)., HE2EH,, 5 ILSelect the Target Chip: set-target

WA E AP RS . ARG AR AR 3R
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{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[SpacefEnter] Toggle/enter SC] Leave menu [5] save
j ?

7?1 svmbol info [/1 Jump to symbol
le show-help mode C o], show-name m [A] Toggle show-all mode
t (prompts for save) [D] Save minimal config (advanced)

A 10: TR E—FH N

‘d:TMLLﬁtiﬁuﬁlﬁﬁﬂ’JﬁﬁiEE, G35 Wi-Fi M5 AFK. SR PEER 3 % . hello_world /R
Bl H 2 DA B a7, HEX—WiH o PABk i menuconfig #4750 H il BixX —4 % .

il Bt 1 2R MRS BB @ A RS S BN, BT AE R —-style KBRS, T
18T 1df.py menuconfig —-help @<, FKMEZ(EE.

Gk LR WEMEHIPA TR S, Sk TAR:

idf.py build

IBATPA b A% T DA AR 7 F1TH ESP-IDF 210, Heag 2R i [\ mame . 4 IXRAN R T —
il ST o

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—-— Building empty aws_iot component due to configuration

—-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

WR—UIIEN, SE5E U5 R B bin S0P
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Ko sk 8% % i R DAR 6 4, 6 [ AE WA 3 ) S0P (bootloader.bin. partition-table.bin
hello_world.bin) 43 % £y ESP32-C2 I &R :

idf.py -p PORT [-b BAUD] flash

HF PORT 4y ESP32-C2 JF A AR H: 14 75
RE W] LAKF BAUD By 7 BB SRR R . BOABRFR 2 460800,
WA % idf.py SR, 7 Widfpy.

Pk APk £lash WU A ZhgiFIFRe T, HIERHERHET idf.py build.

Be kRl REE BN 8 ARAEIZF T4 E 2 BN TEERI SEXRERBR R, 1 AR R R
> —TW]RE2I54T esptool . py B FIAS R . esptool .py WA RGN, JTEELA. 5
ROM 5| gl ge 32 LA Sbpe s R TR . TDASZ BRDA N AP BRI T Fal S (7, RAnfieiZ . ansRi
AR, 2% Troubleshooting. FKEUE 15 & .

esptool.py jlitffi USB &L M6 2885  (40 FTDI 3 CP210x) [ DTR F1 RTS #1242 350k H 2
0 ESP32-C2 (5% 5 ESP32-C2 4|3 % v i% 4% JRECE Z 14115 E). DTR Fl RTS $ i 4 %% 3
ESP32-C2 [ GPIO9 il CHIP_PU (EN) & _F, Kt DTR I RTS {9 H E FE A8 Ak £ {di ESP32-C2 3 A [
PR #ERA . M KRBT #F ESP32 DevKitC F A M) J5HE A .

— kUL, B ) ESP-IDF JF AR S PR, {22, esptool.py TEPANIEN FABEH S EE
fiFi {2k

o RIREMEN A 4 F)] GPIO9 Fl CIHP_PU fi¥) DTR FI RTS #4544k .

« DTR F1 RTS #5 il £k pfic B 5 A ]

o MRARTEA KRR A7 i 2R
MRYEEREER RN, ] DAKEE BSP32-C2 JF A& M T 3k B & 2F R 8=l (2A47) .

o Xt Espressif fFF &M, G507 AS % W IF AT 138 EG el A P Ee . Biltn, W pAiEad #43 Boot

¥4l (GPI09) P EN $:41l (CHIP_PU) KF3h& i ESP-IDF H & #it .
o NPT HAMRRAME:, AR GPTO9 Rk,

WA fERRERE T, BRBERIRLIANT A H R

esptool.py esp32c2 -p /dev/ttyUSBO -b 460800 --before=default_reset --after=hard_
—reset write_flash --flash_mode dio --flash_freq 60m —--flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v3.3.1

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-C2 (revision 1)

Features: Wi-Fi

Crystal is 40MHz

MAC: 10:97:bd:£f0:e5:0c

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to OxOO004fff...

Flash will be erased from 0x00010000 to O0xOO002ffff...

Flash will be erased from 0x00008000 to OxOOOO08fff...

Compressed 18192 bytes to 10989...

QR3]

Espressif Systems 31 Release v5.0.2
Submit Document Feedback



https://github.com/espressif/esptool#bootloader-wont-respond
https://dl.espressif.com/dl/schematics/esp32_devkitc_v4-sch-20180607a.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 1. e AL

(£ L£50)

Writing at 0x00000000... (100 %)

Wrote 18192 bytes (10989 compressed) at 0x00000000 in 0.6 seconds (effective 248.5.
—kbit/s)

Hash of data verified.

Compressed 128640 bytes to 65895...

Writing at 0x00010000... (20 )

Writing at 0x00019539...
Writing at 0x00020bf2...
Writing at 0x00027del...
Writing at 0x0002£480.. 100 %)

Wrote 128640 bytes (65895 compressed) at 0x00010000 in 1.7 seconds (effective 603.
—0 kbit/s)

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.1 seconds (effective 360.1.
—kbit/s) ...

Hash of data verified.

o°

o0 oo

)
)
)

o°

(4
(6
(8
(

Leaving...
Hard resetting via RTS pin...

AR —PIR], BesRIE)E, FFAMCRSEN, MHEF “hello_world” JFIRiETT.
AR s B2 ] Eclipse B2 VS Code IDE, [fidE idf.py, 1% Eclipse Plugin, DA} VSCode Extension,

WePREL AT DAMEi ] idf.py —p PORT monitor fpd, WAL “hello_world” TAEMafTIENL. TR,
T%uﬂh“ PORT 4 Jy fA5 1) E 11 24 F5 o

W Ja, IDF B W R E 8

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

—-—— idf_monitor on <PORT> 115200 —--—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

BE, GREATLAZE RIS ARSI 25, FRHTHR “Hello world!” T

Hello world!

Restarting in 10 seconds...

This is esp32c2 chip with 1 CPU core(s), WiFi/BLE, silicon revision 0, 2MB.
—external flash
Minimum free heap size: 203888 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

]l s cerl+], B IDF g .

Q2R IDF WSt e febest n R B 858, s BME Baa il (AF) , RAATEER N B IF AR
T 26 MHz iy fik, 1iii ESP-IDF ERIA SRR 2 BOT KM i i) 40 MHz ik -

LU, ATRA:

Espressif Systems 32 Release v5.0.2
Submit Document Feedback



https://github.com/espressif/idf-eclipse-plugin/blob/master/README_CN.md
https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/install.md
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 1. e AL

eB88) (Xn@dy. '§9(BPW+)§BHN9a ™~ /98 | 9t 560PH~DKEBcHealsDiA
~ZYOGY (16,1 66 eB6G) (Xn@by. !DrézY (6 jpi® |G+z5Ymvp

LB s

2. 1R[] menuconfig,

3. A Component config —> Hardware Settings —> Main XTAL Config —> Main XTAL
frequency #FTHECE, BCONFIG_XTAL_FREQ_SEL V%% 26 MHz,

4. EH YA TV T .

£ Hi ) ESP-IDF fiRAHT, ESP32-C2 SR 2 i IR T -

e 26 MHz
e 40 MHz

ik A DLUE T AT e, —RPESATHE . BRI L A
idf.py -p PORT flash monitor

LAk,

* WRITEIDF BALZE, TRSEZ A IDF M ML iy PRt A AR R .
* i HIfLidfpy, AEEZ idf.py iy FIREI,

2B, BUSK ESP32-C2 AT 130!
BAE, T AL Al examples, B( EIBEIT % 11 RN R .

B —SORGIFEFA SR ESP32-C2, [H2) ESP32-C2 s & i d A F

TEG R BIFE R iS22 README U supported Targets it WM 5 ESP32-C2, 5
FHRIEAEIX A FEHE, R4 B3R BSP32-C2 S B AN R B R o

el

PP ] /dev/ttyUSBO i i HE2% Linux Fit 4[] ESP32-C2 S5 [EER), TIRES Pl Failed to open
port /dev/ttyUSBO 45iRIEE . ML DR PN 2 Linux Dialout %8,

He#£ 1% Python Jjg &X'  ESP-IDF 3 F Python 3.7 K DA RS, BT 454 22 50 I 508 HAS AT B8 53
Python, tHAJEESEM sources L fe Tl Python, Bi({ifi ] Python ZHE RGN pyenv Xf HAS AT I+ HE o
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APl %%

2.1 API Conventions

This document describes conventions and assumptions common to ESP-IDF Application Programming Interfaces
(APIs).

ESP-IDF provides several kinds of programming interfaces:

* C functions, structures, enums, type definitions and preprocessor macros declared in public header files of ESP-
IDF components. Various pages in the API Reference section of the programming guide contain descriptions
of these functions, structures and types.

* Build system functions, predefined variables and options. These are documented in the build system guide.

* Kconfig options can can be used in code and in the build system (CMakeLists.txt) files.

* Host tools and their command line parameters are also part of ESP-IDF interface.

ESP-IDF consists of components written specifically for ESP-IDF as well as third-party libraries. In some cases, an
ESP-IDF-specific wrapper is added to the third-party library, providing an interface that is either simpler or better
integrated with the rest of ESP-IDF facilities. In other cases, the original API of the third-party library is presented
to the application developers.

Following sections explain some of the aspects of ESP-IDF APIs and their usage.

2.1.1 Error handling

Most ESP-IDF APIs return error codes defined with esp_err_t type. See Error Handling section for more infor-
mation about error handling approaches. Error Code Reference contains the list of error codes returned by ESP-IDF
components.

2.1.2 Configuration structures

H P Correct initialization of configuration structures is an important part in making the application compatible
with future versions of ESP-IDF.

Most initialization or configuration functions in ESP-IDF take as an argument a pointer to a configuration structure.
For example:

35
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const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"
bi
esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

Initialization functions never store the pointer to the configuration structure, so it is safe to allocate the structure on
the stack.

The application must initialize all fields of the structure. The following is incorrect:

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;

/* Incorrect! Fields .arg and .name are not initialized */
esp_timer_create (&émy_timer_args, &my_timer);

Most ESP-IDF examples use C99 designated initializers for structure initialization, since they provide a concise way
of setting a subset of fields, and zero-initializing the remaining fields:

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
/* Correct, fields .arg and .name are zero-initialized */

bi

C++ language doesn’ t support the designated initializers syntax until C++20, however GCC compiler partially
supports it as an extension. When using ESP-IDF APIs in C++ code, you may consider using the following pattern:

esp_timer_create_args_t my_timer_args = {};
/* All the fields are zero-initialized */
my_timer_args.callback = &my_timer_callback;

Default initializers

For some configuration structures, ESP-IDF provides macros for setting default values of fields:

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_DEFAULT_CONFIG expands to a designated initializer.
Now all fields are set to the default values.
Any field can still be modified: */

config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

Itis recommended to use default initializer macros whenever they are provided for a particular configuration structure.

2.1.3 Private APIs

Certain header files in ESP-IDF contain APIs intended to be used only in ESP-IDF source code, and not by the appli-
cations. Such header files often contain private or esp_private in their name or path. Certain components,
such as hal only contain private APIs.

Private APIs may be removed or changed in an incompatible way between minor or patch releases.

2.1.4 Components in example projects

ESP-IDF examples contain a variety of projects demonstrating usage of ESP-IDF APIs. In order to reduce code
duplication in the examples, a few common helpers are defined inside components that are used by multiple examples.
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This includes components located in common_components directory, as well as some of the components located in
the examples themselves. These components are not considered to be part of the ESP-IDF API.

It is not recommended to reference these components directly in custom projects (via EXTRA_COMPONENT_DIRS
build system variable), as they may change significantly between ESP-IDF versions. When starting a new project
based on an ESP-IDF example, copy both the project and the common components it depends on out of ESP-IDF,
and treat the common components as part of the project. Note that the common components are written with examples
in mind, and might not include all the error handling required for production applications. Take time to read the code
and understand if it applicable to your use case.

2.1.5 API Stability

ESP-IDF uses Semantic Versioning as explained in the versions page.

Minor and bugfix releases of ESP-IDF guarantee compatibility with previous releases. The sections below explain
different aspects and limitations to compatibility.

Source level compatibility

ESP-IDF guarantees source level compatibility of C functions, structures, enums, type definitions and preprocessor
macros declared in public header files of ESP-IDF components. Source level compatibility implies that the application
can be recompiled with the newer version of ESP-IDF without changes.

The following changes are allowed between minor versions and do not break source level compatibility:

* Deprecating functions (using the deprecated attribute) and header files (using a preprocessor #warning).
Deprecations are listed in ESP-IDF relese notes. It is recommended to update the source code to use the newer
functions or files that replace the deprecated ones, however this is not mandatory. Deprecated functions and
files can be removed in major versions of ESP-IDF.

* Renaming components, moving source and header files between components —provided that the build system
ensures that correct files are still found.

¢ Renaming Kconfig options. Kconfig system renaming mechanism ensures that the original Kconfig option
names can still be used by the application in sdkconfig file, CMake files and source code.

Lack of binary compatibility

ESP-IDF does not guarantee binary compatibility between releases. This means that if a precompiled library is built
with one ESP-IDF version, it is not guaranteed to work the same way with the next minor or bugfix release. The
following are the possible changes that keep source level compatibility but not binary compatibility:

¢ Changing numerical values for C enum members.

¢ Adding new structure members or changing the order of members. See Configuration structures for tips that
help ensure compatibility.

* Replacing an extern function witha static inline one with the same signature, or vice versa.

¢ Replacing a function-like macro with a compatible C function.

Other exceptions from compatibility

While we try to make upgrading to a new ESP-IDF version easy, there are parts of ESP-IDF that may change between
minor versions in an incompatible way. We appreciate issue reports about any unintended breaking changes that don’
t fall into the categories below.

* Private APIs.

» Components in example projects.

 Features clearly marked as “beta” , “preview” ,or “experimental” .

¢ Changes made to mitigate security issues or to replace insecure default behaviors with a secure ones.
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» Features which were never functional. For example, if it was never possible to use a certain function or an
enumeration value, it may get renamed (as part of fixing it) or removed. This includes software features which
depend on non-functional chip hardware features.

» Unexpected or undefined behavior (for example, due to missing validation of argument ranges) that is not
documented explicitly may be fixed/changed.

 Location of Kconfig options in menuconfig.

» Location and names of example projects.

2.2 WHDZEPMY

2.2.1 ASIO port
Asio is a cross-platform C++ library, see https://think-async.com/Asio/. It provides a consistent asynchronous model
using a modern C++ approach.
The ESP-IDF component ASIO has been moved from ESP-IDF since version v5.0 to a separate repository:
* ASIO component on GitHub

Hosted Documentation

The documentation can be found on the link below:

¢ ASIO documentation (English)

2.2.2 ESP-Modbus

The Espressif ESP-Modbus Library (esp-modbus) supports Modbus communication in the networks based on RS485,
Wi-Fi, Ethernet interfaces. The ESP-IDF component freemodbus has been moved from ESP-IDF since version v5.0
to a separate repository:

¢ ESP-Modbus component on GitHub

Hosted Documentation

The documentation can be found on the link below:

¢ ESP-Modbus documentation (English)

Application Example

The examples below demonstrate the ESP-Modbus library of serial, TCP ports for slave and master implementations
accordingly.

* protocols/modbus/serial/mb_slave

* protocols/modbus/serial/mb_master
e protocols/modbus/tcp/mb_tcp_slave
e protocols/modbus/tcp/mb_tcp_master

Please refer to the specific example README.md for details.
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Protocol References

e https://modbus.org/specs.php: Modbus Organization with protocol specifications.

223 ESP-MQTT

Overview

ESP-MQTT is an implementation of [MQTT](mgqtt.org) protocol client (MQTT is a lightweight publish/subscribe
messaging protocol).

Features

 Supports MQTT over TCP, SSL with mbedtls, MQTT over Websocket, MQTT over Websocket Secure.

 Easy to setup with URI

» Multiple instances (Multiple clients in one application)

* Support subscribing, publishing, authentication, last will messages, keep alive pings and all 3 QoS levels (it
should be a fully functional client).

Application Example

e protocols/mqtt/tcp: MQTT over tcp, default port 1883

e protocols/mqtt/ssl: MQTT over tls, default port 8883

¢ protocols/mqtt/ssl_ds: MQTT over tls using digital signature peripheral for authentication, default port 8883.
* protocols/mqtt/ssl_mutual_auth: MQTT over tls using certificates for authentication, default port 8883

* protocols/mqtt/ssl_psk: MQTT over tls using pre-shared keys for authentication, default port 8883.

* protocols/mqtt/ws: MQTT over Websocket, default port 80

* protocols/mqtt/wss: MQTT over Websocket Secure, default port 443

Configuration

The configuration is made by setting fields in esp_mgtt_client_config_t struct. The configuration struct
has the following sub structs to configure different aspects of the client operation.

* broker - Allow to set address and security verification.
e credentials - Client credentials for authentication.
* session - Configuration for MQTT session aspects.

* network - Networking related configuration.

¢ task - Allow to configure FreeRTOS task.

e buffer - Buffer size for input and output.

In the following session the most common aspects are detailed.

Broker

Address Broker address can be set by usage of broker.address struct. The configuration can be made by
usage of uri field or the combination of hostname, transport and port. Optionally, path could be set, this
field is useful in websocket connections.

The uri field is used in the following format scheme://hostname:port/path. - Curently support mgtt,
mgtts, ws, wss schemes - MQTT over TCP samples:

e mgtt://mgtt.eclipseprojects.io: MQTT over TCP, default port 1883:
e mgtt://mgtt.eclipseprojects.io:1884 MQTT over TCP, port 1884:
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e mgtt://username:password@mgtt.eclipseprojects.i0:1884 MQTT over TCP, port
1884, with username and password

* MQTT over SSL samples:
- mgtts://mgtt.eclipseprojects.io: MQTT over SSL, port 8883
- mgtts://mgtt.eclipseprojects.io:8884: MQTT over SSL, port 8884
* MQTT over Websocket samples:
- ws://mgtt.eclipseprojects.i10:80/mgtt
* MQTT over Websocket Secure samples:
- wss://mgtt.eclipseprojects.i0:443/mgtt
¢ Minimal configurations:

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (&émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler,
—client);
esp_mgtt_client_start (client);

* Note: By default mqtt client uses event loop library to post related mqtt events (connected, subscribed, pub-
lished, etc.)

Verification For secure connections TLS is used, and to guarantee Broker’ s identity the broker.
verification struct must be set. The broker certificate may be set in PEM or DER format. To select DER
the equivalent _1en field must be set, otherwise a NULL terminated string in PEM format should be provided to
certificate field.

e Get certificate from server, example: mgtt.eclipseprojects.io openssl s_client
-showcerts —-connect mgtt.eclipseprojects.io:8883 </dev/null 2>/dev/
null |openssl x509 —-outform PEM >mgtt_eclipse_org.pem

¢ Check the sample application: examples/mgtt_ssl

* Configuration:

const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {

.address.uri = "mgtts://mgtt.eclipseprojects.io:8883",
.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,

by
bi

To details on other fields check the Reference API and 7LS Server verification.

Client Credentials All client related credentials are under the credentials field.

e username: pointer to the username used for connecting to the broker, can also be set by URIL
e client_id: pointer to the client id, defaults to ESP32_$CHIPID% where %CHIPID% are the last 3 bytes
of MAC address in hex format

Authentication It’ s possible to set authentication parameters through the authentication field. The client
supports the following authentication methods:

» Using a password by setting authentication.password.

e Muthual authentication with TLS by setting authentication.certificate and
authentication.key, both can be provided in PEM or DER format.

e Using secure element available in ESP32-WROOM-32SE, setting authentication.
use_secure_element.

» Using Digital Signature Peripheral available in some Espressif devices, setting authentication.
ds_data.
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Session For MQTT session related configurations sect ion fields should be used.

Last Will and Testament MQTT allows for a last will and testament (LWT) message to notify other clients when a
client ungracefully disconnects. This is configured by the following fields inthe esp_mgtt_client_config_t.
session.last_will-struct.

topic: pointer to the LWT message topic

msg: pointer to the LWT message

msg_1len: length of the LWT message, required if msg is not null-terminated
gos: quality of service for the LWT message

retain: specifies the retain flag of the LWT message

Change settings in Project Configuration Menu The settings for MQTT can be found using idf.py
menuconfig, under Component config -> ESP-MQTT Configuration

The following settings are available:

CONFIG_MQTT _PROTOCOL_311: Enables 3.1.1 version of MQTT protocol
CONFIG_MQTT_TRANSPORT _SSL, CONFIG_MQTT_TRANSPORT_WEBSOCKET Enables specific MQTT
transport layer, such as SSL, WEBSOCKET, WEBSOCKET_SECURE
CONFIG_MQTT_CUSTOM_OUTBOX: Disables default implementation of mqtt_outbox, so a specific imple-
mentaion can be supplied

Events

The following events may be posted by the MQTT client:

MQTT_EVENT_BEFORE_CONNECT: The client is initialized and about to start connecting to the broker.
MQTT_EVENT_CONNECTED: The client has successfully established a connection to the broker. The client
is now ready to send and receive data.

MQTT_EVENT_DISCONNECTED: The client has aborted the connection due to being unable to read or write
data, e.g. because the server is unavailable.

MQTT_EVENT_SUBSCRIBED: The broker has acknowledged the client’ s subscribe request. The event data
will contain the message ID of the subscribe message.

MQTT_EVENT_UNSUBSCRIBED: The broker has acknowledged the client’ s unsubscribe request. The event
data will contain the message ID of the unsubscribe message.

MQTT_EVENT_PUBLISHED: The broker has acknowledged the client’ s publish message. This will only
be posted for Quality of Service level 1 and 2, as level O does not use acknowledgements. The event data will
contain the message ID of the publish message.

MQTT_EVENT_DATA: The client has received a publish message. The event data contains: message ID, name
of the topic it was published to, received data and its length. For data that exceeds the internal buffer multiple
MQTT_EVENT_DATA will be posted and current_data_offset and total_data_len from event data updated to
keep track of the fragmented message.

MQTT_EVENT_ERROR: The client has encountered an error. esp_maqtt_error_type_t from error_handle in the
event data can be used to further determine the type of the error. The type of error will determine which parts
of the error_handle struct is filled.

API Reference

Header File

components/mqtt/esp-mgqtt/include/mgqtt_client.h

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
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%% config -MQTT configuration structure
W}l mqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mqgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MOTT connection URI. This API is usually used to overrides the URI configured in esp_mgqtt_client_init.
S8
* client —~MQTT client handle
* uri —
& [n] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgtt_client_handle_t client)
Starts MOTT client with already created client handle.
%4 client —MQTT client handle
& Ia] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mqgtt_client_reconnect (esp_mqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
¥ client ~MOQTT client handle
&1l ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
24 client —MQTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mqgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.

* Notes:
* Cannot be called from the MOTT event handler

¥ client ~MOQTT client handle
&1l ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state

int esp_mgtt_client_subscribe (esp_mgtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

* Client must be connected to send subscribe message
e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(APl is protected by internal mutex, so it might block if a longer data receive operation is in progress.

SH
e client —MQTT client handle
* topic -
* gos —// TODO describe parameters
& I0] message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)
Unsubscribe the client from defined topic.
Notes:

* Client must be connected to send unsubscribe message

Espressif Systems 42 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

e It is thread safe, please refer to esp_mqgtt_client_subscribe for details

SH
* client —~MQTT client handle
* topic -
&1l message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_publish (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain)

Client to send a publish message to the broker.
Notes:

¢ This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)

* Client doesn’ t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

* It is thread safe, please refer to esp_mgtt_client_subscribe for details

SH
e client —MQTT client handle
* topic —topic string
* data —payload string (set to NULL, sending empty payload message)
* len —data length, if set to 0, length is calculated from payload string
* gos —QoS of publish message
* retain —retain flag
& Ia] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure.

int esp_mgtt_client_enqueue (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mgqtt_client_publish() which sends the pub-
lish message immediately in the user task’ s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

SH

e client —MQTT client handle

* topic —topic string

* data —payload string (set to NULL, sending empty payload message)

* len —data length, if set to 0, length is calculated from payload string

* gos —QoS of publish message

* retain —retain flag

* store —if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are enqueued
R I0] message_id if queued successfully, -1 otherwise

esp_err_t esp_magtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.

Notes:
¢ Cannot be called from the MQTT event handler

%4 client —MQTT client handle
&I ESP_OK ESP_ERR_INVALID_ARG on wrong initialization
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esp_err_t esp_mqtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)
Set configuration structure, typically used when updating the config (i.e. on “before_connect” event.
S8
e client —MQTT client handle
* config -MQTT configuration structure

&[] ESP_ERR_NO_MEM if failed to allocate ESP_ ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success

esp_err_t esp_mqgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.
S8
* client —~MQTT client handle
* event —event type
* event_handler —handler callback
* event_handler_arg —handlers context
& [a] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-
tion ESP_OK on success
intesp_mgtt_client_get_outbox_size (esp_mgtt_client_handle_t client)
Get outbox size.

¥ client —MQTT client handle
1R[] outbox size 0 on wrong initialization

Structures

struct esp_mgtt_error_codes

MQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_t1ls_last_error error, but recommended to update

applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source

of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-

nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component

intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification
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esp_mgqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message

int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mqtt error handle including esp-tls errors as well as internal MQTT errors
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bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig
struct esp_mgtt_client_config t

MOQTT client configuration structure

¢ Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_mgqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_maqtt_client_config_t::.credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_maqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgqtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct broker_t

Broker related configuration

Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration
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struct esp_mqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker
struct address_t

Broker address

* uri have precedence over other fields
o Ifuriisn’ t set at least hostname, transport and port should.

Public Members

const char *uri
Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’ s identity isn’ t verified. it’ s recommended to set the options in this
struct for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.

esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.

const char *certificate

Certificate data, default is NULL, not required to verify the server.

size_t certificate_len

Length of the buffer pointed to by certificate.
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const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to certifi-
cate verification). PSK is enabled only if there are no other ways to verify broker.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.

Public Members

int size
size of MOTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.

Public Members

const char *username
MQTT username

const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPIDS are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_mqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.
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Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key.

size_tcertificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided.

size_tkey_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection

void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)
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bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_auto_reconnect=true to disable

struct session_t

MQTT Session related configuration

Public Members

struct esp_maqtt_client_config_t::session_t::last_will_t last_will

Last will configuration

bool disable_clean_session

MOTT clean session, default clean_session is true

int keepalive
MOTT keepalive, default is 120 seconds

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’ t disable keepalive feature, but uses
a default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MOQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msgisn’ t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag
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struct task_t

Client task configuration

Public Members

int priority
MQTT task priority

int stack_size
MQTT task stack size

Macros

MQTT_ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

Type Definitions

typedef struct esp_mqtt_client *esp_mgtt_client_handle_t

typedef enum esp_mgqtt_event_id_t esp_mgtt_event_id_t
MQTT event types.

User event handler receives context data in esp_mqtt_event_t structure with

e client - MQTT client handle
* various other data depending on event type

typedef enum esp_mqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mqtt_protocol_ver_t esp_mqtt_protocol_ver_t

MOQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mgtt_error_codes_t
MOQTT error code structure to be passed as a contextual information into ERROR event
Important: This structure extends esp_t 1s_last_error error structure and is backward compatible with

it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
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tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mgtt_event_t

MQTT event configuration structure

typedef esp_mqtt_event_t *esp_mgtt_event_handle_t

typedef esp_err_t (*mgtt_event_callback_t)(esp_mqtt_event_handle_t event)

typedef struct esp_mqtt_client_config_t esp_mgtt_client_config_t

MOTT client configuration structure

* Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MOTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

enumerator MOTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MOTT_ EVENT_DISCONNECTED

disconnected event

enumerator MOTT EVENT_SUBSCRIBED

subscribed event, additional context:

* msg_id message id
* data pointer to the received data
* data_len length of the data for this event

enumerator MOTT EVENT_UNSUBSCRIBED

unsubscribed event
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enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA
data event, additional context:
* msg_id message id
* topic pointer to the received topic
* topic_len length of the topic
* data pointer to the received data
« data_len length of the data for this event
¢ current_data_offset offset of the current data for this event
* total_data_len total length of the data received
* retain retain flag of the message
* qos QoS level of the message
¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’ t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==1
¢ Additional context: msg_id (id of the deleted message).

enum esp_mgtt_connect_return_code_t

MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MOTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_REJECTED

MOQTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MQTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MQTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password

Espressif Systems 53 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

enum esp_mgtt_error_type_t
MOQTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MQTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MQTTS

enumerator MOTT TRANSPORT_OVER_WS

MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MQTT over Websocket Secure, using scheme: wss

enum esp_mgtt_protocol_ver_t

MQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED

enumerator MOQTT_ PROTOCOL_V_3_1

enumerator MQTT PROTOCOL_V_3_1_1

enumerator MOTT PROTOCOL_V_5

2.2.4 ESP-TLS
Overview

The ESP-TLS component provides a simplified API interface for accessing the commonly used TLS functionality.
It supports common scenarios like CA certification validation, SNI, ALPN negotiation, non-blocking connection
among others. All the configuration can be specified in the esp_t1s_cfg_t data structure. Once done, TLS
communication can be conducted using the following APIs:
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esp_tls_init (): for initializing the TLS connection handle.
esp_tls_conn_new_sync (): for opening a new blocking TLS connection.
esp_tls_conn_new_async (): for opening a new non-blocking TLS connection.
esp_tls_conn_read (): for reading from the connection.
esp_tls_conn_write (): for writing into the connection.
esp_tls_conn_destroy (): for freeing up the connection.

Any application layer protocol like HTTP1, HTTP2 etc can be executed on top of this layer.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection: protocols/https_request.

Tree structure for ESP-TLS component

— esp_tls.c

F— esp_tls.h

If esp_tls_mbedtls.c

— esp_tls_wolfssl.c

L— private_include
% esp_tls_mbedtls.h
L esp_tls_wolfssl.h

The ESP-TLS component has a file esp-tls/esp_tls.h which contain the public API headers for the component. Inter-
nally ESP-TLS component uses one of the two SSL/TLS Libraries between mbedtls and wolfssl for its operation. API
specific to mbedtls are present in esp-tls/private_include/esp_tls_mbedtls.h and API specific to wolfssl are present in
esp-tls/private_include/esp_tls_wolfssL.h.

TLS Server verification

The ESP-TLS provides multiple options for TLS server verification on the client side. The ESP-TLS client can verify
the server by validating the peer’ s server certificate or with the help of pre-shared keys. The user should select only
one of the following options in the esp_t1s_cfg_t structure for TLS server verification. If no option is selected
then client will return a fatal error by default at the time of the TLS connection setup.

cacert_buf and cacert_bytes: The CA certificate can be provided in a buffer to the esp_t1s_cfg_t struc-
ture. The ESP-TLS will use the CA certificate present in the buffer to verify the server. The following variables
in esp_t1ls_cfg_t structure must be set.

— cacert_buf - pointer to the buffer which contains the CA cert.

— cacert_bytes - size of the CA certificate in bytes.
use_global_ca_store: The global_ca_store can be initialized and set at once. Then it can be used
to verify the server for all the ESP-TLS connections which have set use_global_ca_store = true
in their respective esp_t1s_cfg_t structure. See API Reference section below on information regarding
different API used for initializing and setting up the global_ca_store.
crt_bundle_attach: The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom
x509 root certificates for TLS server verification. More details can be found at ESP x509 Certificate Bundle
psk_hint_key: To use pre-shared keys for server verification, CONFIG_ESP_TLS_PSK_VERIFICATION
should be enabled in the ESP-TLS menuconfig. Then the pointer to PSK hint and key should be provided
tothe esp_t1ls_cfg_t structure. The ESP-TLS will use the PSK for server verification only when no other
option regarding the server verification is selected.
skip server verification: This is an insecure option provided in the ESP-TLS for test-
ing purpose. The option can be set by enabling CONFIG_ESP_TLS_INSECURE and CON-
FIG_ESP_TLS_SKIP_SERVER_CERT _VERIFY in the ESP-TLS menuconfig. When this option is enabled the
ESP-TLS will skip server verification by default when no other options for server verification are selected in
the esp_t1ls_cfqg_t structure. WARNING:Enabling this option comes with a potential risk of establishing a
TLS connection with a server which has a fake identity, provided that the server certificate is not provided either
through API or other mechanism like ca_store etc.
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ESP-TLS Server cert selection hook

The ESP-TLS component provides an option to set the server cert selection hook when using the mbedTLS stack.
This provides an ability to configure and use a certificate selection callback during server handshake, to select a
certificate to present to the client based on the TLS extensions supplied in the client hello (alpn, sni, etc). To enable
this feature, please enable CONFIG_ESP_TLS_SERVER_CERT_SELECT_HOOK in the ESP-TLS menuconfig. The
certificate selection callback can be configured in the esp_t1s_cfqg_t structure as follows:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{
/* Code that the callback should execute */
return O;

}

esp_tls_cfg_t cfg = {
cert_select_cb = cert_section_callback,
bi

Underlying SSL/TLS Library Options

The ESP-TLS component has an option to use mbedtls or wolfssl as their underlying SSL/TLS library. By default
only mbedtls is available and is used, wolfssl SSL/TLS library is available publicly at https://github.com/espressif/
esp-wolfssl. The repository provides wolfssl component in binary format, it also provides few examples which are
useful for understanding the API. Please refer the repository README.md for information on licensing and other
options. Please see below option for using wolfssl in your project.

F&1:  As the library options are internal to ESP-TLS, switching the libraries will not change ESP-TLS specific code
for a project.

How to use wolfssl with ESP-IDF

There are two ways to use wolfssl in your project

1) Directly add wolfssl as a component in your project with following three commands.:

(First change directory (cd) to your project directory)
mkdir components

cd components

git clone https://github.com/espressif/esp-wolfssl.git

2) Add wolfssl as an extra component in your project.

¢ Download wolfssl with:

git clone https://github.com/espressif/esp-wolfssl.git

¢ Include esp-wolfssl in ESP-IDF with setting EXTRA_COMPONENT_DIRS in CMakeLists.txt of your project
as done in wolfssl/examples. For reference see Optional Project variables in build-system.

After above steps, you will have option to choose wolfssl as underlying SSL/TLS library in configuration menu of
your project as follows:

idf.py menuconfig -> ESP-TLS -> choose SSL/TLS Library -> mbedtls/wolfssl

Comparison between mbedtls and wolfssl

The following table shows a typical comparison between wolfssl and mbedtls when protocols/https_request exam-
ple (which has server authentication) was run with both SSL/TLS libraries and with all respective configurations
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set to default. (mbedtls IN_CONTENT length and OUT_CONTENT length were set to 16384 bytes and 4096 bytes

respectively)
Property Wolfssl | Mbedtls
Total Heap Consumed | ~19 Kb | ~37 Kb
Task Stack Used ~22Kb | ~3.6 Kb
Bin size ~858 Kb | ~736 Kb

#41:: These values are subject to change with change in configuration options and version of respective libraries.

API Reference

Header File

» components/esp-tls/esp_tls.h

Functions
esp_tls_t *esp_tls_init (void)

Create TLS connection.

This function allocates and initializes esp-tls structure handle.

jR[A] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error

esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)

Create a new blocking TLS/SSL connection with a given “HTTP” url.

Note:  This API is present for backward compatibility reasons.
the same functionality is esp_tls_conn_http_new_sync (and

esp_tls_conn_http_new_async)

S

e url —[in] url of host.

Alternative function with
asynchronous version

» cfg —[in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’ . Ata minimum,
this structure should be zero-initialized.

& Ia] pointer to esp_tls_t, or NULL if connection couldn’ t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t

*tls)
Create a new blocking TLS/SSL connection.

This function establishes a TLS/SSL connection with the specified host in blocking manner.

S

* hostname —[in] Hostname of the host.

* hostlen —[in] Length of hostname.
e port —[in] Port number of the host.

» cfg —[in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg_t. At a minimum, this

structure should be zero-initialized.

* tls —[in] Pointer to esp-tls as esp-tls handle.

B

e -1 If connection establishment fails.

1 If connection establishment is successful.

* 0 If connection state is in progress.
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int esp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given “HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’ s url.

S

url —[in] url of host.

cfg —[in] TLS configuration as esp_tls_cfg _t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’ . Ata minimum,
this structure should be zero-initialized.

t1s —[in] Pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
1 If connection establishment is successful.
0 If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t

*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’ t wait for the connection to get established.

SH

hostname —[in] Hostname of the host.

hostlen —[in] Length of hostname.

port —[in] Port number of the host.

cfg —[in] TLS configuration as esp_tls_cfg_t. non_block member of this structure
should be set to be true.

t1s —[in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given “HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’ s url.

R m

url —[in] url of host.
cfg —[in] TLS configuration as esp_tls_cfg_t.
t1s -[in] pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
0 If connection establishment is in progress.
1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ‘data’ into specified tls connection.

BH

B

t1s —[in] pointer to esp-tls as esp-tls handle.
data —[in] Buffer from which data will be written.
datalen —[in] Length of data buffer.

>=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

<0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.
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» ESP_TLS_ERR_SSL_WANT_READ/ ESP_TLS_ERR_SSL._WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)
Read from specified tls connection into the buffer ‘data’ .
S
* t1s —[in] pointer to esp-tls as esp-tls handle.
e data [in] Buffer to hold read data.
* datalen —[in] Length of data buffer.
A
* >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.
* 0 if read operation was not successful. The underlying connection was closed.
* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.
int esp_tls_conn_destroy (esp_tls_t *tls)
Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%4 t1ls —[in] pointer to esp-tls as esp-tls handle.
&[] - 0 on success
 -11if socket error or an invalid argument
ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)

Return the number of application data bytes remaining to be read from the current record.
This API is a wrapper over mbedtls’ s mbedtls_ssl_get_bytes_avail() APL

%%L t1s [in] pointer to esp-tls as esp-tls handle.
B
* -11n case of invalid arg
* bytes available in the application data record read buffer
esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)
Returns the connection socket file descriptor from esp_tls session.
S8
* tls —[in] handle to esp_tls context
* sockfd —[out] int pointer to sockfd value.
& Ia] - ESP_OK on success and value of sockfd will be updated with socket file descriptor for
connection
* ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)
void *esp_tls_get_ssl_context (esp_tls_t *tls)
Returns the ssl context.
%4 t1ls —[in] handle to esp_tls context
R IA] - ssl_ctx pointer to ssl context of underlying TLS layer on success
e NULL in case of error
esp_err_tesp_tls_init_global_ca_store (void)
Create a global CA store, initially empty.
This function should be called if the application wants to use the same CA store for multiple connections. This

function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().

B
* ESP_OK if creating global CA store was successful.
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* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

S8
* cacert_pem_buf —[in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes —[in] Length of the buffer.
Bl
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)
Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedstls related error codes. The error information is cleared internally
upon return.

S8
* h —[in] esp-tls error handle.
* esp_tls_code —[out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code
* esp_tls_flags —[out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
e ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK (0) if no error occurred
* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)

Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

S8
* h —[in] esp-tls error handle.
* err_type —[in] specific error type
* error_code —[out] last error code returned from mbedtls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

B

ESP_ERR_INVALID_STATE if invalid parameters
ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
S
* tls —[in] handle to esp_tls context
* error_handle —[out] pointer to the error handle.

B
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ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
ESP_ERR_INVALID_ARG if (tls == NULL |l error_handle == NULL)

mbedtls_x509_crt *esp_tls_get_global_ca_store (void)

Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

£41E: Modifying the pointer might cause a failure in verifying the certificates.

B

Pointer to the global CA store currently being used if successful.
NULL if there is no global CA store set.

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,

esp_tls_error_handle_t error_handle, int *sockfd)

Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

ZH

host —[in] Hostname of the host.

hostlen —[in] Length of hostname.

port —[in] Port number of the host.

cfg —[in] ESP-TLS configuration as esp_tls_cfg_t.

error_handle —[out] ESP-TLS error handle holding potential errors occurred during
connection

sock£d —[out] Socket descriptor if successfully connected on TCP layer

&[] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS
based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key

const char *hint

hint in PSK authentication mode in string format

struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members
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bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

£47E: Note about format of certificates:

« This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { “h2” , NULL };

e where ‘h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’ s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-
support This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name
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const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_ buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey_pem_buf

Client key legacy name

unsigned int clientkey_bytes

Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_bytes

Size of client key legacy name

const unsigned char *clientkey_ password

Client key decryption password string

unsigned int clientkey_password_len

String length of the password pointed to by clientkey_password

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element
Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.
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bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

Type Definitions

typedef enum esp_tls_conn_state esp_tls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

#51:: Note about format of certificates:

« This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.
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typedef struct esp_tls esp_tls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

Header File

¢ components/esp-tls/esp_tls_errors.h

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.

Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

int esp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags
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Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’ t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOIL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_ TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_ OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET_ HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error
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ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_ VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSI_TIMEOUT
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Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM
System error &#8212; errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type &#8212; esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_ FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX
Last err type &#8212; invalid entry

2.2.5 ESP HTTP Client

Overview

esp_http_client provides an API for making HTTP/S requests from ESP-IDF applications. The steps to use
this API are as follows:

e esp_http client_init (): Creates an esp_http_client_config t instance i.e. a HTTP
client handle based on the given esp_http_client_config_t configuration. This function must be
the first to be called; default values will be assumed for the configuration values that are not explicitly defined
by the user.

e esp_http_client_perform(): Performs all operations of the esp_http_client - opening the con-
nection, exchanging data and closing the connection (as required), while blocking the current task
until its completion. All related events will be invoked through the event handler (as specified in
esp_http_client_config_ t).

* esp_http_client_cleanup (): Closes the connection (if any) and frees up all the memory allocated
to the HTTP client instance. This must be the last function to be called after the completion of operations.
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Application Example

Simple example that uses ESP HTTP Client to make HTTP/S requests at protocols/esp_http_client.

Basic HTTP request

Check out the example functions http_rest_with_url and http_rest_with_hostname_path in the
application example for implementation details.

Persistent Connections

Persistent connection means that the HTTP client can re-use the same connection for several exchanges. If the server
does not request to close the connection with the Connection: close header, the connection is not dropped
but is instead kept open and used for further requests.

To allow ESP HTTP client to take full advantage of persistent connections, one should make as many requests as
possible using the same handle instance.

Check out the example functions http_rest_with_url and http_rest_with_hostname_path in the
application example. Here, once the connection is created, multiple requests (GET, POST, PUT, etc.) are made
before the connection is closed.

HTTPS Request

ESP HTTP client supports SSL connections using mbedTLS, with the url configuration starting with https
scheme or transport_type set to HTTP_TRANSPORT_OVER_SSL. HTTPS support can be configured via
CONFIG_ESP_HTTP_CLIENT_ENABLE_HTTPS (enabled by default).

51  While making HTTPS requests, if server verification is needed, additional root certificate (in PEM for-
mat) needs to be provided to the cert_pem member in esp_http_client_config_t configuration. Users
can also use the ESP x509 Certificate Bundle for server verification using the crt_bundle_attach
member of the esp_http_client_config_t configuration.

Check out the example functions https_with_url and https_with_hostname_path in the application
example. (Implementation details of the above note are found here)

HTTP Stream

Some applications need to open the connection and control the exchange of data actively (data streaming). In such
cases, the application flow is different from regular requests. Example flow is given below:

e esp_http client_init (): Create a HTTP client handle

* esp_http_client_set_* or esp_http_client_delete_*: Modify the HTTP connection pa-
rameters (optional)

* esp_http_client_open (): Open the HTTP connection with write_len parameter (content length
that needs to be written to server), set write_len=0 for read-only connection

e esp_http_client_write (): Write data to server with a maximum length equal to write_len of
esp_http_client_open () function; no need to call this function for write_len=0

e esp_http_client_fetch_headers (): Read the HTTP Server response headers, after sending the
request headers and server data (if any). Returns the content—-length from the server and can be suc-
ceeded by esp_http_client_get_status_code () for getting the HTTP status of the connection.

e esp_http_client_read (): Read the HTTP stream

e esp_http client_close (): Close the connection

e esp_http client_cleanup (): Release allocated resources
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Check out the example function http_perform_as_stream_reader in the application example for imple-
mentation details.

HTTP Authentication

ESP HTTP client supports both Basic and Digest Authentication.

e Users can provide the username and password in the url or the username and password
members of the esp_http_client_config_t configuration. For auth_type =
HTTP_AUTH_TYPE_BASIC, the HTTP client takes only 1 perform operation to pass the au-
thentication process.

e If auth_type = HTTP_AUTH_TYPE_NONE, but the username and password fields are
present in the configuration, the HTTP client takes 2 perform operations. The client will receive the
401 Unauthorized header in its first attempt to connect to the server. Based on this information, it
decides which authentication method to choose and performs it in the second operation.

¢ Check out the example functions ht tp_auth_basic,http_auth_basic_redirect (for Basic
authentication) and http_auth_digest (for Digest authentication) in the application example for
implementation details.

Examples of Authentication Configuration

¢ Authentication with URI

esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

* Authentication with username and password entry

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HTTP_AUTH_TYPE_BASIC,
bi

API Reference

Header File

» components/esp_http_client/include/esp_http_client.h

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%4 config —[in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
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or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client_perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() API.
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to re-use the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have to use esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

51 You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%4 client —The esp_http_client handle
$EA |

¢ ESP_OK on successful

* ESP_FAIL on error

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

BH
* client —[in] The esp_http_client handle
e url [in] The url
R
* ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S8
* client —[in] The esp_http_client handle
* data —[in] post data pointer
* len —[in] post length
B
* ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)
Get current post field information.
BY
¢ client [in] The client

* data —[out] Point to post data pointer
R[] Size of post data

esp_err_t esp_http_client_set_header (esp_http_client_handle_t client, const char *key, const char
*value)
Set http request header, this function must be called after esp_http_client_init and before any perform function.
BH
* client —[in] The esp_http_client handle
* key —[in] The header key
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¢ value [in] The header value
Bzl

 ESP_OK

e ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)
Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

* client —[in] The esp_http_client handle
* key —[in] The header key
e value —[out] The header value
Bzl
« ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_username (esp_hittp_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

SH
* client —[in] The esp_http_client handle
¢ value —{out] The username value
B
 ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

* client —[in] The esp_http_client handle

e username —[in] The username value
P[]

« ESP_OK

e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_http_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

2H
* client —[in] The esp_http_client handle
* value —[out] The password value
B
« ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

S
e client —[in] The esp_http_client handle
» password —[in] The password value

B

ESP_OK
ESP_ERR_INVALID_ARG
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esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.
BH
* client —[in] The esp_http_client handle
* auth_type —[in] The esp_http_client auth type
Bl
* ESP_OK
» ESP_ERR_INVALID_ARG

int esp_http_client_get_errno (esp_hittp_client_handle_t client)

Get HTTP client session errno.

%4 client —[in] The esp_http_client handle
B

* (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_http_client_handle_t client, esp_http_client_method_t
method)

Set http request method.
ZH
* client —[in] The esp_http_client handle
e method —[in] The method
P[]
 ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)
Set http request timeout.
S8

* client —[in] The esp_http_client handle

e timeout_ms —[in] The timeout value
Bl

 ESP_OK

¢ ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_http_client_handle_t client, const char *key)
Delete http request header.
S
* client —[in] The esp_http_client handle
* key —[in] The key
Bl
 ESP_OK
* ESP_FAIL
esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)
This function will be open the connection, write all header strings and return.
S8

* client —[in] The esp_http_client handle
* write_len —[in] HTTP Content length need to write to the server

Bl
* ESP_OK
» ESP_FAIL
int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()
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BH
* client [in] The esp_http_client handle
* buffer The buffer
* len —[in] This value must not be larger than the write_len parameter provided to

esp_http_client_open()

R
 (-1) if any errors
* Length of data written

intb4_t esp_http_client_fetch_headers (esp_http_client_handle_t client)

This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.

24 client —[in] The esp_http_client handle
Bl
* (0) if stream doesn’ t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
* (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header

bool esp_http_client_is_chunked_response (esp_hittp_client_handle_t client)

Check response data is chunked.

%% client —[in] The esp_http_client handle
jJ&a] true or false

int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)

Read data from http stream.

$&1E: (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

* client —[in] The esp_http_client handle
e buffer —The buffer
* len —[in] The length
P[]
e (-1) if any errors
* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform
%% client —[in] The esp_http_client handle
&[] Status code
int64_t esp_http_client_get_content_length (esp_http_client_handle_t client)
Get http response content length (from header Content-Length) the valid value if this function invoke after
esp_http_client_perform
%% client —[in] The esp_http_client handle
Bl
¢ (-1) Chunked transfer
* Content-Length value as bytes
esp_err_t esp_http_client_close (esp_http_client_handle_t client)
Close http connection, still kept all http request resources.
%4 client —[in] The esp_http_client handle
&)
* ESP_OK
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» ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_http_client_handle_t client)

This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’ t call this function if
you intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%% client —[in] The esp_http_client handle
R m

« ESP_OK

 ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_http_client_handle_t client)
Get transport type.

%%t client —[in] The esp_http_client handle
B
* HTTP_TRANSPORT_UNKNOWN
 HTTP_TRANSPORT_OVER_TCP
* HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)
Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user contol over the redirection event.

%4 client —[in] The esp_http_client handle
pE |
« ESP_OK
» ESP_FAIL
void esp_http_client_add_auth (esp_http_client_handle_t client)
On receiving HTTP Status code 401, this API can be invoked to add authorization information.

$411:: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this API.

%% client —[in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)
Checks if entire data in the response has been read without any error.

%% client —[in] The esp_http_client handle
Bl

* true

* false

int esp_http_client_read_response (esp_htip_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

B8
* client —[in] The esp_http_client handle
* buffer —The buffer
* len —[in] The buffer length

A

* Length of data was read
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esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)

Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferrable to esp_http_client_read_response insituations where the content of the response may
be ignored.

¥
* client —[in] The esp_http_client handle
* len -Length of data discarded
B
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
* ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_htp_client_handle_t client, char *url, const int len)
Get URL from client.

ZH
* client [in] The esp_http_client handle
¢ url —[inout] The buffer to store URL
* len —[in] The buffer length
P[]
 ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.

ZH
* client —[in] The esp_http_client handle
* len —[out] Variable to store length
Bzl
* ESP_OK If successful, len will have length of current chunk
e ESP_FAIL If the server is not a chunked server
ESP_ERR_INVALID_ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

int data_len

data length of data
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void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’ s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’ s store current http header value

struct esp_http_client_config t
HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Http authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be O for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client
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size_tclient_cert_len

Length of the buffer pointed to by client_cert_pem. May be O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be 0 for null-terminated pem

const char *client_key_password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect

Disable HTTP automatic redirects

intmax_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event_handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context
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bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

Macros

DEFAULT_HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_ TRANSPORT

There are no transport support for the input scheme
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ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’ t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_ EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_ EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_EVENT_HEADER_SENT

This header has been kept for backward compatability and will be deprecated in future versions esp-idf

enumerator HTTP_EVENT_ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_ EVENT_DISCONNECTED

The connection has been disconnected
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enumerator HTTP_ EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:

enumerator HTTP_ TRANSPORT_UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_OVER_TCP

Transport over tcp

enumerator HTTP_TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_ METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_METHOD_OPTIONS
HTTP OPTIONS Method
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enumerator HTTP_ METHOD_COPY
HTTP COPY Method

enumerator HTTP_ METHOD_MOVE
HTTP MOVE Method

enumerator HTTP_METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPF IND
HTTP PROPFIND Method

enumerator HTTP_METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_AUTH_TYPE_DIGEST
HTTP Disgest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices

enumerator HttpStatus_MovedPermanently

enumerator HttpStatus_Found
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enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect

enumerator HttpStatus_PermanentRedirect

enumerator HttpStatus_BadRequest

enumerator HttpStatus_Unauthorized

enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP Local Control

Overview

ESP Local Control (esp_local_ctrl) component in ESP-IDF provides capability to control an ESP device over Wi-Fi
+ HTTPS or BLE. It provides access to application defined properties that are available for reading / writing via a
set of configurable handlers.

Initialization of the esp_local_ctrl service over BLE transport is performed as follows:

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {
.device_name = SERVICE_NAME,
.service_uuid = {
/¥ LSB o mm e
A > MSB */
0x21, 0xd5, 0x3b, 0x8d, Oxbd, 0x75, 0x68, 0x8a,
Oxb4, 0x42, Oxeb, 0x31, 0O0x4a, Oxle, 0x98, 0x3d
}
}
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.pop = NULL,
br
.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL
}I
/* Maximum number of properties that may be set */
.max_properties = 10
bi
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(& E70)
/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));
Similarly for HTTPS transport:
/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT () ;
/* Load server certificate */
extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");
extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;
https_conf.servercert = servercert_start;
https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end[] asm("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;

https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf

}I

.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.pop = NULL,

}I

.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL

ty

/* Maximum number of properties that may be set */
.max_properties = 10
bi

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

You may set security for transport in ESP local control using following options:

1.

hed

PROTOCOM_SEC2: specifies that SRP6a based key exchange and end to end encryption based on AES-GCM
is used. This is the most preffered option as it adds a robust security with Augmented PAKE protocol i.e.

SRP6a.

PROTOCOM_SECI: specifies that Curve25519 based key exchange and end to end encryption based on AES-

CTR is used.
PROTOCOM_SECQO: specifies that data will be exchanged as a plain text (no security).

PROTOCOM_SEC_CUSTOM: you can define your own security requirement. Please note that you will also

have to provide custom_handle of type protocomm_security_t * in this context.

$41::  The respective security schemes need to be enabled through the project configuration menu. Please refer to
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the Enabling protocom security version section in Protocol Communication for more details.

Creating a property

Now that we know how to start the esp_local_ctrl service, let’ s add a property to it. Each property must have a
unique name (string), a type (e.g. enum), flags (bit fields) and size.

The size is to be kept 0, if we want our property value to be of variable length (e.g. if its a string or bytestream). For
fixed length property value data-types, like int, float, etc., setting the size field to the right value, helps esp_local_ctrl
to perform internal checks on arguments received with write requests.

The interpretation of type and flags fields is totally upto the application, hence they may be used as enumerations, bit-
fields, or even simple integers. One way is to use fype values to classify properties, while flags to specify characteristics
of a property.

Here is an example property which is to function as a timestamp. It is assumed that the application defines
TYPE_TIMESTAMP and READONLY, which are used for setting the type and flags fields here.

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

Also notice that there is a ctx field, which is set to point to some custom func_get_time(). This can be used inside the
property get / set handlers to retrieve timestamp.

Here is an example of get_prop_values() handler, which is used for retrieving the timestamp.

static esp_err_t get_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_
—values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value.
* This is essential because the value has to be
* valid even after this function returns.
* Alternative 1is to use dynamic allocation
* and set the free fn field */
static int32_t ts = func_get_time();
prop_values[i].data = &ts;

}
return ESP_OK;

Here is an example of set_prop_values() handler. Notice how we restrict from writing to read-only properties.
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static esp_err_t set_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t.
—*prop_values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—Pprops([i].name);
return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values|[i].size, ESP_LOG_INFO);

}
return ESP_OK;

For complete example see protocols/esp_local_ctrl

Client Side Implementation

The client side implementation will have establish a protocomm session with the device first, over the supported mode
of transport, and then send and receive protobuf messages understood by the esp_local_ctrl service. The service will
translate these messages into requests and then call the appropriate handlers (set / get). Then, the generated response
for each handler is again packed into a protobuf message and transmitted back to the client.

See below the various protobuf messages understood by the esp_local_ctrl service:

1. get_prop_count : This should simply return the total number of properties supported by the service

2. get_prop_values : This accepts an array of indices and should return the information (name, type, flags) and
values of the properties corresponding to those indices

3. set_prop_values : This accepts an array of indices and an array of new values, which are used for setting the
values of the properties corresponding to the indices

Note that indices may or may not be the same for a property, across multiple sessions. Therefore, the client must
only use the names of the properties to uniquely identify them. So, every time a new session is established, the client
should first call get_prop_count and then get_prop_values, hence form an index to name mapping for all properties.
Now when calling set_prop_values for a set of properties, it must first convert the names to indexes, using the created
mapping. As emphasized earlier, the client must refresh the index to name mapping every time a new session is
established with the same device.

The various protocomm endpoints provided by esp_local_ctrl are listed below:

%% 1: Endpoints provided by ESP Local Control

Endpoint | URI (HTTPS Server + | Description

Name mDNS)

(BLE +

GATT

Server)

esp_local_ctritvepsiéamdns- Endpoint used for retrieving version string
hostname>.local/esp_local_ctrl/yersion

esp_local_ctrlicostédkmdns- Endpoint used for sending / receiving control messages
hostname>.local/esp_local_ctrl/¢ontrol
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API Reference

Header File

» components/esp_local_ctrl/include/esp_local_ctrl.h

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)
Start local control service.

%% config —[in] Pointer to configuration structure
A
¢ ESP_OK : Success
 ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)

Stop local control service.
esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%% prop —[in] Property description structure
Bl
¢ ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)
Remove a property.

This finds a property by name, and releases the internal resources which are associated with it.

%%t name —[in] Name of the property to remove
Bl

e ESP_OK : Success

* ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)
Get property description structure by name.

This API may be used to get a property’ s context structure esp_local_ctrl_prop_t when its name
is known

%%; name —[in] Name of the property to find
B

* Pointer to property

e NULL if not found

esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)

Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.
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£41:: In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structuresetinesp_local_ctrl_config_t,and passed
toesp_local_ctrl_start ().

¥
* ep_name —[in] Name of the endpoint
* handler —[in] Endpoint handler function
e user_ctx —[in] User data

¢ ESP_OK : Success
e ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h for available configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
« if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property
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uint32_t flags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)
Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.
struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_£fn)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.

4112 If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This  provides value of the usr_ctx field of
esp_local_ctrl_handlers_t structure

Espressif Systems 89 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

Return Returning different error codes will convey the corresponding protocol level errors to
the client :

¢ ESP_OK : Success

e ESP_ERR_INVALID_ARG : InvalidArgument
¢ ESP_ERR_INVALID_STATE : InvalidProto

¢ All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

i If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
¢ All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)

Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when
esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members

esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.
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const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security O This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t

Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.
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typedef struct protocomm_ble_config esp_local_ctrl_transport_config ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config httpd_t
Configuration for transport mode HTTPD.

This is a forward declaration for ht tpd_ss1_config_t (for HTTPS)or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_params_t

typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config_t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO

enumerator PROTOCOM_SEC1

enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC_CUSTOM

2.2.7 ESP Serial Slave Link
Overview

Espressif provides several chips that can work as slaves. These slave devices rely on some common buses, and have
their own communication protocols over those buses. The esp_serial_slave_link component is designed for the master
to communicate with ESP slave devices through those protocols over the bus drivers.

After an esp_serial_slave_link device is initialized properly, the application can use it to communicate with the ESP
slave devices conveniently.
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Espressif Device protocols

For more details about Espressif device protocols, see the following documents.

ESP SPI Slave HD (Half Duplex) Mode Protocol

SPI Slave Capabilities of Espressif chips

ESP32 | ESP32-S2 | ESP32-C3
SPI Slave HD N Y (v2) Y (v2)
Tohost intr N N
Frhost intr 2% 2 *
TX DMA Y Y
RX DMA Y Y
Shared registers 72 64

Introduction In the half duplex mode, the master has to use the protocol defined by the slave to communicate with
the slave. Each transaction may consist of the following phases (list by the order they should exist):

¢ Command: 8-bit, master to slave
This phase determines the rest phases of the transactions. See Supported Commands.

e Address: 8-bit, master to slave, optional
For some commands (WRBUF, RDBUF), this phase specifies the address of the shared buffer to
write to/read from. For other commands with this phase, they are meaningless but still have to exist
in the transaction.

e Dummy: 8-bit, floating, optional
This phase is the turnaround time between the master and the slave on the bus, and also provides
enough time for the slave to prepare the data to send to the master.

¢ Data: variable length, the direction is also determined by the command.
This may be a data OUT phase, in which the direction is slave to master, or a data IN phase, in
which the direction is master to slave.

The direction means which side (master or slave) controls the MOSI, MISO, WP, and HD pins.

Data IO Modes Insome IO modes, more data wires can be used to send the data. As a result, the SPI clock cycles
required for the same amount of data will be less than in the 1-bit mode. For example, in QIO mode, address and
data (IN and OUT) should be sent on all 4 data wires (MOSI, MISO, WP, and HD). Here are the modes supported
by the ESP32-S2 SPI slave and the wire number used in corresponding modes.

Mode | command WN | address WN | dummy cycles | data WN
1-bit 1 1 1 1
DOUT | 1 1 4 2
DIO 1 2 4 2
QOUT | 1 1 4 4
QIO 1 4 4 4
QPI 4 4 4 4

Normally, which mode is used is determined by the command sent by the master (See Supported Commands), except
the QPI mode.

QPIMode The QPImode is a special state of the SPI Slave. The master can send the ENQPI command to put the
slave into the QPI mode state. In the QPI mode, the command is also sent in 4-bit, thus it” s not compatible with the
normal modes. The master should only send QPI commands when the slave is in QPI mode. To exit from the QPI
mode, master can send the EXQPI command.
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Supported Commands

£41:: The command name is in a master-oriented direction. For example, WRBUF means master writes the buffer

of slave.

Name Description Command Address Data

WRBUF Write buffer 0x01 Buf addr master to slave, no
longer than buffer
size

RDBUF Read buffer 0x02 Buf addr slave to master, no
longer than buffer
size

WRDMA Write DMA 0x03 8 bits master to slave, no
longer than length
provided by slave

RDDMA Read DMA 0x04 8 bits slave to master, no
longer than length
provided by slave

SEG_DONE Segments done 0x05 . .

ENQPI Enter QPI mode 0x06 . .

WR_DONE Write segments | 0x07 . .

done

CMDS8 Interrupt 0x08 . .

CMD9 Interrupt 0x09 . .

CMDA Interrupt 0x0A . .

EXQPI Exit QPI mode 0xDD . .

Moreover, WRBUF, RDBUF, WRDMA, RDDMA commands have their 2-bit and 4-bit version. To do transactions
in 2-bit or 4-bit mode, send the original command ORed by the corresponding command mask below. For example,
command 0xA1 means WRBUF in QIO mode.

Mode | Mask
1-bit 0x00
DOUT | 0x10
DIO 0x50
QOUT | 0x20
QIO 0xA0
QPI 0xAO0

Segment Transaction Mode Segment transaction mode is the only mode supported by the SPI Slave HD driver
for now. In this mode, for a transaction the slave load onto the DMA, the master is allowed to read or write in
segments. This way the master doesn’ t have to prepare a large buffer as the size of data provided by the slave. After
the master finishes reading/writing a buffer, it has to send the corresponding termination command to the slave as a
synchronization signal. The slave driver will update new data (if exist) onto the DMA upon seeing the termination
command.

The termination command is WR_DONE (0x07) for the WRDMA and CMD8 (0x08) for the RDDMA.
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Here’ s an example for the flow the master read data from the slave DMA:

1.
2.

e

The slave loads 4092 bytes of data onto the RDDMA
The master do seven RDDMA transactions, each of them is 512 bytes long, and reads the first 3584 bytes from
the slave

. The master do the last RDDMA transaction of 512 bytes (equal, longer, or shorter than the total length loaded

by the slave are all allowed). The first 508 bytes are valid data from the slave, while the last 4 bytes are
meaningless bytes.

The master sends CMDS to the slave

The slave loads another 4092 bytes of data onto the RDDMA

The master can start new reading transactions after it sends the CMD8

Terminology

ESSL: Abbreviation for ESP Serial Slave Link, the component described by this document.

Master: The device running the esp_serial_slave_link component.

ESSL device: a virtual device on the master associated with an ESP slave device. The device context has the
knowledge of the slave protocol above the bus, relying on some bus drivers to communicate with the slave.
ESSL device handle: a handle to ESSL device context containing the configuration, status and data required
by the ESSL component. The context stores the driver configurations, communication state, data shared by
master and slave, etc.

The context should be initialized before it is used, and get deinitialized if not used any more. The master
application operates on the ESSL device through this handle.

ESP slave: the slave device connected to the bus, which ESSL component is designed to communicate with.
Bus: The bus over which the master and the slave communicate with each other.

Slave protocol: The special communication protocol specified by Espressift HW/SW over the bus.

TX buffer num: a counter, which is on the slave and can be read by the master, indicates the accumulated
buffer numbers that the slave has loaded to the hardware to receive data from the master.

RX data size: a counter, which is on the slave and can be read by the master, indicates the accumulated data
size that the slave has loaded to the hardware to send to the master.

Services provided by ESP slave

There are some common services provided by the Espressif slaves:

1.
2.
3.

Tohost Interrupts: The slave can inform the master about certain events by the interrupt line. (optional)
Frhost Interrupts: The master can inform the slave about certain events.

Tx FIFO (master to slave): the slave can send data in stream to the master. The SDIO slave can also indicate
it has new data to send to master by the interrupt line.

The slave updates the TX buffer num to inform the master how much data it can receive, and the master then
read the TX buffer num, and take off the used buffer number to know how many buffers are remaining.

Rx FIFO (slave to master): the slave can receive data from the master in units of receiving buffers.

The slave updates the RX data size to inform the master how much data it has prepared to send, and then
the master read the data size, and take off the data length it has already received to know how many data is
remaining.

. Shared registers: the master can read some part of the registers on the slave, and also write these registers to

let the slave read.

The services provided by the slave depends on the slave’ s model. See SPI Slave Capabilities of Espressif chips for
more details.

Initialization of ESP Serial Slave Link

ESP SDIO Slave The ESP SDIO slave link (ESSL SDIO) devices relies on the sdmmc component. It includes the
usage of communicating with ESP SDIO Slave device via SDSPI feature. The ESSL device should be initialized as
below:

1.

Initialize a sdmmc card (see :doc:* Document of SDMMC driver </api-reference/storage/sdmmc>°) structure.
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2. Call sdmmc_card_init () to initialize the card.

3. Initialize the ESSL device with essl_sdio_config_ t. The card member should be the
sdmmc_card_t gotin step 2, and the recv_buffer_size member should be filled correctly according to pre-
negotiated value.

4. Call essl_init () to do initialization of the SDIO part.

5. Call essl_wait_for_ready () to wait for the slave to be ready.

ESP SPI Slave

$&{#: If you are communicating with the ESP SDIO Slave device through SPI interface, you should use the SDIO
interface instead.

Hasn’ t been supported yet.

APIs

After the initialization process above is performed, you can call the APIs below to make use of the services provided
by the slave:

Tohost Interrupts (optional)

Call essl_get_intr_ena () to know which events will trigger the interrupts to the master.

Call essl_set_intr_ena () to set the events that will trigger interrupts to the master.

Call essl_wait_int () to wait until interrupt from the slave, or timeout.

When interrupt is triggered, call essl_get_intr () to know which events are active, and call
essl_clear_ intr () to clear them.

N

Frhost Interrupts

1. Call essl_send_slave_intr () to trigger general purpose interrupt of the slave.

TX FIFO

1. Call essl_get_tx_buffer_num() to know how many buffers the slave has prepared to receive data
from the master. This is optional. The master will poll #x_buffer_num when it try to send packets to the slave,
until the slave has enough buffer or timeout.

2. Call essl_send_packet () to send data to the slave.

RX FIFO

1. Call essl_get_rx_data_size () to know how many data the slave has prepared to send to the master.
This is optional. When the master tries to receive data from the slave, it will update the rx_data_size for once,
if the current rx_data_size is shorter than the buffer size the master prepared to receive. And it may poll the
rx_data_size if the rx_dat_size keeps 0, until timeout.

2. Call essl_get_packet () to receive data from the slave.

Reset counters (Optional) Call ess1_reset_cnt () toreset the internal counter if you find the slave has reset
its counter.

Application Example

The example below shows how ESP32-C2 SDIO host and slave communicate with each other. The host use the ESSL
SDIO.

peripherals/sdio.
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Please refer to the specific example README.md for details.

API Reference

Header File

¢ components/driver/test/esp_serial_slave_link/include/esp_serial_slave_link/essl.h

Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

SH
¢ handle —Handle of an ESSL device.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
e ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* Other value returned from lower layer init.
esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

¥
* handle —Handle of an ESSL device.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
* ESP_OK: If success
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer_num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_size.

2H

¢ handle —Handle of a ESSL device.

* out_tx_num —Output of buffer num that host can send data to ESSL slave.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]

e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send
* handle —Handle of an ESSL device.
* out_rx_size —Output of data size to read from slave, in bytes
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_reset_cnt (essl_handle_t handle)
Reset the counters of this component. Usually you don’ t need to do this unless you know the slave is reset.
%% handle —Handle of an ESSL device.
R
e ESP_OK: Success
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ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.

esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)

Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size
(configured during initialization).

SH

B

handle —Handle of an ESSL device.

start —Start address of the packet to send

length —Length of data to send, if the packet is over-size, the it will be divided into
blocks and hold into different buffers automatically.

wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success

ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not
valid.

ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.
ESP_ERR_NOT_FOUND: Slave is not ready for receiving.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t

wait_ms)

Get a packet from ESSL slave.

BH

B M

handle —Handle of an ESSL device.

out_data —[out] Data output address

size —The size of the output buffer, if the buffer is smaller than the size of data to receive
from slave, the driver returns ESP_ERR_NOT_FINISHED

out_length —[out] Output of length the data actually received from slave.

wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success: All the data has been read from the slave.
ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other
arguments are invalid.

ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.
ESP_ERR_NOT_FOUND: Slave is not ready to send data.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_reg (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t

wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

#41: sdio 28-31 are reserved, the lower API helps to skip.

S

B

handle —Handle of an ESSL device.

addr —Address of register to write. For SDIO, valid address: 0-59. For SPI, see
essl_spi.h

value —Value to write to the register.

value_o —Output of the returned written value.

wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success
One of the error codes from SDMMC/SPI host controller
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esp_err_t essl_read_req (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)

Read general purpose R/W registers (8-bit) of ESSL slave.

ZH
¢ handle —Handle of a ess1 device.
* add —Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,
return interrupt bits on read). For SPI, see ess1_spi.h
* value_o —Output value read from the register.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bl
¢ ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

ZH
¢ handle —Handle of an ESSL device.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
FEA ]
* ESP_OK: If interrupt is triggered.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

¥

¢ handle —Handle of an ESSL device.

* intr_mask ~Mask of interrupt bits to clear.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
izl

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

SH
¢ handle —Handle of an ESSL device.
* intr_raw —Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st —Output of the masked interrupt bits. set to NULL if only raw bits are read.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
¢ ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

¥
* handle —Handle of an ESSL device.
* ena_mask —Mask of the interrupt bits to enable.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

B

ESP_OK: Success
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* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr_ena (ess/_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)

Get interrupt enable bits of ESSL slave.

B8
* handle —Handle of an ESSL device.
* ena_mask_o —Output of interrupt bit enable mask.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

B
¢ ESP_OK Success
¢ One of the error codes from SDMMC host controller

esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Send interrupts to slave. Each bit of the interrupt will be triggered.

SH
* handle —Handle of an ESSL device.
* intr_mask ~Mask of interrupt bits to send to slave.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

$EA |
e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

Type Definitions

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

» components/driver/test/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions

esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)

Initialize the ESSL SDIO device and get its handle.

BH
* out_handle —Output of the handle.
* config —Configuration for the ESSL SDIO device.
Bl
» ESP_OK: on success
¢ ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (ess/_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.
%% handle —Handle of the ESSL SDIO device to deinit.
B

e ESP_OK: on success
» ESP_ERR_INVALID_ARG: wrong handle passed

Structures

struct essl_sdio_config_ t
Configuration for the ESSL SDIO device.
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Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.

Header File

¢ components/driver/test/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h

Functions
esp_err_t essl_spi_init_dev (ess/_handle_t *out_handle, const essl_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

ZH
* out_handle [out] Output of the handle
* init_config —Configuration for the ESSL SPI device
Bzl
¢ ESP_OK: On success
* ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.
%% handle —Handle of the ESSL SPI device
Bl
* ESP_OK: On success
* ESP_ERR_INVALID_STATE: ESSL SPI is not in use
esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

257¥: The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_t)

S
* arg —Context of the component. (Member arg from essl_handle_t)
* addr —Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value —[out] Read buffer for the shared registers.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
PEA ]
¢ ESP_OK: success
« ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.
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SH
* arg —Context of the component. (Member arg from essl_handle_t)
* out_data —[out] Output data address
* size The size of the output data.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
P[]
¢ ESP_OK: On Success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-
aligned
» ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.

esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

47: The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_t)

#&1¥: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg —Context of the component. (Member arg from ess1_handle_t)
* addr Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value —Buffer for data to send, should be align to 4.
* out_value —[out] Not supported, should be set to NULL.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
B
* ESP_OK: success
¢ ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.

ZH
* arg —Context of the component. (Member arg from ess1_handle_t)
¢ data —Address of the data to send
e size —Size of the data to send.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
Rl
¢ ESP_OK: On success
e ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The data address is not DMA capable
* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer
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void essl_spi_reset_cnt (void *arg)

Reset the counter in Master context.

£41:: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%% arg —Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)
Read the shared buffer from the slave in ISR way.

$41:: Theslave’ s HW doesn’ t guarantee the data in one SPI transaction is consistent. It sends data in unit
of byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

BH

* spi —SPI device handle representing the slave

* out_data [out] Buffer for read data, strongly suggested to be in the DRAM and aligned

to4

* addr —Address of the slave shared buffer

* len -Length to read

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

* ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t
flags)

Read the shared buffer from the slave in polling way.

#&1¥: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

ZH

* spi —SPI device handle representing the slave

* out_data —[out] Buffer for read data, strongly suggested to be in the DRAM and aligned

to4

e addr —Address of the slave shared buffer

* len -Length to read

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.
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$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

B

spi —SPI device handle representing the slave

data —Buffer for data to send, strongly suggested to be in the DRAM

addr —Address of the slave shared buffer,

len —Length to write

flags —-SPI_TRANS_* flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t

flags)

Write the shared buffer of the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

B

spi —SPI device handle representing the slave

data —Buffer for data to send, strongly suggested to be in the DRAM

addr —Address of the slave shared buffer,

len —Length to write

flags -SPI_TRANS_* flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_polling transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

- g

This function combines several :cpp:funciessl_spi_rddma_seg and one

:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

S

B

spi —SPI device handle representing the slave

out_data —[out] Buffer to hold the received data, strongly suggested to be in the DRAM
and aligned to 4

len —Total length of data to receive.

seg_len —Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_ done will still be sent.)

flags —-SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_rddma_seq (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)

Read one data segment from the slave through its DMA.

$41:: To read long buffer, call :cpp:funciess1_spi_rddma instead.

S8

* spi —SPI device handle representing the slave

* out_data [out] Buffer to hold the received data. strongly suggested to be in the DRAM

and aligned to 4

* seg_len —Length of this segment

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£&7E: This is required only when the slave is working in segment mode.

ZH

* spi —SPI device handle representing the slave

» flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

%/ T This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

SH

* spi —SPI device handle representing the slave

* data —Buffer for data to send, strongly suggested to be in the DRAM

* len —Total length of data to send.

* seg_len —Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_ done will still be sent.)

» flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seq (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

$41:: To send long buffer, call :cpp:func:essl_spi_wrdma instead.
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S8

* spi —SPI device handle representing the slave

* data —Buffer for data to send, strongly suggested to be in the DRAM

* seg_len —Length of this segment

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.

£41:: This is required only when the slave is working in segment mode.

S
* spi —SPI device handle representing the slave
» flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members

spi_device_handle_t *spi

Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.

uint8_t tx_sync_reg

The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be
reserved for the synchronization.

uint§_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.

2.2.8 ESP x509 Certificate Bundle

Overview

The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom x509 root certificates for
TLS server verification.
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411 : The bundle is currently not available when using WolfSSL.

The bundle comes with the complete list of root certificates from Mozilla’ s NSS root certificate store. Using the
gen_crt_bundle.py python utility the certificates’ subject name and public key are stored in a file and embedded in
the ESP32-C2 binary.

When generating the bundle you may choose between:

* The full root certificate bundle from Mozilla, containing more than 130 certificates. The current bundle was
updated Tue Jul 19 03:12:06 2022 GMT.

* A pre-selected filter list of the name of the most commonly used root certificates, reducing the amount of
certificates to around 35 while still having around 90 % coverage according to market share statistics.

In addition it is possible to specify a path to a certificate file or a directory containing certificates which then will be
added to the generated bundle.

£41:: Trusting all root certificates means the list will have to be updated if any of the certificates are retracted. This
includes removing them from cacrt_all.pem.

Configuration

Most configuration is done through menuconfig. CMake will generate the bundle according to the configuration and
embed it.

e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: automatically build and attach the bundle.

e CONFIG_MBEDTLS DEFAULT CERTIFICATE BUNDLE': decide which certificates to include from the com-
plete root list.

¢ CONFIG_MBEDTLS_CUSTOM_CERTIFICATE_BUNDLE_PATH: specify the path of any additional certifi-
cates to embed in the bundle.

To enable the bundle when using ESP-TLS simply pass the function pointer to the bundle attach function:

esp_tls_cfg_t cfg = {
.crt_bundle_attach = esp_crt_bundle_attach,
bi

This is done to avoid embedding the certificate bundle unless activated by the user.

If using mbedTLS directly then the bundle may be activated by directly calling the attach function during the setup
process:

mbedtls_ssl_config conf;
mbedtls_ssl_config_init (&conf);

esp_crt_bundle_attach (&conf);

Generating the List of Root Certificates

The list of root certificates comes from Mozilla’ s NSS root certificate store, which can be found here The list can
be downloaded and created by running the script mk—ca-bundle.pl that is distributed as a part of curl. Another
alternative would be to download the finished list directly from the curl website: CA certificates extracted from
Mozilla

The common certificates bundle were made by selecting the authorities with a market share of more than 1 % from
w3tech’ s SSL Survey. These authorities were then used to pick the names of the certificates for the filter list,
cmn_crt_authorities.csv, from this list provided by Mozilla.
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Updating the Certificate Bundle

The bundle is embedded into the app and can be updated along with the app by an OTA update. If you want to include
a more up-to-date bundle than the bundle currently included in ESP-IDF, then the certificate list can be downloaded
from Mozilla as described in Generating the List of Root Certificates.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection using the certificate bundle with
two custom certificates added for verification: protocols/https_x509_bundle.

HTTPS example that uses ESP-TLS and the default bundle: protocols/https_request.
HTTPS example that uses mbedTLS and the default bundle: protocols/https_mbedtls.

API Reference

Header File

* components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.
Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle

has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.

%%, conf —[in] The config struct for the SSL connection.
B
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%% conf —[in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)

Set the default certificate bundle used for verification.

Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle
should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

SH
* x509_bundle [in] A pointer to the certificate bundle.
* bundle_size —[in] Size of the certificate bundle in bytes.

B

ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

2.29 HTTP JJit55%%
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HTTP Server ZH{1- 521t 1 7E ESP32 _Fizf7ieEa Web RS540 ZhEE, FIHI /M2 6] HTTP Server 4117 API
EEib &

* httpd_start (): AE HTTP RF5A5A9501, AR AW ECE N B NAAR TR, IR FHZ
MR 554 SR AR . RS #R A TWAEET, —AHkIEWr HTTP ji& (TCP £%) , J—4
FRAL B HIfES (UDP 283) | BAIFEMRSS ST S5 IEER P e i o 3@ A 7] httpd_start() ££32
httpd_config_t Z5F{4 , AT DATE R HEAR 55 25 55 19 B PC AT 55 i A0 S R MERR ) KN . TCP i S AT
?;;';T;%*’ F i SR B URL SR H i b 2 AR 7, FEACPRAR 7 i 7R 2L A0k 8] HTTP fi
W AL .

* httpd_stop (): R\EAIE LIRS 25, FREBOH IR AERI IR . X2 —NPHZE R4,
B IR S4TSR E IS, SRS HZ R W RS TS S X BT EE, 1
FRCEMHY) URDARFRAR)Y , HREIrA &30 B R SCdE EE N .

e httpd register uri_handler(): WiIfEA httpd_uri_t ZEHIARZETLR) N4 3 3 )F URI
AR . ZEEMIARE SRR uri 45, method 24 ([l HTTPD_GET/HTTPD_POST/
HTTPD_PUT %% ), esp_err_t *handler (httpd_req t *req) REPEEEFEET, #5100
PR SCBE user_ctx $5Ef.

Wil

{

}

{

/* URT B REK, EXF W AR GET /uri HXKMHRA */
esp_err_t get_handler (httpd_reqg_t *req)

VAR & M B & N

const char[] resp = "URI GET Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

/* URI B &%, £F P KR POST/uri H KW HRAM *+/
esp_err_t post_handler (httpd_reqg_t *req)

/* ® X HTTP POST # K #E W B & 7K
* httpd req recv() R W char* K, 4 T2
CEE M EE (FEXAER)
* SETFEAERKE, null AIEH oL %,
* content_len &% W FHEWHKE */
char content[1007];

/e BN EKEATEEE AW </

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_req_recv(req, content, recv_size);
if (ret <= 0) { /* BB 0 k7 &EHD XA +/
/r mE RS r/
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/* R R EE, TP A httpd_req_recv() E R
* HERERL, XERMNAEE
* g B HTTP 408 (F RBH ) #HiR% F P W */
httpd_resp_send_408 (req) ;
I3
/Y R A AT HKR, RE ESP_FAIL T D B f&
*CREBEEFWERA */
return ESP_FAIL;
}

VAR & - R &
const char[] resp = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;

(P oUgkzh)
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(£ 50

return ESP_OK;
}

/* GET /uri # URI X HE &M */
httpd_uri_t uri_get = {

.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
bi

/* POST/uri W URI WL BHM */
httpd_uri_t uri_post = {

.uri = "/uri"
.method = HTTP_POST,
.handler = post_handler,

.user_ctx = NULL
bi

B web R4 &M &K */
httpd_handle_t start_webserver (void)
{
/A RBRINKERE S B 1/
httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* B % esp_http server W LB A */
httpd_handle_t server = NULL;

/* B 3 httpd server */

if (httpd_start (&server, &config) == ESP_OK) {
/* EM URT REEF */
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);

}

/xR R A BRE KK, RKEWANZ NULL */

return server;

/* 0k web REBWEFK +/
void stop_webserver (httpd_handle_t server)

{

if (server) {
/* f& 1t httpd server */
httpd_stop (server);

it HTTP k55 25 3585 F 7 T protocols/http_server/simple [) HTTP k4528 1, % B R T 40
A A PRAT R N A K BB, 20K S5 A URL it 24k, e 3k o

HTTP K &EH:
HTTP fiz 5 45 LA KB DI fE, SUF BRGNP (S16) ST 20 AEH, [Mn A& L

SCHE . 1 SCRUE AT AR T A RC , AERORMI L T R SR TR R B SR R R A, AR
TEFEH AR I REGX 3 AT 5T

Kiditkrnpil
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/* BEXEBE, ARBHLET XHE */
void free_ctx_func(void *ctx)
{
/% M T DL R free DAANHY R A E B O+/
free (ctx);

}

esp_err_t adder_post_handler (httpd_req_t *req)
{
/[ ELET XA EE, WHFE-D

if (! reg->sess_ctx) |
req->sess_ctx = malloc (sizeof (ANY_DATA_TYPE)); /*!< 4515 F T L #4E *~/
req->free_ctx = free_ctx_func; VAR - S & & A
o/

}

/A ET XEE 2/
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

JE OV N %/

return ESP_OK;
}

122 LT protocols/http_server/persistent_sockets HJ 7~ 54 CHY o

Websocket JI# 55 %%
HTTP fiit 55 25 H{F 4t websocket 374 . W] PAYE menuconfig H1{ii f) CONFIG_HTTPD_WS_SUPPORT 3435 J5

JT] websocket ZHEE. A 5% WAl Jf] websocket THE, %% protocols/http_server/ws_echo_server H 3% NI~
B

APl 5%
Header File

e components/esp_http_server/include/esp_http_server.h

Functions
esp_err_thttpd_register_uri_handler (htipd_handle_t handle, const httpd_uri_t *uri_handler)

Registers a URI handler.

Example usage:

esp_err_t my_uri_handler (httpd_req_t* req)
{

// Recv , Process and Send

// Fail condition
if (....) |
// Return fail to close session //

QS
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(£ L£50)

return ESP_FAIL;
}

// On success
return ESP_OK;
}

// URI handler structure
httpd_uri_t my_uri {

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL
bi

// Register handler
if (httpd_register_uri_handler (server_handle, &my_uri) != ESP_OK) {
// If failed to register handler

£41:: URI handlers can be registered in real time as long as the server handle is valid.

SH
* handle [in] handle to HTTPD server instance
* uri_handler —[in] pointer to handler that needs to be registered
P
* ESP_OK : On successfully registering the handler
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD HANDLERS_FULL : If no slots left for new handler
e ESP_ERR_HTTPD HANDLER_EXISTS : If handler with same URI and method is al-
ready registered

esp_err_t httpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t
method)

Unregister a URI handler.

S
* handle [in] handle to HTTPD server instance
e uri —[in] URI string
¢ method —{in] HTTP method

P[]

ESP_OK : On successfully deregistering the handler
e ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (htpd_handle_t handle, const char *uri)

Unregister all URI handlers with the specified uri string.

BH

* handle —[in] handle to HTTPD server instance

* uri —[in] uri string specifying all handlers that need to be deregisterd
B

» ESP_OK : On successfully deregistering all such handlers

* ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_NOT_FOUND : No handler registered with specified uri string
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esp_err_thttpd_sess_set_recv_override (httpd_handle_t hd, int sockfd, htpd_recv_func_t recv_func)

Override web server’ s receive function (by session FD)

This function overrides the web server’ s receive function. This same function is used to read HTTP request
packets.

$41E: This AP is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

SH
e hd -[in] HTTPD instance handle
* sockfd [in] Session socket FD
* recv_func —[in] The receive function to be set for this session

ESP_OK : On successfully registering override
* ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)
Override web server’ s send function (by session FD)

This function overrides the web server’ s send function. This same function is used to send out any response
to any HTTP request.

4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

ZH
e hd -[in] HTTPD instance handle
¢ sockfd [in] Session socket FD
e send_func -[in] The send function to be set for this session

B

ESP_OK : On successfully registering override
* ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_sess_set_pending_override (h#pd_handle_t hd, int sockfd, httpd_pending_func_t
pending_func)

Override web server’ s pending function (by session FD)

This function overrides the web server’ s pending function. This function is used to test for pending bytes in
a socket.

#51¥: This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

S8
¢ hd [in] HTTPD instance handle
* sockfd —[in] Session socket FD
* pending_func —[in] The receive function to be set for this session

B M

ESP_OK : On successfully registering override
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* ESP_ERR_INVALID_ARG : Null arguments

inthttpd_req_to_sock£fd (httpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lru_counter().

$41:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%%% r —[in] The request whose socket descriptor should be found
]|
* Socket descriptor : The socket descriptor for this request
e -1 : Invalid/NULL request pointer

int httpd_req_recv (hitpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching ‘buf_len’ number of bytes, while
the pointer to content data is incremented internally by the same number.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
* Presently Chunked Encoding is not supported

ZH
* r —[in] The request being responded to
e buf [in] Pointer to a buffer that the data will be read into
* buf_len —[in] Length of the buffer

* Bytes : Number of bytes read into the buffer successfully

* 0 : Buffer length parameter is zero / connection closed by peer

* HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

size_thttpd_req get_hdr_wvalue_len (httpd_req_t *r, const char *field)

Search for a field in request headers and return the string length of it’ s value.

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

S
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* r —[in] The request being responded to

» field —[in] The header field to be searched in the request
B

* Length : If field is found in the request URL

 Zero : Field not found / Invalid request / Null arguments

esp_err_thttpd_req _get_hdr_value_str (hitpd_req_t *r, const char *field, char *val, size_t val_size)

Get the value string of a field from the request headers.

ik

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

e Use httpd_req_get_hdr_value_len() to know the right buffer length

SH
* r —[in] The request being responded to
e field [in] The field to be searched in the header
* val —[out] Pointer to the buffer into which the value will be copied if the field is found
* val_size —[in] Size of the user buffer “val”
B
* ESP_OK : Field found in the request header and value string copied
* ESP_ERR_NOT_FOUND : Key not found
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
 ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_thttpd_req get_url_query_ len (httpd_req_t *r)
Get Query string length from the request URL.

£41:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

%24 r —[in] The request being responded to
B
* Length : Query is found in the request URL
» Zero : Query not found / Null arguments / Invalid request

esp_err_thttpd_req get_url_query_str (hitpd_req_t *r, char *buf, size_t buf_len)
Get Query string from the request URL.

ik

* Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the ‘Content-Type’
(eg. Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm
needs to be applied.

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value
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* Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)

for storing the query string

B

B

r —[in] The request being responded to
buf —[out] Pointer to the buffer into which the query string will be copied (if found)
buf_1len -[in] Length of output buffer

ESP_OK : Query is found in the request URL and copied to buffer
ESP_ERR_NOT_FOUND : Query not found
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_value (const char *qry, const char *key, char *val, size_t val_size)

Helper function to get a URL query tag from a query string of the type param1=vall &param2=val2.

ik

* The components of URL query string (keys and values) are not URLdecoded. The user must check for
‘Content-Type’ field in the request headers and then depending upon the specified encoding (URLen-

coded or otherwise) apply the appropriate decoding algorithm.

« If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error

as return value.

SH

B

qry —[in] Pointer to query string

key —[in] The key to be searched in the query string

val —[out] Pointer to the buffer into which the value will be copied if the key is found
val_size —[in] Size of the user buffer “val”

ESP_OK : Key is found in the URL query string and copied to buffer
ESP_ERR_NOT_FOUND : Key not found
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

esp_err_thttpd_req get_cookie_val (httpd_req_t *req, const char *cookie_name, char *val, size_t

*val_size)

Get the value string of a cookie value from the “Cookie” request headers by cookie name.

S

B

req —[in] Pointer to the HTTP request

cookie_name —[in] The cookie name to be searched in the request

val —[out] Pointer to the buffer into which the value of cookie will be copied if the cookie
is found

val_size -[inout] Pointer to size of the user buffer “val” . This variable
will contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.

ESP_OK : Key is found in the cookie string and copied to buffer
ESP_ERR_NOT_FOUND : Key not found
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
ESP_ERR_NO_MEM : Memory allocation failure
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bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t
match_upto)

Test if a URI matches the given wildcard template.

Template may end with “?” to make the previous character optional (typically a slash), “*” for a wildcard
match, and “?*” to make the previous character optional, and if present, allow anything to follow.

Example:

e * matches everything

¢ /foo/? matches /foo and /foo/

¢ /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters “?” and “*” anywhere else in the template will be taken literally.

BH
* uri_template —[in] URI template (pattern)
* uri_to_match —[in] URI to be matched
* match_upto —[in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
&\ true if a match was found

esp_err_t httpd_resp_send (htipd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, the request has been responded to.
¢ No additional data can then be sent for the request.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

ZH

* r —[in] The request being responded to

e buf —[in] Buffer from where the content is to be fetched

* buf_len —[in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
PEA ]

* ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.
This API will send the data as an HTTP response to the request. This API will use chunked-encoding and

send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.
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If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

il
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ When you are finished sending all your chunks, you must call this function with buf_len as 0.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

ZH

* r —[in] The request being responded to

e buf —[in] Pointer to a buffer that stores the data

* buf_len —[in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
B

* ESP_OK : On successfully sending the response packet chunk

* ESP_ERR_INVALID_ARG : Null request pointer

» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (hftpd_req_t *r, const char *str)
API to send a complete string as HTTP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

S8
* r —[in] The request being responded to
* str [in] String to be sent as response body

B
* ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request

static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)

API to send a string as an HTTP response chunk.

This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string

S8
* r —[in] The request being responded to
* str —[in] String to be sent as response body (NULL to finish response packet)
Bl
* ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP_SEND : Error in raw send
» ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.
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This API sets the status of the HTTP response to the value specified. By default, the 200 OK’ response is
sent as the response.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ This API only sets the status to this value. The status isn’ t sent out until any of the send APIs is executed.
* Make sure that the lifetime of the status string is valid till send function is called.

BH
* r —[in] The request being responded to
* status —[in] The HTTP status code of this response

B

ESP_OK : On success
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (httpd_req_t *r, const char *type)
API to set the HTTP content type.

This API sets the ‘Content Type’ field of the response. The default content type is ‘text/html’ .

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e This API only sets the content type to this value. The type isn’ t sent out until any of the send APIs is
executed.
* Make sure that the lifetime of the type string is valid till send function is called.

SH
* r —[in] The request being responded to
* type —[in] The Content Type of the response

R m

ESP_OK : On success
e ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_set_hdr (hitpd_req_t *r, const char *field, const char *value)
API to append any additional headers.

This API sets any additional header fields that need to be sent in the response.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e The header isn’ t sent out until any of the send APIs is executed.
¢ The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.
* Make sure that the lifetime of the field value strings are valid till send function is called.

ZH
* r —[in] The request being responded to

» field [in] The field name of the HTTP header
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e value —[in] The value of this HTTP header
P

ESP_OK : On successfully appending new header

e ESP_ERR_INVALID_ARG : Null arguments

ESP_ERR_HTTPD_ RESP_HDR : Total additional headers exceed max allowed
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)
For sending out error code in response to HTTP request.

il
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
* If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

BH
* req —[in] Pointer to the HTTP request for which the response needs to be sent
* error —[in] Error type to send
* msg —[in] Error message string (pass NULL for default message)
R M
e ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
e ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (htipd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r —[in] The request being responded to
B

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (htipd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

i
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» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r —[in] The request being responded to
B

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_ RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (httpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

24 r —[in] The request being responded to
Bl

* ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

int httpd_send (htipd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.
Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.
HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,

and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.

i

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

¢ Unless the response has the correct HTTP structure (which the user must now ensure) it is not guaranteed
that it will be recognized by the client. For most cases, you wouldn’ t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

SH
* r —[in] The request being responded to
* buf —[in] Buffer from where the fully constructed packet is to be read
* buf_len —[in] Length of the buffer

Rl

* Bytes : Number of bytes that were sent successfully
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 HTTPD_SOCK_ERR_INVALID : Invalid arguments
e« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_send (httpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

#&1¥: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

ZH
¢ hd —[in] server instance
» sockfd —[in] session socket file descriptor
* buf —[in] buffer with bytes to send
* buf_len [in] data size
» flags —[in] flags for the send() function
PEA ]
* Bytes : The number of bytes sent successfully
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().

$41:: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

S8
¢ hd —[in] server instance
» sock£fd —[in] session socket file descriptor
* buf —[in] buffer with bytes to send
* buf_len [in] data size
» flags —[in] flags for the send() function
B
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_thttpd_register_err handler (httpd_handle_t handle, httpd_err_code_t error,
httpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

B
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e handle [in] HTTP server handle
* error —[in] Error type
* handler_fn —[in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)
B
» ESP_OK : handler registered successfully
e ESP_ERR_INVALID_ARG : invalid error code or server handle

esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)
Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)
{
// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG () ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server
if (httpd_start (&server, &config) == ESP_OK) {
// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
3
// If server failed to start, handle will be NULL
return server;

2H

* config —[in] Configuration for new instance of the server

* handle —[out] Handle to newly created instance of the server. NULL on error
P[]

* ESP_OK : Instance created successfully

* ESP_ERR_INVALID_ARG : Null argument(s)

* ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance

e ESP_ERR_HTTPD_TASK : Failed to launch server task

esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.

Example usage:

// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server
httpd_stop (server);
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%%, handle —[in] Handle to server returned by httpd_start
Bzl

* ESP_OK : Server stopped successfully

* ESP_ERR_INVALID_ARG : Handle argument is Null

esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’ s context.

This API queues a work function for asynchronous execution

$41:: Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

S8

* handle —[in] Handle to server returned by httpd_start

* work —[in] Pointer to the function to be executed in the HTTPD’ s context

* arg —[in] Pointer to the arguments that should be passed to this function
B

¢ ESP_OK : On successfully queueing the work

* ESP_FAIL : Failure in ctrl socket

e ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (hpd_handle_t handle, int sockfd)
Get session context from socket descriptor.
Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’ s send/receive functions may require the context (for example,

for accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.

S

handle —[in] Handle to server returned by httpd_start
sock£d —[in] The socket descriptor for which the context should be extracted.

B

void* : Pointer to the context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_ctx (htpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)
Set session context by socket descriptor.
SH
* handle —[in] Handle to server returned by httpd_start
* sockfd —[in] The socket descriptor for which the context should be extracted.
* ctx —[in] Context object to assign to the session
e free_fn —[in] Function that should be called to free the context
void *httpd_sess_get_transport_ctx (hitpd_handle_t handle, int sockfd)

Get session  ‘transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.
W
httpd_sess_get_ctx()
S8
* handle —[in] Handle to server returned by httpd_start

* sockfd —[in] The socket descriptor for which the context should be extracted.

B
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* void* : Pointer to the transport context associated with this session
e NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_transport_ctx (httpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t
free_fn)

Set session  ‘transport’ context by socket descriptor.

S U

httpd_sess_set_ctx()

SH
* handle —[in] Handle to server returned by httpd_start
* sockfd —[in] The socket descriptor for which the context should be extracted.
* ctx —[in] Transport context object to assign to the session
* free_f£n —[in] Function that should be called to free the transport context

void *httpd_get_global_user_ctx (httpd_handle_t handle)
Get HTTPD global user context (it was set in the server config struct)

%% handle —[in] Handle to server returned by httpd_start
i&In] global user context

void *httpd_get_global_transport_ctx (hitpd_handle_t handle)
Get HTTPD global transport context (it was set in the server config struct)

%%, handle —[in] Handle to server returned by httpd_start
&[] global transport context

esp_err_thttpd_sess_trigger_close (httpd_handle_t handle, int sockfd)
Trigger an httpd session close externally.

£41: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

ZH

* handle —[in] Handle to server returned by httpd_start

* sockfd —[in] The socket descriptor of the session to be closed
B

» ESP_OK : On successfully initiating closure

e ESP_FAIL : Failure to queue work

¢ ESP_ERR_NOT_FOUND : Socket fd not found

e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_update_lru_counter (hitpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

£ 1#: Calling this API is only necessary if the LRU Purge Enable option is enabled.
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ZH
* handle —[in] Handle to server returned by httpd_start
* sockfd-[in] The socket descriptor of the session for which LRU counter is to be updated

B

ESP_OK : Socket found and LRU counter updated
ESP_ERR_NOT_FOUND : Socket not found
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_get_client_1list (httpd_handle_t handle, size_t *fds, int *client_fds)
Returns list of current socket descriptors of active sessions.

$&1k: Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.

S8
* handle —[in] Handle to server returned by httpd_start
» fds [inout] In: Size of provided client_fds array Out: Number of valid client fds re-
turned in client_fds,
* client_£ds [out] Array of client fds
B
* ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array

Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members

int £d

Session socket file descriptor
int data_len
Data length

struct httpd_config
HTTP Server Configuration Structure.

$51:: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority
Priority of FreeRTOS task which runs the server
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size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uint16_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the
server

uint16_t max_open_sockets

Max number of sockets/clients connected at any time

uintl6_tmax_uri_handlers

Maximum allowed uri handlers

uint16_t max_resp_headers

Maximum allowed additional headers in HTTP response

uint16_t backlog_conn

Number of backlog connections

bool 1ru_purge_enable

Purge “Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)

uintl6_t send_wait_timeout

Timeout for send function (in seconds)

void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_f£fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.
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httpd_free_ctx_fn_t global_transport_ctx_free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£n
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.

httpd_close_func_t close_£fn

Custom session closing callback.

Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n
URI matcher function.
Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP

request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher
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Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

int method
The type of HTTP request, -1 if unsupported method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)

size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx

Session Context Pointer

A session context. Contexts are maintained across ‘sessions’ for a given open TCP connection. One
session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.

By default, this is NULL. URI Handlers can set this to any meaningful value.

If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx

Pointer to free context hook
Function to free session context

If the web server’ s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.
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struct httpd_uri
Structure for URI handler.

Public Members

const char *uri

The URI to handle

httpd_method_t method

Method supported by the URI

esp_err_t (*handler)(httpd_req_t *r)

Handler to call for supported request method. This must return ESP_OK, or else the underlying socket

will be closed.

void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTPD_MAX_REQ_HDR_LEN

HTTPD_MAX_URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT

HTTPD_200
HTTP Response 200

HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408
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HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON

HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream

ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC

Result string truncated

ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported

ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef struct httpd_req httpd_req_t
HTTP Request Data Structure.
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typedef struct httpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level send function.

$51:: User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()
function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(htipd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level recv function.

4 1:  User specified recv function must handle errors internally, depending upon the set value of er-
o, and return specific HTTPD_SOCK_ERR_ codes, which will eventually be conveyed as return value of
httpd_req_recv() function

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Param buf [in] buffer with bytes to send

Param buf_len [in] data size

Param flags [in] flags for the send() function

Return
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
 HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level “get pending bytes” function.

$&11:: User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
* Bytes : The number of bytes waiting to be received
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 HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_func_t)(hitpd_req_t *req, hitpd_err_code_t error)
Function prototype for HTTP error handling.

This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is
used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

ik

e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

¢ When invoked, the validity of uri, method, content_lenand user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
* ESP_OK : error handled successful
» ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void *httpd_handle_t
HTTP Server Instance Handle.

Every instance of the server will have a unique handle.

typedef enum http_method httpd_method_t
HTTP Method Type wrapper over “enum http_method” available in “http_parser” library.

typedef void (*httpd_free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free

typedef esp_err_t (*httpd_open_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
¢ ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for closing a session.
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512 I’ s possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config t
HTTP Server Configuration Structure.

$411: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function

Enumerations

enum httpd_err_code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:

enumerator HTTPD_500_INTERNAIL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND
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enumerator HTTPD_405_METHOD_NOT_ALLOWED
enumerator HTTPD_408_REQ_TIMEOUT

enumerator HTTPD_411_LENGTH_REQUIRED

enumerator HTTPD_414_URI_TOO_LONG

enumerator HTTPD_431_REQ HDR_FIELDS_TOO_LARGE

enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_ SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_ SERVER_EVENT_START

This event occurs when HTTP Server is started

enumerator HTTP_SERVER_EVENT_ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_SERVER_EVENT ON_HEADER

Occurs when receiving each header sent from the client

enumerator HTTP_ SERVER_EVENT_HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_SERVER_EVENT_ON_DATA

Occurs when receiving data from the client

enumerator HTTP_SERVER_EVENT SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_ SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped

2.2.10 HTTPS 555
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Header File

» components/esp_https_server/include/esp_https_server.h

Functions
esp_err_t httpd_ssl_start (htpd_handle_t *handle, hitpd_ssl_config_t *config)

Create a SSL capable HTTP server (secure mode may be disabled in config)
SH

* config —[inout] - server config, must not be const. Does not have to stay valid after
calling this function.
* handle —[out] - storage for the server handle, must be a valid pointer

J&IA] success
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esp_err_thttpd_ssl_stop (hitpd_handle_t handle)
Stop the server. Blocks until the server is shut down.
%% handle [in]
B
* ESP_OK: Server stopped successfully

e ESP_ERR_INVALID_ARG: Invalid argument
* ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

struct httpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.

Public Members

httpd_config_t httpd
Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.

const uint8_t *servercert

Server certificate

size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)

size_t cacert_len

CA certificate byte length

const uint§_t *prvtkey_pem
Private key
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size_t prvtkey_len
Private key byte length

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uintl6_t port_secure

Port used when transport mode is secure (default 443)

uintl6_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server

void *ss1_userdata

user data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init
(http_server default config had to be copied for customization)
Notes:

e port is set when starting the server, according to ‘transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
* SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
« Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg_t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.
typedef void esp_https_server_user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config t
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Enumerations

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL_TRANSPORT_SECURE

enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSL_USER_CB_SESS_CLOSE

2.2.11 ICMP Echo

Overview

ICMP (Internet Control Message Protocol) is used for diagnostic or control purposes or generated in response to
errors in IP operations. The common network util ping is implemented based on the ICMP packets with the type
field value of 0, also called Echo Reply.

During a ping session, the source host firstly sends out an ICMP echo request packet and wait for an ICMP echo reply
with specific times. In this way, it also measures the round-trip time for the messages. After receiving a valid ICMP
echo reply, the source host will generate statistics about the IP link layer (e.g. packet loss, elapsed time, etc).

It is common that IoT device needs to check whether a remote server is alive or not. The device should show the
warnings to users when it got offline. It can be achieved by creating a ping session and sending/parsing ICMP echo
packets periodically.

To make this internal procedure much easier for users, ESP-IDF provides some out-of-box APIs.

Create a new ping session To create a ping session, you need to fill in the esp_ping_config_t configuration
structure firstly, specifying target IP address, interval times, and etc. Optionally, you can also register some callback
functions with the esp_ping_callbacks_t structure.

Example method to create a new ping session and register callbacks:

static void test_on_ping_success (esp_ping_handle_t hdl, woid *args)
{
// optionally, get callback arguments
// const char* str = (const char*) args;
// printf ("%s\r\n", str); // "foo"
uint8_t ttl;
uintlé6_t seqno;
uint32_t elapsed_time, recv_len;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &seqno, sizeof (seqno));
esp_ping_get_profile (hdl, ESP_PING_PROF_TTL, &ttl, sizeof(ttl));
esp_ping_get_profile(hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr)) ;
esp_ping_get_profile (hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));
esp_ping_get_profile(hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—~time));

Q)
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printf ("$d bytes from %s icmp_seg=%d ttl=%d time=%d ms\n",
recv_len, inet_ntoa(target_addr.u_addr.ip4), seqgno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, wvoid *args)
{
uintlé6_t seqno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));
esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;
printf ("From %$s icmp_seg=%d timeout\n", inet_ntoa(target_addr.u_addr.ip4),.
—seqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, woid *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));

esp_ping_get_profile(hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

esp_ping_get_profile (hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("%d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping/()

{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));
getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ip4addr (ip_2_1ip4 (&¢target_addr), &addrié);
freeaddrinfo (res);

esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;

ping_config.target_addr = target_addr; // target IP address

ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—pling_stop can stop it

/* set callback functions */
esp_ping_callbacks_t cbs;
cbs.on_ping_success = test_on_ping_success;
cbs.on_ping_timeout = test_on_ping_timeout;

cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—can be NULL

cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;
esp_ping_new_session (&ping_config, &cbs, &ping);
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Start and Stop ping session You can start and stop ping session with the handle returned by
esp_ping_new_session. Note that, the ping session won’ t start automatically after creation. If the ping
session is stopped, and restart again, the sequence number in ICMP packets will recount from zero again.

Delete a ping session If a ping session won’ t be used any more, you can delete it with
esp_ping_delete_session. Please make sure the ping session is in stop state (i.e. you have called
esp_ping_stop before or the ping session has finished all the procedures) when you call this function.

Get runtime statistics As the example code above, you can call esp_ping_get_profile to get different
runtime statistics of ping session in the callback function.

Application Example

ICMP echo example: protocols/icmp_echo

API Reference

Header File

¢ components/Iwip/include/apps/ping/ping_sock.h

Functions
esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,
esp_ping_handle_t *hdl_out)

Create a ping session.

S8
* config —ping configuration
* cbs —a bunch of callback functions invoked by internal ping task
* hdl_out -handle of ping session
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)
* ESP_ERR_NO_MEM: out of memory
e ESP_FAIL: other internal error (e.g. socket error)
* ESP_OK: create ping session successfully, user can take the ping handle to do follow-on
jobs
esp_err_t esp_ping_delete_session (esp_ping handle_t hdl)
Delete a ping session.
%% hdl —handle of ping session
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: delete ping session successfully
esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.
%% hdl —handle of ping session
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: start ping session successfully
esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.

%% hdl —handle of ping session
B
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* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: stop ping session successfully

esp_err_t esp_ping_get_profile (esp_ping handle_t hdl, esp_ping profile_t profile, void *data, uint32_t
size)
Get runtime profile of ping session.
B8
* hdl -handle of ping session
* profile —type of profile

* data —profile data
* size —profile data size
FEA ]
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_ERR_INVALID_SIZE: the actual profile data size doesn’ t match the “size” pa-
rameter
* ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of “ping” callback functions.

Public Members

void *cb_args

arguments for callback functions

void (*on_ping_success)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when receive ICMP echo reply packet timeout.

void (*on_ping_end)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_t
Type of “ping” configuration.

Public Members

uint32_t count

A “ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

Espressif Systems 142 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

uint32_t data_size

Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header

ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface

Netif index, interface=0 means NETIF_NO_ INDEX

Macros
ESP_PING_DEFAULT_CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely

Type Definitions

typedef void *esp_ping_handle_t
Type of “ping” session handle.

Enumerations

enum esp_ping_profile_t

Profile of ping session.

Values:

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure
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enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target

enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet

enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session

2.2.12 mDNS JI}%
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2.2.13 Mbed TLS

Mbed TLS is a C library that implements cryptographic primitives, X.509 certificate manipulation and the SSL/TLS

and DTLS protocols. Its small code footprint makes it suitable for embedded systems.

ik

ESP-IDF uses a fork of Mbed TLS which includes a few patches (related to hardware routines of certain
modules like bignum (MPI) and ECC) over vanilla Mbed TLS.

Mbed TLS supports SSL 3.0 up to TLS 1.3 and DTLS 1.0 to 1.2 communication by providing the following:

TCP/IP communication functions: listen, connect, accept, read/write.
SSL/TLS communication functions: init, handshake, read/write.
X.509 functions: CRT, CRL and key handling

Random number generation

Hashing

Encryption/decryption
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£51:: Mbed TLS is in the process of migrating all the documentation to a single place. In the meantime, users can
find the documentation at the old Mbed TLS site .

Mbed TLS Support in ESP-IDF

Please find the information about the Mbed TLS versions present in different branches of ESP-IDF here.

4112 Please refer the ESP-IDF Migration Guide to migrate from Mbed TLS version 2.x to version 3.0 or greater.

Application Examples

Examples in ESP-IDF use ESP-TLS which provides a simplified API interface for accessing the commonly used TLS
functionality.

Refer to the examples protocols/https_server/simple (Simple HTTPS server) and protocols/https_request (Make
HTTPS requests) for more information.

If the Mbed TLS API is to be used directly, refer to the example protocols/https_mbedtls.

Alternatives

ESP-TLS acts as an abstraction layer over the underlying SSL/TLS library and thus has an option to use Mbed TLS
or wolfSSL as the underlying library. By default, only Mbed TLS is available and used in ESP-IDF whereas wolfSSL
is available publicly at https://github.com/espressif/esp-wolfSSL with the upstream submodule pointer.

Please refer to ESP-TLS: Underlying SSL/TLS Library Options docs for more information on this and comparison of
Mbed TLS and wolfSSL.

Important Config Options

Following is a brief list of important config options accessible at Component Config -> mbedTLS. The full
list of config options can be found here.

e CONFIG_MBEDTLS_SSL_PROTO_TLSI_2: Support for TLS 1.2

¢ CONFIG_MBEDTLS_SSL_PROTO_TLSI_3: Support for TLS 1.3

e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: Support for trusted root certificate bundle (more about this:
ESP x509 Certificate Bundle)

e CONFIG_MBEDTLS_CLIENT _SSL_SESSION_TICKETS: Support for TLS Session Resumption: Client session
tickets

e CONFIG_MBEDTLS_SERVER_SSL_SESSION_TICKETS: Support for TLS Session Resumption: Server session
tickets

* CONFIG_MBEDTLS_HARDWARE_SHA: Support for hardware SHA acceleration

* CONFIG_MBEDTLS_HARDWARE_ECC: Support for hardware ECC acceleration

£41:: Mbed TLS v3.0.0 and later support only TLS 1.2 and TLS 1.3 (SSL 3.0, TLS 1.0, TLS 1.1 and DTLS 1.0 are
not supported). The support for TLS 1.3 is experimental and only supports the client-side. More information about
this can be found out here.
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Performance and Memory Tweaks

Reducing Heap Usage The following table shows typical memory usage with different configs when the proto-
cols/https_request example (with Server Validation enabled) was run with Mbed TLS as the SSL/TLS library.

Mbed TLS | Related Configs Heap

Test Usage
(approx.)

Default NA 42196 B

Enable SSL | CONFIG_MBEDTLS_SSL_VARIABLE_BUFFER_LENGTH 42120 B

Variable Length

Disable Keep | CONFIG_MBEDTLS _SSL_KEEP_PEER CERTIFICATE 38533 B

Peer Certificate

Enable Dy- | CONFIG_MBEDTLS_DYNAMIC_BUFFER CON- | 22013 B

namic TX/RX | FIG_MBEDTLS_DYNAMIC_FREE_CONFIG_DATA CON-

Buffer FIG_MBEDTLS_DYNAMIC_FREE_CA_CERT

£47:: These values are subject to change with change in configuration options and versions of Mbed TLS.

Reducing Binary Size Under Component Config —> mbedTLS, there are multiple Mbed TLS features
which are enabled by default but can be disabled if not needed to save code size. More information can be about this

can be found in Minimizing Binary Size docs.

1 AP EB53 1) 7 BACRS A7 ESP-IDF 7R {715 H 1Y protocols H T .
2.2.14 1P M2 MY

P LRI (ML F) BSCRIAERES M APLET .

2.3 W% API

2.3.1 BT COMMON
BT GENERIC DEFINES
API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_bt_defs.h

Structures

struct esp_bt_uuid_t
UUID type.
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Public Members

uintl6_t len
UUID length, 16bit, 32bit or 128bit

uintl6_t uuidlé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[ESP_UUID_LEN_128]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UuID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)

ESP_BT_STATUS_BASE_FOR_HCI_ERR

ESP_BT_OCTET16_LEN

ESP_BT_OCTET8_LEN

ESP_DEFAULT_GATT_IF
Default GATT interface id.

ESP_BLE_PRIM_ADV_INT MIN

Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM_ADV_INT MAX

Maximum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_CONN_INT MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT_MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h
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ESP_BLE_CONN_PARAM UNDEF

ESP_BLE_SCAN_PARAM UNDEF

ESP_BLE_IS_VALID_PARAM (X, min, max)
Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN_ 32

ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_BLE_ENC_KEY_ MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY_ MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &

response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.

ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

Type Definitions

typedef uint8_t esp_bt_octet16_t[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]

typedef uint8_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bd_addr_t[ESP_BD_ADDR_LEN]

Bluetooth device address.
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typedef uint8_t esp_ble_key mask_t

Enumerations

enum esp_bt_status_t

Status Return Value.

Values:

enumerator ESP_BT_STATUS_SUCCESS

enumerator ESP_BT_STATUS_FAIL

enumerator ESP_BT_STATUS_NOT READY

enumerator ESP_BT_STATUS_NOMEM

enumerator ESP_BT_STATUS_BUSY

enumerator ESP_BT_STATUS_DONE

enumerator ESP_BT_STATUS_UNSUPPORTED

enumerator ESP_BT_STATUS_PARM_ INVALID

enumerator ESP_BT_STATUS_UNHANDLED

enumerator ESP_BT_STATUS_AUTH_FAILURE

enumerator ESP_BT_STATUS_RMT_DEV_DOWN

enumerator ESP_BT_STATUS_AUTH_REJECTED

enumerator ESP_BT_STATUS_INVALID_STATIC_RAND_ADDR

enumerator ESP_BT_STATUS_PENDING

enumerator ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_PARAM OUT_OF _RANGE

enumerator ESP_BT_STATUS_TIMEOUT

enumerator ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED
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enumerator ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_ FMT

enumerator ESP_BT_STATUS_MEMORY_ FULL

enumerator ESP_BT_STATUS_EIR_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SUCCESS

enumerator ESP_BT_STATUS_HCI_PENDING

enumerator ESP_BT_STATUS_HCI_ILLEGAL_COMMAND

enumerator ESP_BT_STATUS_HCI_NO_CONNECTION

enumerator ESP_BT_STATUS_HCI_HW_FAILURE

enumerator ESP_BT_STATUS_HCI_PAGE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_AUTH_FAILURE

enumerator ESP_BT_STATUS_HCI_KEY MISSING

enumerator ESP_BT_STATUS_HCI_MEMORY_ FULL

enumerator ESP_BT_STATUS_HCI_CONNECTION_TOUT

enumerator ESP_BT_STATUS_HCI_MAX_NUM OF_CONNECTIONS

enumerator ESP_BT_STATUS_HCI_MAX NUM_ OF_SCOS

enumerator ESP_BT_STATUS_HCI_CONNECTION_EXISTS

enumerator ESP_BT_STATUS_HCI_COMMAND_DISALLOWED

enumerator ESP_BT_STATUS_HCI_HOST_ REJECT_RESOURCES

enumerator ESP_BT_STATUS_HCI_HOST REJECT_SECURITY

enumerator ESP_BT_STATUS_HCI_HOST REJECT_DEVICE

enumerator ESP_BT_STATUS_HCI_HOST_TIMEOUT

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_VALUE

enumerator ESP_BT_STATUS_HCI_ILLEGAL_PARAMETER_FMT
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enumerator ESP_BT_STATUS_HCI_PEER_USER

enumerator ESP_BT_STATUS_HCI_PEER_LOW_RESOURCES

enumerator ESP_BT_STATUS_HCI_PEER_POWER_OFF

enumerator ESP_BT_STATUS_HCI_CONN_CAUSE_LOCAL_HOST

enumerator ESP_BT_STATUS_HCI_REPEATED_ ATTEMPTS

enumerator ESP_BT_STATUS_HCI_PAIRING_NOT_ ALLOWED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_LMP_PDU

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_REM_FEATURE

enumerator ESP_BT_STATUS_HCI_SCO_OFFSET_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_INTERVAL_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_AIR_MODE

enumerator ESP_BT_STATUS_HCI_INVALID_ LMP_PARAM

enumerator ESP_BT_STATUS_HCI_UNSPECIFIED

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_LMP_PARAMETERS

enumerator ESP_BT_STATUS_HCI_ROLE_CHANGE_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_LMP_RESPONSE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_LMP_ERR_TRANS_COLLISION

enumerator ESP_BT_STATUS_HCI_LMP_PDU_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_ENCRY_ MODE_NOT_ ACCEPTABLE

enumerator ESP_BT_STATUS_HCI_UNIT_ KEY_USED

enumerator ESP_BT_STATUS_HCI_QOS_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSTANT_ PASSED

enumerator ESP_BT_STATUS_HCI_PAIRING_WITH_UNIT_KEY NOT_ SUPPORTED
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enumerator ESP_BT_STATUS_HCI_DIFF_TRANSACTION_COLLISION

enumerator ESP_BT_STATUS_HCI_UNDEFINED_O0x2B

enumerator ESP_BT_STATUS_HCI_QOS_UNACCEPTABLE_PARAM

enumerator ESP_BT_STATUS_HCI_QOS_REJECTED

enumerator ESP_BT_STATUS_HCI_CHAN_CLASSIF_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSUFFCIENT_SECURITY

enumerator ESP_BT_STATUS_HCI_PARAM OUT_OF_RANGE

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x31

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_PENDING

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x33

enumerator ESP_BT_STATUS_HCI_RESERVED_SLOT_VIOLATION

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_FAILED

enumerator ESP_BT_STATUS_HCI_INQ RSP_DATA_ TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SIMPLE_PAIRING_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_HOST_BUSY PAIRING

enumerator ESP_BT_STATUS_HCI_REJ_NO_SUITABLE_CHANNEL

enumerator ESP_BT_STATUS_HCI_CONTROLLER_BUSY

enumerator ESP_BT_STATUS_HCI_UNACCEPT_ CONN_INTERVAL

enumerator ESP_BT_STATUS_HCI_DIRECTED_ADVERTISING_TIMEOUT

enumerator ESP_BT_STATUS_HCI_CONN_TOUT DUE_TO_MIC_FAILURE

enumerator ESP_BT_STATUS_HCI_CONN_FAILED_ESTABLISHMENT

enumerator ESP_BT_STATUS_HCI_MAC_CONNECTION_FAILED
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enum esp_bt_dev_type_t
Bluetooth device type.

Values:

enumerator ESP_BT _DEVICE_TYPE_BREDR

enumerator ESP_BT_DEVICE_TYPE_BLE

enumerator ESP_BT_DEVICE_TYPE_DUMO

enum esp_ble_addr_type_t
BLE device address type.

Values:

enumerator BLE_ ADDR_TYPE_PUBLIC

enumerator BLE_ ADDR_TYPE_RANDOM

enumerator BLE_ADDR_TYPE_RPA_PUBLIC

enumerator BLE_ ADDR_TYPE_RPA_RANDOM

enum esp_ble_wl_addr_type_t
white list address type

Values:

enumerator BLE_WL_ADDR_TYPE_PUBLIC

enumerator BLE_WL_ADDR_TYPE_RANDOM

BT MAIN API

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_main.h

Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)

Get bluetooth stack status.
J& 8] Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init().
$EA |
e ESP_OK : Succeed
e Other : Failed
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esp_err_t esp_bluedroid_disable (void)
Disable bluetooth, must prior to esp_bluedroid_deinit().

R
e ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_init (void)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.

S|
e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_deinit (void)
Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

py |
e ESP_OK : Succeed
» Other : Failed

Enumerations

enum esp_bluedroid_status_t

Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

enumerator ESP_BLUEDROID_STATUS_UNINITIALIZED

Bluetooth not initialized

enumerator ESP_BLUEDROID_STATUS_INITIALIZED
Bluetooth initialized but not enabled

enumerator ESP_BLUEDROID_STATUS_ENABLED
Bluetooth initialized and enabled

BT DEVICE APIs

Overview Bluetooth device reference APIs.

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_device.h

Functions
const uint8_t *esp_bt_dev_get_address (void)

Get bluetooth device address. Must use after “esp_bluedroid_enable” .

&[] bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled
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esp_err_t esp_bt_dev_set_device_name (const char *name)

Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDR/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

%24 name —[in] : device name to be set
Bl
e ESP_OK : Succeed
* ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit
* ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled
e ESP_FAIL : others

232 BTLE
GAP API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

 This is a SMP security client demo and its tutorial. This demo initiates its security parameters and acts as a
GATT client, which can send a security request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_client
— GATT Security Client Example Walkthrough
* This is a SMP security server demo and its tutorial. This demo initiates its security parameters and acts as a
GATT server, which can send a pair request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_server
— GATT Security Server Example Walkthrough

API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_gap_ble_api.h

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)

This function is called to occur gap event, such as scan result.

%4 callback —[in] callback function
B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_config_adv_data (esp_ble_adv_data_t *adv_data)

This function is called to override the BTA default ADV parameters.

%4 adv_data —[in] Pointer to User defined ADV data structure. This memory space can not
be freed until callback of config_adv_data is received.
B
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)

This function is called to set scan parameters.

%% scan_params —[in] Pointer to User defined scan_params data structure. This memory
space can not be freed until callback of set_scan_params
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B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
%% duration —[in] Keeping the scanning time, the unit is second.
B
* ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.
B
e ESP_OK : success
— other : failed
esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.
%%, adv_params —[in] pointer to User defined adv_params data structure.
B
* ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
B
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.

%% params —[in] - connection update parameters
$EA |

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function sets the static Random Address and Non-Resolvable Private Address for the application.
%% rand_addr —[in] the random address which should be setting
Bl
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.
Bl
» ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_config_local_privacy (bool privacy_enable)

Enable/disable privacy on the local device.

%%, privacy_enable [in] - enable/disable privacy on remote device.
Rl

¢ ESP_OK : success

¢ other : failed

esp_err_t esp_ble_gap_config_local_icon (uintl6_ticon)

set local gap appearance icon

%%, icon —[in] - External appearance value, these values are defined by the Bluetooth SIG,
please refer to https://www.bluetooth.com/specifications/assigned-numbers/
&)
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)

Add or remove device from white list.

ZH
* add_remove —[in] the value is true if added the ble device to the white list, and false
remove to the white list.
e remote_bda —[in] the remote device address add/remove from the white list.
* wl_addr_type [in] whitelist address type
P[]
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.
S|
e ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)
Get the whitelist size in the controller.

%4 length —[out] the white list length.
FEA ]

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t min_conn_int,
uint16_t max_conn_int, uint16_t slave_latency,
uint16_t supervision_tout)

This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

S8
* bd_addr —[in] BD address of the peripheral
* min_conn_int —[in] minimum preferred connection interval
* max_conn_int —[in] maximum preferred connection interval
* slave_latency —[in] preferred slave latency
* supervision_tout —[in] preferred supervision timeout
B
e ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_set_device_name (const char *name)

Set device name to the local device.

%% name —{in] - device name.
Rl

¢ ESP_OK : success

¢ other : failed

esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t *addr_type)

This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.
BH
* local_used_addr —[in] - current local used ble address (six bytes)
* addr_type —[in] - ble address type
#&n] - ESP_OK : success
* other : failed

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)
This function is called to get ADV data for a specific type.
S
* adv_data —[in] - pointer of ADV data which to be resolved
* type —[in] - finding ADV data type
* length —[out] - return the length of ADV data not including type
&[] pointer of ADV data

esp_err_t esp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.
BH

* raw_data —[in] : raw advertising data

* raw_data_len —[in] : raw advertising data length , less than 31 bytes
B

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_config_scan_rsp_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw scan response data. User need to fill scan response data by self.
S8

* raw_data —[in] : raw scan response data

* raw_data_1len [in] : raw scan response data length , less than 31 bytes
Bl

» ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)

This function is called to read the RSSI of remote device. The address of link policy results are returned in the
gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.

¥ remote_addr —[in] : The remote connection device address.
$EA |

¢ ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_add_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type, esp_duplicate_info_t
device_info)

This function is called to add a device info into the duplicate scan exceptional list.

S
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* type —[in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADYV , device_info is invalid.

e device_info —[in] the device information.

P[]
e ESP_OK : success
« other : failed

esp_err_t esp_ble_gap_remove_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type,
esp_duplicate_info_t
device_info)

This function is called to remove a device info from the duplicate scan exceptional list.

2H
* type —[in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADYV , device_info is invalid.
e device_info —[in] the device information.
P[]
e ESP_OK : success
« other : failed

esp_err_t esp_ble_gap_clean_duplicate_scan_exceptional_list (esp_duplicate_scan_exceptional_list_type_t
list_type)
This function is called to clean the duplicate scan exceptional list. This API will delete all device information
in the duplicate scan exceptional list.

%% list_type —[in] duplicate scan exceptional list type, the value can be one or more of
esp_duplicate_scan_exceptional_list_type_t.
izl
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_security_param (esp_ble_sm_param_t param_type, void *value, uint8_t
len)

Set a GAP security parameter value. Overrides the default value.

Secure connection is highly recommended to avoid some major
vulnerabilities like 'Impersonation in the Pin Pairing Protocol'
(CVE-2020-26555) and 'Authentication of the LE Legacy Pairing
Protocol'.

To accept only “secure connection mode’, it is necessary do as.

—following:
1. Set bit "ESP_LE_AUTH_REQ_SC_ONLY  ( param_type  1is
"ESP_BLE_SM_AUTHEN_REQ_MODE'), bit "ESP_LE_AUTH_BOND  and bit
"ESP_LE_AUTH_REQ_MITM' is optional as required.
2. Set to 'ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE  ( param_

—~type® 1is
"ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH").

ZH

* param_type [in] : the type of the param which to be set
* value —[in] : the param value
e len —[in] : the length of the param value

#&n] - ESP_OK : success

Espressif Systems 159 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

 other : failed

esp_err_t esp_ble_gap_security_rsp (esp_bd_addr_t bd_addr, bool accept)
Grant security request access.

BH

* bd_addr —[in] : BD address of the peer

* accept [in] : accept the security request or not
&A] - ESP_OK : success

* other : failed

esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act_t sec_act)
Set a gap parameter value. Use this function to change the default GAP parameter values.

B8
* bd_addr —[in] : the address of the peer device need to encryption
* sec_act [in] : This is the security action to indicate what kind of BLE security level
is required for the BLE link if the BLE is supported
&a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)
Reply the key value to the peer device in the legacy connection stage.

S

* bd_addr —[in] : BD address of the peer

* accept [in] : passkey entry successful or declined.

* passkey —[in] : passkey value, must be a 6 digit number, can be lead by O.
#&n] - ESP_OK : success

e other : failed

esp_err_t esp_ble_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the confirm value to the peer device in the secure connection stage.
S8
* bd_addr [in] : BD address of the peer device
* accept —[in] : numbers to compare are the same or different.
J&M| - ESP_OK : success
* other : failed
esp_err_t esp_ble_remove_bond_device (esp_bd_addr_t bd_addr)
Removes a device from the security database list of peer device. It manages unpairing event while connected.
%% bd_addr [in] : BD address of the peer device
&A] - ESP_OK : success
* other : failed
int esp_ble_get_bond_device_num (void)
Get the device number from the security database list of peer device. It will return the device bonded number

immediately.

J&[H] - >= 0 : bonded devices number.
e ESP_FAIL : failed

esp_err_t esp_ble_get_bond_device_list (int *dev_num, esp_ble_bond_dev_t *dev_list)
Get the device from the security database list of peer device. It will return the device bonded information

immediately.

B8
* dev_num —[inout] Indicate the dev_list array(buffer) size as input. If dev_num is large
enough, it means the actual number as output. Suggest that dev_num value equal to
esp_ble_get_bond_device_num().

Espressif Systems 160 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

* dev_1list —[out] an array(buffer) of esp_ble_bond_dev_t type. Use for storing
the bonded devices address. The dev_list should be allocated by who call this API.
#&m] - ESP_OK : success
e other : failed

esp_err_t esp_ble_oob_req_reply (esp_bd_addr_t bd_addr, uint8_t *TK, uint8_t len)
This function is called to provide the OOB data for SMP in response to ESP_GAP_BLE_OOB_REQ_EVT.

BH
* bd_addr —[in] BD address of the peer device.
* TK —[in] Temporary Key value, the TK value shall be a 128-bit random number
* len —[in] length of temporary key, should always be 128-bit
J&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_disconnect (esp_bd_addr_t remote_device)
This function is to disconnect the physical connection of the peer device gattc may have multiple virtual GATT
server connections when multiple app_id registered. esp_ble_gattc_close (esp_gatt_if_t gattc_if, uint16_t
conn_id) only close one virtual GATT server connection. if there exist other virtual GATT server connec-
tions, it does not disconnect the physical connection. esp_ble_gap_disconnect(esp_bd_addr_t remote_device)
disconnect the physical connection directly.

%% remote_device —[in] : BD address of the peer device
jJRM| - ESP_OK : success
e other : failed

esp_err_t esp_ble_get_current_conn_params (esp_bd_addr_t bd_addr, esp_gap_conn_params_t
*conn_params)

This function is called to read the connection parameters information of the device.

SH

* bd_addr —[in] BD address of the peer device.

* conn_params —[out] the connection parameters information
jJ&RM| - ESP_OK : success

e other : failed

esp_err_t esp_gap_ble_set_channels (esp_gap_ble_channels channels)
BLE set channels.

%% channels —[in] : The n th such field (in the range 0 to 36) contains the value for the link
layer channel index n. 0 means channel n is bad. 1 means channel n is unknown. The most
significant bits are reserved and shall be set to 0. At least one channel shall be marked as
unknown.

&A] - ESP_OK : success

e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* other : failed

esp_err_t esp_gap_ble_set_authorization (esp_bd_addr_t bd_addr, bool authorize)
This function is called to authorized a link after Authentication(MITM protection)

ZH
* bd_addr —[in] BD address of the peer device.
¢ authorize —[out] Authorized the link or not.
&n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_read_phy (esp_bd_addr_t bd_addr)
This function is used to read the current transmitter PHY and receiver PHY on the connection identified by

remote address.

%% bd_addr [in] : BD address of the peer device
jJRM| - ESP_OK : success
 other : failed
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esp_err_t esp_ble_gap_set_preferred_default_phy (esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask)

This function is used to allows the Host to specify its preferred values for the transmitter PHY and receiver
PHY to be used for all subsequent connections over the LE transport.

S
* tx_phy_mask [in]: indicates the transmitter PHY s that the Host prefers the Controller
to use
* rx_phy_mask —[in] : indicates the receiver PHYSs that the Host prefers the Controller
to use

jJRM - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_set_preferred_phy (esp_bd_addr_t bd_addr, esp_ble_gap_all_phys_t
all_phys_mask, esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask,
esp_ble_gap_prefer_phy_options_t phy_options)
This function is used to set the PHY preferences for the connection identified by the remote address. The

Controller might not be able to make the change (e.g. because the peer does not support the requested PHY)
or may decide that the current PHY is preferable.

ZH
* bd_addr [in] : remote address
* all_phys_mask —[in] : a bit field that allows the Host to specify
* tx_phy_mask —[in] : a bit field that indicates the transmitter PHY's that the Host prefers
the Controller to use
* rx_phy_mask —[in] : a bit field that indicates the receiver PHYSs that the Host prefers
the Controller to use
* phy_ options —[in] : a bit field that allows the Host to specify options for PHYs
&a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_set_rand_addr (uint8_t instance, esp_bd_addr_t rand_addr)

This function is used by the Host to set the random device address specified by the Random_Address parameter.

SH
* instance —[in] : Used to identify an advertising set
* rand_addr —[in] : Random Device Address

#&n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_set_params (uint8_t instance, const esp_ble_gap_ext_adv_params_t
%
params)

This function is used by the Host to set the advertising parameters.

B8
* instance —[in] : identifies the advertising set whose parameters are being configured.
* params —[in] : advertising parameters

&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config ext_adv_data_raw (uint8_t instance, uint16_t length, const uint8_t
*data)

This function is used to set the data used in advertising PDUs that have a data field.

S8
* instance —[in] : identifies the advertising set whose data are being configured
* length [in] : data length
e data —[in] : data information
&a] - ESP_OK : success
* other : failed
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esp_err_t esp_ble_gap_config_ext_scan_rsp_data_raw (uint8_t instance, uint16_t length, const
uint8_t *scan_rsp_data)

This function is used to provide scan response data used in scanning response PDUs.

S8
* instance —[in]: identifies the advertising set whose response data are being configured.
* length —[in] : responsedata length
* scan_rsp_data —[in] : response data information
&a] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_start (uint8_t num_adv, const esp_ble_gap_ext_adv_t *ext_adv)

This function is used to request the Controller to enable one or more advertising sets using the advertising sets
identified by the instance parameter.

S
* num_adv —[in] : Number of advertising sets to enable or disable
* ext_adv —[in] : adv parameters

&A] - ESP_OK : success
« other : failed

esp_err_t esp_ble_gap_ext_adv_stop (uint§_t num_adv, const uint8_t *ext_adv_inst)

This function is used to request the Controller to disable one or more advertising sets using the advertising sets
identified by the instance parameter.

2H
* num_adv —[in] : Number of advertising sets to enable or disable
* ext_adv_inst —[in] : ext adv instance

B n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_set_remove (uint8_t instance)
This function is used to remove an advertising set from the Controller.
%%, instance —[in] : Used to identify an advertising set
&a] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_ext_adv_set_clear (void)
This function is used to remove all existing advertising sets from the Controller.

#&a] - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_periodic_adv_set_params (uint8_t instance, const
esp_ble_gap_periodic_adv_params_t *params)
This function is used by the Host to set the parameters for periodic advertising.

SH

* instance —[in] : identifies the advertising set whose periodic advertising parameters
are being configured.

* params —[in] : periodic adv parameters

&n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config periodic_adv_data_raw (uint8_t instance, uint16_t length, const
uint8_t *data)

This function is used to set the data used in periodic advertising PDUs.

S8
* instance —[in] : identifies the advertising set whose periodic advertising parameters
are being configured.
* length [in] : the length of periodic data
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* data [in] : periodic data information
&a] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_periodic_adv_start (uint8_t instance)
This function is used to request the Controller to enable the periodic advertising for the advertising set specified.
%%, instance [in] : Used to identify an advertising set
J&a] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_periodic_adv_stop (uint8_t instance)
This function is used to request the Controller to disable the periodic advertising for the advertising set specified.
%4 instance —[in] : Used to identify an advertising set
#’&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_ext_scan_params (const esp_ble_ext_scan_params_t *params)
This function is used to set the extended scan parameters to be used on the advertising channels.
%%, params —[in] : scan parameters
&a] - ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_start_ext_scan (uint32_t duration, uint16_t period)
This function is used to enable scanning.
S
e duration —[in] : Scan duration
e period —[in] : Time interval from when the Controller started its last Scan Duration
until it begins the subsequent Scan Duration.
jJ&RM| - ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_stop_ext_scan (void)
This function is used to disable scanning.

jJRM| - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_periodic_adv_create_sync (const esp_ble_gap_periodic_adv_sync_params_t
*params)
This function is used to synchronize with periodic advertising from an advertiser and begin receiving periodic
advertising packets.

%4 params —[in] : sync parameters
&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_periodic_adv_sync_cancel (void)
This function is used to cancel the LE_Periodic_Advertising_Create_Sync command while it is pending.
&[] - ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_periodic_adv_sync_terminate (uintl6_t sync_handle)
This function is used to stop reception of the periodic advertising identified by the Sync Handle parameter.
%%, sync_handle —[in] : identify the periodic advertiser

jJRIMA| - ESP_OK : success
¢ other : failed
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esp_err_t esp_ble_gap_periodic_adv_add_dev_to_list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to add a single device to the Periodic Advertiser list stored in the Controller.

S8
* addr_type —[in] : address type
e addr [in] : Device Address
* sid —[in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_remove_dev_from_list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to remove one device from the list of Periodic Advertisers stored in the Controller.
Removals from the Periodic Advertisers List take effect immediately.

SH
* addr_type —[in] : address type
e addr [in] : Device Address
e sid —[in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
#&n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_clear_dev (void)

This function is used to remove all devices from the list of Periodic Advertisers in the Controller.

&A] - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_prefer_ ext_connect_params_set (esp_bd_addr_t addr,
esp_ble_gap_phy_mask_t phy_mask,
const esp_ble_gap_conn_params_t
*phy_1m_conn_params, const
esp_ble_gap_conn_params_t
*phy_2m_conn_params, const
esp_ble_gap_conn_params_t
*phy_coded_conn_params)

This function is used to set aux connection parameters.

S
* addr [in] : device address
* phy_mask —[in] : indicates the PHY(s) on which the advertising packets should be re-
ceived on the primary advertising channel and the PHY's for which connection parameters
have been specified.
* phy_ 1m_conn_params —[in] : Scan connectable advertisements on the LE 1M PHY.
Connection parameters for the LE 1M PHY are provided.
* phy_2m_conn_params -[in] : Connection parameters for the LE 2M PHY are pro-
vided.
* phy_coded_conn_params —[in] : Scan connectable advertisements on the LE
Coded PHY. Connection parameters for the LE Coded PHY are provided.
j&n] - ESP_OK : success
* other : failed

Unions

union esp_ble_key_value_t

#include <esp_gap_ble_api.h> union type of the security key value
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Public Members

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

esp_ble_lenc_keys_t lenc_key
local encryption reproduction keys LTK = = d1(ER,DIV,0)

esp_ble_lcsrk_keys 1esrk_key
local device CSRK = d1(ER,DIV,1)

union esp_ble_sec_t

#include <esp_gap_ble_api.h> union associated with ble security

Public Members

esp_ble_sec_key_notif_t key_notif

passkey notification

esp_ble_sec_req_tble_req
BLE SMP related request

esp_ble_key_t ble_key
BLE SMP keys used when pairing

esp_ble_local_id_keys_t ble_id_keys
BLE IR event

esp_ble_auth_cmpl_t auth_cmpl

Authentication complete indication.

union esp_ble_gap_cb_param_t

#include <esp_gap_ble_api.h> Gap callback parameters union.

Public Members

struct esp_ble_gap_cb_param_t::ble_adv_data_cmpl_evt_param adv_data_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_cmpl_evt_param scan_rsp_data_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

Espressif Systems 166 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

struct esp_ble_gap_cb_param_t::ble_scan_param_cmpl_evt_param scan_param_cmpl
Event parameter of ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_result_evt_param scan_rst
Event parameter of ESP_GAP_BLE_SCAN_RESULT_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_raw_cmpl_evt_param adv_data_raw_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_raw_cmpl_evt_param scan_rsp_data_raw_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_start_cmpl_evt_param adv_start_cmpl
Event parameter of ESP_GAP_BLE_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_start_cmpl_evt_param scan_start_cmpl
Event parameter of ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

esp_ble_sec_tble_security

ble gap security union type

struct esp_ble_gap_cb_param_t::ble_scan_stop_cmpl_evt_param scan_stop_cmpl
Event parameter of ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_stop_cmpl_evt_param adv_stop_cmpl
Event parameter of ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_rand_cmpl_evt_param set_rand_addr_cmpl
Event parameter of ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

struct esp_ble_gap_cb_param_t::ble_update_conn_params_evt_param update_conn_params
Event parameter of ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

struct esp_ble_gap_cb_param_t::ble_pkt_data_length_cmpl_evt_param pkt_data_length_cmpl
Event parameter of ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_local_privacy_cmpl_evt_param local_privacy_cmpl
Event parameter of ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_clear_bond_dev_cmpl_evt_param clear_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_get_bond_dev_cmpl_evt_param get_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_read_rssi_cmpl_evt_param read_rssi_cmpl
Event parameter of ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_whitelist_cmpl_evt_param update_whitelist_cmpl
Event parameter of ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_duplicate_exceptional_list_cmpl_evt_param
update_duplicate_exceptional_list_cmpl

Event parameter of ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_channels_evt_param ble_set_channels
Event parameter of ESP_GAP_BLE_SET_CHANNELS_EVT

struct esp_ble_gap_cb_param_t::ble_read_phy_cmpl_evt_param read_phy
Event parameter of ESP_GAP_BLE_READ_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_def_phy_cmpl_evt_param set_perf_def_phy
Event parameter of ESP_GAP_BLE_SET_PREFERRED_DEFAULT_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_phy_cmpl_evt_param set_perf_phy
Event parameter of ESP_GAP_BLE_SET_PREFERRED_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_rand_addr_cmpl_evt_param
ext_adv_set_rand_addr

Event parameter of ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_params_cmpl_evt_param ext_adv_set_params
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_data_set_cmpl_evt_param ext_adv_data_set
Event parameter of ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_scan_rsp_set_cmpl_evt_param scan_rsp_set
Event parameter of ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_start_cmpl_evt_param ext_adv_start
Event parameter of ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_stop_cmpl_evt_param ext_adv_stop
Event parameter of ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_remove_cmpl_evt_param ext_adv_remove
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_clear_cmpl_evt_param ext_adv_clear
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_set_params_cmpl_param peroid_adv_set_params
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_periodic_adv_data_set_cmpl_param period_adv_data_set
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_start_cmpl_param period_adv_start
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_stop_cmpl_param period_adv_stop
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_create_sync_cmpl_param period_adv_create_sync
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_cancel_cmpl_param period_adv_sync_cancel
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_terminate_cmpl_param period_adv_sync_term
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_add_dev_cmpl_param period_adv_add_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_remove_dev_cmpl_param period_adv_remove_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_clear_dev_cmpl_param period_adv_clear_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_ext_scan_params_cmpl_param set_ext_scan_params
Event parameter of ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_start_cmpl_param ext_scan_start
Event parameter of ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_stop_cmpl_param ext_scan_stop
Event parameter of ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_conn_params_set_cmpl_param ext_conn_params_set
Event parameter of ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_terminate_param adv_terminate
Event parameter of ESP_GAP_BLE_ADV_TERMINATED_EVT

struct esp_ble_gap_cb_param_t::ble_scan_req_received_param scan_req_received
Event parameter of ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT

struct esp_ble_gap_cb_param_t::ble_channel_sel_alg_param channel_sel_alg
Event parameter of ESP_GAP_BLE_CHANNEL_SELECT_ALGORITHM_EVT
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struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_lost_param periodic_adv_sync_lost
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_estab_param periodic_adv_sync_estab
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

struct esp_ble_gap_cb_param_t::ble_phy_update_cmpl_param phy_update
Event parameter of ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_report_param ext_adv_report
Event parameter of ESP_GAP_BLE_EXT_ADV_REPORT_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_report_param period_adv_report
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT

struct ble_adv_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set advertising data operation success status

struct ble_adv_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

struct ble_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate adv stop operation success status
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struct ble_adv_terminate_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_TERMINATED_EVT.

Public Members

uint8_t status

Indicate adv terminate status

uint§_t adv_instance

extend advertising handle

uintl6_t conn_idx

connection index

uint§_t completed_event

the number of completed extend advertising events

struct ble_channel_sel_alg_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CHANNEL_SELECT_ALGORITHM_EVT.

Public Members

uint16_t conn_handle

connection handle

uint8_t channel_sel_alg

channel selection algorithm

struct ble_clear_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the clear bond device operation success status

struct ble_ext_adv_data_set_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising data set status

struct ble_ext_adv_report_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_REPORT_EVT.
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Public Members

esp_ble_gap_ext_adv_reprot_t params

extend advertising report parameters

struct ble_ext_adv_scan_rsp_set_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising scan response data set status

struct ble_ext_adv_set_clear_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

struct ble_ext_adv_set_params_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status

struct ble_ext_adv_set_rand_addr_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising random address set status

struct ble_ext_adv_set_remove_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status
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struct ble_ext_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

struct ble_ext_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

struct ble_ext_conn_params_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend connection parameters set status

struct ble_ext_scan_start_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising start status

struct ble_ext_scan_stop_cmpl_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising stop status

struct ble_get_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the get bond device operation success status

uint8_t dev_num

Indicate the get number device in the bond list

esp_ble_bond_dev_t *bond_dev

the pointer to the bond device Structure

struct ble_local_privacy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set local privacy operation success status

struct ble_period_adv_add_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list add status

struct ble_period_adv_clear_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list clean status

struct ble_period_adv_create_sync_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising create sync status

struct ble_period_adv_remove_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate periodic advertising device list remove status

struct ble_period_adv_sync_cancel_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising sync cancel status

struct ble_period_adv_sync_terminate_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising sync terminate status

struct ble_periodic_adv_data_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising data set status

struct ble_periodic_adv_report_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT.

Public Members

esp_ble_gap_periodic_adv_report_t params

periodic advertising report parameters

struct ble_periodic_adv_set_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertisingparameters set status
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struct ble_periodic_adv_start_cmpl_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_START _COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising start status

struct ble_periodic_adv_stop_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising stop status

struct ble_periodic_adv_sync_estab_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT.

Public Members

uint8_t status

periodic advertising sync status

uint16_t sync_handle

periodic advertising sync handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t adv_addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising phy type

uintl6_t period_adv_interval

periodic advertising interval

uint8_t adv_clk_accuracy

periodic advertising clock accuracy

struct ble_periodic_adv_sync_lost_param

#include <esp_gap_ble_api.h> ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT.
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Public Members

uint16_t sync_handle

sync handle

struct ble_phy update_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT.

Public Members

esp_bt_status_t status
phy update status

esp_bd_addr_t bda

address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
X phy type

struct ble_pkt_data_length_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set pkt data length operation success status

esp_ble_pkt_data_length_params_t params
pkt data length value

struct ble_read_phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_READ_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

read phy complete status

esp_bd_addr_t bda
read phy address

esp_ble_gap_phy_t tx_phy
tx phy type
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esp_ble_gap_phy_t rx_phy
rX phy type

struct ble_read_rssi_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the read adv tx power operation success status
int8_t rssi
The ble remote device rssi value, the range is from -127 to 20, the unit is dbm, if the RSSI cannot

be read, the RSSI metric shall be set to 127.

esp_bd_addr_t remote_addr

The remote device address

struct ble_remove_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the remove bond device operation success status

esp_bd_addr_t bd_addr

The device address which has been remove from the bond list

struct ble_scan_param_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set scan param operation success status

struct ble_scan_req_received_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT.

Public Members

uint8_t adv_instance

extend advertising handle
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esp_ble_addr_type_t scan_addr_type

scanner address type

esp_bd_addr_t scan_addr

scanner address

struct ble_scan_result_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RESULT_EVT.

Public Members

esp_gap_search_evt_t search_evt

Search event type

esp_bd_addr_t bda

Bluetooth device address which has been searched

esp_bt_dev_type_t dev_type
Device type

esp_ble_addr_type_t ble_addr_type
Ble device address type

esp_ble_evt_type_t ble_evt_type

Ble scan result event type

int rssi
Searched device’ s RSSI

uint8_t ble_adv[ESP_BLE_ADV_DATA_LEN_MAX +
ESP_BLE_SCAN_RSP_DATA_LEN_MAX]

Received EIR

int flag
Advertising data flag bit

int num_resps

Scan result number

uint8_t adv_data_len
Adv data length

uint8_t scan_rsp_len

Scan response length

uint32_t num_dis

The number of discard packets
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struct ble_scan_rsp_data_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set scan response data operation success status

struct ble_scan_rsp_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_scan_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan start operation success status

struct ble_scan_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan stop operation success status

struct ble_set_channels_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_CHANNELS_EVT.

Public Members

esp_bt_status_t stat
BLE set channel status

struct ble_set_ext_scan_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status

struct ble_set_perf_def_ phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERRED_DEFAULT_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate perf default phy set status

struct ble_set_perf_ phy cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERRED_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate perf phy set status

struct ble_set_rand_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT.

Public Members

esp_bt_status_t status

Indicate set static rand address operation success status

struct ble_update_conn_params_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT.

Public Members

esp_bt_status_t status

Indicate update connection parameters success status

esp_bd_addr_t bda

Bluetooth device address

uintl6_tmin_int

Min connection interval

uint16_t max_int

Max connection interval
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uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t conn_int

Current connection interval

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0xOC80. Mandatory Range: 0x000A to
0x0C80 Time = N * 10 msec

struct ble_update_duplicate_exceptional_list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate update duplicate scan exceptional list operation success status

uint8_t subcode

Define in esp_bt_duplicate_exceptional_subcode_type_t

uintl6_t length
The length of device_info

esp_duplicate_info_t device_info

device information, when subcode is ESP_ BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN,
the value is invalid

struct ble_update_whitelist_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the add or remove whitelist operation success status

esp_ble_wl_operation_t wl_operation

The value is ESP_BLE_WHITELIST_ADD if add address to whitelist operation success,
ESP_BLE_WHITELIST_REMOVE if remove address from the whitelist operation success

Structures

struct esp_ble_adv_params_t

Advertising parameters.
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Public Members

uintl6_t adv_int_min

Minimum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec

uintl6_t adv_int_max

Maximum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec
Advertising max interval

esp_ble_adv_type_t adv_type
Advertising type

esp_ble_addr_type_t own_addr_type

Owner bluetooth device address type

esp_bd_addr_t peer_addr

Peer device bluetooth device address

esp_ble_addr_type_t peer_addr_type

Peer device bluetooth device address type, only support public address type and random address type

esp_ble_adv_channel_t channel_map

Advertising channel map

esp_ble_adv_filter t adv_£filter_policy
Advertising filter policy

struct esp_ble_adv_data_t

Advertising data content, according to “Supplement to the Bluetooth Core Specification” .

Public Members

bool set_scan_rsp

Set this advertising data as scan response or not

bool include_name

Advertising data include device name or not

bool include_txpower

Advertising data include TX power

intmin_interval

Advertising data show slave preferred connection min interval. The connection interval in the following
manner: connlntervalmin = Conn_Interval_Min * 1.25 ms Conn_Interval_Min range: 0x0006 to 0x0C80
Value of OXxFFFF indicates no specific minimum. Values not defined above are reserved for future use.
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intmax_interval

Advertising data show slave preferred connection max interval. The connection interval in the follow-
ing manner: connlntervalmax = Conn_Interval_Max * 1.25 ms Conn_Interval_Max range: 0x0006 to
0x0C80 Conn_Interval_Max shall be equal to or greater than the Conn_Interval_Min. Value of OxFFFF
indicates no specific maximum. Values not defined above are reserved for future use.

int appearance

External appearance of device

uint16_t manufacturer_len

Manufacturer data length

uint8_t *p_manufacturer_data

Manufacturer data point

uintl6_t service_data_len

Service data length

uint8_t *p_service_data

Service data point

uintl6_t service_uuid_len

Service uuid length

uint8_t *p_service_uuid

Service uuid array point

uint8_t flag
Advertising flag of discovery mode, see BLE_ADV_DATA_FLAG detail

struct esp_ble_scan_params_t

Ble scan parameters.

Public Members

esp_ble_scan_type_t scan_type
Scan type

esp_ble_addr_type_t own_addr_type
Owner address type

esp_ble_scan_filter_t scan_filter_policy
Scan filter policy

uintl6_t scan_interval

Scan interval. This is defined as the time interval from when the Controller started its last LE scan until
it begins the subsequent LE scan. Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625
msec Time Range: 2.5 msec to 10.24 seconds
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uint16_t scan_window

Scan window. The duration of the LE scan. LE_Scan_Window shall be less than or equal to
LE_Scan_Interval Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625 msec Time
Range: 2.5 msec to 10240 msec

esp_ble_scan_duplicate_t scan_duplicate

The Scan_Duplicates parameter controls whether the Link Layer should filter out duplicate advertising
reports (BLE_SCAN_DUPLICATE_ENABLE) to the Host, or if the Link Layer should generate ad-
vertising reports for each packet received

struct esp_gap_conn_params_t

connection parameters information

Public Members

uintl6_t interval

connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_conn_update_params_t

Connection update parameters.

Public Members

esp_bd_addr_t bda

Bluetooth device address

uintl6_tmin_int

Min connection interval

uintl6_t max_int

Max connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_pkt_data_length_params_t
BLE pkt date length keys.
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Public Members

uintl6_t rx_len

pkt rx data length value

uintl6_ttx_len
pkt tx data length value

struct esp_ble_penc_keys_t
BLE encryption keys.

Public Members

esp_bt_octetl6_t 1tk
The long term key

esp_bt_octetS_t rand

The random number

uintl6_t ediv

The ediv value

uint8_t sec_level

The security level of the security link

uint8_t key_size

The key size(7~16) of the security link

struct esp_ble_pcsrk_keys_t
BLE CSRK keys.

Public Members

uint32_t counter

The counter

esp_bt_octetl6_t csrk
The csrk key

uint8_t sec_level

The security level

struct esp_ble_pid_keys_t
BLE pid keys.
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Public Members

esp_bt_octetl6_t irk

The irk value

esp_ble_addr_type_t addr_type
The address type

esp_bd_addr_t static_addr

The static address

struct esp_ble_lenc_keys_t

BLE Encryption reproduction keys.

Public Members

esp_bt_octetl6_t 1tk
The long term key

uintl6_t div

The div value

uint8_t key_size

The key size of the security link

uint8_t sec_level

The security level of the security link

struct esp_ble_lcsrk_keys
BLE SRK keys.

Public Members

uint32_t counter

The counter value

uintl6_t div

The div value

uint8_t sec_level

The security level of the security link

esp_bt_octetl6_t csrk

The csrk key value

struct esp_ble_sec_key_notif_t
Structure associated with ESP_KEY_NOTIF_EVT.
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Public Members

esp_bd_addr_t bd_addr

peer address

uint32_t passkey

the numeric value for comparison. If just_works, do not show this number to Ul

struct esp_ble_sec_req_t

Structure of the security request.

Public Members

esp_bd_addr_t bd_addr

peer address

struct esp_ble_bond_key_info_t

struct type of the bond key information value

Public Members

esp_ble_key_mask_t key_mask

the key mask to indicate witch key is present

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

struct esp_ble_bond_dev_t

struct type of the bond device value

Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_bond_key_info_t bond_key

the bond key information

struct esp_ble_key_t

union type of the security key value
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Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_key_type_t key_type
key type of the security link

esp_ble_key_value_t p_key_value

the pointer to the key value

struct esp_ble_local_id_keys_t

structure type of the ble local id keys value

Public Members

esp_bt_octetl6_t ixr
the 16 bits of the ir value

esp_bt_octetl6_t irk
the 16 bits of the ir key value

esp_bt_octetl6_t dhk
the 16 bits of the dh key value

struct esp_ble_auth_cmpl_t
Structure associated with ESP_ AUTH_CMPL_EVT.

Public Members

esp_bd_addr_t bd_addr

BD address peer device.

bool key_present

Valid link key value in key element

esp_link_key key

Link key associated with peer device.

uint8_t key_type
The type of Link Key

bool success
TRUE of authentication succeeded, FALSE if failed.

uint8_t fail_reason

The HCI reason/error code for when success=FALSE
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esp_ble_addr_type_t addr_type

Peer device address type

esp_bt_dev_type_t dev_type
Device type

esp_ble_auth_req_t auth_mode

authentication mode

struct esp_ble_gap_ext_adv_params_t

ext adv parameters

Public Members

esp_ble_ext_adv_type_mask_t type
ext adv type

uint32_t interval_min

ext adv minimum interval

uint32_t interval_max

ext adv maximum interval

esp_ble_adv_channel_t channel_map

ext adv channel map

esp_ble_addr_type_t own_addr_type

ext adv own address type

esp_ble_addr_type_t peer_addr_type

ext adv peer address type

esp_bd_addr_t peer_addr

ext adv peer address

esp_ble_adv_filter t filter_policy
ext adv filter policy

int8_t tx_power

ext adv tx power

esp_ble_gap_pri_phy_t primary_phy
ext adv primary phy

uint8_t max_skip

ext adv maximum skip
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esp_ble_gap_phy_t secondary_phy

ext adv secondary phy

uint8_t sid

ext adv sid

bool scan_req notif

ext adv scan request event notify

struct esp_ble_ext_scan_cfg_t

ext scan config

Public Members

esp_ble_scan_type_t scan_type

ext scan type

uintl6_t scan_interval

ext scan interval

uint16_t scan_window

ext scan window

struct esp_ble_ext_scan_params_t

ext scan parameters

Public Members

esp_ble_addr_type_t own_addr_type

ext scan own address type

esp_ble_scan_filter_t £ilter_policy

ext scan filter policy

esp_ble_scan_duplicate_t scan_duplicate

ext scan duplicate scan

esp_ble_ext_scan_cfg_mask_t c£g_mask

ext scan config mask

esp_ble_ext_scan_cfg_t uncoded_cfg

ext scan uncoded config parameters

esp_ble_ext_scan_cfg_t coded_cfg

ext scan coded config parameters

struct esp_ble_gap_conn_params_t

create extend connection parameters
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Public Members

uintl6_t scan_interval

init scan interval

uint16_t scan_window

init scan window

uintl6_t interval_min

minimum interval

uintl6_t interval_max

maximum interval

uint16_t latency

ext scan type

uintl6_t supervision_timeout

connection supervision timeout

uintl6_tmin_ce_len

minimum ce length

uintl6_tmax_ce_len

maximum ce length

struct esp_ble_gap_ext_adv_t

extend adv enable parameters

Public Members

uint®_t instance

advertising handle

int duration

advertising duration

int max_events

maximum number of extended advertising events

struct esp_ble_gap_periodic_adv_params_t

periodic adv parameters

Public Members

uintl6_t interval_min

periodic advertising minimum interval
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uintl6_t interval_max

periodic advertising maximum interval

uint§_t properties

periodic advertising properties

struct esp_ble_gap_periodic_adv_sync_params_t

periodic adv sync parameters

Public Members

esp_ble_gap_sync_t £ilter_policy

periodic advertising sync filter policy

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t addr_type

periodic advertising address type

esp_bd_addr_t addr

periodic advertising address

uintl6_t skip

the maximum number of periodic advertising events that can be skipped

uintl6_t sync_timeout

synchronization timeout

struct esp_ble_gap_ext_adv_reprot_t

extend adv report parameters

Public Members

esp_ble_gap_adv_type_t event_type

extend advertising type

uint§_t addr_type

extend advertising address type

esp_bd_addr_t addr

extend advertising address

esp_ble_gap_pri_phy_t primary_ phy
extend advertising primary phy
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esp_ble_gap_phy_t secondly_phy

extend advertising secondary phy

uint8_t sid

extend advertising sid

uint8_t tx_power

extend advertising tx power

int8_t rssi

extend advertising rssi

uintl6_t per_adv_interval

periodic advertising interval

uint§_tdir_addr_type
direct address type

esp_bd_addr_t dir_addr

direct address

esp_ble_gap_ext_adv_data_status_t data_status
data type

uint8_t adv_data_len

extend advertising data length

uint8_t adv_data[251]

extend advertising data

struct esp_ble_gap_periodic_adv_report_t

periodic adv report parameters

Public Members

uintl6_t sync_handle

periodic advertising train handle

uint8_t tx_power

periodic advertising tx power

int8_t rssi

periodic advertising rssi

esp_ble_gap_ext_adv_data_status_t data_status

periodic advertising data type
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uint§_t data_length

periodic advertising data length

uint8_t data[251]

periodic advertising data

struct esp_ble_gap_periodic_adv_sync_estab_t

perodic adv sync establish parameters

Public Members

uint8_t status

periodic advertising sync status

uintl6_t sync_handle

periodic advertising train handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising adv phy type

uintl6_t period_adv_interval

periodic advertising interval

uint8_t adv_clk_accuracy

periodic advertising clock accuracy

Macros

ESP_BLE_ADV_FLAG_LIMIT DISC
BLE_ADV_DATA_FLAG data flag bit definition used for advertising data flag.

ESP_BLE_ADV_FLAG_GEN_DISC

ESP_BLE_ADV_FLAG_BREDR_NOT_SPT

ESP_BLE_ADV_FLAG_DMT CONTROLLER_SPT

ESP_BLE_ADV_FLAG_DMT_HOST_SPT
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ESP_BLE_ADV_FLAG_NON_LIMIT DISC

ESP_LE_KEY_NONE
relate to BTM_LE_KEY_xxx in stack/btm_api.h

No encryption key

ESP_LE_KEY_PENC

encryption key, encryption information of peer device

ESP_LE_KEY_PID
identity key of the peer device

ESP_LE_KEY_PCSRK
peer SRK

ESP_LE_KEY_PLK
Link key

ESP_LE_KEY_LLK
peer link key

ESP_LE_KEY_LENC

master role security information:div

ESP_LE_KEY_LID

master device ID key

ESP_LE_KEY_LCSRK
local CSRK has been deliver to peer

ESP_LE_AUTH_NO_BOND
relate to BTM_LE_AUTH_xxx in stack/btm_api.h

0 no bondingv

ESP_LE_AUTH_BOND

1 « 0 device in the bonding with peer

ESP_LE_AUTH_REQ MITM

1 « 2 man in the middle attack

ESP_LE_AUTH_REQ BOND_MITM
0101 banding with man in the middle attack

ESP_LE_AUTH_REQ_ SC_ONLY

1 « 3 secure connection

ESP_LE_AUTH_REQ_SC_BOND

1001 secure connection with band
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ESP_LE_AUTH_REQ_SC_MITM
1100 secure conn with MITM

ESP_LE_AUTH_REQ_SC_MITM_ BOND
1101 SC with MITM and Bonding

ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_DISABLE

authentication disable

ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE

authentication enable

ESP_BLE_OOB_DISABLE
disbale the out of bond

ESP_BLE_OOB_ENABLE

enable the out of bond

ESP_IO_CAP_OUT
relate to BTM_IO_CAP_xxx in stack/btm_api.h

DisplayOnly

ESP_IO_CAP_IO
DisplayYesNo

ESP_IO_CAP_IN
KeyboardOnly

ESP_IO_CAP_NONE
NolnputNoOutput

ESP_IO_CAP_KBDISP
Keyboard display

ESP_BLE_APPEARANCE_UNKNOWN
relate to BTM_BLE_APPEARANCE_UNKNOWN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PHONE
relate to BTM_BLE_APPEARANCE_GENERIC_PHONE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_COMPUTER
relate to BTM_BLE_APPEARANCE_GENERIC_COMPUTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WATCH
relate to BTM_BLE_APPEARANCE_GENERIC_WATCH in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_SPORTS_WATCH
relate to BTM_BLE_APPEARANCE_SPORTS_WATCH in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_GENERIC_CLOCK
relate to BTM_BLE_APPEARANCE_GENERIC_CLOCK in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_DISPLAY
relate to BTM_BLE_APPEARANCE_GENERIC_DISPLAY in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_REMOTE
relate to BTM_BLE_APPEARANCE_GENERIC_REMOTE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_EYEGLASSES
relate to BTM_BLE_APPEARANCE_GENERIC_EYEGLASSES in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_TAG
relate to BTM_BLE_APPEARANCE_GENERIC_TAG in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_KEYRING
relate to BTM_BLE_APPEARANCE_GENERIC_KEYRING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER
relate to BTM_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_THERMOMETER
relate to BTM_BLE_APPEARANCE_GENERIC_THERMOMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_THERMOMETER_EAR
relate to BTM_BLE_APPEARANCE_THERMOMETER_EAR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HEART RATE
relate to BTM_BLE_APPEARANCE_GENERIC_HEART_RATE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HEART_RATE_BELT
relate to BTM_BLE_APPEARANCE_HEART_RATE_BELT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE
relate to BTM_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_BLOOD_PRESSURE_ARM
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_ARM in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HID
relate to BTM_BLE_APPEARANCE_GENERIC_HID in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_HID_KEYBOARD
relate to BTM_BLE_APPEARANCE_HID_KEYBOARD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_MOUSE
relate to BTM_BLE_APPEARANCE_HID_MOUSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_JOYSTICK
relate to BTM_BLE_APPEARANCE_HID_JOYSTICK in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_GAMEPAD
relate to BTM_BLE_APPEARANCE_HID_GAMEPAD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID DIGITIZER_TABLET
relate to BTM_BLE_APPEARANCE_HID_DIGITIZER_TABLET in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_CARD_READER
relate to BTM_BLE_APPEARANCE_HID_CARD_READER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_DIGITAL_PEN
relate to BTM_BLE_APPEARANCE_HID_DIGITAL_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_ BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_HID_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_GLUCOSE
relate to BTM_BLE_APPEARANCE_GENERIC_GLUCOSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WALKING
relate to BTM_BLE_APPEARANCE_GENERIC_WALKING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_IN_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_IN_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_ON_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_HIP
relate to BTM_BLE_APPEARANCE_WALKING_ON_HIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CYCLING
relate to BTM_BLE_APPEARANCE_GENERIC_CYCLING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_COMPUTER
relate to BTM_BLE_APPEARANCE_CYCLING_COMPUTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_CYCLING_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_CADENCE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_POWER
relate to BTM_BLE_APPEARANCE_CYCLING_POWER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED_CADENCE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER
relate to BTM_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_WRIST
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WEIGHT
relate to BTM_BLE_APPEARANCE_GENERIC_WEIGHT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE

relate to BTM_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_POWERED_WHEELCHAIR
relate to BTM_BLE_APPEARANCE_POWERED_WHEELCHAIR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_MOBILITY_SCOOTER
relate to BTM_BLE_APPEARANCE_MOBILITY_SCOOTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR

relate to BTM_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_INSULIN_PUMP
relate to BTM_BLE_APPEARANCE_GENERIC_INSULIN_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP
relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMP
relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_ PEN
relate to BTM_BLE_APPEARANCE_INSULIN_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY

relate to BTM_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS
relate to BTM_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV in
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV in
stack/btm_ble_api.h

ESP_GAP_BLE_CHANNELS_LEN
channel length

ESP_GAP_BLE_ADD WHITELIST COMPLETE_EVT

This is the old name, just for backwards compatibility.

ESP_BLE_ADV_DATA_LEN_MAX

Advertising data maximum length.

ESP_BLE_SCAN_RSP_DATA_LEN_MAX

Scan response data maximum length.

BLE_BIT (n)

ESP_BLE_GAP_SET_EXT_ADV_PROP_NONCONN_NONSCANNABLE_UNDIRECTED

Non-Connectable and Non-Scannable Undirected advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_CONNECTABLE

Connectable advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_SCANNABLE

Scannable advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_DIRECTED

Directed advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_HD_DIRECTED
High Duty Cycle Directed Connectable advertising (<= 3.75 ms Advertising Interval)

ESP_BLE_GAP_SET EXT_ADV_PROP_LEGACY
Use legacy advertising PDUs
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ESP_BLE_GAP_SET_ EXT_ ADV_PROP_ANON_ADV

Omit advertiser’ s address from all PDUs ( “anonymous advertising” )

ESP_BLE_GAP_SET_EXT_ADV_PROP_INCLUDE_TX_PWR
Include TxPower in the extended header of the advertising PDU

ESP_BLE_GAP_SET_ EXT_ADV_PROP_MASK

Reserved for future use If extended advertising PDU types are being used (bit 4 = 0) then: The advertisement
shall not be both connectable and scannable. High duty cycle directed connectable advertising (<= 3.75 ms
advertising interval) shall not be used (bit 3 = 0) ADV_IND

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_IND
ADV_DIRECT_IND (low duty cycle)

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_LD_DIR
ADV_DIRECT_IND (high duty cycle)

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_HD_DIR
ADV_SCAN_IND

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_SCAN
ADV_NONCONN_IND

ESP_BLE_GAP_SET_ EXT_ADV_PROP_LEGACY_NONCONN

ESP_BLE_GAP_PHY 1M
Secondery Advertisement PHY is LEIM

ESP_BLE_GAP_PHY 2M
Secondery Advertisement PHY is LE2M

ESP_BLE_GAP_PHY CODED
Secondery Advertisement PHY is LE Coded

ESP_BLE_GAP_NO_PREFER_TRANSMIT_PHY
No Prefer TX PHY supported by controller

ESP_BLE_GAP_NO_PREFER_RECEIVE_PHY
No Prefer RX PHY supported by controller

ESP_BLE_GAP_PRI_PHY_ 1M
Primary phy only support 1M and LE coded phy.

Primary Phy is LEIM

ESP_BLE_GAP_PRI_PHY_ CODED
Primary Phy is LE CODED

ESP_BLE_GAP_PHY 1M _PREF_MASK
The Host prefers use the LEIM transmitter or reciever PHY
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ESP_BLE_GAP_PHY 2M PREF_MASK
The Host prefers use the LE2M transmitter or reciever PHY

ESP_BLE_GAP_PHY_ CODED_PREF_MASK
The Host prefers use the LE CODED transmitter or reciever PHY

ESP_BLE_GAP_PHY OPTIONS_NO_PREF
The Host has no preferred coding when transmitting on the LE Coded PHY

ESP_BLE_GAP_PHY OPTIONS_PREF_S2_CODING
The Host prefers that S=2 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_PHY OPTIONS_PREF_S8_CODING
The Host prefers that S=8 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_EXT_SCAN_CFG_UNCODE_MASK
Scan Advertisements on the LEIM PHY

ESP_BLE_GAP_EXT_SCAN_CFG_CODE_MASK
Scan advertisements on the LE coded PHY

ESP_BLE_GAP_EXT_ADV_DATA_COMPLETE
Advertising data.

extended advertising data compete

ESP_BLE_GAP_EXT ADV_DATA_INCOMPLETE

extended advertising data incomplete

ESP_BLE_GAP_EXT ADV_DATA_TRUNCATED

extended advertising data truncated mode

ESP_BLE_GAP_SYNC_POLICY_BY_ADV_INFO
Advertising SYNC policy.

sync policy by advertising info

ESP_BLE_GAP_SYNC_POLICY BY PERIODIC_LIST

periodic advertising sync policy

ESP_BLE_ADV_REPORT_EXT_ADV_IND

Advertising report.

advertising report with extended advertising indication type

ESP_BLE_ADV_REPORT EXT_SCAN_IND

advertising report with extended scan indication type

ESP_BLE_ADV_REPORT EXT_DIRECT_ADV

advertising report with extended direct advertising indication type
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ESP_BLE_ADV_REPORT_EXT_ SCAN_RSP

advertising report with extended scan response indication type Bluetooth 5.0, Vol 2, Part E, 7.7.65.13

ESP_BLE_LEGACY_ADV_TYPE_IND

advertising report with legacy advertising indication type

ESP_BLE_LEGACY_ADV_TYPE_DIRECT_ IND

advertising report with legacy direct indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_IND

advertising report with legacy scan indication type

ESP_BLE_LEGACY_ADV_TYPE_NONCON_IND

advertising report with legacy non connectable indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_IND

advertising report with legacy scan response indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_SCAN_IND

advertising report with legacy advertising with scan response indication type

EXT_ADV_TX_PWR_NO_PREFERENCE
Extend advertising tx power, range: [-127, +126] dBm.

host has no preference for tx power

Type Definitions

typedef uint8_t esp_ble_key_type_t

typedef uint8_t esp_ble_auth_req t

combination of the above bit pattern

typedef uint8_t esp_ble_io_cap_t

combination of the io capability

typedef uint8_t esp_gap_ble_channels[ESP_GAP_BLE_CHANNELS_LEN]

typedef uint8_t esp_duplicate_info_t[ESP_BD_ADDR_LEN]

typedef uint16_t esp_ble_ext_adv_type_mask_t

typedef uint8_t esp_ble_gap_phy_t

typedef uint8_t esp_ble_gap_all_phys_t

typedef uint8_t esp_ble_gap_pri_phy_t

typedef uint8_t esp_ble_gap_phy_mask_t
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typedef uint16_t esp_ble_gap_prefer_ phy_options_t

typedef uint8_t esp_ble_ext_scan_cfg mask_t

typedef uint8_t esp_ble_gap_ext_adv_data_status_t

typedef uint8_t esp_ble_gap_sync_t

typedef uint8_t esp_ble_gap_adv_type_t

typedef void (*esp_gap_ble_cb_t)(esp_gap_ble_cb_event_t event, esp_ble_gap_cb_param_t *param)

GAP callback function type.

Param event : Event type
Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gap_ble_cb_event_t
GAP BLE callback event type.

Values:

enumerator ESP_GAP_BLE_ADV_DATA_SET COMPLETE_EVT

When advertising data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

When scan response data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

When scan parameters set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RESULT EVT

When one scan result ready, the event comes each time

enumerator ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

When raw advertising data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

When raw advertising data set complete, the event comes

enumerator ESP_GAP_BLE_ADV_START COMPLETE_EVT

When start advertising complete, the event comes

enumerator ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

When start scan complete, the event comes

enumerator ESP_GAP_BLE_AUTH_CMPL_EVT

Authentication complete indication.
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enumerator ESP_GAP_BLE_KEY_EVT
BLE key event for peer device keys

enumerator ESP_GAP_BLE_SEC_REQ_EVT
BLE security request

enumerator ESP_GAP_BLE_PASSKEY NOTIF_EVT

passkey notification event

enumerator ESP_GAP_BLE_PASSKEY_ REQ_ EVT

passkey request event

enumerator ESP_GAP_BLE_OOB_REQ_EVT
OOB request event

enumerator ESP_GAP_BLE_LOCAL_IR_EVT
BLE local IR (identity Root 128-bit random static value used to generate Long Term Key) event

enumerator ESP_GAP_BLE_LOCAL_ER_EVT
BLE local ER (Encryption Root vakue used to genrate identity resolving key) event

enumerator ESP_GAP_BLE_NC_REQ_EVT

Numeric Comparison request event

enumerator ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

When stop adv complete, the event comes

enumerator ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

When stop scan complete, the event comes

enumerator ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

When set the static rand address complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

When update connection parameters complete, the event comes

enumerator ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

When set pkt length complete, the event comes

enumerator ESP_GAP_BLE_SET_LOCAL_PRIVACY COMPLETE_EVT

When Enable/disable privacy on the local device complete, the event comes

enumerator ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

When remove the bond device complete, the event comes

enumerator ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

When clear the bond device clear complete, the event comes
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enumerator ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

When get the bond device list complete, the event comes

enumerator ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

When read the rssi complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_WHITELIST COMPLETE_EVT

When add or remove whitelist complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

When update duplicate exceptional list complete, the event comes

enumerator ESP_GAP_BLE_SET_CHANNELS_EVT

When setting BLE channels complete, the event comes

enumerator ESP_GAP_BLE_READ_PHY COMPLETE_EVT

when reading phy complete, this event comes

enumerator ESP_GAP_BLE_SET PREFERRED_DEFAULT_PHY COMPLETE_EVT

when preferred default phy complete, this event comes

enumerator ESP_GAP_BLE_SET PREFERRED_PHY COMPLETE_EVT

when preferred phy complete , this event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET RAND_ADDR_COMPLETE_EVT

when extended set random address complete, the event comes

enumerator ESP_GAP_BLE_EXT ADV_SET PARAMS_COMPLETE_EVT

when extended advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

when extended advertising data complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

when extended scan response data complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_START COMPLETE_EVT

when extended advertising start complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT

when extended advertising stop complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET REMOVE_COMPLETE_EVT

when extended advertising set remove complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET CLEAR_COMPLETE_EVT

when extended advertising set clear complete, the event comes
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enumerator ESP_GAP_BLE_PERIODIC_ADV_SET_ PARAMS_COMPLETE_EVT

when periodic advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

when periodic advertising data complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_START COMPLETE_EVT

when periodic advertising start complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

when periodic advertising stop complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

when periodic advertising create sync complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT

when extended advertising sync cancel complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

when extended advertising sync terminate complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

when extended advertising add device complete , the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

when extended advertising remove device complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

when extended advertising clear device, the event comes

enumerator ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

when extended scan parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

when extended scan start complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

when extended scan stop complete, the event comes

enumerator ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT

when extended prefer connection parameter set complete, the event comes

enumerator ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT

when ble phy update complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_REPORT_EVT

when extended advertising report complete, the event comes
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enumerator ESP_GAP_BLE_SCAN_TIMEOUT_EVT

when scan timeout complete, the event comes

enumerator ESP_GAP_BLE_ADV_TERMINATED_EVT

when advertising terminate data complete, the event comes

enumerator ESP_GAP_BLE_SCAN_REQ RECEIVED_EVT

when scan req received complete, the event comes

enumerator ESP_GAP_BLE_CHANNEL_SELECT_ALGORITHM_EVT

when channel select algorithm complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REPORT_ EVT

when periodic report advertising complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST EVT

when periodic advertising sync lost complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

when periodic advertising sync establish complete, the event comes

enumerator ESP_GAP_BLE_EVT MAX

when maximum advertising event complete, the event comes

enum esp_ble_adv_data_type
The type of advertising data(not adv_type)

Values:

enumerator ESP_BLE_AD_TYPE_FLAG

enumerator ESP_BLE_AD_TYPE_16SRV_PART

enumerator ESP_BLE_AD_TYPE_16SRV_CMPL

enumerator ESP_BLE_AD_TYPE_32SRV_PART

enumerator ESP_BLE_AD_TYPE_32SRV_CMPL

enumerator ESP_BLE_AD_TYPE_128SRV_PART

enumerator ESP_BLE_AD_TYPE_128SRV_CMPL

enumerator ESP_BLE_AD_TYPE_NAME_SHORT

enumerator ESP_BLE_AD_TYPE_NAME_CMPL

enumerator ESP_BLE_AD_TYPE_TX_PWR
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enumerator ESP_BLE_AD_TYPE_DEV_CLASS

enumerator ESP_BLE_AD_TYPE_SM_TK

enumerator ESP_BLE_AD_TYPE_SM OOB_FLAG

enumerator ESP_BLE_AD_TYPE_INT_RANGE

enumerator ESP_BLE_AD_TYPE_SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_128SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_PUBLIC_TARGET

enumerator ESP_BLE_AD_TYPE_RANDOM_TARGET

enumerator ESP_BLE_AD_TYPE_APPEARANCE

enumerator ESP_BLE_AD_TYPE_ADV_INT

enumerator ESP_BLE_AD_TYPE_LE_DEV_ADDR

enumerator ESP_BLE_AD_TYPE_LE_ROLE

enumerator ESP_BLE_AD_TYPE_SPAIR_C256

enumerator ESP_BLE_AD_TYPE_SPAIR_R256

enumerator ESP_BLE_AD_TYPE_32SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_32SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_128SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_LE_SECURE_CONFIRM

enumerator ESP_BLE_AD_TYPE_LE_SECURE_RANDOM

enumerator ESP_BLE_AD_TYPE_URI

enumerator ESP_BLE_AD_TYPE_INDOOR_POSITION

enumerator ESP_BLE_AD_TYPE_TRANS_DISC_DATA

Espressif Systems 210 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

enumerator ESP_BLE_AD_TYPE_LE_SUPPORT_FEATURE

enumerator ESP_BLE_AD_TYPE_CHAN_ MAP_UPDATE

enumerator ESP_BLE_AD_MANUFACTURER_SPECIFIC_TYPE

enum esp_ble_adv_type_t

Advertising mode.

Values:

enumerator ADV_TYPE__IND

enumerator ADV_TYPE_DIRECT_IND_HIGH

enumerator ADV_TYPE_SCAN_IND

enumerator ADV_TYPE_NONCONN_IND

enumerator ADV_TYPE_DIRECT_IND_LOW

enum esp_ble_adv_channel_t

Advertising channel mask.

Values:

enumerator ADV_CHNL_37

enumerator ADV_CHNL_38

enumerator ADV_CHNL_39

enumerator ADV_CHNL_ALL

enum esp_ble_adv_filter_t

Values:

enumerator ADV_FILTER_ALLOW_SCAN_ANY_ CON_ANY

Allow both scan and connection requests from anyone.

enumerator ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

Allow both scan req from White List devices only and connection req from anyone.

enumerator ADV_FILTER_ALLOW_SCAN_ANY CON_WLST

Allow both scan req from anyone and connection req from White List devices only.

enumerator ADV_FILTER_ALLOW_SCAN_ WLST_CON_WLST

Allow scan and connection requests from White List devices only.
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enum esp_ble_sec_act_t

Values:

enumerator ESP_BLE_SEC_ENCRYPT

relate to BTA_DM_BLE_SEC_ENCRYPT in bta/bta_api.h. If the device has already bonded, the stack
will used Long Term Key (LTK) to encrypt with the remote device directly. Else if the device hasn’ t
bonded, the stack will used the default authentication request used the esp_ble_gap_set_security_param
function set by the user.

enumerator ESP_BLE_SEC_ENCRYPT_NO_MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_NO_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) Whether the authentication request has been met,
and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote device.
Else if the device hasn’ t been bonded, the stack will use NO MITM authentication request in the current
link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enumerator ESP_BLE_SEC_ENCRYPT MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) whether the authentication request has been
met, and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote
device. Else if the device hasn’ t been bonded, the stack will use MITM authentication request in the
current link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enum esp_ble_sm_param_t

Values:

enumerator ESP_BLE_SM_PASSKEY

Authentication requirements of local device

enumerator ESP_BLE_SM_AUTHEN_REQ_MODE
The 10 capability of local device

enumerator ESP_BLE_SM_IOCAP_MODE

Initiator Key Distribution/Generation

enumerator ESP_BLE_SM_SET_INIT KEY

Responder Key Distribution/Generation

enumerator ESP_BLE_SM_SET_RSP_KEY

Maximum Encryption key size to support

enumerator ESP_BLE_SM_MAX_KEY_SIZE

Minimum Encryption key size requirement from Peer

enumerator ESP_BLE_SM_MIN_KEY_SIZE
Set static Passkey

enumerator ESP_BLE_SM_SET_STATIC_PASSKEY
Reset static Passkey
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enumerator ESP_BLE_SM_CLEAR_STATIC_PASSKEY
Accept only specified SMP Authentication requirement

enumerator ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH
Enable/Disable OOB support

enumerator ESP_BLE_SM_OOB_SUPPORT
Appl encryption key size

enumerator ESP_BLE_APP_ENC_KEY_SIZE

authentication max param

enumerator ESP_BLE_SM_MAX PARAM

enum esp_ble_scan_type_t

Ble scan type.

Values:

enumerator BLE_SCAN_TYPE_PASSIVE

Passive scan

enumerator BLE_ SCAN_TYPE_ACTIVE

Active scan

enum esp_ble_scan_filter_t

Ble scan filter type.

Values:

enumerator BLE_SCAN_FILTER_ALLOW_ALL
Accept all :

i. advertisement packets except directed advertising packets not addressed to this device (default).

enumerator BLE_SCAN_FILTER_ALLOW_ONLY_WLST
Accept only :

i. advertisement packets from devices where the advertiser’ s address is in the White list.
ii. Directed advertising packets which are not addressed for this device shall be ignored.

enumerator BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
Accept all :

i. undirected advertisement packets, and
ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.

enumerator BLE_SCAN_FILTER_ALLOW_WLIST_RPA_DIR
Accept all :
i. advertisement packets from devices where the advertiser’ s address is in the White list, and

ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.
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enum esp_ble_scan_duplicate_t

Ble scan duplicate type.

Values:

enumerator BLE_ SCAN_DUPLICATE_DISABLE

the Link Layer should generate advertising reports to the host for each packet received

enumerator BLE_SCAN_DUPLICATE_ENABLE
the Link Layer should filter out duplicate advertising reports to the Host

enumerator BLE_SCAN_DUPLICATE_MAX
0x02 —OxFF, Reserved for future use

enum esp_gap_search_evt_t
Sub Event of ESP_GAP_BLE_SCAN_RESULT_EVT.

Values:

enumerator ESP_GAP_SEARCH_INQ RES_EVT

Inquiry result for a peer device.

enumerator ESP_GAP_SEARCH_INQ CMPL_EVT

Inquiry complete.

enumerator ESP_GAP_SEARCH_DISC_RES_EVT

Discovery result for a peer device.

enumerator ESP_GAP_SEARCH_DISC_BLE_RES_EVT

Discovery result for BLE GATT based service on a peer device.

enumerator ESP_GAP_SEARCH_DISC_CMPL_EVT

Discovery complete.

enumerator ESP_GAP_SEARCH_DI_DISC_CMPL_EVT

Discovery complete.

enumerator ESP_GAP_SEARCH_SEARCH_CANCEL_CMPL_EVT

Search cancelled

enumerator ESP_GAP_SEARCH_INQ_ DISCARD_NUM_ EVT
The number of pkt discarded by flow control

enum esp_ble_evt_type_t

Ble scan result event type, to indicate the result is scan response or advertising data or other.

Values:

enumerator ESP_BLE_EVT_CONN_ADV
Connectable undirected advertising (ADV_IND)
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enumerator ESP_BLE_EVT_CONN_DIR_ADV
Connectable directed advertising (ADV_DIRECT_IND)

enumerator ESP_BLE_EVT_DISC_ADV
Scannable undirected advertising (ADV_SCAN_IND)

enumerator ESP_BLE_EVT_NON_CONN_ADV
Non connectable undirected advertising (ADV_NONCONN_IND)

enumerator ESP_BLE_EVT_SCAN_RSP
Scan Response (SCAN_RSP)

enum esp_ble_wl_operation_t

Values:

enumerator ESP_ BLE_WHITELIST REMOVE

remove mac from whitelist

enumerator ESP_BLE_WHITELIST ADD
add address to whitelist

enum esp_bt_duplicate_exceptional_subcode_type_t

Values:

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_ADD

Add device info into duplicate scan exceptional list

enumerator ESP_ BLE_DUPLICATE_EXCEPTIONAL_LIST_REMOVE

Remove device info from duplicate scan exceptional list

enumerator ESP_ BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN

Clean duplicate scan exceptional list

enum esp_ble_duplicate_exceptional_info_type_t

Values:

enumerator ESP_BLE_DUPLICATE_SCAN EXCEPTIONAL_INFO_ADV_ADDR
BLE advertising address , device info will be added into ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_INFO_MESH_LINK_ID

BLE mesh link ID, it is for BLE mesh, device info will be added into
ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_BEACON_TYPE
BLE mesh beacon AD type, the format is | Len | 0x2B | Beacon Type | Beacon Data |

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROV_SRV_ADV
BLE mesh provisioning service uuid, the format is | 0x02 | 0xO1 | flags | 0x03 | 0x03 | 0x1827 [ ---. I

Espressif Systems 215 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROXY_ SRV_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1828 | ---. [

enum esp_duplicate_scan_exceptional_list_type_t

Values:

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

duplicate scan exceptional addr list

enumerator ESP_BLE_DUPLICATE_SCAN EXCEPTIONAL_MESH_LINK_ID_LIST

duplicate scan exceptional mesh link ID list

enumerator ESP_BLE_DUPLICATE_SCAN EXCEPTIONAL_MESH_BEACON_TYPE_LIST

duplicate scan exceptional mesh beacon type list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ MESH_PROV_SRV_ADV_LIST

duplicate scan exceptional mesh adv with provisioning service uuid

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_PROXY_SRV_ADV_LIST

duplicate scan exceptional mesh adv with provisioning service uuid
enumerator ESP_BLE_DUPLICATE_SCAN EXCEPTIONAL_ALI_LIST
duplicate scan exceptional all list
GATT DEFINES
API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_gatt_defs.h

Unions

union esp_gatt_rsp_t

#include <esp_gatt_defs.h> GATT remote read request response type.

Public Members

esp_gatt_value_t attr_value

Gatt attribute structure

uintl6_t handle
Gatt attribute handle

Structures

struct esp_gatt_id_t

Gatt id, include uuid and instance id.
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Public Members

esp_bt_uuid_t uuid
UuID

uint8_t inst_id

Instance id

struct esp_gatt_srvec_id_t

Gatt service id, include id (uuid and instance id) and primary flag.

Public Members

esp_gatt_id_t id

Gatt id, include uuid and instance

bool is_primary

This service is primary or not

struct esp_attr_desc_t

Attribute description (used to create database)

Public Members

uintl6_t uuid_length
UUID length

uint8_t *uuid_p
UUID value

uint16_t perm

Attribute permission

uint16_t max_length

Maximum length of the element

uint16_t length

Current length of the element

uint8_t *value

Element value array

struct esp_attr_control_t

attribute auto response flag
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Public Members

uint8_t auto_rsp

if auto_rsp set to ESP_GATT_RSP_BY_APP, means the response of Write/Read operation will by
replied by application. if auto_rsp set to ESP_GATT_AUTO_RSP, means the response of Write/Read
operation will be replied by GATT stack automatically.

struct esp_gatts_attr_db_t
attribute type added to the gatt server database

Public Members

esp_attr_control_t attr_control

The attribute control type

esp_attr_desc_t att_desc
The attribute type

struct esp_attr_value_t

set the attribute value type

Public Members

uintl6_t attr_max_len

attribute max value length

uintl6_t attr_len

attribute current value length

uint8_t *attr_value

the pointer to attribute value

struct esp_gatts_incl_svc_desc_t

Gatt include service entry element.

Public Members

uintl6_t start_hdl

Gatt start handle value of included service

uint16_t end_hdl

Gatt end handle value of included service

uintl6_t uuid
Gatt attribute value UUID of included service

struct esp_gatts_incll128_svc_desc_t

Gatt include 128 bit service entry element.
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Public Members

uintl6_t start_hdl

Gatt start handle value of included 128 bit service

uint16_t end_hdl

Gatt end handle value of included 128 bit service

struct esp_gatt_value_t

Gatt attribute value.

Public Members

uint8_t value[ESP_GATT_MAX_ATTR_LEN]

Gatt attribute value

uintl6_t handle
Gatt attribute handle

uintl6_t offset

Gatt attribute value offset

uintl6_t 1len

Gatt attribute value length

uint8_t auth_req

Gatt authentication request

struct esp_gatt_conn_params_t

Connection parameters information.

Public Members

uintl6_t interval

connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_gattc_multi_t

read multiple attribute
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Public Members
uint8_t num_attr

The number of the attribute

uint16_t handles[ESP_GATT_MAX_READ_MULTI_HANDLES]
The handles list

struct esp_gattc_db_elem_t

data base attribute element

Public Members

esp_gatt_db_attr_type_t type
The attribute type

uintl6_t attribute_handle
The attribute handle, it’ s valid for all of the type

uintl6_t start_handle

The service start handle, it’ s valid only when the type = ESP_GATT_DB_PRIMARY_SERVICE or
ESP_GATT_DB_SECONDARY_SERVICE

uint16_t end_handle

The service end handle, it’ s valid only when the type = ESP_GATT_DB_PRIMARY_SERVICE or
ESP_GATT_DB_SECONDARY_SERVICE

esp_gatt_char_prop_t properties
The characteristic properties, it” s valid only when the type = ESP_GATT_DB_CHARACTERISTIC

esp_bt_uuid_t uuid
The attribute uuid, it’ s valid for all of the type

struct esp_gattc_service_elem_t

service element

Public Members

bool is_primary

The service flag, true if the service is primary service, else is secondary service

uintl6_t start_handle

The start handle of the service

uint16_t end_handle

The end handle of the service
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esp_bt_uuid_t uuid

The uuid of the service

struct esp_gattc_char_elem_t

characteristic element

Public Members

uintl6_t char_handle

The characteristic handle

esp_gatt_char_prop_t properties

The characteristic properties

esp_bt_uuid_t vuid

The characteristic uuid

struct esp_gattc_descr_elem_t

descriptor element

Public Members

uintl6_t handle

The characteristic descriptor handle

esp_bt_uuid_t uuid

The characteristic descriptor uuid

struct esp_gattc_incl_svc_elem_t

include service element

Public Members

uintl6_t handle

The include service current attribute handle

uintl6_t incl_srve_s_handle

The start handle of the service which has been included

uintl6_t incl_srvc_e_handle

The end handle of the service which has been included

esp_bt_uuid_t uvuid

The include service uuid
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Macros

ESP_GATT_UUID_IMMEDIATE_ALERT_SVC
All “ESP_GATT_UUID_xxx” is attribute types

ESP_GATT_UUID_LINK_LOSS_SVC

ESP_GATT_UUID_TX_POWER_SVC

ESP_GATT_UUID_CURRENT_TIME_SVC

ESP_GATT_UUID_REF_TIME_UPDATE_SVC

ESP_GATT_UUID_NEXT_DST_CHANGE_SVC

ESP_GATT_UUID_GLUCOSE_SVC

ESP_GATT_UUID_HEALTH_THERMOM_SVC

ESP_GATT_UUID_DEVICE_INFO_SVC

ESP_GATT_UUID_HEART_ RATE_SVC

ESP_GATT_UUID_PHONE_ALERT_ STATUS_SVC

ESP_GATT_UUID_BATTERY_ SERVICE_SVC

ESP_GATT_UUID_BLOOD_PRESSURE_SVC

ESP_GATT_UUID_ALERT_NTF_SVC

ESP_GATT_UUID_HID_SVC

ESP_GATT_UUID_SCAN_ PARAMETERS_SVC

ESP_GATT_UUID_RUNNING_SPEED_CADENCE_SVC

ESP_GATT_UUID_Automation_IO_SVC

ESP_GATT_UUID_CYCLING_SPEED_CADENCE_SVC

ESP_GATT_UUID_CYCLING_POWER_SVC

ESP_GATT_UUID_LOCATION_AND NAVIGATION_SVC

ESP_GATT_UUID_ENVIRONMENTAL_SENSING_SVC
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ESP_GATT_UUID_BODY_COMPOSITION

ESP_GATT_UUID_USER_DATA_SVC

ESP_GATT_UUID_WEIGHT SCALE_SVC

ESP_GATT_UUID_BOND_MANAGEMENT SVC

ESP_GATT_UUID_CONT_GLUCOSE_MONITOR_SVC

ESP_GATT_UUID_PRI_SERVICE

ESP_GATT_UUID_SEC_SERVICE

ESP_GATT_UUID_INCLUDE_SERVICE

ESP_GATT_UUID_CHAR_DECLARE

ESP_GATT_UUID_CHAR_EXT_PROP

ESP_GATT_UUID_CHAR_DESCRIPTION

ESP_GATT_UUID_CHAR_CLIENT CONFIG

ESP_GATT_UUID_CHAR_SRVR_CONFIG

ESP_GATT_UUID_CHAR_PRESENT_FORMAT

ESP_GATT_UUID_CHAR_AGG_FORMAT

ESP_GATT_UUID_CHAR_VALID_RANGE

ESP_GATT_UUID_EXT_RPT_REF_DESCR

ESP_GATT_UUID_RPT_ REF_DESCR

ESP_GATT_UUID_NUM DIGITALS_DESCR

ESP_GATT_UUID_VALUE_TRIGGER_DESCR

ESP_GATT_UUID_ENV_SENSING_CONFIG_DESCR

ESP_GATT_UUID_ENV_SENSING_MEASUREMENT_DESCR

ESP_GATT_UUID_ENV_SENSING_TRIGGER_DESCR
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ESP_GATT_UUID_TIME_TRIGGER_DESCR

ESP_GATT_UUID_GAP_DEVICE_NAME

ESP_GATT_UUID_GAP_ICON

ESP_GATT_UUID_GAP_PREF_CONN_PARAM

ESP_GATT_UUID_GAP_CENTRAL_ADDR_RESOL

ESP_GATT_UUID_GATT_SRV_CHGD

ESP_GATT_UUID_ALERT_LEVEL

ESP_GATT_UUID_TX_POWER_LEVEL

ESP_GATT_UUID_CURRENT TIME

ESP_GATT_UUID_LOCAL_TIME_INFO

ESP_GATT_UUID_REF_TIME_INFO

ESP_GATT_UUID_NW_STATUS

ESP_GATT_UUID_NW_TRIGGER

ESP_GATT_UUID_ALERT_STATUS

ESP_GATT_UUID_RINGER_CP

ESP_GATT_UUID_RINGER_SETTING

ESP_GATT_UUID_GM_MEASUREMENT

ESP_GATT_UUID_GM_CONTEXT

ESP_GATT_UUID_GM_CONTROL_POINT

ESP_GATT_UUID_GM_FEATURE

ESP_GATT_UUID_SYSTEM ID

ESP_GATT_UUID_MODEL_NUMBER_STR

ESP_GATT_UUID_SERIAL_NUMBER_STR
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ESP_GATT_UUID_FW_VERSION_STR

ESP_GATT_UUID_HW_VERSION_STR

ESP_GATT_UUID_SW_VERSION_STR

ESP_GATT_UUID_MANU_NAME

ESP_GATT_UUID_IEEE_DATA

ESP_GATT_UUID_PNP_ID

ESP_GATT_UUID_HID_ INFORMATION

ESP_GATT_UUID_HID_ REPORT_MAP

ESP_GATT_UUID_HID_CONTROL_POINT

ESP_GATT_UUID_HID_ REPORT

ESP_GATT_UUID_HID_PROTO_MODE

ESP_GATT_UUID_HID_BT_KB_INPUT

ESP_GATT_UUID_HID_BT_ KB_OUTPUT

ESP_GATT_UUID_HID_BT MOUSE_INPUT

ESP_GATT_HEART RATE_MEAS

Heart Rate Measurement.

ESP_GATT_BODY_SENSOR_LOCATION

Body Sensor Location.

ESP_GATT_ HEART RATE_CNTL_POINT
Heart Rate Control Point.

ESP_GATT_UUID_BATTERY_LEVEL

ESP_GATT_UUID_SC_CONTROL_POINT

ESP_GATT_UUID_SENSOR_LOCATION

ESP_GATT_UUID_RSC_MEASUREMENT

ESP_GATT_UUID_RSC_FEATURE
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ESP_GATT_UUID_CSC_MEASUREMENT

ESP_GATT_UUID_CSC_FEATURE

ESP_GATT_UUID_SCAN_INT_ WINDOW

ESP_GATT_UUID_SCAN_ REFRESH

ESP_GATT_ILLEGAL_UUID
GATT INVALID UUID.

ESP_GATT_ILLEGAL_HANDLE
GATT INVALID HANDLE.

ESP_GATT_ATTR_HANDLE_MAX
GATT attribute max handle.

ESP_GATT_MAX_READ_ MULTI_HANDLES

ESP_GATT_PERM_ READ

Attribute permissions.

ESP_GATT_PERM READ_ENCRYPTED

ESP_GATT_PERM_READ_ENC_MITM

ESP_GATT_PERM_WRITE

ESP_GATT_PERM WRITE_ENCRYPTED

ESP_GATT_PERM WRITE_ENC_MITM

ESP_GATT_PERM WRITE_SIGNED

ESP_GATT_PERM_WRITE_SIGNED_ MITM

ESP_GATT_PERM READ_AUTHORIZATION

ESP_GATT_PERM WRITE_AUTHORIZATION

ESP_GATT_PERM ENCRYPT_KEY_ SIZE (keysize)

ESP_GATT_CHAR_PROP_BIT BROADCAST

ESP_GATT_CHAR_PROP_BIT_READ
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ESP_GATT_CHAR_PROP_BIT WRITE_NR

ESP_GATT_CHAR_PROP_BIT_WRITE

ESP_GATT_CHAR_PROP_BIT NOTIFY

ESP_GATT_CHAR_PROP_BIT_INDICATE

ESP_GATT_CHAR_PROP_BIT AUTH

ESP_GATT_CHAR_PROP_BIT_ EXT PROP

ESP_GATT_MAX_ ATTR_LEN
GATT maximum attribute length.

ESP_GATT_RSP_BY_ APP

ESP_GATT_AUTO_RSP

ESP_GATT_IF_NONE

If callback report gattc_if/gatts_if as this macro, means this event is not correspond to any app

Type Definitions

typedef uint16_t esp_gatt_perm_t

typedef uint8_t esp_gatt_char_prop_t

typedef uint8_t esp_gatt_if_t
Gatt interface type, different application on GATT client use different gatt_if

Enumerations
enum esp_gatt_prep_write_type
Attribute write data type from the client.

Values:

enumerator ESP_GATT PREP_WRITE_CANCEL

Prepare write cancel

enumerator ESP_GATT_PREP_WRITE_EXEC

Prepare write execute

enum esp_gatt_status_t

GATT success code and error codes.

Values:

Espressif Systems 227 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

enumerator ESP_GATT_OK

enumerator ESP_GATT_INVALID HANDLE

enumerator ESP_GATT_READ_NOT_PERMIT

enumerator ESP_GATT_WRITE_NOT_PERMIT

enumerator ESP_GATT_INVALID_PDU

enumerator ESP_GATT_INSUF_AUTHENTICATION

enumerator ESP_GATT_REQ_ NOT_SUPPORTED

enumerator ESP_GATT_INVALID_OFFSET

enumerator ESP_GATT_INSUF_AUTHORIZATION

enumerator ESP_GATT_PREPARE_Q FULL

enumerator ESP_GATT_NOT_FOUND

enumerator ESP_GATT_NOT_LONG

enumerator ESP_GATT_INSUF_KEY_SIZE

enumerator ESP_GATT _INVALID_ATTR_LEN

enumerator ESP_GATT_ERR_UNLIKELY

enumerator ESP_GATT_INSUF_ENCRYPTION

enumerator ESP_GATT_UNSUPPORT_GRP_TYPE

enumerator ESP_GATT_INSUF_RESOURCE

enumerator ESP_GATT_NO_RESOURCES

enumerator ESP_GATT_INTERNAL_ERROR

enumerator ESP_GATT_WRONG_STATE

enumerator ESP_GATT DB_FULL

enumerator ESP_GATT_BUSY
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enumerator ESP_GATT_ERROR

enumerator ESP_GATT_CMD_STARTED

enumerator ESP_GATT_ILLEGAL_PARAMETER

enumerator ESP_GATT_PENDING

enumerator ESP_GATT AUTH_FAIL

enumerator ESP_GATT_MORE

enumerator ESP_GATT_INVALID_CFG

enumerator ESP_GATT_SERVICE_STARTED

enumerator ESP_GATT_ENCRYPTED_MITM

enumerator ESP_GATT_ENCRYPTED_NO_MITM

enumerator ESP_GATT_NOT_ENCRYPTED

enumerator ESP_GATT_CONGESTED

enumerator ESP_GATT_DUP_REG

enumerator ESP_GATT_ALREADY_ OPEN

enumerator ESP_GATT_CANCEL

enumerator ESP_GATT_STACK_RSP

enumerator ESP_GATT_APP_RSP

enumerator ESP_GATT_UNKNOWN_ERROR

enumerator ESP_GATT_CCC_CFG_ERR

enumerator ESP_GATT_PRC_IN_PROGRESS

enumerator ESP_GATT_OUT_OF _RANGE

enum esp_gatt_conn_reason_t

Gatt Connection reason enum.

Values:
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enumerator ESP_GATT__CONN_UNKNOWN

Gatt connection unknown

enumerator ESP_GATT_CONN_L2C_FAILURE

General L2cap failure

enumerator ESP_GATT_CONN_TIMEOUT

Connection timeout

enumerator ESP_GATT_CONN_TERMINATE_PEER_USER

Connection terminate by peer user

enumerator ESP_GATT_CONN_TERMINATE_LOCAL_HOST

Connection terminated by local host

enumerator ESP_GATT_CONN_FAIL_ESTABLISH

Connection fail to establish

enumerator ESP_GATT_CONN_LMP_TIMEOUT

Connection fail for LMP response tout

enumerator ESP_GATT_CONN_CONN_CANCEL

L2CAP connection cancelled

enumerator ESP_GATT_CONN_NONE

No connection to cancel

enum esp_gatt_auth_req t

Gatt authentication request type.

Values:

enumerator ESP_GATT_AUTH_REQ_NONE

enumerator ESP_GATT_AUTH_REQ_NO_MITM

enumerator ESP_GATT_AUTH_REQ_MITM

enumerator ESP_GATT_AUTH_REQ_SIGNED_NO_MITM

enumerator ESP_GATT_AUTH_REQ_SIGNED_MITM

enum esp_service_source_t

Values:

enumerator ESP_GATT_SERVICE_FROM_REMOTE_DEVICE

enumerator ESP_GATT_SERVICE_FROM_NVS_FLASH
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enumerator ESP_GATT_SERVICE_FROM_UNKNOWN

enum esp_gatt_write_type_t

Gatt write type.

Values:

enumerator ESP_GATT_WRITE_TYPE_NO_RSP

Gatt write attribute need no response

enumerator ESP_GATT_WRITE_TYPE_RSP

Gatt write attribute need remote response

enum esp_gatt_db_attr_type_t
the type of attribute element

Values:

enumerator ESP_GATT_DB_PRIMARY_SERVICE

Gattc primary service attribute type in the cache

enumerator ESP_GATT_DB_SECONDARY_SERVICE

Gattc secondary service attribute type in the cache

enumerator ESP_GATT_DB_CHARACTERISTIC

Gattc characteristic attribute type in the cache

enumerator ESP_GATT_DB_DESCRIPTOR

Gattc characteristic descriptor attribute type in the cache

enumerator ESP_GATT_DB_INCLUDED_SERVICE

Gattc include service attribute type in the cache

enumerator ESP_GATT_DB_ALL

Gattc all the attribute (primary service & secondary service & include service & char & descriptor) type
in the cache

GATT SERVER API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

¢ This is a GATT sever demo and its tutorial. This demo creates a GATT service with an attribute table, which
releases the user from adding attributes one by one. This is the recommended method of adding attributes.
— bluetooth/bluedroid/ble/gatt_server_service_table
— GATT Server Service Table Example Walkthrough
* This is a GATT server demo and its tutorial. This demo creates a GATT service by adding attributes one by
one as defined by Bluedroid. The recommended method of adding attributes is presented in example above.
— bluetooth/bluedroid/ble/gatt_server
— GATT Server Example Walkthrough
e This is a BLE SPP-Like demo. This demo, which acts as a GATT server, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_server
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API Reference

Header File

¢ components/bt/host/bluedroid/api/include/api/esp_gatts_api.h

Functions
esp_err_t esp_ble_gatts_register_callback (esp_gatts_cbh_t callback)

This function is called to register application callbacks with BTA GATTS module.
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gatts_app_register (uintl6_t app_id)
This function is called to register application identifier.
B
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_app_unregister (esp_gatt_if _t gatts_if)
unregister with GATT Server.

%8 gatts_if —[in] GATT server access interface
R m

¢ ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_create_service (esp_gatt_if_t gatts_if, esp_gatt_srvc_id_t *service_id,
uint16_t num_handle)

Create a service. When service creation is done, a callback event ESP_GATTS_CREATE_EVT is called to
report status and service ID to the profile. The service ID obtained in the callback function needs to be used
when adding included service and characteristics/descriptors into the service.

ZH

* gatts_if —[in] GATT server access interface

e service_id [in] service ID.

* num_handle —[in] number of handle requested for this service.
P[]

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gatts_create_attr_tab (const esp_gatts_attr_db_t *gatts_attr_db, esp_gatt_if t
gatts_if, uint16_t max_nb_attr, uint8_t srvc_inst_id)

Create a service attribute tab.

e
* gatts_attr_db [in] the pointer to the service attr tab
e gatts_if —[in] GATT server access interface
* max_nb_attr —[in] the number of attribute to be added to the service database.
* srvc_inst_id —[in] the instance id of the service
Bl
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_add_included_service (uintl6_t service_handle, uint16_t
included_service_handle)

This function is called to add an included service. This function have to be called between
‘esp_ble_gatts_create_service’ and ‘esp_ble_gatts_add_char’ . After included service is included, a callback
event ESP_GATTS_ADD_INCL_SRVC_EVT is reported the included service ID.
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ZH
* service_handle —[in] service handle to which this included service is to be added.
* included_service_handle —[in] the service ID to be included.

B

ESP_OK : success
 other : failed

esp_err_t esp_ble_gatts_add_char (uintl6_t service_handle, esp_bt_uuid_t *char_uuid, esp_gatt_perm_t
perm, esp_gatt_char_prop_t property, esp_attr_value_t *char_val,
esp_attr_control_t *control)

This function is called to add a characteristic into a service.

ZH
e service_handle —[in] service handle to which this included service is to be added.
e char_uuid —[in] : Characteristic UUID.
» perm -[in] : Characteristic value declaration attribute permission.
* property —[in] : Characteristic Properties
e char_val —[in] : Characteristic value
* control —[in] : attribute response control byte
P[]
e ESP_OK : success
« other : failed

esp_err_t esp_ble_gatts_add_char_descr (uintl6_t service_handle, esp_bt_uuid_t *descr_uuid,
esp_gatt_perm_t perm, esp_attr_value_t *char_descr_val,
esp_attr_control_t *control)

This function is called to add characteristic descriptor. When it’ s done, a callback event
ESP_GATTS_ADD_DESCR_EVT is called to report the status and an ID number for this descriptor.
S8

* service_handle [in] service handle to which this characteristic descriptor is to be
added.
* perm —[in] descriptor access permission.
* descr_uuid —[in] descriptor UUID.
* char_descr_val [in] : Characteristic descriptor value
* control —[in] : attribute response control byte
B
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_delete_service (uintl6_t service_handle)
This function is called to delete a service. When this is done, a callback event ESP_GATTS_DELETE_EVT

is report with the status.

¥ service_handle —[in] service_handle to be deleted.
]|
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gatts_start_service (uintl6_t service_handle)

This function is called to start a service.

%¥( service_handle —[in] the service handle to be started.
Bzl
¢ ESP_OK : success
e other : failed
esp_err_t esp_ble_gatts_stop_service (uintl6_t service_handle)

This function is called to stop a service.

%% service_handle [in] - service to be topped.

B
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ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_send_indicate (esp_gatt_if_t gatts_if, uint16_t conn_id, uint16_t attr_handle,
uint16_t value_len, uint8_t *value, bool need_confirm)

Send indicate or notify to GATT client. Set param need_confirm as false will send notification, otherwise

indication.

S

B

gatts_if [in] GATT server access interface
conn_id —[in] - connection id to indicate.
attr_handle —[in] - attribute handle to indicate.
value_len —[in] - indicate value length.

value —[in] value to indicate.

need_confirm [in] - Whether a confirmation is required. false sends a GATT notifi-
cation, true sends a GATT indication.

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_send_response (esp_gatt_if_t gatts_if, uint16_t conn_id, uint32_t trans_id,

esp_gatt_status_t status, esp_gatt_rsp_t >’<rsp)

This function is called to send a response to a request.

S

R

gatts_if —[in] GATT server access interface
conn_id —[in] - connection identifier.

trans_id [in] -

transfer id

status —[in] - response status
rsp —[in] - response data.

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_set_attr_value (uintl6_t attr_handle, uint16_t length, const uint8_t *value)

This function is called to set the attribute value by the application.

SH

B

attr_handle [in] the attribute handle which to be set
length —[in] the value length
value —[in] the pointer to the attribute value

ESP_OK : success
other : failed

esp_gatt_status_t esp_ble_gatts_get_attr_value (uintl6_t attr_handle, uint16_t *length, const uint8_t

Retrieve attribute value.

BH

B

**value)

attr_handle [in] Attribute handle.
length —[out] pointer to the attribute value length
value —[out] Pointer to attribute value payload, the value cannot be modified by user

ESP_GATT_OK : success

other : failed

esp_err_t esp_ble_gatts_open (esp_gatt_if _t gatts_if, esp_bd_addr_t remote_bda, bool is_direct)

Open a direct open connection or add a background auto connection.

ZH

e gatts_if —[in] GATT server access interface
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* remote_bda —[in] remote device bluetooth device address.
* is_direct —[in] direct connection or background auto connection
B
* ESP_OK : success
 other : failed
esp_err_t esp_ble_gatts_close (esp_gatt_if t gatts_if, uint16_t conn_id)
Close a connection a remote device.
ZH
* gatts_if —[in] GATT server access interface
e conn_id —[in] connection ID to be closed.
$EA |
e ESP_OK : success
 other : failed

esp_err_t esp_ble_gatts_send_service_change_indication (esp_gatt_if t gatts_if,
esp_bd_addr_t remote_bda)
Send service change indication.
S8
* gatts_if —[in] GATT server access interface
e remote_bda —[in] remote device bluetooth device address. If remote_bda is NULL
then it will send service change indication to all the connected devices and if not then to a
specific device
A
* ESP_OK : success
e other : failed

Unions

union esp_ble_gatts_cb_param_t

#include <esp_gatts_api.h> Gatt server callback parameters union.

Public Members

struct esp_ble_gatts_cb_param_t::gatts_reg_evt_param reg
Gatt server callback param of ESP_GATTS_REG_EVT

struct esp_ble_gatts_cb_param_t:.gatts_read_evt_param read
Gatt server callback param of ESP_GATTS_READ_EVT

struct esp_ble_gatts_cb_param_t::gatts_write_evt_param write
Gatt server callback param of ESP_GATTS_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_exec_write_evt_param exec_write
Gatt server callback param of ESP_GATTS_EXEC_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_mtu_evt_param mtu
Gatt server callback param of ESP_GATTS_MTU_EVT

struct esp_ble_gatts_cb_param_t::gatts_conf_evt_param conf
Gatt server callback param of ESP_GATTS_CONF_EVT (confirm)
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struct esp_ble_gatts_cb_param_t:.gatts_create_evt_param create
Gatt server callback param of ESP_GATTS_CREATE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_incl_srvc_evt_param add_incl_srvc
Gatt server callback param of ESP_GATTS_ADD_INCL_SRVC_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_evt_param add_char
Gatt server callback param of ESP_GATTS_ADD_CHAR_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_descr_evt_param add_char_descr
Gatt server callback param of ESP_GATTS_ADD_CHAR_DESCR_EVT

struct esp_ble_gatts_cb_param_t::gatts_delete_evt_param del
Gatt server callback param of ESP_GATTS_DELETE_EVT

struct esp_ble_gatts_cb_param_t::gatts_start_evt_param start
Gatt server callback param of ESP_GATTS_START_EVT

struct esp_ble_gatts_cb_param_t::gatts_stop_evt_param stop
Gatt server callback param of ESP_GATTS_STOP_EVT

struct esp_ble_gatts_cb_param_t::gatts_connect_evt_param connect
Gatt server callback param of ESP_GATTS_CONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_disconnect_evt_param disconnect
Gatt server callback param of ESP_GATTS_DISCONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_open_evt_param open
Gatt server callback param of ESP_GATTS_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_cancel_open_evt_param cancel_open
Gatt server callback param of ESP_GATTS_CANCEL_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_close_evt_param close
Gatt server callback param of ESP_GATTS_CLOSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_congest_evt_param congest
Gatt server callback param of ESP_GATTS_CONGEST_EVT

struct esp_ble_gatts_cb_param_t:.gatts_rsp_evt_param rsp
Gatt server callback param of ESP_GATTS_RESPONSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_attr_tab_evt_param add_attr_tab
Gatt server callback param of ESP_GATTS_CREAT_ATTR_TAB_EVT

struct esp_ble_gatts_cb_param_t::gatts_set_attr_val_evt_param set_attr_val
Gatt server callback param of ESP_GATTS_SET_ATTR_VAL_EVT
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struct esp_ble_gatts_cb_param_t::gatts_send_service_change_evt_param service_change
Gatt server callback param of ESP_GATTS_SEND_SERVICE_CHANGE_EVT

struct gatts_add_attr_tab_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CREAT_ATTR_TAB_EVT.

Public Members

esp_gatt_status_t status

Operation status

esp_bt_uuid_t sve_uuid

Service uuid type

uint8_t sve_inst_id

Service id

uintl6_t num_handle

The number of the attribute handle to be added to the gatts database

uintl6_t *handles

The number to the handles

struct gatts_add_char_descr_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_DESCR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Descriptor attribute handle

uintl6_t service_handle

Service attribute handle

esp_bt_uuid_t descr_uuid

Characteristic descriptor uuid

struct gatts_add_char_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_EVT.

Public Members
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esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Characteristic attribute handle

uintl6_t service_handle

Service attribute handle

esp_bt_uuid_t char_uuid

Characteristic uuid

struct gatts_add_incl_srvc_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_INCL_SRVC_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Included service attribute handle

uintl6_t service_handle

Service attribute handle

struct gatts_cancel_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CANCEL_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_close_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CLOSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

struct gatts_conf_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONF_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uint16_t handle
attribute handle

uintl6_t len

The indication or notification value length, len is valid when send notification or indication failed

uint8_t *value

The indication or notification value , value is valid when send notification or indication failed

struct gatts_congest_evt_param
#include <esp_gatts_api.h> ESP_GATTS_LISTEN_EVT.

ESP_GATTS_CONGEST_EVT

Public Members

uint16_t conn_id

Connection id

bool congested

Congested or not

struct gatts_connect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

uint§_t 1ink_role

Link role : master role = 0O ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_params_{ conn_params

current Connection parameters
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esp_ble_addr_type_t ble_addr_type
Remote BLE device address type

uint16_t conn_handle

HCI connection handle

struct gatts_create_evt_param
#include <esp_gatts_api.h> ESP_GATTS_UNREG_EVT.

ESP_GATTS_CREATE_EVT

Public Members

esp_gatt_status_t status

Operation status

uintl6_t service_handle

Service attribute handle

esp_gatt_srvc_id_t service_id

Service id, include service uuid and other information

struct gatts_delete_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DELETE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

struct gatts_disconnect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DISCONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_reason_t reason

Indicate the reason of disconnection
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struct gatts_exec_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_EXEC_WRITE_EVT.

Public Members

uintl6_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been written

uint§_t exec_write_flag

Execute write flag

struct gatts_mtu_evt_param
#include <esp_gatts_api.h> ESP_GATTS_MTU_EVT.

Public Members

uint16_t conn_id

Connection id

uint1l6_t mtu
MTU size

struct gatts_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_read_evt_param
#include <esp_gatts_api.h> ESP_GATTS_READ_EVT.

Public Members

uint16_t conn_id

Connection id

uint32_t trans_id

Transfer id
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esp_bd_addr_t bda

The bluetooth device address which been read

uint16_t handle
The attribute handle

uintl6_t of£set

Offset of the value, if the value is too long

bool is_long

The value is too long or not

bool need_rsp

The read operation need to do response

struct gatts_reg_evt_param
#include <esp_gatts_api.h> ESP_GATTS_REG_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t app_id
Application id which input in register API

struct gatts_rsp_evt_param
#include <esp_gatts_api.h> ESP_GATTS_RESPONSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t handle

Attribute handle which send response

struct gatts_send_service_change_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SEND_SERVICE_CHANGE_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_set_attr_val_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SET_ATTR_VAL_EVT.
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Public Members

uint16_t srve_handle

The service handle

uintl6_t attr_handle
The attribute handle

esp_gatt_status_t status

Operation status

struct gatts_start_evt_param
#include <esp_gatts_api.h> ESP_GATTS_START_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t service_handle

Service attribute handle

struct gatts_stop_evt_param
#include <esp_gatts_api.h> ESP_GATTS_STOP_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

struct gatts_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_WRITE_EVT.

Public Members

uintl6_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been written
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uintl6_t handle
The attribute handle

uintl6_t of£set
Offset of the value, if the value is too long

bool need_rsp

The write operation need to do response

bool is_prep

This write operation is prepare write

uintl6_t len

The write attribute value length

uint8_t *value

The write attribute value

Macros

ESP_GATT_PREP_WRITE_CANCEL

Prepare write flag to indicate cancel prepare write

ESP_GATT_PREP_WRITE_EXEC

Prepare write flag to indicate execute prepare write

Type Definitions

typedef void (*esp_gatts_cb_t)(esp_gatts_cb_event_t event, esp_gatt_if _t gatts_if, esp_ble_gatts_cb_param_t
%k
param)

GATT Server callback function type.

Param event : Event type

Param gatts_if : GATT server access interface, normally different gatts_if correspond to different
profile

Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gatts_cb_event_t

GATT Server callback function events.

Values:

enumerator ESP_GATTS_REG_EVT

When register application id, the event comes

enumerator ESP_GATTS_READ_EVT

When gatt client request read operation, the event comes

enumerator ESP_GATTS_WRITE_EVT

When gatt client request write operation, the event comes
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enumerator ESP_GATTS_EXEC_WRITE_EVT

When gatt client request execute write, the event comes

enumerator ESP_GATTS_MTU_EVT

When set mtu complete, the event comes

enumerator ESP_GATTS_CONF_EVT

When receive confirm, the event comes

enumerator ESP_GATTS_UNREG_EVT

When unregister application id, the event comes

enumerator ESP_GATTS_CREATE_EVT

When create service complete, the event comes

enumerator ESP_GATTS_ADD_INCL_SRVC_EVT

When add included service complete, the event comes

enumerator ESP_GATTS_ADD_CHAR_EVT

When add characteristic complete, the event comes

enumerator ESP_GATTS_ADD_CHAR_DESCR_EVT

When add descriptor complete, the event comes

enumerator ESP_GATTS_DELETE_EVT

When delete service complete, the event comes

enumerator ESP_GATTS_START EVT

When start service complete, the event comes

enumerator ESP_GATTS_STOP_EVT

When stop service complete, the event comes

enumerator ESP_GATTS_CONNECT_EVT

When gatt client connect, the event comes

enumerator ESP_GATTS_DISCONNECT_EVT

When gatt client disconnect, the event comes

enumerator ESP_GATTS_OPEN_EVT

When connect to peer, the event comes

enumerator ESP_GATTS_CANCEL_OPEN_EVT

When disconnect from peer, the event comes

enumerator ESP_GATTS_CLOSE_EVT

When gatt server close, the event comes
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enumerator ESP_GATTS_LISTEN_EVT

When gatt listen to be connected the event comes

enumerator ESP_GATTS_CONGEST_EVT

When congest happen, the event comes

enumerator ESP_GATTS_RESPONSE_EVT

When gatt send response complete, the event comes

enumerator ESP_GATTS_CREAT_ATTR_TAB_EVT

When gatt create table complete, the event comes

enumerator ESP_GATTS_SET_ATTR_VAL_EVT

When gatt set attr value complete, the event comes

enumerator ESP_GATTS_SEND_SERVICE_CHANGE_EVT

When gatt send service change indication complete, the event comes

GATT CLIENT API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

¢ This is a GATT client demo and its tutorial. This demo can scan for devices, connect to the GATT server and
discover its services.
— bluetooth/bluedroid/ble/gatt_client
— GATT Client Example Walkthrough
¢ This is a multiple connection demo and its tutorial. This demo can connect to multiple GATT server devices
and discover their services.
— bluetooth/bluedroid/ble/gattc_multi_connect
— GATT Client Multi-connection Example Walkthrough
e This is a BLE SPP-Like demo. This demo, which acts as a GATT client, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_client

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_gattc_api.h

Functions
esp_err_t esp_ble_gattc_register_callback (esp_gattc_cb_t callback)

This function is called to register application callbacks with GATTC module.
%% callback [in] : pointer to the application callback function.
B
* ESP_OK: success

e other: failed
esp_err_t esp_ble_gattc_app_register (uintl6_t app_id)

This function is called to register application callbacks with GATTC module.
%%, app_id —[in] : Application Identify (UUID), for different application
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P[]
e ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_app_unregister (esp_gatt_if _t gattc_if)
This function is called to unregister an application from GATTC module.

¥ gattc_if —[in] Gatt client access interface.
$Ey |

* ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_open (esp_gatt_if _t gattc_if, esp_bd_addr_t remote_bda, esp_ble_addr_type_t
remote_addr_type, bool is_direct)

Open a direct connection or add a background auto connection.

S8
* gattc_if —[in] Gatt client access interface.
* remote_bda —[in] remote device bluetooth device address.
* remote_addr_type —[in] remote device bluetooth device the address type.
* is_direct —[in] direct connection or background auto connection(by now, background
auto connection is not supported).
B
e ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_aux_open (esp_gatt_if t gattc_if, esp_bd_addr_t remote_bda,
esp_ble_addr_type_t remote_addr_type, bool is_direct)

esp_err_t esp_ble_gattc_close (esp_gatt_if _t gattc_if, uint16_t conn_id)
Close the virtual connection to the GATT server. gattc may have multiple virtual GATT server connections
when multiple app_id registered, this API only close one virtual GATT server connection. if there exist other
virtual GATT server connections, it does not disconnect the physical connection. if you want to disconnect the
physical connection directly, you can use esp_ble_gap_disconnect(esp_bd_addr_t remote_device).

SH
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID to be closed.
Rl
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_send_mtu_req (esp_gatt_if t gattc_if, uint16_t conn_id)

Configure the MTU size in the GATT channel. This can be done only once per connection. Before using, use
esp_ble_gatt_set_local_mtu() to configure the local MTU size.

ZH
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID.
B
* ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_search_service (esp_gatt_if t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*filter_uuid)

This function is called to get service from local cache. This function report service search result by a callback
event, and followed by a service search complete event.

S
e gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID.
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e filter_uuid [in] a UUID of the service application is interested in. If Null, discover
for all services.
Bl
¢ ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_service (esp_gatt_if t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*sve_uuid, esp_gattc_service_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the service with the given service uuid in the gattc cache, if the svc_uuid is NULL, find all the service.
Note: It just get service from local cache, won’ t get from remote devices. If want to get it from remote device,
need to used the esp_ble_gattc_cache_refresh, then call esp_ble_gattc_get_service again.

S
e gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
* svec_uuid —[in] the pointer to the service uuid.
* result —[out] The pointer to the service which has been found in the gattc cache.
* count —[inout] input the number of service want to find, it will output the number of
service has been found in the gattc cache with the given service uuid.
» offset [in] Offset of the service position to get.
Bl
* ESP_OK: success
* other: failed

esp_gatt_status_t esp_ble_gattc_get_all_char (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t
start_handle, uint16_t end_handle,
esp_gattc_char_elem_t *result, uint16_t *count, uint16_t
offset)

Find all the characteristic with the given service in the gattc cache Note: It just get characteristic from local
cache, won’ t get from remote devices.

SH
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
e start_handle —[in] the attribute start handle.
* end_handle —[in] the attribute end handle
* result —[out] The pointer to the characteristic in the service.
* count —[inout] input the number of characteristic want to find, it will output the number
of characteristic has been found in the gattc cache with the given service.
» offset —[in] Offset of the characteristic position to get.
B

¢ ESP_OK: success
¢ other: failed

esp_gatt_status_t esp_ble_gattc_get_all_descr (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t
char_handle, esp_garttc_descr_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the descriptor with the given characteristic in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

S8
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
* char_handle —[in] the given characteristic handle
* result —[out] The pointer to the descriptor in the characteristic.
e count —[inout] input the number of descriptor want to find, it will output the number of
descriptor has been found in the gattc cache with the given characteristic.
» offset —[in] Offset of the descriptor position to get.

B
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¢ ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_char_by_uuid (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t

start_handle, uint16_t end_handle, esp_bt_uuid_t
char_uuid, esp_gattc_char_elem_t *result,
uint16_t *count)

Find the characteristic with the given characteristic uuid in the gattc cache Note: It just get characteristic from
local cache, won’ t get from remote devices.

S

B M

gattc_if —[in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

start_handle —[in] the attribute start handle

end_handle —[in] the attribute end handle

char_uuid —[in] the characteristic uuid

result —[out] The pointer to the characteristic in the service.

count —[inout] input the number of characteristic want to find, it will output the number
of characteristic has been found in the gattc cache with the given service.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_uuid (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t

start_handle, uint16_t end_handle, esp_bt_uuid_t
char_uuid, esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result, uint16_t *count)

Find the descriptor with the given characteristic uuid in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

S

B

gattc_if —[in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

start_handle —[in] the attribute start handle

end_handle —[in] the attribute end handle

char_uuid —[in] the characteristic uuid.

descr_uuid —[in] the descriptor uuid.

result —[out] The pointer to the descriptor in the given characteristic.

count —[inout] input the number of descriptor want to find, it will output the number of
descriptor has been found in the gattc cache with the given characteristic.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_char_handle (esp_gatt_if t gattc_if, uint16_t

conn_id, uint16_t char_handle,
esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result,
uint16_t *count)

Find the descriptor with the given characteristic handle in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

S

gattc_if —[in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

char_handle —[in] the characteristic handle.

descr_uuid —[in] the descriptor uuid.

result —[out] The pointer to the descriptor in the given characteristic.

count —[inout] input the number of descriptor want to find, it will output the number of
descriptor has been found in the gattc cache with the given characteristic.
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R M

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_include_service (esp_gatt_if_t gattc_if, uint16_t conn_id,

uint16_t start_handle, uint16_t end_handle,
esp_bt_uuid_t *incl_uuid,
esp_gattc_incl_svc_elem_t *result, uint16_t
*count)

Find the include service with the given service handle in the gattc cache Note: It just get include service from
local cache, won’ t get from remote devices.

BH

R M

gattc_if —[in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

start_handle —[in] the attribute start handle

end_handle —[in] the attribute end handle

incl_uuid —[in] the include service uuid

result —[out] The pointer to the include service in the given service.

count —[inout] input the number of include service want to find, it will output the number
of include service has been found in the gattc cache with the given service.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_attr_count (esp_gatt_if_t gattc_if, uint16_t conn_id,

esp_gatt_db_attr_type_t type, uint16_t start_handle,
uint16_t end_handle, uint16_t char_handle, uint16_t
*count)

Find the attribute count with the given service or characteristic in the gattc cache.

BH

B

gattc_if [in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

type —[in] the attribute type.

start_handle [in] the attribute start handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore

end_handle [in] the attribute end handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore

char_handle —[in] the characteristic handle, this parameter valid when the type is
ESP_GATT_DB_DESCRIPTOR. If the type isn” t ESP_GATT_DB_DESCRIPTOR,
this parameter should be ignore.

count —[out] output the number of attribute has been found in the gattc cache with the
given attribute type.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_db (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t start_handle,

uint16_t end_handle, esp_gattc_db_elem_t *db, uint16_t *count)

This function is called to get the GATT database. Note: It just get attribute data base from local cache, won’
t get from remote devices.

BH

gattc_if —[in] Gatt client access interface.

start_handle —[in] the attribute start handle

end_handle —[in] the attribute end handle

conn_id —[in] connection ID which identify the server.

db —[in] output parameter which will contain the GATT database copy. Caller is respon-
sible for freeing it.
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¢ count —[in] number of elements in database.
Bzl

¢ ESP_OK: success

¢ other: failed

esp_err_t esp_ble_gattc_read_char (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t handle,
esp_gatt_auth_req_t auth_req)

This function is called to read a service’ s characteristics of the given characteristic handle.

SH
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] : connection ID.
* handle —[in] : characteritic handle to read.
* auth_req —[in] : authenticate request type
B
* ESP_OK: success
« other: failed

esp_err_t esp_ble_gattc_read_by_type (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t start_handle,
uint16_t end_handle, esp_bt_uuid_t *uuid, esp_gatt_auth_req_t
auth_req)

This function is called to read a service’ s characteristics of the given characteristic UUID.

SH
e gattc_if —[in] Gatt client access interface.
e conn_id —[in] : connection ID.
* start_handle [in] : the attribute start handle.
e end_handle —[in] : the attribute end handle
e uuid [in] : The UUID of attribute which will be read.
* auth_req [in] : authenticate request type
B
« ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_read_multiple (esp_gatt_if_t gattc_if, uintl16_t conn_id, esp_gattc_multi_t
*read_multi, esp_gatt_auth_req_t auth_req)

This function is called to read multiple characteristic or characteristic descriptors.

SH
e gattc_if —[in] Gatt client access interface.
e conn_id —[in] : connection ID.
* read_multi [in] : pointer to the read multiple parameter.
* auth_req —[in] : authenticate request type
Bl
» ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_read_char_descr (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t handle,
esp_gatt_auth_req_t auth_req)

This function is called to read a characteristics descriptor.

S8

* gattc_if —[in] Gatt client access interface.

e conn_id —[in] : connection ID.

* handle [in] : descriptor handle to read.

* auth_req —[in] : authenticate request type
P

¢ ESP_OK: success

e other: failed
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esp_err_t esp_ble_gattc_write_char (esp_gatt _if t gattc_if, uint16_t conn_id, uint16_t handle, uint16_t

value_len, uint8_t *value, esp_gatt_write_type_t write_type,
esp_gatt_auth_req_t auth_req)

This function is called to write characteristic value.

B M

gattc_if [in] Gatt client access interface.

conn_id —[in] : connection ID.

handle —[in] : characteristic handle to write.
value_len —[in] length of the value to be written.
value —[in] : the value to be written.

write_type —[in] : the type of attribute write operation.
auth_req —[in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_write_char_descr (esp_gatt_if _t gattc_if, uint16_t conn_id, uint16_t handle,

uint16_t value_len, uint8_t *value, esp_gatt_write_type_t
write_type, esp_gatt_auth_req_t auth_req)

This function is called to write characteristic descriptor value.

S

R M

gattc_if [in] Gatt client access interface.

conn_id —[in] : connection ID

handle —[in] : descriptor handle to write.

value_len —[in] length of the value to be written.
value —[in] : the value to be written.

write_type [in] : the type of attribute write operation.
auth_req [in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_prepare_write (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t handle,

uint16_t offset, uint16_t value_len, uint8_t *value,
esp_gatt_auth_req_t auth_req)

This function is called to prepare write a characteristic value.

S

B

gattc_if —[in] Gatt client access interface.
conn_id —[in] : connection ID.

handle —[in] : characteristic handle to prepare write.
offset [in] : offset of the write value.
value_len —[in] length of the value to be written.
value —[in] : the value to be written.

auth_req —[in] : authentication request.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_prepare_write_char_descr (esp_gatt_if_t gattc_if, uint16_t conn_id,

uint16_t handle, uint16_t offset, uint16_t
value_len, uint8_t *value,
esp_gatt_auth_req_t auth_req)

This function is called to prepare write a characteristic descriptor value.

ZH

* gattc_if —[in] Gatt client access interface.
e conn_id —in] : connection ID.
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* handle [in] : characteristic descriptor handle to prepare write.
e offset —[in] : offset of the write value.
* value_len —[in] length of the value to be written.
e value —[in] : the value to be written.
* auth_req [in] : authentication request.
B
* ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_execute_write (esp_gatt_if t gattc_if, uint16_t conn_id, bool is_execute)
This function is called to execute write a prepare write sequence.

S
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] : connection ID.
* is_execute —[in] : execute or cancel.
PEA ]
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_register_for_notify (esp_gatt_if t gattc_if, esp_bd_addr_t server_bda,
uint16_t handle)

This function is called to register for notification of a service.

ZH
* gattc_if —[in] Gatt client access interface.
* server_bda [in] : target GATT server.
* handle —[in] : GATT characteristic handle.
PEA ]
» ESP_OK: registration succeeds
 other: failed

esp_err_t esp_ble_gattc_unregister_for_notify (esp_gatt_if t gattc_if, esp_bd_addr_t server_bda,
uint16_t handle)

This function is called to de-register for notification of a service.

ZH
* gattc_if —[in] Gatt client access interface.
* server_bda [in] : target GATT server.
¢ handle —[in] : GATT characteristic handle.
P
* ESP_OK: unregister succeeds
e other: failed

esp_err_t esp_ble_gattc_cache_refresh (esp_bd_addr_t remote_bda)

Refresh the server cache store in the gattc stack of the remote device. If the device is connected, this APT will
restart the discovery of service information of the remote device.

%4 remote_bda —[in] remote device BD address.
&)

¢ ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_cache_assoc (esp_gatt_if_t gattc_if, esp_bd_addr_t src_addr, esp_bd_addr_t
assoc_addr, bool is_assoc)

Add or delete the associated address with the source address. Note: The role of this API is mainly when the
client side has stored a server-side database, when it needs to connect another device, but the device’ s attribute
database is the same as the server database stored on the client-side, calling this API can use the database that
the device has stored used as the peer server database to reduce the attribute database search and discovery
process and speed up the connection time. The associated address mains that device want to used the database
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has stored in the local cache. The source address mains that device want to share the database to the associated
address device.

S
* gattc_if [in] Gatt client access interface.
* src_addr —[in] the source address which provide the attribute table.
* assoc_addr —[in] the associated device address which went to share the attribute table
with the source address.
e is_assoc —[in] true add the associated device address, false remove the associated de-
vice address.

B
¢ ESP_OK: success
e other: failed
esp_err_t esp_ble_gattc_cache_get_addr_list (esp_gatt_if t gattc_if)
Get the address list which has store the attribute table in the gattc cache. There will callback
ESP_GATTC_GET_ADDR_LIST_EVT event when get address list complete.
%4 gattc_if —[in] Gatt client access interface.
B
¢ ESP_OK: success
* other: failed
esp_err_t esp_ble_gattc_cache_clean (esp_bd_addr_t remote_bda)
Clean the service cache of this device in the gattc stack,.
%#{ remote_bda —[in] remote device BD address.
B
¢ ESP_OK: success
e other: failed

Unions

union esp_ble_gattc_cb_param_t

#include <esp_gattc_api.h> Gatt client callback parameters union.

Public Members

struct esp_ble_gattc_cb_param_t::gattc_reg_evt_param reg
Gatt client callback param of ESP_GATTC_REG_EVT

struct esp_ble_gattc_cb_param_t::gattc_open_evt_param open
Gatt client callback param of ESP_GATTC_OPEN_EVT

struct esp_ble_gattc_cb_param_t::gattc_close_evt_param close
Gatt client callback param of ESP_GATTC_CLOSE_EVT

struct esp_ble_gattc_cb_param_t::gattc_cfg_mtu_evt_param c£g_mtu
Gatt client callback param of ESP_GATTC_CFG_MTU_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_cmpl_evt_param search_cmpl
Gatt client callback param of ESP_GATTC_SEARCH_CMPL_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_res_evt_param search_res
Gatt client callback param of ESP_GATTC_SEARCH_RES_EVT
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struct esp_ble_gattc_cb_param_t::gattc_read_char_evt_param read
Gatt client callback param of ESP_GATTC_READ_CHAR_EVT

struct esp_ble_gattc_cb_param_t::gattc_write_evt_param write
Gatt client callback param of ESP_GATTC_WRITE_DESCR_EVT

struct esp_ble_gattc_cb_param_t::gattc_exec_cmpl_evt_param exec_cmpl
Gatt client callback param of ESP_GATTC_EXEC_EVT

struct esp_ble_gattc_cb_param_t::gattc_notify_evt_param notify
Gatt client callback param of ESP_GATTC_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_srvc_chg_evt_param srvc_chg
Gatt client callback param of ESP_GATTC_SRVC_CHG_EVT

struct esp_ble_gattc_cb_param_t::gattc_congest_evt_param congest
Gatt client callback param of ESP_GATTC_CONGEST_EVT

struct esp_ble_gattc_cb_param_t::gattc_reg_for_notify_evt_param reg_for_notify
Gatt client callback param of ESP_GATTC_REG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t:.gattc_unreg_for_notify_evt_param unreg_for_notify
Gatt client callback param of ESP_GATTC_UNREG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_connect_evt_param connect
Gatt client callback param of ESP_GATTC_CONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_disconnect_evt_param disconnect
Gatt client callback param of ESP_GATTC_DISCONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_set_assoc_addr_cmp_evt_param set_assoc_cmp
Gatt client callback param of ESP_GATTC_SET_ASSOC_EVT

struct esp_ble_gattc_cb_param_t::gattc_get_addr_list_evt_param get_addr_list
Gatt client callback param of ESP_GATTC_GET_ADDR_LIST_EVT

struct esp_ble_gattc_cb_param_t::gattc_queue_full_evt_param queue_f£full
Gatt client callback param of ESP_GATTC_QUEUE_FULL_EVT

struct esp_ble_gattc_cb_param_t::gattc_dis_srvc_cmpl_evt_param dis_srve_cmpl
Gatt client callback param of ESP_GATTC_DIS_SRVC_CMPL_EVT

struct gattc_cfg_mtu_evt_param
#include <esp_gattc_api.h>ESP_GATTC_CFG_MTU_EVT.

Public Members
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esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

uint16_t mtu
MTU size

struct gattc_close_evt_param
#include <esp_gattc_api.h>ESP_GATTC_CLOSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_reason_t reason

The reason of gatt connection close

struct gattc_congest_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONGEST_EVT.

Public Members

uint16_t conn_id

Connection id

bool congested

Congested or not

struct gattc_connect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id
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uint§_t 1ink_role

Link role : master role = O ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_params_t conn_params

current connection parameters

esp_ble_addr_type_t ble_addr_type
Remote BLE device address type

uintl6_t conn_handle

HCI connection handle

struct gattc_dis_srvc_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DIS_SRVC_CMPL_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

struct gattc_disconnect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DISCONNECT_EVT.

Public Members

esp_gatt_conn_reason_I reason

disconnection reason

uint16_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

struct gattc_exec_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_EXEC_EVT.

Public Members
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esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

struct gattc_get_addr_list_evt_param
#include <esp_gattc_api.h> ESP_GATTC_GET_ADDR_LIST_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint8_t num_addr

The number of address in the gattc cache address list

esp_bd_addr_t *addr_1list

The pointer to the address list which has been get from the gattc cache

struct gattc_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_NOTIFY_EVT.

Public Members

uint16_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

uint16_t handle

The Characteristic or descriptor handle

uint16_t value_len

Notify attribute value

uint8_t *value

Notify attribute value

bool is_notify

True means notify, false means indicate

struct gattc_open_evt_param
#include <esp_gattc_api.h> ESP_GATTC_OPEN_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

uint1l6_t mtu

MTU size

struct gattc_queue_full_evt_param
#include <esp_gattc_api.h> ESP_GATTC_QUEUE_FULL_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

bool is_full

The gattc command queue is full or not

struct gattc_read_char_evt_param
#include <esp_gattc_api.h>ESP_GATTC_READ_CHAR_EVT, ESP_GATTC_READ_DESCR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uint1l6_t handle

Characteristic handle

uint8_t *value

Characteristic value

uintl6_t value_len

Characteristic value length
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struct gattc_reg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t app_id
Application id which input in register API

struct gattc_reg_for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t handle

The characteristic or descriptor handle

struct gattc_search_cmpl_evt_param
#include <esp_gattc_api.h>ESP_GATTC_SEARCH_CMPL_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

esp_service_source_t searched_service_source

The source of the service information

struct gattc_search_res_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_RES_EVT.

Public Members

uint16_t conn_id

Connection id

uintl6_t start_handle

Service start handle
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uint16_t end_handle

Service end handle

esp_gatt_id_t srve_id

Service id, include service uuid and other information

bool is_primary

True if this is the primary service

struct gattc_set_assoc_addr_cmp_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SET_ASSOC_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gattc_srvec_chg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SRVC_CHG_EVT.

Public Members

esp_bd_addr_t remote_bda

Remote bluetooth device address

struct gattc_unreg_for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_UNREG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t handle

The characteristic or descriptor handle
struct gattc_write_evt_param

#include <esp_gattc_api.h>ESP_GATTC_WRITE_CHAR_EVT, ESP_GATTC_PREP_WRITE_EVT,
ESP_GATTC_WRITE_DESCR_EVT.

Public Members

esp_gatt_status_t status

Operation status
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uintl6_t conn_id

Connection id

uintl6_t handle

The Characteristic or descriptor handle

uintl6_t of£set

The prepare write offset, this value is valid only when prepare write

Type Definitions

typedef void (*esp_gattc_cb_t)(esp_gattc_cb_event_t event, esp_gatt_if _t gattc_if, esp_ble_gattc_cb_param_t
%
param)

GATT Client callback function type.

Param event : Event type

Param gattc_if : GATT client access interface, normally different gattc_if correspond to different
profile

Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gattc_cb_event_t
GATT Client callback function events.

Values:

enumerator ESP_GATTC_REG_EVT

When GATT client is registered, the event comes

enumerator ESP_GATTC_UNREG_EVT

When GATT client is unregistered, the event comes

enumerator ESP_GATTC_OPEN_EVT

When GATT virtual connection is set up, the event comes

enumerator ESP_GATTC_READ_CHAR_EVT

When GATT characteristic is read, the event comes

enumerator ESP_GATTC_WRITE_CHAR_EVT

When GATT characteristic write operation completes, the event comes

enumerator ESP_GATTC_CLOSE_EVT

When GATT virtual connection is closed, the event comes

enumerator ESP_GATTC_SEARCH_CMPIL_EVT

When GATT service discovery is completed, the event comes

enumerator ESP_GATTC_SEARCH_RES_EVT

When GATT service discovery result is got, the event comes
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enumerator ESP_GATTC_READ_ DESCR_EVT

When GATT characteristic descriptor read completes, the event comes

enumerator ESP_GATTC_WRITE_DESCR_EVT

When GATT characteristic descriptor write completes, the event comes

enumerator ESP_GATTC_NOTIFY_EVT

When GATT notification or indication arrives, the event comes

enumerator ESP_GATTC_PREP_WRITE_EVT

When GATT prepare-write operation completes, the event comes

enumerator ESP_GATTC_EXEC_EVT

When write execution completes, the event comes

enumerator ESP_GATTC_ACL_EVT

When ACL connection is up, the event comes

enumerator ESP_GATTC_CANCEL_OPEN_EVT

When GATT client ongoing connection is cancelled, the event comes

enumerator ESP_GATTC_SRVC_CHG_EVT

When “service changed” occurs, the event comes

enumerator ESP_GATTC_ENC_CMPL_CB_EVT

When encryption procedure completes, the event comes

enumerator ESP_GATTC_CFG_MTU_EVT

When configuration of MTU completes, the event comes

enumerator ESP_GATTC_ADV_DATA_EVT

When advertising of data, the event comes

enumerator ESP_GATTC_MULT_ADV_ENB_EVT

When multi-advertising is enabled, the event comes

enumerator ESP_GATTC_MULT_ADV_UPD_EVT

When multi-advertising parameters are updated, the event comes

enumerator ESP_GATTC_MULT _ADV_DATA_EVT

When multi-advertising data arrives, the event comes

enumerator ESP_GATTC_MULT_ADV_DIS_EVT

When multi-advertising is disabled, the event comes

enumerator ESP_GATTC_CONGEST_EVT

When GATT connection congestion comes, the event comes
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enumerator ESP_GATTC_BTH_SCAN_ENB_EVT

When batch scan is enabled, the event comes

enumerator ESP_GATTC_BTH_SCAN_CFG_EVT

When batch scan storage is configured, the event comes

enumerator ESP_GATTC_BTH_SCAN_RD_EVT

When Batch scan read event is reported, the event comes

enumerator ESP_GATTC_BTH_SCAN_THR_EVT

When Batch scan threshold is set, the event comes

enumerator ESP_GATTC_BTH_SCAN_PARAM_EVT

When Batch scan parameters are set, the event comes

enumerator ESP_GATTC_BTH_SCAN_DIS_EVT

When Batch scan is disabled, the event comes

enumerator ESP_GATTC_SCAN_FLT_CFG_EVT

When Scan filter configuration completes, the event comes

enumerator ESP_GATTC_SCAN_FLT_PARAM_EVT

When Scan filter parameters are set, the event comes

enumerator ESP_GATTC_SCAN_FLT_STATUS_EVT

When Scan filter status is reported, the event comes

enumerator ESP_GATTC_ADV_VSC_EVT

When advertising vendor spec content event is reported, the event comes

enumerator ESP_GATTC_REG_FOR_NOTIFY_EVT

When register for notification of a service completes, the event comes

enumerator ESP_GATTC_UNREG_FOR_NOTIFY_ EVT

When unregister for notification of a service completes, the event comes

enumerator ESP_GATTC_CONNECT_EVT

When the ble physical connection is set up, the event comes

enumerator ESP_GATTC_DISCONNECT_EVT

When the ble physical connection disconnected, the event comes

enumerator ESP_GATTC_READ_MULTIPLE_EVT

When the ble characteristic or descriptor multiple complete, the event comes

enumerator ESP_GATTC_QUEUE_FULL_EVT

When the gattc command queue full, the event comes
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enumerator ESP_GATTC_SET_ASSOC_EVT

When the ble gattc set the associated address complete, the event comes

enumerator ESP_GATTC_GET_ADDR_LIST EVT

When the ble get gattc address list in cache finish, the event comes

enumerator ESP_GATTC_DIS_SRVC_CMPL_EVT

When the ble discover service complete, the event comes

BLUFI API

Overview BLUFI is a profile based GATT to config ESP32 WIFI to connect/disconnect AP or setup a softap and
etc. Use should concern these things:

1. The event sent from profile. Then you need to do something as the event indicate.
2. Security reference. You can write your own Security functions such as symmetrical encryption/decryption and
checksum functions. Even you can define the “Key Exchange/Negotiation” procedure.

Application Example Check bluetooth folder in ESP-IDF examples, which contains the following application:

¢ This is the BLUFI demo. This demo can set ESP32’ s wifi to softap/station/softap&station mode and config
wifi connections - bluetooth/blufi

API Reference

Header File

¢ components/bt/common/api/include/api/esp_blufi_api.h

Functions
esp_err_t esp_blufi_register_ callbacks (esp_blufi_callbacks_t *callbacks)

This function is called to receive blufi callback event.
%%t callbacks —[in] callback functions

#&Jn] ESP_OK - success, other - failed
esp_err_t esp_blufi_profile_init (void)

This function is called to initialize blufi_profile.
] ESP_OK - success, other - failed

esp_err_t esp_blufi_profile_deinit (void)
This function is called to de-initialize blufi_profile.

j&In] ESP_OK - success, other - failed

esp_err_t esp_blufi_send_wifi_conn_report (wifi_mode_t opmode, esp_blufi_sta_conn_state_t
sta_conn_state, uint8_t softap_conn_num,
esp_blufi_extra_info_t *extra_info)

This function is called to send wifi connection report.

SH

* opmode —: wifi opmode

* sta_conn_state —: station is already in connection or not

* softap_conn_num —: softap connection number

* extra_info —: extra information, such as sta_ssid, softap_ssid and etc.
&Ia] ESP_OK - success, other - failed
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esp_err_t esp_blufi_send_wifi_list (uintl6_t apCount, esp_blufi_ap_record_t *list)
This function is called to send wifi list.
S
* apCount —: wifi list count
e list —: wifilist
#&In] ESP_OK - success, other - failed

uintl6_t esp_blufi_get_version (void)
Get BLUFI profile version.
1R[] Most 8bit significant is Great version, Least 8bit is Sub version
esp_err_t esp_blufi_send_error_info (esp_blufi_error_state_t state)

This function is called to send blufi error information.

%% state —: error state
&l ESP_OK - success, other - failed

esp_err_t esp_blufi_send_custom_data (uint8_t *data, uint32_t data_len)
This function is called to custom data.
S
e data —: custom data value

* data_1len —: the length of custom data
& nl ESP_OK - success, other - failed

Unions

union esp_blufi_cb_param_t

#include <esp_blufi_api.h> BLUFI callback parameters union.

Public Members

struct esp_blufi_cb_param_t::blufi_init_finish_evt_param init_£inish
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_deinit_finish_evt_param deinit_f£finish
Blufi callback param of ESP_BLUFI_EVENT_DEINIT_FINISH

struct esp_blufi_cb_param_t::blufi_set_wifi_mode_evt_param wifi_mode
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_connect_evt_param connect
Blufi callback param of ESP_BLUFI_EVENT_CONNECT

struct esp_blufi_cb_param_t::blufi_disconnect_evt_param disconnect
Blufi callback param of ESP_BLUFI_EVENT_DISCONNECT

struct esp_blufi_cb_param_t::blufi_recv_sta_bssid_evt_param sta_bssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_BSSID

struct esp_blufi_cb_param_t::blufi_recv_sta_ssid_evt_param sta_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_SSID
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struct esp_blufi_cb_param_t::blufi_recv_sta_passwd_evt_param sta_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_ssid_evt_param softap_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_SSID

struct esp_blufi_cb_param_t::blufi_recv_softap_passwd_evt_param softap_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_max_conn_num_evt_param softap_max_conn_num
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM

struct esp_blufi_cb_param_t::blufi_recv_softap_auth_mode_evt_param softap_auth_mode
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE

struct esp_blufi_cb_param_t::blufi_recv_softap_channel_evt_param softap_channel
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL

struct esp_blufi_cb_param_t::blufi_recv_username_evt_param username
Blufi callback param of ESP_BLUFI_EVENT_RECV_USERNAME

struct esp_blufi_cb_param_t::blufi_recv_ca_evt_param ca
Blufi callback param of ESP_BLUFI_EVENT_RECV_CA_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_cert_evt_param client_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_CERT

struct esp_blufi_cb_param_t::blufi_recv_server_cert_evt_param server_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_pkey_evt_param client_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_recv_server_pkey_evt_param server_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_get_error_evt_param report_error
Blufi callback param of ESP_BLUFI_EVENT_REPORT_ERROR

struct esp_blufi_cb_param_t::blufi_recv_custom_data_evt_param custom_data
Blufi callback param of ESP_BLUFI_EVENT_RECV_CUSTOM_DATA

struct blufi_connect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_CONNECT.

Public Members
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esp_blufi_bd_addr_t remote_bda

Blufi Remote bluetooth device address

uint§_t server_if

server interface

uintl6_t conn_id

Connection id

struct blufi_deinit_f£finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DEINIT_FINISH.

Public Members

esp_blufi_deinit_state_t state

De-initial status

struct blufi_disconnect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DISCONNECT.

Public Members

esp_blufi_bd_addr_t remote_bda

Blufi Remote bluetooth device address

struct blufi_get_error_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_REPORT_ERROR.

Public Members

esp_blufi_error_state_t state

Blufi error state

struct blufi_init_finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_INIT_FINISH.

Public Members

esp_blufi_init_state_t state

Initial status

struct blufi_recv_ca_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CA_CERT.
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Public Members

uint8_t *cert

CA certificate point

int cert_len

CA certificate length

struct blufi_recv_client_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_CERT

Public Members

uint8_t *cert

Client certificate point

int cert_len

Client certificate length

struct blufi_recv_client_pkey_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

Public Members

uint8_t *pkey

Client Private Key point, if Client certificate not contain Key

int pkey_len
Client Private key length

struct blufi_recv_custom_data_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CUSTOM_DATA.

Public Members

uint8_t *data

Custom data

uint32_t data_1len
Custom data Length

struct blufi_recv_server_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_CERT
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Public Members

uint8_t *cert

Client certificate point

int cert_len

Client certificate length

struct blufi_recv_server_pkey_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

Public Members

uint8_t *pkey

Client Private Key point, if Client certificate not contain Key

int pkey_1len
Client Private key length

struct blufi_recv_softap_auth_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE.

Public Members

wifi_auth_mode_t auth_mode

Authentication mode

struct blufi_recv_softap_channel_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL.

Public Members

uint8_t channel

Authentication mode

struct blufi_recv_softap_max_conn_num_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM.

Public Members

int max_conn_num
SSID

struct blufi_recv_softap_passwd_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD.
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Public Members

uint8_t *passwd

Password

int passwd_len

Password Length

struct blufi_recv_softap_ssid_evt_param

#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_SSID.

Public Members

uint®_t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_sta_bssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_BSSID.

Public Members

uint8_t bssid[6]
BSSID

struct blufi_recv_sta_passwd_evt_param

#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_PASSWD.

Public Members

uint8_t *passwd

Password

int passwd_len

Password Length

struct blufi_recv_sta_ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_SSID.

Public Members

uint®_t *ssid
SSID
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int ssid_len
SSID length

struct blufi_recv_username_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_USERNAME.

Public Members

uint8_t *name

Username point

int name_len

Username length

struct blufi_set_wifi_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_SET_WIFI_MODE.

Public Members

wifi_mode_t op_mode

Wifi operation mode

Structures

struct esp_blufi_extra_info_t

BLUFI extra information structure.

Public Members

uint8_t sta_bssid[6]
BSSID of station interface

bool sta_bssid_set

is BSSID of station interface set

uint8_t *sta_ssid

SSID of station interface

int sta_ssid_len

length of SSID of station interface

uint8_t *sta_passwd

password of station interface

int sta_passwd_len

length of password of station interface
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uint8_t *softap_ssid

SSID of softap interface

int softap_ssid_len
length of SSID of softap interface

uint8_t *softap_passwd

password of station interface

int softap_passwd_len

length of password of station interface

uint8_t softap_authmode

authentication mode of softap interface

bool softap_authmode_set

is authentication mode of softap interface set

uint8_t softap_max_conn_num

max connection number of softap interface

bool softap_max_conn_num_set

is max connection number of softap interface set

uint8_t softap_channel

channel of softap interface

bool softap_channel_set

is channel of softap interface set

uint8_t sta_max_conn_retry

max retry of sta establish connection

bool sta_max_conn_retry_set

is max retry of sta establish connection set

uint8_t sta_conn_end_reason

reason of sta connection end

bool sta_conn_end_reason_set

is reason of sta connection end set

int8_t sta_conn_rssi

rssi of sta connection
bool sta_conn_rssi_set
is rssi of sta connection set

struct esp_blufi_ap_record_t
Description of an WiFi AP.
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Public Members

uint8_t ssid[33]
SSID of AP

int8_t rssi

signal strength of AP

struct esp_blufi_callbacks_t
BLUFI callback functions type.

Public Members

esp_blufi_event_cb_t event_cb
BLUFI event callback

esp_blufi_negotiate_data_handler_t negotiate_data_handler
BLUFI negotiate data function for negotiate share key

esp_blufi_encrypt_func_t encrypt_func
BLUFI encrypt data function with share key generated by negotiate_data_handler

esp_blufi_decrypt_func_t decrypt_£func
BLUFI decrypt data function with share key generated by negotiate_data_handler

esp_blufi_checksum_func_t checksum_func
BLUFI check sum function (FCS)

Macros

ESP_BLUFI_BD_ADDR_LEN
Bluetooth address length.

Type Definitions

typedef uint8_t esp_blufi_bd_addr_t[ESP_BLUFI_BD_ADDR_LEN]

Bluetooth device address.

typedef void (*esp_blufi_event_cb_t)(esp_blufi_cb_event_t event, esp_blufi_cb_param_t *param)
BLUFI event callback function type.

Param event : Event type
Param param : Point to callback parameter, currently is union type

typedef void (*fesp_blufi_negotiate_data_handler_ t)(uint8_t *data, int len, uint8_t **output_data,
int *output_len, bool *need_{free)

BLUFI negotiate data handler.
Param data : data from phone

Param len : length of data from phone
Param output_data : data want to send to phone
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Param output_len : length of data want to send to phone
Param need_free : output reporting if memory needs to be freed or not *

typedef int (*esp_blufi_encrypt_func_t)(uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI encrypt the data after negotiate a share key.

Param iv8 : initial vector(8bit), normally, blufi core will input packet sequence number

Param crypt_data : plain text and encrypted data, the encrypt function must support au-
tochthonous encrypt

Param crypt_len : length of plain text

Return Nonnegative number is encrypted length, if error, return negative number;

typedef int (*esp_blufi_decrypt_func_t)(uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI decrypt the data after negotiate a share key.

Param iv8 : initial vector(8bit), normally, blufi core will input packet sequence number

Param crypt_data : encrypted data and plain text, the encrypt function must support au-
tochthonous decrypt

Param crypt_len : length of encrypted text

Return Nonnegative number is decrypted length, if error, return negative number;

typedef uint16_t (*esp_blufi_checksum_func_t)(uint8_t iv8, uint8_t *data, int len)
BLUFI checksum.

Param iv8 : initial vector(8bit), normally, blufi core will input packet sequence number
Param data : data need to checksum
Param len : length of data

Enumerations

enum esp_blufi_cb_event_t

Values:

enumerator ESP_BLUFI_EVENT_INIT FINISH

enumerator ESP_BLUFI_EVENT DEINIT_FINISH

enumerator ESP_BLUFI_EVENT_ SET WIFI_OPMODE

enumerator ESP_BLUFI_EVENT_BLE_CONNECT

enumerator ESP_BLUFI_EVENT BLE_DISCONNECT

enumerator ESP_BLUFI_EVENT REQ CONNECT_TO_AP

enumerator ESP_BLUFI_EVENT REQ DISCONNECT FROM_ AP

enumerator ESP_BLUFI_EVENT_GET_WIFI_STATUS

enumerator ESP_BLUFI_EVENT_ DEAUTHENTICATE_STA

enumerator ESP_ BLUFI_EVENT_RECV_STA_BSSID
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enumerator ESP_BLUFI_EVENT RECV_STA_SSID

enumerator ESP_BLUFI_EVENT_RECV_STA_PASSWD

enumerator ESP_BLUFI_EVENT_ RECV_SOFTAP_SSID

enumerator ESP_BLUFI_EVENT RECV_SOFTAP_PASSWD

enumerator ESP_BLUFI_EVENT RECV_SOFTAP_MAX_CONN_NUM

enumerator ESP_BLUFI_EVENT RECV_SOFTAP_AUTH_MODE

enumerator ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL

enumerator ESP_BLUFI_EVENT_RECV_USERNAME

enumerator ESP_ BLUFI_EVENT_RECV_CA_CERT

enumerator ESP_BLUFI_EVENT_RECV_CLIENT CERT

enumerator ESP_BLUFI_EVENT RECV_SERVER_CERT

enumerator ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

enumerator ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

enumerator ESP_BLUFI_EVENT RECV_SLAVE_DISCONNECT_BLE

enumerator ESP_BLUFI_EVENT_GET WIFI_LIST

enumerator ESP_BLUFI_EVENT REPORT_ERROR

enumerator ESP_BLUFI_EVENT_RECV_CUSTOM_DATA

enum esp_blufi_sta_conn_state_t
BLUPFI config status.

Values:

enumerator ESP_BLUFI_STA_CONN_SUCCESS

enumerator ESP_BLUFI_STA_CONN_FAIL

enumerator ESP_BLUFI_STA_CONNECTING

enumerator ESP_BLUFI_STA_ NO_IP
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enum esp_blufi_init_state_t
BLUFI init status.

Values:

enumerator ESP_BLUFI_INIT_OK

enumerator ESP_BLUFI_INIT_FAILED

enum esp_blufi_deinit_state_t
BLUPFI deinit status.

Values:

enumerator ESP_BLUFI_DEINIT_ OK

enumerator ESP_ BLUFI_DEINIT_FAILED

enum esp_blufi_error_state_t

Values:

enumerator ESP_BLUFI_SEQUENCE_ERROR

enumerator ESP_BLUFI_CHECKSUM_ERROR

enumerator ESP_BLUFI_DECRYPT_ERROR

enumerator ESP_BLUFI_ENCRYPT ERROR

enumerator ESP_BLUFI_INIT_ SECURITY_ERROR

enumerator ESP_BLUFI_DH_MALLOC_ERROR

enumerator ESP_BLUFI_DH_PARAM ERROR

enumerator ESP_BLUFI_READ PARAM ERROR

enumerator ESP_BLUFI_MAKE_PUBLIC_ERROR

enumerator ESP_BLUFI_DATA_FORMAT ERROR

enumerator ESP_BLUFI_CALC_MD5_ERROR

enumerator ESP_ BLUFI_WIFI_SCAN_FAIL

enumerator ESP_BLUFI_MSG_STATE_ERROR

Espressif Systems 277 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

2.3.3 Controller && VHCI

Application Example

Check bluetooth/hci folder in ESP-IDF examples, which contains the following application:

e This is a BLE advertising demo with wvirtual HCI interface. Send Re-
set/ADV_PARAM/ADV_DATA/ADV_ENABLE HCI command for BLE advertising - blue-
tooth/hci/controller_vhci_ble_adv.

API Reference

Header File

» components/bt/include/esp32/include/esp_bt.h

Functions
esp_err_t esp_ble_tx_power_set (esp_ble_power_type_t power_type, esp_power_level_t power_level)

Set BLE TX power Connection Tx power should only be set after connection created.

S8
* power_type —: The type of which tx power, could set Advertising/Connection/Default
and etc
* power_level —Power level(index) corresponding to absolute value(dbm)
#&[n] ESP_OK - success, other - failed
esp_power_level t esp_ble_tx_power_get (esp_ble_power_type_t power_type)

Get BLE TX power Connection Tx power should only be get after connection created.

%% power_type — The type of which tx power, could set Advertising/Connection/Default
and etc
&l >=0 - Power level, < 0 - Invalid

esp_err_t esp_bredr_tx_power_set (esp_power_level_t min_power_level, esp_power_level_t
max_power_level)

Set BR/EDR TX power BR/EDR power control will use the power in range of minimum value and maximum
value. The power level will effect the global BR/EDR TX power, such inquire, page, connection and so on.
Please call the function after esp_bt_controller_enable and before any function which cause RF do TX. So you
can call the function before doing discovery, profile init and so on. For example, if you want BR/EDR use the
new TX power to do inquire, you should call this function before inquire. Another word, If call this function
when BR/EDR is in inquire(ING), please do inquire again after call this function. Default minimum power
level is ESP_PWR_LVL_NO, and maximum power level is ESP_PWR_LVL_P3.

S8
* min_power_level —The minimum power level
* max_power_level -The maximum power level
&[] ESP_OK - success, other - failed

esp_err_t esp_bredr_tx_power_get (esp_power_level_t *min_power_level, esp_power_level_t
*max_power_level)
Get BR/EDR TX power If the argument is not NULL, then store the corresponding value.
S8
* min_power_level —The minimum power level
* max_power_level —The maximum power level
& Jn] ESP_OK - success, other - failed
esp_err_t esp_bredr_sco_datapath_set (esp_sco_data_path_t data_path)
Set default SCO data path Should be called after controller is enabled, and before (¢)SCO link is established.

%% data_path -SCO data path
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J&Ia] ESP_OK - success, other - failed

esp_err_t esp_bt_controller_init (esp_bt_controller_config_t *cfg)
Initialize BT controller to allocate task and other resource. This function should be called only once, before
any other BT functions are called.

%%t c£g -Initial configuration of BT controller. Different from previous version, there’ s a mode
and some connection configuration in “cfg” to configure controller work mode and allocate
the resource which is needed.
&Il ESP_OK - success, other - failed
esp_err_t esp_bt_controller_deinit (void)
De-initialize BT controller to free resource and delete task. You should stop advertising and scanning, as well
as disconnect all existing connections before de-initializing BT controller.
This function should be called only once, after any other BT functions are called.

j&IA] ESP_OK - success, other - failed

esp_err_t esp_bt_controller_enable (esp_bt_mode_t mode)

Enable BT controller. Due to a known issue, you cannot call esp_bt_controller_enable() a second time to
change the controller mode dynamically. To change controller mode, call esp_bt_controller_disable() and
then call esp_bt_controller_enable() with the new mode.

%% mode —: the mode(BLE/BT/BTDM) to enable. For compatible of API, retain this argument.
This mode must be equal as the mode in “cfg” of esp_bt_controller_init().
& Jn] ESP_OK - success, other - failed

esp_err_t esp_bt_controller_disable (void)
Disable BT controller.

&\l ESP_OK - success, other - failed

esp_bt_controller_status_t esp_bt_controller_get_status (void)
Get BT controller is initialised/de-initialised/enabled/disabled.
R&IA| status value
bool esp_vheci_host_check_send_available (void)
esp_vhci_host_check_send_available used for check actively if the host can send packet to controller or not.

&[] true for ready to send, false means cannot send packet

void esp_vheci_host_send_packet (uint8_t *data, uint16_t len)

esp_vhci_host_send_packet host send packet to controller
Should not call this function from within a critical section or when the scheduler is suspended.

S8
* data —the packet point
* len —the packet length
esp_err_t esp_vhei_host_register_callback (const esp_vhci_host_callback_t *callback)
esp_vhci_host_register_callback register the vhci reference callback struct defined by vhci_host_callback
structure.

%4 callback —esp_vhci_host_callback type variable
&1l ESP_OK - success, ESP_FAIL - failed

esp_err_t esp_bt_controller_mem_release (esp_bt_mode_t mode)

esp_bt_controller_mem_release release the controller memory as per the mode

This function releases the BSS, data and other sections of the controller to heap. The total size is about 70k
bytes.

esp_bt_controller_mem_release(mode) should be called only before esp_bt_controller_init() or after
esp_bt_controller_deinit().
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Note that once BT controller memory is released, the process cannot be reversed. It means you cannot use the
bluetooth mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If the app calls esp_bt_controller_enable(ESP_BT_MODE_BLE) to use BLE only then it is safe to call
esp_bt_controller_mem_release(ESP_BT_MODE_CLASSIC_BT) at initialization time to free unused BT
Classic memory.

If the mode is ESP_BT_MODE_BTDM, then it may be useful to «call API
esp_bt_mem_release(ESP_BT_MODE_BTDM) instead, which internally calls
esp_bt_controller_mem_release(ESP_BT_MODE_BTDM) and additionally releases the BSS and data
consumed by the BT/BLE host stack to heap. For more details about usage please refer to the documentation
of esp_bt_mem_release() function

%%t mode —: the mode want to release memory
#&[n] ESP_OK - success, other - failed

esp_err_t esp_bt_mem_release (esp_bt_mode_t mode)

esp_bt_mem_release release controller memory and BSS and data section of the BT/BLE host stack as per the
mode

This function first releases controller memory by internally calling esp_bt_controller_mem_release(). Addi-
tionally, if the mode is set to ESP_BT_MODE_BTDM, it also releases the BSS and data consumed by the
BT/BLE host stack to heap

Note that once BT memory is released, the process cannot be reversed. It means you cannot use the bluetooth
mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If you never intend to wuse bluetooth in a current boot-up cycle, you can call
esp_bt_mem_release(ESP_BT_MODE_BTDM) before esp_bt_controller_init or after
esp_bt_controller_deinit.

For example, if a user only uses bluetooth for setting the WiFi configuration, and does not use bluetooth in the
rest of the product operation” . In such cases, after receiving the WiFi configuration, you can disable/deinit
bluetooth and release its memory. Below is the sequence of APIs to be called for such scenarios:

esp_bluedroid_disable();
esp_bluedroid_deinit () ;
esp_bt_controller_disable();
esp_bt_controller_deinit ();
esp_bt_mem_release (ESP_BT_MODE_BTDM) ;

% 1¥#: In case of NimBLE host, to release BSS and data memory to heap, the mode needs to be set to
ESP_BT MODE BTDM as controller is dual mode.

%4 mode —: the mode whose memory is to be released
#&Jn] ESP_OK - success, other - failed

esp_err_t esp_bt_sleep_enable (void)

enable bluetooth to enter modem sleep
Note that this function shall not be invoked before esp_bt_controller_enable()

There are currently two options for bluetooth modem sleep, one is ORIG mode, and another is EVED Mode.
EVED Mode is intended for BLE only.

For ORIG mode: Bluetooth modem sleep is enabled in controller start up by default if CON-
FIG_CTRL_BTDM_MODEM_SLEEP is set and “ORIG mode” is selected. In ORIG modem sleep mode,
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bluetooth controller will switch off some components and pause to work every now and then, if there is no
event to process; and wakeup according to the scheduled interval and resume the work. It can also wakeup
earlier upon external request using function “esp_bt_controller_wakeup_request” .

Bl
e ESP_OK : success
* other : failed
esp_err_t esp_bt_sleep_disable (void)
disable bluetooth modem sleep

Note that this function shall not be invoked before esp_bt_controller_enable()
If esp_bt_sleep_disable() is called, bluetooth controller will not be allowed to enter modem sleep;

If ORIG modem sleep mode is in use, if this function is called, bluetooth controller may not immediately wake
up if it is dormant then. In this case, esp_bt_controller_wakeup_request() can be used to shorten the time for
wakeup.

Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_scan_dupilcate_list_flush (void)
Manually clear scan duplicate list.

Note that scan duplicate list will be automatically cleared when the maximum amount of device in the filter is
reached the amount of device in the filter can be configured in menuconfig.

£41:: This function name is incorrectly spelled, it will be fixed in release 5.x version.

peq |
¢ ESP_OK : success
 other : failed

void esp_wifi_bt_power_domain_on (void)

bt Wi-Fi power domain power on

void esp_wifi_bt_power_domain_off (void)

bt Wi-Fi power domain power off

Structures

struct esp_bt_controller_config t

Controller config options, depend on config mask. Config mask indicate which functions enabled, this means
some options or parameters of some functions enabled by config mask.

Public Members

uintl6_t controller_task_stack_size

Bluetooth controller task stack size

uint8_t controller_task_prio

Bluetooth controller task priority
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uint§_t hei_uart_no
If use UART1/2 as HCI 10 interface, indicate UART number

uint32_t hei_uart_baudrate
If use UART1/2 as HCI 10 interface, indicate UART baudrate

uint8_t scan_duplicate_mode

scan duplicate mode

uint8_t scan_duplicate_type

scan duplicate type

uintl6_t normal_adv_size

Normal adv size for scan duplicate

uint16_t mesh_adv_size

Mesh adv size for scan duplicate

uintl6_t send_adv_reserved_size

Controller minimum memory value

uint32_t controller_debug_flag
Controller debug log flag

uint8_t mode
Controller mode: BR/EDR, BLE or Dual Mode

uint§_t ble_max_conn

BLE maximum connection numbers

uint§_t bt_max_acl_conn

BR/EDR maximum ACL connection numbers

uint§_t bt_sco_datapath
SCO data path, i.e. HCI or PCM module

bool auto_latency

BLE auto latency, used to enhance classic BT performance

bool bt _legacy_auth_vs_evt
BR/EDR Legacy auth complete event required to protect from BIAS attack

uint§_t bt_max_sync_conn

BR/EDR maximum ACL connection numbers. Effective in menuconfig

uint§_tble_sca

BLE low power crystal accuracy index
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uint§_t pcm_role
PCM role (master & slave)

uint§_t pcm_polar
PCM polar trig (falling clk edge & rising clk edge)

bool hli

Using high level interrupt or not

uintl6_t dup_list_refresh_period

Duplicate scan list refresh period
uint32_tmagic
Magic number

struct esp_vhei_host_callback

esp_vhci_host_callback used for vhcei call host function to notify what host need to do

Public Members

void (*notify host_send_available)(void)

callback used to notify that the host can send packet to controller

int (*notify host_recv)(uint8_t *data, uint16_t len)

callback used to notify that the controller has a packet to send to the host

Macros

ESP_BT_CONTROLLER_CONFIG_MAGIC_VAL
BT_CONTROLLER_INIT CONFIG_DEFAULT ()

Type Definitions

typedef struct esp_vhci_host_callback esp_vhei_host_callback_t

esp_vhci_host_callback used for vhci call host function to notify what host need to do

Enumerations

enum esp_bt_mode_t

Bluetooth mode for controller enable/disable.

Values:

enumerator ESP_BT_MODE_IDLE

Bluetooth is not running

enumerator ESP_BT_MODE_BLE
Run BLE mode
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enumerator ESP_BT_MODE_CLASSIC_BT
Run Classic BT mode

enumerator ESP_BT_MODE_BTDM

Run dual mode

enum [anonymous]

BLE sleep clock accuracy(SCA), values for ble_sca field in esp_bt_controller_config_t, currently only
ESP_BLE_SCA_500PPM and ESP_BLE_SCA_250PPM are supported.

Values:

enumerator ESP_BLE_SCA_500PPM
BLE SCA at 500ppm

enumerator ESP_BLE_SCA_250PPM
BLE SCA at 250ppm

enumerator ESP_BLE_SCA_150PPM
BLE SCA at 150ppm

enumerator ESP_BLE_SCA_100PPM
BLE SCA at 100ppm

enumerator ESP_BLE_SCA_75PPM
BLE SCA at 75ppm

enumerator ESP_BLE_SCA_50PPM
BLE SCA at 50ppm

enumerator ESP_BLE_SCA_30PPM
BLE SCA at 30ppm

enumerator ESP_BLE_SCA_20PPM
BLE SCA at 20ppm

enum esp_bt_controller_status_t

Bluetooth controller enable/disable/initialised/de-initialised status.

Values:

enumerator ESP_BT_CONTROLLER_STATUS_IDLE

enumerator ESP_BT_CONTROLLER_STATUS_INITED

enumerator ESP_BT_CONTROLLER_STATUS_ENABLED

enumerator ESP_BT_CONTROLLER_STATUS_NUM
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enum esp_ble_power_type_t

BLE tx power type ESP_BLE_PWR_TYPE_CONN_HDLO-8: for each connection, and only be
set after connection completed. when disconnect, the correspond TX power is not effected.
ESP_BLE_PWR_TYPE_ADV : for advertising/scan response. ESP_BLE_PWR_TYPE_SCAN : for scan.
ESP_BLE_PWR_TYPE_DEFAULT : if each connection’ s TX power is not set, it will use this default value.
if neither in scan mode nor in adv mode, it will use this default value. If none of power type is set, system will
use ESP_ PWR_LVL_P3 as default for ADV/SCAN/CONNO-9.

Values:

enumerator ESP_BLE_PWR_TYPE_CONN_HDLO

For connection handle 0

enumerator ESP_BLE_PWR_TYPE_CONN_HDL1

For connection handle 1

enumerator ESP_BLE_PWR_TYPE_CONN_HDL2

For connection handle 2

enumerator ESP_BLE_PWR_TYPE_CONN_HDL3

For connection handle 3

enumerator ESP_BLE_PWR_TYPE_CONN_HDL4

For connection handle 4

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS5

For connection handle 5

enumerator ESP_BLE_PWR_TYPE_CONN_HDL6

For connection handle 6

enumerator ESP_BLE_PWR_TYPE_CONN_HDL7

For connection handle 7

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS8

For connection handle 8

enumerator ESP_BLE_PWR_TYPE_ADV

For advertising

enumerator ESP_BLE_PWR_TYPE_SCAN

For scan

enumerator ESP_BLE_PWR_TYPE_DEFAULT

For default, if not set other, it will use default value

enumerator ESP_BLE_PWR_TYPE_NUM
TYPE numbers
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enum esp_power_level_t

Bluetooth TX power level(index), it” s just a index corresponding to power(dbm).

Values:

enumerator ESP_PWR_LVL_N12
Corresponding to -12dbm

enumerator ESP_PWR_LVL_N9
Corresponding to -9dbm

enumerator ESP_PWR_LVL_N6
Corresponding to -6dbm

enumerator ESP_PWR_LVL_N3
Corresponding to -3dbm

enumerator ESP_PWR_LVL_NO
Corresponding to Odbm

enumerator ESP_PWR_LVL_P3
Corresponding to +3dbm

enumerator ESP_PWR_LVL_P6
Corresponding to +6dbm

enumerator ESP_PWR_LVL_P9

Corresponding to +9dbm

enumerator ESP_PWR_LVL_N14
Backward compatibility! Setting to -14dbm will actually result to -12dbm

enumerator ESP_PWR_LVL_N11
Backward compatibility! Setting to -11dbm will actually result to -9dbm

enumerator ESP_ PWR_LVL_N8
Backward compatibility! Setting to -8dbm will actually result to -6dbm

enumerator ESP_ PWR_LVL_NS5
Backward compatibility! Setting to -5dbm will actually result to -3dbm

enumerator ESP_ PWR_LVL_N2
Backward compatibility! Setting to -2dbm will actually result to Odbm

enumerator ESP_ PWR_LVL_P1
Backward compatibility! Setting to +1dbm will actually result to +3dbm

enumerator ESP_PWR_LVL_P4
Backward compatibility! Setting to +4dbm will actually result to +6dbm
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enumerator ESP_PWR_LVL_P7
Backward compatibility! Setting to +7dbm will actually result to +9dbm

enum esp_sco_data_path_t

Bluetooth audio data transport path.

Values:

enumerator ESP_SCO_DATA_PATH_HCI

data over HCI transport

enumerator ESP_SCO_DATA_PATH_PCM

data over PCM interface

2.3.4 NimBLE-based host APIs

Overview

Apache MyNewt NimBLE is a highly configurable and BT SIG qualifiable BLE stack providing both host and con-
troller functionalities. ESP-IDF supports NimBLE host stack which is specifically ported for ESP32 platform and
FreeRTOS. The underlying controller is still the same (as in case of Bluedroid) providing VHCI interface. Refer
to NimBLE user guide for a complete list of features and additional information on NimBLE stack. Most features
of NimBLE including BLE Mesh are supported by ESP-IDF. The porting layer is kept cleaner by maintaining all
the existing APIs of NimBLE along with a single ESP-NimBLE API for initialization, making it simpler for the
application developers.

Architecture

Currently, NimBLE host and controller support different transports such as UART and RAM between them. How-
ever, RAM transport cannot be used as is in case of ESP as ESP controller supports VHCI interface and buffering
schemes used by NimBLE host is incompatible with that used by ESP controller. Therefore, a new transport between
NimBLE host and ESP controller has been added. This is depicted in the figure below. This layer is responsible for
maintaining pool of transport buffers and formatting buffers exchanges between host and controller as per the re-
quirements.

BLE Application
NimBLE Host
ESP-NimBLE VHCI Layer
ESP-Controller

& 1: ESP NimBLE Stack

Threading Model

The NimBLE host can run inside the application thread or can have its own independent thread. This flex-
ibility is inherently provided by NimBLE design. By default, a thread is spawned by the porting function
nimble_port_freertos_init. This behavior can be changed by overriding the same function. For BLE
Mesh, additional thread (advertising thread) is used which keeps on feeding advertisement events to the main thread.

Espressif Systems 287 Release v5.0.2
Submit Document Feedback


https://mynewt.apache.org/latest/network/index.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

Programming Sequence

To begin with, make sure that the NimBLE stack is enabled from menuconfig choose NimBLE for the Bluetooth host.

Typical programming sequence with NimBLE stack consists of the following steps:
e Initialize NVS flash using nvs_flash_init () APL This is because ESP controller uses NVS during
initialization.
* Initialize the host and controller stack using nimble_port_init.
¢ Initialize the required NimBLE host configuration parameters and callbacks
 Perform application specific tasks/initialization
* Run the thread for host stack using nimble_port_freertos_init

This documentation does not cover NimBLE APIs. Refer to NimBLE tutorial for more details on the programming
sequence/NimBLE APIs for different scenarios.

API Reference

Header File

* components/bt/host/nimble/esp-hci/include/esp_nimble_hci.h

Functions
esp_err_t esp_nimble_hci_init (void)

Initialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

This function initializes the transport buffers to be exchanged between NimBLE host and ESP controller. It
also registers required host callbacks with the controller.

A
¢ ESP_OK if the initialization is successful
* Appropriate error code from esp_err_t in case of an error
esp_err_t esp_nimble_hci_deinit (void)

Deinitialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

£511: This function should be called after the NimBLE host is deinitialized.

B
¢ ESP_OK if the deinitialization is successful
* Appropriate error codes from esp_err_t in case of an error

Macros

BLE_HCI_UART_H4_NONE

BLE_HCI_UART_H4_CMD
BLE_HCI_UART H4_ACL
BLE_HCI_UART_H4_SCO

BLE_HCI_UART_H4_EVT

ESP-IDF H Hi Sz W F LR . BT Bluedroid HyH#eRE (BRIA) SHRE&4 W 4 F1 BLE, 1fi 5T Apache
NimBLE [R5 BLE. i Pl 22540 F g Bk e ds

o X [RII AB G WS o Fil BLE [ B, Si%3% ] Bluedroid,
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2.4 Error Codes Reference

This section lists various error code constants defined in ESP-IDF.

For general information about error codes in ESP-IDF, see Error Handling.
ESP_FAIL (-1): Generic esp_err_t code indicating failure

ESP_OK (0): esp_err_t value indicating success (no error)
ESP_ERR_NO_MEM (0x101): Out of memory
ESP_ERR_INVALID_ARG (0x102): Invalid argument
ESP_ERR_INVALID_ STATE (0x103): Invalid state
ESP_ERR_INVALID_SIZE (0x104): Invalid size
ESP_ERR_NOT_FOUND (0x105): Requested resource not found
ESP_ERR_NOT_SUPPORTED (0x106): Operation or feature not supported
ESP_ERR_TIMEOUT (0x107): Operation timed out
ESP_ERR_INVALID_RESPONSE (0x108): Received response was invalid
ESP_ERR_INVALID_CRC (0x109): CRC or checksum was invalid
ESP_ERR_INVALID_ VERSION (0x10a): Version was invalid
ESP_ERR_INVALID_MAC (0x10b): MAC address was invalid
ESP_ERR_NOT_FINISHED (0x10c): There are items remained to retrieve
ESP_ERR_NVS_BASE (0x1100): Starting number of error codes
ESP_ERR_NVS_NOT_INITIALIZED (0x1101): The storage driver is not initialized

ESP_ERR_NVS_NOT_FOUND (0x1102): A requested entry couldn’ t be found or namespace doesn’ t exist yet
and mode is NVS_READONLY

ESP_ERR_NVS_TYPE_MISMATCH (0x1103): The type of set or get operation doesn’ t match the type of value
stored in NVS

ESP_ERR_NVS_READ_ONLY (0x1104): Storage handle was opened as read only

ESP_ERR_NVS_NOT_ENOUGH_SPACE (0x1105): There is not enough space in the underlying storage to save the
value

ESP_ERR_NVS_INVALID_NAME (0x1106): Namespace name doesn’ t satisfy constraints
ESP_ERR_NVS_INVALID_ HANDLE (0x1107): Handle has been closed or is NULL

ESP_ERR_NVS_REMOVE_FAILED (0x1108): The value wasn’ t updated because flash write operation has failed.
The value was written however, and update will be finished after re-initialization of nvs, provided that flash operation
doesn’ t fail again.
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ESP_ERR_NVS_KEY_TOO_LONG (0x1109): Key name is too long
ESP_ERR_NVS_PAGE_FULL (0x110a): Internal error; never returned by nvs API functions

ESP_ERR_NVS_INVALID_STATE (0x110b): NVS is in an inconsistent state due to a previous error. Call
nvs_flash_init and nvs_open again, then retry.

ESP_ERR_NVS_INVALID_LENGTH (0x110c): String or blob length is not sufficient to store data

ESP_ERR_NVS_NO_FREE_PAGES (0x110d): NVS partition doesn’ t contain any empty pages. This may happen
if NVS partition was truncated. Erase the whole partition and call nvs_flash_init again.

ESP_ERR_NVS_VALUE_TOO_LONG (0x110e): Value doesn’ t fit into the entry or string or blob length is longer
than supported by the implementation

ESP_ERR_NVS_PART_NOT_FOUND (0x110f): Partition with specified name is not found in the partition table

ESP_ERR_NVS_NEW_VERSION_FOUND (0x1110): NVS partition contains data in new format and cannot be
recognized by this version of code

ESP_ERR_NVS_XTS_ENCR_FAILED (0x1111): XTS encryption failed while writing NVS entry
ESP_ERR_NVS_XTS_DECR_FAILED (0x1112): XTS decryption failed while reading NVS entry
ESP_ERR _NVS_XTS_CFG_FAILED (0x1113): XTS configuration setting failed
ESP_ERR_NVS_XTS_CFG_NOT_FOUND (0x1114): XTS configuration not found
ESP_ERR_NVS_ENCR_NOT_SUPPORTED (0x1115): NVS encryption is not supported in this version
ESP_ERR_NVS_KEYS_NOT_INITIALIZED (0x1116): NVS key partition is uninitialized
ESP_ERR_NVS_CORRUPT_KEY_PART (0x1117): NVS key partition is corrupt

ESP_ERR_NVS_CONTENT_DIFFERS (0x1118): Internal error; never returned by nvs API functions. NVS key is
different in comparison

ESP_ERR_NVS_WRONG_ENCRYPTION (0x1119): NVS partition is marked as encrypted with generic flash en-
cryption. This is forbidden since the NVS encryption works differently.

ESP_ERR_ULP_BASE (0x1200): Offset for ULP-related error codes
ESP_ERR_ULP_SIZE_TOO_BIG (0x1201): Program doesn’ t fit into RTC memory reserved for the ULP

ESP_ERR_ULP_INVALID_LOAD_ADDR (0x1202): Load address is outside of RTC memory reserved for the
ULP

ESP_ERR_ULP_DUPLICATE_LABEL (0x1203): More than one label with the same number was defined
ESP_ERR_ULP_UNDEFINED_LABEL (0x1204): Branch instructions references an undefined label

ESP_ERR_ULP_BRANCH_OUT_OF_RANGE (0x1205): Branch target is out of range of B instruction (try replacing
with BX)

ESP_ERR_OTA_BASE (0x1500): Base error code for ota_ops api

ESP_ERR_OTA_PARTITION_CONFLICT (0x1501): Error if request was to write or erase the current running
partition

ESP_ERR_OTA_SELECT_INFO_INVALID (0x1502): Error if OTA data partition contains invalid content
ESP_ERR_OTA_VALIDATE_FAILED (0x1503): Error if OTA app image is invalid

ESP_ERR_OTA_SMALL_SEC_VER (0x1504): Error if the firmware has a secure version less than the running
firmware.

ESP_ERR_OTA_ROLLBACK_FAILED (0x1505): Error if flash does not have valid firmware in passive partition
and hence rollback is not possible

ESP_FERR_OTA_ROLLBACK_INVALID_STATE (0x1506): Error if current active firmware is still marked in
pending validation state (ESP_OTA_IMG_PENDING_VERIFY), essentially first boot of firmware image post up-
grade and hence firmware upgrade is not possible
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ESP_ERR_EFUSE (0x1600): Base error code for efuse api.
ESP_OK_EFUSE_CNT (0x1601): OK the required number of bits is set.
ESP_ERR_EFUSE_CNT_IS_FULL (0x1602): Error field is full.

ESP_ERR_EFUSE_REPEATED_PROG (0x1603): Error repeated programming of programmed bits is strictly for-
bidden.

ESP_ERR_CODING (0x1604): Error while a encoding operation.
ESP_ERR_NOT_ENOUGH_UNUSED_KEY_ BLOCKS (0x1605): Error not enough unused key blocks available

ESP_ERR_DAMAGED_READING (0x1606): Error. Burn or reset was done during a reading operation leads to
damage read data. This error is internal to the efuse component and not returned by any public APL

ESP_ERR_IMAGE_BASE (0x2000)

ESP_ERR_IMAGE_FLASH_FAIL (0x2001)

ESP_ERR_IMAGE_INVALID (0x2002)

ESP_ERR_WIFI_BASE (0x3000): Starting number of WiFi error codes
ESP_ERR_WIFI_NOT_INIT (0x3001): WiFi driver was not installed by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED (0x3002): WiFi driver was not started by esp_wifi_start
ESP_ERR_WIFI_NOT_STOPPED (0x3003): WiFi driver was not stopped by esp_wifi_stop
ESP_ERR_WIFI_IF (0x3004): WiFi interface error

ESP_ERR_WIFI_MODE (0x3005): WiFi mode error

ESP_ERR_WIFI_STATE (0x3006): WiFi internal state error

ESP_ERR_WIFI_CONN (0x3007): WiFi internal control block of station or soft-AP error
ESP_ERR_WIFI_NVS (0x3008): WiFi internal NVS module error
ESP_ERR_WIFI_MAC (0x3009): MAC address is invalid

ESP_ERR_WIFI_SSID (0x300a): SSID is invalid

ESP_ERR_WIFI_PASSWORD (0x300b): Password is invalid
ESP_ERR_WIFI_TIMEOUT (0x300c): Timeout error

ESP_ERR_WIFI_WAKE_FAIL (0x300d): WiFi is in sleep state(RF closed) and wakeup fail
ESP_ERR_WIFI_WOULD_BLOCK (0x300e): The caller would block
ESP_ERR_WIFI_NOT_CONNECT (0x300f): Station still in disconnect status
ESP_ERR_WIFI_POST (0x3012): Failed to post the event to WiFi task
ESP_ERR_WIFI_INIT STATE (0x3013): Invalid WiFi state when init/deinit is called
ESP_ERR_WIFI_STOP_STATE (0x3014): Returned when WiFi is stopping
ESP_ERR_WIFI_NOT_ASSOC (0x3015): The WiFi connection is not associated
ESP_ERR_WIFI_TX DISALLOW (0x3016): The WiFi TX is disallowed
ESP_ERR_WIFI_REGISTRAR (0x3033): WPS registrar is not supported
ESP_ERR_WIFI_WPS_TYPE (0x3034): WPS type error

ESP_ERR_WIFI_WPS_SM (0x3035): WPS state machine is not initialized
ESP_ERR_ESPNOW_BASE (0x3064): ESPNOW error number base.
ESP_ERR_ESPNOW_NOT _INIT (0x3065): ESPNOW is not initialized.
ESP_ERR_ESPNOW_ARG (0x3066): Invalid argument

ESP_ERR_ESPNOW_NO_MEM (0x3067): Out of memory
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ESP_ERR_ESPNOW_FULL (0x3068): ESPNOW peer list is full
ESP_ERR_ESPNOW_NOT_FOUND (0x3069): ESPNOW peer is not found
ESP_ERR_ESPNOW_INTERNAL (0x306a): Internal error
ESP_ERR_ESPNOW_EXIST (0x306b): ESPNOW peer has existed
ESP_ERR_ESPNOW_IF (0x306c): Interface error

ESP_ERR _DPP_FAILURE (0x3097): Generic failure during DPP Operation
ESP_ERR_DPP_TX FAILURE (0x3098): DPP Frame Tx failed OR not Acked
ESP_ERR_DPP_INVALID_ ATTR (0x3099): Encountered invalid DPP Attribute
ESP_ERR_MESH_BASE (0x4000): Starting number of MESH error codes
ESP_ERR_MESH_WIFI_NOT_START (0x4001)
ESP_ERR_MESH_NOT_INIT (0x4002)
ESP_ERR_MESH_NOT_CONFIG (0x4003)
ESP_ERR_MESH_NOT_START (0x4004)
ESP_ERR_MESH_NOT_SUPPORT (0x4005)
ESP_ERR_MESH_NOT_ALLOWED (0x4006)
ESP_ERR_MESH_NO_MEMORY (0x4007)

ESP_ERR_MESH_ARGUMENT (0x4008)
ESP_ERR_MESH_EXCEED_MTU (0x4009)

ESP_ERR_MESH_TIMEOUT (0x400a)
ESP_ERR_MESH_DISCONNECTED (0x400b)
ESP_ERR_MESH_QUEUE_FATL (0x400c)
ESP_ERR_MESH_QUEUE_FULL (0x400d)
ESP_ERR_MESH_NO_PARENT_FOUND (0x400e)
ESP_ERR_MESH_NO_ROUTE_FOUND (0x400f)
ESP_ERR_MESH_OPTION_NULL (0x4010)
ESP_ERR_MESH_OPTION_UNKNOWN (0x4011)
ESP_ERR_MESH_XON_NO_WINDOW (0x4012)
ESP_ERR_MESH_INTERFACE (0x4013)
ESP_ERR_MESH_DISCARD_DUPLICATE (0x4014)
ESP_ERR_MESH_DISCARD (0x4015)

ESP_ERR_MESH_VOTING (0x4016)

ESP_ERR_MESH_XMIT (0x4017)

ESP_ERR_MESH_QUEUE_READ (0x4018)

ESP_ERR_MESH_PS (0x4019)

ESP_ERR_MESH_RECV_RELEASE (0x401a)
ESP_ERR_ESP_NETIF_BASE (0x5000)
ESP_ERR_ESP_NETIF_INVALID_PARAMS (0x5001)
ESP_ERR_ESP_NETIF_TF_NOT_READY (0x5002)

ESP_ERR_ESP_NETIF_DHCPC_START FAILED (0x5003)
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ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED (0x5004)

ESP_ERR_ESP_NETIF DHCP_ALREADY_ STOPPED (0x5005)
ESP_ERR_ESP_NETIF_NO_MEM (0x5006)
ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED (0x5007)

ESP_ERR_ESP_NETIF DRIVER ATTACH FAILED (0x5008)

ESP_ERR_ESP_NETIF INIT FAILED (0x5009)

ESP_ERR_ESP_NETIF_DNS_NOT_ CONFIGURED (0x500a)
ESP_ERR_ESP_NETIF_MLD6_FAILED (0x500b)

ESP_ERR_ESP_NETIF IP6_ADDR_FAILED (0x500c)

ESP_ERR_ESP_NETIF_DHCPS _START FAILED (0x500d)

ESP_ERR_FLASH_BASE (0x6000): Starting number of flash error codes

ESP_FERR_FLASH OP_FATL (0x6001)

ESP_FERR_FLASH _OP_TIMEOUT (0x6002)

ESP_ERR_FLASH NOT_INITIALISED (0x6003)

ESP_ERR_FLASH UNSUPPORTED_HOST (0x6004)

ESP_ERR_FLASH UNSUPPORTED_CHIP (0x6005)

ESP_ERR_FLASH PROTECTED (0x6006)

ESP_ERR_HTTP_BASE (0x7000): Starting number of HTTP error codes
ESP_ERR_HTTP_MAX REDIRECT (0x7001): The error exceeds the number of HTTP redirects
ESP_ERR_HTTP_CONNECT (0x7002): Error open the HTTP connection
ESP_ERR_HTTP_WRITE_DATA (0x7003): Error write HTTP data

ESP_ERR_HTTP_FETCH HEADER (0x7004): Error read HTTP header from server
ESP_ERR_HTTP_INVALID_TRANSPORT (0x7005): There are no transport support for the input scheme
ESP_ERR_HTTP_CONNECTING (0x7006): HTTP connection hasn’ t been established yet
ESP_ERR_HTTP_FEAGAIN (0x7007): Mapping of errno EAGAIN to esp_err_t
ESP_ERR_HTTP_CONNECTION_CLOSED (0x7008): Read FIN from peer and the connection closed
ESP_ERR_ESP_TLS_BASE (0x8000): Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_RESOLVE_HOSTNAME (0x8001): Error if hostname couldn’ t be resolved upon
tls connection

ESP_ERR_ESP_TLS CANNOT_ CREATE_SOCKET (0x8002): Failed to create socket
ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOL_FAMILY (0x8003): Unsupported protocol family
ESP_ERR_ESP_TLS_FAILED CONNECT_TO_HOST (0x8004): Failed to connect to host
ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED (0x8005): failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT (0x8006): new connection in esp_tls_low_level_conn connec-
tion timeouted

ESP_ERR_ESP_TLS_SE_FAILED (0x8007)

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN (0x8008)

ESP_ERR_MBEDTLS_CERT_PARTLY_OK (0x8010): mbedtls parse certificates was partly successful
ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED (0x8011): mbedtls api returned error

ESP_ERR_MBEDTLS_SSIL_SET_HOSTNAME_FAILED (0x8012): mbedtls api returned error
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ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED (0x8013): mbedtls api returned error
ESP_ERR_MBEDTLS_SSIL_CONF_ALPN_PROTOCOLS_FAILED (0x8014): mbedtls api returned error
ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED (0x8015): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED (0x8016): mbedtls api returned error
ESP_ERR_MBEDTLS_SSI_SETUP_FAILED (0x8017): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_WRITE_FAILED (0x8018): mbedtls api returned error
ESP_ERR_MBEDTLS_PK_PARSE_KEY_ FAILED (0x8019): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSIL_HANDSHAKE_FAILED (0x801a): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSI_CONF_PSK_FAILED (0x801b): mbedtls api returned failed

ESP_ERR MBEDTLS_SSIL_TICKET SETUP_FAILED (0x801c): mbedtls api returned failed
ESP_ERR_WOLFSSL_SSL_SET_HOSTNAME_FAILED (0x8031): wolfSSL api returned error
ESP_ERR_WOLFSSL_SSI_CONF_ALPN_PROTOCOLS_FAILED (0x8032): wolfSSL api returned error
ESP_ERR_WOLFSSL_CERT_VERIFY_SETUP_FAILED (0x8033): wolfSSL api returned error
ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED (0x8034): wolfSSL api returned error
ESP_ERR_WOLFSSI_SSL_HANDSHAKE_FATLED (0x8035): wolfSSL api returned failed
ESP_ERR_WOLFSSL_CTX_SETUP_FAILED (0x8036): wolfSSL api returned failed
ESP_ERR_WOLFSSL_SSL_SETUP_FAILED (0x8037): wolfSSL api returned failed
ESP_ERR_WOLFSSL_SSL_WRITE_FAILED (0x8038): wolfSSL api returned failed
ESP_ERR_HTTPS_OTA_BASE (0x9000)

ESP_ERR_HTTPS _OTA_IN_PROGRESS (0x9001)

ESP_ERR_PING_BASE (0xa000)

ESP_ERR_PING_INVALID_PARAMS (0xa001)

ESP_ERR_PING_NO_MEM (0xa002)

ESP_ERR_HTTPD_BASE (0xb000): Starting number of HTTPD error codes
ESP_ERR_HTTPD_HANDLERS_FULL (0xb001): All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS (0xb002): URI handler with same method and target URI already regis-
tered

ESP_ERR_HTTPD_INVALID_REQ (0xb003): Invalid request pointer
ESP_ERR_HTTPD_RESULT_TRUNC (0xb004): Result string truncated
ESP_ERR_HTTPD_RESP_HDR (0xb005): Response header field larger than supported
ESP_ERR_HTTPD_RESP_SEND (0xb006): Error occured while sending response packet
ESP_ERR_HTTPD_ALLOC_MEM (0xb007): Failed to dynamically allocate memory for resource
ESP_ERR_HTTPD_TASK (0xb008): Failed to launch server task/thread
ESP_ERR_HW_CRYPTO_BASE (0xc000): Starting number of HW cryptography module error codes
ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL (0xc001): HMAC peripheral problem
ESP_ERR_HW_CRYPTO_DS_INVALID_KEY (0xc002)
ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST (0xc004)
ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING (0xc005)

ESP_ERR_MEMPROT_BASE (0xd000): Starting number of Memory Protection API error codes
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ESP_ERR_MEMPROT_MEMORY_TYPE_INVALID (0xd001)
ESP_ERR_MEMPROT_SPLIT_ADDR_INVALID (0xd002)
ESP_ERR_MEMPROT_SPLIT_ADDR_OUT_OF_RANGE (0xd003)
ESP_ERR_MEMPROT_SPLIT_ADDR_UNALIGNED (0xd004)
ESP_ERR_MEMPROT_UNIMGMT_BLOCK_INVALID (0xd005)
ESP_ERR_MEMPROT_WORLD_INVALID (0xd006)

ESP_ERR_MEMPROT_AREA_INVALID (0xd007)

ESP_ERR_MEMPROT_CPUID_INVALID (0xd008)

ESP_ERR_TCP_TRANSPORT_BASE (0xe000): Starting number of TCP Transport error codes
ESP_ERR_TCP_TRANSPORT_CONNECTION_TIMEOUT (0xe001): Connection has timed out

ESP_ERR_TCP_TRANSPORT_CONNECTION_CLOSED_BY_FIN (0xe002): Read FIN from peer and the con-
nection has closed (in a clean way)

ESP_ERR_TCP_TRANSPORT_CONNECTION_FAILED (0xe003): Failed to connect to the peer

ESP_ERR_TCP_TRANSPORT_NO_MEM (0xe004): Memory allocation failed

2.5 ¥EM API

2.5.1 Wi-Fi

ESP-NOW

ek ESP-NOW 22—t i SR 8% 22 | X JoiE4% Wi-Fi il fF Pl . £ ESP-NOW o, R IR PRt et
PAESA PR SN, ARAETCERIEOLT . 4> Wi-Fi S tehi®) 55— Wi-Fi 4%, CTR
5 CBC-MAC 4% (CCMP) 1] I RARAP SV E Wi 4 4. ESP-NOW J7iZ [ I TR MR . sl 1%k

Tﬁéﬁﬁ ESP-NOW fili -~ R i) s A et . BRI LR 1 Mbps. 44~ H N 7 14 30 /R i
T\ .

| MAC # % | 2 XRE | HABRKFRF | HEHNE | HBEWHEEAAE | FCS o

24 7% E 3 7 4 7% 7~255 F ¥ 4 7%

o RARES: AR TFET TR RSN R (e 127),

o FRRFT: HLAR RS —ME—AR R (Lt 0x18fe34), M iRZETS 21 MAC Huhik 1 it =4
FA .

o BEHUE: B kS .

o LN TERE NS MLV R E NS R E T B, W AR:
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1 FF 1 FF 3 FF 1 7% 1 FF 0~250 F%

« JuE ID: JTE ID FEA il THnfre TR Rt E .

o KJE: KEFERHSAMNRF. B, BASFIE RS K,

o HLUWRRFF: HLWRIRFAE S —DME—ARIRAT (bl 0x18fe34), A RFETEZE K MAC Hutik i §i =4~
T

o R RAMFEE N4, 3 ESP-NOW,

o A FRATF B E oA ESP-NOW f i As .,

o IE3C: IE A% ESP-NOW % .

f T ESP-NOW & JiE#:nY, [Hk MAC 23k SAR1EWIS A A [H . FrameControl Bz () FromDS #l ToDS
iR 0. SE— A F BN FHCE Hbrhidk . 25 A it B FEEFEAE. 6 = Mt F BT
Hic B Ak (OxAT:0x{T:0xfF:0x{T:0xfT:0x1T) .

ESP-NOW % JI] CCMP J5 ik ORI B i e sh fiivy 2¢ 4, HAkn] 2% TEEE Std. 802.11-2012. Wi-Fi & #54Ed"—A> 9!

o PMK A]{fi [ AES-128 B hn%% LMK, #Hf esp_now_set_pmk () iXE PMK, QIR KEE
PMK, 5 il i\ PMK.

* LMK #Jjfi it CCMP Jy yA& WML R R4 2 i sh VETHES T , 29 6 AR IRIg LMK, 42k
R EERTE ) LMK, WSh VRS ZE T4

FURT, N SCRpIns ALR R R 5 1) s A

WG R Bt W esp_now_init () ¥k ESP-NOW, W Hesp_now_deinit () IR IL
ESP-NOW ., ESP-NOW %{ffghZii#E Wi-Fi JE 3l 5%, b @ AEv i1k ESP-NOW 2 Hijg 3 Wi-Fi,
TER WAL ESP-NOW 2 J515 1F Wi-Fi, 4ilflesp_now_deinit () B, BCXHEAHIRTA (5 SERR M)

MBS Bef eI Ak 2 Hfth ik s 2 10, 1595Vl esp_now_add_peer () ¥ H MBI BT 5%
BFrp, WA TNEE, WA E LMK, ESP-NOW #5421 PAM Station 5§ Softap 332 11 % 3% . HifRAE
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BrBiR [v] ESP_NOW_SEND_SUCCESS %, N, B¥fi 8] ESP_NOW_SEND_FAIL, ESP-NOW %i#li & i%
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o R, P ESP-NOW Sod iy A ik 18] B K T BE S0l o ek K0R MR AL . e, BHESE2) b
— R[] ] R A5 1] ACK 5 755235 R —1> ESP-NOW %l i [l 9 o B i I Je 2 i) Wi-Fi AT 55 iz
j?;%lﬂﬁ, AEAETRE R P RATICR A3 M, KPR 2 s e BIBAS , HF A2 ISR AR )
Lo AL R

Espressif Systems 296 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. AP1 &%

Uk ESP-NOW %i#ft i esp_now_register_recv_chb () FENHER EVE R E. 2432 ESP-NOW
P, TR P R R . R R R B AE Wi-FL ARG5S T BRI, ANEEAERE R £
PATTUR HAE . M, RRUL BRI R LRI, I A e R BRI S5 b 3L

fLE ESP-NOW Wi f|[flesp_wifi_config espnow_rate () BLETEER 1% ESPNOW #H &K, #fj
PRAETC B AR HIRERE 1. XA APL WiZ%fEesp_wifi_start () ZJEHM.

fiL¥ ESP-NOW JjkE5 % 24 HALY ESP32-C2 [l STA #ixUlf, s Hab AT iRk .

PATARIRAT, 8 esp_now_set_wake_window () 5 ESP-NOW I3 it & Window . BRI\ L T Window
HEKRAE, R RVF—HIE.

NSRS ESP-NOW HEh#EEH , th T flesp_wifi_connectionless_module_set_wake_interval ().
WS H & Ak e 72 R Z(E ..

W B

o WMAIFE £ 045 Ky ESP-NOW (45 : wifi/espnow.
o T £ ESP-NOW W)W Fl~fl, iES% README.md 30

API 5%

Header File

e components/esp_wifi/include/esp_now.h

Functions
esp_err_t esp_now_init (void)
Initialize ESPNOW function.
JEA |
e ESP_OK : succeed
e ESP_ERR_ESPNOW_INTERNAL : Internal error
esp_err_t esp_now_deinit (void)
De-initialize ESPNOW function.
peq |
* ESP_OK : succeed

esp_err_t esp_now_get_version (uint32_t *version)
Get the version of ESPNOW.

%% version -ESPNOW version
Rl
e ESP_OK : succeed
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_register_recv_cb (esp_now_recv_cb_t cb)
Register callback function of receiving ESPNOW data.

%% cb —callback function of receiving ESPNOW data

B
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error
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esp_err_t esp_now_unregister_recv_cb (void)
Unregister callback function of receiving ESPNOW data.
Bl
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

esp_err_t esp_now_register_send_cb (esp_now_send_cb_t cb)
Register callback function of sending ESPNOW data.

%%t cb —callback function of sending ESPNOW data

Bl
e ESP_OK : succeed
» ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error

esp_err_t esp_now_unregister_send_cb (void)
Unregister callback function of sending ESPNOW data.
B
* ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

esp_err_t esp_now_send (const uint8_t *peer_addr, const uint8_t *data, size_t len)
Send ESPNOW data.

Attention 1. If peer_addr is not NULL, send data to the peer whose MAC address matches peer_addr
Attention 2. If peer_addr is NULL, send data to all of the peers that are added to the peer list

Attention 3. The maximum length of data must be less than ESP_NOW_MAX_DATA_LEN

Attention 4. The buffer pointed to by data argument does not need to be valid after esp_now_send returns

S8
* peer_addr —peer MAC address
* data —data to send
* len -length of data

Bl

ESP_OK : succeed

ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
ESP_ERR_ESPNOW_ARG : invalid argument
ESP_ERR_ESPNOW_INTERNAL : internal error

while before sending the next data
ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_add_peer (const esp_now_peer_info_t *peer)

Add a peer to peer list.

%% peer —peer information
Rl
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full
* ESP_ERR_ESPNOW_NO_MEM : out of memory
* ESP_ERR_ESPNOW_EXIST : peer has existed

esp_err_t esp_now_del_peer (const uint8_t *peer_addr)

Delete a peer from peer list.

ESP_ERR_ESPNOW_IF : current WiFi interface doesn’ t match that of peer

ESP_ERR_ESPNOW_NO_MEM : out of memory, when this happens, you can delay a

Espressif Systems 298
Submit Document Feedback

Release v5.0.2


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

%% peer_addr —peer MAC address
Bzl
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_mod_peer (const esp_now_peer_info_t *peer)

Modify a peer.

%% peer —peer information
PEA ]
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full

esp_err_tesp_wifi_config espnow_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)
Config ESPNOW rate of specified interface.

Attention 1. This API should be called after esp_wifi_start().

S8
* ifx —Interface to be configured.
* rate —Phy rate to be configured.
Bl
e ESP_OK: succeed
* others: failed

esp_err_t esp_now_get_peer (const uint8_t *peer_addr, esp_now_peer_info_t *peer)
Get a peer whose MAC address matches peer_addr from peer list.

ZH
* peer_addr —peer MAC address
* peer —peer information
B
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_fetch_peer (bool from_head, esp_now_peer_info_t *peer)

Fetch a peer from peer list. Only return the peer which address is unicast, for the multicast/broadcast address,
the function will ignore and try to find the next in the peer list.

* from_head —fetch from head of list or not
* peer —peer information
Bl
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

bool esp_now_is_peer_exist (const uint§_t *peer_addr)

Peer exists or not.

%% peer_addr —peer MAC address
B

* true : peer exists
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* false : peer not exists

esp_err_t esp_now_get_peer_num (esp_now_peer_num_t *num)

Get the number of peers.

%4 num —number of peers
B
e ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
esp_err_t esp_now_set_pmk (const uint8_t *pmk)

Set the primary master key.

Attention 1. primary master key is used to encrypt local master key

%%, pmk —primary master key

Bl
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_set_wake_window (uint16_t window)

Set wake window for esp_now to wake up in interval unit.

Attention 1. This  configuration could work at connected  status. When
ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration could work at
disconnected status.

Attention 2. Default value is the maximum.

%4 window —Milliseconds would the chip keep waked each interval, from O to 65535.
B

e ESP_OK : succeed

* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

Structures

struct esp_now_peer_info

ESPNOW peer information parameters.

Public Members

uint8_t peer_addr[ESP_NOW_ETH_ALEN]
ESPNOW peer MAC address that is also the MAC address of station or softap

uint8_t 1mk[ESP_NOW_KEY_LEN]
ESPNOW peer local master key that is used to encrypt data

uint8_t channel

Wi-Fi channel that peer uses to send/receive ESPNOW data. If the value is 0, use the current channel
which station or softap is on. Otherwise, it must be set as the channel that station or softap is on.
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wifi_interface_t ifidx

Wi-Fi interface that peer uses to send/receive ESPNOW data

bool encrypt
ESPNOW data that this peer sends/receives is encrypted or not

void *priv
ESPNOW peer private data

struct esp_now_peer_num

Number of ESPNOW peers which exist currently.

Public Members

int total_num

Total number of ESPNOW peers, maximum value is ESP_NOW_MAX_TOTAL_PEER_NUM

int encrypt_num

Number of encrypted ESPNOW peers, maximum value is ESP_ NOW_MAX_ENCRYPT_PEER_NUM

struct esp_now_recv_info
ESPNOW packet information.

Public Members

uint8_t *src_addr

Source address of ESPNOW packet

uint8_t *des_addr
Destination address of ESPNOW packet

wifi_pkt_rx_ctrl_t ¥*rx_ctrl
Rx control info of ESPNOW packet

Macros

ESP_ERR_ESPNOW_BASE
ESPNOW error number base.

ESP_ERR_ESPNOW_NOT_INIT

ESPNOW is not initialized.

ESP_ERR_ESPNOW_ARG

Invalid argument

ESP_ERR_ESPNOW_NO_MEM

Out of memory
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ESP_ERR_ESPNOW_FULL
ESPNOW peer list is full

ESP_ERR_ESPNOW_NOT_FOUND
ESPNOW peer is not found

ESP_ERR_ESPNOW_INTERNAL

Internal error

ESP_ERR_ESPNOW_EXIST
ESPNOW peer has existed

ESP_ERR_ESPNOW_IF

Interface error

ESP_NOW_ETH_ALEN
Length of ESPNOW peer MAC address

ESP_NOW_KEY_LEN
Length of ESPNOW peer local master key

ESP_NOW_MAX_TOTAL_PEER_NUM
Maximum number of ESPNOW total peers

ESP_NOW_MAX_ENCRYPT_ PEER_NUM
Maximum number of ESPNOW encrypted peers

ESP_NOW_MAX_DATA_LEN
Maximum length of ESPNOW data which is sent very time

Type Definitions

typedef struct esp_now_peer_info esp_now_peer_info_t

ESPNOW peer information parameters.

typedef struct esp_now_peer_num esp_now_peer_num_t

Number of ESPNOW peers which exist currently.

typedef struct esp_now_recv_info esp_now_recv_info_t
ESPNOW packet information.

typedef void (*esp_now_recv_cb_t)(const esp_now_recv_info_t *esp_now_info, const uint8_t *data, int
data_len)

Callback function of receiving ESPNOW data.

Attention esp_now_info is a local variable, it can only be used in the callback.

Param esp_now_info received ESPNOW packet information
Param data received data
Param data_len length of received data
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typedef void (*esp_now_send_cb_t)(const uint8_t *mac_addr, esp_now_send_status_t status)
Callback function of sending ESPNOW data.

Param mac_addr peer MAC address
Param status status of sending ESPNOW data (succeed or fail)

Enumerations
enum esp_now_send_status_t
Status of sending ESPNOW data .

Values:

enumerator ESP_NOW_SEND_SUCCESS
Send ESPNOW data successfully

enumerator ESP_NOW_SEND_FAIL
Send ESPNOW data fail

SmartConfig

The SmartConfig™ is a provisioning technology developed by TI to connect a new Wi-Fi device to a Wi-Fi network.
It uses a mobile app to broadcast the network credentials from a smartphone, or a tablet, to an un-provisioned Wi-Fi
device.

The advantage of this technology is that the device does not need to directly know SSID or password of an Access
Point (AP). This information is provided using the smartphone. This is particularly important to headless device and
systems, due to their lack of a user interface.

If you are looking for other options to provision your ESP32-C2 devices, check &2 API.

Application Example Connect ESP32-C2 to target AP using SmartConfig: wifi/smart_config.

API Reference

Header File

¢ components/esp_wifi/include/esp_smartconfig.h

Functions
const char *esp_smartconfig_get_version (void)

Get the version of SmartConfig.
Bl
» SmartConfig version const char.
esp_err_t esp_smartconfig_start (const smartconfig_start_config_t *config)

Start SmartConfig, config ESP device to connect AP. You need to broadcast information by phone APP. Device
sniffer special packets from the air that containing SSID and password of target AP.

Attention 1. This API can be called in station or softAP-station mode.
Attention 2. Can not call esp_smartconfig_start twice before it finish, please call esp_smartconfig_stop first.

%% config —pointer to smartconfig start configure structure
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P[]
e ESP_OK: succeed
e others: fail

esp_err_t esp_smartconfig_stop (void)

Stop SmartConfig, free the buffer taken by esp_smartconfig_start.

Attention Whether connect to AP succeed or not, this API should be called to free memory taken by smart-
config_start.

$EA |
e ESP_OK: succeed
* others: fail

esp_err_t esp_esptouch_set_timeout (uint8_t time_s)
Set timeout of SmartConfig process.

Attention Timing starts from SC_STATUS_FIND_CHANNEL status. SmartConfig will restart if timeout.

%% time_s -range 15s~255s, offset:45s.
Rl

e ESP_OK: succeed

¢ others: fail

esp_err_t esp_smartconfig_set_type (smartconfig_type_t type)
Set protocol type of SmartConfig.

Attention If users need to set the SmartConfig type, please set it before calling esp_smartconfig_start.
%8 type —Choose from the smartconfig_type_t.
Bl
* ESP_OK: succeed
* others: fail

esp_err_t esp_smartconfig fast_mode (bool enable)
Set mode of SmartConfig. default normal mode.

Attention 1. Please call it before API esp_smartconfig_start.

Attention 2. Fast mode have corresponding APP(phone).
Attention 3. Two mode is compatible.

%% enable —false-disable(default); true-enable;
S|

¢ ESP_OK: succeed

* others: fail

esp_err_t esp_smartconfig get_rvd_data (uint8_t *rvd_data, uint8_t len)
Get reserved data of ESPTouch v2.
S8
* rvd_data —reserved data

* len -length of reserved data
B m
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* ESP_OK: succeed
* others: fail

Structures

struct smartconfig_event_got_ssid_pswd_t
Argument structure for SC_EVENT_GOT_SSID_PSWD event

Public Members

uint8_t ssid[32]
SSID of the AP. Null terminated string.

uint8_t password[64]
Password of the AP. Null terminated string.

bool bssid_set
whether set MAC address of target AP or not.

uint8_t bssid|[6]
MAC address of target AP.

smartconfig_type_t type
Type of smartconfig(ESPTouch or AirKiss).

uint8_t token

Token from cellphone which is used to send ACK to cellphone.

uint8_t cellphone_ip[4]
IP address of cellphone.

struct smartconfig_start_config t

Configure structure for esp_smartconfig_start

Public Members

bool enable_log

Enable smartconfig logs.

bool esp_touch_v2_enable_crypt
Enable ESPTouch v2 crypt.

char *esp_touch_v2_key
ESPTouch v2 crypt key, len should be 16.

Macros
SMARTCONFIG_START_CONFIG_DEFAULT ()
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Enumerations

enum smartconfig type_t

Values:

enumerator SC_TYPE_ESPTOUCH
protocol: ESPTouch

enumerator SC_TYPE_AIRKISS

protocol: AirKiss

enumerator SC_TYPE_ESPTOUCH_AIRKISS
protocol: ESPTouch and AirKiss

enumerator SC_TYPE_ESPTOUCH_V2
protocol: ESPTouch v2

enum smartconfig_event_t
Smartconfig event declarations

Values:

enumerator SC_EVENT_SCAN_DONE
ESP32 station smartconfig has finished to scan for APs

enumerator SC_EVENT_FOUND_CHANNEL
ESP32 station smartconfig has found the channel of the target AP

enumerator SC_EVENT_GOT_SSID_PSWD
ESP32 station smartconfig got the SSID and password

enumerator SC_EVENT_SEND_ACK_DONE
ESP32 station smartconfig has sent ACK to cellphone

Wi-Fi
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Header File

» components/esp_wifi/include/esp_wifi.h

Functions

esp_err_t esp_wifi_init (const wifi_init_config_t *config)
Initialize WiFi Allocate resource for WiFi driver, such as WiFi control structure, RX/TX buffer, WiFi NVS
structure etc. This WiFi also starts WiFi task.

Attention 1. This API must be called before all other WiFi API can be called

Attention 2. Always use WIFI_INIT_CONFIG_DEFAULT macro to initialize the configuration to default
values, this can guarantee all the fields get correct value when more fields are added into wifi_init_config_t
in future release. If you want to set your own initial values, overwrite the default values which are set
by WIFI_INIT_CONFIG_DEFAULT. Please be notified that the field ‘magic’ of wifi_init_config_t
should always be WIFI_INIT_CONFIG_MAGIC!

%%t config —pointer to WiFi initialized configuration structure; can point to a temporary vari-
able.

P[]
e ESP_OK: succeed
* ESP_ERR_NO_MEM: out of memory
* others: refer to error code esp_err.h
esp_err_tesp_wifi_deinit (void)

Deinit WiFi Free all resource allocated in esp_wifi_init and stop WiFi task.

Attention 1. This API should be called if you want to remove WiFi driver from the system

$Ey |
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_mode (wifi_mode_t mode)

Set the WiFi operating mode.

Set the WiFi operating mode as station, soft-AP or station+tsoft-AP,
The default mode is station mode.

%% mode —WiFi operating mode
Bzl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error code in esp_err.h

esp_err_t esp_wifi_get_mode (wifi_mode_t *mode)

Get current operating mode of WiFi.

%% mode —[out] store current WiFi mode

PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
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esp_err_t esp_wifi_start (void)
Start WiFi according to current configuration If mode is WIFI_MODE_STA, it create station control block
and start station If mode is WIFI_ MODE_AP, it create soft-AP control block and start soft-AP If mode is
WIFI_MODE_APSTA, it create soft-AP and station control block and start soft-AP and station.
B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_NO_MEM: out of memory
* ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
e ESP_FAIL: other WiFi internal errors

esp_err_t esp_wifi_stop (void)
Stop WiFi If mode is WIFI_MODE_STA, it stop station and free station control block If mode is
WIFI_MODE_AP, it stop soft-AP and free soft-AP control block If mode is WIFI_MODE_APSTA, it stop
station/soft-AP and free station/soft-AP control block.
g |
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_restore (void)

Restore WiFi stack persistent settings to default values.
This function will reset settings made using the following APIs:

e esp_wifi_set_bandwidth,

* esp_wifi_set_protocol,

» esp_wifi_set_config related
e esp_wifi_set_mode

R
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_connect (void)
Connect the ESP32 WiFi station to the AP.

Attention 1. This API only impact WIFI_MODE_STA or WIFI_MODE_APSTA mode

Attention 2. If the ESP32 is connected to an AP, call esp_wifi_disconnect to disconnect.

Attention 3. The scanning triggered by esp_wifi_scan_start() will not be effective until connection between
ESP32 and the AP is established. If ESP32 is scanning and connecting at the same time, ESP32 will abort
scanning and return a warning message and error number ESP_ERR_WIFI_STATE. If you want to do re-
connection after ESP32 received disconnect event, remember to add the maximum retry time, otherwise
the called scan will not work. This is especially true when the AP doesn’ t exist, and you still try reconnec-
tion after ESP32 received disconnect event with the reason code WIFI_REASON_NO_AP_FOUND.

B M

ESP_OK: succeed

ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

o ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
ESP_ERR_WIFI_SSID: SSID of AP which station connects is invalid

esp_err_t esp_wifi_disconnect (void)
Disconnect the ESP32 WiFi station from the AP.

B m
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* ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi was not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
e ESP_FAIL: other WiFi internal errors

esp_err_tesp_wifi_clear_fast_connect (void)
Currently this API is just an stub APL
Bl
e ESP_OK: succeed
* others: fail

esp_err_t esp_wifi_deauth_sta (uintl6_t aid)
deauthenticate all stations or associated id equals to aid

2% aid —when aid is 0, deauthenticate all stations, otherwise deauthenticate station whose as-
sociated id is aid
Bzl
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_WIFI_MODE: WiFi mode is wrong

esp_err_t esp_wifi_scan_start (const wifi_scan_config_t *config, bool block)
Scan all available APs.

Attention If this API is called, the found APs are stored in WiFi driver dynamic allocated memory and the
will be freed in esp_wifi_scan_get_ap_records, so generally, call esp_wifi_scan_get_ap_records to cause
the memory to be freed once the scan is done

Attention The values of maximum active scan time and passive scan time per channel are limited to 1500
milliseconds. Values above 1500ms may cause station to disconnect from AP and are not recommended.

S8
» config —configuration of scanning
* block —if block is true, this API will block the caller until the scan is done, otherwise it
will return immediately

¢ ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start

* ESP_ERR_WIFI_TIMEOUT: blocking scan is timeout

* ESP_ERR_WIFI_STATE: wifi still connecting when invoke esp_wifi_scan_start
* others: refer to error code in esp_err.h

esp_err_t esp_wifi_scan_stop (void)
Stop the scan in process.
B
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
esp_err_t esp_wifi_scan_get_ap_num (uint16_t *number)

Get number of APs found in last scan.

Attention This API can only be called when the scan is completed, otherwise it may get wrong value.

Z¥ number —[out] store number of APIs found in last scan
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R M

ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_scan_get_ap_records (uintl6_t *number, wifi_ap_record_t *ap_records)
Get AP list found in last scan.

BH
* number —[inout] As input param, it stores max AP number ap_records can hold. As
output param, it receives the actual AP number this API returns.
* ap_records —wifi_ap_record_t array to hold the found APs
Bl
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NO_MEM: out of memory

esp_err_tesp_wifi_clear_ap_list (void)

Clear AP list found in last scan.

Attention When the obtained ap list fails,bss info must be cleared,otherwise it may cause memory leakage.

B

ESP_OK: succeed

ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
« ESP_ERR_WIFI_MODE: WiFi mode is wrong
ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_sta_get_ap_info (wifi_ap_record_t *ap_info)
Get information of AP which the ESP32 station is associated with.

Attention When the obtained country information is empty, it means that the AP does not carry country
information

%% ap_info —the wifi_ap_record_t to hold AP information sta can get the connected ap’
s phy mode info through the struct member phy_11b, phy_11g, phy_I1n, phy_Ir in the
wifi_ap_record_t struct. For example, phy_11b = 1 imply that ap support 802.11b mode

B

¢ ESP_OK: succeed
» ESP_ERR_WIFI_CONN: The station interface don’ t initialized
« ESP_ERR_WIFI_NOT_CONNECT: The station is in disconnect status

esp_err_t esp_wifi_set_ps (wifi_ps_type_t type)
Set current WiFi power save type.
Attention Default power save type is WIFI_PS_MIN_MODEM.

%% type —power save type
&l ESP_OK: succeed
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esp_err_t esp_wifi_get_ps (wifi_ps_type_t *type)
Get current WiFi power save type.

Attention Default power save type is WIFI_PS_MIN_MODEM.

%% type —[out] store current power save type
jRM ESP_OK: succeed

esp_err_t esp_wifi_set_protocol (wifi_interface_t ifx, uint8_t protocol_bitmap)
Set protocol type of specified interface The default protocol is (WIFI_PROTOCOL_11BIWIFI_PROTOCOL_11GIWIFI_PROT

Attention Support 802.11b or 802.11bg or 802.11bgn or LR mode

S8
* ifx —interfaces
* protocol_bitmap —WiFi protocol bitmap

e ESP_OK: succeed

* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP_ERR_WIFI_IF: invalid interface

* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_protocol (wifi_interface_t ifx, uint8_t *protocol_bitmap)
Get the current protocol bitmap of the specified interface.

S8

e ifx —interface

* protocol_bitmap —[out] store current WiFi protocol bitmap of interface ifx
]|

* ESP_OK: succeed

o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_IF: invalid interface

* ESP_ERR_INVALID_ARG: invalid argument

* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_set_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t bw)
Set the bandwidth of ESP32 specified interface.

Attention 1. API return false if try to configure an interface that is not enabled
Attention 2. WIFI_BW_HT40 is supported only when the interface support 11N

* ifx —interface to be configured
e bw —bandwidth
P[]
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t *bw)
Get the bandwidth of ESP32 specified interface.
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Attention 1. API return false if try to get a interface that is not enable

SH
» ifx —interface to be configured
¢ bw —{out] store bandwidth of interface ifx
Bzl
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_channel (uint8_t primary, wifi_second_chan_t second)

Set primary/secondary channel of ESP32.

Attention 1. This API should be called after esp_wifi_start()

Attention 2. When ESP32 is in STA mode, this API should not be called when STA is scanning or connecting
to an external AP

Attention 3. When ESP32 is in softAP mode, this API should not be called when softAP has connected to
external STAs

Attention 4. When ESP32 is in STA+softAP mode, this API should not be called when in the scenarios
described above

Attention 5. The channel info set by this API will not be stored in NVS. So If you want to remeber
the channel used before wifi stop, you need to call this API again after wifi start, or you can call
esp_wifi_set_config() to store the channel info in NVS.

BH
* primary —for HT20, primary is the channel number, for HT40, primary is the primary
channel
* second —for HT20, second is ignored, for HT40, second is the second channel
Bl

¢ ESP_OK: succeed

o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface

* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_channel (uint8_t *primary, wifi_second_chan_t *second)

Get the primary/secondary channel of ESP32.

Attention 1. API return false if try to get a interface that is not enable

ZH
* primary —store current primary channel
¢ second —[out] store current second channel

B

ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_country (const wifi_country_t *country)

configure country info

Attention 1. It is discouraged to call this API since this doesn’ t validate the per-country rules, it’ s up to
the user to fill in all fields according to local regulations. Please use esp_wifi_set_country_code instead.
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Attention 2. The default country is “01” (world safe mode) {.cc=” 01” , .schan=1, .nchan=11, .pol-
icy=WIFI_COUNTRY_POLICY_AUTO}.

Attention 3. The third octect of country code string is one of the following: ¢ ¢, ‘O’ , ‘I’ , ‘X’ |
otherwise it is considered as ‘.

Attention 4. When the country policy is WIFI_COUNTRY_POLICY_AUTO, the country info of the AP
to which the station is connected is used. E.g. if the configured country info is {.cc=” US” , .schan=1,
.nchan=11} and the country info of the AP to which the station is connected is {.cc=" JP” , .schan=1,
.nchan=141} then the country info that will be used is {.cc=" JP” , .schan=1, .nchan=14}. If the station
disconnected from the AP the country info is set back to the country info of the station automatically,
{.cc=" US” , .schan=1, .nchan=11} in the example.

Attention 5. When the country policy is WIFI_COUNTRY_POLICY_MANUAL, then the configured coun-
try info is used always.

Attention 6. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 7. The country configuration is stored into flash.

Attention 8. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

%4 country —the configured country info

PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country (wifi_country_t *country)

get the current country info

24 country —country info

P[]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_mac (wifi_interface_t ifx, const uint8_t mac[6])
Set MAC address of the ESP32 WiFi station or the soft-AP interface.

Attention 1. This API can only be called when the interface is disabled

Attention 2. ESP32 soft-AP and station have different MAC addresses, do not set them to be the same.

Attention 3. The bit 0 of the first byte of ESP32 MAC address can not be 1. For example, the MAC address
can set to be “la:XX:XX:XX:XX:XX” , but can not be “15:XX:XX:XX:XX:XX" .

2H
e ifx —interface
¢ mac —the MAC address

Rl
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e« ESP_ERR_WIFI_IF: invalid interface
e ESP_ERR_WIFI_MAC: invalid mac address
« ESP_ERR_WIFI_MODE: WiFi mode is wrong
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_mac (wifi_interface_t ifx, uint8_t mac[6])

Get mac of specified interface.

S

e ifx —interface
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¢ mac —[out] store mac of the interface ifx
Bzl
¢ ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFI_IF: invalid interface

esp_err_t esp_wifi_set_promiscuous_rx_cb (wifi_promiscuous_cb_t cb)
Register the RX callback function in the promiscuous mode.
Each time a packet is received, the registered callback function will be called.
%% cb —callback
B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_t esp_wifi_set_promiscuous (bool en)
Enable the promiscuous mode.
%4 en —false - disable, true - enable
B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_t esp_wifi_get_promiscuous (bool *en)
Get the promiscuous mode.
%4 en —[out] store the current status of promiscuous mode
B
¢ ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
esp_err_t esp_wifi_set_promiscuous_filter (const wifi_promiscuous_filter_t *filter)

Enable the promiscuous mode packet type filter.

F1#: The default filter is to filter all packets except WIFI_PKT_MISC

%% filter —the packet type filtered in promiscuous mode.
B
* ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_promiscuous_filter (wifi_promiscuous_filter_t *filter)

Get the promiscuous filter.

%% filter —[out] store the current status of promiscuous filter

Bzl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_promiscuous_ctrl_filter (const wifi_promiscuous_filter_t *filter)

Enable subtype filter of the control packet in promiscuous mode.

£ 1#: The default filter is to filter none control packet.

% ¥ £ilter —the subtype of the control packet filtered in promiscuous mode.
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R M
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_promiscuous_ctrl_filter (wifi_promiscuous_filter_t *filter)

Get the subtype filter of the control packet in promiscuous mode.

%% filter —[out] store the current status of subtype filter of the control packet in promiscuous
mode
Bl
» ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_set_config (wifi_interface_t interface, wifi_config_t *conf)
Set the configuration of the ESP32 STA or AP.

Attention 1. This API can be called only when specified interface is enabled, otherwise, API fail

Attention 2. For station configuration, bssid_set needs to be 0; and it needs to be 1 only when users need to
check the MAC address of the AP.

Attention 3. ESP32 is limited to only one channel, so when in the soft-AP+station mode, the soft-AP will
adjust its channel automatically to be the same as the channel of the ESP32 station.

Attention 4. The configuration will be stored in NVS

ZH
e interface —interface
* conf —station or soft-AP configuration
Bl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFI_IF: invalid interface
« ESP_ERR_WIFI_MODE: invalid mode
e ESP_ERR_WIFI_PASSWORD: invalid password
e ESP_ERR_WIFI_NVS: WiFi internal NVS error
* others: refer to the erro code in esp_err.h

esp_err_t esp_wifi_get_config (wifi_interface_t interface, wifi_config_t *conf)

Get configuration of specified interface.

ZH
e interface —interface
* conf —[out] station or soft-AP configuration
PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
e« ESP_ERR_WIFI_IF: invalid interface

esp_err_tesp_wifi_ap_get_sta_list (wifi_sta_list_t *sta)
Get STAs associated with soft-AP.

Attention SSC only API
%4 sta —[out] station list ap can get the connected sta’ s phy mode info through the struct

member phy_11b, phy_l1g, phy 11n, phy_Ir in the wifi_sta_info_t struct. For example,
phy_11b = 1 imply that sta support 802.11b mode
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R M

ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_INVALID_ARG: invalid argument

ESP_ERR_WIFI_MODE: WiFi mode is wrong

ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_tesp_wifi_ap_get_sta_aid (const uint8_t mac[6], uint16_t *aid)
Get AID of STA connected with soft-AP.

ZH
e mac —STA’ s mac address
* aid —[out] Store the AID corresponding to STA mac
PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NOT_FOUND: Requested resource not found
« ESP_ERR_WIFI_MODE: WiFi mode is wrong
« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_t esp_wifi_set_storage (wifi_storage_t storage)

Set the WiFi API configuration storage type.

Attention 1. The default value is WIFI_STORAGE_FLASH

%% storage —: storage type

izl
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_vendor_ie (bool enable, wifi_vendor_ie_type_t type, wifi_vendor_ie_id_t idx,
const void *vnd_ie)

Set 802.11 Vendor-Specific Information Element.
S

* enable —If true, specified IE is enabled. If false, specified IE is removed.

* type —Information Element type. Determines the frame type to associate with the IE.

* idx -Index to set or clear. Each IE type can be associated with up to two elements (indices
0&1).

* vnd_ie —Pointer to vendor specific element data. First 6 bytes should be a header with
fields matching vendor_ie_data_t. If enable is false, this argument is ignored and can be
NULL. Data does not need to remain valid after the function returns.

B

¢ ESP_OK: succeed

o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init()

* ESP_ERR_INVALID_ARG: Invalid argument, including if first byte of vnd_ie is not
WIFI_VENDOR_IE_ELEMENT_ID (0xDD) or second byte is an invalid length.

* ESP_ERR_NO_MEM: Out of memory

esp_err_t esp_wifi_set_vendor_ie_cb (esp_vendor_ie_cb_t cb, void *ctx)
Register Vendor-Specific Information Element monitoring callback.
SH

* cb —Callback function
* ctx —Context argument, passed to callback function.

by
¢ ESP_OK: succeed
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» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_max_tx_power (int8_t power)

Set maximum transmitting power after WiFi start.

Attention 1. Maximum power before wifi startup is limited by PHY init data bin.

Attention 2. The value set by this API will be mapped to the max_tx_power of the structure wifi_country_t
variable.

Attention 3. Mapping Table {Power, max_tx_power} = {{8, 2}, {20, 5}, {28, 7}, {34, 8}, {44, 11}, {52,
13}, {56, 14}, {60, 15}, {66, 16}, {72, 18}, {80, 20}}.

Attention 4. Param power unit is 0.25dBm, range is [8, 84] corresponding to 2dBm - 20dBm.

Attention 5. Relationship between set value and actual value. As follows: {set value range, actual value} =
{{[8, 191,8}, {[20, 271,20}, {[28, 331,28}, {[34, 431,34}, {[44, 511,44}, {[52, 551,52}, {[56, 591,56},
{160, 65],60}, {[66, 711,66}, {[72, 791,72}, {[80, 841,80} }.

%4 power —-Maximum WiFi transmitting power.
B

e ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is out of range

esp_err_t esp_wifi_get_max_tx_power (int8_t *power)

Get maximum transmiting power after WiFi start.

%% power —Maximum WiFi transmitting power, unit is 0.25dBm.
P[]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_set_event_mask (uint32_t mask)

Set mask to enable or disable some WiFi events.

Attention 1. Mask can be created by logical OR of various WIFI_EVENT_MASK _ constants. Events which
have corresponding bit set in the mask will not be delivered to the system event handler.

Attention 2. Default WiFi event mask is WIFI_EVENT_MASK_AP_PROBEREQRECVED.

Attention 3. There may be lots of stations sending probe request data around. Don’ t unmask this event
unless you need to receive probe request data.

%% mask —~WiFi event mask.
$Ey |
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_event_mask (uint32_t *mask)
Get mask of WiFi events.

%% mask —WiFi event mask.

PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
» ESP_ERR_WIFI_ARG: invalid argument
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esp_err_t esp_wifi_80211_tx (wifi_interface_t ifx, const void *buffer, int len, bool en_sys_seq)
Send raw ieee80211 data.

Attention Currently only support for sending beacon/probe request/probe response/action and non-QoS data
frame

SH
» ifx—interface if the Wi-Fi mode is Station, the ifx should be WIFI_IF_STA. If the Wi-Fi
mode is SoftAP, the ifx should be WIFI_IF_AP. If the Wi-Fi mode is Station+SoftAP,
the ifx should be WIFI_IF_STA or WIFI_IF_AP. If the ifx is wrong, the API returns
ESP_ERR_WIFIL_IF.
e buffer —raw ieee80211 buffer
* len —the length of raw buffer, the len must be <= 1500 Bytes and >= 24 Bytes
* en_sys_seq —indicate whether use the internal sequence number. If en_sys_seq is
false, the sequence in raw buffer is unchanged, otherwise it will be overwritten by WiFi
driver with the system sequence number. Generally, if esp_wifi_80211_tx is called before
the Wi-Fi connection has been set up, both en_sys_seq==true and en_sys_seq==false are
fine. However, if the AP is called after the Wi-Fi connection has been set up, en_sys_seq
must be true, otherwise ESP_ERR_WIFI_ARG is returned.
P
¢ ESP_OK: success
e ESP_ERR_WIFI_IF: Invalid interface
* ESP_ERR_INVALID_ARG: Invalid parameter
* ESP_ERR_WIFI_NO_MEM: out of memory

esp_err_tesp_wifi_set_csi_rx_cb (wifi_csi_cb_t cb, void *ctx)
Register the RX callback function of CSI data.

Each time a CSI data is received, the callback function will be called.

ZH
e cb —callback
* ctx —context argument, passed to callback function
B
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_csi_config (const wifi_csi_config_t *config)

Set CSI data configuration.

return

¢ ESP_OK: succeed

* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

¢ ESP_ERR_INVALID_ARG: invalid argument

%% config —configuration

esp_err_t esp_wifi_set_csi (bool en)
Enable or disable CSI.

Espressif Systems 318 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

e ESP_ERR_INVALID_ARG: invalid argument

%4 en —true - enable, false - disable

esp_err_t esp_wifi_set_ant_gpio (const wifi_ant_gpio_config_t *config)

Set antenna GPIO configuration.

%% config —Antenna GPIO configuration.
B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_ARG: Invalid argument, e.g. parameter is NULL, invalid GPIO num-
ber etc

esp_err_t esp_wifi_get_ant_gpio (wifi_ant_gpio_config_t *config)

Get current antenna GPIO configuration.

%% config —Antenna GPIO configuration.

B
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is NULL

esp_err_t esp_wifi_set_ant (const wifi_ant_config_t *config)

Set antenna configuration.

%% config —Antenna configuration.
P
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: Invalid argument, e.g. parameter is NULL, invalid antenna mode
or invalid GPIO number

esp_err_t esp_wifi_get_ant (wifi_ant_config_t *config)
Get current antenna configuration.
%% config —Antenna configuration.
pey |
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is NULL
int64_tesp_wifi_get_tsf_time (wifi_interface_t interface)
Get the TSF time In Station mode or SoftAP+Station mode if station is not connected or station doesn’ t

receive at least one beacon after connected, will return O.
Attention Enabling power save may cause the return value inaccurate, except WiFi modem sleep

%% interface —The interface whose tsf_time is to be retrieved.
&\ 0 or the TSF time

esp_err_t esp_wifi_set_inactive_time (wifi_interface_t ifx, uint16_t sec)
Set the inactive time of the ESP32 STA or AP.
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Attention 1. For Station, If the station does not receive a beacon frame from the connected SoftAP during
the inactive time, disconnect from SoftAP. Default 6s.

Attention 2. For SoftAP, If the softAP doesn’ t receive any data from the connected STA during inactive
time, the softAP will force deauth the STA. Default is 300s.

Attention 3. The inactive time configuration is not stored into flash

ZH
* ifx —interface to be configured.
¢ sec —Inactive time. Unit seconds.
P[]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_ARG: invalid argument, For Station, if sec is less than 3. For SoftAP,
if sec is less than 10.

esp_err_t esp_wifi_get_inactive_time (wifi_interface_t ifx, uint16_t *sec)
Get inactive time of specified interface.
S8

* ifx —Interface to be configured.
¢ sec —Inactive time. Unit seconds.
PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_statis_dump (uint32_t modules)

Dump WiFi statistics.

%4 modules —statistic modules to be dumped
PEA ]

e ESP_OK: succeed

* others: failed

esp_err_tesp_wifi_set_rssi_threshold (int32_t rssi)
Set RSSI threshold below which APP will get an event.

Attention This API needs to be called every time after WIFI_EVENT_STA_BSS_RSSI_LOW event is re-
ceived.

%4 rssi —threshold value in dbm between -100 to 0

FE ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
» ESP_ERR_WIFI_ARG: invalid argument

esp_err_tesp_wifi_ftm_initiate_session (wifi_ftm_initiator_cfg_t *cfg)
Start an FTM Initiator session by sending FTM request If successful, event WIFI_EVENT_FTM_REPORT
is generated with the result of the FTM procedure.

Attention 1. Use this API only in Station mode.
Attention 2. If FTM is initiated on a different channel than Station is connected in or internal SoftAP is
started in, FTM defaults to a single burst in ASAP mode.

%4 c£g -FTM Initiator session configuration

B
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* ESP_OK: succeed
e others: failed

esp_err_tesp_wifi_ftm_end_session (void)

End the ongoing FTM Initiator session.

Attention This API works only on FTM Initiator

B
e ESP_OK: succeed
¢ others: failed

esp_err_tesp_wifi_ftm_resp_set_offset (intl6_t offset_cm)

Set offset in cm for FTM Responder. An equivalent offset is calculated in picoseconds and added in TOD of
FTM Measurement frame (T1).

Attention Use this API only in AP mode before performing FTM as responder

% offset_cm -T1 Offset to be added in centimeters
B

e ESP_OK: succeed

e others: failed

esp_err_tesp_wifi_config_l1l1lb_rate (wifi_interface_t ifx, bool disable)

Enable or disable 11b rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().
Attention 2. Only when really need to disable 11b rate call this API otherwise don’ t call this.

2H

» ifx Interface to be configured.

e disable —true means disable 11b rate while false means enable 11b rate.
Bl

¢ ESP_OK: succeed

e others: failed

esp_err_t esp_wifi_connectionless_module_set_wake_interval (uintl6_t wake_interval)

Set wake interval for connectionless modules to wake up periodically.

Attention 1. Only one wake interval for all connectionless modules.

Attention 2. This  configuration could work at connected  status. When
ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration could work at
disconnected status.

Attention 3. Event WIFI_EVENT_CONNECTIONLESS_MODULE_WAKE_INTERVAL_START
would be posted each time wake interval starts.

Attention 4. Recommend to configure interval in multiples of hundred. (e.g. 100ms)

Attention 5. Recommend to configure interval to ESP_WIFI_CONNECTIONLESS_INTERVAL_DEFAULT_MODE
to get stable performance at coexistence mode.

%% wake_interval —Milliseconds after would the chip wake up, from 1 to 65535.
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esp_err_t esp_wifi_set_country_code (const char *country, bool ieee80211d_enabled)

configure country

Attention 1. When ieee80211d_enabled, the country info of the AP to which the station is connected is used.
E.g. if the configured country is US and the country info of the AP to which the station is connected is
JP then the country info that will be used is JP. If the station disconnected from the AP the country info
is set back to the country info of the station automatically, US in the example.

Attention 2. When ieee80211d_enabled is disabled, then the configured country info is used always.

Attention 3. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 4. The country configuration is stored into flash.

Attention 5. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

Attention 6. Supported country codes are “01” (world safe mode) “AT” ,” AU” ,” BE” ,” BG” ,” BR”
, “CA” ’77 CH” ,37 CN” ,37 cYy” ,37 cz> ,va DE” ’77 DK” ’77 EE” ’77 ES” ,37 FI» ,37 FR” 773 GB”
,> GR” ,” HK” ,” HR” ,” HU” , “IE” ,” IN” ,” IS” ,” IT” ,” JP” ,” KR” ,” LI” ,” LT” ,”
LU” ,” LV” [ MT” ,” MX” ,” NL” ,” NO” ,” NZ” ,” PL” ,” PT” , “RO” ,” SE” ,” SI” )V
SK” .7 TW” )7 US”

Attention 7. When country code “01” (world safe mode) is set, Soft AP mode won’ t contain country IE.

Attention 8. The default country is “01” (world safe mode) and ieee80211d_enabled is TRUE.

Attention 9. The third octect of country code string is one of the following: ¢ ¢, ‘O’ , ‘I’ , ‘X’ |
otherwise it is considered as * ¢.

S8
* country —the configured country ISO code
* ieee80211d_enabled —802.11d is enabled or not

B

ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country_code (char *country)

get the current country code

%% country —country code

P[]
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_tesp_wifi_config 80211_tx_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)

Config 80211 tx rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().

* ifx —Interface to be configured.

* rate —Phy rate to be configured.
Bl

¢ ESP_OK: succeed

* others: failed

esp_err_t esp_wifi_disable_pmf_config (wifi_interface_t ifx)

Disable PMF configuration for specified interface.
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Attention This API should be called after esp_wifi_set_config() and before esp_wifi_start().

%4 ifx —Interface to be configured.
B

e ESP_OK: succeed

e others: failed

Structures

structwifi_init_config_ t

WiFi stack configuration parameters passed to esp_wifi_init call.

Public Members

wifi_osi_funcs_t *osi_funcs
WiFi OS functions

wpa_crypto_funcs_t wpa_crypto_funcs

WiFi station crypto functions when connect

int static_rx_buf_num
WiFi static RX buffer number

int dynamic_rx_buf_num
WiFi dynamic RX buffer number

int tx_buf_type
WiFi TX buffer type

int static_tx_buf_num
WiFi static TX buffer number

int dynamic_tx_buf_ num

WiFi dynamic TX buffer number

int cache_tx_buf num
WiFi TX cache buffer number

int csi_enable

WiFi channel state information enable flag

int ampdu_rx_enable
WiFi AMPDU RX feature enable flag

int ampdu_tx_enable
WiFi AMPDU TX feature enable flag

int amsdu_tx_enable
WiFi AMSDU TX feature enable flag
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int nvs_enable
WiFi NVS flash enable flag

int nano_enable

Nano option for printf/scan family enable flag

int rx_ba_win

WiFi Block Ack RX window size

intwifi_task_core_id
WiFi Task Core ID

int beacon_max_len

WiFi softAP maximum length of the beacon

int mgmt_sbuf_num

WiFi management short buffer number, the minimum value is 6, the maximum value is 32

uint64_t feature_caps

Enables additional WiFi features and capabilities

bool sta_disconnected_pm

WiFi Power Management for station at disconnected status

int espnow_max_encrypt_num

Maximum encrypt number of peers supported by espnow

int magic

WiFi init magic number, it should be the last field

Macros

ESP_ERR_WIFI_NOT_INIT

WiFi driver was not installed by esp_wifi_init

ESP_ERR_WIFI_NOT_STARTED

WiFi driver was not started by esp_wifi_start

ESP_ERR_WIFI_NOT_STOPPED
WiFi driver was not stopped by esp_wifi_stop

ESP_ERR_WIFI_IF

WiFi interface error

ESP_ERR_WIFI_MODE

WiFi mode error

ESP_ERR_WIFI_STATE

WiFi internal state error
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ESP_ERR_WIFI_CONN

WiFi internal control block of station or soft-AP error

ESP_ERR_WIFI_NVS

WiFi internal NVS module error

ESP_ERR_WIFI_MAC
MAC address is invalid

ESP_ERR_WIFI_SSID
SSID is invalid

ESP_ERR_WIFI_PASSWORD

Password is invalid

ESP_ERR_WIFI_TIMEOUT

Timeout error

ESP_ERR_WIFI_WAKE_ FAIL
WiFi is in sleep state(RF closed) and wakeup fail

ESP_ERR_WIFI_WOULD_BLOCK
The caller would block

ESP_ERR_WIFI_NOT_CONNECT

Station still in disconnect status

ESP_ERR_WIFI_POST
Failed to post the event to WiFi task

ESP_ERR_WIFI_INIT_STATE

Invalid WiFi state when init/deinit is called

ESP_ERR_WIFI_STOP_STATE
Returned when WiFi is stopping

ESP_ERR_WIFI_NOT_ASSOC

The WiFi connection is not associated

ESP_ERR_WIFI_TX_DISALLOW
The WiFi TX is disallowed

WIFI_STATIC_TX_BUFFER_NUM

WIFI_CACHE_TX_BUFFER_NUM

WIFI_DYNAMIC_TX_ BUFFER_NUM
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WIFI_CSI_ENABLED

WIFI_AMPDU_RX_ENABLED

WIFI_AMPDU_TX_ENABLED

WIFI_AMSDU_TX_ENABLED

WIFI_NVS_ENABLED

WIFI_NANO_FORMAT_ENABLED

WIFI_INIT_CONFIG_MAGIC

WIFI_DEFAULT_RX_BA_WIN

WIFI_TASK_CORE_ID

WIFI_SOFTAP_BEACON_MAX_LEN

WIFI_MGMT_SBUF_NUM

WIFI_STA_DISCONNECTED_PM_ENABLED

CONFIG_FEATURE_WPA3_SAE_BIT

CONFIG_FEATURE_CACHE_TX_ BUF_BIT

CONFIG_FEATURE_FTM_INITIATOR_BIT

CONFIG_FEATURE_FTM_RESPONDER_BIT

WIFI_INIT_CONFIG_DEFAULT ()

ESP_WIFI_CONNECTIONLESS_INTERVAL_ DEFAULT_ MODE

Type Definitions

typedef void (*wifi_promiscuous_cb_t)(void *buf, wifi_promiscuous_pkt_type_t type)

The RX callback function in the promiscuous mode. Each time a packet is received, the callback function will
be called.

Param buf Data received. Type of data in buffer (wifi_promiscuous_pkt_t or wifi_pkt_rx_ctrl_t)
indicated by ‘type’ parameter.
Param type promiscuous packet type.
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typedef void (*esp_vendor_ie_cb_t)(void *ctx, wifi_vendor_ie_type_t type, const uint8_t sa[6], const
vendor_ie_data_t *vnd_ie, int rssi)

Function signature for received Vendor-Specific Information Element callback.

Param ctx Context argument, as passed to esp_wifi_set_vendor_ie_cb() when registering call-
back.

Param type Information element type, based on frame type received.

Param sa Source 802.11 address.

Param vnd_ie Pointer to the vendor specific element data received.

Param rssi Received signal strength indication.

typedef void (*wifi_csi_cb_t)(void *ctx, wifi_csi_info_t *data)

The RX callback function of Channel State Information(CSI) data.

Each time a CSI data is received, the callback function will be called.

Param ctx context argument, passed to esp_wifi_set_csi_rx_cb() when registering callback func-
tion.

Param data CSI data received. The memory that it points to will be deallocated after callback
function returns.

Header File

» components/esp_wifi/include/esp_wifi_types.h

Unions

union wifi_config_t

#include <esp_wifi_types.h> Configuration data for ESP32 AP or STA.

The usage of this union (for ap or sta configuration) is determined by the accompanying interface argument
passed to esp_wifi_set_config() or esp_wifi_get_config()

Public Members

wifi_ap_config_t ap
configuration of AP

wifi_sta_config_t sta
configuration of STA

Structures

struct wifi_country_t

Structure describing WiFi country-based regional restrictions.
Public Members

char cc[3]

country code string
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uint8_t schan

start channel

uint8_t nchan

total channel number

int8_t max_tx_power

This field is used for getting WiFi maximum transmitting power, call esp_wifi_set_max_tx_power to set
the maximum transmitting power.

wifi_country_policy_t policy

country policy

struct wifi_active_scan_time_t

Range of active scan times per channel.

Public Members

uint32_tmin

minimum active scan time per channel, units: millisecond
uint32_tmax
maximum active scan time per channel, units: millisecond, values above 1500ms may cause station to

disconnect from AP and are not recommended.

struct wifi_scan_time_t

Aggregate of active & passive scan time per channel.

Public Members

wifi_active_scan_time_t active

active scan time per channel, units: millisecond.
uint32_t passive
passive scan time per channel, units: millisecond, values above 1500ms may cause station to disconnect

from AP and are not recommended.

struct wifi_scan_config_ t

Parameters for an SSID scan.

Public Members

uint8_t *ssid
SSID of AP

uint8_t *bssid

MAC address of AP

Espressif Systems 328 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

uint8_t channel

channel, scan the specific channel

bool show_hidden
enable to scan AP whose SSID is hidden

wifi_scan_type_t scan_type

scan type, active or passive

wifi_scan_time_t scan_time

scan time per channel

struct wifi_ap_record_t
Description of a WiFi AP.

Public Members

uint8_t bssid[6]
MAUC address of AP

uint8_t ssid[33]
SSID of AP

uint§_t primary

channel of AP

wifi_second_chan_t second

secondary channel of AP

int8_t rssi

signal strength of AP

wifi_auth_mode_t authmode
authmode of AP

wifi_cipher_type_t pairwise_cipher

pairwise cipher of AP

wifi_cipher_type_t group_cipher
group cipher of AP

wifi_ant_t ant

antenna used to receive beacon from AP

uint32_t phy_11b
bit: 0 flag to identify if 11b mode is enabled or not
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uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_1lr

bit: 3 flag to identify if low rate is enabled or not

uint32_t wps
bit: 4 flag to identify if WPS is supported or not

uint32_t £tm_responder

bit: 5 flag to identify if FTM is supported in responder mode

uint32_t £tm_initiator

bit: 6 flag to identify if FTM is supported in initiator mode

uint32_t reserved

bit: 7..31 reserved

wifi_country_t country

country information of AP

structwifi_scan_threshold_t

Structure describing parameters for a WiFi fast scan.

Public Members

int8_t rssi

The minimum rssi to accept in the fast scan mode

wifi_auth_mode_t authmode

The weakest authmode to accept in the fast scan mode Note: Incase this value is not set and
password is set as per WPA2 standards(password len >= 8), it will be defaulted to WPA2 and
device won’ t connect to deprecated WEP/WPA networks. Please set authmode threshold as
WIFI_AUTH_WEP/WIFI_AUTH_WPA_PSK to connect to WEP/WPA networks

struct wifi_pmf config_t

Configuration structure for Protected Management Frame

Public Members

bool capable

Deprecated variable. Device will always connect in PMF mode if other device also advertizes PMF
capability.

Espressif Systems 330 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

bool required

Advertizes that Protected Management Frame is required. Device will not associate to non-PMF capable
devices.

struct wifi_ap_config_ t

Soft-AP configuration settings for the ESP32.

Public Members

uint8_t ssid[32]

SSID of ESP32 soft-AP. If ssid_len field is O, this must be a Null terminated string. Otherwise, length
is set according to ssid_len.

uint8_t password[64]
Password of ESP32 soft-AP.

uint8_t ssid_len
Optional length of SSID field.

uint8_t channel
Channel of ESP32 soft-AP

wifi_auth_mode_t authmode
Auth mode of ESP32 soft-AP. Do not support AUTH_WEDP in soft-AP mode

uint8_t ssid_hidden
Broadcast SSID or not, default 0, broadcast the SSID

uint§_t max_connection

Max number of stations allowed to connect in

uint16_t beacon_interval

Beacon interval which should be multiples of 100. Unit: TU(time unit, 1 TU = 1024 us). Range: 100 ~
60000. Default value: 100

wifi_cipher_type_t pairwise_cipher

pairwise cipher of SoftAP, group cipher will be derived using this. cipher values are
valid starting from WIFI_CIPHER_TYPE_TKIP, enum values before that will be consid-
ered as invalid and default cipher suites(TKIP+CCMP) will be used. Valid cipher suites
in softAP mode are WIFI_CIPHER_TYPE_TKIP, WIFI_CIPHER_TYPE_CCMP and
WIFI_CIPHER_TYPE_TKIP_CCMP.

bool £tm_responder
Enable FTM Responder mode

wifi_pmf_config_t pmf_cfg
Configuration for Protected Management Frame

struct wifi_sta_config_ t
STA configuration settings for the ESP32.
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Public Members

uint8_t ssid[32]
SSID of target AP.

uint8_t password[64]
Password of target AP.

wifi_scan_method_t scan_method

do all channel scan or fast scan

bool bssid_set

whether set MAC address of target AP or not. Generally, station_config.bssid_set needs to be 0; and it
needs to be 1 only when users need to check the MAC address of the AP.

uint8_t bssid[6]
MAC address of target AP

uint8_t channel

channel of target AP. Set to 1~13 to scan starting from the specified channel before connecting to AP. If
the channel of AP is unknown, set it to O.

uintl6_t listen_interval

Listen interval for ESP32 station to receive beacon when WIFI_ PS MAX MODEM is set. Units: AP
beacon intervals. Defaults to 3 if set to 0.

wifi_sort_method_t sort_method

sort the connect AP in the list by rssi or security mode

wifi_scan_threshold_t threshold

When sort_method is set, only APs which have an auth mode that is more secure than the selected auth
mode and a signal stronger than the minimum RSSI will be used.

wifi_pmf_config_t pmf_cfg
Configuration for Protected Management Frame. Will be advertized in RSN Capabilities in RSN IE.

uint32_t rm_enabled

Whether Radio Measurements are enabled for the connection

uint32_t btm_enabled

Whether BSS Transition Management is enabled for the connection

uint32_t mbo_enabled
Whether MBO is enabled for the connection

uint32_t £t_enabled

Whether FT is enabled for the connection

uint32_t owe_enabled

Whether OWE is enabled for the connection
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uint32_t transition_disable

Whether to enable transition disable feature

uint32_t reserved

Reserved for future feature set

wifi_sae_pwe_method_t sae_pwe_h2e
Whether SAE hash to element is enabled

uint§_t failure_retry_cnt

Number of connection retries station will do before moving to next AP. scan_method should be set as
WIFI_ALL_CHANNEL_SCAN to use this config. Note: Enabling this may cause connection time to
increase incase best AP doesn’ t behave properly.

structwifi_sta_info_t

Description of STA associated with AP.

Public Members

uint8_t mac|[6]

mac address

int8_t rssi

current average rssi of sta connected

uint32_t phy_11b
bit: O flag to identify if 11b mode is enabled or not

uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_tphy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_1r

bit: 3 flag to identify if low rate is enabled or not

uint32_t is_mesh_child

bit: 4 flag to identify mesh child

uint32_t reserved

bit: 5..31 reserved

structwifi_sta_list_t
List of stations associated with the ESP32 Soft-AP.
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Public Members

wifi_sta_info_t sta[ESP_WIFI_MAX_CONN_NUM]

station list

int num

number of stations in the list (other entries are invalid)

struct vendor_ie_data_t

Vendor Information Element header.

The first bytes of the Information Element will match this header. Payload follows.

Public Members

uint§_t element_id
Should be set to WIFI_VENDOR_IE_ELEMENT_ID (0xDD)

uint8_t length
Length of all bytes in the element data following this field. Minimum 4.

uint8_t vendor_oui[3]
Vendor identifier (OUI).

uint8_t vendor_oui_type

Vendor-specific OUI type.

uint8_t payload|[0]
Payload. Length is equal to value in ‘length’ field, minus 4.

struct wifi_pkt_rx_ctrl_t

Received packet radio metadata header, this is the common header at the beginning of all promiscuous mode
RX callback buffers.

Public Members

signed rssi

Received Signal Strength Indicator(RSSI) of packet. unit: dBm

unsigned rate

PHY rate encoding of the packet. Only valid for non HT(11bg) packet

unsigned __pad0___

reserved

unsigned sig_mode
0: non HT(11bg) packet; 1: HT(11n) packet; 3: VHT(11ac) packet
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unsigned __padl__

reserved

unsigned mcs

Modulation Coding Scheme. If is HT(11n) packet, shows the modulation, range from 0 to 76(MSCO ~
MCS76)

unsigned cwb
Channel Bandwidth of the packet. 0: 20MHz; 1: 40MHz

unsigned __pad2___

reserved

unsigned smoothing

reserved

unsigned not_sounding

reserved

unsigned __pad3__

reserved

unsigned aggregation
Aggregation. 0: MPDU packet; 1: AMPDU packet

unsigned stbc
Space Time Block Code(STBC). 0: non STBC packet; 1: STBC packet

unsigned fec_coding

Flag is set for 11n packets which are LDPC

unsigned sgi
Short Guide Interval(SGI). 0: Long GI; 1: Short GI

unsigned __pad4_

reserved

unsigned ampdu_cnt

ampdu cnt

unsigned channel

primary channel on which this packet is received

unsigned secondary_channel

secondary channel on which this packet is received. 0: none; 1: above; 2: below

unsigned __pad5___

reserved
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unsigned timestamp

timestamp. The local time when this packet is received. It is precise only if modem sleep or light sleep
is not enabled. unit: microsecond

unsigned __pad6___

reserved

signed noise_floor

noise floor of Radio Frequency Module(RF). unit: dBm

unsigned __pad7__

reserved

unsigned __pad8___

reserved

unsigned __pad9__

reserved

unsigned ant

antenna number from which this packet is received. 0: WiFi antenna 0; 1: WiFi antenna 1

unsigned __padl0__

reserved

unsigned __padll___

reserved

unsigned __padl2___

reserved

unsigned sig_len

length of packet including Frame Check Sequence(FCS)

unsigned __padl3__

reserved

unsigned rx_state

state of the packet. 0: no error; others: error numbers which are not public

struct wifi_promiscuous_pkt_t

Payload passed to ‘buf’ parameter of promiscuous mode RX callback.

Public Members

wifi_pkt_rx_ctrl_t rx_ctrl

metadata header
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uint8_t payload|[0]

Data or management payload. Length of payload is described by rx_ctrl.sig_len. Type of content deter-
mined by packet type argument of callback.

struct wifi_promiscuous_filter_ t

Mask for filtering different packet types in promiscuous mode.

Public Members

uint32_t filter_mask
OR of one or more filter values WIFI_PROMIS_FILTER_*

struct wifi_csi_config_ t

Channel state information(CSI) configuration type.

Public Members

bool 11tf_en
enable to receive legacy long training field(lltf) data. Default enabled

bool ht1tf_en
enable to receive HT long training field(htltf) data. Default enabled

bool stbe_htltf2_en
enable to receive space time block code HT long training field(stbc-htltf2) data. Default enabled

bool 1tf_merge_en

enable to generate htlft data by averaging 1ltf and ht_Itf data when receiving HT packet. Otherwise, use
ht_Itf data directly. Default enabled

bool channel_filter_en

enable to turn on channel filter to smooth adjacent sub-carrier. Disable it to keep independence of adjacent
sub-carrier. Default enabled

bool manu_scale

manually scale the CSI data by left shifting or automatically scale the CSI data. If set true, please set the
shift bits. false: automatically. true: manually. Default false

uint8_t shift
manually left shift bits of the scale of the CSI data. The range of the left shift bits is 0~15

structwifi_csi_info_t

CSI data type.

Public Members
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wifi_pkt_rx_ctrl_t rx_ctrl

received packet radio metadata header of the CSI data

uint8_t mac|[6]
source MAC address of the CSI data

uint8_t dmac[6]
destination MAC address of the CSI data

bool first_word_invalid

first four bytes of the CSI data is invalid or not

int8_t *buf
buffer of CSI data

uintl6_t len
length of CSI data

struct wifi_ant_gpio_t

WiFi GPIO configuration for antenna selection.

Public Members

uint8_t gpio_select

Whether this GPIO is connected to external antenna switch

uint8_t gpio_num

The GPIO number that connects to external antenna switch

struct wifi_ant_gpio_config_t

WiFi GPIOs configuration for antenna selection.

Public Members

wifi_ant_gpio_t gpio_c£gl4]

The configurations of GPIOs that connect to external antenna switch

struct wifi_ant_config_t

WiFi antenna configuration.

Public Members

wifi_ant_mode_t rx_ant_mode

WiFi antenna mode for receiving
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wifi_ant_t rx_ant_default

Default antenna mode for receiving, it s ignored if rx_ant_mode is not WIFI_ANT_MODE_AUTO

wifi_ant_mode_t tx_ant_mode

WiFi antenna mode for transmission, it can be set to WIFI_ANT_MODE_AUTO only if rx_ant_mode

is set to WIFI_ANT_MODE_AUTO

uint§_t enabled_ant0

Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANTO

uint8_t enabled_antl

Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANT1

struct wifi_action_tx_req t

Action Frame Tx Request.
Public Members
wifi_interface_t ifx
WiFi interface to send request to

uint8_t dest_mac[6]
Destination MAC address

bool no_ack

Indicates no ack required

wifi_action_rx_cb_t rx_cb

Rx Callback to receive any response

uint32_t data_1len
Length of the appended Data

uint8_t data[0]
Appended Data payload

structwifi_ftm _initiator_cfg t

FTM Initiator configuration.

Public Members

uint8_t resp_mac[6]
MAC address of the FTM Responder

uint8_t channel

Primary channel of the FTM Responder
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uint§_t frm_count

No. of FTM frames requested in terms of 4 or 8 bursts (allowed values - O(No pref), 16, 24, 32, 64)

uint16_t burst_period

Requested time period between consecutive FTM bursts in 100 s of milliseconds (O - No pref)

struct wifi_event_sta_scan_done_t
Argument structure for WIFI_EVENT_SCAN_DONE event

Public Members

uint32_t status

status of scanning APs: 0 —success, 1 - failure

uint8_t number

number of scan results

uint8_t scan_id

scan sequence number, used for block scan

struct wifi_event_sta_connected_t
Argument structure for WIFI_EVENT_STA_CONNECTED event

Public Members

uint8_t ssid[32]
SSID of connected AP

uint8_t ssid_len
SSID length of connected AP

uint8_t bssid|[6]
BSSID of connected AP

uint8_t channel

channel of connected AP

wifi_auth_mode_t authmode

authentication mode used by AP

struct wifi_event_sta_disconnected_t
Argument structure for WIFI_EVENT_STA_DISCONNECTED event

Public Members
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uint8_t ssid[32]
SSID of disconnected AP

uint8_t ssid_len
SSID length of disconnected AP

uint8_t bssid|[6]
BSSID of disconnected AP

uint8_t reason

reason of disconnection

int8_t rssi

rssi of disconnection

struct wifi_event_sta_authmode_change_t
Argument structure for WIFI_EVENT_STA_AUTHMODE_CHANGE event

Public Members

wifi_auth_mode_t o1d_mode
the old auth mode of AP

wifi_auth_mode_t new_mode

the new auth mode of AP

struct wifi_event_sta_wps_er_pin_t
Argument structure for WIFI_EVENT_STA_WPS_ER_PIN event

Public Members

uint8_t pin_code[§]

PIN code of station in enrollee mode

struct wifi_event_sta_wps_er_success_t
Argument structure for WIFI_EVENT_STA_WPS_ER_SUCCESS event

Public Members

uint8_t ap_cred_cnt

Number of AP credentials received

uint8_t ssid[MAX_SSID_LEN]
SSID of AP
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uint8_t passphrase[MAX_PASSPHRASE_LEN]
Passphrase for the AP

struct wifi_event_sta_wps_er_success_t::[anonymous] ap_cred[MAX_WPS_AP_CRED]
All AP credentials received from WPS handshake

struct wifi_event_ap_staconnected_t
Argument structure for WIFI_EVENT_AP_STACONNECTED event

Public Members

uint8_t mac[6]
MAC address of the station connected to ESP32 soft-AP

uint8_t aid
the aid that ESP32 soft-AP gives to the station connected to

bool is_mesh_child

flag to identify mesh child

struct wifi_event_ap_stadisconnected_t
Argument structure for WIFI_EVENT_AP_STADISCONNECTED event

Public Members

uint8_t mac|[6]
MAC address of the station disconnects to ESP32 soft-AP

uint8_t aid
the aid that ESP32 soft-AP gave to the station disconnects to

bool is_mesh_child

flag to identify mesh child

struct wifi_event_ap_probe_req rx_t
Argument structure for WIFI_EVENT_AP_PROBEREQRECVED event

Public Members

int rssi

Received probe request signal strength

uint8_t mac[6]

MAC address of the station which send probe request

struct wifi_event_bss_rssi_low_t

Argument structure for WIFI_EVENT_STA_BSS_RSSI_LOW event
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Public Members

int32_t rssi
RSSI value of bss

structwifi_ftm_report_entry_t

Argument structure for

Public Members

uint8_t dlog_token
Dialog Token of the FTM frame

int8_trssi
RSSI of the FTM frame received

uint32_t rtt

Round Trip Time in pSec with a peer

uint64_t t1
Time of departure of FTM frame from FTM Responder in pSec

uint64_t £2
Time of arrival of FTM frame at FTM Initiator in pSec

uint64_t 3
Time of departure of ACK from FTM Initiator in pSec

uint64_t t4
Time of arrival of ACK at FTM Responder in pSec

struct wifi_event_ftm_report_t
Argument structure for WIFI_EVENT_FTM_REPORT event

Public Members

uint8_t peer_mac[6]
MAC address of the FTM Peer

wifi_ftm_status_t status
Status of the FTM operation

uint32_t rtt_raw

Raw average Round-Trip-Time with peer in Nano-Seconds

uint32_t rtt_est

Estimated Round-Trip-Time with peer in Nano-Seconds
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uint32_tdist_est

Estimated one-way distance in Centi-Meters

wifi_ftm_report_entry_t *£tm_report_data

Pointer to FTM Report with multiple entries, should be freed after use

uint8_t ftm_report_num_entries

Number of entries in the FTM Report data

struct wifi_event_action_tx_status_t
Argument structure for WIFI_EVENT_ACTION_TX_STATUS event

Public Members

wifi_interface_t 1£x

WiFi interface to send request to

uint32_t context

Context to identify the request

uint8_t da[6]
Destination MAC address

uint8_t status

Status of the operation

struct wifi_event_roc_done_t
Argument structure for WIFI_EVENT_ROC_DONE event

Public Members

uint32_t context

Context to identify the request

struct wifi_event_ap_wps_rg_pin_t
Argument structure for WIFI_EVENT_AP_WPS_RG_PIN event

Public Members

uint8_t pin_code[§]

PIN code of station in enrollee mode

struct wifi_event_ap_wps_rg_fail_reason_t
Argument structure for WIFI_EVENT_AP_WPS_RG_FAILED event
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Public Members

wps_fail_reason_t reason

WPS failure reason wps_fail_reason_t

uint8_t peer_macaddr[6]

Enrollee mac address

struct wifi_event_ap_wps_rg_success_t

Argument structure for WIFI_EVENT_AP_WPS_RG_SUCCESS event

Public Members

uint8_t peer_macaddr[6]

Enrollee mac address

Macros

WIFI_OFFCHAN_TX_ REQ

WIFI_OFFCHAN_TX CANCEL

WIFI_ROC_REQ

WIFI_ROC_CANCEL

WIFI_PROTOCOL_11B

WIFI_PROTOCOL_11G

WIFI_PROTOCOIL_11N

WIFI_PROTOCOL_LR

ESP_WIFI_MAX_CONN_NUM

max number of stations which can connect to ESP32C2 soft-AP

WIFI_VENDOR_IE_ELEMENT ID

WIFI_PROMIS_FILTER MASK_ ALL
filter all packets

WIFI_PROMIS_FILTER_ MASK_MGMT
filter the packets with type of WIFI_PKT_MGMT

WIFI_PROMIS_FILTER_ MASK_CTRL
filter the packets with type of WIFI_PKT_CTRL
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WIFI_PROMIS_FILTER_MASK_DATA
filter the packets with type of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_MISC
filter the packets with type of WIFI_PKT_MISC

WIFI_PROMIS_FILTER_MASK_DATA_MPDU
filter the MPDU which is a kind of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_DATA_AMPDU
filter the AMPDU which is a kind of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_FCSFAIL
filter the FCS failed packets, do not open it in general

WIFI_PROMIS_CTRL_FILTER_MASK_ALL

filter all control packets

WIFI_PROMIS_CTRL_FILTER_MASK_WRAPPER
filter the control packets with subtype of Control Wrapper

WIFI_PROMIS_CTRL_FILTER_MASK_BAR
filter the control packets with subtype of Block Ack Request

WIFI_PROMIS_CTRL_FILTER_MASK_BA
filter the control packets with subtype of Block Ack

WIFI_PROMIS_CTRL_FILTER_MASK_PSPOLL
filter the control packets with subtype of PS-Poll

WIFI_PROMIS_CTRL_FILTER_MASK_RTS
filter the control packets with subtype of RTS

WIFI_PROMIS_CTRL_FILTER MASK_CTS
filter the control packets with subtype of CTS

WIFI_PROMIS_CTRL_FILTER MASK_ACK
filter the control packets with subtype of ACK

WIFI_PROMIS_CTRL_FILTER_MASK_CFEND
filter the control packets with subtype of CF-END

WIFI_PROMIS_CTRL_FILTER_MASK_CFENDACK
filter the control packets with subtype of CF-END+CF-ACK

WIFI_EVENT_MASK_ALL

mask all WiFi events
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WIFI_EVENT_ MASK_NONE

mask none of the WiFi events

WIFI_EVENT_ MASK_AP_PROBEREQRECVED
mask SYSTEM_EVENT_AP_PROBEREQRECVED event

MAX_SSID_LEN

MAX_ PASSPHRASE_LEN

MAX_WPS_AP_CRED

WIFI_STATIS_BUFFER

WIFI_STATIS_RXTX

WIFI_STATIS_HW

WIFI_STATIS_DIAG

WIFI_STATIS_PS

WIFI_STATIS_ALL

Type Definitions

typedef int (*fwifi_action_rx_cb_t)(uint8_t *hdr, uint8_t *payload, size_t len, uint8_t channel)

The Rx callback function of Action Tx operations.

Param hdr pointer to the IEEE 802.11 Header structure
Param payload pointer to the Payload following 802.11 Header
Param len length of the Payload

Param channel channel number the frame is received on

Enumerations
enum wifi_mode_t

Values:

enumerator WIFI_MODE_NULL

null mode

enumerator WIFI_MODE_STA

WiFi station mode

enumerator WIFI_MODE_AP
WiFi soft-AP mode
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enumerator WIFI_MODE_APSTA
WiFi station + soft-AP mode

enumerator WIFI_MODE_MAX

enumwifi_interface_t

Values:

enumerator WIFI_IF_STA

enumerator WIFI_IF_AP

enumwifi_country_policy_t

Values:

enumerator WIFI_COUNTRY_POLICY_AUTO

Country policy is auto, use the country info of AP to which the station is connected

enumerator WIFI_COUNTRY_POLICY_MANUAL

Country policy is manual, always use the configured country info

enumwifi_auth_mode_t

Values:

enumerator WIFI_AUTH_OPEN

authenticate mode : open

enumerator WIFI_AUTH_WEP
authenticate mode : WEP

enumerator WIFI_AUTH_WPA_PSK
authenticate mode : WPA_PSK

enumerator WIFI_AUTH_WPA2_PSK
authenticate mode : WPA2_PSK

enumerator WIFI_AUTH_WPA_WPA2_PSK
authenticate mode : WPA_WPA2_PSK

enumerator WIFI_AUTH_WPA2_ENTERPRISE
authenticate mode : WPA2_ENTERPRISE

enumerator WIFI_AUTH_WPA3_PSK
authenticate mode : WPA3_PSK

enumerator WIFI_AUTH_WPA2_WPA3_PSK
authenticate mode : WPA2_WPA3_PSK
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enumerator WIFI_AUTH_WAPI_PSK
authenticate mode : WAPI_PSK

enumerator WIFI_AUTH_OWE
authenticate mode : OWE

enumerator WIFI_AUTH_MAX

enumwifi_err reason_t

Values:

enumerator WIFI_REASON_UNSPECIFIED

enumerator WIFI_REASON_AUTH_EXPIRE

enumerator WIFI_REASON_AUTH_LEAVE

enumerator WIFI_REASON_ASSOC_EXPIRE

enumerator WIFI_REASON_ASSOC_TOOMANY

enumerator WIFI_REASON_NOT_AUTHED

enumerator WIFI_REASON_NOT_ASSOCED

enumerator WIFI_REASON_ASSOC_LEAVE

enumerator WIFI_REASON_ASSOC_NOT_AUTHED

enumerator WIFI_REASON_DISASSOC_PWRCAP_BAD

enumerator WIFI_REASON_DISASSOC_SUPCHAN_BAD

enumerator WIFI_REASON_BSS_TRANSITION_DISASSOC

enumerator WIFI_REASON_IE_INVALID

enumerator WIFI_REASON_MIC_FAILURE

enumerator WIFI_REASON_4WAY_HANDSHAKE_TIMEOUT

enumerator WIFI_REASON_GROUP_KEY UPDATE_TIMEOUT

enumerator WIFI_REASON_IE_IN_4WAY DIFFERS

enumerator WIFI_REASON_GROUP_CIPHER_INVALID
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enumerator WIFI_REASON_PAIRWISE_CIPHER_INVALID

enumerator WIFI_REASON_AKMP_INVALID

enumerator WIFI_REASON_UNSUPP_RSN_IE_VERSION

enumerator WIFI_REASON_INVALID_RSN_TIE_CAP

enumerator WIFI_REASON_802_1X AUTH_FAILED

enumerator WIFI_REASON_CIPHER_SUITE_REJECTED

enumerator WIFI_REASON_TDLS_PEER_UNREACHABLE

enumerator WIFI_REASON_TDLS_UNSPECIFIED

enumerator WIFI_REASON_SSP_REQUESTED_DISASSOC

enumerator WIFI_REASON_NO_SSP_ROAMING_AGREEMENT

enumerator WIFI_REASON_BAD_ CIPHER_OR_AKM

enumerator WIFI_REASON_NOT_AUTHORIZED_THIS_LOCATION

enumerator WIFI_REASON_SERVICE_CHANGE_PERCLUDES_TS

enumerator WIFI_REASON_UNSPECIFIED_QOS

enumerator WIFI_REASON_NOT_ ENOUGH_BANDWIDTH

enumerator WIFI_REASON_MISSING_ACKS

enumerator WIFI_REASON_EXCEEDED_TXOP

enumerator WIFI_REASON_STA_ LEAVING

enumerator WIFI_REASON_END_BA

enumerator WIFI_REASON_UNKNOWN_BA

enumerator WIFI_REASON_TIMEOUT

enumerator WIFI_REASON_PEER_INITIATED

enumerator WIFI_REASON_AP_INITIATED
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enumerator WIFI_REASON_INVALID_FT ACTION_FRAME_COUNT

enumerator WIFI_REASON_INVALID_PMKID

enumerator WIFI_REASON_INVALID_MDE

enumerator WIFI_REASON_INVALID_FTE

enumerator WIFI_REASON_TRANSMISSION_LINK_ ESTABLISH_FAILED

enumerator WIFI_REASON_ALTERATIVE_CHANNEL_OCCUPIED

enumerator WIFI_REASON_BEACON_TIMEOUT

enumerator WIFI_REASON_NO_AP_FOUND

enumerator WIFI_REASON_AUTH_FAIL

enumerator WIFI_REASON_ASSOC_FAIL

enumerator WIFI_REASON_HANDSHAKE_TIMEOUT

enumerator WIFI_REASON_CONNECTION_FAIL

enumerator WIFI_REASON_AP_TSF_RESET

enumerator WIFI_REASON_ROAMING

enumerator WIFI_REASON_ASSOC_COMEBACK_TIME_TOO_LONG

enumerator WIFI_REASON_SA_QUERY_ TIMEOUT

enum wifi_second_chan_t

Values:

enumerator WIFI_SECOND_CHAN_NONE
the channel width is HT20

enumerator WIFI__SECOND_CHAN_ABOVE

the channel width is HT40 and the secondary channel is above the primary channel

enumerator WIFI__SECOND_CHAN_BELOW

the channel width is HT40 and the secondary channel is below the primary channel

enumwifi_scan_type_t

Values:
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enumerator WIFI_SCAN_TYPE_ACTIVE

active scan

enumerator WIFI_SCAN_TYPE_PASSIVE

passive scan

enum wifi_cipher_type_t

Values:

enumerator WIFI_CIPHER_TYPE_NONE

the cipher type is none

enumerator WIFI_CIPHER_TYPE_WEP40
the cipher type is WEP40

enumerator WIFI_CIPHER_TYPE_WEP104
the cipher type is WEP104

enumerator WIFI_CIPHER_TYPE_TKIP
the cipher type is TKIP

enumerator WIFI_CIPHER_TYPE_CCMP
the cipher type is CCMP

enumerator WIFI_CIPHER_TYPE_TKIP_CCMP
the cipher type is TKIP and CCMP

enumerator WIFI_CIPHER_TYPE_AES_CMAC128
the cipher type is AES-CMAC-128

enumerator WIFI_CIPHER_TYPE_SMS4
the cipher type is SMS4

enumerator WIFI_CIPHER_TYPE_GCMP
the cipher type is GCMP

enumerator WIFI_CIPHER_TYPE_GCMP256
the cipher type is GCMP-256

enumerator WIFI_CIPHER_TYPE_AES_GMAC128
the cipher type is AES-GMAC-128

enumerator WIFI_CIPHER_TYPE_AES_GMAC256
the cipher type is AES-GMAC-256

enumerator WIFI_CIPHER_TYPE_UNKNOWN

the cipher type is unknown
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enumwifi_ant_t

WiFi antenna.

Values:

enumerator WIFI_ANT_ANTO

WiFi antenna 0

enumerator WIFI_ANT_ANT1

WiFi antenna 1

enumerator WIFI_ANT_ MAX

Invalid WiFi antenna

enumwifi_scan_method_t

Values:

enumerator WIFI_FAST_SCAN
Do fast scan, scan will end after find SSID match AP

enumerator WIFI_ALL_CHANNEL_SCAN

All channel scan, scan will end after scan all the channel

enum wifi_sort_method_t

Values:

enumerator WIFI_CONNECT_AP_BY_ SIGNAL
Sort match AP in scan list by RSSI

enumerator WIFI_CONNECT AP_BY_ SECURITY

Sort match AP in scan list by security mode

enumwifi_ps_type_t

Values:

enumerator WIFI_PS_NONE

No power save

enumerator WIFI_PS_MIN_MODEM

Minimum modem power saving. In this mode, station wakes up to receive beacon every DTIM period

enumerator WIFI_PS_MAX_MODEM

Maximum modem power saving. In this mode, interval to receive beacons is determined by the lis-
ten_interval parameter in wifi_sta_config_t

enum wifi_bandwidth_t

Values:

enumerator WIFI_BW_HT20
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enumerator WIFI_BW_HT40

enumwifi_sae_pwe_method_t
Configuration for SAE PWE derivation

Values:

enumerator WPA3_SAE_PWE_UNSPECIFIED

enumerator WPA3_SAE_PWE_HUNT_AND_PECK

enumerator WPA3_SAE_PWE_HASH_TO_ELEMENT

enumerator WPA3_SAE_PWE_BOTH

enumwifi_storage_t

Values:

enumerator WIFI_STORAGE_FLASH

all configuration will store in both memory and flash

enumerator WIFI_STORAGE_RAM

all configuration will only store in the memory

enumwifi_vendor_ie_type_t

Vendor Information Element type.

Determines the frame type that the IE will be associated with.

Values:

enumerator WIFI_VND_IE_TYPE_BEACON

enumerator WIFI_VND_IE_TYPE_PROBE_REQ

enumerator WIFI_VND_IE_TYPE_PROBE_RESP

enumerator WIFI_VND_IE_TYPE_ASSOC_REQ

enumerator WIFI_VND_IE_TYPE_ASSOC_RESP

enumwifi_vendor_ie_id_t

Vendor Information Element index.

Each IE type can have up to two associated vendor ID elements.

Values:

enumerator WIFI_VND_IE_ID_O
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enumerator WIFI_VND_IE_ID_1

enum wifi_promiscuous_pkt_type_t

Promiscuous frame type.
Passed to promiscuous mode RX callback to indicate the type of parameter in the buffer.

Values:

enumerator WIFI_PKT_MGMT

Management frame, indicates ‘buf’ argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_CTRL

Control frame, indicates ‘buf’ argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_ DATA

Data frame, indiciates ‘buf’ argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_MISC
Other type, such as MIMO etc. ‘buf’ argument is wifi_promiscuous_pkt_t but the payload is zero length.

enumwifi_ant_mode_t

WiFi antenna mode.

Values:

enumerator WIFI_ANT_ MODE_ANTO
Enable WiFi antenna O only

enumerator WIFI_ANT_ MODE_ANT1
Enable WiFi antenna 1 only

enumerator WIFI_ANT_MODE_AUTO

Enable WiFi antenna 0 and 1, automatically select an antenna

enumerator WIFI_ANT_MODE_MAX

Invalid WiFi enabled antenna

enum wifi_phy rate_t
WiFi PHY rate encodings.

Values:

enumerator WIFI_PHY RATE_1M L
1 Mbps with long preamble

enumerator WIFI_PHY RATE_2M L
2 Mbps with long preamble

enumerator WIFI_PHY_ RATE_S5M_L
5.5 Mbps with long preamble
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enumerator WIFI_PHY RATE_11M_L
11 Mbps with long preamble

enumerator WIFI_PHY_ RATE_2M_S
2 Mbps with short preamble

enumerator WIFI_PHY RATE_5M_S
5.5 Mbps with short preamble

enumerator WIFI_PHY RATE_11M S
11 Mbps with short preamble

enumerator WIFI_PHY_ RATE_48M
48 Mbps

enumerator WIFI_PHY_ RATE_24M
24 Mbps

enumerator WIFI_PHY_ RATE_12M
12 Mbps

enumerator WIFI_PHY RATE_6M
6 Mbps

enumerator WIFI_PHY_ RATE_54M
54 Mbps

enumerator WIFI_PHY_ RATE_36M
36 Mbps

enumerator WIFI_PHY_ RATE_18M
18 Mbps

enumerator WIFI_PHY_ RATE_SM
9 Mbps

enumerator WIFI_PHY RATE_MCSO_LGI
MCSO0 with long GI, 6.5 Mbps for 20MHz, 13.5 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS1_LGI
MCS1 with long GI, 13 Mbps for 20MHz, 27 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS2_LGI
MCS2 with long GI, 19.5 Mbps for 20MHz, 40.5 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS3_LGI
MCS3 with long GI, 26 Mbps for 20MHz, 54 Mbps for 40MHz
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enumerator WIFI_PHY RATE_MCS4_LGI
MCS4 with long GI, 39 Mbps for 20MHz, 81 Mbps for 40MHz

enumerator WIFI_PHY_ RATE_MCS5_LGI
MCSS5 with long GI, 52 Mbps for 20MHz, 108 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS6_LGI
MCS6 with long GI, 58.5 Mbps for 20MHz, 121.5 Mbps for 40MHz

enumerator WIFI_PHY_ RATE_MCS7_LGI
MCS7 with long GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCSO_SGI
MCSO0 with short GI, 7.2 Mbps for 20MHz, 15 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS1_SGI
MCS1 with short GI, 14.4 Mbps for 20MHz, 30 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS2_SGI
MCS?2 with short GI, 21.7 Mbps for 20MHz, 45 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS3_SGI
MCS3 with short GI, 28.9 Mbps for 20MHz, 60 Mbps for 40MHz

enumerator WIFI_PHY_ RATE_MCS4_SGI
MCS4 with short GI, 43.3 Mbps for 20MHz, 90 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS5_SGI
MCSS5 with short GI, 57.8 Mbps for 20MHz, 120 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS6_SGI
MCS6 with short GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS7_SGI
MCS7 with short GI, 72.2 Mbps for 20MHz, 150 Mbps for 40MHz

enumerator WIFI_PHY_ RATE_LORA_250K
250 Kbps

enumerator WIFI_PHY_ RATE_LORA_500K
500 Kbps

enumerator WIFI_PHY_ RATE_MAX

enumwifi_event_t

WiFi event declarations

Values:
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enumerator WIFI_EVENT WIFI_READY
ESP32 WiFi ready

enumerator WIFI_EVENT_SCAN_DONE
ESP32 finish scanning AP

enumerator WIFI_EVENT STA_START
ESP32 station start

enumerator WIFI_EVENT_STA STOP
ESP32 station stop

enumerator WIFI_EVENT_STA_ CONNECTED
ESP32 station connected to AP

enumerator WIFI_EVENT_STA_DISCONNECTED
ESP32 station disconnected from AP

enumerator WIFI_EVENT_STA_ AUTHMODE_CHANGE
the auth mode of AP connected by ESP32 station changed

enumerator WIFI_EVENT_STA_ WPS_ER_SUCCESS

ESP32 station wps succeeds in enrollee mode

enumerator WIFI_EVENT STA_WPS_ER_FAILED

ESP32 station wps fails in enrollee mode

enumerator WIFI_EVENT STA_WPS_ER_TIMEOUT

ESP32 station wps timeout in enrollee mode

enumerator WIFI_EVENT_STA_ WPS_ER_PIN

ESP32 station wps pin code in enrollee mode

enumerator WIFI_EVENT_STA_WPS_ER_PBC_OVERLAP

ESP32 station wps overlap in enrollee mode

enumerator WIFI_EVENT _AP_START
ESP32 soft-AP start

enumerator WIFI_EVENT AP_STOP
ESP32 soft-AP stop

enumerator WIFI_EVENT_AP_STACONNECTED
a station connected to ESP32 soft-AP

enumerator WIFI_EVENT_AP_STADISCONNECTED
a station disconnected from ESP32 soft-AP
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enumerator WIFI_EVENT_AP_PROBEREQRECVED

Receive probe request packet in soft-AP interface

enumerator WIFI_EVENT FTM_REPORT

Receive report of FTM procedure

enumerator WIFI_EVENT STA_BSS_RSSI_LOW
AP’ s RSSI crossed configured threshold

enumerator WIFI_EVENT ACTION_TX_STATUS

Status indication of Action Tx operation

enumerator WIFI_EVENT_ROC_DONE

Remain-on-Channel operation complete

enumerator WIFI_EVENT STA_BEACON_TIMEOUT

ESP32 station beacon timeout

enumerator WIFI_EVENT_CONNECTIONLESS_MODULE_WAKE_INTERVAL_START

ESP32 connectionless module wake interval start

enumerator WIFI_EVENT_AP_WPS_RG_SUCCESS

Soft-AP wps succeeds in registrar mode

enumerator WIFI_EVENT AP_WPS_RG_FAILED

Soft-AP wps fails in registrar mode

enumerator WIFI_EVENT_AP_WPS_RG_TIMEOUT

Soft-AP wps timeout in registrar mode

enumerator WIFI_EVENT_AP_WPS_RG_PIN

Soft-AP wps pin code in registrar mode

enumerator WIFI_EVENT_AP_WPS_RG_PBC_OVERLAP

Soft-AP wps overlap in registrar mode

enumerator WIFI_EVENT MAX
Invalid WiFi event ID

enumwifi_event_sta_wps_fail_reason_t
Argument structure for WIFI_EVENT_STA_WPS_ER_FAILED event

Values:

enumerator WPS_FAIL_REASON_NORMAL
ESP32 WPS normal fail reason

enumerator WPS_FAIL_REASON_RECV_M2D
ESP32 WPS receive M2D frame
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enumerator WPS_FAIL,_REASON_MAX

enumwifi_ftm_status_t

FTM operation status types.

Values:

enumerator FTM_STATUS_SUCCESS

FTM exchange is successful

enumerator FTM_STATUS_UNSUPPORTED
Peer does not support FTM

enumerator FTM_STATUS_CONF_REJECTED
Peer rejected FTM configuration in FTM Request

enumerator FTM_STATUS_NO_RESPONSE
Peer did not respond to FTM Requests

enumerator FTM_STATUS_FAIL

Unknown error during FTM exchange

enum wps_fail_reason_t

Values:

enumerator WPS_AP_FAIL_REASON_NORMAL

WPS normal fail reason

enumerator WPS_AP_FAIL_REASON_CONFIG
WPS failed due to incorrect config

enumerator WPS_AP_FAIL_REASON_AUTH
WPS failed during auth

enumerator WPS_AP_FAIL_REASON_MAX

Wi-Fi Easy Connect™ (DPP)
Wi-Fi Easy Connect™, also known as Device Provisioning Protocol (DPP) or Easy Connect, is a provisioning pro-
tocol certified by Wi-Fi Alliance. It is a secure and standardized provisioning protocol for configuration of Wi-Fi
Devices. With Easy Connect adding a new device to a network is as simple as scanning a QR Code. This reduces
complexity and enhances user experience while onboarding devices without UI like Smart Home and IoT products.
Unlike old protocols like WiFi Protected Setup (WPS), Wi-Fi Easy Connect incorporates strong encryption through
public key cryptography to ensure networks remain secure as new devices are added. Easy Connect brings many
benefits in the User Experience:

¢ Simple and intuitive to use; no lengthy instructions to follow for new device setup
* No need to remember and enter passwords into the device being provisioned

» Works with electronic or printed QR codes, or human-readable strings
 Supports both WPA?2 and WPA3 networks
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Please refer to Wi-Fi Alliance’ s official page on Easy Connect for more information.

ESP32-C2 supports Enrollee mode of Easy Connect with QR Code as the provisioning method. A display is required
to display this QR Code. Users can scan this QR Code using their capable device and provision the ESP32-C2 to
their Wi-Fi network. The provisioning device needs to be connected to the AP which need not support Wi-Fi Easy
Connect™. Easy Connect is still an evolving protocol. Of known platforms that support the QR Code method are
some Android smartphones with Android 10 or higher. To use Easy Connect no additional App needs to be installed
on the supported smartphone.

Application Example Example on how to provision ESP32-C2 wusing a supported smartphone:
wifi/wifi_easy_connect/dpp-enrollee.

API Reference

Header File

» components/wpa_supplicant/esp_supplicant/include/esp_dpp.h

Functions
esp_err_t esp_supp_dpp_init (esp_supp_dpp_event_cb_t evt_cb)

Initialize DPP Supplicant.

Starts DPP Supplicant and initializes related Data Structures.

return
e ESP_OK: Success
o ESP_FAIL: Failure
%% evt_cb —Callback function to receive DPP related events

void esp_supp_dpp_deinit (void)
De-initalize DPP Supplicant.

Frees memory from DPP Supplicant Data Structures.

esp_err_t esp_supp_dpp_bootstrap_gen (const char *chan_list, esp_supp_dpp_bootstrap_t type, const
char *key, const char *info)

Generates Bootstrap Information as an Enrollee.

Generates Out Of Band Bootstrap information as an Enrollee which can be
used by a DPP Configurator to provision the Enrollee.

BH
* chan_1list —List of channels device will be available on for listening
* type —Bootstrap method type, only QR Code method is supported for now.
* key —(Optional) 32 byte Raw Private Key for generating a Bootstrapping Public Key
* info —(Optional) Ancilliary Device Information like Serial Number

¢ ESP_OK: Success
e ESP_FAIL: Failure
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esp_err_t esp_supp_dpp_start_listen (void)
Start listening on Channels provided during esp_supp_dpp_bootstrap_gen.

Listens on every Channel from Channel List for a pre-defined wait time.

R

ESP_OK: Success

ESP_FAIL: Generic Failure

* ESP_ERR_INVALID_STATE: ROC attempted before WiFi is started

* ESP_ERR_NO_MEM: Memory allocation failed while posting ROC request

void esp_supp_dpp_stop_listen (void)
Stop listening on Channels.

Stops listening on Channels and cancels ongoing listen operation.

Macros

ESP_ERR_DPP_FAILURE
Generic failure during DPP Operation

ESP_ERR_DPP_TX_FAILURE
DPP Frame Tx failed OR not Acked

ESP_ERR_DPP_INVALID_ATTR
Encountered invalid DPP Attribute

Type Definitions

typedef enum dpp_bootstrap_type esp_supp_dpp_bootstrap_t
Types of Bootstrap Methods for DPP.

typedef void (*esp_supp_dpp_event_cb_t)(esp_supp_dpp_event_t evt, void *data)

Callback function for receiving DPP Events from Supplicant.

Callback function will be called with DPP related information.

Param evt DPP event ID
Param data Event data payload

Enumerations

enum dpp_bootstrap_type
Types of Bootstrap Methods for DPP.

Values:

enumerator DPP_ BOOTSTRAP_QR_CODE
QR Code Method
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enumerator DPP_ BOOTSTRAP_PKEX
Proof of Knowledge Method

enumerator DPP_ BOOTSTRAP_NFC_URI
NFC URI record Method

enum esp_supp_dpp_event_t

Types of Callback Events received from DPP Supplicant.

Values:

enumerator ESP_SUPP_DPP_URI_READY
URI is ready through Bootstrapping

enumerator ESP_SUPP_DPP_CFG_RECVD

Config received via DPP Authentication

enumerator ESP_SUPP_DPP_FAIL
DPP Authentication failure
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APL B4 -l R et

Header File

¢ components/esp_eth/include/esp_eth.h

API Z%-ilill#n

Header File

» components/esp_eth/include/esp_eth_com.h

Structures

struct esp_eth_mediator_s

Ethernet mediator.

Public Members

esp_err_t (*phy_reg_read)(esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

Param eth [in] mediator of Ethernet driver
Param phy_addr [in] PHY Chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
* ESP_OK: read PHY register successfully
» ESP_FAIL: read PHY register failed because some error occurred

esp_err_t (*phy_reg_write)(esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg, uint32_t
reg_value)

Write PHY register.

Param eth [in] mediator of Ethernet driver
Param phy_addr [in] PHY Chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
Return
* ESP_OK: write PHY register successfully
* ESP_FAIL: write PHY register failed because some error occurred

esp_err_t (¥*stack_input)(esp_eth_mediator_t *eth, uint8_t *buffer, uint32_t length)
Deliver packet to upper stack.

Param eth [in] mediator of Ethernet driver
Param buffer [in] packet buffer
Param length [in] length of the packet
Return
* ESP_OK: deliver packet to upper stack successfully
e ESP_FAIL: deliver packet failed because some error occurred
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esp_err_t (*fon_state_changed)(esp_eth_mediator_t *eth, esp_eth_state_t state, void *args)
Callback on Ethernet state changed.

Param eth [in] mediator of Ethernet driver
Param state [in] new state
Param args [in] optional argument for the new state
Return
¢ ESP_OK: process the new state successfully
e ESP_FAIL: process the new state failed because some error occurred

Type Definitions

typedef struct esp_eth_mediator_s esp_eth_mediator_t

Ethernet mediator.

Enumerations
enum esp_eth_state_t
Ethernet driver state.

Values:

enumerator ETH_STATE_LLINIT

Lowlevel init done

enumerator ETH_STATE_DEINIT

Deinit done

enumerator ETH_STATE_LINK
Link status changed

enumerator ETH_STATE_SPEED
Speed updated

enumerator ETH_STATE_DUPLEX
Duplex updated

enumerator ETH_STATE_PAUSE
Pause ability updated

enum eth_event_t

Ethernet event declarations.

Values:

enumerator ETHERNET _EVENT_START

Ethernet driver start

enumerator ETHERNET _EVENT_STOP

Ethernet driver stop
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enumerator ETHERNET _EVENT_ CONNECTED
Ethernet got a valid link

enumerator ETHERNET EVENT_DISCONNECTED
Ethernet lost a valid link

API £%-MAC #:11

Header File

» components/esp_eth/include/esp_eth_mac.h

Unions

union eth_mac_clock_config_t

#include <esp_eth_mac.h> Ethernet MAC Clock Configuration.

Public Members

struct eth_mac_clock_config_t::[anonymous] mii
EMAC MII Clock Configuration

emac_rmii_clock_mode_t clock_mode
RMII Clock Mode Configuration

emac_rmii_clock_gpio_t clock_gpio
RMII Clock GPIO Configuration

struct eth_mac_clock_config_t::[anonymous] rmii
EMAC RMII Clock Configuration

Structures

struct esp_eth_mac_s
Ethernet MAC.

Public Members

esp_err_t (*set_mediator)(esp_eth_mac_t *mac, esp_eth_mediator_t *eth)

Set mediator for Ethernet MAC.

Param mac [in] Ethernet MAC instance
Param eth [in] Ethernet mediator
Return
* ESP_OK: set mediator for Ethernet MAC successfully
e ESP_ERR_INVALID_ARG: set mediator for Ethernet MAC failed because of invalid
argument
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esp_err_t (*init)(esp_eth_mac_t *mac)
Initialize Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
* ESP_OK: initialize Ethernet MAC successfully
e ESP_ERR_TIMEOUT: initialize Ethernet MAC failed because of timeout
« ESP_FAIL.: initialize Ethernet MAC failed because some other error occurred

esp_err_t (*deinit)(esp_eth_mac_t *mac)
Deinitialize Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
» ESP_OK: deinitialize Ethernet MAC successfully
e ESP_FAIL: deinitialize Ethernet MAC failed because some error occurred

esp_err_t (*start)(esp_eth_mac_t *mac)
Start Ethernet MAC.
Param mac [in] Ethernet MAC instance
Return

» ESP_OK: start Ethernet MAC successfully
e ESP_FAIL.: start Ethernet MAC failed because some other error occurred

esp_err_t (*stop)(esp_eth_mac_t *mac)
Stop Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
* ESP_OK: stop Ethernet MAC successfully
* ESP_FAIL: stop Ethernet MAC failed because some error occurred

esp_err_t (*transmit)(esp_eth_mac_t *mac, uint8_t *buf, uint32_t length)

Transmit packet from Ethernet MAC.

& 11:: Returned error codes may differ for each specific MAC chip.

Param mac [in] Ethernet MAC instance

Param buf [in] packet buffer to transmit

Param length [in] length of packet

Return
¢ ESP_OK: transmit packet successfully
e ESP_ERR_INVALID_SIZE: number of actually sent bytes differs to expected
» ESP_FAIL: transmit packet failed because some other error occurred

esp_err_t (*transmit_vargs)(esp_eth_mac_t *mac, uint32_t argc, va_list args)

Transmit packet from Ethernet MAC constructed with special parameters at Layer?2.

f&1E: Typical intended use case is to make possible to construct a frame from multiple higher layer
buffers without a need of buffer reallocations. However, other use cases are not limited.
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$41¥: Returned error codes may differ for each specific MAC chip.

Param mac [in] Ethernet MAC instance

Param argc [in] number variable arguments

Param args [in] variable arguments

Return
» ESP_OK: transmit packet successfully
¢ ESP_ERR_INVALID_SIZE: number of actually sent bytes differs to expected
e ESP_FAIL: transmit packet failed because some other error occurred

esp_err_t (*receive)(esp_eth_mac_t *mac, uint8_t *buf, uint32_t *length)
Receive packet from Ethernet MAC.

£ 11: Memory of buf is allocated in the Layer2, make sure it get free after process.

£&1::  Before this function got invoked, the value of “length” should set by user, equals the size of
buffer. After the function returned, the value of “length” means the real length of received data.

Param mac [in] Ethernet MAC instance
Param buf [out] packet buffer which will preserve the received frame
Param length [out] length of the received packet
Return
* ESP_OK: receive packet successfully
« ESP_ERR_INVALID_ARG: receive packet failed because of invalid argument
e ESP_ERR_INVALID_SIZE: input buffer size is not enough to hold the incoming data.
in this case, value of returned “length” indicates the real size of incoming data.
» ESP_FAIL: receive packet failed because some other error occurred

esp_err_t (*read_phy_reg)(esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

Param mac [in] Ethernet MAC instance
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
* ESP_OK: read PHY register successfully
e ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
¢ ESP_ERR_INVALID_STATE: read PHY register failed because of wrong state of
MAC
e ESP_ERR_TIMEOUT: read PHY register failed because of timeout
ESP_FAIL: read PHY register failed because some other error occurred

esp_err_t (*write_phy_reg)(esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t
reg_value)

Write PHY register.

Param mac [in] Ethernet MAC instance
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
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Return
* ESP_OK: write PHY register successfully
e ESP_ERR_INVALID_STATE: write PHY register failed because of wrong state of
MAC
¢ ESP_ERR_TIMEOUT: write PHY register failed because of timeout
e ESP_FAIL: write PHY register failed because some other error occurred

esp_err_t (*set_addr)(esp_eth_mac_t *mac, uint8_t *addr)
Set MAC address.

Param mac [in] Ethernet MAC instance

Param addr [in] MAC address

Return
¢ ESP_OK: set MAC address successfully
e ESP_ERR_INVALID_ARG: set MAC address failed because of invalid argument
e ESP_FAIL: set MAC address failed because some other error occurred

esp_err_t (*get_addr)(esp_eth_mac_t *mac, uint8_t *addr)
Get MAC address.

Param mac [in] Ethernet MAC instance

Param addr [out] MAC address

Return
¢ ESP_OK: get MAC address successfully
e ESP_ERR_INVALID_ARG: get MAC address failed because of invalid argument
* ESP_FAIL: get MAC address failed because some other error occurred

esp_err_t (¥*set_speed)(esp_eth_mac_t *mac, eth_speed_t speed)
Set speed of MAC.

Param ma:c [in] Ethernet MAC instance

Param speed [in] MAC speed

Return
* ESP_OK: set MAC speed successfully
e ESP_ERR_INVALID_ARG: set MAC speed failed because of invalid argument
* ESP_FAIL: set MAC speed failed because some other error occurred

esp_err_t (¥*set_duplex)(esp_eth_mac_t *mac, eth_duplex_t duplex)
Set duplex mode of MAC.

Param mac [in] Ethernet MAC instance

Param duplex [in] MAC duplex

Return
* ESP_OK: set MAC duplex mode successfully
* ESP_ERR_INVALID_ARG: set MAC duplex failed because of invalid argument
¢ ESP_FAIL: set MAC duplex failed because some other error occurred

esp_err_t (*set_link)(esp_eth_mac_t *mac, eth_link_t link)
Set link status of MAC.

Param mac [in] Ethernet MAC instance

Param link [in] Link status

Return
» ESP_OK: set link status successfully
¢ ESP_ERR_INVALID_ARG: set link status failed because of invalid argument
« ESP_FAIL.: set link status failed because some other error occurred
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esp_err_t (*set_promiscuous)(esp_eth_mac_t *mac, bool enable)

Set promiscuous of MAC.

Param mac [in] Ethernet MAC instance
Param enable [in] set true to enable promiscuous mode; set false to disable promiscuous mode
Return

* ESP_OK: set promiscuous mode successfully

¢ ESP_FAIL: set promiscuous mode failed because some error occurred

esp_err_t (*fenable_flow_ctrl)(esp_eth_mac_t *mac, bool enable)

Enable flow control on MAC layer or not.

Param mac [in] Ethernet MAC instance
Param enable [in] set true to enable flow control; set false to disable flow control
Return

* ESP_OK: set flow control successfully

e ESP_FAIL: set flow control failed because some error occurred

esp_err_t (*set_peer_pause_ability)(esp_eth_mac_t *mac, uint32_t ability)
Set the PAUSE ability of peer node.

Param mac [in] Ethernet MAC instance

Param ability [in] zero indicates that pause function is supported by link partner; non-zero
indicates that pause function is not supported by link partner

Return
* ESP_OK: set peer pause ability successfully
* ESP_FAIL: set peer pause ability failed because some error occurred

esp_err_t (*custom_ioctl)(esp_eth_mac_t *mac, uint32_t cmd, void *data)

Custom IO function of MAC driver. This function is intended to extend common options of esp_eth_ioctl
to cover specifics of MAC chip.

4 {k: This function may not be assigned when the MAC chip supports only most common set of
configuration options.

Param mac [in] Ethernet MAC instance
Param cmd [in] IO control command
Param data [inout] address of data for set command or address where to store the data
when used with get command
Return
* ESP_OK: process io command successfully
e ESP_ERR_INVALID_ARG: process io command failed because of some invalid argu-
ment
e ESP_FAIL: process io command failed because some other error occurred
¢ ESP_ERR_NOT_SUPPORTED: requested feature is not supported

esp_err_t (*del)(esp_eth_mac_t *mac)
Free memory of Ethernet MAC.
Param mac [in] Ethernet MAC instance
Return

¢ ESP_OK: free Ethernet MAC instance successfully
« ESP_FAIL: free Ethernet MAC instance failed because some error occurred

struct eth_mac_config_t
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Configuration of Ethernet MAC object.

Public Members

uint32_t sw_reset_timeout_ms

Software reset timeout value (Unit: ms)

uint32_t rx_task_stack_size

Stack size of the receive task

uint32_t rx_task_prio

Priority of the receive task

uint32_t £lags

Flags that specify extra capability for mac driver

Macros

ETH_MAC_FLAG_WORK_ WITH_ CACHE_DISABLE

MAC driver can work when cache is disabled
ETH_MAC_FLAG_PIN_TO_CORE

Pin MAC task to the CPU core where driver installation happened

ETH_MAC_DEFAULT_CONFIG ()
Default configuration for Ethernet MAC object.

Type Definitions

typedef struct esp_eth_mac_s esp_eth_mac_t
Ethernet MAC.

Enumerations

enum emac_rmii_clock_mode_t
RMII Clock Mode Options.

Values:

enumerator EMAC_ CLK_DEFAULT

Default values configured using Kconfig are going to be used when “Default” selected.

enumerator EMAC_ CLK_EXT_IN

Input RMII Clock from external. EMAC Clock GPIO number needs to be configured when this option
is selected.

#1E: MAC will get RMII clock from outside. Note that ESP32 only supports GPIOO to input the
RMII clock.
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enumerator EMAC_CLK_OUT

Output RMII Clock from internal APLL Clock. EMAC Clock GPIO number needs to be configured
when this option is selected.

enum emac_rmii_clock_gpio_t
RMII Clock GPIO number Options.

Values:

enumerator EMAC_CLK_IN_GPIO
MAC will get RMII clock from outside at this GPIO.

& 1¥#: ESP32 only supports GPIOO to input the RMII clock.

enumerator EMAC_APPL_CLK_OUT_GPIO
Output RMII Clock from internal APLL Clock available at GPIOO.

£ 1F: GPIOO can be set to output a pre-divided PLL clock (test only!). Enabling this option will
configure GPIOO0 to output a S0OMHz clock. In fact this clock doesn’ t have directly relationship with
EMAC peripheral. Sometimes this clock won’ t work well with your PHY chip. You might need to
add some extra devices after GPIOO (e.g. inverter). Note that outputting RMII clock on GPIOO is an
experimental practice. If you want the Ethernet to work with WiFi, don’ t select GPIOO output mode
for stability.

enumerator EMAC_CLK_OUT_GPIO
Output RMII Clock from internal APLL Clock available at GPIO16.

enumerator EMAC_CLK_OUT_180_GPIO
Inverted Output RMII Clock from internal APLL Clock available at GPIO17.

API £#%-PHY 11

Header File

» components/esp_eth/include/esp_eth_phy.h

Functions
esp_eth_phy_t *esp_eth_phy_new_ip101 (const eth_phy_config_t *config)

Create a PHY instance of IP101.

%4 config —[in] configuration of PHY
B
* instance: create PHY instance successfully
* NULL: create PHY instance failed because some error occurred
esp_eth_phy_t *esp_eth_phy_new_xrt18201 (const eth_phy_config_t *config)

Create a PHY instance of RTL8201.

%4 config —[in] configuration of PHY
B
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
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esp_eth_phy_t *esp_eth_phy_new_1lan87xx (const eth_phy_config_t *config)
Create a PHY instance of LAN87xx.

%% config —[in] configuration of PHY
A
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
esp_eth_phy_t *esp_eth_phy_new_dp83848 (const eth_phy_config_t *config)
Create a PHY instance of DP83848.

%% config —[in] configuration of PHY
Bl
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
esp_eth_phy_t *esp_eth_phy_ new_ksz80xx (const eth_phy_config_t *config)
Create a PHY instance of KSZ80xx.

The phy model from the KSZ80xx series is detected automatically. If the driver is unable to detect a supported
model, NULL is returned.

Currently, the following models are supported: KSZ8001, KSZ8021, KSZ8031, KSZ8041, KSZ8051,
KSZ8061, KSZ8081, KSZ8091

%% config —[in] configuration of PHY
P[]
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred

Structures

struct esp_eth_phy_s
Ethernet PHY.

Public Members

esp_err_t (*set_mediator)(esp_eth_phy_t *phy, esp_eth_mediator_t *mediator)
Set mediator for PHY.

Param phy [in] Ethernet PHY instance
Param mediator [in] mediator of Ethernet driver
Return
* ESP_OK: set mediator for Ethernet PHY instance successfully
e ESP_ERR_INVALID_ARG: set mediator for Ethernet PHY instance failed because of
some invalid arguments

esp_err_t (*reset)(esp_eth_phy_t *phy)
Software Reset Ethernet PHY.
Param phy [in] Ethernet PHY instance
Return

* ESP_OK: reset Ethernet PHY successfully
e ESP_FAIL: reset Ethernet PHY failed because some error occurred

esp_err_t (*reset_hw)(esp_eth_phy_t *phy)
Hardware Reset Ethernet PHY.

Espressif Systems 373 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

£411:: Hardware reset is mostly done by pull down and up PHY’ s nRST pin

Param phy [in] Ethernet PHY instance
Return
* ESP_OK: reset Ethernet PHY successfully
¢ ESP_FAIL: reset Ethernet PHY failed because some error occurred

esp_err_t (¥*init)(esp_eth_phy_t *phy)
Initialize Ethernet PHY.

Param phy [in] Ethernet PHY instance
Return
* ESP_OK: initialize Ethernet PHY successfully
e ESP_FAIL: initialize Ethernet PHY failed because some error occurred

esp_err_t (*deinit)(esp_eth_phy_t *phy)
Deinitialize Ethernet PHY.

Param phy [in] Ethernet PHY instance
Return
¢ ESP_OK: deinitialize Ethernet PHY successfully
« ESP_FAIL: deinitialize Ethernet PHY failed because some error occurred

esp_err_t (*fautonego_ctrl)(esp_eth_phy_t *phy, eth_phy_autoneg_cmd_t cmd, bool *autonego_en_stat)
Configure auto negotiation.

Param phy [in] Ethernet PHY instance

Param cmd [in] Configuration command, it is possible to Enable (restart), Disable or get cur-
rent status of PHY auto negotiation

Param autonego_en_stat [out] Address where to store current status of auto negotiation con-
figuration

Return
* ESP_OK: restart auto negotiation successfully
e ESP_FAIL: restart auto negotiation failed because some error occurred
« ESP_ERR_INVALID_ARG: invalid command

esp_err_t (*get_link)(esp_eth_phy_t *phy)
Get Ethernet PHY link status.

Param phy [in] Ethernet PHY instance
Return
* ESP_OK: get Ethernet PHY link status successfully
e ESP_FAIL: get Ethernet PHY link status failed because some error occurred

esp_err_t (*pwrctl)(esp_eth_phy_t *phy, bool enable)
Power control of Ethernet PHY.
Param phy [in] Ethernet PHY instance
Param enable [in] set true to power on Ethernet PHY; ser false to power off Ethernet PHY
Return

* ESP_OK: control Ethernet PHY power successfully
e ESP_FAIL: control Ethernet PHY power failed because some error occurred

esp_err_t (*set_addr)(esp_eth_phy_t *phy, uint32_t addr)
Set PHY chip address.
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Param phy [in] Ethernet PHY instance
Param addr [in] PHY chip address
Return
* ESP_OK: set Ethernet PHY address successfully
« ESP_FAIL: set Ethernet PHY address failed because some error occurred

esp_err_t (*get_addr)(esp_eth_phy_t *phy, uint32_t *addr)
Get PHY chip address.

Param phy [in] Ethernet PHY instance
Param addr [out] PHY chip address
Return
¢ ESP_OK: get Ethernet PHY address successfully
e ESP_ERR_INVALID_ARG: get Ethernet PHY address failed because of invalid argu-
ment

esp_err_t (*fadvertise_pause_ability)(esp_eth_phy_t *phy, uint32_t ability)
Advertise pause function supported by MAC layer.

Param phy [in] Ethernet PHY instance
Param addr [out] Pause ability
Return
e ESP_OK: Advertise pause ability successfully
* ESP_ERR_INVALID_ARG: Advertise pause ability failed because of invalid argument

esp_err_t (*loopback)(esp_eth_phy_t *phy, bool enable)
Sets the PHY to loopback mode.

Param phy [in] Ethernet PHY instance
Param enable [in] enables or disables PHY loopback
Return
» ESP_OK: PHY instance loopback mode has been configured successfully
e ESP_FAIL: PHY instance loopback configuration failed because some error occurred

esp_err_t (*set_speed)(esp_eth_phy_t *phy, eth_speed_t speed)
Sets PHY speed mode.

% 1::  Autonegotiation feature needs to be disabled prior to calling this function for the new setting to
be applied

Param phy [in] Ethernet PHY instance
Param speed [in] Speed mode to be set
Return
¢ ESP_OK: PHY instance speed mode has been configured successfully
« ESP_FAIL: PHY instance speed mode configuration failed because some error occurred

esp_err_t (*set_duplex)(esp_eth_phy_t *phy, eth_duplex_t duplex)
Sets PHY duplex mode.

% 1::  Autonegotiation feature needs to be disabled prior to calling this function for the new setting to
be applied

Param phy [in] Ethernet PHY instance
Param duplex [in] Duplex mode to be set
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Return
* ESP_OK: PHY instance duplex mode has been configured successfully
e ESP_FAIL: PHY instance duplex mode configuration failed because some error oc-
curred

esp_err_t (*custom_ioctl)(esp_eth_phy_t *phy, uint32_t cmd, void *data)

Custom IO function of PHY driver. This function is intended to extend common options of esp_eth_ioctl
to cover specifics of PHY chip.

F&1#: This function may not be assigned when the PHY chip supports only most common set of con-
figuration options.

Param phy [in] Ethernet PHY instance
Param cmd [in] IO control command
Param data [inout] address of data for set command or address where to store the data
when used with get command
Return
* ESP_OK: process io command successfully
e ESP_ERR_INVALID_ARG: process io command failed because of some invalid argu-
ment
e ESP_FAIL: process io command failed because some other error occurred
¢ ESP_ERR_NOT_SUPPORTED: requested feature is not supported

esp_err_t (*del)(esp_eth_phy_t *phy)
Free memory of Ethernet PHY instance.

Param phy [in] Ethernet PHY instance
Return
¢ ESP_OK: free PHY instance successfully
« ESP_FAIL: free PHY instance failed because some error occurred

struct eth_phy_config_t
Ethernet PHY configuration.

Public Members

int32_t phy_addr

PHY address, set -1 to enable PHY address detection at initialization stage

uint32_t reset_timeout_ms

Reset timeout value (Unit: ms)

uint32_t autonego_timeout_ms

Auto-negotiation timeout value (Unit: ms)

int reset_gpio_num

Reset GPIO number, -1 means no hardware reset

Macros

ESP_ETH_PHY ADDR_AUTO
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ETH_PHY_DEFAULT_CONFIG ()
Default configuration for Ethernet PHY object.

Type Definitions

typedef struct esp_eth_phy_s esp_eth_phy_t
Ethernet PHY.

Enumerations

enum eth_phy_ autoneg_cmd_t

Auto-negotiation controll commands.

Values:

enumerator ESP_ETH_PHY_ AUTONEGO_RESTART

enumerator ESP_ETH_PHY_AUTONEGO_EN

enumerator ESP_ETH_PHY_AUTONEGO_DIS

enumerator ESP_ETH_PHY AUTONEGO_G_STAT

API 2% —esp_netif FHC{Ti 1]

Header File

» components/esp_eth/include/esp_eth_netif _glue.h

Functions
esp_eth_netif_glue_handle_t esp_eth_new_netif glue (esp_eth_handle_t eth_hdl)

Create a netif glue for Ethernet driver.

F41E: netif glue is used to attach io driver to TCP/IP netif

%% eth_hdl -Ethernet driver handle
jR&A] glue object, which inherits esp_netif _driver_base_t

esp_err_t esp_eth_del_netif glue (esp_eth_netif glue_handle_t eth_netif _glue)
Delete netif glue of Ethernet driver.

%% eth_netif_glue —netif glue
& H] -ESP_OK: delete netif glue successfully

Type Definitions

typedef struct esp_eth_netif_glue_t *esp_eth_netif_glue_handle_t

Handle of netif glue - an intermediate layer between netif and Ethernet driver.

AER AR I APL 7R B A7 iic/E ESP-IDF 7R (9135 H ) ethernet H SRR .
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2.5.3 Thread
Thread

Introduction Thread is a [P-based mesh networking protocol. It’ s based on the 802.15.4 physical and MAC
layer.

Application Examples The openthread directory of ESP-IDF examples contains the following applications:

* The OpenThread interactive shell openthread/ot_cli.
¢ The Thread border router openthread/ot_br.
¢ The Thread radio co-processor openthread/ot_rcp.

API Reference For manipulating the Thread network, the OpenThread api shall be used. The OpenThread api
docs can be found at the OpenThread official website.

ESP-IDF provides extra apis for launching and managing the OpenThread stack, binding to network interfaces and
border routing features.

Header File

¢ components/openthread/include/esp_openthread.h

Functions
esp_err_t esp_openthread_init (const esp_openthread_platform_config_t *init_config)
Initializes the full OpenThread stack.

#41:: The OpenThread instance will also be initialized in this function.

Z¥ init_config —[in] The initialization configuration.
B
e ESP_OK on success
e« ESP_ERR_NO_MEM if allocation has failed
* ESP_ERR_INVALID_ARG if radio or host connection mode not supported
* ESP_ERR_INVALID_STATE if already initialized

esp_err_t esp_openthread_launch_mainloop (void)

Launches the OpenThread main loop.

£41:: Thie function will not return unless error happens when running the OpenThread stack.

PEA ]
e ESP_OK on success
« ESP_ERR_NO_MEM if allocation has failed
* ESP_FAIL on other failures

esp_err_t esp_openthread_deinit (void)
This function performs OpenThread stack and platform driver deinitialization.
Bl
¢ ESP_OK on success
» ESP_ERR_INVALID_STATE if not initialized
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otlnstance *esp_openthread_get_instance (void)

This function acquires the underlying OpenThread instance.

£571: This function can be called on other tasks without lock.

&[] The OpenThread instance pointer

Header File

» components/openthread/include/esp_openthread_types.h

Structures

struct esp_openthread_mainloop_context_t

This structure represents a context for a select() based mainloop.

Public Members

fd_set read_£fds
The read file descriptors

fd_set write_£fds

The write file descriptors

fd_set error_£fds

The error file descriptors

int max_f£fd

The max file descriptor

struct timeval t imeout

The timeout

struct esp_openthread_uart_config_ t

The uvart port config for OpenThread.

Public Members

uart_port_t port
UART port number

uart_config_t uart_config

UART configuration, see uart_config_t docs

int rx_pin
UART RX pin
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inttx_pin
UART TX pin

struct esp_openthread_radio_config_ t

The OpenThread radio configuration.

Public Members

esp_openthread_radio_mode_t radio_mode

The radio mode

esp_openthread_uart_config_t radio_uart_config

The uvart configuration to RCP

struct esp_openthread_host_connection_config_t

The OpenThread host connection configuration.

Public Members

esp_openthread_host_connection_mode_t host _connection_mode

The host connection mode

esp_openthread_uart_config_t host_uart_config

The uart configuration to host

struct esp_openthread_port_config t

The OpenThread port specific configuration.

Public Members

const char *storage_partition_name

The partition for storing OpenThread dataset

uint§_t netif queue_size

The packet queue size for the network interface

uint8_t task_queue_size

The task queue size

struct esp_openthread_platform_config_t

The OpenThread platform configuration.

Public Members

esp_openthread_radio_config_t radio_config

The radio configuration
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esp_openthread_host_connection_config_t host_config

The host connection configuration

esp_openthread_port_config_t port_config

The port configuration

Type Definitions

typedef void (*esp_openthread_rcp_failure_handler)(void)

Enumerations

enum esp_openthread_event_t

OpenThread event declarations.

Values:

enumerator OPENTHREAD_EVENT_START
OpenThread stack start

enumerator OPENTHREAD_EVENT_STOP
OpenThread stack stop

enumerator OPENTHREAD_EVENT_IF_UP

OpenThread network interface up

enumerator OPENTHREAD_EVENT_IF_DOWN

OpenThread network interface down

enumerator OPENTHREAD_EVENT_GOT_IP6
OpenThread stack added IPv6 address

enumerator OPENTHREAD_EVENT_LOST_IP6
OpenThread stack removed IPv6 address

enumerator OPENTHREAD_EVENT_MULTICAST_GROUP_JOIN
OpenThread stack joined IPv6 multicast group

enumerator OPENTHREAD_EVENT_MULTICAST_GROUP_LEAVE
OpenThread stack left IPv6 multicast group

enumerator OPENTHREAD_EVENT _TREL_ADD_IP6
OpenThread stack added TREL IPv6 address

enumerator OPENTHREAD_EVENT_TREL_REMOVE_IP6
OpenThread stack removed TREL IPv6 address

enumerator OPENTHREAD_EVENT_TREL_MULTICAST_ GROUP_JOIN
OpenThread stack joined TREL IPv6 multicast group

Espressif Systems 381 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

enum esp_openthread_radio_mode_t
The radio mode of OpenThread.

Values:

enumerator RADIO_MODE_NATIVE
Use the native 15.4 radio

enumerator RADIO_MODE_UART_RCP
UART connection to a 15.4 capable radio co-processor (RCP)

enumerator RADIO_MODE_SPI_RCP

SPI connection to a 15.4 capable radio co-processor (RCP)

enum esp_openthread_host_connection_mode_t

How OpenThread connects to the host.

Values:

enumerator HOST _CONNECTION_MODE_NONE

Disable host connection

enumerator HOST _CONNECTION_MODE_CLI_UART
CLI UART connection to the host

enumerator HOST _CONNECTION_MODE_RCP_UART
RCP UART connection to the host

Header File

¢ components/openthread/include/esp_openthread_lock.h

Functions
esp_err_t esp_openthread_lock_init (void)
This function initializes the OpenThread API lock.
Bl

* ESP_OK on success

« ESP_ERR_NO_MEM if allocation has failed

* ESP_ERR_INVALID_STATE if already initialized
void esp_openthread_lock_deinit (void)

This function deinitializes the OpenThread API lock.

bool esp_openthread_lock_acquire (TickType_t block_ticks)
This functions acquires the OpenThread APT lock.

£57:: Every OT APIs that takes an otInstance argument MUST be protected with this API lock except that
the call site is in OT callbacks.

%% block_ticks —[in] The maxinum number of RTOS ticks to wait for the lock.
$EA |

* True on lock acquired
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* False on failing to acquire the lock with the timeout.

void esp_openthread_lock_release (void)
This function releases the OpenThread API lock.

Header File

» components/openthread/include/esp_openthread_netif_glue.h

Functions
void *esp_openthread_netif glue_init (const esp_openthread_platform_config_t *config)
This function initializes the OpenThread network interface glue.
%4 config —[in] The platform configuration.
Bl
* glue pointer on success

* NULL on failure
void esp_openthread_netif_ glue_deinit (void)

This function deinitializes the OpenThread network interface glue.
esp_netif_t *esp_openthread_get_netif (void)
This function acquires the OpenThread netif.

&1l The OpenThread netif or NULL if not initialzied.

Macros
ESP_NETIF_INHERENT_DEFAULT_ OPENTHREAD ()

Default configuration reference of OT esp-netif.
ESP_NETIF_DEFAULT_OPENTHREAD ()

Header File

» components/openthread/include/esp_openthread_border_router.h

Functions
void esp_openthread_set_backbone_netif (esp_netif_t *backbone_netif)

Sets the backbone interface used for border routing.

£41:: This function must be called before esp_openthread_init

%%t backbone_netif —[in] The backbone network interface (WiFi or ethernet)

esp_err_t esp_openthread_border_router_init (void)

Initializes the border router features of OpenThread.

£ 1::  Calling this function will make the device behave as an OpenThread border router. Kconfig option
CONFIG_OPENTHREAD_BORDER_ROUTER is required.

P[]
¢ ESP_OK on success
* ESP_ERR_NOT_SUPPORTED if feature not supported
* ESP_ERR_INVALID_STATE if already initialized
 ESP_FIAL on other failures
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esp_err_t esp_openthread_border_router_deinit (void)
Deinitializes the border router features of OpenThread.
Bl
e ESP_OK on success

e ESP_ERR_INVALID_STATE if not initialized
e ESP_FIAL on other failures

esp_netif_t *esp_openthread_get_backbone_netif (void)

Gets the backbone interface of OpenThread border router.
j&[A] The backbone interface or NULL if border router not initialized.

void esp_openthread_register_rcp_failure_handler (esp_openthread_rcp_failure_handler
handler)

Registers the callback for RCP failure.

void esp_openthread_rcp_deinit (void)
Deinitializes the conneciton to RCP.

Thread 2 —FjJE T IPVO (KPR AR I 48 15 AR . A5 19 Thread APT 7= il AAHE 77 i #E ESP-IDF 7 f5i] 33
H B4 openthread H 3% K .

2.54 1P & IZEY
ESP-NETIF

The purpose of ESP-NETIF library is twofold:

* It provides an abstraction layer for the application on top of the TCP/IP stack. This will allow applications to
choose between IP stacks in the future.
¢ The APIs it provides are thread safe, even if the underlying TCP/IP stack APIs are not.

ESP-IDF currently implements ESP-NETIF for the IwIP TCP/IP stack only. However, the adapter itself is TCP/IP
implementation agnostic and different implementations are possible.

Some ESP-NETIF API functions are intended to be called by application code, for example to get/set interface IP
addresses, configure DHCP. Other functions are intended for internal ESP-IDF use by the network driver layer.

In many cases, applications do not need to call ESP-NETIF APIs directly as they are called from the default network
event handlers.

ESP-NETIF architecture

| (A) USER CODE

................. | init settings events
e +
| *
| *
———————— + += == ====+ * o
——+
| | new/config get/set | * | =
s
\ | \ *l.. | init o
- |
\ |- \ * \ -
- |
init | | | * % k% \ .
- |
start |*FEI A AR KAx KA event handler | *xFFxkkkk | DHCP =
- |
Qi)
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(& b))
stop | | \ \ -
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| glue|-——-<———~|-———| esp_netif_transmit | ——<—————-— | netif_output | o
-
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-
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=
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-
\ [ | \ \ (D) =
-
(B) \ [ | (C) \ fomm
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———————— + | + == +
communication | | NETWORK STACK
DRIVER | | ESP-NETIF
[ o +
I ettt Foii | open/close \
[ | \ \ \
| -<--| 1l2tap_write | ————- <—--] write ‘
| | \ \ \
————>— esp_vfs_l2tap_eth_filter |-———- >———| read |
| \ \ \
| (E) \ Fomm +
f——————— +
USER CODE
ESP-NETIF L2 TAP
Data and event flow in the diagram
. ... Initialization line from user code to ESP-NETIF and communication driver
e ——<——-—>—- Data packets going from communication media to TCP/IP stack and back

o *x*x %% Hyents aggregated in ESP-NETIF propagates to driver, user code and network stack
* | User settings and runtime configuration

ESP-NETIF interaction

A) User code, boiler plate Overall application interaction with a specific IO driver for communication media and
configured TCP/IP network stack is abstracted using ESP-NETIF APIs and outlined as below:

A) Initialization code

1) Initializes IO driver
2) Creates a new instance of ESP-NETIF and configure with

» ESP-NETIF specific options (flags, behaviour, name)
¢ Network stack options (netif init and input functions, not publicly available)
* JO driver specific options (transmit, free rx buffer functions, IO driver handle)
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3) Attaches the 10 driver handle to the ESP-NETIF instance created in the above steps
4) Configures event handlers

* use default handlers for common interfaces defined in IO drivers; or define a specific handlers for
customised behaviour/new interfaces
« register handlers for app related events (such as IP lost/acquired)

B) Interaction with network interfaces using ESP-NETIF API

 Getting and setting TCP/IP related parameters (DHCP, IP, etc)
» Receiving IP events (connect/disconnect)
 Controlling application lifecycle (set interface up/down)

B) Communication driver, IO driver, media driver Communication driver plays these two important roles in
relation with ESP-NETIF:

1) Event handlers: Define behaviour patterns of interaction with ESP-NETIF (for example: ethernet link-up ->
turn netif on)
2) Glue IO layer: Adapts the input/output functions to use ESP-NETIF transmit, receive and free receive buffer

* Installs driver_transmit to appropriate ESP-NETIF object, so that outgoing packets from network stack are
passed to the 1O driver
e Calls esp_netif_receive () to pass incoming data to network stack

C) ESP-NETIF ESP-NETIF is an intermediary between an IO driver and a network stack, connecting packet data
path between these two. As that it provides a set of interfaces for attaching a driver to ESP-NETIF object (runtime)
and configuring a network stack (compile time). In addition to that a set of API is provided to control network
interface lifecycle and its TCP/IP properties. As an overview, the ESP-NETIF public interface could be divided into
these 6 groups:

1) Initialization APIs (to create and configure ESP-NETIF instance)
2) Input/Output API (for passing data between IO driver and network stack)
3) Event or Action API

* Used for network interface lifecycle management
» ESP-NETIF provides building blocks for designing event handlers

4) Setters and Getters for basic network interface properties
5) Network stack abstraction: enabling user interaction with TCP/IP stack

* Set interface up or down
* DHCP server and client API
* DNS API

6) Driver conversion utilities

D) Network stack Network stack has no public interaction with application code with regard to public interfaces
and shall be fully abstracted by ESP-NETIF APIL

E) ESP-NETIF L2 TAP Interface The ESP-NETIF L2 TAP interface is ESP-IDF mechanism utilized to access
Data Link Layer (L2 per OSI/ISO) for frame reception and transmission from user application. Its typical usage in
embedded world might be implementation of non-IP related protocols such as PTP, Wake on LAN and others. Note
that only Ethernet (IEEE 802.3) is currently supported.

From user perspective, the ESP-NETIF L2 TAP interface is accessed using file descriptors of VFS which provides a
file-like interfacing (using functions like open (), read (), write (), etc). Refer to 1 2 X4 & 284 to learn
more.

There is only one ESP-NETIF L2 TAP interface device (path name) available. However multiple file descriptors with
different configuration can be opened at a time since the ESP-NETIF L2 TAP interface can be understood as generic
entry point to Layer 2 infrastructure. Important is then specific configuration of particular file descriptor. It can be
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configured to give an access to specific Network Interface identified by 1 £_key (e.g. ETH_DEF) and to filter only
specific frames based on their type (e.g. Ethernet type in case of IEEE 802.3). Filtering only specific frames is crucial
since the ESP-NETIF L2 TAP needs to exist along with IP stack and so the IP related traffic (IP, ARP, etc.) should
not be passed directly to the user application. Even though such option is still configurable, it is not recommended in
standard use cases. Filtering is also advantageous from a perspective the user’ s application gets access only to frame
types it is interested in and the remaining traffic is either passed to other L2 TAP file descriptors or to IP stack.

ESP-NETIF L2 TAP Interface Usage Manual

Initialization To be able to use the ESP-NETIF L2 TAP interface, it needs to be enabled in Kconfig by CON-
FIG_ESP_NETIF_L2_TAP first and then registered by esp_vfs_I12tap_intf_register () prior usage of
any VFS function.

open() Once the ESP-NETIF L2 TAP is registered, it can be opened at path name “/dev/net/tap” . The same path
name can be opened multiple times up to CONFIG_ESP_NETIF_L2_TAP_MAX_FDS and multiple file descriptors
with with different configuration may access the Data Link Layer frames.

The ESP-NETIF L2 TAP can be opened with O_NONBLOCK file status flag to the read () does not block. Note that
the write () may block in current implementation when accessing a Network interface since it is a shared resource
among multiple ESP-NETIF L2 TAP file descriptors and IP stack, and there is currently no queuing mechanism
deployed. The file status flag can be retrieved and modified using fcnt1 ().

On success, open () returns the new file descriptor (a nonnegative integer). On error, -1 is returned and errno is
set to indicate the error.

ioctl() The newly opened ESP-NETIF L2 TAP file descriptor needs to be configured prior its usage since it is not
bounded to any specific Network Interface and no frame type filter is configured. The following configuration options
are available to do so:

e L2TAP_S_INTF_DEVICE - bounds the file descriptor to specific Network Interface which is iden-
tified by its if_key. ESP-NETIF Network Interface if_key is passed to ioctl () as the third
parameter. Note that default Network Interfaces if_key’ s used in ESP-IDF can be found in
esp_netif/include/esp_netif _defaults.h.

e L2TAP_S_DEVICE_DRV_HNDL - is other way how to bound the file descriptor to specific Network Interface.
In this case the Network interface is identified directly by IO Driver handle (e.g. esp_eth_handle_t in
case of Ethernet). The 10 Driver handle is passed to ioctl () as the third parameter.

e L2TAP_S_RCV_FILTER - sets the filter to frames with this type to be passed to the file descriptor. In case of
Ethernet frames, the frames are to be filtered based on Length/Ethernet type field. In case the filter value is set
less than or equal to 0x05DC, the Ethernet type field is considered to represent IEEE802.3 Length Field and all
frames with values in interval <0, 0x05SDC> at that field are to be passed to the file descriptor. The IEEE802.2
logical link control (LLC) resolution is then expected to be performed by user’ s application. In case the filter
value is set greater than 0x05DC, the Ethernet type field is considered to represent protocol identification and
only frames which are equal to the set value are to be passed to the file descriptor.

All above set configuration options have getter counterpart option to read the current settings.

e e The file descriptor needs to be firstly bounded to specific Network Interface by
L2TAP_S_INTF_DEVICE or L2TAP_S_DEVICE_DRV_HNDL to be L2TAP_S_RCV_FILTER op-
tion available.

#51¥: VLAN tagged frames are currently not recognized. If user needs to process VLAN tagged frames, they need
set filter to be equal to VLAN tag (i.e. 0x8100 or 0x88AS8) and process the VLAN tagged frames in user application.
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41 L2TAP_S_DEVICE_DRV_HNDL is particularly useful when user’ s application does not require usage of
IP stack and so ESP-NETIF is not required to be initialized too. As a result, Network Interface cannot be identified
by its 1f_key and hence it needs to be identified directly by its IO Driver handle.

On success, 1octl () returns 0. On error, -1 is returned, and errno is set to indicate the error.

EBADF - not a valid file descriptor.

EACCES - option change is denied in this state (e.g. file descriptor has not be bounded to Network interface yet).
EINVAL - invalid configuration argument. Ethernet type filter is already used by other file descriptor on that same
Network interface.

ENODEY - no such Network Interface which is tried to be assigned to the file descriptor exists.

ENOSYS - unsupported operation, passed configuration option does not exists.

fentl() fcntl () is used to manipulate with properties of opened ESP-NETIF L2 TAP file descriptor.
The following commands manipulate the status flags associated with file descriptor:

* F_GETFD - the function returns the file descriptor flags, the third argument is ignored.
e F_SETFD - sets the file descriptor flags to the value specified by the third argument. Zero is returned.

On error, -1 is returned, and errno is set to indicate the error.
EBADF - not a valid file descriptor.
ENOSYS - unsupported command.

read() Opened and configured ESP-NETIF L2 TAP file descriptor can be accessed by read () to get inbound
frames. The read operation can be either blocking or non-blocking based on actual state of O_NONBLOCK file status
flag. When the file status flag is set blocking, the read operation waits until a frame is received and context is switched
to other task. When the file status flag is set non-blocking, the read operation returns immediately. In such case,
either a frame is returned if it was already queued or the function indicates the queue is empty. The number of
queued frames associated with one file descriptor is limited by CONFIG_ESP_NETIF _L2_TAP_RX_QUEUE_SIZE
Kconfig option. Once the number of queued frames reach configured threshold, the newly arriving frames are dropped
until the queue has enough room to accept incoming traffic (Tail Drop queue management).

On success, read () returns the number of bytes read. Zero is returned when size of the destination buffer is 0. On
error, -1 is returned, and errno is set to indicate the error.

EBADF - not a valid file descriptor.
EAGAIN - the file descriptor has been marked non-blocking (O_NONBLOCK), and the read would block.

write() A raw Data Link Layer frame can be sent to Network Interface via opened and configured ESP-NETIF L2
TAP file descriptor. User’ s application is responsible to construct the whole frame except for fields which are added
automatically by the physical interface device. The following fields need to be constructed by the user’ s application
in case of Ethernet link: source/destination MAC addresses, Ethernet type, actual protocol header and user data. See
below for more information about Ethernet frame structure.

e B e — e
- ——t

| Destination MAC | Source MAC | Type/Length | Payload (protocol header/

»data) |
o e o e
——= -t
6B 6B 2B 0-1486B
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In other words, there is no additional frame processing performed by the ESP-NETIF L2 TAP interface. It only
checks the Ethernet type of the frame is the same as the filter configured in the file descriptor. If the Ethernet type is
different, an error is returned and the frame is not sent. Note that the write () may block in current implementation
when accessing a Network interface since it is a shared resource among multiple ESP-NETIF L2 TAP file descriptors
and IP stack, and there is currently no queuing mechanism deployed.

On success, write () returns the number of bytes written. Zero is returned when size of the input buffer is 0. On
error, -1 is returned, and errno is set to indicate the error.

EBADF - not a valid file descriptor.
EBADMSG - Ethernet type of the frame is different then file descriptor configured filter.
EIO - Network interface not available or busy.

close() Opened ESP-NETIF L2 TAP file descriptor can be closed by the close () to free its allocated resources.
The ESP-NETIF L2 TAP implementation of close () may block. On the other hand, it is thread safe and can be
called from different task than the file descriptor is actually used. If such situation occurs and one task is blocked
in I/O operation and another task tries to close the file descriptor, the first task is unblocked. The first’ s task read
operation then ends with error.

On success, close () returns zero. On error, -1 is returned, and errno is set to indicate the error.
EBADF - not a valid file descriptor.

select() Select is used in a standard way, just CONFIG_VFS_SUPPORT_SELECT needs to be enabled to be the
select () function available.

ESP-NETIF programmer’ s manual Please refer to the example section for basic initialization of default inter-
faces:

* WiFi Station: wifi/getting_started/station/main/station_example_main.c
 Ethernet: ethernet/basic/main/ethernet_example_main.c
» L2 TAP: protocols/12tap/main/l2tap_main.c

¢ WiFi Access Point: wifi/getting_started/softAP/main/softap_example_main.c

For more specific cases please consult this guide: ESP-NETIF Custom I/O Driver.

WiFi default initialization The initialization code as well as registering event handlers for default interfaces, such
as softAP and station, are provided in separate APIs to facilitate simple startup code for most applications:

* esp_netif create_default_wifi_sta/()
* esp_netif_ create_default_wifi_ap/()

Please note that these functions return the esp_netif handle, i.e. a pointer to a network interface object allocated
and configured with default settings, which as a consequence, means that:

* The created object has to be destroyed if a network de-initialization is provided by an application using
esp_netif_destroy_default_wifi().

* These default interfaces must not be created multiple times, unless the created handle is deleted using
esp_netif_destroy/().

¢ When using Wifi in AP+STA mode, both these interfaces has to be created.

API Reference
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Header File

» components/esp_netif/include/esp_netif.h

Functions
esp_err_t esp_netif_init (void)

Initialize the underlying TCP/IP stack.

£ 7E: This function should be called exactly once from application code, when the application starts up.

Bl
* ESP_OK on success
» ESP_FAIL if initializing failed
esp_err_t esp_netif deinit (void)
Deinitialize the esp-netif component (and the underlying TCP/IP stack)

Note: Deinitialization is not supported yet

$ey |
* ESP_ERR_INVALID_STATE if esp_netif not initialized
e ESP_ERR_NOT_SUPPORTED otherwise

esp_netif_t *esp_netif_new (const esp_netif_config_t *esp_netif _config)
Creates an instance of new esp-netif object based on provided config.
%4 esp_netif_config —pointer esp-netif configuration
Bl
* pointer to esp-netif object on success
* NULL otherwise
void esp_netif_destroy (esp_netif_t *esp_netif)
Destroys the esp_netif object.

%% esp_netif —[in] pointer to the object to be deleted

esp_err_t esp_netif_ set_driver_config (esp_netif _t *esp_netif, const esp_netif_driver_ifconfig_t
*driver_config)

Configures driver related options of esp_netif object.

28
* esp_netif —[inout] pointer to the object to be configured
* driver_config —[in] pointer esp-netif io driver related configuration
R m
* ESP_OK on success
* ESP_ERR_ESP_NETIF_INVALID_PARAMS if invalid parameters provided

esp_err_t esp_netif_attach (esp_netif_t *esp_netif, esp_netif_iodriver_handle driver_handle)
Attaches esp_netif instance to the io driver handle.
Calling this function enables connecting specific esp_netif object with already initialized io driver to update

esp_netif object with driver specific configuration (i.e. calls post_attach callback, which typically sets io driver
callbacks to esp_netif instance and starts the driver)

S8
* esp_netif —[inout] pointer to esp_netif object to be attached
* driver_handle —[in] pointer to the driver handle

R M
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* ESP_OK on success
* ESP_ERR_ESP_NETIF_DRIVER_ATTACH_FAILED if driver’ s pot_attach callback
failed

esp_err_t esp_netif_receive (esp_netif_t *esp_netif, void *buffer, size_t len, void *eb)

Passes the raw packets from communication media to the appropriate TCP/IP stack.

This function is called from the configured (peripheral) driver layer. The data are then forwarded as frames to
the TCP/IP stack.

¥

* esp_netif —[in] Handle to esp-netif instance

* buffer —[in] Received data

* len —[in] Length of the data frame

¢ eb —[in] Pointer to internal buffer (used in Wi-Fi driver)
B

« ESP_OK

void esp_netif_action_start (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon IO driver start event Creates network interface, if
AUTOUP enabled turns the interface on, if DHCPS enabled starts dhcp server.

24122 This API can be directly used as event handler

¥
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_stop (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon IO driver stop event.

£41:: This API can be directly used as event handler

S8
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_connected (void *esp_netif, esp_event_base_t base, int32_t event_id, void
*data)

Default building block for network interface action upon IO driver connected event.

£41:: This API can be directly used as event handler

S8
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -
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void esp_netif_action_disconnected (void *esp_netif, esp_event_base_t base, int32_t event_id, void
*data)

Default building block for network interface action upon IO driver disconnected event.

$41:: This API can be directly used as event handler

S8
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_got_ip (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon network got IP event.

251#: This API can be directly used as event handler

S
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_join_ip6_multicast_group (void *esp_netif, esp_event_base_t base,
int32_t event_id, void *data)

Default building block for network interface action upon IPv6 multicast group join.

£41:: This API can be directly used as event handler

S
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_leave_ip6_multicast_group (void *esp_netif, esp_event_base_t base,
int32_t event_id, void *data)

Default building block for network interface action upon IPv6 multicast group leave.

24122 This API can be directly used as event handler

SH
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_ action_add_ip6_address (void *esp_netif, esp_event_base_t base, int32_t event_id,
void *data)

Default building block for network interface action upon IPv6 address added by the underlying stack.
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$41:: This API can be directly used as event handler

S
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_ action_remove_ip6_address (void *esp_netif, esp_event_base_t base, int32_t
event_id, void *data)

Default building block for network interface action upon IPv6 address removed by the underlying stack.

257#: This API can be directly used as event handler

S
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

esp_err_t esp_netif_ set_default_netif (esp_netif_t *esp_netif)

Manual configuration of the default netif.

This API overrides the automatic configuration of the default interface based on the route_prio If the selected
netif is set default using this API, no other interface could be set-default disregarding its route_prio number
(unless the selected netif gets destroyed)

%%} esp_netif —[in] Handle to esp-netif instance
&Il ESP_OK on success

esp_err_t esp_netif_ join_ip6_multicast_group (esp_netif_t *esp_netif, const esp_ip6_addr_t
*addr)

Cause the TCP/IP stack to join a IPv6 multicast group.

S
* esp_netif —[in] Handle to esp-netif instance
* addr —[in] The multicast group to join

Bl
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_MLD6_FAILED
» ESP_ERR_NO_MEM

esp_err_t esp_netif leave_ip6_multicast_group (esp_netif_t *esp_netif, const esp_ip6_addr_t
*addr)

Cause the TCP/IP stack to leave a IPv6 multicast group.

S
* esp_netif —[in] Handle to esp-netif instance
* addr —[in] The multicast group to leave

Bl
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_MLD6_FAILED
* ESP_ERR_NO_MEM
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esp_err_t esp_netif_set_mac (esp_netif_t *esp_netif, uint8_t mac[])

Set the mac address for the interface instance.

ZH
* esp_netif —[in] Handle to esp-netif instance
e mac —[in] Desired mac address for the related network interface
Rl
e ESP_OK - success
« ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error
e ESP_ERR_NOT_SUPPORTED - mac not supported on this interface

esp_err_t esp_netif get_mac (esp_netif_t *esp_netif, uint8_t macl[])
Get the mac address for the interface instance.

S

* esp_netif —[in] Handle to esp-netif instance

* mac —[out] Resultant mac address for the related network interface
P[]

e ESP_OK - success

e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error

e ESP_ERR_NOT_SUPPORTED - mac not supported on this interface

esp_err_t esp_netif_set_hostname (esp_netif_t *esp_netif, const char *hostname)
Set the hostname of an interface.
The configured hostname overrides the default configuration value CONFIG_LWIP_LOCAL_HOSTNAME.

Please note that when the hostname is altered after interface started/connected the changes would only be
reflected once the interface restarts/reconnects

28

* esp_netif —[in] Handle to esp-netif instance

* hostname —[in] New hostname for the interface. Maximum length 32 bytes.
Rl

e ESP_OK - success
e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error
* ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error

esp_err_t esp_netif_get_hostname (esp_netif_t *esp_netif, const char **hostname)

Get interface hostname.

S8
* esp_netif —[in] Handle to esp-netif instance
* hostname —[out] Returns a pointer to the hostname. May be NULL if no hostname
is set. If set non-NULL, pointer remains valid (and string may change if the hostname
changes).
Bl
* ESP_OK - success
e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error
* ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error

bool esp_netif is_netif_up (esp_netif_t *esp_netif)
Test if supplied interface is up or down.
%% esp_netif [in] Handle to esp-netif instance
B
* true - Interface is up
* false - Interface is down
esp_err_t esp_netif get_ip_info (esp_netif_t *esp_netif, esp_netif _ip_info_t *ip_info)
Get interface’ s IP address information.

If the interface is up, IP information is read directly from the TCP/IP stack. If the interface is down, IP
information is read from a copy kept in the ESP-NETIF instance
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S8
* esp_netif —[in] Handle to esp-netif instance
* ip_info —[out] If successful, IP information will be returned in this argument.
B
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
esp_err_t esp_netif get_old_ip_info (esp_netif_t *esp_netif, esp_netif_ip_info_t *ip_info)
Get interface’ s old IP information.

Returns an “old” IP address previously stored for the interface when the valid IP changed.

If the IP lost timer has expired (meaning the interface was down for longer than the configured interval) then
the old IP information will be zero.

S8
* esp_netif —[in] Handle to esp-netif instance
* ip_info —[out] If successful, IP information will be returned in this argument.
B
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
esp_err_t esp_netif_set_ip_info (esp_netif_t *esp_netif, const esp_netif _ip_info_t *ip_info)
Set interface’ s IP address information.

This function is mainly used to set a static IP on an interface.
If the interface is up, the new IP information is set directly in the TCP/IP stack.

The copy of IP information kept in the ESP-NETIF instance is also updated (this copy is returned if the IP is
queried while the interface is still down.)

£41:: DHCP client/server must be stopped (if enabled for this interface) before setting new IP information.

% Calling this interface for may generate a SYSTEM_EVENT_STA_GOT_IP or SYS-
TEM_EVENT_ETH_GOT _IP event.

S8
* esp_netif —[in] Handle to esp-netif instance
* ip_info -[in] IP information to set on the specified interface
Bl
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
« ESP_ERR_ESP NETIF_DHCP_NOT_STOPPED If DHCP server or client is still run-
ning

esp_err_t esp_netif set_old_ip_info (esp_netif_t *esp_netif, const esp_netif_ip_info_t *ip_info)

Set interface old IP information.

This function is called from the DHCP client (if enabled), before a new IP is set. It is also called from the default
handlers for the SYSTEM_EVENT_STA_CONNECTED and SYSTEM_EVENT_ETH_CONNECTED
events.

Calling this function stores the previously configured IP, which can be used to determine if the IP changes in
the future.

If the interface is disconnected or down for too long, the “IP lost timer” will expire (after the configured
interval) and set the old IP information to zero.

S
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* esp_netif —[in] Handle to esp-netif instance
* ip_info [in] Store the old IP information for the specified interface

B
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
intesp_netif_get_netif_impl_index (esp_nefif_t *esp_netif)

Get net interface index from network stack implementation.

£47E: This index could be used in set sockopt () to bind socket with multicast interface

%% esp_netif [in] Handle to esp-netif instance
1& 1] implementation specific index of interface represented with supplied esp_netif

esp_err_t esp_netif get_netif_impl_name (esp_netif_t *esp_netif, char *name)

Get net interface name from network stack implementation.

£ i:: This name could be used in set sockopt () to bind socket with appropriate interface

BH
* esp_netif [in] Handle to esp-netif instance
* name —[out] Interface name as specified in underlying TCP/IP stack. Note that the actual
name will be copied to the specified buffer, which must be allocated to hold maximum
interface name size (6 characters for IwIP)
R m
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS

esp_err_t esp_netif_dhcps_option (esp_netif_t *esp_netif, esp_netif_dhcp_option_mode_t opt_op,
esp_netif _dhcp_option_id_t opt_id, void *opt_val, uint32_t opt_len)

Set or Get DHCP server option.

SH
* esp_netif —[in] Handle to esp-netif instance
* opt_op —[in] ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an
option.
» opt_id —[in] Option index to get or set, must be one of the supported enum values.
* opt_val —[inout] Pointer to the option parameter.
* opt_len —[in] Length of the option parameter.
R
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif_ dhcpc_option (esp_netif_t *esp_netif, esp_netif _dhcp_option_mode_t opt_op,
esp_netif_dhcp_option_id_t opt_id, void *opt_val, uint32_t opt_len)

Set or Get DHCP client option.

* esp_netif —[in] Handle to esp-netif instance

* opt_op —[in] ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an
option.

* opt_id —[in] Option index to get or set, must be one of the supported enum values.

* opt_val —[inout] Pointer to the option parameter.

* opt_len —[in] Length of the option parameter.

Espressif Systems 396 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

R M

ESP_OK

ESP_ERR_ESP_NETIF_INVALID_PARAMS
ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif_dhcpc_start (esp_netif _t *esp_netif)
Start DHCP client (only if enabled in interface object)

& The default event handlers for the SYSTEM_EVENT _STA_CONNECTED and SYS-
TEM_EVENT_ETH_CONNECTED events call this function.

%% esp_netif —[in] Handle to esp-netif instance
izl
« ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
e ESP_ERR_ESP_NETIF_DHCPC_START_FAILED

esp_err_t esp_netif_ dhcpc_stop (esp_netif_t *esp_netif)
Stop DHCP client (only if enabled in interface object)

£ 1#: Calling action_netif_stop() will also stop the DHCP Client if it is running.

%% esp_netif —[in] Handle to esp-netif instance

B

ESP_OK

ESP_ERR_ESP_NETIF_INVALID_PARAMS

* ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
ESP_ERR_ESP_NETIF_IF_NOT_READY

esp_err_t esp_netif_dhcpc_get_status (esp_netif_t *esp_netif, esp_netif_dhcp_status_t *status)
Get DHCP client status.

SH
* esp_netif —[in] Handle to esp-netif instance
» status [out] If successful, the status of DHCP client will be returned in this argument.
B
« ESP_OK
esp_err_t esp_netif dhcps_get_status (esp_netif_t *esp_netif, esp_netif_dhcp_status_t *status)
Get DHCP Server status.

S8
* esp_netif —[in] Handle to esp-netif instance

* status —[out] If successful, the status of the DHCP server will be returned in this ar-
gument.

Bl
* ESP_OK
esp_err_t esp_netif dhcps_start (esp_netif_t *esp_netif)
Start DHCP server (only if enabled in interface object)

%%, esp_netif [in] Handle to esp-netif instance
PEA ]

« ESP_OK

e« ESP_ERR_ESP_NETIF_INVALID_PARAMS
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» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif_ dhcps_stop (esp_netif_t *esp_netif)
Stop DHCP server (only if enabled in interface object)

%% esp_netif —[in] Handle to esp-netif instance
B
* ESP_ OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
» ESP_ERR_ESP_NETIF_IF_NOT_READY

esp_err_t esp_netif dhcps_get_clients_by_mac (esp_netif_t *esp_netif, int num,
esp_netif_pair_mac_ip_t *mac_ip_pair)

Populate IP addresses of clients connected to DHCP server listed by their MAC addresses.

S8
* esp_netif —[in] Handle to esp-netif instance
* num —[in] Number of clients with specified MAC addresses in the array of pairs
* mac_ip_pair —[inout] Array of pairs of MAC and IP addresses (MAC are inputs, IP
outputs)
Bl
* ESP_OK on success
* ESP_ERR_ESP_NETIF_INVALID_PARAMS on invalid params
e ESP_ERR_NOT_SUPPORTED if DHCP server not enabled

esp_err_t esp_netif_ set_dns_info (esp_netif_t *esp_netif, esp_netif _dns_type_t type,
esp_netif_dns_info_t *dns)

Set DNS Server information.
This function behaves differently if DHCP server or client is enabled

If DHCP client is enabled, main and backup DNS servers will be updated automatically from the DHCP lease
if the relevant DHCP options are set. Fallback DNS Server is never updated from the DHCP lease and is
designed to be set via this API. If DHCP client is disabled, all DNS server types can be set via this API only.

If DHCP server is enabled, the Main DNS Server setting is used by the DHCP server to provide a DNS Server
option to DHCP clients (Wi-Fi stations).

¢ The default Main DNS server is typically the IP of the DHCP server itself.

* This function can override it by setting server type ESP_NETIF_DNS_MAIN.

e Other DNS Server types are not supported for the DHCP server.

» To propagate the DNS info to client, please stop the DHCP server before using this API.

SH
* esp_netif —[in] Handle to esp-netif instance
e type -[in] Type of DNS Server to set: ESP_NETIF_DNS_MAIN,
ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
e dns —[in] DNS Server address to set
PEA ]
e ESP_OK on success
* ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params

esp_err_t esp_netif_get_dns_info (esp_netif_t *esp_netif, esp_netif_dns_type_t type,
esp_netif_dns_info_t *dns)
Get DNS Server information.
Return the currently configured DNS Server address for the specified interface and Server type.

This may be result of a previous call to esp_netif_set_dns_info(). If the interface’ s DHCP client is enabled,
the Main or Backup DNS Server may be set by the current DHCP lease.

S
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* esp_netif —[in] Handle to esp-netif instance
e type -—[in] Type of DNS Server to get: ESP_NETIF_DNS_MAIN,
ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
¢ dns —[out] DNS Server result is written here on success
P[]
e ESP_OK on success
* ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params

esp_err_t esp_netif create_ip6_linklocal (esp_netif_t *esp_netif)

Create interface link-local IPv6 address.
Cause the TCP/IP stack to create a link-local IPv6 address for the specified interface.

This function also registers a callback for the specified interface, so that if the link-local address becomes
verified as the preferred address then a SYSTEM_EVENT_GOT_IP6 event will be sent.

%% esp_netif [in] Handle to esp-netif instance
B

» ESP_OK

* ESP_ERR_ESP_NETIF_INVALID_PARAMS

esp_err_t esp_netif_get_ip6_linklocal (esp_netif_t *esp_netif, esp_ip6_addr_t *if_ip6)
Get interface link-local IPv6 address.

If the specified interface is up and a preferred link-local IPv6 address has been created for the interface, return
a copy of it.

S8
* esp_netif —[in] Handle to esp-netif instance
* if_ip6 —[out] IPv6 information will be returned in this argument if successful.
Bl
* ESP_OK
o ESP_FAIL If interface is down, does not have a link-local IPv6 address, or the link-local
IPv6 address is not a preferred address.

esp_err_t esp_netif_get_ip6_global (esp_netif_t *esp_netif, esp_ip6_addr_t *if _ip6)
Get interface global IPv6 address.

If the specified interface is up and a preferred global IPv6 address has been created for the interface, return a

copy of it.
S8
* esp_netif —[in] Handle to esp-netif instance
* if_ ip6 [out] IPv6 information will be returned in this argument if successful.
B

« ESP_OK
* ESP_FAIL If interface is down, does not have a global IPv6 address, or the global IPv6
address is not a preferred address.

intesp_netif_get_all_ip6 (esp_netif_t *esp_netif, esp_ip6_addr_t if_ip6[])
Get all IPv6 addresses of the specified interface.
S8
* esp_netif —[in] Handle to esp-netif instance
* if_ip6 [out] Array of IPv6 addresses will be copied to the argument
&1 number of returned IPv6 addresses
void esp_netif_set_ip4_addr (esp_ip4_addr_t *addr, uint8_t a, uint8_t b, uint8_t c, uint8_t d)
Sets IPv4 address to the specified octets.
S
* addr [out] IP address to be set

e a —the first octet (127 for IP 127.0.0.1)
. b _
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e Cc—
e d-
char *esp_ip4addr_ntoa (const esp_ip4_addr_t *addr, char *buf, int buflen)
Converts numeric IP address into decimal dotted ASCII representation.
B8
* addr —ip address in network order to convert
* buf —target buffer where the string is stored

* buflen —length of buf
j&H] either pointer to buf which now holds the ASCII representation of addr or NULL if buf was

too small

uint32_t esp_ip4addr_aton (const char *addr)
Ascii internet address interpretation routine The value returned is in network order.
%%, addr -IP address in ascii representation (e.g. “127.0.0.1” )
7R ] ip address in network order
esp_err_t esp_netif str_to_ip4 (const char *src, esp_ip4_addr_t *dst)
Converts Ascii internet [Pv4 address into esp_ip4_addr._t.
S8

* src —[in] IPv4 address in ascii representation (e.g. “127.0.0.1” )
* dst —[out] Address of the target esp_ip4_addr_t structure to receive converted address
B
* ESP_OK on success
e ESP_FAIL if conversion failed
* ESP_ERR_INVALID_ARG if invalid parameter is passed into
esp_err_t esp_netif str_to_ip6 (const char *src, esp_ip6_addr_t *dst)

Converts Ascii internet IPv6 address into esp_ip4_addr_t Zeros in the IP address can be stripped or completely
ommited: “2001:db8:85a3:0:0:0:2:1” or “2001:db8::2:1” )

S

e src [in] IPv6 address in ascii representation (e.g.
2001:0db8:8523:0000:0000:0000:0002:0001" )
* dst —[out] Address of the target esp_ip6_addr_t structure to receive converted address

Bl
e ESP_OK on success
* ESP_FAIL if conversion failed
* ESP_ERR_INVALID_ARG if invalid parameter is passed into
esp_netif _iodriver_handle esp_netif_get_io_driver (esp_netif_t *esp_netif)
Gets media driver handle for this esp-netif instance.
%4 esp_netif —[in] Handle to esp-netif instance
iR [A] opaque pointer of related IO driver
esp_netif_t *esp_netif_ get_handle_from_ifkey (const char *if_key)
Searches over a list of created objects to find an instance with supplied if key.
%%, if_key —Textual description of network interface
1% [1] Handle to esp-netif instance
esp_netif_flags_t esp_netif_ get_f£flags (esp_netif_t *esp_netif)
Returns configured flags for this interface.
%4 esp_netif —[in] Handle to esp-netif instance
j& ] Configuration flags
const char *esp_netif_ get_ifkey (esp_nefif_t *esp_netif)

Returns configured interface key for this esp-netif instance.
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%% esp_netif —[in] Handle to esp-netif instance
iR [n] Textual description of related interface

const char *esp_netif_get_desc (esp_netif_t *esp_netif)
Returns configured interface type for this esp-netif instance.

%%, esp_netif —[in] Handle to esp-netif instance
&1l Enumerated type of this interface, such as station, AP, ethernet

int esp_netif_get_route_prio (esp_netif_t *esp_netif)

Returns configured routing priority number.

%% esp_netif —[in] Handle to esp-netif instance
1R[] Integer representing the instance’ s route-prio, or -1 if invalid paramters

int32_tesp_netif get_event_id (esp_netif_t *esp_netif, esp_netif _ip_event_type_t event_type)
Returns configured event for this esp-netif instance and supplied event type.

S8
* esp_netif —[in] Handle to esp-netif instance
* event_type —(either get or lost IP)
1R[] specific event id which is configured to be raised if the interface lost or acquired IP address
-1 if supplied event_type is not known

esp_netif_t *esp_netif_next (esp_netif_t *esp_netif)
Iterates over list of interfaces. Returns first netif if NULL given as parameter.

%% esp_netif —[in] Handle to esp-netif instance
R [H] First netif from the list if supplied parameter is NULL, next one otherwise

size_tesp_netif get_nr_of_ifs (void)
Returns number of registered esp_netif objects.

j&[\] Number of esp_netifs

void esp_netif_netstack_buf_ref (void *netstack_buf)
increase the reference counter of net stack buffer

%% netstack_buf —[in] the net stack buffer

void esp_netif_ netstack_buf_free (void *netstack_buf)
free the netstack buffer

%% netstack_buf —[in] the net stack buffer

esp_err_t esp_netif_ tcpip_exec (esp_netif_callback_fn fn, void *ctx)
Utility to execute the supplied callback in TCP/IP context.

SH
e fn —Pointer to the callback
¢ ctx —Parameter to the callback
& Ia] The error code (esp_err_t) returned by the callback

Type Definitions

typedef esp_err_t (fesp_netif_callback_£n)(void *ctx)
TCPIP thread safe callback used with esp_netif_tcpip_exec()

Header File

» components/esp_netif/include/esp_netif _types.h
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Structures

struct esp_netif_dns_info_t

DNS server info.

Public Members

esp_ip_addr_t ip
IPV4 address of DNS server

struct esp_netif_ ip_info_t
Event structure for IP_EVENT_STA_GOT_IP, IP_EVENT_ETH_GOT_IP events

Public Members

esp_ip4_addr_t ip
Interface IPV4 address

esp_ip4_addr_t netmask
Interface IPV4 netmask

esp_ip4_addr_t gw
Interface IPV4 gateway address

struct esp_netif_ ip6_info_t
IPV6 IP address information.

Public Members

esp_ip6_addr_t ip
Interface IPV6 address

struct ip_event_got_ip_t
Event structure for IP_EVENT_GOT_IP event.

Public Members

esp_netif_t *fesp_netif

Pointer to corresponding esp-netif object

esp_netif _ip_info_t ip_info
IP address, netmask, gatway IP address

bool ip_changed
Whether the assigned IP has changed or not

struct ip_event_got_ip6_t
Event structure for IP_ EVENT_GOT_IP6 event
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Public Members

esp_netif _t *esp_netif

Pointer to corresponding esp-netif object

esp_netif_ip6_info_t ip6_info
IPv6 address of the interface

int ip_index
IPv6 address index

struct ip_event_add_ip6_t
Event structure for ADD_IP6 event

Public Members

esp_ip6_addr_t addr
The address to be added to the interface

bool preferred

The default preference of the address

struct ip_event_ap_staipassigned_t
Event structure for IP_EVENT_AP_STAIPASSIGNED event

Public Members

esp_netif _t *esp_netif

Pointer to the associated netif handle

esp_ip4_addr_t ip

IP address which was assigned to the station

uint8_t mac[6]

MAC address of the connected client

struct bridgeif config

LwIP bridge configuration

Public Members

uintl6_t max_fdb_dyn_entries

maximum number of entries in dynamic forwarding database

uintl6_t max_fdb_sta_entries

maximum number of entries in static forwarding database
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uint§_t max_ports

maximum number of ports the bridge can consist of

struct esp_netif_inherent_config

ESP-netif inherent config parameters.

Public Members

esp_netif _flags_t £lags
flags that define esp-netif behavior

uint8_t mac[6]

initial mac address for this interface

const esp_netif_ip_info_t *ip_info

initial ip address for this interface

uint32_t get_ip_event

event id to be raised when interface gets an IP

uint32_t lost_ip_event

event id to be raised when interface losts its IP

const char *1f_key

string identifier of the interface

const char *if_desc

textual description of the interface

int route_prio

numeric priority of this interface to become a default routing if (if other netifs are up). A higher value
of route_prio indicates a higher priority

bridgeif _config_t *bridge_info
LwIP bridge configuration

struct esp_netif driver_base_s
ESP-netif driver base handle.

Public Members

esp_err_t (*post_attach)(esp_netif_t *netif, esp_netif_iodriver_handle h)

post attach function pointer

esp_netif _t *netif
netif handle
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struct esp_netif_driver_ifconfig

Specific 10 driver configuration.

Public Members

esp_netif _iodriver_handle handle

io-driver handle

esp_err_t (*transmit)(void *h, void *buffer, size_t len)

transmit function pointer

esp_err_t (*transmit_wrap)(void *h, void *buffer, size_t len, void *netstack_buffer)

transmit wrap function pointer

void (*driver_free_rx_buffer)(void *h, void *buffer)

free rx buffer function pointer

struct esp_netif config

Generic esp_netif configuration.

Public Members

const esp_netif_inherent_config_t *base

base config

const esp_netif_driver_ifconfig_t *driver

driver config

const esp_netif_netstack_config_t *stack

stack config

struct esp_netif pair mac_ip_t
DHCEP client’ s addr info (pair of MAC and IP address)

Public Members

uint8_t mac[6]
Clients MAC address

esp_ip4_addr_t ip
Clients IP address

Macros

ESP_ERR_ESP_NETIF_BASE
Definition of ESP-NETIF based errors.
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ESP_ERR_ESP_NETIF_INVALID_PARAMS

ESP_ERR_ESP_NETIF_IF_NOT_READY

ESP_ERR_ESP_NETIF_DHCPC_START FAILED

ESP_ERR_ESP_NETIF_DHCP_ALREADY_ STARTED

ESP_ERR_ESP_NETIF_DHCP_ALREADY STOPPED

ESP_ERR_ESP_NETIF_NO_MEM

ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED

ESP_ERR_ESP_NETIF_DRIVER_ATTACH_FAILED

ESP_ERR_ESP_NETIF_INIT_ FAILED

ESP_ERR_ESP_NETIF_DNS_NOT_CONFIGURED

ESP_ERR_ESP_NETIF_MLD6_FAILED

ESP_ERR_ESP_NETIF_IP6_ADDR_FAILED

ESP_ERR_ESP_NETIF_DHCPS_START_FAILED

ESP_NETIF_BR_FLOOD
Definition of ESP-NETIF bridge controll.

ESP_NETIF_BR_DROP

ESP_NETIF_BR_FDW_CPU

Type Definitions

typedef struct esp_netif_obj esp_netif_t

typedef enum esp_netif_flags esp_netif flags_t

typedef enum esp_netif _ip_event_type esp_netif_ ip_ event_type_t

typedef struct bridgeif_configbridgeif_config_t
LwIP bridge configuration

typedef struct esp_netif _inherent_config esp_netif_inherent_config t

ESP-netif inherent config parameters.
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typedef struct esp_netif_config esp_netif config_t

typedef void *esp_netif_ iodriver_handle

10 driver handle type.

typedef struct esp_netif_driver_base_s esp_netif driver_base_t
ESP-netif driver base handle.

typedef struct esp_netif_driver_ifconfig esp_netif driver_ifconfig t

typedef struct esp_netif_netstack_config esp_netif netstack_config t

Specific L3 network stack configuration.

typedef esp_err_t (*esp_netif_receive_t)(esp_netif_t *esp_netif, void *buffer, size_t len, void *eb)
ESP-NETIF Receive function type.

Enumerations

enum esp_netif_dns_type_t
Type of DNS server.

Values:

enumerator ESP_NETIF_DNS_MAIN

DNS main server address

enumerator ESP_NETIF_DNS_BACKUP
DNS backup server address (Wi-Fi STA and Ethernet only)

enumerator ESP_NETIF_DNS_FALLBACK
DNS fallback server address (Wi-Fi STA and Ethernet only)

enumerator ESP_NETIF_DNS_MAX

enum esp_netif_ dhcp_status_t
Status of DHCP client or DHCP server.

Values:

enumerator ESP_NETIF_DHCP_INIT

DHCEP client/server is in initial state (not yet started)

enumerator ESP_NETIF_DHCP_STARTED
DHCP client/server has been started

enumerator ESP_NETIF_DHCP_STOPPED
DHCEP client/server has been stopped

enumerator ESP_NETIF_DHCP_STATUS_MAX
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enum esp_netif_ dhcp_option_mode_t

Mode for DHCP client or DHCP server option functions.

Values:

enumerator ESP_NETIF_OP_START

enumerator ESP_NETIF_OP_SET

Set option

enumerator ESP_NETIF_OP_GET
Get option

enumerator ESP_NETIF_OP_MAX

enum esp_netif dhcp_option_id_t
Supported options for DHCP client or DHCP server.

Values:

enumerator ESP_NETIF_SUBNET_MASK

Network mask

enumerator ESP_NETIF_DOMAIN_NAME_SERVER

Domain name server

enumerator ESP_NETIF_ROUTER_SOLICITATION_ADDRESS

Solicitation router address

enumerator ESP_NETIF_REQUESTED_IP_ADDRESS
Request specific IP address

enumerator ESP_NETIF_IP_ADDRESS_LEASE_TIME

Request IP address lease time

enumerator ESP_NETIF_IP_REQUEST_RETRY_ TIME

Request IP address retry counter

enumerator ESP_NETIF_VENDOR_CLASS_IDENTIFIER
Vendor Class Identifier of a DHCP client

enumerator ESP_NETIF_VENDOR_SPECIFIC_INFO

Vendor Specific Information of a DHCP server

enum ip_event_t

IP event declarations

Values:

enumerator IP_EVENT_STA_GOT_IP

station got IP from connected AP
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enumerator IP_EVENT_STA_LOST_IP
station lost IP and the IP is reset to 0

enumerator IP_EVENT_AP_STAIPASSIGNED

soft-AP assign an IP to a connected station

enumerator IP_EVENT_GOT_IP6

station or ap or ethernet interface voIP addr is preferred

enumerator IP_EVENT_ETH_GOT_IP

ethernet got IP from connected AP

enumerator IP_EVENT_ETH_LOST_IP
ethernet lost IP and the IP is reset to 0

enumerator IP_EVENT_PPP_GOT_IP
PPP interface got IP

enumerator IP_EVENT PPP_LOST_IP
PPP interface lost IP

enum esp_netif_flags

Values:

enumerator ESP_NETIF_DHCP_CLIENT

enumerator ESP_NETIF_DHCP_SERVER

enumerator ESP_NETIF_FLAG_AUTOUP

enumerator ESP_NETIF_FLAG_GARP

enumerator ESP_NETIF_FLAG_EVENT_IP_MODIFIED

enumerator ESP_NETIF_FLAG_IS_PPP

enumerator ESP_NETIF_FLAG_IS_BRIDGE

enumerator ESP_NETIF_FLAG_MLDV6_REPORT

enum esp_netif ip_ event_type

Values:

enumerator ESP_NETIF_IP_EVENT_GOT_IP

enumerator ESP_NETIF_IP_EVENT_LOST_ IP
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Header File

* components/esp_netif/include/esp_netif _ip_addr.h

Functions

esp_ip6_addr_type_t esp_netif_ip6_get_addr_type (esp_ip6_addr_t *ip6_addr)
Get the IPv6 address type.

%% ip6_addr —[in] IPV6 type
&[] TPv6 type in form of enum esp_ip6_addr_type_t

static inline void esp_netif ip_addr_copy (esp_ip_addr_t *dest, const esp_ip_addr_t *src)

Copy IP addresses.
ZH

¢ dest —[out] destination IP
* src [in] source IP

Structures

struct esp_ip6_addr
IPv6 address.

Public Members

uint32_t addr[4]
IPv6 address

uint8_t zone

zone ID

struct esp_ip4_addr
IPv4 address.

Public Members

uint32_t addr
IPv4 address

struct _ip_addr
IP address.

Public Members

esp_ip6_addr_t ip6

IPv6 address type

esp_ip4_addr_t ip4

IPv4 address type

Espressif Systems

410
Submit Document Feedback

Release v5.0.2


https://github.com/espressif/esp-idf/blob/v5.0.2/components/esp_netif/include/esp_netif_ip_addr.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

union _ip_addr::[anonymous] u_addr

IP address union

uint8_t type
ipaddress type

Macros
esp_netif htonl (x)

esp_netif_ ip4_makeu32(a,b,c,d)
ESP_IP6_ADDR_BLOCKI (ip6addr)
ESP_IP6_ADDR_BLOCK2 (ip6addr)
ESP_IP6_ADDR_BLOCKS3 (ip6addr)
ESP_IP6_ADDR_BLOCK4 (ip6addr)
ESP_IP6_ADDR_BLOCKS (ip6addr)
ESP_IP6_ADDR_BLOCKS6 (ip6addr)
ESP_IP6_ADDR_BLOCK7 (ip6addr)

ESP_IP6_ADDR_BLOCKS (ip6addr)

IPSTR

esp_ip4_addr_get_byte (ipaddr, idx)
esp_ip4_addrl (ipaddr)
esp_ip4_addr2 (ipaddr)
esp_ip4_addr3 (ipaddr)
esp_ip4_addr4 (ipaddr)
esp_ip4_addrl_16 (ipaddr)
esp_ip4_addr2_16 (ipaddr)
esp_ip4_addr3_16 (ipaddr)
esp_ip4_addr4_16 (ipaddr)

IP2STR (ipaddr)

IPV6STR

IPV62STR (ipaddr)

ESP_IPADDR_TYPE_V4

ESP_IPADDR_TYPE_V6

ESP_IPADDR_TYPE_ANY
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ESP_IP4TOUINT32 (a, b,c,d)
ESP_IP4TOADDR (a, b, ¢, d)
ESP_IP4ADDR_INIT (a,b,c,d)

ESP_IP6ADDR_INIT (a, b, c,d)

Type Definitions

typedef struct esp_ip4_addr esp_ip4_addr_t

typedef struct esp_ip6_addr esp_ip6_addr_t

typedef struct _ip_addr esp_ip_addr_t
IP address.

Enumerations

enum esp_ip6_addr_type_t

Values:

enumerator ESP_IP6_ADDR_IS_UNKNOWN

enumerator ESP_IP6_ADDR_IS_GLOBAL

enumerator ESP_TIP6_ADDR_IS_LINK_LOCAL

enumerator ESP_IP6_ADDR_IS_SITE_LOCAL

enumerator ESP_IP6_ADDR_IS_UNIQUE_LOCAL

enumerator ESP_IP6_ADDR_IS_IPV4_MAPPED_IPV6

Header File

» components/esp_netif/include/esp_vfs_I2tap.h

Functions
esp_err_t esp_vfs_l2tap_intf_ register ([2tap_vfs_config_t *config)

Add L2 TAP virtual filesystem driver.
This function must be called prior usage of ESP-NETIF L2 TAP Interface

%% config L2 TAP virtual filesystem driver configuration. Default base path /dev/net/tap is
used when this paramenter is NULL.
R esp_err_t
e ESP_OK on success
esp_err_t esp_vEfs_l2tap_intf_unregister (const char *base_path)

Removes L2 TAP virtual filesystem driver.

%4 base_path —Base path to the L2 TAP virtual filesystem driver. Default path /dev/net/tap
is used when this paramenter is NULL.

R esp_err_t
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* ESP_OK on success

esp_err_t esp_vfs_l2tap_eth_f£ilter ([2tap_iodriver_handle driver_handle, void *buff, size_t *size)

Filters received Ethernet L2 frames into L2 TAP infrastructure.

S

* driver_handle -handle of driver at which the frame was received

e buff —received L2 frame

* size —input length of the L2 frame which is set to O when frame is filtered into L2 TAP

1R[] esp_err_t

* ESP_OK is always returned

Structures

struct 12tap_vfs_config_t
L2Tap VFS config parameters.

Public Members

const char *base_path

vfs base path

Macros

L2TAP_VFS_DEFAULT PATH
L2TAP_VFS_CONFIG_DEFAULT ()

Type Definitions

typedef void *12tap_iodriver_handle

Enumerations

enum 1l2tap_ioctl_opt_t

Values:

enumerator L2ZTAP_S_RCV_FILTER

enumerator LZTAP_G_RCV_FILTER

enumerator L2TAP_S_INTF_DEVICE

enumerator L2ZTAP_G_INTF_DEVICE

enumerator L2ZTAP_S_DEVICE_DRV_HNDL

enumerator L2ZTAP_G_DEVICE_DRV_HNDL

WiFi default API reference
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Header File

» components/esp_wifi/include/esp_wifi_default.h

Functions
esp_err_t esp_netif_attach_wifi_station (esp_netif_t *esp_netif)
Attaches wifi station interface to supplied netif.
¥ esp_netif —instance to attach the wifi station to
Bl
* ESP_OK on success

» ESP_FAIL if attach failed
esp_err_t esp_netif_ attach_wifi_ap (esp_netif_t *esp_netif)

Attaches wifi soft AP interface to supplied netif.

%¥( esp_netif —instance to attach the wifi AP to
B
¢ ESP_OK on success
» ESP_FAIL if attach failed
esp_err_tesp_wifi_set_default_wifi_sta_handlers (void)
Sets default wifi event handlers for STA interface.
B
» ESP_OK on success, error returned from esp_event_handler_register if failed
esp_err_tesp_wifi_set_default_wifi_ap_handlers (void)
Sets default wifi event handlers for AP interface.
B
* ESP_OK on success, error returned from esp_event_handler_register if failed
esp_err_tesp_wifi_clear_default_wifi_driver_ and_handlers (void *esp_netif)

Clears default wifi event handlers for supplied network interface.

%%t esp_netif —instance of corresponding if object
Bl
» ESP_OK on success, error returned from esp_event_handler_register if failed
esp_netif t *esp_netif_create_default_wifi_ap (void)
Creates default WIFI AP. In case of any init error this API aborts.

%1 The API creates esp_netif object with default WiFi access point config, attaches the netif to wifi and
registers default wifi handlers.

j& ] pointer to esp-netif instance

esp_netif t *esp_netif_create_default_wifi_sta (void)
Creates default WIFI STA. In case of any init error this API aborts.

41:: The API creates esp_netif object with default WiFi station config, attaches the netif to wifi and registers
default wifi handlers.

&9 pointer to esp-netif instance
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void esp_netif_destroy_default_wifi (void *esp_netif)
Destroys default WIFT netif created with esp_netif _create_default_wifi_---() APL

£51¥: This API unregisters wifi handlers and detaches the created object from the wifi. (this function is a
no-operation if esp_netif is NULL)

%% esp_netif —[in] object to detach from WiFi and destroy

esp_netif t *esp_netif_create_wifi (wifi_interface_t wifi_if, esp_netif_inherent_config_t
*esp_netif_config)

Creates esp_netif WiFi object based on the custom configuration.

Attention This API DOES NOT register default handlers!

BH

* wifi_if —[in] type of wifi interface

* esp_netif_config —-inherent esp-netif configuration pointer
&9 pointer to esp-netif instance

esp_err_t esp_netif_ create_default_wifi_mesh_netifs (esp_netif t **p_netif_sta, esp_netif _t
**p_netif_ap)

Creates default STA and AP network interfaces for esp-mesh.

Both netifs are almost identical to the default station and softAP, but with DHCP client and server disabled.
Please note that the DHCP client is typically enabled only if the device is promoted to a root node.

Returns created interfaces which could be ignored setting parameters to NULL if an application code does not
need to save the interface instances for further processing.

S8
* p_netif_sta [out] pointer where the resultant STA interface is saved (if non NULL)
* p_netif_ap —[out] pointer where the resultant AP interface is saved (if non NULL)
&l ESP_OK on success

2.5.5 1P A EMY
ESP-NETIF Custom I/O Driver

This section outlines implementing a new I/O driver with esp-netif connection capabilities. By convention the I/O
driver has to register itself as an esp-netif driver and thus holds a dependency on esp-netif component and is responsible
for providing data path functions, post-attach callback and in most cases also default event handlers to define network
interface actions based on driver’ s lifecycle transitions.

Packet input/output As shown in the diagram, the following three API functions for the packet data path must be
defined for connecting with esp-netif:

* esp_netif transmit ()
* esp_netif free_rx_buffer()
* esp_netif_receive ()

The first two functions for transmitting and freeing the rx buffer are provided as callbacks, i.e. they get called from
esp-netif (and its underlying TCP/IP stack) and I/O driver provides their implementation.

The receiving function on the other hand gets called from the I/O driver, so that the driver’ s code simply calls
esp_netif_receive () onanew data received event.
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Post attach callback A final part of the network interface initialization consists of attaching the esp-netif instance
to the I/O driver, by means of calling the following API:

esp_err_t esp_netif_attach(esp_netif_t *esp_netif, esp_netif_iodriver_handle.
—driver_handle);

It is assumed that the esp_netif_iodriver_handle is a pointer to driver’ s object, a struct derived from
struct esp_netif_driver_base_s, so that the first member of I/O driver structure must be this base
structure with pointers to

* post-attach function callback
* related esp-netif instance

As a consequence the I/O driver has to create an instance of the struct per below:

typedef struct my_netif driver_s {

esp_netif_driver_base_t base; /*1< base structure reserved as.
—esp-netif driver */
driver_impl *h; /*!< handle of driver.

—implementation */
} my_netif_driver_t;

with actual values of my_netif_driver_t::base.post_attach and the actual drivers handle
my_netif_driver_t::h. So when the esp_netif_ attach () gets called from the initialization code,
the post-attach callback from I/O driver’ s code gets executed to mutually register callbacks between esp-netif and
I/O driver instances. Typically the driver is started as well in the post-attach callback. An example of a simple
post-attach callback is outlined below:

static esp_err_t my_post_attach_start (esp_netif_t * esp_netif, wvoid * args)
{
my_netif_driver_t *driver = args;
const esp_netif_driver_ifconfig t driver_ifconfig = {
.driver_free_rx_buffer = my_free_rx_buf,
.transmit = my_transmit,
.handle = driver->driver_impl
bi
driver—->base.netif = esp_netif;
ESP_ERROR_CHECK (esp_netif_set_driver_config(esp_netif, &driver_ifconfiqg));
my_driver_start (driver->driver_impl);
return ESP_OK;

Default handlers 1/O drivers also typically provide default definitions of lifecycle behaviour of related network
interfaces based on state transitions of 1/O drivers. For example driver start —> network start, etc. An example of
such a default handler is provided below:

esp_err_t my_driver_netif_set_default_handlers (my_netif_driver_t *driver, esp_
—netif_t * esp_netif)
{

driver_set_event_handler (driver->driver_impl, esp_netif_action_start, MY_DRV_
—EVENT_START, esp_netif);

driver_set_event_handler (driver—->driver_impl, esp_netif_action_stop, MY_DRV_
—EVENT_STOP, esp_netif);

return ESP_OK;

Network stack connection The packet data path functions for transmitting and freeing the rx buffer (defined in
the I/O driver) are called from the esp-netif, specifically from its TCP/IP stack connecting layer.

Note, that IDF provides several network stack configurations for the most common network interfaces, such as for
the WiFi station or Ethernet. These configurations are defined in esp_netif/include/esp_netif_defaults.h and should
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be sufficient for most network drivers. (In rare cases, expert users might want to define custom IwIP based interface
layers; it is possible, but an explicit dependency to IwIP needs to be set)

The following API reference outlines these network stack interaction with the esp-netif'

Header File

* components/esp_netif/include/esp_netif _net_stack.h

Functions
esp_netif_t *fesp_netif_get_handle_from_netif_ impl (void *dev)

Returns esp-netif handle.
%%, dev —[in] opaque ptr to network interface of specific TCP/IP stack

& Ia] handle to related esp-netif instance
void *esp_netif get_netif_ impl (esp_netif _t *esp_netif)

Returns network stack specific implementation handle (if supported)

Note that it is not supported to acquire PPP netif impl pointer and this function will return NULL for esp_netif
instances configured to PPP mode

%% esp_netif —[in] Handle to esp-netif instance
j&[A] handle to related network stack netif handle
esp_err_t esp_netif_ set_link_speed (esp_netif_t *esp_netif, uint32_t speed)
Set link-speed for the specified network interface.
¥
* esp_netif —[in] Handle to esp-netif instance
* speed —[in] Link speed in bit/s
&[] ESP_OK on success
esp_err_t esp_netif_ transmit (esp_netif_t *esp_netif, void *data, size_t len)
Outputs packets from the TCP/IP stack to the media to be transmitted.

This function gets called from network stack to output packets to 1O driver.

ZH
* esp_netif —[in] Handle to esp-netif instance
e data [in] Data to be transmitted
* len —[in] Length of the data frame
& Ia] ESP_OK on success, an error passed from the I/O driver otherwise
esp_err_t esp_netif transmit_wrap (esp_netif _t *esp_netif, void *data, size_t len, void *netstack_buf)
Outputs packets from the TCP/IP stack to the media to be transmitted.

This function gets called from network stack to output packets to IO driver.

ZH
* esp_netif —[in] Handle to esp-netif instance
e data [in] Data to be transmitted
* len —[in] Length of the data frame
* netstack_buf —[in] net stack buffer
&[] ESP_OK on success, an error passed from the I/O driver otherwise

void esp_netif_free_rx_buffer (void *esp_netif, void *buffer)
Free the rx buffer allocated by the media driver.

This function gets called from network stack when the rx buffer to be freed in IO driver context, i.e. to
deallocate a buffer owned by io driver (when data packets were passed to higher levels to avoid copying)

S8
* esp_netif —[in] Handle to esp-netif instance
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* buffer [in] Rx buffer pointer
TCP/IP £3:5 API ({7~ A7 ESP-IDF 7%l H 11 protocols/sockets H 3 R .

2.5.6  PHDZPHI
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2.6 b API

2.6.1 Analog to Digital Converter (ADC) Oneshot Mode Driver
Introduction

The Analog to Digital Converter is an on-chip sensor which is able to measure analog signals from dedicated analog
IO pads.

The ADC on ESP32-C2 can be used in scenario(s) like:
¢ Generate one-shot ADC conversion result

This guide will introduce ADC oneshot mode conversion.

Functional Overview

The following sections of this document cover the typical steps to install and operate an ADC:

* Resource Allocation - covers which parameters should be set up to get an ADC handle and how to recycle the
resources when ADC finishes working.

* Unit Configuration - covers the parameters that should be set up to configure the ADC unit, so as to get ADC
conversion raw result.

* Read Conversion Result - covers how to get ADC conversion raw result.

* Hardware Limitations - describes the ADC related hardware limitations.

* Power Management - covers power management related.

* IRAM Safe - describes tips on how to read ADC conversion raw result when cache is disabled.

* Thread Safety - lists which APIs are guaranteed to be thread safe by the driver.

* Kconfig Options - lists the supported Kconfig options that can be used to make a different effect on driver
behavior.

Resource Allocation The ADC oneshot mode driver is implemented based on ESP32-C2 SAR ADC module.
Different ESP chips might have different number of independent ADCs. From oneshot mode driver’ s point of view,
an ADC instance is represented by adc_oneshot_unit_handle_t.

To install an ADC instance, set up the required initial  configuration  structure
adc_oneshot_unit_init_cfg_t:

* adc_oneshot_unit_init_cfg_t::unit_1id selectsthe ADC. Please refer to the datasheet to know
dedicated analog IOs for this ADC.

* adc_oneshot_unit_init_cfg_t::ulp_mode sets if the ADC will be working under super low
power mode.

After setting up the initial configurations for the ADC, call adc_oneshot_new_unit () with the prepared
adc_oneshot_unit_init_cfg_t. This function will return an ADC unit handle, if the allocation is success-
ful.
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This function may fail due to various errors such as invalid argumemts, insufficient memory, etc. Specifically, when
the to-be-allocated ADC instance is registered already, this function will return ESP_ERR_NOT_FOUND error.
Number of available ADC(s) is recorded by SOC_ADC_PERIPH_NUM.

If a previously created ADC instance is no loger required, you should recycle the ADC instance by calling
adc_oneshot_del_unit (), related hardware and software resources will be recycled as well.

Create an ADC Unit Handle under Normal Oneshot Mode

adc_oneshot_unit_handle_t adcl_handle;
adc_oneshot_unit_init_cfg_t init_configl = {
.unit_id = ADC_UNIT_1,
.ulp_mode = ADC_ULP_MODE_DISABLE,
bi
ESP_ERROR_CHECK (adc_oneshot_new_unit (&init_configl, &adcl_handle));

Recycle the ADC Unit

ESP_ERROR_CHECK (adc_oneshot_del_unit (adcl_handle));

Unit Configuration After an ADC instance is created, set up the adc_oneshot_chan_cfg_t to configure
ADC IO to measure analog signal:

* adc_oneshot_chan_cfg_t: :atten, ADC attenuation. Refer to the On-Chip Sensor chapter in TRM.
e adc_oneshot_chan_cfg_t: :channel, the IO corresponding ADC channel number. See below note.
e adc_oneshot_chan_cfg_t::bitwidth, the bitwidth of the raw conversion result.

£ 1¥: For the 10 corresponding ADC channel number. Check datasheet to know the ADC IOs. On the other
hand, adc_continuous_io_to_channel () and adc_continuous_channel_to_1io () can be used
to know the ADC channels and ADC IOs.

To make these settings take effect, call adc_oneshot_config_channel () with above configuration structure.
Especially, this adc_oneshot_config_channel () can be called multiple times to configure different ADC
channels. Drvier will save these per channel configurations internally.

Configure Two ADC Channels

adc_oneshot_chan_cfg_t config = {
.channel = EXAMPLE_ADCI1_CHANO,
.bitwidth = ADC_BITWIDTH_DEFAULT,
.atten = ADC_ATTEN_DB_11,
bi
ESP_ERROR_CHECK (adc_oneshot_config_channel (adcl_handle, &confiqg));

config.channel = EXAMPLE_ADC1_CHANI;
ESP_ERROR_CHECK (adc_oneshot_config_channel (adcl_handle, &confiqg));

Read Conversion Result After above configurations, the ADC is ready to measure the analog siganl(s) from the
configured ADC channel(s). Call adc_oneshot_read () to get the conversion raw result of an ADC channel.

* adc_oneshot_read() is safer. ADC(s) are shared by some other drivers / peripherals, see Hardware
Limitations. This function takes some mutexes, to avoid concurrent hardware usage. Therefore, this function
should not be used in an ISR context. This function may fail when the ADC is in use by other drivers /
peripherals, and return ESP_ERR_TIMEOUT. Under this condition, the ADC raw result is invalid.

These two functions will both fail due to invalid arguments.
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The ADC conversion results read from these two functions are raw data. To calculate the voltage based on the ADC
raw results, this formula can be used:

Vout = Dout * Vmax / Dmax (1)

where:

Vout| Digital output result, standing for the voltage.

Dout| ADC raw digital reading result.

Vmax Maximum measurable input analog voltage, this is related to the ADC attenuation, please refer to the
On-Chip Sensor chapter in TRM.

Dmax Maximum of the output ADC raw digital reading result, which is 2”bitwidth, where bitwidth is the
:cpp:member::adc_oneshot_chan_cfg_t:bitwidth configured before.

To do further calbration to convert the ADC raw result to voltage in mV, please refer to calibration doc Analog to
Digital Converter (ADC) Calibration Driver.

Read Raw Result

ESP_ERROR_CHECK (adc_oneshot_read (adcl_handle, EXAMPLE_ADC1_CHANO, &adc_raw[0][0]));
ESP_LOGI (TAG, "ADC%d Channel[%d] Raw Data: %d", ADC_UNIT_1 + 1, EXAMPLE_ADCI1_CHANO,
— adc_raw[0][0]);

ESP_ERROR_CHECK (adc_oneshot_read (adcl_handle, EXAMPLE_ADC1_CHAN1, &adc_raw[O0]([1]));
ESP_LOGI (TAG, "ADC%d Channel[%d] Raw Data: %d", ADC_UNIT_1 + 1, EXAMPLE_ADC1_CHANI1,
— adc_raw[0] [1]);

Hardware Limitations

e Random Number Generator uses ADC as a input source. When ADC adc_oneshot_read () works, the
random number generated from RNG will be less random.

Power Management When power management is enabled (i.e. CONFIG_PM_ENABLE is on), the system clock
frequency may be adjusted when the system is in an idle state. However, the ADC oneshot mode driver works in a
polling routine, the adc_oneshot_read () will poll the CPU until the function returns. During this period of
time, the task in which ADC oneshot mode driver resides won’ t be blocked. Therefore the clock frequency is stable
when reading.

IRAM Safe By default, all the ADC oneshot mode driver APIs are not supposed to be run when the Cache is
disabled (Cache may be disabled due to many reasons, such as Flash writing/erasing, OTA, etc.). If these APIs
executes when the Cache is disabled, you will probably see errors like Illegal Instruction or Load/Store Prohibited.

Thread Safety

e adc_oneshot_new_unit ()
* adc_oneshot_config_channel ()
e adc_oneshot_read()

Above functions are guaranteed to be thread safe. Therefore, you can call them from different RTOS tasks without
protection by extra locks.

* adc_oneshot_del_unit () is not thread safe. Besides, concurrently calling this function may result in
thread-safe APIs fail.
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Kconfig Options

e CONFIG_ADC_ONESHOT _CTRL_FUNC_IN_IRAM controls where to place the ADC fast read function
(IRAM or Flash), see IRAM Safe for more details.

Application Examples

¢ ADC oneshot mode example: peripherals/adc/oneshot_read.

API Reference

Header File

» components/hal/include/hal/adc_types.h

Structures

struct ade_digi_pattern_config_t

ADC digital controller pattern configuration.

Public Members

uint8_t atten

Attenuation of this ADC channel.

uint8_t channel
ADC channel.

uint®_t unit
ADC unit.

uint§_tbit_width
ADC output bit width.

struct ade_digi_output_data_t
ADC digital controller (DMA mode) output data format. Used to analyze the acquired ADC (DMA) data.

Public Members

uint32_t data
ADC real output data info. Resolution: 12 bit.

uint32_t reservedl2
Reserved12.

uint32_t channel

ADC channel index info. If (channel < ADC_CHANNEL_MAX), The data is valid. If (channel >
ADC_CHANNEL_MAX), The data is invalid.
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uint32_t unit
ADC unit index info. 0: ADCI1; 1: ADC2.

uint32_t reservedl7_31
Reserved17.

struct adc_digi_output_data_t::[anonymous]::[anonymous] type2

When the configured output format is 12bit.

uint32_t val

Raw data value

Enumerations

enum adc_unit_t
ADC unit.

Values:

enumerator ADC_UNIT_1
SAR ADC 1.

enumerator ADC_UNIT_2
SAR ADC 2.

enum adc_channel_t
ADC channels.

Values:

enumerator ADC_CHANNEL_O
ADC channel.

enumerator ADC_CHANNEL_1
ADC channel.

enumerator ADC_CHANNEL_2
ADC channel.

enumerator ADC_CHANNEL_3
ADC channel.

enumerator ADC_CHANNEL_4
ADC channel.

enumerator ADC_CHANNEL_S
ADC channel.

enumerator ADC_CHANNEL_6
ADC channel.
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enum

enum

enumerator ADC_CHANNEL_7
ADC channel.

enumerator ADC_CHANNEL_8
ADC channel.

enumerator ADC_CHANNEL_9
ADC channel.

adc_atten_t

ADC attenuation parameter. Different parameters determine the range of the ADC.

Values:

enumerator ADC_ATTEN_DB_0

No input attenuation, ADC can measure up to approx.

enumerator ADC_ATTEN_DB_2_5

The input voltage of ADC will be attenuated extending the range of measurement by about 2.5 dB (1.33
X)

enumerator ADC_ATTEN_DB_6
The input voltage of ADC will be attenuated extending the range of measurement by about 6 dB (2 x)

enumerator ADC_ATTEN_DB_11

The input voltage of ADC will be attenuated extending the range of measurement by about 11 dB (3.55
X)

adc_bitwidth_t

Values:

enumerator ADC_BITWIDTH_DEFAULT
Default ADC output bits, max supported width will be selected.

enumerator ADC_BITWIDTH_9
ADC output width is 9Bit.

enumerator ADC_BITWIDTH_10
ADC output width is 10Bit.

enumerator ADC_BITWIDTH_11
ADC output width is 11Bit.

enumerator ADC_BITWIDTH_12
ADC output width is 12Bit.

enumerator ADC_BITWIDTH_13
ADC output width is 13Bit.
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enum adc_ulp_mode_t

Values:

enumerator ADC_ULP_MODE_DISABLE
ADC ULP mode is disabled.

enumerator ADC_ULP_MODE_FSM
ADC is controlled by ULP FSM.

enumerator ADC_ULP_MODE_RISCV
ADC is controlled by ULP RISCV.

enum adc_digi_convert_mode_t
ADC digital controller (DMA mode) work mode.

Values:

enumerator ADC_CONV_SINGLE_UNIT_1

Only use ADCI for conversion.

enumerator ADC_CONV_SINGLE_UNIT_ 2

Only use ADC2 for conversion.

enumerator ADC_CONV_BOTH_UNIT
Use Both ADC1 and ADC?2 for conversion simultaneously.

enumerator ADC_CONV_ALTER_UNIT
Use both ADC1 and ADC2 for conversion by turn. e.g. ADCI1 -> ADC2 -> ADC1 -> ADC2 ---..

enum adc_digi_output_format_t

ADC digital controller (DMA mode) output data format option.

Values:

enumerator ADC_DIGI_OUTPUT_ FORMAT TYPE1
See adc_digi_output_data_t.typel

enumerator ADC_DIGI_OUTPUT_FORMAT_ TYPE2
See adc_digi_output_data_t.type2

Header File

» components/esp_adc/include/esp_adc/adc_oneshot.h

Functions
esp_err_t adc_oneshot_new_unit (const adc_oneshot_unit_init_cfg_t *init_config,
adc_oneshot_unit_handle_t *ret_unit)

Create a handle to a specific ADC unit.

#1#: This APl is thread-safe. For more details, see ADC programming guide
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SH
* init_config —[in] Driver initial configurations
* ret_unit —[out] ADC unit handle
PEA ]
e ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid arguments
¢ ESP_ERR_NO_MEM: No memory

* ESP_ERR_NOT_FOUND: The ADC peripheral to be claimed is already in use

esp_err_t adc_oneshot_config_channel (adc_oneshot_unit_handle_t handle, adc_channel_t channel,

const adc_oneshot_chan_cfg_t *config)

Set ADC oneshot mode required configurations.

41:: This API is thread-safe. For more details, see ADC programming guide

ZH
* handle —[in] ADC handle
* channel —[in] ADC channel to be configured
* config —[in] ADC configurations

R M

ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid arguments

esp_err_t adce_oneshot_read (adc_oneshot_unit_handle_t handle, adc_channel_t chan, int *out_raw)

Get one ADC conversion raw result.

£&7E: This API is thread-safe. For more details, see ADC programming guide

£#51¢: This API should NOT be called in an ISR context

ZH
e handle —[in] ADC handle
e chan —[in] ADC channel
e out_raw —[out] ADC conversion raw result
izl
¢ ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid arguments
e ESP_ERR_TIMEOUT: Timeout, the ADC result is invalid

esp_err_t adce_oneshot_del_unit (adc_oneshot_unit_handle_t handle)
Delete the ADC unit handle.

1 : This APl is thread-safe. For more details, see ADC programming guide

%% handle —[in] ADC handle
P[]
e ESP_OK: On success
e ESP_ERR_INVALID_ARG: Invalid arguments

* ESP_ERR_NOT_FOUND: The ADC peripheral to be disclaimed isn’ t in use
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esp_err_t adc_oneshot_io_to_channel (int io_num, adc_unit_t *unit_id, adc_channel_t *channel)
Get ADC channel from the given GPIO number.

SH
* io_num —[in] GPIO number
e unit_id —[out] ADC unit
¢ channel [out] ADC channel

P[]
¢ ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid argument
* ESP_ERR_NOT_FOUND: The IO is not a valid ADC pad

esp_err_t adc_oneshot_channel_to_io (adc_unit_t unit_id, adc_channel_t channel, int *io_num)
Get GPIO number from the given ADC channel.

2H
e unit_id —[in] ADC unit
¢ channel —[in] ADC channel
* io_num —[out] GPIO number
¢ — —ESP_OK: On success
— ESP_ERR_INVALID_ARG: Invalid argument

Structures

struct adc_oneshot_unit_init_cfg_ t

ADC oneshot driver initial configurations.

Public Members

adc_unit_tunit_id
ADC unit.

adc_ulp_mode_t ulp_mode
ADC controlled by ULP, see adc_ulp_mode_t

struct adc_oneshot_chan_cfg_t

ADC channel configurations.

Public Members

adc_atten_t atten

ADC attenuation.

adc_bitwidth_t bitwidth

ADC conversion result bits.

Type Definitions

typedef struct adc_oneshot_unit_ctx_t *adc_oneshot_unit_handle_t

Type of ADC unit handle for oneshot mode.
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2.6.2 Analog to Digital Converter (ADC) Calibration Driver

Introduction

Based on series of comparisons with the reference voltage, ESP32-C2 ADC determines each bit of the output digital
result. Per design the ESP32-C2 ADC reference voltage is 1100 mV, however the true reference voltage can range
from 1000 mV to 1200 mV among different chips. This guide will introduce an ADC calibration driver to minimize
this difference.

Functional Overview

The following sections of this document cover the typical steps to install and use the ADC calibration driver:

 Calibration Scheme Creation - covers how to create a calibration scheme handle and delete the calibration
scheme handle.

* Calibration Configuration - covers how to configure the calibration driver to calculate necessary characteristics
used for calibration.

* Result Conversion - convers how to convert ADC raw result to calibrated result.

e Thread Safety - lists which APIs are guaranteed to be thread safe by the driver.

* Minimize Noise - describes a general way to minimize the noise.

Calibration Scheme Creation The ADC calibration driver provides ADC calibration scheme(s). From calibration
driver’s point of view, an ADC calibration scheme is created to an ADC calibration handle adc_cali_handle_t.

adc_cali_check_scheme () canbe used to know which calibration scheme is supported on the chip. For those
users who are already aware of the supported scheme, this step can be skipped. Just call the corresponding function
to create the scheme handle.

For those users who use their custom ADC calibration schemes, you could either modify this function
adc_cali_check_scheme (), or just skip this step and call your custom creation function.

There is no supported calibration scheme yet.

$1:: For users who want to use their custom calibration schemes, you could provide a creation func-
tion to create your calibration scheme handle. = Check the function table adc_cali_scheme_t in compo-
nents/esp_adc/interface/adc_cali_interface.h to know the ESP ADC calibration interface.

Result  Conversion After setting up  the  calibration  characteristics, you can call
adc_cali_raw_to_voltage () to convert the ADC raw result into calibrated result. The calibrated
result is in the unit of mV. This function may fail due to invalid argument. Especailly, if this function returns
ESP_ERR_INVALID_ STATE, this means the calibration scheme isn’ t created. You need to create a calibration
scheme handle, use adc_cali_check_scheme () to know the supported calibration scheme. On the other
hand, you could also provide a custom calibration scheme and create the handle.

Get Voltage

ESP_ERROR_CHECK (adc_cali_raw_to_voltage (adc_cali_handle, adc_raw[0][0], &
—voltage[0][0]));

ESP_LOGI (TAG, "ADC%d Channel[%d] Cali Voltage: %d mV", ADC_UNIT_1 + 1, EXAMPLE_
—ADC1_CHANO, voltage[0][0]);

Thread Safety The factory function esp_adc_cali_new_scheme () is guaranteed to be thread safe by the
driver. Therefore, you can call them from different RTOS tasks without protection by extra locks.

Other functions that take the adc_cali_handle_ t asthe first positional parameter are not thread safe, you should
avoid calling them from multiple tasks.
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Minimize Noise The ESP32-C2 ADC can be sensitive to noise leading to large discrepancies in ADC readings.
Depending on the usage scenario, you may need to connect a bypass capacitor (e.g. a 100 nF ceramic capacitor) to
the ADC input pad in use, to minimize noise. Besides, multisampling may also be used to further mitigate the effects
of noise.

API Reference

Header File

» components/esp_adc/include/esp_adc/adc_cali.h

Functions
esp_err_t ade_cali_check_scheme (adc_cali_scheme_ver_t *scheme_mask)

Check the supported ADC calibration scheme.

%% scheme_mask —[out] Supported ADC calibration scheme(s)
PEA ]
e ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid argument
* ESP_ERR_NOT_SUPPORTED: No supported calibration scheme
esp_err_t ade_cali_raw_to_voltage (adc_cali_handle_t handle, int raw, int *voltage)

Convert ADC raw data to calibrated voltage.

ZH
e handle —[in] ADC calibration handle
e raw —[in] ADC raw data
* voltage —[out] Calibrated ADC voltage (in mV)
Bl
¢ ESP_OK: On success
e ESP_ERR_INVALID_ARG: Invalid argument
* ESP_ERR_INVALID_STATE: Invalid state, scheme didn’ t registered

Type Definitions

typedef struct adc_cali_scheme_t *adec_cali_handle_t
ADC calibration handle.

Enumerations

enum adc_cali_scheme_ver_t

ADC calibration scheme.

Values:

enumerator ADC_CALI_SCHEME_VER_LINE_FITTING

Line fitting scheme.

enumerator ADC_CALI_SCHEME_VER_CURVE_FITTING

Curve fitting scheme.

Header File

¢ components/esp_adc/include/esp_adc/adc_cali_scheme.h
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2.6.3 Clock Tree

This section lists definitions of the ESP32-C2’ s supported root clocks and module clocks. These definitions are
commonly used in the driver configuration, to help user select a proper source clock for the peripheral.

Root Clocks

Root clocks generate reliable clock signals. These clock signals then pass through various gates, muxes, dividers, or
multipliers to become the clock sources for every functional module: the CPU core(s), WIFIL, BT, the RTC, and the
peripherals.

ESP32-C2’ s root clocks are listed in soc_root_clk_ t:

e Internal 17.5MHz RC Oscillator (RC_FAST)
This RC oscillator generates a ~17.5MHz clock signal output as the RC_FAST_CLK.
The ~17.5MHz signal output is also passed into a configurable divider, which by default
divides the input clock frequency by 256, to generate a RC_FAST_D256_CLK.
The exact frequency of RC_FAST_CLK can be computed in runtime through calibration
on the RC_FAST _D256_CLK.

External 40MHz Crystal (XTAL)

Internal 136kHz RC Oscillator (RC_SLOW)
This RC oscillator generates a ~136kHz clock signal output as the RC_SLOW_CLK.
The exact frequency of this clock can be computed in runtime through calibration.

» External Slow Clock - optional (OSC_SLOW)
A clock signal generated by an external circuit can be connected to pin0 to be the clock
source for the RTC_SLOW_CLK. This clock can also be calibrated to get its exact fre-
quency.

Typically, the frequency of the signal generated from a RC oscillator circuit is less accurate and more sensitive to
environment comparing to the signal generated from a crystal. ESP32-C2 provides several clock source options for
the RTC_SLOW_CLK, and users can make the choice based on the requirements for system time accuracy and
power consumption (refer to RTC '€ b 25 8% 4T % for more details).

Module Clocks

ESP32-C2’ s available module clocks are listed in soc_module_clk_t. Each module clock has a unique ID.
You can get more information on each clock by checking the documented enum value.

API Reference

Header File

¢ components/soc/esp32c2/include/soc/clk_tree_defs.h

Macros

SOC_CLK_RC_FAST_FREQ_ APPROX
Approximate RC_FAST_CLK frequency in Hz

SOC_CLK_RC_SLOW_FREQ_APPROX
Approximate RC_SLOW_CLK frequency in Hz

SOC_CLK_RC_FAST_D256_FREQ APPROX
Approximate RC_FAST_D256_CLK frequency in Hz
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SOC_CLK_OSC_SLOW_FREQ_APPROX
Approximate OSC_SLOW_CLK (external slow clock) frequency in Hz

SOC_GPTIMER_CLKS

Array initializer for all supported clock sources of GPTimer.

The following code can be used to iterate all possible clocks:

soc_periph_gptimer_clk_src_t gptimer_clks[] =

—t)SOC_GPTIMER_CLKS;

for (size_t i = 0; i< sizeof (gptimer_clks)
soc_periph_gptimer_clk_src_t clk =
// Test GPTimer with the clock

/ sizeof (gptimer_clks[0]);
gptimer_clks[i];
‘clk”

i++)

(soc_periph_gptimer_clk_src_

{

SOC_TEMP_SENSOR_CLKS

Array initializer for all supported clock sources of Temperature Sensor.

SOC_I2C_CLKS

Array initializer for all supported clock sources of 12C.

Enumerations

enum soc_root_clk_t

Root clock.

Values:

enumerator SOC_ROOT_CLK_INT_RC_FAST
Internal 17.5MHz RC oscillator

enumerator SOC_ROOT_CLK_INT_RC_SLOW
Internal 136kHz RC oscillator

enumerator SOC_ROOT_CLK_EXT XTAL
External 26/40MHz crystal

enumerator SOC_ROOT_CLK_EXT_OSC_SLOW
External slow clock signal at pin0, only support 32.768 KHz currently
enum soc_cpu_clk_src_t

CPU_CLK mux inputs, which are the supported clock sources for the CPU_CLK.

#&7¥: Enum values are matched with the register field values on purpose

Values:

enumerator SOC_CPU_CLK_SRC_XTAL
Select XTAL_CLK as CPU_CLK source
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enumerator SOC_CPU_CLK_SRC_PLL

Select PLL_CLK as CPU_CLK source (PLL_CLK is the output of 26/40MHz crystal oscillator fre-
quency multiplier, 480MHz)

enumerator SOC_CPU_CLK_SRC_RC_FAST
Select RC_FAST _CLK as CPU_CLK source

enumerator SOC_CPU_CLK_SRC_INVALID
Invalid CPU_CLK source

enum soc_rtc_slow_clk_src_t
RTC_SLOW_CLK mux inputs, which are the supported clock sources for the RTC_SLOW_CLK.

£&7E: Enum values are matched with the register field values on purpose

Values:

enumerator SOC_RTC_SLOW_CLK_SRC_RC_SLOW
Select RC_SLOW_CLK as RTC_SLOW_CLK source

enumerator SOC_RTC_SLOW_CLK_SRC_OSC_SLOW
Select OSC_SLOW_CLK (external slow clock) as RTC_SLOW_CLK source

enumerator SOC_RTC_SLOW_CLK_SRC_RC_FAST_D256

Select RC_FAST_D256_CLK (referred as FOSC_DIV or 8m_d256/8md256 in TRM and reg. descrip-
tion) as RTC_SLOW_CLK source

enumerator SOC_RTC_SLOW_CLK_SRC_INVALID
Invalid RTC_SLOW_CLK source

enum soc_rtc_fast_clk_src_t
RTC_FAST_CLK mux inputs, which are the supported clock sources for the RTC_FAST_CLK.

£ {#: Enum values are matched with the register field values on purpose

Values:

enumerator SOC_RTC_FAST_CLK_SRC_XTAL_D2
Select XTAL_D2_CLK (may referred as XTAL_CLK_DIV_2) as RTC_FAST_CLK source

enumerator SOC_RTC_FAST_CLK_SRC_XTAL_DIV
Alias name for SOC_RTC_FAST_CLK_SRC_XTAL_D2

enumerator SOC_RTC_FAST_CLK_SRC_RC_FAST
Select RC_FAST_CLK as RTC_FAST_CLK source

enumerator SOC_RTC_FAST_CLK_SRC_INVALID
Invalid RTC_FAST_CLK source
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enum

enum

soc_module_clk_t

Supported clock sources for modules (CPU, peripherals, RTC, etc.)

£ 1F: enum starts from 1, to save 0 for special purpose

Values:

enumerator SOC_MOD_CLK_CPU
CPU_CLK can be sourced from XTAL, PLL, or RC_FAST by configuring soc_cpu_clk_src_t

enumerator SOC_MOD_CLK_RTC_FAST
RTC_FAST_CLK can be sourced from XTAL_D2 or RC_FAST by configuring soc_rtc_fast_clk_src_t

enumerator SOC_MOD_CLK_RTC_SLOW

RTC_SLOW_CLK can be sourced from RC_SLOW, XTAL32K, or RC_FAST_D256 by configuring
soc_rtc_slow_clk_src_t

enumerator SOC_MOD_CLK_PLL_F40M
PLL_F40M_CLK is derived from PLL, and has a fixed frequency of 40MHz

enumerator SOC_MOD_CLK_PLL_F60M
PLL_F60M_CLK is derived from PLL, and has a fixed frequency of 60MHz

enumerator SOC_MOD_CLK_PLL_F80M
PLL_F80M_CLK is derived from PLL, and has a fixed frequency of SOMHz

enumerator SOC_MOD_CLK_OSC_SLOW
OSC_SLOW_CLK comes from an external slow clock signal, passing a clock gating to the peripherals

enumerator SOC_MOD_CLK_RC_FAST
RC_FAST_CLK comes from the internal 20MHz rc oscillator, passing a clock gating to the peripherals

enumerator SOC_MOD_CLK_RC_FAST_D256

RC_FAST_D256_CLK comes from the internal 20MHz rc oscillator, divided by 256, and passing a
clock gating to the peripherals

enumerator SOC_MOD_CLK_XTAL
XTAL_CLK comes from the external 26/40MHz crystal

soc_periph_gptimer_clk_src_t
Type of GPTimer clock source.

Values:

enumerator GPTIMER_CLK_SRC_PLL_F40M
Select PLL_F40M as the source clock

enumerator GPTIMER_CLK_SRC_XTAL
Select XTAL as the source clock
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enum

enum

enum

cnum

enumerator GPTIMER_CLK_SRC_DEFAULT
Select PLL_F40M as the default choice

soc_periph_tg_clk_src_legacy_t

Type of Timer Group clock source, reserved for the legacy timer group driver.

Values:

enumerator TIMER_SRC_CLK_PLL_F40M
Timer group clock source is PLL._F40M

enumerator TIMER_SRC_CLK_XTAL

Timer group clock source is XTAL

enumerator TIMER_SRC_CLK_DEFAULT
Timer group clock source default choice is PLL._F40M

soc_periph_temperature_sensor_clk_src_t

Type of Temp Sensor clock source.

Values:

enumerator TEMPERATURE_SENSOR_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator TEMPERATURE__SENSOR_CLK_SRC_RC_FAST
Select RC_FAST as the source clock

enumerator TEMPERATURE_SENSOR_CLK_SRC_DEFAULT
Select XTAL as the default choice

soc_periph_uart_clk_src_legacy_t
Type of UART clock source, reserved for the legacy UART driver.

Values:

enumerator UART_SCLK_PLL_F40M
UART source clock is APB CLK

enumerator UART_SCLK_RTC
UART source clock is RC_FAST

enumerator UART_SCLK_XTAL
UART source clock is XTAL

enumerator UART_SCLK_DEFAULT
UART source clock default choice is PLL_F40M

soc_periph_i2c_clk_src_t
Type of 12C clock source.

Values:
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enumerator I2C_CLK_SRC_XTAL

enumerator I2C_CLK_SRC_RC_FAST

enumerator I2C_CLK_SRC_DEFAULT

2.6.4 GPIO & RTC GPIO
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W2 7 Bl

GPIO #j H3 Fi A W7~ - peripherals/gpio/generic_gpio.

API % - &l GPIO

Header File

» components/driver/include/driver/gpio.h

Functions
esp_err_t gpio_config (const gpio_config_t *pGPIOConfig)

GPIO common configuration.

Configure GPIO's Mode,pull-up,PullDown, IntrType

%% pGPIOConf£ig —Pointer to GPIO configure struct
B

e ESP_OK success

e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_reset_pin (gpio_num_t gpio_num)

Reset an gpio to default state (select gpio function, enable pullup and disable input and output).

£411:: This function also configures the IOMUX for this pin to the GPIO function, and disconnects any other
peripheral output configured via GPIO Matrix.

%% gpio_num —~GPIO number.
j&E] Always return ESP_OK.

esp_err_t gpio_set_intr_type (gpio_num_t gpio_num, gpio_int_type_t intr_type)
GPIO set interrupt trigger type.

S

* gpio_num —~GPIO number. If you want to set the trigger type of e.g. of GPIOI6,
gpio_num should be GPIO_NUM_16 (16);

e intr_type —Interrupt type, select from gpio_int_type_t

Bl
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_intr_enable (gpio_num_t gpio_num)

Enable GPIO module interrupt signal.

#1¥: ESP32: Please do not use the interrupt of GPIO36 and GPIO39 when using ADC or Wi-Fi and
Bluetooth with sleep mode enabled. Please refer to the comments of adc1_get_raw. Please refer to Section
3.11 of ESP32 ECO and Workarounds for Bugs for the description of this issue. As a workaround, call
adc_power_acquire() in the app. This will result in higher power consumption (by ~ImA), but will remove the
glitches on GPI036 and GPI039.

%% gpio_num —GPIO number. If you want to enable an interrupt on e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
B M
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* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_intr_ disable (gpio_num_t gpio_num)

Disable GPIO module interrupt signal.

5 1::  This function is allowed to be executed when Cache is disabled within ISR context, by enabling
CONFIG_GPIO_CTRL_FUNC_IN_TIRAM

%% gpio_num -GPIO number. If you want to disable the interrupt of e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
B M
» ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_set_level (gpio_num_t gpio_num, uint32_t level)
GPIO set output level.

4 1::  This function is allowed to be executed when Cache is disabled within ISR context, by enabling
CONFIG_GPIO_CTRL_FUNC_IN_TIRAM

B8
* gpio_num-GPIO number. If you want to set the output level of e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
* level —Output level. 0: low ; 1: high

B

ESP_OK Success
ESP_ERR_INVALID_ARG GPIO number error

int gpio_get_level (gpio_num_t gpio_num)
GPIO get input level.

¢ He: If the pad is not configured for input (or input and output) the returned value is always 0.

%% gpio_num-GPIO number. If you want to get the logic level of e.g. pin GPIO16, gpio_num
should be GPIO_NUM_16 (16);
B
* 0 the GPIO input level is 0
* 1 the GPIO input level is 1

esp_err_t gpio_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)
GPIO set direction.

Configure GPIO direction,such as output_only,input_only,output_and_input

BH
* gpio_num —Configure GPIO pins number, it should be GPIO number. If you want to
set direction of e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);
* mode —GPIO direction

R

ESP_OK Success
« ESP_ERR_INVALID_ARG GPIO error
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esp_err_t gpio_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)
Configure GPIO pull-up/pull-down resistors.

$57¥: ESP32: Only pins that support both input & output have integrated pull-up and pull-down resistors.
Input-only GPIOs 34-39 do not.

S8

e gpio_num —GPIO number. If you want to set pull up or down mode for e.g. GPIO16,
gpio_num should be GPIO_NUM_16 (16);
pull -GPIO pull up/down mode.

$ey |
e ESP_OK Success
e ESP_ERR_INVALID_ARG : Parameter error

esp_err_t gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable GPIO wake-up function.

S8
* gpio_num -GPIO number.
e intr_type -GPIO wake-up type. Only GPIO_INTR_LOW_LEVEL or
GPIO_INTR_HIGH_LEVEL can be used.
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_wakeup_disable (gpio_num_t gpio_num)
Disable GPIO wake-up function.

%% gpio_num —~GPIO number
Bl
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, gpio_isr_handle_t *handle)

Register GPIO interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on.

This ISR function is called whenever any GPIO interrupt occurs. See the alternative gpio_install_isr_service()
and gpio_isr_handler_add() API in order to have the driver support per-GPIO ISRs.

To disable or remove the ISR, pass the returned handle to the interrupt allocation functions.

SH
» f£n —Interrupt handler function.
* arg —Parameter for handler function
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here.
Bl
e ESP_OK Success ;
» ESP_ERR_INVALID_ARG GPIO error
* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags

esp_err_t gpio_pullup_en (gpio_num_t gpio_num)
Enable pull-up on GPIO.
%¥ gpio_num —GPIO number
Bzl
e ESP_OK Success
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e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_pullup_dis (gpio_num_t gpio_num)

Disable pull-up on GPIO.

%% gpio_num —~GPIO number
FEA ]
¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_pulldown_en (gpio_num_t gpio_num)

Enable pull-down on GPIO.

%% gpio_num —~GPIO number
PEA ]
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_pulldown_dis (gpio_num_t gpio_num)

Disable pull-down on GPIO.

%4 gpio_num —GPIO number
|
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_install_isr_service (intintr_alloc_flags)

Install the GPIO driver’ s ETS_GPIO_INTR_SOURCE ISR handler service, which allows per-pin GPIO
interrupt handlers.

This function is incompatible with gpio_isr_register() - if that function is used, a single global ISR is registered
for all GPIO interrupts. If this function is used, the ISR service provides a global GPIO ISR and individual pin
handlers are registered via the gpio_isr_handler_add() function.

%% intr_alloc_£flags -Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
B
¢ ESP_OK Success
* ESP_ERR_NO_MEM No memory to install this service
* ESP_ERR_INVALID_STATE ISR service already installed.
* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags
e ESP_ERR_INVALID_ARG GPIO error

void gpio_uninstall_isr_service (void)

Uninstall the driver’ s GPIO ISR service, freeing related resources.

esp_err_t gpio_isr_handler_add (gpio_num_t gpio_num, gpio_isr_t isr_handler, void *args)

Add ISR handler for the corresponding GPIO pin.
Call this function after using gpio_install_isr_service() to install the driver’ s GPIO ISR handler service.

The pin ISR handlers no longer need to be declared with IRAM_ATTR, unless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in gpio_install_isr_service().

)

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as “ISR stack size’
in menuconfig). This limit is smaller compared to a global GPIO interrupt handler due to the additional level
of indirection.

SH
¢ gpio_num —GPIO number
* isr_ handler -ISR handler function for the corresponding GPIO number.
* args —parameter for ISR handler.

B

ESP_OK Success
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* ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_isr_handler_remove (gpio_num_t gpio_num)

Remove ISR handler for the corresponding GPIO pin.

%% gpio_num —GPIO number

PEA ]
e ESP_OK Success
* ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)

Set GPIO pad drive capability.

B8
* gpio_num ~GPIO number, only support output GPIOs
» strength —Drive capability of the pad
B m
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)

Get GPIO pad drive capability.

S
* gpio_num ~GPIO number, only support output GPIOs
* strength —Pointer to accept drive capability of the pad
B
* ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t gpio_hold_en (gpio_num_t gpio_num)

Enable gpio pad hold function.

When the pin is set to hold, the state is latched at that moment and will not change no matter how the internal
signals change or how the IO MUX/GPIO configuration is modified (including input enable, output enable,
output value, function, and drive strength values). It can be used to retain the pin state through a core reset and
system reset triggered by watchdog time-out or Deep-sleep events.

The gpio pad hold function works in both input and output modes, but must be output-capable gpios. If pad
hold enabled: in output mode: the output level of the pad will be force locked and can not be changed. in input
mode: input read value can still reflect the changes of the input signal.

The state of the digital gpio cannot be held during Deep-sleep, and it will resume to hold at its default pin
state when the chip wakes up from Deep-sleep. If the digital gpio also needs to be held during Deep-sleep,
gpio_deep_sleep_hold_en should also be called.

Power down or call gpio_hold_dis will disable this function.

%4 gpio_num —GPIO number, only support output-capable GPIOs
B

e ESP_OK Success

* ESP_ERR_NOT_SUPPORTED Not support pad hold function

esp_err_t gpio_hold_dis (gpio_num_t gpio_num)

Disable gpio pad hold function.

When the chip is woken up from Deep-sleep, the gpio will be set to the default mode, so, the gpio will output
the default level if this function is called. If you don’ t want the level changes, the gpio should be configured
to a known state before this function is called. e.g. If you hold gpiol8 high during Deep-sleep, after the chip
is woken up and gpio_hold_dis is called, gpiol8 will output low level(because gpiol8 is input mode by
default). If you don’ t want this behavior, you should configure gpiol8 as output mode and set it to hight level
before calling gpio_hold_dis.
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%% gpio_num —GPIO number, only support output-capable GPIOs
R m

* ESP_OK Success

* ESP_ERR_NOT_SUPPORTED Not support pad hold function

void gpio_deep_sleep_hold_en (void)
Enable all digital gpio pads hold function during Deep-sleep.

Enabling this feature makes all digital gpio pads be at the holding state during Deep-sleep. The state of each

pad holds is its active configuration (not pad’ s sleep configuration!).

Note that this pad hold feature only works when the chip is in Deep-sleep mode. When the chip is in active

mode, the digital gpio state can be changed freely even you have called this function.

After this API is being called, the digital gpio Deep-sleep hold feature will work during every sleep process.

You should call gpio_deep_sleep_hold_dis to disable this feature.

void gpio_deep_sleep_hold_dis (void)
Disable all digital gpio pads hold function during Deep-sleep.

void gpio_iomux_in (uint32_t gpio_num, uint32_t signal_idx)
Set pad input to a peripheral signal through the IOMUX.
BH
* gpio_num —GPIO number of the pad.
* signal_idx —Peripheral signal id to input. One of the *_ IN_IDX signals in soc/
gpio_sig_map.h.
void gpio_iomux_out (uint8_t gpio_num, int func, bool oen_inv)
Set peripheral output to an GPIO pad through the IOMUX.
BH
* gpio_num -gpio_num GPIO number of the pad.
* func The function number of the peripheral pin to output pin. One of the FUNC_X_*
of specified pin (X) in soc/io_mux_reg.h.
* oen_inv —True if the output enable needs to be inverted, otherwise False.
esp_err_t gpio_force_hold_all (void)
Force hold all digital and rtc gpio pads.

GPIO force hold, no matter the chip in active mode or sleep modes.

This function will immediately cause all pads to latch the current values of input enable, output enable, output
value, function, and drive strength values.

g A: This function will hold flash and UART pins as well. Therefore, this function, and all code run
afterwards (till calling gpio_force_unhold_all todisable this feature), MUST be placed in internal
RAM as holding the flash pins will halt SPI flash operation, and holding the UART pins will halt any UART

logging.

esp_err_t gpio_force_unhold_all (void)
Force unhold all digital and rtc gpio pads.
esp_err_t gpio_sleep_sel_en (gpio_num_t gpio_num)
Enable SLP_SEL to change GPIO status automantically in lightsleep.

%% gpio_num —~GPIO number of the pad.
A
e ESP_OK Success
esp_err_t gpio_sleep_sel_dis (gpio_num_t gpio_num)
Disable SLP_SEL to change GPIO status automantically in lightsleep.
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%% gpio_num —GPIO number of the pad.
R
¢ ESP_OK Success
esp_err_t gpio_sleep_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)

GPIO set direction at sleep.

Configure GPIO direction,such as output_only,input_only,output_and_input

S8
* gpio_num —Configure GPIO pins number, it should be GPIO number. If you want to
set direction of e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);
* mode -GPIO direction
Bl
e ESP_OK Success
* ESP_ERR_INVALID_ARG GPIO error

esp_err_t gpio_sleep_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)
Configure GPIO pull-up/pull-down resistors at sleep.

$&1¥: ESP32: Only pins that support both input & output have integrated pull-up and pull-down resistors.
Input-only GPIOs 34-39 do not.

BH
* gpio_num —~GPIO number. If you want to set pull up or down mode for e.g. GPIO16,
gpio_num should be GPIO_NUM_16 (16);
* pull -GPIO pull up/down mode.

R m

ESP_OK Success
ESP_ERR_INVALID_ARG : Parameter error

esp_err_t gpio_deep_sleep_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable GPIO deep-sleep wake-up function.

£ 1#: Called by the SDK. User shouldn’ t call this directly in the APP.

S8
* gpio_num —~GPIO number.
* intr_type -GPIO wake-up type. Only GPIO_INTR_LOW_LEVEL or
GPIO_INTR_HIGH_LEVEL can be used.

ESP_OK Success
ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_deep_sleep_wakeup_disable (gpio_num_t gpio_num)
Disable GPIO deep-sleep wake-up function.

%4 gpio_num —GPIO number
P
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Structures

struct gpio_config t

Configuration parameters of GPIO pad for gpio_config function.
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Public Members

uint64_t pin_bit_mask
GPIO pin: set with bit mask, each bit maps to a GPIO

gpio_mode_t mode

GPIO mode: set input/output mode

gpio_pullup_t pull_up_en
GPIO pull-up

gpio_pulldown_t pull_down_en
GPIO pull-down

gpio_int_type_t intr_type
GPIO interrupt type

Macros

GPIO_PIN_COUNT
GPIO_IS_VALID_GPIO (gpio_num)
Check whether it is a valid GPIO number.

GPIO_IS_VALID_OUTPUT_GPIO (gpio_num)
Check whether it can be a valid GPIO number of output mode.

GPIO_IS_VALID_DIGITAL_IO_PAD (gpio_num)
Check whether it can be a valid digital I/O pad.

GPIO_IS_DEEP_SLEEP_WAKEUP_VALID_GPIO (gpio_num)

Type Definitions

typedef intr_handle_t gpio_isr handle_t

typedef void (*gpio_isr_t)(void *arg)
GPIO interrupt handler.

Param arg User registered data

Header File

» components/hal/include/hal/gpio_types.h

Macros

GPIO_PIN_REG_0

GPIO_PIN_REG_1

GPIO_PIN_REG_2
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GPIO_PIN_REG_3

GPIO_PIN_REG_4

GPIO_PIN_REG_5

GPIO_PIN_REG_6

GPIO_PIN_REG_7

GPIO_PIN_REG_S8

GPIO_PIN_REG_9

GPIO_PIN_REG_10

GPIO_PIN REG_11

GPIO_PIN_REG_12

GPIO_PIN_REG_13

GPIO_PIN_REG_14

GPIO_PIN_REG_15

GPIO_PIN_REG_16

GPIO_PIN_REG_17

GPIO_PIN_REG_18

GPIO_PIN_REG_19

GPIO_PIN_REG_20

GPIO_PIN_REG_21

GPIO_PIN_REG_22

GPIO_PIN_REG_23

GPIO_PIN_REG_24

GPIO_PIN_REG_25
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GPIO_PIN_REG_26

GPIO_PIN_REG_27

GPIO_PIN_REG_28

GPIO_PIN_REG_29

GPIO_PIN_REG_30

GPIO_PIN_REG_31

GPIO_PIN_REG_32

GPIO_PIN_REG_33

GPIO_PIN_REG_34

GPIO_PIN_REG_35

GPIO_PIN_REG_36

GPIO_PIN_REG_37

GPIO_PIN_REG_38

GPIO_PIN_REG_39

GPIO_PIN_REG_40

GPIO_PIN_REG_41

GPIO_PIN_REG_42

GPIO_PIN_REG_43

GPIO_PIN_REG_44

GPIO_PIN_REG_45

GPIO_PIN_REG_46

GPIO_PIN_REG_47

GPIO_PIN_REG_48
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Enumerations

enum gpio_port_t

Values:

enumerator GPIO_PORT_0

enumerator GPIO_PORT_MAX

enum gpio_num_t

Values:

enumerator GPIO_NUM_NC

Use to signal not connected to S/'W

enumerator GPIO_NUM_0
GPIOO, input and output

enumerator GPTO_NUM_1
GPIO1, input and output

enumerator GPIO_NUM_2
GPIO2, input and output

enumerator GPIO_NUM_3
GPIO3, input and output

enumerator GRIO_NUM 4
GPIO4, input and output

enumerator GPIO_NUM_5
GPIOS, input and output

enumerator GPIO_NUM_ 6
GPIOG, input and output

enumerator GPIO_NUM_7
GPIO7, input and output

enumerator GPIO_NUM_8
GPIOS8, input and output

enumerator GPTIO_NUM_9
GPIO9, input and output

enumerator GPIO_NUM_10
GPIO10, input and output

enumerator GPIO_NUM_11
GPIO11, input and output
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enumerator GPIO_NUM_12
GPIO12, input and output

enumerator GRIO_NUM_13
GPIO13, input and output

enumerator GPIO_NUM_14
GPIO14, input and output

enumerator GPIO_NUM_15
GPIO15, input and output

enumerator GPTO_NUM_16
GPIO16, input and output

enumerator GPTIO_NUM_17
GPIO17, input and output

enumerator GPIO_NUM_18
GPIO18, input and output

enumerator GPIO_NUM_19
GPIO19, input and output

enumerator GPIO_NUM_20
GPIO20, input and output

enumerator GPIO_NUM_MAX

enum gpio_int_type_t

Values:

enumerator GPIO_INTR_DISABLE
Disable GPIO interrupt

enumerator GPIO_INTR_POSEDGE
GPIO interrupt type : rising edge

enumerator GPIO_INTR_NEGEDGE
GPIO interrupt type : falling edge

enumerator GPIO_INTR_ANYEDGE
GPIO interrupt type : both rising and falling edge

enumerator GPIO_INTR_LOW_LEVEL
GPIO interrupt type : input low level trigger

enumerator GPIO_INTR_HIGH_LEVEL
GPIO interrupt type : input high level trigger
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enumerator GPIO_INTR_MAX

enum gpio_mode_t

Values:

enumerator GPIO_MODE_DISABLE
GPIO mode : disable input and output

enumerator GPIO_MODE_INPUT
GPIO mode : input only

enumerator GPIO_MODE_OUTPUT
GPIO mode : output only mode

enumerator GPIO_MODE_OUTPUT_OD
GPIO mode : output only with open-drain mode

enumerator GPIO_MODE_INPUT_ OUTPUT_OD

GPIO mode : output and input with open-drain mode

enumerator GPIO_MODE_INPUT_OUTPUT
GPIO mode : output and input mode

enum gpio_pullup_t

Values:

enumerator GPIO_PULLUP_DISABLE
Disable GPIO pull-up resistor

enumerator GPIO_PULLUP_ENABLE
Enable GPIO pull-up resistor

enum gpio_pulldown_t

Values:

enumerator GPIO_PULLDOWN_DISABLE
Disable GPIO pull-down resistor

enumerator GPIO_PULLDOWN_ENABLE
Enable GPIO pull-down resistor

enum gpio_pull_mode_t

Values:

enumerator GPIO_PULLUP_ONLY
Pad pull up

enumerator GPIO_PULLDOWN_ONLY
Pad pull down
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enumerator GPIO_PULLUP_PULLDOWN
Pad pull up + pull down

enumerator GPIO_FLOATING
Pad floating

enum gpio_drive_cap_t

2.6.5

iF]x

Values:

enumerator GPIO_DRIVE_CAP_O
Pad drive capability: weak

enumerator GPIO_DRIVE_CAP_1
Pad drive capability: stronger

enumerator GRIO_DRIVE_CAP_2

Pad drive capability: medium

enumerator GPIO_DRIVE_CAP_DEFAULT

Pad drive capability: medium

enumerator GPIO_DRIVE_CAP_3
Pad drive capability: strongest

enumerator GRIO_DRIVE_CAP_MAX
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WME AR EZ Bia 2 et gs L e, Nl Hoptimer_del timer () [FICER Y, AT
JERE R E A T A EH 0. AEM RIS 2 AR AR B, il gpt imer_disable () B8 ERTEE,
W F ML gptimer_enable () WA ER M A MHE.

@55y B4 1 MHz [ e & ki

gptimer_handle_t gptimer = NULL;
gptimer_config_t timer_config = {
.clk_src = GPTIMER_CLK_SRC_DEFAULT,
.direction = GPTIMER_COUNT_UP,
.resolution_hz = 1 * 1000 * 1000, // IMHz, 1 tick = Ilus
bi
ESP_ERROR_CHECK (gptimer_new_timer (&timer_config, &gptimer));

VeV R UV B G0 g E e e A, N RE RN EE NS THEE T PLE
ifgptimer_set_raw_count () W R fe K ITEE TG T8 £ 2 B g8 19 07 58, X £ 7E SOC
92 S0C_TIMER_GROUP_COUNTER_BIT WIDTH HA5 B, X470 9135 8) B 22 iy B UG BUE ), @Eht
AR BDACHTE I IR TR

TEUE A ABER @ it gpt imer_get_raw_count () 3REL,

BEER A X T REECE A SRR A RN T, AR 3 e A i B R, A
IR R 5, R R UTE A S T e . REEM AR, 75 B AR Q0] ok
Boptimer_alarm config t [HARESE:

* gptimer_alarm_config_t::alarm_count &MU ERSH0 HARTHEUE. B ERERHE
EZRITHTT . LHEYgptimer _alarm config t::auto_reload_on_alarm } true i,
gptimer_alarm config t::alarm_count %ﬂgptimer_alarm_confi g_t::reload _count
ANBEBCE A FIE, DR A e (RN o 2 (A ] B A 3 S

o gptimer_alarm config_t::reload_count fUCFEWEM LA EERIITEE. HEEN
JEgptimer_alarm_config t::auto_reload_on_alarm % E N true B4R,

LIR[E] BSP W A 50 (03 1 72 i SR S Bl T R ). TR R, 152 % (ESP32-C2 HARSHFIMY > Z ¥ Emtasdl
(TIMG) [PDF]., 3R A28 1E s 2 W E I, (U224 T mT ) SR8 (¢ Y5 SE R RF £ R [l a5 . FE A Bl PR, 3545 00
2R [AE (Blllgpt imer_new_timer()).
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e gptimer_alarm config t::auto_reload_on_alarmipEikE SHHHEHshERINFE. W
TAHBE, W E R AR S R A ST ¥ gpt imer_alarm _config_ t::reload_count
PEE HE R .

O O R O OE A %, F ¥ W Jgptimer_set_alarm action(). H H 2
Ygptimer_alarm_config_t BN NULL B, HREDNRERFEEN .

il WAREREC R HE N v % E, 27 BVl s S 4

PSP PR RIS, TR T () SR ) . AR PR
FF LR B, Wifidgptimer_register_event_callbacks () PR EF F W AR 55 FlAZE (ISR).
gptimer_event_callbacks_t W T B SO FF [l I e 4

e gptimer_event_callbacks_t::on_alarm % EZRFAHRIVEERE. BT IR EHE ISR
TR, AR R BN 2 E P ZE (B, B ORI R BN TR TR A TSR J528 1) FreeRTOS
API)., pREEBIAEgptimer_alarm_cb_t TP,

%”Lﬁﬂ%@ﬂ%éﬁ( user_data Jf Q EﬂE@J:_Fiﬁéﬁﬂgptimer_register_event_callbacks ()
o H PR AR 1B 2 I e R A

T RERE R e IR AR 22 TR 55, (HONERE R TR %5« FTPA, iEfEgptimer_enable () Z HiH X
— A%, BWKHRIIESP.ERR _INVALID STATE 4%i%. THRFAEER,, iEBEZ I fo A 2ot 2,

fEREFNEE I by FEXE 28 T 10 #5821, FE e gptimer_enable () (HREEN 2R, JLpR
BOhBEANT :

o PRI 2 BHER IR S AR AR SN init ]34 enable,

s i gptimer_register_event_callbacks () BAFERZHE WIS, I eRECR 0 g o ik Al

5o
o AREEEE TRPERINBR (BIA0 APB ISl ) , BEeRECRERIBGE M A L A BB . TREE LSS, 1
HERTENLRE L,

W gptimer_disable () SUEATHIAERAE, RIKFERHARAKEIARR PR 5] imit IR, S8 TR 55 I
T JAE BB

B R et gy B A IR 2 R LA 10 #244E . WM gptimer_start () W RAMPIERTHEGR
FU TAE, TMoptimer_stop () A PAMFTHEEHEIE TAE. T SCULBA T el e A7 BN AF AR R 4 1
LT R8E . M gptimer_start () RHEIRENFEFARZS M enable 44 run, ;L2 JREK . TR 2
TR start 1 stop ERBUSKTHE R, SN, HKE(]FEIR[EIESP_ERR_INVALID_STATE,

R 25 i EE R 2

ESP_ERROR_CHECK (gptimer_enable (gptimer));
ESP_ERROR_CHECK (gptimer_start (gptimer));

// Retrieve the timestamp at anytime

uint64_t count;

ESP_ERROR_CHECK (gptimer_get_raw_count (gptimer, &count));

fil 22 JELIPPE =

typedef struct {
uint64_t event_count;
} example_queue_element_t;

static bool example_timer_on_alarm_cb (gptimer_handle_t timer, const gptimer_alarm_
—event_data_t *edata, wvoid *user_ctx)

{

Qs
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BaseType_t high_task_awoken = pdFALSE;
QueueHandle_t queue = (QueueHandle_t)user_ctx;
// Retrieve the count value from event data
example_gqueue_element_t ele = {
.event_count = edata->count_value
bi
// Optional: send the event data to other task by 0S queue
// Don't introduce complex logics in callbacks
// Suggest dealing with event data in the main loop, instead of in this.
—callback
xQueueSendFromISR (queue, &ele, &high_task_awoken);
// return whether we need to yield at the end of ISR
return high_task_awoken == pdTRUE;

gptimer_alarm_config_t alarm_config = {
.reload_count = 0, // counter will reload with 0 on alarm event
.alarm_count = 1000000, // period = 1s @resolution 1MHz
.flags.auto_reload_on_alarm = true, // enable auto-reload

bi

ESP_ERROR_CHECK (gptimer_set_alarm_action (gptimer, &alarm_config));

gptimer_event_callbacks_t cbs = {
.on_alarm = example_timer_on_alarm_cb, // register user callback
bi
ESP_ERROR_CHECK (gptimer_register_event_callbacks (gptimer, &cbs, queue));
ESP_ERROR_CHECK (gptimer_enable (gptimer));
ESP_ERROR_CHECK (gptimer_start (gptimer));

fis e — e PEF A

typedef struct {
uint64_t event_count;
} example_queue_element_t;

static bool example_timer_on_alarm_cb (gptimer_handle_t timer, const gptimer_alarm_
—event_data_t *edata, wvoid *user_ctx)
{
BaseType_t high_task_awoken = pdFALSE;
QueueHandle_t queue = (QueueHandle_t)user_ctx;
// Stop timer the sooner the better
gptimer_stop (timer);
// Retrieve the count value from event data
example_qgqueue_element_t ele = {
.event_count = edata->count_value
bi
// Optional: send the event data to other task by O0S queue
xQueueSendFromISR (queue, &ele, &high_task_awoken);
// return whether we need to yield at the end of ISR

return high_task_awoken == pdTRUE;
3
gptimer_alarm_config_t alarm_config = {

.alarm_count = 1 * 1000 * 1000, // alarm target = 1s (@resolution IMHz
bi

ESP_ERROR_CHECK (gptimer_set_alarm_action (gptimer, &alarm_config));

gptimer_event_callbacks_t cbs = {

.on_alarm = example_timer_on_alarm_cb, // register user callback
bi
CFAED)
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(£ L£50)

ESP_ERROR_CHECK (gptimer_register_event_callbacks (gptimer, &cbs, queue));
ESP_ERROR_CHECK (gptimer_enable (gptimer));
ESP_ERROR_CHECK (gptimer_start (gptimer));

SR AT @AW gptimer_alarm event_data_t::alarm_value, B PAYE ISR F2)¥ 1]
H BN AR . AR AR AE [V PR ESGR (9] 5

typedef struct {
uint64_t event_count;
} example_queue_element_t;

static bool example_timer_on_alarm_cb (gptimer_handle_t timer, const gptimer_alarm_
—event_data_t *edata, wvoid *user_ctx)
{
BaseType_t high_task_awoken = pdFALSE;
QueueHandle_t queue = (QueueHandle_t)user_data;
// Retrieve the count value from event data
example_qgqueue_element_t ele = {
.event_count = edata->count_value
bi
// Optional: send the event data to other task by 0S queue
xQueueSendFromISR (queue, &ele, &high_task_awoken);
// reconfigure alarm value
gptimer_alarm_config_t alarm_config = {
.alarm_count = edata->alarm_value + 1000000, // alarm in next 1s
bi
gptimer_set_alarm_action(timer, &alarm_config);
// return whether we need to yield at the end of ISR

return high_task_awoken == pdTRUE;
}
gptimer_alarm_config_t alarm_config = {

.alarm_count = 1000000, // initial alarm target = 1s (@resolution IMHz
bi
ESP_ERROR_CHECK (gptimer_set_alarm_action (gptimer, &alarm_confiqg));
gptimer_event_callbacks_t cbs = {

.on_alarm = example_timer_on_alarm_cb, // register user callback

bi

ESP_ERROR_CHECK (gptimer_register_event_callbacks (gptimer, &cbs, queue));
ESP_ERROR_CHECK (gptimer_enable (gptimer));

ESP_ERROR_CHECK (gptimer_start (gptimer, &alarm_confiqg));

HLDRAT B A e 5 T ) SO X AR BRI 2] S AN B, O OIS I PR AR DK IR ARDIAE. 1
WIAEJE 1 DFS J5, APB IBPR SRR . QR AMENR (light sleep) #ELBITH, PLL #1 XTAL I h
HRRPORIN KA, AN 52 GPTimer BT I A HER o

UK 2 FE £ MR EL U 0 B A R e B, B R () B B R ke RS B & . BREh &
fEgptimer_enable () MM IEBIM 5] HITE, HfEgptimer_disable () MEH KA H
VRIS I HTHE, AIMARIE T#Egpt imer_enable () Mlgptimer_disable () Z[A], GPTimer [¥JH}4f
PR T RE 2 TARRIRES .

IRAM ‘e BRI TS, 24 cache [H'55 A Sk #EI: flash S5 50 PR T i 4 F, 0 S 0 T R 954 22
AR, R T I IC Y ST . I R o A S AR

i /1] Kconfig #615{ CONFIG_GPTIMER_ISR_IRAM_SAFE W SBLAN T M :
o BIfEEE cache thnl flTHE EAEIZ AT ik
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* 2 ISR {fi I i BT A s B IRAM?
o FFIREHRE XTSI DRAM (A 5P 5] PSRAM)

RF ALV ITFE cache 25 IRHZTT, (H3n IRAM fif f & .

1 53— Keonfig # 3 CONFIG_GPTIMER_CTRL_FUNC_IN_IRAM 7] ¥ J 1) 1O ¥ I Th RERCA IRAM,
DA 2L R AU cache 8 HILEESNAT . 5 HTAY 1O FhI ThAEANT -

* gptimer_start ()

s gptimer_stop()

* gptimer_get_raw_count ()

* gptimer_set_raw_count ()

s gptimer_set_alarm_action()

Zefiic e BRI APLERR SR LA, XM T AMAS[F] ) RTOS AL 55 i il iX £E R 4K,
M T MY R B2 /. AR X 28 s B g e o P b B Sz

* gptimer_start ()

s gptimer_stop ()

* gptimer_get_raw_count ()

* gptimer_set_raw_count ()

* gptimer_set_alarm_action()

Kconfig %

« CONFIG_GPTIMER_CTRL_FUNC_IN_IRAM 42 §3k B3 JH 2 2842 ) k&% (IRAM 5% flash) fil 7 5.
THREEZER, WESEEIRAM =4 .

 CONFIG_GPTIMER_ISR_IRAM_SAFE ¥4 2\ ISR FLEAE cache 2% I BB W DAIZ T. TIRAWE (S
B, WHSHEIRAM %4,

 CONFIG_GPTIMER_ENABLE_DEBUG_LOG Jfi-F =l H G #r o 2 53X — e 10 46 61 42—
il ST RN

NN
* 7~ {3 peripherals/timer_group/gptimer %1 H 138 F 78 Bf 25 A L7 FH 451

API %

Header File

» components/driver/include/driver/gptimer.h

Functions
esp_err_t gptimer_ new_timer (const gptimer_config_t *config, gptimer_handle_t *ret_timer)

Create a new General Purpose Timer, and return the handle.

$41:: The newly created timer is put in the “init” state.

ZH
* config —[in] GPTimer configuration
* ret_timer —[out] Returned timer handle

B

ESP_OK: Create GPTimer successfully
ESP_ERR_INVALID_ARG: Create GPTimer failed because of invalid argument

% gptimer_event_callbacks_t::on_alarm [l HURIX— R A R Bt 35 iicre IRAM w3 B AT HL
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* ESP_ERR_NO_MEM: Create GPTimer failed because out of memory
e ESP_ERR_NOT_FOUND: Create GPTimer failed because all hardware timers are used

up and no more free one
e ESP_FAIL: Create GPTimer failed because of other error

esp_err_t gptimer_del_timer (gptimer_handle_t timer)
Delete the GPTimer handle.

£511: A timer must be in the “init” state before it can be deleted.

%% timer —[in] Timer handle created by gpt imer_new_timer ()
P
* ESP_OK: Delete GPTimer successfully
e ESP_ERR_INVALID_ARG: Delete GPTimer failed because of invalid argument
e ESP_ERR_INVALID STATE: Delete GPTimer failed because the timer is not in init
state
e ESP_FAIL: Delete GPTimer failed because of other error

esp_err_t gptimer_set_raw_count (gptimer_handle_t timer, uint64_t value)

Set GPTimer raw count value.

£ 1::  When updating the raw count of an active timer, the timer will immediately start counting from the
new value.

#51: This function is allowed to run within ISR context

£41:: If CONFIG_GPTIMER_CTRIL_FUNC_IN_IRAMisenabled, this function will be placed in the IRAM
by linker, makes it possible to execute even when the Flash Cache is disabled.

BH

* timer —[in] Timer handle created by gpt imer_new_timer ()
¢ value —[in] Count value to be set

Bl
ESP_OK: Set GPTimer raw count value successfully
¢ ESP_ERR_INVALID_ARG: Set GPTimer raw count value failed because of invalid ar-
gument
 ESP_FAIL: Set GPTimer raw count value failed because of other error

esp_err_t gptimer_get_raw_count (gptimer_handle_t timer, uint64_t *value)

Get GPTimer raw count value.

£47F: With the raw count value and the resolution set in the gpt imer_config_t, you can convert the
count value into seconds.

£%1¥: This function is allowed to run within ISR context

£41:: If CONFIG_GPTIMER_CTRL_FUNC_IN_IRAMisenabled, this function will be placed in the IRAM
by linker, makes it possible to execute even when the Flash Cache is disabled.
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B

B

timer —[in] Timer handle created by gptimer_new_timer ()
value —[out] Returned GPTimer count value

ESP_OK: Get GPTimer raw count value successfully

ESP_ERR_INVALID ARG: Get GPTimer raw count value failed because of invalid ar-
gument

ESP_FAIL: Get GPTimer raw count value failed because of other error

esp_err_t gptimer_register_event_callbacks (gptimer_handle_t timer, const

gptimer_event_callbacks_t *cbs, void *user_data)

Set callbacks for GPTimer.

F41:: User registered callbacks are expected to be runnable within ISR context

1. The first call to this function needs to be before the call to gpt imer_enable

£51¥:  User can deregister a previously registered callback by calling this function and setting the callback
member in the cbs structure to NULL.

S

B

timer —[in] Timer handle created by gptimer_new_timer ()
cbs —[in] Group of callback functions
user_data —[in] User data, which will be passed to callback functions directly

ESP_OK: Set event callbacks successfully

ESP_ERR_INVALID_ARG: Set event callbacks failed because of invalid argument
ESP_ERR_INVALID_STATE: Set event callbacks failed because the timer is not in init
state

ESP_FAIL: Set event callbacks failed because of other error

esp_err_t gptimer_set_alarm_action (gptimer_handle_t timer, const gptimer_alarm_config_t *config)

Set alarm event actions for GPTimer.

£41:: This function is allowed to run within ISR context, so that user can set new alarm action immediately
in the ISR callback.

£41:: If CONFIG_GPTIMER_CTRI_FUNC_IN_TRAMisenabled, this function will be placed in the IRAM
by linker, makes it possible to execute even when the Flash Cache is disabled.

BH

B

timer —[in] Timer handle created by gpt imer_new_timer ()
config —[in] Alarm configuration, especially, set config to NULL means disabling the
alarm function

ESP_OK: Set alarm action for GPTimer successfully

ESP_ERR_INVALID_ ARG: Set alarm action for GPTimer failed because of invalid ar-
gument

ESP_FAIL: Set alarm action for GPTimer failed because of other error
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esp_err_t gptimer_enable (gptimer_handle_t timer)
Enable GPTimer.

£571: This function will transit the timer state from “init” to “enable” .

% 1 This function will enable the interrupt service, if it’ s lazy installed in
gptimer_register_event_callbacks.

5 7E: This function will acquire a PM lock, if a specific source clock (e.g. APB) is selected in the
gptimer config_t,while CONFIG_PM_ENABLE is enabled.

£#57: Enable a timer doesn’ t mean to start it. See also gptimer_start () for how to make the timer

start counting.

%4 timer —[in] Timer handle created by gpt imer_new_timer ()
&I
» ESP_OK: Enable GPTimer successfully
* ESP_ERR_INVALID_ARG: Enable GPTimer failed because of invalid argument
* ESP_ERR_INVALID_STATE: Enable GPTimer failed because the timer is already en-
abled
e ESP_FAIL: Enable GPTimer failed because of other error

esp_err_t gptimer_disable (gptimer_handle_t timer)
Disable GPTimer.

#51: This function will transit the timer state from “enable” to “init” .

$411: This function will disable the interrupt service if it” s installed.

£ 1#: This function will release the PM lock if it” s acquired in the gpt imer_enable.

£47:: Disable a timer doesn’ t mean to stop it. See also gpt imer_stop for how to make the timer stop
counting.

%%, timer —[in] Timer handle created by gpt imer_new_timer ()

R E
ESP_OK: Disable GPTimer successfully
* ESP_ERR_INVALID_ARG: Disable GPTimer failed because of invalid argument
ESP_ERR_INVALID_STATE: Disable GPTimer failed because the timer is not enabled
yet
* ESP_FAIL: Disable GPTimer failed because of other error

esp_err_t gptimer_start (gptimer_handle_t timer)
Start GPTimer (internal counter starts counting)
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113 k2

£57¥F: This function will transit the timer state from “enable” to “run

£#51¢: This function is allowed to run within ISR context

41 If CONFIG_GPTIMER_CTRIL_FUNC_IN_IRAMisenabled, this function will be placed in the IRAM
by linker, makes it possible to execute even when the Flash Cache is disabled.

%4 timer —[in] Timer handle created by gpt imer_new_timer ()

PEA ]

ESP_OK: Start GPTimer successfully

ESP_ERR_INVALID_ARG: Start GPTimer failed because of invalid argument

e ESP_ERR_INVALID_STATE: Start GPTimer failed because the timer is not enabled or
is already in running

e ESP_FAIL: Start GPTimer failed because of other error

esp_err_t gptimer_stop (gpfimer_handle_t timer)
Stop GPTimer (internal counter stops counting)

#51¢: This function will transit the timer state from “run” to “enable” .

£%1¥: This function is allowed to run within ISR context

41 If CONFIG_GPTIMER_CTRL_FUNC_IN_IRAMisenabled, this function will be placed in the IRAM
by linker, makes it possible to execute even when the Flash Cache is disabled.

%%, timer —[in] Timer handle created by gpt imer_new_timer ()
P
* ESP_OK: Stop GPTimer successfully
* ESP_ERR_INVALID_ARG: Stop GPTimer failed because of invalid argument
* ESP_ERR_INVALID_STATE: Stop GPTimer failed because the timer is not in running.
» ESP_FAIL: Stop GPTimer failed because of other error

Structures

struct gptimer_alarm_event_data_t

GPTimer alarm event data.
Public Members

uint64_t count_value

Current count value

uint64_t alarm_value

Current alarm value
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struct gptimer_event_callbacks_t

Group of supported GPTimer callbacks.

£ 1F: The callbacks are all running under ISR environment

£41:: When CONFIG_GPTIMER_ISR_IRAM_SAFE is enabled, the callback itself and functions called by
it should be placed in IRAM.

Public Members

gptimer_alarm_cb_t on_alarm

Timer alarm callback

struct gptimer_config_t

General Purpose Timer configuration.

Public Members

gptimer_clock_source_t clk_src

GPTimer clock source

gptimer_count_direction_t direction
Count direction
uint32_t resolution_hz
Counter resolution (working frequency) in Hz, hence, the step size of each count tick equals to (1 /

resolution_hz) seconds

uint32_t intr_shared

Set true, the timer interrupt number can be shared with other peripherals

struct gptimer_config_t::[anonymous] £lags

GPTimer config flags

struct gptimer_alarm_config_t

General Purpose Timer alarm configuration.

Public Members

uint64_t alarm_count

Alarm target count value

uint64_t reload_count

Alarm reload count value, effect only when auto_reload_on_alarmis set to true
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uint32_t auto_reload_on_alarm

Reload the count value by hardware, immediately at the alarm event

struct gptimer_alarm_config_t::[anonymous] £lags

Alarm config flags

Type Definitions
typedef struct gptimer_t *gptimer_handle_t
Type of General Purpose Timer handle.

typedef bool (*gptimer_alarm_cb_t)(gptimer_handle_t timer, const gptimer_alarm_event_data_t *edata,
void *user_ctx)

Timer alarm callback prototype.

Param timer [in] Timer handle created by gpt imer_new_timer ()

Param edata [in] Alarm event data, fed by driver

Param user_ctx [in] User data, passed from gpt imer_register_event_callbacks ()
Return Whether a high priority task has been waken up by this function

Header File

» components/hal/include/hal/timer_types.h

Type Definitions

typedef soc_periph_gptimer_clk_src_t gptimer_clock_source_t

GPTimer clock source.

#1#: User should select the clock source based on the power and resolution requirement

Enumerations

enum gptimer_count_direction_t

GPTimer count direction.

Values:

enumerator GPTIMER_COUNT_DOWN

Decrease count value

enumerator GPTIMER_COUNT_UP

Increase count value

2.6.6 1H GPIO
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_EAY ISR 7 fe VPR i% GPIO fHSp b AT #eAt:

#ik: L) GPIO HZU¢ CPU Spisr, it CPU WAL X R, 58 ZUEHAE pin-to-core {E:55 H 42 Al
£fF GPIO 4t B4, IS GPIOA JEHEF] T CPUO, & M#Y GPIO #5442 M CPUL KK,
2RICIELE ) GPIOA,

“G4é GPIO A FH BV H dedic_gpio_new_bundle () R BLHAEERIRF L HEEE R R H Pk
FEH) GPIO, GPIO {48 I BAF dedic_gpio_bundle_config_t ZhEfafk:
» gpio_array: 147 GPIO 45 1%4H.
e array_size: gpio_array ILENEL.
« flags: HT#EH GPIO #4347 AR
- in_en fil out_en T HFEEEI S AL HTIAE (XPATIRE T AR )
— in_invert fil out_invert FTiEFEE 4t GPIO 5.

PAT AU R T e 2225 A i Hh D RERY GPIO 48t :

// W E GPIO

const int bundleA_gpios[] = {0, 1};

gpio_config_t io_conf = {
.mode = GPIO_MODE_OUTPUT,

bi

for (int i = 0; i < sizeof (bundleA_gpios) / sizeof (bundleA_gpios[0]); i++) |
io_conf.pin_bit_mask = 1ULL << bundleA_gpios[i];
gpio_config(&io_conf);

i
// Al # bundleA, X % H
dedic_gpio_bundle_handle_t bundleA = NULL;
dedic_gpio_bundle_config_t bundleA_config = {
.gpio_array = bundleA_gpios,
.array_size sizeof (bundleA_gpios) / sizeof (bundleA_gpios[0]),
.flags = {
.out_en

1/
}I
bi
ESP_ERROR_CHECK (dedic_gpio_new_bundle (¢bundleA_config, &bundled));

nEEHIZ GPIO S48, Wi dedic_gpio_del_bundle().

$4i¥: dedic_gpio_new_bundle () NMIEAE{] GPIO pad fit'E (B0 _Ehr/ FHr. BXBHEE S, %/
AffiGE) . I, %% H GPIO #Rgp .z /i, fwhzifii il GPIO I8 /¥ API (Wlgpio_config())
HhECE GPIO., £ XT GPIO IRahiIf5 B, &% GPIO API %%,
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GPIO {Hg8 i ft:
BRIE BRI &Y
AR B 2 F8 E GPIO il 45600 %y dedic_gpio_bundle_write ()
BRI GPIO fi# 4069,55 by 0 R T-E dedic_gpio_bundle_read out ()
152H GPIO IR 466 vp &y AP FE S E{E dedic_gpio_bundle_read in()

i T RO B TF B RN IR R B LB, A s BT RE TG TR IRAS R R Y GPIO BlA% .
FH AT DAL i %8 B L 4 K AL AR AE GPIO SEWV/DIFRY, (BN Bira A fiees.,

2 G RIS GPIO

e T AP AT DATE I g BT A AL B ) CPU fIR2 APT K484 GPIO. 3 WLAPBRR -
1. 2FEe—A> GPIO ¥4it): dedic_gpio_new_bundle ()
2. BAZE S RS dedic_gpio_get_out_mask () fi/Bidedic_gpio_get_in_mask ()
3. i CPU LL apis (4l cpu_ll_write_dedic_gpio_mask) B8 FiZ 5 9% 5L 9 1015
4. Ytk 10 MR R M L G BEAER” 154
e %¥ GPIO {i/: csrrsi rd, csr, imm[4:0]
e &R GPIO fii: csrrci rd, csr, imm[4:0]
o VR HBEET R ALAIEY 4 4> GPIO j#iE

H XS L ] GPIO 484 W A4S B, 5% ESP32-C2 ¥ R %% F# > ESP-RISC-V CPU [PDF].
— 8L Y CPU $52-WALSHE hal/dedic_gpio_cpu_ILh v, YENHHBINER AL

ik W B E AR SAEAR HAR LT REA AR R, FE R RR 7 4 5 T 4 AURS 7 RE LA X
PATEA RIS i 3R Z TR A4

API 5%

Header File

» components/driver/include/driver/dedic_gpio.h

Functions
esp_err_t dedic_gpio_get_out_mask (dedic_gpio_bundle_handle_t bundle, uint32_t *mask)

Get allocated channel mask.

£41:: Each bundle should have at least one mask (in or/and out), based on bundle configuration.

$411: With the returned mask, user can directly invoke LL function like “dedic_gpio_cpu_ll_write_mask”
or write assembly code with dedicated GPIO instructions, to get better performance on GPIO manipulation.

SH
* bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”
* mask —[out] Returned mask value for on specific direction (in or out)

R m

ESP_OK: Get channel mask successfully
* ESP_ERR_INVALID_ARG: Get channel mask failed because of invalid argument
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¢ ESP_FAIL: Get channel mask failed because of other error

esp_err_t dedic_gpio_get_in_mask (dedic_gpio_bundle_handle_t bundle, uint32_t *mask)

esp_err_t dedic_gpio_new_bundle (const dedic_gpio_bundle_config_t *config, dedic_gpio_bundle_handle_t
*ret_bundle)

Create GPIO bundle and return the handle.

£ 7E: One has to enable at least input or output mode in “config” parameter.

ZH
* config —[in] Configuration of GPIO bundle
* ret_bundle —[out] Returned handle of the new created GPIO bundle
PEA ]
* ESP_OK: Create GPIO bundle successfully
* ESP_ERR_INVALID_ARG: Create GPIO bundle failed because of invalid argument
* ESP_ERR_NO_MEM: Create GPIO bundle failed because of no capable memory
* ESP_ERR_NOT_FOUND: Create GPIO bundle failed because of no enough continuous
dedicated channels
e ESP_FAIL: Create GPIO bundle failed because of other error

esp_err_t dedic_gpio_del_bundle (dedic_gpio_bundle_handle_t bundle)
Destory GPIO bundle.

%% bundle —[in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
izl
* ESP_OK: Destory GPIO bundle successfully
* ESP_ERR_INVALID_ARG: Destory GPIO bundle failed because of invalid argument
* ESP_FAIL: Destory GPIO bundle failed because of other error

void dedic_gpio_bundle_write (dedic_gpio_bundle_handle_t bundle, uint32_t mask, uint32_t value)
Write value to GPIO bundle.

$41:: The mask is seen from the view of GPIO bundle. For example, bundleA contains [GPIO10, GPIO12,
GPIO17], to set GPIO17 individually, the mask should be 0x04.

£41:: For performance reasons, this function doesn’ t check the validity of any parameters, and is placed in
IRAM.

S8
* bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”
* mask —[in] Mask of the GPIOs to be written in the given bundle
* value —[in] Value to write to given GPIO bundle, low bit represents low member in the
bundle

uint32_t dedic_gpio_bundle_read_out (dedic_gpio_bundle_handle_t bundle)
Read the value that output from the given GPIO bundle.

#41:: For performance reasons, this function doesn’ t check the validity of any parameters, and is placed in
IRAM.

%% bundle —[in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
1& 0] Value that output from the GPIO bundle, low bit represents low member in the bundle
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uint32_t dedic_gpio_bundle_read_in (dedic_gpio_bundle_handle_t bundle)
Read the value that input to the given GPIO bundle.

$41:: For performance reasons, this function doesn’ t check the validity of any parameters, and is placed in
IRAM.

%% bundle —[in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
&M Value that input to the GPIO bundle, low bit represents low member in the bundle

Structures

struct dedic_gpio_bundle_config_ t
Type of Dedicated GPIO bundle configuration.

Public Members

const int *gpio_array

Array of GPIO numbers, gpio_array[0] ~ gpio_array[size-1] <=> low_dedic_channel_num -~
high_dedic_channel_num

size_t array_size

Number of GPIOs in gpio_array

unsigned int in_en

Enable input

unsigned int in_invert

Invert input signal

unsigned int out_en

Enable output

unsigned int out_invert

Invert output signal

struct dedic_gpio_bundle_config_t::[anonymous] £lags
Flags to control specific behaviour of GPIO bundle

Type Definitions

typedef struct dedic_gpio_bundle_t *dedic_gpio_bundle_handle_t
Type of Dedicated GPIO bundle.

2.6.7 12C WahfiF
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12C J& Bl 47 Al A2 BTl A5 P, 2k b m AR IR B 2 A BRI, 12C 5 2 iy 5 A7 idle 2k
(SDA) FIH AT AL (SCL) LA il ﬁiﬂﬁ%ﬁfﬁﬁﬁﬁihﬂiﬁﬂ
12C HA fa] 5 EL A i AR SE 0, 22 TG A A O A Bl A (—3ERPAIN)

ESP32-C2 45 1 > 12C il as (WA A1), A PiAE 12C Sk Frgiifs. Bl oS mT AR
AL ML,

R e

12C KB A I 12C Bk B il (e, XKah ey B AT 2k
o AETHURET B35 7y
o BHOFE AT, Rah EVEEUE A

IR Sl R

PATR B34 T 8558 1 12C SRR e e B AR A 3R

L. aﬁagwﬁﬁ-mﬁmﬁﬂc@ﬁz (A EHUBEA MU, SDA FiI SCL i) GPIO A5, Wik
i

2. SRR FL G- PG A 12C SR g rRE, gl EHLE A AL

PR LS MR B IR, &G e
a) MR Tilfs - L (FHER)

b Ak 22 - P 12C kR 4%

AP A EEE - HEBAL RCHEGESE (. (F%)

$EIR AP - QUAATH AT AL PR OK sh R I B AT A A iR

W%%ﬁﬁﬁwﬁﬁ%ﬁﬁﬁﬁmuc%@ﬁ?%ﬁm%%%

P’

Nk

FlE s fey By RCIEFESE S 2 BRI, XTERE12c_config t PRI SE:

o W 12C LRI - M i2c_mode_t Pk MU s MR
. &E WAEE R
2 SDA HI SCL 1§58 {1} GPIO % i
- &7 5 H ESP32-C2 fyNHB_E i FEFH
o ([XBRFEMA) BEE 12C mHphd

WRIG, WGt g e 12C s O AL S, 5 80 i 0 5 MiZ2c_config t VB o E0M M 2 80K
Hi2c_param_config() LZ[%ZD

FLERG) (L)

int i2c_master_port

= 0;
i2c_config_t conf = {

.mode = I2C_MODE_MASTER,

.sda_io_num = I2C_MASTER_SDA_IO, // select GPIO specific to your.
—project

.sda_pullup_en = GPIO_PULLUP_ENABLE,

.scl_io_num = I2C_MASTER_SCL_IO, // select GPIO specific to your.
—project

.scl_pullup_en = GPIO_PULLUP_ENABLE,

.master.clk_speed = I2C_MASTER_FREQ_HZ, // select frequency specific to your.
—project

// .clk_flags = 0, /*!< Optional, you can use I2C_SCLK_SRC_FLAG_ *.
—~flags to choose i2c source clock here. */

bi
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TERBTBL, i2c_param config () iAFHAt 12C BE SRR EH 12C B4 WMBUITE g S ERIAE
A RBNMERBUEOAERTENER, E25A P A2 R E,

L UV e R LV 03 TV B i = 7 N £ O O e 17 R TR v v 2 e N LN [ B S
FFOREHEYE (Wi2c_config t::clk_flags FHIEENR).
Yi2c_config t::clk_flags O WF, W45 AL #5855 OOR 96 Br 5 4R E AT e 8. AR A2

WA APB Z S RRIR DI R, W] DAKE B Bh A0 T 8 C BN OURR 9 BT 7R R SR BR R I AP, Ak, i
$i2c _config t::clk_flags WEH 0. £ XM, ES L FE.

Frik:s WORBEORGE R A SRATIRE, WRERHAR AR T, B, WREIIRE R B EATL (clk_flags)
FERS B ThBEH 4 0.

Xti2c_config t::clk_flags HIFEREINT :

1. I2C_SCLK_SRC_FLAG_AWARE_DFS: 4 APB HIBhoiASH, BJ4p iy s R &l As
2. I2C_SCLK_SRC_FLAG_LIGHT SLEEP: WiHRZPEHEIRAIR, APB BJ4h NI T,
3. ESP32-C2 nJ e L RpR-2bhns, A Al b S RS2

ik FEFHUBNT, SCL AP BB A T ER P2 SCL BRI,

#ik: SCL WP gl BRI AL FRA (BOSMLEA) —Pm. Fit, HSEE ok
A G LA I 2 PRAIE SCL i 2 R Y . A8 12C sy BRI AL BN 1K BROBE) 10K BRAH,
{EL IR T AR AN [7] A A3 5 B A i) ) _E iz P

HERYL, P pbs, FEm ERRBEUN (FR2AREUNT TK W) o 532 PR i A P 22 06
MU, X RIER BTN AT SR ARG . i A e _ERIFHAE TSR 2K RS SK R, {Ho2 )
JA] B LT ARG AT S B g DA — LR B

RYEWAF Y FLEL RCIKFET G, AN FSEAM M i2c_driver_install () ‘GZHIKENHE
J7:

e W15, MiZ2c_port_t Hi_ik—
o EHLEMBEA, Mi2c_mode_t Hiik#k

o TR (#523% esp_hw_support/include/esp_intr_alloc.h #1 ESP_INTR_FLAG_* {f)

BHLBEA Pl e 12C BKEhRERr i, ESP32-C2 Bl 5 At 12C i fi -

ESP32-C2 i) 12C &l e EHUB T 7575 12C ML #and (5, I A af ay b ML L, Angkf 7
RIFRER RS AL

FARACE R AE, SRR A2 BT RS, AR R mS, RiGfkids
12C il g T

EOVGAE R G R 12C FHUE E a8, A MALAE n A5,
THENEATR “ EAE AR B a5 LN N AR -
1. [fifli2c_cmd_link_create () B@—ard8EE.
RIG, BRI AL A DAL B 7o iy -85
a) JJBEI - i2¢c_master_start ()
b) MHLHLAE - 12c_master write_byte (). {RALPAZATHINEAE R E R EUR S

o) B - — N FENEIEIENi2c_master_write () 5SS,
d) kfY - i2c_master_stop ()
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| Data ntimes Il]

‘ Mastar Il} @ﬂ‘ Slave Address ‘ | Data | \_Sgﬂ
Slave I; ACK ACK

Cormmands

crnd=i2c_cmd_link_create()

i2c_rnaster_start{cmd)

i2c_rnaster_write_byte{cmd, Address, ACK)

i2c_master_write[Data, n, ACK)

i2c_master_stop(cmd)

izc_master_cmd_begin{l2c_port, cmd, wait)

____________T___J7

i2zc_crmd_link_deletejcrd)

K] 2: 12C command link - master write example

HEi2c_master write_byte () fli2c_master_write () HREBIMAELES, HE
FHUR T AN A ToHZ 3] ACK {7,
2. MM i2c_master_cmd_begin () Ffilik 12C FEHlgPATR 2R, — HIFGIUT, BARE
FHE T A S HEE
3. fndkiklG, MM i2c_cmd_link_delete () B 2 HEHALT A BEIE .

OIS R AR B s A 12C AU G BERE, ATE ML n ST

Data (n-1) tirmes l%
| Master I; START | Slave Address | ACK STOP
Slave % | Data | | Data |

Commands I;

crd=i2c_cmd_link_create() |

i2c_master_start{crd)

i2c_master_write_byte{cmd, Address, ACK)

i2c_master_read(Data, n-1, ACK)

i2c_raster_read(Data, 1, MAK)

izc_master_cmd_begin{l2c_port, crnd, wait)

|
J
|
J
i2c_rnaster_stop{cmd) I

i2c_cmd_link_delete{cmd)

&l 3: 12C command link - master read example

O BB, fE R 4, AR M i2c_master_write..., I &
Hi2c_master_read _byte() Fl/E{i2c _master read() B A E, FE, LS |
e B 5 — IR, PATE MR ACK i,

TR AR KIEMYBBIEE (52% LR 3 28), FHRT A AL .
EHLIEFRRAT R RAFRETE ML IE B AR B

R, T RS AL, FE WK R R 2 5548 Y & i dik (ESP_SLAVE_ADDR << 1) |
I2C_MASTER_WRITE, I Fff/s:
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i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_WRITE, ACK_EN);

[ BE, HE 78 B BB 1 i - BE B AN iR -

i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_READ, ACK_EN);

FPIRTARRE IR, BRATOL T 2k A BT

e UL AR KB ridie E IR sh42 5, MEli2c_param_config () FERIIRAL 12C i A 5K
FFREFRER, WA 2C iBESHEE N 12C BT IURTE R E R BRIAME . HM—2 LS 5E
TE 12C &l #4500 ZF A7 T i SC L

W R PR AR L R, TTDUB A I e SR o P . i, BHREETE APB
B eh B o L. APB SRR AEI2C_APB_CLK_FREQ I8

2% 20 HAth mI il B4 12C A5 S5

SCL Jiki J&1 3 ) v FE PRI - i2c_set_period()

e a5 Wi ) SCL Al SDA {5 5 1 )7 i2c_set_start_timing()
TEr=E kA5 = a5 H %) SCL A1 SDA {55 i ¥ i2c_set_stop_timing()
MMBLRFEPA I ERLYIET, SCL Fl SDA {55 Z [} 7 X & i2c_set_data_timing ()
12C &t i2c_set_timeout ()
56 A 36182 W i = A AL (LSB) S i IR 2L i (MSB) , W] | i2c_set_data_mode ()
IEiZ2c_trans_mode_t 5E LR Pk

IR R A _ger_ X IORK A U B BCEAY(E . B, P i2c_get_timeout () HAi# 12C
I E.

TR AAEIRBI AR P L B A P BB S HCOAE, 5% 3T driver/i2e.c H A A R4 _DEFAULT 1Y
7E S

Wit KK i2c_set_pin () AIPAS SDA Hl SCL {5 S FEA [ A4 T e EHicE . WREBRCE &
BARIME, WM R i2c_param_config ().

51k ESP32-C2 g NEB LA BHIE R LT, RIE R ZEUE T, B4 B A L DARAE 12C _Eir
FLPH . B BOR P FEAEAE 12C SR PMHE R ETE R N r R . TR B A5, v&% T1
I3 P

AP R 2R 12C SRS 1 eR B SN 58 U 23R 0] ESP_OK |, i E SR WIS 23k [ 4 7 Y 8 15X
f o SRS AR ] (O (EH DEAT 5 DAL B2 — Al I 15, OKEhAR Pt 3 TED H AT, P e S iR i,
Bl A ARCE R IEMME. A XTRAER, S5 3 driver/i2e.c 3 HJEZ _ERR_STR #EHE L.

i % o O A AR M5 R B G, i SR AR BILCRE B0 & 3% el R URE S OR K e ], S il &
I2C_TIME_OUT_INT Pl #4115 EIESH b iz,

WIS B R UL AT DA AR B % i R B 0K 47 K iz reset tx fifo()
MliZ2c_reset_rx_fifo () B WNIPEEAZIFX.

TR AR Mffifi2c_driver_install () #3 12C {5, —BAEAHERE 2CEfEFER, 1T
PAE W i2c_driver_delete () RABBRUKBIFE R DAREI S EL AT T4

T ei%i2c_driver_delete () JEikPRUEAREZEAE, AR M 1% R BORS B DK S A% e 1 55 A0 B R I
AR LA O 1L IR B
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W2 7 Bl

I2C FHFIMALARBI: peripherals/i2c.

API %

Header File

» components/driver/include/driver/i2c.h

Functions

esp_err_t i2c_driver_install (i2c_port_ti2c_num, i2c_mode_t mode, size_t slv_rx_buf_len, size_t

slv_tx_buf_len, int intr_alloc_flags)

Install an I2C driver.

$41:: Not all Espressif chips can support slave mode (e.g. ESP32C2)

£41:: In master mode, if the cache is likely to be disabled(such as write flash) and the slave is time-sensitive,
ESP_INTR_FLAG_TIRAMissuggested to be used. In this case, please use the memory allocated from internal
RAM in i2c¢ read and write function, because we can not access the psram(if psram is enabled) in interrupt
handle function when cache is disabled.

S

B m

i2¢c_num -12C port number

mode —12C mode (either master or slave).

slv_rx_buf_len —Receiving buffer size. Only slave mode will use this value, it is
ignored in master mode.

slv_tx_buf_len —Sending buffer size. Only slave mode will use this value, it is ig-
nored in master mode.

intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

ESP_OK Success
ESP_ERR_INVALID_ARG Parameter error
ESP_FAIL Driver installation error

esp_err_t i2c_driver_delete (i2¢c_port_t i2c_num)
Delete 12C driver.

$&7E: This function does not guarantee thread safety. Please make sure that no thread will continuously hold
semaphores before calling the delete function.

%% i2c_num -12C port to delete

B

ESP_OK Success
ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_param_config (i2c_port_t i2c_num, const i2c_config_t *i2c_conf)

Configure an I12C bus with the given configuration.

S

i2c¢c_num -I2C port to configure
i2c_conf —Pointer to the I2C configuration
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R
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_reset_tx_fifo (i2c_port_ti2c_num)
reset I12C tx hardware fifo

%% i2c_num -12C port number
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_reset_rx_fifo (i2c_port_ti2c_num)
reset I12C rx fifo

%% i2c_num -12C port number
B
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_pin (i2c_port_t i2c_num, int sda_io_num, int scl_io_num, bool sda_pullup_en, bool
scl_pullup_en, i2¢c_mode_t mode)

Configure GPIO pins for I2C SCK and SDA signals.
¥

* i2c_num -12C port number
* sda_io_num ~GPIO number for I2C SDA signal
* scl_io_num —GPIO number for I2C SCL signal
* sda_pullup_en —Enable the internal pullup for SDA pin
* scl_pullup_en —Enable the internal pullup for SCL pin
* mode 12C mode
Bl
* ESP_OK Success
* ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_master_write_to_device (i2c_port_t i2c_num, uint8_t device_address, const uint8_t
*write_buffer, size_t write_size, TickType_t ticks_to_wait)

Perform a write to a device connected to a particular I2C port. This function is a wrapper to
i2c_master_start (), i2c_master_write (), i2c_master_read (), etc--It shall only be
called in I2C master mode.

SH
e i2c_num —12C port number to perform the transfer on
* device_address —I12C device’ s 7-bit address
* write_buffer —Bytes to send on the bus
* write_size —Size, in bytes, of the write buffer
* ticks_to_wait —Maximum ticks to wait before issuing a timeout.
B
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.
e ESP_ERR_INVALID STATE I2C driver not installed or not in master mode.
* ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

esp_err_t i2c_master_read_from_device (i2c_port_t i2c_num, uint8_t device_address, uint8_t
*read_buffer, size_t read_size, TickType_t ticks_to_wait)

Perform a read to a device connected to a particular I2C port.  This function is a wrapper to
i2c_master_start (), i2c_master_write (), i2c_master_read(), etc---It shall only be
called in I2C master mode.

B8
e i2c_num -12C port number to perform the transfer on
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B

device_address —12C device’ s 7-bit address

read_buffer —Buffer to store the bytes received on the bus
read_size -Size, in bytes, of the read buffer

ticks_to_wait —-Maximum ticks to wait before issuing a timeout.

ESP_OK Success

ESP_ERR_INVALID_ARG Parameter error

ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.
ESP_ERR_INVALID_STATE I2C driver not installed or not in master mode.
ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

esp_err_t i2c_master_write_read_device (i2c_port_t i2c_num, uint8_t device_address, const uint8_t

*write_buffer, size_t write_size, uint8_t *read_buffer, size_t
read_size, TickType_t ticks_to_wait)

Perform a write followed by a read to a device on the I2C bus. A repeated start signal is used between the
write and read, thus, the bus is not released until the two transactions are finished. This function is a
wrapper to 12c_master_start (), i2c_master_write (), 12c_master_read (), etc---It shall
only be called in I2C master mode.

SH

B

i2c_num —12C port number to perform the transfer on
device_address —12C device’ s 7-bit address
write_buffer —Bytes to send on the bus

write_size —Size, in bytes, of the write buffer

read_buffer —Buffer to store the bytes received on the bus
read_size Size, in bytes, of the read buffer

ticks_to_wait —Maximum ticks to wait before issuing a timeout.

ESP_OK Success

ESP_ERR_INVALID_ARG Parameter error

ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.
ESP_ERR_INVALID_STATE I2C driver not installed or not in master mode.
ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

i2c_cmd_handle_t i2c_cmd_link_create_static (uint8_t *buffer, uint32_t size)

Create and initialize an I2C commands list with a given buffer. All the allocations for data or signals (START,
STOP, ACK, ---) will be performed within this buffer. This buffer must be valid during the whole transaction.
After finishing the 12C transactions, it is required to call 12c_cmd_link_delete_static ().

2472 Tt is highly advised to not allocate this buffer on the stack. The size of the data used underneath may
increase in the future, resulting in a possible stack overflow as the macro T2C_LINK_RECOMMENDED_SIZE
would also return a bigger value. A better option is to use a buffer allocated statically or dynamically (with

malloc).

S

¢ buffer —Buffer to use for commands allocations
* size —Size in bytes of the buffer

&1l Handle to the I12C command link or NULL if the buffer provided is too small, please use

I2C_LINK_RECOMMENDED_SIZE macro to get the recommended size for the buffer.

i2c_cmd_handle_t 12c_cmd_link_create (void)

Create and initialize an I2C commands list with a given buffer. After finishing the I2C transactions, it is
required to call 12c_cmd_link_delete () to release and return the resources. The required bytes will
be dynamically allocated.

j& 1] Handle to the 12C command link or NULL in case of insufficient dynamic memory.
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void i2c_cmd_link_delete_static (i2c_cmd_handle_t cmd_handle)

Free the I2C commands list allocated statically with i2c_cmd_link_create_static.

%% cmd_handle -12C commands list allocated statically. This handle should be created thanks
to i2c_cmd_link_create_static () function

void i2c_cmd_1link_delete (i2c_cmd_handle_t cmd_handle)

Free the I2C commands list.

%% cmd_handle -12C commands list. This handle should be created thanks to
i2c_cmd_link_create () function

esp_err_t i2c_master_start (i2c_cmd_handle_t cmd_handle)

Queue a “START signal” to the given commands list. This function shall only be called in I2C master mode.
Call i2c_master_cmd_begin () to send all the queued commands.

%% cmd_handle -12C commands list
PEA ]
¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
« ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_write_byte (i2c_cmd_handle_t cmd_handle, uint8_t data, bool ack_en)

Queue a “write byte” command to the commands list. A single byte will be sent on the I12C port. This function
shall only be called in I2C master mode. Call 12¢c_master_cmd_begin () tosend all queued commands.

ZH
e cmd_handle —12C commands list
* data —Byte to send on the port
* ack_en —Enable ACK signal
B
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
« ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_write (i2c_cmd_handle_t cmd_handle, const uint8_t *data, size_t data_len, bool
ack _en)

Queue a “write (multiple) bytes” command to the commands list. This function shall only be called in 12C
master mode. Call i2c_master_cmd_begin () to send all queued commands.

B8
e cmd_handle —12C commands list
* data —Bytes to send. This buffer shall remain valid until the transaction is finished. If the
PSRAM is enabled and intr_flagissetto ESP_INTR_FLAG_IRAM, data should
be allocated from internal RAM.
* data_len Length, in bytes, of the data buffer
* ack_en —Enable ACK signal
Bl
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
» ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_read_byte (i2¢_cmd_handle_t cmd_handle, uint8_t *data, i2c_ack_type_t ack)

Queue a “read byte” command to the commands list. A single byte will be read on the I2C bus. This function
shall only be called in I2C master mode. Call 12c_master_cmd_begin () tosend all queued commands.

S8
* cmd_handle —12C commands list
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* data —Pointer where the received byte will the stored. This buffer shall remain valid
until the transaction is finished.
* ack ~ACK signal
B
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
e ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_read (i2c_cmd_handle_t cmd_handle, uint8_t *data, size_t data_len, i2c_ack_type_t
ack)

Queue a “read (multiple) bytes” command to the commands list. Multiple bytes will be read on the 12C
bus. This function shall only be called in I2C master mode. Call 12c_master_cmd_begin () to send all
queued commands.

SH
* cmd_handle —12C commands list
* data —Pointer where the received bytes will the stored. This buffer shall remain valid
until the transaction is finished.
* data_1len Size, in bytes, of the data buffer
* ack -ACK signal
B
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
 ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
» ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_stop (i2c_cmd_handle_t cmd_handle)

Queue a “STOP signal” to the given commands list. This function shall only be called in I2C master mode.
Call i2c_master_cmd_begin () to send all the queued commands.

%4 cmd_handle —12C commands list
PEA ]
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
e ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_cmd_begin (i2¢_port_t i2c_num, i2c_cmd_handle_t cmd_handle, TickType_t
ticks_to_wait)

Send all the queued commands on the I2C bus, in master mode. The task will be blocked until all the commands
have been sent out. The I2C port is protected by mutex, so this function is thread-safe. This function shall only
be called in I2C master mode.

SH
* i2c_num -12C port number
* cmd_handle - 12C commands list
* ticks_to_wait —Maximum ticks to wait before issuing a timeout.
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
* ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.
e ESP_ERR_INVALID_STATE I2C driver not installed or not in master mode.
* ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

esp_err_t i2c_set_period (i2c_port_t i2c_num, int high_period, int low_period)
Set 12C master clock period.
S

* i2c_num -12C port number
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* high_period —Clock cycle number during SCL is high level, high_period is a 14 bit
value
* low_period —Clock cycle number during SCL is low level, low_period is a 14 bit value
B
* ESP_OK Success
» ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_get_period (i2c_port_t i2c_num, int *high_period, int *low_period)
Get I12C master clock period.

BH
* i2c_num -12C port number
* high_period —pointer to get clock cycle number during SCL is high level, will get a
14 bit value
* low_period —pointer to get clock cycle number during SCL is low level, will get a 14
bit value
B
* ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error

esp_err_ti2c_filter_enable (i2¢_port_t i2c_num, uint8_t cyc_num)
Enable hardware filter on I2C bus Sometimes the I2C bus is disturbed by high frequency noise(about 20ns),
or the rising edge of the SCL clock is very slow, these may cause the master state machine to break. Enable
hardware filter can filter out high frequency interference and make the master more stable.

£571: Enable filter will slow down the SCL clock.

BH
* i2c_num -12C port number to filter
* cyc_num —the APB cycles need to be filtered (O<= cyc_num <=7). When the period of
a pulse is less than cyc_num * APB_cycle, the I2C controller will ignore this pulse.

R

ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_ti2c_filter_disable (i2c_port_ti2c_num)
Disable filter on 12C bus.

%% i2c_num -12C port number
izl
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_start_timing (i2c_port_t i2c_num, int setup_time, int hold_time)

set I2C master start signal timing

S8
* i2c_num -12C port number
* setup_time —clock number between the falling-edge of SDA and rising-edge of SCL
for start mark, it” s a 10-bit value.
* hold_time —clock num between the falling-edge of SDA and falling-edge of SCL for
start mark, it’ s a 10-bit value.
Bl
* ESP_OK Success
* ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_get_start_timing (i2c_port_t i2c_num, int *setup_time, int *hold_time)

get I2C master start signal timing

¥
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* i2c_num -12C port number
* setup_time —pointer to get setup time
* hold_time —pointer to get hold time
B
* ESP_OK Success
* ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_stop_timing (i2c_port_t i2c_num, int setup_time, int hold_time)

set I2C master stop signal timing

* i2¢_num —12C port number
* setup_time —clock num between the rising-edge of SCL and the rising-edge of SDA,
it’ s a 10-bit value.
* hold_time —clock number after the STOP bit’ s rising-edge, it’ s a 14-bit value.
R
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_get_stop_timing (i2c_port_t i2c_num, int *setup_time, int *hold_time)

get I2C master stop signal timing

S8
* i2c_num -12C port number
* setup_time —pointer to get setup time.
* hold_time —pointer to get hold time.
B
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_set_data_timing (i2c_port_t i2c_num, int sample_time, int hold_time)

set I2C data signal timing

* i2c_num -12C port number

* sample_time —clock number I2C used to sample data on SDA after the rising-edge of
SCL, it’ s a 10-bit value

* hold_time —clock number I2C used to hold the data after the falling-edge of SCL, it’
s a 10-bit value

B
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_get_data_timing (i2c_port_t i2c_num, int *sample_time, int *hold_time)
get 12C data signal timing
S8
* i2c_num -12C port number
* sample_time —pointer to get sample time
* hold_time —pointer to get hold time

B M

ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_timeout (i2c_port_t i2c_num, int timeout)
set I2C timeout value
S8

* i2c_num -12C port number
* timeout -timeout value for I2C bus (unit: APB 80Mhz clock cycle)

Bzl
e ESP_OK Success
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e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_get_timeout (i2c_port_t i2c_num, int *timeout)

get I2C timeout value

BH
* i2c_num -12C port number
* timeout —pointer to get timeout value
B m
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_data_mode (i2c_port_t i2¢c_num, i2¢_trans_mode_t tx_trans_mode, i2c_trans_mode_t
rx_trans_mode)

set I2C data transfer mode

B8
* i2c_num —12C port number
* tx_trans_mode -12C sending data mode
* rx_trans_mode -12C receving data mode

B

ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t i2c_get_data_mode (i2¢_port_t i2c_num, i2¢_trans_mode_t *tx_trans_mode, i2c_trans_mode_t
*rx_trans_mode)
get I2C data transfer mode
S
* i2c_num -12C port number

* tx_trans_mode —pointer to get [2C sending data mode

* rx_trans_mode —pointer to get I2C receiving data mode
Bl

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

Structures

struct i2c_config_t

12C initialization parameters.

Public Members

i2c_mode_t mode
12C mode

int sda_io_num
GPIO number for I12C sda signal

int scl_io_num
GPIO number for I12C scl signal

bool sda_pullup_en
Internal GPIO pull mode for I12C sda signal
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bool sel_pullup_en
Internal GPIO pull mode for 12C scl signal

uint32_t clk_speed

12C clock frequency for master mode, (no higher than 1MHz for now)

struct i2c_config_t::[anonymous]::[anonymous] master

12C master config

uint32_t clk_f£flags
Bitwise of I2C_SCLK_SRC_FLAG_**FOR_DFS** for clk source choice

Macros
I2C_APB_CLK_FREQ

12C source clock is APB clock, 80MHz
I2C_NUM_MAX

12C port max

I2C_NUM_0
12C port 0

I2C_SCLK_SRC_FLAG_FOR_NOMAL

Any one clock source that is available for the specified frequency may be choosen

I2C_SCLK_SRC_FLAG_AWARE_DFS
For REF tick clock, it won’ t change with APB.

I2C_SCLK_SRC_FLAG_LIGHT_SLEEP
For light sleep mode.

I2C_INTERNAL_STRUCT_SIZE
Minimum size, in bytes, of the internal private structure used to describe I2C commands link.

I2C_LINK_RECOMMENDED_SIZE (TRANSACTIONS)

The following macro is used to determine the recommended size of the buffer to pass to
i2c_cmd_link_create_static() function. It requires one parameter, TRANSACTIONS, de-
scribing the number of transactions intended to be performed on the I2C port. For example, if one wants
to perform a read on an I2C device register, TRANSACTIONS must be at least 2, because the commands
required are the following:

 write device register
* read register content

Signals such as “(repeated) start” , “stop” , “nack” , “ack” shall not be counted.

Type Definitions

typedef void *i2c_cmd_handle_t

I12C command handle
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Header File

» components/hal/include/hal/i2¢c_types.h

Type Definitions

typedef int i2c_port_t
12C port number, can be [2C_NUM_0 ~ I2C_NUM_MAX-1).

typedef soc_periph_i2c_clk_src_t i2c_clock_source_t

12C group clock source.

Enumerations

enum i2c_mode_t

Values:

enumerator I2C_MODE_MASTER

12C master mode

enumerator I2C_MODE_MAX

enum i2c_rw_t

Values:

enumerator I2C_MASTER_WRITE
12C write data

enumerator I2C_MASTER_READ
12C read data

enum i2c_trans_mode_t

Values:

enumerator I2C_DATA_ MODE_MSB_FIRST
12C data msb first

enumerator I2C_DATA_ MODE_LSB_FIRST
12C data Isb first

enumerator I2C_DATA_MODE_MAX

enum i2c_addr_mode_t

Values:

enumerator I2C_ADDR_BIT_7
12C 7bit address for slave mode

enumerator I2C_ADDR_BIT_10
12C 10bit address for slave mode
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enumerator I2C_ADDR_BIT_MAX

enum i2c_ack_type_t

Values:

enumerator I2C_MASTER_ACK
12C ack for each byte read

enumerator I2C_MASTER_NACK
12C nack for each byte read

enumerator I2C_MASTER_LAST_NACK
12C nack for the last byte

enumerator I2C_MASTER_ACK_MAX

2.6.8 LCD
Introduction

ESP chips can generate various kinds of timings that needed by common LCDs on the market, like SPI LCD, 180
LCD (a.k.a Intel 8080 parallel LCD), RGB/SRGB LCD, I2C LCD, etc. The esp_1cd component is officially to
support those LCDs with a group of universal APIs across chips.

Functional Overview

Inesp_1lcd, an LCD panel is represented by esp_lcd_panel_handle_t, which plays the role of an abstract
frame buffer, regardless of the frame memory is allocated inside ESP chip or in external LCD controller. Based on
the location of the frame buffer and the hardware connection interface, the LCD panel drivers are mainly grouped
into the following categories:

 Controller based LCD driver involves multiple steps to get a panel handle, like bus allocation, IO device
registration and controller driver install. The frame buffer is located in the controller’ s internal GRAM
(Graphical RAM). ESP-IDF provides only a limited number of LCD controller drivers out of the box (e.g.
ST7789, SSD1306), More Controller Based LCD Drivers are maintained in the Espressif Component Registry
<https.//components.espressif.com/>_.

 SPI Interfaced LCD describes the steps to install the SPI LCD IO driver and then get the panel handle.

e [2C Interfaced LCD describes the steps to install the I2C LCD IO driver and then get the panel handle.

e LCD Panel 10 Operations - provides a set of APIs to operate the LCD panel, like turning on/off the display,
setting the orientation, etc. These operations are common for either controller-based LCD panel driver or RGB
LCD panel driver.

SPI Interfaced LCD

1. Create an SPI bus. Please refer to SPI Master API doc for more details.

spi_bus_config_t buscfg = {
.sclk_io_num = EXAMPLE_PIN_NUM_SCLK,
.mosi_io_num = EXAMPLE_PIN_NUM_MOSTI,
.miso_io_num = EXAMPLE_PIN_NUM_MISO,

.quadwp_io_num = -1, // Quad SPI LCD driver is not yet supported
(Qi¥iE3)
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(£ LT
.quadhd_io_num = -1, // Quad SPI LCD driver is not yet supported
.max_transfer_sz = EXAMPLE_LCD_H_RES * 80 * sizeof (uintlé_t), //_
—transfer 80 lines of pixels (assume pixel is RGB565) at most in one.

—SPI transaction

bi

ESP_ERROR_CHECK (spi_bus_initialize (LCD_HOST, &buscfg, SPI_DMA_CH_
—AUTO)); // Enable the DMA feature

2. Allocate an LCD IO device handle from the SPI bus. In this step, you need to provide the following information:

e esp_lcd_panel_io_spi_config_t::dc_gpio_num: Setsthe gpio number for the
DC signal line (some LCD calls this RS line). The LCD driver will use this GPIO to switch
between sending command and sending data.

* esp_lcd _panel_io_spi_config_t::cs_gpio_num: Setsthe gpio number for the
CS signal line. The LCD driver will use this GPIO to select the LCD chip. If the SPI bus only
has one device attached (i.e. this LCD), you can set the gpio number to —1 to occupy the bus
exclusively.

e esp_lcd_panel_io_spi_config_t::pclk_hz sets the frequency of the pixel
clock, in Hz. The value should not exceed the range recommended in the LCD spec.

e esp_lcd _panel_io_spi_config_t::spi_mode sets the SPI mode. The LCD
driver will use this mode to communicate with the LCD. For the meaning of the SPI mode,
please refer to the SPI Master API doc.

* esp_lcd panel_io_spi_config_ t::1lcd_cmd_bits and
esp_lcd panel_io_spi_config t::1lcd param bits set the bit width of
the command and parameter that recognized by the LCD controller chip. This is chip specific,
you should refer to your LCD spec in advance.

* esp_lcd_panel_io_spi_config_t::trans_queue_depth sets the depth of
the SPI transaction queue. A bigger value means more transactions can be queued up, but
it also consumes more memory.

esp_lcd_panel_io_handle_t io_handle = NULL;

esp_lcd_panel_io_spi_config_t io_config = {
.dc_gpio_num = EXAMPLE_PIN_NUM_LCD_DC,
.Ccs_gpio_num = EXAMPLE_PIN_NUM_LCD_CS,
.pclk_hz = EXAMPLE_LCD_PIXEL_CLOCK_HZ,
.lcd_cmd_bits = EXAMPLE_LCD_CMD_BITS,
.lcd_param_bits = EXAMPLE_LCD_PARAM_BITS,
.spi_mode = 0,
.trans_qgqueue_depth = 10,

bi

// Attach the LCD to the SPI bus

ESP_ERROR_CHECK (esp_lcd_new_panel_io_spi((esp_lcd_spi_bus_handle_t)LCD_

—HOST, &io_config, &io_handle));

3. Install the LCD controller driver. The LCD controller driver is responsible for sending the commands and
parameters to the LCD controller chip. In this step, you need to specify the SPI IO device handle that allocated
in the last step, and some panel specific configurations:

e esp_lcd _panel_dev_config t::reset_gpio_numsetsthe LCD’shardware re-
set GPIO number. If the LCD does not have a hardware reset pin, set this to —1.

e esp_lcd _panel_dev_config t::rgb_endian sets the endian of the RGB color
data.

e esp_lcd_panel_dev_config_t::bits_per_pixel sets the bit width of the pixel
color data. The LCD driver will use this value to calculate the number of bytes to send to the
LCD controller chip.

esp_lcd_panel_handle_t panel_handle = NULL;

esp_lcd_panel_dev_config_t panel_config = {
.reset_gpio_num = EXAMPLE_PIN_NUM_RST,
.rgb_endian = LCD_RGB_ENDIAN_BGR,
.bits_per_pixel = 16,

bi

(FItakss)
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(8 _E70)
// Create LCD panel handle for ST7789, with the SPI IO device handle
ESP_ERROR_CHECK (esp_lcd_new_panel_st7789 (io_handle, &panel_config, &
—panel_handle));

12C Interfaced LCD

1. Create 12C bus. Please refer to I2C API doc for more details.

i2c_config_t i2c_conf = {
.mode = I2C_MODE_MASTER, // I2C LCD is a master node
.sda_io_num = EXAMPLE_PIN_NUM_SDA,
.scl_io_num = EXAMPLE_PIN_NUM_SCL,
.sda_pullup_en = GPIO_PULLUP_ENABLE,
.scl_pullup_en = GPIO_PULLUP_ENABLE,
.master.clk_speed = EXAMPLE_LCD_PIXEL_CLOCK_HZ,
bi
ESP_ERROR_CHECK (i2c_param_config (I2C_HOST, &i2c_conf));
ESP_ERROR_CHECK (i2c_driver_install (I2C_HOST, I2C_MODE_MASTER, 0, 0,.
—~0));

2. Allocate an LCD IO device handle from the I2C bus. In this step, you need to provide the following information:

e esp_lcd panel_io_iZ2c_config_t::dev_addr setsthe I2C device address of the
LCD controller chip. The LCD driver will use this address to communicate with the LCD
controller chip.

* esp_lcd panel_io_iZc_config_t::1lcd_cmd_bits and
esp_lcd panel_io_i2c _config t::1lcd _param bits set the bit width of
the command and parameter that recognized by the LCD controller chip. This is chip specific,
you should refer to your LCD spec in advance.

esp_lcd_panel_io_handle_t io_handle = NULL;
esp_lcd_panel_io_i2c_config_t io_config = {

.dev_addr = EXAMPLE_I2C_HW_ADDR,

.control_phase_bytes = 1, // refer to LCD spec

.dc_bit_offset = 6, // refer to LCD spec

.lcd_cmd_bits = EXAMPLE_LCD_CMD_BITS,

.lcd_param_bits = EXAMPLE_LCD_CMD_BITS,
bi
ESP_ERROR_CHECK (esp_lcd_new_panel_io_i2c((esp_lcd_i2c_bus_handle_t)I2C_
—HOST, &io_config, &io_handle));

3. Install the LCD controller driver. The LCD controller driver is responsible for sending the commands and
parameters to the LCD controller chip. In this step, you need to specify the I2C IO device handle that allocated
in the last step, and some panel specific configurations:

e esp_lcd_panel_dev_config t::reset_gpio_numsetsthe LCD’shardware re-
set GPIO number. If the LCD does not have a hardware reset pin, set this to —1.

* esp_lcd _panel_dev_config_ t::bits_per_pixel setsthe bit width of the pixel
color data. The LCD driver will use this value to calculate the number of bytes to send to the
LCD controller chip.

esp_lcd_panel_handle_t panel_handle = NULL;
esp_lcd_panel_dev_config_t panel_config = {

.bits_per_pixel = 1,

.reset_gpio_num = EXAMPLE_PIN_NUM_RST,
bi
ESP_ERROR_CHECK (esp_lcd_new_panel_ssdl1306 (io_handle, &panel_config, &
—panel_handle));
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More Controller Based LCD Drivers

More LCD panel drivers and touch drivers are available in IDF Component Registry. The list of available and planned
drivers with links is in this table.

LCD Panel 10 Operations

* esp_lcd _panel_reset () canreset the LCD panel.

e Useesp_lcd panel_swap_xy () andesp_lcd_panel_mirror (),youcanrotate the LCD screen.

e esp_lcd_panel_disp_on_off () can turn on or off the LCD screen (different from LCD backlight).

e esp_lcd_panel_draw_bitmap () is the most significant function, that will do the magic to draw the
user provided color buffer to the LCD screen, where the draw window is also configurable.

Application Example

LCD examples are located under: peripherals/lcd:

¢ Universal SPI LCD example with SPI touch - peripherals/lcd/spi_lcd_touch

* Jpeg decoding and LCD display - peripherals/lcd/tjpgd

* 180 controller based LCD and LVGL animation UI - peripherals/lcd/i80_controller
¢ RGB panel example with scatter chart Ul - peripherals/lcd/rgb_panel

¢ 12C interfaced OLED display scrolling text - peripherals/lcd/i2c_oled

API Reference

Header File

 components/hal/include/hal/lcd_types.h

Enumerations

enum led_color_rgb_endian_t
RGB color endian.

Values:

enumerator LCD_RGB_ENDIAN_RGB
RGB data endian: RGB

enumerator LCD_RGB_ENDIAN_BGR
RGB data endian: BGR

enum lcd_color_space_t

LCD color space.

Values:

enumerator LCD_COLOR_SPACE_RGB
Color space: RGB

enumerator LCD_COLOR_SPACE_YUV
Color space: YUV
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enum lcd_color_range_t

LCD color range.

Values:

enumerator LCD_COLOR_RANGE_LIMIT

Limited color range

enumerator LCD_COLOR_RANGE_FULL

Full color range

enum lcd_yuv_sample_t

YUYV sampling method.

Values:

enumerator LCD_YUV_SAMPLE_422
YUYV 4:2:2 sampling

enumerator LCD_YUV_SAMPLE_420
YUYV 4:2:0 sampling

enumerator LCD_YUV_SAMPLE_411
YUV 4:1:1 sampling

enum led_yuv_conv_std_t
The standard used for conversion between RGB and YUV.

Values:

enumerator LCD_YUV_CONV_STD_BT601
YUV<->RGB conversion standard: BT.601

enumerator LCD_YUV_CONV_STD_BT709
YUV<->RGB conversion standard: BT.709

Header File

» components/esp_lcd/include/esp_lcd_types.h

Type Definitions

typedef struct esp_lcd_panel_io_t *esp_lcd_panel_io_handle_t
Type of LCD panel 10 handle

typedef struct esp_lcd_panel_t *esp_lcd_panel_handle_t
Type of LCD panel handle

Header File

» components/esp_lcd/include/esp_lcd_panel_io.h
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Functions
esp_err_t esp_lcd_panel_io_rx_param (esp_lcd_panel_io_handle_t io, int Icd_cmd, void *param, size_t
param_size)

Transmit LCD command and receive corresponding parameters.

% 7#: Commands sent by this function are short, so they are sent using polling transactions. The
function does not return before the command transfer is completed. If any queued transactions sent by
esp_lcd_panel_io_tx_color () are still pending when this function is called, this function will wait
until they are finished and the queue is empty before sending the command(s).

B8
* io —[in] LCD panel I0 handle, which is created by other factory API like
esp_lcd_new_panel_io_spi ()
* lcd_cmd [in] The specific LCD command, set to -1 if no command needed
* param —[out] Buffer for the command data
e param_size —[in] Size of param buffer
Bl
* ESP_ERR_INVALID_ARG if parameter is invalid
» ESP_ERR_NOT_SUPPORTED if read is not supported by transport
e ESP_OK on success

esp_err_t esp_lcd_panel_io_tx_param (esp_lcd_panel_io_handle_t 1o, int lcd_cmd, const void *param,
size_t param_size)

Transmit LCD command and corresponding parameters.

4 1: Commands sent by this function are short, so they are sent using polling transactions. The
function does not return before the command transfer is completed. If any queued transactions sent by
esp_lcd_panel_io_tx_color () are still pending when this function is called, this function will wait
until they are finished and the queue is empty before sending the command(s).

SH
* io —[in] LCD panel 10 handle, which is created by other factory API like
esp_lcd_new_panel_io_spi ()
* led_cmd —[in] The specific LCD command (set to -1 if no command needed - only in
SPI and 12C)
» param —[in] Buffer that holds the command specific parameters, set to NULL if no pa-
rameter is needed for the command
* param_size —[in] Size of param in memory, in bytes, set to zero if no parameter is
needed for the command
PEA ]
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_OK on success

esp_err_t esp_lcd_panel_io_tx_color (esp_lcd_panel_io_handle_t 1o, int lcd_cmd, const void *color,
size_t color_size)

Transmit LCD RGB data.

#&1¥: This function will package the command and RGB data into a transaction, and push into a queue. The
real transmission is performed in the background (DMA+interrupt). The caller should take care of the lifecycle
of the color buffer. Recycling of color buffer should be done in the callback on_color_trans_done ().

ZH

Espressif Systems 483 Release v5.0.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

* io [in] LCD panel IO handle, which is created by factory API like
esp_lcd_new_panel_io_spi ()
* led_cmd [in] The specific LCD command, set to -1 if no command needed
e color —[in] Buffer that holds the RGB color data
* color_size [in] Size of color in memory, in bytes
Bl
e ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_OK on success

esp_err_t esp_lecd_panel_io_del (esp_lcd_panel_io_handle_t i0)
Destroy LCD panel 10 handle (deinitialize panel and free all corresponding resource)

%% io -[in] LCD panel IO handle, which is created by factory API like
esp_lcd_new_panel_io_spi ()
B
* ESP_ERR_INVALID_ARG if parameter is invalid
¢ ESP_OK on success

esp_err_t esp_led_panel_io_register_event_callbacks (esp_lcd_panel_io_handle_t io, const
esp_lcd_panel_io_callbacks_t *cbs, void
*user_ctx)

Register LCD panel IO callbacks.

S8
e io —[in] LCD panel IO handle, which is created by factory API like
esp_lcd_new_panel_io_spi ()
* cbs —[in] structure with all LCD panel IO callbacks
* user_ctx —[in] User private data, passed directly to callback’ s user_ctx
B
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_OK on success

esp_err_t esp_lcd_new_panel_io_spi (esp_lcd_spi_bus_handle_t bus, const esp_lcd_panel_io_spi_config_t
*io_config, esp_lcd_panel_io_handle_t *ret_io)

Create LCD panel 10 handle, for SPI interface.

S
e bus —[in] SPI bus handle
* io_config —[in] IO configuration, for SPI interface
e ret_io —[out] Returned IO handle
Rl
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
e ESP_OK on success

esp_err_t esp_lcd_new_panel_io_i2c (esp_lcd_i2c_bus_handle_t bus, const
esp_lcd_panel_io_i2c_config_t *io_config,
esp_lcd_panel_io_handle_t *ret_io)

Create LCD panel 10 handle, for 12C interface.

S
e bus —[in] I2C bus handle
* io_config [in] IO configuration, for I2C interface
e ret_io —[out] Returned IO handle
Bl
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
e ESP_OK on success

Structures
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struct esp_lcd_panel_io_event_data_t

Type of LCD panel 10 event data.

struct esp_lcd_panel_io_callbacks_t
Type of LCD panel 10 callbacks.

Public Members

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data transfer has finished

struct esp_lcd_panel_io_spi_config_t

Panel 1O configuration structure, for SPI interface.

Public Members
int cs_gpio_num
GPIO used for CS line

int de_gpio_num
GPIO used to select the D/C line, set this to -1 if the D/C line is not used

int spi_mode
Traditional SPI mode (0~3)

unsigned int pclk_hz

Frequency of pixel clock

size_t trans_queue_depth

Size of internal transaction queue

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data transfer has finished

void *user_ctx

User private data, passed directly to on_color_trans_done’ s user_ctx

int led_cmd_bits
Bit-width of LCD command

int led_param_bits
Bit-width of LCD parameter

unsigned int de_low_on_data

If this flag is enabled, DC line = 0 means transfer data, DC line = 1 means transfer command; vice versa

unsigned int octal_mode

transmit with octal mode (8 data lines), this mode is used to simulate Intel 8080 timing
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unsigned int sio_mode

Read and write through a single data line (MOSI)

unsigned int 1sb_first
transmit LSB bit first

unsigned int cs_high_active

CS line is high active

struct esp_lcd_panel_io_spi_config_t::[anonymous] £lags

Extra flags to fine-tune the SPI device

struct esp_lcd_panel_io_i2c_config_ t

Panel 10 configuration structure, for I2C interface.

Public Members

uint32_t dev_addr
12C device address

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data transfer has finished

void *user_ctx

User private data, passed directly to on_color_trans_done’ s user_ctx

size_t control_phase_bytes

12C LCD panel will encode control information (e.g. D/C selection) into control phase, in several bytes

unsigned int de_bit_offset
Offset of the D/C selection bit in control phase

int led_cmd_bits
Bit-width of LCD command

int led_param_bits
Bit-width of LCD parameter

unsigned int de_low_on_data

If this flag is enabled, DC line = 0 means transfer data, DC line = 1 means transfer command; vice versa

unsigned int disable_control_phase

If this flag is enabled, the control phase isn’ t used

struct esp_lcd_panel_io_i2c_config_t::[anonymous] £lags

Extra flags to fine-tune the I12C device
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Type Definitions

typedef void *esp_lecd_spi_bus_handle_t
Type of LCD SPI bus handle

typedef void *esp_led_i2c_bus_handle_t
Type of LCD I2C bus handle

typedef struct esp_lcd_i80_bus_t *esp_led_i80_bus_handle_t
Type of LCD intel 8080 bus handle

typedef bool (*fesp_lcd_panel_io_color_trans_done_cb_t)(esp_lcd_panel_io_handle_t panel_io,
esp_lcd_panel_io_event_data_t *edata, void *user_ctx)
Declare the prototype of the function that will be invoked when panel IO finishes transferring color data.
Param panel_io [in] LCD panel IO handle, which is created by factory API like
esp_lcd_new_panel_io_spi ()
Param edata [in] Panel IO event data, fed by driver

Param user_ctx [in] User data, passed from esp_lcd_panel_io_xxx_config_t
Return Whether a high priority task has been waken up by this function

Header File

» components/esp_lcd/include/esp_lcd_panel_ops.h

Functions
esp_err_t esp_lcd_panel_reset (esp_lcd_panel_handle_t panel)

Reset LCD panel.

£41:: Panel reset must be called before attempting to initialize the panel using esp_lcd_panel_init ().

%% panel -[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()

izl
¢ ESP_OK on success
esp_err_t esp_lcd_panel_init (esp_lcd_panel_handle_t panel)
Initialize LCD panel.

1k Before calling this function, make sure the LCD panel has finished the reset stage by
esp_lcd_panel_reset ().

%% panel -[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789 ()

|
* ESP_OK on success

esp_err_t esp_led_panel_del (esp_lcd_panel_handle_t panel)
Deinitialize the LCD panel.

%% panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
Bl
e ESP_OK on success
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esp_err_t esp_led_panel_draw_bitmap (esp_lcd_panel_handle_t panel, int x_start, int y_start, int x_end,
int y_end, const void *color_data)

Draw bitmap on LCD panel.

S8

* panel -[in] LCD panel handle, which is created by other factory API like

esp_lcd_new_panel_st7789()

e x_start —[in] Start index on x-axis (x_start included)

* y_start —[in] Start index on y-axis (y_start included)

* x_end —[in] End index on x-axis (x_end not included)

e y_end —[in] End index on y-axis (y_end not included)

* color_data —[in] RGB color data that will be dumped to the specific window range
Bl

e ESP_OK on success

esp_err_t esp_led_panel_mirror (esp_lcd_panel_handle_t panel, bool mirror_x, bool mirror_y)
Mirror the LCD panel on specific axis.

$57E: Combined with esp_lcd_panel_swap_xy (), one can realize screen rotation

SH
* panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789 ()
* mirror_x —[in] Whether the panel will be mirrored about the x axis
* mirror_y —[in] Whether the panel will be mirrored about the y axis
B
* ESP_OK on success
* ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

esp_err_t esp_lcd_panel_swap_xy (esp_lcd_panel_handle_t panel, bool swap_axes)
Swap/Exchange x and y axis.

£ Combined with esp_lcd_panel_mirror (), one can realize screen rotation

BY
e panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
* swap_axes —[in] Whether to swap the x and y axis

R m

ESP_OK on success
* ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

esp_err_t esp_led_panel_set_gap (esp_lcd_panel_handle_t panel, int X_gap, int y_gap)
Set extra gap in x and y axis.

The gap is the space (in pixels) between the left/top sides of the LCD panel and the first row/column respectively
of the actual contents displayed.

$411:: Setting a gap is useful when positioning or centering a frame that is smaller than the LCD.

BH
* panel -[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
* x_gap -[in] Extra gap on x axis, in pixels
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R m

* y_gap —[in] Extra gap on y axis, in pixels

* ESP_OK on success

esp_err_t esp_led_panel_invert_color (esp_lcd_panel_handle_t panel, bool invert_color_data)

Invert the color (bit-wise invert the color data line)

ZH

B

* panel [in] LCD panel handle, which is created by other factory API like

esp_lcd_new_panel_st7789()
invert_color_data —[in] Whether to invert the color data

ESP_OK on success

esp_err_t esp_led_panel_disp_on_off (esp_lcd_panel_handle_t panel, bool on_off)

Turn on or off the display.

B

B M

panel -[in] LCD panel handle, which is created by other factory API like

esp_lcd_new_panel_st7789()
on_of£f —[in] True to turns on display, False to turns off display

ESP_OK on success
ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

esp_err_t esp_lcd_panel_disp_off (esp_lcd_panel_handle_t panel, bool off)

Turn off the display.

S

R

Header File

panel -[in] LCD panel handle, which is created by other factory API like

esp_lcd_new_panel_st7789()
of £ —[in] Whether to turn off the screen

ESP_OK on success
ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

» components/esp_lcd/include/esp_lcd_panel_rgb.h

Header File

» components/esp_lcd/include/esp_lcd_panel_vendor.h

Functions

esp_err_t esp_lcd_new_panel_st7789 (const esp_Ilcd_panel_io_handle_t io, const

esp_lcd_panel_dev_config_t *panel_dev_config,
esp_lcd_panel_handle_t *ret_panel)

Create LCD panel for model ST7789.

* io —[in] LCD panel IO handle
* panel_dev_config —[in] general panel device configuration
* ret_panel —[out] Returned LCD panel handle
B
e ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
e ESP_OK on success
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esp_err_t esp_lecd_new_panel_nt35510 (const esp_lcd_panel_io_handle_t io, const
esp_lcd_panel_dev_config_t *panel_dev_config,
esp_lcd_panel_handle_t *ret_panel)

Create LCD panel for model NT35510.
S8
* io —[in] LCD panel IO handle

* panel_dev_config —[in] general panel device configuration
* ret_panel —[out] Returned LCD panel handle
B
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success

esp_err_t esp_lcd_new_panel_ssd1306 (const esp_lcd_panel_io_handle_t io, const
esp_lcd_panel_dev_config_t *panel_dev_config,
esp_lcd_panel_handle_t *ret_panel)

Create LCD panel for model SSD1306.

¥
* io —[in] LCD panel IO handle
* panel_dev_config —[in] general panel device configuration
* ret_panel —[out] Returned LCD panel handle

* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
e ESP_OK on success

Structures

struct esp_lcd_panel_dev_config t

Configuration structure for panel device.

Public Members

int reset_gpio_num
GPIO used to reset the LCD panel, set to -1 if it’ s not used
led_color_rgb_endian_t color_space

Deprecated:

Set RGB color space, please use rgb_endian instead

led_color_rgb_endian_t rgb_endian
Set RGB data endian: RGB or BGR

unsigned int bits_per_ pixel
Color depth, in bpp

unsigned int reset_active_high

Setting this if the panel reset is high level active

struct esp_lcd_panel_dev_config_t::[anonymous] £lags

LCD panel config flags
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void *vendor_config

vendor specific configuration, optional, left as NULL if not used
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API %

Header File

» components/driver/include/driver/ledc.h

Functions
esp_err_t ledc_channel_config (const ledc_channel_config_t *ledc_conf)

LEDC channel configuration Configure LEDC channel with the given channel/output
gpio_num/interrupt/source timer/frequency(Hz)/LEDC duty resolution.

%% ledc_conf —Pointer of LEDC channel configure struct
PEA ]
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
esp_err_t ledc_timer_config (const ledc_timer_config_t *timer_conf)

LEDC timer configuration Configure LEDC timer with the given source timer/frequency(Hz)/duty_resolution.

%% timer_conf —Pointer of LEDC timer configure struct
A
* ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error
» ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the
current duty_resolution.

esp_err_t ledc_update_duty (ledc_mode_t speed_mode, ledc_channel_t channel)
LEDC update channel parameters.

#&1¥: Call this function to activate the LEDC updated parameters. After ledc_set_duty, we need to call this
function to update the settings. And the new LEDC parameters don’ t take effect until the next PWM cycle.

41 ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API is
ledc_set_duty_and_update

BH
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
&)
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
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esp_err_t lede_set_pin (int gpio_num, ledc_mode_t speed_mode, ledc_channel_t ledc_channel)
Set LEDC output gpio.

44122 This function only routes the LEDC signal to GPIO through matrix, other LEDC resources initialization
are not involved. Please use 1ledc_channel_config () instead to fully configure a LEDC channel.

S8
e gpio_num -The LEDC output gpio
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* ledc_channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t

¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t lede_stop (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t idle_level)
LEDC stop. Disable LEDC output, and set idle level.

S8
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t
* idle_level —Set output idle level after LEDC stops.
Bl
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t ledc_set_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num, uint32_t freq_hz)

LEDC set channel frequency (Hz)

SH
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e timer num -LEDC timer index (0-3), select from ledc_timer_t
* freq hz —Set the LEDC frequency
Bl
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
» ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the
current duty_resolution.

uint32_t ledc_get_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num)
LEDC get channel frequency (Hz)
B8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that

not all targets support high speed mode.
* timer_num -LEDC timer index (0-3), select from ledc_timer_t
B
* 0 error
* Others Current LEDC frequency

esp_err_t lede_set_duty_with_hpoint (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,
uint32_t hpoint)

LEDC set duty and hpoint value Only after calling ledc_update_duty will the duty update.
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51 ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API is
ledc_set_duty_and_update

$41:: For ESP32, hardware does not support any duty change while a fade operation is running in progress
on that channel. Other duty operations will have to wait until the fade operation has finished.

B

B

speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.

channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t

duty —Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution) - 1]
hpoint —Set the LEDC hpoint value(max: Oxftfff)

ESP_OK Success
ESP_ERR_INVALID_ ARG Parameter error

int ledc_get_hpoint (ledc_mode_t speed_mode, ledc_channel_t channel)

LEDC get hpoint value, the counter value when the output is set high level.

B

R

speed_mode —Select the LEDC channel group with specified speed mode. Note that

not all targets support high speed mode.
channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t

LEDC_ERR_VAL if parameter error
Others Current hpoint value of LEDC channel

esp_err_t ledc_set_duty (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty)

LEDC set duty This function do not change the hpoint value of this channel. if needed, please call
ledc_set_duty_with_hpoint. only after calling ledc_update_duty will the duty update.

21z lede_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API is
ledc_set_duty_and_update.

£47:: For ESP32, hardware does not support any duty change while a fade operation is running in progress
on that channel. Other duty operations will have to wait until the fade operation has finished.

ZH

B M

speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.

channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t

duty —Set the LEDC duty, the range of duty setting is [0, (2¥**duty_resolution) - 1]

ESP_OK Success
ESP_ERR_INVALID_ ARG Parameter error
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uint32_t ledec_get_duty (ledc_mode_t speed_mode, ledc_channel_t channel)

LEDC get duty This function returns the duty at the present PWM cycle. You shouldn’ t expect the function
to return the new duty in the same cycle of calling ledc_update_duty, because duty update doesn’ t take effect
until the next cycle.

BH
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
B
* LEDC_ERR_DUTY if parameter error
* Others Current LEDC duty

esp_err_t lede_set_fade (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,
ledc_duty_direction_t fade_direction, uint32_t step_num, uint32_t duty_cycle_num,
uint32_t duty_scale)

LEDC set gradient Set LEDC gradient, After the function calls the ledc_update_duty function, the function
can take effect.

#&1¥: For ESP32, hardware does not support any duty change while a fade operation is running in progress
on that channel. Other duty operations will have to wait until the fade operation has finished.

BH
* speed_mode —Select the LEDC channel group with specified speed mode. Note that

not all targets support high speed mode.

e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t

e duty -Set the start of the gradient duty, the range of duty setting is [0,
(2**duty_resolution) - 1]

* fade_direction —Set the direction of the gradient

* step_num —Set the number of the gradient

* duty_cycle_num —Set how many LEDC tick each time the gradient lasts

* duty_scale —Set gradient change amplitude

Bl
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t ledc_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, ledc_isr_handle_t *handle)

Register LEDC interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on.

SH
* £n —Interrupt handler function.
* arg —User-supplied argument passed to the handler function.
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here.
B
e ESP_OK Success
* ESP_ERR_INVALID_ARG Function pointer error.

esp_err_t ledc_timer_set (ledc_mode_t speed_mode, ledc_timer_t timer_sel, uint32_t clock_divider,
uint32_t duty_resolution, ledc_clk_src_t clk_src)

Configure LEDC settings.
ZH
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» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.

* timer_sel —Timer index (0-3), there are 4 timers in LEDC module

¢ clock_divider —Timer clock divide value, the timer clock is divided from the selected
clock source

* duty_resolution —Resolution of duty setting in number of bits. The range of duty
values is [0, (2**duty_resolution)]

* clk_src —Select LEDC source clock.

B
e (-1) Parameter error
* Other Current LEDC duty

esp_err_t lede_timer_rst (ledc_mode_t speed_mode, ledc_timer_t timer_sel)
Reset LEDC timer.

S8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e timer_sel -LEDC timer index (0-3), select from ledc_timer_t
B
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success

esp_err_t ledc_timer_pause (ledc_mode_t speed_mode, ledc_timer_t timer_sel)

Pause LEDC timer counter.

B8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* timer_sel -LEDC timer index (0-3), select from ledc_timer_t
B
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success

esp_err_t lede_timer_resume (ledc_mode_t speed_mode, ledc_timer_t timer_sel)
Resume LEDC timer.

S8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* timer_sel -LEDC timer index (0-3), select from ledc_timer_t
B
* ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success

esp_err_t ledc_bind_channel_timer (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_timer_t
timer_sel)

Bind LEDC channel with the selected timer.

S8
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
e timer_sel -LEDC timer index (0-3), select from ledc_timer_t
Bl
* ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success

esp_err_t ledc_set_fade_with_step (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, uint32_t scale, uint32_t cycle_num)
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Set LEDC fade function.

$&1: Callledc_fade_func_install() once before calling this function. Call ledc_fade_start() after this to start
fading.

412 ledc_set_fade_with_step, ledc_set_fade_with_time and ledc_fade_start are not thread-safe, do not call
these functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API
is ledc_set_fade_step_and_start

#&1¥: For ESP32, hardware does not support any duty change while a fade operation is running in progress
on that channel. Other duty operations will have to wait until the fade operation has finished.

BH
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode. ,
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* target_duty —Target duty of fading [0, (2**duty_resolution) - 1]
* scale —Controls the increase or decrease step scale.
* cycle_num -increase or decrease the duty every cycle_num cycles
Bl
» ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
e ESP_ERR_INVALID_STATE Fade function not installed.
¢ ESP_FAIL Fade function init error

esp_err_t lede_set_fade_with_time (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, int max_fade_time_ms)

Set LEDC fade function, with a limited time.

251 Callledc_fade_func_install() once before calling this function. Call ledc_fade_start() after this to start
fading.

2412 lede_set_fade_with_step, ledc_set_fade_with_time and ledc_fade_start are not thread-safe, do not call
these functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API
is ledc_set_fade_step_and_start

£41:: For ESP32, hardware does not support any duty change while a fade operation is running in progress
on that channel. Other duty operations will have to wait until the fade operation has finished.

S
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode. ,
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t
* target_duty —Target duty of fading [0, (2**duty_resolution) - 1]
* max_fade_time_ms —The maximum time of the fading ( ms ).

R m
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ESP_ERR_INVALID_ ARG Parameter error

ESP_OK Success

e ESP_ERR_INVALID_STATE Fade function not installed.
e ESP_FAIL Fade function init error

esp_err_t lede_fade_func_install (int intr_alloc_flags)
Install LEDC fade function. This function will occupy interrupt of LEDC module.

%% intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
Rl
e ESP_OK Success
* ESP_ERR_INVALID_STATE Fade function already installed.

void 1ledc_fade_func_uninstall (void)
Uninstall LEDC fade function.

esp_err_t lede_fade_start (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_fade_mode_t
fade_mode)

Start LEDC fading.

5 1 Call ledc_fade_func_install() once before calling this function. Call this API right after
ledc_set_fade_with_time or ledc_set_fade_with_step before to start fading.

£41:: Starting fade operation with this API is not thread-safe, use with care.

£47:: For ESP32, hardware does not support any duty change while a fade operation is running in progress
on that channel. Other duty operations will have to wait until the fade operation has finished.

B8
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* channel -LEDC channel number
* fade_mode —Whether to block until fading done. See ledc_types.h ledc_fade_mode_t
for more info. Note that this function will not return until fading to the target duty if
LEDC_FADE_WAIT_DONE mode is selected.
Bl
» ESP_OK Success
* ESP_ERR_INVALID_STATE Fade function not installed.
* ESP_ERR_INVALID_ARG Parameter error.

esp_err_t ledc_fade_stop (ledc_mode_t speed_mode, ledc_channel_t channel)
Stop LEDC fading. Duty of the channel will stay at its present vlaue.

£41:: This API can be called if a new fixed duty or a new fade want to be set while the last fade operation is
still running in progress.

4 1:  Call this API will abort the fading operation only if it was started by calling ledc_fade_start with
LEDC_FADE_NO_WAIT mode.
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51 If a fade was started with LEDC_FADE_WAIT_DONE mode, calling this API afterwards is no use
in stopping the fade. Fade will continue until it reachs the target duty.

B

B

speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
channel -LEDC channel number

ESP_OK Success
ESP_ERR_INVALID_STATE Fade function not installed.
ESP_ERR_INVALID_ARG Parameter error.

esp_err_t ledc_set_duty_and_update (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,

uint32_t hpoint)

A thread-safe API to set duty for LEDC channel and return when duty updated.

£47:: For ESP32, hardware does not support any duty change while a fade operation is running in progress
on that channel. Other duty operations will have to wait until the fade operation has finished.

S

speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.

channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t

duty —Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution) - 1]
hpoint —Set the LEDC hpoint value(max: Oxfffff)

esp_err_t ledc_set_fade_time_and_start (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t

target_duty, uint32_t max_fade_time_ms, ledc_fade_mode_t
fade_mode)

A thread-safe API to set and start LEDC fade function, with a limited time.

$411: Call ledc_fade_func_install() once, before calling this function.

£41:: For ESP32, hardware does not support any duty change while a fade operation is running in progress
on that channel. Other duty operations will have to wait until the fade operation has finished.

S

B

speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.

channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t

target_duty —Target duty of fading [0, (2**duty_resolution) - 1]
max_fade_time_ms —-The maximum time of the fading ( ms ).

fade_mode —choose blocking or non-blocking mode

ESP_ERR_INVALID_ARG Parameter error

ESP_OK Success

ESP_ERR_INVALID_STATE Fade function not installed.
ESP_FAIL Fade function init error
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esp_err_t ledc_set_fade_step_and_start (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, uint32_t scale, uint32_t cycle_num,
ledc_fade_mode_t fade_mode)

A thread-safe API to set and start LEDC fade function.

$41:: Call ledc_fade_func_install() once before calling this function.

£47:: For ESP32, hardware does not support any duty change while a fade operation is running in progress
on that channel. Other duty operations will have to wait until the fade operation has finished.

B8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel _t
* target_duty Target duty of fading [0, (2**duty_resolution) - 1]
* scale —Controls the increase or decrease step scale.
* cycle_num -increase or decrease the duty every cycle_num cycles
» fade_mode —choose blocking or non-blocking mode
B
* ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
« ESP_ERR_INVALID_STATE Fade function not installed.
¢ ESP_FAIL Fade function init error

esp_err_t ledc_cb_register (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_cbs_t *cbs, void
*user_arg)

LEDC callback registration function.

$411:: The callback is called from an ISR, it must never attempt to block, and any FreeRTOS API called must
be ISR capable.

S8
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* cbs —Group of LEDC callback functions
* user_arg —user registered data for the callback function
B
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
« ESP_ERR_INVALID_STATE Fade function not installed.
e ESP_FAIL Fade function init error

Structures

struct ledc_channel_config_t

Configuration parameters of LEDC channel for ledc_channel_config function.

Public Members
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int gpio_num

the LEDC output gpio_num, if you want to use gpiol6, gpio_num = 16

ledc_mode_t speed_mode

LEDC speed speed_mode, high-speed mode or low-speed mode

ledc_channel_t channel
LEDC channel (0 - 7)

ledc_intr_type_t intr_type

configure interrupt, Fade interrupt enable or Fade interrupt disable

ledc_timer_t timer_sel

Select the timer source of channel (0 - 3)

uint32_t duty
LEDC channel duty, the range of duty setting is [0, (2**duty_resolution)]

int hpoint
LEDC channel hpoint value, the max value is Oxftfff

unsigned int output_invert

Enable (1) or disable (0) gpio output invert

struct ledc_channel_config_t::[anonymous] £lags
LEDC flags

struct ledc_timer_config_ t

Configuration parameters of LEDC Timer timer for ledc_timer_config function.

Public Members

ledc_mode_t speed_mode

LEDC speed speed_mode, high-speed mode or low-speed mode

ledc_timer_bit_t duty_resolution

LEDC channel duty resolution

ledc_timer_t timer_num

The timer source of channel (0 - 3)

uint32_t freq_hz
LEDC timer frequency (Hz)

ledc_clk_cfg_t clk_cfg

Configure LEDC source clock from ledc_clk_cfg t. Note that LEDC_USE_RTC8M_CLK and
LEDC_USE_XTAL_CLK are non-timer-specific clock sources. You can not have one LEDC timer
uses RTC8M_CLK as the clock source and have another LEDC timer uses XTAL_CLK as its clock
source. All chips except esp32 and esp32s2 do not have timer-specific clock sources, which means clock
source for all timers must be the same one.
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struct ledc_cb_param_t
LEDC callback parameter.

Public Members

ledc_cb_event_t event

Event name

uint32_t speed_mode

Speed mode of the LEDC channel group

uint32_t channel
LEDC channel (0 - LEDC_CHANNEL_MAX-1)

uint32_t duty
LEDC current duty of the channel, the range of duty is [0, (2**duty_resolution) - 1]

struct ledc_cbs_t
Group of supported LEDC callbacks.

$411: The callbacks are all running under ISR environment

Public Members

ledc_cb_t £ade_cb
LEDC fade_end callback function

Macros

LEDC_ERR_DUTY

LEDC_ERR_VAL

Type Definitions

typedef intr_handle_t ledc_isr_handle_t

typedef bool (*1ledec_cb_t)(const ledc_cb_param_t *param, void *user_arg)
Type of LEDC event callback.
Param param LEDC callback parameter

Param user_arg User registered data
Return Whether a high priority task has been waken up by this function
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Enumerations

enum ledc_cb_event_t
LEDC callback event type.

Values:

enumerator LEDC_FADE_END_EVT
LEDC fade end event

Header File

» components/hal/include/hal/ledc_types.h

Enumerations
enum ledc_mode_t

Values:

enumerator LEDC_LOW_SPEED_MODE
LEDC low speed speed_mode

enumerator LEDC_SPEED_MODE_MAX
LEDC speed limit

enum ledc_intr_type_t

Values:

enumerator LEDC_INTR_DISABLE
Disable LEDC interrupt

enumerator LEDC_INTR_FADE_END
Enable LEDC interrupt

enumerator LEDC__INTR_MAX

enum ledc_duty direction_t

Values:

enumerator LEDC_DUTY_DIR_ DECREASE
LEDC duty decrease direction

enumerator LEDC_DUTY_DIR_INCREASE
LEDC duty increase direction

enumerator LEDC_DUTY_DIR MAX

enum ledc_slow_clk_sel_t

Values:
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enum

enum

enum

enumerator LEDC_SLOW_CLK_RTC8M
LEDC low speed timer clock source is 8MHz RTC clock

enumerator LEDC_SLOW_CLK_PLL_DIV
LEDC low speed timer clock source is a PLL_DIV clock

enumerator LEDC_SLOW_CLK_XTAL
LEDC low speed timer clock source XTAL clock

ledc_clk_cfg_t

In theory, the following enumeration shall be placed in LEDC driver’ s header. However, as the next enu-
meration, ledc_clk_src_t, makes the use of some of these values and to avoid mutual inclusion of the
headers, we must define it here.

Values:

enumerator LEDC_AUTO_CLK

The driver will automatically select the source clock based on the giving resolution and duty parameter
when init the timer

enumerator LEDC_USE_PLIL_DIV_CLK
LEDC timer select the PLL._DIV clock available to LEDC peripheral as source clock

enumerator LEDC_USE_RTC8M_CLK

LEDC timer select RTC8M_CLK as source clock. Only for low speed channels and this parameter must
be the same for all low speed channels

enumerator LEDC_USE_XTAL_CLK
LEDC timer select XTAL clock as source clock

ledc_clk_src_t

Values:

enumerator LEDC_SCLK

Selecting this value for LEDC_TICK_SEL_TIMER let the hardware take its source clock from
LEDC_CLK_SEL

ledc_timer_t

Values:

enumerator LEDC_TIMER_O
LEDC timer O

enumerator LEDC_TIMER_1
LEDC timer 1

enumerator LEDC_TIMER_2
LEDC timer 2
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enumerator LEDC_TIMER_3
LEDC timer 3

enumerator LEDC_TIMER_MAX

enum ledc_channel_t

Values:

enumerator LEDC_CHANNEL_O
LEDC channel 0

enumerator LEDC_CHANNEL_1
LEDC channel 1

enumerator LEDC_CHANNEL_2
LEDC channel 2

enumerator LEDC_CHANNEL_3
LEDC channel 3

enumerator LEDC_CHANNEL_4
LEDC channel 4

enumerator LEDC_CHANNEL_5
LEDC channel 5

enumerator LEDC_ CHANNEL_MAX

enum ledc_timer_bit_t

Values:

enumerator LEDC_TIMER_1_BIT
LEDC PWM duty resolution of 1 bits

enumerator LEDC_TIMER_2_ BIT
LEDC PWM duty resolution of 2 bits

enumerator LEDC_TIMER_3_BIT
LEDC PWM duty resolution of 3 bits

enumerator LEDC_TIMER_4_BIT
LEDC PWM duty resolution of 4 bits

enumerator LEDC_TIMER_5_BIT
LEDC PWM duty resolution of 5 bits

enumerator LEDC_TIMER_6_BIT
LEDC PWM duty resolution of 6 bits
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enumerator LEDC_TIMER_7_BIT
LEDC PWM duty resolution of 7 bits

enumerator LEDC_TIMER_8_BIT
LEDC PWM duty resolution of 8 bits

enumerator LEDC_TIMER_9_BIT
LEDC PWM duty resolution of 9 bits

enumerator LEDC_TIMER_10_BIT
LEDC PWM duty resolution of 10 bits

enumerator LEDC_TIMER_11_BIT
LEDC PWM duty resolution of 11 bits

enumerator LEDC_TIMER_12_BIT
LEDC PWM duty resolution of 12 bits

enumerator LEDC_TIMER_13_BIT
LEDC PWM duty resolution of 13 bits

enumerator LEDC_TIMER_14_BIT
LEDC PWM duty resolution of 14 bits

enumerator LEDC_TIMER BIT_ MAX

enum ledc_fade_mode_t

Values:

enumerator LEDC_FADE_NO_WAIT

LEDC fade function will return immediately

enumerator LEDC_FADE_WAIT_ DONE
LEDC fade function will block until fading to the target duty

enumerator LEDC_FADE_MAX

2.6.10 SD SPI Host Driver

Overview

The SD SPI host driver allows communicating with one or more SD cards by the SPI Master driver which makes use
of the SPT host. Each card is accessed through an SD SPI device represented by an sdspi_dev_handle_t spi_handle re-
turned when attaching the device to an SPI bus by calling sdspi_host_init_device. The bus should be already initialized
before (by spi_bus_initialize).

With the help of SPI Master driver based on, the SPI bus can be shared among SD cards and other SPI devices. The
SPI Master driver will handle exclusive access from different tasks.

The SD SPI driver uses software-controlled CS signal.
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How to Use

Firstly, use the macro SDSPI_DEVICE_CONFIG_DEFAULT toinitialize a structure sdmmc_slot_config_t,
which is used to initialize an SD SPI device. This macro will also fill in the default pin mappings, which is same as
the pin mappings of SDMMC host driver. Modify the host and pins of the structure to desired value. Then call
sdspi_host_init_device to initialize the SD SPI device and attach to its bus.

Thenuse SDSPI_HOST DEFAULT macro to initialize a sdmmc_host__t structure, which is used to store the state
and configurations of upper layer (SD/SDIO/MMC driver). Modify the slot parameter of the structure to the SD SPI
device spi_handle just returned from sdspi_host_init_device. Call sdmmc_card_init with the sdmmc_host_t to
probe and initialize the SD card.

Now you can use SD/SDIO/MMC driver functions to access your card!

Other Details

Only the following driver’ s API functions are normally used by most applications:

* sdspi_host_init ()

* sdspi_host_init_device()

* sdspi_host_remove_device ()
* sdspi_host_deinit ()

Other functions are mostly used by the protocol level SD/SDIO/MMC driver via function pointers in the
sdmmc_host__t structure. For more details, see the SD/SDIO/MMC Driver.

& 1E:  SD over SPI does not support speeds above SDMMC_FREQ _DEFAULT due to the limitations of the SPI
driver.

#% . If you want to share the SPI bus among SD card and other SPI devices, there are some restrictions, see
Sharing the SPI bus among SD card and other SPI devices.

Related Docs

Sharing the SPI bus among SD card and other SPI devices The SD card has a SPI mode, which allows it to be
communicated to as a SPI device. But there are some restrictions that we need to pay attention to.

Pin loading of other devices When adding more devices onto the same bus, the overall pin loading increases. The
loading consists of AC loading (pin capacitor) and DC loading (pull-ups).

AC loading SD cards, which are designed for high-speed communications, have small pin capacitors (AC loading)
to work until 50MHz. However, the other attached devices will increase the pin’ s AC loading.

Heavy AC loading of a pin may prevent the pin from being toggled quickly. By using an oscilloscope, you will see
the edges of the pin become smoother and not ideal any more (the gradient of the edge is smaller). The setup timing
requirements of an SD card may be violoated when the card is connected to such bus. Even worse, the clock from
the host may not be recognized by the SD card and other SPI devices on the same bus.

This issue may be more obvious if other attached devices are not designed to work at the same frequency as the SD
card, because they may have larger pin capacitors.

To see if your pin AC loading is too heavy, you can try the following tests:

(Terminology: launch edge: at which clock edge the data start to toggle; latch edge: at which clock edge the data is
supposed to be sampled by the receiver, for SD cad, it’ s the rising edge.)
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1. Use an oscilloscope to see the clock and compare the data line to the clock. - If you see the clock is not fast
enough (for example, the rising/falling edge is longer than 1/4 of the clock cycle), it means the clock is skewed
too much. - If you see the data line unstable before the latch edge of the clock, it means the load of the data
line is too large.

You may also observed the corresponding phenomenon (data delayed largely from launching edge of clock)
with logic analyzers. But it’ s not as obvious as with an oscilloscope.

2. Try to use slower clock frequency.

If the lower frequency can work while the higher frequency can’ t, it
the pins is too large.

b

s an indication of the AC loading on

If the AC loading of the pins is too large, you can either use other faster devices (with lower pin load) or slow down
the clock speed.

DCloading The pull-ups required by SD cards are usually around 10 kOhm to 50 kOhm, which may be too strong
for some other SPI devices.

Check the specification of your device about its DC output current , it should be larger than 700uA, otherwise the
device output may not be read correctly.

Initialization sequence

247E: If you see any problem in the following steps, please make sure the timing is correct first. You can try to
slow down the clock speed (SDMMC_FREQ_PROBING = 400 KHz for SD card) to avoid the influence of pin AC
loading (see above section).

When using ab SD card with other SPI devices on the same SPI bus, due to the restrictions of the SD card startup
flow, the following initialization sequence should be followed: (See also storage/sd_card)

1. Initialize the SPI bus properly by spi_bus_initialize.
2. Tie the CS lines of all other devices than the SD card to high. This is to avoid conflicts to the SD card in the
following step.
You can do this by either:
1. Attach devices to the SPI bus by calling spi_bus_add_device. This function will initialize the GPIO that
is used as CS to the idle level: high.
2. Initialize GPIO on the CS pin that needs to be tied up before actually adding a new device.
3. Rely on the internal/external pull-up (not recommended) to pull-up all the CS pins when the GPIOs of
ESP are not initialized yet. You need to check carefull the pull-up is strong enough and there are no other
pull-downs that will influence the pull-up (For example, internal pull-down should be enabled).
3. Mount the card to the filesystem by calling esp_vfs_fat_sdspi_mount.
This step will put the SD card into the SPI mode, which SHOULD be done before all other SPI communications
on the same bus. Otherwise the card will stay in the SD mode, in which mode it may randomly respond to any
SPI communications on the bus, even when its CS line is not addressed.
If you want to test this behavior, please also note that, once the card is put into SPI mode, it will not return to
SD mode before next power cycle, i.e. powered down and powered up again.
4. Now you can talk to other SPI devices freely!

API Reference

Header File

» components/driver/include/driver/sdspi_host.h

Functions
esp_err_t sdspi_host_init (void)

Initialize SD SPI driver.
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£47:: This function is not thread safe

B
* ESP_OK on success
* other error codes may be returned in future versions

esp_err_t sdspi_host_init_device (const sdspi_device_config_t *dev_config, sdspi_dev_handle_t
*out_handle)

Attach and initialize an SD SPI device on the specific SPI bus.

4571 : This function is not thread safe

£411:: Initialize the SPI bus by spi_bus_initialize () before calling this function.

£41:: The SDIO over sdspi needs an extra interrupt line. Call gpio_install_isr_service () before
this function.

* dev_config —pointer to device configuration structure
* out_handle —Output of the handle to the sdspi device.

¢ ESP_OK on success

* ESP_ERR_INVALID_ARG if sdspi_host_init_device has invalid arguments
* ESP_ERR_NO_MEM if memory can not be allocated

* other errors from the underlying spi_master and gpio drivers

esp_err_t sdspi_host_remove_device (sdspi_dev_handle_t handle)

Remove an SD SPI device.

%% handle —Handle of the SD SPI device
R n] Always ESP_OK

esp_err_t sdspi_host_do_transaction (sdspi_dev_handle_t handle, sdmmc_command_t *cmdinfo)

Send command to the card and get response.

This function returns when command is sent and response is received, or data is transferred, or timeout occurs.

&1 This function is not thread safe w.r.t. init/deinit functions, and bus width/clock speed configuration
functions. Multiple tasks can call sdspi_host_do_transaction as long as other sdspi_host_* functions are not
called.

BH

* handle —Handle of the sdspi device

* emdinfo —pointer to structure describing command and data to transfer
Rl

* ESP_OK on success

* ESP_ERR_TIMEOUT if response or data transfer has timed out

* ESP_ERR_INVALID_CRC if response or data transfer CRC check has failed
ESP_ERR_INVALID_RESPONSE if the card has sent an invalid response
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esp_err_t sdspi_host_set_card_clk (sdspi_dev_handle_t host, uint32_t freq_khz)

Set card clock frequency.

Currently only integer fractions of 40MHz clock can be used. For High Speed cards, 40MHz can be used. For

Default Speed cards, 20MHz can be used.

£57F: This function is not thread safe

* host —Handle of the sdspi device
» freq_khz —card clock frequency, in kHz

B

ESP_OK on success
* other error codes may be returned in the future

esp_err_t sdspi_host_deinit (void)
Release resources allocated using sdspi_host_init.

£51¢: This function is not thread safe

py |
¢ ESP_OK on success

* ESP_ERR_INVALID_STATE if sdspi_host_init function has not been called

esp_err_t sdspi_host_io_int_enable (sdspi_dev_handle_t handle)
Enable SDIO interrupt.
%%, handle —Handle of the sdspi device
A
* ESP_OK on success

esp_err_t sdspi_host_io_int_wait (sdspi_dev_handle_t handle, TickType_t timeout_ticks)

Wait for SDIO interrupt until timeout.

SH

* handle —Handle of the sdspi device

* timeout_ticks —Ticks to wait before timeout.
B

¢ ESP_OK on success

Structures

struct sdspi_device_config_t

Extra configuration for SD SPI device.

Public Members

spi_host_device_t host_id
SPI host to use, SPIx_HOST (see spi_types.h).

gpio_num_t gpio_cs
GPIO number of CS signal.
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gpio_num_t gpio_cd
GPIO number of card detect signal.

gpio_num_t gpio_wp
GPIO number of write protect signal.

gpio_num_t gpio_int

GPIO number of interrupt line (input) for SDIO card.

Macros

SDSPI_DEFAULT_HOST

SDSPI_DEFAULT_DMA

SDSPI_HOST_DEFAULT ()
Default sdmmc_host_t structure initializer for SD over SPI driver.

Uses SPI mode and max frequency set to 20MHz

‘slot’ should be set to an sdspi device initialized by sdspi_host_init_device ().

SDSPI_SLOT_NO_CS

indicates that card select line is not used

SDSPI_SLOT_NO_CD

indicates that card detect line is not used

SDSPI_SLOT_NO_WP

indicates that write protect line is not used

SDSPI_SLOT_NO_INT

indicates that interrupt line is not used

SDSPI_DEVICE_CONFIG_DEFAULT ()
Macro defining default configuration of SD SPI device.

Type Definitions

typedef int sdspi_dev_handle_t
Handle representing an SD SPI device.
2.6.11 SPI Master Driver

SPI Master driver is a program that controls ESP32-C2’ s SPI peripherals while they function as masters.

Overview of ESP32-C2’ s SPI peripherals

ESP32-C2 integrates 3 SPI peripherals.

* SPIO and SPI1 are used internally to access the ESP32-C2’ s attached flash memory. Both controllers share
the same SPI bus signals, and there is an arbiter to determine which can access the bus.
Currently, SPI Master driver does not support SPI1 bus.
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» SPI2 is a general purpose SPI controller. It has an independent signal bus with the same name. The bus has 6
CS lines to drive up to 6 SPI slaves.

Terminology

The terms used in relation to the SPI master driver are given in the table below.

Term Definition

Host

The SPI controller peripheral inside ESP32-C2 that initiates SPI transmissions over the bus, and acts as an
SPI Master.

De- | SPI slave device. An SPI bus may be connected to one or more Devices. Each Device shares the MOSI,

vice | MISO and SCLK signals but is only active on the bus when the Host asserts the Device’ s individual CS
line.

Bus | A signal bus, common to all Devices connected to one Host. In general, a bus includes the following lines:

MISO, MOSI, SCLK, one or more CS lines, and, optionally, QUADWP and QUADHD. So Devices are
connected to the same lines, with the exception that each Device has its own CS line. Several Devices can
also share one CS line if connected in the daisy-chain manner.

MOSIMaster Out, Slave In, a.k.a. D. Data transmission from a Host to Device. Also data0 signal in Octal/OPI

mode.

MISOMaster In, Slave Out, a.k.a. Q. Data transmission from a Device to Host. Also datal signal in Octal/OPI

mode.

SCLKSerial Clock. Oscillating signal generated by a Host that keeps the transmission of data bits in sync.

CS

Chip Select. Allows a Host to select individual Device(s) connected to the bus in order to send or receive
data.

QUADWIRe Protect signal. Used for 4-bit (gio/qout) transactions. Also for data2 signal in Octal/OPI mode.

QUADHHN signal. Used for 4-bit (qio/qout) transactions. Also for data3 signal in Octal/OPI mode.

DAT

Adata4 signal in Octal/OPI mode.

DAT

ABata$5 signal in Octal/OPI mode.

DAT

A®ata6 signal in Octal/OPI mode.

DAT

AData7 signal in Octal/OPI mode.

As-
ser-
tion

The action of activating a line.

De-

asserntion

The action of returning the line back to inactive (back to idle) status.

Tran
ac-
tion

s-One instance of a Host asserting a CS line, transferring data to and from a Device, and de-asserting the CS
line. Transactions are atomic, which means they can never be interrupted by another transaction.

edge

LauncKdge of the clock at which the source register launches the signal onto the line.

Latcl
edge

h Edge of the clock at which the destination register latches in the signal.

Driver

Features

The SPI master driver governs communications of Hosts with Devices. The driver supports the following features:

* Multi-threaded environments
* Transparent handling of DMA transfers while reading and writing data
¢ Automatic time-division multiplexing of data coming from different Devices on the same signal bus, see SP/

k=4
]

AR

#% M. The SPI master driver has the concept of multiple Devices connected to a single bus (sharing a sin-
gle ESP32-C2 SPI peripheral). As long as each Device is accessed by only one task, the driver is thread safe.
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However, if multiple tasks try to access the same SPI Device, the driver is not thread-safe. In this case, it is
recommended to either:

¢ Refactor your application so that each SPI peripheral is only accessed by a single task at a time.
* Add a mutex lock around the shared Device using xSemaphoreCreateMutex.

SPI ¥k

SPI L

SPI A2l N 1 ZHE MR B A IR AR B %, 4245 SPI AL, SPI Flash “-4K3f, &4~ SPI G2k
EFA A SPLE L. IKEhFE 7 ] AT XA R, P s e B B 4 b

B ELBHESC AT N TR GRS BG). Fra i RILE L I T4 B #R .55 2 BG BiiZh
VRSB RS

« fESPU W& b, BG BTSN . SMARBITDMER GBI NIRRT 7, I A RO
TRCEITE . SPHEA(EATELGAEIEBUN ISR, FOMTREARRTIN, Lt 500017
LR T .

SPI J: LYK 7 # S SPI1 J42k. JU47 SPI Flash YRR 17 AT DAL 8.4

o XFFLALIALE, TREVEFE AT LKL ISR SEAFN BG. M4tk 15 BESR A 7 MRT, M B
SEZILS, TSI ISR, FE4E ISR WM, MR AES5 GOIELSE . 4 (55 REALHIY, AR
ISR AR FFALRIN T 55, BULAE SR ISR

SPI Transactions

An SPI bus transaction consists of five phases which can be found in the table below. Any of these phases can be
skipped.

Phase | Description

Com- In this phase, a command (0-16 bit) is written to the bus by the Host.
mand

Ad- In this phase, an address (0-32 bit) is transmitted over the bus by the Host.
dress

Write Host sends data to a Device. This data follows the optional command and address phases and is indis-
tinguishable from them at the electrical level.

Dummy | This phase is configurable and is used to meet the timing requirements.

Read Device sends data to its Host.

The attributes of a transaction are determined by the bus configuration structure spi_bus_config_t, de-
vice configuration structure spi_device_interface_config_t, and transaction configuration structure
spi_transaction_t.

An SPI Host can send full-duplex transactions, during which the read and write phases occur simultaneously. The
total transaction length is determined by the sum of the following members:

* spi_device_interface_config_t::command_bits
* spi_device_interface_config_t::address_bits
e spi_transaction_t::1length

While the member spi_transaction_t::rxlength only determines the length of data received into the
buffer.

In half-duplex transactions, the read and write phases are not simultaneous (one direction at a time).
The lengths of the write and read phases are determined by spi_transaction_t::length and
spi_transaction_t::rxlength respectively.
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The command and address phases are optional, as not every SPI device requires a command and/or address. This is
reflected in the Device’ s configuration: if spi_device_interface_config_t::command_bits and/or
spi_device_interface_config_t::address_bits are setto zero, no command or address phase will
occur.

The read and write phases can also be optional, as not every transaction requires both writing and reading data. If
spi_transaction_t::rx_bufferis NULL and SPT_TRANS_USE_RXDATA is not set, the read phase is
skipped. If spi_transaction_t::tx_bufferis NULL and SPI_TRANS_USE_TXDATA is not set, the
write phase is skipped.

The driver supports two types of transactions: the interrupt transactions and polling transactions. The programmer
can choose to use a different transaction type per Device. If your Device requires both transaction types, see Nofes
on Sending Mixed Transactions to the Same Device.

Interrupt Transactions Interrupt transactions will block the transaction routine until the transaction completes,
thus allowing the CPU to run other tasks.

An application task can queue multiple transactions, and the driver will automatically handle them one-by-one in the
interrupt service routine (ISR). It allows the task to switch to other procedures until all the transactions complete.

Polling Transactions Polling transactions do not use interrupts. The routine keeps polling the SPI Host’ s status
bit until the transaction is finished.

All the tasks that use interrupt transactions can be blocked by the queue. At this point, they will need to wait for the
ISR to run twice before the transaction is finished. Polling transactions save time otherwise spent on queue handling
and context switching, which results in smaller transaction duration. The disadvantage is that the CPU is busy while
these transactions are in progress.

The spi_device_polling_end () routine needs an overhead of at least 1 us to unblock other tasks when
the transaction is finished. It is strongly recommended to wrap a series of polling transactions using the functions
spi_device_acquire_bus () and spi_device_release_bus () to avoid the overhead. For more in-
formation, see Bus Acquiring.

Transaction Line Mode Supported line modes for ESP32-C2 are listed as follows, to make use of these modes,
set the member flags in the struct spi_transaction_t as shown in the Transaction Flag column. If you want
to check if corresponding IO pins are set or not, set the member flags in the spi_bus_config_t asshown in the
Bus 10 setting Flag column.

Command and Address Phases During the command and address phases, the members
spi_transaction_t::cmdand spi_transaction_t::addr are sent to the bus, nothing is read at this
time. The default lengths of the command and address phases are setin spi_device_interface_config_t
by calling spi_bus_add device(). If the flags SPI_TRANS VARIABLE_CMD and
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SPI_TRANS_VARIABLE_ADDR in the member spi_transaction_t::flags are not set, the driver
automatically sets the length of these phases to default values during Device initialization.

If the lengths of the command and address phases need to be variable, declare the
struct spi_transaction_ext_t, set the flags SPI_TRANS VARIABLE CMD and/or
SPI_TRANS_VARIABLE_ADDR in the member spi_transaction_ext_t: :base and configure the rest
of base as usual. Then the length of each phase will be equal to spi_transaction_ext_t::command_bits
and spi_transaction_ext_t::address_bits setinthe struct spi_transaction_ext_t.

If the command and address phase need to be as the same number of lines as data phase, you need to
set SPI_TRANS_MULTILINE_CMD and/or SPI_TRANS_MULTILINE_ADDR to the flags member in the struct
spi_transaction_t. Also see Transaction Line Mode.

Write and Read Phases Normally, the data that needs to be transferred to or from a Device will be read
from or written to a chunk of memory indicated by the members spi_transaction_t::rx_buffer and
spi_transaction_t: :tx_buffer. If DMA is enabled for transfers, the buffers are required to be:

1. Allocated in DMA-capable internal memory. If external PSRAM is enabled, this means using
pvPortMallocCaps (size, MALLOC_CAP_DMA).
2. 32-bit aligned (staring from a 32-bit boundary and having a length of multiples of 4 bytes).

If these requirements are not satisfied, the transaction efficiency will be affected due to the allocation and copying of
temporary buffers.

If using more than one data lines to transmit, please set SPI_DEVICE_HALFDUPLEX flag for the member flags in the
struct spi_device_interface_config_t. And the member flags in the struct spi_transaction_t
should be set as described in Transaction Line Mode.

£47:: Half-duplex transactions with both read and write phases are not supported. Please use full duplex mode.

Bus Acquiring Sometimes you might want to send SPI transactions exclusively and continuously so that it
takes as little time as possible. For this, you can use bus acquiring, which helps to suspend transactions (both
polling or interrupt) to other devices until the bus is released. To acquire and release a bus, use the functions
spi_device_acquire_bus () and spi_device_release_bus().

Driver Usage

* Initialize an SPI bus by calling the function spi_bus_initialize (). Make sure to set the correct I/O
pins in the struct spi_bus_config_t. Set the signals that are not needed to —1.

» Register a Device connected to the bus with the driver by calling the function spi_bus_add_device ().
Make sure to configure any timing requirements the device might need with the parameter dev_config.
You should now have obtained the Device’ s handle which will be used when sending a transaction to it.

¢ To interact with the Device, fill one or more spi_transaction_t structs with any transaction parameters
required. Then send the structs either using a polling transaction or an interrupt transaction:

— Interrupt Either queue all transactions by calling the function spi_device_queue_trans () and,
at a later time, query the result using the function spi_device_get_trans_result (), or
handle all requests synchronously by feeding them into spi_device_transmit ().

— Polling Call the function spi_device_polling_transmit () to send polling transactions.
Alternatively, if you want to insert something in between, send the transactions by using
spi_device_polling_start () and spi_device_polling end().

e (Optional) To perform back-to-back transactions with a Device, call the function
spi_device_acquire_bus () before sending transactions and spi_device_release_bus ()
after the transactions have been sent.

* (Optional) To unload the driver for a certain Device, call spi_bus_remove_device () with the Device
handle as an argument.

e (Optional) To remove the driver for a bus, make sure no more drivers are attached and call
spi_bus_free().
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The example code for the SPI master driver can be found in the peripherals/spi_master directory of ESP-IDF exam-
ples.

Transactions with Data Not Exceeding 32 Bits When the transaction data size is equal to or
less than 32 bits, it will be sub-optimal to allocate a buffer for the data. The data can be di-
rectly stored in the transaction struct instead.  For transmitted data, it can be achieved by using the
spi_transaction_t::tx_data member and setting the SPT_TRANS_USE_ TXDATA flag on the transmis-
sion. For received data, use spi_transaction_t::rx_dataandset SPI_TRANS_USE_RXDATA. In both
cases, do not touch the spi_transaction_t::tx _buffer or spi_transaction_t::rx_buffer
members, because they use the same memory locations as spi_transaction_t::tx_data and
spi_transaction_t::rx_data.

Transactions with Integers Other Than uint8_t  An SPI Host reads and writes data into memory byte by byte.
By default, data is sent with the most significant bit (MSB) first, as LSB first used in rare cases. If a value less than 8
bits needs to be sent, the bits should be written into memory in the MSB first manner.

For example, if 00001 0 needs to be sent, it should be written into a uint 8_t variable, and the length for reading
should be set to 5 bits. The Device will still receive 8 bits with 3 additional “random” bits, so the reading must be
performed correctly.

On top of that, ESP32-C2 is a little-endian chip, which means that the least significant byte of uint16_t and
uint32_t variables is stored at the smallest address. Hence, if uint 16_t is stored in memory, bits [7:0] are sent
first, followed by bits [15:8].

For cases when the data to be transmitted has the size differing from uint 8_t arrays, the following macros can be
used to transform data to the format that can be sent by the SPI driver directly:

e SPI_SWAP_DATA_ TX for data to be transmitted
e SPI_SWAP_DATA_RX for data received

Notes on Sending Mixed Transactions to the Same Device To reduce coding complexity, send only one type of
transactions (interrupt or polling) to one Device. However, you still can send both interrupt and polling transactions
alternately. The notes below explain how to do this.

The polling transactions should be initiated only after all the polling and interrupt transactions are finished.

Since an unfinished polling transaction blocks other transactions, please do not forget to call the function
spi_device_polling_end() after spi_device_polling_ start () to allow other transactions or to
allow other Devices to use the bus. Remember that if there is no need to switch to other tasks during your polling
transaction, you can initiate a transaction with spi_device_polling_transmit () so that it will be ended
automatically.

In-flight polling transactions are disturbed by the ISR operation to accommodate interrupt
transactions. Always make sure that all the interrupt transactions sent to the ISR are fin-
ished before you call spi_device_polling start(). To do that, you can keep -calling
spi_device_get_trans_result () until all the transactions are returned.

To have better control of the calling sequence of functions, send mixed transactions to the same Device only within
a single task.

Transfer Speed Considerations

There are three factors limiting the transfer speed:

¢ Transaction interval
* SPI clock frequency
* Cache miss of SPI functions, including callbacks

The main parameter that determines the transfer speed for large transactions is clock frequency. For multiple small
transactions, the transfer speed is mostly determined by the length of transaction intervals.
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Transaction Duration Transaction duration includes setting up SPI peripheral registers, copying data to FIFOs or
setting up DMA links, and the time for SPI transaction.

Interrupt transactions allow appending extra overhead to accommodate the cost of FreeRTOS queues and the time
needed for switching between tasks and the ISR.

For interrupt transactions, the CPU can switch to other tasks when a transaction is in progress. This saves the CPU
time but increases the transaction duration. See Interrupt Transactions. For polling transactions, it does not block
the task but allows to do polling when the transaction is in progress. For more information, see Polling Transactions.

If DMA is enabled, setting up the linked list requires about 2 us per transaction. When a master is transferring data,
it automatically reads the data from the linked list. If DMA is not enabled, the CPU has to write and read each byte
from the FIFO by itself. Usually, this is faster than 2 us, but the transaction length is limited to 64 bytes for both
write and read.

Typical transaction duration for one byte of data are given below.

¢ Interrupt Transaction via DMA: 42 ps.
¢ Interrupt Transaction via CPU: 40 ps.
* Polling Transaction via DMA: 17 ps.

* Polling Transaction via CPU: 15 ps.

SPI Clock Frequency Transferring each byte takes eight times the clock period 8/fspi.

Cache Miss The default config puts only the ISR into the IRAM. Other SPI related functions, including the driver
itself and the callback, might suffer from cache misses and will need to wait until the code is read from flash. Select
CONFIG_SPI_MASTER_IN_IRAM to put the whole SPI driver into IRAM and put the entire callback(s) and its callee
functions into IRAM to prevent cache misses.

For an interrupt transaction, the overall cost is 20+8n/Fspif MHz] [us] for n bytes transferred in one transaction.
Hence, the transferring speed is: n/A20+8n/Fspi). An example of transferring speed at 8 MHz clock speed is given
in the following table.

Frequency Transaction Interval | Transaction Length Total Time Total Speed
(MHz) (us) (bytes) (us) (KBps)

8 25 1 26 38.5

8 25 8 33 242.4

8 25 16 41 490.2

8 25 64 89 719.1

8 25 128 153 836.6

When a transaction length is short, the cost of transaction interval is high. If possible, try to squash several short
transactions into one transaction to achieve a higher transfer speed.

Please note that the ISR is disabled during flash operation by default. To keep sending transactions during
flash operations, enable CONFIG_SPI_MASTER_ISR_IN_IRAM and set ESP_INTR_FLAG_TRAM in the member
spi_bus_config t::intr_flags. In this case, all the transactions queued before starting flash operations
will be handled by the ISR in parallel. Also note that the callback of each Device and their callee functions should
be in IRAM, or your callback will crash due to cache miss. For more details, see IRAM =z 4> P 7 4L F2 42 5.

Application Example

The code example for using the SPI master half duplex mode to read/write a AT93C46D EEPROM (8-bit mode)
can be found in the peripherals/spi_master/hd_eeprom directory of ESP-IDF examples.

API Reference - SPI Common

Header File
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¢ components/hal/include/hal/spi_types.h

Structures

struct spi_line_mode_t
Line mode of SPI transaction phases: CMD, ADDR, DOUT/DIN.

Public Members

uint8_t ecmd_lines

The line width of command phase, e.g. 2-line-cmd-phase.

uint8_t addr_lines

The line width of address phase, e.g. 1-line-addr-phase.

uint8_t data_lines

The line width of data phase, e.g. 4-line-data-phase.

Enumerations
enum spi_host_device_t
Enum with the three SPI peripherals that are software-accessible in it.

Values:

enumerator SPI1_HOST
SPI1.

enumerator SPI2_HOST
SPI2.

enumerator SPI_HOST MAX

invalid host value

enum spi_clock_source_t

Values:

enumerator SPT_CLK_APB
Select APB as the source clock.

enumerator SPT_CLK_XTAL
Select XTAL as the source clock.

enum spi_event_t
SPI Events.

Values:

enumerator SPI_EV_BUF_TX

The buffer has sent data to master.
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enumerator SPI_EV_BUF_RX

The buffer has received data from master.

enumerator SPI_EV_SEND_DMA_READY
Slave has loaded its TX data buffer to the hardware (DMA).

enumerator SPI_EV_SEND

Master has received certain number of the data, the number is determined by Master.

enumerator SPI_EV_RECV_DMA_READY
Slave has loaded its RX data buffer to the hardware (DMA).

enumerator SPI_EV_RECV

Slave has received certain number of data from master, the number is determined by Master.

enumerator SPI_EV_CMD9
Received CMD9 from master.

enumerator SPI_EV_CMDA
Received CMDA from master.

enumerator SPI_EV_TRANS

A transaction has done.

enum spi_command_t

SPI command.

Values:

enumerator SPI_CMD_HD_WRBUF

enumerator SPI_CMD_HD_RDBUF

enumerator SPI_CMD_HD_WRDMA

enumerator SPI_CMD_HD_RDDMA

enumerator SPI_CMD_HD_SEG_END

enumerator SPT_CMD_HD_EN_QPI

enumerator SPI_CMD_HD_WR_END

enumerator SPI_CMD_HD_INTO

enumerator SPI_CMD_HD_INT1

enumerator SPI_CMD_HD_INT2
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Header File

» components/driver/include/driver/spi_common.h

Functions
esp_err_t spi_bus_initialize (spi_host_device_t host_id, const spi_bus_config_t *bus_config,
spi_dma_chan_t dma_chan)

Initialize a SPI bus.

g fe: SPI10/1 is not supported

#g s If a DMA channel is selected, any transmit and receive buffer used should be allocated in DMA-
capable memory.

M. The ISR of SPI is always executed on the core which calls this function. Never starve the ISR on
this core or the SPI transactions will not be handled.

SH
* host_id —SPI peripheral that controls this bus
* bus_config —Pointer to a spi_bus_config_t struct specifying how the host should be
initialized
* dma_chan — Selecting a DMA channel for an SPI bus allows transactions on the bus
with size only limited by the amount of internal memory.
— Selecting SPI_DMA_DISABLED limits the size of transactions.
— Set to SPI_DMA_DISABLED if only the SPI flash uses this bus.
— Set to SPI_ DMA_CH_AUTO to let the driver to allocate the DMA channel.
&)
* ESP_ERR_INVALID_ARG if configuration is invalid
* ESP_ERR_INVALID_STATE if host already is in use
e ESP_ERR_NOT_FOUND if there is no available DMA channel
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success

esp_err_t spi_bus_free (spi_host_device_t host_id)
Free a SPI bus.

# M. In order for this to succeed, all devices have to be removed first.

%% host_id —SPI peripheral to free
izl
* ESP_ERR_INVALID_ARG if parameter is invalid
« ESP_ERR_INVALID_STATE if bus hasn’ t been initialized before, or not all devices on
the bus are freed
e ESP_OK on success

Structures

struct spi_bus_config_t

This is a configuration structure for a SPI bus.
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You can use this structure to specify the GPIO pins of the bus. Normally, the driver will use the GPIO matrix
to route the signals. An exception is made when all signals either can be routed through the I0_MUX or are
-1. In that case, the [O_MUX is used, allowing for >40MHz speeds.

£47F: Be advised that the slave driver does not use the quadwp/quadhd lines and fields in spi_bus_config_t
refering to these lines will be ignored and can thus safely be left uninitialized.

Public Members

intmosi_io_num

GPIO pin for Master Out Slave In (=spi_d) signal, or -1 if not used.

int data0_io_num

GPIO pin for spi data0 signal in quad/octal mode, or -1 if not used.

intmiso_io_num

GPIO pin for Master In Slave Out (=spi_q) signal, or -1 if not used.

int datal_io_num

GPIO pin for spi datal signal in quad/octal mode, or -1 if not used.

int sclk_io_num
GPIO pin for SPI Clock signal, or -1 if not used.

int quadwp_io_num
GPIO pin for WP (Write Protect) signal, or -1 if not used.

int data2_io_num

GPIO pin for spi data2 signal in quad/octal mode, or -1 if not used.

int quadhd_io_num
GPIO pin for HD (Hold) signal, or -1 if not used.

int data3_io_num

GPIO pin for spi data3 signal in quad/octal mode, or -1 if not used.

int datad4_io_num

GPIO pin for spi data4 signal in octal mode, or -1 if not used.

int data5_io_num

GPIO pin for spi data5 signal in octal mode, or -1 if not used.

int data6_io_num

GPIO pin for spi data6 signal in octal mode, or -1 if not used.

intdata7_io_num

GPIO pin for spi data7 signal in octal mode, or -1 if not used.
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intmax_transfer_sz

Maximum transfer size, in bytes. Defaults to 4092 if 0 when DMA enabled, or to
SOC_SPI_MAXIMUM_ BUFFER_SIZE if DMA is disabled.

uint32_t flags
Abilities of bus to be checked by the driver. Or-ed value of SPICOMMON_BUSFLAG_ * flags.

intintr_flags

Interrupt flag for the bus to set the priority, and IRAM attribute, see esp_intr_alloc.h. Note that
the EDGE, INTRDISABLED attribute are ignored by the driver. Note that if ESP_INTR_FLAG_IRAM
is set, ALL the callbacks of the driver, and their callee functions, should be put in the IRAM.

Macros

SPI_MAX_DMA_LEN
SPI_SWAP_DATA_TX (DATA, LEN)
Transform unsigned integer of length <= 32 bits to the format which can be sent by the SPI driver directly.

E.g. to send 9 bits of data, you can:

uintl6_t data = SPI_SWAP_DATA_TX(0x145, 9);

Then points tx_buffer to sdata.

S8
e DATA —Data to be sent, can be uint8_t, uint16_t or uint32_t.
* LEN -Length of data to be sent, since the SPI peripheral sends from the MSB, this helps
to shift the data to the MSB.

SPI_SWAP_DATA_RX (DATA, LEN)

Transform received data of length <= 32 bits to the format of an unsigned integer.

E.g. to transform the data of 15 bits placed in a 4-byte array to integer:

uintl6_t data = SPI_SWAP_DATA_ RX(* (uint32_t*)t->rx_data, 15);

S8
* DATA —Data to be rearranged, can be uint8_t, uint16_t or uint32_t.
* LEN —Length of data received, since the SPI peripheral writes from the MSB, this helps
to shift the data to the LSB.

SPICOMMON_BUSFLAG_SLAVE

Initialize I/O in slave mode.

SPICOMMON_BUSFLAG_MASTER

Initialize I/O in master mode.

SPICOMMON_BUSFLAG_IOMUX_PINS

Check using iomux pins. Or indicates the pins are configured through the 10 mux rather than GPIO matrix.

SPICOMMON_BUSFLAG_GPIO_PINS
Force the signals to be routed through GPIO matrix. Or indicates the pins are routed through the GPIO matrix.
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SPICOMMON_BUSFLAG_SCLK
Check existing of SCLK pin. Or indicates CLK line initialized.

SPICOMMON_BUSFLAG_MISO
Check existing of MISO pin. Or indicates MISO line initialized.

SPICOMMON_BUSFLAG_MOSI
Check existing of MOSI pin. Or indicates MOSI line initialized.

SPICOMMON_BUSFLAG_DUAL
Check MOSI and MISO pins can output. Or indicates bus able to work under DIO mode.

SPICOMMON_BUSFLAG_WPHD
Check existing of WP and HD pins. Or indicates WP & HD pins initialized.

SPICOMMON_BUSFLAG_QUAD
Check existing of MOSI/MISO/WP/HD pins as output. Or indicates bus able to work under QIO mode.

SPICOMMON_BUSFLAG_IO4_IO7
Check existing of I04~I07 pins. Or indicates I04~IO7 pins initialized.

SPICOMMON_BUSFLAG_OCTAL

Check existing of MOSI/MISO/WP/HD/SPIIO4/SPIIOS/SPIIO6/SPIIO7 pins as output. Or indicates bus
able to work under octal mode.

SPICOMMON_BUSFLAG_NATIVE_PINS

Type Definitions

typedef spi_common_dma_t spi_dma_chan_t

Enumerations

enum spi_common_dma_t
SPI DMA channels.

Values:

enumerator SPI_DMA_DISABLED
Do not enable DMA for SPI.

enumerator SPI_DMA_CH_AUTO
Enable DMA, channel is automatically selected by driver.
API Reference - SPI Master

Header File

¢ components/driver/include/driver/spi_master.h
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Functions

esp_err_t spi_bus_add_device (spi_host_device_t host_id, const spi_device_interface_config_t *dev_config,

spi_device_handle_t *handle)

Allocate a device on a SPI bus.

This initializes the internal structures for a device, plus allocates a CS pin on the indicated SPI master peripheral
and routes it to the indicated GPIO. All SPI master devices have three CS pins and can thus control up to three

devices.

£41:: While in general, speeds up to 80MHz on the dedicated SPI pins and 40MHz on GPTIO-matrix-routed

pins are supported, full-duplex transfers routed over the GPIO matrix only support speeds up to 26MHz.

SH
* host_id —SPI peripheral to allocate device on
* dev_config —SPI interface protocol config for the device
* handle —Pointer to variable to hold the device handle
PEA ]
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NOT_FOUND if host doesn’ t have any free CS slots
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success

esp_err_t spi_bus_remove_device (spi_device_handle_t handle)

Remove a device from the SPI bus.

%% handle —Device handle to free

PEA ]
* ESP_ERR_INVALID_ARG if parameter is invalid
e ESP_ERR_INVALID_STATE if device already is freed
¢ ESP_OK on success

esp_err_t spi_device_queue_trans (spi_device_handle_t handle, spi_transaction_t *trans_desc,
TickType_t ticks_to_wait)

Queue a SPI transaction for interrupt transaction execution. Get the result by
spi_device_get_trans_result.
£41:: Normally a device cannot start (queue) polling and interrupt transactions simultaneously.
S
* handle Device handle obtained using spi_host_add_dev
* trans_desc —Description of transaction to execute
* ticks_to_wait -Ticks to wait until there’ s room in the queue; use port-
MAX_DELAY to never time out.
R
e ESP_ERR_INVALID_ARG if parameter is invalid. This can happen if
SPI_TRANS_CS_KEEP_ACTIVE flag is specified while the bus was not acquired
(spi_device_acquire_bus () should be called first)
* ESP_ERR_TIMEOUT if there was no room in the queue before ticks_to_wait expired
* ESP_ERR_NO_MEM if allocating DMA-capable temporary buffer failed
* ESP_ERR_INVALID_STATE if previous transactions are not finished
e ESP_OK on success
esp_err_t spi_device_get_trans_result (spi_device_handle_t handle, spi_transaction_t **trans_desc,
TickType_t ticks_to_wait)
Get the result of a SPI transaction queued earlier by spi_device_queue_trans.
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This routine will wait until a transaction to the given device succesfully completed. It will then return the
description of the completed transaction so software can inspect the result and e.g. free the memory or re-use
the buffers.

S
* handle —Device handle obtained using spi_host_add_dev
* trans_desc —Pointer to variable able to contain a pointer to the description of the
transaction that is executed. The descriptor should not be modified until the descriptor is
returned by spi_device_get_trans_result.
* ticks_to_wait —Ticks to wait until there’ s a returned item; use portMAX_DELAY
to never time out.
]|
¢ ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_TIMEOUT if there was no completed transaction before ticks_to_wait expired
e ESP_OK on success

esp_err_t spi_device_transmit (spi_device_handle_t handle, spi_transaction_t *trans_desc)
Send a SPI transaction, wait for it to complete, and return the result.
This function is the equivalent of calling spi_device_queue_trans() followed by spi_device_get_trans_result().

Do not use this when there is still a transaction separately queued (started) from spi_device_queue_trans() or
polling_start/transmit that hasn’ t been finalized.

$47::  This function is not thread safe when multiple tasks access the same SPI device. Normally a device
cannot start (queue) polling and interrupt transactions simutanuously.

¥
* handle —Device handle obtained using spi_host_add_dev
* trans_desc —Description of transaction to execute
B
e ESP_ERR_INVALID_ARG if parameter is invalid
¢ ESP_OK on success

esp_err_t spi_device_polling_start (spi_device_handle_t handle, spi_transaction_t *trans_desc,
TickType_t ticks_to_wait)

Immediately start a polling transaction.

£47:: Normally a device cannot start (queue) polling and interrupt transactions simutanuously. Moreover, a
device cannot start a new polling transaction if another polling transaction is not finished.

S
* handle Device handle obtained using spi_host_add_dev
* trans_desc —Description of transaction to execute
* ticks_to_wait —Ticks to wait until there’ s room in the queue; currently only port-
MAX_DELAY is supported.
B
o ESP_ERR_INVALID_ARG if parameter is invalid. This can happen if
SPI_TRANS_CS_KEEP_ACTIVE flag is specified while the bus was not acquired
(spi_device_acquire_bus () should be called first)
 ESP_ERR_TIMEOUT if the device cannot get control of the bus before
ticks_to_wait expired
* ESP_ERR_NO_MEM if allocating DMA-capable temporary buffer failed
* ESP_ERR_INVALID_STATE if previous transactions are not finished
e ESP_OK on success
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esp_err_t spi_device_polling_end (spi_device_handle_t handle, TickType_t ticks_to_wait)

Poll until the polling transaction ends.

This routine will not return until the transaction to the given device has succesfully completed. The task is not
blocked, but actively busy-spins for the transaction to be completed.

S
* handle Device handle obtained using spi_host_add_dev
* ticks_to_wait —Ticks to wait until there’ s a returned item; use portMAX_DELAY
to never time out.
P
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_TIMEOUT if the transaction cannot finish before ticks_to_wait expired
e ESP_OK on success

esp_err_t spi_device_polling_transmit (spi_device_handle_t handle, spi_transaction_t *trans_desc)

Send a polling transaction, wait for it to complete, and return the result.

This function is the equivalent of calling spi_device_polling_start() followed by spi_device_polling_end(). Do
not use this when there is still a transaction that hasn’ t been finalized.

£%7F: This function is not thread safe when multiple tasks access the same SPI device. Normally a device
cannot start (queue) polling and interrupt transactions simutanuously.

ZH

* handle —Device handle obtained using spi_host_add_dev

* trans_desc —Description of transaction to execute
izl

* ESP_ERR_INVALID_ARG if parameter is invalid
ESP_OK on success

esp_err_t spi_device_acquire_bus (spi_device_handle_t device, TickType_t wait)

Occupy the SPI bus for a device to do continuous transactions.

Transactions to all other devices will be put off until spi_device_release_bus is called.

£ 1#: The function will wait until all the existing transactions have been sent.

S
* device —The device to occupy the bus.
* wait —Time to wait before the the bus is occupied by the device. Currently MUST set to
portMAX_DELAY.
B
* ESP_ERR_INVALID_ARG : wait is not set to portMAX_DELAY.
ESP_OK : Success.

void spi_device_release_bus (spi_device_handle_t dev)
Release the SPI bus occupied by the device. All other devices can start sending transactions.

%4 dev —The device to release the bus.

int spi_get_actual_clock (int fapb, int hz, int duty_cycle)
Calculate the working frequency that is most close to desired frequency.
S
» fapb —The frequency of apb clock, should be APB_CLK_FREQ.

* hz Desired working frequency
* duty_cycle —Duty cycle of the spi clock
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1R[] Actual working frequency that most fit.

void spi_get_timing (bool gpio_is_used, int input_delay_ns, int eff_clk, int *dummy_o, int
*cycles_remain_o)

Calculate the timing settings of specified frequency and settings.

e If **dummy_o* is not zero, it means dummy bits should be applied in half duplex mode, and full
duplex mode may not work.

S8
* gpio_is_used —True if using GPIO matrix, or False if iomux pins are used.

* input_delay_ns —Input delay from SCLK launch edge to MISO data valid.

* eff_clk —Effective clock frequency (in Hz) from spi_get_actual_clock ().

* dummy_o —Address of dummy bits used output. Set to NULL if not needed.

* cycles_remain_o —Address of cycles remaining (after dummy bits are used) output.
— -1 If too many cycles remaining, suggest to compensate half a clock.
— 0 If no remaining cycles or dummy bits are not used.
— positive value: cycles suggest to compensate.

int spi_get_freq limit (bool gpio_is_used, int input_delay_ns)
Get the frequency limit of current configurations. SPI master working at this limit is OK, while above the limit,
full duplex mode and DMA will not work, and dummy bits will be aplied in the half duplex mode.

S

* gpio_is_used —True if using GPIO matrix, or False if native pins are used.
* input_delay_ns —Input delay from SCLK launch edge to MISO data valid.
1R[] Frequency limit of current configurations.

Structures

struct spi_device_interface_config_t

This is a configuration for a SPI slave device that is connected to one of the SPI buses.
Public Members

uint§_t command_bits
Default amount of bits in command phase (0-16), used when SPI_TRANS_VARIABLE_CMD is not
used, otherwise ignored.

uint8_t address_bits
Default amount of bits in address phase (0-64), used when SPTI_TRANS_VARIABLE_ADDR is not
used, otherwise ignored.

uint§_t dummy_bits

Amount of dummy bits to insert between address and data phase.

uint8_t mode
SPI mode, representing a pair of (CPOL, CPHA) configuration:

* 0:(0,0)
e 1: (0, 1)
* 2:(1,0)
e 3:(1,1)
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uintl6_t duty_cycle_pos

Duty cycle of positive clock, in 1/256th increments (128 = 50%/50% duty). Setting this to O (=not setting
it) is equivalent to setting this to 128.

uintl6_t cs_ena_pretrans

Amount of SPI bit-cycles the cs should be activated before the transmission (0-16). This only works on
half-duplex transactions.

uint8_t cs_ena_posttrans

Amount of SPI bit-cycles the cs should stay active after the transmission (0-16)

int clock_speed_hz
Clock speed, divisors of 80MHz, in Hz. See SPI_MASTER_FREQ_ *.

int input_delay_ns
Maximum data valid time of slave. The time required between SCLK and MISO valid, including the
possible clock delay from slave to master. The driver uses this value to give an extra delay before the
MISO is ready on the line. Leave at O unless you know you need a delay. For better timing performance
at high frequency (over 8MHz), it’ s suggest to have the right value.

int spics_io_num
CS GPIO pin for this device, or -1 if not used.

uint32_t £lags
Bitwise OR of SPI_DEVICE_* flags.

int queue_size
Transaction queue size. This sets how many transactions can be ‘in the air’ (queued using
spi_device_queue_trans but not yet finished using spi_device_get_trans_result) at the same time.

transaction_cb_t pre_cb
Callback to be called before a transmission is started.
This callback is called within interrupt context should be in IRAM for best performance, see “Trans-

ferring Speed” section in the SPI Master documentation for full details. If not, the callback may crash
during flash operation when the driver is initialized with ESP_INTR_FLAG_IRAM.

transaction_cb_t post_cb
Callback to be called after a transmission has completed.
This callback is called within interrupt context should be in IRAM for best performance, see “Trans-

ferring Speed” section in the SPI Master documentation for full details. If not, the callback may crash
during flash operation when the driver is initialized with ESP_INTR_FLAG_IRAM.

struct spi_transaction_t

This structure describes one SPI transaction. The descriptor should not be modified until the transaction fin-
ishes.

Public Members

uint32_t £lags
Bitwise OR of SPI_TRANS_* flags.
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uintl6_t emd
Command data, of which the length is set in the command_bits of spi_device_interface_config_t.

NOTE: this field, used to be ‘“command” in ESP-IDF 2.1 and before, is re-written to be used in
a new way in ESP-IDF 3.0.

Example: write 0x0123 and command_bits=12 to send command 0x12, 0x3_ (in previous version, you
may have to write 0x3_12).

uint64_t addr
Address data, of which the length is set in the address_bits of spi_device_interface_config_t.

NOTE: this field, used to be ‘“address” in ESP-IDF 2.1 and before, is re-written to be used in a
new way in ESP-IDF3.0.

Example: write 0x123400 and address_bits=24 to send address of 0x12, 0x34, 0x00 (in previous version,
you may have to write 0x12340000).

size_t length
Total data length, in bits.

size_t rxlength

Total data length received, should be not greater than 1ength in full-duplex mode (0 defaults this to the
value of 1ength).

void *user

User-defined variable. Can be used to store eg transaction ID.

const void *tx_buffer
Pointer to transmit buffer, or NULL for no MOSI phase.

uint8_t tx_datal4]
If SPI_TRANS_USE_TXDATA is set, data set here is sent directly from this variable.

void *rx_buffer
Pointer to receive buffer, or NULL for no MISO phase. Written by 4 bytes-unit if DMA is used.

uint8_t rx_datal4]
If SPI_TRANS_USE_RXDATA is set, data is received directly to this variable.

struct spi_transaction_ext_t

This struct is for SPI transactions which may change their address and command length. Please do set the flags
in base to SPI_TRANS_VARIABLE_CMD_ADR to use the bit length here.

Public Members

struct spi_transaction_t base

Transaction data, so that pointer to spi_transaction_t can be converted into spi_transaction_ext_t.

uint8_t command_bits

The command length in this transaction, in bits.
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uint§_t address_bits

The address length in this transaction, in bits.

uint8_t dummy_bits

The dummy length in this transaction, in bits.

Macros

SPI_MASTER_FREQ_ 8M

SPI master clock is divided by 80MHz apb clock. Below defines are example frequencies, and are accurate. Be
free to specify a random frequencys, it will be rounded to closest frequency (to macros below if above 8MHz).
8MHz

SPI_MASTER_FREQ_9M
8.89MHz

SPI_MASTER_FREQ_10M
10MHz

SPI_MASTER_FREQ_11M
11.43MHz

SPI_MASTER_FREQ_13M
13.33MHz

SPI_MASTER_FREQ_16M
16MHz

SPI_MASTER_FREQ_20M
20MHz

SPI_MASTER_FREQ_26M
26.67MHz

SPI_MASTER_FREQ_40M
40MHz

SPI_MASTER_FREQ 80M
80MHz

SPI_DEVICE_TXBIT_LSBFIRST
Transmit command/address/data LSB first instead of the default MSB first.

SPI_DEVICE_RXBIT_LSBFIRST
Receive data LSB first instead of the default MSB first.

SPI_DEVICE_BIT_LSBFIRST

Transmit and receive LSB first.
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SPI_DEVICE_3WIRE
Use MOSI (=spid) for both sending and receiving data.

SPI_DEVICE_POSITIVE_CS

Make CS positive during a transaction instead of negative.

SPI_DEVICE_HALFDUPLEX

Transmit data before receiving it, instead of simultaneously.

SPI_DEVICE_CLK_AS_CS
Output clock on CS line if CS is active.

SPI_DEVICE_NO_DUMMY

There are timing issue when reading at high frequency (the frequency is related to whether iomux pins are used,
valid time after slave sees the clock).

¢ In half-duplex mode, the driver automatically inserts dummy bits before reading phase to fix the timing
issue. Set this flag to disable this feature.

¢ In full-duplex mode, however, the hardware cannot use dummy bits, so there is no way to prevent data
being read from getting corrupted. Set this flag to confirm that you’ re going to work with output only,
or read without dummy bits at your own risk.

SPI_DEVICE_DDRCLK

SPI_TRANS_MODE_DIO

Transmit/receive data in 2-bit mode.

SPI_TRANS_MODE_QIO

Transmit/receive data in 4-bit mode.

SPI_TRANS_USE_RXDATA

Receive into rx_data member of spi_transaction_t instead into memory at rx_buffer.

SPI_TRANS_USE_TXDATA

Transmit tx_data member of spi_transaction_t instead of data at tx_buffer. Do not set tx_buffer when using
this.

SPI_TRANS_MODE_DIOQIO_ADDR
Also transmit address in mode selected by SPI_MODE_DIO/SPI_MODE_QIO.

SPI_TRANS_VARIABLE_CMD

Use the command_bits in spi_transaction_ext_t rather than default value in
spi_device_interface_config t.

SPI_TRANS_VARIABLE_ADDR

Use the address_bits in spi_transaction_ext_t rather than default value in
spi_device_interface_config t.

SPI_TRANS_VARIABLE_DUMMY

Use the dummy_bits in spi_transaction_ext_t rather than default value in
spi_device_interface_config_t.
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SPI_TRANS_CS_KEEP_ACTIVE

Keep CS active after data transfer.

SPI_TRANS_MULTILINE_CMD

The data lines used at command phase is the same as data phase (otherwise, only one data line is used at
command phase)

SPI_TRANS_MODE_OCT

Transmit/receive data in 8-bit mode.

SPI_TRANS_MULTILINE_ADDR

The data lines used at address phase is the same as data phase (otherwise, only one data line is used at address
phase)

Type Definitions

typedef struct spi_transaction_t spi_transaction_t

typedef void (*transaction_cb_t)(spi_transaction_t *trans)

typedef struct spi_device_t *spi_device_handle_t

Handle for a device on a SPI bus.
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Header File

» components/driver/include/driver/spi_slave.h
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Functions
esp_err_t spi_slave_initialize (spi_host_device_t host, const spi_bus_config_t *bus_config, const
spi_slave_interface_config_t *slave_config, spi_dma_chan_t dma_chan)

Initialize a SPI bus as a slave interface.

g fe: SPI0/1 is not supported

#g s If a DMA channel is selected, any transmit and receive buffer used should be allocated in DMA-
capable memory.

#ie: The ISR of SPI is always executed on the core which calls this function. Never starve the ISR on
this core or the SPI transactions will not be handled.

S
* host —SPI peripheral to use as a SPI slave interface
* bus_config —Pointer to a spi_bus_config_t struct specifying how the host should be
initialized
* slave_config —Pointer to a spi_slave_interface_config_t struct specifying the details
for the slave interface
* dma_chan — Selecting a DMA channel for an SPI bus allows transactions on the bus
with size only limited by the amount of internal memory.
— Selecting SPI_DMA_DISABLED limits the size of transactions.
— Set to SPI_DMA_DISABLED if only the SPI flash uses this bus.
— Set to SPI_DMA_CH_AUTO to let the driver to allocate the DMA channel.
Bl
* ESP_ERR_INVALID_ARG if configuration is invalid
* ESP_ERR_INVALID_STATE if host already is in use
e ESP_ERR_NOT_FOUND if there is no available DMA channel
* ESP_ERR_NO_MEM if out of memory
e ESP_OK on success

esp_err_t spi_slave_free (spi_host_device_t host)

Free a SPI bus claimed as a SPI slave interface.

%% host —SPI peripheral to free

Bl
* ESP_ERR_INVALID_ARG if parameter is invalid
« ESP_ERR_INVALID_STATE if not all devices on the bus are freed
e ESP_OK on success

esp_err_t spi_slave_queue_trans (spi_host_device_t host, const spi_slave_transaction_t *trans_desc,
TickType_t ticks_to_wait)

Queue a SPI transaction for execution.

Queues a SPI transaction to be executed by this slave device. (The transaction queue size was specified when the
slave device was initialised via spi_slave_initialize.) This function may block if the queue is full (depending on
the ticks_to_wait parameter). No SPI operation is directly initiated by this function, the next queued transaction
will happen when the master initiates a SPI transaction by pulling down CS and sending out clock signals.

This function hands over ownership of the buffers in trans_desc to the SPI slave driver; the application
is not to access this memory until spi_slave_queue_trans is called to hand ownership back to the
application.

B8
* host —SPI peripheral that is acting as a slave
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B

trans_desc —Description of transaction to execute. Not const because we may want
to write status back into the transaction description.

ticks_to_wait -Ticks to wait until there’ s room in the queue; use port-
MAX_DELAY to never time out.

ESP_ERR_INVALID_ARG if parameter is invalid
ESP_OK on success

esp_err_t spi_slave_get_trans_result (spi_host_device_t host, spi_slave_transaction_t **trans_desc,

TickType_t ticks_to_wait)

Get the result of a SPI transaction queued earlier.

This routine will wait until a transaction to the given device (queued earlier with spi_slave_queue_trans) has
succesfully completed. It will then return the description of the completed transaction so software can inspect
the result and e.g. free the memory or re-use the buffers.

It is mandatory to eventually use this function for any transaction queued by spi_slave_queue_trans.

S

B

host —SPI peripheral to that is acting as a slave

trans_desc —[out] Pointer to variable able to contain a pointer to the description of
the transaction that is executed

ticks_to_wait —Ticks to wait until there’ s a returned item; use portMAX_DELAY
to never time out.

ESP_ERR_INVALID_ARG if parameter is invalid
ESP_OK on success

esp_err_t spi_slave_transmit (spi_host_device_t host, spi_slave_transaction_t *trans_desc, TickType_t

ticks_to_wait)

Do a SPI transaction.

Essentially does the same as spi_slave_queue_trans followed by spi_slave_get_trans_result. Do not use this
when there is still a transaction queued that hasn’ t been finalized using spi_slave_get_trans_result.

S

B

Structures

host —SPI peripheral to that is acting as a slave

trans_desc —Pointer to variable able to contain a pointer to the description of the
transaction that is executed. Not const because we may want to write status back into the
transaction description.

ticks_to_wait —Ticks to wait until there’ s a returned item; use portMAX_DELAY
to never time out.

ESP_ERR_INVALID_ARG if parameter is invalid
ESP_OK on success

struct spi_slave_interface_config_ t

This is a configuration for a SPI host acting as a slave device.

Public Members

int spics_io_num
CS GPIO pin for this device.

uint32_t £lags
Bitwise OR of SPI_SLAVE_* flags.
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int queue_size
Transaction queue size. This sets how many transactions can be ‘in the air’ (queued using
spi_slave_queue_trans but not yet finished using spi_slave_get_trans_result) at the same time.

uint8_t mode
SPI mode, representing a pair of (CPOL, CPHA) configuration:
* 0:(0,0)
« 1: (0, 1)
* 2:(1,0)
*3: (1, D

slave_transaction_cb_t post_setup_cb
Callback called after the SPI registers are loaded with new data.

This callback is called within interrupt context should be in IRAM for best performance, see “Trans-
ferring Speed” section in the SPI Master documentation for full details. If not, the callback may crash
during flash operation when the driver is initialized with ESP_INTR_FLAG_IRAM.

slave_transaction_cb_t post_trans_cb
Callback called after a transaction is done.

This callback is called within interrupt context should be in IRAM for best performance, see “Trans-
ferring Speed” section in the SPI Master documentation for full details. If not, the callback may crash
during flash operation when the driver is initialized with ESP_INTR_FLAG_IRAM.

struct spi_slave_transaction_t

This structure describes one SPI transaction
Public Members

size_t length
Total data length, in bits.

size_t trans_len

Transaction data length, in bits.

const void *tx_buffer
Pointer to transmit buffer, or NULL for no MOSI phase.

void *rx_buffer

Pointer to receive buffer, or NULL for no MISO phase. When the DMA is anabled, must start at WORD
boundary (rx_buffer%4==0), and has length of a multiple of 4 bytes.

void *user

User-defined variable. Can be used to store eg transaction ID.

Macros

SPI_SLAVE_TXBIT_LSBFIRST
Transmit command/address/data LSB first instead of the default MSB first.
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SPI_SLAVE_RXBIT_LSBFIRST
Receive data LSB first instead of the default MSB first.

SPI_SLAVE_BIT_LSBFIRST

Transmit and receive LSB first.

Type Definitions

typedef struct spi_slave_transaction_t spi_slave_transaction_t

typedef void (*slave_transaction_cb_t)(spi_slave_transaction_t *trans)

2.6.13 Temperature Sensor
Introduction

The ESP32-C2 has a built-in sensor used to measure the chip’ s internal temperature. The temperature sensor module
contains an 8-bit Sigma-Delta ADC and a DAC to compensate for the temperature offset.

Due to restrictions of hardware, the sensor has predefined measurement ranges with specific measurement errors. See
the table below for details.

predefined range (°C) | error (°C)
50 ~ 125 <3
20 ~ 100 <2
-10~ 80 <1
-30~ 50 <2
-40 ~ 20 <3

5 1::  The temperature sensor is designed primarily to measure the temperature changes inside the chip. The
temperature value depends on factors like microcontroller clock frequency or I/O load. Generally, the chip’ s internal
temperature might be higher than the ambient temperature.

Functional Overview

* Resource Allocation - covers which parameters should be set up to get a temperature sensor handle and how to
recycle the resources when temperature sensor finishes working.

 Enable and Disable Temperature Sensor - covers how to enable and disable the temperature sensor.

* Get Temperature Value - covers how to get the real-time temperature value.

* Power Management - covers how temperature sensor is affected when changing power mode (i.e. light sleep).

 Thread Safety - covers how to make the driver to be thread safe.

Resource Allocation The ESP32-C2 has just one built-in temperature sensor hardware. The temperature sensor
instance is represented by temperature_sensor_handle_t, which is also the bond of the context. It would
always be the parameter of the temperature APIs with the information of hardware and configurations, so user can
just create a pointer of type temperature_sensor_handle_t and passing to APIs as needed.

In order to install a built-in temperature sensor instance, the first thing is to evaluate the temperature range in your
detection environment (For example: if the testing environment is in a room, the range you evaluate might be 10 °C
~ 30 °C; if the testing in a lamp bulb, the range you evaluate might be 60 °C ~ 110 °C). Based on that, the following
configuration structure should be defined in advance: temperature_sensor_config_t:
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e range_min. The minimum value of testing range you have evaluated.
* range_max. The maximum value of testing range you have evaluated.

After the ranges are set, the structure could be passed to temperature_sensor_install (), which will
instantiate the temperature sensor instance and return a handle.

As mentioned above, different measure ranges have different measurement errors. The user doesn’ t need to care
about the measurement error because we have an internal mechanism to choose the minimum error according to the
given range.

If the temperature sensor is no longer needed, you need to call temperature_sensor_uninstall () to free
the temperature sensor resource.

Creating a Temperature Sensor Handle

» Stepl: Evaluate the testing range. In this example, the range is 20 °C ~ 50 °C.
¢ Step2: Configure the range and obtain a handle

temperature_sensor_handle_t temp_handle = NULL;

temperature_sensor_config_t temp_sensor = {
.range_min = 20,
.range_max = 50,

bi
ESP_ERROR_CHECK (temperature_sensor_install (&temp_sensor, &temp_handle));

Enable and Disable Temperature Sensor

1. Enable the temperature sensor by calling temperature_sensor_enable (). The internal temperature
sensor circuit will start to work. The driver state will transit from init to enable.
2. To Disable the temperature sensor, please call temperature_sensor_disable ().

Get Temperature Value After the temperature sensor is enabled by temperature_sensor_enable(),
user can get the current temperature by calling temperature_sensor_get_celsius ().

// Enable temperature sensor

ESP_ERROR_CHECK (temperature_sensor_enable (temp_handle));

// Get converted sensor data

float tsens_out;

ESP_ERROR_CHECK (temperature_sensor_get_celsius (temp_handle, &tsens_out));
printf ("Temperature in %f °C\n", tsens_out);

// Disable the temperature sensor if it's not needed and save the power
ESP_ERROR_CHECK (temperature_sensor_disable (temp_handle));

Power Management When power management is enabled (i.e. CONFIG_PM_ENABLE is on), temperature sensor
will still keep working because it uses XTAL clock (on ESP32-C3) or RTC clock (on ESP32-S2/S3).

Thread Safety In temperature sensor we don’ t add any protection to keep the thread safe. Because from the
common usage, temperature sensor should only be called in one task. If you must use this driver in different tasks,
please add extra locks to protect it.

Unexpected Behaviors

1. The value user gets from the chip is usually different from the ambient temperature. It is because the temper-
ature sensor is built inside the chip. To some extent, it measures the temperature of the chip.

2. When installing the temperature sensor, the driver gives a ‘the boundary you gave cannot meet the range of
internal temperature sensor’ error feedback. It is because the built-in temperature sensor has testing limit.
The error due to setting temperature_sensor_config_t:
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(1) Totally out of range, like 200 °C ~ 300 °C.
(2) Cross the boundary of each predefined measurement. like 40 °C ~ 110 °C.

Application Example

e Temperature sensor reading example: peripherals/temp_sensor.

API Reference

Header File

¢ components/driver/include/driver/temperature_sensor.h

Functions

esp_err_t temperature_sensor_install (const femperature_sensor_config_t *tsens_conﬁg,

temperature_sensor_handle_t *ret_tsens)

Install temperature sensor driver.

SH
* tsens_config —Pointer to config structure.
* ret_tsens —Return the pointer of temperature sensor handle.
B
¢ ESP_OK if succeed
esp_err_t temperature_sensor_uninstall (femperature_sensor_handle_t tsens)

Uninstall the temperature sensor driver.

%% tsens —The handle created by temperature_sensor_install ().

peA |
¢ ESP_OK if succeed.
esp_err_t temperature_sensor_enable (femperature_sensor_handle_t tsens)

Enable the temperature sensor.

%4 tsens -The handle created by temperature_sensor_install ().

S|
* ESP_OK Success

e ESP_ERR_INVALID_STATE if temperature sensor is enabled already.

esp_err_t temperature_sensor_disable (temperature_sensor_handle_t tsens)

Disable temperature sensor.

%% tsens —The handle created by temperature_sensor_install ().

$e |
e ESP_OK Success
* ESP_ERR_INVALID_STATE if temperature sensor is not enabled yet.

esp_err_t temperature_sensor_get_celsius (femperature_sensor_handle_t tsens, float *out_celsius)

Read temperature sensor data that is converted to degrees Celsius.

£ 1#: Should not be called from interrupt.

S

* tsens —The handle created by temperature_sensor_install ().

* out_celsius —The measure output value.
B

e ESP_OK Success

* ESP_ERR_INVALID_ARG invalid arguments
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* ESP_ERR_INVALID_STATE Temperature sensor is not enabled yet.
* ESP_FAIL Parse the sensor data into ambient temperature failed (e.g. out of the range).

Structures

struct temperature_sensor_config_ t

Configuration of measurement range for the temperature sensor.

251: If youseethelogthe boundary you gave cannot meet the range of internal
temperature sensor. You may need to refer to predefined range listed doc api-reference/
peripherals/Temperature sensor.

Public Members

int range_min

the minimum value of the temperature you want to test

int range_max

the maximum value of the temperature you want to test

temperature_sensor_clk_src_t clk_src

the clock source of the temperature sensor.

Macros
TEMPERATURE_SENSOR_CONFIG_DEFAULT (min, max)

temperature_sensor_config_t default constructure

Type Definitions

typedef struct temperature_sensor_obj_t *temperature_sensor_handle_t

Type of temperature sensor driver handle.

2.6.14 Universal Asynchronous Receiver/Transmitter (UART)
Overview

A Universal Asynchronous Receiver/Transmitter (UART) is a hardware feature that handles communication (i.e.,
timing requirements and data framing) using widely-adopted asynchronous serial communication interfaces, such as
RS232, RS422, RS485. A UART provides a widely adopted and cheap method to realize full-duplex or half-duplex
data exchange among different devices.

The ESP32-C2 chip has two UART controllers (also referred to as port), each featuring an identical set of registers
to simplify programming and for more flexibility.

Each UART controller is independently configurable with parameters such as baud rate, data bit length, bit ordering,
number of stop bits, parity bit etc. All the controllers are compatible with UART-enabled devices from various
manufacturers and can also support Infrared Data Association protocols (IrDA).
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Functional Overview

The following overview describes how to establish communication between an ESP32-C2 and other UART devices
using the functions and data types of the UART driver. The overview reflects a typical programming workflow and
is broken down into the sections provided below:

Setting Communication Parameters - Setting baud rate, data bits, stop bits, etc.

Setting Communication Pins - Assigning pins for connection to a device.

Driver Installation - Allocating ESP32-C2’ s resources for the UART driver.

Running UART Communication - Sending / receiving data

Using Interrupts - Triggering interrupts on specific communication events

6. Deleting a Driver - Freeing allocated resources if a UART communication is no longer required

Nk

Steps 1 to 3 comprise the configuration stage. Step 4 is where the UART starts operating. Steps 5 and 6 are optional.

The UART driver’ s functions identify each of the UART controllers using uart_port_ t. This identification is
needed for all the following function calls.

Setting Communication Parameters UART communication parameters can be configured all in a single step or
individually in multiple steps.

Single Step Call the function uart_param config() and pass to it a uart_config_t structure. The
uart_config_t structure should contain all the required parameters. See the example below.

const uart_port_t uart_num = UART_NUM_1;
uart_config_t uart_config = {
.baud_rate = 115200,
.data_bits = UART_DATA_8_ BITS,
.parity = UART_PARITY_DISABLE,
.stop_bits = UART_STOP_BITS_1,
.flow_ctrl = UART_HW_FLOWCTRL_CTS_RTS,
.rx_flow_ctrl_thresh = 122,
bi
// Configure UART parameters
ESP_ERROR_CHECK (uart_param_config(uart_num, &uart_config));

For more information on how to configure the hardware flow control options, please refer to peripher-
als/uart/uart_echo.

Multiple Steps Configure specific parameters individually by calling a dedicated function from the table given
below. These functions are also useful if re-configuring a single parameter.

%% 4: Functions for Configuring specific parameters individually

Parameter to Configure Function

Baud rate uart_set_baudrate ()

Number of transmitted bits uart_set_word_length () selected out of uart_word_length_t

Parity control uart_set_parity () selected out of uart_parity_t

Number of stop bits uart_set_stop_bits () selected out of uart_stop_bits_t

Hardware flow control mode uart_set_hw _flow _ctrl() selected out of
uart_hw_flowcontrol_ t

Communication mode uart_set_mode () selected out of uart_mode_t

Each of the above functions has a _get_ counterpart to check the currently set value. For example, to check the
current baud rate value, call uart_get_baudrate ().
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Setting Communication Pins  After setting communication parameters, configure the physical GPIO pins to which
the other UART device will be connected. For this, call the function uart_set_pin () and specify the GPIO pin
numbers to which the driver should route the Tx, Rx, RTS, and CTS signals. If you want to keep a currently allocated
pin number for a specific signal, pass the macro UART _PIN_NO_CHANGE.

The same macro should be specified for pins that will not be used.

// Set UART pins(TX: I04, RX: IO5, RTS: I018, CTS: I019)
ESP_ERROR_CHECK (uart_set_pin (UART_NUM_1, 4, 5, 18, 19));

Driver Installation Once the communication pins are set, install the driver by calling
uart_driver_install () and specify the following parameters:

¢ Size of Tx ring buffer
* Size of Rx ring buffer
* Event queue handle and size
* Flags to allocate an interrupt

The function will allocate the required internal resources for the UART driver.

// Setup UART buffered IO with event queue

const int uart_buffer_size = (1024 * 2);

QueueHandle_t uart_queue;

// Install UART driver using an event queue here

ESP_ERROR_CHECK (uart_driver_install (UART_NUM_1, uart_buffer_size, \
uart_buffer_size, 10, &uart_queue, 0));

Once this step is complete, you can connect the external UART device and check the communication.

Running UART Communication Serial communication is controlled by each UART controller’ s finite state
machine (FSM).

The process of sending data involves the following steps:

1. Write data into Tx FIFO buffer
2. FSM serializes the data
3. FSM sends the data out

The process of receiving data is similar, but the steps are reversed:

1. FSM processes an incoming serial stream and parallelizes it
2. FSM writes the data into Rx FIFO buffer
3. Read the data from Rx FIFO buffer

Therefore, an application will be limited to writing and reading data from a respective buffer using
uart_write_bytes () and uart_read_bytes () respectively, and the FSM will do the rest.

Transmitting After preparing the data for transmission, call the function uart_write_bytes () and pass the
data buffer’ s address and data length to it. The function will copy the data to the Tx ring buffer (either immediately
or after enough space is available), and then exit. When there is free space in the Tx FIFO buffer, an interrupt service
routine (ISR) moves the data from the Tx ring buffer to the Tx FIFO buffer in the background. The code below
demonstrates the use of this function.

// Write data to UART.
char* test_str = "This is a test string.\n";
uart_write_bytes (uart_num, (const char*)test_str, strlen(test_str));

The function uart_write _bytes_with_break () is similar to uart_write_bytes () but adds a serial
break signal at the end of the transmission. A ‘serial break signal’ means holding the Tx line low for a period longer
than one data frame.
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// Write data to UART, end with a break signal.
uart_write_bytes_with_break (uart_num, "test break\n",strlen("test break\n"), 100);

Another function for writing data to the Tx FIFO buffer is uart_tx_chars(). Unlike
uart_write_bytes (), this function will not block until space is available. Instead, it will write all data
which can immediately fit into the hardware Tx FIFO, and then return the number of bytes that were written.

Thereisa ‘companion’ function uart_wait_tx_done () that monitors the status of the Tx FIFO buffer and
returns once it is empty.

// Wait for packet to be sent

const uart_port_t uart_num = UART_NUM_1;

ESP_ERROR_CHECK (uart_wait_tx_done (uart_num, 100)); // wait timeout is 100 RTOS.
—ticks (TickType_t)

Receiving Once the data is received by the UART and saved in the Rx FIFO buffer, it needs to be retrieved using
the function uart_read_bytes (). Before reading data, you can check the number of bytes available in the
Rx FIFO buffer by calling uart_get_buffered_data_len (). An example of using these functions is given
below.

// Read data from UART.

const uart_port_t uart_num = UART_NUM_1;

uint8_t data[128];

int length = 0;

ESP_ERROR_CHECK (uart_get_buffered_data_len(uart_num, (size_t*)&length));
length = uart_read_bytes (uart_num, data, length, 100);

If the data in the Rx FIFO buffer is no longer needed, you can clear the buffer by calling uart_flush ().

Software Flow Control If the hardware flow control is disabled, you can manually set the RTS and DTR signal
levels by using the functions uart_set_rts () and uart_set_dtr () respectively.

Communication Mode Selection The UART controller supports a number of communication modes. A mode
can be selected using the function uart_set_mode (). Once a specific mode is selected, the UART driver will
handle the behavior of a connected UART device accordingly. As an example, it can control the RS485 driver chip
using the RTS line to allow half-duplex RS485 communication.

// Setup UART in rs485 half duplex mode
ESP_ERROR_CHECK (uart_set_mode (uart_num, UART_MODE_RS485_HALF_DUPLEX)) ;

Using Interrupts There are many interrupts that can be generated following specific UART states or detected
errors. The full list of available interrupts is provided in ESP32-C2 Technical Reference Manual > UART Controller
(UART) > UART Interrupts and UHCI Interrupts [PDF]. You can enable or disable specific interrupts by calling
uart_enable_intr_mask () or uart_disable_intr_mask () respectively.

The uart_driver_install () function installs the driver’ s internal interrupt handler to manage the Tx and
Rx ring buffers and provides high-level API functions like events (see below).

The API provides a convenient way to handle specific interrupts discussed in this document by wrapping them into
dedicated functions:

* Event detection: There are several events defined in uart_event_type_ t that may be reported to a
user application using the FreeRTOS queue functionality. You can enable this functionality when calling
uart_driver_install () described in Driver Installation. An example of using Event detection can be
found in peripherals/uart/uart_events.

¢ FIFO space threshold or transmission timeout reached: The Tx and Rx FIFO buffers can trigger an inter-
rupt when they are filled with a specific number of characters, or on a timeout of sending or receiving data. To
use these interrupts, do the following:

Espressif Systems 546 Release v5.0.2
Submit Document Feedback



https://www.espressif.com/sites/default/files/documentation/esp8684_technical_reference_manual_en.pdf#uart
https://github.com/espressif/esp-idf/tree/v5.0.2/examples/peripherals/uart/uart_events
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.2

Chapter 2. APl &%

— Configure respective threshold values of the buffer length and timeout by entering them in the structure
uart_intr_config_t andcalling uart_intr_config()
— Enable  the interrupts wusing the  functions uart_enable_tx_intr() and
uart_enable rx_intr()
— Disable these interrupts using the corresponding functions uart_disable_tx_intr() or
uart_disable rx _intr()
¢ Pattern detection: An interrupt triggered on detecting a ‘pattern’ of the same character being re-
ceived/sent repeatedly for a number of times. This functionality is demonstrated in the example peripher-
als/uart/uart_events. It can be used, e.g., to detect a command string followed by a specific number of identical
characters (the ‘pattern’ ) added at the end of the command string. The following functions are available:
— Configure and enable this interrupt using uart_enable_pattern_det_baud_intr ()
— Disable the interrupt using uart_disable_pattern_det_intr ()

Macros The API also defines several macros. For example, UART_FIFO_LEN defines the length of hardware
FIFO buffers; UART_BITRATE_MAX gives the maximum baud rate supported by the UART controllers, etc.

Deleting a Driver If the communication established with uart_driver_ install () is no longer required,
the driver can be removed to free allocated resources by calling uart_driver_delete ().

Overview of RS485 specific communication options

% 1k: The following section will use [UART_REGISTER_NAME] . [UART_FIELD_BIT] to refer to UART
register fields/bits. For more information on a specific option bit, see ESP32-C2 Technical Reference Manual > UART
Controller (UART) > Register Summary [PDF]. Use the register name to navigate to the register description and then
find the field/bit.

e UART_RS485_CONF_REG.UART_RS485_EN: setting this bit enables RS485 communication mode sup-
port.

e UART_RS485_CONF_REG.UART_RS485TX_RX_EN: if this bit is set, the transmitter’ s output signal
loops back to the receiver’ s input signal.

e UART_RS485_CONF_REG.UART_RS485RXBY_TX_EN:if this bit is set, the transmitter will still be send-
ing data if the receiver is busy (remove collisions automatically by hardware).

The ESP32-C2’ s RS485 UART hardware can detect signal collisions during transmission of a datagram and generate
the interrupt UART_RS485_CLASH_INT if this interrupt is enabled. The term collision means that a transmitted
datagram is not equal to the one received on the other end. Data collisions are usually associated with the presence
of other active devices on the bus or might occur due to bus errors.

The collision detection feature allows handling collisions when their interrupts are activated and triggered. The in-
terrupts UART_RS485_FRM_ERR_INT and UART_RS485_PARITY_ERR_INT can be used with the collision
detection feature to control frame errors and parity bit errors accordingly in RS485 mode. This functionality is
supported in the UART driver and can be used by selecting the UART_MODE_RS485_APP_CTRL mode (see the
function uart_set_mode ()).

The collision detection feature can work with circuit A and circuit C (see Section Interface Connection Options). In
the case of using circuit A or B, the RTS pin connected to the DE pin of the bus driver should be controlled by the
user application. Use the function uart_get_collision_flag () to check if the collision detection flag has
been raised.

The ESP32-C2 UART controllers themselves do not support half-duplex communication as they cannot provide
automatic control of the RTS pin connected to the ~RE/DE input of RS485 bus driver. However, half-duplex com-
munication can be achieved via software control of the RTS pin by the UART driver. This can be enabled by selecting
the UART_MODE_RS485_HALF_DUPLEX mode when calling uart_set_mode ().

Once the host starts writing data to the Tx FIFO buffer, the UART driver automatically asserts the RTS pin (logic 1);
once the last bit of the data has been transmitted, the driver de-asserts the RTS p