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FEHG N4

M o#k B4l (b & ok | ESP32-S2-MINI R4, Al #54 PCB M2k K2k o SMEh K 2k 12405 -
ESP32-S2-MINI-1 5§ ESP32- | i%Z& 5K R ~F/)N, flash Fil/ok PSRAM £ R07E S Fr 6, H2EH
S2-MINI-1U) FEILIT 13 B

Pin Headers (#4t)

P ul ) GPIO i (I flash 19 SPI i32k) 3E5[H 2T Al HEE
JH PR ESP32-S2FH4 i Fr 4 #s, {fifE SPI. 12S. UART. I2C. fiifi

s . PWM L FlfE. i EFH PFINELHE.

3.3V Power OnLED (3.3 V i,
JEFERAT)

TFEARES: USB LIRS, %5~ 5ok.

USB-to-UART Bridge (USB #%
UART #rzde)

HUE R USB & UART #rfieds, nIfiimik 3 Mbps [ k.

Reset Button (Reset )

SN

Micro-USB (Micro-USB £: [1)

USB #2 [1. AT HETF & M ke B YR sk PC A1 ESP32-S2FH4 J8 F (18
faie,

Boot Button (Boot %)

MR . %11 Boot HERY AN — T Reset #EPEA “[AfF T2 B,
I ER R 2

RGB LED nS4k RGB &6 %%, B GPIO18 3Kz,
5Vt033VLDO (5V#33 | fFEReS, WASV, il 33V,
VLDO)
External Antenna Connector | {{ ESP32-S2-MINI-2U #1 ESP32-S2-MINI-1U #4077 4 S Bk 2k 43
(AN R L AL 4 ) o AR RCE, 1S BR300 S R e e R B35 .
JFUEIF RN GEEET, 1 f* ESP32-S2-DevKitM-1 524 Jo i«
B E

* ESP32-S2-DevKitM-1

 USB 2.0 ¥k (h3ifE A ZU%: Micro-B %)
o Hifii (Windows, Linux B{ macOS)

il WA OEAE 20 USB Sk . FABURL AT T, Fovk M TAUR LA Znie .

AV
DevKitM-1,

AR RN, %R — AR IR B BT KBRS, FF B AR 7 ek & ESP32-S2-

#%1E: ESP32-S2 Z %15t B 3 ¥ ESP-IDF master 43 7 5 v4.2 DA AR AR .

wirk5%

DitiekER]  ESP32-S2-DevKitM-1 f) F B (AR 7 0N BB R o

MRS ST DAR = Rb Pty st T 145 ESP32-S2-DevKitM-1 it :
* Micro-USB £z ikt (BRiA)

* 5V Il GND HE4 it
 3V3 1 GND HE41 it H,

FEBGERRA —Fh iR 72 Micro-USB % it

HEEE

SRSV T I AR ST (31 F1T3) B ARkAN ShfE, HEEH 4 AR AN R ESP32-S2-DevKitM-1 - iE.

& i, HEHRY S5 ESP32-S2-DevKitM-1 J 2 €] (PDF) —%.
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Power Supply/

Programming
| D+/D-
3 USB-UART TXRX »| RGBLED
06.—“—" Bridge
: ESP32-S2-MINI-1
3.3V - » Pin Header
LDO Connector x2

| ESP32-S2-DevKitM-1

o o

Boot RST

& 7: ESP32-S2-DevKitM-1 ( 55k)

J1
FE | &% | R T IhEE
1 3V3 | P 3.3V HJE
2 0 /O/T RTC_GPIOO0, GPIOO
3 1 /O/T RTC_GPIO1, GPIO1, TOUCH1, ADC1_CHO
4 2 /O/T RTC_GPIO2, GPIO2, TOUCH2, ADC1_CH1
5 3 1/O/T RTC_GPIO3, GP1IO3, TOUCH3, ADC1_CH2
6 4 /O/T RTC_GPIO4, GPIO4, TOUCH4, ADC1_CH3
7 5 1/O/T RTC_GPIO5, GPIO5, TOUCHS5, ADC1_CH4
8 6 /O/T RTC_GPIO6, GPIO6, TOUCH6, ADC1_CH5
9 7 /O/T RTC_GPIO7, GPIO7, TOUCH7, ADC1_CH6
10 8 I/O/T RTC_GPIO8, GPIO8, TOUCHS, ADC1_CH7
11 9 1/O/T RTC_GPIO9, GPIO9, TOUCH9, ADC1_CHS, FSPIHD
12 10 /O/T RTC_GPIO10, GPIO10, TOUCH10, ADC1_CHY, FSPICSO0, FSPIIO4
13 11 /O/T RTC_GPIO11, GPIO11, TOUCHI11, ADC2_CHO, FSPID, FSPIIO5
14 12 1/O/T RTC_GPIO12, GPIO12, TOUCH12, ADC2_CHI1, FSPICLK, FSPIIO6
15 13 /O/T RTC_GPIO13, GPIO13, TOUCH13, ADC2_CH2, FSPIQ, FSPIIO7
16 14 /O/T RTC_GPIO14, GPIO14, TOUCH14, ADC2_CH3, FSPIWP, FSPIDQS
17 15 /O/T RTC_GPIO15, GPIO15, UORTS, ADC2_CH4, XTAL_32K_P
18 16 1/O/T RTC_GPIO16, GPIO16, UOCTS, ADC2_CH5, XTAL_32K_N
19 17 /O/T RTC_GPIO17, GPIO17, UITXD, ADC2_CH6, DAC_1
20 5V | P 5V HE
21 G G P

PO I HAG

O: s T: WlE M.
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J3

FS | &R | X | Th8E

1 G G e

2 RST |1 CHIP_PU

3 46 I GPIO46

4 45 I/O/T | GPIO45

5 RX I/O/T | UORXD, GP1044, CLK_OUT2

6 TX I/O/T | U0OTXD, GP1043, CLK_OUT1

7 42 I/O/T | MTMS, GPIO42

8 41 I/0/T | MTDI, GPIO41, CLK_OUT1

9 40 I/O/T | MTDO, GPIO40, CLK_OUT2

10 39 I/O/T | MTCK, GP1039, CLK_OUT3

11 38 I/O/T | GPIO38, FSPIWP

12 37 I/O/T | SPIDQS, GPIO37, FSPIQ

13 36 I/O/T | SPIIO7, GPIO36, FSPICLK

14 35 I/O/T | SPIIO6, GPIO35, FSPID

15 34 I/O/T | SPIIOS, GP10O34, FSPICSO

16 33 I/O/T | SPIIO4, GPIO33, FSPIHD

17 26 I/O/T | SPICS1, GPIO26

18 21 I/O/T | RTC_GPIO21, GP1021

19 20 I/O/T | RTC_GPIO20, GP1020, UICTS, ADC2_CH9, CLK_OUT1, USB_D+
20 19 I/O/T | RTC_GPIO19, GPIO19, UIRTS, ADC2_CHS8, CLK_OUT2, USB_D-
21 18 I/0/T | RTC_GPIO18, GPIO18, UIRXD, ADC2_CH7, DAC_2, CLK_OUT3, RGB LED

ESP32-S2-DevKitM-1

3V3
GPI00
GPIO1
GP102
GPI03
GPI104
GPI05
GPI06
RTC _ GPIO7 _ 9
RTC _ GPIO8 |10,
RTC  GPIO9 .11
RTC ,GPI010,12
RTC GPIO11,13
RTC ,GPI012,14
RTC ,GPIO13 15
RTC _GPI014,16
RTC ,GPIO15,17
RTC ,GPI016,18
RTC GPIO17,19
5V0_ 20,
GND_ 21

1 _GND,
RST
GP1046
GP1045
GP1044
GP1043
GPI042
GP1041
GP1040

10,GPI039

11, GPIO38

12 GPIO37

13 GPIO36

14 GPIO35

15 _GPI034

16,GPIO33

17_GPI026

18 GPI021 RTC

19,GPI1020, RTC

20,GPI019 RTC

21, GPIO18 RTC

BOOT

TOUCH1  ADC1_0
TOUCH2[ ADC1_1
TOUCH3 ADC1_2

TOUCH4, ADC1_3

TOUCHS5, ADC1_4

TOUCH6, ADC1_5

TOUCH7, ADC1_6

TOUCHS8, ADC1_7

FSPIHD I TOUCH9, ADC1_8

[ FSP1104 ] FSPICS0 TOUCH10] ADC1_9

RTC
RTC
RTC
RTC
RTC
RTC
RTC

[ FSPI105 1 FSPID [TOUCH11, ADC2 0
[ FSPI106 [ FSPICLK] TOUCH12, ADC2_1
[ FSPIIO7 | FSPIQ [ TOUCH13, ADC2_2
[FSPIDQS] FSPIWP [ TouCH14, ADC2_3
XTAL_32K_P. UORTS | ADC2_4
XTALS32KENT UOCTS [ ADC2_5
(7Y B ULTXD [ ADC2_6

ESP32-S2 Specs

32-bit Xtensae single-core @240MHz
Wi-Fi IEEE 802.11 b/g/n 2.4GHz
320 KB SRAM (16 KB SRAM in RTC)
128 KB ROM

43 GPIOs, 4x SPI, 2x UART, 2x I2C,
Touch, I2S, RMT, LED PWM, USB-OTG,

TWAI®, 2x 8-bit DAC, 12-bit ADC (EIECIED Clock Output

/] 8: ESP32-S2-DevKitM-1 % it 5 (k)

A )=y

&) ESPRESSIF

LOG
VSPI
UORXD
UOTXD
MTMS
MTDI
MTDO
MTCK

FSPIWP

CLK_OUT2
CLK_OUT1

CLK_OUTL

L FSPIHD J

ADC2_9 NIS:BH XN ULCTS [CLK-OUTY
ADC2_8 NV :BL A ULIRTS JCEKSOUT2
ADC2_7 _ UIRXD BI).(ely BICLK_OUT3 RGB_LED)

~\,/— PWMCapable Pin
—p— @I® GPIO Input Only
@@J[&® GPIO Input and Output
JTAG/USB  JTAG for Debugging and USB
Analog-to-Digital Converter
Touch Sensor Input Channel
Other Related Functions
Serial for Debug/Programming
DAC_X Digital-to-Analog Converter
Strapping Pin Functions
RTC Power Domain (VDD3P3_RTC)

Miscellaneous/Secondary functions Ground

@D Power Rails (3V3 and 5V)

13
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BEPERRAS  Jopr SR .

LIPS &

ESP32-S2 Z51.t5 i v1.0 A AR HAE 45 (PDF)
ESP32-S2 R 515 - v0.0 i A4 A HAS 45 (PDF)
(ESP32-S2 R4t H#hi%#» (PDF)
(ESP32-S2-MINI-2 & ESP32-S2-MINI-2U # R#i#%-» (PDF)
(ESP32-S2-MINI-1 & ESP32-S2-MINI-1U $ A #i#%-» (PDF)
ESP32-S2-DevKitM-1 JE 3 F (PDF)
ESP32-S2-DevKitM-1 PCB i J5) (PDF)
ESP32-S2-DevKitM-1 X 5f & (PDF)
SRS T H

B RATF KB Z BT SR, THICRIRATAIRT 5571 sales@espressif.com.

ESP32-S2-DevKitC-1

AF R B R |- T ESP32-S2-DevKitC-1, FHRMEZFTT AR 4 {5 8 -

ESP32-S2-DevKitC-1 J&—sR A THIT Kt Hagsg# iy Wi-Fi Dhg. M BB RE A I 2 5] 2
MHEEE, JFA NG RYE S PR TE R, FebAm MR T 1 2 Fh AN B o, [ It w5 I S A T Al
(R

P 9: ESP32-S2-DevKitC-1 (#z%k ESP32-S2-SOLO #541 )

A AT A

o NId5@: WG T ESP32-S2-DevKitC-1 FIAE{: . SR EE M -

o BPFAE T PRI T ESP32-S2-DevKitC-1 [

o BAEREA T A ERRELE DT SR RIS N, PR A A ) AT AR AT THE R (W) .
o ABKSUAS: B TR S SORY I BERE .

ATTHRE AN R 24 ESP32-S2-DevKitC-1, S ANiT7E ESP32-S2-DevKitC-1 s [ {1 LA 5%
g TAE.
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ESP32-52-50L0 or
ESP32-52-50L0-U

USB-1o-UART pin Headers (J3)
Bridge

3.3V Power On LED

ESP32-52 USE Port
Reset Button

Boot Button
USB-to-UART Port

5V1to 3.3VLDO RGB LED Pin Headers (J1)

& 10: ESP32-S2-DevKitC-1 - 1ETH

HUIPESran DAT SR IR B8R R N 3T St b r) 22

FEAH

T8

Moo A (B oy
ESP32-S2-SOLO &, ESP32-
$2-SOLO-U)

ESP32-S2-SOLO Z M4, w42 PCB Mk R s AN R & s,
SCFRZ 7 flash I PSRAM A/ HEAEE, PEILITHE &

3.3 VPower OnLED (3.3 V i,
TRFERAT)

TFA M S USB RS, %3RSk

USB-to-UART Bridge (USB #
UART #rfi43)

i F USB #% UART #rids, nlffiimnih 3 Mbps (&R .

Pin Headers (H4t)

PirArml i GPIO 51 (5 flash () SPT 5 4k) 3905 | =TT KMy HERT
HER AT RBOEZ S

ESP32-S2 USB Port (ESP32-
S2 USB #%11)

ESP32-S2 USB OTG % 1, s¢fp4xik USB L1 ARifE. %% 1l AT A&
B 1, ATBESR I A0 A, ol s USB Hisl 50l i -

Reset Button (Reset )

S

Boot Button (Boot )

T EFEE . i Boot G811 [H] I — T Reset ##gE A “[E{FF 7 5,
TR N R E

USB-to-UART Port (USB %%
UART $#%11)

Micro-USB # 11, W {FIT R A BErB i 1T, B PFay , ]
MR T, i AL USB 55 UART BRHESES ESP32-S2 .

RGB LED

w54k RGB kX6 Hk%&, | GPIO1S BKEf.

5Vt33VLDO (5V#33
VLDO)

YRS, WA SY, i 33V,

FHUGEIF R N

A B
« ESP32-S2-DevKitC-1

TEELET, I HIE ESP32-S2-DevKitC-1 5247 o4 .

* USB 2.0 $flk (A5t A %U%% Micro-B %)
o M (Windows. Linux B{ macOS)

ik ORG240 USB s, T B g OO F e, Tok TR e fman e -
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BEPRGCE alad USB % UART $ 0V EERIT AR S U . H AT ¢ ESP32-S2 USB 4 1 5 i1 SO 1 A
. TEREELTRT, BUAMT USB 4% UART 11,

BAEve ™ R0 ESP-IDF P A ], 78 PRI 25 TR /N A R Q0 An) pRosk 15 T R IAEE, R R
J 5% & ESP32-S2-DevKitC-1,

N AL

R 20T Rl Z RS T bk, PRI T

TTIHKAD EHEA Flash PSRAM | k&

ESP32-S2-DevKitC-1-N8R2 ESP32-S2-SOLO-2 8 MB 2 MB PCB R #R K2k
€z

ESP32-S2-DevKitC-1U-N8R2 ESP32-S2-SOLO-2U 8 MB 2 MB HNER R T
(HE25)

ESP32-S2-DevKitC-1 ESP32-S2-SOLO 4 MB — PCB #RZk K4k

ESP32-S2-DevKitC-1U ESP32-S2-SOLO-U 4 MB — AN R R 5%

ESP32-S2-DevKitC-1R ESP32-S2-SOLO 4 MB 2 MB PCB # #8 K 2k

ESP32-S2-DevKitC-1RU ESP32-S2-SOLO-U 4 MB 2 MB AN R e 8%

S AR, 4 ESP32-S2-DevKitC-1 K AR i A1 AR sl AR Ry RERRAY HoAth 7 U3
T R HIFE https://www.espressif.com/zh-hans/company/contact/buy-a-sample ,

fLiiTi At RN SK, ESP32-S2-DevKitC-1 5 AR AUHRA tL3 -

HEE VT B IR https://www.espressif.com/zh-hans/contact-us/sales-questions.

w54

DhtiekER]  ESP32-S2-DevKitC-1 ) 1 B F MR 7 0N B R o

-
Power Supply/ |
Programming
i D+/D-
USB-to-UART | USB-UART .ﬂ. GPIO18
Port ; Bridge | GPIOT8 | RGB LED

ESP32-82-S0LO

3.3V
[+ *|Header Block x2| :

ESP32-52 gl
USB Port \"g

A

& 11: ESP32-S2-DevKitC-1 ( fi:k)

! ESP32-S2-SOLO-2 Fil ESP32-S2-SOLO-2U REALfili | v1.0 HASE A, HABALME ] v0.0 AT e HZ TR RAHEE,
H5% (ESP32-S2 A4t H iR
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HLDRES AT RAR = bl 073U AR 28— 245 ESP32-S2-DevKitC-1 fit i -

» USB %% UART #% Il fit i s ESP32-S2 USB #% HIfitr (PP —smImbfitrR ), BNty (HEt)
* 5V I G (GND) HEgHfit
* 3V3 #il G (GND) HE4HffH

HEEE RS TIFRAR B OHEET (J1 AI3) /9 #ARkA0 ShRe. HEE 94 PR K ESP32-S2-DevKirC-1 - iE
& i, HEH 55 ESP32-S2-DevKitC-1 J5 3 ¥ (PDF) —%.

J1

Fs | & | % Lhge

R EP
1 3v3 | P 3.3V IR
2 3v3 | P 3.3V HR
3 RST |1 CHIP_PU
4 4 I/0/T | RTC_GPIO4, GPIO4, TOUCH4, ADC1_CH3
5 5 I/0/T | RTC_GPIOS, GPIO5, TOUCHS, ADC1_CH4
6 6 I/0/T | RTC_GPIO6, GPIO6, TOUCH6, ADC1_CHS
7 7 I/0/T | RTC_GPIO7, GP1O7, TOUCH7, ADC1_CH6
8 15 I/0/T | RTC_GPIO15, GPIO15, UORTS, ADC2_CH4, XTAL_32K_P
9 16 I/0/T | RTC_GPIO16, GPIO16, UOCTS, ADC2_CHS, XTAL_32K_N
10 17 I/0/T | RTC_GPIO17, GPIO17, UITXD, ADC2_CH6, DAC_1
11 18° I/O/T | RTC_GPIO18, GPIO18[#]_, UIRXD, ADC2_CH7, DAC_2, CLK_OUT3, RGB

LED

8 I/0/T | RTC_GPIOS, GPIO8, TOUCHS, ADC1_CH7

3 I/0/T | RTC_GPIO3, GPIO3, TOUCH3, ADC1_CH2

46 I GPIO46

I/0/T | RTC_GPIO9, GP109, TOUCH9, ADC1_CHS, FSPIHD

10 I/0/T | RTC_GPIO10, GPIO10, TOUCH10, ADC1_CH9, FSPICS0, FSPI104
11 I/0/T | RTC_GPIO11, GPIO11, TOUCH11, ADC2_CHO, FSPID, FSPIIOS

12 I/0/T | RTC_GPIO12, GPIO12, TOUCH12, ADC2_CH1, FSPICLK, FSPIIO6
13 I/0/T | RTC_GPIO13, GP1O13, TOUCH13, ADC2_CH2, FSPIQ, FSPIIO7

e e Rl el Bl el B B
\O| 00| | O\ | KW
O

20 14 I/O/T | RTC_GPIO14, GPIO14, TOUCH14, ADC2_CH3, FSPIWP, FSPIDQS
21 5V P 5V HE
22 G G B

Pl It BAs O s T alEECAE.
3§44 ESP32-S2-SOLO-2 &, ESP32-S2-SOLO-2U [ & M i GPIO18,
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3
! FS | &R | K38 | Ihae

1 G G B

2 TX | I/O/T | UOTXD, GPIO43, CLK_OUTI1

3 RX | I/O/T | UORXD, GP1044, CLK_OUT2

4 1 I/O/T | RTC_GPIOI, GPIO1, TOUCHI, ADCI_CHO

5 2 I/O/T | RTC_GPIO2, GPIO2, TOUCH2, ADCI1_CHI

6 42 I/O/T | MTMS, GP1042

7 41 I/O/T | MTDI, GPIO41, CLK_OUTI

8 40 I/O/T | MTDO, GP1040, CLK_OUT2

9 39 I/O/T | MTCK, GPIO39, CLK_OUT3

10 38 I/O/T | GPIO38, ESPTWP

11 37 I/O/T | SPIDQS, GP1037, FSPIQ

12 36 I/O/T | SPIIO7, GPIO36, FSPICLK

13 35 I/O/T | SPIIO6, GPIO35, FSPID

14 0 I/O/T | RTC_GPIOO0, GPIOO

15 45 I/O/T | GPIO45

16 34 I/O/T | SPIIO5, GPIO34, ESPICSO

17 33 I/O/T | SPIIO4, GPIO33, ESPIHD

18 21 I/O/T | RTC_GPIO21, GPIO21

19 20 I/O/T | RTC_GPIO20, GPIO20, UICTS, ADC2_CH9, CLK_OUTI, USB_D+

20 19 I/O/T | RTC_GPIO19, GPIO19, UIRTS, ADC2_CHS8, CLK_OUT2, USB_D-

21 G G B

22 G G B

ESP32-52-DevKitC-1 & ESPRESSIF

GND
GP1043 UOTXD ELK_OUTS
GP1044 UORXD ELK_OUT3

3V3

3V3
D @
TOUCH4ADC1_3'RTC GPIO4 GPIO1 RTC ADCLl_0TOUCHI]
TOUCHS/ADC1_4'RTC|GPIO5 ESP32-52-S0LO GPIO2 RTC ADC1_LTOUCH
TOUCH6ADC1_5 RTC GPIO6 JIETE MTMS
TOUCHZ ADC1_6.RTC_GPIO7 FILE MTDI
[XTAL_32K_Pl UORTS JADC2_4 RTCGPIO15
fcraL_s2iC ] UOCTS JADC2_5.RTCGPIO16
DAC_1 PIO1
'RGB_LEDCLK OUT3Y ) {-l-¥ ULRXD JADC2_7 RTCGPIO1§
QUCHBADC1_7 RTC GPIO8
OUCH3/ADC1_2'RTC GPIO3
[_LOG_GPI046
FSPIHD.TOUCH9ADC1_8RTC GPIO9
[FSPIIO4FSPICSQroucH10ADC1_9 RTCGPIO1G
FSPITOS, FSPID JroucH11ADC2_0 RTCGPIO1
FSPIIOE] CTOUCH12ADC2_LRTCGPIO1Z
[FSPIIO7 FSPIQ JroucH13ADC2_2 RTCGPIO13
FSPIDOSFSPIWP,TOUCH14ADC2_3RTCGPIO14
an
GND;

RGB@IO18

GPI020RTCADC2_OlTH- ML ELULCTS CLK OuT
GPIO1gRTC/ADC2_SIILLE.E[ ULRTS ELK OUTZ
GND]
GND

-9:0:0:0:0-0:0-0:0-0-0:0:0:0:0

[ ]
48
[
39
@
38
[ ]
37
[ J
36
[ J
35
[ ]
o
a
45
[ J
34
[ ]
33
[ ]
21
[
28
[ ]
19
[ ]
G
[ J
G

~\y/— PWM Capable Pin
—p— (T GPIO Input Only
(G259 GPIO Input and Output

ESP32-S2 Specs ITAG/USB JTAG for Debugging and USB
32-bit Xtensa® single-core @240MHz Analog-to-Digital Converter

- IIEEE Touch Sensor Input Channel
WI-FI TEEE 802.11 b/g/n 2'4,GHZ (11D other Related Functions
320 KB SRAM (16 KB SRAM n RTC) (EF5TY® serial for Debug/Pregramming
128 KB ROM DAC_X Digital-to-Analog Converter

Miscellaneous/Secondary functions @S Strapping Pin Functions
43 GPIOs, 4x SPI, 2x UART, 2x 12C, GLEETRE Clock Output RTC Power Domain (VDD3P3_RTC)
Touch, I2S, RMT, LED PWM, USB-OTG, :;I‘I’-auzp.sgnslzjug buaEr:Psz\;itgz et @D Ground
-52-SOLO or -§2- -1

TWAI®, 2x 8-bit DAC, 12-bit ADC module AL Power Rails (3v3 and 5V)

K 12: ESP32-S2-DevKitC-1 457 J5 (JEiiR)

MY )
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BEPERRAS  Jopr SR .

FHIRESCRY
» ESP32-S2 R4t F v1.0 A H AR KA 15 (PDF)
ESP32-S2 Z41it5 i v0.0 U4 AR FA% 15 (PDF)
«ESP32-S2 4.t i) (PDF)
«ESP32-S2-SOLO-2 & ESP32-S2-SOLO-2U #i4H $; A A% 15) (PDF)
«ESP32-S2-SOLO & ESP32-S2-SOLO-U #izH# A#ik% 15» (PDF)
ESP32-S2-DevKitC-1 JE# 4] (PDF)
ESP32-S2-DevKitC-1 PCB 75 & (PDF)
ESP32-S2-DevKitC-1 X'~} (PDF)
ESP32-S2-DevKitC-1 X ~f & JE 04 (DXF) - 7] {#i [f] Autodesk Viewer &

B RATF KB Z BT SR, THICRIRATAIRT 5571 sales@espressif.com.

ESP32-S2-Kaluga-1 £} v1.3

WA . ESP32-S2-Kaluga-1 4 v1.2
ESP32-S2-Kaluga-1 v1.3 25Ok A REMIT L EM, EEAHTLATHEK:

* J/R ESP32-S2 3¢5 i AMLAZ H.IBE
* NP IRALEST ESP32-S2 Y AMLAZ B I IF A TR

ESP32-S2 [yZhgs K, MAMRARREFE . MTRI2E KU, nIREm o ess:

o BRESE: M ERAEREIRIT . BRETIBL. BREEAE, BIERIBUR B . LR gk . OTT
B AR HL A 4

o Hib {45 Wi-Fi mesh 2828 M 4% . Wi-Fi MZGOLE . Al o7aiik s . (RGBS

o Tk Adfbes: eddsdl Shlas AR BRI, HVAC £l &5

o BAREGON: POS HLAIRSHLEE A

] 13: ESP32-S2-Kaluga-1-Kit A (5 F550K)

ESP32-S2-Kaluga-1 E{F AT JLAITF At :

o FHi: ESP32-S2-Kaluga-1
o MR
— ESP-LyraT-8311A v1.3 - 4B
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https://dl.espressif.com/dl/schematics/PCB_ESP32-S2-DevKitC-1_V1_20210508.pdf
https://dl.espressif.com/dl/schematics/DXF_ESP32-S2-DevKitC-1_V1_20210511.pdf
https://dl.espressif.com/dl/schematics/DXF_ESP32-S2-DevKitC-1_V1_20210511.dxf
https://viewer.autodesk.com/
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— ESP-LyraP-TouchA v1.1 - filt AR
— ESP-LyraP-LCD32 v1.2 - 3.2” LCD J#
— ESP-LyraP-CAM vI.1 - 5153k

1 ESP32-S2 (A IS, B0 R A A BB, BRI AT AR hd R B

RIS F: 2 A 41 ESP32-S2-Kaluga-1 B M 59 R .. H2A K BAY RRIIE S, 3§ Adi
I AR o

ES IR EGE

o ik AT $R4E ESP32-S2-Kaluga-1 4 ] SEHIEAR Kb A 1 A RE L AN L -

o BPF A Bk ESP32-S2-Kaluga-1 [ HEAITECHE . .

o BRPRISIT S BRUMEIT R BT IS TN DAROET AR T AR P e e
o ARRSUAY: ROV SRR BERL .

PEATT AT 4 WG] ESP32-S2-Kaluga-1, TRAFE =Ko HIE, /r4i—LeXT ESP32-
S2-Kaluga-1 W EAE B ARJ5, TE2 A 25T BN BT i &5, T@mih
ESP32-S2-Kaluga-1 £33 [ 4

ik ESP32-S2-Kaluga-1 AR EHAE L. %3 B T ESP32-S2-WROVER it Ml 4% 5
BEANP R ERSS . ESP32-S2-Kaluga-1 2 AR H 32 0 R AN TR e d T2,

ESP32-S2-Kaluga-1 EHRALA T ZATERAS , W T EERA Y e

o PRMGERESS, T 44 ESP-LyraT-8311A, ESP-LyraP-L.CD32
o PR ERAS, T %R ESP-LyraP-CAM

o ity FPC 1424%, T %48 ESP-LyraP-TouchA

« LCD FPC i#E#:4% (M E I REY BR)

« I2CFPC i#E#:8% (ML HE HEEY ER)

BrA A AR e el Beit, PASCRFPAT S fE:

o fl TR
- W 6 Al A
- XRHERK 5 mm i 5E R
- CHHBFHRE
- ZHERKTIEE. ESP32-S2 W] DAL k7 2l b ] e Bl /K 52 35 1 B AR T iR
TIRe, FEAEZBR/KING 5 RS H ik
o SRR ik
- AL, DA CE
- Be AR, AT S R OR R
* LCD Wrrh
- LCD $:17 (8 fii3f:47 RGB. 8080 F1 6800 #11)
o BERLPEIR R 4
— FHE OV2640 F1 OV3660 5 JAEiH
- 8—bi: D\g)l@%%@%&% 1 (ESP32-S2 if 3744 16 {if DVP [Ef§ 1488 (A& 4 [ 47T
It A
- CFERS 40 MHz BFRPARI%
— it DMA &5t 5, 8T 1% f v o R K g

AUPERE TR ESP32-S2 BLTHIR,  PAIURHEHIBUY /48 LIl v i 224
PRERZORZINBERT ], (B RRAS B AR S %D e .
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& 14: ESP32-S2-Kaluga-1 ( f5550K)
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Breakout Header 2 Camera Header

USB-to-UART/JTAG Bridge Reset Button

Boot Button

ESP Prog
Connector USB-UART/
43" LCD FPC JTAG Port
C t
onnector USB Power
ESP32-S2 Port
WROVER Module Extension
Header
3.2"LCD FPC s = E _ T, 0 Battery Port
Connector 3 B
DR § FaN - Power On LED
O e O e g e
| o™ _ power Switch
-------- RGB Jumper
Breakout Header 1 Power Regulator RGB LED
Touch FPC Connector 12C FPC Connector
[ 15: ESP32-S2-Kaluga-1 - iIEfi (k)
JTAG Switch
L -
LA - R
w @@ e @ ESP32-52-Kaluga-1 V1.3
:‘u : :"": ¥ www. espressﬁ com
Touch Switch
& 16: ESP32-S2-Kaluga-1 - [z (fid55k)
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EEAM

it

ESP32-S2-WROVER #i4H

4 ESP32-S2 N f, nl it Wi-Fi 345 . Bl Ak BRI R 35 1) i A7
Tifig.

4.3” LCD FPC #EH:4%

(PREH) Wl FPC Zi%4: 4.3” LCD § MR

ESP Prog iE#:4s

(PRH) T 1R SR 18 ek i 4% (ESP-Prog).

JTAG FF %

P35 ON J7[a), J5 ] ESP32-S2 il FT2232 2 [0 iERE. ML, Wl
i USB-UART/ATAG i L1 3E4T JTAG i, TEWJTAG 4K,

51 A IR 2

ESP32-S2-WROVER #4147 7> GPIO B 5[ RZ%IF At (FEILIT
KR IPRIE) o

USB-to-UART/ITAG #ries

FT2232 s& P e T 5B, Fe¥FAE USB s 1 (1] UARTATAG PG fi -

B LI RA P IER AR SL Y A, el ESP-LyraP-CAM,

PR R A B Y TR

Reset &2 fi/ # 4 HTEEZRS.

Boot ##4 5 Boot BT LREE, [AlHH%—F Reset £, #EA “F{FF R X, i@

i H R

USB-UART/ITAG iifi; I

PC #1 ESP32-S2 #5141 2 [0 i {54 1 (UART 5 JTAG).

USB HL il 11

FIFEAAEH .

FH, b iy 11 2 By, TR AN .

HLE LED $57R4] 24 USB H Y5 sk /R s P LR IR 35, DI LED 53

L YT FTH W] R G .

RGB B2k W75 H RGB LED, FEAEXALE I — 1Bk .

RGB LED #5/R4T " 4iFE RGB LED $5/R4T, %245 T GP1O45. E{fi I 57 2245 RGB #
2.

T ER 5VEE 33V FER,

12C FPC 24 (ff/8) WEf FPC 2 Ml 12C §7 AR .

5] A BIHEE 1 ESP32-S2-WROVER #4034 GPIO B 35| th 2% IF Kt (FEWFF
R ERIARE) .

fili 5% FPC 0% Ali@ 1t FPC 283542 ESP-LyraP-TouchA ¥ JE#x .

fl T P3| OFF J7 1), Jil'® GPIO1 | GPIO14 & #:fl it gy s )3 3]

ON [, Hi#® GPIOI %] GPIO14 ] T-HAthH .

3.2” LCD FPC E#4s

nli@at FPC 205482 3.27 LCD ¥ @Mk, Ll ESP-LyraP-LCD32.

WREFIFR  ESP32-S2-Kaluga-1 EHUAT, ¥ SeiiiAIT AR Se i o«

Wik 2%
« ESP32-S2-Kaluga-1

o Wit USB 2.0 145 (#51fE A %% Micro-B)

— PR

— I UART/ITAG #E{E
e PC (Windows. Linux B macOS)

o ERERRITEATY AR

CIERP ALy

L RGO R (EZMER, 35 WX AR 46 w)

2. FHAPITR USB 4

3. 37T WLEIF G, g LED 4R7RKT Y 558

BRAF R

THRIER R AT, fE 3 — AR UM PRI B BT KR .

Bkl AR T X B, SRR % ESP32-S2-Kaluga-1 EFRALSE I -5 N /R BT L2 A
I ALE IDF AR R 8RS (BSP).
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NI

TR 2 ESP32-S2-Kaluga-1 JF L B4 M7 (04

& 17: ESP32-S2-Kaluga-1 - 41,3

WA
« B
- ESP32-S2-Kaluga-1
o PIEM:
— ESP-LyraT-8311A
— ESP-LyraP-CAM
— ESP-LyraP-TouchA
— ESP-LyraP-LCD32
o RN
- 20 4 FPC 4 (] T-i%4% ESP32-S2-Kaluga-1 F:#t & ESP-LyraP-TouchA " J&#x )
o KN
- AR (x 8)
- 1222 (x 4)
- WL (x 4)

EEMSL ) I https://www.espressif.com/zh-hans/contact-us/get-samples..

fit%ir e ESP32-S2-Kaluga-1 JF A BRI R ADSEN ATHA -

HEVT B HI: https://www.espressif.com/zh-hans/contact-us/sales-questions.
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wiftk5%

DhtieRER]  ESP32-S2-Kaluga-1 1) 3 B4 AN T XA F B FT7R o

Camera Header Breakout Header 2
) |
GPIO[46:19] : USB-UART/
w1 JTAG Switch l«—2TAS ! ysB-to- 04/D. : JTAG Port
UART UART/JTAG¢————» oé»

| Bridge :

y + L= | ;

@ |

: T |

= . | ESP32-52 é é

2 h T " | WROVER :

5 ™ Module Y Reset Boot

h o, '
w2

5V i

-2 o3 !

GPIO[18:0] Power Qc i USB Power
3.3V | Regulator N S : Port
™ '
A : .6."
Touch Switch 5
A _U/o- - BAT
Touch FPC | | geakout Header 1 | |RGB LED i
Connector :

& 18: ESP32-S2-Kaluga-1 T EHE &

LRI T R AT AT 3% A DA DU Rtk eg
o Micro USB 3 L1 HL (BRA)
o Bt 2 G H b R ANER E R e
« 5V /GND %5 it
* 3V3/GND &t

PIERIAYE TR 2B R, 15 AR DA AR S
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vl.1

I BRESE ;2; HE EOg | TiEETREE BRFR
B
8311Av1.3+CAM | I2S il 2% ESP32-S2{VH 1 12SH:0, H | RAAEEH; o5 sk #E

X AN IF A M 35 75 48 F ESP32-
S2 ) 12S # O #4785 (ESP-
LyraT-8311A ffi ] #r 1 £ =5
ESP-LyraP-CAM {ii il Camera 1/}
W),

— AT DA 3 H A GPIOs 5
DAC 1Y i .

TouchA vl1.1 + | IO11, 106 hmTEH IO B4, S8 | AZEYEE1k ESP-LyraP-TouchA
LCD32 v1.2 Y il % foh 5 3 4 ESP-LyraP- | §" J& #% ) 1011 (NETWORK)
LCD32 Wi+ H BLCT 4| E | 4 #; ok #& i ¥ ESP-LyraP-
5106 Wi, HIAZEN, LCD32 ¥t BLCT % i
-1 (A4 T AN BLCT).
8311A  v13 + | I06 fit ¥ ESP-LyraP-LCD32 § £t | ESP32-S2-Kaluga-1 /] BLCT 4%
LCD32v1.2 Y BK)%E%U%] -1 (M4 TORME | B 106 Wit
il BK).
TouchA vl.I + | ESP-LyraT- ESP-LyraT-8311A FE#]I54%. 6 4~ | {055 {# ] ESP-LyraT-8311A f{
8311Av1.3 8311A W) | HELR R BT_ADC 45, | 6 AN, WIAZY)IG L ESP-
BT_ADC % | 1 ESP-LyraP-TouchA FE5¢ iifill | LyraP-TouchA (1) 106 (PHOTO)
JH %?ﬂ?ﬁﬁa‘m%%ﬁﬂ% BT_ADC | &,
B o
TouchA v1.1I + | 101. 102, T A e s g REH) hE 4k ESP-LyraP-TouchA
CAM vl1.1 103 f#) 101 (VOL_UP), 102 (PLAY)
#1103 (VOL_DOWN),
TouchA v1.1I + | 101. 102, T 45 A T Rl g REH) hh 4k ESP-LyraP-TouchA
LCD32 v1.2 + | 103, IO11 {1101 (VOL_UP). 102 (PLAY).
CAM vl1.1 103 (VOL_DOWN) #I 1011
(NETWORK).
TouchA v1.1 + | 106, 1011 S Afi ] ESP-LyraT-8311A {Y | AZEH)151k ESP-LyraP-TouchA
LCD32 v12 + BT_ADC & M#I G L T & A | 11011 (NETWORK), It4h, 4
8311Av1.3 6 N, HAWY ARG | RFEEH BT_ADC, WIAZE

| 106 11011,

¥I#f1k 106 (PHOTO),

FAN, AV RIRIJTAG 4= v LA 1039, 1040, 1041 F11042, ik, PANIELLATRES T4k JITAG

Pl
o i LY RN

o PR IEAE (T o AR ) I A

WAL DI

ESP32-S2-Kaluga-1 Kit v1.3

s ANNEMCER AL, PRGBS ) 8
— Camera D2: GPIO36
— Camera D3: GPIO37
— AU_I2S1_SDI: GPIO34

— AU_WAKE_INT: GPIO46

* RGB B3 & & il %
o Jrfg dip FFRBsh BT KA S, AR A A

ESP32-S2-Kaluga-1 Kit v1.2 #kx &4

HIESCH
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ESP32-S2-Kaluga-1 £4} v1.2
P UA : ESP32-S2-Kaluga-1 &4 v1.3
ESP32-S2-Kaluga-1 v1.2 2 —¥Ck B ARFEMIT K EM, FEAHTATHEM:

* JE/R ESP32-S2 5t i AMLAZ HH fiE
o A PRULEST ESP32-S2 fY AHLAZ W P & T.H

ESP32-S2 (ZhAEs Ak, B RARFE TR . WTHEE KU, ATRER O

o BB MIRFIARY R BN . BAE B0, e, BRI . LR gk . OTT
WA R 2555

o Hidlbfl 4y : Wi-Fi mesh (£R35 M %% . Wi-Fi P4KELE . AT ss. (RS ik

o TIkAFIMEdess: L S AT AR B . HVAC = Hli &%

o BAEFIRDOL: POS MRS HLEE A

/K 19: ESP32-S2-Kaluga-1-Kit & ( fihiiik)

ESP32-S2-Kaluga-1 EFALFHE AN JLASTIF A M :

o FMi: ESP32-S2-Kaluga-1

o M
— ESP-LyraT-8311A v1.2 - %I
— ESP-LyraP-TouchA vi.1 - flii5if
— ESP-LyraP-LCD32 vi.1 -3.2” LCD J3#
— ESP-LyraP-CAM v1.0 - 3153k

[T ESP32-S2 AT . WAV RERL A A TG, BLACH L4 et J 2

AR F: 2 A 41 ESP32-S2-Kaluga-1 B M H 59 R H.. W24 K EAY RMRIIELE, i At
37 R B

RS ETROkE
o Peak AT $RE ESP32-S2-Kaluga-1 (1) BEHIEIAR Kb 1 A A AR 45 2L
RRAE A R ESP32-S2-Kaluga-1 [ E40AH (-5 4. .
RAASAT i S : SRBNZIF R “IBTT DT, TR AR ITT R AR i HUA I F P e e e «
A SUAS s SRBEAE SO R

POEAT ] AN A E ] ESP32-S2-Kaluga-1, FEAFE=KARI>: HoE, /MEH—LLX T ESP32-
S2-Kaluga-1 W EEAAE B ARG, (R A A5 IT L TN ST 1G4k e, g nfh
ESP32-S2-Kaluga-1 £33 [

Espressif Systems 27 Release v5.1-rc2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1-rc2

Chapter 1. e AL

ftik  ESP32-S2-Kaluga-1 EHu@BNEMFIZL. ZFME T ESP32-S2-WROVER #4H, FHL % 4%
ERNY AR ST . ESP32-S2-Kaluga-1 52 AHLAH % M F AT 8 TR

ESP32-S2-Kaluga-1 EMRALA T 2 RS, W T EERA Y AR

o PRAGERESE, JIT 1% ESP-LyraT-8311A, ESP-LyraP-LCD32
o PR EEAY, FT %R ESP-LyraP-CAM

o filld FPC iE3#28%, FTi%E#2 ESP-LyraP-TouchA

« LCD FPC ##:4% (MICvHE HLEY )

« RCFPC #4AE (M HETELEY JER)

[ 20: ESP32-S2-Kaluga-1 (f5550K)

BrA A AR e el Beit, PASCRFPAT Zfig:

o fuldsiR i
- WA 6 MR
- XZFrRK 5 mm v SR
- ZHHBTFEE
- SCHFEMKTIBE. ESP32-S2 W DARL B A 7E 2 A il b [R] B B /K 52 35 B 1 S AR 1 A il
g, FFAEEBRKE G RS i
o TRREIK
- EEAmE, DARRRCE
— oA AR A, AT ) AR R o Y
« LCD Wbt
- LCD #:00 (8 fi3f47 RGB. 8080 #6800 1
o QIR R 4
- FH OV2640 Fil OV3660 2 . fike
- S_b/iLt» D\g)l@@%@@%&% 1 (ESP32-S2 #f % 4% 16 /i DVP [R5 fEss  (HEEgm s [ 7367
TR
- SZHERIIR 40 MHz BFBRS%

)
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- fift DMA 5l 5e, T fm o PR kg

Breakout Header 2 Camera Header

USB-to-UART/JTAG Bridge Reset Button

JTAG Switch
Boot Button
ESP Prog
Connector
ESP.Prog CHN  JTAG USB-UART/
4.3"LCD FPC JTAG Port
Connector USB Power
ESP32-S2 Port
WROVER Module Extension
1 _ : Header
3.2"LCDFPC = I AR : = - =
Connector s ko F i L e &——— Battery Port
! Power On LED
Touch Switch : I T I__ I_ Power Switch
55888 - WS281201045
; E: RGB Jumper
RGB LED
Breakout Header 1 Power Regulator
Touch FPC Connector 12C FPC Connector
[ 21: ESP32-S2-Kaluga-1 - £ (E0R)
AUUHRNE NN/ ESP32-S2 BEHITAG, PANGINEHIUR /40 _E P vh iy 22 2R 0
PR ZIIBE T Y, (S BT E R 5 T 1% Eh BE .«
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EEAM

it

ESP32-S2-WROVER #i4H

4 ESP32-S2 N f, nl it Wi-Fi 345 . Bl Ak BRI R 35 1) i A7
Tifig.

4.3” LCD FPC #EH:4%

(PREH) Wl FPC Zi%4: 4.3” LCD § MR

ESP Prog iE#:4s

(PRH) T 1R SR 18 ek i 4% (ESP-Prog).

JTAG FF %

P35 ON J7[a), J5 ] ESP32-S2 il FT2232 2 [0 iERE. ML, Wl
i USB-UART/ATAG i L1 3E4T JTAG i, TEWJTAG 4K,

51 A IR 2

ESP32-S2-WROVER #4147 7> GPIO B 5[ RZ%IF At (FEILIT
KR IPRIE) o

USB-to-UART/ITAG #ries

FT2232 s& P e T 5B, Fe¥FAE USB s 1 (1] UARTATAG PG fi -

B LI RA P IER AR SL Y A, el ESP-LyraP-CAM,

PR R A B Y TR

Reset &2 fi/ # 4 HTEEZRS.

Boot ##4 5 Boot BT LREE, [AlHH%—F Reset £, #EA “F{FF R X, i@

i H R

USB-UART/ITAG iifi; I

PC #1 ESP32-S2 #5141 2 [0 i {54 1 (UART 5 JTAG).

USB HL il 11

FIFEAAEH .

FH, b iy 11 2 By, TR AN .

HLE LED $57R4] 24 USB H Y5 sk /R s P LR IR 35, DI LED 53

L YT FTH W] R G .

RGB B2k W75 H RGB LED, FEAEXALE I — 1Bk .

RGB LED #5/R4T " 4iFE RGB LED $5/R4T, %245 T GP1O45. E{fi I 57 2245 RGB #
2.

T ER 5VEE 33V FER,

12C FPC 24 (ff/8) WEf FPC 2 Ml 12C §7 AR .

5] A BIHEE 1 ESP32-S2-WROVER #4034 GPIO B 35| th 2% IF Kt (FEWFF
R ERIARE) .

fili 5% FPC 0% Ali@ 1t FPC 283542 ESP-LyraP-TouchA ¥ JE#x .

fl T P3| OFF J7 1), Jil'® GPIO1 | GPIO14 & #:fl it gy s )3 3]

ON [, Hi#® GPIOI %] GPIO14 ] T-HAthH .

3.2” LCD FPC E#4s

nli@at FPC 205482 3.27 LCD ¥ @Mk, Ll ESP-LyraP-LCD32.

WREFIFR  ESP32-S2-Kaluga-1 EHUAT, ¥ SeiiiAIT AR Se i o«

Wik 2%
« ESP32-S2-Kaluga-1

o Wit USB 2.0 145 (#51fE A %% Micro-B)

— PR

— I UART/ITAG #E{E
e PC (Windows. Linux B macOS)

o ERERRITEATY AR
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AP RAGE A IR HADTT iR (B 248, bl ESP32-S2-Kaluga-1), ANHJ B 3K o
H i, ESP-LyraP-CAM v1.1 ¥ ML iE fE 4L ESP32-S2-Kaluga-1 %4 v1.3 &8,

ESP-LyraP-CAM ] k£ 1 = A 38 4 15 3K D g

AR AT N2

o MR FRHEH T ESP-LyraP-CAM A T i A RE A FI (A5 B -

o BAFAE L ESP-LyraP-CAM [ E4RRE 15 E.

o BARISIT s $RNZTF IR BT, CTAnE DA TR AR T & MR P R R
o ARKSUAY: PR SRR BEEE .

fii&  ESP-LyraP-CAM J" AR n] Sy 80 T AR I — 48k

KGR T
FEHGF i
F MR L HE R RS A
HL R LED $5/R 4T QAR R BE R F IR, ZT {4 LED %5k
Y PRI IR fifi {137 1 OV2640 Fl OV3660 $i 1% kA5 Hil, ESP-LyraP-CAM §”
JEAERIAFE L OV2640 £15 S5k
N R LDO iJEzE (33V £ 28V A 1.5V)

WUREFIFE  ESP-LyraP-CAM _ERUAT, 3§ 5 56HIATT A se 4 Jedii -

A 2

o WHBGLY EAGERSE (HEE) AEEMR (%4 ESP32-S2-Kaluga-1)
e ESP-LyraP-CAM #" @
* PC (Windows, Linux B macOS)
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& 35: ESP-LyraP-CAM

Power ON LED T T Power Regulators

wi/enn  |Em]
@ @ sioc/sio
@ @ sye/Hrer
@ @ rele/xek

& & 09/03
@ & o7/
@ & 05/04
@ @ o3/n2
© @ rer/pwon

ESP-LyraP-CAM V1.1
www.espressif.com 3

Camera Module Connector Camera Module Main Board
Camera Header

& 36: ESP-LyraP-CAM - iF [fi Fil J5 Ji
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BEPFRERL Ff ESP-LyraP-CAM §" MR A AR ERELHERE

BRPERE S HIEE ESP32-S2-Kaluga-1 JF A E ] R FI A HHZ 3 FE1Y

BifE5 %

Dhtiekek]  ESP-LyraP-CAM i) B FRIER T 2R KR .

2.8V

3.3V

Y

Power Regulator

1.5V

Camera Header

Y Y

DAT[9:2)/clk ...

A
A

Camera Module

[ 37: ESP-LyraP-CAM IfjHEHE ]

WA LT Dy

ESP-LyraP-CAM v1.1

o IUHFT 22 B
o JCKPREEFTH

ESP-LyraP-CAM v1.0 & X4

FHSR SO

» ESP-LyraP-CAM ;i3 ¥ (PDF)
+ ESP-LyraP-CAM PCB i J5[#| (PDF)

HRATF LM E L2 BT SR, IR AR 45301 sales@espressif.com

ESP-LyraP-LCD32 v1.2

A P95 A ESP-LyraP-LCD32 A fUAH A5 &«

AP FRAGE A SR HAIT ot A (B) £48, L ESP32-S2-Kaluga-1) , ANAT BRI K .
HHi, ESP-LyraP-LCD32 v1.2 §" B IEFEFE L ESP32-S2-Kaluga-1 £+ v1.3 48,
ESP-LyraP-LCD32 A #5143 i LCD B4 R TIRE.

AR AT N

ik A T 6 ESP-LyraP-LCD32 i 20 1 A i) R (A AR5 2. o

A4 4L ESP-LyraP-LCD32 [ e 1= E. .

AT I S SRANZIT R AT . BRI DA TR AS T & M P e B
HE K S AG T FRALHE S SR A AR

Espressif Systems 46 Release v5.1-rc2
Submit Document Feedback


https://dl.espressif.com/dl/schematics/ESP-LyraP-CAM_V1.1_SCH_20200511A.pdf
https://dl.espressif.com/dl/schematics/ESP-LyraP-CAM_V1.1_PCB_20200511AA.pdf
mailto:sales@espressif.com
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1-rc2

Chapter 1. e AL

& 38: ESP-LyraP-LCD32 ( fishilk)

ffi&  ESP-LyraP-LCD32 W] R0 FARIG AN T —k 3.2” LCD ETBR/RGE (320 x 240 73 HE4) . %R bE

W 1T SPI i 28 E#: 3 ESP32-S2,

AIreiid A A ACEA T, PREFRZIIRET ], (H A BRI B AR R %S 6E -

FTEHGE ET3%0

P AR HEE R, TR A AR R HER

LCD %Rt ARAS 74 3.27 By SPILCD Wonfib (320 x 240 396K ; /R geiK
) ($201%) 2k Sitronix ST7789V &, Iitek ILI9341

IS ESIPS BN SCRERABE , DI AR R P, iR A B R R 32 52

Tt 3.27 LCD FPC &%

(PRHE) JE3E3 4 3.2” LCD FPC 4y

TIPS

FTIFF5 Reset/Backlight_control/CS B¢ B BRI i HLF- UL -5 kAT
VPREIOX S8 AT A

WNFDFIF S ESP-LyraP-LCD32 EHUHT, 3 8 eI A MsE i et .

CUERHn

WA SGRY s S: (HEE:) f3M (40 ESP32-S2-Kaluga-1, ESP-LyraT-8311A)
ESP-LyraP-LCD32 #"J&#

4 x W2, AT RIE LR
PC (Windows. Linux 5§ macOS)

BEPFRETL TR DA R ESP-LyraP-LCD32 2238 S A AR A AR L -
L ST 4 03 0 21 AR A B
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r_-r.u_en ﬁ
-1__m(n| ]
s @
g 1. Q
Ivna Extension
Header

i

& 39: ESP-LyraP-LCD32 - IFT  (fd550K)

Control Switch Hole for Mounting Bolt

=R EIE
{ (L[S

TTESITIN

Extension
Header

£ 0
E'U
£ 5
(-]
Eals
s
[=]
wn
2
=
I
=
S
=

OFF 0N

o

Main Board
3.2" LCD FPC Connector

] 40: ESP-LyraP-LCD32 - [ ji (i k)
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2. X}5F ESP-LyraP-LCD32 5 EARFIBFE WAL E , FH/INOHEA

BAEveE I ESP32-S2-Kaluga-1 JF & B4 ] R BIRY 4K PRI A 29

wiftk5%

JytigHerd  ESP-LyraP-LCD32 f 3= S AL AR D7 s F BB .

3.3V

Extension Header

Y

SPI/Reset ...

A
A

3.2" LCD Module

& 41: ESP-LyraP-LCD32 I fHeHE K]

BEPRE LT o

ESP-LyraP-LCD32 v1.2

* LCD HIYEEGATTIT (ON), Joikiad MCU SLBL
* F5Bk Touch BKE S AH RKTT 3¢, DAEGRAE BISZ I A (1452 1)

ESP-LyraP-LCD32 vl.l Hk & H

FHOR SO

+ ESP-LyraP-LCD32 J5i %] (PDF)
 ESP-LyraP-LCD32 PCB 7 & [&| (PDF)

A RATF R E 2T SR, WA AR 557007 ] sales@espressif.com.

ESP-LyraT-8311A v1.3
A P95 TR A ESP-LyraT-8311A 7 A i AH K A5 &«

AP RAGE A IR AT L8 (R 24%, Lol ESP32-S2-Kaluga-1), ANHJ B 3K
HHJ, ESP-LyraT-8311A v1.3 4 @A EFEEBLESP32-S2-Kaluga-1 &1+ v1.3 5.

ESP-LyraT-8311A 4" M n] Ay f8r) = AR S AsAb BRI g

R
LR L
o SCRFRIARARILHL, Al S BAR R
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& 42: ESP-LyraT-8311A (click to enlarge)
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ESP-LyraT-8311A § il 2 M 0750 %0 I RE 7 (i v P AL L RS il s .
IR AF DI RE «
AIEE B AT A

o MR FRHULH T ESP-LyraT-8311A WA | MR (AR5 B

o APFAE BEL ESP-LyraT-8311A [iEANt ({5 4 .

o BT Y BMINZIF R BT, TN DA BEETARAS TR & BRI S R R .
o ABK T AY T BEOLAH I SCRY A B o

fii&  ESP-LyraT-8311A FZHTEMIN A, (A ATARSE KPReG KT

Mono Audio Codec

ConnectTo: \
ernal Mic-M (\ ESP-Lyre T-83114 1.3
!_‘_‘/ \N\"J'\l'-’.E'Spre';';if. COMm

Extension
Header
Function
Button
Speaker Connector Microphone
Headphone Connector
[ 43: ESP-LyraT-8311A - 1EJfj (LsioR)
AUPEE TR BTG, DA EHIBUT /23 _E R i i
PREBFORZINRERT ], (A BIRAS BB RS % BE .
FERAH fiid
T R S A HEE T AR ERHEREATE ; HERE T A A HEE
Tt
el A 6 > nl gt
B SCRPSEAAF] MEMS £ 50X el EAGERIA T A HEA A o X
HALE D 6.3 mm (1/8” ) LA HAHLE
Vi dn 2 BFiERds, T IEHIMR A
PA 3W EBHE S HOAS , HCA A 5 o B
AP v R M T e A (PrRE) FPC RSy, M T RSN N (I Kth)
ADC (PREH) mifERE ADC/EST243, (i 1 N2 Wi . 1 Al i
I (AEC) figidiiE
PR U ES8311 ¥l ADC 1 DAC, B 5o WAt # IR F S5 sl
FAES, ST I A e AL TR
WNFFIF R ESP-LyraT-8311A LAY, 1§ H SCHAIT AR Se 4 T«
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iR
WA (HERE) M3 (5140 ESP32-S2-Kaluga-1)
ESP-LyraT-8311A ¥ @Ak

4x 2t HTRIEZRRE
PC (Windows, Linux 5 macOS)

BEPRUCEL TR LA T PR ESP-LyraT-8311A 2 B A iR T4k |

L Sefs 4 g [ 21 AR A R A B
2. Xf5% ESP-LyraT-8311A 5 FARFIBEMEHIFIE, FH/ MDA

Bl R RN, BN
* ESP-ADF (/REEFHUTKHELL) WY, I HI{E ESP-ADF AT J45F

* ESP32-IDF (/K% IoT FFRHMELL) W/, W HITE ESP32-S2-Kaluga-1 ¥ KB/ 1 484k % B &
REE

w54

DytiekER]  ESP-LyraT-8311A fy 1 B RISy X R P

Buttons
. MIC 3
! o
i n I
i c
v '
; oA e Codec |le_12C125 ... %
Speaker Head
] phones
& 44: ESP-LyraT-8311A ZhHEHE &
WP by
ESP-LyraT-8311A v1.3
o [ ADC/ES7243 fil ADC/ES7210, #H 5536t f BAFS 18 S0 fl a4 it .
ESP-LyraT-8311A v1.2 H{ k& #H
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FHSR SO

» ESP-LyraT-8311A J5iFH [ (PDF)
» ESP-LyraT-8311A PCB 7ii 5[4 (PDF)

A RATF ZARE 2B S, TR AR 557007 ] sales@espressif.com.

« ESP32-S2-WROVER ;A #i %5 (PDF)
REEF R T H

JTAG A3,

ESP32-S2-Kaluga-1 J§ 3 [#] (PDF)
ESP32-S2-Kaluga-1 PCB (i 5 [ (PDF)
ESP32-S2-Kaluga-1 45 L5} (Excel)

B RATF AR Z B SCRY, iR RATHIRT555K1] sales@espressif.com,

1.2.2 At

WNZEAE ESP32-S2 | (i fil ESP-IDF, {2435 DA #cf::

o W T HEE, T4 ESP32-S2 fU15;

o Givkkad T H inja JmiF M E T H, AT 9% ESP32-S2 AT

o FREUESP-IDF 3R{4-TF A HESE . ZAESR B 4 EaAD & ESP32-S2 i i APL (k{4 EATEACHS ) Aliz
17 TR AR 5

— CMake / IDE

Toolchain

Project

Application

]

UPLOAD

PRASDOOAEDOAEIBDOEE

)D#Iﬂ}b'ﬁﬂﬁﬁ'ﬂ{ﬂ"ﬂ-ﬂdﬁ{

1.3 3%

FATERBE AT 7 ¥R B 220 Ty 5 2R, TR B e 22—
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1.3.1 IDE

Frik: AUEGEE H O E ARSI & ER8E (IDE) Z%¢ ESP-IDF,

* Eclipse Plugin
¢ VSCode Extension

1.3.2 FPyiede
T ARE AR R GEL B B ) F B 2R -

Windows °F 3 T JLBER bl e

fiik  ESP-IDF 5Heds—suphge T H . A REFISE ESP32-S2 Mzt {4, 3% Python, Git, %2 X 4wiaR.
CMake F/1 Ninja 4% T.H.45,

TEARNITEE Y, AT A RARFIEITA X8E. Aid, BHE%3E ESP-IDF J5i4 ] PAf# A Eclipse
Plugin 5 HAh 37 #F CMake [/ &£/ T.H IDE,

ik FRAEZRAM: - i5YEE ESP-IDF Al ESP-IDF T A2 Bt AR A e ad 90 A7 4F, 2 ptieid Kl fE
2 FEAMEIM . - Python 5 ESP-IDF [ 226 e b —E AN BB R SR olidf 5. - BRARBAE RS B0 3L
f# Unicode UTF-8, U] Python = ESP-IDF {224 Bt A P B R RE AR 74T (I ASCIL 74

ARG B G0 DA A0 R U R R SEHE A 2 HF Unicode UTE-8: 4l T A-SE g H B . e [B) 2 8
M Q- HE PRI R - O RS I -2 e B T “Beta: i ] Unicode UTF-8 & ERE T - miitfie-EEHE
ik o

ESP-IDF 3122363 *22%% ESP-IDF Wb T H i 5y 177 302 T #—> ESP-IDF T HZ2%¢ 4%

Windows
Installer

Windows Installer Download

Bt g i em O FELe LR AER /D, "I PA%% ESP-IDF WG A . Trdcseidfer, 4%
By N HL BRI SR, AU Git For Windows ‘2688 . TELRALRART 285 T 8 SUUHFHHE L AE
H3% Suserprofile$/espressif 1,

BRLPART AT EATAT MR T . R B T A 75 BRI MO SO, 93 Git For Windows 222
A%
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BRNG  LRRRTF R LN NN

* PHE Python

. U

* OpenOCD

» CMake #iI Ninja 1% T E.

¢ ESP-IDF
SEURYF ALYPIRE FAREIBUA 1) ESP-ID FI 5. #4545 ESP-IDF 4] $userprofile® \Desktop\
esp-idf H3E'F, HH suserprofiles fRERFKHZ.

Ja ) ESP-IDF BREE 22364500, WSRA3% T Run ESP-IDF PowerShell Environment B Run
ESP-IDF Command Prompt (cmd.exe), ZZRERETF AR E R REFE O 5 3h ESP-IDF,

Run ESP-IDF PowerShell Environment:

ply Setup - ESP-IDF Tools 2.9 —

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 45: 52 i, ESP-IDF T H%23% 16 08247 Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):

P 2P dy (eGSR, AR Windows [y S AT At o

ESP-IDF THZZAEERIAE “TFR” S, Q41T ESP-IDF iy &P I HREET . A st
77 35 CAT AFTIT Windows iy 94275 4F (B emd.exe) , F1817T export.bat A ABCEARGASHE (KN
PATH, IDF_PATH %), UI4h, %WIADAE T Windows fir QFm Al I & Sy TH. .

TR, ASPEETDy SUAGE Ji) ESP-IDF T 2222 858 Fp i 1) ESP-IDF 4% . 4R i LI b A7 7E 21> ESP-IDF
A (2R A ESP-IDF) , G0 VAN PIAME 4 -
1. 7y ESP-IDF T HZ2 dr ) (1 PRy SRV — N RIAS, gy 20 ESP-IDF TARER 18 &
Ay B 1 i) ESP-IDF %42
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Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

& 46: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
Run ESP-IDF PowerShell Environment

| Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

K 47: 58 5 ESP-IDF T EL%%% ] S0tz 4T Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

[ 48: ESP-IDF i 23 nfF 6 1
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2. B, ADABAT omd.exe, HY)R R A MK ESP-IDF H3%, RJ5i81T export .bat, ¥
B, XF VAR PATH HfEAE Python 1 Git, QAR BB FA ¢ “48RF] Python 5 Git” ()
BMEE, THEAS R .

JFUG S ESP-IDF - BUfE (s CL 4 H 4% 1T (i i ESP-IDF MIPIEA 4504, 3 R RN U A R 58— T
.

A F R B (558 BT ESP-IDF (55— 20 #IRANE TS, QOfF (i1 ESP32-S2 f@ s — 4~ TA%, I+
. BESAI E BA

il WERGSE R ESP-IDF, 5 M43 shpg P 0., PRI ARS8 m B i 64 B A 4

JEIGEIEE TR BITE, PTRAMESS I % ESP32-S2 W FEF T AT LAM ESP-IDF Ht examples H 5g
get-started/hello_world TF2F 44 .

% ESP-IDF % R4 S Ff ESP-IDF At T AR AR iy a5

Ff get-started/hello_world TFE5 il 2 AAHA ~/esp HRXT:

cd Suserprofile%\esp
xcopy /e /i %IDF_PATHS\examples\get-started\hello_world hello_world

#1E: ESP-IDF {Y examples H 3¢ N —R5R G TR, @G0T DA Bk 8 6otz 47 Ho b p AT s ]
W] PANE RG], o T .

EHEBery  BUE, WIS ESP32-S2 I A £ PC, HARITAMMIM A,
1 Windows #AERSE T, & A FREH DA coM Ik
AR ER P O LR EAER, WIS ESP32-S2 4l % v ik ik,

ik WO N4, BRTERSS R .

FCYE LR kA hello_world H3g, W H ESP32-S2 Jy HAn i, RFiztr TR E T A

menuconfig,

Windows

cd fuserprofile$\esp\hello_world
idf.py set-target esp32s2
idf.py menuconfig

FIH—FLRE, ME%MiH idf.py set-target esp32s2 WE “HEn” . WE, HHEIER
THEERFFAIGRALI H 2 Bl g AL S (AE ). ST DA BB “HAR” BB IR g (Sund T Bkid iz
FI8) . BE{5H, i WSelect the Target Chip: set-target .

IEWERAE ARG, RGN E/RDAT R

AT PAE 1 S B BCE T A R AR, (U Wi-Fi (MRS TR, ISR PR EE %S . hello_world R
GBI H 2 ABCABCEZ T, BEX—SH b, ATABKE ] menuconfig #EATHH FLE X — LK.
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{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[5] save

[/] Jump to bol
v-name m ow-all mode

K 49: TR E—FH N

Sk GO R A AT A 5 PRI, T DU A ——style SKBUESMIL. i
JEf7 1df .py menuconfig --help @4, HBELIHH.

AR A2 SRR T Bt T RAE S AR SR (BSP) SR BIEIIT K. HEAER, WA edRr.

MNFF6EH USB besk ESP32-S2, 5545l & i il i vk USB. X ESP32-S2, ERIAAYH il & i th i
ik UART,

1. HifE%Yi Channel for console output.
Component config —-—--> ESP System Settings —-—--> Channel for
console output

2. RFERIAIETI UART Bihy -
USB CDC

3. AR E, B menuconfig B,

Gk LR WEMEHIPA TR A4, Sibes TAR:

idf.py build

BATVA_E A4 T AG B RE P I A ESP-IDF 480, 836 A4 s | AR Fr . 70 IRSRAN R R — ik
il S o

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

(FOAkED)
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(£ L£50)

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

AR —VNER, S50 BUE R4 B bin SO,

PR ENERE  WIBATLA N S, KRNI A TR Bk SO R 2 ) ESP32-S2 JF A -

idf.py -p PORT flash

ff PORT %4}y ESP32-S2 JFAARAYER 48K, WISR PORT R&E X, idf.py Rl Il AR 0 A
d] ‘H%a

WA X idf.py ZHOTERE, 1 Widfpy.

ik Ak flash WK H hgmiF it pesk TR, HILILH 21T idf.py build,

ARSI A IR R S, S EIE b TS E He IR B S ESP32-S2 w3 v 4k SRICE LR (E B

WA fERRE T, BBERIRLANT R H R

esptool.py —-chip esp32s2 -p /dev/ttyUSBO -b 460800 —--before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
—0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-32

Features: WiFi

Crystal is 40MHz

MAC: 18:fe:34:72:50:e3

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 3851.6.
—kbit/s)

Hash of data verified.

Compressed 22592 bytes to 13483...

Writing at 0x00001000... (100 %)

Wrote 22592 bytes (13483 compressed) at 0x00001000 in 0.3 seconds (effective 595.1.
—kbit/s)

Hash of data verified.

Compressed 140048 bytes to 70298...

Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000... (100 %)
(FIUaRZD
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(£ L£50)

Wrote 140048 bytes (70298 compressed) at 0x00010000 in 1.7 seconds (effective 662.
—5 kbit/s)...
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

TR —PINF], pesksE)E, FFRMCRSEN, MHEF “hello_world” FFIRiZTT.
R 7 226 ] Eclipse B2 VS Code IDE, [fidE idf.py, %% Eclipse Plugin, DA} VSCode Extension,

W e PA ] idf.py —p PORT monitor @54, WM “hello_world” TAEMEZFT L. HE,
ANEIRICHRF PORT 4y B3I R 144 9%

BTG, IDF SALE MR RS

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 ——-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

By, BT AE RS H SR H G2 )G, BEITEIR “Hello world!” 7,

Hello world!

Restarting in 10 seconds...

This is esp32s2 chip with 1 CPU core(s), WiFi, silicon revision 0, 2 MB.
—external flash
Minimum free heap size: 253900 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

BT PR ctrl+], AR IDF HiHLAs.

ik ERATUS AT S, —RMEATIOE Bk A A
idf.py -p PORT flash monitor

LAk,

o HHIFEIDF YAL%E , T f#E 240 ] IDF B0 S0 P bl AT HoAb i
o i HifEidfpy, BmEEZL 1df.py A HEET.

, BECLSEK ESP32-S2 AT 1%:3]1
ST DASAR —SEJLA examples, B HL BT & 1 C IR

= &
B I

W ORGSR} ESP32-S2, [ ESP32-S2 AR & Prfi iR«

{E4 R IR I 957 README S04 Supported Targets #ffs. WILZelsh s ESP32-S2,
HRIAER N FMs, I AR ESP32-S2 LR AR IR
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Tl

FLFL ] 35 /dev/ttyUSBO i Fl 54 Linux A 5] ESP32-S2 B [ {4:0), TIES Pl Failed to open
port /dev/ttyUSBO 4514 E . BLHS ] DAKFH P8l & Linux Dialout 2.,

e %1%y Python Jiji /& ESP-IDF 37 F Python 3.7 K PA b iluAS, EUTH 2% B A4E 2 50 3] 4587 AR A T o8 38T
Python, 8 7]3E#EM sources 4235 5 it Python, B{fi il Python 453 224t 1 pyenv ¥ AR AT T T4,

LTl R BT DA IRt (BSP), MBI EHETF A BRI BT R (UFR BRI LA~ R %L,
T8 AT PASE O 45 T AR R AL

— R, BSP SRR A ERTARECRALIE. R T ORI (LI RESN, BSP iR UNfL B . (2
AR E RIS AF SN TR KB R

BSP it IDF ¢t 32 35 S, SR LARIAE IDF ZHFE ik as 2547 F 3.
UL P nBilEs 1 i f ESP32-S2-Kaluga-Kit BSP i 5 H

idf.py add-dependency esp32_s2_kaluga_kit

WA KA BSP 7Bl HTHIHE BSP 7m0

P flash  ESP-IDF SCREHESR flash, 1521 TPA N Ands, #EBR#EA flash:

idf.py -p PORT erase—-flash ‘

CAFETEE R OTA Bl , B TPA M s

idf.py —-p PORT erase-otadata ‘

PEBR flash 72— Banf ], FEHEBRARR S, WIS ER .

HIDESCRT AR AR b T 2
o & Windows 3735 F %37 ESP-IDF T
o 55 ESP32-S2 43 & vk
* Eclipse Plugin
¢ VSCode Extension
* IDF Y5702

1¢ Windows 2455 b &% ESP-IDF T H

i T A 223 ESP-IDF T I 35 M Windows “dySHER4F” %10, ¥)# % ESP-IDF [()4:3 H 5. RIGiE
17

install.bat ‘

57 F Powershell, ifH]# % ESP-IDF {223 H 5. RGBT

install.psl ‘

A2 ] NI 4 %E ESP-IDF Arae it T H . WIS 22085 T A AR T H, WHZGR T8 % T HK
Nl B i ESP-IDF T B2k B E , BHUASE L R N C: \Users\username\ .espressif,
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[ “SHUBAY $ ESP-IDF T JLZME PATH BhBids it ESP-IDF T H 22 38AE “TFA350"
“ESP-IDF iy 24245 Qb . sz by sUnl 4TI Windows Ay S47m 76 11, G0 AE% T 1
T A B3 T,

FRERE LR, S TETE G 1 SR B DR B et ey T IR A, O ASRAR B I 11 ()
ESP-IDF, #iT DAY 54 Bty ESP-IDF T AN % PATH firts it

B T I BSP-IDF 1y iy SR FF 6111, YJ: % 224% BSP-IDF 19 I 3%, #8447 export . bat |
HAK AR

cd %userprofile%\espl\esp-idf
export.bat

X1 Powershell JH 7, i [AlFE D4 222424 ESP-IDF W H &, AJGHUT export .psl, BARAGLSUWIT:

cd ~/esp/esp-idf
export.psl

IEATSE UG BT A iy & $ /R 7T (1] ESP-IDF TH T .

55 ESP32-S2 it o 1 i
AT A A USB % UART #fak ESP32-S2 7 #5() USB #Mj¢, 5 ESP32-S2 A7 11442,
FRAYTFF R O 4254 USB & UART #f. foRZes:, i J AMEHT .

Y HE) USB #phiks  ESP32-S2 57FF USB 4% . JoTs USB 2 UART #f, fHn] BRI

Development Board

USB

1

1

1

1

Personal :
Computer :
1

1

1

1

¥

ESP32-52

& 50: 4 USB [ SoC
#R4r L FF USB AN I H & M [A] B 6145 USB % UART #f,

AT USB 5 UART Wil IF kbt 7E2e34 USB & UART MRy HF & A, PC FIffi [ali@ st USB 144,
il ESP32-S2 2 [a]id@ 1 UART %42,

Hpis USB % UART i #3407 & i FH #1335 USB 22 UART Mo 3 Fiiss 00 38 3 B PH7E 3 B4 i) 2 [|)
AP T — 2 N T S W B

fdi 1l USB jlEfikésk  ESP32-S2 3 4F USB Sk, JoFssM USB 2 UART #f, BRIV — gkl S04«
ESP32-S2 [/ USB f#iJ§ GPIO20 {3 D+, GPIO19 {4 D-.
TR SRR e R, FRET AT AL
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Developmment Board

L] L]
L] L]
use| Ot '
Personal |, i 4 USB-to-UART |, . '
Computer ' Bridge ESP32-52 '
L] L]
1 1
L] L]
L] L]
I_ ____________________________________ L]
Il 51: 247 USB % UART Ml KA
Programmmer Board Development Board
use]
Personal |, . USB-to-UART " |
Computer | ' Bridge " ¥ ESP32-52

K 52: 4 USB % UART #f

i ] UART ¥Efihest A HAR WA ] USB % UART #ffE ESP32-S2 il PC 2 i)~ B f iR . M b
W 5 4N 38 o

Uitk ESP32-S2 Ml PC - Ji] USB 2y ESP32-S2 JT A Mk 8| PC. WR s MRS 7 10 A3 2%, 8
JelfiiA ESP32-S2 JF %M i) USB % UART Hf (EUSMIFH: UART s@fice:) 245, RISTEM B RIKDE
Fe, FTFEh A

PATR 32 SR 3 ESP32-S2 JT A AR KB AR ¥ 1) %

« CP210x: CP210x USB % UART #F VCP ¥K 54 /%
 FTDI: FTDI [l COM i SR BN AL

PAEIKEN XS, AR AN 6w, T RIT RG] ) USB & UART Hrth 1. — M ot
T, 24 ESP32-S2 JFk Ml PC i, XN IRSIFE Y MZC A TUERE RS, KA.

X USB % UART #f R BLAT, B DAIZFTPA N s, Wi GRS 4.

idf.py -p PORT [-b BAUD] flash

INFFEAEFERAR PR, TP R BAUD. BRI RN 460800,

il WUERBCAR A SRR A 3 RS, RS AT 8. ##4E BooT #& 4, [I#%—F RESET
. ZJF, ¥aJt BOOT $44 .

1F Windows &5 F 51T K2 Windows A& HES FF ) COM i 1413 . WiIT ESP32-S2 5 PC i,
RIGEFIERE, BRI DS F RIS e R P
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PAR A ESP32 DevKitC A1 ESP32 WROVER KIT £ [ :

-

=g Device Manager
File Action View Help

&= | T HE®

4

(= [®@ =]

a = tdk-kmb-op780
- 48 Computer
- Disk drives
..l Display adapters
> &4 DVD/CD-ROM drives
) Eﬁ Hurnan Interface Devices
> - IDE ATA/ATAPI controllers
<2 Keyboards
» }3 Mice and other pointing devices
> B Maonitors
> ¥ Network adapters
4 73" Ports (COM & LPT)

. 2} Processors

- M Systern devices
- i Universal Serial Bus controllers

L ? Silicon Labs CP210x USE to UART Bridge (COM3)

» -3y Sound, video and game controllers

& 53: s g rh ESP32-DevKitC [ USB % UART #f

{E Linux fil macOS L% 11 ALK ESP32-S2 JF Aty (BAMNHHCHE: GERLEs) BOH B4 0K, 1

PAT ATk, E5E, Wi A MREGERCE:, iRk
WIsfTEA T i

Linux:

—

BT

PAFids RS, HERITAMREGER S,

Hep, B yasframda BB g 1 B2 ESP32-S2 XA YR 1 :

’ 1s /dev/tty*

macOS:

’ls /dev/cu.*

i XF macOS HI P AEARDE O, HAA A LS USB/H NIRRT . RN Ik sh
¥, W% dE ESP32-S2 42 PC. %}T macOS High Sierra (10.13) [ i F*, YR W] BEAFE LT3l Foi4- 0K 2
PR, BRI 2 A mTRE > ZemEA >#ER, KERGARFEEER: “RAFREARNR
Guagf--7, HhIgr & A Biif £ F54 Silicon Labs 1 FTDI,

1F Linux "PiEMA %] dialout

HER SR 2 W] LA i USB X £ 11E

Sz

TS #AE . #E2 %L Linux

JicAs AR AL DA v, R PRI dialout 41, MIMERVFEESALRR:

sudo usermod —-a -G dialout S$USER

1E Arch Linux H', FFZHE AR apd-FH P E] uucp 4HH:
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- L

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
&> -/M Computer

£]

[ =y Dhisk drives

A Display adapters

e DVD/CD-ROM drives

Eﬁ Human Interface Devices

‘g IDE ATASATAPI controllers

< Keyboards

--ﬂ Mice and other pointing devices
| Monitors

-mF Network adapters

T3 Ports (COM & LPT)

f}-n Processors

b -3, Sound, video and game controllers
5y System devices

- i Universal Serial Bus controllers

I 54: Windows i £ & BEES 1 ESP-WROVER-KIT (4~ USB H2 473 1
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sudo usermod -a -G uucp S$USER

THHEOFER, BIRA R E R

BN R IR, TN D Ly, & I ESP32-S2 54 FRE AR, TSRS 1%
ERATH

ESP32-S2 [y & WA AR EA N 115200,

Windows fll Linux $#{ 2% FEARGIF, FRATEM A PuTTY SSH Client, PuTTY SSH Client B 7] Fl T
Windows 7] Fl F* Linux. &t ml DA A A AR AR 7 B0 S il s S48

AT A S, BUEAE EAS R ERIAR A 1 PR = 115200 (AR T2, 45 SR BEADE A A BOA B

), BAEAL =8, (FILAL =1, AFMHEKE =N, DUNESR R T i 7E Windows 1 Linux g Eef 1
AR EAE S (A1 115200-8-1-N) o R, X —@ B Ae Lido P PRp il ry o O EATRCE -

ﬁ PuTTY Configuration

L
Categony:

=~ Session Options contraling local sedal lines
Select a zeral line

- Keyboard Serial line to connect to comz2

- Bell

- Featuras
=~ Window Speed (baud) 115200
- Appearance
- Behaviour
- Translation Stop bits 1
- Selection

Corfigure the seral line

Diata bits 2

. Colours Parity [ MNone A ]
£ Connection Flow control [XONXOFF |
- Data

- Proxy
- Telnet
- Rlagin
- 55H
- Seral

About [ Open ] [ Cancel ]

Kl 55: £ Windows #/E R G H il ] PuTTY B EH Hl {534

R, kAL BSP32-S2 @M ATTEI H . Wi, ELunt T ITE D AR . X B H SN AR
W EF| ESP32-S2 M AR, WS H i d =,

fil: ERIESER CDIRIERT, X 120, AR — R TIHIORG, 2J5 L (e R
TR 1.

macOS {154 macOS $24E T Peasain S, BUHEOR 22  Aumfe )y o
o B A Linux 42 macOS L& &40, af7PA R and:
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PuTTY ConfFiguration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

About %] Cancel

Pl 56: 7 Linux #4/FE RS PuTTY BEEH Il E S
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ls /dev/cu.*

o B PO T

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

RS BEEN LI AT RN SRR, WA R A IR . R FIF R R a4 7F, 2
AT &% (WA, TP 1152007 WO IBAH)

screen /dev/cu.device_name 115200

¥ device_name B NizfT 1s /dev/cu.* g B IS 05,

s BHRERIEE PRAE R B HEWA LT InE ] ESP32-S2 (AL, S5 &,
T Cul-A +\ SR PRl

il WEERIESS R TOEEIEN G, XM PRREeil. R B E DA XM bisE, 25 b
W R e e

fnionpl AT R—AHERB. WRBCE LM, sl EE T 2

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010,1len:3464

1oad:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WARATE A H G2 TR (A ELAY ), WIRRE D IERIE R . DU, 0 DAZKSR AT 20%8, IFR&
B AR 2 F) ESP32-S2,

Frik: FERNEEH R4y U, AE ESP32-S2 [Bai I IaTT BV A 1 H AT, BE K 7 42 M Hs 0
RTS & DTR 4. % FEUAFET 5 RTS & DTR & M B #EHF] EN & GPIOO I BRI, 4R%
BOFAt (WIRRETARIIFAAR) MBA XA, EZHEMEE, 5% esptool RS,

QAR 224 ESP32-S2 M1 FF R BT IREE Y, 5 A+ Fr46 1k )7 ESP-IDF *2 Bki%] TiX B, HM%
B Frks A B ESP-IDF v 4k£E 55,

Rer i PERR

BT ARTEE T E A B “TERRRMY XRERIHT IR, KA IR R N 2 — T RE R IE AT
esptool.py B IR, esptool.py eWERAGEIHHMR Y, ATEESH. 5 ROM 5|5k
R H ARG R TR ] DAE IR AR BRI T F R A, BAMBYCZ I, QR i@k ik, 3
%% esptool HEHERR SRBUEZ A5 ..
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esptool.py il fff USB % UART #f (41 FTDI = CP210x) ) DTR Al RTS il 4 4= %0k B sh & A
ESP32-S2 (i % 5 ESP32-S2 43 % v ik 45 JRUE Z 3415 B ). DTR M RTS #5#i 2k ) % #25) ESP32-S2
f) GPTOO Il CHIP_PU (EN) &M I, Pt DTR Al RTS () Hi s HE P48 A & fiff ESP32-S2 #F A [ {4 K 84
Ko KRBT EE ESP32 DevKitC H &) IR .
— Ok, B 5 R ESP-IDF JF RS B8, {H2, esptool.py fELA FIEIL FAGEH S EE
T

o REYRELEE A EREF) GPTOO I CIHP_PU [y DTR Fl RTS #5:H4k .

 DTR #1 RTS il ny e & 0 AR

o NAFTEXFER HRA T4 i 2 it

MRYSEECER RS, AT DO ESP32-S2 JT &M Fah i B F T akiat (B2 467).

o WTIRFEFF RN, ERIASE XS N KR AT IFE s P erg. B, v DA 4 Boot #4l
(GPIO0) Fift: EN #¢41l (CHIP_PU) HKF-8)&Z {i ESP-IDF H A& # .
o NPT HAMRB R, W PAZENRF GPTOO k.

IDF W5 BL2%

IDF {ithn@ — & umte)y, [ T esp-idf-monitor 43, FITF Uk Hbnistar A K AYH T4k, IDF
WA [ A HEE IDF (1 H ke

1t IDF ] 1df.py monitor W DAE I BLHEHLA -

BefEtebEst Sy 77685 IDF MOLaSdE 7500, T S 4n A pe
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TRIEGRE B®IE £
Curl+] B g R
Ctrl+T SRR WIS TR —, IR EE.
ct ey S b -
e Ctrl+T
. Ctrls] K exit TEAF Kk B RE
. CtilsP HEBRES, EAGIS | EEHRES, @ RTS & (WE#ER) dEAGI SR
AR Wi RTS &% | 77, WHHF ARSI RRT . SR HAL R &S sl
15 FHAE P DABE ] LR
. Ctil+R Wl RTS & H\H H AR | EERS, @M RTS & (T iER) BRI
%
. CulsF TP I I H {5 idf_monitor, 1517 £1lash Hix, 851K idf_monitor,
i AE ] ke 3 10 Y SC PR30 2 0 B A, AR TR
i 2R idf_monitor 2 PAZHL -E FH B, W &izAT H bR
encrypted-flash,
. Cirlta I Gk S e N ARy | %7 45 idf_monitor, iz 1T app-flash Hir, R EWKE
;4- w idf_monitor. X5 flash 28}, {HEA LW HEF R IF
N FR TR, WIS idf_monitor ELAZ KL & HENH, U
) 25fTH AR encrypted-flash,
. Ctley R EAE R LA | BG, SEFraEANSTEYE. RVvrESE B A
H &% PG O PR AR A H B .
— EIbMRE XS AH | ETREEF N, B TFSAHEEE. A
T ‘ﬁ%i)%%i%@ﬂ:/‘lﬂﬁﬁi%%ﬁ% (AR IDF Wi asth &2 1%
BE) .
. Ciritl {EIEARE FT B A bRic | IDF B ORRS o] PATERE— AT RO LT B — e Aric . HifTa)
@g 1) PRCHIRS T PAE i ——t imestamp-format 4415
- Bk AE
. CtlsH SR A P
(= &
H)
. ClleX B s
A
X)
Ctrl+C HIEFE TR N AR | B {5 IDF WS #0 #% Jf 32 /77 GDB I H ¥ ik #%,
¥ Mz e R XFEE

Jfl:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME
BT

BT ctrl-] Mlcerl-T, HAbberm(E s

He S IDF F¢tk:

F1 2y fi ity sl

L H AR E H AR A .

B 200 R AR T AT AT RIS R TN BERI LT, IDF ISP A f izt AE PR A i o

MOE CCHEERITTS), FE F—FT B AT A R A .
ESP-IDF [ IR % A: crash Al panic SR, K5 AR U07R 35 17w e o A1 [
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Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—~0x3ffb7e00

A2 : Ox3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H
—0x00000000

A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0

Al0 : 0x00000003 Al1l : 0x00060£f23 Al2 : 0x00060£f20 A13 H
—0x3ffba6dl

Al4 : 0x00000047 A1lS : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d

EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :o
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e¢00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40_
—0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF M 8 A 23 A7 a4 b S8 0 T A

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H-
—0x3ffb7e00

0x400£f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—~hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H.
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H.
—0x3ffb7dd0
Al0 : 0x00000003 A1l : 0x00060£23 Al12 : 0x00060£20 A13 H.
—0x3ffba6dl
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
< ./hello_world _main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32s2/./cpu_start.c:254

IDF Hi &R fE /G GIs T A R s, M4 ok

xtensa-esp32s2-elf-addr2line -pfiaC —e build/PROJECT.elf ADDRESS

#5754 B ESP_MONITOR_DECODE % ' 4 0 B{# i JIl esp_idf_monitor fifj%4% i& fiy 47 1k 1
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python -m esp_idf_monitor --disable-address-decoding 2% HbihikfEasg .

PERRF AL H S BRATEOLT, IDF WS Hes & 7E B brods i 2@ 1 DTR 1 RTS 34746 H sh &2
Jro BB il IDF W WL aR e e mt B & AL, 5 7EV ] IDF Y es b in_ B 3Tl ——no-reset, # idf.py

monitor —-no-reset,

#lli: ——no-reset MWIE IDF Wi ALAS EHBIRR 58 i 1IN AT DASEBRIRIARRRCR . W 1df . py monitor
—--no-reset -p [PORT],

fil¥E GDBStub UL k1)1l GDB  GDBStub Sz #7Eizf T 71H . GDBStub 7£ H 5 _bizfr, it nik
B2 FAM MO K 4. GDBStub SZEFZEN AL 5. A2 f H ek isE 4. BRI JTAG
iﬁ];ﬁiﬁﬂﬂ, {H T GDBStub 5¢ 4= i B 470w 1 58 BGHAT , WO s 2ol AR RE 1 (40 JTAG/USB #r %
).

i 30 ¥+ CONFIG_ESP_SYSTEM_PANIC &} GDBStub on runtime, 1] DL¥F HARHE & NIE G G517
GDBStub. GDBStub RHF1E 5 11T, B #4730 H &% Ctrl+c SEOV AT hlr (B LR
JFAT), AL GDBStub bR 4

AN, 3R] PAIE 1% B CONFIG_ESP_SYSTEM_PANIC “/j GDBStub on panic M E panic AbHARF, {#
HAE KA crash F{FRTiZ1T GDBStub, 4 crash & A:Ff, GDBStub i@ 13 5 145 HAFR M FAr A, %
7~ GDBStub /54T o

SR RS CerLic LUK SR, IDF [ £ 2Fish DB, ML A
;;t/a/\ GDB i 5, Jilid RTS 1145 F bR, WISATES: RTS H14, iHES A, T2 RoF
o

#%1: IDF WAEs1E G GiafT 43 i GDB:

xtensa-esp32s2-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"

B omk B PLYE A idf.py monitor —-print-filter="xyz" J&2 3 IDF I fi 78, H p,
—--print-filter @HihiHEM S8 SEEIEAE TR, AT HUETNEE .

Froa AT EI A BB R, AT & <tag>:<log_level> ST, H i <tag> AR FIFH,
<log_level> & {N, E, W, I, D, V, *}&E&HPH—IFE, 80928 & H.

14, PRINT_FILTER="tagl:W" HPLEIIF4TE] ESP_LOGW ("tagl", ...) WIBMNHE, XFHFELE
BAR Héﬁéﬁifﬁé&%ﬁ%ﬁﬁﬂj, R ESP_LOGE ("tagl", ...). WHZ¥EE <log_level> BRI ERESIES
FIERIAME * o

JEC

ik SR, LAGEN JE HAEAE R & E AR R o T DAGE T IDF e $ i ek R R
S, HICHR B N R o

I AR P A A E %1‘% B <. B9 1, DAEARA R o e .

A0SR LY AR Pt 1 B 5 — AT JE T o [ 4, W RE S S e D RE, B, MRRERITIRTEDiAT, H
JER K BZAT A BT A ﬁ%*"ﬁ%ﬂlﬁl@, AT AT A S ] 2 A G P A (R 1) A 050 il
EIRIERIREOLT ) o

fii 126 LI 73~ 451

o * A T PCEARAT 2 BFRSE . {H PRINT_FILTER="*:T tagl:E" fTEIXT tagl k&4
By, 2B tagl B * BRI SES R .
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gj(%%)u)“'] (%) %?T/H: *: V PR A E TR0 2 500 8 B AR 31 VL A 2 R E%@@E)ﬁﬁﬁﬁ‘]@o

o RN ORANH T HEThEER I, WAPH T print £ BFTENE . O T REGRIX — R, TE
* B BCE S TTARY

o N "tagl:v", "tagl:v", "tagl:". "tagl:*" fl "tagl" Z[d.

o K ";agliW tagl:E" %E[HT "tagl:E", &S IR B A F 42 R AR 2 7 T
Rl — 5%

o BN "tagl:I tag2:wW" {LFE Info {40 R B EARH HIFTH] tagl, ¥ Warning {40 9% 51 5L
FARGAATE tag2,
o BN "tagl:T tag2:W tag3:N" {EAJ EAERE T E—MN, XR2FH tag3:NH5E tag3 AT
El

e tag3:NJEMMN) "tagl:I tag2:W tag3:N *:V" FHEAEE X, XEHRFUWHEEEAE tag3:N,

tag3 [FELATREFTEI R T tagl Ml tag2 $5IR(E B & FT EIFERS & RN ] (SR RER) |

HERNFTEN TR A

rA S BN TR H SR AR B B EAT ] i ek I 1 DL ZRAS19:

load:0x40078000,1len:13564

entry 0x40078d4c

esp_image: image at 0x30000 has invalid magic byte

esp_image: image at 0x30000 has invalid SPI mode 255

boot: Factory app partition is not bootable

) cpu_start: Pro cpu up.

) heap_init: Initializing. RAM available for dynamic allocation:

) cpu_start: Pro cpu start user code

) light_driver: [light_init, 74]:status: 1, mode: 2

) vis: esp_vifs_register_fd_range is successful for range <54; 64) and VFS ID.

OO HHHEMS H

1)
1)
9)
568
569
603
309
318

(3
(3
(3
(
(
(
(
(
1
I

328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="wifi esp_image:E light_driver:I" JiifiWifdiskids BT prn:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="1light_driver:D esp_image:N boot:N cpu_start:N vis:N wifi:N

REAASTAYTi UL gk S

10oad:0x40078000, 1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF W gL 2% LU )8
Windows A% | CL110] 8
o T Windows il 5 PR, A LUdk b S Hoth—SekRk b8 JLEAE GDB i .

o RO, idf.py RIS, WHEAE IDF WAL= 2 Higs 30 7.
* GDBizf7it, nRESEE BN, A4 T165 GDBSwb JH4Til 5 -

Linux fl macOS “F- & T HBE R brifi e ¥

VEAIRZHEDUR IR T PRI IR, sE g AR .
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BEELIFRIABE  PATR 2 ESP32-S2 15 ESP-IDF HH RSB,

s H—Y ZRES

o % —%: I ESP-IDF

s =¥ EELR

e Y RIEAFRFETE

e %4 F41e R ESP-IDF &

S5 RAEHESS O TAE ESP32-S2 HiffiJi] ESP-IDF, i SRS RG24 — SR, DATR 22%e s
A ] P 43272 Linux Fl macOS i R 50 A 35 SR 41

Linux J{| )" %5 ESP-IDF 2L N . ARSI 1Y Linux ZATARUAS, SRR GRS .
» Ubuntu £ Debian:

sudo apt-get install git wget flex bison gperf python3 python3-venv python3-
—setuptools cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.
—0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

H B8R 3FF CentOS 7, {HN T W UFHH P AL, BHUf# ] CentOS 8.
e Arch:

sudo pacman —-S ——needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

ke
o i ffl ESP-IDF 755 CMake 3.16 5{PA FMA . B F A Linux K&ATHT AT S TH4% EH F AR )%

B JT e backports E(FFE, H4%¢ “cmake3” HfF (AREZHE “cmake”).
o MR EASIFRA B BRI RLE, WESH ARG, BRI a4 .

macOS Ji])*  ESP-IDF ¥{# il macOS 2R\ 2% Python Jifi s,

o 2% CMake Fi Ninja %1% T H
- %7 HomeBrew, 1 PAiBTT:

’brew install cmake ninja dfu-util

— P45 MacPorts, 0] DAIBfT:

sudo port install cmake ninja dfu-util

- A EIARIE, W15 1R CMake A1 Ninja 301, #0if) 4 & macOS ~F-& 1)1 2k 435 7] @l
o SRZL I [F] e ccache PARRAS BEER A 4w 16 B2 . 41 HomeBrew, W] i MacPorts | brew
install ccache B{ sudo port install ccache FENZE%E,

Friks WNEAE BT BB E AR R

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

NAZi 225 XCode iy 47 T E, Wiz4T xcode-select —-install figddbfrEeds,
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Apple M1 )i/ UREFH 152 Apple M1 FR 51 HAFIUNH H BRER:

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is_
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

B

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2-
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

R EIB TN An 22K Apple Rosetta 2:

/usr/sbin/softwareupdate --install-rosetta --—-agree-to-license

‘2% Python 3 Catalina 10.15 & i B H R m A HEFE(E ] Python 2.7 JiUAS, £ K f¥) macOS A H R
SERIAEL A Python 2.7, FRATRAF fi & A 2 18524 i i Fi 11 Python Ji A

’python ——-version ‘

WA A2 Python 2.7.17, NWAEREWMBGAMNTERE Python 2.7, XHIFHRELLEI T F i 2k
LI 2 75 B 4% %6 4 Python 3:

’pythonB —-version ‘

WARIBAT Bk a S H IR, AR ALN - %A 424 Python 3.,
AR LA 22 3R 2% Python 3:
* fifi [l HomeBrew #F4T224& 1) 40T
’brew install python3 ‘
* fdi ] MacPorts #4725 5 ¥A QN T

’sudo port install python38 ‘

45 % AKLESP-IDF 5[ 5% ESP32-S2 A RRIF 2 i, W SRk BURBEH2BLI K P PE L ESP-IDF
ol

3KUR ESP-IDF fyAHUEI A : STIFL, YMLFIRERAF ESP-IDF  TAF %, 1 git clone 4
BRI . BT R RS AR, IR

I, SEATRA R s

mkdir -p ~/esp

cd ~/esp
git clone -b v5.1-rc2 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF 4 RN#( # ~/esp/esp-idf,
1 HEESP-IDF yg A 2, #5% ESP-IDF A[a] fioAs iy B A48 3 5%

g5 BT [T ESP-IDF ALy, A BN S0 ESP32-S2 (Y3 H 2:%¢ ESP-IDF fili il (45 Fh T
o Heangsigas . #ilds. Python f4%,

cd ~/esp/esp-idf
./install.sh esp32s2

B {# FJ Fish shell:
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cd ~/esp/esp-idf
./install.fish esp32s2

Fakan QAU ESP32-S2 L el T A . WERTFENZ BN R IFAIH , WA PA— R E 2 A H
bR, MR FTR:

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

B} (i Jf] Fish shell:

cd ~/esp/esp-idf
./install.fish esp32,esp32s2

USRS B R A SRR H A 283 TR, DA TR din s

cd ~/esp/esp-idf
./install.sh all

8¢ {#i fJ Fish shell:

cd ~/esp/esp-idf
./install.fish all

Frik: W macOS 7, WEHE BT IR i@ 2 AR B

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—~to get local issuer certificate (_ssl.c:xxx)

ﬁj@fjﬁi%ﬂrﬁ Python e ) Install Certificates.command ﬁ%iﬁ%o Tﬁi@ﬁgfﬁﬁn HZ
% 2% ESP-IDF T HLi ! B T 345t

PECIAEE) S ESP-IDF T H 242 T 3 Github RARRCAS g —28 TR, W2R95 1 Github £
NN, PTLABLE DI, AL e Espressif )T 2k 5 452E4T Github BT 2.

ik ZBCE P Github ZAGTHCAH R A TR, B A S %A MAET Git @# ) URL.

TR L TR ek Espressif N EURISAS, WAEIZIT install. sh LA T i<

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

o S5t ARSI E A ESP-IDF fris 4t T H BN ZEE R PR E sk, B
Linux ZZH ) SHOME/ . espressif Hk. GEATPAKEER T H 8 3 Hpth H SR, (HIETEBTT 2058 A
B, FEHXENGEA S IDF_TOOLS_PATH, ¥R, WA IS & & TGRSR .

WRMBE M T IDF_TOOLS_PATH AF &, 1§ BIER IR I TL R A (install. . bat, install.
psl B8{ install.sh) fISH 4 (export .bat. export.psl 8{ export.sh) BFEEFE—.

SV DEEPABEA MUy, BRWIN 2R TR R ORI 2 PATH PR5Ae &, Toikadad “ap a7
AT R b, DR E— SRS & . X Al PATE 1 ESP-IDF 241k o) — A A A T B

WAERT 21247 ESP-IDF &3 %d HizafT AT S
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’. SHOME /esp/esp—-idf/export.sh

KT fish shell (f¥ 7 FF fish 3.0.0 KA FARAS), #HizfTPA R

’ . SHOME/esp/esp-idf/export.fish

R, rdFRm «7 SEBEZ B NA 25!
MR EF LA 1217 ESP-IDF, #n] DUATIAT export . sh G — 144, BAACDIRAT
1. B HIFERENELL R 23| shell L& 04 F (.profile, .bashrc, .zprofile %)

alias get_idf='. SHOME/esp/esp-idf/export.sh'
2. B ERAE DBia{T source [path to profilel, Ul source ~/.bashrc RIFHECE
XA

DA AEAT AT 3 o 11 Pz AT get_idf ARBE BT esp-idf PR,

AW E A export . sh {INE] shell HCESCIF . XIS T BOE SRR 2o & 35 THHSHGT IDF HEfLI3R
5 (WAETCH B IDF (&3h) . bW 7 S RS H A, 3] e H A B .

S50b: JFUGTEN] ESP-IDF WY BEREC 28 g 1 (1] ESP-IDF A 2501, 3% P AR 43 Al T 4R
5 —> TR

ARG TR W) 858 BUOE 1) ESP-IDF Y85 —20 . #MATE B, QR ESP32-S2 A5 — A TA%, I
. BESER A B

Frik: WURAGLARZH ESP-IDF, 52 M2 50 it gR, SR ARS8 w BT i) B A 3 p

GO TR PUFE, SEWTAMES T & ESP32-S2 W HIFR)F T . %A RAM ESP-IDF Ht examples H 5% Y
get-started/hello_world TFEIT14.

F%: ESP-IDF % R4EA S ESP-IDF ptARmH TR AR halify 25hs o

Ff get-started/hello_world TFE | B IEAMY) ~/esp HRE T

cd ~/esp
cp —-r SIDF_PATH/examples/get-started/hello_world .

#{l:: ESP-IDF fy examples H & NG —FRIRBI TR, GR AR R BRIk Iz 7 H T AR 7w 6,
WAl LB B, T AT =

Gt BUE, WRFERY ESP32-S2 JT KM% PC, HERIF AR .
WG, A EAE RS T B2 A BT A -

o Linux &% VA /dev/tty FFk
e macOS ¥ &%:: VA /dev/cu. FFk

A RUMTER B LRI EAER, W5 ESP32-S2 4l $ v ik ik,

il W N4, BafERSPRP.
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Bl ¥ LFE 3 PEA hello_world H 3, ¥ E ESP32-S2 HHO R, Riafr TR E T H

menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32s2
idf.py menuconfig

HH—PH LGS, NESLMH idf.py set—target esp32s2 & “HF” th. WE, HWE/ER
R FRIG 2 BASERIRCE: (U47). ST O Rt R RERIREEE R (T Bt
HUR), WEI5HE., i LSelect the Target Chip: set-target .

TR (wuss JERE s R N N

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type ---=>
Application manager ---=
Bootloader config ---=
Security features ---=>
Partition Table --->
Compiler options ---=
Component config ---=
Compatibility options ---»

[Space/Enter] Toggle/enter SC] Leave menu [S] save

[0] Load [? mbol info [/] Jump to symbol
[F] Toggle show-help mede  [C] le show-name mode [A] Toggle show-all mode
[Q] Quit (prompts for save) [D] Save minimal config (advanced)

K 57 TREACE —Ef 0

T DA I MR AT H i AR R, G Wi-Fi MR PR SR IR PSR 4% . hello_world /R
BT H 2 PABCGARCELZ T, X —IH A, ATDABk ] menuconfig #EATIH FLEX — K.

Fil: % Db R R RS R EE T RS S BRI . G DAE IR ——style RBUEINL.
i2fT idf.py menuconfig --help 3%, FPEZER.

AR SRR IT Bt AT RAE S ARG SR (BSP) SR BIEIIT K. HEAER, I edRr.

PG E SR USB Best ESP32-S2, #4454 itk B ik USB. %t ESP32-S2, Bk
AR i & i 818 > UART,

1. AifE%Yi Channel for console output.

Component config>ESP System Settings>Channel for console output
2. FFBRIAEET UART Bk :

USB CDC
3. AR E, B menuconfig B,

Gk LR MDA T A, ke TAR:

idf.py build

BATVA_E A4 T AG B R PP BT AT ESP-IDF 40, B A4 s | M EAREFr . 70 IRERAN R R — ik
il St
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$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —VNEH, S5 UR R B bin S0P

Bk BNty PR TLAR A, R A LR — B S5 R 2 A8 ESP32-S2 JF A A -

idf.py -p PORT flash

154 PORT #i4fi >l ESP32-S2 JF &Ml E: 4 FR. I PORT R4 @ X, idf-py ¥R a0 H
B
WA idf.py ZE0TER , 15 Widfpy.

Frik: 2)ik flash IO H BB TR, HILER 21T idf . py build.

FAEBe I RE PR B W8, THRIENE F I HE IR B S ESP32-S2 4l & vk ik SRECE L HAIE R .

WEENE  TERS R e, BB AR H &

esptool.py —-chip esp32s2 -p /dev/ttyUSBO -b 460800 --before=default_reset —-—
—after=hard_reset write_flash --flash_mode dio —--flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
<+0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-S2

Features: WiFi

Crystal is 40MHz

MAC: 18:fe:34:72:50:e3

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 3851.6.
—kKbit/sy (FIigk%E)
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Hash of data verified.

Compressed 22592 bytes to 13483...

Writing at 0x00001000... (100 %)

Wrote 22592 bytes (13483 compressed) at 0x00001000 in 0.3 seconds (effective 595.1.
—kbit/s)

Hash of data verified.

Compressed 140048 bytes to 70298.

Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000... (100 %)

Wrote 140048 bytes (70298 compressed) at 0x00010000 in 1.7 seconds (effective 662.
5 kbit/s)
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

WR—P)RH], BesgEa, TR REAL, WHRT “hello_world” FF1#izTT.
IR 7 B2 ] Eclipse B2 VS Code IDE, [fidE idf.py, %% Eclipse Plugin, DA} VSCode Extension,

s R DAM#iH idf.py —p PORT monitor fiyd, WML “hello_world” TFEHLEITIENL. W&,
ANEIZICHR PORT B 830 52 O 4 55

SEATHA IR, IDF Y% R RIFARE):

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 ——-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

DU, Bk T PAYE )53 H B RZ2 W H & , BFFTHIR “Hello world!” T,

Hello world!

Restarting in 10 seconds...

This is esp32s2 chip with 1 CPU core(s), WiFi, silicon revision 0, 2 MB.
—external flash
Minimum free heap size: 253900 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

fn] i i PebEgE ctr1+, B IDF Hiias.

ik BT DUS TA N e, —IREESITHEE . bR AL A2

idf.py -p PORT flash monitor

LAt
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* WRITEIDF BAL%, TRSEZ A IDF MUY PR AT H AR TR .
* i HIfLidfpy, AEEZ 1df.py L FIEI,

1, BOSEK ESP32-S2 AT 13!
BUAE, HTTDAAR Le L examples, SR ELHEIF & H CLHO R FRRFF .

B —SORGIREF A SCRF ESP32-S2, [Hl ESP32-S2 A EL & TR I i«

e s BIRE P i 7% £ README SC{f ) Supported Targets 3. QINREMS H ¥ ESP32-S2, 5k
FEARTEAEXAFeMs, IR RIFTR ESP32-S2 37 HX AN R BT .

el

FLPR )& /dev/ttyUSBO i i 5228 Linux it 4[] ESP32-S2 ket [Ef4Emy, FIRES I Failed to open
port /dev/ttyUSBO 45iR7H 8 . LA DU P8 %8 Linux Dialout #8.,

He#£ 1) Python Jjg /X  ESP-IDF 3 f Python 3.7 K DA RS, BT 454 52 50 I S50 HRAS AT 853
Python, tHWJEESEM sources L4 iz Tl Python, Bl ] Python 4L RGE U pyenv Xf HAS AT+ HE o

LTl BT AR B SRt (BSP), MBI EHETT A L IR Ko AR BRI LA R R
T AT ASE SO E TT A AR IR AR AL -

—BORUE, BSP SRR AR ERTARERALIE. B T ORI (LI RESD . BSP L dnfe i . 12
AN EOAR RS A SN TR KB AR

BSP ifiif IDF A #7632 55 KA, $8n] DARIA: IDF A4 ey #6547 N8k
UL FsBiliEn 1 ks ESP32-S2-Kaluga-Kit BSP ZRg| i H i

idf.py add-dependency esp32_s2_kaluga_kit

WA KA BSP RG], WHIHE BSP /- B30k

P4 flash  ESP-IDF 37 3424 flash., iz TA N ands, #EIE# flash:

idf.py -p PORT erase-flash

PAFETE TR OTA B, ST R s

idf.py -p PORT erase-otadata

PEBR flash F5 24— BUNTE], fEEBRART, )W SaiEk.

HEC: 9t ESP-IDF  IREE SN B AR (Y ESP-IDF, 242 bug SR U L. 17ER , EESP-IDF
FREE A J2 R AN B AR A A SRR IR . SCRFIRRG IS, A5 IR SR idre, P lre ot B
FE| o) ESP-IDF A B2 T SCRpUIRAYE R, TS % ESP-IDF ik

Pt GAERA I, WNEFRER SRR . R R Ee: ARG esp-1df S
Yo, SRIGHM S = KA ESP-IDF "PRISER, BB

73— MR R Ay . RARD7 3, TR 23 ESP-IDF B . RS SR MRE G
I ESP-IDF JiAAT T AN o

WE, WHwE, EHRIB TR A, AR HiiR ESP-IDF iy TRMA TR . HikESEH =
¥ RELR,

—HEHZEG TR, WHNSHWAERTSE, BAESELwd: 3Rt s.
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FHORSCRY
o 15 ESP32-S2 43k % ik 3%
* Eclipse Plugin

VSCode Extension

o IDF W577.58

14 GiiESs—A LR

WAREC &4 4t ESP-IDF H A F4E T K35 (IDE), i57Efn 232 m T 4% I £ Windows F T4
£)3E 142 8 & Linux o macOS F Fr454) 3 42 it — TR,
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APl %%

2.1 API Conventions

This document describes conventions and assumptions common to ESP-IDF Application Programming Interfaces
(APIs).

ESP-IDF provides several kinds of programming interfaces:

* C functions, structures, enums, type definitions and preprocessor macros declared in public header files of ESP-
IDF components. Various pages in the API Reference section of the programming guide contain descriptions
of these functions, structures and types.

* Build system functions, predefined variables and options. These are documented in the build system guide.

* Kconfig options can can be used in code and in the build system (CMakeLists.txt) files.

* Host tools and their command line parameters are also part of ESP-IDF interface.

ESP-IDF consists of components written specifically for ESP-IDF as well as third-party libraries. In some cases, an
ESP-IDF-specific wrapper is added to the third-party library, providing an interface that is either simpler or better
integrated with the rest of ESP-IDF facilities. In other cases, the original API of the third-party library is presented
to the application developers.

Following sections explain some of the aspects of ESP-IDF APIs and their usage.

2.1.1 Error handling

Most ESP-IDF APIs return error codes defined with esp_err_t type. See Error Handling section for more infor-
mation about error handling approaches. Error Code Reference contains the list of error codes returned by ESP-IDF
components.

2.1.2 Configuration structures

H P Correct initialization of configuration structures is an important part in making the application compatible
with future versions of ESP-IDF.

Most initialization or configuration functions in ESP-IDF take as an argument a pointer to a configuration structure.
For example:

85
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const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"
bi
esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

Initialization functions never store the pointer to the configuration structure, so it is safe to allocate the structure on
the stack.

The application must initialize all fields of the structure. The following is incorrect:

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;

/* Incorrect! Fields .arg and .name are not initialized */
esp_timer_create (&émy_timer_args, &my_timer);

Most ESP-IDF examples use C99 designated initializers for structure initialization, since they provide a concise way
of setting a subset of fields, and zero-initializing the remaining fields:

const esp_timer_create_args_t my_timer_args = {
.callback = &¢my_timer_callback,
/* Correct, fields .arg and .name are zero-initialized */

i

The C++ language supports designated initializers syntax, too, but the initializers must be in the order of declaration.
When using ESP-IDF APIs in C++ code, you may consider using the following pattern:

/* Correct, fields .dispatch_method, .name and .skip_unhandled_events are zero-—
—initialized */
const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = &my_arg,
bi

///* Incorrect, .arg 1is declared after .callback in esp_timer create_args_t */

//const esp_timer_ create_args_t my_timer_args = {
// .arg = &my_arg,

// .callback = &my_timer_callback,

ey

For more information on designated initializers, see Designated initializers. Note that C++ language versions older
than C++20 (not the default in the current version of ESP-IDF) do not support designated initializers. If you have
to compile code with an older C++ standard than C++20, you may use GCC extensions to produce the following
pattern:

esp_timer_create_args_t my_timer_args = {};
/* All the fields are zero—-initialized */
my_timer_args.callback = &my_timer_callback;

Default initializers

For some configuration structures, ESP-IDF provides macros for setting default values of fields:

httpd_config_t config = HTTPD_DEFAULT_CONFIG () ;

/* HTTPD_DEFAULT_CONFIG expands to a designated initializer.
Now all fields are set to the default values.
Any field can still be modified: */

config.server_port = 8081;

Q)
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httpd_handle_t server;
esp_err_t err = httpd_start (&server, &config);

It is recommended to use default initializer macros whenever they are provided for a particular configuration structure.

2.1.3 Private APIs

Certain header files in ESP-IDF contain APIs intended to be used only in ESP-IDF source code, and not by the appli-
cations. Such header files often contain private or esp_private in their name or path. Certain components,
such as hal only contain private APIs.

Private APIs may be removed or changed in an incompatible way between minor or patch releases.

2.1.4 Components in example projects

ESP-IDF examples contain a variety of projects demonstrating usage of ESP-IDF APIs. In order to reduce code
duplication in the examples, a few common helpers are defined inside components that are used by multiple examples.
This includes components located in common_components directory, as well as some of the components located in
the examples themselves. These components are not considered to be part of the ESP-IDF APL.

It is not recommended to reference these components directly in custom projects (via EXTRA_COMPONENT_DIRS
build system variable), as they may change significantly between ESP-IDF versions. When starting a new project
based on an ESP-IDF example, copy both the project and the common components it depends on out of ESP-IDF,
and treat the common components as part of the project. Note that the common components are written with examples
in mind, and might not include all the error handling required for production applications. Take time to read the code
and understand if it applicable to your use case.

2.1.5 API Stability

ESP-IDF uses Semantic Versioning as explained in the versions page.

Minor and bugfix releases of ESP-IDF guarantee compatibility with previous releases. The sections below explain
different aspects and limitations to compatibility.

Source level compatibility

ESP-IDF guarantees source level compatibility of C functions, structures, enums, type definitions and preprocessor
macros declared in public header files of ESP-IDF components. Source level compatibility implies that the application
can be recompiled with the newer version of ESP-IDF without changes.

The following changes are allowed between minor versions and do not break source level compatibility:

¢ Deprecating functions (using the deprecated attribute) and header files (using a preprocessor #warning).
Deprecations are listed in ESP-IDF relese notes. It is recommended to update the source code to use the newer
functions or files that replace the deprecated ones, however this is not mandatory. Deprecated functions and
files can be removed in major versions of ESP-IDF.

¢ Renaming components, moving source and header files between components —provided that the build system
ensures that correct files are still found.

¢ Renaming Kconfig options. Kconfig system renaming mechanism ensures that the original Kconfig option
names can still be used by the application in sdkconfig file, CMake files and source code.
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Lack of binary compatibility

ESP-IDF does not guarantee binary compatibility between releases. This means that if a precompiled library is built
with one ESP-IDF version, it is not guaranteed to work the same way with the next minor or bugfix release. The
following are the possible changes that keep source level compatibility but not binary compatibility:

¢ Changing numerical values for C enum members.

* Adding new structure members or changing the order of members. See Configuration structures for tips that
help ensure compatibility.

* Replacing an extern function witha static inline one with the same signature, or vice versa.

¢ Replacing a function-like macro with a compatible C function.

Other exceptions from compatibility

While we try to make upgrading to a new ESP-IDF version easy, there are parts of ESP-IDF that may change between
minor versions in an incompatible way. We appreciate issue reports about any unintended breaking changes that don’
t fall into the categories below.

 Private APIs.

o Components in example projects.

¢ Features clearly marked as “beta” , “preview” ,or “experimental” .

¢ Changes made to mitigate security issues or to replace insecure default behaviors with a secure ones.

 Features which were never functional. For example, if it was never possible to use a certain function or an
enumeration value, it may get renamed (as part of fixing it) or removed. This includes software features which
depend on non-functional chip hardware features.

* Unexpected or undefined behavior (for example, due to missing validation of argument ranges) that is not
documented explicitly may be fixed/changed.

 Location of Kconfig options in menuconfig.

¢ Location and names of example projects.

2.2 RHZBRX

2.2.1 ASIO port
Asio is a cross-platform C++ library, see https://think-async.com/Asio/. It provides a consistent asynchronous model
using a modern C++ approach.
The ESP-IDF component ASIO has been moved from ESP-IDF since version v5.0 to a separate repository:
* ASIO component on GitHub
To add ASIO component in your project, please run idf.py add-dependency espressif/asio

Hosted Documentation

The documentation can be found on the link below:

¢ ASIO documentation (English)

2.2.2 ESP-Modbus

The Espressif ESP-Modbus Library (esp-modbus) supports Modbus communication in the networks based on RS485,
Wi-Fi, Ethernet interfaces. The ESP-IDF component freemodbus has been moved from ESP-IDF since version v5.0
to a separate repository:
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¢ ESP-Modbus component on GitHub

Hosted Documentation

The documentation can be found on the link below:

¢ ESP-Modbus documentation (English)

Application Example

The examples below demonstrate the ESP-Modbus library of serial, TCP ports for slave and master implementations
accordingly.

* protocols/modbus/serial/mb_slave

* protocols/modbus/serial/mb_master
e protocols/modbus/tcp/mb_tcp_slave
* protocols/modbus/tcp/mb_tcp_master

Please refer to the specific example README.md for details.

Protocol References

* https://modbus.org/specs.php: Modbus Organization with protocol specifications.

2.2.3 ESP-MQTT

Heid

ESP-MQTT /2 MQTT P il % s Y S 8L, MQTT J2 — kT B A/ T [ AR S A 9 A% A P AL
ESP-MQTT 247 3 MQTT v5.0,

ik

o T ETF TCP i) MQTT. T Mbed TLS 4 SSL. 3T WebSocket ) MQTT DA & 3T WebSocket
Secure ) MQTT
* ifat URI fijfufic Bk
o 2 (—AN TR E 2K )
. %Z:%ﬂl‘)ﬁ?ﬁ]‘ KA. NIE. BUEHE . PRRREELOMILEI A 3 MRS & (QoS) 4] (HiaTife
i

W2 7 Bl

« protocols/mqtt/tcp: F:TF TCP ) MQTT, ERiAs 1T 1883

« protocols/mqtt/ssl: JtF TLS ) MQTT, Bl 8883

* protocols/mqtt/ssl_ds: JF* TLS ) MQTT, i FIEF% 4 MR I T SR IIE, R 11 8883
* protocols/mqtt/ssl_mutual_auth: }:F TLS i MQTT, #FIEHIHETEE0E, BRI 8883
* protocols/mqtt/ssl_psk: £ TLS ff§ MQTT, fif f Wit 29 it A7 S 3ok, BRIAuR 11 8883
« protocols/mqtt/ws: 3T WebSocket 1) MQTT, 2RiAif11 80

« protocols/mqtt/wss: F:T WebSocket Secure 1) MQTT, ERiA i1 443

* protocols/mqt5: {ii ffj ESP-MQTT JEi%#: MQTT v5.0 IR & #%
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MQTT {i§ S fé

P flesp_mgtt_client_publish 8{ HIEMH ETE esp_mqgtt_client_enqueue, AJ PAG]EEHHY
MQTT 5 H .

QoS 0 A EFF R AL —IK, QoS 1 #1 2 HAAAIEATH, OSSR BERA TR B SE g 72 «

ESP-MQTT J4 4 £% 5 37 1% i R W5 IA B89 QoS 1 #1 2 %o A i &L, DA JBE B 1% 32 % i 3 BUf L & 2K
B A% MQTT #7825k U 76 % 3 #% #2 H Clean Session #5 ¥ B0 0 Wf & ¥ & & (41 % 1474,

¥fdisable clean_session ﬁ‘ﬁjﬁ true) .

BT EEAAR QoS 1 1 2 i B M 24 FHBIRE, (B4 Hlesp_mgtt_client_publish
W) 25 57 B 3 47 26 — W A% g 223k R ERIATE B E’Jﬁﬂ'gﬁ?ffmessage retransmit timeout 2.
J& ¥ 4T. {ECONFIG_MQTT OUTBOX_EXPIRED_TIMEOUT MS . J5, it 18 £ 3 1 9E v M. 12 i
‘B CONFIG_MQTT_REPORT_DELETED_MESSAGES , ISy v R S %[]Hﬂ):‘

Fic ¥4

Wi esp_mgtt_client_config t ZSHRHR T BORBATICE . FLELSHRGE U T4k,
iRR R B Z U (S

e esp_mqtt_client_config_ t::broker_t - SRk EHIbEFI 2208

e esp_mqtt_client_config_ t::credentials_t - T BRI i
e esp_mqgtt_client_config t::session_t - MQTT &t KEE .

e esp_mqgtt_client_config t::network_t - PZFFECE .

e esp_mqtt_client_confiqg t::task_t - AVFECE FreeRTOS /£5% .

e esp_mqtt_client_config_ t::buffer_t - i A& IS X KN,

PR A R

M55 25

Hoht  @itaddress g5tk Ruri FEBE #F hostname. transport PAkport BIE, W DABEE RS
endihil . AT DAERR R Bpath, % TFEN WebSocket #1211 5 AEH A

ffifuri BN scheme: //hostname:port /path,

e MEHIHFF magtt., matts. ws fll wss P
* BT TCP ) MQTT /R :
— mgtt://mgtt.eclipseprojects.io: 3T TCP ) MQTT, ZRiAuiI1 1883
- mgtt://mgtt.eclipseprojects.io:1884: KT TCP 1) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Xt F TCP 1
MQTT, [ 1884, i i P44 5 HD
« BT SSL 1) MQTT /i1 :
- mgtts://mgtt.eclipseprojects.io: F&T SSL 1) MQTT, i1 8883
- mgtts://mgtt.eclipseprojects.io:8884: LT SSL [y MQTT, il 8884
» ELF WebSocket [1) MQTT 7= -
— ws://mgtt.eclipseprojects.io:80/mgtt
o KT WebSocket Secure [1) MQTT 7513 :
— wss://mgtt.eclipseprojects.io:443/mgtt
o IR A :

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (&émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler,
—~client);
esp_mgtt_client_start (client);
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%i}: BOATEOUT, MQTT % i 6 S MFIR PR 2R R AT 6 MQTT 4 (S iE#. CiTh.

BSUE CABSUEAR S5 a8 By, X T TLS e 44, Wil Everification G581k, MR 454k
A% ¥ PEM 5 DER #%3{. 1Z3E#HE DER A8, WA E 5/ certificate_len B, &K
fEcertificate FEME APAE FAF45 N PEM M AT .

o RS ZSARIGIETS, filn: mgtt.eclipseprojects.io

openssl s_client -showcerts -connect mgtt.eclipseprojects.i0:8883 < /dev/
—null \
2> /dev/null | openssl x509 -outform PEM > mgtt_eclipse_org.pem

o fA RN AR . protocols/mqtt/ssl
o JiiE:

const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.io:8883",
.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,
by
bi

TRAEMFEENTEHER, IEEFAPI 5% PLAITLS Server verification

Hrubedt  credentials TR WA R 7FE?€}JE

» username: Jgn)H T RS 4 H F A F85:, W@ URL &
e client_id: F{MZ Fug ID 354, BRiAH ESP32_%CHIPIDS, H scHIPIDS 2 5k
MAC Mtk fe ) 3 N

NIE - AT RAE authentlcatlon%&uﬁt)\ﬂf’%ﬁ B SCRF AR IAIE T 3

e password: ffi[fj%%
e - certificate %ﬂkey FEATALR] TLS B854, PEM 8 DER #£=01 0]
e use_secure_element: ffif] ESP32-WROOM-32SE F {240 E

* ds_data: iR IREFBR A HIET LM SN

Zilfi i session FE#H T MQTT & iEAH KL E

BRI (LWT) Gl B last_will Z5MMARILATT 7B, MQTT SAE—N% 7 i i SN T 34 0 i
1o T3 LA A

* topic: ffm LWT 8 35T

* msg: 451 LWT 1 EYHEE

« msg_len: LWT{HEHIKE, msg AAZTAFE R 2% 7B
* gos: LWT H B MIRS5 &

+ retain: € LWT {§ BRYPR B IRE

00 H OB ¥ v %8 MQTT  # of idf.py menuconfig, W] PAYE Component config >
ESP-MQTT Configuration H$k%| MQTT iX & .
AR BB -

« CONFIG_MQTT _PROTOCOL_311: JEf MQTT $pil 3.1.1 Jii7A
« CONFIG_MQTT_TRANSPORT_SSL FICONFIG_MQTT_TRANSPORT_WEBSOCKET: J& il MQTT f%&
#2, 40 SSL. WEBSOCKET #l WEBSOCKET_SECURE
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« CONFIG_MQTT _CUSTOM_OUTBOX: %% Ji] mqtt_outbox BRIk SZHH, PRl f ASR (e S0

Pk

MQTT % i il R A AT LA R 4

e MQTT_EVENT_BEFORE_CONNECT: % i Wi BRI Z R 55 4% -

e MOTT_EVENT_CONNECTED: % Ui WINERE BIRS 4. 25 O e &l & Bl .

e MQTT_EVENT_DISCONNECTED: T JCikiselel 5 A%dE, FluE MRS ICEMH, FHime
ZORER.

e MQTT_EVENT_SUBSCRIBED: HR4-#$EHIIAK Fumi ] B K. SR8m0 81T FE S T B

D,
e MQTT_EVENT_UNSUBSCRIBED: MR #fEHHIAE FumiiBIT K. FAEEER &R 1T B H
A 1D,

* MOTT_EVENT_PUBLISHED: JR45#F A P A HIHE . HERHER X QoS il 1 #i1 2 &
1, PBERZON 0 AN il . SRR & & iH S IE R ID,

e MOTT_EVENT_DATA: & ugCU B AMIHE . FEIR0S: HE ID. KM iHE I E A,
WCEN R EH SRR . X T8 R vh K8, K & i 21> MOTT_EVENT_DATA, I HHiH
HHAR current_data_offset fMltotal_data_len DAIREERE T ALIE . o

* MOQTT_EVENT_ERROR: % FlumilF|45i%. M HF - Ederror_handle FE Y error_type,
Al PAK IR R AR EB Y E error_handle Z5F{RAMIIEEER 73 2 I 5T

API %

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h

Functions
esp_maqtt_client_handle_t esp_mgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -MQTT configuration structure

&Ml mqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mqgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MQTT connection URI. This API is usually used to overrides the URI configured in esp_mqtt_client_init.
S8
e client —MQTT client handle
* uri —
& [n] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgrtt_client_handle_t client)
Starts MOTT client with already created client handle.
Z¥ client ~MOQTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mgtt_client_reconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
%4 client —~MQTT client handle
&1l ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgqtt_client_handle_t client)

This api is typically used to force disconnection from the broker.

%4 client —MQTT client handle
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&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mqgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MOTT client tasks.

* Notes:
e Cannot be called from the MQTT event handler

¥ client —~MQTT client handle
&1l ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state

int esp_mgtt_client_subscribe (esp_mgtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

¢ Client must be connected to send subscribe message
¢ This API is could be executed from a user task or from a MOTT event callback i.e. internal MQOTT task
(APl is protected by internal mutex, so it might block if a longer data receive operation is in progress.

SH
e client —MQTT client handle
* topic—
* gos —// TODO describe parameters
R I1] message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)
Unsubscribe the client from defined topic.

Notes:

 Client must be connected to send unsubscribe message
e It is thread safe, please refer to esp_mqgtt_client_subscribe for details

S
* client —~MQTT client handle
* topic -
1R[] message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_publish (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain)

Client to send a publish message to the broker.
Notes:

» This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)

* Client doesn’ t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

« It is thread safe, please refer to esp_mgtt_client_subscribe for details

B8
e client —MQTT client handle
* topic —topic string
* data —payload string (set to NULL, sending empty payload message)
* len —data length, if set to 0, length is calculated from payload string
* gos —QoS of publish message
* retain —retain flag
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1R[] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure.

int esp_mgtt_client_enqueue (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int gos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mqtt_client_publish() which sends the pub-
lish message immediately in the user task’ s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

SH

e client —MQTT client handle

* topic —topic string

* data —payload string (set to NULL, sending empty payload message)

* len —data length, if set to 0, length is calculated from payload string

* gos —QoS of publish message

* retain —retain flag

» store -if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are enqueued
&M message_id if queued successfully, -1 otherwise

esp_err_t esp_mgtt_client_destroy (esp_mgtt_client_handle_t client)
Destroys the client handle.

Notes:
¢ Cannot be called from the MQOTT event handler

%4 client —MQTT client handle
& In] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mgtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on “before_connect” event.

SH
e client —MQTT client handle
* config -MQTT configuration structure
&\l ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success

esp_err_t esp_mqgtt_client_register_event (esp_mgtt_client_handle_t client, esp_mgqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.

S8
e client —MQTT client handle
* event —event type
* event_handler —handler callback
* event_handler_arg —handlers context
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-
tion ESP_OK on success

esp_err_t esp_mgtt_client_unregister_event (esp_mgtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
S8

* client —mgqtt client handle
* event —event ID
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* event_handler -handler to unregister
#&In] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on invalid event ID
ESP_OK on success

intesp_mgtt_client_get_outbox_size (esp_mgtt_client_handle_t client)
Get outbox size.

¥ client —MQTT client handle
1R[] outbox size 0 on wrong initialization

esp_err_t esp_mgtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mgqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
S8
* client —~MQTT client handle
* event -MQTT event handle structure

&[] ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’ t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mgtt_error_codes

MQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_t1ls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component

intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification

esp_mgqtt_error_type_t error_type

error type referring to the source of the error

esp_mgqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket
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struct esp_mgtt_event_t

MOQTT event configuration structure

Public Members

esp_mgqtt_event_id_t event_id
MQTT event type

esp_mgqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MQTT messaged id of message

int session_present

MOQTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mgqtt error handle including esp-tls errors as well as internal MOTT errors

bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event
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esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig
struct esp_mqgtt_client_config_t

MQTT client configuration structure

 Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_maqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_maqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_maqtt_client_config_t::buffer_t buffer

Buffer size configuration.

struct broker_t

Broker related configuration

Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration

struct esp_mgqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker

struct address_t

Broker address

* uri have precedence over other fields
o Ifuriisn’ tset at least hostname, transport and port should.
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Public Members

const char *uri
Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MOQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’ s identity isn’ t verified. it” s recommended to set the options in this
struct for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.

esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.

const char *certificate

Certificate data, default is NULL, not required to verify the server.

size_t certificate_len

Length of the buffer pointed to by certificate.

const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to certifi-
cate verification). PSK is enabled only if there are no other ways to verify broker.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN
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struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.

Public Members

int size
size of MOTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.

Public Members

const char *username
MQTT username

const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_maqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MQTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key.
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size_t certificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided.

size_t key_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection

void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_auto_reconnect=true to disable

struct session_t

MQTT Session related configuration

Public Members
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struct esp_maqtt_client_config_t::session_t::last_will_t last_will

Last will configuration

bool disable_clean_session

MQOTT clean session, default clean_session is true

int keepalive
MOTT keepalive, default is 120 seconds

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’ t disable keepalive feature, but uses
a default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic
LWT (Last Will and Testament) message topic

const char *msg
LWT message, may be NULL terminated

intmsg_len

LWT message length, if msgisn’ t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MOQTT task priority
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int stack_size
MOTT task stack size

Macros

MQTT_ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

Type Definitions

typedef struct esp_mgqtt_client *esp_mqgtt_client_handle_t

typedef enum esp_mqtt_event_id_t esp_mqtt_event_id_t
MQTT event types.

User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

typedef enum esp_maqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MOQTT connection error codes propagated via ERROR event

typedef enum esp_mqtt_error_type_t esp_mqtt_error_type_t
MOQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_transport_t esp_mqtt_transport_t

typedef enum esp_mgqtt_protocol_ver_t esp_mgtt_protocol_ver_ t

MQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mgtt_error_codes_t

MQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_t1ls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mqtt_event_t

MQTT event configuration structure

typedef esp_mgqtt_event t *esp_mqtt_event_handle_t
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typedef esp_err_t (*mgtt_event_callback_t)(esp_mqtt_event_handle_t event)

typedef struct esp_mgqtt_client_config_t esp_mqtt_client_config_t

MQTT client configuration structure

¢ Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqtt_event_ t structure with

e client - MQTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MQTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

enumerator MQTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MQTT EVENT_DISCONNECTED

disconnected event

enumerator MQTT EVENT_SUBSCRIBED

subscribed event, additional context:

* msg_id message id

 error_handle error_type in case subscribing failed
* data pointer to broker response, check for errors.

« data_len length of the data for this event

enumerator MOTT EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id

enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA
data event, additional context:
* msg_id message id

* topic pointer to the received topic
* topic_len length of the topic
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* data pointer to the received data

* data_len length of the data for this event

* current_data_offset offset of the current data for this event

* total_data_len total length of the data received

* retain retain flag of the message

* qos QoS level of the message

¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’ t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==
¢ Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

Values:

enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MOTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_REJECTED

MOQTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MQTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MOQTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t

MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE
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enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MQTT TRANSPORT_OVER_TCP
MOQTT over TCP, using scheme: MQTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MQTTS

enumerator MQTT TRANSPORT_OVER_WS
MOQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MOQTT over Websocket Secure, using scheme: wss

enum esp_mgtt_protocol_ver_t

MQTT protocol version used for connection

Values:

enumerator MOTT_ PROTOCOL_UNDEFINED

enumerator MOTT_ PROTOCOL_V_3_1

enumerator MOTT PROTOCOL_V_3_1_1

enumerator MOTT_PROTOCOL_V_5

2.2.4 ESP-TLS
Overview

The ESP-TLS component provides a simplified API interface for accessing the commonly used TLS functionality.
It supports common scenarios like CA certification validation, SNI, ALPN negotiation, non-blocking connection
among others. All the configuration can be specified in the esp_t1ls_cfg_t data structure. Once done, TLS
communication can be conducted using the following APIs:

e esp_tls_init (): for initializing the TLS connection handle.

* esp_tls_conn_new_sync (): for opening a new blocking TLS connection.

* esp_tls_conn_new_async (): for opening a new non-blocking TLS connection.
* esp_tls_conn_read/(): for reading from the connection.

e esp_tls_conn_write (): for writing into the connection.
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e esp_tls_conn_destroy (): for freeing up the connection.

Any application layer protocol like HTTP1, HTTP2 etc can be executed on top of this layer.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection: protocols/https_request.

Tree structure for ESP-TLS component

F— esp_tls.c

— esp_tls.h

I— esp_tls_mbedtls.c

If esp_tls_wolfssl.c

L— private_include
}— esp_tls_mbedtls.h
L esp_tls_wolfssl.h

The ESP-TLS component has a file esp-tls/esp_tls.h which contain the public API headers for the component. Inter-
nally ESP-TLS component uses one of the two SSL/TLS Libraries between mbedtls and wolfssl for its operation. API
specific to mbedtls are present in esp-tls/private_include/esp_tls_mbedtls.h and API specific to wolfssl are present in
esp-tls/private_include/esp_tls_wolfssl.h.

TLS Server verification

The ESP-TLS provides multiple options for TLS server verification on the client side. The ESP-TLS client can verify
the server by validating the peer’ s server certificate or with the help of pre-shared keys. The user should select only
one of the following options in the esp_t1s_cfg_t structure for TLS server verification. If no option is selected
then client will return a fatal error by default at the time of the TLS connection setup.

« cacert_buf and cacert_bytes: The CA certificate can be provided in a buffer to the esp_t1s_cfg_t struc-
ture. The ESP-TLS will use the CA certificate present in the buffer to verify the server. The following variables
in esp_tls_cfg_t structure must be set.

— cacert_buf - pointer to the buffer which contains the CA cert.
— cacert_bytes - size of the CA certificate in bytes.

* use_global_ca_store: The global_ca_store can be initialized and set at once. Then it can be used
to verify the server for all the ESP-TLS connections which have set use_global_ca_store = true
in their respective esp_t1s_cfg_t structure. See API Reference section below on information regarding
different API used for initializing and setting up the global_ca_store.

 crt_bundle_attach: The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom
x509 root certificates for TLS server verification. More details can be found at ESP x509 Certificate Bundle

e psk_hint_key: To use pre-shared keys for server verification, CONFIG_ESP_TLS_PSK_VERIFICATION
should be enabled in the ESP-TLS menuconfig. Then the pointer to PSK hint and key should be provided
tothe esp_tls_cfg_t structure. The ESP-TLS will use the PSK for server verification only when no other
option regarding the server verification is selected.

e skip server verification: This is an insecure option provided in the ESP-TLS for test-
ing purpose. The option can be set by enabling CONFIG_ESP_TLS INSECURE and CON-
FIG_ESP_TLS_SKIP_SERVER_CERT_VERIFY in the ESP-TLS menuconfig. When this option is enabled the
ESP-TLS will skip server verification by default when no other options for server verification are selected in
the esp_t1s_cfqg_t structure. WARNING:Enabling this option comes with a potential risk of establishing a
TLS connection with a server which has a fake identity, provided that the server certificate is not provided either
through API or other mechanism like ca_store etc.

ESP-TLS Server cert selection hook

The ESP-TLS component provides an option to set the server cert selection hook when using the mbedTLS stack.
This provides an ability to configure and use a certificate selection callback during server handshake, to select a
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certificate to present to the client based on the TLS extensions supplied in the client hello (alpn, sni, etc). To enable
this feature, please enable CONFIG_ESP_TLS_SERVER_CERT _SELECT_HOOK in the ESP-TLS menuconfig. The
certificate selection callback can be configured in the esp_t 1s_cfg_t structure as follows:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{
/* Code that the callback should execute */
return 0O;

}

esp_tls_cfg_t cfg = {
cert_select_cb = cert_section_callback,

bi

Underlying SSL/TLS Library Options

The ESP-TLS component has an option to use mbedtls or wolfssl as their underlying SSL/TLS library. By default
only mbedtls is available and is used, wolfssl SSL/TLS library is available publicly at https://github.com/espressif/
esp-wolfssl. The repository provides wolfssl component in binary format, it also provides few examples which are
useful for understanding the API. Please refer the repository README.md for information on licensing and other
options. Please see below option for using wolfssl in your project.

2 1¥:  As the library options are internal to ESP-TLS, switching the libraries will not change ESP-TLS specific code
for a project.

How to use wolfssl with ESP-IDF

There are two ways to use wolfssl in your project

1) Directly add wolfssl as a component in your project with following three commands.:

(First change directory (cd) to your project directory)
mkdir components

cd components

git clone https://github.com/espressif/esp-wolfssl.git

2) Add wolfssl as an extra component in your project.

¢ Download wolfssl with:

git clone https://github.com/espressif/esp-wolfssl.git

* Include esp-wolfssl in ESP-IDF with setting EXTRA_COMPONENT_DIRS in CMakeLists.txt of your project
as done in wolfssl/examples. For reference see Optional Project variables in build-system.

After above steps, you will have option to choose wolfssl as underlying SSL/TLS library in configuration menu of
your project as follows:

idf.py menuconfig -> ESP-TLS -> choose SSL/TLS Library -> mbedtls/wolfssl

Comparison between mbedtls and wolfssl

The following table shows a typical comparison between wolfssl and mbedtls when protocols/https_request exam-
ple (which has server authentication) was run with both SSL/TLS libraries and with all respective configurations
set to default. (mbedtls IN_CONTENT length and OUT_CONTENT length were set to 16384 bytes and 4096 bytes
respectively)
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Property Wolfssl | Mbedtls
Total Heap Consumed | ~19 Kb ~37 Kb

Task Stack Used ~22Kb | ~3.6Kb
Bin size ~858 Kb | ~736 Kb

&1i: These values are subject to change with change in configuration options and version of respective libraries.

Digital Signature with ESP-TLS

ESP-TLS provides support for using the Digital Signature (DS) with ESP32-S2. Use of the DS for TLS is supported
only when ESP-TLS is used with mbedTLS (default stack) as its underlying SSL/TLS stack. For more details on
Digital Signature, please refer to the Digital Signature Documentation. The technical details of Digital Signature such
as how to calculate private key parameters can be found in ESP32-S2 Technical Reference Manual > Digital Signature
(DS) [PDF]. The DS peripheral must be configured before it can be used to perform Digital Signature, see Configure
the DS Peripheral in Digital Signature.

The DS peripheral must be initlized with the required encrypted private key parameters (obtained when the DS
peripheral is configured). ESP-TLS internally initializes the DS peripheral when provided with the required DS
context (DS parameters). Please see the below code snippet for passing the DS context to esp-tls context. The DS
context passed to the esp-tls context should not be freed till the TLS connection is deleted.

#include "esp_tls.h"

esp_ds_data_ctx_t *ds_ctx;

/* initialize ds_ctx with encrypted private key parameters, which can be read from.

—the nvs or

provided through the application code */

esp_tls_cfg_t cfg = {
.clientcert_buf = /* the client cert */,
.clientcert_bytes = /* length of the client cert */,
/* other configurations options */
.ds_data = (void *)ds_ctx,

bi

472 When using Digital Signature for the TLS connection, along with the other required params, only the client
cert (clientcert_buf) and the DS params (ds_data) are required and the client key (clientkey_buf’) can be set to NULL.

¢ An example of mutual authentication with the DS peripheral can be found at ssl mutual auth which internally
uses (ESP-TLS) for the TLS connection.

API Reference

Header File

¢ components/esp-tls/esp_tls.h

Functions
esp_tls_t *esp_tls_init (void)

Create TLS connection.
This function allocates and initializes esp-tls structure handle.

1z 1] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
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esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)
Create a new blocking TLS/SSL connection with a given “HTTP” url.

Note: This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

e url —[in] url of host.

» cfg —[in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’ . Ata minimum,
this structure should be zero-initialized.

&Ml pointer to esp_tls_t, or NULL if connection couldn’ t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.
This function establishes a TLS/SSL connection with the specified host in blocking manner.

ZH

* hostname —[in] Hostname of the host.

* hostlen —[in] Length of hostname.

¢ port —[in] Port number of the host.

» cfg [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg_t. At a minimum, this
structure should be zero-initialized.

* t1ls [in] Pointer to esp-tls as esp-tls handle.

P[]

e -1 If connection establishment fails.

¢ 1 If connection establishment is successful.

* O If connection state is in progress.

int esp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given “HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’ s url.

¥

e url [in] url of host.

» cfg —[in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’ . Ata minimum,
this structure should be zero-initialized.

* t1s —[in] Pointer to esp-tls as esp-tls handle.

B

e -1 If connection establishment fails.

e 1 If connection establishment is successful.

* O If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’ t wait for the connection to get established.

B8
e hostname —[in] Hostname of the host.
* hostlen —[in] Length of hostname.
e port —[in] Port number of the host.
* cfg [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure
should be set to be true.
» t1ls [in] pointer to esp-tls as esp-tls handle.
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R
e -1 If connection establishment fails.
* O If connection establishment is in progress.
¢ 1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given “HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’ s url.

¥

e url [in] url of host.

* cfg —[in] TLS configuration as esp_tls_cfg_t.

» t1s [in] pointer to esp-tls as esp-tls handle.
B

e -1 If connection establishment fails.

* O If connection establishment is in progress.

1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ‘data’ into specified tls connection.

SH
* t1s —[in] pointer to esp-tls as esp-tls handle.
e data —[in] Buffer from which data will be written.
* datalen —[in] Length of data buffer.

* >=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

<0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

» ESP_TLS_ERR_SSL._ WANT_READ/ ESP_TLS_ERR_SSL. WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)
Read from specified tls connection into the buffer ‘data’ .
BH
* tls —[in] pointer to esp-tls as esp-tls handle.
¢ data [in] Buffer to hold read data.
* datalen —[in] Length of data buffer.
Bl
* >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.
* 0 if read operation was not successful. The underlying connection was closed.
* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.
int esp_tls_conn_destroy (esp_tls_t *tls)
Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%%L t1s —[in] pointer to esp-tls as esp-tls handle.
J&[A] - 0 on success
* -1 if socket error or an invalid argument

ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)
Return the number of application data bytes remaining to be read from the current record.

This API is a wrapper over mbedtls’ s mbedtls_ssl_get_bytes_avail() APL.
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%% t1s —[in] pointer to esp-tls as esp-tls handle.
Bl
* -11n case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)

Returns the connection socket file descriptor from esp_tls session.

ZH
* t1s [in] handle to esp_tls context
* sockfd —[out] int pointer to sockfd value.
&Ia] - ESP_OK on success and value of sockfd will be updated with socket file descriptor for

connection
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)

esp_err_t esp_tls_set_conn_sock£fd (esp_tls_t *tls, int sockfd)

Sets the connection socket file descriptor for the esp_tls session.

ZH
* tls —[in] handle to esp_tls context
* sockfd —[in] sockfd value to set.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
e ESP_ERR_INVALID_ARG if (tls == NULL |l sockfd < 0)

esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)
Gets the connection state for the esp_tls session.
ZH
* t1s —[in] handle to esp_tls context
* conn_state —[out] pointer to the connection state value.
&[] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
e ESP_ERR_INVALID_ARG (Invalid arguments)

esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)
Sets the connection state for the esp_tls session.
S8
* t1s —[in] handle to esp_tls context
e conn_state —[in] connection state value to set.

&M - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value

* ESP_ERR_INVALID_ARG (Invalid arguments)
void *esp_tls_get_ssl_context (esp_tls_t *tls)
Returns the ssl context.
%%, t1s [in] handle to esp_tls context
1R[] - ssl_ctx pointer to ssl context of underlying TLS layer on success
* NULL in case of error
esp_err_tesp_tls_init_global_ca_store (void)
Create a global CA store, initially empty.
This function should be called if the application wants to use the same CA store for multiple connections. This

function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().

|
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.
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esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

S8
* cacert_pem_buf —[in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes —[in] Length of the buffer.
Bl
» ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)
Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedtls related error codes. The error information is cleared internally
upon return.

SH
* h —[in] esp-tls error handle.
* esp_tls_code —[out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code
* esp_tls_flags —[out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
¢ ESP_OK (0) if no error occurred
* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)

Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

¥
* h —[in] esp-tls error handle.
* err_type —[in] specific error type
* error_code [out] last error code returned from mbedtls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

R

ESP_ERR_INVALID_STATE if invalid parameters
ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
SH
* t1s [in] handle to esp_tls context
* error_handle [out] pointer to the error handle.

B

ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)
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mbedtls_x509_crt *esp_tls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

$&11: Modifying the pointer might cause a failure in verifying the certificates.

Bl
* Pointer to the global CA store currently being used if successful.
* NULL if there is no global CA store set.

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)
Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

SH
¢ host —[in] Hostname of the host.
* hostlen —[in] Length of hostname.
e port —[in] Port number of the host.
* cfg [in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle [out] ESP-TLS error handle holding potential errors occurred during

connection

* sockfd —[out] Socket descriptor if successfully connected on TCP layer

& IH] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS

based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout
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int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

£47E: Note about format of certificates:

« This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { “h2” , NULL };

e where ‘h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’ s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-
support This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM
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const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey_pem_buf

Client key legacy name

unsigned int clientkey_bytes

Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_ bytes

Size of client key legacy name

const unsigned char *clientkey_password

Client key decryption password string

unsigned int clientkey_password_len

String length of the password pointed to by clientkey_password

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field
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tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

Type Definitions

typedef enum esp_tls_conn_state esp_tls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_family_t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

£571: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

« Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format
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* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef struct esp_tls esp_t1ls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

Header File

e components/esp-tls/esp_tls_errors.h

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.
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Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

int esp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’ t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_ PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_ FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_ OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET_ HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error
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ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed
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ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSL_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM
System error &#8212; errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type &#8212; esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX
Last err type &#8212; invalid entry
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e esp_http_client_init (): Gg— HTTP & Figa).

e esp_http_client_set_* B esp_http_client_delete_*: & HTTP &S5 (k).

* esp_http_client_open(): flwrite_len (LS NF LG ARSHPAINERKEE) T HTTP
T, W write_len=0 JH g

e esp_http_client_write(): [MRFEEAEE, I KK E Hesp_http_client_open () iR
Bohf) write_lenfl; BE write_len=0 LV ILEREL.

e esp_http_client_fetch_headers(): {1 K £ 5% % K L MR & 28 £ 3 (W AH)
Ja, Bt B HTTP JR 45 2% W9 W & k. M IR % £% 1% 8] content-length, Jf #] DA
Hesp_http _client_get_status_code () 4K, PAFKBUER:R) HTTP RS .

e esp_http_client_read(): 3EELHTTP i,

e esp_http _client_close(): XMHiEE:.

e esp_http _client_cleanup(): BRI

W TESCIAYT, ESZ N AR KRS http_perform_as_stream_reader,

HTTP i\ilF

ESP HTTP % yuila] ek 32 F5 JEAR 28N

o P EIPAYE url 8§ esp_http_client_config_t AiE HH) username fll password Ab#
A P& %, %F auth_type = HTTP_AUTH_TYPE_BASIC, HTTP & P L Z= 44T
— AR AT E A IR R

* YN auth_type = HTTP_AUTH_TYPE_NONE, {HJ!®E #H username fl password F
B, HTTP & ' i 75 ZEIAT P I HEAE . % P om 7E 25 — IR 2B B2 IR 45 #5 BF, &Uic®)] 401
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http_auth_basic_redirect (T & A&AiAHE) Ml http_auth_digest (] T
FAMIE)

PAUIEAC B3
* EF URIHIAIE

esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi
o BT H P4 R AGIE

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HITP_AUTH_TYPE_BASIC,
bi

JHEAR R

ESP HTTP % F i 2 Ff & ¢F 4k 2, & 4 M & F (F v & il & M N 0 & 4 4 8 r.
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<3t ESP Insights #EZE , t9.7] PASREZ WS B . S AR F 7] B id esp_event_handler_register()
BRI B FE R R

PRI AR HTTP 2 3 SR U Bs SR o

e HTTP_EVENT_ERROR : esp_http_client_handle_t

e HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA : esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t

e HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

I I ¥ 4% W B HTTP_EVENT DISCONNECTED 2 Hi, 5 I ff % # — & # Wk 3
fjesp_http_client_handle_t ¥ IHE A . XMW F 8RN T X0 [ & P iE B,
TOEATHME R, FAE RS RS % P ik Bk S AR el Az

API 5%

Header File

¢ components/esp_http_client/include/esp_http_client.h

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%% config —[in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client_perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() APL
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to re-use the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have touse esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

5 1F:  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%%t client —The esp_http_client handle
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R
e ESP_OK on successful
e ESP_FAIL on error

esp_err_t esp_http_client_cancel_request (esp_http_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.

%% client —The esp_http_client handle
Bl

e ESP_OK on successful

e ESP_FAIL on error

* ESP_ERR_INVALID_ARG

e ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_htip_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

ZH
* client —[in] The esp_http_client handle
e url —[in] The url
P[]
 ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S8
* client —[in] The esp_http_client handle
* data —[in] post data pointer
* len —[in] post length
Bl
* ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)

Get current post field information.

S8

e client —[in] The client

* data —[out] Point to post data pointer
&I Size of post data

esp_err_t esp_http_client_set_header (esp_http_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

SH
* client —[in] The esp_http_client handle
* key —[in] The header key
* value —[in] The header value
Bl
* ESP_OK
» ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)

Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.
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ZH
e client —[in] The esp_http_client handle
* key —[in] The header key
¢ value —[out] The header value
P[]
« ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

S
* client —[in] The esp_http_client handle
* value —[out] The username value
izl
« ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

ZH
* client —[in] The esp_http_client handle
¢ username —[in] The username value
PEA ]
* ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_http_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

S
* client —[in] The esp_http_client handle
* value —[out] The password value
P[]
e« ESP_OK
e« ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

SH
* client —[in] The esp_http_client handle
* password —[in] The password value
B
 ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

BH

* client —[in] The esp_http_client handle

* auth_type —[in] The esp_http_client auth type
B

* ESP_OK
ESP_ERR_INVALID_ARG
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esp_err_t esp_http_client_get_user_data (esp_http_client_handle_t client, void **data)
Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.
S8
* client —[in] The esp_http_client handle
* data [out] A pointer to the pointer that will be set to user_data.
B
* ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)

Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’ s behalf.

ZH

* client —[in] The esp_http_client handle

* data —[in] The pointer to the user data
Bl

« ESP_OK

e ESP_ERR_INVALID_ARG

int esp_http_client_get_errno (esp_hittp_client_handle_t client)

Get HTTP client session errno.

%% client —[in] The esp_http_client handle
|

e (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_http_client_handle_t client, esp_http_client_method_t
method)

Set http request method.

ZH
* client —[in] The esp_http_client handle
¢ method —[in] The method
PEA ]
« ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)

Set http request timeout.

SH
* client —[in] The esp_http_client handle
* timeout_ms —[in] The timeout value
PEA ]
* ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_htip_client_handle_t client, const char *key)
Delete http request header.
S8
* client —[in] The esp_http_client handle
* key —[in] The key
B

ESP_OK
» ESP_FAIL
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esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)

This function will be open the connection, write all header strings and return.

S8

* client [in] The esp_http_client handle

* write_len —[in] HTTP Content length need to write to the server
Bl

* ESP_OK

» ESP_FAIL

int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()
* client —[in] The esp_http_client handle
* buffer —The buffer
* len —[in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
Rl
* (-1) if any errors
* Length of data written
int64_t esp_http_client_fetch_headers (esp_http_client_handle_t client)

This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.

%% client —[in] The esp_http_client handle
B
* (0) if stream doesn’ t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
e (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
» Download data length defined by content-length header

bool esp_http_client_is_chunked_response (esp_hittp_client_handle_t client)
Check response data is chunked.

%4 client —[in] The esp_http_client handle
JRM| true or false

int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

21:: (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

* client —[in] The esp_http_client handle
* buffer —The buffer
* len —[in] The length

* (-1) if any errors
* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)

Get http response status code, the valid value if this function invoke after esp_http_client_perform

%% client —[in] The esp_http_client handle
j&A] Status code
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int64_t esp_http_client_get_content_length (esp_htp_client_handle_t client)

Get http response content length (from header Content-Length) the valid value if this function invoke after
esp_http_client_perform

%4 client —[in] The esp_http_client handle
B

¢ (-1) Chunked transfer

* Content-Length value as bytes

esp_err_t esp_http_client_close (esp_http_client_handle_t client)

Close http connection, still kept all http request resources.

%% client —[in] The esp_http_client handle
P

e« ESP_OK

e ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_htip_client_handle_t client)
This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’ t call this function if
you intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%% client —[in] The esp_http_client handle
Bl

 ESP_OK

» ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_http_client_handle_t client)
Get transport type.

%4 client —[in] The esp_http_client handle
PEA ]

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)
Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user contol over the redirection event.

%% client —[in] The esp_http_client handle
B
« ESP_OK
» ESP_FAIL
void esp_http_client_add_auth (esp_http_client_handle_t client)

On receiving HTTP Status code 401, this API can be invoked to add authorization information.

£41:: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this APL

%% client —[in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)

Checks if entire data in the response has been read without any error.

%% client —[in] The esp_http_client handle
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R
e true
 false

intesp_http_client_read_response (esp_http_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

SH
* client —[in] The esp_http_client handle
e buffer —The buffer
* len —[in] The buffer length
PEA ]|
* Length of data was read

esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)
Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferrable to esp_http_client_read_response insituations where the content of the response may
be ignored.
S
* client —[in] The esp_http_client handle
* len —Length of data discarded
B
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
» ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_htp_client_handle_t client, char *url, const int len)
Get URL from client.

ZH
* client [in] The esp_http_client handle
¢ url [inout] The buffer to store URL
* len —[in] The buffer length
P[]
 ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.
S8

* client —[in] The esp_http_client handle
* len —[out] Variable to store length
izl
* ESP_OK If successful, len will have length of current chunk
e ESP_FAIL If the server is not a chunked server
e ESP_ERR_INVALID_ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members
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esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

int data_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’ s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’ s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members

esp_http_client_handle_t client
Client handle

intb4_t data_process

Total data processed

struct esp_http_client_redirect_event_data
Argument structure for HTTP_EVENT_REDIRECT event.

Public Members

esp_http_client_handle_t client
Client handle

int status_code

Status Code

struct esp_http_client_config t
HTTP configuration.
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Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Http authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be 0 for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_t client_cert_len

Length of the buffer pointed to by client_cert_pem. May be O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be 0 for null-terminated pem

const char *client_key_ password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password
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const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect
Disable HTTP automatic redirects

intmax_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event_handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig
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bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

Macros

DEFAULT_HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’ t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t
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typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_EVENT_HEADER_SENT

This header has been kept for backward compatability and will be deprecated in future versions esp-idf

enumerator HTTP_ EVENT_ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_ EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:
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enumerator HTTP_ TRANSPORT _UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_ OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_ METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_ METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_METHOD_COPY
HTTP COPY Method

enumerator HTTP_METHOD_MOVE
HTTP MOVE Method
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enumerator HTTP_ METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPF IND
HTTP PROPFIND Method

enumerator HTTP_METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_ AUTH_TYPE_DIGEST
HTTP Disgest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices

enumerator HttpStatus_MovedPermanently

enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect

enumerator HttpStatus_PermanentRedirect
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enumerator HttpStatus_BadRequest

enumerator HttpStatus_Unauthorized

enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP Local Control

Overview

ESP Local Control (esp_local_ctrl) component in ESP-IDF provides capability to control an ESP device over HTTPS
or BLE. It provides access to application defined properties that are available for reading / writing via a set of

configurable handlers.

Initialization of the esp_local_ctrl service over BLE transport is performed as follows:

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {
.device_name = SERVICE_NAME,
.service_uuid = {
/* LSB <——————— oo
et > MSB
0x21, 0xd5, 0x3b, 0x8d, 0Oxbd, 0x75, 0x68, 0x8a,
Oxb4, 0x42, Oxeb, 0x31, 0Ox4a, Oxle, 0x98, 0x3d
}
}
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
b
.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL
}I
/* Maximum number of properties that may be set */
.max_properties = 10
bi
/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&config));

Similarly for HTTPS transport:

/* Set the configuration

httpd_ssl_config_t https_conf =

*/
HTTPD_SSL_CONFIG_DEFAULT () ;
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(& E70)
/* Load server certificate */
extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");
extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;
https_conf.servercert = servercert_start;
https_conf.servercert_len = servercert_end - servercert_start;
/* Load server private key */
extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");
extern const unsigned char prvtkey_pem_end][] asm("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;
https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
}I
.handlers = {
/* User defined handler functions */

.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,

NULL

.usr_ctx_free_fn

br
/* Maximum number of properties that may be set */
.max_properties = 10

bi

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&config));

You may set security for transport in ESP local control using following options:

1. PROTOCOM_SEC2: specifies that SRP6a based key exchange and end to end encryption based on AES-GCM
is used. This is the most preffered option as it adds a robust security with Augmented PAKE protocol i.e.
SRP6a.

2. PROTOCOM_SECI: specifies that Curve25519 based key exchange and end to end encryption based on AES-
CTR is used.

3. PROTOCOM_SECQO: specifies that data will be exchanged as a plain text (no security).

4. PROTOCOM_SEC_CUSTOM: you can define your own security requirement. Please note that you will also
have to provide custom_handle of type protocomm_security_t * in this context.

$1:: The respective security schemes need to be enabled through the project configuration menu. Please refer to
the Enabling protocom security version section in Protocol Communication for more details.

Creating a property

Now that we know how to start the esp_local_ctrl service, let’ s add a property to it. Each property must have a
unique name (string), a type (e.g. enum), flags (bit fields) and size.
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The size is to be kept 0, if we want our property value to be of variable length (e.g. if its a string or bytestream). For
fixed length property value data-types, like int, float, etc., setting the size field to the right value, helps esp_local_ctrl

to perform internal checks on arguments received with write requests.

The interpretation of type and flags fields is totally upto the application, hence they may be used as enumerations, bit-
fields, or even simple integers. One way is to use fype values to classify properties, while flags to specify characteristics

of a property.

Here

is an example property which is to function as a timestamp. It is assumed that the application defines

TYPE_TIMESTAMP and READONLY, which are used for setting the type and flags fields here.

Also notice that there is a ctx field, which is set to point to some custom func_get._time(). This can be used inside the

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

property get / set handlers to retrieve timestamp.

Here is an example of get_prop_values() handler, which is used for retrieving the timestamp.

Here

static esp_err_t get_property_values(size_t props_count,
const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_
—values,
void *usr_ctx)

for (uint32_t i = 0; i < props_count; i++) |
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value.
* This 1is essential because the value has to be
* valid even after this function returns.
* Alternative 1is to use dynamic allocation
* and set the free fn field */
static int32_t ts = func_get_time();
prop_values[i] .data = &ts;

}
return ESP_OK;

is an example of set_prop_values() handler. Notice how we restrict from writing to read-only properties.

static esp_err_t set_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl _prop_val_t.
—*prop_values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
(FI4k%:)
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ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i].name);
return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values[i].size, ESP_LOG_INFO) ;

}
return ESP_OK;

For complete example see protocols/esp_local_ctrl

Client Side Implementation

The client side implementation will have establish a protocomm session with the device first, over the supported mode
of transport, and then send and receive protobuf messages understood by the esp_local_ctrl service. The service will
translate these messages into requests and then call the appropriate handlers (set / get). Then, the generated response
for each handler is again packed into a protobuf message and transmitted back to the client.

See below the various protobuf messages understood by the esp_local_ctrl service:

1. get_prop_count : This should simply return the total number of properties supported by the service

2. get_prop_values : This accepts an array of indices and should return the information (name, type, flags) and
values of the properties corresponding to those indices

3. set_prop_values : This accepts an array of indices and an array of new values, which are used for setting the
values of the properties corresponding to the indices

Note that indices may or may not be the same for a property, across multiple sessions. Therefore, the client must
only use the names of the properties to uniquely identify them. So, every time a new session is established, the client
should first call get_prop_count and then get_prop_values, hence form an index to name mapping for all properties.
Now when calling set_prop_values for a set of properties, it must first convert the names to indexes, using the created
mapping. As emphasized earlier, the client must refresh the index to name mapping every time a new session is
established with the same device.

The various protocomm endpoints provided by esp_local_ctrl are listed below:

%< 1: Endpoints provided by ESP Local Control

Endpoint | URI (HTTPS Server + | Description
Name mDNS)
(BLE +
GATT
Server)
esp_local_ctritvgrsiéamdns- Endpoint used for retrieving version string
hostname>.local/esp_local_ctrl/yersion
esp_local_ctridegmtddkmdns- Endpoint used for sending / receiving control messages
hostname>.local/esp_local_ctrl/¢ontrol
API Reference
Header File

e components/esp_local_ctrl/include/esp_local_ctrl.h
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Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)

Start local control service.

%% config —[in] Pointer to configuration structure
Bzl
¢ ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)

Stop local control service.

esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%%, prop —[in] Property description structure
Bl
e ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%4 name —[in] Name of the property to remove
B

* ESP_OK : Success

* ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)
Get property description structure by name.

This API may be used to get a property’ s context structure esp_local_ctrl_prop_t when its name
is known

%%t name —[in] Name of the property to find
Bl
* Pointer to property
* NULL if not found
esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)
Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

#&1¥: In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
a part of the protocomm_ble_config_t structure setin esp_local_ctrl_config_t, and passed
toesp_local_ctrl_start ().

SH
* ep_name —[in] Name of the endpoint
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* handler —[in] Endpoint handler function
* user_ctx —[in] User data

B

ESP_OK : Success
 ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_ t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble . h foravailable configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
* if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property

uint32_t £lags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant
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void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_f£n)(void *ctx)
Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.
struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_£n)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.

F&1¥: If any of the properties have fixed sizes, the size field of corresponding element inprop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure

Return Returning different error codes will convey the corresponding protocol level errors to
the client :
* ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
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¢ ESP_ERR_INVALID_STATE : InvalidProto
¢ All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

i If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
e ESP_ERR_INVALID_ARG : InvalidArgument
e ESP_ERR_INVALID_STATE : InvalidProto
 All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)

Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when
esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members

esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.

const void *sec_params
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Pointer to security params (NULL if not needed). This is not needed for protocomm security O This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.
typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get _prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t
Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.
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typedef struct protocomm_ble_config esp_local_ctrl_transport_config ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config httpd_t
Configuration for transport mode HTTPD.

This is a forward declaration for ht tpd_ss1_config_t (for HTTPS)or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_params_t

typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config_t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO

enumerator PROTOCOM_SEC1

enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC_CUSTOM

2.2.7 ESP Serial Slave Link
Overview

Espressif provides several chips that can work as slaves. These slave devices rely on some common buses, and have
their own communication protocols over those buses. The esp_serial_slave_link component is designed for the master
to communicate with ESP slave devices through those protocols over the bus drivers.

After an esp_serial_slave_link device is initialized properly, the application can use it to communicate with the ESP
slave devices conveniently.
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Espressif Device protocols

For more details about Espressif device protocols, see the following documents.

ESP SPI Slave HD (Half Duplex) Mode Protocol

SPI Slave Capabilities of Espressif chips

ESP32 | ESP32-S2 | ESP32-C3
SPI Slave HD N Y (v2) Y (v2)
Tohost intr N N
Frhost intr 2% 2 *
TX DMA Y Y
RX DMA Y Y
Shared registers 72 64

Introduction In the half duplex mode, the master has to use the protocol defined by the slave to communicate with
the slave. Each transaction may consist of the following phases (list by the order they should exist):

¢ Command: 8-bit, master to slave
This phase determines the rest phases of the transactions. See Supported Commands.

e Address: 8-bit, master to slave, optional
For some commands (WRBUF, RDBUF), this phase specifies the address of the shared buffer to
write to/read from. For other commands with this phase, they are meaningless but still have to exist
in the transaction.

e Dummy: 8-bit, floating, optional
This phase is the turnaround time between the master and the slave on the bus, and also provides
enough time for the slave to prepare the data to send to the master.

¢ Data: variable length, the direction is also determined by the command.
This may be a data OUT phase, in which the direction is slave to master, or a data IN phase, in
which the direction is master to slave.

The direction means which side (master or slave) controls the MOSI, MISO, WP, and HD pins.

Data IO Modes Insome IO modes, more data wires can be used to send the data. As a result, the SPI clock cycles
required for the same amount of data will be less than in the 1-bit mode. For example, in QIO mode, address and
data (IN and OUT) should be sent on all 4 data wires (MOSI, MISO, WP, and HD). Here are the modes supported
by the ESP32-S2 SPI slave and the wire number used in corresponding modes.

Mode | command WN | address WN | dummy cycles | data WN
1-bit 1 1 1 1
DOUT | 1 1 4 2
DIO 1 2 4 2
QOUT | 1 1 4 4
QIO 1 4 4 4
QPI 4 4 4 4

Normally, which mode is used is determined by the command sent by the master (See Supported Commands), except
the QPI mode.

QPIMode The QPImode is a special state of the SPI Slave. The master can send the ENQPI command to put the
slave into the QPI mode state. In the QPI mode, the command is also sent in 4-bit, thus it” s not compatible with the
normal modes. The master should only send QPI commands when the slave is in QPI mode. To exit from the QPI
mode, master can send the EXQPI command.
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Supported Commands

£41:: The command name is in a master-oriented direction. For example, WRBUF means master writes the buffer

of slave.

Name Description Command Address Data

WRBUF Write buffer 0x01 Buf addr master to slave, no
longer than buffer
size

RDBUF Read buffer 0x02 Buf addr slave to master, no
longer than buffer
size

WRDMA Write DMA 0x03 8 bits master to slave, no
longer than length
provided by slave

RDDMA Read DMA 0x04 8 bits slave to master, no
longer than length
provided by slave

SEG_DONE Segments done 0x05 . .

ENQPI Enter QPI mode 0x06 . .

WR_DONE Write segments | 0x07 . .

done

CMDS8 Interrupt 0x08 . .

CMD9 Interrupt 0x09 . .

CMDA Interrupt 0x0A . .

EXQPI Exit QPI mode 0xDD . .

Moreover, WRBUF, RDBUF, WRDMA, RDDMA commands have their 2-bit and 4-bit version. To do transactions
in 2-bit or 4-bit mode, send the original command ORed by the corresponding command mask below. For example,
command 0xA1 means WRBUF in QIO mode.

Mode | Mask
1-bit 0x00
DOUT | 0x10
DIO 0x50
QOUT | 0x20
QIO 0xA0
QPI 0xAO0

Segment Transaction Mode Segment transaction mode is the only mode supported by the SPI Slave HD driver
for now. In this mode, for a transaction the slave load onto the DMA, the master is allowed to read or write in
segments. This way the master doesn’ t have to prepare a large buffer as the size of data provided by the slave. After
the master finishes reading/writing a buffer, it has to send the corresponding termination command to the slave as a
synchronization signal. The slave driver will update new data (if exist) onto the DMA upon seeing the termination
command.

The termination command is WR_DONE (0x07) for the WRDMA and CMD8 (0x08) for the RDDMA.
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Here’ s an example for the flow the master read data from the slave DMA:

1.
2.

e

The slave loads 4092 bytes of data onto the RDDMA
The master do seven RDDMA transactions, each of them is 512 bytes long, and reads the first 3584 bytes from
the slave

. The master do the last RDDMA transaction of 512 bytes (equal, longer, or shorter than the total length loaded

by the slave are all allowed). The first 508 bytes are valid data from the slave, while the last 4 bytes are
meaningless bytes.

The master sends CMDS to the slave

The slave loads another 4092 bytes of data onto the RDDMA

The master can start new reading transactions after it sends the CMD8

Terminology

ESSL: Abbreviation for ESP Serial Slave Link, the component described by this document.

Master: The device running the esp_serial_slave_link component.

ESSL device: a virtual device on the master associated with an ESP slave device. The device context has the
knowledge of the slave protocol above the bus, relying on some bus drivers to communicate with the slave.
ESSL device handle: a handle to ESSL device context containing the configuration, status and data required
by the ESSL component. The context stores the driver configurations, communication state, data shared by
master and slave, etc.

The context should be initialized before it is used, and get deinitialized if not used any more. The master
application operates on the ESSL device through this handle.

ESP slave: the slave device connected to the bus, which ESSL component is designed to communicate with.
Bus: The bus over which the master and the slave communicate with each other.

Slave protocol: The special communication protocol specified by Espressift HW/SW over the bus.

TX buffer num: a counter, which is on the slave and can be read by the master, indicates the accumulated
buffer numbers that the slave has loaded to the hardware to receive data from the master.

RX data size: a counter, which is on the slave and can be read by the master, indicates the accumulated data
size that the slave has loaded to the hardware to send to the master.

Services provided by ESP slave

There are some common services provided by the Espressif slaves:

1.
2.
3.

Tohost Interrupts: The slave can inform the master about certain events by the interrupt line. (optional)
Frhost Interrupts: The master can inform the slave about certain events.

Tx FIFO (master to slave): the slave can send data in stream to the master. The SDIO slave can also indicate
it has new data to send to master by the interrupt line.

The slave updates the TX buffer num to inform the master how much data it can receive, and the master then
read the TX buffer num, and take off the used buffer number to know how many buffers are remaining.

Rx FIFO (slave to master): the slave can receive data from the master in units of receiving buffers.

The slave updates the RX data size to inform the master how much data it has prepared to send, and then
the master read the data size, and take off the data length it has already received to know how many data is
remaining.

. Shared registers: the master can read some part of the registers on the slave, and also write these registers to

let the slave read.

The services provided by the slave depends on the slave’ s model. See SPI Slave Capabilities of Espressif chips for
more details.

Initialization of ESP Serial Slave Link

ESP SDIO Slave The ESP SDIO slave link (ESSL SDIO) devices relies on the sdmmc component. It includes the
usage of communicating with ESP SDIO Slave device via SDSPI feature. The ESSL device should be initialized as
below:

1.

Initialize a sdmmc card (see :doc:* Document of SDMMC driver </api-reference/storage/sdmmc>°) structure.
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2. Call sdmmc_card_init () to initialize the card.

3. Initialize the ESSL device with essl_sdio_config_ t. The card member should be the
sdmmc_card_t gotin step 2, and the recv_buffer_size member should be filled correctly according to pre-
negotiated value.

4. Call essl_init () to do initialization of the SDIO part.

5. Call essl_wait_for_ready () to wait for the slave to be ready.

ESP SPI Slave

$&{#: If you are communicating with the ESP SDIO Slave device through SPI interface, you should use the SDIO
interface instead.

Hasn’ t been supported yet.

APIs

After the initialization process above is performed, you can call the APIs below to make use of the services provided
by the slave:

Tohost Interrupts (optional)

Call essl_get_intr_ena () to know which events will trigger the interrupts to the master.

Call essl_set_intr_ena () to set the events that will trigger interrupts to the master.

Call essl_wait_int () to wait until interrupt from the slave, or timeout.

When interrupt is triggered, call essl_get_intr () to know which events are active, and call
essl_clear_ intr () to clear them.

N

Frhost Interrupts

1. Call essl_send_slave_intr () to trigger general purpose interrupt of the slave.

TX FIFO

1. Call essl_get_tx_buffer_num() to know how many buffers the slave has prepared to receive data
from the master. This is optional. The master will poll #x_buffer_num when it try to send packets to the slave,
until the slave has enough buffer or timeout.

2. Call essl_send_packet () to send data to the slave.

RX FIFO

1. Call essl_get_rx_data_size () to know how many data the slave has prepared to send to the master.
This is optional. When the master tries to receive data from the slave, it will update the rx_data_size for once,
if the current rx_data_size is shorter than the buffer size the master prepared to receive. And it may poll the
rx_data_size if the rx_dat_size keeps 0, until timeout.

2. Call essl_get_packet () to receive data from the slave.

Reset counters (Optional) Call ess1_reset_cnt () toreset the internal counter if you find the slave has reset
its counter.

Application Example

The example below shows how ESP32-S2 SDIO host and slave communicate with each other. The host use the ESSL
SDIO.

peripherals/sdio.
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Please refer to the specific example README.md for details.

API Reference

Header File

* components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h

Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

SH
¢ handle —Handle of an ESSL device.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
e ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* Other value returned from lower layer init.
esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

¥
* handle —Handle of an ESSL device.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
* ESP_OK: If success
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer_num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_size.

2H

¢ handle —Handle of a ESSL device.

* out_tx_num —Output of buffer num that host can send data to ESSL slave.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]

e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send
* handle —Handle of an ESSL device.
* out_rx_size —Output of data size to read from slave, in bytes
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_reset_cnt (essl_handle_t handle)
Reset the counters of this component. Usually you don’ t need to do this unless you know the slave is reset.
%% handle —Handle of an ESSL device.
R
e ESP_OK: Success
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ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.

esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)

Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size
(configured during initialization).

SH

B

handle —Handle of an ESSL device.

start —Start address of the packet to send

length —Length of data to send, if the packet is over-size, the it will be divided into
blocks and hold into different buffers automatically.

wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success

ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not
valid.

ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.
ESP_ERR_NOT_FOUND: Slave is not ready for receiving.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t

wait_ms)

Get a packet from ESSL slave.

BH

B M

handle —Handle of an ESSL device.

out_data —[out] Data output address

size —The size of the output buffer, if the buffer is smaller than the size of data to receive
from slave, the driver returns ESP_ERR_NOT_FINISHED

out_length —[out] Output of length the data actually received from slave.

wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success: All the data has been read from the slave.
ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other
arguments are invalid.

ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.
ESP_ERR_NOT_FOUND: Slave is not ready to send data.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_reg (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t

wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

#41: sdio 28-31 are reserved, the lower API helps to skip.

S

B

handle —Handle of an ESSL device.

addr —Address of register to write. For SDIO, valid address: 0-59. For SPI, see
essl_spi.h

value —Value to write to the register.

value_o —Output of the returned written value.

wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success
One of the error codes from SDMMC/SPI host controller
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esp_err_t essl_read_req (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)

Read general purpose R/W registers (8-bit) of ESSL slave.

ZH
¢ handle —Handle of a ess1 device.
* add —Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,
return interrupt bits on read). For SPI, see ess1_spi.h
* value_o —Output value read from the register.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bl
¢ ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

ZH
¢ handle —Handle of an ESSL device.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
FEA ]
* ESP_OK: If interrupt is triggered.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

¥

¢ handle —Handle of an ESSL device.

* intr_mask ~Mask of interrupt bits to clear.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
izl

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

SH
¢ handle —Handle of an ESSL device.
* intr_raw —Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st —Output of the masked interrupt bits. set to NULL if only raw bits are read.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
¢ ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

¥
* handle —Handle of an ESSL device.
* ena_mask —Mask of the interrupt bits to enable.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

B

ESP_OK: Success
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* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr_ena (ess/_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)

Get interrupt enable bits of ESSL slave.

B8
* handle —Handle of an ESSL device.
* ena_mask_o —Output of interrupt bit enable mask.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

B
¢ ESP_OK Success
¢ One of the error codes from SDMMC host controller

esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Send interrupts to slave. Each bit of the interrupt will be triggered.

SH
* handle —Handle of an ESSL device.
* intr_mask ~Mask of interrupt bits to send to slave.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

$EA |
e ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

Type Definitions

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions

esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)

Initialize the ESSL SDIO device and get its handle.

BH
* out_handle —Output of the handle.
* config —Configuration for the ESSL SDIO device.
Bl
» ESP_OK: on success
¢ ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (ess/_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.
%% handle —Handle of the ESSL SDIO device to deinit.
B

e ESP_OK: on success
» ESP_ERR_INVALID_ARG: wrong handle passed

Structures

struct essl_sdio_config_ t
Configuration for the ESSL SDIO device.
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Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.

Header File

e components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h

Functions
esp_err_t essl_spi_init_dev (ess/_handle_t *out_handle, const essl_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

ZH
* out_handle [out] Output of the handle
* init_config —Configuration for the ESSL SPI device
Bzl
¢ ESP_OK: On success
* ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.
%% handle —Handle of the ESSL SPI device
Bl
* ESP_OK: On success
* ESP_ERR_INVALID_STATE: ESSL SPI is not in use
esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

257¥: The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_t)

S
* arg —Context of the component. (Member arg from essl_handle_t)
* addr —Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value —[out] Read buffer for the shared registers.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
PEA ]
¢ ESP_OK: success
« ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.
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SH
* arg —Context of the component. (Member arg from essl_handle_t)
* out_data —[out] Output data address
* size The size of the output data.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
P[]
¢ ESP_OK: On Success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-
aligned
» ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.

esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

47: The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_t)

#&1¥: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg —Context of the component. (Member arg from ess1_handle_t)
* addr Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value —Buffer for data to send, should be align to 4.
* out_value —[out] Not supported, should be set to NULL.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
B
* ESP_OK: success
¢ ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.

ZH
* arg —Context of the component. (Member arg from ess1_handle_t)
¢ data —Address of the data to send
e size —Size of the data to send.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
Rl
¢ ESP_OK: On success
e ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The data address is not DMA capable
* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer
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void essl_spi_reset_cnt (void *arg)

Reset the counter in Master context.

£41:: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%% arg —Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)
Read the shared buffer from the slave in ISR way.

$41:: Theslave’ s HW doesn’ t guarantee the data in one SPI transaction is consistent. It sends data in unit
of byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

BH

* spi —SPI device handle representing the slave

* out_data [out] Buffer for read data, strongly suggested to be in the DRAM and aligned

to4

* addr —Address of the slave shared buffer

* len -Length to read

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

* ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t
flags)

Read the shared buffer from the slave in polling way.

#&1¥: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

ZH

* spi —SPI device handle representing the slave

* out_data —[out] Buffer for read data, strongly suggested to be in the DRAM and aligned

to4

e addr —Address of the slave shared buffer

* len -Length to read

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.
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$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

B

spi —SPI device handle representing the slave

data —Buffer for data to send, strongly suggested to be in the DRAM

addr —Address of the slave shared buffer,

len —Length to write

flags —-SPI_TRANS_* flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t

flags)

Write the shared buffer of the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

B

spi —SPI device handle representing the slave

data —Buffer for data to send, strongly suggested to be in the DRAM

addr —Address of the slave shared buffer,

len —Length to write

flags -SPI_TRANS_* flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_polling transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

- g

This function combines several :cpp:funciessl_spi_rddma_seg and one

:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

S

B

spi —SPI device handle representing the slave

out_data —[out] Buffer to hold the received data, strongly suggested to be in the DRAM
and aligned to 4

len —Total length of data to receive.

seg_len —Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_ done will still be sent.)

flags —-SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_rddma_seq (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)

Read one data segment from the slave through its DMA.

$41:: To read long buffer, call :cpp:funciess1_spi_rddma instead.

S8

* spi —SPI device handle representing the slave

* out_data [out] Buffer to hold the received data. strongly suggested to be in the DRAM

and aligned to 4

* seg_len —Length of this segment

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£&7E: This is required only when the slave is working in segment mode.

ZH

* spi —SPI device handle representing the slave

» flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

%/ T This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

SH

* spi —SPI device handle representing the slave

* data —Buffer for data to send, strongly suggested to be in the DRAM

* len —Total length of data to send.

* seg_len —Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_ done will still be sent.)

» flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seq (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

$41:: To send long buffer, call :cpp:func:essl_spi_wrdma instead.
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S8

* spi —SPI device handle representing the slave

* data —Buffer for data to send, strongly suggested to be in the DRAM

* seg_len —Length of this segment

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.

£41:: This is required only when the slave is working in segment mode.

S
* spi —SPI device handle representing the slave
» flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members

spi_device_handle_t *spi

Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.

uint8_t tx_sync_reg

The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be
reserved for the synchronization.

uint§_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.

2.2.8 ESP x509 Certificate Bundle

Overview

The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom x509 root certificates for
TLS server verification.
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411 : The bundle is currently not available when using WolfSSL.

The bundle comes with the complete list of root certificates from Mozilla’ s NSS root certificate store. Using the
gen_crt_bundle.py python utility the certificates’ subject name and public key are stored in a file and embedded in
the ESP32-S2 binary.

When generating the bundle you may choose between:

* The full root certificate bundle from Mozilla, containing more than 130 certificates. The current bundle was
updated Tue Jan 10 04:12:06 2023 GMT.

* A pre-selected filter list of the name of the most commonly used root certificates, reducing the amount of
certificates to around 41 while still having around 90% absolute usage coverage and 99% market share coverage
according to SSL certificate authorities statistics.

In addition it is possible to specify a path to a certificate file or a directory containing certificates which then will be
added to the generated bundle.

1. Trusting all root certificates means the list will have to be updated if any of the certificates are retracted. This
includes removing them from cacrt_all.pem.

Configuration

Most configuration is done through menuconfig. CMake will generate the bundle according to the configuration and
embed it.

e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: automatically build and attach the bundle.

e CONFIG_MBEDTLS DEFAULT CERTIFICATE _BUNDLE: decide which certificates to include from the com-
plete root list.

* CONFIG_MBEDTLS_CUSTOM_CERTIFICATE_BUNDLE _PATH: specify the path of any additional certifi-
cates to embed in the bundle.

To enable the bundle when using ESP-TLS simply pass the function pointer to the bundle attach function:

esp_tls_cfg_t cfg = {
.crt_bundle_attach = esp_crt_bundle_attach,
bi

This is done to avoid embedding the certificate bundle unless activated by the user.

If using mbedTLS directly then the bundle may be activated by directly calling the attach function during the setup
process:

mbedtls_ssl_config conf;
mbedtls_ssl_config_init (&conf);

esp_crt_bundle_attach (&conf);

Generating the List of Root Certificates

The list of root certificates comes from Mozilla’ s NSS root certificate store, which can be found here The list can
be downloaded and created by running the script mk—ca-bundle.pl thatis distributed as a part of curl. Another
alternative would be to download the finished list directly from the curl website: CA certificates extracted from
Mozilla

The common certificates bundle were made by selecting the authorities with a market share of more than 1 % from
w3tech’ s SSL Survey. These authorities were then used to pick the names of the certificates for the filter list,
cmn_crt_authorities.csv, from this list provided by Mozilla.
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Updating the Certificate Bundle

The bundle is embedded into the app and can be updated along with the app by an OTA update. If you want to include
a more up-to-date bundle than the bundle currently included in ESP-IDF, then the certificate list can be downloaded
from Mozilla as described in Generating the List of Root Certificates.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection using the certificate bundle with
two custom certificates added for verification: protocols/https_x509_bundle.

HTTPS example that uses ESP-TLS and the default bundle: protocols/https_request.
HTTPS example that uses mbedTLS and the default bundle: protocols/https_mbedtls.

API Reference

Header File

* components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.
Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle

has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.

%%, conf —[in] The config struct for the SSL connection.
B
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%% conf —[in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)

Set the default certificate bundle used for verification.

Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle
should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

SH
* x509_bundle [in] A pointer to the certificate bundle.
* bundle_size —[in] Size of the certificate bundle in bytes.

B

ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

2.29 HTTP JJit55%%
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HTTP Server ZH{1- 521t 1 7E ESP32 _Fizf7ieEa Web RS540 ZhEE, FIHI /M2 6] HTTP Server 4117 API
EEib &

* httpd_start (): AE HTTP RF5A5A9501, AR AW ECE N B NAAR TR, IR FHZ
MR 554 SR AR . RS #R A TWAEET, —AHkIEWr HTTP ji& (TCP £%) , J—4
FRAL B HIfES (UDP 283) | BAIFEMRSS ST S5 IEER P e i o 3@ A 7] httpd_start() ££32
httpd_config_t Z5F{4 , AT DATE R HEAR 55 25 55 19 B PC AT 55 i A0 S R MERR ) KN . TCP i S AT
?;;';T;%*’ F i SR B URL SR H i b 2 AR 7, FEACPRAR 7 i 7R 2L A0k 8] HTTP fi
W AL .

* httpd_stop (): R\EAIE LIRS 25, FREBOH IR AERI IR . X2 —NPHZE R4,
B IR S4TSR E IS, SRS HZ R W RS TS S X BT EE, 1
FRCEMHY) URDARFRAR)Y , HREIrA &30 B R SCdE EE N .

e httpd register uri_handler(): WiIfEA httpd_uri_t ZEHIARZETLR) N4 3 3 )F URI
AR . ZEEMIARE SRR uri 45, method 24 ([l HTTPD_GET/HTTPD_POST/
HTTPD_PUT %% ), esp_err_t *handler (httpd_req t *req) REPEEEFEET, #5100
PR SCBE user_ctx $5Ef.

Wil

/* URI B &, EE M AR GET /uri H KW HRAM */
esp_err_t get_handler (httpd_reqg_t *req)
{
VAR & M B & N
const char resp[] = "URI GET Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;
}

/* URT B REK, EFEFm AR PoST/uri KM HRA +/
esp_err_t post_handler (httpd_reqg_t *req)
{
/* B X HITP POST # REH W HAF % F K
* httpd req recv() R W char* K, 4 T2
R _HE A (FELARR)
AT EHERE, null A LHERE S,
* content_len %‘%?&??:ﬁ:$ WK E </
char content[1007];

/e BN EKEATEEE AW </

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_req_recv(req, content, recv_size);
if (ret <= 0) { /* BB 0 k7 &EHD XA +/
/r mE RS r/
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/* R R EE, TP A httpd_req_recv() E R
* HERERL, XERMNAEE
* g B HTTP 408 (F RBH ) #HiR% F P W */
httpd_resp_send_408 (req) ;
I3
/Y R A AT HKR, RE ESP_FAIL T D B f&
*CREBEEFWERA */
return ESP_FAIL;
}

VAR & - R &
const char resp[] = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;

(P oUgkzh)
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(£ 50

return ESP_OK;
}

/* GET /uri # URI X HE &M */
httpd_uri_t uri_get = {

.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
bi

/* POST/uri W URI WL BHM */
httpd_uri_t uri_post = {

.uri = "/uri"
.method = HTTP_POST,
.handler = post_handler,

.user_ctx = NULL
bi

B web R4 &M &K */
httpd_handle_t start_webserver (void)
{
/A RBRINKERE S B 1/
httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* B % esp_http server W LB A */
httpd_handle_t server = NULL;

/* B 3 httpd server */

if (httpd_start (&server, &config) == ESP_OK) {
/* EM URT REEF */
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);

}

/xR R A BRE KK, RKEWANZ NULL */

return server;

/* 0k web REBWEFK +/
void stop_webserver (httpd_handle_t server)

{

if (server) {
/* f& 1t httpd server */
httpd_stop (server);

it HTTP k55 25 3585 F 7 T protocols/http_server/simple [) HTTP k4528 1, % B R T 40
A A PRAT R N A K BB, 20K S5 A URL it 24k, e 3k o

HTTP K &EH:
HTTP fiz 5 45 LA KB DI fE, SUF BRGNP (S16) ST 20 AEH, [Mn A& L

SCHE . 1 SCRUE AT AR T A RC , AERORMI L T R SR TR R B SR R R A, AR
TEFEH AR I REGX 3 AT 5T

Kiditkrnpil
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/* BEXEBE, ARBHLET XHE */
void free_ctx_func(void *ctx)
{
/* W L& free WA R E & ~/
free (ctx);

}

esp_err_t adder_post_handler (httpd_req_t *req)
{
/rEETXEREESE, WHE—I +/

if (! reg->sess_ctx) |
req->sess_ctx = malloc (sizeof (ANY_DATA_TYPE)); /*!< 4515 F T L #4E *~/
req->free_ctx = free_ctx_func; VAR - S & & A
Lt/

}

/* W ET X HAE </
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

JE OV N %/

return ESP_OK;
}

122 LT protocols/http_server/persistent_sockets HJ 7~ 54 CHY o

Websocket I} 55 %%

HTTP f} 45 2220 {432 fft websocket 74, 1] PAZE menuconfig H1{#i Fl CONFIG_HTTPD_WS_SUPPORT ¥&37i )2
JH websocket TJfE. G I QA F websocket TIRE, 152 [ protocols/http_server/ws_echo_server H 3% 7R
B o

FrEAe R

ESP HTTP R 55 #8 A &5 Fh F F, 2455 FE R AN, F 4 & o] Uil & 4 BEARE Fp . 0 200 (i
Hesp_event_handler register () WAL TEARF DAE ESP HTTP iR 45 #edtf T340 3E .

esp_http_server_event_id_t {1 ESP HTTP AR5 4% 0] fig &4 B a 3544
PATR N FAREERHORTE ESP HTTP Al 552 25 i 19 0 2ok 2 28

e HTTP_SERVER_EVENT_ERROR : httpd_err_code_t

e HTTP_SERVER_EVENT_START : NULL

e HTTP_SERVER_EVENT_ON_CONNECTED : int

e HTTP_SERVER_EVENT_ON_HEADER : int

e HTTP_SERVER_EVENT_HEADERS_SENT : int

e HTTP_SERVER_EVENT_ON_DATA : esp_http_server_event_data

e HTTP_SERVER_EVENT_SENT_DATA : esp_http_server_event_data
e HTTP_SERVER_EVENT_DISCONNECTED : int

e HTTP_SERVER_EVENT_STOP : NULL

API %

Header File

e components/esp_http_server/include/esp_http_server.h

Espressif Systems 165 Release v5.1-rc2
Submit Document Feedback



https://github.com/espressif/esp-idf/tree/v5.1-rc2/examples/protocols/http_server/persistent_sockets
https://github.com/espressif/esp-idf/tree/v5.1-rc2/examples/protocols/http_server/ws_echo_server
https://github.com/espressif/esp-idf/blob/v5.1-rc2/components/esp_http_server/include/esp_http_server.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1-rc2

Chapter 2. APl &%

Functions

esp_err_thttpd_register_uri_handler (htipd_handle_t handle, const httpd_uri_t *uri_handler)
Registers a URI handler.

Example usage:

{

}

bi

if

esp_err_t my_uri_handler (httpd_req_t* req)

// Recv , Process and Send

// Fail condition

if (....) |
// Return fail to close session //
return ESP_FAIL;

}

// On success
return ESP_OK;

// URI handler structure
httpd_uri_t my_uri |

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL

// Register handler
(httpd_register_uri_handler (server_handle,

// If failed to register handler

!= ESP_OK)

£ 1#: URI handlers can be registered in real time as long as the server handle is valid.

S

* handle —[in] handle to HTTPD server instance
e uri_handler —[in] pointer to handler that needs to be registered

B

* ESP_OK : On successfully registering the handler
* ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_HANDLERS_FULL : If no slots left for new handler

e ESP_ERR_HTTPD_HANDLER_EXISTS : If handler with same URI and method is al-

ready registered

esp_err_t httpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t

method)

Unregister a URI handler.

S

* handle [in] handle to HTTPD server instance

e uri —[in] URI string
* method —[in] HTTP method
B
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* ESP_OK : On successfully deregistering the handler
e ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (httpd_handle_t handle, const char *uri)
Unregister all URI handlers with the specified uri string.
SH

* handle [in] handle to HTTPD server instance

* uri —[in] uri string specifying all handlers that need to be deregisterd
A

* ESP_OK : On successfully deregistering all such handlers

e ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_NOT_FOUND : No handler registered with specified uri string

esp_err_thttpd_sess_set_recv_override (httpd_handle_t hd, int sockfd, htpd_recv_func_t recv_func)

Override web server’ s receive function (by session FD)

This function overrides the web server’ s receive function. This same function is used to read HTTP request
packets.

4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

2H
¢ hd -[in] HTTPD instance handle
¢ sockfd [in] Session socket FD
* recv_func —[in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)

Override web server’ s send function (by session FD)

This function overrides the web server’ s send function. This same function is used to send out any response
to any HTTP request.

#4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

SH

¢ hd —[in] HTTPD instance handle

¢ sockfd [in] Session socket FD

e send_func -[in] The send function to be set for this session
P[]

* ESP_OK : On successfully registering override

* ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_pending_override (htpd_handle_t hd, int sockfd, httpd_pending_func_t
pending_func)

Override web server’ s pending function (by session FD)
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This function overrides the web server’ s pending function. This function is used to test for pending bytes in
a socket.

$41E: This AP is supposed to be called either from the context of

e an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

SH

hd -[in] HTTPD instance handle
* sockfd [in] Session socket FD
* pending_func —[in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

int httpd_req_to_sock£fd (hitpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lru_counter().

£41:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%%, r —[in] The request whose socket descriptor should be found
B
* Socket descriptor : The socket descriptor for this request
* -1 : Invalid/NULL request pointer

int httpd_req_recv (httpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching ‘buf_len’ number of bytes, while
the pointer to content data is incremented internally by the same number.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
¢ Presently Chunked Encoding is not supported

* r —[in] The request being responded to
e buf [in] Pointer to a buffer that the data will be read into
* buf_len [in] Length of the buffer

* Bytes : Number of bytes read into the buffer successfully
* 0: Buffer length parameter is zero / connection closed by peer
HTTPD_SOCK_ERR_INVALID : Invalid arguments
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* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

size_thttpd_req get_hdr_wvalue_len (httpd_req_t *r, const char *field)
Search for a field in request headers and return the string length of it’ s value.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

S8

* r —[in] The request being responded to

* field —[in] The header field to be searched in the request
Bl

* Length : If field is found in the request URL

» Zero : Field not found / Invalid request / Null arguments

esp_err_thttpd_req get_hdr_value_str (hftpd_req_t *r, const char *field, char *val, size_t val_size)

Get the value string of a field from the request headers.

ik

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

« If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

» Use httpd_req_get_hdr_value_len() to know the right buffer length

ZH
* r —[in] The request being responded to
e field [in] The field to be searched in the header
* val —[out] Pointer to the buffer into which the value will be copied if the field is found
e val_size —[in] Size of the user buffer “val”
B
» ESP_OK : Field found in the request header and value string copied
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
 ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_t httpd_req _get_url_query_len (hitpd_req_t *1)
Get Query string length from the request URL.

#&7E: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

%%% r —[in] The request being responded to
R
» Length : Query is found in the request URL
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» Zero : Query not found / Null arguments / Invalid request

esp_err_thttpd_req get_url_query_str (hitpd_req_t *r, char *buf, size_t buf_len)
Get Query string from the request URL.

ik

 Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the ‘Content-Type’
(eg. Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm
needs to be applied.

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value

¢ Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)
for storing the query string

S8
* r —[in] The request being responded to
* buf —[out] Pointer to the buffer into which the query string will be copied (if found)
* buf_len —[in] Length of output buffer
Bl
e ESP_OK : Query is found in the request URL and copied to buffer
e ESP_ERR_NOT_FOUND : Query not found
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
e ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_value (const char *qry, const char *key, char *val, size_t val_size)
Helper function to get a URL query tag from a query string of the type param1=vall &param2=val2.

ik
¢ The components of URL query string (keys and values) are not URLdecoded. The user must check for
‘Content-Type’ field in the request headers and then depending upon the specified encoding (URLen-
coded or otherwise) apply the appropriate decoding algorithm.
« If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error
as return value.

BH
* gry -[in] Pointer to query string
* key —[in] The key to be searched in the query string
» val —[out] Pointer to the buffer into which the value will be copied if the key is found
* val_size —[in] Size of the user buffer “val”

* ESP_OK : Key is found in the URL query string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found

e ESP_ERR_INVALID_ARG : Null arguments

e ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

esp_err_thttpd_req _get_cookie_val (htpd_req_t *req, const char *cookie_name, char *val, size_t
*val_size)

Get the value string of a cookie value from the “Cookie” request headers by cookie name.
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SH

* req —[in] Pointer to the HTTP request

* cookie_name —[in] The cookie name to be searched in the request

* val —{out] Pointer to the buffer into which the value of cookie will be copied if the cookie
is found

* val_size —[inout] Pointer to size of the user buffer “val” . This variable
will contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.

» ESP_OK : Key is found in the cookie string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found

* ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
* ESP_ERR_NO_MEM : Memory allocation failure

bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t
match_upto)

Test if a URI matches the given wildcard template.

Template may end with “?” to make the previous character optional (typically a slash), “*” for a wildcard
match, and “?*” to make the previous character optional, and if present, allow anything to follow.

Example:

* * matches everything

¢ /foo/? matches /foo and /foo/

¢ /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters “?” and “*” anywhere else in the template will be taken literally.

S
* uri_template —[in] URI template (pattern)
e uri_to_match —[in] URI to be matched
* match_upto —[in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
&[A| true if a match was found

esp_err_t httpd_resp_send (httpd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ Once this API is called, the request has been responded to.
* No additional data can then be sent for the request.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

BH
* r —[in] The request being responded to
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e buf [in] Buffer from where the content is to be fetched
* buf_len —[in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()

B

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null request pointer
ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.

This API will send the data as an HTTP response to the request. This API will use chunked-encoding and
send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.

If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e When you are finished sending all your chunks, you must call this function with buf_len as 0.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

SH

e r —[in] The request being responded to

¢ buf —[in] Pointer to a buffer that stores the data

* buf_len —[in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
PEA ]

* ESP_OK : On successfully sending the response packet chunk

e ESP_ERR_INVALID_ARG : Null request pointer

 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (htpd_req_t *r, const char *str)

API to send a complete string as HTTP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

S8
* r —[in] The request being responded to
* str —[in] String to be sent as response body
B
* ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null request pointer
* ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)

API to send a string as an HTTP response chunk.
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This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string

S8
* r —[in] The request being responded to
* str —[in] String to be sent as response body (NULL to finish response packet)
Bl
* ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.

This API sets the status of the HTTP response to the value specified. By default, the ‘200 OK’ response is
sent as the response.

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ This API only sets the status to this value. The statusisn’ t sent out until any of the send APIs is executed.
¢ Make sure that the lifetime of the status string is valid till send function is called.

ZH
* r —[in] The request being responded to
» status —[in] The HTTP status code of this response

B M

ESP_OK : On success
ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (hitpd_req_t *1, const char *type)
API to set the HTTP content type.

This API sets the ‘Content Type’ field of the response. The default content type is *text/html’ .

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the content type to this value. The type isn’ t sent out until any of the send APIs is
executed.
* Make sure that the lifetime of the type string is valid till send function is called.

S8
* r —[in] The request being responded to
* type —[in] The Content Type of the response
B
¢ ESP_OK : On success
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_hdr (httpd_req_t *r, const char *field, const char *value)
API to append any additional headers.
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This API sets any additional header fields that need to be sent in the response.

i
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* The header isn’ t sent out until any of the send APIs is executed.
¢ The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.
* Make sure that the lifetime of the field value strings are valid till send function is called.

BH
* r —[in] The request being responded to
e field [in] The field name of the HTTP header
* value —[in] The value of this HTTP header

B M

ESP_OK : On successfully appending new header

e ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_HDR : Total additional headers exceed max allowed
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)

For sending out error code in response to HTTP request.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
e If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

BH
* req —[in] Pointer to the HTTP request for which the response needs to be sent
* error —[in] Error type to send
* msg —[in] Error message string (pass NULL for default message)
Bl
* ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
e ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (htpd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
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%%% r —[in] The request being responded to
R m

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (htpd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r —[in] The request being responded to
B

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (httpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%%, r —[in] The request being responded to
R m

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

int httpd_send (httpd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.
Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.
HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,

and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.
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ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
 Unless the response has the correct HTTP structure (which the user must now ensure) it is not guaranteed
that it will be recognized by the client. For most cases, you wouldn’ t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

S8
* r —[in] The request being responded to
* buf —[in] Buffer from where the fully constructed packet is to be read
* buf_len —[in] Length of the buffer
Bl
* Bytes : Number of bytes that were sent successfully
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_send (hitpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

$41:: This AP is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

ZH
¢ hd —[in] server instance
» sockfd —[in] session socket file descriptor
* buf —[in] buffer with bytes to send
* buf_len [in] data size
» flags —[in] flags for the send() function
P
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().

251 This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

S8
¢ hd —[in] server instance
» sockfd [in] session socket file descriptor
* buf —[in] buffer with bytes to send
* buf_len [in] data size
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» flags —[in] flags for the send() function
A
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_t httpd_register_err_handler (httpd_handle_t handle, hitpd_err_code_t error,
httpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

BH
e handle —[in] HTTP server handle
* error —[in] Error type
* handler_£n —[in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)

JEA |
* ESP_OK : handler registered successfully
e ESP_ERR_INVALID_ARG : invalid error code or server handle
esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)
Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)
{
// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG () ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server
if (httpd_start (&server, &config) == ESP_OK) {
// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
// If server failed to start, handle will be NULL
return server;

ZH

* config —[in] Configuration for new instance of the server

* handle —[out] Handle to newly created instance of the server. NULL on error
PEA ]

» ESP_OK : Instance created successfully

* ESP_ERR_INVALID_ARG : Null argument(s)

* ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance

e« ESP_ERR_HTTPD_TASK : Failed to launch server task
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esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.

Example usage:

// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server
httpd_stop (server);

%% handle —[in] Handle to server returned by httpd_start
P[]

e ESP_OK : Server stopped successfully

* ESP_ERR_INVALID_ARG : Handle argument is Null

esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’ s context.

This API queues a work function for asynchronous execution

#1#: Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

S8
* handle —[in] Handle to server returned by httpd_start
* work —[in] Pointer to the function to be executed in the HTTPD’ s context
* arg —[in] Pointer to the arguments that should be passed to this function
Bl

e ESP_OK : On successfully queueing the work
e ESP_FAIL : Failure in ctrl socket
e ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (hpd_handle_t handle, int sockfd)
Get session context from socket descriptor.
Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’ s send/receive functions may require the context (for example,

for accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.

B

handle —[in] Handle to server returned by httpd_start
sock£d —[in] The socket descriptor for which the context should be extracted.

B

void* : Pointer to the context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_ctx (httpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)
Set session context by socket descriptor.

B8
* handle —[in] Handle to server returned by httpd_start
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» sockfd —[in] The socket descriptor for which the context should be extracted.
* ctx —[in] Context object to assign to the session
» free_fn —[in] Function that should be called to free the context
void *httpd_sess_get_transport_ctx (hitpd_handle_t handle, int sockfd)
Get session  ‘transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.
S

httpd_sess_get_ctx()

SH

* handle [in] Handle to server returned by httpd_start

* sock£fd —[in] The socket descriptor for which the context should be extracted.
A

 void* : Pointer to the transport context associated with this session

* NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_transport_ctx (httpd_handle_t handle, int sockfd, void *ctx, htipd_free_ctx_fn_t
free_fn)

Set session ‘transport’ context by socket descriptor.

UL

httpd_sess_set_ctx()

ZH
* handle —[in] Handle to server returned by httpd_start
* sockfd —[in] The socket descriptor for which the context should be extracted.
* ctx —[in] Transport context object to assign to the session
» free_fn —[in] Function that should be called to free the transport context

void *httpd_get_global_user_ctx (httpd_handle_t handle)
Get HTTPD global user context (it was set in the server config struct)

%4 handle —[in] Handle to server returned by httpd_start
i’ nl global user context

void *httpd_get_global_transport_ctx (hitpd_handle_t handle)
Get HTTPD global transport context (it was set in the server config struct)

%%, handle —[in] Handle to server returned by httpd_start
1R[] global transport context

esp_err_thttpd_sess_trigger_close (hitpd_handle_t handle, int sockfd)
Trigger an httpd session close externally.

£ 1: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

SH

* handle —[in] Handle to server returned by httpd_start

* sockfd —[in] The socket descriptor of the session to be closed
B

» ESP_OK : On successfully initiating closure
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» ESP_FAIL : Failure to queue work
e« ESP_ERR_NOT_FOUND : Socket fd not found
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_update_lru_counter (htpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

$41:: Calling this API is only necessary if the LRU Purge Enable option is enabled.

ZH

* handle —[in] Handle to server returned by httpd_start

* sockfd-[in] The socket descriptor of the session for which LRU counter is to be updated
PEA ]

* ESP_OK : Socket found and LRU counter updated

e ESP_ERR_NOT_FOUND : Socket not found

e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_get_client_1list (httpd_handle_t handle, size_t *fds, int *client_fds)
Returns list of current socket descriptors of active sessions.

$&1k: Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.

B8
* handle —[in] Handle to server returned by httpd_start
» fds [inout] In: Size of provided client_fds array Out: Number of valid client fds re-
turned in client_fds,
* client_£ds [out] Array of client fds
B
* ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array

Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members

int £d

Session socket file descriptor
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intdata_len

Data length

struct httpd_config
HTTP Server Configuration Structure.

% 1#: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority
Priority of FreeRTOS task which runs the server

size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uint16_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the
server

uint16_t max_open_sockets

Max number of sockets/clients connected at any time (3 sockets are reserved for internal working of the
HTTP server)

uintl6_tmax_uri_handlers

Maximum allowed uri handlers

uintl6_t max_resp_headers

Maximum allowed additional headers in HTTP response

uint16_t backlog_conn

Number of backlog connections

bool 1lru_purge_enable

Purge ‘“Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)

uint16_t send_wait_timeout

Timeout for send function (in seconds)
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void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_f£fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.

httpd_free_ctx_fn_t global_transport_ctx_free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£fn
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.

httpd_close_func_t close_£fn

Custom session closing callback.
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Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n
URI matcher function.

Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP
request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher

Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

int method
The type of HTTP request, -1 if unsupported method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)

size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx

Session Context Pointer

A session context. Contexts are maintained across ‘sessions’ for a given open TCP connection. One
session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.

By default, this is NULL. URI Handlers can set this to any meaningful value.
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If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx

Pointer to free context hook
Function to free session context

If the web server’ s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.

struct httpd_uri
Structure for URI handler.

Public Members

const char *uri
The URI to handle

httpd_method_t method
Method supported by the URI

esp_err_t (*handler)(hitpd_req_t *1)
Handler to call for supported request method. This must return ESP_OK, or else the underlying socket

will be closed.

void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTPD_MAX_ REQ HDR_LEN

HTTPD_MAX_URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT

HTTPD_200
HTTP Response 200
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HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408

HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON

HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream

ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC

Result string truncated

ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported
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ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef struct httpd_req httpd_req_t
HTTP Request Data Structure.

typedef struct httpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htipd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

Prototype for HTTPDs low-level send function.

1. User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()

function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments

* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

Prototype for HTTPDs low-level recv function.

& iE:  User specified recv function must handle errors internally, depending upon the set value of er-
rno, and return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of

httpd_req_recv() function

Param hd [in] server instance

Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size

Param flags [in] flags for the send() function
Return
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» Bytes : The number of bytes received successfully

* 0: Buffer length parameter is zero / connection closed by peer

« HTTPD_SOCK_ERR_INVALID : Invalid arguments

« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level “get pending bytes” function.

1 User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Return
* Bytes : The number of bytes waiting to be received
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_ func_t)(httpd_req_t *req, hitpd_err_code_t error)
Function prototype for HTTP error handling.

This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is
used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

i

e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

¢ When invoked, the validity of uri, method, content_len and user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
e ESP_OK : error handled successful
* ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void *httpd_handle_t
HTTP Server Instance Handle.

Every instance of the server will have a unique handle.

typedef enum http_method httpd_method_t
HTTP Method Type wrapper over “enum http_method” available in “http_parser” library.
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typedef void (*httpd_free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free

typedef esp_err_t (*httpd_open_func_t)(hitpd_handle_t hd, int sockfd)

Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
e ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for closing a session.

Fi1E: It’ s possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config t
HTTP Server Configuration Structure.

£#1#: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function

Enumerations

enum httpd_err_ code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:
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enumerator HTTPD_500_INTERNAL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND

enumerator HTTPD_405_METHOD_NOT_ALLOWED

enumerator HTTPD_408_REQ_TIMEOUT

enumerator HTTPD_411_LENGTH_REQUIRED

enumerator HTTPD_414_URI_TOO_LONG

enumerator HTTPD_431_REQ_HDR_FIELDS_TOO_LARGE

enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_ SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_SERVER_EVENT START

This event occurs when HTTP Server is started

enumerator HTTP_SERVER_EVENT_ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_SERVER_EVENT_ON_HEADER

Occurs when receiving each header sent from the client

enumerator HTTP_SERVER_EVENT_HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_SERVER_EVENT_ON_DATA

Occurs when receiving data from the client
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enumerator HTTP_SERVER_EVENT SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_ SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_ SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped
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API 5%

Header File

» components/esp_https_server/include/esp_https_server.h

Functions
esp_err_thttpd_ssl_start (httpd_handle_t *handle, httpd_ssl_config_t *config)
Create a SSL capable HTTP server (secure mode may be disabled in config)
BH
* config —[inout] - server config, must not be const. Does not have to stay valid after
calling this function.
* handle [out] - storage for the server handle, must be a valid pointer

A success
esp_err_thttpd_ssl_stop (httpd_handle_t handle)

Stop the server. Blocks until the server is shut down.

%% handle [in]

B
» ESP_OK: Server stopped successfully
* ESP_ERR_INVALID_ARG: Invalid argument
e ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

struct httpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.

Public Members

httpd_config_t httpd
Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.

const uint8_t *servercert

Server certificate
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size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)

size_t cacert_len

CA certificate byte length

const uint8_t *prvtkey_pem
Private key

size_t prvtkey_len
Private key byte length

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uint16_t port_secure

Port used when transport mode is secure (default 443)

uintl6_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server

void *ss1_userdata

user data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use

const char **alpn_protos

Application protocols the server supports in order of prefernece. Used for negotiating during the TLS
handshake, first one the client supports is selected. The data structure must live as long as the https server

itself!

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init
(http_server default config had to be copied for customization)

Notes:
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e port is set when starting the server, according to ‘ transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
* SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
« Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg_t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.
typedef void esp_https_server_user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config t

Enumerations

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL_TRANSPORT_SECURE

enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSL_USER_CB_SESS_CLOSE

2.2.11 ICMP Echo

Overview

ICMP (Internet Control Message Protocol) is used for diagnostic or control purposes or generated in response to
errors in IP operations. The common network util ping is implemented based on the ICMP packets with the type
field value of 0, also called Echo Reply.

During a ping session, the source host firstly sends out an ICMP echo request packet and wait for an ICMP echo reply
with specific times. In this way, it also measures the round-trip time for the messages. After receiving a valid ICMP
echo reply, the source host will generate statistics about the IP link layer (e.g. packet loss, elapsed time, etc).

It is common that IoT device needs to check whether a remote server is alive or not. The device should show the
warnings to users when it got offline. It can be achieved by creating a ping session and sending/parsing ICMP echo
packets periodically.

To make this internal procedure much easier for users, ESP-IDF provides some out-of-box APIs.
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Create a new ping session To create a ping session, you need to fill in the esp_ping_config_t configuration
structure firstly, specifying target IP address, interval times, and etc. Optionally, you can also register some callback
functions with the esp_ping_callbacks_t‘ structure.

Example method to create a new ping session and register callbacks:

static void test_on_ping_success (esp_ping_handle_t hdl, wvoid *args)
{

// optionally, get callback arguments

// const char* str = (const char*) args;

// printf("$s\r\n", str); // "foo"

uint8_t ttl;

uintlé6_t seqgno;

uint32_t elapsed_time, recv_len;

ip_addr_t target_addr;

esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));

esp_ping_get_profile(hdl, ESP_PING_PROF_TTL, &ttl, sizeof (ttl));

esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;

esp_ping_get_profile(hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));

esp_ping_get_profile (hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—time));

printf ("%d bytes from %s icmp_seqg=%d ttl=%d time=%d ms\n",

recv_len, inet_ntoa(target_addr.u_addr.ip4), seqgno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, wvoid *args)
{
uintlé6_t seqno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqgno));
esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) H
printf ("From %s icmp_seg=%d timeout\n", inet_ntoa (target_addr.u_addr.ip4),.
—seqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, void *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));

esp_ping_get_profile(hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

esp_ping_get_profile (hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("%d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping/()
{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));

getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ipd4addr (ip_2_1ip4 (&target_addr), &addré);
(N oiakzn)
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(& b))

freeaddrinfo (res);

esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;

ping_config.target_addr = target_addr; // target IP address

ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—ping_stop can stop it

/* set callback functions */

esp_ping_callbacks_t cbs;

cbs.on_ping_success = test_on_ping_success;

cbs.on_ping_timeout = test_on_ping_timeout;

cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—~can be NULL

cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;
esp_ping_new_session (&ping_config, &cbs, &ping);

Start and Stop ping session You can start and stop ping session with the handle returned by
esp_ping_new_session. Note that, the ping session won’ t start automatically after creation. If the ping
session is stopped, and restart again, the sequence number in ICMP packets will recount from zero again.

Delete a ping session If a ping session won’ t be used any more, you can delete it with
esp_ping_delete_session. Please make sure the ping session is in stop state (i.e. you have called
esp_ping_stop before or the ping session has finished all the procedures) when you call this function.

Get runtime statistics As the example code above, you can call esp_ping_get_profile to get different
runtime statistics of ping session in the callback function.

Application Example

ICMP echo example: protocols/icmp_echo

API Reference

Header File
» components/lwip/include/apps/ping/ping_sock.h

Functions
esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,
esp_ping_handle_t *hdl_out)

Create a ping session.

SH
* config —ping configuration
* cbs —a bunch of callback functions invoked by internal ping task
* hdl_out -handle of ping session

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)
* ESP_ERR_NO_MEM: out of memory
» ESP_FAIL: other internal error (e.g. socket error)
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» ESP_OK: create ping session successfully, user can take the ping handle to do follow-on
jobs
esp_err_t esp_ping_delete_session (esp_ping handle_t hdl)
Delete a ping session.
%% hdl —handle of ping session
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: delete ping session successfully
esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.
%4 hdl —handle of ping session
A
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: start ping session successfully
esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.
%%% hdl —handle of ping session
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: stop ping session successfully
esp_err_t esp_ping_get_profile (esp_ping_handle_t hdl, esp_ping_profile_t profile, void *data, uint32_t
size)
Get runtime profile of ping session.
S8
* hdl -handle of ping session
* profile -type of profile
* data —profile data
* size —profile data size
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_ERR_INVALID_SIZE: the actual profile data size doesn’ t match the “size” pa-

rameter
* ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of “ping” callback functions.

Public Members

void *cb_args

arguments for callback functions

void (*on_ping_success)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when receive ICMP echo reply packet timeout.
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void (*on_ping_end)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_ t
Type of “ping” configuration.

Public Members

uint32_t count

A “ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

uint32_t data_size

Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header

ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface
Netif index, interface=0 means NETIF_NO_INDEX

Macros
ESP_PING_DEFAULT_CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely

Type Definitions

typedef void *esp_ping handle_t
Type of “ping” session handle.
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Enumerations

enum esp_ping profile_t
Profile of ping session.

Values:

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure

enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target

enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet

enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session
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2.2.13 Mbed TLS

Mbed TLS is a C library that implements cryptographic primitives, X.509 certificate manipulation and the SSL/TLS
and DTLS protocols. Its small code footprint makes it suitable for embedded systems.

#47E: ESP-IDF uses a fork of Mbed TLS which includes a few patches (related to hardware routines of certain
modules like bignum (MPI) and ECC) over vanilla Mbed TLS.

Mbed TLS supports SSL 3.0 up to TLS 1.3 and DTLS 1.0 to 1.2 communication by providing the following:

e TCP/IP communication functions: listen, connect, accept, read/write.
¢ SSL/TLS communication functions: init, handshake, read/write.

* X.509 functions: CRT, CRL and key handling

* Random number generation

* Hashing

¢ Encryption/decryption

$41:: Mbed TLS is in the process of migrating all the documentation to a single place. In the meantime, users can
find the documentation at the old Mbed TLS site .

Mbed TLS Support in ESP-IDF

Please find the information about the Mbed TLS versions present in different branches of ESP-IDF here.

241 Please refer the ESP-IDF Migration Guide to migrate from Mbed TLS version 2.x to version 3.0 or greater.

Application Examples
Examples in ESP-IDF use ESP-TLS which provides a simplified API interface for accessing the commonly used TLS
functionality.

Refer to the examples protocols/https_server/simple (Simple HTTPS server) and protocols/https_request (Make
HTTPS requests) for more information.

If the Mbed TLS API is to be used directly, refer to the example protocols/https_mbedtls.

Alternatives

ESP-TLS acts as an abstraction layer over the underlying SSL/TLS library and thus has an option to use Mbed TLS
or wolfSSL as the underlying library. By default, only Mbed TLS is available and used in ESP-IDF whereas wolfSSL
is available publicly at https://github.com/espressif/esp-wolfSSL with the upstream submodule pointer.

Please refer to ESP-TLS: Underlying SSL/TLS Library Options docs for more information on this and comparison of
Mbed TLS and wolfSSL.

Important Config Options

Following is a brief list of important config options accessible at Component Config -> mbedTLS. The full
list of config options can be found here.

e CONFIG_MBEDTLS_SSL_PROTO_TLSI_2: Support for TLS 1.2
e CONFIG_MBEDTLS_SSL_PROTO_TLSI_3: Support for TLS 1.3
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e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: Support for trusted root certificate bundle (more about this:
ESP x509 Certificate Bundle)

e CONFIG_MBEDTLS_CLIENT _SSL_SESSION_TICKETS: Support for TLS Session Resumption: Client session
tickets

* CONFIG_MBEDTLS_SERVER_SSL_SESSION_TICKETS: Support for TLS Session Resumption: Server session
tickets

e CONFIG_MBEDTLS_HARDWARE_SHA: Support for hardware SHA acceleration

e CONFIG_MBEDTLS_HARDWARE_AES: Support for hardware AES acceleration

* CONFIG_MBEDTLS_HARDWARE_MPI: Support for hardware MPI (bignum) acceleration

£41:: Mbed TLS v3.0.0 and later support only TLS 1.2 and TLS 1.3 (SSL 3.0, TLS 1.0, TLS 1.1 and DTLS 1.0 are
not supported). The support for TLS 1.3 is experimental and only supports the client-side. More information about
this can be found out here.

Performance and Memory Tweaks

Reducing Heap Usage The following table shows typical memory usage with different configs when the proto-
cols/https_request example (with Server Validation enabled) was run with Mbed TLS as the SSL/TLS library.

Mbed TLS | Related Configs Heap

Test Usage
(approx.)

Default NA 42196 B

Enable SSL | CONFIG_MBEDTLS_SSL_VARIABLE_BUFFER_LENGTH 42120 B

Variable Length

Disable Keep | CONFIG_MBEDTLS_SSL_KEEP_PEER_CERTIFICATE 38533 B

Peer Certificate

Enable Dy- | CONFIG_MBEDTLS_DYNAMIC _BUFFER CON- | 22013 B

namic TX/RX | FIG_MBEDTLS_DYNAMIC_FREE_CONFIG_DATA CON-

Buffer FIG_MBEDTLS_DYNAMIC_FREE_CA_CERT

411 These values are subject to change with change in configuration options and versions of Mbed TLS.

Reducing Binary Size Under Component Config —> mbedTLS, there are multiple Mbed TLS features
which are enabled by default but can be disabled if not needed to save code size. More information can be about this
can be found in Minimizing Binary Size docs.

1t APT #3531 7 B (RS A7 (e ESP-IDF 7 il 351 H (14 protocols H 5T .
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ESP_FAIL (-1): Generic esp_err_t code indicating failure

ESP_OK (0): esp_err_t value indicating success (no error)
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ESP_ERR_NO_MEM (0x101): Out of memory
ESP_ERR_INVALID_ARG (0x102): Invalid argument
ESP_ERR_INVALID_STATE (0x103): Invalid state
ESP_ERR_INVALID_ SIZE (0x104): Invalid size
ESP_ERR_NOT_FOUND (0x105): Requested resource not found
ESP_ERR_NOT_SUPPORTED (0x106): Operation or feature not supported
ESP_ERR_TIMEOUT (0x107): Operation timed out
ESP_ERR_INVALID_RESPONSE (0x108): Received response was invalid
ESP_ERR_INVALID_CRC (0x109): CRC or checksum was invalid
ESP_ERR_INVALID_VERSION (0x10a): Version was invalid
ESP_ERR_INVALID_ MAC (0x10b): MAC address was invalid
ESP_ERR_NOT_FINISHED (0x10c): There are items remained to retrieve
ESP_ERR_NVS_BASE (0x1100): Starting number of error codes
ESP_ERR_NVS_NOT_INITIALIZED (0x1101): The storage driver is not initialized

ESP_ERR_NVS_NOT_FOUND (0x1102): A requested entry couldn’ t be found or namespace doesn’ t exist yet
and mode is NVS_READONLY

ESP_ERR_NVS_TYPE_MISMATCH (0x1103): The type of set or get operation doesn’ t match the type of value
stored in NVS

ESP_ERR_NVS_READ_ONLY (0x1104): Storage handle was opened as read only

ESP_ERR_NVS_NOT_ENOUGH_SPACE (0x1105): There is not enough space in the underlying storage to save the
value

ESP_ERR_NVS_INVALID_NAME (0x1106): Namespace name doesn’ t satisfy constraints
ESP_ERR_NVS_INVALID HANDLE (0x1107): Handle has been closed or is NULL

ESP_ERR_NVS_REMOVE_FAILED (0x1108): The value wasn’ t updated because flash write operation has failed.
The value was written however, and update will be finished after re-initialization of nvs, provided that flash operation
doesn’ t fail again.

ESP_ERR_NVS_KEY_TOO_LONG (0x1109): Key name is too long
ESP_ERR_NVS_PAGE_FULL (0x110a): Internal error; never returned by nvs API functions

ESP_ERR_NVS_INVALID_STATE (0x110b): NVS is in an inconsistent state due to a previous error. Call
nvs_flash_init and nvs_open again, then retry.

ESP_ERR_NVS_INVALID_LENGTH (0x110c): String or blob length is not sufficient to store data

ESP_ERR_NVS_NO_FREE_PAGES (0x110d): NVS partition doesn’ t contain any empty pages. This may happen
if N'VS partition was truncated. Erase the whole partition and call nvs_flash_init again.

ESP_ERR_NVS_VALUE_TOO_LONG (0x110e): Value doesn’ t fit into the entry or string or blob length is longer
than supported by the implementation

ESP_ERR_NVS_PART _NOT_FOUND (0x110f): Partition with specified name is not found in the partition table

ESP_ERR_NVS_NEW_VERSION_FOUND (0x1110): NVS partition contains data in new format and cannot be
recognized by this version of code

ESP_ERR_NVS_XTS_ENCR_FAILED (0x1111): XTS encryption failed while writing NVS entry
ESP_ERR_NVS_XTS_DECR_FAILED (0x1112): XTS decryption failed while reading NVS entry
ESP_ERR_NVS_XTS_CFG_FAILED (0x1113): XTS configuration setting failed

ESP_ERR_NVS_XTS_CFG_NOT_FOUND (0x1114): XTS configuration not found
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ESP_ERR_NVS_ENCR_NOT_SUPPORTED (0x1115): NVS encryption is not supported in this version
ESP_ERR_NVS_KEYS_NOT_INITIALIZED (0x1116): NVS key partition is uninitialized
ESP_ERR _NVS_CORRUPT_KEY PART (0x1117): NVS key partition is corrupt

ESP_ERR_NVS_CONTENT_DIFFERS (0x1118): Internal error; never returned by nvs API functions. NVS key is
different in comparison

ESP_ERR_NVS_WRONG_ENCRYPTION (0x1119): NVS partition is marked as encrypted with generic flash en-
cryption. This is forbidden since the NVS encryption works differently.

ESP_ERR_ULP_BASE (0x1200): Offset for ULP-related error codes
ESP_ERR_ULP_SIZE_TOO_BIG (0x1201): Program doesn’ t fit into RTC memory reserved for the ULP

ESP_ERR_ULP_INVALID_LOAD_ADDR (0x1202): Load address is outside of RTC memory reserved for the
ULP

ESP_ERR_ULP_DUPLICATE LABEL (0x1203): More than one label with the same number was defined
ESP_ERR_ULP_UNDEFINED_LABEL (0x1204): Branch instructions references an undefined label

ESP_ERR_ULP_BRANCH_OUT_OF_RANGE (0x1205): Branch target is out of range of B instruction (try replacing
with BX)

ESP_ERR_OTA_BASE (0x1500): Base error code for ota_ops api

ESP_ERR_OTA_PARTITION_CONFLICT (0x1501): Error if request was to write or erase the current running
partition

ESP_ERR_OTA_SELECT_INFO_INVALID (0x1502): Error if OTA data partition contains invalid content
ESP_ERR_OTA_VALIDATE_FAILED (0x1503): Error if OTA app image is invalid

ESP_ERR_OTA_SMALL_SEC_VER (0x1504): Error if the firmware has a secure version less than the running
firmware.

ESP_ERR_OTA_ROLLBACK_FAILED (0x1505): Error if flash does not have valid firmware in passive partition
and hence rollback is not possible

ESP_ERR_OTA_ROLLBACK_INVALID_ STATE (0x1506): Error if current active firmware is still marked in
pending validation state (ESP_OTA_IMG_PENDING_VERIFY), essentially first boot of firmware image post up-
grade and hence firmware upgrade is not possible

ESP_ERR_EFUSE (0x1600): Base error code for efuse api.
ESP_OK_EFUSE_CNT (0x1601): OK the required number of bits is set.
ESP_ERR_EFUSE_CNT_IS_FULL (0x1602): Error field is full.

ESP_ERR _EFUSE_REPEATED_PROG (0x1603): Error repeated programming of programmed bits is strictly for-
bidden.

ESP_ERR_CODING (0x1604): Error while a encoding operation.
ESP_ERR_NOT_ENOUGH_UNUSED_KEY_BLOCKS (0x1605): Error not enough unused key blocks available

ESP_ERR_DAMAGED_READING (0x1606): Error. Burn or reset was done during a reading operation leads to
damage read data. This error is internal to the efuse component and not returned by any public APL

ESP_ERR_IMAGE_BASE (0x2000)

ESP_ERR_IMAGE_FLASH_FAIL (0x2001)

ESP_ERR_IMAGE_INVALID (0x2002)

ESP_ERR_WIFI_BASE (0x3000): Starting number of WiFi error codes
ESP_ERR_WIFI_NOT_INIT (0x3001): WiFi driver was not installed by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED (0x3002): WiFi driver was not started by esp_wifi_start

ESP_ERR_WIFI_NOT_STOPPED (0x3003): WiFi driver was not stopped by esp_wifi_stop
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ESP_ERR_WIFI_IF (0x3004): WiFi interface error

ESP_ERR_WIFI_MODE (0x3005): WiFi mode error

ESP_ERR_WIFI_STATE (0x3006): WiFi internal state error

ESP_ERR_WIFI_CONN (0x3007): WiFi internal control block of station or soft-AP error
ESP_ERR_WIFI_NVS (0x3008): WiFi internal NVS module error
ESP_ERR_WIFI_MAC (0x3009): MAC address is invalid

ESP_ERR_WIFI_SSID (0x300a): SSID is invalid

ESP_ERR_WIFI_PASSWORD (0x300b): Password is invalid
ESP_ERR_WIFI_TIMEOUT (0x300c): Timeout error

ESP_ERR_WIFI_WAKE_FAIL (0x300d): WiFi is in sleep state(RF closed) and wakeup fail
ESP_ERR_WIFI_WOULD_BLOCK (0x300e): The caller would block
ESP_ERR_WIFI_NOT_CONNECT (0x300f): Station still in disconnect status
ESP_ERR_WIFI_POST (0x3012): Failed to post the event to WiFi task
ESP_ERR_WIFI_INIT_ STATE (0x3013): Invalid WiFi state when init/deinit is called
ESP_ERR_WIFI_STOP_STATE (0x3014): Returned when WiFi is stopping
ESP_ERR_WIFI_NOT_ASSOC (0x3015): The WiFi connection is not associated
ESP_ERR_WIFI_TX_DISALLOW (0x3016): The WiFi TX is disallowed

ESP_ERR _WIFI_TwT_ FULL (0x3017): no available flow id

ESP_ERR _WIFI_TWT_SETUP_TIMEOUT (0x3018): Timeout of receiving twt setup response frame, timeout
times can be set during twt setup

ESP_ERR_WIFI_REGISTRAR (0x3033): WPS registrar is not supported
ESP_ERR_WIFI_WPS_TYPE (0x3034): WPS type error
ESP_ERR_WIFI_WPS_SM (0x3035): WPS state machine is not initialized
ESP_ERR_ESPNOW_BASE (0x3064): ESPNOW error number base.
ESP_ERR_ESPNOW_NOT_INIT (0x3065): ESPNOW is not initialized.
ESP_ERR_ESPNOW_ARG (0x3066): Invalid argument
ESP_ERR_ESPNOW_NO_MEM (0x3067): Out of memory
ESP_ERR_ESPNOW_FULL (0x3068): ESPNOW peer list is full
ESP_ERR_ESPNOW_NOT_FOUND (0x3069): ESPNOW peer is not found
ESP_ERR_ESPNOW_INTERNAL (0x306a): Internal error
ESP_ERR_ESPNOW_EXIST (0x306b): ESPNOW peer has existed
ESP_ERR_ESPNOW_IF (0x306c): Interface error

ESP_ERR_DPP_FAILURE (0x3097): Generic failure during DPP Operation
ESP_ERR_DPP_TX FAILURE (0x3098): DPP Frame Tx failed OR not Acked
ESP_ERR_DPP_INVALID_ ATTR (0x3099): Encountered invalid DPP Attribute
ESP_ERR_MESH_BASE (0x4000): Starting number of MESH error codes
ESP_ERR_MESH WIFI_NOT_START (0x4001)
ESP_ERR_MESH_NOT_INIT (0x4002)

ESP_ERR_MESH NOT_CONFIG (0x4003)
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ESP_ERR_MESH_NOT_START (0x4004)

ESP_ERR_MESH NOT_SUPPORT (0x4005)
ESP_ERR_MESH _NOT_ALLOWED (0x4006)
ESP_ERR_MESH_NO_MEMORY (0x4007)

ESP_ERR_MESH ARGUMENT (0x4008)

ESP_ERR_MESH EXCEED_MTU (0x4009)
ESP_ERR_MESH_TIMEOUT (0x400a)
ESP_ERR_MESH_DISCONNECTED (0x400b)
ESP_ERR_MESH QUEUE_FAIL (0x400c)

ESP_ERR_MESH QUEUE_FULL (0x400d)
ESP_ERR_MESH_NO_PARENT_FOUND (0x400e¢)
ESP_ERR_MESH NO_ROUTE_FOUND (0x400f)
ESP_ERR_MESH_OPTION_NULL (0x4010)
ESP_ERR_MESH_OPTION_UNKNOWN (0x4011)
ESP_ERR_MESH_XON_NO_WINDOW (0x4012)
ESP_ERR_MESH_INTERFACE (0x4013)

ESP_ERR_MESH DISCARD_DUPLICATE (0x4014)
ESP_ERR_MESH_DISCARD (0x4015)
ESP_ERR_MESH_VOTING (0x4016)

ESP_ERR_MESH_XMIT (0x4017)
ESP_ERR_MESH_QUEUE_READ (0x4018)
ESP_ERR_MESH_PS (0x4019)
ESP_ERR_MESH_RECV_RELEASE (0x401a)
ESP_ERR_ESP_NETIF_BASE (0x5000)
ESP_ERR_ESP_NETIF_INVALID_PARAMS (0x5001)
ESP_ERR_ESP_NETIF_IF_NOT_READY (0x5002)
ESP_ERR_ESP_NETIF_DHCPC_START_FAILED (0x5003)
ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED (0x5004)
ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED (0x5005)
ESP_ERR_ESP_NETIF_ NO_MEM (0x5006)
ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED (0x5007)
ESP_ERR_ESP_NETIF_DRIVER_ATTACH_FAILED (0x5008)
ESP_ERR_ESP_NETIF_INIT_FAILED (0x5009)
ESP_ERR_ESP_NETIF DNS_NOT_CONFIGURED (0x500a)
ESP_ERR_ESP_NETIF_MLD6_FAILED (0x500b)
ESP_ERR_ESP_NETIF_IP6_ADDR_FAILED (0x500c)
ESP_ERR_ESP_NETIF_DHCPS_START_FAILED (0x500d)
ESP_ERR_FLASH_BASE (0x6000): Starting number of flash error codes

ESP_ERR_FLASH_OP_FATIL (0x6001)
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ESP_ERR_FLASH OP_TIMEOUT (0x6002)

ESP_ERR_FLASH NOT_ INITIALISED (0x6003)

ESP_ERR_FLASH UNSUPPORTED_HOST (0x6004)

ESP_ERR_FLASH UNSUPPORTED_CHIP (0x6005)

ESP_ERR_FLASH PROTECTED (0x6006)

ESP_ERR_HTTP_BASE (0x7000): Starting number of HTTP error codes
ESP_ERR_HTTP_MAX_REDIRECT (0x7001): The error exceeds the number of HTTP redirects
ESP_ERR_HTTP_CONNECT (0x7002): Error open the HTTP connection
ESP_ERR_HTTP_WRITE_DATA (0x7003): Error write HTTP data

ESP_ERR_HTTP_FETCH_ HEADER (0x7004): Error read HTTP header from server
ESP_ERR_HTTP_INVALID_TRANSPORT (0x7005): There are no transport support for the input scheme
ESP_ERR_HTTP_CONNECTING (0x7006): HTTP connection hasn’ t been established yet
ESP_ERR_HTTP_FEAGAIN (0x7007): Mapping of errno EAGAIN to esp_err_t
ESP_ERR_HTTP_CONNECTION_CLOSED (0x7008): Read FIN from peer and the connection closed
ESP_ERR_ESP_TLS_BASE (0x8000): Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_RESOLVE_HOSTNAME (0x8001): Error if hostname couldn’ t be resolved upon
tls connection

ESP_ERR_ESP_TLS_CANNOT_ CREATE_SOCKET (0x8002): Failed to create socket
ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOL_FAMILY (0x8003): Unsupported protocol family
ESP_ERR_ESP_TLS FAILED CONNECT_TO HOST (0x8004): Failed to connect to host

ESP_ERR _ESP_TLS_SOCKET _SETOPT_FAILED (0x8005): failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT (0x8006): new connection in esp_tls_low_level_conn connec-
tion timeouted

ESP_ERR_ESP_TLS_SE_FAILED (0x8007)

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN (0x8008)

ESP_ERR_MBEDTLS_CERT_PARTLY_OK (0x8010): mbedtls parse certificates was partly successful
ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FATLED (0x8011): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_SET_HOSTNAME_FAILED (0x8012): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED (0x8013): mbedtls api returned error
ESP_ERR_MBEDTLS_SSI_CONF_ALPN_PROTOCOLS_FATLED (0x8014): mbedtls api returned error
ESP_ERR_MBEDTLS_X509_CRT_PARSE_FATILED (0x8015): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED (0x8016): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_SETUP_FAILED (0x8017): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL WRITE_FAILED (0x8018): mbedtls api returned error
ESP_ERR_MBEDTLS_PK_PARSE_KEY_ FAILED (0x8019): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSIL_HANDSHAKE_FAILED (0x801a): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSI_CONF_PSK_FATLED (0x801b): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSL_TICKET_SETUP_FAILED (0x801c): mbedtls api returned failed
ESP_ERR_WOLFSSL_SSL_SET_HOSTNAME_FAILED (0x8031): wolfSSL api returned error

ESP_ERR_WOLFSSIL_SSIL_CONF_ALPN_PROTOCOLS_FAILED (0x8032): wolfSSL api returned error
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ESP_ERR_WOLFSSL_CERT_VERIFY_SETUP_FATILED (0x8033): wolfSSL api returned error
ESP_ERR_WOLFSSL_KEY_ VERIFY_SETUP_FAILED (0x8034): wolfSSL api returned error
ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED (0x8035): wolfSSL api returned failed
ESP_ERR_WOLFSSL_CTX_SETUP_FAILED (0x8036): wolfSSL api returned failed
ESP_ERR_WOLFSSL_SSI_SETUP_FAILED (0x8037): wolfSSL api returned failed
ESP_ERR_WOLFSSL_SSL_WRITE_FAILED (0x8038): wolfSSL api returned failed
ESP_ERR_HTTPS_OTA_BASE (0x9000)

ESP_ERR_HTTPS_OTA_IN_PROGRESS (0x9001)

ESP_ERR_PING_BASE (0xa000)

ESP_ERR_PING_INVALID_PARAMS (0xa001)

ESP_ERR_PING_NO_MEM (0xa002)

ESP_ERR_HTTPD_BASE (0xb000): Starting number of HTTPD error codes
ESP_ERR_HTTPD_HANDLERS_FULL (0xb001): All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS (0xb002): URI handler with same method and target URI already regis-
tered

ESP_ERR_HTTPD_INVALID_REQ (0xb003): Invalid request pointer
ESP_ERR_HTTPD_RESULT_TRUNC (0xb004): Result string truncated
ESP_ERR_HTTPD_RESP_HDR (0xb005): Response header field larger than supported
ESP_ERR_HTTPD_RESP_SEND (0xb006): Error occured while sending response packet
ESP_ERR_HTTPD_ALLOC_MEM (0xb007): Failed to dynamically allocate memory for resource
ESP_ERR_HTTPD_TASK (0xb008): Failed to launch server task/thread
ESP_ERR_HW_CRYPTO_BASE (0xc000): Starting number of HW cryptography module error codes
ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL (0xc001): HMAC peripheral problem
ESP_ERR_HW_CRYPTO_DS_INVALID_KEY (0xc002)
ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST (0xc004)
ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING (0xc005)

ESP_ERR_MEMPROT_BASE (0xd000): Starting number of Memory Protection API error codes
ESP_ERR_MEMPROT_MEMORY_TYPE_INVALID (0xd001)
ESP_ERR_MEMPROT_SPLIT_ADDR_INVALID (0xd002)
ESP_ERR_MEMPROT_SPLIT_ADDR_OUT_OF_RANGE (0xd003)
ESP_ERR_MEMPROT_SPLIT_ADDR_UNALIGNED (0xd004)
ESP_ERR_MEMPROT_UNIMGMT_BLOCK_INVALID (0xd005)
ESP_ERR_MEMPROT_WORLD_INVALID (0xd006)

ESP_ERR_MEMPROT_AREA_INVALID (0xd007)

ESP_ERR_MEMPROT_CPUID_INVALID (0xd008)

ESP_ERR_TCP_TRANSPORT_BASE (0xe000): Starting number of TCP Transport error codes
ESP_ERR_TCP_TRANSPORT_CONNECTION_TIMEOUT (0xe001): Connection has timed out

ESP_ERR_TCP_TRANSPORT_CONNECTION_CLOSED_BY_FIN (0xe002): Read FIN from peer and the con-
nection has closed (in a clean way)

ESP_ERR_TCP_TRANSPORT_CONNECTION_FAILED (0xe003): Failed to connect to the peer
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ESP_ERR_TCP_TRANSPORT_NO_MEM (0xe004): Memory allocation failed

24 M API

24.1 Wi-Fi

ESP-NOW
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B
ESP-NOW R )il CCMP J; IL GRG0 i S 1w 2e 4, LA n 5% IEEE Std. 802.11-2012. Wi-Fi &84ty 49!

o PMK AJ{ifi f§ AES-128 BN LMK, 78 esp_now_set_pmk () XE PMK, W5 R5E
PMK, ¥ ] ZRiA PMK,

* LMK Wit CCMP J7yE R LR B RE & S EWHEA TN, 2 3A 6 DA LMK, 4R
RUBEEF AT LMK, S EWUR ST n % .

FURT, AN SCREINGE ALY r s o 1 s it
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ESP-NOW. ESP-NOW ¥l Ziife Wi-Fi JHalh 54, PHI@ A EyIG L ESP-NOW Z /i /53l Wi-Fi,
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TMECH Ve FERFEORE AR B KA s 2 1, e esp_now_add_peer () RRHE BN B4
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PRAEBC B AR Wi Rz 1. XS APL W i%fEesp_wifi_start () ZJGHH .

ALY ESP-NOW JjfES % 24 HAL2Y ESP32-S2 [it il STA #islinf, AiFH i T IRHR.

TR, 8 esp_now_set_wake_window () } ESP-NOW Wt it & Window . BN &L T Window
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W2 7 Bl

o WA ZE %45 (144 51 ESP-NOW %#i: wifi/espnow.,
o T#W Z ESP-NOW [ H/nf3l, #52Z% README.md SC{f,

API £%

Header File

¢ components/esp_wifi/include/esp_now.h

Functions
esp_err_t esp_now_init (void)
Initialize ESPNOW function.
$Eq |
* ESP_OK : succeed

e ESP_ERR_ESPNOW_INTERNAL : Internal error
esp_err_t esp_now_deinit (void)

De-initialize ESPNOW function.
A
* ESP_OK : succeed
esp_err_t esp_now_get_version (uint32_t *version)
Get the version of ESPNOW.

Z¥ version -ESPNOW version
PEA ]
e ESP_OK : succeed
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_register_recv_cb (esp_now_recv_cb_t cb)

Register callback function of receiving ESPNOW data.

%L cb —callback function of receiving ESPNOW data

Bl
* ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error

esp_err_t esp_now_unregister_recv_cb (void)
Unregister callback function of receiving ESPNOW data.
Bl
* ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
esp_err_t esp_now_register_send_cb (esp_now_send_cb_t cb)
Register callback function of sending ESPNOW data.
%4 cb —callback function of sending ESPNOW data
Bl
e ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error
esp_err_t esp_now_unregister_send_cb (void)
Unregister callback function of sending ESPNOW data.

B
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* ESP_OK : succeed
« ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

esp_err_t esp_now_send (const uint8_t *peer_addr, const uint8_t *data, size_t len)
Send ESPNOW data.

Attention 1. If peer_addr is not NULL, send data to the peer whose MAC address matches peer_addr
Attention 2. If peer_addr is NULL, send data to all of the peers that are added to the peer list

Attention 3. The maximum length of data must be less than ESP_NOW_MAX_DATA_LEN

Attention 4. The buffer pointed to by data argument does not need to be valid after esp_now_send returns

S
* peer_addr —peer MAC address
* data —data to send
* len -length of data

A

ESP_OK : succeed

ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
ESP_ERR_ESPNOW_ARG : invalid argument

ESP_ERR_ESPNOW_INTERNAL : internal error

ESP_ERR_ESPNOW_NO_MEM : out of memory, when this happens, you can delay a
while before sending the next data

ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

ESP_ERR_ESPNOW_IF : current WiFi interface doesn’ t match that of peer

esp_err_t esp_now_add_peer (const esp_now_peer_info_t *peer)
Add a peer to peer list.

%% peer —peer information
PEA ]
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full
* ESP_ERR_ESPNOW_NO_MEM : out of memory
* ESP_ERR_ESPNOW_EXIST : peer has existed

esp_err_t esp_now_del_peer (const uint§_t *peer_addr)

Delete a peer from peer list.

%% peer_addr —peer MAC address
Bzl
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_mod_peer (const esp_now_peer_info_t *peer)

Modify a peer.

%% peer —peer information
Rl
¢ ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
» ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full

esp_err_tesp_wifi_config_espnow_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)
Config ESPNOW rate of specified interface.
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Deprecated:

please use esp_now_set_peer_rate_config() instead.

Attention 1. This API should be called after esp_wifi_start().
Attention 2. This API only work when not use Wi-Fi 6 and esp_now_set_peer_rate_config() not called.

S8
» ifx —Interface to be configured.
* rate —Phy rate to be configured.
Bl
e ESP_OK: succeed
* others: failed

esp_err_t esp_now_set_peer_rate_config (const uint8_t *peer_addr, esp_now_rate_config_t *config)
Set ESPNOW rate config for each peer.

Attention 1. This API should be called after esp_wifi_start() and esp_now_init().

S8
* peer_addr —peer MAC address
* config —rate config to be configured.
B
* ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
ESP_ERR_ESPNOW_INTERNAL : internal error

esp_err_t esp_now_get_peer (const uint8_t *peer_addr, esp_now_peer_info_t *peer)

Get a peer whose MAC address matches peer_addr from peer list.

SH
* peer_addr —peer MAC address
* peer —peer information
P
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_fetch_peer (bool from_head, esp_now_peer_info_t *peer)

Fetch a peer from peer list. Only return the peer which address is unicast, for the multicast/broadcast address,
the function will ignore and try to find the next in the peer list.

¥
e from_head —fetch from head of list or not
* peer —peer information
B
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

bool esp_now_is_peer_exist (const uint8_t *peer_addr)

Peer exists or not.

%% peer_addr —peer MAC address
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R M
* true : peer exists
* false : peer not exists
esp_err_t esp_now_get_peer_num (esp_now_peer_num_t *num)

Get the number of peers.

%%, num —number of peers
R E
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
esp_err_t esp_now_set_pmk (const uint8_t *pmk)

Set the primary master key.

Attention 1. primary master key is used to encrypt local master key

%%, pmk —primary master key

B
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_set_wake_window (uint16_t window)

Set wake window for esp_now to wake up in interval unit.

Attention 1. This  configuration could work at connected  status. When
ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration could work at
disconnected status.

Attention 2. Default value is the maximum.

%% window —Milliseconds would the chip keep waked each interval, from 0 to 65535.
B

* ESP_OK : succeed

* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

Structures

struct esp_now_peer_info

ESPNOW peer information parameters.

Public Members

uint8_t peer_addr[ESP_NOW_ETH_ALEN]
ESPNOW peer MAC address that is also the MAC address of station or softap

uint8_t 1mk[ESP_NOW_KEY_LEN]
ESPNOW peer local master key that is used to encrypt data

uint8_t channel

Wi-Fi channel that peer uses to send/receive ESPNOW data. If the value is 0, use the current channel
which station or softap is on. Otherwise, it must be set as the channel that station or softap is on.
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wifi_interface_t ifidx
Wi-Fi interface that peer uses to send/receive ESPNOW data

bool encrypt
ESPNOW data that this peer sends/receives is encrypted or not

void *priv
ESPNOW peer private data

struct esp_now_peer_num

Number of ESPNOW peers which exist currently.

Public Members

int total_num

Total number of ESPNOW peers, maximum value is ESP_NOW_MAX_TOTAL_PEER_NUM

int encrypt_num

Number of encrypted ESPNOW peers, maximum value is ESP_ NOW_MAX_ENCRYPT_PEER_NUM

struct esp_now_recv_info
ESPNOW packet information.

Public Members

uint8_t *src_addr

Source address of ESPNOW packet

uint8_t *des_addr
Destination address of ESPNOW packet

wifi_pkt_rx_ctrl_t ¥*rx_ctrl
Rx control info of ESPNOW packet

struct esp_now_rate_config
ESPNOW rate config.

Public Members

wifi_phy_mode_t phymode
ESPNOW phymode of specified interface

wifi_phy_rate_t rate
ESPNOW rate of specified interface

bool ersu

ESPNOW using ersu send frame
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Macros

ESP_ERR_ESPNOW_BASE
ESPNOW error number base.

ESP_ERR_ESPNOW_NOT_INIT

ESPNOW is not initialized.

ESP_ERR_ESPNOW_ARG

Invalid argument

ESP_ERR_ESPNOW_NO_MEM

Out of memory

ESP_ERR_ESPNOW_FULL
ESPNOW peer list is full

ESP_ERR_ESPNOW_NOT_FOUND
ESPNOW peer is not found

ESP_ERR_ESPNOW_INTERNAL

Internal error

ESP_ERR_ESPNOW_EXIST
ESPNOW peer has existed

ESP_ERR_ESPNOW_IF

Interface error

ESP_NOW_ETH_ALEN
Length of ESPNOW peer MAC address

ESP_NOW_KEY_LEN
Length of ESPNOW peer local master key

ESP_NOW_MAX_TOTAIL_PEER_NUM
Maximum number of ESPNOW total peers

ESP_NOW_MAX_ENCRYPT_PEER_NUM
Maximum number of ESPNOW encrypted peers

ESP_NOW_MAX_DATA_LEN
Maximum length of ESPNOW data which is sent very time

Type Definitions

typedef struct esp_now_peer_info esp_now_peer_info_t

ESPNOW peer information parameters.

typedef struct esp_now_peer_num esp_now_peer_num_t

Number of ESPNOW peers which exist currently.
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typedef struct esp_now_recv_info esp_now_recv_info_t
ESPNOW packet information.

typedef struct esp_now_rate_config esp_now_rate_config_t
ESPNOW rate config.

typedef void (*esp_now_recv_cb_t)(const esp_now_recv_info_t *esp_now_info, const uint8_t *data, int
data_len)

Callback function of receiving ESPNOW data.

Attention esp_now_info is a local variable, it can only be used in the callback.

Param esp_now_info received ESPNOW packet information
Param data received data
Param data_len length of received data

typedef void (*esp_now_send_cb_t)(const uint8_t *mac_addr, esp_now_send_status_t status)
Callback function of sending ESPNOW data.

Param mac_addr peer MAC address
Param status status of sending ESPNOW data (succeed or fail)

Enumerations

enum esp_now_send_status_t

Status of sending ESPNOW data .

Values:

enumerator ESP_NOW__SEND_SUCCESS
Send ESPNOW data successfully

enumerator ESP_NOW_SEND_FAIL
Send ESPNOW data fail
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AT SR REA T AR Kl WM esp_netif_init () REIEAL LwIP Bcfbdk. o 1 B7 AR
TR TT LwIP, R AR AN esp_netif APT G sl HE AT W 2545 11

ESP-WIFI-MESH FMRAY b5 i th g 42 . L, 24— USRS O, 359 50k
WA PRy 20k 8 DHCP %5 Pl 55 05 3. MR IR TP Sk o SXRROR: Fe e LAY R T iR
6]/ AR TP [0 28 A sk A B o (EE: , 2RSS TP L, R RREE AT I 3R

45 ESP-WIFI-MESH )i Ji1 ) ESP-WIFI-MESH ¥t 1 5 8 5 4 21 Je ) f . LwIP Hl Wi-Fi 2054
TR T ESP-WIFI-MESH TEIT46 FH By 0146 A B o A0 58 A 22 3K o

ESP_ERROR_CHECK (esp_netif_init ());

/HE AR RS
ESP_ERROR_CHECK (esp_event_loop_create_default());

/AWi-Fi & */

wifi_init_config_t config = WIFI_INIT_CONFIG_DEFAULT();

ESP_ERROR_CHECK (esp_wifi_init (&confiqg));

/FEM P EHALEREF </

ESP_ERROR_CHECK (esp_event_handler_register (IP_EVENT, IP_EVENT_STA_GOT_IP, &ip_
—event_handler, NULL));

ESP_ERROR_CHECK (esp_wifi_set_storage (WIFI_STORAGE_FLASH)) ;

ESP_ERROR_CHECK (esp_wifi_start());

TE5E MY LwIP F1 Wi-Fi (RIS, 5558 A T =2 R PAE 871217 ESP-WIFI-MESH,

1. #7441 Mesh
2. B F ESP-WIFI-MESH M %4
3. &%) Mesh

AL Mesh R O7 (U5 - Be s 446 4k ESP-WIFI-MESH.

/*Mesh Hl ¥ */

ESP_ERROR_CHECK (esp_mesh_init ());

/*ER mesh FHLERTF */

ESP_ERROR_CHECK (esp_event_handler_register (MESH_EVENT, ESP_EVENT_ANY_ID, &mesh_
—event_handler, NULL));

fid ¥ ESP-WIFI-MESH [ 4% ESP-WIFI-MESH 7] ifi ifesp_mesh_set_config () #H4T7HEC &, H L
Mimesh_cfg_t G5 HSE. R4S LA ESP-WIFI-MESH ffit & 244 :

BH g

Channel ({538) 1 3] 14 {538

Mesh ID ESP-WIFI-MESH W& ID, Jlmesh_addr_t.
Router (& #%) PEHESEIE , Wmesh_router t,

Mesh AP Mesh AP it &, Wmesh_ap_cfg t

Crypto Functions (fill%5 K%k ) Mesh IE [ia5 k%, W mesh_crypto_funcs_t,

NS A B R Qnfaf i & ESP-WIFI-MESH,

/* BN MESH IE fu®m */

mesh_cfg_t cfg = MESH_INIT_CONFIG_DEFAULT () ;

/* Mesh ID */

memcpy ( (uint8_t *) &cfg.mesh_id, MESH_ID, 6);

/R E (FERBBERFELER) */

cfg.channel = CONFIG_MESH_CHANNEL;

/* Bm At/

cfg.router.ssid_len = strlen (CONFIG_MESH_ROUTER_SSID) ;

Q)
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(£ L£50)

memcpy ( (uint8_t *) &cfg.router.ssid, CONFIG_MESH_ROUTER_SSID, cfg.router.ssid_len);
memcpy ( (uint8_t *) &cfg.router.password, CONFIG_MESH_ROUTER_PASSWD,
strlen (CONFIG_MESH_ROUTER_PASSWD)) ;
/* Mesh softAP */
cfg.mesh_ap.max_connection = CONFIG_MESH_AP_CONNECTIONS;
memcpy ( (uint8_t *) &cfg.mesh_ap.password, CONFIG_MESH_AP_PASSWD,
strlen (CONFIG_MESH_AP_PASSWD) ) ;
ESP_ERROR_CHECK (esp_mesh_set_config(&cfqg));

Fid)) Mesh "R 5 AU F B el j5 2l ESP-WIFI-MESH.

/* B & Mesh */
ESP_ERROR_CHECK (esp_mesh_start ());

&3l ESP-WIFI-MESH 5, MW #2771k #r ESP-WIFI-MESH 4, DAR & © /2Ty 1 2 2511 . 1582
J5, Wi esp_mesh_send() flesp_mesh_recv () £ ESP-WIFI-MESH W %% % 3% . 2k
Bt .

P4l B 4152 ESP-WIFI-MESH (IR —, FRVFIY Al Sl i/ se 50 /3% 1/ o 14 4 1) At Y 50
. MCIIRE SLVF ESP-WIFI-MESH W28 BAT MR R 09 1 4k, Il AL R SIS 45 F M A A ERSE
R EH LM I RENS , ESP-WIFI-MESH [ 4% i i35 S REDS ] 58 AT #Af::

o BERREBEZSARAT A (ML M2 i 1 BRLY SRR )
o BEEEE IR ACT N (W 228 Hhiy SV i)
o FMZRIBTITIN B ShEpiEs: (L8 22 9 4 P il 3y s )

JEH AL B fE ), ESP-WIFI-MESH R S ] Wi-Fi APL R, fER I A AL femt, 5
24 Wi-Fi API, W12 T-4t ESP-WIFI-MESH ) T-ff:.

JERAEM AR AT AR AT B i esp_mesh_set_self _organized() PREL, 3%k
A EAMIIEE. ZEEEA LTI P25

e bool enable $8E /BB B HMIThRE,
* bool select_parent $§ELESH H A MY GERT & A N LR B9 AT A . ARIETT A IAURIAY &
MEPRAS, AT S HARFEMEN . 2 MR, IESECAE .

SOUAELM T T B T A AR E A RE

/7R B AR

esp_mesh_set_self_organized(false, false);

ESP-WIFI-MESH K154 ] 21 W Il 45319 r 1 24 1 Wi-FiIRE

o ARAY SSEHT O BB A A, PR RS T
o AT SUSEHT CWOIT R HAETEF R ST s i, ULRES (R4
o AR R AR AR E R IR B A R BB R, URREASE L EORT I

FOUAELM  ESP-WIFI-MESH KF22507E 5 ] B 4L IR REFY S A 24 15 Wi-FiRES . (HU2, ARIEY e
PARGRTHEHE TS, 7R Wi-FUIRES T RE S B AR . R RS TR H AL I RCR -
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EOERE | 2 Ak | 1EH
ALAT A, HR4E 5
N N ELIE R B AT SR R R
2RSS ST SR EE IR . W esp_mesh_connect () EHiED.
Y EIEE A th R AT S T 1 %
& B A BT AR 25 s 75 fl e sp_mesh_connect () JFTHEIE.,
Y N AT AT LAY SR H S B e AT O IR .
EEEAAAT SR SR TR, S g e T S R IE.
Y FRES SAETER: 2 I pI b iGT “IRE ST Mifat. NIk, WA EErS
H AR AT T SR, R e S SO T

TR B R T A S B 4L RE

JREREAR, FEE-ADHHRTE
esp_mesh_set_self_organized(true, true);

/70 A B AW I F s E A
esp_mesh_set_self_organized(true, false);
esp_mesh_connect () ;

VI Wi-Fi APT e 285 00F, BMIREF T REAy 27 o 1] ESP-WIFI-MESH Ji[R] i i} Wi-Fi APL. {41,
IV AR AT e BT S AT I AR (AP). (HAER TR PNEM Wi-Fi APT 25, BENIA
M. 70, ESP-WIFI-MESH #{1 4 n] BE 2[R I ] Wi-Fi AP, 31T 52 Wi 2 R P A I 35 3

NIRRT AN fEesp_mesh_set_self organized () Z[a]JEH Wi-Fi AP1, F e B ER TN
T fE ESP-WIFI-MESH iz 8] % & flesp_wifi_scan_start ().

J/ER B AW

esp_mesh_set_self_organized (0, 0);

//1F E A IE FE BEAT B B
esp_wifi_scan_stop();
//EHEHEWEN R AL
esp_wifi_scan_start();

J/HERAH SR

SR AEERS, WEHBEAEAN

esp_mesh_set_self_organized(l, 0);

SRR ART RERER, WEHFEA AN
1

esp_mesh_set_self_organized (1, ) ;

S/ R AR E R B kFERE, WEHEA
esp_mesh_set_self_organized(l, 0);
esp_mesh_connect () ;

Wi ESP-IDF A2 AR ESP-WIFI-MESH /- 437 H -
PG (1 TR T W34 ESP-WIFI-MESH W% , Jf-LHEHH 51 W0 540 80 R
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TR RG] s T A ESE 2 SRR B0 T i ESP-WIFI-MESH. BRI 7R 1 AT X 45 1
PEFTHRE , PATBhIEA e ST MBI, AR s SRR ST

API %

Header File

» components/esp_wifi/include/esp_mesh.h

Functions
esp_err_t esp_mesh_init (void)

Mesh initialization.

¢ Check whether Wi-Fi is started.
* Initialize mesh global variables with default values.

Attention This API shall be called after Wi-Fi is started.

S|
« ESP_OK
e ESP_FAIL
esp_err_t esp_mesh_deinit (void)
Mesh de-initialization.

— Release resources and stop the mesh

gml
- ESP_OK
« ESP_FAIL

esp_err_t esp_mesh_start (void)
Start mesh.

* Initialize mesh IE.

« Start mesh network management service.

* Create TX and RX queues according to the configuration.
» Register mesh packets receive callback.

Attention This API shall be called after mesh initialization and configuration.

B M

* ESP_OK

* ESP_FAIL
ESP_ERR_MESH_NOT_INIT
ESP_ERR_MESH_NOT_CONFIG
* ESP_ERR_MESH_NO_MEMORY
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esp_err_t esp_mesh_stop (void)

Stop mesh.

¢ Deinitialize mesh IE.

* Disconnect with current parent.

« Disassociate all currently associated children.

» Stop mesh network management service.

» Unregister mesh packets receive callback.

¢ Delete TX and RX queues.

* Release resources.

» Restore Wi-Fi softAP to default settings if Wi-Fi dual mode is enabled.
» Set Wi-Fi Power Save type to WIFI_PS_NONE.

gml
« ESP_OK
« ESP_FAIL

esp_err_t esp_mesh_send (const mesh_addr_t *to, const mesh_data_t *data, int flag, const mesh_opt_t opt[],
int opt_count)

Send a packet over the mesh network.

* Send a packet to any device in the mesh network.
» Send a packet to external IP network.

Attention This API is not reentrant.

S8
* to —[in] the address of the final destination of the packet

— If the packet is to the root, set this parameter to NULL.

— If the packet is to an external IP network, set this parameter to the IPv4:PORT combi-
nation. This packet will be delivered to the root firstly, then the root will forward this
packet to the final IP server address.

» data —[in] pointer to a sending mesh packet

— Field size should not exceed MESH_MPS. Note that the size of one mesh packet should
not exceed MESH_MTU.

— Field proto should be set to data protocol in use (default is MESH_PROTO_BIN for
binary).

— Field tos should be set to transmission tos (type of service) in use (default is
MESH_TOS_P2P for point-to-point reliable).

» flag —[in] bitmap for data sent

— Speed up the route search

= If the packet is to the root and “to” parameter is NULL, set this parameter to 0.

« If the packet is to an internal device, MESH_DATA_P2P should be set.

« If the packet is to the root ( “to” parameter isn’ t NULL) or to external IP network,
MESH_DATA_TODS should be set.

« If the packet is from the root to an internal device, MESH_DATA_FROMDS should
be set.

— Specify whether this API is block or non-block, block by default
« If needs non-blocking, MESH_DATA_NONBLOCK should be set. Otherwise, may

use esp_mesh_send_block_time() to specify a blocking time.

— In the situation of the root change, MESH_DATA_DROP identifies this packet can be
dropped by the new root for upstream data to external IP network, we try our best to
avoid data loss caused by the root change, but there is a risk that the new root is running
out of memory because most of memory is occupied by the pending data which isn’ t
read out in time by esp_mesh_recv_toDS().
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Generally, we suggest esp_mesh_recv_toDS() is called after a connection with IP net-
work is created. Thus data outgoing to external IP network via socket is just from
reading esp_mesh_recv_toDS() which avoids unnecessary memory copy.

* opt —[in] options

— In case of sending a packet to a certain group, MESH_OPT_SEND_GROUP is a good
choice. In this option, the value field should be set to the target receiver addresses in
this group.

— Root sends a packet to an internal device, this packet is from external IP network in case
the receiver device responds this packet, MESH_OPT_RECV_DS_ADDR is required
to attach the target DS address.

* opt_count —[in] option count

— Currently, this API only takes one option, so opt_count is only supported to be 1.

Bl

* ESP_OK

* ESP_FAIL

* ESP_ERR_MESH_ARGUMENT

* ESP_ERR_MESH_NOT_START

e ESP_ERR_MESH_DISCONNECTED

e ESP_ERR_MESH_OPT_UNKNOWN

* ESP_ERR_MESH_EXCEED_MTU

* ESP_ERR_MESH_NO_MEMORY

* ESP_ERR_MESH_TIMEOUT

* ESP_ERR_MESH_QUEUE_FULL

e ESP_ERR_MESH_NO_ROUTE_FOUND

e ESP_ERR_MESH_DISCARD

esp_err_t esp_mesh_send_block_time (uint32_t time_ms)

Set blocking time of esp_mesh_send()

Attention This API shall be called before mesh is started.

24 time_ms —[in] blocking time of esp_mesh_send(), unit:ms
PEA ]
e ESP_OK

esp_err_t esp_mesh_recv (mesh_addr_t *from, mesh_data_t *data, int timeout_ms, int *flag, mesh_opt_t
opt[], int opt_count)

Receive a packet targeted to self over the mesh network.

flag could be MESH_DATA_FROMDS or MESH_DATA_TODS.

Attention Mesh RX queue should be checked regularly to avoid running out of memory.
» Use esp_mesh_get_rx_pending() to check the number of packets available in the queue waiting to
be received by applications.

S

» from —[out] the address of the original source of the packet

* data —[out] pointer to the received mesh packet
— Field proto is the data protocol in use. Should follow it to parse the received data.
— Field tos is the transmission tos (type of service) in use.

* timeout_ms —[in] wait time if a packet isn’ t immediately available (O:no wait, port-
MAX_DELAY :wait forever)

» flag [out] bitmap for data received
— MESH_DATA_FROMDS represents data from external IP network
— MESH_DATA_TODS represents data directed upward within the mesh network

* opt —[out] options desired to receive
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B

— MESH_OPT_RECV_DS_ADDR attaches the DS address
opt_count —[in] option count desired to receive
— Currently, this API only takes one option, so opt_count is only supported to be 1.

ESP_OK
ESP_ERR_MESH_ARGUMENT
ESP_ERR_MESH_NOT_START
ESP_ERR_MESH_TIMEOUT
ESP_ERR_MESH_DISCARD

esp_err_t esp_mesh_recv_toDS (mesh_addr_t *from, mesh_addr_t *to, mesh_data_t *data, int timeout_ms,

int *flag, mesh_opt_t opt[], int opt_count)

Receive a packet targeted to external IP network.

* Root uses this API to receive packets destined to external IP network

* Root forwards the received packets to the final destination via socket.

« If no socket connection is ready to send out the received packets and this esp_mesh_recv_toDS() hasn’
t been called by applications, packets from the whole mesh network will be pending in toDS queue.

Use esp_mesh_get_rx_pending() to check the number of packets available in the queue waiting to be received
by applications in case of running out of memory in the root.

Using esp_mesh_set_xon_gsize() users may configure the RX queue size, default:32. If this size is too large,
and esp_mesh_recv_toDS() isn’ t called in time, there is a risk that a great deal of memory is occupied by the
pending packets. If this size is too small, it will impact the efficiency on upstream. How to decide this value
depends on the specific application scenarios.

flag could be MESH_DATA_TODS.
Attention This API is only called by the root.

S

from —[out] the address of the original source of the packet

to —[out] the address contains remote IP address and port (IPv4:PORT)

data —[out] pointer to the received packet

— Contain the protocol and applications should follow it to parse the data.

timeout_ms —[in] wait time if a packet isn’ t immediately available (0:no wait, port-

MAX_DELAY:wait forever)

flag —[out] bitmap for data received

— MESH_DATA_TODS represents the received data target to external IP network. Root
shall forward this data to external IP network via the association with router.

opt —[out] options desired to receive

opt_count —[in] option count desired to receive

ESP_OK
ESP_ERR_MESH_ARGUMENT
ESP_ERR_MESH_NOT_START
ESP_ERR_MESH_TIMEOUT
ESP_ERR_MESH_DISCARD
ESP_ERR_MESH_RECV_RELEASE

esp_err_t esp_mesh_set_config (const mesh_cfg_t *config)

Set mesh stack configuration.

e Use MESH_INIT_CONFIG_DEFAULT() to initialize the default values, mesh IE is encrypted by de-

fault.
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¢ Mesh network is established on a fixed channel (1-14).

* Mesh event callback is mandatory.

e Mesh ID is an identifier of an MBSS. Nodes with the same mesh ID can communicate with each other.
» Regarding to the router configuration, if the router is hidden, BSSID field is mandatory.

If BSSID field isn’ t set and there exists more than one router with same SSID, there is a risk that more roots
than one connected with different BSSID will appear. It means more than one mesh network is established
with the same mesh ID.

Root conflict function could eliminate redundant roots connected with the same BSSID, but couldn’ t handle
roots connected with different BSSID. Because users might have such requirements of setting up routers with
same SSID for the future replacement. But in that case, if the above situations happen, please make sure
applications implement forward functions on the root to guarantee devices in different mesh networks can
communicate with each other. max_connection of mesh softAP is limited by the max number of Wi-Fi softAP
supported (max:10).

Attention This API shall be called before mesh is started after mesh is initialized.

%% config —[in] pointer to mesh stack configuration
B

* ESP_OK

* ESP_ERR_MESH_ARGUMENT

» ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_get_config (mesh_cfg_t *config)
Get mesh stack configuration.

%% config —[out] pointer to mesh stack configuration
Bl
* ESP_OK
* ESP_ERR_MESH_ARGUMENT
esp_err_t esp_mesh_set_router (const mesh_router_t *router)

Get router configuration.

Attention This API is used to dynamically modify the router configuration after mesh is configured.

%%, router —[in] pointer to router configuration
R

« ESP_OK

« ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_get_router (mesh_router_t *router)

Get router configuration.

%% router —[out] pointer to router configuration
R
« ESP_OK
e ESP_ERR_MESH_ARGUMENT
esp_err_t esp_mesh_set_id (const mesh_addr_t *id)

Set mesh network ID.

Attention This API is used to dynamically modify the mesh network ID.

%4 id —[in] pointer to mesh network ID
FEA ]

Espressif Systems 224 Release v5.1-rc2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1-rc2

Chapter 2. APl &%

* ESP_OK

* ESP_ERR_MESH_ARGUMENT: invalid argument

esp_err_t esp_mesh_get_id (mesh_addr_t *id)
Get mesh network ID.
24 id —[out] pointer to mesh network ID
B
* ESP_OK
* ESP_ERR_MESH_ARGUMENT
esp_err_t esp_mesh_set_type (mesh_type_t type)
Designate device type over the mesh network.

L]

%% type -[in] device type
B
* ESP_OK
¢« ESP_ERR_MESH_NOT_ALLOWED

mesh_type_t esp_mesh_get_type (void)
Get device type over mesh network.

Attention This API shall be called after
MESH_EVENT_PARENT_CONNECTED.

R [a] mesh type

esp_err_t esp_mesh_set_max_layer (int max_layer)

Set network max layer value.

« for tree topology, the max is 25.
e for chain topology, the max is 1000.
¢ Network max layer limits the max hop count.

Attention This API shall be called before mesh is started.

%4 max_layer —[in] max layer value
B
* ESP_OK
* ESP_ERR_MESH_ARGUMENT
¢« ESP_ERR_MESH_NOT_ALLOWED

int esp_mesh_get_max_layer (void)
Get max layer value.

R IH] max layer value

MESH_IDLE: designates a device as a self-organized node for a mesh network

* MESH_ROOT: designates the root node for a mesh network

MESH_LEAF: designates a device as a standalone Wi-Fi station that connects to a parent
MESH_STA: designates a device as a standalone Wi-Fi station that connects to a router

having received the

event
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esp_err_t esp_mesh_set_ap_password (const uint§_t *pwd, int len)

Set mesh softAP password.

Attention This API shall be called before mesh is started.

SH

» pwd —[in] pointer to the password

* len —[in] password length
B

* ESP_OK
ESP_ERR_MESH_ARGUMENT
ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_set_ap_authmode (wifi_auth_mode_t authmode)

Set mesh softAP authentication mode.

Attention This API shall be called before mesh is started.

Z¥ authmode —[in] authentication mode
izl

 ESP_OK

e ESP_ERR_MESH_ARGUMENT

e ESP_ERR_MESH_NOT_ALLOWED

wifi_auth_mode_t esp_mesh_get_ap_authmode (void)

Get mesh softAP authentication mode.
J&A] authentication mode

esp_err_t esp_mesh_set_ap_connections (int connections)

Set mesh max connection value.

¢ Set mesh softAP max connection = mesh max connection + non-mesh max connection

Attention This API shall be called before mesh is started.
%% connections —[in] the number of max connections
S|
e ESP_OK
e« ESP_ERR_MESH_ARGUMENT

int esp_mesh_get_ap_connections (void)

Get mesh max connection configuration.
&M the number of mesh max connections

int esp_mesh_get_non_mesh_connections (void)

Get non-mesh max connection configuration.
J&[8] the number of non-mesh max connections

int esp_mesh_get_layer (void)

Get current layer value over the mesh network.
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Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.

&I layer value

esp_err_t esp_mesh_get_parent_bssid (mesh_addr_t *bssid)
Get the parent BSSID.

Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.

%% bssid —[out] pointer to parent BSSID
R M

* ESP_OK

» ESP_FAIL

bool esp_mesh_is_root (void)

Return whether the device is the root node of the network.
R true/false

esp_err_t esp_mesh_set_self_organized (bool enable, bool select_parent)

Enable/disable self-organized networking.

 Self-organized networking has three main functions: select the root node; find a preferred parent; initiate
reconnection if a disconnection is detected.

* Self-organized networking is enabled by default.

« If self-organized is disabled, users should set a parent for the device via esp_mesh_set_parent().

Attention This API is used to dynamically modify whether to enable the self organizing.

S8
* enable [in] enable or disable self-organized networking
* select_parent —[in] Only valid when self-organized networking is enabled.
— if select_parent is set to true, the root will give up its mesh root status and search for a
new parent like other non-root devices.

B m

ESP_OK
» ESP_FAIL

bool esp_mesh_get_self organized (void)
Return whether enable self-organized networking or not.

R&A| true/false

esp_err_t esp_mesh_waive_root (const mesh_vote_t *vote, int reason)

Cause the root device to give up (waive) its mesh root status.

* A device is elected root primarily based on RSSI from the external router.

* If external router conditions change, users can call this API to perform a root switch.

* In this API, users could specify a desired root address to replace itself or specify an attempts value to
ask current root to initiate a new round of voting. During the voting, a better root candidate would be
expected to find to replace the current one.
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* If no desired root candidate, the vote will try a specified number of attempts (at least 15). If no better
root candidate is found, keep the current one. If a better candidate is found, the new better one will send
a root switch request to the current root, current root will respond with a root switch acknowledgment.

 After that, the new candidate will connect to the router to be a new root, the previous root will disconnect
with the router and choose another parent instead.

Root switch is completed with minimal disruption to the whole mesh network.

Attention This API is only called by the root.

SH

* vote —[in] vote configuration

— If this parameter is set NULL, the vote will perform the default 15 times.

Field percentage threshold is 0.9 by default.
Field is_rc_specified shall be false.
Field attempts shall be at least 15 times.

e reason —[in] only accept MESH_VOTE_REASON_ROOT_INITIATED for now
Bl

* ESP_OK

» ESP_ERR_MESH_QUEUE_FULL

» ESP_ERR_MESH_DISCARD

» ESP_FAIL

esp_err_t esp_mesh_set_vote_percentage (float percentage)
Set vote percentage threshold for approval of being a root (default:0.9)

¢ During the networking, only obtaining vote percentage reaches this threshold, the device could be a root.

Attention This API shall be called before mesh is started.

%% percentage —[in] vote percentage threshold
JEA |

 ESP_OK

« ESP_FAIL

float esp_mesh_get_vote_percentage (void)
Get vote percentage threshold for approval of being a root.

R IH] percentage threshold

esp_err_t esp_mesh_set_ap_assoc_expire (int seconds)

Set mesh softAP associate expired time (default:10 seconds)

o If mesh softAP hasn’ t received any data from an associated child within this time, mesh softAP will
take this child inactive and disassociate it.
* If mesh softAP is encrypted, this value should be set a greater value, such as 30 seconds.

%% seconds —[in] the expired time
Bzl

 ESP_OK

e ESP_FAIL
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int esp_mesh_get_ap_assoc_expire (void)

Get mesh softAP associate expired time.

RIAl seconds

int esp_mesh_get_total_node_num (void)

Get total number of devices in current network (including the root)

Attention The returned value might be incorrect when the network is changing.
1R& ] total number of devices (including the root)

int esp_mesh_get_routing_table_size (void)

Get the number of devices in this device’ s sub-network (including self)
& [a] the number of devices over this device’ s sub-network (including self)

esp_err_t esp_mesh_get_routing_table (mesh_addr_t *¥mac, int len, int *size)
Get routing table of this device’ s sub-network (including itself)
S
* mac —[out] pointer to routing table
* len —[in] routing table size(in bytes)
* size —[out] pointer to the number of devices in routing table (including itself)
B
* ESP_OK
* ESP_ERR_MESH_ARGUMENT
esp_err_t esp_mesh_post_toDS_state (bool reachable)
Post the toDS state to the mesh stack.

Attention This API is only for the root.

%%, reachable —[in] this state represents whether the root is able to access external IP network
$EA |

e ESP_OK

« ESP_FAIL

esp_err_t esp_mesh_get_tx_pending (mesh_tx_pending t *pending)
Return the number of packets pending in the queue waiting to be sent by the mesh stack.
%%t pending —[out] pointer to the TX pending
Bl
* ESP_OK
* ESP_FAIL
esp_err_t esp_mesh_get_rx_pending (mesh_rx_pending_t *pending)
Return the number of packets available in the queue waiting to be received by applications.
%% pending —[out] pointer to the RX pending
Bl
* ESP_OK
» ESP_FAIL
int esp_mesh_available_txupQ_num (const mesh_addr_t *addr, uint32_t *xseqno_in)
Return the number of packets could be accepted from the specified address.

S
e addr [in] self address or an associate children address
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* xseqno_in —[out] sequence number of the last received packet from the specified ad-

dress
& Ia] the number of upQ for a certain address

esp_err_t esp_mesh_set_xon_gsize (int gsize)

Set the number of RX queue for the node, the average number of window allocated to one of its child node is:
wnd = xon_gsize / (2 * max_connection + 1). However, the window of each child node is not strictly equal to

the average value, it is affected by the traffic also.

Attention This API shall be called before mesh is started.

%8 gsize [in] default:32 (min:16)
P[]

« ESP_OK

« ESP_FAIL

int esp_mesh_get_xon_gsize (void)

Get queue size.
& the number of queue

esp_err_t esp_mesh_allow_root_conflicts (bool allowed)

Set whether allow more than one root existing in one network.

2% allowed —[in] allow or not
B
« ESP_OK
» ESP_WIFI_ERR_NOT_INIT
» ESP_WIFI_ERR_NOT_START
bool esp_mesh_is_root_conflicts_allowed (void)

Check whether allow more than one root to exist in one network.
RIA] true/false

esp_err_t esp_mesh_set_group_id (const mesh_addr_t *addr, int num)
Set group ID addresses.
S8

* addr —[in] pointer to new group ID addresses

* num —[in] the number of group ID addresses
B

« ESP_OK

e ESP_MESH_ERR_ARGUMENT

esp_err_t esp_mesh_delete_group_id (const mesh_addr_t *addr, int num)
Delete group ID addresses.
S8

* addr —[in] pointer to deleted group ID address
* num —[in] the number of group ID addresses

Bl
* ESP_OK
» ESP_MESH_ERR_ARGUMENT
int esp_mesh_get_group_num (void)
Get the number of group ID addresses.

R[] the number of group ID addresses

Espressif Systems 230
Submit Document Feedback

Release v5.1-rc2


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1-rc2

Chapter 2. APl &%

esp_err_t esp_mesh_get_group_list (mesh_addr_t *addr, int num)
Get group ID addresses.
S8
* addr —[out] pointer to group ID addresses
* num —[in] the number of group ID addresses
Bl
* ESP_OK
* ESP_MESH_ERR_ARGUMENT
bool esp_mesh_is_my_group (const mesh_addr_t *addr)
Check whether the specified group address is my group.

R true/false

esp_err_t esp_mesh_set_capacity_num (int num)

Set mesh network capacity (max:1000, default:300)

Attention This API shall be called before mesh is started.

%4 num —[in] mesh network capacity

B
 ESP_OK
* ESP_ERR_MESH_NOT_ALLOWED
 ESP_MESH_ERR_ARGUMENT

int esp_mesh_get_capacity_num (void)

Get mesh network capacity.
& [a] mesh network capacity

esp_err_t esp_mesh_set_ie_crypto_funcs (const mesh_crypto_funcs_t *crypto_funcs)

Set mesh IE crypto functions.

Attention This API can be called at any time after mesh is initialized.

%4 crypto_funcs —[in] crypto functions for mesh IE

o If crypto_funcs is set to NULL, mesh IE is no longer encrypted.
B

* ESP_OK

esp_err_t esp_mesh_set_ie_crypto_key (const char *key, int len)

Set mesh IE crypto key.

Attention This API can be called at any time after mesh is initialized.

S8

* key —[in] ASCII crypto key

* len —[in] length in bytes, range:8~64
Bl

ESP_OK
ESP_MESH_ERR_ARGUMENT

esp_err_t esp_mesh_get_ie_crypto_key (char *key, int len)
Get mesh IE crypto key.

S
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* key —[out] ASCII crypto key

e len —[in] length in bytes, range:8~64
Bl

» ESP_OK

* ESP_MESH_ERR_ARGUMENT

esp_err_t esp_mesh_set_root_healing_delay (int delay_ms)

Set delay time before starting root healing.

%% delay_ms [in] delay time in milliseconds
B
* ESP_OK
int esp_mesh_get_root_healing_ delay (void)
Get delay time before network starts root healing.

R[] delay time in milliseconds

esp_err_t esp_mesh_fix_root (bool enable)
Enable network Fixed Root Setting.

» Enabling fixed root disables automatic election of the root node via voting.
* All devices in the network shall use the same Fixed Root Setting (enabled or disabled).
« If Fixed Root is enabled, users should make sure a root node is designated for the network.

¥ enable —[in] enable or not
P[]
e ESP_OK

bool esp_mesh_is_root_fixed (void)
Check whether network Fixed Root Setting is enabled.

» Enable/disable network Fixed Root Setting by API esp_mesh_fix_root().
» Network Fixed Root Setting also changes with the “flag” value in parent networking IE.

R&IA| true/false

esp_err_t esp_mesh_set_parent (const wifi_config_t *parent, const mesh_addr_t *parent_mesh_id,
mesh_type_t my_type, int my_layer)

Set a specified parent for the device.

Attention This API can be called at any time after mesh is configured.

SH
* parent —[in] parent configuration, the SSID and the channel of the parent are mandatory.
— If the BSSID is set, make sure that the SSID and BSSID represent the same parent,
otherwise the device will never find this specified parent.
* parent_mesh_id —[in] parent mesh ID,
— If this value is not set, the original mesh ID is used.
* my_type —[in] mesh type
— MESH_STA is not supported.
— If the parent set for the device is the same as the router in the network configuration,
then my_type shall set MESH_ROOT and my_layer shall set MESH_ROOT_LAYER.
* my_layer —[in] mesh layer
— my_layer of the device may change after joining the network.
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- If my_type is set MESH_NODE, my_layer shall be greater than
MESH_ROOT_LAYER.
— If my_type is set MESH_LEATF, the device becomes a standalone Wi-Fi station and no
longer has the ability to extend the network.
B
* ESP_OK
* ESP_ERR_ARGUMENT
» ESP_ERR_MESH_NOT_CONFIG

esp_err_t esp_mesh_scan_get_ap_ie_len (int *len)
Get mesh networking IE length of one AP.

%% len —[out] mesh networking IE length
P[]

« ESP_OK

e« ESP_ERR_WIFI_NOT_INIT

e« ESP_ERR_WIFI_ARG

« ESP_ERR_WIFI_FAIL

esp_err_t esp_mesh_scan_get_ap_record (wifi_ap_record_t *ap_record, void *buffer)
Get AP record.

Attention Different from esp_wifi_scan_get_ap_records(), this API only gets one of APs scanned each time.
See “manual_networking” example.

S8
* ap_record —[out] pointer to one AP record
* buffer —[out] pointer to the mesh networking IE of this AP
B
* ESP_OK
ESP_ERR_WIFI_NOT_INIT
ESP_ERR_WIFI_ARG
» ESP_ERR_WIFI_FAIL

esp_err_t esp_mesh_flush_upstream_ packets (void)
Flush upstream packets pending in to_parent queue and to_parent_p2p queue.
Bl
* ESP_OK
esp_err_t esp_mesh_get_subnet_nodes_num (const mesh_addr_t *child_mac, int *nodes_num)
Get the number of nodes in the subnet of a specific child.
S8

* child_mac —[in] an associated child address of this device

* nodes_num —[out] pointer to the number of nodes in the subnet of a specific child
B

» ESP_OK

* ESP_ERR_MESH_NOT_START

* ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_get_subnet_nodes_1list (const mesh_addr_t *child_mac, mesh_addr_t *nodes, int
nodes_num)

Get nodes in the subnet of a specific child.

¥
e child_mac —[in] an associated child address of this device
* nodes —[out] pointer to nodes in the subnet of a specific child
* nodes_num —[in] the number of nodes in the subnet of a specific child
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&Ml
* ESP_OK
* ESP_ERR_MESH_NOT_START
 ESP_ERR_MESH_ARGUMENT
esp_err_t esp_mesh_disconnect (void)
Disconnect from current parent.
Bl
* ESP_OK
esp_err_t esp_mesh_connect (void)
Connect to current parent.
Bl
 ESP_OK
esp_err_t esp_mesh_flush_scan_result (void)
Flush scan result.
Bl
* ESP_OK

esp_err_t esp_mesh_switch_channel (const uint8_t *new_bssid, int csa_newchan, int csa_count)

Cause the root device to add Channel Switch Announcement Element (CSA IE) to beacon.

¢ Set the new channel

¢ Set how many beacons with CSA IE will be sent before changing a new channel

¢ Enable the channel switch function

Attention This API is only called by the root.

S

* new_bssid [in] the new router BSSID if the router changes

* csa_newchan —[in] the new channel number to which the whole network is moving
* csa_count —[in] channel switch period(beacon count), unit is based on beacon interval

of its softAP, the default value is 15.
B
* ESP_OK
esp_err_t esp_mesh_get_router_bssid (uint8_t *router_bssid)
Get the router BSSID.

%4 router_bssid —[out] pointer to the router BSSID
B
* ESP_OK
* ESP_ERR_WIFI_NOT_INIT
* ESP_ERR_WIFI_ARG
intb4_t esp_mesh_get_tsf_time (void)
Get the TSF time.

&[] the TSF time

esp_err_t esp_mesh_set_topology (esp_mesh_topology_t topo)
Set mesh topology. The default value is MESH_TOPO_TREE.

* MESH_TOPO_CHAIN supports up to 1000 layers
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Attention This API shall be called before mesh is started.

%% topo —[in] MESH_TOPO_TREE or MESH_TOPO_CHAIN
B m

* ESP_OK

* ESP_MESH_ERR_ARGUMENT

* ESP_ERR_MESH_NOT_ALLOWED

esp_mesh_topology_t esp_mesh_get_topology (void)
Get mesh topology.

&[] MESH_TOPO_TREE or MESH_TOPO_CHAIN

esp_err_t esp_mesh_enable_ps (void)

Enable mesh Power Save function.

Attention This API shall be called before mesh is started.

B M
* ESP_OK
* ESP_ERR_WIFI_NOT_INIT
* ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_disable_ps (void)
Disable mesh Power Save function.

Attention This API shall be called before mesh is started.

B
* ESP_OK
* ESP_ERR_WIFI_NOT_INIT
* ESP_ERR_MESH_NOT_ALLOWED

bool esp_mesh_is_ps_enabled (void)
Check whether the mesh Power Save function is enabled.

’A| true/false

bool esp_mesh_is_device_active (void)

Check whether the device is in active state.

¢ If the device is not in active state, it will neither transmit nor receive frames.
R[] true/false

esp_err_t esp_mesh_set_active_duty_cycle (int dev_duty, int dev_duty_type)
Set the device duty cycle and type.

* The range of dev_duty values is 1 to 100. The default value is 10.
e dev_duty = 100, the PS will be stopped.
e dev_duty is better to not less than 5.

e dev_duty_type could be MESH_PS_DEVICE_DUTY_REQUEST or

MESH_PS_DEVICE _DUTY_DEMAND.
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o If dev_duty_type is set to MESH_PS_DEVICE_DUTY_REQUEST, the device will use a nwk_duty
provided by the network.

o If dev_duty_type is set to MESH_PS_DEVICE_DUTY_DEMAND, the device will use the specified
dev_duty.

Attention This API can be called at any time after mesh is started.

28
* dev_duty —[in] device duty cycle
* dev_duty_type [in] device PS duty «cycle type, not accept
MESH_PS_NETWORK_DUTY_MASTER
B
» ESP_OK
» ESP_FAIL

esp_err_t esp_mesh_get_active_duty_cycle (int *dev_duty, int *dev_duty_type)
Get device duty cycle and type.

S8

* dev_duty —[out] device duty cycle

* dev_duty_type —[out] device PS duty cycle type
B

* ESP_OK

esp_err_t esp_mesh_set_network_duty_cycle (int nwk_duty, int duration_mins, int applied_rule)

Set the network duty cycle, duration and rule.

* The range of nwk_duty values is 1 to 100. The default value is 10.

* nwk_duty is the network duty cycle the entire network or the up-link path will use. A device that suc-
cessfully sets the nwk_duty is known as a NWK-DUTY-MASTER.

e duration_mins specifies how long the specified nwk_duty will be used. Once duration_mins expires, the
root will take over as the NWK-DUTY-MASTER. If an existing NWK-DUTY-MASTER leaves the
network, the root will take over as the NWK-DUTY-MASTER again.

e duration_mins = (-1) represents nwk_duty will be used until a new NWK-DUTY-MASTER with a dif-
ferent nwk_duty appears.

¢ Only the root can set duration_mins to (-1).

* If applied_rule is set to MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE, the nwk_duty will be
used by the entire network.

* If applied_rule is set to MESH_PS_NETWORK_DUTY_APPLIED_UPLINK, the nwk_duty will only
be used by the up-link path nodes.

* The root does not accept MESH_PS_NETWORK_DUTY_APPLIED_UPLINK.

* A nwk_duty with duration_mins(-1) set by the root is the default network duty cycle used by the entire
network.

Attention This API can be called at any time after mesh is started.

¢ In self-organized network, if this API is called before mesh is started in all devices, (1)nwk_duty
shall be set to the same value for all devices; (2)duration_mins shall be set to (-1); (3)applied_rule
shall be set to MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE; after the voted root appears,
the root will become the NWK-DUTY-MASTER and broadcast the nwk_duty and its identity of
NWK-DUTY-MASTER.

« If the root is specified (FIXED-ROOT), call this API in the root to provide a default nwk_duty for
the entire network.

» After joins the network, any device can call this API to change the nwk_duty, duration_mins or
applied_rule.

SH
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* nwk_duty —[in] network duty cycle

* duration_mins —[in] duration (unit: minutes)

* applied_rule [in] only support MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE
PEA ]

ESP_OK
» ESP_FAIL

esp_err_t esp_mesh_get_network_duty_cycle (int *nwk_duty, int *duration_mins, int *dev_duty_type,
int *applied_rule)

Get the network duty cycle, duration, type and rule.

SH
* nwk_duty [out] current network duty cycle
* duration_mins —[out] the duration of current nwk_duty
e dev_duty_type —[out] if it includes MESH_PS_DEVICE_DUTY_MASTER, this
device is the current NWK-DUTY-MASTER.
* applied_rule —[out] MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE
B
« ESP_OK

int esp_mesh_get_running_active_duty_cycle (void)

Get the running active duty cycle.

» The running active duty cycle of the root is 100.

* If duty type is set to MESH_PS_DEVICE_DUTY_REQUEST, the running active duty cycle is nwk_duty
provided by the network.

* If duty type is set to MESH_PS_DEVICE_DUTY_DEMAND, the running active duty cycle is dev_duty
specified by the users.

* In a mesh network, devices are typically working with a certain duty-cycle (transmitting, receiving and
sleep) to reduce the power consumption. The running active duty cycle decides the amount of awake
time within a beacon interval. At each start of beacon interval, all devices wake up, broadcast beacons,
and transmit packets if they do have pending packets for their parents or for their children. Note that
Low-duty-cycle means devices may not be active in most of the time, the latency of data transmission
might be greater.

j& ] the running active duty cycle

esp_err_t esp_mesh_ps_duty_signaling (int fwd_times)
Duty signaling.
%% fwd_times —[in] the times of forwarding duty signaling packets
Bl
* ESP_OK

Unions

union mesh_addr_t

#include <esp_mesh.h> Mesh address.

Public Members

uint8_t addr[6]

mac address
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mip_t mip

mip address

union mesh_event_info_t

#include <esp_mesh.h> Mesh event information.

Public Members

mesh_event_channel_switch_t channel_switch

channel switch

mesh_event_child_connected_t child_connected

child connected

mesh_event_child_disconnected_t child_disconnected

child disconnected

mesh_event_routing_table_change_t routing_ table

routing table change

mesh_event_connected_t connected

parent connected

mesh_event_disconnected_t disconnected

parent disconnected

mesh_event_no_parent_found_t no_parent

no parent found

mesh_event_layer_change_t layer_change

layer change

mesh_event_toDS_state_t toDS_state

toDS state, devices shall check this state firstly before trying to send packets to external IP network. This
state indicates right now whether the root is capable of sending packets out. If not, devices had better to

wait until this state changes to be MESH_TODS_REACHABLE.

mesh_event_vote_started_t vote_started

vote started

mesh_event_root_address_t root_addr

root address

mesh_event_root_switch_req_t switch_req

root switch request

mesh_event_root_conflict_t root_conflict

other powerful root
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mesh_event_root_fixed_t root _fixed

fixed root

mesh_event_scan_done_t scan_done

scan done

mesh_event_network_state_t network_state

network state, such as whether current mesh network has a root.

mesh_event_find_network_t £ind_network

network found that can join

mesh_event_router_switch_t router_switch

new router information

mesh_event_ps_duty_t ps_duty

PS duty information

union mesh_rc_config_t

#include <esp_mesh.h> Vote address configuration.

Public Members

int attempts

max vote attempts before a new root is elected automatically by mesh network. (min:15, 15 by default)

mesh_addr_t re_addr

a new root address specified by users for API esp_mesh_waive_root()

Structures

structmip_t

IP address and port.

Public Members

esp_ip4_addr_t ip4
IP address

uint16_t port
port

struct mesh_event_channel_switch_t

Channel switch information.

Espressif Systems 239 Release v5.1-rc2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1-rc2

Chapter 2. APl &%

Public Members

uint8_t channel

new channel

struct mesh_event_connected_t

Parent connected information.

Public Members

wifi_event_sta_connected_t connected
parent information, same as Wi-Fi event SYSTEM_EVENT_STA_CONNECTED does

uintl6_t self_layer

layer

uint8_t duty
parent duty

struct mesh_event_no_parent_found_t

No parent found information.

Public Members

int scan_times

scan times being through

struct mesh_event_layer_ change_t

Layer change information.

Public Members

uintl6_t new_layer

new layer

struct mesh_event_vote_started_t

vote started information

Public Members

int reason

vote reason, vote could be initiated by children or by the root itself

int attempts

max vote attempts before stopped
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mesh_addr_t rc_addr

root address specified by users via API esp_mesh_waive_root()

struct mesh_event_find_network_t

find a mesh network that this device can join

Public Members

uint8_t channel

channel number of the new found network

uint8_t router_bssid[6]
router BSSID

struct mesh_event_root_switch_req t

Root switch request information.

Public Members

int reason

root switch reason, generally root switch is initialized by users via API esp_mesh_waive_root()

mesh_addr_t re_addr

the address of root switch requester

struct mesh_event_root_conflict_t

Other powerful root address.

Public Members

int8_t rssi

rssi with router

uint16_t capacity

the number of devices in current network

uint8_t addr[6]

other powerful root address

struct mesh_event_routing_table_change_t

Routing table change.

Public Members

uintl6_t rt_size_new

the new value
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uintl6_t rt_size_change

the changed value

struct mesh_event_root_fixed_t
Root fixed.

Public Members

bool is_fixed

status

struct mesh_event_scan_done_t

Scan done  event information.

Public Members

uint8_t number

the number of APs scanned

struct mesh_event_network_state_t

Network state information.

Public Members

bool is_rootless

whether current mesh network has a root

struct mesh_event_ps_duty_t

PS duty information.

Public Members

uint8_t duty
parent or child duty

mesh_event_child_connected_t child_connected
child info

struct mesh_opt_t

Mesh option.

Public Members

uint8_t type
option type
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uintl6_t len

option length

uint8_t *val

option value

struct mesh_data_t

Mesh data for esp_mesh_send() and esp_mesh_recv()

Public Members

uint®_t *data
data

uintl6_t size

data size

mesh_proto_t proto

data protocol

mesh_tos_t tos

data type of service

struct mesh_router_t

Router configuration.

Public Members

uint8_t ssid[32]
SSID

uint8_t ssid_len
length of SSID

uint8_t bssid[6]

BSSID, if this value is specified, users should also specify “allow_router_switch” .

uint8_t password[64]

password

bool allow_router_switch

if the BSSID is specified and this value is also set, when the router of this specified BSSID fails to be
found after “fail” (mesh_attempts_t) times, the whole network is allowed to switch to another router
with the same SSID. The new router might also be on a different channel. The default value is false.
There is a risk that if the password is different between the new switched router and the previous one, the
mesh network could be established but the root will never connect to the new switched router.

structmesh_ap_cfg_t

Mesh softAP configuration.
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Public Members

uint8_t password[64]

mesh softAP password

uint8_t max_connection

max number of stations allowed to connect in, default 6, max 10 = max_connection + non-
mesh_max_connection max mesh connections

uint§_t nonmesh_max_connection

max non-mesh connections

structmesh_cfg_t

Mesh initialization configuration.

Public Members

uint8_t channel

channel, the mesh network on

bool allow_channel_switch

if this value is set, when “fail” (mesh_attempts_t) times is reached, device will change to a full channel
scan for a network that could join. The default value is false.

mesh_addr_t mesh_id

mesh network identification

mesh_router_t router

router configuration

mesh_ap_cfg_t mesh_ap

mesh softAP configuration

const mesh_crypto_funcs_t *crypto_funcs

crypto functions

struct mesh_vote_t

Vote.

Public Members

float percentage

vote percentage threshold for approval of being a root

bool is_rc_specified

if true, rc_addr shall be specified (Unimplemented). if false, attempts value shall be specified to make
network start root election.
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mesh_rc_config_t config

vote address configuration

struct mesh_tx_pending_t

The number of packets pending in the queue waiting to be sent by the mesh stack.

Public Members

int to_parent

to parent queue

int to_parent_p2p
to parent (P2P) queue

intto_child

to child queue

intto_child_p2p
to child (P2P) queue

int mgmt

management queue

int broadcast

broadcast and multicast queue

struct mesh_rx_pending_t

The number of packets available in the queue waiting to be received by applications.

Public Members

int toDS

to external DS

int toSelf
to self

Macros

MESH_ROOT_LAYER

root layer value

MESH_MTU

max transmit unit(in bytes)

MESH_MPS

max payload size(in bytes)
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ESP_ERR_MESH_WIFI_NOT_START

Mesh error code definition.

Wi-Fiisn’ tstarted

ESP_ERR_MESH_NOT_INIT

mesh isn’ t initialized

ESP_ERR_MESH_NOT_CONFIG

mesh isn’ t configured

ESP_ERR_MESH_NOT_START

mesh isn’ t started

ESP_ERR_MESH_NOT_SUPPORT
not supported yet

ESP_ERR_MESH_NOT_ALLOWED

operation is not allowed

ESP_ERR_MESH_NO_MEMORY

out of memory

ESP_ERR_MESH_ARGUMENT

illegal argument

ESP_ERR_MESH_EXCEED_MTU
packet size exceeds MTU

ESP_ERR_MESH_TIMEOUT

timeout

ESP_ERR_MESH_DISCONNECTED

disconnected with parent on station interface

ESP_ERR_MESH_QUEUE_FAIL

queue fail

ESP_ERR_MESH_QUEUE_FULL

queue full

ESP_ERR_MESH_NO_PARENT FOUND

no parent found to join the mesh network

ESP_ERR_MESH_NO_ROUTE_FOUND

no route found to forward the packet

ESP_ERR_MESH_OPTION_NULL

no option found
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ESP_ERR_MESH_OPTION_UNKNOWN

unknown option

ESP_ERR_MESH_XON_NO_WINDOW

no window for software flow control on upstream

ESP_ERR_MESH_INTERFACE

low-level Wi-Fi interface error

ESP_ERR_MESH_DISCARD_ DUPLICATE

discard the packet due to the duplicate sequence number

ESP_ERR_MESH_DISCARD
discard the packet

ESP_ERR_MESH_VOTING

vote in progress

ESP_ERR_MESH_XMIT
XMIT

ESP_ERR_MESH_QUEUE_READ

error in reading queue

ESP_ERR_MESH_PS

mesh PS is not specified as enable or disable

ESP_ERR_MESH_RECV_RELEASE

release esp_mesh_recv_toDS

MESH_DATA_ENC

Flags bitmap for esp_mesh_send() and esp_mesh_recv()

data encrypted (Unimplemented)

MESH_DATA_P2P

point-to-point delivery over the mesh network

MESH_DATA_FROMDS

receive from external IP network

MESH_DATA_TODS

identify this packet is target to external IP network

MESH_DATA_NONBLOCK

esp_mesh_send() non-block

MESH_DATA_DROP

in the situation of the root having been changed, identify this packet can be dropped by new root
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MESH_DATA_GROUP
identify this packet is target to a group address

MESH_OPT_SEND_GROUP

Option definitions for esp_mesh_send() and esp_mesh_recv()

data transmission by group; used with esp_mesh_send() and shall have payload

MESH_OPT_RECV_DS_ADDR

return a remote IP address; used with esp_mesh_send() and esp_mesh_recv()

MESH_ASSOC_FLAG_VOTE_IN_PROGRESS
Flag of mesh networking IE.

vote in progress

MESH_ASSOC_FLAG_NETWORK_FREE

no root in current network

MESH_ASSOC_FLAG_ROOTS_FOUND

root conflict is found

MESH_ASSOC_FLAG_ROOT_FIXED

fixed root

MESH_PS_DEVICE_DUTY REQUEST
Mesh PS (Power Save) duty cycle type.

requests to join a network PS without specifying a device duty cycle. After the device joins the network, a
network duty cycle will be provided by the network

MESH_PS_DEVICE_DUTY_DEMAND

requests to join a network PS and specifies a demanded device duty cycle

MESH_PS_NETWORK_DUTY_ MASTER
indicates the device is the NWK-DUTY-MASTER (network duty cycle master)

MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE
Mesh PS (Power Save) duty cycle applied rule.
MESH_PS_NETWORK_DUTY_APPLIED_UPLINK

MESH_INIT_ CONFIG_DEFAULT ()

Type Definitions

typedef mesh_addr_t mesh_event_root_address_t

Root address.

typedef wifi_event_sta_disconnected_t mesh_event_disconnected_t

Parent disconnected information.
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typedef wifi_event_ap_staconnected_t mesh_event_child_connected_t

Child connected information.

typedef wifi_event_ap_stadisconnected_t mesh_event_child_disconnected_t

Child disconnected information.

typedef wifi_event_sta_connected_t mesh_event_router_switch_t

New router information.

Enumerations

enum mesh_event_id_t

Enumerated list of mesh event id.

Values:

enumerator MESH_EVENT__STARTED

mesh is started

enumerator MESH_EVENT__STOPPED

mesh is stopped

enumerator MESH_EVENT_CHANNEL_SWITCH

channel switch

enumerator MESH_EVENT_CHILD_CONNECTED

a child is connected on softAP interface

enumerator MESH_EVENT_CHILD_DISCONNECTED

a child is disconnected on softAP interface

enumerator MESH_EVENT ROUTING_TABLE_ADD
routing table is changed by adding newly joined children

enumerator MESH_EVENT_ROUTING_TABLE_REMOVE

routing table is changed by removing leave children

enumerator MESH_EVENT_PARENT_CONNECTED

parent is connected on station interface

enumerator MESH_EVENT_PARENT_DISCONNECTED

parent is disconnected on station interface

enumerator MESH_EVENT_NO_PARENT_FOUND

no parent found

enumerator MESH_EVENT_LAYER_CHANGE

layer changes over the mesh network
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enumerator MESH_EVENT_TODS_STATE

state represents whether the root is able to access external IP network. This state is a manual event that
needs to be triggered with esp_mesh_post_toDS_state().

enumerator MESH_EVENT_VOTE_STARTED

the process of voting a new root is started either by children or by the root

enumerator MESH_EVENT_VOTE_STOPPED

the process of voting a new root is stopped

enumerator MESH_EVENT_ROOT_ADDRESS

the root address is obtained. It is posted by mesh stack automatically.

enumerator MESH_EVENT ROOT_SWITCH_REQ

root switch request sent from a new voted root candidate

enumerator MESH_EVENT_ROOT_SWITCH_ACK

root switch acknowledgment responds the above request sent from current root

enumerator MESH_EVENT ROOT_ASKED_YIELD

the root is asked yield by a more powerful existing root. If self organized is disabled and this device is
specified to be a root by users, users should set a new parent for this device. if self organized is enabled,
this device will find a new parent by itself, users could ignore this event.

enumerator MESH_EVENT_ROOT_FIXED

when devices join a network, if the setting of Fixed Root for one device is different from that of its parent,
the device will update the setting the same as its parent’ s. Fixed Root Setting of each device is variable
as that setting changes of the root.

enumerator MESH_EVENT_SCAN_DONE

if self-organized networking is disabled, user can call esp_wifi_scan_start() to trigger this event, and add
the corresponding scan done handler in this event.

enumerator MESH_EVENT_NETWORK_STATE

network state, such as whether current mesh network has a root.

enumerator MESH_EVENT__STOP_RECONNECTION

the root stops reconnecting to the router and non-root devices stop reconnecting to their parents.

enumerator MESH_EVENT_FIND_ NETWORK

when the channel field in mesh configuration is set to zero, mesh stack will perform a full channel scan
to find a mesh network that can join, and return the channel value after finding it.

enumerator MESH_EVENT_ROUTER_SWITCH

if users specify BSSID of the router in mesh configuration, when the root connects to another router with
the same SSID, this event will be posted and the new router information is attached.

enumerator MESH_EVENT_PS_PARENT_DUTY
parent duty
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enumerator MESH_EVENT_PS_CHILD_DUTY
child duty

enumerator MESH_EVENT_PS_DEVICE_DUTY
device duty

enumerator MESH_EVENT_MAX

enum mesh_type_t

Device type.

Values:

enumerator MESH_IDLE

hasn’ t joined the mesh network yet

enumerator MESH_ROOT

the only sink of the mesh network. Has the ability to access external IP network

enumerator MESH_NODE

intermediate device. Has the ability to forward packets over the mesh network

enumerator MESH_ LEAF

has no forwarding ability

enumerator MESH_ STA

connect to router with a standlone Wi-Fi station mode, no network expansion capability

enum mesh_proto_t

Protocol of transmitted application data.

Values:

enumerator MESH_PROTO_BIN

binary

enumerator MESH_PROTO_HTTP
HTTP protocol

enumerator MESH_PROTO_JSON
JSON format

enumerator MESH_PROTO_MQTT
MQTT protocol

enumerator MESH_PROTO_AP

IP network mesh communication of node’ s AP interface

enumerator MESH_PROTO_STA

IP network mesh communication of node’ s STA interface
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enum mesh_tos_t

For reliable transmission, mesh stack provides three type of services.

Values:

enumerator MESH_TOS_P2P

provide P2P (point-to-point) retransmission on mesh stack by default

enumerator MESH_TOS_EZ2E

provide E2E (end-to-end) retransmission on mesh stack (Unimplemented)

enumerator MESH_TOS_DEF

no retransmission on mesh stack

enum mesh_vote_reason_t

Vote reason.

Values:

enumerator MESH_VOTE_REASON_ROOT_INITIATED

vote is initiated by the root

enumerator MESH_VOTE_REASON_CHILD_INITIATED

vote is initiated by children

enum mesh_disconnect_reason_t

Mesh disconnect reason code.

Values:

enumerator MESH_REASON_CYCLIC

cyclic is detected

enumerator MESH_REASON_PARENT_IDLE

parent is idle

enumerator MESH_REASON_LEAF

the connected device is changed to a leaf

enumerator MESH_REASON_DIFF_ID

in different mesh ID

enumerator MESH_REASON_ROOTS

root conflict is detected

enumerator MESH_REASON_PARENT_STOPPED
parent has stopped the mesh

enumerator MESH_REASON_SCAN_FAIL

scan fail
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enumerator MESH_REASON__IE_UNKNOWN

unknown IE

enumerator MESH_REASON_WAIVE_ROOT

waive root

enumerator MESH_REASON_PARENT_WORSE
parent with very poor RSSI

enumerator MESH_REASON_EMPTY_PASSWORD

use an empty password to connect to an encrypted parent

enumerator MESH_REASON_PARENT_UNENCRYPTED

connect to an unencrypted parent/router

enum esp_mesh_topology_t

Mesh topology.

Values:

enumerator MESH_TOPO_TREE
tree topology

enumerator MESH_TOPO_CHAIN
chain topology

enum mesh_event_toDS_state_t

The reachability of the root to a DS (distribute system)

Values:

enumerator MESH_TODS_UNREACHABLE

the root isn’ t able to access external IP network

enumerator MESH_TODS_REACHABLE

the root is able to access external IP network

SmartConfig

The SmartConfig™ is a provisioning technology developed by TI to connect a new Wi-Fi device to a Wi-Fi network.
It uses a mobile app to broadcast the network credentials from a smartphone, or a tablet, to an un-provisioned Wi-Fi
device.

The advantage of this technology is that the device does not need to directly know SSID or password of an Access
Point (AP). This information is provided using the smartphone. This is particularly important to headless device and
systems, due to their lack of a user interface.

If you are looking for other options to provision your ESP32-S2 devices, check &2 % API.

Application Example Connect ESP32-S2 to target AP using SmartConfig: wifi/smart_config.

API Reference
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Header File

» components/esp_wifi/include/esp_smartconfig.h

Functions
const char *esp_smartconfig_get_version (void)

Get the version of SmartConfig.
]|
* SmartConfig version const char.
esp_err_t esp_smartconfig_start (const smartconfig_start_config_t *config)

Start SmartConfig, config ESP device to connect AP. You need to broadcast information by phone APP. Device
sniffer special packets from the air that containing SSID and password of target AP.

Attention 1. This API can be called in station or softAP-station mode.
Attention 2. Can not call esp_smartconfig_start twice before it finish, please call esp_smartconfig_stop first.

%% config —pointer to smartconfig start configure structure
B

e ESP_OK: succeed

* others: fail

esp_err_t esp_smartconfig_ stop (void)
Stop SmartConfig, free the buffer taken by esp_smartconfig_start.

Attention Whether connect to AP succeed or not, this API should be called to free memory taken by smart-
config_start.

pq |
e ESP_OK: succeed
* others: fail

esp_err_t esp_esptouch_set_timeout (uint8_t time_s)

Set timeout of SmartConfig process.

Attention Timing starts from SC_STATUS_FIND_CHANNEL status. SmartConfig will restart if timeout.

%% time_s —range 15s~255s, offset:45s.
$Ey |

e ESP_OK: succeed

e others: fail

esp_err_t esp_smartconfig_set_type (smartconfig_type_t type)
Set protocol type of SmartConfig.

Attention If users need to set the SmartConfig type, please set it before calling esp_smartconfig_start.

%4 type —Choose from the smartconfig_type_t.
B

e ESP_OK: succeed

* others: fail
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esp_err_t esp_smartconfig_fast_mode (bool enable)

Set mode of SmartConfig. default normal mode.

Attention 1. Please call it before API esp_smartconfig_start.
Attention 2. Fast mode have corresponding APP(phone).
Attention 3. Two mode is compatible.

%% enable —false-disable(default); true-enable;

B

esp_err_t esp_smartconfig_get_rvd_data (uint8_t *rvd_data, uint8_t len)

ESP_OK: succeed
others: fail

Get reserved data of ESPTouch v2.

B

B

Structures

rvd_data —reserved data
len length of reserved data

ESP_OK: succeed
others: fail

struct smartconfig event_got_ssid_pswd_t
Argument structure for SC_EVENT_GOT_SSID_PSWD event

Public Members

uint8_t ssid[32]
SSID of the AP. Null terminated string.

uint8_t password[64]

Password of the AP. Null terminated string.

bool bssid_set
whether set MAC address of target AP or not.

uint8_t bssid|[6]
MAC address of target AP.

smartconfig_type_t type
Type of smartconfig(ESPTouch or AirKiss).

uint8_t token

Token from cellphone which is used to send ACK to cellphone.

uint8_t cellphone_ip[4]

IP address of cellphone.

struct smartconfig_start_config_ t

Configure structure for esp_smartconfig_start
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Public Members

bool enable_log

Enable smartconfig logs.

bool esp_touch_v2_enable_crypt
Enable ESPTouch v2 crypt.

char *esp_touch_v2_key
ESPTouch v2 crypt key, len should be 16.

Macros
SMARTCONFIG_START_CONFIG_DEFAULT ()

Enumerations
enum smartconfig_type_t

Values:

enumerator SC_TYPE_ESPTOUCH
protocol: ESPTouch

enumerator SC_TYPE_AIRKISS

protocol: AirKiss

enumerator SC_TYPE_ESPTOUCH_AIRKISS
protocol: ESPTouch and AirKiss

enumerator SC_TYPE_ESPTOUCH_V2
protocol: ESPTouch v2

enum smartconfig_event_t

Smartconfig event declarations

Values:

enumerator SC_EVENT_SCAN_DONE

Station smartconfig has finished to scan for APs

enumerator SC_EVENT_FOUND_CHANNEL
Station smartconfig has found the channel of the target AP

enumerator SC_EVENT_GOT_SSID_PSWD
Station smartconfig got the SSID and password

enumerator SC_EVENT_SEND_ACK_DONE
Station smartconfig has sent ACK to cellphone

Wi-Fi )%
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Header File

» components/esp_wifi/include/esp_wifi.h

Functions

esp_err_t esp_wifi_init (const wifi_init_config_t *config)
Initialize WiFi Allocate resource for WiFi driver, such as WiFi control structure, RX/TX buffer, WiFi NVS
structure etc. This WiFi also starts WiFi task.

Attention 1. This API must be called before all other WiFi API can be called

Attention 2. Always use WIFI_INIT_CONFIG_DEFAULT macro to initialize the configuration to default
values, this can guarantee all the fields get correct value when more fields are added into wifi_init_config_t
in future release. If you want to set your own initial values, overwrite the default values which are set
by WIFI_INIT_CONFIG_DEFAULT. Please be notified that the field ‘magic’ of wifi_init_config_t
should always be WIFI_INIT_CONFIG_MAGIC!

%% config —pointer to WiFi initialized configuration structure; can point to a temporary vari-
able.

py |
¢ ESP_OK: succeed
* ESP_ERR_NO_MEM: out of memory
* others: refer to error code esp_err.h
esp_err_tesp_wifi_deinit (void)

Deinit WiFi Free all resource allocated in esp_wifi_init and stop WiFi task.

Attention 1. This API should be called if you want to remove WiFi driver from the system

pEy |
¢ ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_mode (wifi_mode_t mode)

Set the WiFi operating mode.

Set the WiFi operating mode as station, soft-AP, station+soft-AP or NAN.
The default mode is station mode.

%%t mode ~WiFi operating mode
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R M

ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument

* others: refer to error code in esp_err.h

esp_err_t esp_wifi_get_mode (wifi_mode_t *mode)

Get current operating mode of WiFi.

%% mode —[out] store current WiFi mode

Rl
¢ ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_start (void)
Start WiFi according to current configuration If mode is WIFI_MODE_STA, it creates station control block
and starts station If mode is WIFI_ MODE_AP, it creates soft-AP control block and starts soft-AP If mode is
WIFI_MODE_APSTA, it creates soft-AP and station control block and starts soft-AP and station If mode is
WIFI_MODE_NAN, it creates NAN control block and starts NAN.
S|
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NO_MEM: out of memory
* ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
 ESP_FAIL: other WiFi internal errors

esp_err_t esp_wifi_stop (void)
Stop WiFi If mode is WIFI_MODE_STA, it stops station and frees station control block If mode is
WIFI_MODE_AP, it stops soft-AP and frees soft-AP control block If mode is WIFI_MODE_APSTA, it
stops station/soft-AP and frees station/soft-AP control block If mode is WIFI_MODE_NAN, it stops NAN
and frees NAN control block.
S|
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_restore (void)

Restore WiFi stack persistent settings to default values.
This function will reset settings made using the following APIs:

e esp_wifi_set_bandwidth,

* esp_wifi_set_protocol,

» esp_wifi_set_config related
e esp_wifi_set_mode

peA |
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_connect (void)
Connect WiFi station to the AP.

Attention 1. This API only impact WIFI_MODE_STA or WIFI_MODE_APSTA mode
Attention 2. If station interface is connected to an AP, call esp_wifi_disconnect to disconnect.
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Attention 3. The scanning triggered by esp_wifi_scan_start() will not be effective until connection between
device and the AP is established. If device is scanning and connecting at the same time, it will abort scan-
ning and return a warning message and error number ESP_ERR_WIFI_STATE. If you want to do recon-
nection after device received disconnect event, remember to add the maximum retry time, otherwise the
called scan will not work. This is especially true when the AP doesn’ t exist, and you still try reconnection
after device received disconnect event with the reason code WIFI_ REASON_NO_AP_FOUND.

Rl

¢ ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
» ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
e ESP_ERR_WIFI_SSID: SSID of AP which station connects is invalid

esp_err_t esp_wifi_disconnect (void)
Disconnect WiFi station from the AP.
S|
e ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi was not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
e ESP_FAIL: other WiFi internal errors

esp_err_t esp_wifi_clear_fast_connect (void)
Currently this API is just an stub APL
B
e ESP_OK: succeed
* others: fail

esp_err_t esp_wifi_deauth_sta (uintl6_t aid)
deauthenticate all stations or associated id equals to aid

%%t aid —when aid is 0, deauthenticate all stations, otherwise deauthenticate station whose as-
sociated id is aid
PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument
o ESP_ERR_WIFI_MODE: WiFi mode is wrong

esp_err_t esp_wifi_scan_start (const wifi_scan_config_t *config, bool block)
Scan all available APs.

Attention If this API is called, the found APs are stored in WiFi driver dynamic allocated memory and the
will be freed in esp_wifi_scan_get_ap_records, so generally, call esp_wifi_scan_get_ap_records to cause
the memory to be freed once the scan is done

Attention The values of maximum active scan time and passive scan time per channel are limited to 1500
milliseconds. Values above 1500ms may cause station to disconnect from AP and are not recommended.

ZH
* config —configuration of scanning
* block —if block is true, this API will block the caller until the scan is done, otherwise it
will return immediately

e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
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» ESP_ERR_WIFI_TIMEOUT: blocking scan is timeout
* ESP_ERR_WIFI_STATE: wifi still connecting when invoke esp_wifi_scan_start
* others: refer to error code in esp_err.h

esp_err_t esp_wifi_scan_stop (void)
Stop the scan in process.
Bl
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

esp_err_t esp_wifi_scan_get_ap_num (uint16_t *number)

Get number of APs found in last scan.

Attention This API can only be called when the scan is completed, otherwise it may get wrong value.

%% number —[out] store number of APIs found in last scan
PEA ]
e ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_scan_get_ap_records (uintl6_t *number, wifi_ap_record_t *ap_records)
Get AP list found in last scan.

B8
* number —[inout] As input param, it stores max AP number ap_records can hold. As
output param, it receives the actual AP number this API returns.
* ap_records —wifi_ap_record_t array to hold the found APs

¢ ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument

* ESP_ERR_NO_MEM: out of memory

esp_err_tesp_wifi_clear_ap_list (void)
Clear AP list found in last scan.

Attention When the obtained ap list fails,bss info must be cleared,otherwise it may cause memory leakage.

B

¢ ESP_OK: succeed

o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
ESP_ERR_WIFI_MODE: WiFi mode is wrong
ESP_ERR_INVALID_ARG: invalid argument

esp_err_tesp_wifi_sta_get_ap_info (wifi_ap_record_t *ap_info)
Get information of AP to which the device is associated with.

Attention When the obtained country information is empty, it means that the AP does not carry country
information
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)

%% ap_info —the wifi_ap_record_t to hold AP information sta can get the connected ap
s phy mode info through the struct member phy_11b, phy_11g, phy_I1n, phy_Ir in the
wifi_ap_record_t struct. For example, phy_11b = 1 imply that ap support 802.11b mode

B

e ESP_OK: succeed
» ESP_ERR_WIFI_CONN: The station interface don’ t initialized
e ESP_ERR_WIFI_NOT_CONNECT: The station is in disconnect status

esp_err_t esp_wifi_set_ps (wifi_ps_type_t type)
Set current WiFi power save type.

Attention Default power save type is WIFI_PS_MIN_MODEM.

%% type —power save type
&l ESP_OK: succeed

esp_err_t esp_wifi_get_ps (wifi_ps_type_t *type)
Get current WiFi power save type.

Attention Default power save type is WIFI_PS_MIN_MODEM.

%% type —[out] store current power save type
&[] ESP_OK: succeed

esp_err_t esp_wifi_set_protocol (wifi_interface_t ifx, uint8_t protocol_bitmap)

Set protocol type of specified interface The default protocol is (WIFI_PROTOCOL_11BIWIFI_PROTOCOL_11GIWIFI_PROT
if CONFIG_SOC_WIFI_HE_SUPPORT, the default protocol is (WIFI_PROTOCOL_11BIWIFI_PROTOCOL_11GIWIFI_PR

Attention Support 802.11b or 802.11bg or 802.11bgn or 802.11bgnax or LR mode

SH
e ifx —interfaces
* protocol_bitmap —WiFi protocol bitmap
P
¢ ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_IF: invalid interface
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_protocol (wifi_interface_t ifx, uint8_t *protocol_bitmap)
Get the current protocol bitmap of the specified interface.

ZH

e ifx —interface

* protocol_bitmap —[out] store current WiFi protocol bitmap of interface ifx
izl

e ESP_OK: succeed

o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_IF: invalid interface

* ESP_ERR_INVALID_ARG: invalid argument

* others: refer to error codes in esp_err.h
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esp_err_t esp_wifi_set_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t bw)
Set the bandwidth of specified interface.

Attention 1. API return false if try to configure an interface that is not enabled
Attention 2. WIFI_BW_HT40 is supported only when the interface support 11N

SH
» ifx —-interface to be configured
* bw —bandwidth
A
¢ ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_IF: invalid interface
ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t *bw)
Get the bandwidth of specified interface.

Attention 1. API return false if try to get a interface that is not enable

¥
» ifx —interface to be configured
¢ bw —{out] store bandwidth of interface ifx
P[]
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_channel (uint8_t primary, wifi_second_chan_t second)

Set primary/secondary channel of device.

Attention 1. This API should be called after esp_wifi_start()

Attention 2. When device is in STA mode, this API should not be called when STA is scanning or connecting
to an external AP

Attention 3. When device is in softAP mode, this API should not be called when softAP has connected to
external STAs

Attention 4. When device is in STA+softAP mode, this API should not be called when in the scenarios
described above

Attention 5. The channel info set by this API will not be stored in NVS. So If you want to remeber
the channel used before wifi stop, you need to call this API again after wifi start, or you can call
esp_wifi_set_config() to store the channel info in NVS.

S8
* primary —for HT20, primary is the channel number, for HT40, primary is the primary
channel
» second —for HT20, second is ignored, for HT40, second is the second channel
Bl

¢ ESP_OK: succeed

o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface

* ESP_ERR_INVALID_ARG: invalid argument
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esp_err_t esp_wifi_get_channel (uint8_t *primary, wifi_second_chan_t *second)

Get the primary/secondary channel of device.

Attention 1. API return false if try to get a interface that is not enable

ZH

* primary —store current primary channel

¢ second —[out] store current second channel
P

¢ ESP_OK: succeed

o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_country (const wifi_country_t *country)

configure country info

Attention 1. It is discouraged to call this API since this doesn’ t validate the per-country rules, it’ s up to
the user to fill in all fields according to local regulations. Please use esp_wifi_set_country_code instead.

Attention 2. The default country is “01” (world safe mode) {.cc=” 01” , .schan=1, .nchan=11, .pol-
icy=WIFI_COUNTRY_POLICY_AUTO}.

Attention 3. The third octect of country code string is one of the following: ¢, ‘O’
otherwise it is considered as  * *.

Attention 4. When the country policy is WIFI_COUNTRY_POLICY_AUTO, the country info of the AP
to which the station is connected is used. E.g. if the configured country info is {.cc=” US” , .schan=1,
.nchan=11} and the country info of the AP to which the station is connected is {.cc=" JP” , .schan=1,
.nchan=141} then the country info that will be used is {.cc=" JP” , .schan=1, .nchan=14}. If the station
disconnected from the AP the country info is set back to the country info of the station automatically,
{.cc=" US” , .schan=1, .nchan=11} in the example.

Attention 5. When the country policy is WIFI_COUNTRY_POLICY_MANUAL, then the configured coun-
try info is used always.

Attention 6. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 7. The country configuration is stored into flash.

Attention 8. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

2 B 3 7
) I 5 X

)

%4 country —the configured country info

PE ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country (wifi_country_t *country)

get the current country info

%4 country —country info

PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_mac (wifi_interface_t ifx, const uint8_t mac[6])
Set MAC address of WiFi station, soft-AP or NAN interface.

Attention 1. This API can only be called when the interface is disabled
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Attention 2. Above mentioned interfaces have different MAC addresses, do not set them to be the same.
Attention 3. The bit 0 of the first byte of MAC address can not be 1. For example, the MAC address can set
tobe “la:XX:XX:XX:XX:XX” ,butcannot be “I15:XX:XX:XX:XX:XX” .

2H
e ifx —interface
¢ mac —the MAC address

Rl
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
 ESP_ERR_WIFI_IF: invalid interface
e ESP_ERR_WIFI_MAC: invalid mac address
* ESP_ERR_WIFI_MODE: WiFi mode is wrong
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_mac (wifi_interface_t ifx, uint8_t mac[6])
Get mac of specified interface.

SH
¢ ifx —interface
¢ mac —[out] store mac of the interface ifx

B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
¢ ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface

esp_err_t esp_wifi_set_promiscuous_rx_cb (wifi_promiscuous_cb_t cb)

Register the RX callback function in the promiscuous mode.
Each time a packet is received, the registered callback function will be called.

Z ¥ cb —callback
B
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_t esp_wifi_set_promiscuous (bool en)

Enable the promiscuous mode.

Z¥ en false - disable, true - enable
B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_t esp_wifi_get_promiscuous (bool *en)

Get the promiscuous mode.

%24 en —[out] store the current status of promiscuous mode

P[]
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_promiscuous_filter (const wifi_promiscuous_filter_t *filter)
Enable the promiscuous mode packet type filter.

41:: The default filter is to filter all packets except WIFI_PKT_MISC
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%% filter —the packet type filtered in promiscuous mode.
Bl
* ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_promiscuous_filter (wifi_promiscuous_filter_t *filter)

Get the promiscuous filter.

%% filter —[out] store the current status of promiscuous filter

Bl
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_promiscuous_ctrl_filter (const wifi_promiscuous_filter_t *filter)

Enable subtype filter of the control packet in promiscuous mode.

$411: The default filter is to filter none control packet.

%4 £ilter —the subtype of the control packet filtered in promiscuous mode.
B

¢ ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_promiscuous_ctrl_filter (wifi_promiscuous_filter_t *filter)

Get the subtype filter of the control packet in promiscuous mode.

%% f£ilter —[out] store the current status of subtype filter of the control packet in promiscuous
mode
B
» ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_set_config (wifi_interface_t interface, wifi_config_t *conf)
Set the configuration of the STA, AP or NAN.

Attention 1. This API can be called only when specified interface is enabled, otherwise, API fail

Attention 2. For station configuration, bssid_set needs to be 0; and it needs to be 1 only when users need to
check the MAC address of the AP.

Attention 3. ESP devices are limited to only one channel, so when in the soft-AP+station mode, the soft-AP
will adjust its channel automatically to be the same as the channel of the station.

Attention 4. The configuration will be stored in N'VS for station and soft-AP

SH
e interface —interface
* conf —station, soft-AP or NAN configuration
Bl
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface
e ESP_ERR_WIFI_MODE: invalid mode
¢ ESP_ERR_WIFI_PASSWORD: invalid password
e ESP_ERR_WIFI_NVS: WiFi internal NVS error
* others: refer to the erro code in esp_err.h
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esp_err_t esp_wifi_get_config (wifi_interface_t interface, wifi_config_t *conf)

Get configuration of specified interface.

ZH
e interface —interface
* conf —[out] station or soft-AP configuration
Rl
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface

esp_err_tesp_wifi_ap_get_sta_list (wifi_sta_list_t *sta)
Get STAs associated with soft-AP.

Attention SSC only API

%4 sta —[out] station list ap can get the connected sta’ s phy mode info through the struct
member phy_11b, phy_l1g, phy 11n, phy_Ir in the wifi_sta_info_t struct. For example,
phy_11b = 1 imply that sta support 802.11b mode

B

* ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_INVALID_ARG: invalid argument

« ESP_ERR_WIFI_MODE: WiFi mode is wrong

« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_tesp_wifi_ap_get_sta_aid (const uint8_t mac[6], uint16_t *aid)
Get AID of STA connected with soft-AP.

¥
* mac -STA’ s mac address
* aid [out] Store the AID corresponding to STA mac
B
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NOT_FOUND: Requested resource not found
o ESP_ERR_WIFI_MODE: WiFi mode is wrong
« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_t esp_wifi_set_storage (wifi_storage_t storage)

Set the WiFi API configuration storage type.

Attention 1. The default value is WIFI_STORAGE_FLASH

%%, storage —: storage type

R m
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_vendor_ie (bool enable, wifi_vendor_ie_type_t type, wifi_vendor_ie_id_t idx,
const void *vnd_ie)

Set 802.11 Vendor-Specific Information Element.
SH
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* enable —If true, specified IE is enabled. If false, specified IE is removed.

* type —Information Element type. Determines the frame type to associate with the IE.

* idx -Index to setor clear. Each IE type can be associated with up to two elements (indices
0&1).

* vnd_ie —Pointer to vendor specific element data. First 6 bytes should be a header with
fields matching vendor_ie_data_t. If enable is false, this argument is ignored and can be
NULL. Data does not need to remain valid after the function returns.

Rl

e ESP_OK: succeed

o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init()

* ESP_ERR_INVALID_ARG: Invalid argument, including if first byte of vnd_ie is not
WIFI_VENDOR_IE_ELEMENT_ID (0xDD) or second byte is an invalid length.

* ESP_ERR_NO_MEM: Out of memory

esp_err_t esp_wifi_set_vendor_ie_cb (esp_vendor_ie_cb_t cb, void *ctx)

Register Vendor-Specific Information Element monitoring callback.

ZH
¢ cb —Callback function
* ctx —Context argument, passed to callback function.
B
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_max_tx_power (int8_t power)

Set maximum transmitting power after WiFi start.

Attention 1. Maximum power before wifi startup is limited by PHY init data bin.

Attention 2. The value set by this API will be mapped to the max_tx_power of the structure wifi_country_t
variable.

Attention 3. Mapping Table {Power, max_tx_power} = {{8, 2}, {20, 5}, {28, 7}, {34, 8}, {44, 11}, {52,
13}, {56, 14}, {60, 15}, {66, 16}, {72, 18}, {80, 20} }.

Attention 4. Param power unit is 0.25dBm, range is [8, 84] corresponding to 2dBm - 20dBm.

Attention 5. Relationship between set value and actual value. As follows: {set value range, actual value} =
{{[8, 19],8}, {[20, 271,20}, {[28, 331,28}, {[34, 431,34}, {[44, 511,44}, {[52, 551,52}, {[56, 59],56},
{[60, 65],60}, {[66, 711,66}, {[72, 79],72}, {[80, 84],80}}.

%% power —Maximum WiFi transmitting power.
izl
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is out of range

esp_err_t esp_wifi_get_max_tx_power (int8_t *power)

Get maximum transmiting power after WiFi start.

%% power ~Maximum WiFi transmitting power, unit is 0.25dBm.
Rl
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_set_event_mask (uint32_t mask)
Set mask to enable or disable some WiFi events.
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Attention 1. Mask can be created by logical OR of various WIFI_EVENT_MASK _ constants. Events which
have corresponding bit set in the mask will not be delivered to the system event handler.

Attention 2. Default WiFi event mask is WIFI_EVENT_MASK_AP_PROBEREQRECVED.

Attention 3. There may be lots of stations sending probe request data around. Don’ t unmask this event
unless you need to receive probe request data.

%% mask —WiFi event mask.
Rl
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_event_mask (uint32_t *mask)
Get mask of WiFi events.

%% mask —WiFi event mask.

P
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument

esp_err_tesp_wifi_80211_tx (wifi_interface_t ifx, const void *buffer, int len, bool en_sys_seq)
Send raw ieee80211 data.

Attention Currently only support for sending beacon/probe request/probe response/action and non-QoS data
frame

SH
e ifx—interface if the Wi-Fi mode is Station, the ifx should be WIFI_IF_STA. If the Wi-Fi
mode is SoftAP, the ifx should be WIFI_IF_AP. If the Wi-Fi mode is Station+SoftAP,
the ifx should be WIFI_IF_STA or WIFI_IF_AP. If the ifx is wrong, the API returns
ESP_ERR_WIFI_IF.
e buffer —raw ieee80211 buffer
* len -the length of raw buffer, the len must be <= 1500 Bytes and >= 24 Bytes
* en_sys_seq —indicate whether use the internal sequence number. If en_sys_seq is
false, the sequence in raw buffer is unchanged, otherwise it will be overwritten by WiFi
driver with the system sequence number. Generally, if esp_wifi_80211_tx is called before
the Wi-Fi connection has been set up, both en_sys_seq==true and en_sys_seq==false are
fine. However, if the AP is called after the Wi-Fi connection has been set up, en_sys_seq
must be true, otherwise ESP_ERR_WIFI_ARG is returned.
A
¢ ESP_OK: success
« ESP_ERR_WIFI_IF: Invalid interface
* ESP_ERR_INVALID_ARG: Invalid parameter
e ESP_ERR_WIFI_NO_MEM: out of memory

esp_err_tesp_wifi_set_csi_rx_cb (wifi_csi_cb_t cb, void *ctx)
Register the RX callback function of CSI data.

Each time a CSI data is received, the callback function will be called.

ZH
e cb —callback
* ctx —context argument, passed to callback function
B
¢ ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
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esp_err_t esp_wifi_set_csi_config (const wifi_csi_config_t *config)

Set CSI data configuration.

return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

¢ ESP_ERR_INVALID_ARG: invalid argument

%¥t config —configuration

esp_err_t esp_wifi_set_csi (bool en)
Enable or disable CSI.

return

e ESP OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

¢ ESP_ERR_INVALID_ARG: invalid argument

Z¥ en —true - enable, false - disable

esp_err_t esp_wifi_set_ant_gpio (const wifi_ant_gpio_config_t *config)

Set antenna GPIO configuration.

%% config —Antenna GPIO configuration.
PEA ]
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: Invalid argument, e.g. parameter is NULL, invalid GPIO num-
ber etc

esp_err_t esp_wifi_get_ant_gpio (wifi_ant_gpio_config_t *config)
Get current antenna GPIO configuration.

%4 config —Antenna GPIO configuration.

PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is NULL

esp_err_t esp_wifi_set_ant (const wifi_ant_config_t *config)
Set antenna configuration.
%% config —Antenna configuration.
PEA ]
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_ARG: Invalid argument, e.g. parameter is NULL, invalid antenna mode
or invalid GPIO number
esp_err_t esp_wifi_get_ant (wifi_ant_config_t *config)

Get current antenna configuration.

%%t config —Antenna configuration.
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B
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is NULL

int64_t esp_wifi_get_tsf_time (wifi_interface_t interface)
Get the TSF time In Station mode or SoftAP+Station mode if station is not connected or station doesn’ t
receive at least one beacon after connected, will return 0.

Attention Enabling power save may cause the return value inaccurate, except WiFi modem sleep

Z¥ interface The interface whose tsf_time is to be retrieved.
J&[A] O or the TSF time

esp_err_tesp_wifi_set_inactive_time (wifi_interface_t ifx, uint16_t sec)

Set the inactive time of the STA or AP.

Attention 1. For Station, If the station does not receive a beacon frame from the connected SoftAP during
the inactive time, disconnect from SoftAP. Default 6s.

Attention 2. For SoftAP, If the softAP doesn’ t receive any data from the connected STA during inactive
time, the softAP will force deauth the STA. Default is 300s.

Attention 3. The inactive time configuration is not stored into flash

2H
» ifx —interface to be configured.
¢ sec —Inactive time. Unit seconds.
P
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
» ESP_ERR_WIFI_ARG: invalid argument, For Station, if sec is less than 3. For SoftAP,
if sec is less than 10.

esp_err_t esp_wifi_get_inactive_time (wifi_interface_t ifx, uint16_t *sec)
Get inactive time of specified interface.
S8

» ifx Interface to be configured.
¢ sec —Inactive time. Unit seconds.
Bzl
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
» ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_statis_dump (uint32_t modules)

Dump WiFi statistics.

%% modules —statistic modules to be dumped
Rl

¢ ESP_OK: succeed

e others: failed

esp_err_tesp_wifi_set_rssi_threshold (int32_trssi)
Set RSSI threshold below which APP will get an event.
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Attention This API needs to be called every time after WIFI_EVENT_STA_BSS_RSSI_LOW event is re-
ceived.

%4 rssi —threshold value in dbm between -100 to 0
B
* ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument

esp_err_tesp_wifi_ftm_initiate_session (wifi_ftm_initiator_cfg_t *cfg)

Start an FTM Initiator session by sending FTM request If successful, event WIFI_EVENT_FTM_REPORT
is generated with the result of the FTM procedure.

Attention 1. Use this API only in Station mode.

Attention 2. If FTM is initiated on a different channel than Station is connected in or internal SoftAP is
started in, FTM defaults to a single burst in ASAP mode.

%% cfg -FTM Initiator session configuration
B

¢ ESP_OK: succeed

e others: failed

esp_err_tesp_wifi_ftm_end_session (void)

End the ongoing FTM Initiator session.

Attention This API works only on FTM Initiator

S|
¢ ESP_OK: succeed
* others: failed

esp_err_tesp_wifi_ftm_resp_set_offset (intl6_t offset_cm)

Set offset in cm for FTM Responder. An equivalent offset is calculated in picoseconds and added in TOD of
FTM Measurement frame (T1).

Attention Use this API only in AP mode before performing FTM as responder

%% offset_cm -TI1 Offset to be added in centimeters
Bl

¢ ESP_OK: succeed

* others: failed

esp_err_tesp_wifi_config_1l1b_rate (wifi_interface_t ifx, bool disable)
Enable or disable 11b rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().
Attention 2. Only when really need to disable 11b rate call this API otherwise don’ t call this.

S
» ifx —Interface to be configured.
¢ disable —true means disable 11b rate while false means enable 11b rate.

by
¢ ESP_OK: succeed

Espressif Systems 271

Release v5.1-rc2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1-rc2

Chapter 2. APl &%

 others: failed

esp_err_t esp_wifi_connectionless_module_set_wake_interval (uint16_t wake_interval)

Set wake interval for connectionless modules to wake up periodically.

Attention 1. Only one wake interval for all connectionless modules.

Attention 2. This  configuration could work at connected  status. When
ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration could work at
disconnected status.

Attention 3. Event WIFI_EVENT_CONNECTIONLESS_MODULE_WAKE_INTERVAL_START
would be posted each time wake interval starts.

Attention 4. Recommend to configure interval in multiples of hundred. (e.g. 100ms)

Attention 5. Recommend to configure interval to ESP_WIFI_CONNECTIONLESS_INTERVAL_DEFAULT_MODE
to get stable performance at coexistence mode.

%% wake_interval —Milliseconds after would the chip wake up, from 1 to 65535.

esp_err_t esp_wifi_set_country_code (const char *country, bool ieee80211d_enabled)

configure country

Attention 1. When ieee80211d_enabled, the country info of the AP to which the station is connected is used.
E.g. if the configured country is US and the country info of the AP to which the station is connected is
JP then the country info that will be used is JP. If the station disconnected from the AP the country info
is set back to the country info of the station automatically, US in the example.

Attention 2. When ieee80211d_enabled is disabled, then the configured country info is used always.

Attention 3. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 4. The country configuration is stored into flash.

Attention 5. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

Attention 6. Supported country codes are “01” (world safe mode) “AT” ,” AU” ,” BE” ,” BG” ,” BR”
, “CA” ’77 CH” ,av CN” ,av cYy” ,av czZ> ’73 DE” ’77 DK” ’av EE” ’77 ES” ,av FI» ’37 FR” 773 GB”
,7  GR” ,” HK” ,” HR” ,” HU” , “IE” ,” IN” ,” IS” ,)” IT” ,” JP” ,” KR” ,” LI” ,” LT” ,”
LU” ,” LV” ,” MT” ,” MX” ,” NL” ,” NO” ,” NZ” ,” PL” ,” PT” , “RO” ,” SE” ,” SI” ,”
SK” ,” TW” ,” US”

Attention 7. When country code “01” (world safe mode) is set, Soft AP mode won’ t contain country IE.

Attention 8. The default country is “01” (world safe mode) and ieee80211d_enabled is TRUE.

Attention 9. The third octect of country code string is one of the following: ¢ ¢, ‘O’ , ‘I’ , ‘X’ |
otherwise it is considered as * ¢.

S8
* country —the configured country ISO code
* ieee80211d_enabled -802.11d is enabled or not

B

ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country_code (char *country)
get the current country code

%4 country —country code

PEA |
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
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esp_err_tesp_wifi_config 80211_tx_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)

Config 80211 tx rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().

SH
» ifx —Interface to be configured.
* rate —Phy rate to be configured.
B
* ESP_OK: succeed
* others: failed

esp_err_tesp_wifi_disable_pmf_config (wifi_interface_t ifx)

Disable PMF configuration for specified interface.

Attention This API should be called after esp_wifi_set_config() and before esp_wifi_start().

%%, ifx Interface to be configured.
B

* ESP_OK: succeed

* others: failed

esp_err_tesp_wifi_sta_get_aid (uintl6_t *aid)
Get the Association id assigned to STA by AP.

Attention aid = O if station is not connected to AP.

%4 aid —[out] store the aid
B
¢ ESP_OK: succeed

esp_err_t esp_wifi_sta_get_negotiated_phymode (wifi_phy_mode_t *phymode)

Get the negotiated phymode after connection.

Attention Operation phy mode, BIT[5]: indicate whether LR enabled, BIT[0-4]: wifi_phy_mode_t

%%t phymode —[out] store the negotiated phymode.
B m
* ESP_OK: succeed

esp_err_t esp_wifi_set_dynamic_cs (bool enabled)
Config dynamic carrier sense.

Attention This API should be called after esp_wifi_start().

%% enabled —Dynamic carrier sense is enabled or not.
B

» ESP_OK: succeed

* others: failed
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Structures

struct wifi_init_config_t

WiFi stack configuration parameters passed to esp_wifi_init call.

Public Members

wifi_osi_funcs_t *osi_funcs
WiFi OS functions

wpa_crypto_funcs_t wpa_crypto_funcs

WiFi station crypto functions when connect

int static_rx_buf_num
WiFi static RX buffer number

int dynamic_rx_buf_num

WiFi dynamic RX buffer number

int tx_buf_type
WiFi TX buffer type

int static_tx_buf_num
WiFi static TX buffer number

int dynamic_tx_buf_num

WiFi dynamic TX buffer number

int cache_tx_buf_ num
WiFi TX cache buffer number

int csi_enable

WiFi channel state information enable flag

int ampdu_rx_enable
WiFi AMPDU RX feature enable flag

int ampdu_tx_enable
WiFi AMPDU TX feature enable flag

int amsdu_tx_enable
WiFi AMSDU TX feature enable flag

int nvs_enable
WiFi NVS flash enable flag

int nano_enable

Nano option for printf/scan family enable flag
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int rx_ba_win

WiFi Block Ack RX window size

intwifi_task_core_id
WiFi Task Core ID

int beacon_max_len

WiFi softAP maximum length of the beacon

int mgmt_sbuf_num

WiFi management short buffer number, the minimum value is 6, the maximum value is 32

uint64_t feature_caps

Enables additional WiFi features and capabilities

bool sta_disconnected_pm

WiFi Power Management for station at disconnected status

int espnow_max_encrypt_num

Maximum encrypt number of peers supported by espnow

int magic

WiFi init magic number, it should be the last field

Macros

ESP_ERR_WIFI_NOT_INIT

WiFi driver was not installed by esp_wifi_init

ESP_ERR_WIFI_NOT_STARTED

WiFi driver was not started by esp_wifi_start

ESP_ERR_WIFI_NOT_STOPPED
WiFi driver was not stopped by esp_wifi_stop

ESP_ERR_WIFI_IF

WiFi interface error

ESP_ERR_WIFI_MODE

WiFi mode error

ESP_ERR_WIFI_STATE

WiFi internal state error

ESP_ERR_WIFI_CONN

WiFi internal control block of station or soft-AP error

ESP_ERR_WIFI_NVS

WiFi internal NVS module error
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ESP_ERR_WIFI_MAC
MAC address is invalid

ESP_ERR_WIFI_SSID
SSID is invalid

ESP_ERR_WIFI_PASSWORD

Password is invalid

ESP_ERR_WIFI_TIMEOUT

Timeout error

ESP_ERR_WIFI_WAKE_FAIL
WiFi is in sleep state(RF closed) and wakeup fail

ESP_ERR_WIFI_WOULD_BLOCK
The caller would block

ESP_ERR_WIFI_NOT_CONNECT

Station still in disconnect status

ESP_ERR_WIFI_POST
Failed to post the event to WiFi task

ESP_ERR_WIFI_INIT_STATE

Invalid WiFi state when init/deinit is called

ESP_ERR_WIFI_STOP_STATE
Returned when WiFi is stopping

ESP_ERR_WIFI_NOT_ASSOC

The WiFi connection is not associated

ESP_ERR_WIFI_TX_DISALLOW
The WiFi TX is disallowed

ESP_ERR_WIFI_TWT FULL

no available flow id

ESP_ERR_WIFI_TWT SETUP_TIMEOUT

Timeout of receiving twt setup response frame, timeout times can be set during twt setup

WIFI_STATIC_TX_BUFFER_NUM

WIFI_CACHE_TX_BUFFER_NUM

WIFI_DYNAMIC_TX_ BUFFER_NUM
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WIFI_CSI_ENABLED

WIFI_AMPDU_RX_ENABLED

WIFI_AMPDU_TX_ENABLED

WIFI_AMSDU_TX_ENABLED

WIFI_NVS_ENABLED

WIFI_NANO_FORMAT_ENABLED

WIFI_INIT_CONFIG_MAGIC

WIFI_DEFAULT_RX_BA_WIN

WIFI_TASK_CORE_ID

WIFI_SOFTAP_BEACON_MAX_LEN

WIFI_MGMT_SBUF_NUM

WIFI_STA_DISCONNECTED_PM_ENABLED

CONFIG_FEATURE_WPA3_SAE_BIT

CONFIG_FEATURE_CACHE_TX_ BUF_BIT

CONFIG_FEATURE_FTM_INITIATOR_BIT

CONFIG_FEATURE_FTM_RESPONDER_BIT

WIFI_INIT_CONFIG_DEFAULT ()

ESP_WIFI_CONNECTIONLESS_INTERVAL_ DEFAULT_ MODE

Type Definitions

typedef void (*wifi_promiscuous_cb_t)(void *buf, wifi_promiscuous_pkt_type_t type)

The RX callback function in the promiscuous mode. Each time a packet is received, the callback function will
be called.

Param buf Data received. Type of data in buffer (wifi_promiscuous_pkt_t or wifi_pkt_rx_ctrl_t)
indicated by ‘type’ parameter.
Param type promiscuous packet type.
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typedef void (*esp_vendor_ie_cb_t)(void *ctx, wifi_vendor_ie_type_t type, const uint8_t sa[6], const
vendor_ie_data_t *vnd_ie, int rssi)

Function signature for received Vendor-Specific Information Element callback.
Param ctx Context argument, as passed to esp_wifi_set_vendor_ie_cb() when registering call-
back.
Param type Information element type, based on frame type received.
Param sa Source 802.11 address.

Param vnd_ie Pointer to the vendor specific element data received.
Param rssi Received signal strength indication.

typedef void (*wifi_csi_cb_t)(void *ctx, wifi_csi_info_t *data)

The RX callback function of Channel State Information(CSI) data.

Each time a CSI data is received, the callback function will be called.

Param ctx context argument, passed to esp_wifi_set_csi_rx_cb() when registering callback func-
tion.

Param data CSI data received. The memory that it points to will be deallocated after callback
function returns.

Header File

» components/esp_wifi/include/esp_wifi_types.h

Unions

union wifi_config_t
#include <esp_wifi_types.h> Configuration data for device’ s AP or STA or NAN.

The usage of this union (for ap, sta or nan configuration) is determined by the accompanying interface argument
passed to esp_wifi_set_config() or esp_wifi_get_config()

Public Members

wifi_ap_config_t ap
configuration of AP

wifi_sta_config_t sta
configuration of STA

wifi_nan_config_t nan

configuration of NAN

Structures

struct wifi_country_t

Structure describing WiFi country-based regional restrictions.
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Public Members

char cc[3]

country code string

uint8_t schan

start channel

uint8_t nchan

total channel number

int8_t max_tx_power

This field is used for getting WiFi maximum transmitting power, call esp_wifi_set_max_tx_power to set
the maximum transmitting power.

wifi_country_policy_t policy

country policy

structwifi_active_scan_time_t

Range of active scan times per channel.

Public Members

uint32_tmin

minimum active scan time per channel, units: millisecond
uint32_tmax
maximum active scan time per channel, units: millisecond, values above 1500ms may cause station to

disconnect from AP and are not recommended.

struct wifi_scan_time_t

Aggregate of active & passive scan time per channel.

Public Members

wifi_active_scan_time_t active
active scan time per channel, units: millisecond.
uint32_t passive
passive scan time per channel, units: millisecond, values above 1500ms may cause station to disconnect

from AP and are not recommended.

struct wifi_scan_config_ t

Parameters for an SSID scan.

Public Members
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uint8_t *ssid
SSID of AP

uint8_t *bssid

MAC address of AP

uint8_t channel

channel, scan the specific channel

bool show_hidden
enable to scan AP whose SSID is hidden

wifi_scan_type_t scan_type

scan type, active or passive

wifi_scan_time_t scan_time

scan time per channel

struct wifi_he_ap_info_t
Description of a WiFi AP HE Info.

Public Members

uint8_tbss_color

an unsigned integer whose value is the BSS Color of the BSS corresponding to the AP

uint8_t partial_bss_color

indicate if an AID assignment rule based on the BSS color

uint§_t bss_color_disabled

indicate if the use of BSS color is disabled

uint8_t bssid_index
in M-BSSID set, identifies the nontransmitted BSSID

struct wifi_ap_record_t
Description of a WiFi AP.

Public Members

uint8_t bssid|[6]
MAC address of AP

uint8_t ssid[33]
SSID of AP
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uint8_t primary
channel of AP

wifi_second_chan_t second

secondary channel of AP

int8_t rssi

signal strength of AP

wifi_auth_mode_t authmode
authmode of AP

wifi_cipher_type_t pairwise_cipher

pairwise cipher of AP

wifi_cipher_type_t group_cipher
group cipher of AP

wifi_ant_t ant

antenna used to receive beacon from AP

uint32_t phy_11b
bit: 0 flag to identify if 11b mode is enabled or not

uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_1r

bit: 3 flag to identify if low rate is enabled or not

uint32_t phy_11lax
bit: 4 flag to identify if 11ax mode is enabled or not

uint32_t wps
bit: 5 flag to identify if WPS is supported or not

uint32_t £tm_responder

bit: 6 flag to identify if FTM is supported in responder mode

uint32_t £tm_initiator

bit: 7 flag to identify if FTM is supported in initiator mode

uint32_t reserved

bit: 8..31 reserved
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wifi_country_t country

country information of AP

wifi_he_ap_info_t he_ap
HE AP info

struct wifi_scan_threshold_t

Structure describing parameters for a WiFi fast scan.

Public Members

int8_t rssi

The minimum rssi to accept in the fast scan mode

wifi_auth_mode_t authmode

The weakest authmode to accept in the fast scan mode Note: Incase this value is not set and
password is set as per WPA2 standards(password len >= 8), it will be defaulted to WPA2 and
device won’ t connect to deprecated WEP/WPA networks. Please set authmode threshold as
WIFI_AUTH_WEP/WIFI_AUTH_WPA_PSK to connect to WEP/WPA networks

struct wifi_pmf config_t

Configuration structure for Protected Management Frame

Public Members

bool capable

Deprecated variable. Device will always connect in PMF mode if other device also advertizes PMF
capability.

bool required

Advertizes that Protected Management Frame is required. Device will not associate to non-PMF capable
devices.

struct wifi_ap_config_t

Soft-AP configuration settings for the device.

Public Members

uint8_t ssid[32]

SSID of soft-AP. If ssid_len field is O, this must be a Null terminated string. Otherwise, length is set
according to ssid_len.

uint8_t password[64]
Password of soft-AP.

uint8_t ssid_len
Optional length of SSID field.
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uint8_t channel
Channel of soft-AP

wifi_auth_mode_t authmode

Auth mode of soft-AP. Do not support AUTH_WEP, AUTH_WAPI_PSK and AUTH_OWE in soft-AP
mode. When the auth mode is set to WPA2_PSK, WPA2_WPA3_PSK or WPA3_PSK, the pairwise
cipher will be overwritten with WIFI_CIPHER_TYPE_CCMP.

uint8_t ssid_hidden
Broadcast SSID or not, default O, broadcast the SSID

uint§_t max_connection

Max number of stations allowed to connect in

uintl6_t beacon_interval

Beacon interval which should be multiples of 100. Unit: TU(time unit, 1 TU = 1024 us). Range: 100 ~
60000. Default value: 100

wifi_cipher_type_t pairwise_cipher

Pairwise cipher of SoftAP, group cipher will be derived using this. Cipher values are
valid starting from WIFI_CIPHER _TYPE_TKIP, enum values before that will be consid-
ered as invalid and default cipher suites(TKIP+CCMP) will be used.  Valid cipher suites
in softAP mode are WIFI_CIPHER TYPE TKIP, WIFI_CIPHER_TYPE CCMP and
WIFI_CIPHER_TYPE_TKIP_CCMP.

bool £tm_responder
Enable FTM Responder mode

wifi_pmf_config_t pmf_cfg
Configuration for Protected Management Frame

wifi_sae_pwe_method_t sae_pwe_h2e
Configuration for SAE PWE derivation method

struct wifi_sta_config_ t

STA configuration settings for the device.

Public Members

uint8_t ssid[32]
SSID of target AP.

uint8_t password[64]
Password of target AP.

wifi_scan_method_t scan_method

do all channel scan or fast scan
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bool bssid_set

whether set MAC address of target AP or not. Generally, station_config.bssid_set needs to be 0; and it
needs to be 1 only when users need to check the MAC address of the AP.

uint8_t bssid|[6]
MAC address of target AP

uint8_t channel

channel of target AP. Set to 1~13 to scan starting from the specified channel before connecting to AP. If
the channel of AP is unknown, set it to O.

uintl6_t listen_interval

Listen interval for ESP32 station to receive beacon when WIFI_PS_MAX_ MODEM is set. Units: AP
beacon intervals. Defaults to 3 if set to O.

wifi_sort_method_t sort_method

sort the connect AP in the list by rssi or security mode

wifi_scan_threshold_t threshold

When sort_method is set, only APs which have an auth mode that is more secure than the selected auth
mode and a signal stronger than the minimum RSSI will be used.

wifi_pmf_config_t pmf_cfg
Configuration for Protected Management Frame. Will be advertised in RSN Capabilities in RSN IE.

uint32_t rm_enabled

Whether Radio Measurements are enabled for the connection

uint32_t btm_enabled

Whether BSS Transition Management is enabled for the connection

uint32_t mbo_enabled
Whether MBO is enabled for the connection

uint32_t £t_enabled

Whether FT is enabled for the connection

uint32_t owe_enabled

Whether OWE is enabled for the connection

uint32_t transition_disable

Whether to enable transition disable feature

uint32_t reserved

Reserved for future feature set

wifi_sae_pwe_method_t sae_pwe_h2e

Configuration for SAE PWE derivation method
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wifi_sae_pk_mode_t sae_pk_mode
Configuration for SAE-PK (Public Key) Authentication method

uint§_t failure_retry_cnt

Number of connection retries station will do before moving to next AP. scan_method should be set as
WIFI_ALL_CHANNEL_SCAN to use this config. Note: Enabling this may cause connection time to
increase incase best AP doesn’ t behave properly.

uint32_t he_dcm_set

Whether DCM max.constellation for transmission and reception is set.

uint32_t he_dcm_max_constellation_tx

Indicate the max.constellation for DCM in TB PPDU the STA supported. 0: not supported. 1: BPSK,
2: QPSK, 3: 16-QAM. The default value is 3.

uint32_t he_dcm_max_constellation_rx

Indicate the max.constellation for DCM in both Data field and HE-SIG-B field the STA supported. O:
not supported. 1: BPSK, 2: QPSK, 3: 16-QAM. The default value is 3.

uint32_t he_mcs9_enabled
Whether to support HE-MCS 0 to 9. The default value is O.

uint32_t he_su_beamformee_disabled

Whether to disable support for operation as an SU beamformee.

uint32_t he_trig_su_bmforming_ feedback_disabled

Whether to disable support the transmission of SU feedback in an HE TB sounding sequence.

uint32_t he_trig_mu_bmforming partial_feedback_disabled

Whether to disable support the transmission of partial-bandwidth MU feedback in an HE TB sounding
sequence.

uint32_the_trig_cqi_feedback_disabled
Whether to disable support the transmission of CQI feedback in an HE TB sounding sequence.

uint32_t he_reserved

Reserved for future feature set

uint8_t sae_h2e_identifier[SAE_H2E_IDENTIFIER_LEN]

Password identifier for H2E. this needs to be null terminated string

struct wifi_nan_config_ t

NAN Discovery start configuration.

Public Members

uint§_t op_channel

NAN Discovery oper