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Chapter 1

P AT']

A SR B TESE 3 RS 2 ESP32-H2 RE {1 A AP, d it — &7 B4 7 1) 7 ] 4 /i) ESP-IDF
(Espressif IoT Development Framework) B B3 8, H-4wiF. N &4 2 ESP32-H2 FF R REHTE .

Frik: X J& ESP-IDF R A v5. 1.1 i S0, b A HARMCA ) SCREESP-IDF ie A1) 1> 6255

1.1 HgAk

ESP32-H2 SoC ith i X #: AR W fig

o [RIFEHE A

e 802.15.4, ¥} Thread Fil Zigbee 113

o FaVERE 32 {7 RISC-V B AbPH 2%

o RN

o NHE A
ESP32-H2 R ] 40 nm T2, A RAEWIIAETERE. SHEGE. Boetk. WA, ST
Tl I 3 BRI R P RE TR R .

IREE N PSR SE SR BB, REPFRCR, AT ESP32-H2 BB M IT Koo Horh, IREEIHAEIT AT
ESP-IDF S7E I P HETT A (LoT) B AT, W Fon WikFiL F . AREIAESE 07 T 28K

1.2 fEfy LR
121 BffE:

. 3 ESP32-H2 JF &
» USB %42k (A %% Micro-B)
« Hfixi (Windows, Linux 5f macOS)

ik HEl— L8 AU 92 USB Type C $2 1o B DR T Al (1 B 2 R B T Ao i

PATR 2 ESP32-H2 BT At mihi#lEben] T ZREHEE .
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1.2.2 %kt

U551 ESP32-H2 [ ffiJi] ESP-IDF, 42355 DA R #ft:
* BLFE TIVRE, T4 ESP32-H2 AUHY;

o Giivkid T H it T, T4k ESP32-H2 TR F
o #REUESP-IDF 4T A HESE . ZHEZLC 4 KA 08 ESP32-H2 i [y APL (FERITEARY ) Ailis
17 LR A
ESP-IDE CMake / IDE
Toolchain
Project

Application

L]

UPLOAD

POOEDEOAEDOdERDDanE

)D#dﬁ:b#lﬁﬁﬂlﬁﬁﬁ'ﬂﬁﬁ

o o o e o o i e ol ) me— —
i ...I-..a.,.-' 5= :ﬁ_ _-'_-l e a_:":f
=l ; = T e

1.3 223
FAVFL PN T IR B 2 P

1.3.1 IDE

TR, ATARYRE G EE P .

Frik: AGEE H O E R HEIT & EREE (IDE) Z%¢ ESP-IDF,

* Eclipse Plugin
* VSCode Extension

132 Fahiedk

THARE AR R GEL B N ) - B 2R -
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Windows P& T HEER bR 3 &

ik ESP-IDF FE3i42%E —2bphfe T H. A GBI SE ESP32-H2 47 [E {4, 4F Python. Git. 22 XLHiiFas-
CMake F Ninja 471% T 24,

AN VIR, AT G APt T A R fE. Aid, EHE 4% ESP-IDF Jaf nl DAl Eclipse
Plugin 3¢ HAth 57 CMake [#[&172 4L T2 IDE,

il BRAESME: - TER ESP-IDF Al ESP-IDF T R 228 AR A BERE I 90 74T, L pfAead Kl g
S FHEIHE K. - Python 5 ESP-IDF Ay Z23¢ ikt i@ A RECL & S alidi 5. - BRARBRAE RSN BN 5
f# Unicode UTF-8, U] Python m; ESP-IDF [ 222 Bt A% PB R RE AR FAT (I ASCI34F)

RYCE I BT DU AT SRR A R G4 25 Unicode UTF-8: 5 RIRNBL- 300 FIBT . W]
st B T - R G- AT “Beta: (/) Unicode UTE-8 S KR4 Rifi e - At - TRt
i

ESP-IDF T H23%%5  22%¢ ESP-IDF Whfs T R IR 5 77 302 T~ #—1> ESP-IDF T H 225645

Windows
Installer

Windows Installer Download

TRl g i DN FEE P ARH /DN, W PAZE% ESP-IDF W A . Teaid e, %
AT KN B BRI S, 4E Git For Windows 4¢3t . TR AT 2 0F N I SUUAEAETE AT
H3% Suserprofile$/espressif 1,

BRI R AT EALM M A e . LR AR P s 1A 7 EAMOBISCHF . 4% Git For Windows 22%¢
o

WRNE DR RN A
* N E R Python

o S GHIFA

¢ OpenOCD

¢ CMake FI Ninja 45i% T H
* ESP-IDF

BT AR T #3904 1) ESP-IDF H 5% . #7526 ESP-IDF T #3| Suserprofile%\Desktop\
esp-idf H#F, Hr suserprofiles REFHFE.

J g ESP-IDF ¥plE 2o 50 m), @3 /2)3%% T Run ESP-IDF PowerShell Environment B{ Run
ESP-IDF Command Prompt (cmd.exe), LEERETFEAELENIERNGHE 53 ESP-IDF,

Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):
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Submit Document Feedback


https://github.com/espressif/idf-eclipse-plugin/blob/master/README_CN.md
https://github.com/espressif/idf-eclipse-plugin/blob/master/README_CN.md
https://dl.espressif.com/dl/esp-idf/?idf=4.4
https://dl.espressif.com/dl/esp-idf/?idf=4.4
https://gitforwindows.org/
https://gitforwindows.org/
https://cmake.org/download/
https://ninja-build.org/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 1. e AL

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
| 7] Run ESP-IDF PowerShell Environment |

Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 1: 528 ESP-IDF T H. 4% 1% 8t247 Run ESP-IDF PowerShell Environment

Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

&l 2: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.
Click Finish to exit Setup.

Run ESP-IDF Eclipse Environment
Run ESP-IDF PowerShell Environment

I Run ESP-IDF Command Prompt Environment I

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 3: 52 i ESP-IDF I E.Z¢%: 7] 511247 Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

I 4: ESP-IDF iy & H /" 45 5 1
Espressif Systems 8 Release v5.1.1
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M 2P it (eSS R, AR Windows iy S 3 m AT BeAf: o

ESP-IDF THZZAEERnlAE “THR” i, Q41T ESP-IDF iy &3 i I HREET K. A test
77 35 CATAFTIT Windows iy 94278 FF (B emd.exe) , FFI817T export.bat A VABCEA A E (KN
PATH, IDF_PATH %), IMAh, #WiALAE T Windows fiy 4R F i A FE e iy TH.

VR, AREETy SU00E ] ESP-IDF TR 22%¢ 4% T € 1) ESP-IDF 4% . MR A AL b A7/E 2 4> ESP-IDF
A (L EH AR A ESP-IDF) , XA AN PIRME 4 -

1. 2y ESP-IDF T H-Z e B i () pREE Ty LRI — N EIAS, FE1EEr 7 Xy ESP-IDF TAERAR1EE
s A4 T ESP-IDF B4z,

2. 83, BIPAEAT emd. exe, HUNRGA LM ESP-IDF A3, RJ5i21T export .bat, ¥
o, XAJTIAZOR PATH HA77E Python Al Gite JRFEAEMIT BRI A & “HAF] Python 1 Git” )
R, MRk,

JHUGET ESP-IDF - BUAERRC 2546 1 (# 1] ESP-IDF M A 4505, B R RN AT iR A 55— A~ T
.

AR B A58 () ESP-IDF 55— . 5 IATR M, GO0 ESP32-H2 BIES — A TA, Iy
J L BRSO A B A

Frik: WERESEAR 2% ESP-IDF, 52 a3 P BR, AREU AR S v B 5 0 B A A«

JFGEIEE TR B, GO AMERTT % ESP32-H2 W HIAR/F T - #n] PAM ESP-IDF i examples H 5% Y
get-started/hello_world TFEIT44

F%: ESP-IDF 4ii% R4 A ¥ ESP-IDF B2 el 5 T REH A2 shaff g 4545 .

F§ get-started/hello_world TF852 fil £ A M) ~/esp HF T :

cd fuserprofile%\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#{l:: ESP-IDF [ examples H g N —FR IR Bl TAE, @R AR BRI iR a7 H A AR 6l
WA E AR B, T I T .

EHEBERY  BUTE, PSR ESP32-H2 JT A AMRIERE PC, FFAFIT AMRMEM AT 1.
£ Windows #{ERGEH, HOLHREH A coM Ik
A RAMTAER D AFRTRAER, W5 ESP32-H2 43¢ & 0 it 4%,

i W N4, BafEREPRP.

Bl ¥ R A hello_world H %, W ESP32-H2 b H i i, AJFisfr LHEEE TH

menuconfig,

Windows

cd Suserprofile%\esp\hello_world
idf.py set-target esp32h2
idf.py menuconfig

Espressif Systems 9 Release v5.1.1
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FIH—APHLIREE, MESMEH idf.py set-target esp32h2 ¥ “HIR" . W, HERER
TR Z W gL E (W) . SRR DAEERE “HAR" BCE AR (Hr Al i %
HBE). R EE, WHILAAFRARS K« ser-target.

WA E BB RS ARG RR AR SR

(Top)

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=
Compatibility options ---»>

[S] save

[,-' 1 ]ump tr

K S TR E—

T DAE T SR B BT E A AR AR B, LA Wi-Fi M2 FR . S AIALPRER S 4SS, hello_world /R
B H £ ABAARL B s fT, WIAEX—H F, A DAk ] menuconfig PE4TI0 H Bl EX—4 5.

ik B D h 2R M SRRBO A RS S EERE . R AE R ——style REUEIML. i
8T idf.py menuconfig —-help fir%, FMELZ(EL.

TR T RS, AbeR TR

idf.py build

1247 PA B4 W] AR B IR P A BT A ESP-IDF 2004, $e36 L s | e e . 70 KERAN ARy ik
il S

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio —--flash_size detect --flash_freqg 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/

—partition-table.bin (FHRED)
Espressif Systems 10 Release v5.1.1
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or run 'idf.py -p PORT flash'

R —VNEH, S8 8RR B bin SCPF

BeorEIBety W TA T AL, RERINIAR S — B SCbesk 2 48 ESP32-H2 TR A :

idf.py —-p PORT flash

ﬁﬁ PORT ¥4ty ESP32-H2 JF &AM 1A FR. SR PORT K45 X, idf.py B2 I T f g E: 10 E
iR
WA 5% idf.py ZEEEN, 36 Widfpy.

ik Ak £lash BRUUK B Shgmidtpesk TR, HILLH 21T idf.py build,

ARSI AR IR B I, AR e S R Bh ESP32-H2 413 % ik SRPCE LG B .

WEEIE  TER i, BT H &

esptool esp32h2 -p /dev/ttyUSBO -b 460800 --before=default_reset —--after=hard_
—reset write_flash —--flash_mode dio —--flash_freqg 48m --flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v4.6

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-H2 (revision v0.1)

Features: BLE

Crystal is 32MHz

MAC: 60:55:f9:f7:3e:93:ff:fe

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to OxOOOOS5fff...

Flash will be erased from 0x00010000 to O0x00034fff...

Flash will be erased from 0x00008000 to 0x000O08fff...

Compressed 20880 bytes to 12788...

Writing at 0x00000000... (100 %)

Wrote 20880 bytes (12788 compressed) at 0x00000000 in 0.6 seconds (effective 297.5.
—kbit/s)

Hash of data verified.

Compressed 149424 bytes to 79574...

Writing at 0x00010000... (20 %)
Writing at 0x00019959... (40 %)
Writing at 0x00020bb5... (60 %)
Writing at 0x00026d8f... (80 %)
Writing at 0x0002e60a... (100 %)

Wrote 149424 bytes (79574 compressed) at 0x00010000 in 2.1 seconds (effective 571.
—7 kbit/s)

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 539.7._
—kbit/s)

Q)
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(£ L£50)

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

R, FRERE, FABCRRSEAL, NHRRT “hello_world” FFifizdT.
IR 7 26 ] Eclipse B2 VS Code IDE, [fidE idf.py, ##%# Eclipse Plugin, DA} VSCode Extension,

Withkiy  EOTPAMEH idf.py —-p PORT monitor g4, il “hello_world” THERZITIHAL. R,
ANEISICHRF PORT e b &0 58 4 7K.

BTG, IDF SALE M ARFREE):

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 ——-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

B, Bl DAERSh H SR H G2 )5, BETEIR “Hello world!” 7,

Hello world!

Restarting in 10 seconds...

This is esp32h2 chip with 1 CPU core(s), BLE, 802.15.4 (Zigbee/Thread),
—silicon revision v0.1, 2 MB external flash
Minimum free heap size: 268256 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

BT PR ctrl+], AR IDF HidLes.

ik BT LS TA N e, —IREESTHEE . B il e -
idf.py -p PORT flash monitor

LAk,

o HHIFEIDF YAL%E , TR 240 ] IDF B0 S A0 P bl A HoAb 4
o i HifEidfpy, BmEEZL 1df.py A HEET.

, B sek ESP32-H2 I AT 1242
; ﬁﬁﬁTQA§§ﬁi‘*E§§§ﬁEexanqﬂes, EE%gEi%g}FiiEiElﬂ@[ﬁfﬁi%ﬁ?o

= &
B I

g HORGIRE A SRR ESP32-H2, [H2y ESP32-H2 WO 5 BTl R 1F

FE G BN BIAR )Y A E A7 README ({4 supported Targets i, WIRFEMEH 48 ESP32-H2,
WCEAAER NS, IR BIFR ESP32-H2 SCRRX AR BIRE .

Tl
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FLRR [ /8 /dev/ttyUSBO i Ff L 28 Linux it 4 [n] ESP32-H2 Besk [E (40, W e Failed to open
port /dev/ttyUSBO &iRiHE . BLHSAI AR H P8l 2 Linux Dialout %2,

He#£ 1) Python Jjg /X  ESP-IDF 3 F Python 3.7 K DA RS, BT 45 A 52 50 I S50 HRAS AT 8 53
Python, WS sources LT Python, Bl ] Python 4L RGN pyenv Xf HAS AT FH R HE o

Py flash  ESP-IDF 7344 flash, 15517 0A Fand, B flash:

idf.py -p PORT erase-flash ‘

HATTER ZERRI OTA i, iizfTbA T ansd

idf.py -p PORT erase-otadata ‘

PPk flash F52E—BUNTE], fEEBRAR T, S 2)WITSa k.

MIESCRS AHE AR =B P S
o J& Windows 373 F ¥ #7 ESP-IDF T B
o L5 ESP32-H2 432 $ 0 ik s
¢ Eclipse Plugin
¢ VSCode Extension
» IDF W5iL3

1¢ Windows 5335 F ¥ ESP-IDF T H

A 2% ESP-IDF 1 1L 5M Windows “fp$&R4F" %10, Y)#k % ESP-IDF fy4-ki Hok. )51z
1

install.bat ‘

% Powershell, if4J4e % ESP-IDF 4¢3 Bk, RIGE17:

install.psl ‘

% T R 8T 24 ESP-IDF Tz TH . i E 224 T HABOAR T A, WA R I3 % TH
N #Z S E  ESP-IDF T H 22328 (iR B o e, BUATSHOL R oM C:\Users\username\ .espressif,

B <A K ESP-IDF T HEME PATH A8 & ESP-IDF T HZCRASRTE “THAS A
“ESP-IDF fip S35 QI RGET 30, iz G sCa 3T Windows iy 48 // A7 67 1, ERIAEIR T 1
A C 2R T,

ALEREOLT , AR R B fy SRR AF 87 A P T SITIF Y, I A AR B A 1 T
ESP-IDF, A AR T )54 B ESP-IDF TRy bl 2 PATH 33545 & .

G, WATIT AR 24T ESP-IDF [ fiy & /R A7 67 1, )46 % 222 ESP-IDF [ H 5%, #8547 export .bat,
Hkar &0

cd %userprofile%\esp\esp-idf
export.bat

Xf T Powershell ), 1 [ FEUI: 22424 ESP-IDF W H 3%, SAJGHAT export .psl, HRMGUIT:

cd ~/esp/esp-idf
export.psl

BATSEUR, BT DAl iy 9 345 ] ESP-IDF TR T,
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5 ESP32-H2 Gt 11 %
T DA A USB % UART #fak ESP32-H2 3745 USB 4, 5 ESP32-H2 At H 111445 .
TR FE R B L2854 USB & UART #f. WRZess, wlfdi H AM T .

i USB #hik  ESP32-H2 3 §F USB #h%. Jo7; USB 2 UART #f, f#in] HIEbekibts.

Development Board

USB

Personal |
Computer

¥

ESP32-H2

& 6: 375 USB %) SoC

#B43 > HF USB MR I KM [A] B4 USB % UART #;.

W47 USB 5 UART Wil IF % bn  7E2¢35545 USB & UART #FIFF & #tt, PC FIM; [ali@ st USB 1442,
Wil ESP32-H2 7 [A]if i UART %4 .

Developmment Board

USB

L]

L]

L]

1
Personal ' | USB-to-UART
Computer ! Bridge
'
L]
1

h

ESP32-H2

K] 7: 4¢3 45 USB % UART i FF & i

Hhis USB % UART i #B43FF & bl F AP35 USB 22 UART 5. 35 00 30 % 18 ZE 35 B das ) 2 ) 1
AP IR0 2e N R R B

[EJ1] USB A 1kesk  ESP32-H2 3ff USB Shi, Jodishif USB % UART #fF, Bl mIbesg — bl SO
ESP32-H2 [-ff) USB fii i GP1027 {2} D+, GP1026 i} D-.

#3: ESP32-H2 {U 3 USB CDC and JTAG.
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Programmmer Boar Development Board
-----------------------------------------------
' '
usB] :
Personal |, ' USB-to-UART . N
Computer ' Bridge ESP32-H2

& 8: #h USB 2 UART #

HIRBERFEF IR E ESP32-H2 #E A F . #H4F BOOT #4l, [FIN#—F RESET #4l. Z )5,
FAFF BOOT %M

i}l UART Efrkést AR dnfal il i} USB % UART #ff4E ESP32-H2 1 PC 2 [a] @t s AT . ML
Hr-S5 AN E D o

YEH% ESP32-H2 HI PC  Ji] USB Ziff ESP32-H2 JFA NSRS PCo NIRRT KSR P I0h H 328,
JetfiiA ESP32-H2 F¥ %Mz by USB 2 UART #f (E(4Mi%%: UART i&fLar) A5, SRSTEM F I8 RIkshf
Fe, AT T

PATR 2 S8 ESP32-H2 T R MUKl Fr i 2 -

« CP210x: CP210x USB & UART #j; VCP Kzl
« FTDI: FTDI [E COM i UK Zh AT

PAEIKEN NS, ERIT BN 8, T R A ) USB & UART #rih o — Ml ot
&, 24 ESP32-H2 Jf Jctin 5 PC HEERINy, X MBKSNHR T RAZ O 20T ORI RS, HFEE AL,

XA USB 2 UART #f FERAYBLA, BRTLABFT AT a4, S0 E LR RIS 4L

idf.py -p PORT [-b BAUD] flash

INFRUBERAR B, 5 H A BRI BAUD. BOAMBAEHRK 460800,

i MR A TZF B8 EAEE, ISR A 151 BoOoT #5#41l, [FIHf4%—F RESET
¥efll. ZJ5, PaJF BOOT #4¢4l.

{E Windows LAr il Kifr Windows 525 BEAF H1 1) COM i 15136 . Wi ESP32-H2 5 PC ()i,
SRIGERERE, BRI M) FE T E R E IR L.

PAR 2 ESP32 DevKitC #1 ESP32 WROVER KIT & [ :

{E Linux fll macOS #7511 25 ESP32-H2 JF kit (BOMEEHR @iy ) A D&M,
PATN ATk, B, WioPIPAREGERG:, EUGsiTA N ards e, EEITAREGER A,
WisATPA e Hofr, 28 st ran 4 a3l s 0 R ke ESP32-H2 X Hs 1 :

Linux:

ls /dev/tty*

macOS:

Espressif Systems 15 Release v5.1.1
Submit Document Feedback


https://www.silabs.com/developers/usb-to-uart-bridge-vcp-drivers
https://ftdichip.com/drivers/vcp-drivers/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 1. e AL

- )

=4 Device Manager E'@

File Action View Help

&= | T HE =

4 2 tdk-kmb-op780

& 78 Computer
: Disk drives
Display adapters
DVD/CD-ROM drives
Hurnan Interface Devices
; IDE ATASATAPI controllers
Keyboards

?!IE

] -

P

I,.;.
B

Mice and other pointing devices

Monitors

[ -&F Metwork adapters

4 73" Ports (COM & LPT)

LT ? Silicon Labs CP210x USE to UART Bridge (COM3)
b I Processors

b -iy Sound, video and game controllers

m i CE )

[» M System devices
I - i Universal Serial Bus controllers

E 9: s gh ESP32-DevKitC 1) USB & UART #f
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- L

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
&> -/M Computer

£]

[ =y Dhisk drives

A Display adapters

e DVD/CD-ROM drives

Eﬁ Human Interface Devices

‘g IDE ATASATAPI controllers

< Keyboards

--ﬂ Mice and other pointing devices
| Monitors

-mF Network adapters

T3 Ports (COM & LPT)

f}-n Processors

b -3, Sound, video and game controllers
5y System devices

- i Universal Serial Bus controllers

P 10: Windows i £ &5 FEES 1 ESP-WROVER-KIT (4~ USB H2 473 [
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ls /dev/cu.*

P4k AT macOS H ' AAERH D, HERASE %S USB/H NIRRT . BRI H i IKsh e
¥, WETi%4% ESP32-H2 F= PC, %IT macOS High Sierra (10.13) ] |, VR7] GBS RT3 AL i IR 5h AR
JPRmE, BARTHTI R A RITRE > ZeMmRA > EA, MERGAFEER: “RAFFRKARIFR
Guigf---7, HdIF & AN B4 FKA Silicon Labs 5 FTDI.,

€ Linux HpiE il 18] dialout  MEiEsg il MY n] A USB X ef B T35 H4F . fEZ % Linux
JiAR BRI AL AT S, FFH RIS dialout 4, MIMARVFEEE AR

’sudo usermod —-a -G dialout SUSER

1E Arch Linux H', F525# 5 PAF ap4FFH s E] uucp 4 H:

’sudo usermod —-a -G uucp $USER

THHEFRROR, BIRH IR ERURAE

Bk sk BE, NS D Runftly, AR EE ESP32-H2 J5Aun R A L, Migikbds A
HERGE .

ESP32-H2 ({42 il 5 BkiR BIA R 115200,

Windows fil Linux $§{: &% 7E4/RBI, AT A PuTTY SSH Client, PuTTY SSH Client [ a] i F
Windows 8 1] ] F Linux. @l n] DA HoAt 5 1 R - B B A R Y (H 22K

AT A S, BUEAE AP BRPHIAR A 1 AR = 115200 (A T2, 4 SO BEADE R A BRIA B RS
), BRI =8, fFIRAL=1, A =N, DLNEGR AR T WfifE Windows I Linux HBLE A 1
F_EAEFSEC (0 115200-8-1-N) o 3, & B B Fe Dk PR iiA R 8 D 2 EFTICE -

IR, kAL ESP32-H2 2 ATEIH & W, iELumd I DT &g . XA HENEBRT
In#EkF| ESP32-H2 W ARFF, WS &),

ol WHTERIIESE AR FLEFIER G, KM DL, WERAESEZ 0w — BT RS, 25 BAeRET:
IPREICIE T I 1

macOS $#fER% macOS #£4L T BraEins, HILEAH Z8 8 10 K umfe) v
o ¥ & Linux %2 macOS L5 %#0 | ifiPA Fid

1ls /dev/cu.*

o BEAEDIFPT b

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

o ARARIIERE R LI RO TT R AR, S R A PR, I R 2T, iz
TS (IEHRE, #HF “1152007 HEOhHTE I BA R AS%) -

screen /dev/cu.device_name 115200

¥ device_name B NizfT 1s /dev/cu.* FHIAEAE OE,

s BSRERIER PRt R Hl . HENARSTINEE] ESP32-H2 KN HARF, S5 &=l
W Cul-A +\ SR PRRESE.
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ﬁ PuTTY Configuration
Categary:

= Terminal

- Keyboard
- Bell

- Featuras
= Window

- Sppearance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Prosgy

- Telnet

- Flogin

- 55H

- Senal

Options contraling local sedal lines

About

Select a seral line

Seral line to connect to COomMi12

Corfigure the seral line

Speed (baud) 115200
Data bits 8

Stop bits 1

Parity [ MNone

Flow cortrol | XON/XOFF

)

[ Oeen [

Cancel

 11: 7 Windows #:/E R SG H (] PuTTY B8 O#ES5
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PuTTY ConfFiguration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

About %] Cancel

P 12: 7 Linux #4/E RG] PuTTY SEEH IS4
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A RIS EFIER S, KM PR . AR EHOCA SR ORCR K bEag, 25 BE
W IR e I ER 1

sl AR HERG WEREE LA L, e E AT AR

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008, 1en:8

load:0x3fff0010,1len:3464

load:0x40078000,1len:7828

10ad:0x40080000, 1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WARFTEI A H B2 TR (MARELAS), W RE DIEREIER . By, S0 ARSI 72058, Hipe X
B AP L3 F] ESP32-H2,

Frik: FERRSER Ry UT, A8 ESP32-H2 /Al I andTHIE: 1 BT, 5 2AE &y 8 A Hs 1
RTS & DTR . % FEHUAFAET 5 RTS & DTR BRI EHEHE] EN & GPIOO il Ligfid, 4Kz
HOFkM (OFRREFTARIT M) FRBAEA . ELIEAEE, 5% esptool SR,

WNEAE 2R ESP32-H2 BECEIT AR PFRREERS , M 2% Fr4e 1% A ESP-IDF 2 Befes| X L, M %
A F4&4% A ESP-IDF »2 SREE L

Resr i britEER

EREIN ARAB AT E ar 2 I B TR XA AT IR, O R R 2 — AT e ia T
esptool.py W B4R, esptool.py RWERGIMA, HTHEELHR. 5 ROM 53N
ARG PER TR . ALASEIR LA PRI T FEh AL, AR MR R AR AR, 37
2% esptool W HEER RIEZF .

esptool.py @2 {#i USB & UART #; (4 FTDI B¢ CP210x) f#) DTR F1 RTS & i £ 2 %k @ 3h & 4
ESP32-H2 (3% 5 ESP32-H2 43 % 2542 JRPUE Z 144015 8. ) . DTR Fil RTS $ifil £k 3% 523 ESP32-
H2 1) GPT09 #il CHIP_PU (EN) 'l I, Atk DTR A1 RTS )3 L 22 Ak 2 ESP32-H2 HE A ] {1 %
Bl AR I A ESP32 DevKitC Jf &M i JFHELE .

— kUL, B E T ESP-IDF JRAMA 2 B, [Hi2, esptool.py FEPA NIEIL T AREH S EE
R

o CRITECRE A 23] GPTO9 Ml CTHP_PU [y DTR Fl RTS #4H4k .
* DTR #1 RTS $5 £k ity fic B 5 =R .
o AFFTEIAER A T ] 2

MERE AR, tmT AKF R ESP32-H2 JFAAR T2l B BN EfF R kil (B2407)

o WTFIRFEFF RN, RIASE X NIRRT TFE s e . B, v DAl 4 Boot #4l
(GPI09) Fifif: EN #¢4l (CHIP_PU) HKF-8h i ESP-IDF JF % #i .
o W HAMER AR, W PAZEIRRF cPTO9 Rk,
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IDF Y #L2s

IDF i dlaid— AT &5y, A T esp-idf-monitor {4, T UK HARBE 5 HR B T4k, IDF I
WA R A HE L IDF () H e

7£ IDF i ] idf.py monitor W RAEH AR

PIEPERE S T O7 (5 IDF WARUEA T H., iE TR 4 I TREE R

REER 1BRIE ik
Cirl+] B AL R
Cul+T S R B R Ry —, P REAE.
Ct 53 TR IR e
e Ctrl+T
. Cult] Ff exit FAF &Ik B ALE
. CtrlsP FEHRRS, HEAGS | EEHRR S, Wil RTS & (&) AL g
INEARY it RTS K | )7, WEHF ARSI EMRT . SRS ST
155 R F DA FH DU #RAE
. Cul+R Wit RTS e # B HbriX | EEWRS, il RTS & (WE#8:) EHE sy HEERF .
%
. Ctrl+F SRR LI H (= idf_monitor, 1547 £lash H#xr, 5 E idf_monitor,
o AT ] 5 3 10 U5 SC R0 2 00 T T 4 . RS T TR
2 idf_monitor & A2 4L -E B/, Wizt B
encrypted-flash,
. CtiltA Ik S ek W AR | B 45 idf_monitor, =17 app-flash Hir, RJEHKE
%+% idf_monitor. jX15 £lash KL, {H A 3R R4 %
¢ R R, . A idf_monitor £IAZH —E a0, W)
) 2T H ¥R encrypted-flash,
. CtisY IR/ EAE R LATED | SR, SEFIraEANBITEE . VYA RS IR
H & ARG O PR A A H A
. CrliL bR E B AH | TR ME A, HTFS AR L. ol
ki ‘TJ%?;%%@JJ:/‘VX’EWLZIJJ@E (iR} IDF 5 s th & 2 1% 1)
HE) o
. Ctrll IR T EDET R ARIC | IDF M figs v ATERE—A TR FF S FTEN— AN Rl FRic . ifTa]
o Fric X PAE I ——timestamp-format 4412
(## D MO
. CtiltH SR A P
= &
H)
. Ctrl+X B g R
(=
X)
Ctrl+C HIWTIELE AT R | B {5 IDF M M #% JF iz 47 GDB I H ¥ i #F,
lig M fE iz 4 e R R XFER

H:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME
EI

BT ctrl-] Ml ctrl-T, HABPGERE S Sl 0 AR A .
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He 1L IDF $5E

FIahfigih bl 2000 R R 1) ] SAT AU A 7S BE bk Iy, IDF S50 A gz stk A PR A i
MREE (SCHFZRIFTS ), R A7 s T E iR

ESP-IDF [ I fE7 % 4: crash il panic S, F5 AR U0TR A3 77 e i 1 ] 9

abort () was called at PC 0x42067cd5 on core O

Stack dump detected
Core 0 register dump:

MEPC : 0x40386488 RA : 0x40386b02 SP : 0x3fc9%9a350 GP H-
—0x3fc923c0
TP : Oxabababab TO : 0x37363534 T1 : 0x7271706f T2 H
—0x33323130
SO/FP : 0x00000004 s1 : 0x3fc9a3b4 A0 : 0x3fc9a37c Al H-
—0x3fc9a3b2
A2 : 0x00000000 A3 : 0x3fc9a3a9 A4 : 0x00000001 AS H-
—0x3fc99000
Ab : 0x7a797877 A7 : 0x76757473 S22 : Oxabababab S3 H
—0xabababab
S4 : Oxabababab S5 : Oxabababab5 S6 : Oxabababab S7 H-
—0xabababab
S8 : Oxabababab S9 : Oxabababab S10 : Oxabababab S11 H-
—0xabababab
T3 : Ox6e6dbecbb T4 : 0x6a696867 T5 : 0x66656463 T6 H
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H-
—0x00000000

MHARTID : 0x00000000

Stack memory:
3fc9a350: 0Oxabababab 0Oxabababab 0x3fc9a3b0 0x403906cc Oxab5ababab 0Oxabababab.
—0xabababab0
3fc9a370: 0x3fc9a3b4 0x3fc9423c 0x3fc9a3b0 0x726£6261 0x20292874 0x20736177.
—0x6c6c61635
3fc9a390: 0x43502074 0x34783020 0x37363032 0x20356463 0x63206e6f 0x2065726f..
—0x000000300
3fc9a3b0: 0x00000030 0x36303234 0x35646337 0x3c093700 0x0000002a Oxabababa5..
—0x3c0937£48
3fc9a3d0: 0x00000001 0x3c0917£f8 0x3c0937d4 0x0000002a Oxab5abab5ab5 Oxabababa5.
—0xababababe
3fc9a3f0: 0x0001f24c 0x000006c8 0x00000000 0x0001c200 Oxffffffff Oxffffffff..
—0x000000200
3fc9%9a410: 0x00001000 0x00000002 0x3c093818 0x3fccb470 Oxabababab 0Oxabababab.
—0xabababab6

I I AT AR Ak IDF W WL b 2 A7 e it kb sE 2 R R

abort () was called at PC 0x42067cd5 on core 0
0x42067cd5: __assert_func at /builds/idf/crosstool-NG/.build/riscv32-esp-elf/src/
—newlib/newlib/libc/stdlib/assert.c:62 (discriminator 8)

Stack dump detected

Core 0 register dump:

MEPC : 0x40386488 RA : 0x40386b02 SP : 0x3fc9%9a350 GP H-
—0x3fc923c0

0x40386488: panic_abort at /home/marius/esp-idf_2/components/esp_system/panic.c:367

0x40386b02: rtos_int_enter at /home/marius/esp-idf_2/components/freertos/port/

—TrIscv/portasm.ST35 (FILZESD)
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(& b))
TP : Oxabababab TO : 0x37363534 T1 : 0x7271706f T2 -
—0x33323130
SO/FP : 0x00000004 sS1 : 0x3fc9a3b4 A0 : 0x3fc9a37c Al H
—0x3fc9a3b2
A2 : 0x00000000 A3 : 0x3fc9a3a9 A4 : 0x00000001 A5 H
—~0x3fc99000
A6 : 0x7a797877 A7 : 0x76757473 S2 : Oxabababab S3 H-
—0xabababab
sS4 : Oxabab5abab S5 : Oxabab5abab S6 : Oxabababab S7 H-
—0xabababab
S8 : Oxabababab S9 : Oxabababab S10 : Oxabababab S11 H-
—0xabababab
T3 : Oxb6ebdbcbb T4 : 0x6a696867 T5 : 0x66656463 T6 H
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H
—0x00000000

MHARTID : 0x00000000

Backtrace:

panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC 0x42067cd5.
—on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.c:367

367 *((int *) 0) = 0; // NOLINT (clang-analyzer-core.NullDereference) should be.
—an invalid operation on targets

#0 panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC.
—0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.
—c:367

#1 0x40386b02 in esp_system_abort (details=details@entry=0x3fc9a37c "abort () was.
—called at PC 0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_
—system/system_api.c:108

#2 0x403906cc in abort () at /home/marius/esp-idf_2/components/newlib/abort.c:46
#3 0x42067cd8 in __assert_func (file=file@entry=0x3c0937f4 "", line=line@entry=42,
— func=funcl@entry=0x3c0937d4 <__func__.8540> "",_
—failedexpr=failedexpr@entry=0x3c0917£f8 "") at /builds/idf/crosstool-NG/.build/
—riscv32-esp-elf/src/newlib/newlib/libc/stdlib/assert.c:62

#4 0x4200729e in app_main () at ../main/iperf_example_main.c:42

#5 0x42086cd6 in main_task (args=<optimized out>) at /home/marius/esp—-idf_2/
—components/freertos/port/port_common.c:133

#6 0x40389f3a in vPortEnterCritical () at /home/marius/esp-idf_2/components/
—freertos/port/riscv/port.c:129

IDF M &R 1E /S GIB T A R s, a4 ik

riscv32-esp-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

59 F§ I KEAS B ESP_MONITOR_DECODE ¥ H A 0 5% # i A esp_idf_monitor fi} 4% 5 fiy 4 47 10 1
python -m esp_idf_monitor --disable-address-decoding 2% FHibil RS .

KB S0 b5 BRI T, TDF IBLEE £ 1E AR5 ERETI S DTR A1 RTS #4728 ISR
Fro 20 1k IDF Wi U3 ETEREAT 1 ZNAL 00, LI IDF i ghAB AN 3 ——no-reset, il idf.py

monitor —--no-reset,

1k ——no-reset WEWITE IDF Wi WL B RS & i 1 W] DASEBLRIFEARCR, Al idf . py monitor
—-—-no-reset -p [PORT],
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M GDBStub LLyi)il GDB  GDBStub SZH5AEIf T #EA T 1. GDBStub 7k H fn_bizfT, Hilad s i
FEE) EVUN ORI A <. GDBStub STRFEIUN A AL & . A AR ) R isF & BIREA JTAG
iﬁl;ﬁiﬁ)ﬂ , {7 GDBStub 5¢ 4xii i FR AT 1 58 Ul 7, SO T B AP REE (4 (41 JTAG/USB #r %
)

1 1 ¥ CONFIG_ESP_SYSTEM_PANIC ¥/ GDBStub on runtime, W PUKFHRE E NG S BT
GDBStub. GDBStub YRR G G217, E RSB T 1 A7 ctrl+C S8 AR Wy (R IEFRE
FEHT), MLl GDBStub ZbFEE R G4

tAh, AW DA B CONFIG_ESP_SYSTEM_PANIC ) GDBStub on panic &AL E panic AbFRFREY, i
HAE KA crash F{FHE1T GDBStub, 4 crash Az Hf, GDBStub i@ 52 1 AR IR FAF R B, %
7% GDBStub iF#Fi54T

Toit @il Ak crrl+C @RI EIRAFAT RN, IDF e #ie 253l GDB, ik il P ik i
ilfr%. GDBIRHG, il RTS AR I&E AL H R, AIRORER: RTS 14, i (05, T fIT
KMo

#rili: IDF W& S GIs1 740 fir /5 i GDB:

riscv32-esp-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex..
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"

i onm 2k v DA B idf.py monitor —-print-filter="xyz" J& 3 IDF I§ # &%, H 9,
--print-filter @i LS. SEERIMEASFAFR, THTHUERNE.

LR AT N AR RG], S E <tag>:<log_level> FH NI, H W <tag> BAR% F4FH,
<log_level>j& {N, E, W, I, D, V, *}ELEHH—IFEE, #5120 S Rl

PN
=

B4, PRINT_FILTER="tagl:W" HJULEHFTEN ESP_LOGW ("tagl™, ...) i L, SEEE
BARH TR R R4, B ESP_LOGE ("tagl", ...). WZ4EE <log_level> Hifli HIEHZL
SIBIAME *.

ik GiiEns, WPARUN T HEAE R & E R RNAT IR . AT AR IDF M s i e f Hh ok U8 5
I, HICHE R MmN Y .

1Y AR P AR A E

GEkg. B . B9, DAESARE R 6E
LU VRS i elci0F 5

Ja—ATIRMBA G, ATRES G R RE, RO, MSOLARITIRTTEIXAT, H
JER B BGAT ARG TN o X — AT, AT DA G 80 0] el S s V. (R 1 @ AR B i
BRI .
iy 32 R 711

o * AT UCECAE 2R BAR %S . {H PRINT_FILTER="*:T tagl:E" fTHIXT tagl Myfi &l
B, XOEREN tagl UL * BEIRAL e

o BRAEIN (%) BT * v, BRGNS SO R B VT BT B hn 2 B R R DC L i A N 2

o "HIN" AN T HETIEER R, A T print £ MFTEIETH . O TR — AR, BEAE A
* B B TR .

o N "tagl:v", "tagl:v", "tagl:"., "tagl:*" fl "tagl" Z[d.

o K ";agltw tagl:E" ST "tagl:E", XN IR B A W A R AR 2 2 7 T e
Rl — 5%

o FUN "tagl:I tag2:wW" {UAE Info 40 B A BEARGAMNFTED tagl, 7E Warning P40 9% 5 5
FARGAATE tag2,

o N "tagl:T tag2:W tag3:N" fEAJT ESERIT E—#N), XEH N tag3:NEE tag3 AT
1N

e tag3:NJEMMN "tagl:I tag2:W tag3:N *:V" FHEAEE X, XEHNFUWHEEEAE tag3:N,
tag3 [FELATREFTEI R T tagl Ml tag2 $5R(E B & FT EIFERS & RN G0 (SRR R) |
HERNFTEN TR A
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SRR B A0 H GRS B AT T e I B DL AR A

10oad:0x40078000, 1len:13564
entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte

W (31) esp_image: image at 0x30000 has invalid SPI mode 255

E (39) boot: Factory app partition is not bootable

I (568) cpu_start: Pro cpu up.

I (569) heap_init: Initializing. RAM available for dynamic allocation:

I (603) cpu_start: Pro cpu start user code

D (309) light_driver: [light_init, 74]:status: 1, mode: 2

D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID..
‘—)l

I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="wifi esp_image:E light_driver:I" Jiiilimifmisk s BT pin:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

PRINT_FILTER="1light_driver:D esp_image:N boot:N cpu_start:N vis:N wifi:N

RENAIST2 LT R

1load:0x40078000, 1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF W #L 2% L) s
Windows A3 T L1108
» BT Windows $51ill &5 BR |, 75 LUk 48 S H A — g sk i Jo e GDB H i .

o AU, idf.py BN, W HEAAE IDF WAL= Z Hi s 30 7.
* GDB jzf7H, WHRESEE—BURE], SAJEA4TT55 GDBStb #E4Til{5 «

Linux fll macOS “E& 1. H 58 br il 3 B

VEANBEB YR EIRIE N R IR, el AR

BEEIFR RS PATR /20N ESP32-H2 i ESP-IDF [ HL A2 9.

B ZRES

« % =%: 3 I ESP-IDF

e H=%: XEILA

« ey REFRREF

« %A% F4s1% )8 ESP-IDF °e

S Aty O 7o ESP32-H2 W filiJi] ESP-IDF, SERiR¥iRE RG4S Al DA 2R
B AT P 52225 Linux F1 macOS i R 45 T A &R BRI,
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Linux J{| /" %% ESP-IDF 2 DA N . iRIEMH B9 Linux ZATHUAS, BEFRGE I ZR M4
e Ubuntu A1 Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

HHIM58R SRF CentOS 7, {HN T BAFH I FHARLS, B CentOS 8.
e Arch:

sudo pacman -S --needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

i

* i i} ESP-IDF 5% CMake 3.16 5 DA FARCA . 8 HAHY Linux &4 REFRZE M H SR PE
By JF 5 backports 4 FE, Bi4eME “cmake3” P4 (AEZLH “cmake”).
o QR EIRGIFRPEAEMAN RS, HSHEIHREWMHE SR, BEREZERAEITANmS.

macOS J{] )1 ESP-IDF ¥{ii Fff macOS _F 2R\ 2311 Python Jig 4~

o % CMake Fll Ninja 41 T H.:
- #7# HomeBrew, %0 PAiBfT

’brew install cmake ninja dfu-util

— 4 MacPorts, A DAiz

’sudo port install cmake ninja dfu-util

- APAEYIAEN, 1§51 CMake I Ninja 5T, i) K macOS & 1 8224 1)
o i Z A A B 223 ccache DASRAS TR AT 4R 153 F . 17 HomeBrew, W] i#ii MacPorts [/ brew
install ccache B sudo port install ccache m)ﬂ@ﬁ%éo

Friks WEHE AT PR 2 AR B

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

NasiZedE XCode iy 47 LH, Wis4T xcode-select ——install fpddEfracds,

Apple M1 iy ARIERIH B2 Apple M1 R 51 HA FIUTH H BREER:

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is.
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

i p

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2—
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

TR BB T M K Ze %% Apple Rosetta 2:
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/usr/sbin/softwareupdate --install-rosetta -—agree-to-license

‘2% Python 3 Catalina 10.15 %71 Bt R AHERAE ] Python 2.7 fii4S, 7E A K4 macOS A A~
SBRIAEL Y Python 2.7, AT AT fiir & A A 4524 B FH 1) Python iU

’python ——version ‘

W25 E Python 2.7.17, MARERERINETERE Python 2.7, X B T3 2GS T A T A e
L b A B 48 &1t Python 3:

’pythonS —--version ‘

WERIEAT LRy A BRI LN %A %3¢ Python 3.
T AR DA T 2 PR 2% Python 3:
o {#if HomeBrew 47235 (1) 5 ¥ 01 :
’brew install python3 ‘
* fifi i MacPorts #1723 /) 7 R :

’sudo port install python38 ‘

55+ RILESP-IDE £ ESP32-H2 MR HARF2 i, THCHNUR ZEUR B4k FERE S ESP-IDF
G,

FHL ESP-IDF pAs i A . 77 &, YJies| AR F ESP-IDF i TAEH 3%, [/ git clone fid 74
BERERR O . EPAPRIHRERG M EALE T, i I .

R4S, BTN T s

mkdir -p ~/esp

cd ~/esp
git clone -b v5.1.1 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF ¥ ~N# % ~/esp/esp-idf,
T HIHEESP-IDF yg A 2, #5% ESP-IDF A [a] fiUAs iy B A48 H 3 5%

g5—br BT [RT ESPIDF ALy, UL 200 S0RF ESP32-H2 (Y11 H 22%¢ ESP-IDF (i ] (144 i T.
o, Hingigas . #ilds. Python f14%,

cd ~/esp/esp-idf
./install.sh esp32h2

8¢ {# fJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32h2

Fabay U BSP32-H2 22 T TH . WERTFENZ A HARE FIFATIH , W] PA— IR P38 E 24
Hbr, R AR:

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

8¢ {#i i Fish shell:
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cd ~/esp/esp-idf
./install.fish esp32,esp32s2

USRS B R N T SRR H AL 23 TR, DA TR din s

cd ~/esp/esp-idf
./install.sh all

B¢ {# fJ Fish shell:

cd ~/esp/esp-idf
./install.fish all

Fils X macOS HIF, ANGHE Eap AT PR @ 21 DA T FR:

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—to get local issuer certificate (_ssl.c:xxx)

Wiz HL K Python SCfE e FRf) Install Certificates.command Z¥EH. TMELZEL, S
% 223 ESP-IDF T ST BUAY F ALHE 5.

PEITIARE) S ESP-IDF T A2 T 8 Github R ARRAS Rty —28 TR, W2R95 1 Github £
NN, PTLABLE IR, AL e Espressif ()T 2k 5 452E4T Github BT 2.

ik ZBCE P Github ZATMCAH R A TR, B A S ST MAEA Git €4 ) URL.

T TR See it Espressif MR S5 4%, WEI21T install. sh WML a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

o 23t ARSI E A4S ESP-IDF Frs i 4t T HBOAZSEE R PR E Sk, B
Linux ZZH ) SHOME/ . espressif Hik. GEATPAKESER T H 38 3 Hpth H Sk, (HIETEB1T 2058 A
Hl, EHriXENEASE IDF_TOOLS_PATH. Y, WHIRENH K S 4L HE T B IZBAAMAUER .

WHRAB T IDF_TOOLS_PATH B &, WHRRZ AR KIITLEMA (install .bat, install.
psl B install.sh) il A (export .bat, export.psl B export.sh) BEEF—2.

SV DCPPRABEA MUY, BRWIN 2R TR R ORI N A PATH PRs5As &, Joikadiad “ap a7
ML T H. Wik, WARE SRR . XAl AL ESP-IDF St o) — A A I T I B

THTE R 25217 ESP-IDF B0 5 s 7 PA R iy

’ . SHOME/esp/esp-idf/export.sh

XFF fish shell ({SZHF fish 3.0.0 XA ERA), Iz AT 4

’ . SHOME/esp/esp-idf/export.fish

HE, mdIar <7 SRz mNA a8
NIRRT E A FIE1T ESP-IDF, A DUAIAT export . sh Q@ —A 514, BADIRIT:
1. BRI NELL R v %) shell B E 044 (.profile, .bashrc, .zprofile %)
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alias get_idf='. $SHOME/esp/esp-idf/export.sh'

2. B E A& E D BiafT source [path to profile], fll source ~/.bashrc 3ERIFHCE
.

BUEAES T DATE AT (T 4 1 B AT get_ide BTSSR esp-idf 555,

T I E N export . sh #VINE] shell FYRCE SCIF. AR S SEAEAE L 2 1 HAEREGE IDF [ IER
5 (G TCTHE G IDF RTh) . X5ET 7 60 MRS H i, 38 w] RESE M AR A 1 o

Fi2b: JFUGRHET ESP-IDF WL BIFEGSC 2 B4 T i) ESP-IDF (AT 2504, B P RN AT ha
R ER—> T AR
A F R B 58 MU ESP-IDF (Y25 —2 . AR R, QRG] ESP32-H2 Bl — T4, FH
L BRI A i

Frik: WIRGEGEAR T ESP-IDF, 52 M3 B gR, AR AR v B s i B A

JFUGEIEE TR BUFE, PTAES T & ESP32-H2 [ FHAR)F T . AT PAM ESP-IDF Ht examples H 5% T 1)
get-started/hello_world T F£F 44 .

Hi%: ESP-IDF % R4 A S0 ESP-IDF BAn sl TARHAR Hily 254

#f get-started/hello_world TS ] £ EAHN) ~/esp HFET:

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

#{l:: ESP-IDF f{ examples H g NG —FR IR B TAE, G0 AR I BRI iR Sz 7 H A AR 6,
LIRS/ 1E 7N i R

ety BUE, IR ESP32-H2 JFAMIERS| PC, HAERIT AR ML .
W, B OEAFBERG T BRi 2 Foa BT A :

e Linux ##fE&%: VA /dev/tty I3k
* macOS ¥ fE&RS:: DA /dev/cu. FF3k

A KA AR o O A AR TR R, 1§ W5 ESP32-H2 &3 % v ikdk,

ik WiCER A4, BRTERSS R EA .

Bl ¥ TR 53 A hello_world Hsg, i ESP32-H2 h H¥rith i, AJgizfr TAEKE T H

menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32h2
idf.py menuconfig

TIIF—H TG, WEEMH 1df.py set—target esp32h2 WE “HAR” . R, MM
HRIEHIRAIE Z A ficE (). S LEERF “HAR” BB NI (M nl ki %
HE). WEER, EWAFRIFSH ser-target.

WA E AP RS . ARG AR AR 3R
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{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[SpacefEnter] Toggle/enter SC] Leave menu [5] save
j ?

7?1 svmbol info [/1 Jump to symbol
le show-help mode C o], show-name m [A] Toggle show-all mode
t (prompts for save) [D] Save minimal config (advanced)

F 13 TR E—FHE N

‘d:TMLLﬁtiﬁuﬁlﬁﬁﬂ’JﬁﬁiEE, G35 Wi-Fi M5 AFK. SR PEER 3 % . hello_world /R
Bl H 2 DA B a7, HEX—WiH o PABk i menuconfig #4750 H il BixX —4 % .

il Bt 1 2R MRS BB @ A RS S BN, BT AE R —-style KBRS, T
18T 1df.py menuconfig —-help @<, FKMEZ(EE.

Gk LR WEMEHIPA TR S, Sk TAR:

idf.py build

IBATPA LA T A PR AR P AT AT ESP-IDF 24, 5 AL s | S alA . 2 DAY AR e — ik
il ST o

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—-— Building empty aws_iot component due to configuration

—-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

WR—UIIEN, SE5E U5 R B bin S0P
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BRIty WBATLA N A, KRNI A Y k] SCPRpE T 2 A8 ESP32-H2 JF At :

idf.py -p PORT flash

TFF PORT £ty ESP32-H2 FF A AR R L4 FR. AR PORT REE XL, idfpy FE N HE 0 A
sz JEE

WA idf.py ZETER , 15 Widfpy.

P4E: APt flash U H ZhgRiFIFRER TR, HILIRRHETT idf .py build.

AR A IR R S, W EI e T E B Bh ESP32-H2 613 v i ik PFPCELTRAE R .

WOERENE  TERSRd e, BRAEIEMT AR T H &

esptool esp32h2 -p /dev/ttyUSBO -b 460800 --before=default_reset --after=hard_
—reset write_flash --flash_mode dio --flash_freq 48m --flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v4.6

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-H2 (revision v0.1)

Features: BLE

Crystal is 32MHz

MAC: 60:55:f9:f7:3e:93:ff:fe

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to 0xOOOOS5fff...

Flash will be erased from 0x00010000 to O0x00034fff...

Flash will be erased from 0x00008000 to 0xOO0OO08fff...

Compressed 20880 bytes to 12788...

Writing at 0x00000000... (100 %)

Wrote 20880 bytes (12788 compressed) at 0x00000000 in 0.6 seconds (effective 297.5.
—kbit/s)

Hash of data verified.

Compressed 149424 bytes to 79574...

Writing at 0x00010000... (20 %)
Writing at 0x00019959... (40 %)
Writing at 0x00020bb5... (60 %)
Writing at 0x00026d8f... (80 %)
Writing at 0x0002e60a... (100 %)

Wrote 149424 bytes (79574 compressed) at 0x00010000 in 2.1 seconds (effective 571.
—7 kbit/s)

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 539.7.
—kbit/s) ...

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

AR —PIF], BesRIERN)E, FFAMCR2EN, MHEF “hello_world” JF1RiZTT.
IR 7 B ] Eclipse B2 VS Code IDE, [fijdE idf.py, 1% Eclipse Plugin, DA} VSCode Extension,
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WePRE Iy AT DME ] idf.py —p PORT monitor fpd, WAL “hello_world” TAEMafTIENL. TEE,
AL PORT 4 G311 R 44 55

AT A )G, IDF WALE W R Es):

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST FLASH_BOOT)
ets Jun 8 2016 00:22:57

v, BT DAE RS H SR H G205, BEITEIR “Hello world!” 7.

Hello world!

Restarting in 10 seconds...

This is esp32h2 chip with 1 CPU core(s), BLE, 802.15.4 (Zigbee/Thread), .
—silicon revision v0.1, 2 MB external flash
Minimum free heap size: 268256 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

T Pk cer1+], iBH IDF HRtids.

il BWATPUE T AT S, —RMSATIEE . Bt i A
idf.py -p PORT flash monitor

LAk,

o WHHIALIDF YAl E , T EY Z 0 ] IDF WL 0 P s A oAb 1
s WHIfdfpy, BHEEL 1df . py A FIET.

8%, UK ESP32-H2 AT 2!
BUAE, BATRAZEA— L8 At examples, BE B HEITA H ORI LT .

TP —BRGIFL TR R ESP32-H2, [H>ky ESP32-H2 HURAL & FF a5 (1A 15 .

TG 1 /R BIAR PP 1 7 2 README SC{F 1 supported Targets A%, AIAFA {4 ESP32-H2,
HE AR FM, IBARIFIR ESP32-H2 SRR AR BIRE .

oAbt

LR i) 78 /dev/ttyUSBO i Ff FE 2% Linux it 4 0] ESP32-H2 ke [E 40, A fEe i Failed to open
port /dev/ttyUSBO 45iR7H 5 . BLIA] DURE A 38 %8 Linux Dialout 48,

He %211y Python Jig /& ESP-IDF 3 #F Python 3.7 Je DA A, B THR 45 AE 2 G0 31 58t A AT 58587
Python, 7] %64 sources 42235 5 F il Python, B{{ifi ] Python 45T 2 45 i pyenv % WA AT TR A5 T
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Py flash  ESP-IDF 73044 flash., #iE17PA Favd, BB flash:

idf.py -p PORT erase-flash

FAAETEERIY OTA $lls, WIBFTAT s

idf.py -p PORT erase-otadata

PEBR flash 72— Bamf ], FEHEBRARR T, WIS ER .

L 9iH ESP-IDF  IREE S ANIHE BBl A8 ESP-IDF, 1257 bug SR MGHYIIRE . 761 E , EESP-IDF
A RO ANUCE RO A A A SRR IR s SCRRIBRI G, AR I SE R 44, 1 nl ke 0 H T
FE FeHii) ESP-IDF A . B2 XT3RS, 11§55 ESP-IDF 1k .

P, GAEG, YRR A A . SRR A s HAE MR A I esp-1df SUfF
¥, RIGHIRS =% KIUESP-IDF MiJE/R, EHEOekE .

73— IR DU R AL Ry BT, W RIE £ #r ESP-IDF B4R . HLARHE 8 R AR A
¥ ESP-IDF JiAA T AN o

R, SRR, W HGBT IR A, PARTE ESP-IDF s i) TRBA T . RIKIES% 5 =
¥ RELE,

—HER A TR, WS AT, RAESE5my: RERgLe.

FHORSCAY

5 ESP32-H2 43 $ 0 i %
Eclipse Plugin

VSCode Extension

IDF %7025

14 GEss—A LR

AR R C &2t ESP-IDF H %A (i HAE M TT &35 (IDE), 157 24 T # B & Windows + JF 44
23 42 80 & Linux Fo macOS F FF 44\ 1& T2 g1t —A TR,
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APl %%

2.1 API Zyg

ARIANERT ESP-IDF W IR 4tk 1 (APD) i TR 24058 RIS
ESP-IDF {21t 1 L e 11 -

o {F ESP-IDF ZH{Fmy 2 3k Se - A B C eRigl. gMiR . Mos. K800 UITRALIES 2. et
F API SR T X SepR . S5 R FIZEal,

o GHIFRGRE. i AR, 51 S M ESP-IDF CMake #) 3% % %% API,

* Kconfig W, W] T K diik R G CH (CMakeLists. txt).

o T A NHGMTEH.

ESP-IDF th ZANMAMF4LAL, A48 % 17 ESP it 9w 5 ARG s 88 = e (RIS = 4iik) » W1
FLSes =J5)%, ESP-IDF $24E4 AL 28R 11, DARRIALXTEE =7 ERO AT, B3 L5 ESP-IDF H
MINBEMI M E . FLEN T, B2 AR E IR Z EN R4 APL,

PAT A4 7553 ESP-IDF APT K HAS HIAYAH S 2«

2.1.1  HEAAbEE

Z % ESP-IDF API 21k [l thesp_err_t KA E LY HIRMAI . A XML ELFER, SR
432 {53 . A % ESP-IDF AU FR ARSI, S FlER R 5%

2.1.2 ECEEGHIE

B ORI HIRE T 5 Rk ESP-IDF URRARA N, 3 LR W) i LB B A5 M A

% ¥ ESP-IDF (4 i Ak Bie B F1 22 R GAHES DA « . ._init (). ..._config() Ml ..._install()
W) HFRE -G A BRI FEEEA S 8. Bl

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"

Q)
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(£ L£50)

esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

IR BRI X AFRER I RCE S AR HE ST, DR B IeAi A iR R 224 h o
I R FP I I AL S R B B, DA R s B

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;
/r R FHR .arg 1 .name KAWL */
esp_timer_create (&émy_timer_args, &my_timer);

Jo2 i BSP-IDF SR €99 ) Fisk B L2 RSEMEG MBI 1L, AT DARIR0 2 B AR,
SRR T B

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
/* E#, FH .arg f .name B HHBL AT */
bi

C+ 155 IR ORI E W IR LA TETS , (AR R LA AUEIE PSR GUT « e C++ fURS (/1] ESP-IDF API
I, ATRAZS A DA R AR

/* IE# : .dispatch_method., .name D\ X .skip unhandled_events AW K4 FE */
const esp_timer_create_args_t my_timer_args = {

.callback = &my_timer_callback,

.arg = &my_arg,

bi

///* 4% % esp_timer create args_t W, .arg % .callback ZJg B ¥ */
//const esp_timer create_args_t my_timer_args = {

// .arg = &my_arg,

// .callback = &my_timer_callback,

ey

THRIG EWEC B 215 8., 155 W Designated initializers. 17, C++20 2 Hil C++ 155 A2 24 1
ESP-IDF {BRIANRAS , AN SCReiR E v fbas . IR C++20 Z HiHY) C++ ArifEgmidUrS, AT PAfEB) GCC
VA DA R

esp_timer_create_args_t my_timer_args = {};
/AT EMBNHAE
my_timer_args.callback = &my_timer_callback;
RN LS

ESP-IDF Jy 30 s g B 7 1 R W BUA (R 2

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_ DEFAULT_ CONFIG.

ST RE—NEEHWENE. WA, FTAFRACREANRNE, BXFEHE: ~/
config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

HFE RCE S AR AL T BRARIIR AR, S B IR AR 2 -
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2.1.3 A7 API

1t ESP-IDF KL & i APL (LR T/ ESP-IDF YA R, A SERpfE Iy AR P P . ik
RSN AR TR private B esp_private. FEBAIfE (Hlhal) WL SHA APL

FLA APT n] BEFE U ELBURN T HUAS Z (8] PAAS SR T 2R B i B e

2.1.4 i H Lk

ESP-IDF R i it 7 — F 5173 ESP-IDF AP 75 sXAY T AR . sl e re 2 1 Bl P s 5 AR [ Y
B, R BIRg R ALPE b SCT — S A ) TR . X 28 4164 4% common_components H 5%
WL PR B4 B 0, B A1 ANET ESP-IDF APL HYTERE -

ANEWAE H & I H H il i EXTRA_COMPONENT_DIRS %k RS04 i BLA% 5 | X Be 41, FMAEARIAF)
ESP-IDF fiiAsHt, PFA] BEAAAE & A0k . BT ESP-IDF /RGBT 630 H B, 35 K500 5 B H T i 2
LA {4 ESP-IDF H&g il ok, IR0 A LT H 10— . TR, A LAERESIRBIE SN,
AIREA TR = N AR s T A AR A0 PR . ZEM BT, 75 B e Ag I I R0 3E T T as .

2.1.5 API faett:

ESP-IDF {1 i SURCARIE | PEINISS R A 22,

ESP-IDF R B RA FIAE IR 1B S RAS & PRAUE S AR RAS AR A E . AR 25 T R 1 3R A PR A ) 75 T A
FIR 1

DARHS GO e 75 1k

ESP-IDF {1t ESP-IDF A1{F{1 A SCPE Y C s %I, iR Moz 2R3 SOMTIALBE 75 Y I
PRSGRIAAE - PEACHS S A B AR TR B BB AT A E BT AR Y ESP-IDF _E 87 435

PATNAE AR 2 8] 4 S RN RS G A b -

* fliJ] deprecated JEMIEFRE. MNP #warning I SCIF. EFFRECTE ESP-IDF
FATUEIT ) o SRR A G DAGE e i 37 1) e RS SR PR T R B S - ESP-IDF )
TERUASRF R 63 I 7 1) eR BORI S«

o marAALE, RS IEACHAISL SO, (B ORI R G FT DASRE IEA 1 SCF

» Hfiy$; Keonfig JE11. Kconfig ALY ) /& Fe 514 BRI HIFEFAE sdkconfig U, CMake SCIFA
PRACHS AT AR AT DABE S 46 Y Keonfig TEI5 44 7% o

e /b e Pk

ESP-IDF JCyERf IR (B — B3R XM, QiR 54~ ESP-IDF JRASKI & T — A Tdmis e
TE T —/MRESAS R R A, TCEFRIZ R AR R 5 0217, DA B enT PAPRERIR A RS 20 1 3 25
P, AEAEIE B SR A

o TP C MR R IEE

o INIUHTBY LSRR R R B USRI . 2 T B T ERIE AR, ES B E 4k,

o HEBAHMFZZW) static inline pREFH extern BE, RZ MK,

o HZEAH) C BB BT R 72

FAUA I 15 0L

RAEFATEC Tk ESP-IDF JRARTHR A Sy, BRAEREIRAZ ], ESP-IDF fyRLLEHR 7 il fES A
ATy X AL A ARJET T AU SR AN T, Wil i) A Ao ik 4l -

o FuH API,

o 5B 2B,
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o BHEfAFRIC N “beta”.” preview” BY “experimental” F{IfjHE .

o WML A S RN, s PAE LA T MR A L A ERA T I .

o MARBITHIIRITIRE. Blan, WERFEA RS EM AT , W sEs MR e R H
a4 B R . XA T E D BEIC A BT BE AR AT BE -

o RBAFRICSRIE AN SR & AT AT BB B R B o, ansh S HGE Rk .

o TESEHELE TP Keonfig eI .

o IS H WA E AR

% .. This document is not updated for ESP32H?2 yet, so some of the content may not be correct.

This warning was automatically inserted due to the source file being in the add_warnings_pages list.

22 BRI

2.2.1 ASIO port

Asio is a cross-platform C++ library, see https://think-async.com/Asio/. It provides a consistent asynchronous model
using a modern C++ approach.

The ESP-IDF component ASIO has been moved from ESP-IDF since version v5.0 to a separate repository:

¢ ASIO component on GitHub
To add ASIO component in your project, please run idf.py add-dependency espressif/asio

Hosted Documentation

The documentation can be found on the link below:

¢ ASIO documentation (English)

% ie: This document is not updated for ESP32H?2 yet, so some of the content may not be correct.

This warning was automatically inserted due to the source file being in the add_warnings_pages list.

2.2.2 ESP-Modbus

The Espressif ESP-Modbus Library (esp-modbus) supports Modbus communication in the networks based on RS485,
Wi-Fi, Ethernet interfaces. The ESP-IDF component freemodbus has been moved from ESP-IDF since version v5.0

to a separate repository:

* ESP-Modbus component on GitHub

Hosted Documentation

The documentation can be found on the link below:

e ESP-Modbus documentation (English)
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Application Example

The examples below demonstrate the ESP-Modbus library of serial, TCP ports for slave and master implementations
accordingly.

* protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
e protocols/modbus/tcp/mb_tcp_slave
e protocols/modbus/tcp/mb_tcp_master

Please refer to the specific example README.md for details.

Protocol References

e https://modbus.org/specs.php: Modbus Organization with protocol specifications.

2.2.3 ESP-MQTT

ik

ESP-MQTT /& MQTT il % i Y S B8, MQTT & —Fh 3 T & A/AT FBL X n 52 5 90 B AL M th il
ESP-MQTT 4 374 MQTT v5.0.,

Fit

o VHRELT TCP f) MQTT. #:T Mbed TLS % SSL. T WebSocket [} MQTT DA fz 3T WebSocket
Secure [} MQTT
o ifaf URI fajfufic &k
o ZASEH] (— AT A 2K PG )
. éﬁﬂm‘)ﬁj KA NIE. SIS E . PR OBRLEI DA 3 N IRSS TR (QoS) 4 (i 4YIEE
iy

ISR ]

« protocols/mqtt/tcp: F:F TCP ) MQTT, ERiAs 0 1883

« protocols/mqtt/ssl: F:T TLS () MQTT, 2R\ 8883

* protocols/mqtt/ssl_ds: JF* TLS i) MQTT, i FIEF% 4 SR #EAT S ik, BRI 11 8883
« protocols/mqtt/ssl_mutual_auth: }:F TLS i) MQTT, fifi JiE 3T S0 5AE, BRANE 1 8883
* protocols/mqtt/ssl_psk: FT TLS iy MQTT, fif i ittt AT B gk, BRIAus 11 8883
* protocols/mqtt/ws: JET WebSocket i) MQTT, BRiAig 1T 80

* protocols/mqtt/wss: H:T WebSocket Secure 1 MQTT, EZRiA i 1 443

* protocols/mqtt5: {5 ffl ESP-MQTT JEi%#: MQTT v5.0 IR %%

MQTT ji &L Fif%

W fHesp_mgtt_client_publish B{ H.AFH EE esp_mqgtt_client_enqueue, W] PAGIEHHY
MQTT i H..

QoS 0 FVE ERF H ik —IR, QoS 1 1 2 HARFATHR, AN EE ZHRATE M BRK S8 izt 72 .

ESP-MQTT J 4 2% 57 15 H R WA 09 QoS 1 A1 2 Ze A i 5L, DA JBE B 1% 132 4% i 5 BUf5 B & 2K,
A% MQTT MR 78 32 5K {76 3 3 % $% H. Clean Session 7 i5 ¥ B S 0 W 3 & % (41 % b 47 M,

¥fdisable_clean_sessioni% B K true),
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ATRE  EEL AL QoS 1 Al 2 iH B R A TR IAVRA, H35 il flesp mgtt_client_publish
) 2> 57 BPHEAT 5 — A% 22l R lﬁ I B E L ff fEmessage_retransmit_timeout Z
J& # 17, TECONFIG_MQTT_OUTBOX_EXPIRED_TIMEOUT_MS 2 J5, 48 2t ¥ Mk, o ¥
# CONFIG_MQTT_REPORT _DELETED_MESSAGES , W|£x %3625/t S3@ 5 .

[

Wi Bt esp_mgtt_client_config t LRI FBORIATHCE . HLELSHAREE AT T4k,
T HCER i 2 A

e esp_mqtt_client_confiqg_t::broker_t - Ve HIbEFIZ 2 I6IF

e esp_mqtt_client_config t::credentials_t - T SR i,
e esp_mqtt_client_config t::session_t - MQTT £{KH XA E .

* esp_mqtt_client_config_ t::network_t - PZEFHFRLE .

e esp_mqgtt_client_config t::task_t - L HECE FreeRTOS {£5 .

e esp_mqgtt_client_confiqg t::buffer_t - A& IS XK/,

FOCHTRAN SR A

M55 2%

Hoht @it address ZiMkuri FEE#& hostname. transport PAfport WA A, W LABE RS
endihil . AT AVERR I Bpath, % TFEN WebSocket #1215 AEH A

ffifuri FE# N scheme: //hostname :port /path,

o MHIFFF magtt., matts. ws fll wss Pl
« ET TCP ) MQTT 74 :
— mgtt://mgtt.eclipseprojects.io: 3T TCP ) MQTT, 2RiAuiI1 1883
- mgtt://mgtt.eclipseprojects.io:1884: KT TCP 1) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Xt F TCP
MQTT, i [1 1884, a7 il 4 FIEEHD
* T SSL 1y MQTT /=11 :
- mgtts://mgtt.eclipseprojects.io: T SSL 1) MQTT, i1 8883
- mgtts://mqgtt.eclipseprojects.io:8884: EF SSL ) MQTT, il 8884
o JF WebSocket ) MQTT 743 :
- ws://mgtt.eclipseprojects.io:80/mgtt
o L WebSocket Secure [1) MQTT 713 :
— wss://mgtt.eclipseprojects.io0:443/mgtt

o HRNCE

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (&émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler, .
—client);
esp_mgtt_client_start (client);

#riks BOAREOLT, MQTT /i S PRI ER R KA ¢ MQTT S (S, STk, Sk

%)

WU AR S48 Sy, XA TLS f 285, Wil Everification S5MK. MR45 4k
Fin] % B4 PEM 5, DER %30, W% #E DER 4%, DA E S certificate_len FE, KWWY
fEcertificate FBAE AN FAFEE I PEM # X FEAFER

o NIRSS2IREGIETS, flin: mgtt.eclipseprojects.io
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openssl s_client -showcerts -connect mgtt.eclipseprojects.i10:8883 < /dev/
—null \
2> /dev/null | openssl x509 -outform PEM > mqgtt_eclipse_org.pem

o KRB RLF: protocols/mqtt/ssl

o FCH:
const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.i0:8883",
.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,

by
bi

THRHEAFERIENE R, WEEFAPI 5% VA TLS Server verification.,

#pPutel  credentials FEYNEE AR i *Eﬂé}ui‘}%

* username: F{[HTERRSAH P4 00584E, WAl URD & &
o client_id: JRIME i ID 19354, BRiAk ESP32_$CHIPIDS, Hrft $CHIPIDS 21+ Sk
MAC Huhk i f5 3 A~

INIE PIPAdE it authentication PR EINESE . & FimSC R A FIAIE K

» password: f§i[]E
e _ certificate flkey: AT A TLS B 4/3E5iF, PEM B¢ DER #&.3H]
e use_secure_element: ffi ] ESP32-WROOM-32SE H1{j 24 0E

* ds_data: flRLIRFFIR IR TEEA SN

2l i session FBUEAT MQTT K 30AH KACHE .

BOWRITEL (LWT) Sl Last_will ZifIRIGLAT 5B, MQTT Sfi—AM% P S 7P il
SRR S A

s topic: ffm LWT 4B 3165

* msg: g1 LWT 3 ERYFE

* msg_len: LWTHERIKIE, msg AAEFRERINTGEZ T B
* gos: LWT B RMRSs &

* retain: #f5E LWT i BRI PR B RS

600 H e 8 E b % B MQTT i i idf.py menuconfig, ®] PAYE Component config >
ESP-MQTT Configuration 4% MQTT iX & .

M RBCEUNT -

« CONFIG_MQTT_PROTOCOL_311: = MQTT #pi¥ 3.1.1 fjiAs

« CONFIG_MQTT_TRANSPORT_SSL FICONFIG_MQTT_TRANSPORT _WEBSOCKET : J3 4% MQTT 1%
#)2, i SSL. WEBSOCKET Fl WEBSOCKET_SECURE

» CONFIG_MQTT_CUSTOM_OUTBOX: %] mqtt_outbox BRIASEEL, Atk A] DASE s e s

Eig

MQTT % )i il BB K AT DA R S0

e MQTT_EVENT_BEFORE_CONNECT: & Pt WliGib It R iG 1% : IR 5548,

¢ MOTT_EVENT_CONNECTED: % Flimi (Y& Rk 4. % 5 i O E & i & B -

* MOTT_EVENT_DISCONNECTED: T JLykisEEsl 5 A%, Bl AiRs#IcEmR, % imt
Lk .
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e MQTT_EVENT_SUBSCRIBED: HR45-#$EHHIAK Frumi ] B K. S8R 61T e S T B
D,

* MOTT_EVENT_UNSUBSCRIBED: HRZ#FCHHIAK FimiBIT K. FOAEa &R H B R
A 1D,

* MOTT_EVENT_PUBLISHED: fR45#%CHIIAR Fumi K MIHE . HERFOEXT QoS g5 1 #1 2 &
i, BEAGA 0 RE AN . FHOEER & & BRiE B 1D,

e MOTT_EVENT_DATA: & FUmtl I E| &MmiHE. FEEIEEE: HE ID. KA EE EEAK.
W B e S L R . X TR R g v KR, RF AR 24> MOTT_EVENT_DATA, JHHE#HH
HEAR current_data_offset flltotal_data_len PAIREWETALIEE

e MQTT_EVENT_ERROR: & B g4, [ HFE S error_handle FEHerror_type,
AT PA % PAE 1, AR PriE error_handle GEFIAHMREER A ST 78 .

API 5%

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h

Functions
esp_mgqtt_client_handle_t esp_mgtt_client_init (const esp_mgqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -MOQTT configuration structure

&0l mqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mqgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MOTT connection URI. This API is usually used to overrides the URI configured in esp_mqtt_client_init.
S8
* client —~MQTT client handle
* uri -
&[] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mgtt_client_start (esp_mgrtt_client_handle_t client)
Starts MOTT client with already created client handle.
¥ client ~MOQTT client handle
Bl ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mgtt_client_reconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
¥ client —MQTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
%4 client —MQTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mqtt_client_stop (esp_mgqtt_client_handle_t client)
Stops MQTT client tasks.

* Notes:
e Cannot be called from the MQTT event handler

¥ client —MQTT client handle
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&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state

int esp_mgtt_client_subscribe (esp_mgtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

¢ Client must be connected to send subscribe message
e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

S8
e client —MQTT client handle
* topic -
* gos —// TODO describe parameters
& IH] message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)

Unsubscribe the client from defined topic.
Notes:

* Client must be connected to send unsubscribe message
* It is thread safe, please refer to esp_mgtt_client_subscribe for details

S8
e client —MQTT client handle
* topic -
&M message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_publish (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int gos, int retain)

Client to send a publish message to the broker.
Notes:

* This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)

* Client doesn’ t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

« It is thread safe, please refer to esp_mgtt_client_subscribe for details

BH
* client —~MQTT client handle
* topic —topic string
* data —payload string (set to NULL, sending empty payload message)
* len —data length, if set to O, length is calculated from payload string
* gos —QoS of publish message
* retain —retain flag
R[] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure.

int esp_mgtt_client_enqueue (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.
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This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mgqtt_client_publish() which sends the pub-
lish message immediately in the user task’ s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

S8

e client —MQTT client handle

* topic —topic string

* data —payload string (set to NULL, sending empty payload message)

* len —data length, if set to 0, length is calculated from payload string

* gos —QoS of publish message

* retain —retain flag

* store —if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are enqueued
& Ia] message_id if queued successfully, -1 otherwise

esp_err_t esp_mgtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.

Notes:

¢ Cannot be called from the MQTT event handler

%4 client —MQTT client handle
& [n] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mgtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on “before_connect” event.

SH
e client —MQTT client handle
* config -MQTT configuration structure
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success

esp_err_t esp_mqgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.

S8
* client —~MQTT client handle
* event —event type
* event_handler -handler callback
* event_handler_arg —handlers context
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-
tion ESP_OK on success

esp_err_t esp_mgtt_client_unregister_event (esp_mgtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
S
* client —mgqtt client handle
¢ event —event ID
* event_handler -handler to unregister
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID ARG on invalid event ID
ESP_OK on success
int esp_mgtt_client_get_outbox_size (esp_mqtt_client_handle_t client)

Get outbox size.

¥ client ~MOQTT client handle
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& 1] outbox size 0 on wrong initialization

esp_err_t esp_mqgtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mgqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
S8
* client —~MQTT client handle
* event -MQTT event handle structure

&1 ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’ t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mgtt_error_codes

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component

intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification

esp_mqtt_error_type_t error_type

error type referring to the source of the error

esp_mgqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MOQTT event configuration structure

Public Members
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esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOTT client handle for this event

char *data

Data associated with this event

int data_len

Length of the data for this event

inttotal_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

int topic_len

Length of the topic for this event associated with this event

intmsg_id

MOTT messaged id of message

int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mqtt error handle including esp-tls errors as well as internal MQOTT errors

bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig

struct esp_mgtt_client_config t

MOTT client configuration structure

Espressif Systems 46 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

 Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_maqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_maqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgqtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct broker_t

Broker related configuration

Public Members

struct esp_maqtt_client_config_t::broker_t::address_t address

Broker address configuration

struct esp_maqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker

struct address_t

Broker address

* uri have precedence over other fields
o Ifuriisn’ t set at least hostname, transport and port should.

Public Members

const char *uri
Complete MOTT broker URI
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const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’ s identity isn’ t verified. it” s recommended to set the options in this
struct for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.

esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.

const char *certificate

Certificate data, default is NULL, not required to verify the server.

size_t certificate_len

Length of the buffer pointed to by certificate.

const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to certifi-
cate verification). PSK is enabled only if there are no other ways to verify broker.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.
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Public Members

int size
size of MQTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.

Public Members

const char *username
MQTT username

const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_maqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t
Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key.

size_t certificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided.
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size_t key_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element

Enable secure element, available in ESP32-ROOM-32SE, for SSL connection

void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_auto_reconnect=true to disable

struct session_t

MQTT Session related configuration

Public Members

struct esp_maqtt_client_config_t::session_t::last_will_t last_will

Last will configuration

bool disable_clean_session

MQTT clean session, default clean_session is true
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int keepalive
MOTT keepalive, default is 120 seconds

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’ t disable keepalive feature, but uses
a default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msgisn’ t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MOQTT task priority

int stack_size
MOQTT task stack size
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Macros

MQTT_ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

Type Definitions

typedef struct esp_mgqtt_client *esp_mgtt_client_handle_t

typedef enum esp_mqtt_event_id_t esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQTT client handle
* various other data depending on event type

typedef enum esp_mgqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mgqtt_protocol_ver_t esp_mqgtt_protocol_ver_t

MQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mgtt_error_codes_t

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errmmo | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mqtt_event_t

MOQTT event configuration structure

typedef esp_mqtt_event_t *esp_mgtt_event_handle_t

typedef esp_err_t (*mgtt_event_callback_t)(esp_mqtt_event_handle_t event)

typedef struct esp_mgqtt_client_config_t esp_mgtt_client_config t

MQTT client configuration structure
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 Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MQTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

enumerator MQTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MQTT EVENT_DISCONNECTED

disconnected event

enumerator MQTT EVENT_SUBSCRIBED

subscribed event, additional context:

* msg_id message id

 error_handle error_type in case subscribing failed
* data pointer to broker response, check for errors.

* data_len length of the data for this event

enumerator MOTT EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id

enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA

data event, additional context:

* msg_id message id

* topic pointer to the received topic

* topic_len length of the topic

* data pointer to the received data

* data_len length of the data for this event

¢ current_data_offset offset of the current data for this event
* total_data_len total length of the data received

* retain retain flag of the message

* qos QoS level of the message
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¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’ t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==
* Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

Values:

enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MQTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_REJECTED

MQTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MQTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MQTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t
MOQTT connection error codes propagated via ERROR event

Values:

enumerator MOQTT ERROR_TYPE_NONE

enumerator MOTT_ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED
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enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MQTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MQTTS

enumerator MOTT TRANSPORT_OVER_WS

MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MQTT over Websocket Secure, using scheme: wss

enum esp_mgtt_protocol_ver_t

MQTT protocol version used for connection

Values:

enumerator MOTT_ PROTOCOL_UNDEFINED

enumerator MOTT PROTOCOL_V_3_1

enumerator MQTT PROTOCOL_V_3_1_1

enumerator MOTT_ PROTOCOL_V_5

2.2.4 ESP-TLS
Overview

The ESP-TLS component provides a simplified API interface for accessing the commonly used TLS functionality.
It supports common scenarios like CA certification validation, SNI, ALPN negotiation, non-blocking connection
among others. All the configuration can be specified in the esp_t1s_cfg_t data structure. Once done, TLS
communication can be conducted using the following APIs:

e esp_tls_init (): for initializing the TLS connection handle.

* esp_tls_conn_new_sync (): for opening a new blocking TLS connection.

e esp_tls_conn_new_async (): for opening a new non-blocking TLS connection.
e esp_tls_conn_read (): for reading from the connection.

* esp_tls_conn_write (): for writing into the connection.

* esp_tls_conn_destroy (): for freeing up the connection.

Any application layer protocol like HTTP1, HTTP2 etc can be executed on top of this layer.
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Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection: protocols/https_request.

Tree structure for ESP-TLS component

I— esp_tls.c
— esp_tls.h
— esp_tls_mbedtls.c

I— esp_tls_wolfssl.c

L— private_include
}— esp_tls_mbedtls.h
L esp_tls_wolfssl.h

The ESP-TLS component has a file esp-tls/esp_tls.h which contain the public API headers for the component. Inter-
nally ESP-TLS component uses one of the two SSL/TLS Libraries between mbedtls and wolfssl for its operation. API
specific to mbedtls are present in esp-tls/private_include/esp_tls_mbedtls.h and API specific to wolfssl are present in
esp-tls/private_include/esp_tls_wolfssL.h.

TLS Server verification

The ESP-TLS provides multiple options for TLS server verification on the client side. The ESP-TLS client can verify
the server by validating the peer’ s server certificate or with the help of pre-shared keys. The user should select only
one of the following options in the esp_t1s_cfg_t structure for TLS server verification. If no option is selected
then client will return a fatal error by default at the time of the TLS connection setup.

 cacert_buf and cacert_bytes: The CA certificate can be provided in a buffer to the esp_t 1s_cfg_t struc-
ture. The ESP-TLS will use the CA certificate present in the buffer to verify the server. The following variables
in esp_tls_cfg_t structure must be set.

— cacert_buf - pointer to the buffer which contains the CA cert.
— cacert_bytes - size of the CA certificate in bytes.

* use_global_ca_store: The global_ca_store can be initialized and set at once. Then it can be used
to verify the server for all the ESP-TLS connections which have set use_global_ca_store = true
in their respective esp_t1s_cfg_t structure. See API Reference section below on information regarding
different API used for initializing and setting up the global_ca_store.

* crt_bundle_attach: The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom
x509 root certificates for TLS server verification. More details can be found at ESP x509 Certificate Bundle

e psk_hint_key: To use pre-shared keys for server verification, CONFIG_ESP_TLS_PSK_VERIFICATION
should be enabled in the ESP-TLS menuconfig. Then the pointer to PSK hint and key should be provided
tothe esp_tls_cfg_t structure. The ESP-TLS will use the PSK for server verification only when no other
option regarding the server verification is selected.

e skip server verification: This is an insecure option provided in the ESP-TLS for test-
ing purpose. The option can be set by enabling CONFIG_ESP_TLS_INSECURE and CON-
FIG_ESP_TLS_SKIP_SERVER_CERT_VERIFY in the ESP-TLS menuconfig. When this option is enabled the
ESP-TLS will skip server verification by default when no other options for server verification are selected in
the esp_tls_cfg_t structure. WARNING:Enabling this option comes with a potential risk of establishing a
TLS connection with a server which has a fake identity, provided that the server certificate is not provided either
through API or other mechanism like ca_store etc.

ESP-TLS Server cert selection hook

The ESP-TLS component provides an option to set the server cert selection hook when using the mbedTLS stack.
This provides an ability to configure and use a certificate selection callback during server handshake, to select a
certificate to present to the client based on the TLS extensions supplied in the client hello (alpn, sni, etc). To enable
this feature, please enable CONFIG_ESP_TLS_SERVER_CERT _SELECT_HOOK in the ESP-TLS menuconfig. The
certificate selection callback can be configured in the esp_t1s_cfg_t structure as follows:
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int cert_selection_callback (mbedtls_ssl_context *ssl)

{
/* Code that the callback should execute */
return 0O;

}

esp_tls_cfg_t cfg = {
cert_select_cb = cert_section_callback,

bi

Underlying SSL/TLS Library Options

The ESP-TLS component has an option to use mbedtls or wolfssl as their underlying SSL/TLS library. By default
only mbedtls is available and is used, wolfssl SSL/TLS library is available publicly at https://github.com/espressif/
esp-wolfssl. The repository provides wolfssl component in binary format, it also provides few examples which are
useful for understanding the API. Please refer the repository README.md for information on licensing and other
options. Please see below option for using wolfssl in your project.

s As the library options are internal to ESP-TLS, switching the libraries will not change ESP-TLS specific code
for a project.

How to use wolfssl with ESP-IDF

There are two ways to use wolfssl in your project

1) Directly add wolfssl as a component in your project with following three commands.:

(First change directory (cd) to your project directory)
mkdir components

cd components

git clone https://github.com/espressif/esp-wolfssl.git

2) Add wolfssl as an extra component in your project.

¢ Download wolfssl with:

git clone https://github.com/espressif/esp-wolfssl.git

¢ Include esp-wolfssl in ESP-IDF with setting EXTRA_COMPONENT _DIRS in CMakeLists.txt of your project
as done in wolfssl/examples. For reference see Optional Project variables in build-system.

After above steps, you will have option to choose wolfssl as underlying SSL/TLS library in configuration menu of
your project as follows:

idf.py menuconfig -> ESP-TLS -> choose SSL/TLS Library -> mbedtls/wolfssl

Comparison between mbedtls and wolfssl

The following table shows a typical comparison between wolfssl and mbedtls when protocols/https_request exam-
ple (which has server authentication) was run with both SSL/TLS libraries and with all respective configurations
set to default. (mbedtls IN_CONTENT length and OUT_CONTENT length were set to 16384 bytes and 4096 bytes
respectively)

Property Wolfssl | Mbedtls
Total Heap Consumed | ~19 Kb | ~37 Kb
Task Stack Used ~22Kb | ~3.6 Kb
Bin size ~858 Kb | ~736 Kb
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#5102 These values are subject to change with change in configuration options and version of respective libraries.

Digital Signature with ESP-TLS

ESP-TLS provides support for using the Digital Signature (DS) with ESP32-H2. Use of the DS for TLS is supported
only when ESP-TLS is used with mbedTLS (default stack) as its underlying SSL/TLS stack. For more details on
Digital Signature, please refer to the Digital Signature Documentation. The technical details of Digital Signature such
as how to calculate private key parameters can be found in ESP32-H?2 Technical Reference Manual > Digital Signature
(DS) [PDF]. The DS peripheral must be configured before it can be used to perform Digital Signature, see Configure
the DS Peripheral in Digital Signature.

The DS peripheral must be initlized with the required encrypted private key parameters (obtained when the DS
peripheral is configured). ESP-TLS internally initializes the DS peripheral when provided with the required DS
context (DS parameters). Please see the below code snippet for passing the DS context to esp-tls context. The DS
context passed to the esp-tls context should not be freed till the TLS connection is deleted.

#include "esp_tls.h"

esp_ds_data_ctx_t *ds_ctx;

/* initialize ds_ctx with encrypted private key parameters, which can be read from.

—the nvs or

provided through the application code */

esp_tls_cfg_t cfg = {
.clientcert_buf = /* the client cert */,
.clientcert_bytes = /* length of the client cert */,
/* other configurations options */
.ds_data = (void *)ds_ctx,

bi

$&1¥: When using Digital Signature for the TLS connection, along with the other required params, only the client
cert (clientcert_buf) and the DS params (ds_data) are required and the client key (clientkey_buf) can be set to NULL.

¢ An example of mutual authentication with the DS peripheral can be found at ssl mutual auth which internally
uses (ESP-TLS) for the TLS connection.

API Reference

Header File

» components/esp-tls/esp_tls.h

Functions
esp_tls_t *esp_tls_init (void)

Create TLS connection.
This function allocates and initializes esp-tls structure handle.
jR&[A] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)
Create a new blocking TLS/SSL connection with a given “HTTP” url.
Note:  This API is present for backward compatibility reasons. Alternative function with

the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

BH

e url [in] url of host.
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» cfg [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’ . Ata minimum,
this structure should be zero-initialized.

&9 pointer to esp_tls_t, or NULL if connection couldn’ t be opened.

intesp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.

This function establishes a TLS/SSL connection with the specified host in blocking manner.

SH

* hostname —[in] Hostname of the host.

* hostlen —[in] Length of hostname.

e port —[in] Port number of the host.

» cfg —[in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg_t. At a minimum, this
structure should be zero-initialized.

* t1s [in] Pointer to esp-tls as esp-tls handle.

B

e -1 If connection establishment fails.

¢ 1 If connection establishment is successful.

* 0 If connection state is in progress.

int esp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given “HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’ s url.

SH

e url —[in] url of host.

» cfg [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg t’ . Ata minimum,
this structure should be zero-initialized.

* t1s —[in] Pointer to esp-tls as esp-tls handle.

R

* -1 If connection establishment fails.

1 If connection establishment is successful.

* 0 If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’ t wait for the connection to get established.

SH

¢ hostname —[in] Hostname of the host.

* hostlen —[in] Length of hostname.

e port —[in] Port number of the host.

* cfg —[in] TLS configuration as esp_tls_cfg_t. non_block member of this structure

should be set to be true.

* t1s [in] pointer to esp-tls as esp-tls handle.
P

¢ -1 If connection establishment fails.

* 0 If connection establishment is in progress.

e 1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new non-blocking TLS/SSL connection with a given “HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’ s url.
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B

B

e url [in] url of host.
* cfg —[in] TLS configuration as esp_tls_cfg_t.
» t1ls [in] pointer to esp-tls as esp-tls handle.

e -1 If connection establishment fails.
* O If connection establishment is in progress.
¢ 1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ‘data’ into specified tls connection.

ZH

B

* t1s [in] pointer to esp-tls as esp-tls handle.
e data —[in] Buffer from which data will be written.
* datalen —[in] Length of data buffer.

* >=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

* <0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

» ESP_TLS_ERR_SSL._ WANT_READ/ ESP_TLS_ERR_SSL. WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)

Read from specified tls connection into the buffer ‘data’ .

B

B

* tls —[in] pointer to esp-tls as esp-tls handle.
¢ data —[in] Buffer to hold read data.
* datalen —[in] Length of data buffer.

* >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.

* 0 if read operation was not successful. The underlying connection was closed.

* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.

int esp_tls_conn_destroy (esp_tls_t *tls)

Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%4 t1s —[in] pointer to esp-tls as esp-tls handle.

B

- 0 on success

* -1 if socket error or an invalid argument

ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)

Return the number of application data bytes remaining to be read from the current record.

This API is a wrapper over mbedtls’ s mbedtls_ssl_get_bytes_avail() APIL.

%4 t1s —[in] pointer to esp-tls as esp-tls handle.

B

* -1 in case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)

Returns the connection socket file descriptor from esp_tls session.

S
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* t1s [in] handle to esp_tls context
* sockfd —[out] int pointer to sockfd value.
& Ia] - ESP_OK on success and value of sockfd will be updated with socket file descriptor for

connection
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)

esp_err_t esp_tls_set_conn_sock£fd (esp_tls_t *tls, int sockfd)
Sets the connection socket file descriptor for the esp_tls session.

S
* t1s —[in] handle to esp_tls context

* sock£fd [in] sockfd value to set.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
¢ ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd < 0)

esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)
Gets the connection state for the esp_tls session.
ZH
* tls —[in] handle to esp_tls context

* conn_state —[out] pointer to the connection state value.
& In] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)

esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)
Sets the connection state for the esp_tls session.
S
* t1s —[in] handle to esp_tls context
e conn_state —[in] connection state value to set.

i’ - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value

* ESP_ERR_INVALID_ARG (Invalid arguments)
void *esp_tls_get_ssl_context (esp_tls_t *tls)
Returns the ssl context.
%4 t1s —[in] handle to esp_tls context
& H] - ssl_ctx pointer to ssl context of underlying TLS layer on success
e NULL in case of error
esp_err_tesp_tls_init_global_ca_store (void)
Create a global CA store, initially empty.
This function should be called if the application wants to use the same CA store for multiple connections. This

function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().

B
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

¥
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* cacert_pem_buf —[in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes —[in] Length of the buffer.
Bl
» ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)

Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this APT if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedstls related error codes. The error information is cleared internally
upon return.

S8
* h —[in] esp-tls error handle.
* esp_tls_code —[out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code
* esp_tls_flags —[out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

* ESP_ERR_INVALID_STATE if invalid parameters
¢ ESP_OK (0) if no error occurred
* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)
Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

SH
* h —[in] esp-tls error handle.
* err_type -[in] specific error type
* error_code —[out] last error code returned from mbedtls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
B
* ESP_ERR_INVALID_STATE if invalid parameters
¢ ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
S

* t1s [in] handle to esp_tls context
* error_handle —[out] pointer to the error handle.
Rl
* ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)

mbedtls_x509_crt *esp_tls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

$&11: Modifying the pointer might cause a failure in verifying the certificates.
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B
* Pointer to the global CA store currently being used if successful.
* NULL if there is no global CA store set.

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)
Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

S8
* host —[in] Hostname of the host.
* hostlen —[in] Length of hostname.
* port —[in] Port number of the host.
* cfqg —[in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle —[out] ESP-TLS error handle holding potential errors occurred during

connection

* sockfd —[out] Socket descriptor if successfully connected on TCP layer

& Ia] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS

based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1ls_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)
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int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

£47E: Note about format of certificates:

 This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { “h2” , NULL };

e where ‘h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’ s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-
support This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)
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unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey pem buf

Client key legacy name

unsigned int clientkey_bytes

Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_bytes

Size of client key legacy name

const unsigned char *clientkey_ password

Client key decryption password string

unsigned int clientkey_password_len

String length of the password pointed to by clientkey_password

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection
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esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1£_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

Type Definitions

typedef enum esp_tls_conn_state esp_tls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct tls_keep_alive_cfg t1s_keep_alive_cfg_t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_family_ t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

#51: Note about format of certificates:

 This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef struct esp_tls esp_tls_t
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Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

Header File

e components/esp-tls/esp_tls_errors.h

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.

Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error
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intesp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_RESOLVE_HOSTNAME

Error if hostname couldn’ t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error
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ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_ FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed
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ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSL_TIMEOUT

Type Definitions
typedef struct esp_tls_last_error *esp_tls_error_handle_t
typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM
System error &#8212; errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type &#8212; esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX
Last err type &#8212; invalid entry

2.2.5 ESP HTTP % f i
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esp_http_client $&ftT—4 API, T M ESP-IDF [ H#2)7 & i HTTP/S 3K, FAARM) {1 2558
R

s Wit flesp_http_client_init (), flf#t—"-esp_http_client_handle_ t Sfj|, BIETF
Y5 Wesp_http_client_config_t FLEAIE HTTP % P g, ek B0 a8 — o8 i .
PRI CSE B, D BRI .

e HRVHesp_http_client_perform(), PfT esp_http_client WITE #AE, HFEITITF
R AR RPAERE (WNFFE) , FIRHE Y /E 55 52 TP 28 1% AT 45 . T #H X i 3544
(fEesp_http_client_config_t W) Rl FO AR T A .

« 5 flesp_http_client_cleanup () KX (WA ), HREBIAE SECL HTTP % 1 i
B AE. R B ATE A E e UG S g — M A

Wil

fii f§ ESP HTTP % P &t HTTP/S 3K & Rl , W25 protocols/esp_http_client.

HTTP JEA UK

moE T fR o ®Bogl A, W& % W M o il B http_rest_with_url fl
http_rest_with_hostname_path K%,

TR A%
FRATERE HTTP % i 20 A B AR 1) [ — P42 Tk . SRR S5 #3384 1] Connection:
close JORIPRKMIESR, EHEME—HARFIT, AT HARIK.

A T ESP HTTP & F i 7540 A FH R A GERZ LT, @O AT 68 22 Hufif i [R)— ) A S5 4 ok &k i oK
&N AR A EE http_rest_with_url fl http_rest_with_hostname_path, RfFlH,
— BANEERE:, RIS LRI 240Gk (W GET. POST. PUT %),

HTTPS ik

ESP HTTP % F' um X #F fff | mbedTLS 1) SSL % #:, F K url B # & DA https
JF 3k, 8 ¥ transport_type & B N HTTP_TRANSPORT_OVER_SSL., H DA
7} CONFIG_ESP_HTTP_CLIENT_ENABLE_HTTPS kWit HTTPS 745 (EHARH).

i AEAOE HTTPS 15KES, GnF5ARSSAF5RIE, BIEFE2 M esp_http_client_config_t FLEHH)
cert_pem B RARMEASMNAMRIET (PEM #%3X) . I A A PAET esp_http_client_config_t fit
BEHH crt_bundle_attach Jifih5l, i ESP x509 Certificate Bundle #fTIRSS#5LIIE

W TR LS4 VE R S BLAN T, W 3 % B R B Y R 4K https_with_url Al
https_with_hostname_path,

HTTP i

LY AR T T8 B R AT TP e R A a4 (BRI « EXFPEOLT, AR S & I RN
2% ARl
e esp_http_client_init (): B)#E— HTTP & i)l .
e esp_http_client_set_* Bf esp_http_client_delete_*: 1&g HTTP EESE (A1),
* esp_http_client_open(): flwrite_len (RS NFEE ARG HIINERSE) FTIF HTTP
R, WE write_len=0 ik
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e esp_http_client_write(): [RGB ALYE, ;KK E Hesp_http_client_open () R
B write_lenfl; BiE write_len=0 TLEEVHHILEREL.

e esp_http client_fetch_headers(): F£ K % 58 i oK 3k A MR & #8 B (W A)
Ja, B B HTTP Jk 45 &% 9 Wy B k. M Rk %5 #% & [l content-length, I A PA
Mesp_http_client_get_status_code () 4K, PAFKBUER:R) HTTP RS,

e esp_http_client_read(): 3ZELHTTP Ji.

e esp_http_client_close(): F[HiE#E,

e esp_http_client_cleanup (): FBEABLHEE .

ﬁﬂaﬁ'ﬁ?TﬁEif%éﬂiﬁv iﬁ?‘%ﬁ‘l}ﬂﬂ?m ':PEI/JIZ@& http_perform_as_stream_reader,

HTTP i\ ik

ESP HTTP %y i ] vt 32 £ JEARI 5 ZEHNIE .

e R PAYE url B esp_http_client_config_t BiE HH) username fll password b4
A P4 SR, X+ auth_type = HTTP_AUTH_TYPE_BASIC, HTTP % i R fFHAT
— DL nTE AR R

e UMM auth_type = HTITP_AUTH_TYPE_NONE, {HE:E HA username fll password F
Bt, HTTP % i 35 B AT I E. % P fE s — IRl EH RS nt, SUkd| 401
Unauthorized 3k, TG FHARMX (5 EREEIAUEI ¥, FAES I Eh PUT.

e FOT ML B o4l N, WS F M MR Bl h M R L http_auth_basic,
http_auth_basic_redirect (I T & A NHF) Fl http_auth_digest (] T 3§
FAIE) -

AUERC Ll
* 3T URI fIAIE

esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

o BT A EIALL

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

JHPEAL A

ESP HTTP % F'um X Ff 3 4 4 3, & 4 M & F M wb & fil & M 0 & 4 4 38 =% )7,
esp_http_client_event_id_t WAL T A il ESP HTTP % i 447 HTTP 5 3K i} 0] §E & 4
=X O

Wiitesp http client_config t::event_handler & PIVERERI ] 5 I A AFEIEE

ESP HTTP % j 3B Wi &

YR SR AR B PR T R B 508 . #E ESP HTTP & i o, Wl DA A AE 3 PHAA R & Py g
SEHRE AR BOS W5 S M RE A3 N 3T+ ESP Insights HEZE  ZHESE n] 5 B S22 W5 B - S0, BIEEA
{3t ESP Insights #EZE , t9. 7] DASREZ WS B . S AR F 0] B id esp_event_handler_register()
BRI B FE R

FPEIEFR AR HTTP 2 i SR U Bs SR o
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e HTTP_EVENT_ERROR : esp_http_client_handle_t

e HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA : esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t

e HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

I 6 ¥ 4 W B HTTP_EVENT DISCONNECTED 2 Hi, 5 IF M  # — & # ik 3
fjesp_http_client_handle_t ¥FIHZHF . XMW EEZ N T X0 A W& F ik i,
TERTHEMER, HAERSEEE R imiEEe RS Ak As .

API %

Header File

¢ components/esp_http_client/include/esp_http_client.h

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%4 config —[in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client_perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() APL
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to re-use the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have to use esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

4 7F:  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%% client —The esp_http_client handle
|
¢ ESP_OK on successful
 ESP_FAIL on error
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esp_err_t esp_http_client_cancel_request (esp_http_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.

%4 client —The esp_http_client handle
PE ]

¢ ESP_OK on successful

e ESP_FAIL on error

e« ESP_ERR_INVALID_ARG

e ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

B8
* client —[in] The esp_http_client handle
e url [in] The url
B M
* ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S
* client —[in] The esp_http_client handle
* data —[in] post data pointer
* len —[in] post length
B
* ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)

Get current post field information.

BH

e client —[in] The client

* data [out] Point to post data pointer
& ] Size of post data

esp_err_t esp_http_client_set_header (esp_htp_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

ZH
* client —[in] The esp_http_client handle
* key —[in] The header key
e value —[in] The header value
P[]
« ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)
Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

ZH
e client —[in] The esp_http_client handle
* key —[in] The header key
¢ value —[out] The header value
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gml
- ESP_OK
« ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

SH
* client —[in] The esp_http_client handle
¢ value —{out] The username value
B
 ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

SH
* client —[in] The esp_http_client handle
e username —[in] The username value
izl
« ESP_OK
e« ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_http_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

2H
* client —[in] The esp_http_client handle
* value —[out] The password value
P
 ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

ZH
e client —[in] The esp_http_client handle
» password —[in] The password value
P[]
« ESP_OK
¢« ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

ZH
* client —[in] The esp_http_client handle

* auth_type —[in] The esp_http_client auth type
B

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_user_data (esp_http_client_handle_t client, void **data)

Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.
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ZH

* client [in] The esp_http_client handle

* data —[out] A pointer to the pointer that will be set to user_data.
PEA ]

* ESP_OK

e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)

Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’ s behalf.

2H
* client —[in] The esp_http_client handle
* data —[in] The pointer to the user data
FE ]
« ESP_OK
* ESP_ERR_INVALID_ARG

int esp_http_client_get_errno (esp_hittp_client_handle_t client)

Get HTTP client session errno.

%4 client —[in] The esp_http_client handle
B

* (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_htip_client_handle_t client, esp_http_client_method_t
method)

Set http request method.
ZH
* client —[in] The esp_http_client handle
* method [in] The method
izl
« ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)
Set http request timeout.
S

* client —[in] The esp_http_client handle

e timeout_ms —[in] The timeout value
PEA ]

 ESP_OK

e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_htip_client_handle_t client, const char *key)
Delete http request header.
S
* client —[in] The esp_http_client handle
* key —[in] The key
A
* ESP_OK
» ESP_FAIL
esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)
This function will be open the connection, write all header strings and return.
S8

* client —[in] The esp_http_client handle
* write_len —[in] HTTP Content length need to write to the server
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gml
- ESP_OK
« ESP_FAIL

int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()
S8
* client —[in] The esp_http_client handle
* buffer —The buffer
* len —[in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
Bl
* (-1) if any errors
* Length of data written
intb4_t esp_http_client_fetch_headers (esp_http_client_handle_t client)
This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.

%4 client —[in] The esp_http_client handle
Bl
* (0) if stream doesn’ t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
* (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header

bool esp_http_client_is_chunked_response (esp_hittp_client_handle_t client)
Check response data is chunked.

%% client —[in] The esp_http_client handle
J&a] true or false

int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

21z (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

ZH
* client —[in] The esp_http_client handle
e buffer —The buffer
* len —[in] The length
A
e (-1) if any errors
* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform
%4 client —[in] The esp_http_client handle
&[] Status code
int64_t esp_http_client_get_content_length (esp_http_client_handle_t client)

Get http response content length (from header Content-Length) the valid value if this function invoke after
esp_http_client_perform

%% client —[in] The esp_http_client handle
B

¢ (-1) Chunked transfer

* Content-Length value as bytes
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esp_err_t esp_http_client_close (esp_http_client_handle_t client)

Close http connection, still kept all http request resources.

%% client —[in] The esp_http_client handle
pq |

¢ ESP OK

« ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_http_client_handle_t client)

This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’ t call this function if
you intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%% client —[in] The esp_http_client handle
PEA ]

e ESP_OK

e ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_http_client_handle_t client)
Get transport type.

%4 client —[in] The esp_http_client handle
A

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)

Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user contol over the redirection event.

%% client —[in] The esp_http_client handle
B
« ESP_OK
* ESP_FAIL
void esp_http_client_add_auth (esp_http_client_handle_t client)

On receiving HTTP Status code 401, this API can be invoked to add authorization information.

247:: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this APIL

%% client —[in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)
Checks if entire data in the response has been read without any error.
%% client —[in] The esp_http_client handle
A
* true
* false
int esp_http_client_read_response (esp_http_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

S
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* client —[in] The esp_http_client handle
* buffer The buffer
* len —[in] The buffer length
Bl
* Length of data was read
esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)
Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferrable to esp_http_client_read_response insituations where the content of the response may
be ignored.
S8
* client —[in] The esp_http_client handle
* len —Length of data discarded
Bl
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
* ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_htp_client_handle_t client, char *url, const int len)
Get URL from client.
ZH
e client —[in] The esp_http_client handle

¢ url [inout] The buffer to store URL
* len —[in] The buffer length

PEA ]
« ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.

S
* client —[in] The esp_http_client handle
* len —[out] Variable to store length

Bl
* ESP_OK If successful, len will have length of current chunk
e ESP_FAIL If the server is not a chunked server
e ESP_ERR_INVALID_ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client

esp_http_client_handle_t context

void *data

data of the event
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intdata_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’ s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’ s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members

esp_http_client_handle_t client
Client handle

int64_t data_process

Total data processed

struct esp_http_client_redirect_event_data
Argument structure for HTTP_EVENT_REDIRECT event.

Public Members

esp_http_client_handle_t client
Client handle

int status_code
Status Code

struct esp_http_client_config t
HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)
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const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Hittp authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be O for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_tclient_cert_len

Length of the buffer pointed to by client_cert_pem. May be O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be 0O for null-terminated pem

const char *client_key_ password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds
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bool disable_auto_redirect

Disable HTTP automatic redirects

intmax_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event_handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

Espressif Systems 82 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

Macros

DEFAULT_HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’ t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.
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typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_ EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_ EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_ EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_ EVENT_HEADER_SENT

This header has been kept for backward compatability and will be deprecated in future versions esp-idf

enumerator HTTP_EVENT_ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_ EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:

enumerator HTTP_ TRANSPORT__UNKNOWN

Unknown
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enumerator HTTP_ TRANSPORT OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_ METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_ METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_METHOD_COPY
HTTP COPY Method

enumerator HTTP_METHOD_MOVE
HTTP MOVE Method

enumerator HTTP_METHOD_LOCK
HTTP LOCK Method
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enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPF IND
HTTP PROPFIND Method

enumerator HTTP_METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_ AUTH_TYPE_DIGEST
HTTP Disgest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices

enumerator HttpStatus_MovedPermanently

enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect

enumerator HttpStatus_PermanentRedirect

enumerator HttpStatus_BadRequest
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enumerator HttpStatus_Unauthorized

enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP Local Control

Overview

ESP Local Control (esp_local_ctrl) component in ESP-IDF provides capability to control an ESP device over HTTPS
or BLE. It provides access to application defined properties that are available for reading / writing via a set of

configurable handlers.

Initialization of the esp_local_ctrl service over BLE transport is performed as follows:

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {
.ble = & (protocomm_ble_config_t) {
.device_name = SERVICE_NAME,
.service_uuid = {
/% LSB <——————
e et > MSB */
0x21, 0xd5, 0x3b, 0x8d, Oxbd, 0x75, 0x68, 0x8a,
Oxb4, 0x42, Oxeb, 0x31, Ox4a, Oxle, 0x98, 0x3d
}
}
} 14
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
} 14
.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL
} 14
/* Maximum number of properties that may be set */
.max_properties = 10
bi
/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));
Similarly for HTTPS transport:
/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT () ;
/* Load server certificate */
extern const unsigned char servercert_start[] asm("_binary_ servercert_pem_
—start");
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(& E70)
extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;
https_conf.servercert = servercert_start;
https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end][] asm("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;
https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf

}I

.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,

}I

.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL

b
/* Maximum number of properties that may be set */
.max_properties = 10

i

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

You may set security for transport in ESP local control using following options:

1. PROTOCOM_SEC2: specifies that SRP6a based key exchange and end to end encryption based on AES-GCM
is used. This is the most preffered option as it adds a robust security with Augmented PAKE protocol i.e.
SRP6a.

2. PROTOCOM_SECI: specifies that Curve25519 based key exchange and end to end encryption based on AES-
CTR is used.

3. PROTOCOM_SECQO: specifies that data will be exchanged as a plain text (no security).

4. PROTOCOM_SEC_CUSTOM: you can define your own security requirement. Please note that you will also
have to provide custom_handle of type protocomm_security_t * in this context.

$1:: The respective security schemes need to be enabled through the project configuration menu. Please refer to
the Enabling protocom security version section in Protocol Communication for more details.

Creating a property

Now that we know how to start the esp_local_ctrl service, let’ s add a property to it. Each property must have a
unique name (string), a type (e.g. enum), flags (bit fields) and size.

The size is to be kept 0, if we want our property value to be of variable length (e.g. if its a string or bytestream). For
fixed length property value data-types, like int, float, etc., setting the size field to the right value, helps esp_local_ctrl
to perform internal checks on arguments received with write requests.
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The interpretation of type and flags fields is totally upto the application, hence they may be used as enumerations, bit-
fields, or even simple integers. One way is to use type values to classify properties, while flags to specify characteristics
of a property.

Here is an example property which is to function as a timestamp. It is assumed that the application defines
TYPE_TIMESTAMP and READONLY, which are used for setting the type and flags fields here.

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

Also notice that there is a ctx field, which is set to point to some custom func_get_time(). This can be used inside the
property get / set handlers to retrieve timestamp.

Here is an example of get_prop_values() handler, which is used for retrieving the timestamp.

static esp_err_t get_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_
—values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value.
* This is essential because the value has to be
* valid even after this function returns.
* Alternative 1is to use dynamic allocation
* and set the free fn field */
static int32_t ts = func_get_time();
prop_values[i].data = &ts;

}
return ESP_OK;

Here is an example of set_prop_values() handler. Notice how we restrict from writing to read-only properties.

static esp_err_t set_property_values(size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t.
—*prop_values,
void *usr_ctx)

for (uint32_t i = 0; i < props_count; i++) |
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i] .name);
return ESP_ERR_INVALID_ ARG;

} else {
[QEiE3)
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(£ 50

}

ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,

}

return ESP_OK;

prop_values|[i].size, ESP_LOG_INFO);

For complete example see protocols/esp_local_ctrl

Client Side Implementation

The client side implementation will have establish a protocomm session with the device first, over the supported mode
of transport, and then send and receive protobuf messages understood by the esp_local_ctrl service. The service will
translate these messages into requests and then call the appropriate handlers (set / get). Then, the generated response

for each handler is again packed into a protobuf message and transmitted back to the client.

See below the various protobuf messages understood by the esp_local_ctrl service:

1. get_prop_count : This should simply return the total number of properties supported by the service

2. get_prop_values : This accepts an array of indices and should return the information (name, type, flags) and

values of the properties corresponding to those indices

3. set_prop_values : This accepts an array of indices and an array of new values, which are used for setting the

values of the properties corresponding to the indices

Note that indices may or may not be the same for a property, across multiple sessions. Therefore, the client must
only use the names of the properties to uniquely identify them. So, every time a new session is established, the client
should first call get_prop_count and then get_prop_values, hence form an index to name mapping for all properties.
Now when calling set_prop_values for a set of properties, it must first convert the names to indexes, using the created
mapping. As emphasized earlier, the client must refresh the index to name mapping every time a new session is

established with the same device.

The various protocomm endpoints provided by esp_local_ctrl are listed below:

%% 1: Endpoints provided by ESP Local Control

Endpoint | URI (HTTPS Server + | Description
Name mDNS)
(BLE +
GATT
Server)
esp_local_ctritvgrsiéarmdns- Endpoint used for retrieving version string
hostname>.local/esp_local_ctrl/yersion
esp_local_ctrifeqst/dkmdns- Endpoint used for sending / receiving control messages
hostname>.local/esp_local_ctrl/¢ontrol
API Reference
Header File

¢ components/esp_local_ctrl/include/esp_local_ctrl.h

Functions

const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
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const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)
Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)

Start local control service.

%% config —[in] Pointer to configuration structure
B
¢ ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)

Stop local control service.
esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%% prop —[in] Property description structure
Bl
e ESP_OK : Success
 ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%% name —[in] Name of the property to remove
B

* ESP_OK : Success

* ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)
Get property description structure by name.

This API may be used to get a property’ s context structure esp_local_ctrl_prop_t when its name
is known

%%, name —[in] Name of the property to find
Bl
* Pointer to property
* NULL if not found
esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)
Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

£41:: In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structure setin esp_local_ctrl_config_t, and passed
toesp_local_ctrl_start ().

SH
* ep_name —[in] Name of the endpoint
* handler —[in] Endpoint handler function
e user_ctx —[in] User data

R m
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¢ ESP_OK : Success
e ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h for available configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
« if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property

uint32_t £lags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

Espressif Systems 92 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

void (*ctx_£free_£n)(void *ctx)

Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () is called.

struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_£fn)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.

$&1¥: If any of the properties have fixed sizes, the size field of corresponding element inprop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This  provides value of the usr_ctx field of
esp_local_ctrl_handlers_t structure

Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
e ESP_ERR_INVALID_ARG : InvalidArgument
e ESP_ERR_INVALID_STATE : InvalidProto
 All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Espressif Systems 93 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

Handler function to be implemented for changing values of properties.

%z If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the usr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
e ESP_ERR_INVALID_ARG : InvalidArgument
e ESP_ERR_INVALID_STATE : InvalidProto
* All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)

Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when
esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs
Public Members

esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.

const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security 0 This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()
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Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t
Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.

typedef struct protocomm_ble_config esp_local_ctrl_transport_config_ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config httpd_t
Configuration for transport mode HTTPD.

This is a forward declaration for ht tpd_ssl_config_t (for HTTPS)or httpd_config_t (for HTTP)
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typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_params_t

typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO

enumerator PROTOCOM_SEC1

enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC_CUSTOM

% fte: This document is not updated for ESP32H?2 yet, so some of the content may not be correct.

This warning was automatically inserted due to the source file being in the add_warnings_pages list.

2.2.7 ESP Serial Slave Link

Overview
Espressif provides several chips that can work as slaves. These slave devices rely on some common buses, and have

their own communication protocols over those buses. The esp_serial_slave_link component is designed for the master
to communicate with ESP slave devices through those protocols over the bus drivers.

After an esp_serial_slave_link device is initialized properly, the application can use it to communicate with the ESP
slave devices conveniently.

Espressif Device protocols

For more details about Espressif device protocols, see the following documents.

ESP SPI Slave HD (Half Duplex) Mode Protocol
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SPI Slave Capabilities of Espressif chips

ESP32 | ESP32-S2 | ESP32-C3 | ESP32-S3 | ESP32-C2 | ESP32-C6 | ESP32-H2
SPI Slave HD N Y (v2) Y (v2) Y (v2) Y (v2) Y (v2) Y (v2)
Tohost intr N N N N N N
Frhost intr 2% 2% 2% 2% 2% 2%
TX DMA Y Y Y Y Y Y
RX DMA Y Y Y Y Y Y
Shared registers 72 64 64 64 64 64

Introduction In the half duplex mode, the master has to use the protocol defined by the slave to communicate with
the slave. Each transaction may consist of the following phases (list by the order they should exist):

¢« Command: 8-bit, master to slave
This phase determines the rest phases of the transactions. See Supported Commands.

e Address: 8-bit, master to slave, optional
For some commands (WRBUF, RDBUF), this phase specifies the address of the shared buffer to
write to/read from. For other commands with this phase, they are meaningless but still have to exist
in the transaction.

e Dummy: 8-bit, floating, optional
This phase is the turnaround time between the master and the slave on the bus, and also provides
enough time for the slave to prepare the data to send to the master.

 Data: variable length, the direction is also determined by the command.
This may be a data OUT phase, in which the direction is slave to master, or a data IN phase, in
which the direction is master to slave.

The direction means which side (master or slave) controls the MOSI, MISO, WP, and HD pins.

Data IO Modes Insome IO modes, more data wires can be used to send the data. As a result, the SPI clock cycles
required for the same amount of data will be less than in the 1-bit mode. For example, in QIO mode, address and
data (IN and OUT) should be sent on all 4 data wires (MOSI, MISO, WP, and HD). Here are the modes supported
by the ESP32-S2 SPI slave and the wire number used in corresponding modes.

Mode | command WN | address WN | dummy cycles | data WN
1-bit 1 1 1 1
DOUT | 1 1 4 2
DIO 1 2 4 2
QOUT | 1 1 4 4
QIO 1 4 4 4
QPI 4 4 4 4

Normally, which mode is used is determined by the command sent by the master (See Supported Commands), except
the QPI mode.

QPIMode The QPImode is a special state of the SPI Slave. The master can send the ENQPI command to put the
slave into the QPI mode state. In the QPI mode, the command is also sent in 4-bit, thus it” s not compatible with the
normal modes. The master should only send QPI commands when the slave is in QPI mode. To exit from the QPI
mode, master can send the EXQPI command.

Supported Commands

$411: The command name is in a master-oriented direction. For example, WRBUF means master writes the buffer
of slave.
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Name Description Command Address Data

WRBUF Write buffer 0x01 Buf addr master to slave, no
longer than buffer
size

RDBUF Read buffer 0x02 Buf addr slave to master, no
longer than buffer
size

WRDMA Write DMA 0x03 8 bits master to slave, no
longer than length
provided by slave

RDDMA Read DMA 0x04 8 bits slave to master, no
longer than length
provided by slave

SEG_DONE Segments done 0x05 . .

ENQPI Enter QPI mode 0x06 . .

WR_DONE Write segments | 0x07 . .

done

CMD8 Interrupt 0x08 . .

CMD9 Interrupt 0x09 R .

CMDA Interrupt 0x0A . .

EXQPI Exit QPI mode 0xDD . .

Moreover, WRBUF, RDBUF, WRDMA, RDDMA commands have their 2-bit and 4-bit version. To do transactions
in 2-bit or 4-bit mode, send the original command ORed by the corresponding command mask below. For example,
command 0xA1 means WRBUF in QIO mode.

Mode | Mask
1-bit 0x00
DOUT | 0x10
DIO 0x50
QOUT | 0x20
QIO 0xA0
QPI 0xA0

Segment Transaction Mode Segment transaction mode is the only mode supported by the SPI Slave HD driver
for now. In this mode, for a transaction the slave load onto the DMA, the master is allowed to read or write in
segments. This way the master doesn’ t have to prepare a large buffer as the size of data provided by the slave. After
the master finishes reading/writing a buffer, it has to send the corresponding termination command to the slave as a
synchronization signal. The slave driver will update new data (if exist) onto the DMA upon seeing the termination
command.

The termination command is WR_DONE (0x07) for the WRDMA and CMDS8 (0x08) for the RDDMA.
Here’ s an example for the flow the master read data from the slave DMA:

1. The slave loads 4092 bytes of data onto the RDDMA
2. The master do seven RDDMA transactions, each of them is 512 bytes long, and reads the first 3584 bytes from
the slave
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e

The master do the last RDDMA transaction of 512 bytes (equal, longer, or shorter than the total length loaded
by the slave are all allowed). The first 508 bytes are valid data from the slave, while the last 4 bytes are
meaningless bytes.

The master sends CMD8 to the slave

The slave loads another 4092 bytes of data onto the RDDMA

The master can start new reading transactions after it sends the CMD8

Terminology

ESSL: Abbreviation for ESP Serial Slave Link, the component described by this document.

Master: The device running the esp_serial_slave_link component.

ESSL device: a virtual device on the master associated with an ESP slave device. The device context has the
knowledge of the slave protocol above the bus, relying on some bus drivers to communicate with the slave.
ESSL device handle: a handle to ESSL device context containing the configuration, status and data required
by the ESSL component. The context stores the driver configurations, communication state, data shared by
master and slave, etc.

The context should be initialized before it is used, and get deinitialized if not used any more. The master
application operates on the ESSL device through this handle.

ESP slave: the slave device connected to the bus, which ESSL component is designed to communicate with.
Bus: The bus over which the master and the slave communicate with each other.

Slave protocol: The special communication protocol specified by Espressift HW/SW over the bus.

TX buffer num: a counter, which is on the slave and can be read by the master, indicates the accumulated
buffer numbers that the slave has loaded to the hardware to receive data from the master.

RX data size: a counter, which is on the slave and can be read by the master, indicates the accumulated data
size that the slave has loaded to the hardware to send to the master.

Services provided by ESP slave

There are some common services provided by the Espressif slaves:

1.
2.
3.

Tohost Interrupts: The slave can inform the master about certain events by the interrupt line. (optional)
Frhost Interrupts: The master can inform the slave about certain events.

Tx FIFO (master to slave): the slave can send data in stream to the master. The SDIO slave can also indicate
it has new data to send to master by the interrupt line.

The slave updates the TX buffer num to inform the master how much data it can receive, and the master then
read the TX buffer num, and take off the used buffer number to know how many buffers are remaining.

Rx FIFO (slave to master): the slave can receive data from the master in units of receiving buffers.

The slave updates the RX data size to inform the master how much data it has prepared to send, and then
the master read the data size, and take off the data length it has already received to know how many data is
remaining.

Shared registers: the master can read some part of the registers on the slave, and also write these registers to
let the slave read.

The services provided by the slave depends on the slave’ s model. See SPI Slave Capabilities of Espressif chips for
more details.

Initialization of ESP Serial Slave Link

ESP SDIO Slave The ESP SDIO slave link (ESSL SDIO) devices relies on the sdmmc component. It includes the
usage of communicating with ESP SDIO Slave device via SDSPI feature. The ESSL device should be initialized as
below:

1.
2.
3.

Initialize a sdmmc card (see :doc:* Document of SDMMC driver </api-reference/storage/sdmmc>°) structure.
Call sdmmc_card_init () to initialize the card.

Initialize the ESSL device with essl_sdio config t. The card member should be the
sdmmc_card_t got in step 2, and the recv_buffer_size member should be filled correctly according to pre-
negotiated value.
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4. Call essl_init () to do initialization of the SDIO part.
5. Call essl_wait_for_ready () to wait for the slave to be ready.

ESP SPI Slave

#47::  If you are communicating with the ESP SDIO Slave device through SPI interface, you should use the SDIO
interface instead.

Hasn’ t been supported yet.

APIs

After the initialization process above is performed, you can call the APIs below to make use of the services provided
by the slave:

Tohost Interrupts (optional)

Call essl_get_intr_ena () to know which events will trigger the interrupts to the master.

Call essl_set_intr_ena () toset the events that will trigger interrupts to the master.

Call essl_wait_int () to wait until interrupt from the slave, or timeout.

When interrupt is triggered, call essl_get_intr () to know which events are active, and call
essl_clear_intr () to clear them.

v

Frhost Interrupts

1. Call essl_send_slave_intr () to trigger general purpose interrupt of the slave.

TX FIFO

1. Call essl_get_tx_buffer _num() to know how many buffers the slave has prepared to receive data
from the master. This is optional. The master will poll tx_buffer_num when it try to send packets to the slave,
until the slave has enough buffer or timeout.

2. Call essl_send_packet () to send data to the slave.

RX FIFO

1. Call essl_get_rx_data_size () to know how many data the slave has prepared to send to the master.
This is optional. When the master tries to receive data from the slave, it will update the rx_data_size for once,
if the current rx_data_size is shorter than the buffer size the master prepared to receive. And it may poll the
rx_data_size if the rx_dat_size keeps 0, until timeout.

2. Call essl_get_packet () to receive data from the slave.

Reset counters (Optional) Call essl_reset_cnt () toreset the internal counter if you find the slave has reset
its counter.

Application Example

The example below shows how ESP32-H2 SDIO host and slave communicate with each other. The host use the ESSL
SDIO.

peripherals/sdio.

Please refer to the specific example README.md for details.
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API Reference

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h

Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

ZH
¢ handle —Handle of an ESSL device.
e wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA |
e ESP_OK: If success
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* Other value returned from lower layer init.
esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

2H
e handle —Handle of an ESSL device.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P
e ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_ size.

ZH

¢ handle —Handle of a ESSL device.

* out_tx_num —Output of buffer num that host can send data to ESSL slave.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send

ZH
¢ handle —Handle of an ESSL device.
* out_rx_size —Output of data size to read from slave, in bytes
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_reset_cnt (essl_handle_t handle)

Reset the counters of this component. Usually you don’ t need to do this unless you know the slave is reset.

%4 handle —Handle of an ESSL device.

FEA ]
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.
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esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)

Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size
(configured during initialization).

2H
¢ handle —Handle of an ESSL device.
* start —Start address of the packet to send
* length —Length of data to send, if the packet is over-size, the it will be divided into
blocks and hold into different buffers automatically.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
e ESP_OK Success
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not
valid.
 ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.
* ESP_ERR_NOT_FOUND: Slave is not ready for receiving.
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
¢ One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t
wait_ms)

Get a packet from ESSL slave.

SH
¢ handle —Handle of an ESSL device.
* out_data —[out] Data output address
* size —The size of the output buffer, if the buffer is smaller than the size of data to receive
from slave, the driver returns ESP_ ERR_NOT_FINISHED
* out_length [out] Output of length the data actually received from slave.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
¢ ESP_OK Success: All the data has been read from the slave.
* ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other
arguments are invalid.
* ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.
* ESP_ERR_NOT_FOUND: Slave is not ready to send data.
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
¢ One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_reg (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t
wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

41z sdio 28-31 are reserved, the lower API helps to skip.

ZH
¢ handle —Handle of an ESSL device.
* addr —Address of register to write. For SDIO, valid address: 0-59. For SPI, see
essl_spi.h
* value —Value to write to the register.
* value_o —Output of the returned written value.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
¢ ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_read_regq (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)
Read general purpose R/W registers (8-bit) of ESSL slave.
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ZH
* handle —Handle of a ess1 device.
* add —Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,
return interrupt bits on read). For SPI, see ess1_spi.h
* value_o —Output value read from the register.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
¢ ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

2H
¢ handle —Handle of an ESSL device.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
* ESP_OK: If interrupt is triggered.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

¥

¢ handle —Handle of an ESSL device.

* intr_mask ~Mask of interrupt bits to clear.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bl

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

SH
¢ handle —Handle of an ESSL device.
* intr_raw -Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st —Output of the masked interrupt bits. set to NULL if only raw bits are read.
* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
¢ ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

¥

* handle —Handle of an ESSL device.

* ena_mask —Mask of the interrupt bits to enable.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller
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esp_err_t essl_get_intr_ena (essl_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)

Get interrupt enable bits of ESSL slave.

S8
* handle —Handle of an ESSL device.
* ena_mask_o —Output of interrupt bit enable mask.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

$EA |
¢ ESP_OK Success
¢ One of the error codes from SDMMC host controller

esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Send interrupts to slave. Each bit of the interrupt will be triggered.

S8
* handle —Handle of an ESSL device.
* intr_mask —Mask of interrupt bits to send to slave.

* wait_ms —Millisecond to wait before timeout, will not wait at all if set to 0-9.

g |
e ESP_OK: Success

e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

* One of the error codes from SDMMC host controller

Type Definitions

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

¢ components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions

esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)

Initialize the ESSL SDIO device and get its handle.
SH

* out_handle —Output of the handle.
* config —Configuration for the ESSL SDIO device.
FEA ]
e ESP_OK: on success
* ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (essl_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.
%% handle —Handle of the ESSL SDIO device to deinit.
B
* ESP_OK: on success
e ESP_ERR_INVALID_ARG: wrong handle passed

Structures

struct essl_sdio_config_ t
Configuration for the ESSL SDIO device.
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Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.

Header File

e components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h

Functions
esp_err_t essl_spi_init_dev (ess/_handle_t *out_handle, const essl_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

ZH
* out_handle [out] Output of the handle
* init_config —Configuration for the ESSL SPI device
Bzl
¢ ESP_OK: On success
* ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.
%% handle —Handle of the ESSL SPI device
Bl
* ESP_OK: On success
* ESP_ERR_INVALID_STATE: ESSL SPI is not in use
esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

257¥: The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_t)

S
* arg —Context of the component. (Member arg from essl_handle_t)
* addr —Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value —[out] Read buffer for the shared registers.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
PEA ]
¢ ESP_OK: success
« ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.
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SH
* arg —Context of the component. (Member arg from essl_handle_t)
* out_data —[out] Output data address
* size The size of the output data.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
P[]
¢ ESP_OK: On Success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-
aligned
» ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.

esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

47: The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_t)

#&1¥: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg —Context of the component. (Member arg from ess1_handle_t)
* addr Address of the shared registers. (Valid: 0o -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value —Buffer for data to send, should be align to 4.
* out_value —[out] Not supported, should be set to NULL.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
B
* ESP_OK: success
¢ ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.

ZH
* arg —Context of the component. (Member arg from ess1_handle_t)
¢ data —Address of the data to send
e size —Size of the data to send.
* wait_ms —Time to wait before timeout (reserved for future use, user should set this to
0).
Rl
¢ ESP_OK: On success
e ESP_ERR_INVALID STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The data address is not DMA capable
* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer
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void essl_spi_reset_cnt (void *arg)

Reset the counter in Master context.

£41:: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%% arg —Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)
Read the shared buffer from the slave in ISR way.

$41:: Theslave’ s HW doesn’ t guarantee the data in one SPI transaction is consistent. It sends data in unit
of byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

BH

* spi —SPI device handle representing the slave

* out_data [out] Buffer for read data, strongly suggested to be in the DRAM and aligned

to4

* addr —Address of the slave shared buffer

* len -Length to read

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

* ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t
flags)

Read the shared buffer from the slave in polling way.

#&1¥: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

ZH

* spi —SPI device handle representing the slave

* out_data —[out] Buffer for read data, strongly suggested to be in the DRAM and aligned

to4

e addr —Address of the slave shared buffer

* len -Length to read

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: on success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.
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$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

B

spi —SPI device handle representing the slave

data —Buffer for data to send, strongly suggested to be in the DRAM

addr —Address of the slave shared buffer,

len —Length to write

flags —-SPI_TRANS_* flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t

flags)

Write the shared buffer of the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

B

spi —SPI device handle representing the slave

data —Buffer for data to send, strongly suggested to be in the DRAM

addr —Address of the slave shared buffer,

len —Length to write

flags -SPI_TRANS_* flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_polling transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

- g

This function combines several :cpp:funciessl_spi_rddma_seg and one

:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

S

B

spi —SPI device handle representing the slave

out_data —[out] Buffer to hold the received data, strongly suggested to be in the DRAM
and aligned to 4

len —Total length of data to receive.

seg_len —Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_ done will still be sent.)

flags —-SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: success
or other return value from :cpp:func:spi_device_transmit.
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esp_err_t essl_spi_rddma_seq (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)

Read one data segment from the slave through its DMA.

$41:: To read long buffer, call :cpp:funciess1_spi_rddma instead.

S8

* spi —SPI device handle representing the slave

* out_data [out] Buffer to hold the received data. strongly suggested to be in the DRAM

and aligned to 4

* seg_len —Length of this segment

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£&7E: This is required only when the slave is working in segment mode.

ZH

* spi —SPI device handle representing the slave

» flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
Bl

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

%/ T This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

SH

* spi —SPI device handle representing the slave

* data —Buffer for data to send, strongly suggested to be in the DRAM

* len —Total length of data to send.

* seg_len —Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_ done will still be sent.)

» flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seq (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

$41:: To send long buffer, call :cpp:func:essl_spi_wrdma instead.
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S8

* spi —SPI device handle representing the slave

* data —Buffer for data to send, strongly suggested to be in the DRAM

* seg_len —Length of this segment

* flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.

£41:: This is required only when the slave is working in segment mode.

S
* spi —SPI device handle representing the slave
» flags -SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B

ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members

spi_device_handle_t *spi

Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.

uint8_t tx_sync_reg

The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be
reserved for the synchronization.

uint§_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.

2.2.8 ESP x509 Certificate Bundle

Overview

The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom x509 root certificates for
TLS server verification.
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411 : The bundle is currently not available when using WolfSSL.

The bundle comes with the complete list of root certificates from Mozilla’ s NSS root certificate store. Using the
gen_crt_bundle.py python utility the certificates’ subject name and public key are stored in a file and embedded in
the ESP32-H2 binary.

When generating the bundle you may choose between:

* The full root certificate bundle from Mozilla, containing more than 130 certificates. The current bundle was
updated Tue Jan 10 04:12:06 2023 GMT.

* A pre-selected filter list of the name of the most commonly used root certificates, reducing the amount of
certificates to around 41 while still having around 90% absolute usage coverage and 99% market share coverage
according to SSL certificate authorities statistics.

In addition it is possible to specify a path to a certificate file or a directory containing certificates which then will be
added to the generated bundle.

1. Trusting all root certificates means the list will have to be updated if any of the certificates are retracted. This
includes removing them from cacrt_all.pem.

Configuration

Most configuration is done through menuconfig. CMake will generate the bundle according to the configuration and
embed it.

e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: automatically build and attach the bundle.

e CONFIG_MBEDTLS DEFAULT CERTIFICATE _BUNDLE: decide which certificates to include from the com-
plete root list.

* CONFIG_MBEDTLS_CUSTOM_CERTIFICATE_BUNDLE _PATH: specify the path of any additional certifi-
cates to embed in the bundle.

To enable the bundle when using ESP-TLS simply pass the function pointer to the bundle attach function:

esp_tls_cfg_t cfg = {
.crt_bundle_attach = esp_crt_bundle_attach,
bi

This is done to avoid embedding the certificate bundle unless activated by the user.

If using mbedTLS directly then the bundle may be activated by directly calling the attach function during the setup
process:

mbedtls_ssl_config conf;
mbedtls_ssl_config_init (&conf);

esp_crt_bundle_attach (&conf);

Generating the List of Root Certificates

The list of root certificates comes from Mozilla’ s NSS root certificate store, which can be found here The list can
be downloaded and created by running the script mk—ca-bundle.pl thatis distributed as a part of curl. Another
alternative would be to download the finished list directly from the curl website: CA certificates extracted from
Mozilla

The common certificates bundle were made by selecting the authorities with a market share of more than 1 % from
w3tech’ s SSL Survey. These authorities were then used to pick the names of the certificates for the filter list,
cmn_crt_authorities.csv, from this list provided by Mozilla.
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Updating the Certificate Bundle

The bundle is embedded into the app and can be updated along with the app by an OTA update. If you want to include
a more up-to-date bundle than the bundle currently included in ESP-IDF, then the certificate list can be downloaded
from Mozilla as described in Generating the List of Root Certificates.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection using the certificate bundle with
two custom certificates added for verification: protocols/https_x509_bundle.

HTTPS example that uses ESP-TLS and the default bundle: protocols/https_request.
HTTPS example that uses mbedTLS and the default bundle: protocols/https_mbedtls.

API Reference

Header File

* components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.
Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle

has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.

%%, conf —[in] The config struct for the SSL connection.
B
* ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%% conf —[in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)

Set the default certificate bundle used for verification.

Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle
should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

SH
* x509_bundle [in] A pointer to the certificate bundle.
* bundle_size —[in] Size of the certificate bundle in bytes.

B

ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

2.29 HTTP JJit55%%
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HTTP Server ZH{1- 521t 1 7E ESP32 _Fizf7ieEa Web RS540 ZhEE, FIHI /M2 6] HTTP Server 4117 API
EEib &

* httpd_start (): AE HTTP RF5A5A9501, AR AW ECE N B NAAR TR, IR FHZ
MR 554 SR AR . RS #R A TWAEET, —AHkIEWr HTTP ji& (TCP £%) , J—4
FRAL B HIfES (UDP 283) | BAIFEMRSS ST S5 IEER P e i o 3@ A 7] httpd_start() ££32
httpd_config_t Z5F{4 , AT DATE R HEAR 55 25 55 19 B PC AT 55 i A0 S R MERR ) KN . TCP i S AT
?;;';T;%*’ F i SR B URL SR H i b 2 AR 7, FEACPRAR 7 i 7R 2L A0k 8] HTTP fi
W AL .

* httpd_stop (): R\EAIE LIRS 25, FREBOH IR AERI IR . X2 —NPHZE R4,
B IR S4TSR E IS, SRS HZ R W RS TS S X BT EE, 1
FRCEMHY) URDARFRAR)Y , HREIrA &30 B R SCdE EE N .

e httpd register uri_handler(): WiIfEA httpd_uri_t ZEHIARZETLR) N4 3 3 )F URI
AR . ZEEMIARE SRR uri 45, method 24 ([l HTTPD_GET/HTTPD_POST/
HTTPD_PUT %% ), esp_err_t *handler (httpd_req t *req) REPEEEFEET, #5100
PR SCBE user_ctx $5Ef.

Wil

{

}

{

/* URT B REK, EXF W AR GET /uri HXKMHRA */
esp_err_t get_handler (httpd_reqg_t *req)

VAR & M B & N

const char resp[] = "URI GET Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

/* URI B &%, £F P KR POST/uri H KW HRAM *+/
esp_err_t post_handler (httpd_reqg_t *req)

/* ® X HTTP POST # K #E W B & 7K
* httpd req recv() R W char* K, 4 T2
CEE M EE (FEXAER)
* SETFEAERKE, null AIEH oL %,
* content_len &% W FHEWHKE */
char content[1007];

/e BN EKEATEEE AW </

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_req_recv(req, content, recv_size);
if (ret <= 0) { /* BB 0 k7 &EHD XA +/
/r mE RS r/
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/* R R EE, TP A httpd_req_recv() E R
* HERERL, XERMNAEE
* g B HTTP 408 (F RBH ) #HiR% F P W */
httpd_resp_send_408 (req) ;
I3
/Y R A AT HKR, RE ESP_FAIL T D B f&
*CREBEEFWERA */
return ESP_FAIL;
}

VAR & - R &
const char resp[] = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;

(P oUgkzh)
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(£ 50

return ESP_OK;
}

/* GET /uri # URI X HE &M */
httpd_uri_t uri_get = {

.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
bi

/* POST/uri W URI WL BHM */
httpd_uri_t uri_post = {

.uri = "/uri"
.method = HTTP_POST,
.handler = post_handler,

.user_ctx = NULL
bi

B web R4 &M &K */
httpd_handle_t start_webserver (void)
{
/A RBRINKERE S B 1/
httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* B % esp_http server W LB A */
httpd_handle_t server = NULL;

/* B 3 httpd server */

if (httpd_start (&server, &config) == ESP_OK) {
/* EM URT REEF */
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);

}

/xR R A BRE KK, RKEWANZ NULL */

return server;

/* 0k web REBWEFK +/
void stop_webserver (httpd_handle_t server)

{

if (server) {
/* f& 1t httpd server */
httpd_stop (server);

it HTTP k55 25 3585 F 7 T protocols/http_server/simple [) HTTP k4528 1, % B R T 40
A A PRAT R N A K BB, 20K S5 A URL it 24k, e 3k o

HTTP K &EH:
HTTP fiz 5 45 LA KB DI fE, SUF BRGNP (S16) ST 20 AEH, [Mn A& L

SCHE . 1 SCRUE AT AR T A RC , AERORMI L T R SR TR R B SR R R A, AR
TEFEH AR I REGX 3 AT 5T

Kiditkrnpil
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/* BEXEBE, ARBHLET XHE */
void free_ctx_func(void *ctx)
{
/* W L& free WA R E & ~/
free (ctx);

}

esp_err_t adder_post_handler (httpd_req_t *req)
{
/rEETXEREESE, WHE—I +/

if (! reg->sess_ctx) |
req->sess_ctx = malloc (sizeof (ANY_DATA_TYPE)); /*!< 4515 F T L #4E *~/
req->free_ctx = free_ctx_func; VAR - S & & A
Lt/

}

/* W ET X HAE </
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

JE OV N %/

return ESP_OK;
}

122 LT protocols/http_server/persistent_sockets HJ 7~ 54 CHY o

Websocket I} 55 %%

HTTP f} 45 2220 {432 fft websocket 74, 1] PAZE menuconfig H1{#i Fl CONFIG_HTTPD_WS_SUPPORT ¥&37i )2
JH websocket TJfE. G I QA F websocket TIRE, 152 [ protocols/http_server/ws_echo_server H 3% 7R
B o

FrEAe R

ESP HTTP R 55 #8 A &5 Fh F F, 2455 FE R AN, F 4 & o] Uil & 4 BEARE Fp . 0 200 (i
Hesp_event_handler register () WAL TEARF DAE ESP HTTP iR 45 #edtf T340 3E .

esp_http_server_event_id_t {1 ESP HTTP AR5 4% 0] fig &4 B a 3544
PATR N FAREERHORTE ESP HTTP Al 552 25 i 19 0 2ok 2 28

e HTTP_SERVER_EVENT_ERROR : httpd_err_code_t

e HTTP_SERVER_EVENT_START : NULL

e HTTP_SERVER_EVENT_ON_CONNECTED : int

e HTTP_SERVER_EVENT_ON_HEADER : int

e HTTP_SERVER_EVENT_HEADERS_SENT : int

e HTTP_SERVER_EVENT_ON_DATA : esp_http_server_event_data

e HTTP_SERVER_EVENT_SENT_DATA : esp_http_server_event_data
e HTTP_SERVER_EVENT_DISCONNECTED : int

e HTTP_SERVER_EVENT_STOP : NULL

API %

Header File

e components/esp_http_server/include/esp_http_server.h
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Functions
esp_err_thttpd_register_uri_handler (htipd_handle_t handle, const httpd_uri_t *uri_handler)

Registers a URI handler.

Example usage:

esp_err_t my_uri_handler (httpd_req_t* req)
{

// Recv , Process and Send

// Fail condition

if (....) |
// Return fail to close session //
return ESP_FAIL;

}

// On success
return ESP_OK;
3

// URI handler structure
httpd_uri_t my_uri |

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL
bi

// Register handler
if (httpd_register_uri_handler (server_handle, &my_uri) != ESP_OK) {
// If failed to register handler

£ 1#: URI handlers can be registered in real time as long as the server handle is valid.

S8
* handle —[in] handle to HTTPD server instance
e uri_handler —[in] pointer to handler that needs to be registered
Bl
* ESP_OK : On successfully registering the handler
* ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_HANDLERS_FULL : If no slots left for new handler
e ESP_ERR_HTTPD_HANDLER_EXISTS : If handler with same URI and method is al-
ready registered

esp_err_t httpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t
method)

Unregister a URI handler.
SH

* handle [in] handle to HTTPD server instance
* uri —[in] URI string
* method —[in] HTTP method

PEA ]
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* ESP_OK : On successfully deregistering the handler
e ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (httpd_handle_t handle, const char *uri)
Unregister all URI handlers with the specified uri string.
SH

* handle [in] handle to HTTPD server instance

* uri —[in] uri string specifying all handlers that need to be deregisterd
A

* ESP_OK : On successfully deregistering all such handlers

e ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_NOT_FOUND : No handler registered with specified uri string

esp_err_thttpd_sess_set_recv_override (httpd_handle_t hd, int sockfd, htpd_recv_func_t recv_func)

Override web server’ s receive function (by session FD)

This function overrides the web server’ s receive function. This same function is used to read HTTP request
packets.

4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

2H
¢ hd -[in] HTTPD instance handle
¢ sockfd [in] Session socket FD
* recv_func —[in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)

Override web server’ s send function (by session FD)

This function overrides the web server’ s send function. This same function is used to send out any response
to any HTTP request.

#4122 This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

SH

¢ hd —[in] HTTPD instance handle

¢ sockfd [in] Session socket FD

e send_func -[in] The send function to be set for this session
P[]

* ESP_OK : On successfully registering override

* ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_pending_override (htpd_handle_t hd, int sockfd, httpd_pending_func_t
pending_func)

Override web server’ s pending function (by session FD)
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This function overrides the web server’ s pending function. This function is used to test for pending bytes in
a socket.

$41E: This AP is supposed to be called either from the context of

e an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()

SH

hd -[in] HTTPD instance handle
* sockfd [in] Session socket FD
* pending_func —[in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

int httpd_req_to_sock£fd (hitpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lru_counter().

£41:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%%, r —[in] The request whose socket descriptor should be found
B
* Socket descriptor : The socket descriptor for this request
* -1 : Invalid/NULL request pointer

int httpd_req_recv (httpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching ‘buf_len’ number of bytes, while
the pointer to content data is incremented internally by the same number.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
¢ Presently Chunked Encoding is not supported

* r —[in] The request being responded to
e buf [in] Pointer to a buffer that the data will be read into
* buf_len [in] Length of the buffer

* Bytes : Number of bytes read into the buffer successfully
* 0: Buffer length parameter is zero / connection closed by peer
HTTPD_SOCK_ERR_INVALID : Invalid arguments
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* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

size_thttpd_req get_hdr_wvalue_len (httpd_req_t *r, const char *field)
Search for a field in request headers and return the string length of it’ s value.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

S8

* r —[in] The request being responded to

* field —[in] The header field to be searched in the request
Bl

* Length : If field is found in the request URL

» Zero : Field not found / Invalid request / Null arguments

esp_err_thttpd_req get_hdr_value_str (hftpd_req_t *r, const char *field, char *val, size_t val_size)

Get the value string of a field from the request headers.

ik

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

« If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

» Use httpd_req_get_hdr_value_len() to know the right buffer length

ZH
* r —[in] The request being responded to
e field [in] The field to be searched in the header
* val —[out] Pointer to the buffer into which the value will be copied if the field is found
e val_size —[in] Size of the user buffer “val”
B
» ESP_OK : Field found in the request header and value string copied
* ESP_ERR_NOT_FOUND : Key not found
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
 ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_t httpd_req _get_url_query_len (hitpd_req_t *1)
Get Query string length from the request URL.

#&7E: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

%%% r —[in] The request being responded to
R
» Length : Query is found in the request URL
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» Zero : Query not found / Null arguments / Invalid request

esp_err_thttpd_req get_url_query_str (hitpd_req_t *r, char *buf, size_t buf_len)
Get Query string from the request URL.

ik

 Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the ‘Content-Type’
(eg. Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm
needs to be applied.

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

* If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value

¢ Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)
for storing the query string

S8
* r —[in] The request being responded to
* buf —[out] Pointer to the buffer into which the query string will be copied (if found)
* buf_len —[in] Length of output buffer
Bl
e ESP_OK : Query is found in the request URL and copied to buffer
e ESP_ERR_NOT_FOUND : Query not found
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
e ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_value (const char *qry, const char *key, char *val, size_t val_size)
Helper function to get a URL query tag from a query string of the type param1=vall &param2=val2.

ik
¢ The components of URL query string (keys and values) are not URLdecoded. The user must check for
‘Content-Type’ field in the request headers and then depending upon the specified encoding (URLen-
coded or otherwise) apply the appropriate decoding algorithm.
« If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error
as return value.

BH
* gry -[in] Pointer to query string
* key —[in] The key to be searched in the query string
» val —[out] Pointer to the buffer into which the value will be copied if the key is found
* val_size —[in] Size of the user buffer “val”

* ESP_OK : Key is found in the URL query string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found

e ESP_ERR_INVALID_ARG : Null arguments

e ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

esp_err_thttpd_req _get_cookie_val (htpd_req_t *req, const char *cookie_name, char *val, size_t
*val_size)

Get the value string of a cookie value from the “Cookie” request headers by cookie name.
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SH

* req —[in] Pointer to the HTTP request

* cookie_name —[in] The cookie name to be searched in the request

* val —{out] Pointer to the buffer into which the value of cookie will be copied if the cookie
is found

* val_size —[inout] Pointer to size of the user buffer “val” . This variable
will contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.

» ESP_OK : Key is found in the cookie string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found

* ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated
* ESP_ERR_NO_MEM : Memory allocation failure

bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t
match_upto)

Test if a URI matches the given wildcard template.

Template may end with “?” to make the previous character optional (typically a slash), “*” for a wildcard
match, and “?*” to make the previous character optional, and if present, allow anything to follow.

Example:

* * matches everything

¢ /foo/? matches /foo and /foo/

¢ /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters “?” and “*” anywhere else in the template will be taken literally.

S
* uri_template —[in] URI template (pattern)
e uri_to_match —[in] URI to be matched
* match_upto —[in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
&[A| true if a match was found

esp_err_t httpd_resp_send (httpd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ Once this API is called, the request has been responded to.
* No additional data can then be sent for the request.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

BH
* r —[in] The request being responded to
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e buf [in] Buffer from where the content is to be fetched
* buf_len —[in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()

B

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null request pointer
ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.

This API will send the data as an HTTP response to the request. This API will use chunked-encoding and
send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.

If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
e When you are finished sending all your chunks, you must call this function with buf_len as 0.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

SH

e r —[in] The request being responded to

¢ buf —[in] Pointer to a buffer that stores the data

* buf_len —[in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
PEA ]

* ESP_OK : On successfully sending the response packet chunk

e ESP_ERR_INVALID_ARG : Null request pointer

 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (htpd_req_t *r, const char *str)

API to send a complete string as HTTP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

S8
* r —[in] The request being responded to
* str —[in] String to be sent as response body
B
* ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null request pointer
* ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)

API to send a string as an HTTP response chunk.

Espressif Systems 122 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string

S8
* r —[in] The request being responded to
* str —[in] String to be sent as response body (NULL to finish response packet)
Bl
* ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.

This API sets the status of the HTTP response to the value specified. By default, the ‘200 OK’ response is
sent as the response.

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ This API only sets the status to this value. The statusisn’ t sent out until any of the send APIs is executed.
¢ Make sure that the lifetime of the status string is valid till send function is called.

ZH
* r —[in] The request being responded to
» status —[in] The HTTP status code of this response

B M

ESP_OK : On success
ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (hitpd_req_t *1, const char *type)
API to set the HTTP content type.

This API sets the ‘Content Type’ field of the response. The default content type is *text/html’ .

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the content type to this value. The type isn’ t sent out until any of the send APIs is
executed.
* Make sure that the lifetime of the type string is valid till send function is called.

S8
* r —[in] The request being responded to
* type —[in] The Content Type of the response
B
¢ ESP_OK : On success
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_hdr (httpd_req_t *r, const char *field, const char *value)
API to append any additional headers.
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This API sets any additional header fields that need to be sent in the response.

i
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* The header isn’ t sent out until any of the send APIs is executed.
¢ The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.
* Make sure that the lifetime of the field value strings are valid till send function is called.

BH
* r —[in] The request being responded to
e field [in] The field name of the HTTP header
* value —[in] The value of this HTTP header

B M

ESP_OK : On successfully appending new header

e ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_HDR : Total additional headers exceed max allowed
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)

For sending out error code in response to HTTP request.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
e If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

BH
* req —[in] Pointer to the HTTP request for which the response needs to be sent
* error —[in] Error type to send
* msg —[in] Error message string (pass NULL for default message)
Bl
* ESP_OK : On successfully sending the response packet
e ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
e ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (htpd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
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%%% r —[in] The request being responded to
R m

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (htpd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r —[in] The request being responded to
B

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (httpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

ik
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%%, r —[in] The request being responded to
R m

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

int httpd_send (httpd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.
Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.
HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,

and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.
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ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
 Unless the response has the correct HTTP structure (which the user must now ensure) it is not guaranteed
that it will be recognized by the client. For most cases, you wouldn’ t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

S8
* r —[in] The request being responded to
* buf —[in] Buffer from where the fully constructed packet is to be read
* buf_len —[in] Length of the buffer
Bl
* Bytes : Number of bytes that were sent successfully
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_send (hitpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

$41:: This AP is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

ZH
¢ hd —[in] server instance
» sockfd —[in] session socket file descriptor
* buf —[in] buffer with bytes to send
* buf_len [in] data size
» flags —[in] flags for the send() function
P
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().

251 This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

S8
¢ hd —[in] server instance
» sockfd [in] session socket file descriptor
* buf —[in] buffer with bytes to send
* buf_len [in] data size
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» flags —[in] flags for the send() function
A
* Bytes : The number of bytes received successfully
* 0 : Buffer length parameter is zero / connection closed by peer
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_t httpd_register_err_handler (httpd_handle_t handle, hitpd_err_code_t error,
httpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

BH
e handle —[in] HTTP server handle
* error —[in] Error type
* handler_£n —[in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)

JEA |
* ESP_OK : handler registered successfully
e ESP_ERR_INVALID_ARG : invalid error code or server handle
esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)
Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)
{
// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG () ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server
if (httpd_start (&server, &config) == ESP_OK) {
// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
// If server failed to start, handle will be NULL
return server;

ZH

* config —[in] Configuration for new instance of the server

* handle —[out] Handle to newly created instance of the server. NULL on error
PEA ]

» ESP_OK : Instance created successfully

* ESP_ERR_INVALID_ARG : Null argument(s)

* ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance

e« ESP_ERR_HTTPD_TASK : Failed to launch server task
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esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.

Example usage:

// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server
httpd_stop (server);

%% handle —[in] Handle to server returned by httpd_start
P[]

e ESP_OK : Server stopped successfully

* ESP_ERR_INVALID_ARG : Handle argument is Null

esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’ s context.

This API queues a work function for asynchronous execution

#1#: Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

S8
* handle —[in] Handle to server returned by httpd_start
* work —[in] Pointer to the function to be executed in the HTTPD’ s context
* arg —[in] Pointer to the arguments that should be passed to this function
Bl

e ESP_OK : On successfully queueing the work
e ESP_FAIL : Failure in ctrl socket
e ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (hpd_handle_t handle, int sockfd)
Get session context from socket descriptor.
Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’ s send/receive functions may require the context (for example,

for accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.

B

handle —[in] Handle to server returned by httpd_start
sock£d —[in] The socket descriptor for which the context should be extracted.

B

void* : Pointer to the context associated with this session
NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_ctx (httpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)
Set session context by socket descriptor.

B8
* handle —[in] Handle to server returned by httpd_start
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» sockfd —[in] The socket descriptor for which the context should be extracted.
* ctx —[in] Context object to assign to the session
» free_fn —[in] Function that should be called to free the context
void *httpd_sess_get_transport_ctx (hitpd_handle_t handle, int sockfd)
Get session  ‘transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.
S

httpd_sess_get_ctx()

SH

* handle [in] Handle to server returned by httpd_start

* sock£fd —[in] The socket descriptor for which the context should be extracted.
A

 void* : Pointer to the transport context associated with this session

* NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_transport_ctx (httpd_handle_t handle, int sockfd, void *ctx, htipd_free_ctx_fn_t
free_fn)

Set session ‘transport’ context by socket descriptor.

UL

httpd_sess_set_ctx()

ZH
* handle —[in] Handle to server returned by httpd_start
* sockfd —[in] The socket descriptor for which the context should be extracted.
* ctx —[in] Transport context object to assign to the session
» free_fn —[in] Function that should be called to free the transport context

void *httpd_get_global_user_ctx (httpd_handle_t handle)
Get HTTPD global user context (it was set in the server config struct)

%4 handle —[in] Handle to server returned by httpd_start
i’ nl global user context

void *httpd_get_global_transport_ctx (hitpd_handle_t handle)
Get HTTPD global transport context (it was set in the server config struct)

%%, handle —[in] Handle to server returned by httpd_start
1R[] global transport context

esp_err_thttpd_sess_trigger_close (hitpd_handle_t handle, int sockfd)
Trigger an httpd session close externally.

£ 1: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

SH

* handle —[in] Handle to server returned by httpd_start

* sockfd —[in] The socket descriptor of the session to be closed
B

» ESP_OK : On successfully initiating closure

Espressif Systems 129 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

» ESP_FAIL : Failure to queue work
e« ESP_ERR_NOT_FOUND : Socket fd not found
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_update_lru_counter (htpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

$41:: Calling this API is only necessary if the LRU Purge Enable option is enabled.

ZH

* handle —[in] Handle to server returned by httpd_start

* sockfd-[in] The socket descriptor of the session for which LRU counter is to be updated
PEA ]

* ESP_OK : Socket found and LRU counter updated

e ESP_ERR_NOT_FOUND : Socket not found

e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_get_client_1list (httpd_handle_t handle, size_t *fds, int *client_fds)
Returns list of current socket descriptors of active sessions.

$&1k: Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.

B8
* handle —[in] Handle to server returned by httpd_start
» fds [inout] In: Size of provided client_fds array Out: Number of valid client fds re-
turned in client_fds,
* client_£ds [out] Array of client fds
B
* ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array

Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members

int £d

Session socket file descriptor
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intdata_len

Data length

struct httpd_config
HTTP Server Configuration Structure.

% 1#: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority
Priority of FreeRTOS task which runs the server

size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uint16_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the
server

uint16_t max_open_sockets

Max number of sockets/clients connected at any time (3 sockets are reserved for internal working of the
HTTP server)

uintl6_tmax_uri_handlers

Maximum allowed uri handlers

uintl6_t max_resp_headers

Maximum allowed additional headers in HTTP response

uint16_t backlog_conn

Number of backlog connections

bool 1lru_purge_enable

Purge ‘“Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)

uint16_t send_wait_timeout

Timeout for send function (in seconds)
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void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_f£fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.

httpd_free_ctx_fn_t global_transport_ctx_free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£fn
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.

httpd_close_func_t close_£fn

Custom session closing callback.
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Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n
URI matcher function.

Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP
request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher

Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

int method
The type of HTTP request, -1 if unsupported method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)

size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx

Session Context Pointer

A session context. Contexts are maintained across ‘sessions’ for a given open TCP connection. One
session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.

By default, this is NULL. URI Handlers can set this to any meaningful value.
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If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx

Pointer to free context hook
Function to free session context

If the web server’ s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.

struct httpd_uri
Structure for URI handler.

Public Members

const char *uri
The URI to handle

httpd_method_t method
Method supported by the URI

esp_err_t (*handler)(hitpd_req_t *1)
Handler to call for supported request method. This must return ESP_OK, or else the underlying socket

will be closed.

void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTPD_MAX_ REQ HDR_LEN

HTTPD_MAX_URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT

HTTPD_200
HTTP Response 200
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HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408

HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON

HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream

ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC

Result string truncated

ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported
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ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef struct httpd_req httpd_req_t
HTTP Request Data Structure.

typedef struct httpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htipd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

Prototype for HTTPDs low-level send function.

1. User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()

function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
e HTTPD_SOCK_ERR_INVALID : Invalid arguments

* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()

 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

Prototype for HTTPDs low-level recv function.

& iE:  User specified recv function must handle errors internally, depending upon the set value of er-
rno, and return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of

httpd_req_recv() function

Param hd [in] server instance

Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size

Param flags [in] flags for the send() function
Return
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» Bytes : The number of bytes received successfully

* 0: Buffer length parameter is zero / connection closed by peer

« HTTPD_SOCK_ERR_INVALID : Invalid arguments

« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level “get pending bytes” function.

1 User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Return
* Bytes : The number of bytes waiting to be received
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_ func_t)(httpd_req_t *req, hitpd_err_code_t error)
Function prototype for HTTP error handling.

This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is
used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

i

e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

¢ When invoked, the validity of uri, method, content_len and user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
e ESP_OK : error handled successful
* ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void *httpd_handle_t
HTTP Server Instance Handle.

Every instance of the server will have a unique handle.

typedef enum http_method httpd_method_t
HTTP Method Type wrapper over “enum http_method” available in “http_parser” library.
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typedef void (*httpd_free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free

typedef esp_err_t (*httpd_open_func_t)(hitpd_handle_t hd, int sockfd)

Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
e ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(httpd_handle_t hd, int sockfd)

Function prototype for closing a session.

Fi1E: It’ s possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config t
HTTP Server Configuration Structure.

£#1#: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function

Enumerations

enum httpd_err_ code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:

Espressif Systems 138 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

enumerator HTTPD_500_INTERNAL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND

enumerator HTTPD_405_METHOD_NOT_ALLOWED

enumerator HTTPD_408_REQ_TIMEOUT

enumerator HTTPD_411_LENGTH_REQUIRED

enumerator HTTPD_414_URI_TOO_LONG

enumerator HTTPD_431_REQ_HDR_FIELDS_TOO_LARGE

enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_ SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_SERVER_EVENT START

This event occurs when HTTP Server is started

enumerator HTTP_SERVER_EVENT_ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_SERVER_EVENT_ON_HEADER

Occurs when receiving each header sent from the client

enumerator HTTP_SERVER_EVENT_HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_SERVER_EVENT_ON_DATA

Occurs when receiving data from the client
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enumerator HTTP_SERVER_EVENT SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_ SERVER_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_ SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped
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API 5%

Header File

» components/esp_https_server/include/esp_https_server.h

Functions
esp_err_thttpd_ssl_start (httpd_handle_t *handle, httpd_ssl_config_t *config)
Create a SSL capable HTTP server (secure mode may be disabled in config)
BH
* config —[inout] - server config, must not be const. Does not have to stay valid after
calling this function.
* handle [out] - storage for the server handle, must be a valid pointer

A success
esp_err_thttpd_ssl_stop (httpd_handle_t handle)

Stop the server. Blocks until the server is shut down.

%% handle [in]

B
» ESP_OK: Server stopped successfully
* ESP_ERR_INVALID_ARG: Invalid argument
e ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

struct httpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.

Public Members

httpd_config_t httpd
Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.

const uint8_t *servercert

Server certificate
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size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)

size_t cacert_len

CA certificate byte length

const uint8_t *prvtkey_pem
Private key

size_t prvtkey_len
Private key byte length

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uint16_t port_secure

Port used when transport mode is secure (default 443)

uintl6_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server

void *ss1_userdata

user data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use

const char **alpn_protos

Application protocols the server supports in order of prefernece. Used for negotiating during the TLS
handshake, first one the client supports is selected. The data structure must live as long as the https server
itself!

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init
(http_server default config had to be copied for customization)

Notes:
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e port is set when starting the server, according to ‘ transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
* SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
« Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg_t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.
typedef void esp_https_server_user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config t

Enumerations

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL_TRANSPORT_SECURE

enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSL_USER_CB_SESS_CLOSE

2.2.11 ICMP Echo

Overview

ICMP (Internet Control Message Protocol) is used for diagnostic or control purposes or generated in response to
errors in IP operations. The common network util ping is implemented based on the ICMP packets with the type
field value of 0, also called Echo Reply.

During a ping session, the source host firstly sends out an ICMP echo request packet and wait for an ICMP echo reply
with specific times. In this way, it also measures the round-trip time for the messages. After receiving a valid ICMP
echo reply, the source host will generate statistics about the IP link layer (e.g. packet loss, elapsed time, etc).

It is common that IoT device needs to check whether a remote server is alive or not. The device should show the
warnings to users when it got offline. It can be achieved by creating a ping session and sending/parsing ICMP echo
packets periodically.

To make this internal procedure much easier for users, ESP-IDF provides some out-of-box APIs.

Espressif Systems 143 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. AP1 &%

Create a new ping session To create a ping session, you need to fill in the esp_ping_config_t configuration
structure firstly, specifying target IP address, interval times, and etc. Optionally, you can also register some callback
functions with the esp_ping_callbacks_t‘ structure.

Example method to create a new ping session and register callbacks:

static void test_on_ping_success (esp_ping_handle_t hdl, wvoid *args)
{

// optionally, get callback arguments

// const char* str = (const char*) args;

// printf("$s\r\n", str); // "foo"

uint8_t ttl;

uintlé6_t seqgno;

uint32_t elapsed_time, recv_len;

ip_addr_t target_addr;

esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));

esp_ping_get_profile(hdl, ESP_PING_PROF_TTL, &ttl, sizeof (ttl));

esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;

esp_ping_get_profile(hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));

esp_ping_get_profile (hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—time));

printf ("%d bytes from %s icmp_seqg=%d ttl=%d time=%d ms\n",

recv_len, inet_ntoa(target_addr.u_addr.ip4), seqgno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, wvoid *args)
{
uintlé6_t seqno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqgno));
esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) H
printf ("From %s icmp_seg=%d timeout\n", inet_ntoa (target_addr.u_addr.ip4),.
—seqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, void *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));

esp_ping_get_profile(hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

esp_ping_get_profile (hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("%d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping/()
{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));

getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ipd4addr (ip_2_1ip4 (&target_addr), &addré);
(T UaREE)
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(& b))

freeaddrinfo (res);

esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;

ping_config.target_addr = target_addr; // target IP address

ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—ping_stop can stop it

/* set callback functions */

esp_ping_callbacks_t cbs;

cbs.on_ping_success = test_on_ping_success;

cbs.on_ping_timeout = test_on_ping_timeout;

cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—~can be NULL

cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;
esp_ping_new_session (&ping_config, &cbs, &ping);

Start and Stop ping session You can start and stop ping session with the handle returned by
esp_ping_new_session. Note that, the ping session won’ t start automatically after creation. If the ping
session is stopped, and restart again, the sequence number in ICMP packets will recount from zero again.

Delete a ping session If a ping session won’ t be used any more, you can delete it with
esp_ping_delete_session. Please make sure the ping session is in stop state (i.e. you have called
esp_ping_stop before or the ping session has finished all the procedures) when you call this function.

Get runtime statistics As the example code above, you can call esp_ping_get_profile to get different
runtime statistics of ping session in the callback function.

Application Example

ICMP echo example: protocols/icmp_echo

API Reference

Header File
» components/lwip/include/apps/ping/ping_sock.h

Functions
esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,
esp_ping_handle_t *hdl_out)

Create a ping session.

SH
* config —ping configuration
* cbs —a bunch of callback functions invoked by internal ping task
* hdl_out -handle of ping session

* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)
* ESP_ERR_NO_MEM: out of memory
» ESP_FAIL: other internal error (e.g. socket error)
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» ESP_OK: create ping session successfully, user can take the ping handle to do follow-on
jobs
esp_err_t esp_ping_delete_session (esp_ping handle_t hdl)
Delete a ping session.
%% hdl —handle of ping session
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: delete ping session successfully
esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.
%4 hdl —handle of ping session
A
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: start ping session successfully
esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.
%%% hdl —handle of ping session
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: stop ping session successfully
esp_err_t esp_ping_get_profile (esp_ping_handle_t hdl, esp_ping_profile_t profile, void *data, uint32_t
size)
Get runtime profile of ping session.
S8
* hdl -handle of ping session
* profile -type of profile
* data —profile data
* size —profile data size
Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_ERR_INVALID_SIZE: the actual profile data size doesn’ t match the “size” pa-

rameter
* ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of “ping” callback functions.

Public Members

void *cb_args

arguments for callback functions

void (*on_ping_success)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when receive ICMP echo reply packet timeout.
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void (*on_ping_end)(esp_ping_handle_t hdl, void *args)

Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_ t
Type of “ping” configuration.

Public Members

uint32_t count

A “ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

uint32_t data_size

Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header

ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface
Netif index, interface=0 means NETIF_NO_INDEX

Macros
ESP_PING_DEFAULT_CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely

Type Definitions

typedef void *esp_ping handle_t
Type of “ping” session handle.
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Enumerations

enum esp_ping profile_t
Profile of ping session.

Values:

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure

enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target

enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet

enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session

2.2.12 mDNS JIk55
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2.2.13 Mbed TLS

Mbed TLS is a C library that implements cryptographic primitives, X.509 certificate manipulation and the SSL/TLS
and DTLS protocols. Its small code footprint makes it suitable for embedded systems.

#47E: ESP-IDF uses a fork of Mbed TLS which includes a few patches (related to hardware routines of certain
modules like bignum (MPI) and ECC) over vanilla Mbed TLS.

Mbed TLS supports SSL 3.0 up to TLS 1.3 and DTLS 1.0 to 1.2 communication by providing the following:

e TCP/IP communication functions: listen, connect, accept, read/write.
¢ SSL/TLS communication functions: init, handshake, read/write.

* X.509 functions: CRT, CRL and key handling

* Random number generation

* Hashing

¢ Encryption/decryption

$41:: Mbed TLS is in the process of migrating all the documentation to a single place. In the meantime, users can
find the documentation at the old Mbed TLS site .

Mbed TLS Support in ESP-IDF

Please find the information about the Mbed TLS versions present in different branches of ESP-IDF here.

241 Please refer the ESP-IDF Migration Guide to migrate from Mbed TLS version 2.x to version 3.0 or greater.

Application Examples
Examples in ESP-IDF use ESP-TLS which provides a simplified API interface for accessing the commonly used TLS
functionality.

Refer to the examples protocols/https_server/simple (Simple HTTPS server) and protocols/https_request (Make
HTTPS requests) for more information.

If the Mbed TLS API is to be used directly, refer to the example protocols/https_mbedtls.

Alternatives

ESP-TLS acts as an abstraction layer over the underlying SSL/TLS library and thus has an option to use Mbed TLS
or wolfSSL as the underlying library. By default, only Mbed TLS is available and used in ESP-IDF whereas wolfSSL
is available publicly at https://github.com/espressif/esp-wolfSSL with the upstream submodule pointer.

Please refer to ESP-TLS: Underlying SSL/TLS Library Options docs for more information on this and comparison of
Mbed TLS and wolfSSL.

Important Config Options

Following is a brief list of important config options accessible at Component Config -> mbedTLS. The full
list of config options can be found here.

e CONFIG_MBEDTLS_SSL_PROTO_TLSI_2: Support for TLS 1.2
e CONFIG_MBEDTLS_SSL_PROTO_TLSI_3: Support for TLS 1.3
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e CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: Support for trusted root certificate bundle (more about this:
ESP x509 Certificate Bundle)

e CONFIG_MBEDTLS_CLIENT _SSL_SESSION_TICKETS: Support for TLS Session Resumption: Client session
tickets

* CONFIG_MBEDTLS_SERVER_SSL_SESSION_TICKETS: Support for TLS Session Resumption: Server session
tickets

e CONFIG_MBEDTLS_HARDWARE_SHA: Support for hardware SHA acceleration

* CONFIG_MBEDTLS_HARDWARE_AES: Support for hardware AES acceleration

* CONFIG_MBEDTLS_HARDWARE_MPI: Support for hardware MPI (bignum) acceleration

* CONFIG_MBEDTLS HARDWARE_ECC: Support for hardware ECC acceleration

413 Mbed TLS v3.0.0 and later support only TLS 1.2 and TLS 1.3 (SSL 3.0, TLS 1.0, TLS 1.1 and DTLS 1.0 are
not supported). The support for TLS 1.3 is experimental and only supports the client-side. More information about
this can be found out here.

Performance and Memory Tweaks

Reducing Heap Usage The following table shows typical memory usage with different configs when the proto-
cols/https_request example (with Server Validation enabled) was run with Mbed TLS as the SSL/TLS library.

Mbed TLS | Related Configs Heap

Test Usage
(approx.)

Default NA 42196 B

Enable SSL | CONFIG_MBEDTLS_SSL_VARIABLE_BUFFER_LENGTH 42120 B

Variable Length

Disable Keep | CONFIG_MBEDTLS SSL_KEEP_PEER_CERTIFICATE 38533 B

Peer Certificate

Enable Dy- | CONFIG_MBEDTLS_DYNAMIC_BUFFER CON- | 22013 B

namic TX/RX | FIG_MBEDTLS DYNAMIC FREE_CONFIG_DATA CON-

Buffer FIG_MBEDTLS_DYNAMIC_FREE_CA_CERT

$&1¥: These values are subject to change with change in configuration options and versions of Mbed TLS.

Reducing Binary Size Under Component Config —> mbedTLS, there are multiple Mbed TLS features
which are enabled by default but can be disabled if not needed to save code size. More information can be about this
can be found in Minimizing Binary Size docs.
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2.3.1 BT COMMON
BT GENERIC DEFINES
API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_bt_defs.h

Structures

struct esp_bt_uuid_t
UUID type.

Public Members

uintl6_t len
UUID length, 16bit, 32bit or 128bit

uintl6_tuuidlé
16bit UUID

uint32_tuuid32
32bit UUID

uint8_t uuid128[ESP_UUID_LEN_128]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UUID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)

ESP_BT_STATUS_BASE_FOR_HCI_ERR
ESP_BT_OCTET16_LEN
ESP_BT_OCTET8_LEN

ESP_DEFAULT_GATT_IF
Default GATT interface id.

ESP_BLE_PRIM_ADV_INT MIN

Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM_ADV_INT MAX

Maximum advertising interval for undirected and low duty cycle directed advertising
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ESP_BLE_CONN_INT_MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_PARAM UNDEF

ESP_BLE_SCAN_PARAM UNDEF

ESP_BLE_IS_VALID_PARAM (X, min, max)
Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN_32

ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_BLE_ENC_KEY_MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY_ MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY_ MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &
response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.
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ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

Type Definitions

typedef uint8_t esp_bt_octet16_t[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]

typedef uint8_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bd_addr_t[ESP_BD_ADDR_LEN]

Bluetooth device address.

typedef uint8_t esp_ble_key_mask_t

Enumerations

enum esp_bt_status_t

Status Return Value.

Values:

enumerator ESP_BT_STATUS_SUCCESS

enumerator ESP_BT_STATUS_FAIL

enumerator ESP_BT_STATUS_NOT_READY

enumerator ESP_BT_STATUS_NOMEM

enumerator ESP_BT_STATUS_BUSY

enumerator ESP_BT_STATUS_DONE

enumerator ESP_BT_STATUS_UNSUPPORTED

enumerator ESP_BT_STATUS_PARM_ INVALID

enumerator ESP_BT_STATUS_UNHANDLED

enumerator ESP_BT_STATUS_AUTH_FAILURE

enumerator ESP_BT_STATUS_RMT_DEV_DOWN

enumerator ESP_BT_STATUS_AUTH_REJECTED
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enumerator ESP_BT_STATUS_INVALID_ STATIC_RAND_ADDR

enumerator ESP_BT_STATUS_PENDING

enumerator ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_PARAM_OUT_OF_RANGE

enumerator ESP_BT_STATUS_TIMEOUT

enumerator ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_ FMT

enumerator ESP_BT_STATUS_MEMORY_ FULL

enumerator ESP_BT_STATUS_EIR_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SUCCESS

enumerator ESP_BT_STATUS_HCI_PENDING

enumerator ESP_BT_STATUS_HCI_ILLEGAL_COMMAND

enumerator ESP_BT_STATUS_HCI_NO_CONNECTION

enumerator ESP_BT _STATUS_HCI_HW_FAILURE

enumerator ESP_BT_STATUS_HCI_PAGE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_AUTH_FAILURE

enumerator ESP_BT_STATUS_HCI_KEY MISSING

enumerator ESP_BT_STATUS_HCI_MEMORY_ FULL

enumerator ESP_BT_STATUS_HCI_CONNECTION_TOUT

enumerator ESP_BT_STATUS_HCI_MAX_NUM_OF_CONNECTIONS

enumerator ESP_BT_STATUS_HCI_MAX NUM OF_SCOS

enumerator ESP_BT_STATUS_HCI_CONNECTION_EXISTS
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enumerator ESP_BT_STATUS_HCI_COMMAND_ DISALLOWED

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_RESOURCES

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_SECURITY

enumerator ESP_BT_STATUS_HCI_HOST REJECT_DEVICE

enumerator ESP_BT_STATUS_HCI_HOST_ TIMEOUT

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_VALUE

enumerator ESP_BT_STATUS_HCI_ILLEGAL_ PARAMETER_FMT

enumerator ESP_BT_STATUS_HCI_PEER_USER

enumerator ESP_BT_STATUS_HCI_PEER_LOW_RESOURCES

enumerator ESP_BT_STATUS_HCI_PEER_POWER_OFF

enumerator ESP_BT_STATUS_HCI_CONN_CAUSE_LOCAL_HOST

enumerator ESP_BT_STATUS_HCI_REPEATED_ ATTEMPTS

enumerator ESP_BT_STATUS_HCI_PAIRING_NOT_ ALLOWED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_LMP_PDU

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_REM_FEATURE

enumerator ESP_BT_STATUS_HCI_SCO_OFFSET_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_INTERVAL_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_AIR_MODE

enumerator ESP_BT_STATUS_HCI_INVALID_ LMP_PARAM

enumerator ESP_BT_STATUS_HCI_UNSPECIFIED

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_LMP_PARAMETERS

enumerator ESP_BT_STATUS_HCI_ROLE_CHANGE_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_LMP_RESPONSE_TIMEOUT
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enumerator ESP_BT_STATUS_HCI_LMP_ERR TRANS_COLLISION

enumerator ESP_BT_STATUS_HCI_LMP_PDU_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_ENCRY_ MODE_NOT_ ACCEPTABLE

enumerator ESP_BT_STATUS_HCI_UNIT_KEY_USED

enumerator ESP_BT_STATUS_HCI_QOS_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSTANT_ PASSED

enumerator ESP_BT_STATUS_HCI_PAIRING_WITH_UNIT_KEY NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_DIFF_TRANSACTION_COLLISION

enumerator ESP_BT_STATUS_HCI_UNDEFINED_O0x2B

enumerator ESP_BT_STATUS_HCI_QOS_UNACCEPTABLE_PARAM

enumerator ESP_BT_STATUS_HCI_QOS_REJECTED

enumerator ESP_BT_STATUS_HCI_CHAN CLASSIF_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSUFFCIENT SECURITY

enumerator ESP_BT_STATUS_HCI_PARAM OUT_OF_RANGE

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x31

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_PENDING

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x33

enumerator ESP_BT_STATUS_HCI_RESERVED_SLOT_VIOLATION

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_FAILED

enumerator ESP_BT_STATUS_HCI_INQ RSP_DATA_ TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SIMPLE_PAIRING_NOT SUPPORTED

enumerator ESP_BT_STATUS_HCI_HOST_BUSY_PAIRING

enumerator ESP_BT_STATUS_HCI_REJ_NO_SUITABLE_CHANNEL
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enumerator ESP_BT_STATUS_HCI_CONTROLLER_BUSY

enumerator ESP_BT_STATUS_HCI_UNACCEPT_ CONN_INTERVAL

enumerator ESP_BT_STATUS_HCI_DIRECTED_ADVERTISING_TIMEOUT

enumerator ESP_BT_STATUS_HCI_CONN_TOUT DUE_TO_MIC_FAILURE

enumerator ESP_BT_STATUS_HCI_CONN_FAILED_ESTABLISHMENT

enumerator ESP_BT_STATUS_HCI_MAC_CONNECTION_FAILED

enum esp_bt_dev_type_t
Bluetooth device type.

Values:

enumerator ESP_BT_DEVICE_TYPE_BREDR

enumerator ESP_BT_DEVICE_TYPE_BLE

enumerator ESP_BT_DEVICE_TYPE_DUMO

enum esp_ble_addr_type_t
BLE device address type.

Values:

enumerator BLE_ ADDR_TYPE_PUBLIC

enumerator BLE_ADDR_TYPE_RANDOM

enumerator BLE_ ADDR_TYPE_RPA_PUBLIC

enumerator BLE_ADDR_TYPE_RPA RANDOM

enum esp_ble_wl_addr_type_t
white list address type

Values:

enumerator BLE_WL_ADDR_TYPE_PUBLIC

enumerator BLE_WL_ADDR_TYPE_RANDOM

BT MAIN API

API Reference
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Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_main.h

Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)

Get bluetooth stack status.
j&IA] Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init().
S|
e ESP_OK : Succeed
» Other : Failed
esp_err_t esp_bluedroid_disable (void)
Disable bluetooth, must prior to esp_bluedroid_deinit().
P[]
e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_init (void)

Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.

pEA |
e ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_deinit (void)

Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

$EA |
* ESP_OK : Succeed
e Other : Failed

Enumerations

enum esp_bluedroid_status_t

Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

enumerator ESP_ BLUEDROID_STATUS_UNINITIALIZED

Bluetooth not initialized

enumerator ESP_ BLUEDROID_STATUS_INITIALIZED

Bluetooth initialized but not enabled

enumerator ESP_ BLUEDROID_STATUS_ENABLED

Bluetooth initialized and enabled

BT DEVICE APIs

Overview Bluetooth device reference APIs.

API Reference
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Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_device.h

Functions
const uint8_t *esp_bt_dev_get_address (void)

Get bluetooth device address. Must use after “esp_bluedroid_enable” .
1R[] bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled
esp_err_t esp_bt_dev_set_device_name (const char *name)
Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDRV/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

¥ name —[in] : device name to be set

B m

ESP_OK : Succeed

* ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit

ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled

e ESP_FAIL : others

23.2 BTLE
GAP API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

 This is a SMP security client demo and its tutorial. This demo initiates its security parameters and acts as a
GATT client, which can send a security request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_client
— GATT Security Client Example Walkthrough
 This is a SMP security server demo and its tutorial. This demo initiates its security parameters and acts as a
GATT server, which can send a pair request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_server
— GATT Security Server Example Walkthrough

API Reference

Header File
¢ components/bt/host/bluedroid/api/include/api/esp_gap_ble_api.h

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)

This function is called to occur gap event, such as scan result.

Z¥ callback —[in] callback function
P[]
¢ ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_config_adv_data (esp_ble_adv_data_t *adv_data)

This function is called to override the BTA default ADV parameters.
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%% adv_data —[in] Pointer to User defined ADV data structure. This memory space can not
be freed until callback of config_adv_data is received.

Bl
* ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

%%, scan_params —[in] Pointer to User defined scan_params data structure. This memory
space can not be freed until callback of set_scan_params

peq |
e ESP_OK : success
 other : failed
esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
%%, duration —[in] Keeping the scanning time, the unit is second.
B
e ESP_OK : success
 other : failed
esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.
$EA |
e ESP_OK : success
— other : failed
esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.

%4 adv_params —[in] pointer to User defined adv_params data structure.
B
* ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
B
e ESP_OK : success
« other : failed
esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.
%4 params —[in] - connection update parameters
B
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
B
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function sets the static Random Address and Non-Resolvable Private Address for the application.

%% rand_addr —[in] the random address which should be setting
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P[]
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.
B
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config _local_privacy (bool privacy_enable)
Enable/disable privacy on the local device.

%% privacy_enable —[in] - enable/disable privacy on remote device.
Bl

e ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_config _local_icon (uintl6_ticon)

set local gap appearance icon

%4 icon —[in] - External appearance value, these values are defined by the Bluetooth SIG,
please refer to https://www.bluetooth.com/specifications/assigned-numbers/
B
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)

Add or remove device from white list.

ZH
e add_remove —[in] the value is true if added the ble device to the white list, and false
remove to the white list.
e remote_bda —[in] the remote device address add/remove from the white list.
* wl_addr_type [in] whitelist address type
P
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.
P[]
* ESP_OK : success
« other : failed
esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)
Get the whitelist size in the controller.
%4 length —[out] the white list length.
P[]
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t min_conn_int,
uint16_t max_conn_int, uint16_t slave_latency,
uint16_t supervision_tout)

This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

B
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* bd_addr [in] BD address of the peripheral

* min_conn_int —[in] minimum preferred connection interval

* max_conn_int —[in] maximum preferred connection interval

* slave_latency -[in] preferred slave latency

* supervision_tout —[in] preferred supervision timeout
R

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device.
%% name —[in] - device name.
B
* ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_get_device_name (void)
Get device name of the local device.
&I
¢ ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t *addr_type)

This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

S8
* local_used_addr —[in] - current local used ble address (six bytes)
* addr_type —[in] - ble address type

&A] - ESP_OK : success
* other : failed

uint§_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)
This function is called to get ADV data for a specific type.
S8
* adv_data [in] - pointer of ADV data which to be resolved
* type —[in] - finding ADV data type
* length [out] - return the length of ADV data not including type
1R[] pointer of ADV data
esp_err_t esp_ble_gap_config adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.
S8
* raw_data —[in] : raw advertising data
* raw_data_1len [in] : raw advertising data length , less than 31 bytes
Bl
e ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_config scan_rsp_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw scan response data. User need to fill scan response data by self.
S
* raw_data [in] : raw scan response data
* raw_data_1len [in] : raw scan response data length , less than 31 bytes

R

ESP_OK : success
¢ other : failed
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esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)

This function is called to read the RSSI of remote device. The address of link policy results are returned in the
gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.

%%t remote_addr —[in] : The remote connection device address.
$Ey |

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_add_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type, esp_duplicate_info_t
device_info)

This function is called to add a device info into the duplicate scan exceptional list.

¥
* type —[in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV , device_info is invalid.
* device_info —[in] the device information.
B
e ESP_OK : success
« other : failed

esp_err_t esp_ble_gap_remove_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type,
esp_duplicate_info_t
device_info)

This function is called to remove a device info from the duplicate scan exceptional list.

S8
* type —[in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV, device_info is invalid.
* device_info —[in] the device information.
]|
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_clean_duplicate_scan_exceptional_list (esp_duplicate_scan_exceptional_list_type_t
list_type)
This function is called to clean the duplicate scan exceptional list. This API will delete all device information
in the duplicate scan exceptional list.

%4 list_type —[in] duplicate scan exceptional list type, the value can be one or more of
esp_duplicate_scan_exceptional_list_type_t.
B
* ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_security_param (esp_ble_sm_param_t param_type, void *value, uint8_t
len)

Set a GAP security parameter value. Overrides the default value.

Secure connection is highly recommended to avoid some major
vulnerabilities like 'Impersonation in the Pin Pairing Protocol'
(CVE-2020-26555) and 'Authentication of the LE Legacy Pairing
Protocol'.

To accept only "“secure connection mode’, it is necessary do as.

—following:
(N oiakzn)
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(& b))
1. Set bit "ESP_LE_AUTH_REQ_SC_ONLY (' param_type  1is
"ESP_BLE_SM_AUTHEN_REQ_MODE"), bit "ESP_LE_AUTH_BOND  and bit
"ESP_LE_AUTH_REQ_MITM® is optional as required.
2. Set to "ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE  ( param_
—type® 1is
"ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH").
SH

* param_type —[in] : the type of the param which to be set
* value —[in] : the param value
* len —[in] : the length of the param value
&n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_security_rsp (esp_bd_addr_t bd_addr, bool accept)
Grant security request access.

ZH

* bd_addr —[in] : BD address of the peer

* accept —[in] : accept the security request or not
&a] - ESP_OK : success

* other : failed

esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act_t sec_act)
Set a gap parameter value. Use this function to change the default GAP parameter values.

BH
* bd_addr —[in] : the address of the peer device need to encryption
* sec_act [in] : This is the security action to indicate what kind of BLE security level
is required for the BLE link if the BLE is supported
J&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)
Reply the key value to the peer device in the legacy connection stage.

S

* bd_addr —[in] : BD address of the peer

* accept —[in] : passkey entry successful or declined.

* passkey —[in] : passkey value, must be a 6 digit number, can be lead by O.
& n] - ESP_OK : success

e other : failed

esp_err_t esp_ble_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the confirm value to the peer device in the secure connection stage.
S8
* bd_addr [in] : BD address of the peer device
* accept —[in] : numbers to compare are the same or different.
J&RM| - ESP_OK : success
* other : failed
esp_err_t esp_ble_remove_bond_device (esp_bd_addr_t bd_addr)
Removes a device from the security database list of peer device. It manages unpairing event while connected.
%%, bd_addr [in] : BD address of the peer device

&A] - ESP_OK : success
e other : failed
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int esp_ble_get_bond_device_num (void)

Get the device number from the security database list of peer device. It will return the device bonded number

immediately.

Rl - >=0: bonded devices number.
e ESP_FAIL : failed

esp_err_t esp_ble_get_bond_device_1list (int *dev_num, esp_ble_bond_dev_t *dev_list)

Get the device from the security database list of peer device. It will return the device bonded information

immediately.

S8
* dev_num —[inout] Indicate the dev_list array(buffer) size as input. If dev_num is large
enough, it means the actual number as output. Suggest that dev_num value equal to
esp_ble_get_bond_device_num().
* dev_list —[out] an array(buffer) of esp_ble_bond_dev_t type. Use for storing
the bonded devices address. The dev_list should be allocated by who call this API.
&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_oob_req reply (esp_bd_addr_t bd_addr, uint8_t *TK, uint8_t len)

This function is called to provide the OOB data for SMP in response to ESP_GAP_BLE_OOB_REQ_EVT.

S8
* bd_addr —[in] BD address of the peer device.
* TK —[in] Temporary Key value, the TK value shall be a 128-bit random number
* len —[in] length of temporary key, should always be 128-bit
&\l - ESP_OK : success
* other : failed

esp_err_t esp_ble_sc_oob_req_reply (esp_bd_addr_t bd_addr, uint8_t p_c[16], uint8_t p_r[16])

This function is called to provide the OOB data for SMP in response
ESP_GAP_BLE_SC_OOB_REQ_EVT.

SH
* bd_addr [in] BD address of the peer device.
* p_c —[in] Confirmation value, it shall be a 128-bit random number
e p_r —[in] Randomizer value, it should be a 128-bit random number
#&n] - ESP_OK : success
e other : failed

esp_err_t esp_ble_create_sc_oob_data (void)

This function is called to create the OOB data for SMP when secure connection.

&\l - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_disconnect (esp_bd_addr_t remote_device)

to

This function is to disconnect the physical connection of the peer device gattc may have multiple virtual GATT
server connections when multiple app_id registered. esp_ble_gattc_close (esp_gatt_if t gattc_if, uint16_t
conn_id) only close one virtual GATT server connection. if there exist other virtual GATT server connec-
tions, it does not disconnect the physical connection. esp_ble_gap_disconnect(esp_bd_addr_t remote_device)

disconnect the physical connection directly.

%4 remote_device —[in] : BD address of the peer device
& m] - ESP_OK : success
 other : failed

esp_err_t esp_ble_get_current_conn_params (esp_bd_addr_t bd_addr, esp_gap_conn_params_t
*conn_params)

This function is called to read the connection parameters information of the device.

S
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* bd_addr [in] BD address of the peer device.

* conn_params —[out] the connection parameters information
jJ&RM| - ESP_OK : success

e other : failed

esp_err_t esp_gap_ble_set_channels (esp_gap_ble_channels channels)
BLE set channels.

%% channels —[in] : The n th such field (in the range 0 to 36) contains the value for the link
layer channel index n. 0 means channel n is bad. 1 means channel n is unknown. The most
significant bits are reserved and shall be set to 0. At least one channel shall be marked as
unknown.

&a] - ESP_OK : success

* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

esp_err_t esp_gap_ble_set_authorization (esp_bd_addr_t bd_addr, bool authorize)
This function is called to authorized a link after Authentication(MITM protection)

ZH
* bd_addr —[in] BD address of the peer device.
* authorize —[out] Authorized the link or not.
&A] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_read_phy (esp_bd_addr_t bd_addr)
This function is used to read the current transmitter PHY and receiver PHY on the connection identified by

remote address.

%% bd_addr [in] : BD address of the peer device
&Ml - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_preferred_default_phy (esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask)

This function is used to allows the Host to specify its preferred values for the transmitter PHY and receiver
PHY to be used for all subsequent connections over the LE transport.

S
* tx_phy_mask [in]: indicates the transmitter PHY s that the Host prefers the Controller
to use
* rx_phy_mask —[in] : indicates the receiver PHYSs that the Host prefers the Controller
to use

&\l - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_preferred_phy (esp_bd_addr_t bd_addr, esp_ble_gap_all_phys_t
all_phys_mask, esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask,
esp_ble_gap_prefer_phy_options_t phy_options)
This function is used to set the PHY preferences for the connection identified by the remote address. The
Controller might not be able to make the change (e.g. because the peer does not support the requested PHY)
or may decide that the current PHY is preferable.

S8

* bd_addr [in] : remote address

* all_phys_mask —[in] : a bit field that allows the Host to specify

* tx_phy_mask —[in] : a bit field that indicates the transmitter PHY's that the Host prefers
the Controller to use

* rx_phy_mask —[in] : a bit field that indicates the receiver PHYs that the Host prefers
the Controller to use

* phy_ options —[in] : a bit field that allows the Host to specify options for PHY's
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jJRM| - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_set_rand_addr (uint8_t instance, esp_bd_addr_t rand_addr)
This function is used by the Host to set the random device address specified by the Random_Address parameter.

ZH
* instance —[in] : Used to identify an advertising set
e rand_addr —[in] : Random Device Address

j&A] - ESP_OK : success
« other : failed

esp_err_t esp_ble_gap_ext_adv_set_params (uint8_t instance, const esp_ble_gap_ext_adv_params_t
%
params)

This function is used by the Host to set the advertising parameters.

B8
* instance [in] : identifies the advertising set whose parameters are being configured.
* params —[in] : advertising parameters

&A] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config ext_adv_data_raw (uint8_t instance, uint16_t length, const uint8_t
*data)

This function is used to set the data used in advertising PDUs that have a data field.

SH
* instance [in] : identifies the advertising set whose data are being configured
* length [in] : data length
e data [in] : data information
&[] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_config_ext_scan_rsp_data_raw (uint8_t instance, uint16_t length, const
uint8_t *scan_rsp_data)

This function is used to provide scan response data used in scanning response PDUs.

S8
* instance -[in] : identifies the advertising set whose response data are being configured.
* length —[in] : responsedata length
* scan_rsp_data —[in] : response data information
&n] - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_start (uint8_t num_adv, const esp_ble_gap_ext_adv_t *ext_adv)

This function is used to request the Controller to enable one or more advertising sets using the advertising sets
identified by the instance parameter.

ZH
* num_adv —[in] : Number of advertising sets to enable or disable
* ext_adv —[in] : adv parameters

&A] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_stop (uint§_t num_adv, const uint8_t *ext_adv_inst)

This function is used to request the Controller to disable one or more advertising sets using the advertising sets
identified by the instance parameter.

S
* num_adv —[in] : Number of advertising sets to enable or disable
e ext_adv_inst —[in] : ext adv instance

&A] - ESP_OK : success
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 other : failed

esp_err_t esp_ble_gap_ext_adv_set_remove (uint8_t instance)
This function is used to remove an advertising set from the Controller.
%4 instance —[in] : Used to identify an advertising set
#’&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_ext_adv_set_clear (void)
This function is used to remove all existing advertising sets from the Controller.

jJRM| - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_periodic_adv_set_params (uint8_t instance, const
esp_ble_gap_periodic_adv_params_t *params)
This function is used by the Host to set the parameters for periodic advertising.
S8
* instance -[in] : identifies the advertising set whose periodic advertising parameters
are being configured.
* params —[in] : periodic adv parameters

&M - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_config_periodic_adv_data_raw (uint8_t instance, uint16_t length, const
uint8_t *data)
This function is used to set the data used in periodic advertising PDUs.
S
* instance [in] : identifies the advertising set whose periodic advertising parameters
are being configured.
* length —[in] : the length of periodic data
* data —[in] : periodic data information
&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_periodic_adv_start (uint8_t instance)
This function is used to request the Controller to enable the periodic advertising for the advertising set specified.
%% instance —[in] : Used to identify an advertising set
#&a] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_periodic_adv_stop (uint8_t instance)
This function is used to request the Controller to disable the periodic advertising for the advertising set specified.
%%, instance [in] : Used to identify an advertising set
&A] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_ext_scan_params (const esp_ble_ext_scan_params_t *params)
This function is used to set the extended scan parameters to be used on the advertising channels.
%%, params —[in] : scan parameters
&n] - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_start_ext_scan (uint32_t duration, uint16_t period)
This function is used to enable scanning.

BH

¢ duration —[in] : Scan duration
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e period —[in] : Time interval from when the Controller started its last Scan Duration
until it begins the subsequent Scan Duration.
#’&a] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_stop_ext_scan (void)
This function is used to disable scanning.

jJRM| - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_create_sync (const esp_ble_gap_periodic_adv_sync_params_t
%
params)

This function is used to synchronize with periodic advertising from an advertiser and begin receiving periodic
advertising packets.

%4 params —[in] : sync parameters
jJRM] - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_cancel (void)

This function is used to cancel the LE_Periodic_Advertising_Create_Sync command while it is pending.

&M - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_terminate (uintl6_t sync_handle)
This function is used to stop reception of the periodic advertising identified by the Sync Handle parameter.

%%, sync_handle —[in] : identify the periodic advertiser
jJRM| - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_add_dev_to_list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to add a single device to the Periodic Advertiser list stored in the Controller.

S8
* addr_type —[in] : address type
* addr [in] : Device Address
* sid —[in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
& [a] - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_remove_dev_from_1list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to remove one device from the list of Periodic Advertisers stored in the Controller.
Removals from the Periodic Advertisers List take effect immediately.
ZH
* addr_type —[in] : address type
e addr [in] : Device Address
* sid —[in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
j&IA] - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_clear_dev (void)
This function is used to remove all devices from the list of Periodic Advertisers in the Controller.

&M - ESP_OK : success
e other : failed
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esp_err_t esp_ble_gap_prefer_ext_connect_params_set (esp_bd_addr_t addr,
esp_ble_gap_phy_mask_t phy_mask,
const esp_ble_gap_conn_params_t
*phy_1m_conn_params, const
esp_ble_gap_conn_params_t
*phy_2m_conn_params, const
esp_ble_gap_conn_params_t
*phy_coded_conn_params)
This function is used to set aux connection parameters.
S8
e addr [in] : device address
* phy mask —[in] : indicates the PHY(s) on which the advertising packets should be re-
ceived on the primary advertising channel and the PHY's for which connection parameters
have been specified.
* phy_1m_conn_params —[in] : Scan connectable advertisements on the LE 1M PHY.
Connection parameters for the LE 1M PHY are provided.
e phy_ 2m_conn_params —[in] : Connection parameters for the LE 2M PHY are pro-
vided.
* phy_coded_conn_params —[in] : Scan connectable advertisements on the LE
Coded PHY. Connection parameters for the LE Coded PHY are provided.
B a] - ESP_OK : success
* other : failed

Unions

union esp_ble_key_value_t

#include <esp_gap_ble_api.h> union type of the security key value

Public Members

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

esp_ble_lenc_keys_t lenc_key
local encryption reproduction keys LTK = = d1(ER,DIV,0)

esp_ble_lcsrk_keys 1esrk_key
local device CSRK = d1(ER,DIV,1)

union esp_ble_sec_t

#include <esp_gap_ble_api.h> union associated with ble security

Public Members
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esp_ble_sec_key_notif_t key_notif

passkey notification

esp_ble_sec_req_tble_req
BLE SMP related request

esp_ble_key_t ble_key
BLE SMP keys used when pairing

esp_ble_local_id_keys_t ble_id_keys
BLE IR event

esp_ble_local_oob_data_t oob_data
BLE SMP secure connection OOB data

esp_ble_auth_cmpl_t auth_cmpl

Authentication complete indication.

union esp_ble_gap_cb_param_t

#include <esp_gap_ble_api.h> Gap callback parameters union.

Public Members

struct esp_ble_gap_cb_param_t::ble_get_dev_name_cmpl_evt_param get_dev_name_cmpl
Event parameter of ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_cmpl_evt_param adv_data_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_cmpl_evt_param scan_rsp_data_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_param_cmpl_evt_param scan_param_cmpl
Event parameter of ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_result_evt_param scan_rst
Event parameter of ESP_GAP_BLE_SCAN_RESULT_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_raw_cmpl_evt_param adv_data_raw_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_raw_cmpl_evt_param scan_rsp_data_raw_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_start_cmpl_evt_param adv_start_cmpl
Event parameter of ESP_GAP_BLE_ADV_START_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_scan_start_cmpl_evt_param scan_start_cmpl
Event parameter of ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

esp_ble_sec_tble_security

ble gap security union type

struct esp_ble_gap_cb_param_t::ble_scan_stop_cmpl_evt_param scan_stop_cmpl
Event parameter of ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_stop_cmpl_evt_param adv_stop_cmpl
Event parameter of ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_rand_cmpl_evt_param set_rand_addr_cmpl
Event parameter of ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

struct esp_ble_gap_cb_param_t::ble_update_conn_params_evt_param update_conn_params
Event parameter of ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

struct esp_ble_gap_cb_param_t::ble_pkt_data_length_cmpl_evt_param pkt_data_length_cmpl
Event parameter of ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_local_privacy_cmpl_evt_param local_privacy_cmpl
Event parameter of ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_clear_bond_dev_cmpl_evt_param clear_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_get_bond_dev_cmpl_evt_param get_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_read_rssi_cmpl_evt_param read_rssi_cmpl
Event parameter of ESP_GAP_BLE_READ_RSSI_ COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_whitelist_cmpl_evt_param update_whitelist_cmpl
Event parameter of ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_duplicate_exceptional_list_cmpl_evt_param
update_duplicate_exceptional_list_cmpl

Event parameter of ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_channels_evt_param ble_set_channels
Event parameter of ESP_GAP_BLE_SET_CHANNELS_EVT

struct esp_ble_gap_cb_param_t::ble_read_phy_cmpl_evt_param read_phy
Event parameter of ESP_GAP_BLE_READ_PHY_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_set_perf_def_phy_cmpl_evt_param set_perf_def_phy
Event parameter of ESP_GAP_BLE_SET_PREFERRED_DEFAULT_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_phy_cmpl_evt_param set_perf_phy
Event parameter of ESP_GAP_BLE_SET_PREFERRED_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_rand_addr_cmpl_evt_param
ext_adv_set_rand_addr

Event parameter of ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_params_cmpl_evt_param ext_adv_set_params
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_data_set_cmpl_evt_param ext_adv_data_set
Event parameter of ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_scan_rsp_set_cmpl_evt_param scan_rsp_set
Event parameter of ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_start_cmpl_evt_param ext_adv_start
Event parameter of ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_stop_cmpl_evt_param ext_adv_stop
Event parameter of ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_remove_cmpl_evt_param ext_adv_remove
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_clear_cmpl_evt_param ext_adv_clear
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_set_params_cmpl_param peroid_adv_set_params
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_data_set_cmpl_param period_adv_data_set
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_start_cmpl_param period_adv_start
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_stop_cmpl_param period_adv_stop
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_create_sync_cmpl_param period_adv_create_sync
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_cancel_cmpl_param period_adv_sync_cancel
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_period_adv_sync_terminate_cmpl_param period_adv_sync_term
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_add_dev_cmpl_param period_adv_add_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_remove_dev_cmpl_param period_adv_remove_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_clear_dev_cmpl_param period_adv_clear_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_ext_scan_params_cmpl_param set_ext_scan_params
Event parameter of ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_start_cmpl_param ext_scan_start
Event parameter of ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_stop_cmpl_param ext_scan_stop
Event parameter of ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_conn_params_set_cmpl_param ext_conn_params_set
Event parameter of ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_terminate_param adv_terminate
Event parameter of ESP_GAP_BLE_ADV_TERMINATED_EVT

struct esp_ble_gap_cb_param_t::ble_scan_req_received_param scan_req_received
Event parameter of ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT

struct esp_ble_gap_cb_param_t::ble_channel_sel_alg_param channel_sel_alg
Event parameter of ESP_GAP_BLE_CHANNEL_SELECT_ALGORITHM_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_lost_param periodic_adv_sync_lost
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_estab_param periodic_adv_sync_estab
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

struct esp_ble_gap_cb_param_t::ble_phy_update_cmpl_param phy_update
Event parameter of ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_report_param ext_adv_report
Event parameter of ESP_GAP_BLE_EXT_ADV_REPORT_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_report_param period_adv_report
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT

struct ble_adv_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the set advertising data operation success status

struct ble_adv_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

struct ble_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate adv stop operation success status

struct ble_adv_terminate_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_TERMINATED_EVT.

Public Members

uint8_t status

Indicate adv terminate status

uint§_t adv_instance

extend advertising handle

uint16_t conn_idx

connection index

uint§_t completed_event

the number of completed extend advertising events
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struct ble_channel_sel_alg_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_CHANNEL_SELECT_ALGORITHM_EVT.

Public Members

uint16_t conn_handle

connection handle

uint§_t channel_sel_alg

channel selection algorithm

struct ble_clear_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the clear bond device operation success status

struct ble_ext_adv_data_set_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising data set status

struct ble_ext_adv_report_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_REPORT_EVT.

Public Members

esp_ble_gap_ext_adv_reprot_t params

extend advertising report parameters

struct ble_ext_adv_scan_rsp_set_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising scan response data set status

struct ble_ext_adv_set_clear_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

struct ble_ext_adv_set_params_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status

struct ble_ext_adv_set_rand_addr_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising random address set status

struct ble_ext_adv_set_remove_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

struct ble_ext_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

struct ble_ext_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status
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struct ble_ext_conn_params_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PREFER_EXT_ CONN_PARAMS_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend connection parameters set status

struct ble_ext_scan_start_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising start status

struct ble_ext_scan_stop_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising stop status

struct ble_get_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the get bond device operation success status

uint§_t dev_num

Indicate the get number device in the bond list

esp_ble_bond_dev_t *bond_dev

the pointer to the bond device Structure

struct ble_get_dev_name_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the get device name success status
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char *name

Name of bluetooth device

struct ble_local_privacy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set local privacy operation success status

struct ble_period_adv_add_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list add status

struct ble_period_adv_clear_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list clean status

struct ble_period_adv_create_sync_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising create sync status

struct ble_period_adv_remove_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list remove status

struct ble_period_adv_sync_cancel_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate periodic advertising sync cancel status

struct ble_period_adv_sync_terminate_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising sync terminate status

struct ble_periodic_adv_data_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising data set status

struct ble_periodic_adv_report_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT.

Public Members

esp_ble_gap_periodic_adv_report_t params

periodic advertising report parameters

struct ble_periodic_adv_set_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertisingparameters set status

struct ble_periodic_adv_start_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising start status
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struct ble_periodic_adv_stop_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising stop status

struct ble_periodic_adv_sync_estab_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT.

Public Members

uint8_t status

periodic advertising sync status

uintl6_t sync_handle

periodic advertising sync handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t adv_addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising phy type

uintl6_t period_adv_interval

periodic advertising interval

uint8_t adv_clk_accuracy

periodic advertising clock accuracy

struct ble_periodic_adv_sync_lost_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT.

Public Members

uint16_t sync_handle

sync handle

struct ble_phy_ update_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

phy update status

esp_bd_addr_t bda

address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
rx phy type

struct ble_pkt_data_length_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set pkt data length operation success status

esp_ble_pkt_data_length_params_t params
pkt data length value

struct ble_read_phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE _READ_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

read phy complete status

esp_bd_addr_t bda
read phy address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
X phy type

struct ble_read_rssi_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the read adv tx power operation success status
int8_t rssi
The ble remote device rssi value, the range is from -127 to 20, the unit is dbm, if the RSSI cannot

be read, the RSSI metric shall be set to 127.

esp_bd_addr_t remote_addr

The remote device address

struct ble_remove_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the remove bond device operation success status

esp_bd_addr_t bd_addr

The device address which has been remove from the bond list

struct ble_scan_param_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set scan param operation success status

struct ble_scan_req received_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT.

Public Members

uint8_t adv_instance

extend advertising handle

esp_ble_addr_type_t scan_addr_type

scanner address type

esp_bd_addr_t scan_addr

scanner address

struct ble_scan_result_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RESULT_EVT.
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Public Members

esp_gap_search_evt_t search_evt

Search event type

esp_bd_addr_t bda

Bluetooth device address which has been searched

esp_bt_dev_type_t dev_type
Device type

esp_ble_addr_type_t ble_addr_type
Ble device address type

esp_ble_evt_type_t ble_evt_type

Ble scan result event type

int rssi
Searched device’ s RSSI

uint8_t ble_adv[ESP_BLE_ADV_DATA_LEN_MAX +
ESP_BLE_SCAN_RSP_DATA_LEN_MAX]

Received EIR

int flag
Advertising data flag bit

int num_resps

Scan result number

uint§_t adv_data_1len

Adv data length

uint§_t scan_rsp_1len

Scan response length

uint32_t num_dis

The number of discard packets

struct ble_scan_rsp_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set scan response data operation success status

struct ble_scan_rsp_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_scan_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan start operation success status

struct ble_scan_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan stop operation success status

struct ble_set_channels_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_CHANNELS_EVT.

Public Members

esp_bt_status_t stat
BLE set channel status

struct ble_set_ext_scan_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status

struct ble_set_perf_def_ phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERRED_DEFAULT_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate perf default phy set status
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struct ble_set_perf_ phy cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SET_PREFERRED_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate perf phy set status

struct ble_set_rand_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT.

Public Members

esp_bt_status_t status

Indicate set static rand address operation success status

struct ble_update_conn_params_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT.

Public Members

esp_bt_status_t status

Indicate update connection parameters success status

esp_bd_addr_t bda

Bluetooth device address

uintl6_tmin_int

Min connection interval

uintl6_t max_int

Max connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t conn_int

Current connection interval

uint16_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to
0x0C80 Time = N * 10 msec

struct ble_update_duplicate_exceptional_list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate update duplicate scan exceptional list operation success status

uint8_t subcode

Define in esp_bt_duplicate_exceptional_subcode_type_t

uint16_t length
The length of device_info

esp_duplicate_info_t device_info

device information, when subcode is ESP_ BLE_ DUPLICATE_EXCEPTIONAL_LIST_CLEAN,
the value is invalid

struct ble_update_whitelist_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the add or remove whitelist operation success status

esp_ble_wl_operation_t wl_operation

The value is ESP_BLE_WHITELIST_ADD if add address to whitelist operation success,
ESP_BLE_WHITELIST_REMOVE if remove address from the whitelist operation success

Structures

struct esp_ble_adv_params_t

Advertising parameters.

Public Members

uintl6_t adv_int_min

Minimum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec

uintl6_t adv_int_max

Maximum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec
Advertising max interval

esp_ble_adv_type_t adv_type
Advertising type

esp_ble_addr_type_t own_addr_type

Owner bluetooth device address type
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esp_bd_addr_t peer_addr

Peer device bluetooth device address

esp_ble_addr_type_t peer_addr_type

Peer device bluetooth device address type, only support public address type and random address type

esp_ble_adv_channel_t channel_map

Advertising channel map

esp_ble_adv_filter_t adv_filter_policy
Advertising filter policy

struct esp_ble_adv_data_t

Advertising data content, according to “Supplement to the Bluetooth Core Specification” .

Public Members

bool set_scan_rsp

Set this advertising data as scan response or not

bool include_name

Advertising data include device name or not

bool include_txpower

Advertising data include TX power

intmin_interval

Advertising data show slave preferred connection min interval. The connection interval in the following
manner: connlntervalmin = Conn_Interval_Min * 1.25 ms Conn_Interval_Min range: 0x0006 to 0x0C80
Value of OxFFFF indicates no specific minimum. Values not defined above are reserved for future use.

intmax_interval

Advertising data show slave preferred connection max interval. The connection interval in the follow-
ing manner: connlntervalmax = Conn_Interval_Max * 1.25 ms Conn_Interval_Max range: 0x0006 to
0x0C80 Conn_Interval_Max shall be equal to or greater than the Conn_Interval_Min. Value of OxFFFF
indicates no specific maximum. Values not defined above are reserved for future use.

int appearance

External appearance of device

uint16_t manufacturer_len

Manufacturer data length

uint8_t *p_manufacturer_data

Manufacturer data point

uintl6_t service_data_len

Service data length
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uint8_t *p_service_data

Service data point

uint16_t service_uuid_len

Service uuid length

uint8_t *p_service_uuid

Service uuid array point

uint8_t £lag
Advertising flag of discovery mode, see BLE_ADV_DATA_FLAG detail

struct esp_ble_scan_params_t

Ble scan parameters.

Public Members

esp_ble_scan_type_t scan_type
Scan type

esp_ble_addr_type_t own_addr_type

Owner address type

esp_ble_scan_filter_t scan_filter_ policy
Scan filter policy

uintl6_t scan_interval

Scan interval. This is defined as the time interval from when the Controller started its last LE scan until
it begins the subsequent LE scan. Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625
msec Time Range: 2.5 msec to 10.24 seconds

uint16_t scan_window

Scan window. The duration of the LE scan. LE_Scan_Window shall be less than or equal to
LE_Scan_Interval Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625 msec Time
Range: 2.5 msec to 10240 msec

esp_ble_scan_duplicate_t scan_duplicate

The Scan_Duplicates parameter controls whether the Link Layer should filter out duplicate advertising
reports (BLE_SCAN_DUPLICATE_ENABLE) to the Host, or if the Link Layer should generate ad-
vertising reports for each packet received

struct esp_gap_conn_params_t

connection parameters information

Public Members

uintl6_t interval

connection interval
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uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3
uint16_t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80

Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_conn_update_params_t

Connection update parameters.

Public Members

esp_bd_addr_t bda

Bluetooth device address

uintl6_tmin_int

Min connection interval

uintl6_t max_int

Max connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3
uintl6_t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80

Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_pkt_data_length_params_t
BLE pkt date length keys.

Public Members

uintl6_t rx_len

pkt rx data length value

uintl6_t tx_len
pkt tx data length value

struct esp_ble_penc_keys_t
BLE encryption keys.

Public Members

esp_bt_octetl6_t 1tk
The long term key
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esp_bt_octetS_t rand

The random number

uintl6_t ediv

The ediv value

uint8_t sec_level

The security level of the security link

uint8_t key_size

The key size(7~16) of the security link

struct esp_ble_pcsrk_keys_t
BLE CSRK keys.

Public Members

uint32_t counter

The counter

esp_bt_octetl6_t csrk
The csrk key

uint8_t sec_level

The security level

struct esp_ble_pid_keys_t
BLE pid keys.

Public Members

esp_bt_octetl6_t irk

The irk value

esp_ble_addr_type_t addr_type
The address type

esp_bd_addr_t static_addr
The static address

struct esp_ble_lenc_keys_t

BLE Encryption reproduction keys.

Public Members

Espressif Systems 191 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

esp_bt_octetl6_t 1tk
The long term key

uintl6_t div

The div value

uint8_t key_size

The key size of the security link

uint8_t sec_level

The security level of the security link

struct esp_ble_lcsrk_keys
BLE SRK keys.

Public Members

uint32_t counter

The counter value

uintl6_tdiv

The div value

uint8_t sec_level

The security level of the security link

esp_bt_octetl6_t csrk

The csrk key value

struct esp_ble_sec_key_notif_t
Structure associated with ESP_KEY_NOTIF_EVT.

Public Members

esp_bd_addr_t bd_addr

peer address

uint32_t passkey

the numeric value for comparison. If just_works, do not show this number to Ul

struct esp_ble_sec_req_ t

Structure of the security request.

Public Members
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esp_bd_addr_t bd_addr

peer address

struct esp_ble_bond_key_info_t

struct type of the bond key information value

Public Members

esp_ble_key_mask_t key_mask

the key mask to indicate witch key is present

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

struct esp_ble_bond_dev_t

struct type of the bond device value

Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_bond_key_info_t bond_key

the bond key information

struct esp_ble_key_t

union type of the security key value

Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_key_type_t key_type
key type of the security link

esp_ble_key_value_t p_key_value

the pointer to the key value

struct esp_ble_local_id_keys_t

structure type of the ble local id keys value
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Public Members

esp_bt_octetl6_t ixr
the 16 bits of the ir value

esp_bt_octetl6_t irk
the 16 bits of the ir key value

esp_bt_octet]6_t dhk
the 16 bits of the dh key value

struct esp_ble_local_oob_data_t

structure type of the ble local oob data value

Public Members

esp_bt_octetl6_t oob_c

the 128 bits of confirmation value

esp_bt_octetl6_t oob_r

the 128 bits of randomizer value

struct esp_ble_auth_cmpl_t
Structure associated with ESP_ AUTH_CMPL_EVT.

Public Members

esp_bd_addr_t bd_addr

BD address peer device.

bool key_present

Valid link key value in key element

esp_link_key key

Link key associated with peer device.

uint8_t key_type
The type of Link Key

bool success
TRUE of authentication succeeded, FALSE if failed.

uint8_t fail_reason

The HCI reason/error code for when success=FALSE

esp_ble_addr_type_t addr_type

Peer device address type
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esp_bt_dev_type_t dev_type
Device type

esp_ble_auth_req_t auth_mode

authentication mode

struct esp_ble_gap_ext_adv_params_t

ext adv parameters

Public Members

esp_ble_ext_adv_type_mask_t type
ext adv type

uint32_t interval_min

ext adv minimum interval

uint32_t interval_max

ext adv maximum interval

esp_ble_adv_channel_t channel_map

ext adv channel map

esp_ble_addr_type_t own_addr_type

ext adv own address type

esp_ble_addr_type_t peer_addr_type

ext adv peer address type

esp_bd_addr_t peer_addr

ext adv peer address

esp_ble_adv_filter t filter_policy
ext adv filter policy

int8_t tx_power

ext adv tx power

esp_ble_gap_pri_phy_t primary_phy
ext adv primary phy

uint§_t max_skip

ext adv maximum skip

esp_ble_gap_phy_t secondary_phy

ext adv secondary phy

Espressif Systems 195 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

uint8_t sid

ext adv sid

bool scan_req notif

ext adv scan request event notify

struct esp_ble_ext_scan_cfg_t

ext scan config

Public Members

esp_ble_scan_type_t scan_type

ext scan type

uintl6_t scan_interval

ext scan interval

uintl6_t scan_window

ext scan window

struct esp_ble_ext_scan_params_t

ext scan parameters

Public Members

esp_ble_addr_type_t own_addr_type

ext scan own address type

esp_ble_scan_filter_t £ilter_policy

ext scan filter policy

esp_ble_scan_duplicate_t scan_duplicate

ext scan duplicate scan

esp_ble_ext_scan_cfg_mask_t c£g_mask

ext scan config mask

esp_ble_ext_scan_cfg_t uncoded_cfg

ext scan uncoded config parameters

esp_ble_ext_scan_cfg_t coded_cfg

ext scan coded config parameters

struct esp_ble_gap_conn_params_t

create extend connection parameters
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Public Members

uintl6_t scan_interval

init scan interval

uint16_t scan_window

init scan window

uintl6_t interval_min

minimum interval

uintl6_t interval_max

maximum interval

uint16_t latency

ext scan type

uintl6_t supervision_timeout

connection supervision timeout

uintl6_tmin_ce_len

minimum ce length

uintl6_tmax_ce_len

maximum ce length

struct esp_ble_gap_ext_adv_t

extend adv enable parameters

Public Members

uint®_t instance

advertising handle

int duration

advertising duration

int max_events

maximum number of extended advertising events

struct esp_ble_gap_periodic_adv_params_t

periodic adv parameters

Public Members

uintl6_t interval_min

periodic advertising minimum interval
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uintl6_t interval_max

periodic advertising maximum interval

uint§_t properties

periodic advertising properties

struct esp_ble_gap_periodic_adv_sync_params_t

periodic adv sync parameters

Public Members

esp_ble_gap_sync_t £ilter_policy

periodic advertising sync filter policy

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t addr_type

periodic advertising address type

esp_bd_addr_t addr

periodic advertising address

uintl6_t skip

the maximum number of periodic advertising events that can be skipped

uintl6_t sync_timeout

synchronization timeout

struct esp_ble_gap_ext_adv_reprot_t

extend adv report parameters

Public Members

esp_ble_gap_adv_type_t event_type

extend advertising type

uint§_t addr_type

extend advertising address type

esp_bd_addr_t addr

extend advertising address

esp_ble_gap_pri_phy_t primary_ phy
extend advertising primary phy
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esp_ble_gap_phy_t secondly_phy

extend advertising secondary phy

uint8_t sid

extend advertising sid

uint8_t tx_power

extend advertising tx power

int8_t rssi

extend advertising rssi

uintl6_t per_adv_interval

periodic advertising interval

uint§_tdir_addr_type
direct address type

esp_bd_addr_t dir_addr

direct address

esp_ble_gap_ext_adv_data_status_t data_status
data type

uint8_t adv_data_len

extend advertising data length

uint8_t adv_data[251]

extend advertising data

struct esp_ble_gap_periodic_adv_report_t

periodic adv report parameters

Public Members

uintl6_t sync_handle

periodic advertising train handle

uint8_t tx_power

periodic advertising tx power

int8_t rssi

periodic advertising rssi

esp_ble_gap_ext_adv_data_status_t data_status

periodic advertising data type
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uint§_t data_length

periodic advertising data length

uint8_t data[251]

periodic advertising data

struct esp_ble_gap_periodic_adv_sync_estab_t

perodic adv sync establish parameters

Public Members

uint8_t status

periodic advertising sync status

uintl6_t sync_handle

periodic advertising train handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising adv phy type

uintl6_t period_adv_interval

periodic advertising interval

uint8_t adv_clk_accuracy

periodic advertising clock accuracy

Macros

ESP_BLE_ADV_FLAG_LIMIT DISC
BLE_ADV_DATA_FLAG data flag bit definition used for advertising data flag.

ESP_BLE_ADV_FLAG_GEN_DISC

ESP_BLE_ADV_FLAG_BREDR_NOT_SPT

ESP_BLE_ADV_FLAG_DMT CONTROLLER_SPT

ESP_BLE_ADV_FLAG_DMT_HOST_SPT
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ESP_BLE_ADV_FLAG_NON_LIMIT DISC

ESP_LE_KEY_NONE
relate to BTM_LE_KEY_xxx in stack/btm_api.h

No encryption key

ESP_LE_KEY_PENC

encryption key, encryption information of peer device

ESP_LE_KEY_PID
identity key of the peer device

ESP_LE_KEY_PCSRK
peer SRK

ESP_LE_KEY_PLK
Link key

ESP_LE_KEY_LLK
peer link key

ESP_LE_KEY_LENC

master role security information:div

ESP_LE_KEY_LID

master device ID key

ESP_LE_KEY_LCSRK
local CSRK has been deliver to peer

ESP_LE_AUTH_NO_BOND
relate to BTM_LE_AUTH_xxx in stack/btm_api.h

0 no bondingv

ESP_LE_AUTH_BOND

1 « 0 device in the bonding with peer

ESP_LE_AUTH_REQ MITM

1 « 2 man in the middle attack

ESP_LE_AUTH_REQ BOND_MITM
0101 banding with man in the middle attack

ESP_LE_AUTH_REQ_ SC_ONLY

1 « 3 secure connection

ESP_LE_AUTH_REQ_SC_BOND

1001 secure connection with band
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ESP_LE_AUTH_REQ_SC_MITM
1100 secure conn with MITM

ESP_LE_AUTH_REQ_SC_MITM_ BOND
1101 SC with MITM and Bonding

ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_DISABLE

authentication disable

ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE

authentication enable

ESP_BLE_OOB_DISABLE
disbale the out of bond

ESP_BLE_OOB_ENABLE

enable the out of bond

ESP_IO_CAP_OUT
relate to BTM_IO_CAP_xxx in stack/btm_api.h

DisplayOnly

ESP_IO_CAP_IO
DisplayYesNo

ESP_IO_CAP_IN
KeyboardOnly

ESP_IO_CAP_NONE
NolnputNoOutput

ESP_IO_CAP_KBDISP
Keyboard display

ESP_BLE_APPEARANCE_UNKNOWN
relate to BTM_BLE_APPEARANCE_UNKNOWN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PHONE
relate to BTM_BLE_APPEARANCE_GENERIC_PHONE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_COMPUTER
relate to BTM_BLE_APPEARANCE_GENERIC_COMPUTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WATCH
relate to BTM_BLE_APPEARANCE_GENERIC_WATCH in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_SPORTS_WATCH
relate to BTM_BLE_APPEARANCE_SPORTS_WATCH in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_GENERIC_CLOCK
relate to BTM_BLE_APPEARANCE_GENERIC_CLOCK in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_DISPLAY
relate to BTM_BLE_APPEARANCE_GENERIC_DISPLAY in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_REMOTE
relate to BTM_BLE_APPEARANCE_GENERIC_REMOTE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_EYEGLASSES
relate to BTM_BLE_APPEARANCE_GENERIC_EYEGLASSES in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_TAG
relate to BTM_BLE_APPEARANCE_GENERIC_TAG in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_KEYRING
relate to BTM_BLE_APPEARANCE_GENERIC_KEYRING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER
relate to BTM_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_THERMOMETER
relate to BTM_BLE_APPEARANCE_GENERIC_THERMOMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_THERMOMETER_EAR
relate to BTM_BLE_APPEARANCE_THERMOMETER_EAR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HEART RATE
relate to BTM_BLE_APPEARANCE_GENERIC_HEART_RATE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HEART_RATE_BELT
relate to BTM_BLE_APPEARANCE_HEART_RATE_BELT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE
relate to BTM_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_BLOOD_PRESSURE_ARM
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_ARM in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HID
relate to BTM_BLE_APPEARANCE_GENERIC_HID in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_HID_KEYBOARD
relate to BTM_BLE_APPEARANCE_HID_KEYBOARD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_MOUSE
relate to BTM_BLE_APPEARANCE_HID_MOUSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_JOYSTICK
relate to BTM_BLE_APPEARANCE_HID_JOYSTICK in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_GAMEPAD
relate to BTM_BLE_APPEARANCE_HID_GAMEPAD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID DIGITIZER_TABLET
relate to BTM_BLE_APPEARANCE_HID_DIGITIZER_TABLET in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_CARD_READER
relate to BTM_BLE_APPEARANCE_HID_CARD_READER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_DIGITAL_PEN
relate to BTM_BLE_APPEARANCE_HID_DIGITAL_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_ BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_HID_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_GLUCOSE
relate to BTM_BLE_APPEARANCE_GENERIC_GLUCOSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WALKING
relate to BTM_BLE_APPEARANCE_GENERIC_WALKING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_IN_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_IN_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_ON_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_HIP
relate to BTM_BLE_APPEARANCE_WALKING_ON_HIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CYCLING
relate to BTM_BLE_APPEARANCE_GENERIC_CYCLING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_COMPUTER
relate to BTM_BLE_APPEARANCE_CYCLING_COMPUTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_CYCLING_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_CADENCE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_POWER
relate to BTM_BLE_APPEARANCE_CYCLING_POWER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED_CADENCE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER
relate to BTM_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_WRIST
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WEIGHT
relate to BTM_BLE_APPEARANCE_GENERIC_WEIGHT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE

relate to BTM_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_POWERED_WHEELCHAIR
relate to BTM_BLE_APPEARANCE_POWERED_WHEELCHAIR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_MOBILITY_SCOOTER
relate to BTM_BLE_APPEARANCE_MOBILITY_SCOOTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR

relate to BTM_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_INSULIN_PUMP
relate to BTM_BLE_APPEARANCE_GENERIC_INSULIN_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP
relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMP
relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_ PEN
relate to BTM_BLE_APPEARANCE_INSULIN_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY

relate to BTM_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY in stack/btm_ble_api.h

in

in
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ESP_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS
relate to BTM_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV in
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV in
stack/btm_ble_api.h

ESP_GAP_BLE_CHANNELS_LEN
channel length

ESP_GAP_BLE_ADD WHITELIST COMPLETE_EVT

This is the old name, just for backwards compatibility.

ESP_BLE_ADV_DATA_LEN_MAX

Advertising data maximum length.

ESP_BLE_SCAN_RSP_DATA_LEN_MAX

Scan response data maximum length.

BLE_BIT (n)

ESP_BLE_GAP_SET_EXT_ADV_PROP_NONCONN_NONSCANNABLE_UNDIRECTED

Non-Connectable and Non-Scannable Undirected advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_CONNECTABLE

Connectable advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_SCANNABLE

Scannable advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_DIRECTED

Directed advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_HD_DIRECTED
High Duty Cycle Directed Connectable advertising (<= 3.75 ms Advertising Interval)

ESP_BLE_GAP_SET EXT_ADV_PROP_LEGACY
Use legacy advertising PDUs
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ESP_BLE_GAP_SET_ EXT_ ADV_PROP_ANON_ADV

Omit advertiser’ s address from all PDUs ( “anonymous advertising” )

ESP_BLE_GAP_SET_EXT_ADV_PROP_INCLUDE_TX_PWR
Include TxPower in the extended header of the advertising PDU

ESP_BLE_GAP_SET_ EXT_ADV_PROP_MASK

Reserved for future use If extended advertising PDU types are being used (bit 4 = 0) then: The advertisement
shall not be both connectable and scannable. High duty cycle directed connectable advertising (<= 3.75 ms
advertising interval) shall not be used (bit 3 = 0) ADV_IND

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_IND
ADV_DIRECT_IND (low duty cycle)

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_LD_DIR
ADV_DIRECT_IND (high duty cycle)

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_HD_DIR
ADV_SCAN_IND

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_SCAN
ADV_NONCONN_IND

ESP_BLE_GAP_SET_ EXT_ADV_PROP_LEGACY_NONCONN

ESP_BLE_GAP_PHY 1M
Secondery Advertisement PHY is LEIM

ESP_BLE_GAP_PHY 2M
Secondery Advertisement PHY is LE2M

ESP_BLE_GAP_PHY CODED
Secondery Advertisement PHY is LE Coded

ESP_BLE_GAP_NO_PREFER_TRANSMIT_PHY
No Prefer TX PHY supported by controller

ESP_BLE_GAP_NO_PREFER_RECEIVE_PHY
No Prefer RX PHY supported by controller

ESP_BLE_GAP_PRI_PHY_ 1M
Primary phy only support 1M and LE coded phy.

Primary Phy is LEIM

ESP_BLE_GAP_PRI_PHY_ CODED
Primary Phy is LE CODED

ESP_BLE_GAP_PHY 1M _PREF_MASK
The Host prefers use the LEIM transmitter or reciever PHY
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ESP_BLE_GAP_PHY 2M PREF_MASK
The Host prefers use the LE2M transmitter or reciever PHY

ESP_BLE_GAP_PHY_ CODED_PREF_MASK
The Host prefers use the LE CODED transmitter or reciever PHY

ESP_BLE_GAP_PHY OPTIONS_NO_PREF
The Host has no preferred coding when transmitting on the LE Coded PHY

ESP_BLE_GAP_PHY OPTIONS_PREF_S2_CODING
The Host prefers that S=2 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_PHY OPTIONS_PREF_S8_CODING
The Host prefers that S=8 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_EXT_SCAN_CFG_UNCODE_MASK
Scan Advertisements on the LEIM PHY

ESP_BLE_GAP_EXT_SCAN_CFG_CODE_MASK
Scan advertisements on the LE coded PHY

ESP_BLE_GAP_EXT_ADV_DATA_COMPLETE
Advertising data.

extended advertising data compete

ESP_BLE_GAP_EXT ADV_DATA_INCOMPLETE

extended advertising data incomplete

ESP_BLE_GAP_EXT ADV_DATA_TRUNCATED

extended advertising data truncated mode

ESP_BLE_GAP_SYNC_POLICY_BY_ADV_INFO
Advertising SYNC policy.

sync policy by advertising info

ESP_BLE_GAP_SYNC_POLICY BY PERIODIC_LIST

periodic advertising sync policy

ESP_BLE_ADV_REPORT_EXT_ADV_IND

Advertising report.

advertising report with extended advertising indication type

ESP_BLE_ADV_REPORT EXT_SCAN_IND

advertising report with extended scan indication type

ESP_BLE_ADV_REPORT EXT_DIRECT_ADV

advertising report with extended direct advertising indication type
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ESP_BLE_ADV_REPORT_EXT_ SCAN_RSP

advertising report with extended scan response indication type Bluetooth 5.0, Vol 2, Part E, 7.7.65.13

ESP_BLE_LEGACY_ADV_TYPE_IND

advertising report with legacy advertising indication type

ESP_BLE_LEGACY_ADV_TYPE_DIRECT_ IND

advertising report with legacy direct indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_IND

advertising report with legacy scan indication type

ESP_BLE_LEGACY_ADV_TYPE_NONCON_IND

advertising report with legacy non connectable indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_IND

advertising report with legacy scan response indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_SCAN_IND

advertising report with legacy advertising with scan response indication type

EXT_ADV_TX_PWR_NO_PREFERENCE
Extend advertising tx power, range: [-127, +126] dBm.

host has no preference for tx power

Type Definitions

typedef uint8_t esp_ble_key_type_t

typedef uint8_t esp_ble_auth_req t

combination of the above bit pattern

typedef uint8_t esp_ble_io_cap_t

combination of the io capability

typedef uint8_t esp_gap_ble_channels[ESP_GAP_BLE_CHANNELS_LEN]

typedef uint8_t esp_duplicate_info_t[ESP_BD_ADDR_LEN]

typedef uint16_t esp_ble_ext_adv_type_mask_t

typedef uint8_t esp_ble_gap_phy_t

typedef uint8_t esp_ble_gap_all_phys_t

typedef uint8_t esp_ble_gap_pri_phy_t

typedef uint8_t esp_ble_gap_phy_mask_t
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typedef uint16_t esp_ble_gap_prefer_ phy_options_t

typedef uint8_t esp_ble_ext_scan_cfg mask_t

typedef uint8_t esp_ble_gap_ext_adv_data_status_t

typedef uint8_t esp_ble_gap_sync_t

typedef uint8_t esp_ble_gap_adv_type_t

typedef void (*esp_gap_ble_cb_t)(esp_gap_ble_cb_event_t event, esp_ble_gap_cb_param_t *param)

GAP callback function type.

Param event : Event type
Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gap_ble_cb_event_t
GAP BLE callback event type.

Values:

enumerator ESP_GAP_BLE_ADV_DATA_SET COMPLETE_EVT

When advertising data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

When scan response data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

When scan parameters set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RESULT EVT

When one scan result ready, the event comes each time

enumerator ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

When raw advertising data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

When raw advertising data set complete, the event comes

enumerator ESP_GAP_BLE_ADV_START COMPLETE_EVT

When start advertising complete, the event comes

enumerator ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

When start scan complete, the event comes

enumerator ESP_GAP_BLE_AUTH_CMPL_EVT

Authentication complete indication.
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enumerator ESP_GAP_BLE_KEY_EVT
BLE key event for peer device keys

enumerator ESP_GAP_BLE_SEC_REQ_EVT
BLE security request

enumerator ESP_GAP_BLE_PASSKEY NOTIF_EVT

passkey notification event

enumerator ESP_GAP_BLE_PASSKEY_ REQ_ EVT

passkey request event

enumerator ESP_GAP_BLE_OOB_REQ_EVT
OOB request event

enumerator ESP_GAP_BLE_LOCAL_IR_EVT
BLE local IR (identity Root 128-bit random static value used to generate Long Term Key) event

enumerator ESP_GAP_BLE_LOCAL_ER_EVT
BLE local ER (Encryption Root vakue used to genrate identity resolving key) event

enumerator ESP_GAP_BLE_NC_REQ_EVT

Numeric Comparison request event

enumerator ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

When stop adv complete, the event comes

enumerator ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

When stop scan complete, the event comes

enumerator ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

When set the static rand address complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

When update connection parameters complete, the event comes

enumerator ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

When set pkt length complete, the event comes

enumerator ESP_GAP_BLE_SET_LOCAL_PRIVACY COMPLETE_EVT

When Enable/disable privacy on the local device complete, the event comes

enumerator ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

When remove the bond device complete, the event comes

enumerator ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

When clear the bond device clear complete, the event comes
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enumerator ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

When get the bond device list complete, the event comes

enumerator ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

When read the rssi complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_WHITELIST COMPLETE_EVT

When add or remove whitelist complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

When update duplicate exceptional list complete, the event comes

enumerator ESP_GAP_BLE_SET_CHANNELS_EVT

When setting BLE channels complete, the event comes

enumerator ESP_GAP_BLE_READ_PHY COMPLETE_EVT

when reading phy complete, this event comes

enumerator ESP_GAP_BLE_SET PREFERRED_DEFAULT_PHY COMPLETE_EVT

when preferred default phy complete, this event comes

enumerator ESP_GAP_BLE_SET PREFERRED_PHY COMPLETE_EVT

when preferred phy complete , this event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET RAND_ADDR_COMPLETE_EVT

when extended set random address complete, the event comes

enumerator ESP_GAP_BLE_EXT ADV_SET PARAMS_COMPLETE_EVT

when extended advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

when extended advertising data complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

when extended scan response data complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_START COMPLETE_EVT

when extended advertising start complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT

when extended advertising stop complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET REMOVE_COMPLETE_EVT

when extended advertising set remove complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET CLEAR_COMPLETE_EVT

when extended advertising set clear complete, the event comes
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enumerator ESP_GAP_BLE_PERIODIC_ADV_SET_ PARAMS_COMPLETE_EVT

when periodic advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

when periodic advertising data complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_START COMPLETE_EVT

when periodic advertising start complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

when periodic advertising stop complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

when periodic advertising create sync complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT

when extended advertising sync cancel complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

when extended advertising sync terminate complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

when extended advertising add device complete , the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

when extended advertising remove device complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

when extended advertising clear device, the event comes

enumerator ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

when extended scan parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

when extended scan start complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

when extended scan stop complete, the event comes

enumerator ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT

when extended prefer connection parameter set complete, the event comes

enumerator ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT

when ble phy update complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_REPORT_EVT

when extended advertising report complete, the event comes

Espressif Systems 213 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

enumerator ESP_GAP_BLE_SCAN_TIMEOUT_EVT

when scan timeout complete, the event comes

enumerator ESP_GAP_BLE_ADV_TERMINATED_EVT

when advertising terminate data complete, the event comes

enumerator ESP_GAP_BLE_SCAN_REQ_ RECEIVED_EVT

when scan req received complete, the event comes

enumerator ESP_GAP_BLE_CHANNEL_SELECT_ALGORITHM_EVT

when channel select algorithm complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT

when periodic report advertising complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT

when periodic advertising sync lost complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

when periodic advertising sync establish complete, the event comes

enumerator ESP_GAP_BLE_SC_OOB_REQ_EVT

Secure Connection OOB request event

enumerator ESP_GAP_BLE_SC_CR_LOC_OOB_EVT

Secure Connection create OOB data complete event

enumerator ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT

When getting BT device name complete, the event comes

enumerator ESP_GAP_BLE_EVT_MAX

when maximum advertising event complete, the event comes

enum esp_ble_adv_data_type
The type of advertising data(not adv_type)

Values:

enumerator ESP_BLE_AD_TYPE_FLAG

enumerator ESP_BLE_AD_TYPE_16SRV_PART

enumerator ESP_BLE_AD_TYPE_16SRV_CMPL

enumerator ESP_BLE_AD_TYPE_32SRV_PART

enumerator ESP_BLE_AD_TYPE_32SRV_CMPL

enumerator ESP_BLE_AD_TYPE_128SRV_PART
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enumerator ESP_BLE_AD_TYPE_128SRV_CMPL

enumerator ESP_BLE_AD_TYPE_NAME_SHORT

enumerator ESP_BLE_AD_TYPE_NAME_CMPL

enumerator ESP_BLE_AD_TYPE_TX PWR

enumerator ESP_BLE_AD_TYPE_DEV_CLASS

enumerator ESP_BLE_AD_TYPE_SM_TK

enumerator ESP_BLE_AD_TYPE_SM_OOB_FLAG

enumerator ESP_BLE_AD_TYPE_INT RANGE

enumerator ESP_BLE_AD_TYPE_SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_128SO0OL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_PUBLIC_TARGET

enumerator ESP_BLE_AD_TYPE_RANDOM_ TARGET

enumerator ESP_BLE_AD_TYPE_APPEARANCE

enumerator ESP_BLE_AD_TYPE_ADV_INT

enumerator ESP_BLE_AD_TYPE_LE_DEV_ADDR

enumerator ESP_BLE_AD_TYPE_LE_ROLE

enumerator ESP_BLE_AD_TYPE_SPAIR_C256

enumerator ESP_BLE_AD_TYPE_SPAIR_R256

enumerator ESP_BLE_AD_TYPE_32SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_32SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_128SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_LE_SECURE_CONFIRM
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enumerator ESP_BLE_AD_TYPE_LE_SECURE_RANDOM

enumerator ESP_BLE_AD_TYPE_URI

enumerator ESP_BLE_AD_TYPE__INDOOR_POSITION

enumerator ESP_BLE_AD_TYPE_TRANS_DISC_DATA

enumerator ESP_BLE_AD_TYPE_LE_SUPPORT_FEATURE

enumerator ESP_BLE_AD_TYPE_CHAN_MAP_UPDATE

enumerator ESP_BLE_AD_MANUFACTURER_SPECIFIC_TYPE

enum esp_ble_adv_type_t

Advertising mode.

Values:

enumerator ADV_TYPE_IND

enumerator ADV_TYPE_DIRECT_IND_HIGH

enumerator ADV_TYPE_SCAN_IND

enumerator ADV_TYPE_NONCONN_IND

enumerator ADV_TYPE_DIRECT_IND_LOW

enum esp_ble_adv_channel_t

Advertising channel mask.

Values:

enumerator ADV_CHNL_37

enumerator ADV_CHNL_38

enumerator ADV_CHNL_39

enumerator ADV_CHNIL_ALL

enum esp_ble_adv_filter_t

Values:

enumerator ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

Allow both scan and connection requests from anyone.
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enumerator ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

Allow both scan req from White List devices only and connection req from anyone.

enumerator ADV_FILTER_ALLOW_SCAN_ANY CON_WLST

Allow both scan req from anyone and connection req from White List devices only.

enumerator ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

Allow scan and connection requests from White List devices only.

enum esp_ble_sec_act_t

Values:

enumerator ESP_BLE_SEC_ENCRYPT

relate to BTA_DM_BLE_SEC_ENCRYPT in bta/bta_api.h. If the device has already bonded, the stack
will used Long Term Key (LTK) to encrypt with the remote device directly. Else if the device hasn’ t
bonded, the stack will used the default authentication request used the esp_ble_gap_set_security_param
function set by the user.

enumerator ESP_BLE_SEC_ENCRYPT_NO_MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_NO_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) Whether the authentication request has been met,
and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote device.
Else if the device hasn’ t been bonded, the stack will use NO MITM authentication request in the current
link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enumerator ESP_BLE_SEC_ENCRYPT MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) whether the authentication request has been
met, and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote
device. Else if the device hasn’ t been bonded, the stack will use MITM authentication request in the
current link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enum esp_ble_sm_param_t

Values:

enumerator ESP_BLE_SM_PASSKEY

Authentication requirements of local device

enumerator ESP_BLE_SM_AUTHEN_REQ_MODE
The 10 capability of local device

enumerator ESP_BLE_SM_IOCAP_MODE

Initiator Key Distribution/Generation

enumerator ESP_BLE_SM_SET_INIT KEY

Responder Key Distribution/Generation

enumerator ESP_BLE_SM_SET_RSP_KEY

Maximum Encryption key size to support
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enumerator ESP_BLE_SM_MAX_KEY_SIZE

Minimum Encryption key size requirement from Peer

enumerator ESP_BLE_SM_MIN_KEY_SIZE
Set static Passkey

enumerator ESP_BLE_SM_SET_STATIC_PASSKEY
Reset static Passkey

enumerator ESP_BLE_SM_CLEAR_STATIC_PASSKEY
Accept only specified SMP Authentication requirement

enumerator ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH
Enable/Disable OOB support

enumerator ESP_BLE_SM_OOB_SUPPORT
Appl encryption key size

enumerator ESP_BLE_APP_ENC_KEY_SIZE

authentication max param

enumerator ESP_BLE_SM_MAX_PARAM

enum esp_ble_scan_type_t

Ble scan type.

Values:

enumerator BLE_SCAN_TYPE_PASSIVE

Passive scan

enumerator BLE_SCAN_TYPE_ACTIVE

Active scan

enum esp_ble_scan_filter_t

Ble scan filter type.

Values:

enumerator BLE_SCAN_FILTER_ALLOW_ALL
Accept all :

i. advertisement packets except directed advertising packets not addressed to this device (default).

enumerator BLE_SCAN_FILTER_ALLOW_ONLY_WLST
Accept only :

i. advertisement packets from devices where the advertiser’ s address is in the White list.
ii. Directed advertising packets which are not addressed for this device shall be ignored.
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enumerator BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
Accept all :

i. undirected advertisement packets, and
ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.

enumerator BLE_SCAN_FILTER_ALLOW_WLIST_RPA_DIR
Accept all :

i. advertisement packets from devices where the advertiser’ s address is in the White list, and
ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.

enum esp_ble_scan_duplicate_t

Ble scan duplicate type.

Values:

enumerator BLE_ SCAN_DUPLICATE_DISABLE

the Link Layer should generate advertising reports to the host for each packet received

enumerator BLE_SCAN_DUPLICATE_ENABLE
the Link Layer should filter out duplicate advertising reports to the Host

enumerator BLE_ SCAN_DUPLICATE_MAX
0x02 —0xFF, Reserved for future use

enum esp_gap_search_evt_t
Sub Event of ESP_GAP_BLE_SCAN_RESULT_EVT.

Values:

enumerator ESP_GAP_SEARCH_INQ_RES_EVT

Inquiry result for a peer device.

enumerator ESP_GAP_SEARCH_INQ_ CMPIL_EVT
Inquiry complete.

enumerator ESP_GAP_SEARCH_DISC_RES_EVT

Discovery result for a peer device.

enumerator ESP_GAP_SEARCH_DISC_BLE_RES_EVT

Discovery result for BLE GATT based service on a peer device.

enumerator ESP_GAP_SEARCH_DISC_CMPL_EVT

Discovery complete.

enumerator ESP_GAP_SEARCH_DI_DISC_CMPL_EVT

Discovery complete.
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enumerator ESP_GAP_SEARCH_SEARCH_CANCEL_CMPL_EVT

Search cancelled

enumerator ESP_GAP_SEARCH_INQ DISCARD_NUM_EVT
The number of pkt discarded by flow control

enum esp_ble_evt_type_t

Ble scan result event type, to indicate the result is scan response or advertising data or other.

Values:

enumerator ESP_BLE_EVT_CONN_ADV
Connectable undirected advertising (ADV_IND)

enumerator ESP_BLE_EVT _CONN_DIR_ADV
Connectable directed advertising (ADV_DIRECT_IND)

enumerator ESP_BLE_EVT_DISC_ADV
Scannable undirected advertising (ADV_SCAN_IND)

enumerator ESP_BLE_EVT_NON_CONN_ADV
Non connectable undirected advertising (ADV_NONCONN_IND)

enumerator ESP_BLE_EVT_SCAN_RSP
Scan Response (SCAN_RSP)

enum esp_ble_wl_operation_t

Values:

enumerator ESP_BLE_WHITELIST REMOVE

remove mac from whitelist

enumerator ESP_BLE_WHITELIST ADD
add address to whitelist

enumerator ESP_BLE_WHITELIST CLEAR

clear all device in whitelist

enum esp_bt_duplicate_exceptional_subcode_type_t

Values:

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL_ LIST ADD

Add device info into duplicate scan exceptional list

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST REMOVE

Remove device info from duplicate scan exceptional list

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL LIST CLEAN

Clean duplicate scan exceptional list
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enum esp_ble_duplicate_exceptional_info_type_t

Values:

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_ADV_ADDR
BLE advertising address , device info will be added into ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_LINK_ID

BLE mesh link ID, it is for BLE mesh, device info will be added into
ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID LIST

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_BEACON_TYPE
BLE mesh beacon AD type, the format is | Len | 0x2B | Beacon Type | Beacon Data |

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROV_SRV_ADV
BLE mesh provisioning service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1827 | ---. I

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH PROXY_SRV_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1828 | ---. [

enum esp_duplicate_scan_exceptional_list_type_t

Values:

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

duplicate scan exceptional addr list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST

duplicate scan exceptional mesh link ID list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_BEACON_TYPE_LIST

duplicate scan exceptional mesh beacon type list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ MESH_PROV_SRV_ADV_LIST

duplicate scan exceptional mesh adv with provisioning service uuid

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_PROXY_ SRV_ADV_LIST

duplicate scan exceptional mesh adv with provisioning service uuid

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ ALIL_LIST

duplicate scan exceptional all list

GATT DEFINES

API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_gatt_defs.h
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Unions

union esp_gatt_rsp_t

#include <esp_gatt_defs.h> GATT remote read request response type.

Public Members

esp_gatt_value_t attr_value

Gatt attribute structure

uintl6_t handle
Gatt attribute handle

Structures

struct esp_gatt_id_t

Gatt id, include uuid and instance id.

Public Members

esp_bt_uuid_t uuid
UUID

uint8_t inst_id

Instance id

struct esp_gatt_srvec_id_t

Gatt service id, include id (uuid and instance id) and primary flag.

Public Members

esp_gatt_id_t id

Gatt id, include uuid and instance

bool is_primary

This service is primary or not

struct esp_attr_desc_t

Attribute description (used to create database)

Public Members

uintl6_t uuid_length
UUID length

uint8_t *uuid_p
UUID value

Espressif Systems 222 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

uint16_t perm

Attribute permission

uint16_t max_length

Maximum length of the element

uint16_t length

Current length of the element

uint8_t *value

Element value array

struct esp_attr_control_t

attribute auto response flag

Public Members

uint8_t auto_rsp

if auto_rsp set to ESP_GATT_RSP_BY_APP, means the response of Write/Read operation will by
replied by application. if auto_rsp set to ESP_GATT_AUTO_RSP, means the response of Write/Read
operation will be replied by GATT stack automatically.

struct esp_gatts_attr_db_t
attribute type added to the gatt server database

Public Members

esp_attr_control_t attr_control

The attribute control type

esp_attr_desc_t att_desc

The attribute type

struct esp_attr_value_t

set the attribute value type

Public Members

uintl6_t attr_max_len

attribute max value length

uintl6_t attr_len

attribute current value length

uint8_t *attr_value

the pointer to attribute value
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struct esp_gatts_incl_svc_desc_t

Gatt include service entry element.

Public Members

uintl6_t start_hdl

Gatt start handle value of included service

uint16_t end_hdl

Gatt end handle value of included service

uintl6_t uuid

Gatt attribute value UUID of included service

struct esp_gatts_incll128_svc_desc_t

Gatt include 128 bit service entry element.

Public Members

uintl6_t start_hdl

Gatt start handle value of included 128 bit service

uint16_t end_hdl
Gatt end handle value of included 128 bit service

struct esp_gatt_value_t

Gatt attribute value.

Public Members

uint8_t value[ESP_GATT_MAX_ATTR_LEN]

Gatt attribute value

uintl6_t handle
Gatt attribute handle

uintl6_t offset

Gatt attribute value offset

uintl6_t len

Gatt attribute value length

uint8_t auth_req

Gatt authentication request

struct esp_gatt_conn_params_t

Connection parameters information.
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Public Members

uintl6_t interval

connection interval

uint16_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_gattc_multi_t

read multiple attribute

Public Members

uint§_t num_attr

The number of the attribute

uint16_t handles[ESP_GATT_MAX_READ_MULTI_HANDLES]
The handles list

struct esp_gattc_db_elem_t

data base attribute element

Public Members

esp_gatt_db_attr_type_t type
The attribute type

uintl6_t attribute_handle
The attribute handle, it’ s valid for all of the type

uintl6_t start_handle

The service start handle, it” s valid only when the type = ESP_GATT_DB_PRIMARY_SERVICE or
ESP_GATT_DB_SECONDARY_SERVICE

uintl6_t end_handle

The service end handle, it’ s valid only when the type = ESP_GATT_DB_PRIMARY_SERVICE or
ESP_GATT_DB_SECONDARY_SERVICE

esp_gatt_char_prop_t properties
The characteristic properties, it’ s valid only when the type = ESP_GATT_DB_CHARACTERISTIC

esp_bt_uuid_t uuid
The attribute uuid, it’ s valid for all of the type
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struct esp_gattc_service_elem_t

service element

Public Members

bool is_primary

The service flag, true if the service is primary service, else is secondary service

uintl6_t start_handle

The start handle of the service

uint16_t end_handle

The end handle of the service

esp_bt_uuid_t vuid

The uuid of the service

struct esp_gattc_char_elem_t

characteristic element

Public Members

uint16_t char_handle

The characteristic handle

esp_gatt_char_prop_t properties

The characteristic properties

esp_bt_uuid_t uuid

The characteristic uuid

struct esp_gattc_descr_elem_t

descriptor element

Public Members

uintl6_t handle

The characteristic descriptor handle

esp_bt_uuid_t uvuid

The characteristic descriptor uuid

struct esp_gattc_incl_svc_elem_t

include service element
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Public Members

uintl6_t handle

The include service current attribute handle

uint16_t incl_srvc_s_handle

The start handle of the service which has been included

uint1l6_t incl_srvc_e_handle

The end handle of the service which has been included

esp_bt_uuid_t uuid

The include service uuid

Macros

ESP_GATT_UUID_IMMEDIATE_ALERT_SVC
All “ESP_GATT_UUID_xxx” is attribute types

ESP_GATT_UUID_LINK_LOSS_SVC

ESP_GATT_UUID_TX_POWER_SVC

ESP_GATT_UUID_CURRENT_TIME_SVC

ESP_GATT_UUID_REF_TIME_UPDATE_SVC

ESP_GATT_UUID_NEXT DST_CHANGE_SVC

ESP_GATT_UUID_GLUCOSE_SVC

ESP_GATT_UUID_HEALTH_THERMOM_ SVC

ESP_GATT_UUID_DEVICE_INFO_SVC

ESP_GATT_UUID_HEART_ RATE_SVC

ESP_GATT_UUID_PHONE_ALERT STATUS_SVC

ESP_GATT_UUID_BATTERY_ SERVICE_SVC

ESP_GATT_UUID_BLOOD_PRESSURE_SVC

ESP_GATT_UUID_ALERT_NTF_SVC

ESP_GATT_UUID_HID_SVC
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ESP_GATT_UUID_SCAN_PARAMETERS_SVC

ESP_GATT_UUID_RUNNING_SPEED_CADENCE_SVC

ESP_GATT_UUID_Automation_IO_SVC

ESP_GATT_UUID_CYCLING_SPEED_CADENCE_SVC

ESP_GATT_UUID_CYCLING_POWER_SVC

ESP_GATT_UUID_LOCATION_AND NAVIGATION_SVC

ESP_GATT_UUID_ENVIRONMENTAL_SENSING_SVC

ESP_GATT_UUID_BODY_COMPOSITION

ESP_GATT_UUID_USER_DATA_SVC

ESP_GATT_UUID_WEIGHT SCALE_SVC

ESP_GATT_UUID_BOND_MANAGEMENT_ SVC

ESP_GATT_UUID_CONT_GLUCOSE_MONITOR_SVC

ESP_GATT_UUID_PRI_SERVICE

ESP_GATT_UUID_SEC_SERVICE

ESP_GATT_UUID_INCLUDE_SERVICE

ESP_GATT_UUID_CHAR_DECLARE

ESP_GATT_UUID_CHAR_EXT_PROP

ESP_GATT_UUID_CHAR_DESCRIPTION

ESP_GATT_UUID_CHAR_CLIENT CONFIG

ESP_GATT_UUID_CHAR_SRVR_CONFIG

ESP_GATT_UUID_CHAR_PRESENT_FORMAT

ESP_GATT_UUID_CHAR_AGG_FORMAT

ESP_GATT_UUID_CHAR_VALID_RANGE
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ESP_GATT_UUID_EXT RPT_REF_DESCR

ESP_GATT_UUID_RPT_REF_DESCR

ESP_GATT_UUID_NUM_DIGITALS_DESCR

ESP_GATT_UUID_VALUE_TRIGGER_DESCR

ESP_GATT_UUID_ENV_SENSING_CONFIG_DESCR

ESP_GATT_UUID_ENV_SENSING_MEASUREMENT DESCR

ESP_GATT_UUID_ENV_SENSING_TRIGGER_DESCR

ESP_GATT_UUID_TIME_TRIGGER_DESCR

ESP_GATT_UUID_GAP_DEVICE_NAME

ESP_GATT_UUID_GAP_ICON

ESP_GATT_UUID_GAP_PREF_CONN_PARAM

ESP_GATT_UUID_GAP_CENTRAL_ADDR_RESOL

ESP_GATT_UUID_GATT_SRV_CHGD

ESP_GATT_UUID_ALERT_LEVEL

ESP_GATT_UUID_TX_POWER_LEVEL

ESP_GATT_UUID_CURRENT TIME

ESP_GATT_UUID_LOCAL_TIME_INFO

ESP_GATT_UUID_REF_TIME_INFO

ESP_GATT_UUID_NW_STATUS

ESP_GATT_UUID_NW_TRIGGER

ESP_GATT_UUID_ALERT_STATUS

ESP_GATT_UUID_RINGER_CP

ESP_GATT_UUID_RINGER_SETTING
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ESP_GATT_UUID_GM MEASUREMENT

ESP_GATT_UUID_GM_CONTEXT

ESP_GATT_UUID_GM_CONTROL_POINT

ESP_GATT_UUID_GM_FEATURE

ESP_GATT_UUID_SYSTEM_ ID

ESP_GATT_UUID_MODEL_NUMBER_STR

ESP_GATT_UUID_SERIAL_NUMBER_STR

ESP_GATT_UUID_FW_VERSION_STR

ESP_GATT_UUID_HW_VERSION_STR

ESP_GATT_UUID_SW_VERSION_STR

ESP_GATT_UUID_MANU_NAME

ESP_GATT_UUID_IEEE_DATA

ESP_GATT_UUID_PNP_ID

ESP_GATT_UUID_HID_INFORMATION

ESP_GATT_UUID_HID_ REPORT_MAP

ESP_GATT_UUID_HID_CONTROL_POINT

ESP_GATT_UUID_HID_REPORT

ESP_GATT_UUID_HID_PROTO_MODE

ESP_GATT_UUID_HID BT KB_INPUT

ESP_GATT_UUID_HID_ BT KB_OUTPUT

ESP_GATT_UUID_HID_BT MOUSE_INPUT

ESP_GATT_HEART_RATE_MEAS

Heart Rate Measurement.

Espressif Systems 230
Submit Document Feedback

Release v5.1.1


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

ESP_GATT_BODY_SENSOR_LOCATION

Body Sensor Location.

ESP_GATT_HEART_RATE_CNTL_POINT
Heart Rate Control Point.

ESP_GATT_UUID_BATTERY_LEVEL

ESP_GATT_UUID_SC_CONTROL_POINT

ESP_GATT_UUID_SENSOR_LOCATION

ESP_GATT_UUID_RSC_MEASUREMENT

ESP_GATT_UUID_RSC_FEATURE

ESP_GATT_UUID_CSC_MEASUREMENT

ESP_GATT_UUID_CSC_FEATURE

ESP_GATT_UUID_SCAN_INT WINDOW

ESP_GATT_UUID_SCAN_ REFRESH

ESP_GATT_ILLEGAL_UUID
GATT INVALID UUID.

ESP_GATT_ILLEGAL_HANDLE
GATT INVALID HANDLE.

ESP_GATT_ATTR_HANDLE_MAX
GATT attribute max handle.

ESP_GATT_MAX_READ_ MULTI_HANDLES

ESP_GATT_PERM_ READ

Attribute permissions.

ESP_GATT_PERM READ_ENCRYPTED

ESP_GATT_PERM_READ_ENC_MITM

ESP_GATT_PERM_WRITE

ESP_GATT_PERM WRITE_ENCRYPTED
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ESP_GATT_PERM WRITE_ENC_MITM

ESP_GATT_PERM_WRITE_SIGNED

ESP_GATT_PERM _WRITE_SIGNED_ MITM

ESP_GATT_PERM READ_AUTHORIZATION

ESP_GATT_PERM WRITE_AUTHORIZATION

ESP_GATT_PERM_ENCRYPT_KEY_SIZE (keysize)

ESP_GATT_CHAR_PROP_BIT_BROADCAST

ESP_GATT_CHAR_PROP_BIT_READ

ESP_GATT_CHAR_PROP_BIT WRITE_NR

ESP_GATT_CHAR_PROP_BIT_ WRITE

ESP_GATT_CHAR_PROP_BIT NOTIFY

ESP_GATT_CHAR_PROP_BIT_INDICATE

ESP_GATT_CHAR_PROP_BIT_AUTH

ESP_GATT_CHAR_PROP_BIT_ EXT_ PROP

ESP_GATT_ MAX_ATTR_LEN
GATT maximum attribute length.

ESP_GATT_RSP_BY_ APP

ESP_GATT_AUTO_RSP

ESP_GATT_IF_NONE

If callback report gattc_if/gatts_if as this macro, means this event is not correspond to any app

Type Definitions

typedef uint16_t esp_gatt_perm_t

typedef uint8_t esp_gatt_char_prop_t

typedef uint8_t esp_gatt_if_t
Gatt interface type, different application on GATT client use different gatt_if
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Enumerations

enum esp_gatt_prep_write_type
Attribute write data type from the client.

Values:

enumerator ESP_GATT_PREP_WRITE_CANCEL

Prepare write cancel

enumerator ESP_GATT_PREP_WRITE_EXEC

Prepare write execute

enum esp_gatt_status_t

GATT success code and error codes.

Values:

enumerator ESP_GATT_OK

enumerator ESP_GATT_INVALID_ HANDLE

enumerator ESP_GATT_READ_NOT PERMIT

enumerator ESP_GATT_WRITE_NOT_PERMIT

enumerator ESP_GATT_INVALID_PDU

enumerator ESP_GATT_INSUF_AUTHENTICATION

enumerator ESP_GATT_REQ_NOT_SUPPORTED

enumerator ESP_GATT_INVALID OFFSET

enumerator ESP_GATT_INSUF_AUTHORIZATION

enumerator ESP_GATT_PREPARE_Q_FULL

enumerator ESP_GATT_NOT_FOUND

enumerator ESP_GATT_NOT_LONG

enumerator ESP_GATT_INSUF_KEY_ SIZE

enumerator ESP_GATT_INVALID_ATTR_LEN

enumerator ESP_GATT_ERR_UNLIKELY

enumerator ESP_GATT_INSUF_ENCRYPTION
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enumerator ESP_GATT_UNSUPPORT_GRP_TYPE

enumerator ESP_GATT_INSUF_RESOURCE

enumerator ESP_GATT_NO_RESOURCES

enumerator ESP_GATT_INTERNAL_ERROR

enumerator ESP_GATT_WRONG_STATE

enumerator ESP_GATT_DB_FULL

enumerator ESP_GATT_BUSY

enumerator ESP_GATT_ERROR

enumerator ESP_GATT_CMD_STARTED

enumerator ESP_GATT_ILLEGAL_PARAMETER

enumerator ESP_GATT_PENDING

enumerator ESP_GATT_AUTH_FAIL

enumerator ESP_GATT_MORE

enumerator ESP_GATT_INVALID_CFG

enumerator ESP_GATT_SERVICE_STARTED

enumerator ESP_GATT_ENCRYPTED_MITM

enumerator ESP_GATT_ENCRYPTED_NO_MITM

enumerator ESP_GATT_NOT_ENCRYPTED

enumerator ESP_GATT_CONGESTED

enumerator ESP_GATT_DUP_REG

enumerator ESP_GATT_ALREADY_OPEN

enumerator ESP_GATT_CANCEL

enumerator ESP_GATT_STACK_RSP

Espressif Systems 234 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

enumerator ESP_GATT _APP_RSP

enumerator ESP_GATT_UNKNOWN_ERROR

enumerator ESP_GATT_CCC_CFG_ERR

enumerator ESP_GATT_PRC_IN_PROGRESS

enumerator ESP_GATT_OUT_OF _RANGE

enum esp_gatt_conn_reason_t

Gatt Connection reason enum.

Values:

enumerator ESP_GATT_CONN__UNKNOWN

Gatt connection unknown

enumerator ESP_GATT_CONN_L2C_FAILURE

General L2cap failure

enumerator ESP_GATT_CONN_TIMEOUT

Connection timeout

enumerator ESP_GATT_CONN_TERMINATE_PEER_USER

Connection terminate by peer user

enumerator ESP_GATT_CONN_TERMINATE_LOCAL_HOST

Connection terminated by local host

enumerator ESP_GATT_CONN_FAIIL_ESTABLISH

Connection fail to establish

enumerator ESP_GATT_CONN_LMP_TIMEOUT

Connection fail for LMP response tout

enumerator ESP_GATT_CONN_CONN_CANCEL

L2CAP connection cancelled

enumerator ESP_GATT_CONN_NONE

No connection to cancel

enum esp_gatt_auth_req_ t

Gatt authentication request type.

Values:

enumerator ESP_GATT_AUTH_REQ_NONE
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enumerator ESP_GATT_AUTH_REQ_NO_MITM

enumerator ESP_GATT_AUTH_REQ_MITM

enumerator ESP_GATT_AUTH_REQ_SIGNED_NO_MITM

enumerator ESP_GATT_AUTH_REQ_SIGNED_MITM

enum esp_service_source_t

Values:

enumerator ESP_GATT_SERVICE_FROM_REMOTE_DEVICE

enumerator ESP_GATT_SERVICE_FROM_NVS_FLASH

enumerator ESP_GATT_SERVICE_FROM_UNKNOWN

enum esp_gatt_write_type_t

Gatt write type.

Values:

enumerator ESP_GATT_WRITE_TYPE_NO_RSP

Gatt write attribute need no response

enumerator ESP_GATT_WRITE_TYPE_RSP

Gatt write attribute need remote response

enum esp_gatt_db_attr_type_t
the type of attribute element

Values:

enumerator ESP_GATT_DB_PRIMARY SERVICE

Gattc primary service attribute type in the cache

enumerator ESP_GATT_DB_SECONDARY_SERVICE

Gattc secondary service attribute type in the cache

enumerator ESP_GATT_DB_CHARACTERISTIC

Gattc characteristic attribute type in the cache

enumerator ESP_GATT_DB_DESCRIPTOR

Gattc characteristic descriptor attribute type in the cache

enumerator ESP_GATT_DB_INCLUDED_SERVICE

Gattc include service attribute type in the cache
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enumerator ESP_GATT_DB_ALL

Gattc all the attribute (primary service & secondary service & include service & char & descriptor) type
in the cache

GATT SERVER API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

* This is a GATT sever demo and its tutorial. This demo creates a GATT service with an attribute table, which
releases the user from adding attributes one by one. This is the recommended method of adding attributes.
— bluetooth/bluedroid/ble/gatt_server_service_table
— GATT Server Service Table Example Walkthrough
 This is a GATT server demo and its tutorial. This demo creates a GATT service by adding attributes one by
one as defined by Bluedroid. The recommended method of adding attributes is presented in example above.
— bluetooth/bluedroid/ble/gatt_server
— GATT Server Example Walkthrough
¢ This is a BLE SPP-Like demo. This demo, which acts as a GATT server, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_server

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_gatts_api.h

Functions
esp_err_t esp_ble_gatts_register_callback (esp_gatts_cbh_t callback)

This function is called to register application callbacks with BTA GATTS module.
B
* ESP_OK : success

* other : failed
esp_err_t esp_ble_gatts_app_register (uintl6_t app_id)

This function is called to register application identifier.
B
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_app_unregister (esp_gatt_if t gatts_if)
unregister with GATT Server.

%% gatts_if [in] GATT server access interface
B

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_create_service (esp_gatt_if t gatts_if, esp_gatt_srvc_id_t *service_id,
uint16_t num_handle)

Create a service. When service creation is done, a callback event ESP_GATTS_CREATE_EVT is called to
report status and service ID to the profile. The service ID obtained in the callback function needs to be used
when adding included service and characteristics/descriptors into the service.

SH

e gatts_if —[in] GATT server access interface
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e service_id {in] service ID.

* num_handle —[in] number of handle requested for this service.
B

* ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_create_attr_tab (const esp_gatts_attr_db_t *gatts_attr_db, esp_gatt_if t
gatts_if, uint16_t max_nb_attr, uint8_t srvc_inst_id)

Create a service attribute tab.

S8
* gatts_attr_db [in] the pointer to the service attr tab
e gatts_if —[in] GATT server access interface
* max_nb_attr —[in] the number of attribute to be added to the service database.
e srve_inst_id —[in] the instance id of the service
B
» ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_add_included_service (uintl6_t service_handle, uint16_t
included_service_handle)

This function is called to add an included service. This function have to be called between
‘esp_ble_gatts_create_service’ and ‘esp_ble_gatts_add_char’ . After included service is included, a callback
event ESP_GATTS_ADD_INCL_SRVC_EVT is reported the included service ID.

ZH
* service_handle —[in] service handle to which this included service is to be added.
* included_service_handle —[in] the service ID to be included.

B

ESP_OK : success
 other : failed

esp_err_t esp_ble_gatts_add_char (uintl6_t service_handle, esp_bt_uuid_t *char_uuid, esp_gatt_perm_t
perm, esp_gatt_char_prop_t property, esp_attr_value_t *char_val,
esp_attr_control_t *control)

This function is called to add a characteristic into a service.

ZH
e service_handle —[in] service handle to which this included service is to be added.
e char_uuid —[in] : Characteristic UUID.
e perm —[in] : Characteristic value declaration attribute permission.
* property —[in] : Characteristic Properties
e char_val —[in] : Characteristic value
* control —[in] : attribute response control byte
P[]
e ESP_OK : success
« other : failed

esp_err_t esp_ble_gatts_add_char_descr (uintl6_t service_handle, esp_bt_uuid_t *descr_uuid,
esp_gatt_perm_t perm, esp_attr_value_t *char_descr_val,
esp_attr_control_t *control)

This function is called to add characteristic descriptor. When it’ s done, a callback event
ESP_GATTS_ADD_DESCR_EVT is called to report the status and an ID number for this descriptor.

S8
* service_handle —[in] service handle to which this characteristic descriptor is to be
added.
» perm —[in] descriptor access permission.
* descr_uuid [in] descriptor UUID.
* char_descr_val —[in] : Characteristic descriptor value
* control —[in] : attribute response control byte
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P[]
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_delete_service (uintl6_t service_handle)

This function is called to delete a service. When this is done, a callback event ESP_GATTS_DELETE_EVT
is report with the status.

%¥( service_handle —[in] service_handle to be deleted.
izl

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_start_service (uintl6_t service_handle)
This function is called to start a service.

%% service_handle —[in] the service handle to be started.
Bz

e ESP_OK : success

* other : failed

esp_err_t esp_ble_gatts_stop_service (uintl6_t service_handle)
This function is called to stop a service.

%% service_handle —[in] - service to be topped.
B

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gatts_send_indicate (esp_gatt_if_t gatts_if, uint16_t conn_id, uint16_t attr_handle,
uint16_t value_len, uint8_t *value, bool need_confirm)

Send indicate or notify to GATT client. Set param need_confirm as false will send notification, otherwise
indication.

2H
e gatts_if —[in] GATT server access interface
e conn_id —in] - connection id to indicate.
* attr_handle —[in] - attribute handle to indicate.
* value_len —[in] - indicate value length.
e value —[in] value to indicate.
* need_confirm [in] - Whether a confirmation is required. false sends a GATT notifi-
cation, true sends a GATT indication.
Bzl
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_send_response (esp_gatt_if_t gatts_if, uint16_t conn_id, uint32_t trans_id,
esp_gatt_status_t status, esp_gatt_rsp_t *rsp)

This function is called to send a response to a request.

SH
e gatts_if —[in] GATT server access interface
* conn_id —[in] - connection identifier.
e trans_id —[in] - transfer id
* status —[in] - response status
* rsp —[in] - response data.
Bl
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_set_attr_value (uintl6_t attr_handle, uint16_t length, const uint8_t *value)
This function is called to set the attribute value by the application.
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B

B

attr_handle [in] the attribute handle which to be set
length —[in] the value length
value —[in] the pointer to the attribute value

ESP_OK : success
other : failed

esp_gatt_status_t esp_ble_gatts_get_attr_value (uintl6_t attr_handle, uint16_t *length, const uint8_t

Retrieve attribute value.

BH

B

**yalue)

attr_handle —[in] Attribute handle.
length —[out] pointer to the attribute value length
value —[out] Pointer to attribute value payload, the value cannot be modified by user

ESP_GATT_OK : success

other : failed

esp_err_t esp_ble_gatts_open (esp_gatt_if _t gatts_if, esp_bd_addr_t remote_bda, bool is_direct)

Open a direct open connection or add a background auto connection.

B

B

gatts_if —[in] GATT server access interface
remote_bda —[in] remote device bluetooth device address.
is_direct —[in] direct connection or background auto connection

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_close (esp_gatt_if t gatts_if, uint16_t conn_id)

Close a connection a remote device.

S

B m

gatts_if —[in] GATT server access interface
conn_id —[in] connection ID to be closed.

ESP_OK : success
other : failed

esp_err_t esp_ble_gatts_send_service_change_indication (esp_gatt _if t gatts_if,

Send service change indication.

ZH

Unions

gatts_if —[in] GATT server access interface
remote_bda —[in] remote device bluetooth device address. If remote_bda is NULL
then it will send service change indication to all the connected devices and if not then to a

specific device

ESP_OK : success
other : failed

union esp_ble_gatts_cb_param_t

#include <esp_gatts_api.h> Gatt server callback parameters union.

esp_bd_addr_t remote_bda)
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Public Members

struct esp_ble_gatts_cb_param_t::gatts_reg_evt_param reg
Gatt server callback param of ESP_GATTS_REG_EVT

struct esp_ble_gatts_cb_param_t:.gatts_read_evt_param read
Gatt server callback param of ESP_GATTS_READ_EVT

struct esp_ble_gatts_cb_param_t::gatts_write_evt_param write
Gatt server callback param of ESP_GATTS_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_exec_write_evt_param exec_write
Gatt server callback param of ESP_GATTS_EXEC_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_mtu_evt_param mtu
Gatt server callback param of ESP_GATTS_MTU_EVT

struct esp_ble_gatts_cb_param_t::gatts_conf_evt_param conf
Gatt server callback param of ESP_GATTS_CONF_EVT (confirm)

struct esp_ble_gatts_cb_param_t::gatts_create_evt_param create
Gatt server callback param of ESP_GATTS_CREATE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_incl_srvc_evt_param add_incl_srvc
Gatt server callback param of ESP_GATTS_ADD_INCL_SRVC_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_evt_param add_char
Gatt server callback param of ESP_GATTS_ADD_CHAR_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_descr_evt_param add_char_descr
Gatt server callback param of ESP_GATTS_ADD_CHAR_DESCR_EVT

struct esp_ble_gatts_cb_param_t::gatts_delete_evt_param del
Gatt server callback param of ESP_GATTS_DELETE_EVT

struct esp_ble_gatts_cb_param_t::gatts_start_evt_param start
Gatt server callback param of ESP_GATTS_START_EVT

struct esp_ble_gatts_cb_param_t::gatts_stop_evt_param stop
Gatt server callback param of ESP_GATTS_STOP_EVT

struct esp_ble_gatts_cb_param_t::gatts_connect_evt_param connect
Gatt server callback param of ESP_GATTS_CONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_disconnect_evt_param disconnect
Gatt server callback param of ESP_GATTS_DISCONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_open_evt_param open
Gatt server callback param of ESP_GATTS_OPEN_EVT

Espressif Systems 241 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

struct esp_ble_gatts_cb_param_t::gatts_cancel_open_evt_param cancel_open
Gatt server callback param of ESP_GATTS_CANCEL_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_close_evt_param close
Gatt server callback param of ESP_GATTS_CLOSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_congest_evt_param congest
Gatt server callback param of ESP_GATTS_CONGEST_EVT

struct esp_ble_gatts_cb_param_t::gatts_rsp_evt_param rsp
Gatt server callback param of ESP_GATTS_RESPONSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_attr_tab_evt_param add_attr_tab
Gatt server callback param of ESP_GATTS_CREAT_ATTR_TAB_EVT

struct esp_ble_gatts_cb_param_t::gatts_set_attr_val_evt_param set_attr_val
Gatt server callback param of ESP_GATTS_SET_ATTR_VAL_EVT

struct esp_ble_gatts_cb_param_t::gatts_send_service_change_evt_param service_change
Gatt server callback param of ESP_GATTS_SEND_SERVICE_CHANGE_EVT

struct gatts_add_attr_tab_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CREAT_ATTR_TAB_EVT.

Public Members

esp_gatt_status_t status

Operation status

esp_bt_uuid_t sve_uuid

Service uuid type

uint8_t sve_inst_id

Service id

uint16_t num_handle

The number of the attribute handle to be added to the gatts database

uintl6_t *handles

The number to the handles

struct gatts_add_char_descr_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_DESCR_EVT.

Public Members
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esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Descriptor attribute handle

uintl6_t service_handle

Service attribute handle

esp_bt_uuid_t descr_uuid

Characteristic descriptor uuid

struct gatts_add_char_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Characteristic attribute handle

uint16_t service_handle

Service attribute handle

esp_bt_uuid_t char_uuid

Characteristic uuid

struct gatts_add_incl_srvc_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_INCL_SRVC_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Included service attribute handle

uintl6_t service_handle

Service attribute handle

struct gatts_cancel_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CANCEL_OPEN_EVT.
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Public Members

esp_gatt_status_t status

Operation status

struct gatts_close_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CLOSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

struct gatts_conf_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONF_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uint1l6_t handle
attribute handle

uintl6_t len

The indication or notification value length, len is valid when send notification or indication failed

uint8_t *value

The indication or notification value , value is valid when send notification or indication failed

struct gatts_congest_evt_param
#include <esp_gatts_api.h> ESP_GATTS_LISTEN_EVT.

ESP_GATTS_CONGEST_EVT

Public Members

uint16_t conn_id

Connection id
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bool congested

Congested or not

struct gatts_connect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

uint8_t 1ink_role

Link role : master role = 0O ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_params_{ conn_params

current Connection parameters

esp_ble_addr_type_t ble_addr_type
Remote BLE device address type

uint16_t conn_handle

HCI connection handle

struct gatts_create_evt_param
#include <esp_gatts_api.h> ESP_GATTS_UNREG_EVT.

ESP_GATTS_CREATE_EVT

Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

esp_gatt_srvc_id_t service_id

Service id, include service uuid and other information

struct gatts_delete_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DELETE_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

struct gatts_disconnect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DISCONNECT_EVT.

Public Members

uintl6_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_reason_t reason

Indicate the reason of disconnection

struct gatts_exec_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_EXEC_WRITE_EVT.

Public Members

uint16_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been written

uint8_t exec_write_flag

Execute write flag

struct gatts_mtu_evt_param
#include <esp_gatts_api.h> ESP_GATTS_MTU_EVT.

Public Members

uintl6_t conn_id

Connection id
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uintl6_t mtu
MTU size

struct gatts_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_read_evt_param
#include <esp_gatts_api.h> ESP_GATTS_READ_EVT.

Public Members

uint16_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been read

uint16_t handle
The attribute handle

uintl6_t offset

Offset of the value, if the value is too long

bool is_long

The value is too long or not

bool need_rsp

The read operation need to do response

struct gatts_reg_evt_param
#include <esp_gatts_api.h> ESP_GATTS_REG_EVT.

Public Members

esp_gatt_status_t status

Operation status
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uintl6_t app_id
Application id which input in register API

struct gatts_rsp_evt_param
#include <esp_gatts_api.h> ESP_GATTS_RESPONSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t handle

Attribute handle which send response

struct gatts_send_service_change_evt_param

#include <esp_gatts_api.h> ESP_GATTS_SEND_SERVICE_CHANGE_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_set_attr_val_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SET_ATTR_VAL_EVT.

Public Members

uintl6_t srve_handle

The service handle

uintl6_t attr_handle
The attribute handle

esp_gatt_status_t status

Operation status

struct gatts_start_evt_param
#include <esp_gatts_api.h> ESP_GATTS_START_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t service_handle

Service attribute handle
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struct gatts_stop_evt_param
#include <esp_gatts_api.h> ESP_GATTS_STOP_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t service_handle

Service attribute handle

struct gatts_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_WRITE_EVT.

Public Members

uint16_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been written

uint16_t handle
The attribute handle

uintl6_t offset

Offset of the value, if the value is too long

bool need_rsp

The write operation need to do response

bool is_prep

This write operation is prepare write

uintl6_t len

The write attribute value length

uint8_t *value

The write attribute value

Macros

ESP_GATT_PREP_WRITE_CANCEL

Prepare write flag to indicate cancel prepare write
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ESP_GATT_PREP_WRITE_EXEC

Prepare write flag to indicate execute prepare write

Type Definitions

typedef void (*esp_gatts_cb_t)(esp_gatts_cb_event_t event, esp_gatt_if _t gatts_if, esp_ble_gatts_cb_param_t
%
param)

GATT Server callback function type.

Param event : Event type

Param gatts_if : GATT server access interface, normally different gatts_if correspond to different
profile

Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gatts_cb_event_t

GATT Server callback function events.

Values:

enumerator ESP_GATTS_REG_EVT

When register application id, the event comes

enumerator ESP_GATTS_READ_EVT

When gatt client request read operation, the event comes

enumerator ESP_GATTS_WRITE_EVT

When gatt client request write operation, the event comes

enumerator ESP_GATTS_EXEC_WRITE_EVT

When gatt client request execute write, the event comes

enumerator ESP_GATTS_MTU_EVT

When set mtu complete, the event comes

enumerator ESP_GATTS_CONF_EVT

When receive confirm, the event comes

enumerator ESP_GATTS_UNREG_EVT

When unregister application id, the event comes

enumerator ESP_GATTS_CREATE_EVT

When create service complete, the event comes

enumerator ESP_GATTS_ADD_INCL_SRVC_EVT

When add included service complete, the event comes

enumerator ESP_GATTS_ADD_CHAR_EVT

When add characteristic complete, the event comes
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enumerator ESP_GATTS_ADD_CHAR_DESCR_EVT

When add descriptor complete, the event comes

enumerator ESP_GATTS_DELETE_EVT

When delete service complete, the event comes

enumerator ESP_GATTS_START EVT

When start service complete, the event comes

enumerator ESP_GATTS_STOP_EVT

When stop service complete, the event comes

enumerator ESP_GATTS_CONNECT_EVT

When gatt client connect, the event comes

enumerator ESP_GATTS_DISCONNECT_EVT

When gatt client disconnect, the event comes

enumerator ESP_GATTS_OPEN_EVT

When connect to peer, the event comes

enumerator ESP_GATTS_CANCEL_OPEN_EVT

When disconnect from peer, the event comes

enumerator ESP_GATTS_CLOSE_EVT

When gatt server close, the event comes

enumerator ESP_GATTS_LISTEN_EVT

When gatt listen to be connected the event comes

enumerator ESP_GATTS_CONGEST_EVT

When congest happen, the event comes

enumerator ESP_GATTS_RESPONSE_EVT

When gatt send response complete, the event comes

enumerator ESP_GATTS_CREAT_ATTR_TAB_EVT

When gatt create table complete, the event comes

enumerator ESP_GATTS_SET_ATTR_VAL_EVT

When gatt set attr value complete, the event comes

enumerator ESP_GATTS_SEND_SERVICE_CHANGE_EVT

When gatt send service change indication complete, the event comes

GATT CLIENT API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:
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¢ This is a GATT client demo and its tutorial. This demo can scan for devices, connect to the GATT server and
discover its services.
— bluetooth/bluedroid/ble/gatt_client
— GATT Client Example Walkthrough
¢ This is a multiple connection demo and its tutorial. This demo can connect to multiple GATT server devices
and discover their services.
— bluetooth/bluedroid/ble/gattc_multi_connect
— GATT Client Multi-connection Example Walkthrough
e This is a BLE SPP-Like demo. This demo, which acts as a GATT client, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_client

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_gattc_api.h

Functions
esp_err_t esp_ble_gattc_register_callback (esp_gattc_cb_t callback)

This function is called to register application callbacks with GATTC module.

%% callback —[in] : pointer to the application callback function.
P
¢ ESP_OK: success
e other: failed
esp_err_t esp_ble_gattc_app_register (uintl6_t app_id)

This function is called to register application callbacks with GATTC module.

%% app_id —[in] : Application Identify (UUID), for different application
Bl

e ESP_OK: success

o other: failed

esp_err_t esp_ble_gattc_app_unregister (esp_gatt_if _t gattc_if)
This function is called to unregister an application from GATTC module.

%8 gattc_if —[in] Gatt client access interface.
R

* ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_open (esp_gatt_if t gattc_if, esp_bd_addr_t remote_bda, esp_ble_addr_type_t
remote_addr_type, bool is_direct)

Open a direct connection or add a background auto connection.

S8
e gattc_if —[in] Gatt client access interface.
e remote_bda —[in] remote device bluetooth device address.
* remote_addr_type —[in] remote device bluetooth device the address type.
* is_direct —[in] direct connection or background auto connection(by now, background
auto connection is not supported).
B
* ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_aux_open (esp_gatt_if t gattc_if, esp_bd_addr_t remote_bda,
esp_ble_addr_type_t remote_addr_type, bool is_direct)
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esp_err_t esp_ble_gattc_close (esp_gatt_if t gattc_if, uint16_t conn_id)
Close the virtual connection to the GATT server. gattc may have multiple virtual GATT server connections
when multiple app_id registered, this API only close one virtual GATT server connection. if there exist other
virtual GATT server connections, it does not disconnect the physical connection. if you want to disconnect the
physical connection directly, you can use esp_ble_gap_disconnect(esp_bd_addr_t remote_device).

ZH
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID to be closed.
Bl
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_send_mtu_req (esp_gatt_if t gattc_if, uint16_t conn_id)

Configure the MTU size in the GATT channel. This can be done only once per connection. Before using, use
esp_ble_gatt_set_local_mtu() to configure the local MTU size.

ZH
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID.
PEA ]
e ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_search_service (esp_gatt_if t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*filter_uuid)

This function is called to get service from local cache. This function report service search result by a callback
event, and followed by a service search complete event.

¥
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID.
* filter_uuid [in] a UUID of the service application is interested in. If Null, discover
for all services.
B
* ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_service (esp_gatt_if t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*sve_uuid, esp_gattc_service_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the service with the given service uuid in the gattc cache, if the svc_uuid is NULL, find all the service.
Note: It just get service from local cache, won’ t get from remote devices. If want to get it from remote device,
need to used the esp_ble_gattc_cache_refresh, then call esp_ble_gattc_get_service again.

S
e gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
* svec_uuid —[in] the pointer to the service uuid.
* result —[out] The pointer to the service which has been found in the gattc cache.
* count —[inout] input the number of service want to find, it will output the number of
service has been found in the gattc cache with the given service uuid.
» offset [in] Offset of the service position to get.
Bl
» ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_all_char (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t
start_handle, uint16_t end_handle,
esp_gattc_char_elem_t *result, uint16_t *count, uint16_t
offset)
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Find all the characteristic with the given service in the gattc cache Note: It just get characteristic from local
cache, won’ t get from remote devices.

SH

B

gattc_if —[in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

start_handle —[in] the attribute start handle.

end_handle [in] the attribute end handle

result —[out] The pointer to the characteristic in the service.

count —[inout] input the number of characteristic want to find, it will output the number
of characteristic has been found in the gattc cache with the given service.

offset —[in] Offset of the characteristic position to get.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_all_descr (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t

char_handle, esp_garttc_descr_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the descriptor with the given characteristic in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

BH

B m

gattc_if —[in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

char_handle —[in] the given characteristic handle

result —[out] The pointer to the descriptor in the characteristic.

count —[inout] input the number of descriptor want to find, it will output the number of
descriptor has been found in the gattc cache with the given characteristic.

offset —[in] Offset of the descriptor position to get.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_char_by_uuid (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t

start_handle, uint16_t end_handle, esp_br_uuid_t
char_uuid, esp_gattc_char_elem_t *result,
uint16_t *count)

Find the characteristic with the given characteristic uuid in the gattc cache Note: It just get characteristic from
local cache, won’ t get from remote devices.

S

B m

gattc_if —[in] Gatt client access interface.

conn_id —[in] connection ID which identify the server.

start_handle —[in] the attribute start handle

end_handle —[in] the attribute end handle

char_uuid —[in] the characteristic uuid

result —[out] The pointer to the characteristic in the service.

count —[inout] input the number of characteristic want to find, it will output the number
of characteristic has been found in the gattc cache with the given service.

ESP_OK: success
other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_uuid (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t

start_handle, uint16_t end_handle, esp_bt_uuid_t
char_uuid, esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result, uint16_t *count)

Find the descriptor with the given characteristic uuid in the gattc cache Note: It just get descriptor from local
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cache, won’ t get from remote devices.

BH

* gattc_if —[in] Gatt client access interface.

* conn_id —[in] connection ID which identify the server.

e start_handle —[in] the attribute start handle

* end_handle {in] the attribute end handle

* char_uuid —[in] the characteristic uuid.

* descr_uuid —[in] the descriptor uuid.

* result —[out] The pointer to the descriptor in the given characteristic.

* count -[inout] input the number of descriptor want to find, it will output the number of

descriptor has been found in the gattc cache with the given characteristic.

Bl

* ESP_OK: success

e other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_char_handle (esp_gatt_if t gattc_if, uint16_t
conn_id, uint16_t char_handle,
esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result,
uint16_t *count)

Find the descriptor with the given characteristic handle in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

B8
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
* char_handle —[in] the characteristic handle.
* descr_uuid [in] the descriptor uuid.
* result [out] The pointer to the descriptor in the given characteristic.
* count —[inout] input the number of descriptor want to find, it will output the number of
descriptor has been found in the gattc cache with the given characteristic.
Bl

¢ ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_include_service (esp_gatt_if_t gattc_if, uint16_t conn_id,
uint16_t start_handle, uint16_t end_handle,
esp_bt_uuid_t *incl_uuid,
esp_gattc_incl_svc_elem_t *result, uint16_t
*count)

Find the include service with the given service handle in the gattc cache Note: It just get include service from
local cache, won’ t get from remote devices.

B8

* gattc_if —[in] Gatt client access interface.

* conn_id —[in] connection ID which identify the server.

e start_handle —[in] the attribute start handle

* end_handle —[in] the attribute end handle

e incl_uuid —[in] the include service uuid

* result —[out] The pointer to the include service in the given service.

* count —[inout] input the number of include service want to find, it will output the number

of include service has been found in the gattc cache with the given service.

B

* ESP_OK: success

e other: failed

esp_gatt_status_t esp_ble_gattc_get_attr_count (esp_gatt_if_t gattc_if, uint16_t conn_id,
esp_gatt_db_attr_type_t type, uint16_t start_handle,
uint16_t end_handle, uint16_t char_handle, uint16_t
*count)
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Find the attribute count with the given service or characteristic in the gattc cache.

S8
* gattc_if [in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
* type —[in] the attribute type.
* start_handle -[in] the attribute start handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore
e end_handle [in] the attribute end handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore
* char_handle —[in] the characteristic handle, this parameter valid when the type is
ESP_GATT_DB_DESCRIPTOR. If the type isn” t ESP_GATT_DB_DESCRIPTOR,
this parameter should be ignore.
* count [out] output the number of attribute has been found in the gattc cache with the
given attribute type.
Bl
* ESP_OK: success
* other: failed

esp_gatt_status_t esp_ble_gattc_get_db (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t start_handle,
uint16_t end_handle, esp_gattc_db_elem_t *db, uint16_t *count)

This function is called to get the GATT database. Note: It just get attribute data base from local cache, won’
t get from remote devices.

SH
* gattc_if —[in] Gatt client access interface.
e start_handle —[in] the attribute start handle
* end_handle —[in] the attribute end handle
* conn_id —[in] connection ID which identify the server.
* db —[in] output parameter which will contain the GATT database copy. Caller is respon-
sible for freeing it.
¢ count —[in] number of elements in database.
P
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_read_char (esp_gart_if _t gattc_if, uint16_t conn_id, uint16_t handle,
esp_gatt_auth_req_t auth_req)

This function is called to read a service’ s characteristics of the given characteristic handle.

SH
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] : connection ID.
* handle —[in] : characteritic handle to read.
* auth_req [in] : authenticate request type
B
¢ ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_read_by_type (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t start_handle,
uint16_t end_handle, esp_bt_uuid_t *uuid, esp_gatt_auth_req_t
auth_req)

This function is called to read a service’ s characteristics of the given characteristic UUID.

SH
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] : connection ID.
* start_handle —[in] : the attribute start handle.
* end_handle —[in] : the attribute end handle
e uuid [in] : The UUID of attribute which will be read.
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* auth_req [in] : authenticate request type
Bl

* ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_read_multiple (esp_gatt_if_t gattc_if, uintl16_t conn_id, esp_gattc_multi_t
*read_multi, esp_gatt_auth_req_t auth_req)

This function is called to read multiple characteristic or characteristic descriptors.

SH
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] : connection ID.
* read_multi —[in] : pointer to the read multiple parameter.
* auth_req —[in] : authenticate request type
Bl
» ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_read_char_descr (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t handle,
esp_gatt_auth_req_t auth_req)

This function is called to read a characteristics descriptor.

¥

* gattc_if —[in] Gatt client access interface.

e conn_id —[in] : connection ID.

* handle —[in] : descriptor handle to read.

* auth_req —[in] : authenticate request type
B

¢ ESP_OK: success

* other: failed

esp_err_t esp_ble_gattc_write_char (esp_gatt_if _t gattc_if, uint16_t conn_id, uint16_t handle, uint16_t
value_len, uint8_t *value, esp_gatt_write_type_t write_type,
esp_gatt_auth_req_t auth_req)

This function is called to write characteristic value.

S8
* gattc_if —[in] Gatt client access interface.
e conn_id —in] : connection ID.
* handle [in] : characteristic handle to write.
* value_len —[in] length of the value to be written.
e value -[in] : the value to be written.
* write_type —[in] : the type of attribute write operation.
* auth_req [in] : authentication request.
B
¢ ESP_OK: success
* other: failed

esp_err_t esp_ble_gattc_write_char_descr (esp_gatt_if _t gattc_if, uint16_t conn_id, uint16_t handle,
uint16_t value_len, uint8_t *value, esp_gatt_write_type_t
write_type, esp_gatt_auth_req_t auth_req)

This function is called to write characteristic descriptor value.

SH
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] : connection ID
* handle —[in] : descriptor handle to write.
* value_len —[in] length of the value to be written.
e value —[in] : the value to be written.
* write_type —[in] : the type of attribute write operation.
* auth_req [in] : authentication request.
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R M

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_prepare_write (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t handle,
uint16_t offset, uint16_t value_len, uint8_t *value,

esp_gatt_auth_req_t auth_req)

This function is called to prepare write a characteristic value.

ZH

R m

gattc_if —[in] Gatt client access interface.
conn_id —[in] : connection ID.

handle —[in] : characteristic handle to prepare write.
offset —[in] : offset of the write value.
value_len —[in] length of the value to be written.
value —[in] : the value to be written.

auth_req [in]

ESP_OK: success
other: failed

: authentication request.

esp_err_t esp_ble_gattc_prepare_write_char_descr (esp_gatt_if_t gattc_if, uint16_t conn_id,
uint16_t handle, uint16_t offset, uint16_t

value_len, uint8_t *value,
esp_gatt_auth_req_t auth_req)

This function is called to prepare write a characteristic descriptor value.

B

B

gattc_if —[in] Gatt client access interface.

conn_id —[in] : connection ID.

handle —[in] : characteristic descriptor handle to prepare write.
offset —[in] : offset of the write value.

value_len —[in] length of the value to be written.

value —[in] : the value to be written.

auth_req [in]

ESP_OK: success
other: failed

: authentication request.

esp_err_t esp_ble_gattc_execute_write (esp_gart_if_t gattc_if, uint16_t conn_id, bool is_execute)

This function is called to execute write a prepare write sequence.

¥

B

gattc_if [in] Gatt client access interface.
conn_id —[in] : connection ID.
is_execute [in] : execute or cancel.

ESP_OK: success
other: failed

esp_err_t esp_ble_gattc_register_for_ notify (esp_gatt_if t gattc_if, esp_bd_addr_t server_bda,

uint16_t handle)

This function is called to register for notification of a service.

S

B

gattc_if [in] Gatt client access interface.
server_bda [in] : target GATT server.
handle —[in] : GATT characteristic handle.

ESP_OK: registration succeeds

other: failed
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esp_err_t esp_ble_gattc_unregister_for_notify (esp_gatt_if t gattc_if, esp_bd_addr_t server_bda,
uint16_t handle)

This function is called to de-register for notification of a service.

ZH
* gattc_if —[in] Gatt client access interface.
* server_bda [in] : target GATT server.
* handle —[in] : GATT characteristic handle.
PEA ]
» ESP_OK: unregister succeeds
e other: failed

esp_err_t esp_ble_gattc_cache_refresh (esp_bd_addr_t remote_bda)

Refresh the server cache store in the gattc stack of the remote device. If the device is connected, this API will
restart the discovery of service information of the remote device.

%% remote_bda —[in] remote device BD address.
$EA |

* ESP_OK: success

« other: failed

esp_err_t esp_ble_gattc_cache_assoc (esp_gatt_if t gattc_if, esp_bd_addr_t stc_addr, esp_bd_addr_t
assoc_addr, bool is_assoc)

Add or delete the associated address with the source address. Note: The role of this API is mainly when the
client side has stored a server-side database, when it needs to connect another device, but the device’ s attribute
database is the same as the server database stored on the client-side, calling this API can use the database that
the device has stored used as the peer server database to reduce the attribute database search and discovery
process and speed up the connection time. The associated address mains that device want to used the database
has stored in the local cache. The source address mains that device want to share the database to the associated
address device.

2H
* gattc_if —[in] Gatt client access interface.
* src_addr [in] the source address which provide the attribute table.
* assoc_addr —[in] the associated device address which went to share the attribute table
with the source address.
e is_assoc —[in] true add the associated device address, false remove the associated de-
vice address.
P[]
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_cache_get_addr_list (esp_gart_if t gattc_if)
Get the address list which has store the attribute table in the gattc cache. There will callback
ESP_GATTC_GET_ADDR_LIST_EVT event when get address list complete.

¥ gattc_if —[in] Gatt client access interface.
R

¢ ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_cache_clean (esp_bd_addr_t remote_bda)
Clean the service cache of this device in the gattc stack,.

%% remote_bda —[in] remote device BD address.
Bl

* ESP_OK: success

e other: failed

Unions
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union esp_ble_gattc_cb_param_t

#include <esp_gattc_api.h> Gatt client callback parameters union.

Public Members

struct esp_ble_gattc_cb_param_t::gattc_reg_evt_param reg
Gatt client callback param of ESP_GATTC_REG_EVT

struct esp_ble_gattc_cb_param_t::gattc_open_evt_param open
Gatt client callback param of ESP_GATTC_OPEN_EVT

struct esp_ble_gattc_cb_param_t::gattc_close_evt_param close
Gatt client callback param of ESP_GATTC_CLOSE_EVT

struct esp_ble_gattc_cb_param_t::gattc_cfg_mtu_evt_param cfg_mtu
Gatt client callback param of ESP_GATTC_CFG_MTU_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_cmpl_evt_param search_cmpl
Gatt client callback param of ESP_GATTC_SEARCH_CMPL_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_res_evt_param search_res
Gatt client callback param of ESP_GATTC_SEARCH_RES_EVT

struct esp_ble_gattc_cb_param_t::gattc_read_char_evt_param read
Gatt client callback param of ESP_GATTC_READ_CHAR_EVT

struct esp_ble_gattc_cb_param_t::gattc_write_evt_param write
Gatt client callback param of ESP_GATTC_WRITE_DESCR_EVT

struct esp_ble_gattc_cb_param_t::gattc_exec_cmpl_evt_param exec_cmpl
Gatt client callback param of ESP_GATTC_EXEC_EVT

struct esp_ble_gattc_cb_param_t::gattc_notify_evt_param notify
Gatt client callback param of ESP_GATTC_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_srvc_chg_evt_param srvc_chg
Gatt client callback param of ESP_GATTC_SRVC_CHG_EVT

struct esp_ble_gattc_cb_param_t::gattc_congest_evt_param congest
Gatt client callback param of ESP_GATTC_CONGEST_EVT

struct esp_ble_gattc_cb_param_t::gattc_reg_for_notify_evt_param reg_for_notify
Gatt client callback param of ESP_GATTC_REG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_unreg_for_notify_evt_param unreg_for_notify
Gatt client callback param of ESP_GATTC_UNREG_FOR_NOTIFY_EVT
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struct esp_ble_gattc_cb_param_t::gattc_connect_evt_param connect
Gatt client callback param of ESP_GATTC_CONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_disconnect_evt_param disconnect
Gatt client callback param of ESP_GATTC_DISCONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_set_assoc_addr_cmp_evt_param set_assoc_cmp
Gatt client callback param of ESP_GATTC_SET_ASSOC_EVT

struct esp_ble_gattc_cb_param_t::gattc_get_addr_list_evt_param get_addr_list
Gatt client callback param of ESP_GATTC_GET_ADDR_LIST_EVT

struct esp_ble_gattc_cb_param_t::gattc_queue_full_evt_param queue_f£full
Gatt client callback param of ESP_GATTC_QUEUE_FULL_EVT

struct esp_ble_gattc_cb_param_t::gattc_dis_srvc_cmpl_evt_param dis_srvec_cmpl
Gatt client callback param of ESP_GATTC_DIS_SRVC_CMPL_EVT

struct gattc_cfg_mtu_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CFG_MTU_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uintl6_t mtu
MTU size

struct gattc_close_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CLOSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address
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esp_gatt_conn_reason_t reason

The reason of gatt connection close

struct gattc_congest_evt_param
#include <esp_gattc_api.h>ESP_GATTC_CONGEST_EVT.

Public Members

uintl6_t conn_id

Connection id

bool congested

Congested or not

struct gattc_connect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONNECT_EVT.

Public Members

uint16_t conn_id

Connection id

uint8_t 1ink_role

Link role : master role = O ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_params_t conn_params

current connection parameters

esp_ble_addr_type_t ble_addr_type
Remote BLE device address type

uint16_t conn_handle

HCI connection handle

struct gattc_dis_srvc_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DIS_SRVC_CMPL_EVT.

Public Members

esp_gatt_status_t status

Operation status
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uintl6_t conn_id

Connection id

struct gattc_disconnect_evt_param
#include <esp_gattc_api.h>ESP_GATTC_DISCONNECT_EVT.

Public Members

esp_gatt_conn_reason_I reason

disconnection reason

uintl6_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

struct gattc_exec_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_EXEC_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

struct gattc_get_addr_list_evt_param
#include <esp_gattc_api.h> ESP_GATTC_GET_ADDR_LIST_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint8_t num_addr

The number of address in the gattc cache address list

esp_bd_addr_t *faddr_1list

The pointer to the address list which has been get from the gattc cache

struct gattc_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_NOTIFY_EVT.

Espressif Systems 263 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

Public Members

uint16_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

uint16_t handle

The Characteristic or descriptor handle

uint16_t value_len

Notify attribute value

uint8_t *value

Notify attribute value

bool is_notify

True means notify, false means indicate

struct gattc_open_evt_param
#include <esp_gattc_api.h> ESP_GATTC_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

esp_bd_addr_t remote_bda

Remote bluetooth device address

uint1l6_t mtu
MTU size

struct gattc_queue_full_evt_param
#include <esp_gattc_api.h> ESP_GATTC_QUEUE_FULL_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id
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bool is_full

The gattc command queue is full or not

struct gattc_read_char_evt_param
#include <esp_gattc_api.h>ESP_GATTC_READ_CHAR_EVT, ESP_GATTC_READ_DESCR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

uintl6_t handle

Characteristic handle

uint8_t *value

Characteristic value

uint16_t value_len

Characteristic value length

struct gattc_reg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t app_id
Application id which input in register API

struct gattc_reg for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t handle

The characteristic or descriptor handle

struct gattc_search_cmpl_evt_param
#include <esp_gattc_api.h>ESP_GATTC_SEARCH_CMPL_EVT.

Espressif Systems 265 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

esp_service_source_t searched_service_source

The source of the service information

struct gattc_search_res_evt_param

#include <esp_gattc_api.h> ESP_GATTC_SEARCH_RES_EVT.

Public Members

uintl6_t conn_id

Connection id

uintl6_t start_handle

Service start handle

uintl6_t end_handle

Service end handle

esp_gatt_id_t srve_id

Service id, include service uuid and other information

bool is_primary

True if this is the primary service

struct gattc_set_assoc_addr_cmp_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SET_ASSOC_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gattc_srvc_chg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SRVC_CHG_EVT.

Public Members

esp_bd_addr_t remote_bda

Remote bluetooth device address
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struct gattc_unreg_for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_UNREG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t handle

The characteristic or descriptor handle

struct gattc_write_evt_param

#include <esp_gattc_api.h>ESP_GATTC_WRITE_CHAR_EVT, ESP_GATTC_PREP_WRITE_EVT,
ESP_GATTC_WRITE_DESCR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

uint16_t handle

The Characteristic or descriptor handle

uintl6_t of £set

The prepare write offset, this value is valid only when prepare write

Type Definitions

typedef void (*esp_gattc_cb_t)(esp_gattc_cb_event_t event, esp_gatt_if _t gattc_if, esp_ble_gattc_cb_param_t
%
param)

GATT Client callback function type.

Param event : Event type

Param gattc_if : GATT client access interface, normally different gattc_if correspond to different
profile

Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gattc_cb_event_t

GATT Client callback function events.

Values:

enumerator ESP_GATTC_REG_EVT

When GATT client is registered, the event comes
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enumerator ESP_GATTC_UNREG_EVT

When GATT client is unregistered, the event comes

enumerator ESP_GATTC_OPEN_EVT

When GATT virtual connection is set up, the event comes

enumerator ESP_GATTC_READ_ CHAR_EVT

When GATT characteristic is read, the event comes

enumerator ESP_GATTC_WRITE_CHAR_EVT

When GATT characteristic write operation completes, the event comes

enumerator ESP_GATTC_CLOSE_EVT

When GATT virtual connection is closed, the event comes

enumerator ESP_GATTC_SEARCH_CMPL_EVT

When GATT service discovery is completed, the event comes

enumerator ESP_GATTC_SEARCH_RES_EVT

When GATT service discovery result is got, the event comes

enumerator ESP_GATTC_READ DESCR_EVT

When GATT characteristic descriptor read completes, the event comes

enumerator ESP_GATTC_WRITE_DESCR_EVT

When GATT characteristic descriptor write completes, the event comes

enumerator ESP_GATTC_NOTIFY_EVT

When GATT notification or indication arrives, the event comes

enumerator ESP_GATTC_PREP_WRITE_EVT

When GATT prepare-write operation completes, the event comes

enumerator ESP_GATTC_EXEC_EVT

When write execution completes, the event comes

enumerator ESP_GATTC_ACL_EVT

When ACL connection is up, the event comes

enumerator ESP_GATTC_CANCEL_OPEN_EVT

When GATT client ongoing connection is cancelled, the event comes

enumerator ESP_GATTC_SRVC_CHG_EVT

When “service changed” occurs, the event comes

enumerator ESP_GATTC_ENC_CMPL_CB_EVT

When encryption procedure completes, the event comes
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enumerator ESP_GATTC_CFG_MTU_EVT

When configuration of MTU completes, the event comes

enumerator ESP_GATTC_ADV_DATA_EVT

When advertising of data, the event comes

enumerator ESP_GATTC_MULT_ADV_ENB_EVT

When multi-advertising is enabled, the event comes

enumerator ESP_GATTC_MULT_ADV_UPD_EVT

When multi-advertising parameters are updated, the event comes

enumerator ESP_GATTC_MULT_ADV_DATA_EVT

When multi-advertising data arrives, the event comes

enumerator ESP_GATTC_MULT_ADV_DIS_EVT

When multi-advertising is disabled, the event comes

enumerator ESP_GATTC_CONGEST_EVT

When GATT connection congestion comes, the event comes

enumerator ESP_GATTC_BTH_SCAN_ENB_EVT

When batch scan is enabled, the event comes

enumerator ESP_GATTC_BTH_SCAN_CFG_EVT

When batch scan storage is configured, the event comes

enumerator ESP_GATTC_BTH_SCAN_RD_EVT

When Batch scan read event is reported, the event comes

enumerator ESP_GATTC_BTH_SCAN_THR_EVT

When Batch scan threshold is set, the event comes

enumerator ESP_GATTC_BTH_SCAN_PARAM_EVT

When Batch scan parameters are set, the event comes

enumerator ESP_GATTC_BTH_SCAN_DIS_EVT

When Batch scan is disabled, the event comes

enumerator ESP_GATTC_SCAN_FLT CFG_EVT

When Scan filter configuration completes, the event comes

enumerator ESP_GATTC_SCAN_FLT_PARAM_EVT

When Scan filter parameters are set, the event comes

enumerator ESP_GATTC_SCAN_FLT_STATUS_EVT

When Scan filter status is reported, the event comes
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enumerator ESP_GATTC_ADV_VSC_EVT

When advertising vendor spec content event is reported, the event comes

enumerator ESP_GATTC_REG_FOR_NOTIFY_EVT

When register for notification of a service completes, the event comes

enumerator ESP_GATTC_UNREG_FOR_NOTIFY_ EVT

When unregister for notification of a service completes, the event comes

enumerator ESP_GATTC_CONNECT_EVT

When the ble physical connection is set up, the event comes

enumerator ESP_GATTC_DISCONNECT_EVT

When the ble physical connection disconnected, the event comes

enumerator ESP_GATTC_READ_MULTIPLE_EVT

When the ble characteristic or descriptor multiple complete, the event comes

enumerator ESP_GATTC_QUEUE_FULL_EVT

When the gattc command queue full, the event comes

enumerator ESP_GATTC_SET_ASSOC_EVT

When the ble gattc set the associated address complete, the event comes

enumerator ESP_GATTC_GET_ADDR_LIST EVT

When the ble get gattc address list in cache finish, the event comes

enumerator ESP_GATTC_DIS_SRVC_CMPI,_EVT

When the ble discover service complete, the event comes

2.3.3 Controller && VHCI
Application Example

Check bluetooth/hci folder in ESP-IDF examples, which contains the following application:

e This is a BLE advertising demo with virtual HCI interface. Send Re-
set/ADV_PARAM/ADV_DATA/ADV_ENABLE HCI command for BLE advertising - blue-
tooth/hci/controller_vhci_ble_adv.

API Reference
Header File
» components/bt/include/esp32/include/esp_bt.h
Functions
esp_err_t esp_ble_tx_power_set (esp_ble_power_type_t power_type, esp_power_level_t power_level)
Set BLE TX power Connection Tx power should only be set after connection created.
S8
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» power_type —: The type of which tx power, could set Advertising/Connection/Default
and etc
* power_level —Power level(index) corresponding to absolute value(dbm)
] ESP_OK - success, other - failed
esp_power_level_t esp_ble_tx_power_get (esp_ble_power_type_t power_type)

Get BLE TX power Connection Tx power should only be get after connection created.

%% power_type —: The type of which tx power, could set Advertising/Connection/Default
and etc
&IA] >= 0 - Power level, < 0 - Invalid

esp_err_t esp_bredr_tx_power_set (esp_power_level_t min_power_level, esp_power_level t
max_power_level)

Set BR/EDR TX power BR/EDR power control will use the power in range of minimum value and maximum
value. The power level will effect the global BR/EDR TX power, such inquire, page, connection and so on.
Please call the function after esp_bt_controller_enable and before any function which cause RF do TX. So you
can call the function before doing discovery, profile init and so on. For example, if you want BR/EDR use the
new TX power to do inquire, you should call this function before inquire. Another word, If call this function
when BR/EDR is in inquire(ING), please do inquire again after call this function. Default minimum power
level is ESP_PWR_LVL_NO, and maximum power level is ESP_PWR_LVL_P3.

S8
* min_power_level —The minimum power level
* max_power_level -The maximum power level
&[] ESP_OK - success, other - failed

esp_err_t esp_bredr_tx_power_get (esp_power_level_t *min_power_level, esp_power_level_t
*max_power_level)

Get BR/EDR TX power If the argument is not NULL, then store the corresponding value.

S8
* min_power_level —The minimum power level
* max_power_level —The maximum power level
&Ia] ESP_OK - success, other - failed
esp_err_t esp_bredr_sco_datapath_set (esp_sco_data_path_t data_path)
Set default SCO data path Should be called after controller is enabled, and before (¢)SCO link is established.
%4 data_path -SCO data path
&[] ESP_OK - success, other - failed
esp_err_t esp_bt_controller_init (esp_bt_controller_config_t *cfg)
Initialize BT controller to allocate task and other resource. This function should be called only once, before

any other BT functions are called.

%%, c£qg -Initial configuration of BT controller. Different from previous version, there’ s a mode
and some connection configuration in “cfg” to configure controller work mode and allocate
the resource which is needed.

#&In] ESP_OK - success, other - failed

esp_err_t esp_bt_controller_deinit (void)

De-initialize BT controller to free resource and delete task. You should stop advertising and scanning, as well
as disconnect all existing connections before de-initializing BT controller.
This function should be called only once, after any other BT functions are called.

] ESP_OK - success, other - failed

esp_err_t esp_bt_controller_enable (esp_bt_mode_t mode)
Enable BT controller. Due to a known issue, you cannot call esp_bt_controller_enable() a second time to
change the controller mode dynamically. To change controller mode, call esp_bt_controller_disable() and
then call esp_bt_controller_enable() with the new mode.
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%% mode —: the mode(BLE/BT/BTDM) to enable. For compatible of API, retain this argument.
This mode must be equal as the mode in “cfg” of esp_bt_controller_init().
#&Jn] ESP_OK - success, other - failed
esp_err_t esp_bt_controller_disable (void)
Disable BT controller.

j&In] ESP_OK - success, other - failed

esp_bt_controller_status_t esp_bt_controller_get_status (void)
Get BT controller is initialised/de-initialised/enabled/disabled.

J&IA] status value

bool esp_vheci_host_check_send_available (void)

esp_vhci_host_check_send_available used for check actively if the host can send packet to controller or not.
&[] true for ready to send, false means cannot send packet

void esp_vheci_host_send_packet (uint8_t *data, uint16_t len)
esp_vhci_host_send_packet host send packet to controller

Should not call this function from within a critical section or when the scheduler is suspended.

ZH
* data —the packet point
* len -the packet length
esp_err_t esp_vhei_host_register_callback (const esp_vhci_host_callback_t *callback)

esp_vhci_host_register_callback register the vhci reference callback struct defined by vhci_host_callback
structure.

%% callback —esp_vhci_host_callback type variable
J&[n] ESP_OK - success, ESP_FAIL - failed

esp_err_t esp_bt_controller_mem_release (esp_bt_mode_t mode)

esp_bt_controller_mem_release release the controller memory as per the mode

This function releases the BSS, data and other sections of the controller to heap. The total size is about 70k
bytes.

esp_bt_controller_mem_release(mode) should be called only before esp_bt_controller_init() or after
esp_bt_controller_deinit().

Note that once BT controller memory is released, the process cannot be reversed. It means you cannot use the
bluetooth mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If the app calls esp_bt_controller_enable(ESP_BT_MODE_BLE) to use BLE only then it is safe to call
esp_bt_controller_mem_release(ESP_BT_MODE_CLASSIC_BT) at initialization time to free unused BT
Classic memory.

If the mode is ESP_BT MODE_BTDM, then it may be wuseful to «call API
esp_bt_mem_release(ESP_BT_MODE_BTDM) instead, which internally calls
esp_bt_controller_mem_release(ESP_BT_MODE_BTDM) and additionally releases the BSS and data
consumed by the BT/BLE host stack to heap. For more details about usage please refer to the documentation
of esp_bt_mem_release() function

%%t mode —: the mode want to release memory
&[a] ESP_OK - success, other - failed
esp_err_t esp_bt_mem_release (esp_bt_mode_t mode)

esp_bt_mem_release release controller memory and BSS and data section of the BT/BLE host stack as per the
mode
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This function first releases controller memory by internally calling esp_bt_controller_mem_release(). Addi-
tionally, if the mode is set to ESP_BT_MODE_BTDM, it also releases the BSS and data consumed by the
BT/BLE host stack to heap

Note that once BT memory is released, the process cannot be reversed. It means you cannot use the bluetooth
mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If you never intend to wuse bluetooth in a current boot-up cycle, you can call
esp_bt_mem_release(ESP_BT_MODE_BTDM) before esp_bt_controller_init or after
esp_bt_controller_deinit.

For example, if a user only uses bluetooth for setting the WiFi configuration, and does not use bluetooth in the
rest of the product operation” . In such cases, after receiving the WiFi configuration, you can disable/deinit
bluetooth and release its memory. Below is the sequence of APIs to be called for such scenarios:

esp_bluedroid_disable();
esp_bluedroid_deinit ();
esp_bt_controller_disable();
esp_bt_controller_deinit ();
esp_bt_mem_release (ESP_BT_MODE_BTDM) ;

#51:  In case of NimBLE host, to release BSS and data memory to heap, the mode needs to be set to
ESP_BT_MODE_BTDM as controller is dual mode.

%% mode —: the mode whose memory is to be released
&l ESP_OK - success, other - failed

esp_err_t esp_bt_sleep_enable (void)
enable bluetooth to enter modem sleep

Note that this function shall not be invoked before esp_bt_controller_enable()

There are currently two options for bluetooth modem sleep, one is ORIG mode, and another is EVED Mode.
EVED Mode is intended for BLE only.

For ORIG mode: Bluetooth modem sleep is enabled in controller start up by default if CON-
FIG_CTRL_BTDM_MODEM_SLEEP is set and “ORIG mode” is selected. In ORIG modem sleep mode,
bluetooth controller will switch off some components and pause to work every now and then, if there is no
event to process; and wakeup according to the scheduled interval and resume the work. It can also wakeup
earlier upon external request using function “esp_bt_controller_wakeup_request” .

py |
e ESP_OK : success
 other : failed

esp_err_t esp_bt_sleep_disable (void)

disable bluetooth modem sleep
Note that this function shall not be invoked before esp_bt_controller_enable()
If esp_bt_sleep_disable() is called, bluetooth controller will not be allowed to enter modem sleep;

If ORIG modem sleep mode is in use, if this function is called, bluetooth controller may not immediately wake
up if it is dormant then. In this case, esp_bt_controller_wakeup_request() can be used to shorten the time for

wakeup.
Bl
* ESP_OK : success
e other : failed
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esp_err_t esp_ble_scan_dupilcate_list_flush (void)

Manually clear scan duplicate list.

Note that scan duplicate list will be automatically cleared when the maximum amount of device in the filter is
reached the amount of device in the filter can be configured in menuconfig.

$41E: This function name is incorrectly spelled, it will be fixed in release 5.x version.

B
e ESP_OK : success
e other : failed

void esp_wifi_bt_power_domain_on (void)
bt Wi-Fi power domain power on

void esp_wifi_bt_power_domain_of£ff (void)

bt Wi-Fi power domain power off

Structures

struct esp_bt_controller_config t

Controller config options, depend on config mask. Config mask indicate which functions enabled, this means
some options or parameters of some functions enabled by config mask.

Public Members

uintl6_t controller_task_stack_size

Bluetooth controller task stack size

uint8_t controller_task_prio

Bluetooth controller task priority

uint§_t hei_uart_no
If use UART1/2 as HCI 10 interface, indicate UART number

uint32_t hei_uart_baudrate
If use UART1/2 as HCI IO interface, indicate UART baudrate

uint8_t scan_duplicate_mode

scan duplicate mode

uint§_t scan_duplicate_type

scan duplicate type

uintl6_t normal_adv_size

Normal adv size for scan duplicate

uint16_t mesh_adv_size

Mesh adv size for scan duplicate
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uintl6_t send_adv_reserved_size

Controller minimum memory value

uint32_t controller_debug_flag
Controller debug log flag

uint8_t mode
Controller mode: BR/EDR, BLE or Dual Mode

uint§_t ble_max_conn

BLE maximum connection numbers

uint§_t bt_max_acl_conn

BR/EDR maximum ACL connection numbers

uint§_t bt_sco_datapath
SCO data path, i.e. HCI or PCM module

bool auto_latency

BLE auto latency, used to enhance classic BT performance

bool bt _legacy_auth_vs_evt
BR/EDR Legacy auth complete event required to protect from BIAS attack

uint8_t bt_max_sync_conn

BR/EDR maximum ACL connection numbers. Effective in menuconfig

uint§_tble_sca

BLE low power crystal accuracy index

uint§_t pcm_role
PCM role (master & slave)

uint§_t pcm_polar
PCM polar trig (falling clk edge & rising clk edge)

bool hli

Using high level interrupt or not

uintl6_t dup_list_refresh_period

Duplicate scan list refresh period
uint32_tmagic
Magic number

struct esp_vheci_host_callback

esp_vhci_host_callback used for vhci call host function to notify what host need to do
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Public Members

void (*notify host_send_available)(void)

callback used to notify that the host can send packet to controller

int (*notify host_recv)(uint8_t *data, uint16_t len)

callback used to notify that the controller has a packet to send to the host

Macros

ESP_BT_CONTROLLER_CONFIG_MAGIC_VAL
BT_CONTROLLER_INIT_CONFIG_DEFAULT ()

Type Definitions

typedef struct esp_vhci_host_callback esp_vheci_host_callback_t

esp_vhci_host_callback used for vhcei call host function to notify what host need to do

Enumerations
enum esp_bt_mode_t
Bluetooth mode for controller enable/disable.

Values:

enumerator ESP_BT_MODE_IDLE

Bluetooth is not running

enumerator ESP_BT_MODE_BLE
Run BLE mode

enumerator ESP_BT_MODE_CLASSIC_BT
Run Classic BT mode

enumerator ESP_BT_MODE_BTDM

Run dual mode

enum [anonymous]

BLE sleep clock accuracy(SCA), values for ble_sca field in esp_bt_controller_config_t, currently only
ESP_BLE_SCA_500PPM and ESP_BLE_SCA_250PPM are supported.

Values:

enumerator ESP_BLE_SCA_500PPM
BLE SCA at 500ppm

enumerator ESP_BLE_SCA_250PPM
BLE SCA at 250ppm

enumerator ESP_BLE_SCA_150PPM
BLE SCA at 150ppm
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enumerator ESP_BLE_SCA_100PPM
BLE SCA at 100ppm

enumerator ESP_BLE_SCA_75PPM
BLE SCA at 75ppm

enumerator ESP_BLE_SCA_50PPM
BLE SCA at 50ppm

enumerator ESP_BLE_SCA_30PPM
BLE SCA at 30ppm

enumerator ESP_BLE_SCA_20PPM
BLE SCA at 20ppm

enum esp_bt_controller_status_t

Bluetooth controller enable/disable/initialised/de-initialised status.

Values:

enumerator ESP_BT_CONTROLLER_STATUS_IDLE

enumerator ESP_BT_CONTROLLER_STATUS_INITED

enumerator ESP_BT_CONTROLLER_STATUS_ENABLED

enumerator ESP_BT_CONTROLLER_STATUS_NUM

enum esp_ble_power_type_t

BLE tx power type ESP_BLE_PWR_TYPE_CONN_HDLO-8: for each connection, and only be
set after connection completed. when disconnect, the correspond TX power is not effected.
ESP_BLE_PWR_TYPE_ADV : for advertising/scan response. ESP_BLE_PWR_TYPE_SCAN : for scan.
ESP_BLE_PWR_TYPE_DEFAULT : if each connection’ s TX power is not set, it will use this default value.
if neither in scan mode nor in adv mode, it will use this default value. If none of power type is set, system will
use ESP_PWR_LVL,_P3 as default for ADV/SCAN/CONNO-9.

Values:

enumerator ESP_BLE_PWR_TYPE_CONN_HDLO

For connection handle 0

enumerator ESP_BLE_PWR_TYPE_CONN_HDL1

For connection handle 1

enumerator ESP_BLE_PWR_TYPE_CONN_HDL2

For connection handle 2

enumerator ESP_BLE_PWR_TYPE_CONN_HDL3

For connection handle 3

Espressif Systems 277 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

enumerator ESP_BLE_PWR_TYPE_CONN_HDL4

For connection handle 4

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS5

For connection handle 5

enumerator ESP_BLE_PWR_TYPE_CONN_HDL6

For connection handle 6

enumerator ESP_BLE_PWR_TYPE_CONN_HDL7

For connection handle 7

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS8

For connection handle 8

enumerator ESP_BLE_PWR_TYPE_ADV

For advertising

enumerator ESP_BLE_PWR_TYPE_SCAN

For scan

enumerator ESP_BLE_PWR_TYPE_DEFAULT

For default, if not set other, it will use default value

enumerator ESP_BLE_PWR_TYPE_NUM
TYPE numbers

enum esp_power_level_t

Bluetooth TX power level(index), it’ s just a index corresponding to power(dbm).

Values:

enumerator ESP_PWR_LVL_N12
Corresponding to -12dbm

enumerator ESP_PWR_LVL_N9
Corresponding to -9dbm

enumerator ESP_PWR_LVL_N6
Corresponding to -6dbm

enumerator ESP_ PWR_LVL_N3
Corresponding to -3dbm

enumerator ESP_ PWR_LVL_NO
Corresponding to Odbm

enumerator ESP_ PWR_LVL_P3
Corresponding to +3dbm
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enumerator ESP_PWR_LVL_P6
Corresponding to +6dbm

enumerator ESP_PWR_LVL_P9
Corresponding to +9dbm

enumerator ESP_PWR_LVL_N14
Backward compatibility! Setting to -14dbm will actually result to -12dbm

enumerator ESP_PWR_LVL_N11
Backward compatibility! Setting to -11dbm will actually result to -9dbm

enumerator ESP_PWR_LVL_N8
Backward compatibility! Setting to -8dbm will actually result to -6dbm

enumerator ESP_PWR_LVL_N5
Backward compatibility! Setting to -5dbm will actually result to -3dbm

enumerator ESP_ PWR_LVL_N2
Backward compatibility! Setting to -2dbm will actually result to Odbm

enumerator ESP_PWR_LVL_P1
Backward compatibility! Setting to +1dbm will actually result to +3dbm

enumerator ESP_PWR_LVL_P4
Backward compatibility! Setting to +4dbm will actually result to +6dbm

enumerator ESP_PWR_LVL_P7
Backward compatibility! Setting to +7dbm will actually result to +9dbm

enum esp_sco_data_path_t

Bluetooth audio data transport path.

Values:

enumerator ESP_SCO_DATA_PATH_HCI

data over HCI transport

enumerator ESP_SCO_DATA_PATH_PCM

data over PCM interface

2.3.4 ESP-BLE-MESH

With various features of ESP-BLE-MESH, users can create a managed flooding mesh network for several scenarios,
such as lighting, sensor and etc.

For an ESP32 to join and work on a ESP-BLE-MESH network, it must be provisioned firstly. By provisioning, the
ESP32, as an unprovisioned device, will join the ESP-BLE-MESH network and become a ESP-BLE-MESH node,
communicating with other nodes within or beyond the radio range.
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Apart from ESP-BLE-MESH nodes, inside ESP-BLE-MESH network, there is also ESP32 that works as ESP-BLE-
MESH Provisioner, which could provision unprovisioned devices into ESP-BLE-MESH nodes and configure the
nodes with various features.

For information how to start using ESP32 and ESP-BLE-MESH, please see the Section ESP-BLE-MESH Hzik A\ 7.
If you are interested in information on ESP-BLE-MESH architecture, including some details of software implemen-
tation, please see Section ESP-BLE-MESH %2 #4.

Application Examples and Demos

Please refer to Sections ESP-BLE-MESH +~13) and ESP-BLE-MESH 7% 7 #L37.

API Reference

ESP-BLE-MESH APIs are divided into the following parts:

e ESP-BLE-MESH Definitions
e ESP-BLE-MESH Core API Reference
* ESP-BLE-MESH Models API Reference

ESP-BLE-MESH Definitions

This section contains only one header file, which lists the following items of ESP-BLE-MESH.

* ID of all the models and related message opcodes

* Structs of model, element and Composition Data

* Structs of used by ESP-BLE-MESH Node/Provisioner for provisioning
« Structs used to transmit/receive messages

» Event types and related event parameters

Header File

¢ components/bt/esp_ble_mesh/api/esp_ble_mesh_defs.h

Unions

union esp_ble_mesh_prov_cb_param_t

#include <esp_ble_mesh_defs.h> BLE Mesh Node/Provisioner callback parameters union.

Public Members

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_register_comp_param prov_register_comp
Event parameter of ESP_BLE_MESH_PROV_REGISTER_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_unprov_dev_name_comp_param
node_set_unprov_dev_name_comp

Event parameter of ESP_BLE_MESH_NODE_SET_UNPROV_DEV_NAME_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_enable_comp_param
node_prov_enable_comp

Event parameter of ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_disable_comp_param
node_prov_disable_comp

Event parameter of ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_link_open_evt_param node_prov_link_open
Event parameter of ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_link_close_evt_param node_prov_link_close
Event parameter of ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_output_num_evt_param node_prov_output_num
Event parameter of ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_output_str_evt_param node_prov_output_str
Event parameter of ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_evt_param node_prov_input
Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provision_complete_evt_param node_prov_complete
Event parameter of ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provision_reset_param node_prov_reset
Event parameter of ESP_BLE_MESH_NODE_PROV_RESET_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_oob_pub_key_comp_param
node_prov_set_oob_pub_key_ comp

Event parameter of ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_number_comp_param
node_prov_input_num_comp

Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_NUM_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_string_comp_param
node_prov_input_str_comp

Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_STR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_identity_enable_comp_param
node_proxy_identity_enable_comp

Event parameter of ESP_BLE_MESH_NODE_PROXY_IDENTITY_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_gatt_enable_comp_param
node_proxy_gatt_enable_comp

Event parameter of ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_gatt_disable_comp_param
node_proxy_gatt_disable_comp

Event parameter of ESP_ BLE MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_add_local_net_key_comp_param
node_add_net_key_comp

Event parameter of ESP_BLE_ MESH_NODE_ADD_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_add_local_app_key_comp_param
node_add_app_key_comp

Event parameter of ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_bind_local_mod_app_comp_param
node_bind_app_key_to_model_comp

Event parameter of ESP_BLE_MESH_NODE_BIND_APP_KEY_TO_MODEL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_recv_unprov_adv_pkt_param
provisioner_recv_unprov_adv_pkt

Event parameter of ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_enable_comp_param
provisioner_prov_enable_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_disable_comp_param
provisioner_prov_disable_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_link_open_evt_param
provisioner_prov_link_open

Event parameter of ESP_BLE _MESH_PROVISIONER_PROV_LINK_OPEN_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_read_oob_pub_key_evt_param
provisioner_prov_read_oob_pub_key

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_evt_param
provisioner_prov_input

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_output_evt_param
provisioner_prov_output

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_link_close_evt_param
provisioner_prov_1link_close

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_comp_param
provisioner_prov_complete

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_unprov_dev_comp_param
provisioner_add_unprov_dev_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_dev_with_addr_comp_param
provisioner_prov_dev_with_addr_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_dev_comp_param
provisioner_delete_dev_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_dev_uuid_match_comp_param
provisioner_set_dev_uuid_match_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_DEV_UUID_MATCH_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_prov_data_info_comp_param
provisioner_set_prov_data_info_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA_INFO_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_static_oob_val_comp_param
provisioner_set_static_oob_val_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_STATIC_OOB_VALUE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_primary_elem_addr_comp_param
provisioner_set_primary_elem addr_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET PRIMARY_ELEM_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_read_oob_pub_key_comp_param
provisioner_prov_read_oob_pub_key_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_num_comp_param
provisioner_prov_input_num_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_str_comp_param
provisioner_prov_input_str_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_node_name_comp_param
provisioner_set_node_name_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_NODE_NAME_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_local_app_key_comp_param
provisioner_add_app_key_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_update_local_app_key_comp_param
provisioner_update_app_key_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_bind_local_mod_app_comp_param
provisioner_bind_app_key_to_model_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY_TO_MODEL_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_local_net_key_comp_param
provisioner_add_net_key_ comp

Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_update_local_net_key_comp_param
provisioner_update_net_key_ comp

Event parameter of ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_store_node_comp_data_comp_param
provisioner_store_node_comp_data_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_node_with_uuid_comp_param
provisioner_delete_node_with_uuid_comp

Event parameter of ESP_BLE_ MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_node_with_addr_comp_param
provisioner_delete_node_with_addr_comp

Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT

int err_code

Indicate the result of enabling/disabling to receive heartbeat messages by the Provisioner
Indicate the result of setting the heartbeat filter type by the Provisioner

Indicate the result of setting the heartbeat filter address by the Provisioner

Indicate the result of directly erasing settings by the Provisioner

Indicate the result of opening settings with index by the Provisioner

Indicate the result of opening settings with user id by the Provisioner

Indicate the result of closing settings with index by the Provisioner

Indicate the result of closing settings with user id by the Provisioner

Indicate the result of deleting settings with index by the Provisioner

Indicate the result of deleting settings with user id by the Provisioner

bool enable

Indicate enabling or disabling receiving heartbeat messages

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_enable_heartbeat_recv_comp

ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT _RECV_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT _RECV_COMP_EVT

uint8_t type

Type of the filter used for receiving heartbeat messages

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_set_heartbeat_filter_type_comp

ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_ FILTER_TYPE_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_SET _HEARTBEAT FILTER_TYPE_COMP_EVT
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uint8_t op

Operation (add, remove, clean)

uintl6_t hb_src

Heartbeat source address

uint16_t hb_dst

Heartbeat destination address

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_set_heartbeat_filter_info_comp

ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_INFO_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_SET _HEARTBEAT FILTER _INFO_COMP_EVT

uint§_tinit_ttl
Heartbeat InitTTL

uint§_trx_ttl
Heartbeat RXTTL

uint8_t hops
Heartbeat hops (InitTTL - RXTTL + 1)

uintl6_t feature

Bit field of currently active features of the node

int8_t rssi

RSSI of the heartbeat message

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_recv_heartbeat
ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT_MESSAGE_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT_MESSAGE_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_direct_erase_settings_comp

ESP_BLE_MESH_PROVISIONER_DIRECT_ERASE_SETTINGS_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_DIRECT_ERASE_SETTINGS_COMP_EVT

uint8_t index

Index of Provisioner settings

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_open_settings_with_index_comp
ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX_COMP_EVT.

Event parameter of ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX _COMP_EVT

char uid[ESP_BLE_MESH_SETTINGS_UID_SIZE + 1]

Provisioner settings user id
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struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_open_settings_with_uid_comp

ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_close_settings_with_index_comp

ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_ COMP_EVT.
Event parameter of ESP_BLE_ MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_close_settings_with_uid_comp

ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_delete_settings_with_index_comp

ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX_COMP_EVT.
Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX _COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous]
provisioner_delete_settings_with_uid_comp

ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT.
Event parameters of ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_fast_prov_info_comp_param
set_fast_prov_info_comp

Event parameter of ESP_BLE_MESH_SET_FAST_PROV_INFO_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_fast_prov_action_comp_param
set_fast_prov_action_comp

Event parameter of ESP_BLE_MESH_SET_FAST_PROV_ACTION_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_heartbeat_msg_recv_param heartbeat_msg_recv
Event parameter of ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_enable_comp_param 1lpn_enable_comp
Event parameter of ESP_BLE_MESH_LPN_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_disable_comp_param 1lpn_disable_comp
Event parameter of ESP_BLE_MESH_LPN_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_poll_comp_param 1lpn_poll_comp
Event parameter of ESP_BLE_MESH_LPN_POLL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_friendship_establish_param
lpn_friendship_establish

Event parameter of ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_friendship_terminate_param
lpn_friendship_terminate

Event parameter of ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_establish_param
frnd_friendship_establish

Event parameter of ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_terminate_param
frnd_friendship_terminate

Event parameter of ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_recv_adv_pkt_param
proxy_client_recv_adv_pkt

Event parameter of ESP_BLE_MESH_PROXY_CLIENT RECV_ADV_PKT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_connected_param
proxy_client_connected

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_CONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_disconnected_param
proxy_client_disconnected

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_DISCONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_recv_filter_status_param
proxy_client_recv_filter_status

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_RECV_FILTER_STATUS_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_connect_comp_param
proxy_client_connect_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_CONNECT_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_disconnect_comp_param
proxy_client_disconnect_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_DISCONNECT_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_set_filter_type_comp_param
proxy_client_set_filter_type_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_SET_FILTER_TYPE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_add_filter_addr_comp_param
proxy_client_add_filter_addr_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_ADD_FILTER_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_remove_filter_addr_comp_param
proxy_client_remove_filter_addr_comp

Event parameter of ESP_BLE_MESH_PROXY_CLIENT_REMOVE_FILTER_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_server_connected_param
proxy_server_connected

Event parameter of ESP_BLE_MESH_PROXY_SERVER_CONNECTED_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_server_disconnected_param
proxy_server_disconnected

Event parameter of ESP_BLE_MESH_PROXY_SERVER_DISCONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_model_sub_group_addr_comp_param
model_sub_group_addr_comp

Event parameters of ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_model_unsub_group_addr_comp_param
model_unsub_group_addr_comp

Event parameters of ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_deinit_mesh_comp_param deinit_mesh_comp
Event parameter of ESP_BLE_MESH_DEINIT_MESH_COMP_EVT

struct ble_mesh_deinit_mesh_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_DEINIT _MESH_COMP_EVT.

Public Members

int err_code

Indicate the result of BLE Mesh deinitialization

struct ble_mesh_friend_friendship_ establish_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT.

Public Members

uint16_t 1pn_addr

Low Power Node unicast address

struct ble_mesh_friend_friendship_terminate_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT.

Public Types

enum [anonymous]

This enum value is the reason of friendship termination on the friend node side

Values:

enumerator ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_ESTABLISH_FAIL

Friend Offer has been sent, but Friend Offer is not received within 1 second, friendship fails to
be established

enumerator ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_POLL_TIMEOUT

Friendship is established, PollTimeout timer expires and no Friend Poll/Sub Add/Sub Remove
is received
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enumerator ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_RECV_FRND_REQ

Receive Friend Request from existing Low Power Node

enumerator ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_RECV_FRND_CLEAR

Receive Friend Clear from other friend node

enumerator ESP_ BLE_MESH_FRND_FRIENDSHIP_TERMINATE_DISABLE

Friend feature disabled or corresponding NetKey is deleted

Public Members

uintl6_t 1pn_addr

Low Power Node unicast address

enum esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_terminate_param::[anonymous]|
reason

This enum value is the reason of friendship termination on the friend node side Friendship terminated
reason

struct ble_mesh_heartbeat_msg_recv_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT.

Public Members

uint8_t hops
Heartbeat hops (InitTTL - RXTTL + 1)

uintl6_t feature

Bit field of currently active features of the node

struct ble_mesh_input_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_INPUT_EVT.

Public Members

esp_ble_mesh_input_action_t action

Action of Input OOB Authentication

uint8_t size

Size of Input OOB Authentication

struct ble_mesh_input_number_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROV_INPUT_NUM_COMP_EVT.
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Public Members

int err_code

Indicate the result of inputting number

struct ble_mesh_input_string_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_INPUT_STR_COMP_EVT.

Public Members

int err_code

Indicate the result of inputting string

struct ble_mesh_link_close_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer

Type of the bearer used when device link is closed

struct ble_mesh_link_open_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer

Type of the bearer used when device link is open

struct ble_mesh_lpn_disable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_DISABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of disabling LPN functionality

struct ble_mesh_lpn_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_LPN_ENABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of enabling LPN functionality
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struct ble_mesh_lpn_friendship_establish_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT.

Public Members

uintl6_t friend_addr

Friend Node unicast address

struct ble_mesh_lpn_friendship_ terminate_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT.

Public Members

uint16_t friend_addr

Friend Node unicast address

struct ble_mesh_lpn_poll_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_POLL_COMP_EVT.

Public Members

int err_code

Indicate the result of sending Friend Poll

struct ble_mesh_model_sub_group_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of local model subscribing group address

uintl6_t element_addr

Element address

uintl6_t company_id

Company ID

uintl6_t model_id
Model ID

uintl6_t group_addr
Group Address

struct ble_mesh_model_unsub_group_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT.
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Public Members

int err_code

Indicate the result of local model unsubscribing group address

uint16_t element_addr

Element address

uint16_t company_id

Company ID

uint16_t model_id
Model ID

uint16_t group_addr
Group Address

struct ble_mesh_node_add_local_app_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of adding local AppKey by the node

uintl6_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index

struct ble_mesh_node_add_local_net_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of adding local NetKey by the node

uint16_t net_idx
NetKey Index

struct ble_mesh_node_bind_local_mod_app_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_BIND_APP_KEY_TO_MODEL_COMP_EVT.
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Public Members

int err_code

Indicate the result of binding AppKey with model by the node

uint16_t element_addr

Element address

uint16_t app_idx
AppKey Index

uint16_t company_id

Company ID

uint16_t model_id
Model ID

struct ble_mesh_output_num_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT.

Public Members

esp_ble_mesh_output_action_t action

Action of Output OOB Authentication

uint32_t number
Number of Output OOB Authentication

struct ble_mesh_output_str_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT.

Public Members

char string][8]
String of Output OOB Authentication

struct ble_mesh_prov_disable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of disabling BLE Mesh device

struct ble_mesh_prov_enable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT.
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Public Members

int err_code

Indicate the result of enabling BLE Mesh device

struct ble_mesh_prov_register_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROV_REGISTER_COMP_EVT.

Public Members

int err_code

Indicate the result of BLE Mesh initialization

struct ble_mesh_provision_complete_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT.

Public Members

uint16_t net_idx
NetKey Index

uint8_t net_key[16]
NetKey

uint16_t addr

Primary address

uint8_t £lags
Flags

uint32_t iv_index
IV Index

struct ble_mesh_provision_reset_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_RESET_EVT.

struct ble_mesh_provisioner_add_local_app_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of adding local AppKey by the Provisioner

uintl6_t net_idx
NetKey Index
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uint16_t app_idx
AppKey Index

struct ble_mesh_provisioner_add_local_net_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of adding local NetKey by the Provisioner

uintl6_t net_idx
NetKey Index

struct ble_mesh_provisioner_add_unprov_dev_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT.

Public Members

int err_code

Indicate the result of adding device into queue by the Provisioner

struct ble_mesh_provisioner_bind_local_mod_app_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY_TO_MODEL_COMP_EVT.

Public Members

int err_code

Indicate the result of binding AppKey with model by the Provisioner

uintl6_t element_addr

Element address

uintl6_t app_idx
AppKey Index

uint16_t company_id

Company ID

uintl6_t model_id
Model ID

struct ble_mesh_provisioner_delete_dev_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT.
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Public Members

int err_code

Indicate the result of deleting device by the Provisioner

struct ble_mesh_provisioner_delete_node_with_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of deleting node with unicast address by the Provisioner

uintl6_t unicast_addr

Node unicast address

struct ble_mesh_provisioner_delete_node_with_uuid_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT.

Public Members

int err_code

Indicate the result of deleting node with uuid by the Provisioner

uint8_t uuid[16]

Node device uuid

struct ble_mesh_provisioner_link_close_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer

Type of the bearer used when Provisioner link is closed

uint8_t reason

Reason of the closed provisioning link

struct ble_mesh_provisioner_link_open_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer

Type of the bearer used when Provisioner link is opened
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struct ble_mesh_provisioner_prov_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.

Public Members

uintl6_t node_idx

Index of the provisioned device

esp_ble_mesh_octet]16_t device_uuid

Device UUID of the provisioned device

uintl6_t unicast_addr

Primary address of the provisioned device

uint8_t element_num

Element count of the provisioned device

uintl6_t netkey_idx

NetKey Index of the provisioned device

struct ble_mesh_provisioner_prov_dev_with_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of Provisioner starting to provision a device

struct ble_mesh_provisioner_prov_disable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of disabling BLE Mesh Provisioner

struct ble_mesh_provisioner_prov_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of enabling BLE Mesh Provisioner

struct ble_mesh_provisioner_prov_input_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT.
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Public Members

esp_ble_mesh_oob_method_t method
Method of device Output OOB Authentication

esp_ble_mesh_output_action_t action

Action of device Output OOB Authentication

uint8_t size

Size of device Output OOB Authentication

uint§_t 1ink_idx

Index of the provisioning link

struct ble_mesh_provisioner_prov_input_num_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT.

Public Members

int err_code

Indicate the result of inputting number by the Provisioner

struct ble_mesh_provisioner_prov_input_str_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT.

Public Members

int err_code

Indicate the result of inputting string by the Provisioner

struct ble_mesh_provisioner_prov_output_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT.

Public Members

esp_ble_mesh_oob_method_t method
Method of device Input OOB Authentication

esp_ble_mesh_input_action_t action

Action of device Input OOB Authentication

uint8_t size

Size of device Input OOB Authentication

uint8_t 1ink_idx

Index of the provisioning link
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char stringl8]

String output by the Provisioner

uint32_t number

Number output by the Provisioner

union esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_output_evt_param::[anonymous]
[anonymous]

struct ble_mesh_provisioner_prov_read_oob_pub_key comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of setting OOB Public Key by the Provisioner

struct ble_mesh_provisioner_prov_read_oob_pub_key evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_EVT.

Public Members

uint8_t 1ink_idx

Index of the provisioning link

struct ble_mesh_provisioner_recv_unprov_adv_pkt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT.

Public Members

uint8_t dev_uuid[16]

Device UUID of the unprovisioned device

esp_ble_mesh_bd_addr_t addr

Device address of the unprovisioned device

esp_ble_mesh_addr_type_t addr_type

Device address type

uint16_t oob_info

OOB Info of the unprovisioned device

uint8_t adv_type

Avertising type of the unprovisioned device
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esp_ble_mesh_prov_bearer_t bearer

Bearer of the unprovisioned device

int8_t rssi

RSSI of the received advertising packet

struct ble_mesh_provisioner_set_dev_uuid_match_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_DEV_UUID_MATCH_COMP_EVT.

Public Members

int err_code

Indicate the result of setting Device UUID match value by the Provisioner

struct ble_mesh_provisioner_set_node_name_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_NODE_NAME_COMP_EVT.

Public Members

int err_code

Indicate the result of setting provisioned device name by the Provisioner

uint16_t node_index

Index of the provisioned device

struct ble_mesh_provisioner_set_primary elem addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_PRIMARY_ELEM_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of setting unicast address of primary element by the Provisioner

struct ble_mesh_provisioner_set_prov_data_info_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA_INFO_COMP_EVT.

Public Members

int err_code

Indicate the result of setting provisioning info by the Provisioner

struct ble_mesh_provisioner_set_static_oob_val_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_STATIC_OOB_VALUE_COMP_EVT.
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Public Members

int err_code

Indicate the result of setting static oob value by the Provisioner

struct ble_mesh_provisioner_store_node_comp_data_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT.

Public Members

int err_code

Indicate the result of storing node composition data by the Provisioner

uint16_t addr

Node element address

struct ble_mesh_provisioner_update_local_app_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of updating local AppKey by the Provisioner

uint16_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index

struct ble_mesh_provisioner_update_local_net_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of updating local NetKey by the Provisioner

uintl6_t net_idx
NetKey Index

struct ble_mesh_proxy_client_add_filter_ addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_ADD_FILTER_ADDR_COMP_EVT.
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Public Members

int err_code

Indicate the result of Proxy Client add filter address

uint8_t conn_handle

Proxy connection handle

uint16_t net_idx

Corresponding NetKey Index

struct ble_mesh_proxy_client_connect_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_CONNECT_COMP_EVT.

Public Members

int err_code

Indicate the result of Proxy Client connect

esp_ble_mesh_bd_addr_t addr

Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type

Device address type

uintl6_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_connected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_CONNECTED_EVT.

Public Members

esp_ble_mesh_bd_addr_t addr

Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type

Device address type

uint8_t conn_handle

Proxy connection handle

uint16_t net_idx

Corresponding NetKey Index

struct ble_mesh_proxy_client_disconnect_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_DISCONNECT_COMP_EVT.
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Public Members

int err_code

Indicate the result of Proxy Client disconnect

uint8_t conn_handle

Proxy connection handle

struct ble_mesh_proxy_client_disconnected_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_DISCONNECTED_EVT.

Public Members

esp_ble_mesh_bd_addr_t addr

Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type

Device address type

uint§_t conn_handle

Proxy connection handle

uintl6_t net_idx
Corresponding NetKey Index

uint8_t reason

Proxy disconnect reason

struct ble_mesh_proxy_client_recv_adv_pkt_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH PROXY_CLIENT _RECV_ADV_PKT_EVT.

Public Members

esp_ble_mesh_bd_addr_t addr

Device address

esp_ble_mesh_addr_type_t addr_type

Device address type

uint16_t net_idx
Network ID related NetKey Index

uint8_t net_id[8]

Network ID contained in the advertising packet

int8_t rssi

RSSI of the received advertising packet
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struct ble_mesh_proxy_client_recv_filter_status_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_RECV_FILTER_STATUS_EVT.

Public Members

uint8_t conn_handle

Proxy connection handle

uintl6_t server_addr

Proxy Server primary element address

uintl6_t net_idx
Corresponding NetKey Index

uint8_t filter_type
Proxy Server filter type(whitelist or blacklist)

uintl6_t list_size

Number of addresses in the Proxy Server filter list

struct ble_mesh_proxy_client_remove_filter_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_REMOVE_FILTER_ADDR_COMP_EVT.

Public Members

int err_code

Indicate the result of Proxy Client remove filter address

uint8_t conn_handle

Proxy connection handle

uint16_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_set_filter type_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_SET_FILTER_TYPE_COMP_EVT.

Public Members

int err_code

Indicate the result of Proxy Client set filter type

uint8_t conn_handle

Proxy connection handle
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uintl6_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_gatt_disable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of disabling Mesh Proxy Service

struct ble_mesh_proxy_gatt_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of enabling Mesh Proxy Service

struct ble_mesh_proxy_ identity_ enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_IDENTITY_ENABLE_COMP_EVT.

Public Members

int err_code

Indicate the result of enabling Mesh Proxy advertising

struct ble_mesh_proxy_server_connected_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_SERVER_CONNECTED_EVT.

Public Members

uint§_t conn_handle

Proxy connection handle

struct ble_mesh_proxy_server_disconnected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_SERVER_DISCONNECTED_EVT.

Public Members

uint§_t conn_handle

Proxy connection handle

uint8_t reason

Proxy disconnect reason
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struct ble_mesh_set_fast_prov_action_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_SET_FAST_PROV_ACTION_COMP_EVT.

Public Members

uint8_t status_action

Indicate the result of setting action of fast provisioning

struct ble_mesh_set_fast_prov_info_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_SET_FAST_PROV_INFO_COMP_EVT.

Public Members

uint8_t status_unicast

Indicate the result of setting unicast address range of fast provisioning

uint8_t status_net_idx

Indicate the result of setting NetKey Index of fast provisioning

uint8_t status_match

Indicate the result of setting matching Device UUID of fast provisioning

struct ble_mesh_set_oob_pub_key_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_COMP_EVT.

Public Members

int err_code

Indicate the result of setting OOB Public Key

struct ble_mesh_set_unprov_dev_name_comp_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_SET_UNPROV_DEV_NAME_COMP_EVT.

Public Members

int err_code

Indicate the result of setting BLE Mesh device name

union esp_ble_mesh_server_state_value_t

#include <esp_ble_mesh_defs.h> Server model state value union.

Public Members
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uint8_t onoff

The value of the Generic OnOff state
The value of the Light LC Light OnOff state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_onof £
The Generic OnOff state

intl6_t level

The value of the Generic Level state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_level

The Generic Level state

uint8_t onpowerup

The value of the Generic OnPowerUp state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_onpowerup

The Generic OnPowerUp state

uint16_t power

The value of the Generic Power Actual state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_power_actual

The Generic Power Actual state

uint16_t lightness
The value of the Light Lightness Actual state

The value of the Light Lightness Linear state
The value of the Light CTL Lightness state
The value of the Light HSL Lightness state
The value of the Light xyL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lightness_actual

The Light Lightness Actual state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lightness_linear

The Light Lightness Linear state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_ctl_lightness
The Light CTL Lightness state

uint16_t temperature

The value of the Light CTL Temperature state

intl6_t delta_uv
The value of the Light CTL Delta UV state
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struct esp_ble_mesh_server_state_value_t::[anonymous] 1light_ctl_temp_delta_uv
The Light CTL Temperature & Delta UV states

uint16_t hue
The value of the Light HSL Hue state

uintl6_t saturation

The value of the Light HSL Saturation state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl

The Light HSL composite state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_lightness
The Light HSL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_hue
The Light HSL Hue state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_saturation

The Light HSL Saturation state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_xyl_lightness

The Light xyL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lc_light_onoff
The Light LC Light OnOff state

union esp_ble_mesh_model_cb_param_t

#include <esp_ble_mesh_defs.h> BLE Mesh model callback parameters union.

Public Members

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_operation_evt_param model_operation
Event parameter of ESP_BLE_MESH_MODEL_OPERATION_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_send_comp_param model_send_comp
Event parameter of ESP_BLE_MESH_MODEL_SEND_COMP_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_publish_comp_param model_publish_comp
Event parameter of ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_mod_recv_publish_msg_param
client_recv_publish_msg

Event parameter of ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_client_model_send_timeout_param
client_send_timeout

Event parameter of ESP_BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_EVT
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struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_publish_update_evt_param
model_publish_update

Event parameter of ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT
struct esp_ble_mesh_model_cb_param_t::ble_mesh_server_model_update_state_comp_param
server_model_update_state

Event parameter of ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT

struct ble_mesh_client_model_send_timeout_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_EVT.

Public Members

uint32_t opcode

Opcode of the previously sent message

esp_ble_mesh_model_t *model

Pointer to the model which sends the previous message

esp_ble_mesh_msg_ctx_t *ctx

Pointer to the context of the previous message

struct ble_mesh_mod_recv_publish_msg_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT.

Public Members

uint32_t opcode

Opcode of the unsolicited received message

esp_ble_mesh_model_t *model

Pointer to the model which receives the message

esp_ble_mesh_msg_ctx_t ¥*ctx

Pointer to the context of the message

uint16_t length

Length of the received message

uint8_t *msg

Value of the received message

struct ble_mesh_model_operation_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_OPERATION_EVT.
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Public Members

uint32_t opcode

Opcode of the received message

esp_ble_mesh_model_t *model

Pointer to the model which receives the message

esp_ble_mesh_msg_ctx_t *ctx

Pointer to the context of the received message

uint16_t length

Length of the received message

uint8_t *msg

Value of the received message

struct ble_mesh_model_publish_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT.

Public Members

int err_code

Indicate the result of publishing a message

esp_ble_mesh_model_t *model

Pointer to the model which publishes the message

struct ble_mesh_model_publish_update_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT.

Public Members

esp_ble_mesh_model_t *model

Pointer to the model which is going to update its publish message

struct ble_mesh_model_send_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_SEND_COMP_EVT.

Public Members

int err_code

Indicate the result of sending a message

uint32_t opcode
Opcode of the message
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esp_ble_mesh_model_t *model

Pointer to the model which sends the message

esp_ble_mesh_msg_ctx_t *ctx

Context of the message

struct ble_mesh_server_model_update_state_comp_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT.

Public Members

int err_code

Indicate the result of updating server model state

esp_ble_mesh_model_t *model

Pointer to the server model which state value is updated

esp_ble_mesh_server_state_type_t type
Type of the updated server state

Structures

struct esp_ble_mesh_deinit_param_t

BLE Mesh deinit parameters
Public Members

bool erase_flash
Indicate if erasing flash when deinit mesh stack
struct esp_ble_mesh_elem_t

Abstraction that describes a BLE Mesh Element. This structure is associated with struct bt_mesh_elem in
mesh_access.h

Public Members

uint16_t element_addr

Element Address, assigned during provisioning.

const uintl6_t location

Location Descriptor (GATT Bluetooth Namespace Descriptors)

const uint§_t sig_model_count
SIG Model count

const uint8_t vnd_model_count

Vendor Model count
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esp_ble_mesh_model_t *sig_models
SIG Models

esp_ble_mesh_model_t *vnd_models
Vendor Models

struct esp_ble_mesh_model_pub_t

Abstraction that describes a model publication context.  This structure is associated with struct
bt_mesh_model_pub in mesh_access.h

Public Members

esp_ble_mesh_model_t *model

Pointer to the model to which the context belongs. Initialized by the stack.

uintl6_t publish_addr
Publish Address.

uintl6_t app_idx
Publish AppKey Index.

uintl6_t cred

Friendship Credentials Flag.

uintl6_t send_rel

Force reliable sending (segment acks)

uint®_tttl
Publish Time to Live.

uint8_t retransmit

Retransmit Count & Interval Steps.

uint8_t period
Publish Period.

uint8_t period_div

Divisor for the Period.

uint8_t fast_period

Use FastPeriodDivisor

uint8_t count

Retransmissions left.

uint32_t period_start

Start of the current period.
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struct net_buf_simple *msg

Publication buffer, containing the publication message.

This will get correctly created when the publication context has been defined using the
ESP_BLE_MESH_MODEL_PUB_DEFINE macro.

ESP_BLE_MESH_MODEL_PUB_DEFINE(name, size);

esp_ble_mesh_cb_t update
Callback used to update publish message. Initialized by the stack.

struct k_delayed_work timer

Publish Period Timer. Initialized by the stack.

uint8_t dev_role

Role of the device that is going to publish messages

struct esp_ble_mesh_model_op_t

Abstraction that describes a model operation context. This structure is associated with struct
bt_mesh_model_op in mesh_access.h

Public Members

const uint32_t opcode

Message opcode

const size_tmin_len

Message minimum length

esp_ble_mesh_cb_t param_cb

Callback used to handle message. Initialized by the stack.

struct esp_ble_mesh_model_cbs_t

Abstraction that describes a model callback structure. This structure is associated with struct
bt_mesh_model_cb in mesh_access.h.

Public Members

esp_ble_mesh_cb_t init_cb

Callback used during model initialization. Initialized by the stack.

struct esp_ble_mesh_model

Abstraction that describes a Mesh Model instance. This structure is associated with struct bt_mesh_model in
mesh_access.h

Public Members
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const uintl6_t model_id
16-bit model identifier

uint16_t company_id

16-bit company identifier

uint16_t model_id
16-bit model identifier

struct esp_ble_mesh_model::[anonymous]::[anonymous] vnd

Structure encapsulating a model ID with a company ID

union esp_ble_mesh_model::[anonymous] [anonymous]
Model ID

uint§_t element_idx

Internal information, mainly for persistent storage Belongs to Nth element

uint§_t model_idx
Is the Nth model in the element

uintl6_t £lags

Information about what has changed

esp_ble_mesh_elem_t *element

The Element to which this Model belongs

esp_ble_mesh_model_pub_t *const pub
Model Publication

uint16_t keys[CONFIG_BLE_MESH_MODEL_KEY_COUNT]
AppKey List

uint16_t groups[CONFIG_BLE_MESH_MODEL_GROUP_COUNT]

Subscription List (group or virtual addresses)

esp_ble_mesh_model_op_t *op

Model operation context

esp_ble_mesh_model_cbs_t *cb

Model callback structure

void *user_data

Model-specific user data

struct esp_ble_mesh_msg_ctx_t

Message sending context. This structure is associated with struct bt_mesh_msg_ctx in mesh_access.h
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Public Members

uint16_t net_idx
NetKey Index of the subnet through which to send the message.

uint16_t app_idx

AppKey Index for message encryption.

uintl6_t addr

Remote address.

uint16_t recv_dst

Destination address of a received message. Not used for sending.

int8_t recv_rssi

RSSI of received packet. Not used for sending.

uintd_t recv_ttl

Received TTL value. Not used for sending.

uint8_t send_rel

Force sending reliably by using segment acknowledgement

uint8_t send_ttl
TTL, or ESP_BLE_MESH_TTL_DEFAULT for default TTL.

uint32_t recv_op

Opcode of a received message. Not used for sending message.

esp_ble_mesh_model_t *model

Model corresponding to the message, no need to be initialized before sending message

bool srv_send

Indicate if the message is sent by a node server model, no need to be initialized before sending message

struct esp_ble_mesh_prov_t

Provisioning properties & capabilities. This structure is associated with struct bt_mesh_prov in mesh_access.h

struct esp_ble_mesh_comp_t

Node Composition data context. This structure is associated with struct bt_mesh_comp in mesh_access.h

Public Members

uintl6_t cid
16-bit SIG-assigned company identifier

uintl6_t pid

16-bit vendor-assigned product identifier
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uintl6_t vid

16-bit vendor-assigned product version identifier

size_t element_count

Element count

esp_ble_mesh_elem_t *elements

A sequence of elements

struct esp_ble_mesh_unprov_dev_add_t

Information of the device which is going to be added for provisioning.

Public Members

esp_ble_mesh_bd_addr_t addr

Device address

esp_ble_mesh_addr_type_t addr_type

Device address type

uint8_t uuid[16]
Device UUID

uintl6_t oob_info

Device OOB Info ADD_DEV_START_PROV_NOW_FLAG shall not be set if the bearer has both
PB-ADV and PB-GATT enabled

esp_ble_mesh_prov_bearer_t bearer

Provisioning Bearer

struct esp_ble_mesh_device_delete_t

Information of the device which is going to be deleted.

Public Members

esp_ble_mesh_bd_addr_t addr

Device address

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t uuid[16]
Device UUID

uint8_t £lag
BITO: device address; BIT1: device UUID
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struct esp_ble_mesh_prov_data_info_t

Information of the provisioner which is going to be updated.

Public Members

uintl6_t net_idx
NetKey Index

uint8_t flags
Flags

uint32_t iv_index
IV Index

uint8_t flag
BITO: net_idx; BIT1: flags; BIT2: iv_index

struct esp_ble_mesh_node_t

Information of the provisioned node

Public Members

esp_ble_mesh_bd_addr_t addr

Node device address

esp_ble_mesh_addr_type_t addr_type
Node device address type

uint8_t dev_uuid[16]
Device UUID

uint16_t oob_info
Node OOB information

uintl6_t unicast_addr

Node unicast address

uint§_t element_num

Node element number

uintl6_t net_idx
Node NetKey Index

uint8_t £lags
Node key refresh flag and iv update flag
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uint32_t iv_index

Node IV Index

uint8_t dev_key[16]
Node device key

char name[ESP_BLE_MESH_NODE_NAME_MAX_LEN + 1]

Node name

uint16_t comp_length
Length of Composition Data

uint8_t *comp_data

Value of Composition Data

struct esp_ble_mesh_fast_prov_info_t

Context of fast provisioning which need to be set.

Public Members

uintl6_t unicast_min

Minimum unicast address used for fast provisioning

uintl6_t unicast_max

Maximum unicast address used for fast provisioning

uintl6_t net_idx

Netkey index used for fast provisioning

uint8_t £lags

Flags used for fast provisioning

uint32_t iv_index

IV Index used for fast provisioning

uint8_t of fset
Offset of the UUID to be compared

uint§_tmatch_len
Length of the UUID to be compared

uint8_tmatch_val[l6]
Value of UUID to be compared

struct esp_ble_mesh_heartbeat_filter_info_t

Context of Provisioner heartbeat filter information to be set
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Public Members

uint16_t hb_src

Heartbeat source address (unicast address)

uint16_t hb_dst

Heartbeat destination address (unicast address or group address)

struct esp_ble_mesh_client_op_pair_t

BLE Mesh client models related definitions.

Client model Get/Set message opcode and corresponding Status message opcode

Public Members

uint32_t cli_op

The client message opcode

uint32_t status_op

The server status opcode corresponding to the client message opcode

struct esp_ble_mesh_client_t

Client Model user data context.

Public Members

esp_ble_mesh_model_t *model

Pointer to the client model. Initialized by the stack.

int op_pair_size

Size of the op_pair

const esp_ble_mesh_client_op_pair_t *op_pair

Table containing get/set message opcode and corresponding status message opcode

uint32_t publish_status

Callback used to handle the received unsolicited message. Initialized by the stack.

void *internal_data

Pointer to the internal data of client model

uint§_tmsg_role

Role of the device (Node/Provisioner) that is going to send messages

struct esp_ble_mesh_client_common_param_ t

Common parameters of the messages sent by Client Model.
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Public Members

esp_ble_mesh_opcode_t opcode

Message opcode

esp_ble_mesh_model_t *model

Pointer to the client model structure

esp_ble_mesh_msg_ctx_t ctx

The context used to send message

int32_tmsg_timeout

Timeout value (ms) to get response to the sent message Note: if using default timeout value in menuconfig,
make sure to set this value to 0

uint8_tmsg_role

Role of the device - Node/Provisioner

struct esp_ble_mesh_state_transition_t
Parameters of the server model state transition
Public Functions

BLE_MESH_ATOMIC_DEFINE (flag, ESP_BLE_MESH_SERVER_FLAG_MAX)

Flag used to indicate if the transition timer has been started internally.

If the model which contains esp_ble_mesh_state_transition_t  sets “set_auto_rsp” to
ESP_BLE_MESH_SERVER_RSP_BY_APP, the handler of the timer shall be initialized by the
users.

And users can use this flag to indicate whether the timer is started or not.

Public Members

bool just_started

Indicate if the state transition has just started

uint8_t trans_time

State transition time

uint8_t remain_time

Remaining time of state transition

uint8_t delay

Delay before starting state transition

uint32_t quo_tt

Duration of each divided transition step
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uint32_t counter

Number of steps which the transition duration is divided

uint32_t total_duration

State transition total duration

int64_t start_timestamp

Time when the state transition is started

struct k_delayed_work timer

Timer used for state transition

struct esp_ble_mesh_last_msg_info_t

Parameters of the server model received last same set message.

Public Members

uint8_t tid

Transaction number of the last message

uintl6_t sre

Source address of the last message

uintl6_t dst

Destination address of the last message

int64_t timestamp

Time when the last message is received

struct esp_ble_mesh_server_rsp_ctrl_t

Parameters of the Server Model response control

Public Members

uint8_t get_auto_rsp

BLE Mesh Server Response Option.

il.

iii.

iv.

vi.

. If get_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of Client

Get messages need to be replied by the application;

If get_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Client Get
messages will be replied by the server models;

If set_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of Client
Set messages need to be replied by the application;

If set_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Client Set
messages will be replied by the server models;

. If status_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of

Server Status messages need to be replied by the application;
If status_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Server
Status messages will be replied by the server models; Response control for Client Get messages
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uint8_t set_auto_rsp

Response control for Client Set messages

uint§_t status_auto_rsp

Response control for Server Status messages

Macros

ESP_BLE_MESH_SDU_MAX_LEN

< The maximum length of a BLE Mesh message, including Opcode, Payload and TransMIC Length of a short
Mesh MIC.

ESP_BLE_MESH_MIC_SHORT
Length of a long Mesh MIC.

ESP_BLE_MESH_MIC_LONG

The maximum length of a BLE Mesh provisioned node name

ESP_BLE_MESH_NODE_NAME_MAX_LEN

The maximum length of a BLE Mesh unprovisioned device name

ESP_BLE_MESH_DEVICE_NAME_MAX_ LEN

The maximum length of settings user id

ESP_BLE_MESH_SETTINGS_UID_SIZE

Invalid settings index

ESP_BLE_MESH_INVALID_SETTINGS_IDX
Define the BLE Mesh octet 16 bytes size

ESP_BLE_MESH_OCTET16_LEN

ESP_BLE_MESH_OCTETS8_LEN

ESP_BLE_MESH_CID_NVAL
Special TTL value to request using configured default TTL

ESP_BLE_MESH_TTL_DEFAULT

Maximum allowed TTL value

ESP_BLE_MESH_TTL_MAX

ESP_BLE_MESH_ADDR_UNASSIGNED

ESP_BLE_MESH_ADDR_ALIL_NODES

ESP_BLE_MESH_ADDR_PROXIES
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ESP_BLE_MESH_ADDR_FRIENDS

ESP_BLE_MESH_ADDR_RELAYS

ESP_BLE_MESH_KEY_UNUSED

ESP_BLE_MESH_KEY_DEV

ESP_BLE_MESH_KEY PRIMARY

ESP_BLE_MESH_KEY_ ANY

Primary Network Key index

ESP_BLE_MESH_NET_ PRIMARY

Relay state value

ESP_BLE_MESH_RELAY_ DISABLED

ESP_BLE_MESH_RELAY ENABLED

ESP_BLE_MESH_RELAY NOT_SUPPORTED

Beacon state value

ESP_BLE_MESH_BEACON_DISABLED

ESP_BLE_MESH_BEACON_ENABLED
GATT Proxy state value

ESP_BLE_MESH_GATT_PROXY DISABLED

ESP_BLE_MESH_GATT_ PROXY_ENABLED

ESP_BLE_MESH_GATT_ PROXY_NOT_SUPPORTED

Friend state value

ESP_BLE_MESH_FRIEND_DISABLED

ESP_BLE_MESH_FRIEND_ENABLED

ESP_BLE_MESH_FRIEND_NOT_SUPPORTED

Node identity state value

ESP_BLE_MESH_NODE_IDENTITY_ STOPPED

ESP_BLE_MESH_NODE_IDENTITY RUNNING
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ESP_BLE_MESH_NODE_IDENTITY_ NOT_SUPPORTED
Supported features

ESP_BLE_MESH_FEATURE_RELAY

ESP_BLE_MESH_FEATURE_PROXY

ESP_BLE_MESH_FEATURE_FRIEND

ESP_BLE_MESH_FEATURE_LOW_POWER

ESP_BLE_MESH_FEATURE_ALL_SUPPORTED
ESP_BLE_MESH_ADDR_IS_UNICAST (addr)
ESP_BLE_MESH_ADDR_IS_GROUP (addr)
ESP_BLE_MESH_ADDR_IS_VIRTUAL (addr)

ESP_BLE_MESH_ADDR_IS_RFU (addr)

ESP_BLE_MESH_INVALID_ NODE_INDEX

ESP_BLE_MESH_TRANSMIT (count, int_ms)

Encode transmission count & interval steps.

5 1::  For example, ESP_BLE_MESH_TRANSMIT(2, 20) means that the message will be sent about
90ms(count is 3, step is 1, interval is 30 ms which includes 10ms of advertising interval random delay).

BH
¢ count —Number of retransmissions (first transmission is excluded).
* int_ms —Interval steps in milliseconds. Must be greater than 0 and a multiple of 10.
&[] BLE Mesh transmit value that can be used e.g. for the default values of the Configuration
Model data.

ESP_BLE_MESH_GET_TRANSMIT_ COUNT (transmit)
Decode transmit count from a transmit value.
e transmit —Encoded transmit count & interval value.
j&[H] Transmission count (actual transmissions equal to N + 1).
ESP_BLE_MESH_GET_TRANSMIT_ INTERVAL (transmit)
Decode transmit interval from a transmit value.
S
e transmit —Encoded transmit count & interval value.
& 1] Transmission interval in milliseconds.
ESP_BLE_MESH_PUBLISH_TRANSMIT (count, int_ms)
Encode Publish Retransmit count & interval steps.

S8
e count —Number of retransmissions (first transmission is excluded).
* int_ms —Interval steps in milliseconds. Must be greater than 0 and a multiple of 50.
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1& 1] BLE Mesh transmit value that can be used e.g. for the default values of the Configuration
Model data.

ESP_BLE_MESH_GET_PUBLISH_TRANSMIT_COUNT (transmit)

Decode Publish Retransmit count from a given value.

ZH
e transmit —Encoded Publish Retransmit count & interval value.
7R [H] Retransmission count (actual transmissions equal to N + 1).

ESP_BLE_MESH_GET_PUBLISH_TRANSMIT_ INTERVAL (transmit)

Decode Publish Retransmit interval from a given value.

Callbacks which are not needed to be initialized by users (set with 0 and will be initialized internally)

2H
e transmit —Encoded Publish Retransmit count & interval value.
&[] Transmission interval in milliseconds.

ESP_BLE_MESH_PROV_STATIC_OOB_MAX_LEN
Maximum length of string used by Output OOB authentication

ESP_BLE_MESH_PROV_OUTPUT_OOB_MAX_LEN
Maximum length of string used by Output OOB authentication

ESP_BLE_MESH_PROV_INPUT OOB_MAX_LEN

Macros used to define message opcode
ESP_BLE_MESH_MODEL_OP_1 (b0)

ESP_BLE_MESH_MODEL_OP_2 (b0, bl)
ESP_BLE_MESH_MODEL_OP_3 (b0, cid)

This macro is associated with BLE_ MESH_MODEL_CB in mesh_access.h
ESP_BLE_MESH_SIG_MODEL (_id, _op, _pub, _user_data)

This macro is associated with BLE_ MESH_MODEL_VND_CB in mesh_access.h
ESP_BLE_MESH_VENDOR_MODEL (_company, _id, _op, _pub, _user_data)
ESP_BLE_MESH_ELEMENT (_loc, _mods, _vnd_mods)

Helper to define a BLE Mesh element within an array.

In case the element has no SIG or Vendor models, the helper macro ESP_BLE_MESH_MODEL_NONE can
be given instead.

57 This macro is associated with BLE_ MESH_ELEM in mesh_access.h

BH
* _loc Location Descriptor.
* _mods —Array of SIG models.
* _vnd_mods —Array of vendor models.

ESP_BLE_MESH_PROV (uuid, sta_val, sta_val_len, out_size, out_act, in_size, in_act)

BT_OCTET32_LEN
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BD_ADDR_LEN

ESP_BLE_MESH_ADDR_TYPE_PUBLIC

ESP_BLE_MESH_ADDR_TYPE_RANDOM

ESP_BLE_MESH_ADDR_TYPE_RPA_PUBLIC

ESP_BLE_MESH_ADDR_TYPE_RPA_RANDOM

ESP_BLE_MESH_MODEL_PUB_DEFINE (_name, _msg_len, _role)
Define a model publication context.

B8
* _name —Variable name given to the context.
* _msg_1len —Length of the publication message.
» _role —Role of the device which contains the model.

ESP_BLE_MESH_MODEL_OP (_opcode, _min_len)
Define a model operation context.

BH
* _opcode ~Message opcode.
* _min_len Message minimum length.

ESP_BLE_MESH_MODEL_OP_END

Define the terminator for the model operation table. Each model operation struct array must use this terminator
as the end tag of the operation unit.

ESP_BLE_MESH_MODEL_NONE

Helper to define an empty model array. This structure is associated with BLE_MESH_MODEL_NONE in
mesh_access.h

ADD_DEV_RM_AFTER_PROV_FLAG

Device will be removed from queue after provisioned successfully

ADD_DEV_START PROV_NOW_FLAG

Start provisioning device immediately

ADD_DEV_FLUSHABLE_DEV_FLAG

Device can be remove when queue is full and new device is going to added

DEL_DEV_ADDR_FLAG

DEL_DEV_UUID_FLAG

PROV_DATA_NET_IDX_FLAG

PROV_DATA_FLAGS_FLAG

PROV_DATA_IV_INDEX_FLAG
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ESP_BLE_MESH_HEARTBEAT_FILTER_ACCEPTLIST

ESP_BLE_MESH_HEARTBEAT FILTER_REJECTLIST

Provisioner heartbeat filter operation

ESP_BLE_MESH_HEARTBEAT_ FILTER_ADD

ESP_BLE_MESH_HEARTBEAT_ FILTER_REMOVE

ESP_BLE_MESH_MODEL_ID_ CONFIG_SRV
BLE Mesh models related Model ID and Opcode definitions.

< Foundation Models

ESP_BLE_MESH_MODEL_ID_CONFIG_CLI

ESP_BLE_MESH_MODEL_ID_HEALTH_SRV

ESP_BLE_MESH_MODEL_ID_ HEALTH CLI
Models from the Mesh Model Specification

ESP_BLE_MESH_MODEL_ID_GEN_ONOFF_SRV

ESP_BLE_MESH_MODEL_ID_GEN_ONOFF_CLI

ESP_BLE_MESH_MODEL_ID_GEN_LEVEL_SRV

ESP_BLE_MESH_MODEL_ID_GEN_LEVEL_CLI

ESP_BLE_MESH_MODEL_ID_GEN_DEF_TRANS_TIME_SRV

ESP_BLE_MESH_MODEL_ID_GEN_DEF_TRANS_TIME_CLI

ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_SRV

ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_CLI

ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_SRV

ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_CLI

ESP_BLE_MESH_MODEL_ID_GEN_BATTERY_ SRV
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ESP_BLE_MESH_MODEL_ID_GEN_BATTERY CLI

ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_ SRV

ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_LOCATION CLI

ESP_BLE_MESH_MODEL_ID_GEN_ADMIN_PROP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_MANUFACTURER_PROP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_USER_PROP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_CLIENT_ PROP_SRV

ESP_BLE_MESH_MODEL_ID_GEN_PROP_CLI

ESP_BLE_MESH_MODEL_ID_SENSOR_SRV

ESP_BLE_MESH_MODEL_ID_SENSOR_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_SENSOR_CLI

ESP_BLE_MESH_MODEL_ID_TIME_SRV

ESP_BLE_MESH_MODEL_ID_TIME_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_TIME_CLI

ESP_BLE_MESH_MODEL_ID_SCENE_SRV

ESP_BLE_MESH_MODEL_ID_SCENE_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_SCENE_CLI

ESP_BLE_MESH_MODEL_ID_SCHEDULER_SRV

ESP_BLE_MESH_MODEL_ID_SCHEDULER_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_SCHEDULER_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT LIGHTNESS_SETUP_SRV
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ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT CTL_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_TEMP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT HSL_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT HSL_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_HUE_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_SAT_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_XYL_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT XYL_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT XYL_CLI

ESP_BLE_MESH_MODEL_ID_LIGHT_LC_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_LC_SETUP_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_LC_CLI

ESP_BLE_MESH_MODEL_OP_BEACON_GET
Config Beacon Get

ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET
Config Composition Data Get

ESP_BLE_MESH_MODEL_OP_DEFAULT_TTIL_GET
Config Default TTL Get

ESP_BLE_MESH_MODEL_OP_GATT_ PROXY_GET
Config GATT Proxy Get

ESP_BLE_MESH_MODEL_OP_RELAY_ GET
Config Relay Get
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ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET
Config Model Publication Get

ESP_BLE_MESH_MODEL_OP_FRIEND_GET
Config Friend Get

ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_GET
Config Heartbeat Publication Get

ESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_GET
Config Heartbeat Subscription Get

ESP_BLE_MESH_MODEL_OP_NET_KEY_ GET
Config NetKey Get

ESP_BLE_MESH_MODEL_OP_APP_KEY_ GET
Config AppKey Get

ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_GET
Config Node Identity Get

ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_GET
Config SIG Model Subscription Get

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_GET
Config Vendor Model Subscription Get

ESP_BLE_MESH_MODEL_OP_SIG_MODEL_APP_GET
Config SIG Model App Get

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_GET
Config Vendor Model App Get

ESP_BLE_MESH_MODEL_OP_KEY_ REFRESH_PHASE_GET
Config Key Refresh Phase Get

ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT GET
Config Low Power Node PollTimeout Get

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_ GET
Config Network Transmit Get

ESP_BLE_MESH_MODEL_OP_BEACON_SET
Config Beacon Set

ESP_BLE_MESH_MODEL_OP_DEFAULT_TTI_SET
Config Default TTL Set
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ESP_BLE_MESH_MODEL_OP_GATT PROXY_ SET
Config GATT Proxy Set

ESP_BLE_MESH_MODEL_OP_RELAY_ SET
Config Relay Set

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_SET
Config Model Publication Set

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD
Config Model Subscription Add

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_ADD
Config Model Subscription Virtual Address Add

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE
Config Model Subscription Delete

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_DELETE
Config Model Subscription Virtual Address Delete

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE
Config Model Subscription Overwrite

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_OVERWRITE
Config Model Subscription Virtual Address Overwrite

ESP_BLE_MESH_MODEL_OP_NET_KEY_ ADD
Config NetKey Add

ESP_BLE_MESH_MODEL_OP_APP_KEY_ ADD
Config AppKey Add

ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND
Config Model App Bind

ESP_BLE_MESH_MODEL_OP_NODE_RESET
Config Node Reset

ESP_BLE_MESH_MODEL_OP_FRIEND_SET
Config Friend Set

ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_SET
Config Heartbeat Publication Set

ESP_BLE_MESH_MODEL_OP_HEARTBEAT SUB_SET
Config Heartbeat Subscription Set
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ESP_BLE_MESH_MODEL_OP_NET_KEY_ UPDATE
Config NetKey Update

ESP_BLE_MESH_MODEL_OP_NET_KEY_ DELETE
Config NetKey Delete

ESP_BLE_MESH_MODEL_OP_APP_KEY_ UPDATE
Config AppKey Update

ESP_BLE_MESH_MODEL_OP_APP_KEY_ DELETE
Config AppKey Delete

ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_SET
Config Node Identity Set

ESP_BLE_MESH_MODEL_OP_KEY_ REFRESH_PHASE_SET
Config Key Refresh Phase Set

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_VIRTUAL_ADDR_SET
Config Model Publication Virtual Address Set

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE_ALL
Config Model Subscription Delete All

ESP_BLE_MESH_MODEL_OP_MODEL_APP_UNBIND
Config Model App Unbind

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_SET
Config Network Transmit Set

ESP_BLE_MESH_MODEL_OP_BEACON_STATUS

ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_STATUS

ESP_BLE_MESH_MODEL_OP_DEFAULT_ TTIL_STATUS

ESP_BLE_MESH_MODEL_OP_GATT_PROXY_ STATUS

ESP_BLE_MESH_MODEL_OP_RELAY_STATUS

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_STATUS

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_STATUS

ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_LIST

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_LIST
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ESP_BLE_MESH_MODEL_OP_NET_KEY_ STATUS

ESP_BLE_MESH_MODEL_OP_NET_ KEY_ LIST

ESP_BLE_MESH_MODEL_OP_APP_KEY_ STATUS

ESP_BLE_MESH_MODEL_OP_APP_KEY LIST

ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_ STATUS

ESP_BLE_MESH_MODEL_OP_MODEL_APP_STATUS

ESP_BLE_MESH_MODEL_OP_SIG_MODEL_APP_LIST

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_LIST

ESP_BLE_MESH_MODEL_OP_NODE_RESET_STATUS

ESP_BLE_MESH_MODEL_OP_FRIEND_STATUS

ESP_BLE_MESH_MODEL_OP_KEY_ REFRESH_PHASE_STATUS

ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_STATUS

ESP_BLE_MESH_MODEL_OP_HEARTBEAT SUB_STATUS

ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT STATUS

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_STATUS

ESP_BLE_MESH_CFG_STATUS_SUCCESS

ESP_BLE_MESH_CFG_STATUS_INVALID_ADDRESS

ESP_BLE_MESH_CFG_STATUS_INVALID_MODEL

ESP_BLE_MESH_CFG_STATUS_INVALID_ APPKEY

ESP_BLE_MESH_CFG_STATUS_INVALID_ NETKEY

ESP_BLE_MESH_CFG_STATUS_INSUFFICIENT_RESOURCES

ESP_BLE_MESH_CFG_STATUS_KEY_INDEX ALREADY_ STORED

ESP_BLE_MESH_CFG_STATUS_INVALID_ PUBLISH_PARAMETERS
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ESP_BLE_MESH_CFG_STATUS_NOT_A_SUBSCRIBE_MODEL

ESP_BLE_MESH_CFG_STATUS_STORAGE_FAILURE

ESP_BLE_MESH_CFG_STATUS_FEATURE_NOT_SUPPORTED

ESP_BLE_MESH_CFG_STATUS_CANNOT_UPDATE

ESP_BLE_MESH_CFG_STATUS_CANNOT REMOVE

ESP_BLE_MESH_CFG_STATUS_CANNOT_BIND

ESP_BLE_MESH_CFG_STATUS_TEMP_UNABLE_TO_CHANGE_STATE

ESP_BLE_MESH_CFG_STATUS_CANNOT_SET

ESP_BLE_MESH_CFG_STATUS_UNSPECIFIED_ERROR

ESP_BLE_MESH_CFG_STATUS_INVALID_BINDING

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_GET
Health Fault Get

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_GET
Health Period Get

ESP_BLE_MESH_MODEL_OP_ATTENTION_ GET
Health Attention Get

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT CLEAR
Health Fault Clear

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT CLEAR_UNACK
Health Fault Clear Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT TEST
Health Fault Test

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT TEST_ UNACK
Health Fault Test Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET
Health Period Set

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET_ UNACK
Health Period Set Unacknowledged
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ESP_BLE_MESH_MODEL_OP_ATTENTION_SET
Health Attention Set

ESP_BLE_MESH_MODEL_OP_ATTENTION_SET_UNACK
Health Attention Set Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_CURRENT_STATUS

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_ STATUS

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_STATUS

ESP_BLE_MESH_MODEL_OP_ATTENTION_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_GET

ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET

ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_STATUS

Generic Level Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_GET

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET

ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET

ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET_UNACK

Generic Default Transition Time Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_GET

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_SET

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_SET UNACK
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ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_STATUS
Generic Power OnOff Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_GET

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_STATUS
Generic Power OnOff Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET UNACK

Generic Power Level Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET UNACK

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST STATUS

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_ STATUS

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_STATUS

Generic Power Level Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_ SET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET UNACK
Generic Battery Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_BATTERY_ GET

ESP_BLE_MESH_MODEL_OP_GEN_BATTERY_STATUS

Generic Location Message Opcode
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ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_GET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_GET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_STATUS

Generic Location Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET UNACK

Generic Manufacturer Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_GET

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_ GET

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET_ UNACK

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_STATUS
Generic Admin Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_ PROPERTIES_GET

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTIES_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_ GET

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_ SET

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTY_ SET_ UNACK

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_ STATUS
Generic User Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_GET
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ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_STATUS

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_ GET

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_ SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_STATUS
Generic Client Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_CLIENT PROPERTIES_GET

ESP_BLE_MESH_MODEL_OP_GEN_CLIENT PROPERTIES_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_DESCRIPTOR_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_DESCRIPTOR_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_COLUMN_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_COLUMN_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_SERIES_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_SERIES_STATUS
Sensor Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_SET

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_SET_UNACK

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTINGS_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTINGS_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_GET
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ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_SET

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_SET_UNACK

ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_STATUS

ESP_BLE_MESH_MODEL_OP_TIME_GET

ESP_BLE_MESH_MODEL_OP_TIME_SET

ESP_BLE_MESH_MODEL_OP_TIME_STATUS

ESP_BLE_MESH_MODEL_OP_TIME_ROLE_GET

ESP_BLE_MESH_MODEL_OP_TIME_ROLE_SET

ESP_BLE_MESH_MODEL_OP_TIME_ROLE_STATUS

ESP_BLE_MESH_MODEL_OP_TIME_ZONE_GET

ESP_BLE_MESH_MODEL_OP_TIME_ZONE_SET

ESP_BLE_MESH_MODEL_OP_TIME_ZONE_STATUS

ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_GET

ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_SET

ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_STATUS
Scene Message Opcode

ESP_BLE_MESH_MODEL_OP_SCENE_GET

ESP_BLE_MESH_MODEL_OP_SCENE_RECALL

ESP_BLE_MESH_MODEL_OP_SCENE_RECALIL_UNACK

ESP_BLE_MESH_MODEL_OP_SCENE_STATUS

ESP_BLE_MESH_MODEL_OP_SCENE_REGISTER_GET

ESP_BLE_MESH_MODEL_OP_SCENE_REGISTER_STATUS
Scene Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SCENE_STORE
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ESP_BLE_MESH_MODEL_OP_SCENE_STORE_UNACK

ESP_BLE_MESH_MODEL_OP_SCENE_DELETE

ESP_BLE_MESH_MODEL_OP_SCENE_DELETE_UNACK
Scheduler Message Opcode

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_GET

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_STATUS

ESP_BLE_MESH_MODEL_OP_SCHEDULER_GET

ESP_BLE_MESH_MODEL_OP_SCHEDULER_STATUS
Scheduler Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_SET

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_LINEAR_GET

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_LINEAR_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LINEAR_SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LINEAR_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LAST_GET

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_LAST_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_DEFAULT_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_GET
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ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_STATUS
Light Lightness Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT_SET

ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_DEFAULT_SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_SET_ UNACK
Light CTL Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_CTIL_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_TEMPERATURE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_TEMPERATURE_SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_TEMPERATURE_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT GET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT_ STATUS
Light CTL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT SET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT CTL_TEMPERATURE_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_SET UNACK
Light HSL Message Opcode
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ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_GET

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_HUE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_HUE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_HUE_SET UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_HUE_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SATURATION_GET

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_SATURATION_SET

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_SATURATION_SET UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SATURATION_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_TARGET_ GET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_TARGET_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_HSIL_DEFAULT GET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT_ STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_RANGE_STATUS
Light HSL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT HSL_DEFAULT SET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_HSIL_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_RANGE_SET UNACK
Light xyL. Message Opcode
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ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_GET

ESP_BLE_MESH_MODEL_OP_LIGHT XYL_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_XYIL_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_TARGET_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_TARGET_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT XYL_DEFAULT GET

ESP_BLE_MESH_MODEL_OP_LIGHT XYL_DEFAULT_ STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_XYIL_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_ XYL_RANGE_STATUS
Light xyL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT SET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT XYL_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_ XYL RANGE_SET UNACK
Light Control Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_ LC_MODE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_SET UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT LC_OM_GET

ESP_BLE_MESH_MODEL_OP_LIGHT LC_OM_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_ SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_STATUS
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ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ONOFF_GET

ESP_BLE_MESH_MODEL_OP_LIGHT LC_LIGHT_ ONOFF_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT ONOFF_SET_UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ ONOFF_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY_ GET

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY_ SET

ESP_BLE_MESH_MODEL_OP_LIGHT LC_PROPERTY_ SET_ UNACK

ESP_BLE_MESH_MODEL_OP_LIGHT LC_PROPERTY_ STATUS

ESP_BLE_MESH_MODEL_STATUS_SUCCESS

ESP_BLE_MESH_MODEL_STATUS_CANNOT_SET RANGE_MIN

ESP_BLE_MESH_MODEL_STATUS_CANNOT_SET_RANGE_MAX

ESP_BLE_MESH_SERVER_RSP_BY_ APP

Response need to be sent in the application

ESP_BLE_MESH_SERVER_AUTO_RSP

Response will be sent internally

Type Definitions

typedef uint8_t esp_ble_mesh_octet16_t[ESP_BLE_MESH_OCTET16_LEN]
Define the BLE Mesh octet 8 bytes size

typedef uint8_t esp_ble_mesh_octet8_t[ESP_BLE_MESH_OCTETS_LEN]
Invalid Company ID

typedef uint32_t esp_ble_mesh_cb_t

typedef uint8_t UINTS8

typedef uint16_t UINT16

typedef uint32_t UINT32

typedef uint64_t UINT64
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typedef UINTS BT_OCTET32[BT_OCTET32_LEN]

typedef uint§_t BD_ADDR[BD_ADDR_LEN]

typedef uint8_t esp_ble_mesh_bd_addr_ t[BD_ADDR_LEN]

typedef uint8_t esp_ble_mesh_addr_type_t
BLE device address type.

typedef struct esp_ble_mesh_model esp_ble_mesh_model_t

typedef uint8_t esp_ble_mesh_dev_add_flag_t

typedef uint32_t esp_ble_mesh_opcode_config client_get_t

esp_ble_mesh_opcode_config_client_get_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_config_client_get_state. The following opcodes will only be used in
the esp_ble_mesh_config_client_get_state function.

typedef uint32_t esp_ble_mesh_opcode_config client_set_t

esp_ble_mesh_opcode_config_client_set_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_config_client_set_state. The following opcodes will only be used in
the esp_ble_mesh_config_client_set_state function.

typedef uint32_t esp_ble_mesh_opcode_config_status_t

esp_ble_mesh_opcode_config_status_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to locate
the opcodes used by the Config Model messages The following opcodes are used by the BLE Mesh Config
Server Model internally to respond to the Config Client Model’ s request messages.

typedef uint8_t esp_ble_mesh_cfg_status_t

This typedef is only used to indicate the status code contained in some of the Configuration Server Model status
message.

typedef uint32_t esp_ble_mesh_opcode_health_client_get_t

esp_ble_mesh_opcode_health_client_get_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_health_client_get_state. The following opcodes will only be used in
the esp_ble_mesh_health_client_get_state function.

typedef uint32_t esp_ble_mesh_opcode_health_client_set_t

esp_ble_mesh_opcode_health_client_set_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_health_client_set_state. The following opcodes will only be used in
the esp_ble_mesh_health_client_set_state function.

typedef uint32_t esp_ble_mesh_health_model_status_t

esp_ble_mesh_health_model_status_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to locate
the opcodes used by the Health Model messages. The following opcodes are used by the BLE Mesh Health
Server Model internally to respond to the Health Client Model’ s request messages.

typedef uint32_t esp_ble_mesh_generic_message_opcode_t

esp_ble_mesh_generic_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_generic_client_get_state &
esp_ble_mesh_generic_client_set_state. Generic OnOff Message Opcode
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typedef uint32_t esp_ble_mesh_sensor_message_opcode_t

esp_ble_mesh_sensor_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef
only used to locate the opcodes used by functions esp_ble_mesh_sensor_client_get_state
esp_ble_mesh_sensor_client_set_state. Sensor Message Opcode

typedef uint32_t esp_ble_mesh_time_scene_message_opcode_t

esp_ble_mesh_time_scene_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef
only used to locate the opcodes used by functions esp_ble_mesh_time_scene_client_get_state
esp_ble_mesh_time_scene_client_set_state. Time Message Opcode

typedef uint32_t esp_ble_mesh_light_message_opcode_t

is

is

esp_ble_mesh_light_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to locate
the opcodes used by functions esp_ble_mesh_light_client_get_state & esp_ble_mesh_light_client_set_state.

Light Lightness Message Opcode

typedef uint32_t esp_ble_mesh_opcode_t
End of defines of esp_ble_mesh_opcode_t

typedef uint8_t esp_ble_mesh_model_status_t

This typedef is only used to indicate the status code contained in some of the server models (e.g. Generic

Server Model) status message.

Enumerations

enum esp_ble_mesh_cb_type_t

Values:

enumerator ESP_BLE_MESH_TYPE_PROV_CB

enumerator ESP_BLE_MESH_TYPE_OUTPUT_NUM_CB

enumerator ESP_BLE_MESH_TYPE_OUTPUT_STR_CB

enumerator ESP_BLE_MESH_TYPE_INTPUT_CB

enumerator ESP_BLE_MESH_TYPE_LINK_OPEN_CB

enumerator ESP_BLE_MESH_TYPE_LINK_CLOSE_CB

enumerator ESP_BLE_MESH_TYPE_COMPLETE_CB

enumerator ESP_BLE_MESH_TYPE_RESET_CB

enum esp_ble_mesh_oob_method_t

Values:

enumerator ESP_BLE_MESH_NO_OOB

enumerator ESP_BLE_MESH_STATIC_OOB
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enumerator ESP_BLE_MESH_OUTPUT_OOB

enumerator ESP_BLE_MESH_INPUT_OOB

enum esp_ble_mesh_output_action_t

Values:

enumerator ESP_BLE_MESH_NO_OUTPUT

enumerator ESP_BLE_MESH_BLINK

enumerator ESP_BLE_MESH_BEEP

enumerator ESP_BLE_MESH_VIBRATE

enumerator ESP_BLE_MESH_DISPLAY NUMBER

enumerator ESP_BLE_MESH_DISPLAY_STRING

enum esp_ble_mesh_input_action_t

Values:

enumerator ESP_BLE_MESH_NO_INPUT

enumerator ESP_BLE_MESH_PUSH

enumerator ESP_BLE_MESH_TWIST

enumerator ESP_BLE_MESH_ENTER_NUMBER

enumerator ESP_BLE_MESH_ENTER_STRING

enum esp_ble_mesh_prov_bearer_t

Values:

enumerator ESP_BLE_MESH_PROV_ADV

enumerator ESP_BLE_MESH_PROV_GATT

enum esp_ble_mesh_prov_oob_info_t

Values:

enumerator ESP_BLE_MESH_PROV_OOB_OTHER

enumerator ESP_BLE_MESH_PROV_OOB_URI
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enumerator ESP_BLE_MESH_PROV_OOB_2D_CODE

enumerator ESP_BLE_MESH_PROV_OOB_BAR_CODE

enumerator ESP_BLE_MESH_PROV_OOB_NFC

enumerator ESP_BLE_MESH_PROV_OOB_NUMBER

enumerator ESP_BLE_MESH_PROV_OOB_STRING

enumerator ESP_BLE_MESH_PROV_OOB_ON_BOX

enumerator ESP_BLE_MESH_PROV_OOB_IN_BOX

enumerator ESP_BLE_MESH_PROV_OOB_ON_PAPER

enumerator ESP_BLE_MESH_PROV_OOB_IN_MANUAL

enumerator ESP_BLE_MESH_PROV_OOB_ON_DEV

enum esp_ble_mesh_dev_role_t

Values:

enumerator ROLE__NODE

enumerator ROLE_PROVISIONER

enumerator ROLE_FAST_PROV

enum esp_ble_mesh_fast_prov_action_t

Values:

enumerator FAST _PROV_ACT_NONE

enumerator FAST _PROV_ACT_ENTER

enumerator FAST PROV_ACT_SUSPEND

enumerator FAST_PROV_ACT_EXIT

enumerator FAST_PROV_ACT_MAX

enum esp_ble_mesh_proxy_ filter_type_t

Values:

enumerator PROXY_FILTER_WHITELIST
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enumerator PROXY_FILTER_BLACKLIST

enum esp_ble_mesh_prov_cb_event_t

Values:

enumerator ESP_BLE_MESH_PROV_REGISTER_COMP_EVT

Initialize BLE Mesh provisioning capabilities and internal data information completion event

enumerator ESP_BLE_MESH_NODE_SET_UNPROV_DEV_NAME_COMP_EVT

Set the unprovisioned device name completion event

enumerator ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT

Enable node provisioning functionality completion event

enumerator ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT

Disable node provisioning functionality completion event

enumerator ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT
Establish a BLE Mesh link event

enumerator ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT
Close a BLE Mesh link event

enumerator ESP_BLE_MESH_NODE_PROV_OOB_PUB_KEY_EVT
Generate Node input OOB public key event

enumerator ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT

Generate Node Output Number event

enumerator ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT
Generate Node Output String event

enumerator ESP_BLE_MESH_NODE_PROV_INPUT_EVT

Event requiring the user to input a number or string

enumerator ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT

Provisioning done event

enumerator ESP_BLE_MESH_NODE_PROV_RESET_EVT

Provisioning reset event

enumerator ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_COMP_EVT

Node set oob public key completion event

enumerator ESP_BLE_MESH_NODE_PROV_INPUT_NUMBER_COMP_EVT

Node input number completion event

enumerator ESP_BLE_MESH_NODE_PROV_INPUT_STRING_COMP_EVT

Node input string completion event
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enumerator ESP_BLE_MESH_NODE_PROXY_IDENTITY ENABLE_COMP_EVT
Enable BLE Mesh Proxy Identity advertising completion event

enumerator ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT
Enable BLE Mesh GATT Proxy Service completion event

enumerator ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT
Disable BLE Mesh GATT Proxy Service completion event

enumerator ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY_ COMP_EVT
Node add NetKey locally completion event

enumerator ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY_ COMP_EVT
Node add AppKey locally completion event

enumerator ESP_BLE_MESH_NODE_BIND_APP_KEY_ TO_MODEL_COMP_EVT
Node bind AppKey to model locally completion event

enumerator ESP_ BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT

Provisioner enable provisioning functionality completion event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT

Provisioner disable provisioning functionality completion event

enumerator ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT EVT

Provisioner receives unprovisioned device beacon event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_ EVT

Provisioner read unprovisioned device OOB public key event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT

Provisioner input value for provisioning procedure event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT

Provisioner output value for provisioning procedure event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT

Provisioner establish a BLE Mesh link event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT

Provisioner close a BLE Mesh link event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT

Provisioner provisioning done event

enumerator ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT

Provisioner add a device to the list which contains devices that are waiting/going to be provisioned com-
pletion event
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enumerator ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT

Provisioner start to provision an unprovisioned device completion event

enumerator ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT

Provisioner delete a device from the list, close provisioning link with the device completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET DEV_UUID_MATCH_COMP_EVT

Provisioner set the value to be compared with part of the unprovisioned device UUID completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET PROV_DATA_INFO_COMP_EVT

Provisioner set net_idx/flags/iv_index used for provisioning completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET_ STATIC_OOB_VALUE_COMP_EVT

Provisioner set static oob value used for provisioning completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET PRIMARY ELEM ADDR_COMP_EVT

Provisioner set unicast address of primary element completion event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_ COMP_EVT

Provisioner read unprovisioned device OOB public key completion event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT

Provisioner input number completion event

enumerator ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT

Provisioner input string completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET NODE_NAME_COMP_EVT

Provisioner set node name completion event

enumerator ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY COMP_EVT

Provisioner add local app key completion event

enumerator ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAIL_APP_KEY COMP_EVT

Provisioner update local app key completion event

enumerator ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY TO_MODEL_COMP_EVT

Provisioner bind local model with local app key completion event

enumerator ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY_ COMP_EVT

Provisioner add local network key completion event

enumerator ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAIL_NET KEY COMP_EVT

Provisioner update local network key completion event

enumerator ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT

Provisioner store node composition data completion event
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enumerator ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT

Provisioner delete node with uuid completion event

enumerator ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT

Provisioner delete node with unicast address completion event

enumerator ESP_ BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT_RECV_COMP_EVT

Provisioner start to receive heartbeat message completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET HEARTBEAT FILTER_TYPE_COMP_EVT

Provisioner set the heartbeat filter type completion event

enumerator ESP_BLE_MESH_PROVISIONER_SET HEARTBEAT FILTER_INFO_COMP_EVT

Provisioner set the heartbeat filter information completion event

enumerator ESP_ BLE_MESH PROVISIONER_RECV_HEARTBEAT MESSAGE_EVT

Provisioner receive heartbeat message event

enumerator ESP_ BLE_MESH_PROVISIONER_DIRECT_ERASE_SETTINGS_COMP_EVT

Provisioner directly erase settings completion event

enumerator ESP_ BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX COMP_EVT

Provisioner open settings with index completion event

enumerator ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT

Provisioner open settings with user id completion event

enumerator ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_ COMP_EVT

Provisioner close settings with index completion event

enumerator ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT

Provisioner close settings with user id completion event

enumerator ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX_ COMP_EVT

Provisioner delete settings with index completion event

enumerator ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT

Provisioner delete settings with user id completion event

enumerator ESP_BLE_MESH_SET_FAST PROV_INFO_COMP_EVT

Set fast provisioning information (e.g. unicast address range, net_idx, etc.) completion event

enumerator ESP_BLE_MESH_SET_FAST_PROV_ACTION_COMP_EVT

Set fast provisioning action completion event

enumerator ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT

Receive Heartbeat message event
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enumerator ESP_BLE_MESH_LPN_ENABLE_COMP_EVT

Enable Low Power Node completion event

enumerator ESP_BLE_MESH_LPN_DISABLE_COMP_EVT

Disable Low Power Node completion event

enumerator ESP_BLE_MESH_LPN_POLIL_COMP_EVT

Low Power Node send Friend Poll completion event

enumerator ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT

Low Power Node establishes friendship event

enumerator ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT

Low Power Node terminates friendship event

enumerator ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT

Friend Node establishes friendship event

enumerator ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT

Friend Node terminates friendship event

enumerator ESP_BLE_MESH_PROXY_CLIENT RECV_ADV_PKT EVT

Proxy Client receives Network ID advertising packet event

enumerator ESP_BLE_MESH_PROXY_CLIENT CONNECTED_EVT

Proxy Client establishes connection successfully event

enumerator ESP_ BLE_ MESH_PROXY_CLIENT DISCONNECTED_EVT

Proxy Client terminates connection successfully event

enumerator ESP_BLE_MESH_PROXY_CLIENT RECV_FILTER_STATUS_EVT

Proxy Client receives Proxy Filter Status event

enumerator ESP_BLE_MESH_PROXY_CLIENT CONNECT_COMP_EVT

Proxy Client connect completion event

enumerator ESP_BLE_MESH_PROXY_CLIENT DISCONNECT_COMP_EVT

Proxy Client disconnect completion event

enumerator ESP_BLE_MESH_PROXY_CLIENT SET_FILTER_TYPE_COMP_EVT

Proxy Client set filter type completion event

enumerator ESP_BLE_MESH_PROXY_CLIENT ADD_FILTER_ADDR_COMP_EVT

Proxy Client add filter address completion event

enumerator ESP_BLE_MESH_PROXY_CLIENT REMOVE_FILTER_ADDR_COMP_EVT

Proxy Client remove filter address completion event
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enum

enumerator ESP_ BLE_MESH_PROXY_SERVER_CONNECTED_EVT

Proxy Server establishes connection successfully event

enumerator ESP_ BLE_MESH_PROXY_SERVER_DISCONNECTED_EVT

Proxy Server terminates connection successfully event

enumerator ESP_ BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT

Local model subscribes group address completion event

enumerator ESP_ BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT

Local model unsubscribes group address completion event

enumerator ESP_BLE_MESH_DEINIT MESH_COMP_EVT

De-initialize BLE Mesh stack completion event

enumerator ESP_BLE_MESH_PROV_EVT_MAX

[anonymous]

BLE Mesh server models related definitions.
This enum value is the flag of transition timer operation

Values:

enumerator ESP_BLE_MESH_SERVER_TRANS_TIMER_START

enumerator ESP_BLE_MESH_SERVER_FLAG_MAX

enum esp_ble_mesh_server_state_type_t

This enum value is the type of server model states

Values:

enumerator ESP_BLE_MESH_GENERIC_ONOFF_STATE

enumerator ESP_BLE_MESH_GENERIC_LEVEL_STATE

enumerator ESP_BLE_MESH_GENERIC_ONPOWERUP_STATE

enumerator ESP_BLE_MESH_GENERIC_POWER_ACTUAL_STATE

enumerator ESP_BLE_MESH_LIGHT LIGHTNESS_ACTUAL_STATE

enumerator ESP_BLE_MESH_LIGHT LIGHTNESS_LINEAR_ STATE

enumerator ESP_BLE_MESH_LIGHT_ CTL_LIGHTNESS_STATE

enumerator ESP_BLE_MESH_LIGHT CTL_TEMP_DELTA_UV_STATE
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enumerator ESP_BLE_MESH_LIGHT_HSL_STATE

enumerator ESP_BLE_MESH_LIGHT HSL_LIGHTNESS_STATE

enumerator ESP_BLE_MESH_LIGHT_HSI_HUE_STATE

enumerator ESP_BLE_MESH_LIGHT HSL_SATURATION_ STATE

enumerator ESP_BLE_MESH_LIGHT_XYL_LIGHTNESS_STATE

enumerator ESP_BLE_MESH_LIGHT_LC_LIGHT ONOFF_STATE

enumerator ESP_BLE_MESH_SERVER_MODEL_STATE_MAX

enum esp_ble_mesh_model_cb_event_t

Values:

enumerator ESP_BLE_MESH_MODEL_OPERATION_EVT

User-defined models receive messages from peer devices (e.g. get, set, status, etc) event

enumerator ESP_BLE_MESH_MODEL_SEND_COMP_EVT

User-defined models send messages completion event

enumerator ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT

User-defined models publish messages completion event

enumerator ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT

User-defined client models receive publish messages event

enumerator ESP_BLE_MESH_CLIENT MODEL_SEND_TIMEOUT EVT

Timeout event for the user-defined client models that failed to receive response from peer server models

enumerator ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT

When a model is configured to publish messages periodically, this event will occur during every publish
period

enumerator ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT

Server models update state value completion event

enumerator ESP_BLE_MESH_MODEL_EVT_MAX

ESP-BLE-MESH Core API Reference

This section contains ESP-BLE-MESH Core related APIs, which can be used to initialize ESP-BLE-MESH stack,
provision, send/publish messages, etc.

This API reference covers six components:

e ESP-BLE-MESH Stack Initialization
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* Reading of Local Data Information

e Low Power Operation (Updating)

* Send/Publish Messages, add Local AppKey, etc.
» ESP-BLE-MESH Node/Provisioner Provisioning
e ESP-BLE-MESH GATT Proxy Server

ESP-BLE-MESH Stack Initialization

Header File

* components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_common_api.h

Functions
esp_err_t esp_ble_mesh_init (esp_ble_mesh_prov_t *prov, esp_ble_mesh_comp_t *comp)

Initialize BLE Mesh module. This API initializes provisioning capabilities and composition data information.

P51::  After calling this API, the device needs to call esp_ble_mesh_prov_enable() to enable provisioning
functionality again.

SH
» prov —[in] Pointer to the device provisioning capabilities. This pointer must remain valid
during the lifetime of the BLE Mesh device.
* comp —[in] Pointer to the device composition data information. This pointer must remain
valid during the lifetime of the BLE Mesh device.
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_deinit (esp_ble_mesh_deinit_param_t *param)
De-initialize BLE Mesh module.

$41:: This function shall be invoked after esp_ble_mesh_client_model_deinit().

%% param —[in] Pointer to the structure of BLE Mesh deinit parameters.
&[] ESP_OK on success or error code otherwise.

Reading of Local Data Information

Header File

» components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_local_data_operation_api.h

Functions
int32_t esp_ble_mesh_get_model_publish_period (esp_ble_mesh_model_t *model)

Get the model publish period, the unit is ms.
%4 model —[in] Model instance pointer.

j& 0] Publish period value on success, 0 or (negative) error code from errno.h on failure.
uint16_t esp_ble_mesh_get_primary_element_address (void)

Get the address of the primary element.

R[] Address of the primary element on success, or ESP_BLE_MESH_ADDR_UNASSIGNED
on failure which means the device has not been provisioned.
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uintl6_t *esp_ble_mesh_is_model_subscribed_to_group (esp_ble_mesh_model_t *model, uint16_t
group_addr)
Check if the model has subscribed to the given group address. Note: E.g., once a status message is received
and the destination address is a group address, the model uses this API to check if it is successfully subscribed
to the given group address.

SH
* model [in] Pointer to the model.
* group_addr —[in] Group address.

j&[A] Pointer to the group address within the Subscription List of the model on success, or NULL
on failure which means the model has not subscribed to the given group address. Note: With
the pointer to the group address returned, you can reset the group address to 0x0000 in order
to unsubscribe the model from the group.

esp_ble_mesh_elem_t *esp_ble_mesh_find_element (uintl6_t element_addr)
Find the BLE Mesh element pointer via the element address.
%%t element_addr —[in] Element address.
j&[n] Pointer to the element on success, or NULL on failure.
uint§_t esp_ble_mesh_get_element_count (void)
Get the number of elements that have been registered.
&[] Number of elements.
esp_ble_mesh_model_t *esp_ble_mesh_find_vendor_model (const esp_ble_mesh_elem_t *element,
uint16_t company_id, uint16_t model_id)
Find the Vendor specific model with the given element, the company ID and the Vendor Model ID.
S8
* element —[in] Element to which the model belongs.
e company_id —[in] A 16-bit company identifier assigned by the Bluetooth SIG.
* model_id —[in] A 16-bit vendor-assigned model identifier.

j&[n] Pointer to the Vendor Model on success, or NULL on failure which means the Vendor Model
is not found.

esp_ble_mesh_model_t *esp_ble_mesh_find_sig_model (const esp_ble_mesh_elem_t *element, uint16_t
model_id)
Find the SIG model with the given element and Model id.

SH
* element —[in] Element to which the model belongs.

* model_id —[in] SIG model identifier.
J&[A] Pointer to the SIG Model on success, or NULL on failure which means the SIG Model is not
found.
const esp_ble_mesh_comp_t *esp_ble_mesh_get_composition_data (void)
Get the Composition data which has been registered.

&1 Pointer to the Composition data on success, or NULL on failure which means the Composi-
tion data is not initialized.

esp_err_t esp_ble_mesh_model_subscribe_group_addr (uintl6_t element_addr, uint16_t
company_id, uint16_t model_id, uint16_t
group_addr)

A local model of node or Provisioner subscribes a group address.

4122 This function shall not be invoked before node is provisioned or Provisioner is enabled.

BH

* element_addr —[in] Unicast address of the element to which the model belongs.
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* company_id —[in] A 16-bit company identifier.

* model_id —[in] A 16-bit model identifier.

* group_addr —[in] The group address to be subscribed.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_model_unsubscribe_group_addr (uintl6_t element_addr, uint16_t
company_id, uint16_t model_id,
uint16_t group_addr)

A local model of node or Provisioner unsubscribes a group address.

£ 1#: This function shall not be invoked before node is provisioned or Provisioner is enabled.

S8
* element_addr —[in] Unicast address of the element to which the model belongs.
* company_id [in] A 16-bit company identifier.
e model_id —[in] A 16-bit model identifier.
* group_addr —[in] The subscribed group address.
J&[n] ESP_OK on success or error code otherwise.

const uint8_t *esp_ble_mesh_node_get_local_net_key (uint16_t net_idx)
This function is called by Node to get the local NetKey.
%4 net_idx —[in] NetKey index.
& Ia] NetKey on success, or NULL on failure.
const uint8_t *esp_ble_mesh_node_get_local_app_key (uintl6_t app_idx)
This function is called by Node to get the local AppKey.
%% app_idx [in] AppKey index.
&1l AppKey on success, or NULL on failure.
esp_err_t esp_ble_mesh_node_add_local_net_key (const uint8_t net_key[16], uint16_t net_idx)
This function is called by Node to add a local NetKey.

£ 1#: This function can only be called after the device is provisioned.

ZH
* net_key —[in] NetKey to be added.
* net_idx —[in] NetKey Index.
& [n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_node_add_local_app_key (const uint8_t app_key[16], uint16_t net_idx,
uint16_t app_idx)

This function is called by Node to add a local AppKey.

1. The net_idx must be an existing one. This function can only be called after the device is provisioned.

SH
* app_key —[in] AppKey to be added.
* net_idx [in] NetKey Index.
* app_idx [in] AppKey Index.
#&[n] ESP_OK on success or error code otherwise.
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esp_err_t esp_ble_mesh_node_bind_app_key_to_local_model (uintl6_t element_addr, uint16_t
company_id, uint16_t model_id,
uint16_t app_idx)

This function is called by Node to bind AppKey to model locally.

5112 If going to bind app_key with local vendor model, the company_id shall be set to OXFFFF. This function
can only be called after the device is provisioned.

¥
* element_addr —[in] Node local element address
* company_id —[in] Node local company id
e model_id —{in] Node local model id
* app_idx —[in] Node local appkey index
j&[a] ESP_OK on success or error code otherwise.

Low Power Operation (Updating)

Header File

» components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_low_power_api.h

Functions
esp_err_t esp_ble_mesh_lpn_enable (void)

Enable BLE Mesh device LPN functionality.

£ 1#: This API enables LPN functionality. Once called, the proper Friend Request will be sent.

&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_1lpn_disable (bool force)
Disable BLE Mesh device LPN functionality.

%% force —[in] when disabling LPN functionality, use this flag to indicate whether directly
clear corresponding information or just send friend clear to disable it if friendship has already
been established.

& [n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_lpn_poll (void)
LPN tries to poll messages from the Friend Node.

$41:: The Friend Poll message is sent by a Low Power node to ask the Friend node to send a message that it
has stored for the Low Power node. Users can call this API to send Friend Poll message manually. If this API
is not invoked, the bottom layer of the Low Power node will send Friend Poll before the PollTimeout timer
expires. If the corresponding Friend Update is received and MD is set to 0, which means there are no messages
for the Low Power node, then the Low Power node will stop scanning.

j&[n] ESP_OK on success or error code otherwise.

Send/Publish Messages, add Local AppKey, etc.
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Header File

» components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_networking_api.h

Functions
esp_err_t esp_ble_mesh_register_custom_model_callback (esp_ble_mesh_model_cb_t callback)

Register BLE Mesh callback for user-defined models’ operations. This callback can report the following events
generated for the user-defined models:

* Call back the messages received by user-defined client and server models to the application layer;

e If users call esp_ble_mesh_server/client_model_send, this callback notifies the application layer of the
send_complete event;

* If user-defined client model sends a message that requires response, and the response message is received
after the timer expires, the response message will be reported to the application layer as published by a
peer device;

« If the user-defined client model fails to receive the response message during a specified period of time, a
timeout event will be reported to the application layer.

$51k: The client models (i.e. Config Client model, Health Client model, Generic Client models, Sensor
Client model, Scene Client model and Lighting Client models) that have been realized internally have their
specific register functions. For example, esp_ble_mesh_register_config_client_callback is the register function
for Config Client Model.

%%t callback —[in] Pointer to the callback function.
& [n] ESP_OK on success or error code otherwise.
esp_err_t esp_ble_mesh_model_msg_opcode_init (uint§_t *data, uint32_t opcode)

Add the message opcode to the beginning of the model message before sending or publishing the model mes-
sage.

£ 1#: This AP is only used to set the opcode of the message.

ZH

* data [in] Pointer to the message data.

* opcode —[in] The message opcode.
&l ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_client_model_init (esp_ble_mesh_model_t *model)

Initialize the user-defined client model. All user-defined client models shall call this function to initialize the
client model internal data. Node: Before calling this API, the op_pair_size and op_pair variabled within the
user_data(defined using esp_ble_mesh_client_t_) of the client model need to be initialized.

%4 model —[in] BLE Mesh Client model to which the message belongs.
&\l ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_client_model_deinit (esp_ble_mesh_model_t *model)
De-initialize the user-defined client model.

£41:: This function shall be invoked before esp_ble_mesh_deinit() is called.

%%t model —[in] Pointer of the Client model.
&[] ESP_OK on success or error code otherwise.
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esp_err_t esp_ble_mesh_server_model_send_msg (esp_ble_mesh_model_t *model,
esp_ble_mesh_msg_ctx_t *ctx, uint32_t opcode,
uint16_t length, uint8_t *data)

Send server model messages(such as server model status messages).

* model —[in] BLE Mesh Server Model to which the message belongs.

* ctx —[in] Message context, includes keys, TTL, etc.

* opcode —[in] Message opcode.

* length —[in] Message length (exclude the message opcode).

e data —[in] Parameters of Access Payload (exclude the message opcode) to be sent.
& m] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_client_model_send_msg (esp_ble_mesh_model_t *model,
esp_ble_mesh_msg_ctx_t *ctx, uint32_t opcode,
uint16_t length, uint8_t *data, int32_t
msg_timeout, bool need_rsp,
esp_ble_mesh_dev_role_t device_role)

Send client model message (such as model get, set, etc).

* model —[in] BLE Mesh Client Model to which the message belongs.

* ctx —[in] Message context, includes keys, TTL, etc.

* opcode —[in] Message opcode.

* length —[in] Message length (exclude the message opcode).

* data —[in] Parameters of the Access Payload (exclude the message opcode) to be sent.

* msg_timeout —[in] Time to get response to the message (in milliseconds).

* need_rsp —[in] TRUE if the opcode requires the peer device to reply, FALSE other-

wise.

* device_role [in] Role of the device (Node/Provisioner) that sends the message.

&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_model_publish (esp_ble_mesh_model_t *model, uint32_t opcode, uint16_t
length, uint8_t *data, esp_ble_mesh_dev_role_t device_role)

Send a model publication message.

& Before calling this function, the user needs to ensure that the model publication message
(esp_ble_mesh_model_pub_t::msg) contains a valid message to be sent. And if users want to update the pub-
lishing message, this API should be called in ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT with
the message updated.

SH
* model —[in] Mesh (client) Model publishing the message.
* opcode —[in] Message opcode.
* length —[in] Message length (exclude the message opcode).
* data —[in] Parameters of the Access Payload (exclude the message opcode) to be sent.
* device_role —[in] Role of the device (node/provisioner) publishing the message of
the type esp_ble_mesh_dev_role_t.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_server_model_update_state (esp_ble_mesh_model_t *model,
esp_ble_mesh_server_state_type_t type,
esp_ble_mesh_server_state_value_t *value)

Update a server model state value. If the model publication state is set properly (e.g. publish address is set to
a valid address), it will publish corresponding status message.
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$41:: Currently this API is used to update bound state value, not for all server model states.

S

* model —[in] Server model which is going to update the state.

* type —[in] Server model state type.
¢ value —[in] Server model state value.
& [n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_node_local_reset (void)
Reset the provisioning procedure of the local BLE Mesh node.

£41::  All provisioning information in this node will be deleted and the node needs to be reprovisioned. The
API function esp_ble_mesh_node_prov_enable() needs to be called to start a new provisioning procedure.

J&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_node_name (uintl6_t index, const char *name)

This function is called to set the node (provisioned device) name.

£41:: index is obtained from the parameters of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.

B

* index —[in] Index of the node in the node queue.
* name —[in] Name (end by ‘\0’ ) to be set for the node.
&[] ESP_OK on success or error code otherwise.

const char *esp_ble_mesh_provisioner_get_node_name (uintl6_t index)

This function is called to get the node (provisioned device) name.

£57¥: index is obtained from the parameters of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.

%%, index —[in] Index of the node in the node queue.
&1l Node name on success, or NULL on failure.

uint16_t esp_ble_mesh_provisioner_get_node_index (const char *name)
This function is called to get the node (provisioned device) index.

%% name —[in] Name of the node (end by ‘\0’ ).
&l Node index on success, or an invalid value (OxFFFF) on failure.

esp_err_t esp_ble_mesh_provisioner_store_node_comp_data (uintl6_t unicast_addr, uint8_t
*data, uint16_t length)

This function is called to store the Composition Data of the node.

ZH

* unicast_addr —[in] Element address of the node
* data —[in] Pointer of Composition Data
* length [in] Length of Composition Data

&[] ESP_OK on success or error code otherwise.
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esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_uuid (const uint8_t uuid[16])

This function is called to get the provisioned node information with the node device uuid.

%% uuid —[in] Device UUID of the node
jJ&M| Pointer of the node info struct or NULL on failure.

esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_addr (uint16_t unicast_addr)
This function is called to get the provisioned node information with the node unicast address.

%% unicast_addr [in] Unicast address of the node
j&[n] Pointer of the node info struct or NULL on failure.

esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_name (const char *name)

This function is called to get the provisioned node information with the node name.

%%, name —[in] Name of the node (end by ‘\0’ ).
& A] Pointer of the node info struct or NULL on failure.

uint16_t esp_ble_mesh_provisioner_get_prov_node_count (void)
This function is called by Provisioner to get provisioned node count.

iR [a] Number of the provisioned nodes.

const esp_ble_mesh_node_t **esp_ble_mesh_provisioner_get_node_table_entry (void)

This function is called by Provisioner to get the entry of the node table.

% 1k After invoking the function to get the entry of nodes, users can use the ‘“for”
loop combined with the macro CONFIG_BLE_MESH_MAX_ PROV_NODES to get each
node’ s information.  Before trying to read the node’ s information, users need to check if
the node exists, i.e. if the *(esp_ble_mesh_node_t **node) is NULL. For example: “ const
esp_ble_mesh_node_t **entry = esp_ble_mesh_provisioner_get_node_table_entry(); for (int i = 0; i <
CONFIG_BLE_MESH_MAX_PROV_NODES; i++) { const esp_ble_mesh_node_t *node = entry[i]; if
(node) { - } )«

j&[n] Pointer to the start of the node table.

esp_err_t esp_ble_mesh_provisioner_delete_node_with_uuid (const uint8_t uuid[16])
This function is called to delete the provisioned node information with the node device uuid.
%% uuid [in] Device UUID of the node
&\l ESP_OK on success or error code otherwise.
esp_err_t esp_ble_mesh_provisioner_delete_node_with_addr (uint16_t unicast_addr)
This function is called to delete the provisioned node information with the node unicast address.

%% unicast_addr —[in] Unicast address of the node
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_add_local_app_key (const uint8_t app_key[16], uint16_t
net_idx, uint16_t app_idx)

This function is called to add a local AppKey for Provisioner.

#51E: app_key: If set to NULL, app_key will be generated internally. net_idx: Should be an existing one.
app_idx: If it is going to be generated internally, it should be set to OxFFFF, and the new app_idx will be
reported via an event.

S8
* app_key —[in] The app key to be set for the local BLE Mesh stack.
* net_idx —[in] The network key index.
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* app_idx —[in] The app key index.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_update_local_app_key (const uint8_t app_key[16],
uint16_t net_idx, uint16_t
app_idx)

This function is used to update a local AppKey for Provisioner.

S8
* app_key —[in] Value of the AppKey.
* net_idx —[in] Corresponding NetKey Index.
* app_idx —[in] The AppKey Index
#&[n] ESP_OK on success or error code otherwise.
const uint8_t *esp_ble_mesh_provisioner_get_local_app_key (uintl6_t net_idx, uint16_t
app_idx)
This function is called by Provisioner to get the local app key value.
S8
* net_idx —[in] Network key index.
* app_idx [in] Application key index.
&1l App key on success, or NULL on failure.

esp_err_t esp_ble_mesh_provisioner_bind_app_key_to_local_model (uintl6_t element_addr,
uint16_t app_idx,
uint16_t model_id,
uint16_t company_id)

This function is called by Provisioner to bind own model with proper app key.

$41:: company_id: If going to bind app_key with local vendor model, company_id should be set to OXFFFF.

SH
* element_addr —[in] Provisioner local element address
* app_idx [in] Provisioner local appkey index
e model_id —[in] Provisioner local model id
* company_id —[in] Provisioner local company id
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_add_local_net_key (const uint8_t net_key[16], uint16_t
net_idx)

This function is called by Provisioner to add local network key.

#51: net_key: If set to NULL, net_key will be generated internally. net_idx: If it is going to be generated
internally, it should be set to OXFFFF, and the new net_idx will be reported via an event.

ZH
* net_key —[in] The network key to be added to the Provisioner local BLE Mesh stack.
* net_idx —[in] The network key index.

J&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_update_local_net_key (const uint8_t net_key[16],
uint16_t net_idx)

This function is called by Provisioner to update a local network key.

BH
* net_key —[in] Value of the NetKey.
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* net_idx —[in] The NetKey Index.
&\l ESP_OK on success or error code otherwise.

const uint8_t *esp_ble_mesh_provisioner_get_local_net_key (uintl6_t net_idx)
This function is called by Provisioner to get the local network key value.
%4 net_idx —[in] Network key index.
&1l Network key on success, or NULL on failure.
esp_err_t esp_ble_mesh_provisioner_recv_heartbeat (bool enable)

This function is called by Provisioner to enable or disable receiving heartbeat messages.

12  If enabling receiving heartbeat message successfully, the filter will be an empty rejectlist by default,
which means all heartbeat messages received by the Provisioner will be reported to the application layer.

%%, enable —[in] Enable or disable receiving heartbeat messages.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_heartbeat_filter_type (uint8_t type)
This function is called by Provisioner to set the heartbeat filter type.

$&1k: 1. If the filter type is not the same with the current value, then all the filter entries will be cleaned.

a. If the previous type is rejectlist, and changed to acceptlist, then the filter will be an empty acceptlist,
which means no heartbeat messages will be reported. Users need to add SRC or DST into the filter entry,
then heartbeat messages from the SRC or to the DST will be reported.

%% type —[in] Heartbeat filter type (acceptlist or rejectlist).
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_heartbeat_filter_info (uint8_t op,
esp_ble_mesh_heartbeat_filter_info_t
*info)

This function is called by Provisioner to add or remove a heartbeat filter entry.

a. If the operation is “REMOVE” , the “hb_src” can be set to the SRC (can only be a unicast address)
of heartbeat messages, and the “hb_dst” can be set to the DST (unicast address or group address), at
least one of them needs to be set.

* The filter entry with the same SRC or DST will be removed.

241z 1. If the operation is “ADD” , the “hb_src” can be set to the SRC (can only be a unicast address) of
heartbeat messages, and the “hb_dst” can be set to the DST (unicast address or group address), at least one
of them needs to be set.

« If only one of them is set, the filter entry will only use the configured SRC or DST to filter heartbeat
messages.

* If both of them are set, the SRC and DST will both be used to decide if a heartbeat message will be
handled.

e If SRC or DST already exists in some filter entry, then the corresponding entry will be cleaned firstly,
then a new entry will be allocated to store the information.

S
* op —[in] Add or REMOVE

Espressif Systems 365 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

» info —[in] Heartbeat filter entry information, including: hb_src - Heartbeat source ad-
dress; hb_dst - Heartbeat destination address;
&\l ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_direct_erase_settings (void)

This function is called by Provisioner to directly erase the mesh information from nvs namespace.

£#51¢: This function can be invoked when the mesh stack is not initialized or has been de-initialized.

#&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_open_settings_with_index (uint8_t index)

This function is called by Provisioner to open a nvs namespace for storing mesh information.

£41:: Before open another nvs namespace, the previously opened nvs namespace must be closed firstly.

%%, index —[in] Settings index.
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_open_settings_with_uid (const char *uid)

This function is called by Provisioner to open a nvs namespace for storing mesh information.

$411:: Before open another nvs namespace, the previously opened nvs namespace must be closed firstly.

%%% uid —[in] Settings user id.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_close_settings_with_index (uint8_t index, bool erase)

This function is called by Provisioner to close a nvs namespace which is opened previously for storing mesh
information.

41 1. Before closing the nvs namespace, it must be open.

a. When the function is invoked, the Provisioner functionality will be disabled firstly, and: a) If the “erase”
flag is set to false, the mesh information will be cleaned (e.g. removing NetKey, AppKey, nodes, etc)
from the mesh stack. b) If the “erase” flag is set to true, the mesh information stored in the nvs namespace
will also be erased besides been cleaned from the mesh stack.

b. If Provisioner tries to work properly again, we can invoke the open function to open a new nvs namespace
or a previously added one, and restore the mesh information from it if not erased.

c. The working process shall be as following: a) Open settings A b) Start to provision and control nodes c)
Close settings A d) Open settings B e) Start to provision and control other nodes f) Close settings B g)

* index —[in] Settings index.
* erase —[in] Indicate if erasing mesh information.
j&[n] ESP_OK on success or error code otherwise.
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esp_err_t esp_ble_mesh_provisioner_close_settings_with_uid (const char *uid, bool erase)

This function is called by Provisioner to close a nvs namespace which is opened previously for storing mesh
information.

#41E: 1. Before closing the nvs namespace, it must be open.

a. When the function is invoked, the Provisioner functionality will be disabled firstly, and: a) If the “erase”
flag is set to false, the mesh information will be cleaned (e.g. removing NetKey, AppKey, nodes, etc)
from the mesh stack. b) If the “erase” flag is set to true, the mesh information stored in the nvs namespace
will also be erased besides been cleaned from the mesh stack.

b. If Provisioner tries to work properly again, we can invoke the open function to open a new nvs namespace
or a previously added one, and restore the mesh information from it if not erased.

c. The working process shall be as following: a) Open settings A b) Start to provision and control nodes c)
Close settings A d) Open settings B e) Start to provision and control other nodes f) Close settings B g)

ZH

* uid —[in] Settings user id.

* erase —[in] Indicate if erasing mesh information.
#&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_delete_settings_with_index (uint8_t index)

This function is called by Provisioner to erase the mesh information and settings user id from a nvs namespace.

£41:: When this function is called, the nvs namespace must not be open. This function is used to erase the
mesh information and settings user id which are not used currently.

%%, index —[in] Settings index.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_delete_settings_with_uid (const char *uid)
This function is called by Provisioner to erase the mesh information and settings user id from a nvs namespace.

£47:: When this function is called, the nvs namespace must not be open. This function is used to erase the
mesh information and settings user id which are not used currently.

24 uid —[in] Settings user id.
J&[n] ESP_OK on success or error code otherwise.

const char *esp_ble_mesh_provisioner_get_settings_uid (uint8_t index)

This function is called by Provisioner to get settings user id.

%4 index —[in] Settings index.
R[] Setting user id on success or NULL on failure.

uint§_t esp_ble_mesh_provisioner_get_settings_index (const char *uid)

This function is called by Provisioner to get settings index.

% uid —[in] Settings user id.
J&a] Settings index.

uint8_t esp_ble_mesh_provisioner_get_free_settings_count (void)
This function is called by Provisioner to get the number of free settings user id.

& [H] Number of free settings user id.
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const uint_t *esp_ble_mesh_get_fast_prov_app_key (uintl6_t net_idx, uint16_t app_idx)
This function is called to get fast provisioning application key.
BH
* net_idx —[in] Network key index.
* app_idx —[in] Application key index.
iR ] Application key on success, or NULL on failure.

Type Definitions

typedef void (*esp_ble_mesh_model_cb_t)(esp_ble_mesh_model_cb_event_t event,
esp_ble_mesh_model_cb_param_t *param)

: event, event code of user-defined model events; param, parameters of user-defined model events

ESP-BLE-MESH Node/Provisioner Provisioning

Header File

* components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_provisioning_api.h

Functions
esp_err_t esp_ble_mesh_register_prov_callback (esp_ble_mesh_prov_cb_t callback)

Register BLE Mesh provisioning callback.
%% callback —[in] Pointer to the callback function.

&[] ESP_OK on success or error code otherwise.
bool esp_ble_mesh_node_is_provisioned (void)

Check if a device has been provisioned.
&8l TRUE if the device is provisioned, FALSE if the device is unprovisioned.

esp_err_t esp_ble_mesh_node_prov_enable (esp_ble_mesh_prov_bearer_t bearers)
Enable specific provisioning bearers to get the device ready for provisioning.

£51:: PB-ADV: send unprovisioned device beacon. PB-GATT: send connectable advertising packets.

%4 bearers —Bit-wise OR of provisioning bearers.
& [n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_node_prov_disable (esp_ble_mesh_prov_bearer_t bearers)

Disable specific provisioning bearers to make a device inaccessible for provisioning.

%% bearers —Bit-wise OR of provisioning bearers.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_node_set_oob_pub_key (uint8_t pub_key_x[32], uint8_t pub_key_y[32],
uint8_t private_key[32])

Unprovisioned device set own oob public key & private key pair.

#&1¥#: In order to avoid suffering brute-forcing attack (CVE-2020-26559). The Bluetooth SIG recommends
that potentially vulnerable mesh provisioners use an out-of-band mechanism to exchange the public keys. So as
an unprovisioned device, it should use this function to input the Public Key exchanged through the out-of-band

mechanism.
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S8
* pub_key_x —[in] Unprovisioned device’ s Public Key X
* pub_key_y —[in] Unprovisioned device’ s Public Key Y
* private_key —[in] Unprovisioned device’ s Private Key
J&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_node_input_number (uint32_t number)

Provide provisioning input OOB number.

£571: This is intended to be called if the user has received ESP_BLE_MESH_NODE_PROV_INPUT_EVT
with ESP_BLE_MESH_ENTER_NUMBER as the action.

%% number —[in] Number input by device.
&\l ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_node_input_string (const char *string)

Provide provisioning input OOB string.

51 Thisis intended to be called if the user has received ESP_BLE_MESH _NODE_PROV_INPUT_EVT
with ESP_BLE_MESH_ENTER_STRING as the action.

%%, string —[in] String input by device.
&1l ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_set_unprovisioned_device_name (const char *name)

Using this function, an unprovisioned device can set its own device name, which will be broadcasted in its
advertising data.

#&1¥: This API applicable to PB-GATT mode only by setting the name to the scan response data, it doesn’
t apply to PB-ADV mode.

%%; name [in] Unprovisioned device name
#&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_read_oob_pub_key (uint8_t link_idx, uint8_t pub_key_x[32],
uint8_t pub_key_y[32])

Provisioner inputs unprovisioned device’ s oob public key.

£47:: In order to avoid suffering brute-forcing attack (CVE-2020-26559). The Bluetooth SIG recommends
that potentially vulnerable mesh provisioners use an out-of-band mechanism to exchange the public keys.

S8
* link_idx —[in] The provisioning link index
* pub_key_x —[in] Unprovisioned device’ s Public Key X
* pub_key_y —[in] Unprovisioned device’ s Public Key Y
#&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_input_string (const char *string, uint8_t link_idx)

Provide provisioning input OOB string.
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This is intended to be called after the esp_ble_mesh_prov_t prov_
—input_num
callback has been called with ESP_BLE_MESH_ENTER_STRING as the.

—action.

ZH

* string —[in] String input by Provisioner.

* link_idx —[in] The provisioning link index.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_input_number (uint32_t number, uint8_t link_idx)

Provide provisioning input OOB number.

This is intended to be called after the esp_ble_mesh_prov_t prov_
—input_num

callback has been called with ESP_BLE_MESH_ENTER_NUMBER as the.
—action.

B8

* number —[in] Number input by Provisioner.

* link_idx —[in] The provisioning link index.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_prov_enable (esp_ble_mesh_prov_bearer_t bearers)

Enable one or more provisioning bearers.

#1¥: PB-ADV: Enable BLE scan. PB-GATT: Initialize corresponding BLE Mesh Proxy info.

%4 bearers —[in] Bit-wise OR of provisioning bearers.
& m] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_prov_disable (esp_ble_mesh_prov_bearer_t bearers)

Disable one or more provisioning bearers.

#41:: PB-ADV: Disable BLE scan. PB-GATT: Break any existing BLE Mesh Provisioning connections.

%4 bearers —[in] Bit-wise OR of provisioning bearers.
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_add_unprov_dev (esp_ble_mesh_unprov_dev_add_t
*add_dev, esp_ble_mesh_dev_add_flag_t
flags)

Add unprovisioned device info to the unprov_dev queue.

#1#: : 1. Currently address type only supports public address and static random address.

a. If device UUID and/or device address as well as address type already exist in the device queue, but the
bearer is different from the existing one, add operation will also be successful and it will update the
provision bearer supported by the device.

b. For example, if the Provisioner wants to add an unprovisioned device info before receiving its unprovi-
sioned device beacon or Mesh Provisioning advertising packets, the Provisioner can use this API to add
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the device info with each one or both of device UUID and device address added. When the Provisioner
gets the device’ s advertising packets, it will start provisioning the device internally.

e In this situation, the Provisioner can set bearers with each one or both of
ESP_BLE_MESH_PROV_ADV and ESP_BLE_MESH_PROV_GATT enabled, and cannot
set flags with ADD_DEV_START_PROV_NOW_FLAG enabled.

c. Another example is when the Provisioner receives the unprovisioned device’ s beacon or Mesh Pro-
visioning advertising packets, the advertising packets will be reported on to the application layer using
the callback registered by the function esp_ble_mesh_register_prov_callback. And in the callback, the
Provisioner can call this API to start provisioning the device.

« If the Provisioner uses PB-ADYV to provision, either one or both of device UUID and device address
can be added, bearers shall be set with ESP_BLE_MESH_PROV_ADY enabled and the flags shall
be set with ADD_DEV_START_PROV_NOW_FLAG enabled.

* If the Provisioner uses PB-GATT to provision, both the device UUID and device address need to
be added, bearers shall be set with ESP_BLE_MESH_PROV_GATT enabled, and the flags shall be
set with ADD_DEV_START_PROV_NOW_FLAG enabled.

« If the Provisioner just wants to store the unprovisioned device info when receiving its advertis-
ing packets and start to provision it the next time (e.g. after receiving its advertising packets
again), then it can add the device info with either one or both of device UUID and device ad-
dress included. Bearers can be set with either one or both of ESP_BLE_MESH_PROV_ADYV and
ESP_BLE_MESH_PROV_GATT enabled (recommend to enable the bearer which will receive its
advertising packets, because if the other bearer is enabled, the Provisioner is not aware if the de-
vice supports the bearer), and flags cannot be set with ADD_DEV_START_PROV_NOW_FLAG
enabled.

¢ Note: ESP_BLE_MESH_PROV_ADV, ESP_BLE_MESH_PROV_GATT and
ADD_DEV_START_PROV_NOW_FLAG can not be enabled at the same time.

BH
* add_dev —[in] Pointer to a struct containing the device information
» flags —[in] Flags indicate several operations on the device information
— Remove device information from queue after device has been provisioned (BITO)
— Start provisioning immediately after device is added to queue (BIT1)
— Device can be removed if device queue is full (BIT2)
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_prov_device_with_addr (const uint8_t uuid[16],
esp_ble_mesh_bd_addr_t addr,
esp_ble_mesh_addr_type_t
addr_type,
esp_ble_mesh_prov_bearer_t
bearer, uint16_t oob_info,
uint16_t unicast_addr)

Provision an unprovisioned device and assign a fixed unicast address for it in advance.

$&1E: : 1. Currently address type only supports public address and static random address.

a. Bearer must be equal to ESP_BLE_MESH_PROV_ADV or ESP_BLE_MESH_PROV_GATT,
since Provisioner will start to provision a device immediately once this function is in-
voked. And the input bearer must be identical with the one within the parameters of the
ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT event.

b. If this function is used by a Provisioner to provision devices, the application should take care of the
assigned unicast address and avoid overlap of the unicast addresses of different nodes.

c. Recommend to use only one of the functions “esp_ble_mesh_provisioner_add_unprov_dev” and
“esp_ble_mesh_provisioner_prov_device_with_addr” by a Provisioner.

S

* uuid —[in] Device UUID of the unprovisioned device
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* addr [in] Device address of the unprovisioned device

* addr_type —[in] Device address type of the unprovisioned device

* bearer —[in] Provisioning bearer going to be used by Provisioner

* oob_info —[in] OOB info of the unprovisioned device

* unicast_addr [in] Unicast address going to be allocated for the unprovisioned device
1R [0l Zero on success or (negative) error code otherwise.

esp_err_t esp_ble_mesh_provisioner_delete_dev (esp_ble_mesh_device_delete_t *del_dev)
Delete device from queue, and reset current provisioning link with the device.

& ik: If the device is in the queue, remove it from the queue; if the device is being provisioned, terminate
the provisioning procedure. Either one of the device address or device UUID can be used as input.

%% del_dev -[in] Pointer to a struct containing the device information.
#&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_dev_uuid_match (const uint8_t *match_val, uint8_t
match_len, uint8_t offset, bool
prov_after_match)

This function is called by Provisioner to set the part of the device UUID to be compared before starting to
provision.

* match_val —[in] Value to be compared with the part of the device UUID.
* match_len —[in] Length of the compared match value.
* offset [in] Offset of the device UUID to be compared (based on zero).
* prov_after_match —[in] Flag used to indicate whether provisioner should start to
provision the device immediately if the part of the UUID matches.
& m] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_prov_data_info (esp_ble_mesh_prov_data_info_t
*prov_data_info)
This function is called by Provisioner to set provisioning data information before starting to provision.

%% prov_data_info —[in] Pointer to a struct containing net_idx or flags or iv_index.
J&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_static_oob_value (const uint8_t *value, uint8_t
length)

This function is called by Provisioner to set static oob value used for provisioning.

AuthValues selected using a cryptographically secure random or pseudorandom number generator and having
the maximum permitted entropy (128-bits) will be most difficult to brute-force. AuthValues with reduced
entropy or generated in a predictable manner will not grant the same level of protection against this vulnerability.
Selecting a new AuthValue with each provisioning attempt can also make it more difficult to launch a brute-
force attack by requiring the attacker to restart the search with each provisioning attempt (CVE-2020-26556).

$41::  The Bluetooth SIG recommends that mesh implementations enforce a randomly selected AuthValue
using all of the available bits, where permitted by the implementation. A large entropy helps ensure that a
brute-force of the AuthValue, even a static AuthValue, cannot normally be completed in a reasonable time
(CVE-2020-26557).

SH
e value —[in] Pointer to the static oob value.
* length —[in] Length of the static oob value.
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&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_primary_elem_addr (uintl6_t addr)
This function is called by Provisioner to set own Primary element address.

$411: This API must be invoked when BLE Mesh initialization is completed successfully, and can be invoked
before Provisioner functionality is enabled. Once this API is invoked successfully, the prov_unicast_addr value
in the struct esp_ble_mesh_prov_t will be ignored, and Provisioner will use this address as its own primary
element address. And if the unicast address going to assigned for the next unprovisioned device is smaller than
the input address + element number of Provisioner, then the address for the next unprovisioned device will be
recalculated internally.

%%, addr —[in] Unicast address of the Primary element of Provisioner.
&\l ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_set_fast_prov_info (esp_ble_mesh_fast_prov_info_t *fast_prov_info)
This function is called to set provisioning data information before starting fast provisioning.
%%, fast_prov_info —[in] Pointer to a struct containing unicast address range, net_idx, etc.
j&[n] ESP_OK on success or error code otherwise.
esp_err_t esp_ble_mesh_set_fast_prov_action (esp_ble_mesh_fast_prov_action_t action)
This function is called to start/suspend/exit fast provisioning.

¥ action —[in] fast provisioning action (i.e. enter, suspend, exit).
&\l ESP_OK on success or error code otherwise.

Type Definitions
typedef void (*esp_ble_mesh_prov_cb_t)(esp_ble_mesh_prov_cb_event_t event,
esp_ble_mesh_prov_cb_param_t *param)
: event, event code of provisioning events; param, parameters of provisioning events
typedef void (*esp_ble_mesh_prov_adv_cb_t)(const esp_ble_mesh_bd_addr_t addr, const

esp_ble_mesh_addr_type_t addr_type, const uint8_t adv_type, const uint8_t *dev_uuid, uint16_t oob_info,
esp_ble_mesh_prov_bearer_t bearer)

Callback for Provisioner that received advertising packets from unprovisioned devices which are not in the
unprovisioned device queue.

Report on the unprovisioned device beacon and mesh provisioning service adv data to application.

Param addr [in] Pointer to the unprovisioned device address.

Param addr_type [in] Unprovisioned device address type.

Param adv_type [in] Adv packet type(ADV_IND or ADV_NONCONN_IND).
Param dev_uuid [in] Unprovisioned device UUID pointer.

Param oob_info [in] OOB information of the unprovisioned device.

Param bearer [in] Adv packet received from PB-GATT or PB-ADV bearer.

ESP-BLE-MESH GATT Proxy Server

Header File

» components/bt/esp_ble_mesh/api/core/include/esp_ble_mesh_proxy_api.h
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Functions
esp_err_t esp_ble_mesh_proxy_identity_enable (void)

Enable advertising with Node Identity.

£57: This API requires that GATT Proxy support be enabled. Once called, each subnet starts advertising
using Node Identity for the next 60 seconds, and after 60s Network ID will be advertised. Under normal
conditions, the BLE Mesh Proxy Node Identity and Network ID advertising will be enabled automatically by
BLE Mesh stack after the device is provisioned.

&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy_ gatt_enable (void)
Enable BLE Mesh GATT Proxy Service.

&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy gatt_disable (void)

Disconnect the BLE Mesh GATT Proxy connection if there is any, and disable the BLE Mesh GATT Proxy
Service.

&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy_client_connect (esp_ble_mesh_bd_addr_t addr,
esp_ble_mesh_addr_type_t addr_type, uint16_t
net_idx)

Proxy Client creates a connection with the Proxy Server.

* addr —[in] Device address of the Proxy Server.
* addr_type —[in] Device address type(public or static random).
* net_idx —[in] NetKey Index related with Network ID in the Mesh Proxy advertising
packet.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy_ client_disconnect (uint8_t conn_handle)

Proxy Client terminates a connection with the Proxy Server.

%4 conn_handle —[in] Proxy connection handle.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy_ client_set_filter_type (uint8_t conn_handle, uint16_t net_idx,
esp_ble_mesh_proxy_filter_type_t
filter_type)

Proxy Client sets the filter type of the Proxy Server.
S8

* conn_handle —[in] Proxy connection handle.

* net_idx [in] Corresponding NetKey Index.

e filter_type —[in] whitelist or blacklist.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy_ client_add_filter_addr (uint8_t conn_handle, uint16_t net_idx,
uint16_t *addr, uint16_t addr_num)

Proxy Client adds address to the Proxy Server filter list.
BH

* conn_handle —[in] Proxy connection handle.

* net_idx —[in] Corresponding NetKey Index.

e addr —[in] Pointer to the filter address.

* addr_num —[in] Number of the filter address.
&[] ESP_OK on success or error code otherwise.
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esp_err_t esp_ble_mesh_proxy_ client_remove_filter_addr (uint8_t conn_handle, uint16_t
net_idx, uint16_t *addr, uint16_t
addr_num)

Proxy Client removes address from the Proxy Server filter list.

* conn_handle —[in] Proxy connection handle.

* net_idx —[in] Corresponding NetKey Index.

* addr [in] Pointer to the filter address.

* addr_num —[in] Number of the filter address.
&[] ESP_OK on success or error code otherwise.

ESP-BLE-MESH Models API Reference

This section contains ESP-BLE-MESH Model related APIs, event types, event parameters, etc.
There are six categories of models:

* Configuration Client/Server Models
Health Client/Server Models

e Generic Client/Server Models

e Sensor Client/Server Models

e Time and Scenes Client/Server Models
* Lighting Client/Server Models

£41:: Definitions related to Server Models are being updated, and will be released soon.

Configuration Client/Server Models

Header File

» components/bt/esp_ble_mesh/api/models/include/esp_ble_mesh_config_model_api.h

Functions
esp_err_t esp_ble_mesh_register_config_client_callback (esp_ble_mesh_cfg_client_cb_t
callback)

Register BLE Mesh Config Client Model callback.

%%t callback —[in] Pointer to the callback function.
&[] ESP_OK on success or error code otherwise.
esp_err_t esp_ble_mesh_register_config_server_callback (esp_ble_mesh_cfg_server_cb_t
callback)

Register BLE Mesh Config Server Model callback.

Z¥ callback —[in] Pointer to the callback function.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_config_client_get_state (esp_ble_mesh_client_common_param_t
*params, esp_ble_mesh_cfg_client_get_state_t
*get_state)

Get the value of Config Server Model states using the Config Client Model get messages.

$47k: If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_opcode_config_client_get_t in esp_ble_mesh_defs.h
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SH
* params —[in] Pointer to BLE Mesh common client parameters.
* get_state —[in] Pointer to a union, each kind of opcode corresponds to one structure
inside. Shall not be set to NULL.
J&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_config_client_set_state (esp_ble_mesh_client_common_param_t
*params, esp_ble_mesh_cfg_client_set_state_t
*get_state)

Set the value of the Configuration Server Model states using the Config Client Model set messages.

& 1E:  If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_opcode_config_client_set_t in esp_ble_mesh_defs.h

SH
* params —[in] Pointer to BLE Mesh common client parameters.
* set_state —[in] Pointer to a union, each kind of opcode corresponds to one structure
inside. Shall not be set to NULL.
j&In] ESP_OK on success or error code otherwise.

Unions

union esp_ble_mesh_cfg_client_get_state_t

#include  <esp_ble_mesh_config_model_api.h> For ESP_BLE_MESH_MODEL_OP_BEACON_GET
ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_GET
ESP_BLE_MESH_MODEL_OP_GATT_PROXY_GET ESP_BLE_MESH_MODEL_OP_RELAY_GET
ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET ESP_BLE_MESH_MODEL_OP_FRIEND_GET
ESP_BLE_MESH_MODEL_OP_HEARTBEAT_PUB_GET ESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_GET
the get_state parameter in the esp_ble_mesh_config_client_get_state function should not be set to NULL.

Public Members

esp_ble_mesh_cfg_model_pub_get_t model_pub_get
For ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET.

esp_ble_mesh_cfg_composition_data_get t comp_data_get
For ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET.

esp_ble_mesh_cfg_sig_model_sub_get_t sig_model_sub_get
For ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_GET

esp_ble_mesh_cfg_vnd_model_sub_get t vid_model_sub_get
For ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_GET

esp_ble_mesh_cfg_app_key_get t app_key_get
For ESP_BLE_MESH_MODEL_OP_APP_KEY_GET.

esp_ble_mesh_cfg_node_identity_get t node_identity_get
For ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_GET.
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esp_ble_mesh_cfg_sig_model_app_get t sig_model_app_get
For ESP_BLE_MESH_MODEL_OP_SIG_MODEL_APP_GET

esp_ble_mesh_cfg_vnd_model_app_get_t vnd_model_app_get
For ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_GET

esp_ble_mesh_cfg_kr_phase_get_t kr_phase_get
For ESP_BLE_MESH_MODEL_OP_KEY_REFRESH_PHASE_GET

esp_ble_mesh_cfg_Ipn_polltimeout_get_t 1lpn_pollto_get
For ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT_GET

union esp_ble_mesh_cfg_client_set_state_t

#include  <esp_ble_mesh_config_model_api.h> For ESP_BLE_MESH_MODEL_OP_BEACON_SET
ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_SETESP_BLE_MESH_MODEL_OP_GATT_PROXY_SET
ESP_BLE_MESH_MODEL_OP_RELAY_SET ESP_BLE_MESH_MODEL_OP_MODEL_PUB_SET
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_AIL
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUA!
ESP_BLE_MESH_MODEL_OP_NET KEY_ADD ESP_BLE MESH_MODEL_OP_APP_KEY_ADD
ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND ESP_BLE_MESH_MODEL_OP_NODE_RESET
ESP_BLE_MESH_MODEL_OP_FRIEND_SET ESP_BLE_MESH_MODEL_OP_HEARTBEAT_PUB_SET
ESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_SET the  set_state  parameter in the
esp_ble_mesh_config_client_set_state function should not be set to NULL.

Public Members

esp_ble_mesh_cfg_beacon_set_t beacon_set
For ESP_BLE_MESH_MODEL_OP_BEACON_SET

esp_ble_mesh_cfg_default_ttl_set t default_ttl_set
For ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_SET

esp_ble_mesh_cfg_friend_set t friend_set
For ESP_BLE_MESH_MODEL_OP_FRIEND_SET

esp_ble_mesh_cfg_gatt_proxy_set_t gatt_proxy_set
For ESP_BLE_MESH_MODEL_OP_GATT_PROXY_SET

esp_ble_mesh_cfg_relay_set t relay_set
For ESP_BLE_MESH_MODEL_OP_RELAY_SET

esp_ble_mesh_cfg_net_key_add_t net_key_add
For ESP_BLE_MESH_MODEL_OP_NET_KEY_ADD

esp_ble_mesh_cfg_app_key_add_t app_key_add
For ESP_BLE_MESH_MODEL_OP_APP_KEY_ADD

esp_ble_mesh_cfg_model_app_bind_t model_app_bind
For ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND
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esp_ble_mesh_cfg_model_pub_set_t model_pub_set
For ESP_BLE_MESH_MODEL_OP_MODEL_PUB_SET

esp_ble_mesh_cfg_model_sub_add_t model_sub_add
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD

esp_ble_mesh_cfg_model_sub_delete_t model_sub_delete
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE

esp_ble_mesh_cfg_model_sub_overwrite_t model_sub_overwrite
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE

esp_ble_mesh_cfg_model_sub_va_add_t model_sub_va_add
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_ADD

esp_ble_mesh_cfg_model_sub_va_delete_t model_sub_va_delete
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_DELETE

esp_ble_mesh_cfg_model_sub_va_overwrite_t model_sub_va_overwrite
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_OVERWRITE

esp_ble_mesh_cfg_heartbeat_pub_set_t heartbeat_pub_set
For ESP_BLE_MESH_MODEL_OP_HEARTBEAT_PUB_SET

esp_ble_mesh_cfg_heartbeat_sub_set_t heartbeat_sub_set
For ESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_SET

esp_ble_mesh_cfg_model_pub_va_set_t model_pub_va_set
For ESP_BLE_MESH_MODEL_OP_MODEL_PUB_VIRTUAL_ADDR_SET

esp_ble_mesh_cfg_model_sub_delete_all_t model_sub_delete_all
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE_ALL

esp_ble_mesh_cfg_net_key_update_t net_key_update
For ESP_BLE_MESH_MODEL_OP_NET_KEY_UPDATE

esp_ble_mesh_cfg_net_key_delete_t net _key_delete
For ESP_BLE_ MESH_MODEL_OP_NET KEY_DELETE

esp_ble_mesh_cfg_app_key_update_t app_key_update
For ESP_BLE_MESH_MODEL_OP_APP_KEY_UPDATE

esp_ble_mesh_cfg_app_key_delete_t app_key_delete
For ESP_BLE_MESH_MODEL_OP_APP_KEY_DELETE

esp_ble_mesh_cfg_node_identity_set_t node_identity_set
For ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_SET
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esp_ble_mesh_cfg_model_app_unbind_t model_app_unbind
For ESP_BLE_MESH_MODEL_OP_MODEL_APP_UNBIND

esp_ble_mesh_cfg_kr_phase_set_t kr_phase_set
For ESP_BLE_MESH_MODEL_OP_KEY_REFRESH_PHASE_SET

esp_ble_mesh_cfg_net_transmit_set_t net _transmit_set
For ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_SET

union esp_ble_mesh_cfg_client_common_cb_param_t

#include <esp_ble_mesh_config_model_api.h> Configuration Client Model received message union.

Public Members

esp_ble_mesh_cfg_beacon_status_cb_t beacon_status

The beacon status value

esp_ble_mesh_cfg_comp_data_status_cb_t comp_data_status

The composition data status value

esp_ble_mesh_cfg_default_ttl_status_cb_t default_ttl_status
The default_tt] status value

esp_ble_mesh_cfg_gatt_proxy_status_cb_t gatt_proxy_status

The gatt_proxy status value

esp_ble_mesh_cfg_relay_status_cb_t relay_status

The relay status value

esp_ble_mesh_cfg_model_pub_status_cb_t model_pub_status

The model publication status value

esp_ble_mesh_cfg_model_sub_status_cb_t model_sub_status

The model subscription status value

esp_ble_mesh_cfg_net_key_status_cb_t netkey_status

The netkey status value

esp_ble_mesh_cfg_app_key_status_cb_t appkey_status
The appkey status value

esp_ble_mesh_cfg_mod_app_status_cb_t model_app_status

The model app status value

esp_ble_mesh_cfg_friend_status_cb_t friend_status

The friend status value
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esp_ble_mesh_cfg_hb_pub_status_cb_t heartbeat_pub_status

The heartbeat publication status value

esp_ble_mesh_cfg_hb_sub_status_cb_t heartbeat_sub_status

The heartbeat subscription status value

esp_ble_mesh_cfg_net_trans_status_cb_t net_transmit_status

The network transmit status value

esp_ble_mesh_cfg_model_sub_list_cb_t model_sub_list

The model subscription list value

esp_ble_mesh_cfg_net_key_list_cb_t netkey_list

The network key index list value

esp_ble_mesh_cfg_app_key_list_cb_t appkey_list

The application key index list value

esp_ble_mesh_cfg_node_id_status_cb_t node_identity_status

The node identity status value

esp_ble_mesh_cfg_model_app_list_cb_t model_app_list

The model application key index list value

esp_ble_mesh_cfg_kr_phase_status_cb_t kr_phase_status

The key refresh phase status value

esp_ble_mesh_cfg_Ipn_pollto_status_cb_t 1pn_timeout_status

The low power node poll timeout status value

union esp_ble_mesh_cfg_server_state_change_t

#include <esp_ble_mesh_config_model_api.h> Configuration Server model state change value union.

Public Members

esp_ble_mesh_state_change_cfg_mod_pub_set t mod_pub_set

The recv_op in ctx can be used to decide which state is changed. Config Model Publication Set

esp_ble_mesh_state_change_cfg_model_sub_add_t mod_sub_add
Config Model Subscription Add

esp_ble_mesh_state_change_cfg_model_sub_delete_t mod_sub_delete

Config Model Subscription Delete

esp_ble_mesh_state_change_cfg_netkey_add_t netkey_add
Config NetKey Add
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esp_ble_mesh_state_change_cfg_netkey_update_t netkey_update
Config NetKey Update

esp_ble_mesh_state_change_cfg_netkey_delete_t netkey_delete
Config NetKey Delete

esp_ble_mesh_state_change_cfg_appkey_add_t appkey_add
Config AppKey Add

esp_ble_mesh_state_change_cfg_appkey_update_t appkey_update
Config AppKey Update

esp_ble_mesh_state_change_cfg_appkey_delete_t appkey_delete
Config AppKey Delete

esp_ble_mesh_state_change_cfg_model_app_bind_t mod_app_bind
Config Model App Bind

esp_ble_mesh_state_change_cfg_model_app_unbind_t mod_app_unbind
Config Model App Unbind

esp_ble_mesh_state_change_cfg_kr_phase_set t kr_phase_set
Config Key Refresh Phase Set

union esp_ble_mesh_cfg_server_cb_value_t

#include <esp_ble_mesh_config_model_api.h> Configuration Server model callback value union.

Public Members

esp_ble_mesh_cfg_server_state_change_t state_change
ESP_BLE_MESH_CFG_SERVER_STATE_CHANGE_EVT

Structures

struct esp_ble_mesh_cfg_srv

Configuration Server Model context

Public Members

esp_ble_mesh_model_t *model

Pointer to Configuration Server Model

uint§_t net_transmit

Network Transmit state

uint8_t relay

Relay Mode state
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uint§_t relay_retransmit

Relay Retransmit state

uint8_t beacon

Secure Network Beacon state

uint8_t gatt_proxy
GATT Proxy state

uint§_t friend_state

Friend state

uint§_t default_ttl
Default TTL

struct k_delayed_work timer

Heartbeat Publication timer

uintl6_t dst

Destination address for Heartbeat messages

uintl6_t count

Number of Heartbeat messages to be sent

Number of Heartbeat messages received

uint8_t period

Period for sending Heartbeat messages

uint8_t ttl

TTL to be used when sending Heartbeat messages

uintl6_t feature

Bit field indicating features that trigger Heartbeat messages when changed

uint16_t net_idx
NetKey Index used by Heartbeat Publication

struct esp_ble_mesh_cfg_srv::[anonymous] heartbeat_pub

Heartbeat Publication

int64_t expiry

Timestamp when Heartbeat subscription period is expired

uintl6_t sre

Source address for Heartbeat messages

uint§_tmin_hops

Minimum hops when receiving Heartbeat messages
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uint§_t max_hops

Maximum hops when receiving Heartbeat messages

esp_ble_mesh_cb_t heartbeat_recv_cb

Optional heartbeat subscription tracking function

struct esp_ble_mesh_cfg_srv::[anonymous] heartbeat_sub

Heartbeat Subscription

struct esp_ble_mesh_cfg composition_data_get_t

Parameters of Config Composition Data Get.

Public Members

uint8_t page

Page number of the Composition Data.

struct esp_ble_mesh_cfg model_pub_get_t
Parameters of Config Model Publication Get.

Public Members

uintl6_t element_addr

The element address

uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_sig_model_sub_get_t
Parameters of Config SIG Model Subscription Get.

Public Members

uint16_t element_addr

The element address

uintl6_t model_id
The model id

struct esp_ble_mesh_cfg_vnd_model_sub_get_t

Parameters of Config Vendor Model Subscription Get.
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Public Members

uint16_t element_addr

The element address

uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_app_key_get_t
Parameters of Config AppKey Get.

Public Members

uintl6_t net_idx

The network key index

struct esp_ble_mesh_cfg node_identity_get_t
Parameters of Config Node Identity Get.

Public Members

uintl6_t net_idx

The network key index

struct esp_ble_mesh_cfg_sig_model_app_get_t
Parameters of Config SIG Model App Get.

Public Members

uint16_t element_addr

The element address

uint16_t model_id
The model id

struct esp_ble_mesh_cfg_vnd_model_app_get_t
Parameters of Config Vendor Model App Get.

Public Members

uint16_t element_addr

The element address
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uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg _kr_phase_get_t
Parameters of Config Key Refresh Phase Get.

Public Members

uintl6_t net_idx

The network key index

struct esp_ble_mesh_cfg lpn_polltimeout_get_t

Parameters of Config Low Power Node PollTimeout Get.

Public Members

uintl6_t 1pn_addr

The unicast address of the Low Power node

struct esp_ble_mesh_cfg_beacon_set_t

Parameters of Config Beacon Set.

Public Members

uint8_t beacon

New Secure Network Beacon state

struct esp_ble_mesh_cfg _default_ttl_set_t
Parameters of Config Default TTL Set.

Public Members

uint®_tttl
The default TTL state value

struct esp_ble_mesh_cfg friend_set_t

Parameters of Config Friend Set.

Public Members

uint8_t friend_state

The friend state value
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struct esp_ble_mesh_cfg_gatt_proxy_set_t
Parameters of Config GATT Proxy Set.

Public Members

uint8_t gatt_proxy
The GATT Proxy state value

struct esp_ble_mesh_cfg relay_set_t

Parameters of Config Relay Set.

Public Members

uint8_t relay

The relay value

uint§_t relay_retransmit

The relay retransmit value

struct esp_ble_mesh_cfg net_key_ _add_t
Parameters of Config NetKey Add.

Public Members

uint16_t net_idx

The network key index

uint8_t net_key[16]

The network key value

struct esp_ble_mesh_cfg_app_key_add_t
Parameters of Config AppKey Add.

Public Members

uintl6_t net_idx

The network key index

uintl6_t app_idx
The app key index

uint8_t app_key[16]
The app key value

struct esp_ble_mesh_cfg _model_app_bind_t
Parameters of Config Model App Bind.
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Public Members

uint16_t element_addr

The element address

uint16_t model_app_idx
Index of the app key to bind with the model

uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_pub_set_t
Parameters of Config Model Publication Set.

Public Members

uintl6_t element_addr

The element address

uintl6_t publish_addr
Value of the publish address

uintl6_t publish_app_idx
Index of the application key

bool cred_flag
Value of the Friendship Credential Flag

uint8_t publish_ttl
Default TTL value for the publishing messages

uint8_t publish_period

Period for periodic status publishing

uint§_t publish_retransmit

Number of retransmissions and number of 50-millisecond steps between retransmissions

uintl6_t model_id
The model id

uintl6_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg model_sub_add_t
Parameters of Config Model Subscription Add.
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Public Members

uint16_t element_addr

The element address

uint16_t sub_addr
The address to be added to the Subscription List

uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_delete_t

Parameters of Config Model Subscription Delete.

Public Members

uintl6_t element_addr

The element address

uintl6_t sub_addr

The address to be removed from the Subscription List

uintl6_t model_id
The model id

uintl6_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg model_sub_overwrite_t

Parameters of Config Model Subscription Overwrite.

Public Members

uint16_t element_addr

The element address

uintl6_t sub_addr
The address to be added to the Subscription List

uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF
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struct esp_ble_mesh_cfg_model_sub_va_add_t
Parameters of Config Model Subscription Virtual Address Add.

Public Members

uintl6_t element_addr

The element address

uint8_t label_uuid[16]
The Label UUID of the virtual address to be added to the Subscription List

uintl6_t model_id
The model id

uintl6_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_va_delete_t

Parameters of Config Model Subscription Virtual Address Delete.

Public Members

uint16_t element_addr

The element address

uint8_t label_uuid[16]
The Label UUID of the virtual address to be removed from the Subscription List

uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_va_overwrite_t

Parameters of Config Model Subscription Virtual Address Overwrite.

Public Members

uintl6_t element_addr

The element address

uint8_t label_uuid[16]
The Label UUID of the virtual address to be added to the Subscription List
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uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_pub_va_set_t
Parameters of Config Model Publication Virtual Address Set.

Public Members

uintl6_t element_addr

The element address

uint8_t label_uuid[16]
Value of the Label UUID publish address

uintl6_t publish_app_idx
Index of the application key

bool cred_flag
Value of the Friendship Credential Flag

uint8_t publish_ttl
Default TTL value for the publishing messages

uint§_t publish_period

Period for periodic status publishing

uint§_t publish_retransmit

Number of retransmissions and number of 50-millisecond steps between retransmissions

uintl6_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg model_sub_delete_all_t
Parameters of Config Model Subscription Delete All.

Public Members

uint16_t element_addr

The element address
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uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_net_key_update_t
Parameters of Config NetKey Update.

Public Members

uintl6_t net_idx

The network key index

uint8_t net_key[16]

The network key value

struct esp_ble_mesh_cfg _net_key delete_t
Parameters of Config NetKey Delete.

Public Members

uintl6_t net_idx

The network key index

struct esp_ble_mesh_cfg_app_key update_t
Parameters of Config AppKey Update.

Public Members

uintl6_t net_idx

The network key index

uint16_t app_idx
The app key index

uint8_t app_key[16]
The app key value

struct esp_ble_mesh_cfg_app_key_delete_t
Parameters of Config AppKey Delete.

Public Members

uintl6_t net_idx

The network key index
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uint16_t app_idx
The app key index

struct esp_ble_mesh_cfg_node_identity_set_t

Parameters of Config Node Identity Set.

Public Members

uintl6_t net_idx

The network key index

uint8_t identity
New Node Identity state

struct esp_ble_mesh_cfg_model_app_unbind_t

Parameters of Config Model App Unbind.

Public Members

uint16_t element_addr

The element address

uint16_t model_app_idx
Index of the app key to bind with the model

uint16_t model_id
The model id

uint16_t company_id

The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_kr_phase_set_t
Parameters of Config Key Refresh Phase Set.

Public Members

uintl6_t net_idx

The network key index

uint8_t transition

New Key Refresh Phase Transition

struct esp_ble_mesh_cfg net_transmit_set_t

Parameters of Config Network Transmit Set.
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Public Members

uint8_t net_transmit

Network Transmit State

struct esp_ble_mesh_cfg _heartbeat_pub_set_t
Parameters of Config Model Heartbeat Publication Set.

Public Members

uintl6_t dst

Destination address for Heartbeat messages

uint8_t count

Number of Heartbeat messages to be sent

uint8_t period

Period for sending Heartbeat messages

uint®_tttl

TTL to be used when sending Heartbeat messages

uintl6_t feature

Bit field indicating features that trigger Heartbeat messages when changed

uintl6_t net_idx
NetKey Index

struct esp_ble_mesh_cfg heartbeat_sub_set_t

Parameters of Config Model Heartbeat Subscription Set.

Public Members

uintl6_t sre

Source address for Heartbeat messages

uintl6_t dst

Destination address for Heartbeat messages

uint8_t period

Period for receiving Heartbeat messages

struct esp_ble_mesh_cfg beacon_status_cb_t

Parameter of Config Beacon Status
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Public Members

uint8_t beacon

Secure Network Beacon state value

struct esp_ble_mesh_cfg _comp_data_status_cb_t

Parameters of Config Composition Data Status

Public Members

uint8_t page

Page number of the Composition Data

struct net_buf_simple *composition_data

Pointer to Composition Data for the identified page

struct esp_ble_mesh_cfg _default_ttl_status_cb_t
Parameter of Config Default TTL Status

Public Members

uint8_t default_ttl
Default TTL state value

struct esp_ble_mesh_cfg _gatt_proxy_status_cb_t
Parameter of Config GATT Proxy Status

Public Members

uint8_t gatt_proxy
GATT Proxy state value

struct esp_ble_mesh_cfg_relay_status_cb_t

Parameters of Config Relay Status

Public Members

uint8_t relay

Relay state value

uint8_t retransmit

Relay retransmit value(number of retransmissions and number of 10-millisecond steps between retrans-
missions)

struct esp_ble_mesh_cfg_model_pub_status_cb_t

Parameters of Config Model Publication Status
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Public Members

uint8_t status

Status Code for the request message

uint16_t element_addr

Address of the element

uint16_t publish_addr
Value of the publish address

uint16_t app_idx
Index of the application key

bool cred_flag
Value of the Friendship Credential Flag

uint8_t ttl

Default TTL value for the outgoing messages

uint8_t period

Period for periodic status publishing

uint8_t transmit

Number of retransmissions and number of 50-millisecond steps between retransmissions

uint16_t company_id

Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_cfg_model_sub_status_cb_t

Parameters of Config Model Subscription Status

Public Members

uint®_t status

Status Code for the request message

uintl6_t element_addr

Address of the element

uintl6_t sub_addr
Value of the address

uintl6_t company_id

Company ID
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uint16_t model_id
Model ID

struct esp_ble_mesh_cfg_net_key_status_cb_t

Parameters of Config NetKey Status

Public Members

uint8_t status

Status Code for the request message

uintl6_t net_idx
Index of the NetKey

struct esp_ble_mesh_cfg_app_key_status_cb_t
Parameters of Config AppKey Status

Public Members

uint8_t status

Status Code for the request message

uintl6_t net_idx
Index of the NetKey

uint16_t app_idx
Index of the application key

struct esp_ble_mesh_cfg_mod_app_status_cb_t

Parameters of Config Model App Status

Public Members

uint®_t status

Status Code for the request message

uintl6_t element_addr

Address of the element

uintl6_t app_idx
Index of the application key

uint16_t company_id

Company ID
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uint16_t model_id
Model ID

struct esp_ble_mesh_cfg_friend_status_cb_t

Parameter of Config Friend Status

Public Members

uint8_t friend_state

Friend state value

struct esp_ble_mesh_cfg hb_pub_status_cb_t

Parameters of Config Heartbeat Publication Status

Public Members

uint8_t status

Status Code for the request message

uintl6_t dst

Destination address for Heartbeat messages

uint8_t count

Number of Heartbeat messages remaining to be sent

uint8_t period

Period for sending Heartbeat messages

uint8_tttl

TTL to be used when sending Heartbeat messages

uintl6_t features

Features that trigger Heartbeat messages when changed

uint16_t net_idx
Index of the NetKey

struct esp_ble_mesh_cfg_hb_sub_status_cb_t

Parameters of Config Heartbeat Subscription Status

Public Members

uint8_t status

Status Code for the request message
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uintl6_t srec

Source address for Heartbeat messages

uintl6_t dst

Destination address for Heartbeat messages

uint8_t period

Remaining Period for processing Heartbeat messages

uint8_t count

Number of Heartbeat messages received

uint§_tmin_hops

Minimum hops when receiving Heartbeat messages

uint§_t max_hops

Maximum hops when receiving Heartbeat messages

struct esp_ble_mesh_cfg_net_trans_status_cb_t

Parameters of Config Network Transmit Status

Public Members

uint§_t net_trans_count

Number of transmissions for each Network PDU originating from the node

uint8_t net_trans_step

Maximum hops when receiving Heartbeat messages

struct esp_ble_mesh_cfg_model_sub_list_cb_t

Parameters of Config SIG/Vendor Subscription List

Public Members

uint8_t status

Status Code for the request message

uint16_t element_addr

Address of the element

uint16_t company_id

Company ID

uint16_t model_id
Model ID
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struct net_buf_simple *sub_addr

A block of all addresses from the Subscription List

struct esp_ble_mesh_cfg_net_key_list_cb_t
Parameter of Config NetKey List

Public Members

struct net_buf_simple *net_idx

A list of NetKey Indexes known to the node

struct esp_ble_mesh_cfg _app_key_list_cb_t
Parameters of Config AppKey List

Public Members

uint8_t status

Status Code for the request message

uintl6_t net_idx
NetKey Index of the NetKey that the AppKeys are bound to

struct net_buf_simple *app_idx
A list of AppKey indexes that are bound to the NetKey identified by NetKeyIndex

struct esp_ble_mesh_cfg node_id_status_cb_t

Parameters of Config Node Identity Status

Public Members

uint8_t status

Status Code for the request message

uint16_t net_idx
Index of the NetKey

uint§_t identity
Node Identity state

struct esp_ble_mesh_cfg model_app_list_cb_t
Parameters of Config SIG/Vendor Model App List

Public Members

uint®_t status

Status Code for the request message
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uint16_t element_addr

Address of the element

uint16_t company_id

Company ID

uint16_t model_id
Model ID

struct net_buf_simple *app_idx
All AppKey indexes bound to the Model

struct esp_ble_mesh_cfg_kr_phase_status_cb_t
Parameters of Config Key Refresh Phase Status

Public Members

uint8_t status

Status Code for the request message

uintl6_t net_idx
Index of the NetKey

uint8_t phase

Key Refresh Phase state

struct esp_ble_mesh_cfg _lpn_pollto_status_cb_t

Parameters of Config Low Power Node PollTimeout Status

Public Members

uintl6_t 1pn_addr

The unicast address of the Low Power node

int32_tpoll_timeout

The current value of the PollTimeout timer of the Low Power node

struct esp_ble_mesh_cfg_client_cb_param_t

Configuration Client Model callback parameters

Public Members

int error_code

Appropriate error code
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esp_ble_mesh_client_common_param_t *params

The client common parameters

esp_ble_mesh_cfg_client_common_cb_param_t status_cb

The config status message callback values

struct esp_ble_mesh_state_change_cfg_mod_pub_set_t

Configuration Server model related context.

Public Members

uintl6_t element_addr
Element Address

uint16_t pub_addr
Publish Address

uintl6_t app_idx
AppKey Index

bool cred_flag
Friendship Credential Flag

uint8_t pub_ttl
Publish TTL

uint8_t pub_period
Publish Period

uint§_t pub_retransmit

Publish Retransmit

uint16_t company_id

Company ID

uintl6_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg_model_sub_add_t

Parameters of Config Model Subscription Add

Public Members

uint16_t element_addr

Element Address
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uint16_t sub_addr
Subscription Address

uint16_t company_id

Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg model_sub_delete_t

Parameters of Config Model Subscription Delete

Public Members

uintl6_t element_addr
Element Address

uintl6_t sub_addr
Subscription Address

uintl16_t company_id

Company ID

uintl6_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg_netkey_add_t
Parameters of Config NetKey Add

Public Members

uintl6_t net_idx
NetKey Index

uint8_t net_key[16]
NetKey

struct esp_ble_mesh_state_change_cfg netkey_update_t

Parameters of Config NetKey Update

Public Members

uintl6_t net_idx
NetKey Index
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uint8_t net_key[16]
NetKey

struct esp_ble_mesh_state_change_cfg netkey_delete_t

Parameter of Config NetKey Delete

Public Members

uintl6_t net_idx
NetKey Index

struct esp_ble_mesh_state_change_cfg_appkey_add_t
Parameters of Config AppKey Add

Public Members

uintl6_t net_idx
NetKey Index

uintl6_t app_idx
AppKey Index

uint8_t app_key|[16]
AppKey

struct esp_ble_mesh_state_change_cfg_appkey_update_t
Parameters of Config AppKey Update

Public Members

uintl6_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index

uint8_t app_key[16]
AppKey

struct esp_ble_mesh_state_change_cfg_appkey_delete_t
Parameters of Config AppKey Delete

Public Members

uintl6_t net_idx
NetKey Index
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uint16_t app_idx
AppKey Index

struct esp_ble_mesh_state_change_cfg model_app_bind_t
Parameters of Config Model App Bind

Public Members

uintl6_t element_addr
Element Address

uintl6_t app_idx
AppKey Index

uintl6_t company_id

Company ID

uintl6_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg model_app_unbind t

Parameters of Config Model App Unbind

Public Members

uint16_t element_addr

Element Address

uint16_t app_idx
AppKey Index

uint16_t company_id

Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg _kr_phase_set_t

Parameters of Config Key Refresh Phase Set

Public Members

uintl6_t net_idx
NetKey Index
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uint8_t kr_phase
New Key Refresh Phase Transition

struct esp_ble_mesh_cfg_server_cb_param_t

Configuration Server model callback parameters

Public Members

esp_ble_mesh_model_t *model

Pointer to the server model structure

esp_ble_mesh_msg_ctx_t ctx

Context of the received message

esp_ble_mesh_cfg_server_cb_value_t value

Value of the received configuration messages

Macros
ESP_BLE_MESH_MODEL_CFG_SRV (srv_data)

Define a new Config Server Model.

£ 1#: The Config Server Model can only be included by a Primary Element.

S8
* srv_data —Pointer to a unique Config Server Model user_data.
&M New Config Server Model instance.
ESP_BLE_MESH_MODEL_CFG_CLI (cli_data)
Define a new Config Client Model.

#&1¥: The Config Client Model can only be included by a Primary Element.

S8
* cli_data —Pointer to a unique struct esp_ble_mesh_client_t.

&1l New Config Client Model instance.

Type Definitions
typedef struct esp_ble_mesh_cfg_srv esp_ble_mesh_cfg_srv_t
Configuration Server Model context

typedef void (*esp_ble_mesh_cfg_client_cb_t)(esp_ble_mesh_cfg_client_cb_event_t event,
esp_ble_mesh_cfg_client_cb_param_t *param)

Bluetooth Mesh Config Client and Server Model functions.
Configuration Client Model callback function type

Param event Event type
Param param Pointer to callback parameter
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typedef void (*esp_ble_mesh_cfg_server_cb_t)(esp_ble_mesh_cfg_server_cb_event_t event,

esp_ble_mesh_cfg_server_cb_param_t *param)
Configuration Server Model callback function type.

Param event Event type
Param param Pointer to callback parameter

Enumerations

enum esp_ble_mesh_cfg client_cb_event_t

This enum value is the event of Configuration Client Model

Values:

enumerator ESP_BLE_MESH_CFG_CLIENT GET_STATE_EVT

enumerator ESP_BLE_MESH_CFG_CLIENT SET_STATE_EVT

enumerator ESP_BLE_MESH_CFG_CLIENT_PUBLISH_EVT

enumerator ESP_BLE_MESH_CFG_CLIENT_TIMEOUT_EVT

enumerator ESP_BLE_MESH_CFG_CLIENT EVT_ MAX

enum esp_ble_mesh_cfg_server_cb_event_t

This enum value is the event of Configuration Server model

Values:

enumerator ESP_BLE_MESH_CFG_SERVER_STATE_CHANGE_EVT

enumerator ESP_BLE_MESH_CFG_SERVER_EVT_MAX

Health Client/Server Models

Header File

¢ components/bt/esp_ble_mesh/api/models/include/esp_ble_mesh_health_model_api.h

Functions

esp_err_t esp_ble_mesh_register_health_client_callback (esp_ble_mesh_health_client_cb_t

callback)

Register BLE Mesh Health Model callback, the callback will report Health Client & Server Model events.

%¥ callback [in] Pointer to the callback function.
J&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_register_health_server_callback (esp_ble_mesh_health_server_cb_t

callback)
Register BLE Mesh Health Server Model callback.

%% callback —[in] Pointer to the callback function.
&\l ESP_OK on success or error code otherwise.
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esp_err_t esp_ble_mesh_health_client_get_state (esp_ble_mesh_client_common_param_t
*params, esp_ble_mesh_health_client_get_state_t
*get_state)

This function is called to get the Health Server states using the Health Client Model get messages.

% 1E: If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_opcode_health_client_get_t in esp_ble_mesh_defs.h

ZH
* params —[in] Pointer to BLE Mesh common client parameters.
» get_state —[in] Pointer to a union, each kind of opcode corresponds to one structure
inside. Shall not be set to NULL.
&[] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_health_client_set_state (esp_ble_mesh_client_common_param_t
*params, esp_ble_mesh_health_client_set_state_t
*get_state)

This function is called to set the Health Server states using the Health Client Model set messages.

4 {k:  If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_opcode_health_client_set_t in esp_ble_mesh_defs.h

ZH
* params —[in] Pointer to BLE Mesh common client parameters.
* set_state [in] Pointer to a union, each kind of opcode corresponds to one structure
inside. Shall not be set to NULL.
&\l ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_health_server_ fault_update (esp_ble_mesh_elem_t *element)
This function is called by the Health Server Model to update the context of its Health Current status.

%% element —[in] The element to which the Health Server Model belongs.
J&[n] ESP_OK on success or error code otherwise.

Unions

union esp_ble_mesh_health_client_get_state_t
#include <esp_ble_mesh_health_model_api.h>For ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_GET
ESP_BLE_MESH_MODEL_OP_ATTENTION_GET ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_GET
the get_state parameter in the esp_ble_mesh_health_client_get_state function should not be set to NULL.

Public Members

esp_ble_mesh_health_fault_get_t fault_get
For ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_GET.

union esp_ble_mesh_health_client_set_state_t

#include <esp_ble_mesh_health_model_api.h>For ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_CLEAR
ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_CLEAR_UNACK ESP_BLE_MESH_MODEL_OP_HEALTH_FAUL"
ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_TEST_UNACK ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD
ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET_UNACK ESP_BLE_MESH_MODEL_OP_ATTENTION_SET
ESP_BLE_MESH_MODEL_OP_ATTENTION_SET_UNACK the set_state parameter in the
esp_ble_mesh_health_client_set_state function should not be set to NULL.
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Public Members

esp_ble_mesh_health_attention_set t attention_set
For ESP_BLE_MESH_MODEL_OP_ATTENTION_SET or ESP_BLE_MESH_MODEL_OP_ATTENTION_SET_UN.

esp_ble_mesh_health_period_set_t period_set

For ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET or
ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET_UNACK.

esp_ble_mesh_health_fault test t fault_test

For ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_TEST or
ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_TEST_UNACK.

esp_ble_mesh_health_fault_clear_t fault_clear

For ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_CLEAR or
ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_CLEAR_UNACK.

union esp_ble_mesh_health_client_common_cb_param_t

#include <esp_ble_mesh_health_model_api.h> Health Client Model received message union.

Public Members

esp_ble_mesh_health_current_status_cb_t current_status

The health current status value

esp_ble_mesh_health_fault_status_cb_t fault_status
The health fault status value

esp_ble_mesh_health_period_status_cb_t period_status
The health period status value

esp_ble_mesh_health_attention_status_cb_t attention_status

The health attention status value

union esp_ble_mesh_health_server_cb_param_t

#include <esp_ble_mesh_health_model_api.h> Health Server Model callback parameters union.

Public Members

esp_ble_mesh_health_fault_update_comp_cb_t £ault_update_comp
ESP_BLE_MESH_HEALTH_SERVER_FAULT_UPDATE_COMP_EVT

esp_ble_mesh_health_fault_clear_cb_t fault_clear
ESP_BLE_MESH_HEALTH_SERVER_FAULT_CLEAR_EVT

esp_ble_mesh_health_fault_test_cb_t fault_test
ESP_BLE_MESH_HEALTH_SERVER_FAULT _TEST EVT
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esp_ble_mesh_health_attention_on_cb_t attention_on
ESP_BLE_MESH_HEALTH_SERVER_ATTENTION_ON_EVT

esp_ble_mesh_health_attention_off _cb_t attention_off
ESP_BLE_MESH_HEAILTH_SERVER_ATTENTION_OFF_EVT

Structures

struct esp_ble_mesh_health_srv_cb_t
ESP BLE Mesh Health Server callback

Public Members

esp_ble_mesh_cb_t fault_clear

Clear health registered faults. Initialized by the stack.

esp_ble_mesh_cb_t fault_test
Run a specific health test. Initialized by the stack.

esp_ble_mesh_cb_t attention_on

Health attention on callback. Initialized by the stack.

esp_ble_mesh_cb_t attention_off

Health attention off callback. Initialized by the stack.

struct esp_ble_mesh_health_test_t
ESP BLE Mesh Health Server test Context

Public Members

uint8_t id_count
Number of Health self-test ID

const uint8_t *test_ids
Array of Health self-test IDs

uint16_t company_id

Company ID used to identify the Health Fault state

uint8_t prev_test_id

Current test ID of the health fault test

uint8_t current_faults[ESP_BLE MESH HEALTH FAULT_ARRAY_SIZE]

Array of current faults

uint8_t registered_faults[ESP_BLE MESH HEALTH FAULT_ARRAY_SIZE]

Array of registered faults
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struct esp_ble_mesh_health_srv_t
ESP BLE Mesh Health Server Model Context

Public Members

esp_ble_mesh_model_t *model

Pointer to Health Server Model

esp_ble_mesh_health_srv_cb_t health_cb
Health callback struct

struct k_delayed_work attention_timer

Attention Timer state

bool attention_timer_start

Attention Timer start flag

esp_ble_mesh_health_test_t health_test
Health Server fault test

struct esp_ble_mesh_health_fault_get_t
Parameter of Health Fault Get

Public Members

uint16_t company_id

Bluetooth assigned 16-bit Company ID

struct esp_ble_mesh_health_attention_set_t

Parameter of Health Attention Set

Public Members

uint8_t attention

Value of the Attention Timer state

struct esp_ble_mesh_health_period_set_t
Parameter of Health Period Set

Public Members

uint8_t fast_period_divisor
Divider for the Publish Period

struct esp_ble_mesh_health_fault_test_t
Parameter of Health Fault Test
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Public Members

uint16_t company_id

Bluetooth assigned 16-bit Company ID

uint8_t test_id
ID of a specific test to be performed

struct esp_ble_mesh_health_fault_clear_t

Parameter of Health Fault Clear

Public Members

uint16_t company_id

Bluetooth assigned 16-bit Company ID

struct esp_ble_mesh_health_current_status_cb_t

Parameters of Health Current Status

Public Members

uint8_t test_id

ID of a most recently performed test

uint16_t company_id

Bluetooth assigned 16-bit Company ID

struct net_buf_simple *fault_array

FaultArray field contains a sequence of 1-octet fault values

struct esp_ble_mesh_health_fault_status_cb_t

Parameters of Health Fault Status

Public Members

uint8_t test_id

ID of a most recently performed test

uint16_t company_id

Bluetooth assigned 16-bit Company ID

struct net_buf_simple *fault_array

FaultArray field contains a sequence of 1-octet fault values

struct esp_ble_mesh_health_period_status_cb_t

Parameter of Health Period Status
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Public Members

uint8_t fast_period_divisor
Divider for the Publish Period

struct esp_ble_mesh_health_attention_status_cb_t

Parameter of Health Attention Status

Public Members

uint8_t attention

Value of the Attention Timer state

struct esp_ble_mesh_health_client_cb_param_t
Health Client Model callback parameters

Public Members

int error_code

Appropriate error code

esp_ble_mesh_client_common_param_t *params

The client common parameters.

esp_ble_mesh_health_client_common_cb_param_t status_cb

The health message status callback values

struct esp_ble_mesh_health_fault_update_comp_cb_t

Parameter of publishing Health Current Status completion event

Public Members

int error_code

The result of publishing Health Current Status

esp_ble_mesh_elem_t *element

Pointer to the element which contains the Health Server Model

struct esp_ble_mesh_health_fault_clear_cb_t

Parameters of Health Fault Clear event

Public Members

esp_ble_mesh_model_t *model

Pointer to the Health Server Model
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uint16_t company_id

Bluetooth assigned 16-bit Company ID

struct esp_ble_mesh_health_fault_test_cb_t

Parameters of Health Fault Test event

Public Members

esp_ble_mesh_model_t *model

Pointer to the Health Server Model

uint8_t test_id
ID of a specific test to be performed

uint16_t company_id

Bluetooth assigned 16-bit Company ID

struct esp_ble_mesh_health_attention_on_cb_t

Parameter of Health Attention On event

Public Members

esp_ble_mesh_model_t *model
Pointer to the Health Server Model

uint8_t time

Duration of attention timer on (in seconds)

struct esp_ble_mesh_health_attention_off _cb_t
Parameter of Health Attention Off event

Public Members

esp_ble_mesh_model_t *model

Pointer to the Health Server Model

Macros
ESP_BLE_MESH_MODEL_HEALTH_SRV (srv, pub)

Define a new Health Server Model.

£41:: The Health Server Model can only be included by a Primary Element.

S

* srv —Pointer to the unique struct esp_ble_mesh_health_srv_t.

» pub —Pointer to the unique struct esp_ble_mesh_model_pub_t.

j&In] New Health Server Model instance.
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ESP_BLE_MESH_MODEL_HEALTH_CLI (cli_data)
Define a new Health Client Model.

1. This API needs to be called for each element on which the application needs to have a Health Client
Model.

S8
e cli_data —Pointer to the unique struct esp_ble_mesh_client t.
&l New Health Client Model instance.

ESP_BLE_MESH_HEALTH_PUB_DEFINE (_name, _max, _role)
A helper to define a health publication context

SH
* _name —Name given to the publication context variable.
* _max —Maximum number of faults the element can have.
» _role —Role of the device which contains the model.

ESP_BLE_MESH_HEALTH_STANDARD_TEST
SIG identifier of Health Fault Test. 0x01 ~ OxFF: Vendor Specific Test.

ESP_BLE_MESH_NO_FAULT

Fault values of Health Fault Test. 0x33 ~ Ox7F: Reserved for Future Use. 0x80 ~ OxFF: Vendor Specific
Warning/Error.

ESP_BLE_MESH_BATTERY_ LOW_WARNING
ESP_BLE_MESH_BATTERY_ LOW_ERROR
ESP_BLE_MESH_SUPPLY_VOLTAGE_TOO_LOW_WARNING
ESP_BLE_MESH_SUPPLY_VOLTAGE_TOO_LOW_ERROR
ESP_BLE_MESH_SUPPLY_VOLTAGE_TOO_HIGH_ WARNING
ESP_BLE_MESH_SUPPLY_VOLTAGE_TOO_HIGH_ERROR
ESP_BLE_MESH_POWER_SUPPLY_INTERRUPTED WARNING
ESP_BLE_MESH_POWER_SUPPLY_ INTERRUPTED ERROR
ESP_BLE_MESH_NO_LOAD_WARNING
ESP_BLE_MESH_NO_LOAD_ERROR
ESP_BLE_MESH_OVERLOAD_WARNING

ESP_BLE_MESH_OVERLOAD_ERROR
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ESP_BLE_MESH_OVERHEAT_WARNING

ESP_BLE_MESH_OVERHEAT_ ERROR

ESP_BLE_MESH_CONDENSATION_WARNING

ESP_BLE_MESH_CONDENSATION_ERROR

ESP_BLE_MESH_VIBRATION_WARNING

ESP_BLE_MESH_VIBRATION_ERROR

ESP_BLE_MESH_CONFIGURATION_WARNING

ESP_BLE_MESH_CONFIGURATION_ERROR

ESP_BLE_MESH_ELEMENT NOT_CALIBRATED_WARNING

ESP_BLE_MESH_ELEMENT NOT_CALIBRATED_ERROR

ESP_BLE_MESH_MEMORY_ WARNING

ESP_BLE_MESH_MEMORY_ERROR

ESP_BLE_MESH_SELF_TEST_ WARNING

ESP_BLE_MESH_SELF_TEST ERROR

ESP_BLE_MESH_INPUT TOO_LOW_WARNING

ESP_BLE_MESH_INPUT TOO_LOW_ERROR

ESP_BLE_MESH_INPUT_TOO_HIGH_WARNING

ESP_BLE_MESH_INPUT_TOO_HIGH_ERROR

ESP_BLE_MESH_INPUT_NO_CHANGE_WARNING

ESP_BLE_MESH_INPUT_NO_CHANGE_ERROR

ESP_BLE_MESH_ACTUATOR_BLOCKED_WARNING

ESP_BLE_MESH_ACTUATOR_BLOCKED_ERROR

ESP_BLE_MESH_HOUSING_OPENED_WARNING
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ESP_BLE_MESH_HOUSING_OPENED_ERROR

ESP_BLE_MESH_TAMPER_WARNING

ESP_BLE_MESH_TAMPER_ERROR

ESP_BLE_MESH_DEVICE_MOVED_WARNING

ESP_BLE_MESH_DEVICE_MOVED_ERROR

ESP_BLE_MESH_DEVICE_DROPPED_WARNING

ESP_BLE_MESH_DEVICE_DROPPED_ERROR

ESP_BLE_MESH_OVERFLOW_WARNING

ESP_BLE_MESH_OVERFLOW_ERROR

ESP_BLE_MESH_EMPTY WARNING

ESP_BLE_MESH_EMPTY_ ERROR

ESP_BLE_MESH_INTERNAL_BUS_WARNING

ESP_BLE_MESH_INTERNAL_BUS_ERROR

ESP_BLE_MESH_MECHANISM JAMMED_ WARNING

ESP_BLE_MESH_MECHANISM JAMMED_ ERROR

ESP_BLE_MESH_HEALTH_FAULT_ARRAY SIZE

Type Definitions

typedef void (*esp_ble_mesh_health_client_cb_t)(esp_ble_mesh_health_client_cb_event_t event,
esp_ble_mesh_health_client_cb_param_t *param)

Bluetooth Mesh Health Client and Server Model function.
Health Client Model callback function type

Param event Event type
Param param Pointer to callback parameter

typedef void (*esp_ble_mesh_health_server_cb_t)(esp_ble_mesh_health_server_cb_event_t event,
esp_ble_mesh_health_server_cb_param_t *param)

Health Server Model callback function type.

Param event Event type
Param param Pointer to callback parameter

Espressif Systems 416 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

Enumerations

enum esp_ble_mesh_health_client_cb_event_t

This enum value is the event of Health Client Model

Values:

enumerator ESP_BLE_MESH_HEALTH_CLIENT_GET STATE_EVT

enumerator ESP_BLE_MESH_HEALTH_CLIENT_SET STATE_EVT

enumerator ESP_BLE_MESH_HEALTH_CLIENT_PUBLISH_EVT

enumerator ESP_BLE_MESH_HEALTH_CLIENT TIMEOUT_EVT

enumerator ESP_BLE_MESH_HEALTH_CLIENT_ EVT_ MAX

enum esp_ble_mesh_health_server_cb_event_t

This enum value is the event of Health Server Model

Values:

enumerator ESP_BLE_MESH_HEALTH_SERVER_FAULT_ UPDATE_COMP_EVT

enumerator ESP_BLE_MESH_HEALTH_SERVER_FAULT CLEAR_EVT

enumerator ESP_BLE_MESH_HEALTH_SERVER_FAULT TEST_EVT

enumerator ESP_BLE_MESH_HEALTH_SERVER_ATTENTION_ON_EVT

enumerator ESP_BLE_MESH_HEALTH_SERVER_ATTENTION OFF_EVT

enumerator ESP_BLE_MESH_HEALTH_SERVER_EVT_ MAX

Generic Client/Server Models

Header File

» components/bt/esp_ble_mesh/api/models/include/esp_ble_mesh_generic_model_api.h

Functions
esp_err_t esp_ble_mesh_register_generic_client_callback (esp_ble_mesh_generic_client_cb_t
callback)

Register BLE Mesh Generic Client Model callback.
%% callback —[in] Pointer to the callback function.

j&[n] ESP_OK on success or error code otherwise.
esp_err_t esp_ble_mesh_generic_client_get_state (esp_ble_mesh_client_common_param_t

*params,
esp_ble_mesh_generic_client_get_state_t
*get_state)
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Get the value of Generic Server Model states using the Generic Client Model get messages.

$47k: If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_generic_message_opcode_t in esp_ble_mesh_defs.h

SH

» params —[in] Pointer to BLE Mesh common client parameters.

* get_state —[in] Pointer to generic get message value. Shall not be set to NULL.
j&[n] ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_generic_client_set_state (esp_ble_mesh_client_common_param_t
*params,
esp_ble_mesh_generic_client_set_state_t
*set_state)

Set the value of Generic Server Model states using the Generic Client Model set messages.

4 1k:  If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_generic_message_opcode_t in esp_ble_mesh_defs.h

SH

* params —[in] Pointer to BLE Mesh common client parameters.

* set_state [in] Pointer to generic set message value. Shall not be set to NULL.
&\l ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_register_ generic_server_callback (esp_ble_mesh_generic_server_cb_t
callback)

Register BLE Mesh Generic Server Model callback.

%¥ callback [in] Pointer to the callback function.
& [n] ESP_OK on success or error code otherwise.

Unions

union esp_ble_mesh_generic_client_get_state_t

#include <esp_ble_mesh_generic_model_api.h> Generic Client Model get message union.

Public Members

esp_ble_mesh_gen_user_property_get_t user_property_get
For ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_GET

esp_ble_mesh_gen_admin_property_get t admin_property_get
For ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_GET

esp_ble_mesh_gen_manufacturer_property_get_t manufacturer_property_get
For ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET

esp_ble_mesh_gen_client_properties_get_t client_properties_get
For ESP_BLE_MESH_MODEL_OP_GEN_CLIENT_PROPERTIES_GET
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union esp_ble_mesh_generic_client_set_state_t

#include <esp_ble_mesh_generic_model_api.h> Generic Client Model set message union.

Public Members

esp_ble_mesh_gen_onoff _set_t onoff_set
For ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET & ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET_UN

esp_ble_mesh_gen_level_set t level_set
For ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET & ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET UN

esp_ble_mesh_gen_delta_set_t delta_set
For ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET & ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET_UN

esp_ble_mesh_gen_move_set_t move_set

For ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET & ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET_UNA

esp_ble_mesh_gen_def_trans_time_set t def_trans_time_set

For ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_SET &
ESP_BLE_MESH_MODEL_OP_GEN_DEF TRANS_TIME_SET _UNACK

esp_ble_mesh_gen_onpowerup_set_t power_set

For ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET &
ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET_UNACK

esp_ble_mesh_gen_power_level_set_t power_level_set

For ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET &
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET_UNACK

esp_ble_mesh_gen_power_default_set_t power_default_set

For ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_SET &
ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_SET_UNACK

esp_ble_mesh_gen_power_range_set_t power_range_set

For ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET &
ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET_UNACK

esp_ble_mesh_gen_loc_global_set t loc_global_set

For ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET &
ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET_UNACK

esp_ble_mesh_gen_loc_local_set_t loc_local_set

For ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET &
ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET_UNACK

esp_ble_mesh_gen_user_property_set_t user_property_set

For ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET &
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET UNACK
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esp_ble_mesh_gen_admin_property_set_t admin_property_set

For ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_SET &
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_SET_UNACK

esp_ble_mesh_gen_manufacturer_property_set_t manufacturer_property_set
For ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET &
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET_UNACK

union esp_ble_mesh_gen_client_status_cb_t

#include <esp_ble_mesh_generic_model_api.h> Generic Client Model received message union.

Public Members

esp_ble_mesh_gen_onoff _status_cb_t onoff_status
For ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_STATUS

esp_ble_mesh_gen_level_status_cb_t level_status
For ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_STATUS

esp_ble_mesh_gen_def _trans_time_status_cb_t def_trans_time_status
For ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_STATUS

esp_ble_mesh_gen_onpowerup_status_cb_t onpowerup_status
For ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_STATUS

esp_ble_mesh_gen_power_level_status_cb_t power_level_status
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_STATUS

esp_ble_mesh_gen_power_last_status_cb_t power_last_status
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST_STATUS

esp_ble_mesh_gen_power_default_status_cb_t power_default_status
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_STATUS

esp_ble_mesh_gen_power_range_status_cb_t power_range_status
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_STATUS

esp_ble_mesh_gen_battery_status_cb_t battery_status
For ESP_BLE _MESH_MODEL_OP_GEN_BATTERY_STATUS

esp_ble_mesh_gen_loc_global_status_cb_t location_global_status
For ESP_BLE _MESH_MODEL_OP_GEN_LOC_GLOBAL_STATUS

esp_ble_mesh_gen_loc_local_status_cb_t location_local_status
ESP_BLE_MESH _MODEL_OP_GEN_LOC_LOCAL_STATUS

esp_ble_mesh_gen_user_properties_status_cb_t user_properties_status
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_STATUS
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esp_ble_mesh_gen_user_property_status_cb_t user_property_status
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_STATUS

esp_ble_mesh_gen_admin_properties_status_cb_t admin_properties_status
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTIES_STATUS

esp_ble_mesh_gen_admin_property_status_cb_t admin_property_status
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_STATUS

esp_ble_mesh_gen_manufacturer_properties_status_cb_t manufacturer_properties_status
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_STATUS

esp_ble_mesh_gen_manufacturer_property_status_cb_t manufacturer_property_status
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_STATUS

esp_ble_mesh_gen_client_properties_status_cb_t client_properties_status
ESP_BLE_MESH_MODEL_OP_GEN_CLIENT_PROPERTIES_STATUS

union esp_ble_mesh_generic_server_state_change_t

#include <esp_ble_mesh_generic_model_api.h> Generic Server Model state change value union.

Public Members

esp_ble_mesh_state_change_gen_onoff_set_t onoff_set

The recv_op in ctx can be used to decide which state is changed. Generic OnOff Set

esp_ble_mesh_state_change_gen_level_set t level_set

Generic Level Set

esp_ble_mesh_state_change_gen_delta_set t delta_set
Generic Delta Set

esp_ble_mesh_state_change_gen_move_set_t move_set

Generic Move Set

esp_ble_mesh_state_change_gen_def _trans_time_set_t def_trans_time_set

Generic Default Transition Time Set

esp_ble_mesh_state_change_gen_onpowerup_set_t onpowerup_set

Generic OnPowerUp Set

esp_ble_mesh_state_change_gen_power_level_set t power_level_set

Generic Power Level Set

esp_ble_mesh_state_change_gen_power_default_set_t power_default_set

Generic Power Default Set
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esp_ble_mesh_state_change_gen_power_range_set_t power_range_set

Generic Power Range Set

esp_ble_mesh_state_change_gen_loc_global_set_t loc_global_set

Generic Location Global Set

esp_ble_mesh_state_change_gen_loc_local_set_t loc_local_set

Generic Location Local Set

esp_ble_mesh_state_change_gen_user_property_set_t user_property_set

Generic User Property Set

esp_ble_mesh_state_change_gen_admin_property_set_t admin_property_set
Generic Admin Property Set

esp_ble_mesh_state_change_gen_manu_property_set_t manu_property_set

Generic Manufacturer Property Set

union esp_ble_mesh_generic_server_recv_get_msg_t

#include <esp_ble_mesh_generic_model_api.h> Generic Server Model received get message union.

Public Members

esp_ble_mesh_server_recv_gen_user_property_get t user_property

Generic User Property Get

esp_ble_mesh_server_recv_gen_admin_property_get_t admin_property
Generic Admin Property Get

esp_ble_mesh_server_recv_gen_manufacturer_property_get_t manu_property

Generic Manufacturer Property Get

esp_ble_mesh_server_recv_gen_client_properties_get t client_properties

Generic Client Properties Get

union esp_ble_mesh_generic_server_recv_set_msg_t

#include <esp_ble_mesh_generic_model_api.h> Generic Server Model received set message union.

Public Members

esp_ble_mesh_server_recv_gen_onoff _set_t onof£
Generic OnOff Set/Generic OnOff Set Unack

esp_ble_mesh_server_recv_gen_level_set_t level

Generic Level Set/Generic Level Set Unack
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esp_ble_mesh_server_recv_gen_delta_set_t delta
Generic Delta Set/Generic Delta Set Unack

esp_ble_mesh_server_recv_gen_move_set_t move

Generic Move Set/Generic Move Set Unack

esp_ble_mesh_server_recv_gen_def_trans_time_set_t def_trans_time

Generic Default Transition Time Set/Generic Default Transition Time Set Unack

esp_ble_mesh_server_recv_gen_onpowerup_set_t onpowerup

Generic OnPowerUp Set/Generic OnPowerUp Set Unack

esp_ble_mesh_server_recv_gen_power_level_set t power_level

Generic Power Level Set/Generic Power Level Set Unack

esp_ble_mesh_server_recv_gen_power_default_set_t power_default

Generic Power Default Set/Generic Power Default Set Unack

esp_ble_mesh_server_recv_gen_power_range_set_t power_range

Generic Power Range Set/Generic Power Range Set Unack

esp_ble_mesh_server_recv_gen_loc_global_set t location_global

Generic Location Global Set/Generic Location Global Set Unack

esp_ble_mesh_server_recv_gen_loc_local_set_t location_local

Generic Location Local Set/Generic Location Local Set Unack

esp_ble_mesh_server_recv_gen_user_property_set_t user_property

Generic User Property Set/Generic User Property Set Unack

esp_ble_mesh_server_recv_gen_admin_property_set_t admin_property

Generic Admin Property Set/Generic Admin Property Set Unack

esp_ble_mesh_server_recv_gen_manufacturer_property_set_t manu_property

Generic Manufacturer Property Set/Generic Manufacturer Property Set Unack

union esp_ble_mesh_generic_server_cb_value_t

#include <esp_ble_mesh_generic_model_api.h> Generic Server Model callback value union.

Public Members

esp_ble_mesh_generic_server_state_change_t state_change
ESP_BLE_MESH_GENERIC_SERVER_STATE_CHANGE_EVT

esp_ble_mesh_generic_server_recv_get_msg_t get
ESP_BLE_MESH_GENERIC_SERVER_RECV_GET _MSG_EVT

esp_ble_mesh_generic_server_recv_set_msg_t set
ESP_BLE_MESH_GENERIC_SERVER_RECV_SET _MSG_EVT
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Structures

struct esp_ble_mesh_gen_onoff_set_t

Bluetooth Mesh Generic Client Model Get and Set parameters structure.

Parameters of Generic OnOff Set.

Public Members

bool op_en

Indicate if optional parameters are included

uint8_t onoff

Target value of Generic OnOff state

uint8_ttid

Transaction ID

uint§_t trans_time

Time to complete state transition (optional)

uint§_t delay

Indicate message execution delay (C.1)

struct esp_ble_mesh_gen_level_set_t

Parameters of Generic Level Set.

Public Members

bool op_en

Indicate if optional parameters are included

intl6_t level

Target value of Generic Level state

uint8_t tid

Transaction ID

uint8_t trans_time

Time to complete state transition (optional)

uint8_t delay

Indicate message execution delay (C.1)

struct esp_ble_mesh_gen_delta_set_t

Parameters of Generic Delta Set.
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Public Members

bool op_en

Indicate if optional parameters are included

int32_t level

Delta change of Generic Level state

uint8_t tid

Transaction ID

uint§_t trans_time

Time to complete state transition (optional)

uint§_t delay

Indicate message execution delay (C.1)

struct esp_ble_mesh_gen_move_set_t

Parameters of Generic Move Set.

Public Members

bool op_en

Indicate if optional parameters are included

intl6_t delta_level

Delta Level step to calculate Move speed for Generic Level state

uint®_ttid

Transaction ID

uint§_t trans_time

Time to complete state transition (optional)

uint8_t delay

Indicate message execution delay (C.1)

struct esp_ble_mesh_gen_def_trans_time_set_t

Parameter of Generic Default Transition Time Set.

Public Members

uint8_t trans_time

The value of the Generic Default Transition Time state

struct esp_ble_mesh_gen_onpowerup_set_t

Parameter of Generic OnPowerUp Set.
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Public Members

uint8_t onpowerup

The value of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_level_set_t

Parameters of Generic Power Level Set.

Public Members

bool op_en

Indicate if optional parameters are included

uintl6_t power

Target value of Generic Power Actual state

uint®_ttid

Transaction ID

uint§_t trans_time

Time to complete state transition (optional)

uint8_t delay

Indicate message execution delay (C.1)

struct esp_ble_mesh_gen_power_default_set_t

Parameter of Generic Power Default Set.

Public Members

uint16_t power

The value of the Generic Power Default state

struct esp_ble_mesh_gen_power_range_set_t

Parameters of Generic Power Range Set.

Public Members

uintl6_t range_min

Value of Range Min field of Generic Power Range state

uint16_t range_max

Value of Range Max field of Generic Power Range state

struct esp_ble_mesh_gen_loc_global_set_t

Parameters of Generic Location Global Set.
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Public Members

int32_t global_latitude
Global Coordinates (Latitude)

int32_t global_longitude
Global Coordinates (Longitude)

intl6_t global_altitude
Global Altitude

struct esp_ble_mesh_gen_loc_local_set_t

Parameters of Generic Location Local Set.

Public Members

intl6_t local_north
Local Coordinates (North)

intl6_t local_east
Local Coordinates (East)

intl6_t local_altitude
Local Altitude

uint8_t £loor_number

Floor Number

uintl6_t uncertainty

Uncertainty

struct esp_ble_mesh_gen_user_property_get_t

Parameter of Generic User Property Get.

Public Members

uintl6_t property_id
Property ID identifying a Generic User Property

struct esp_ble_mesh_gen_user_property_set_t

Parameters of Generic User Property Set.

Public Members

uintl6_t property_id
Property ID identifying a Generic User Property
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struct net_buf_simple *property_value

Raw value for the User Property

struct esp_ble_mesh_gen_admin_property_get_t

Parameter of Generic Admin Property Get.

Public Members

uintl6_t property_id
Property ID identifying a Generic Admin Property

struct esp_ble_mesh_gen_admin_property_set_t

Parameters of Generic Admin Property Set.

Public Members

uintl6_t property_id
Property ID identifying a Generic Admin Property

uint8_t user_access

Enumeration indicating user access

struct net_buf_simple *property_value

Raw value for the Admin Property

struct esp_ble_mesh_gen_manufacturer_property_get_t

Parameter of Generic Manufacturer Property Get.

Public Members

uint16_t property_id
Property ID identifying a Generic Manufacturer Property

struct esp_ble_mesh_gen_manufacturer_property_set_t

Parameters of Generic Manufacturer Property Set.

Public Members

uintl6_t property_id
Property ID identifying a Generic Manufacturer Property

uint§_t user_access

Enumeration indicating user access

struct esp_ble_mesh_gen_client_properties_get_t

Parameter of Generic Client Properties Get.
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Public Members

uint16_t property_id

A starting Client Property ID present within an element

struct esp_ble_mesh_gen_onoff_status_cb_t

Bluetooth Mesh Generic Client Model Get and Set callback parameters structure.

Parameters of Generic OnOff Status.

Public Members

bool op_en

Indicate if optional parameters are included

uint§_t present_onoff

Current value of Generic OnOff state

uint§_t target_onoff
Target value of Generic OnOff state (optional)

uint§_t remain_time

Time to complete state transition (C.1)

struct esp_ble_mesh_gen_level_status_cb_t

Parameters of Generic Level Status.

Public Members

bool op_en

Indicate if optional parameters are included

intl6_t present_level

Current value of Generic Level state

intl6_t target_level

Target value of the Generic Level state (optional)

uint8_t remain_time

Time to complete state transition (C.1)

struct esp_ble_mesh_gen_def_trans_time_status_cb_t

Parameter of Generic Default Transition Time Status.

Public Members
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uint8_t trans_time

The value of the Generic Default Transition Time state

struct esp_ble_mesh_gen_onpowerup_status_cb_t

Parameter of Generic OnPowerUp Status.

Public Members

uint8_t onpowerup

The value of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_level_status_cb_t

Parameters of Generic Power Level Status.

Public Members

bool op_en

Indicate if optional parameters are included

uintl6_t present_power

Current value of Generic Power Actual state

uintl6_t target_power

Target value of Generic Power Actual state (optional)

uint8_t remain_time

Time to complete state transition (C.1)

struct esp_ble_mesh_gen_power_last_status_cb_t

Parameter of Generic Power Last Status.

Public Members

uint16_t power

The value of the Generic Power Last state

struct esp_ble_mesh_gen_power_default_status_cb_t

Parameter of Generic Power Default Status.

Public Members

uint16_t power

The value of the Generic Default Last state

struct esp_ble_mesh_gen_power_range_status_cb_t

Parameters of Generic Power Range Status.
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Public Members

uint8_t status_code

Status Code for the request message

uint16_t range_min

Value of Range Min field of Generic Power Range state

uint16_t range_max

Value of Range Max field of Generic Power Range state

struct esp_ble_mesh_gen_battery_status_cb_t

Parameters of Generic Battery Status.

Public Members

uint32_t battery_level

Value of Generic Battery Level state

uint32_t time_to_discharge

Value of Generic Battery Time to Discharge state

uint32_t time_to_charge

Value of Generic Battery Time to Charge state

uint32_t £lags
Value of Generic Battery Flags state

struct esp_ble_mesh_gen_loc_global_status_cb_t

Parameters of Generic Location Global Status.

Public Members

int32_t global_latitude
Global Coordinates (Latitude)

int32_tglobal_longitude
Global Coordinates (Longitude)

intl6_t global_altitude
Global Altitude

struct esp_ble_mesh_gen_loc_local_status_cb_t

Parameters of Generic Location Local Status.

Espressif Systems 431 Release v5.1.1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.1

Chapter 2. APl &%

Public Members

intl6_t local_north
Local Coordinates (North)

intl6_t local_east

Local Coordinates (East)

intl6_t local_altitude
Local Altitude

uint§_t floor_number

Floor Number

uintl6_t uncertainty

Uncertainty

struct esp_ble_mesh_gen_user_properties_status_cb_t

Parameter of Generic User Properties Status.

Public Members

struct net_buf_simple *property_ids

Buffer contains a sequence of N User Property IDs

struct esp_ble_mesh_gen_user_property_status_cb_t

Parameters of Generic User Property Status.

Public Members

bool op_en

Indicate if optional parameters are included

uintl6_t property_id
Property ID identifying a Generic User Property

uint8_t user_access

Enumeration indicating user access (optional)

struct net_buf_simple *property_value

Raw value for the User Property (C.1)

struct esp_ble_mesh_gen_admin_properties_status_cb_t

Parameter of Generic Admin Properties Status.
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Public Members

struct net_buf_simple *property_ids

Buffer contains a sequence of N Admin Property IDs

struct esp_ble_mesh_gen_admin_property_status_cb_t

Parameters of Generic Admin Property Status.

Public Members

bool op_en

Indicate if optional parameters are included

uintl6_t property_id
Property ID identifying a Generic Admin Property

uint8_t user_access

Enumeration indicating user access (optional)

struct net_buf_simple *property_value

Raw value for the Admin Property (C.1)

struct esp_ble_mesh_gen_manufacturer_properties_status_cb_t

Parameter of Generic Manufacturer Properties Status.

Public Members

struct net_buf_simple *property_ids

Buffer contains a sequence of N Manufacturer Property IDs

struct esp_ble_mesh_gen_manufacturer_property_status_cb_t

Parameters of Generic Manufacturer Property Status.

Public Members

bool op_en

Indicate if optional parameters are included

uintl6_t property_id
Property ID identifying a Generic Manufacturer Property

uint§_t user_access

Enumeration indicating user access (optional)

struct net_buf_simple *property_value

Raw value for the Manufacturer Property (C.1)
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struct esp_ble_mesh_gen_client_properties_status_cb_t

Parameter of Generic Client Properties Status.

Public Members

struct net_buf_simple *property_ids

Buffer contains a sequence of N Client Property IDs

struct esp_ble_mesh_generic_client_cb_param_t

Generic Client Model callback parameters

Public Members

int error_code

Appropriate error code

esp_ble_mesh_client_common_param_t *params

The client common parameters.

esp_ble_mesh_gen_client_status_cb_t status_cb

The generic status message callback values

struct esp_ble_mesh_gen_onoff_state_t

Parameters of Generic OnOff state

Public Members

uint8_t onoff

The present value of the Generic OnOff state

uint8_t target_onoff
The target value of the Generic OnOff state

struct esp_ble_mesh_gen_onoff srv_t
User data of Generic OnOff Server Model

Public Members

esp_ble_mesh_model_t *model

Pointer to the Generic OnOff Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl

Response control of the server model received messages

esp_ble_mesh_gen_onoff _state_t state

Parameters of the Generic OnOff state
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esp_ble_mesh_last_msg_info_t last

Parameters of the last received set message

esp_ble_mesh_state_transition_t transition

Parameters of state transition

struct esp_ble_mesh_gen_level_state_t

Parameters of Generic Level state

Public Members

intl6_t level

The present value of the Generic Level state

intl6_t target_level

The target value of the Generic Level state

intl6_t last_level

When a new transaction starts, level should be set to last_last, and use “level + incoming delta” to
calculate the target level. In another word, “last_level” is used to record “level” of the last transaction,
and “last_delta” is used to record the previously received delta_level value. The last value of the Generic
Level state

int32_t last_delta
The last delta change of the Generic Level state

bool move_start

Indicate if the transition of the Generic Level state has been started

bool positive

Indicate if the transition is positive or negative

struct esp_ble_mesh_gen_level_srv_t

User data of Generic Level Server Model

Public Members

esp_ble_mesh_model_t *model

Pointer to the Generic Level Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl

Response control of the server model received messages

esp_ble_mesh_gen_level_state_t state

Parameters of the Generic Level state

esp_ble_mesh_last_msg_info_t last

Parameters of the last received set message
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esp_ble_mesh_state_transition_t transition

Parameters of state transition

int32_ttt_delta_level

Delta change value of level state transition

struct esp_ble_mesh_gen_def_trans_time_state_t

Parameter of Generic Default Transition Time state

Public Members

uint§_t trans_time

The value of the Generic Default Transition Time state

struct esp_ble_mesh_gen_def_trans_time_srv_t

User data of Generic Default Transition Time Server Model

Public Members

esp_ble_mesh_model_t *model

Pointer to the Generic Default Transition Time Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl

Response control of the server model received messages

esp_ble_mesh_gen_def_trans_time_state_t state

Parameters of the Generic Default Transition Time state

struct esp_ble_mesh_gen_onpowerup_state_t

Parameter of Generic OnPowerUp state

Public Members

uint§_t onpowerup

The value of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_onoff_srv_t
User data of Generic Power OnOff Server Model

Public Members

esp_ble_mesh_model_t *model

Pointer to the Generic Power OnOff Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl

Response control of the server model received messages
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esp_ble_mesh_gen_onpowerup_state_t *state

Parameters of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_onoff_setup_srv_t

User data of Generic Power OnOft Setup Server Model

Public Members

esp_ble_mesh_model_t *model

Pointer to the Generic Power OnOff Setup Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl

Response control of the server model received messages

esp_ble_mesh_gen_onpowerup_state_t *state

Parameters of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_level_state_t

Parameters of Generic Power Level state

Public Members

uint16_t power_actual

The present value of the Generic Power Actual state

uint16_t target_power_actual

The target value of the Generic Power Actual state

uint16_t power_last

The value of the Generic Power Last state

uint16_t power_default

The value of the Generic Power Default state

uint8_t status_code

The status code of setting Generic Power Range state

uint16_t power_range_min

The minimum value of the Generic Power Range state

uint16_t power_range_max

The maximum value of the Generic Power Range state

struct esp_ble_mesh_gen_power_level_srv_t

User data of Generic Power Level Server Model
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Public Members

esp_ble_mesh_model_t *model

Pointer to the Generic Power Level Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl

Response control of the server model received messages

esp_ble_mesh_gen_power_level_state_t *state

Parameters of the Generic Power Level state

esp_ble_mesh_last_msg_info_t last

Parameters of the last received set message

esp_ble_mesh_state_transition_t transition

Parameters of state transition

int32_ttt_delta_level

Delta change value of level state transition

struct esp_ble_mesh_gen_power_level_setup_srv_t

User data of Generic Power Level Setup Server Model

Public Members

esp_ble_mesh_model_t *model

Pointer to the Generic Power Level Setup Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl

Response control of the server model received messages

esp_ble_mesh_gen_power_level_state_t *state

Parameters of the Generic Power Level state

struct esp_ble_mesh_gen_battery_ state_t

Parameters of Generic Battery state

Public Members

uint32_t battery_level

The value of the Generic Battery Level state

uint32_t time_to_discharge

The value of the Generic Battery Time to Discharge state

uint32_t time_to_charge

The value of the Generic Battery Time to Charge state
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uint32_tbattery_flags
The value of the Generic Battery Flags state

struct esp_ble_mesh_gen_battery_srv_t

User data of Generic Battery Server Model

Public Members

esp_ble_mesh_model_t *model

Pointer to the Generic Battery Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl

Response control of the server model received messages

esp_ble_mesh_gen_battery_state_t state

Parameters of the Generic Battery state

struct esp_ble_mesh_gen_location_state_t

Parameters of Generic Location state

Public Members

int32_t global_latitude
The value of the Global Latitude field

int32_t global_longitude
The value of the Global Longitude field

intl6_t global_altitude
The value of the Global Altitude field

intl6_t local_north
The value of the Local North field

intl6_t local_east
The value of the Local East field

intl6_t local_altitude
The value of the Local Altitude field

uint8_t floor_number
The value of the Floor Number field

uintl6_t uncertainty

The value of the Uncertainty field

struct esp_ble_mesh_gen_location_srv_t

User data of Generic Location Server Model
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Public Members

esp_ble_mesh_model_t *model

Pointer to the Generic Location Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl

Response control of the server model received messages

esp_ble_mesh_gen_location_state_t *state

Parameters of the Generic Location state

struct esp_ble_mesh_gen_location_setup_srv_t

User data of Generic Location Setup Server Model

Public Members

esp_ble_mesh_model_t *