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1 Development Stage

This repository provides comprehensive resources to support the development and production of products based on
Espressif chips and modules.

For the development stage, it provides an RF testing tool and detailed test guidelines to ensure your product meets
the necessary performance and certification standards. Additionally, for the production stage, the repository includes
essential tools and instructions to streamline the manufacturing process, ensuring efficient testing, validation, and
quality control of your products.
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1 Development Stage

To ensure your product meets requirements for related RF Certifications, this repository provides the testing tools and
guidelines to facilitate RF testing, ensuring compliance with global standards and industry certifications.

1.1 REF Test Tool

EspRFTestTool Toolkit is a comprehensive tool that allows you to control devices and evaluate key RF performance
metrics. It supports the following RF Test Items.

1.2 RF Test Items
Wi-Fi Test

* Wi-Fi Non-Signaling Test also known as fixed frequency test, directly controls the device to transmit specific
signals without establishing a data connection. It evaluates key RF performance metrics, such as transmit power,
spectrum quality, and error rate, ensuring wireless communication quality in various scenarios.

» Wi-FiSignaling Test assesses and verifies the Wi-Fi signaling functions of wireless network devices, focusing on
stable and reliable communication across different operating scenarios. It evaluates the Over-The-Air (OTA)
performance, including Total Radiated Power (TRP) and Total Isotropic Sensitivity (TIS).

o Wi-Fi Adaptivity Test simulates various network conditions and loads to access device’ s real-time adjustments
in transmission rate, channel selection, and power levels, optimizing overall network performance and stability.

» Wi-Fi Blocking Test evaluates the device’ s reception performance in environments with strong interference. By
introducing high-intensity interference signals, it measures reception sensitivity and anti-interference capability,
ensuring reliable operation in complex wireless environments.
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2 EspRFTestTool Toolkit

1.3 RF Certifications

The RF Test Items outlined above are designed to ensure your product complies with the standards required for the
following certifications:

 CE Certification: A mandatory certification by the EU, confirming compliance with safety, health, and envi-
ronmental protection standards.

» FCC Certification: A mandatory certification by the U.S. Federal Communications Commission, ensuring com-
pliance with regulations on radio spectrum use, electromagnetic compatibility, and RF radiation.

* SRRC Certification: A mandatory certification for radio equipment in China, ensuring compliance with national
radio management regulations to avoid electromagnetic interference.

Test items for each certification are listed in the following table.

Table 1: Test Items for RF Certifications
CE Certification FCC Certification SRRC Certification

Wi-Fi Non-Signaling Test Y Y Y
Wi-Fi Adaptivity Test Y = Y
Wi-Fi Blocking Test Y = =

Note: Wi-Fi Signaling Test is not typically required for standard RF certifications; it is primarily used to evaluate
the OTA performance of devices.

2 EspRFTestTool Toolkit

The EspRFTestTool toolkit is an RF test tool provided by Espressif. It contains EspRFTestTool, DownloadTool,
and PowerLimitTool.

» EspRFTestTool: Used to perform RF tests
* DownloadTool: Used to download the firmware required for RF tests
* PowerLimitTool: Used to generate customized phy_init_data firmware

Download Link: EspRFTestTool toolkit

The zip file not only includes the EspRFTestTool toolkit but also contains all the necessary firmware for RF Test Items,
allowing users familiar with the testing process to directly use the firmware for testing.

Note: In this document, the EspRFTestTool toolkit refers to the collection of the three tools, while the Es-
pRFTestTool refers to this single tool.

2.1 EspRFTestTool

The main interface of the EspRFTestTool toolkit is the EspRFTestTool, which includes the COM Port Config-
uration area, the Download Configuration area, the RF Test Configuration area, and the Log
window.
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2 EspRFTestTool Toolkit

Tool Help

Manual Test

COM Port Configuration

ChipTyps [ESP3253 | COM |cOMS

V| BaudRate |115200 V| open |[close

IDLE DIWOMM%—‘ -

UAR ~ | |[RAD ~ Select Bin
Load Bin

WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual

Test Mode: WiFi Rate: BandWdith : Channel:

|TX continues | [11b 1M ~ | [20m v | [1i2412 ~
Attenuation(0.25dB) Duty Cycle: [] certification EN Certification Code:

|[] | default | 0x1fc000 SRRC ~

RF Test Configuration stop

Log

DEBUG: [ COM1™ ]
DEBUG: [ coM1™, * CoM8 ]
DEBUG: open coms sSucess

Log

[] Show Send
[] Show Time

Log Clear
Log Save

Fig. 1: EspRFTestTool
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2 EspRFTestTool Toolkit

COM Port Configuration Area

Tool Help

Manual Test

ChipTyps [ESP3253 | COM |cOMS

| BaudRate [ 115200 ~ | [ogen

0% Load Bin
WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual
Test Mode: WiFi Rate: BandWdith : Channel:
|TX continues | [11b 1M ~ | [20m v | [1i2412 ~
Attenuation(0.25dB) Duty Cycle: [] certification EN Certification Code:
|[] | default | | 0x1fc000 SRRC ~
start stop
Log
DEBUG: [* Coml’ ]
DEBUG: [* coM1”™, *COM8’ ]
DEBUG: open coms sSucess
[] Show Send
[] Show Time
Log Clear
Log Save

Fig. 2: EspRFTestTool COM Port Configuration Area

¢ ChipType: Select the chip;

¢ COM: Select the serial port number;

¢ BaudRate: Select the baud rate;

* Open: Open the serial port;
* Close: Close the serial port.

After configuring the serial port, you can perform quick flashing and RF tests.
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Download Configuration Area

Tool Help
Manual Test
ChipType |[ESP3253 | com |coms | BaudRate [ 1156200 | [open| [close
MAC: | RFTest_V112_753C0292_20240419 bin
014D |saf7:03:c077:88
WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual
Test Mode: WiFi Rate: BandWdith : Channel:
TX continues | 11b 1M w0 20M || 12412 ~
Attenuation(0.25dB) Duty Cycle Certification EN Certification Code
0 default | |0x1fc000 SRRC ~
start stop
Log
DEBUG:Writing at UxUO00BEDO. .. (25 %) ~
DEBUG:Writing at 0x00005c00... (26 %)
DEBUG:Writing at 0x00006000... (28 %)
DEBUG:Writing at 0x00006400... (29 %)
DEBUG:Writing at 0x00006800... (30 %)
DEBUG:Writing at 0x00006c00... (31 %)
DEBUG:Writing at 0x00007000... (32 %)
DEBUG:Writing at 0x00007400... (33 %)
DEBUG:Writing at 0x00007800... (34 %) [] Show Send
DEBUG:Writing at 0x00007c00... (35 %) [] Show Time
DEBUG:Writi t 0x00008000. .. (37 %
rine a0 o
DEBUG:Writing at 0x00008400... (38 %)
v Log Save

Fig. 3: EspRFTestTool Download Configuration Area

Generally, the DownloadTool is used to download the firmware required for RF tests. However, for some simple
firmware, such as non-signaling test firmware and adaptivity test firmware, EspRFTestTool can be used for quick
flashing.

* Pull down the Boot pin and re-power the chip to enter download mode;

By default, flashing is conducted through UART;

e Select f1ash to download to the flash;

¢ Click Select Bin to select the bin file to be flashed;

¢ Click Load Bin to start flashing;

 After flashing is completed, pull up the Boot pin and re-power the chip to enter operation mode.
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RF Test Configuration Area

Tool Help
Manual Test
ChipType |[ESP32S3 v | COM |COMS v | BaudRate open| close
MAC: | RFTest_V112_753C0292_20240419 bin | |UAR ~ | |Flas ~ Select Bin
014D |saf7:03:c077:88
WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual
Test Mode: WiFi Rate: BandWdith : Channel:
TX continues | 11b 1M w0 20M || 12412 ~
Attenuation(0.25dB) Duty Cycle Certification EN Certification Code
0 default | | 0x1fc000 SRRC ~
start stop
Log
DEBUG:Writing at UxUO00BEDO. .. (25 %) ~
DEBUG:Writing at 0x00005c00... (26 %)
DEBUG:Writing at 0x00006000... (28 %)
DEBUG:Writing at 0x00006400... (29 %)
DEBUG:Writing at 0x00006800... (30 %)
DEBUG:Writing at 0x00006c00... (31 %)
DEBUG:Writing at 0x00007000... (32 %)
DEBUG:Writing at 0x00007400... (33 %)
DEBUG:Writing at 0x00007800... (34 %) [] Show Senc
DEBUG:Writing at 0x00007c00... (35 %) [] Show Time
DEBUG:Writing at 0x00008000... (37 %)
Log Clear
DEBUG:Writing at 0x00008400... (38 %)
v Log Save

Fig. 4: EspRFTestTool RF Test Configuration Area

After flashing the firmware, you can perform the corresponding RF tests:

* Wi-Fi Test: Used for Wi-Fi Non-Signaling Test;

e BT Test: Used for Bluetooth and Bluetooth LE Non-Signaling Test;
* Wi-Fi Adaptivity: Used for Wi-Fi Adaptivity Test;

o Zigbee Test: Used for 802.15.4 Non-Signaling Test;

e Manual: Used to enter serial port commands.

For specific parameter configuration, please refer to the corresponding RF test document.

Log Window

The Log window is used to display the status of the tool. To view the log printed via the chip serial port, please use

a general serial port assistant, such as SerialPortUtility.

2.2 DownloadTool

Click Tool in the toolbar and select DownloadTool to enter the DownloadTool interface.
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Tool Help
DownloadTool
PowerLimitTool
Chiplype |ESP3253 ~ | COM |COM8 ~ | BaudRate |115200 V| |open| close
IDLE
0% Load Bin

WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual

Test Mode: WiFi Rate: BandWdith : Channel:
TX continues ~ | 11b 1M w0 20M || 1/2412 ~
Attenuation(0.25dB) Duty Cycle: Certification EN Certification Code:
0 default | 0x1fc000 SRRC ~
start stop
Log

DEBUG: [' COML™, *COM8™ ]
DEBUG: open coms sSucess
DEBUG:Com is closed serd
DEBUG: close com sucessfully

[] Show Send
[] Show Time

Log Clear
Log Save

Fig. 5: Entry to DownloadTool

Follow the steps below to flash the firmware:

e Setthe Chip Type, COM Port, and Baud Rate. Then, click Open to open the serial port;

¢ Select £1ash to download to the flash;

* Select the firmware and flash it to the specified address;

¢ Check whether the chip has entered download mode. If yes, click Start Load to start flashing. After
flashing is completed, the SUCC sign shows up;

* After flashing is completed, click Close to close the serial port.
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Chip Type ESF3Z55  Com Port CONE ~ Baud Rate 576000 - Open

o%  |UAR v | [Flash ~
2 [RaN

Log

DEBUG: [’ coM”, "coMa’ ] 4. |Start Loadl

set to com port!

ComB is open ser)d Stop Load

DEEUG:open comd sucess Erase
DEEUG:Com iz closed serd

DEBUG:close com sucessfully

DEBUG: [’ COML™, ’CONE’ ]

DEEUG :0pen COMB success!

DEBUG: (" D:/RFtool /ESP_RF_Test_EN_O/ESP_RF_Test_EN/

EspRFTestTool_w3. 6_Manual /EspRFTestTool_v3. &_Manual /Bin/idaptive_BIN/
Wi-Fi/ESP3253_wifi_adaptivity@EBlocking 20230328.bin’, '4ll Files (¥)7)

Conbine Ein

Log Clear

Log Save

Fig. 6: DownloadTool Interface

Note: How to check whether the chip has entered download mode:

—

Close the serial port of DownloadTool and open a general serial port assistant, such as SerialPortUtility;

2. Configure the serial port number and baud rate, pull down the Boot pin, re-power the chip, and the serial port
assistant will print the log like waiting for download;

3. Close the serial port assistant, open DownloadTool, and start flashing;

4. After the flashing is completed, pull up the Boot pin, and re-power the chip to enter operation mode. If there

are any abnormal behaviors, use the serial port assistant to check.

Note: By default, DownloadTool flashes to RAM. To specify a flash address, you need to switch to flashing to flash
first.

2.3 PowerLimitTool

PowerLimitTool generates single-country and multi-country phy_init_bin files by configuring Wi-Fi output power to
ensure your products meet the regulatory requirements of different countries or regions.

Note: The following methods can be used to limit Wi-Fi power. If multiple methods are used together, the minimum
power value will be taken:

1. Use the API (esp_wifi_set_max_tx_power) to limit the maximum output power.
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2 EspRFTestTool Toolkit

2. Configure Max Wi-Fi TX Power in Menuconfig, which serves the same function as the API mentioned
above and can limit the maximum output power.
Use the Phy Init Bin function to modify the phy_init_data.h file in ESP-IDF.

4. Use the Phy Init Bin function to generate the phy_init_data.bin file by referring to the introduction in
this document.

et

Under the main interface of EspRFTestTool, click Tool, and select PowerLimitTool from the dropdown box
to open PowerLimitTool.

Tool Help

DownloadTool

PowerLimitTool
Chiplype | ESPE266  ~ | COM |— ~ | BaudRate | 9600 V| |open| |close|

IDLE

0% Load Bin

WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual

Test Mode: WiFi Rate: BandWdith : Channel:
TX continues ~ | 11b 1M w0 20M || 1/2412 ~
Attenuation(0.25dB) Duty Cycle: Certification EN Certification Code:
0 default | 0x1fc000 SRRC ~
start stop
Log

[] Show Send
[] Show Time

Log Clear
Log Save

Fig. 7: Entry to PowerLimitTool

1. In the main interface of PowerLimitTool, click the Chip dropdown box to view the chips supported by the
tool and select a chip (This section takes ESP32-C3 as an example).
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Help

Chip:

ESP32CE

£

Tab

ESF32
ESP3---ECO0
ESP3---ECO1

ESP32353
ESP32C2

FPower Linit Table:|

||39190t TablE| Open Table

Certification Code: Default

o

Savae Table

Generate

Log

DEBUG :ESF32C3
DEEUG :ESF3252_ECO1
DEBUG :ESF32C3

Fig. 8: PowerLimitTool Main Interface

2. Click Select Table and select the TX Power Setting table for your chip.

Espressif Systems

10
Submit Document Feedback

Release master


https://www.espressif.com/en/company/documents/documentation_feedback?docId=8117&sections=&version=Release master%20for ESP32-S2
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[ EspPowerLimitTool - O X
Help
Chip: Power Limit Table: | ‘3818:1 Table| Open Table
Certification Code: Default | Bave Table Generate
Tab 1
1 « Power limit table » TX Power setting v O | ETX_Power setting Fi8%& L
an - FETHE =- T 9
™ e N &R e EHE 2=A Fih
O WPSRIE TX_Power_setting 2024/3/26 21:08 =
b EDY -] -] TX_Power_setting_ESP32.xls 2024/3/28 10:08 XLS THE== 26 Ki
B s B’ TX_Power setting_ESP32C2.xls 2024/3/26 21:08 XLs THR: 40 KE
S X TX_Power_setting_ESP32C3.xls 2024/3/26 21:08 XLs THR= 26 KE
) 8 TX Power setting ESP32S2 ECOOxls  2024/3/26 21:08 XLS THes 26 Ki
) 2 TX Power setting FSP3252 FCOT.xls  2024/3/26 21:03 XS Ties 26 Ki
= -] TX_Power_setting_ESP32S3.xls 2024/3/26 21:08 XLS THe== 26 Ki
b EF
Log W =H
DEEUG . iR (C)
DEEUG ~ FHEEEE (D)
DEBUG
A (B
DEEUG = &)
DEEUG — m (F) v < >
ERROR
DEEUG SZAFF(N): | TX Power_setting_ESP32C3.xls ~ | ‘PowerLimitTabIe(*.xls) . |
[ 170 | ms
|

Fig. 9: Importing TX Power Setting Table

3. Click Open Table, modify the power value in the corresponding country code table, and select the desired
country code in the Certification Code dropdown box.
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2 EspRFTestTool Toolkit

| | EspPowerLimitTool — O X

Help

Select Tablel |Open Table

Chip: ESP32C3 ~ Power Limit Table: |ng/TX_Power_setting_ESPBZCS. xls

Certification Code: |[Default |V Save Table Generate
Default A

T hctual _Result Default SERC_1 FCC_2 CE_E%EC 5] MIC_& c7 (4
channel 11b(1M) 11g(6M) M (Mcs0) ~

1.0 20.5 20.0 A

2.0 20.5 20.0 A

3.0 20.5 20.0 8.5

4.0 20.5 20.0 19.0 18.5

5.0 20.5 20.0 19.0 18.5

6.0 20.5 20.0 19.0 18.5

7.0 20.5 20.0 19.0 18.5

8.0 20.5 20.0 19.0 18.5

9.0 20.5 20.0 19.0 18.5

10.0 20.5 20.0 19.0 18.5

11.0 20.5 20.0 19.0 18.5

12.0 20.5 20.0 19.0 NA
v

Log

: : - : : : . - 3 3 ~

20007, T19.07, THA'], [C14.07, THA, CNA, TN, THA]]

DEEUG:D:
WRFtool\ESP_RF_Test_EN_OV\ESP_REF_Test_EN“EspRFTestTool_vw3. 6_Nanual EspRFTestTool_v3. 6_Man
ual‘Power limit table\T¥_Power_setting‘\TX_Fower_setting_ESP32C3. xls

DEBUG:set range value successfully!

DEBUG :en_power_by_rate:l

DEBUG:en_power_limit:l

Fig. 10: Modifying TX_Power_Setting

Note: Description of TX Power Setting Table parameters:

1.

Al e

® N

11.
12.

Config_Switch: Enable Power_By_Rate and Power_Limit. Both are set to Yes by default, indicating
they can be adjusted.

PowerByRate_TargetPower: Target power for each rate. It is recommended to keep the default value.
Country_Table: Currently supported countries (regions). It is extensible.

Actual_Result: Actual power of the module. The target power is used by default.

Default: Power configuration in the “Default” country code, usually used to identify the power configuration
before setting the country code.

SRRC_1: Power configuration of the “SRRC” country code, applicable to Mainland China.

FCC_2: Power configuration of the “FCC” country code, applicable to the United States.

CE_3: Power configuration of the “CE” country code, applicable to Europe.

NCC_4: Power configuration of the “NCC” country code, applicable to Taiwan.

KCC_5: Power configuration of the “KCC” country code, applicable to South Korea.

MIC_6: Power configuration of the “MIC” country code, applicable to Japan.

IC_7: Power configuration of the “IC” country code, applicable to Canada.

Note: How to modify power values:
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1. Fill in the power value based on the certification result (the certification provides the power attenuation value)
(Power value = Target power - Attenuation value/4).

2. If Actual_Result is modified, the Target power in the above formula needs to be changed to Ac-—
tual_Result.

3. Adding or deleting table content is not allowed. For example, FCC only supports channels 1~11, so it is
recommended to keep the power values of channels 12~13 in this table the same as channel 11 instead of
deleting them;

4. Except for low and high channels, the power values of other channels should be set to the same as the middle
channel;

5. The NA section cannot be modified. If the Certification Code cannot be selected from the dropdown
box , it indicates that the table has been modified and needs to be restored.

4. Click Ssave Table to save the settings. Select the required certification from the Certification Code
dropdown, then click Generate to create the phy_init_bin file for the corresponding country code.

[ EspPowerLimitTool - O X
Help
Chip: ESP32C3 ~ Power Linit Table: ‘ng/TX_Power_setting_ESP32C3. xls| Select Table| Open Table

T

Certification Code: Save Tahle

heotual Result Default SRRC_1 FCC_2 CE_Z HCC_4 ECC_5 NIC_& Ic_7 |4|F

Loz

DE
DE
DE
DE
DE
DE
LE

1 « Pow... > init_data_bin_diff_contry ESP32C3_2024040... v O | Einit_data_bin_diff contry... 2
#He] - Fieavgla=acy E;; = H o
o R AN =7 i EHE = FI

O WPSHIE [] ESP32C3 init data CE 3 20240402 2. 2024/4/2 21:50 BIN 324+ 1 KE
B EDYSE]

B wsm
=B

ITRY

¥ T

b EF

W =@|

L FHESE ()
- AHBEEER (D)
- AHEREER (E)

- TEERF) 5

THEN): | v| init_data_bin(*bin) v

Fig. 11: Generate phy_init_bin File

Note:
1.

The dropdown list of Certification Code includes options for a single certification, Multiple Country,and
Custom.

2. Selecting a single certification will generate a single phy_init_bin file for that certification, which contains a
total of 128 bytes except the verification control information.
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2 EspRFTestTool Toolkit

3. SelectingMultiple Country will generate Combined phy_init_bin files, including a Default bing file and
seven others for SRRC, FCC, CE, NCC, KCC, MIC, and IC. The combined files contain 8*128 bytes.
4. Selecting Custom will generate a single or multiple certification bin files based on your choice.

5. Verify whether phy_init_bin is effective using Non-Signaling or Signaling Test. Taking Non-Signaling Test as
an example, first use the DownloadTool to download the generated phy_init_bin file to the testing product.

e Select DownloadTool from Tool dropdown list to enter the DownloadTool interface.

* Flash the phy_init_bin file and corresponding RF test firmware to £1ash by referring to the instructions stated
DownloadTool.

* The flash address for phy_init_bin is 0x1£c000 and the flash address for the RF test firmware ESP32-S2 RF
Non-Signaling Test Firmware is 0x1000.

Note: Regarding the Signaling Test, you can simply replace the original phy_init_bin. Please refer to the relevant
documents in RF Test Items.

B DownloadToo - O X

Chip Type| Select Chip Com Port |COMT ~ | Baud Rate |576000 v Open Close

MAC:
a0:85:f59: {6
:03:5¢
I . sa% [UAR Y| [Flash
Log
DEBUG:¥riting at 0x00004c00... (32 %) A Start Load
DEBUG:¥riting at 0x00005000... (33 %)
Stop Load

DEEUG :Writing at 0x00005400... (35 %)
DEBUG:¥riting at 0x00005800... (37 %) Erase
DEEUG :Writing at 0x00005<00... (38 %)
DEEUG :Writing at 0x00006000... (40 %)
DEEUG :Writing at 0x00006400... (41 %)
DEEUG :Writing at 0x00006800... (43 %)
DEEUG :Writing at 0x00006200, .. (45 %)
DEEUG :Writing at 0x00007000... (46 %)
DEEUG :Writing at 0x00007400... (48 %)
DEEUG :Writing at 0x00007300... (50 %)
DEEUG :Writing at 0x00007<00... (51 %)
DEEUG :Writing at 0x00008000... (53 %)
DEEUG:Writing at 0x00008400... (54 %) Combine Bin
DEEUG :Writing at 0x00008800... (56 %)
DEEUG :Writing at 0x00008<00... (58 %)

Log Clear

W Log Save

Fig. 12: Flash phy_init_bin File

6. Use a Wi-Fi tester to measure the output power and check whether phy_init_bin is effective.

* Open EspRFTestTool.

¢ Select corresponding ChipType, COM, BaudRate, and click Open to open the serial port.

* Openthe WiFi Test tab, and select Test Mode, Rate, BandWidth and Channel.

e Set Attenuation to0,and Duty Cycle to 10%.

e With Certification EN unchecked, i.e., Phy init not enabled, the tool tests the initial performance of
modules.
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2 EspRFTestTool Toolkit

e With Certification EN checked, i.e., Phy init enabled, the tool tests the performance for certification.
¢ The default address for flashing phy_init_bin is 0x1fc000. If the flashing address changes, update it here.
* For Multiple Country, you can select the certification country codes it includes in the Certification

Code.

[* | EspRFTestTool
Tool Help

Manual Test

ChipType com |com?

w BaudRate|115200 V| open |close

MAC:54:43:b2:dc:8c: UAR ~ | Flas » Select Bin
SUCC |s=
e co% | Load Bin
WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual
Test Mode: WiFi Rate: BandWdith : Channel:
TX packet ~ | [ 11b 1M ~ | 20M | 1/2412 ~
Attenuation(0.25dB) Duty Cycle: Certification Code:
[0 | |default | [0x1fc000 | | Default w
Set 11ax Wave Station 1D
11ax wave set 1 start stop
Log
~
DEBUG: ####* Disable certification parameters. skdsok
DEBUG: Start to set certification parameters, please wait for 5 seconds.
DEBUG:READ FLASH Qx001fc000, length: 144
50 48 59 49 4e 49 54 00 00 00 58 58 58 58 58 L0 50 50 50 4dc 4c 4c dc
43 00 ff £f ff £f £ff £f £f ff £f £f £f £f ff £f £f £f £f £f £f £f ff
ff ff ff £ff £f £ff £f £ff ff £ff £f ff ff ff £f ff ff ff ff ff ff ff ff
ff £ff £f £f £f £f ££ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 00 00 4f 50 48
59 49 4e 49 54 00
FLASH READ END. ] Show Send
[] Show Time
0
Log Clear
DEBUG: ###k* Set certification parameters successfully! sk
v Log Save

Fig. 13: RF Test Configuration

Typical Average Output Power of ESP32-S2

Rates Typical Average Output Power (dBm)
11b 1 Mbps 19.5

11b 11 Mbps 19.5

11g 6 Mbps 18

11g 54 Mbps 15

11n-20 MCS0 18

11n-20 MCS7 13.5

11n-40 MCSO 18

11n-40 MCS7 13.5
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3 RF Test Items

3 REF Test Items

3.1 Wi-Fi Non-Signaling Test

The Wi-Fi Non-Signaling Test, also known as fixed frequency test, directly controls the device to transmit specific
signals without establishing a data connection. It evaluates key RF performance metrics, such as transmit power,
spectrum quality, and error rate, ensuring wireless communication quality in various scenarios.

Set Up Test Environment

The RF non-signaling test firmware environment mainly includes a PC, tester, a USB-to-UART board, a device under
test (DUT), and a shield box.

Ethernet Cable

. ot
iig. 2992000°¢% Ui
S
Tester
USB Cable RF Cable

UsSB-to-UART Board

Shield Box

Fig. 14: Test Environment Setup

¢ PC is connected to the USB-to-UART board via USB and to the tester via an Ethernet cable. The PC needs to
have the EspRFTestTool toolkit, tester control software, and the driver for the USB-to-UART board installed.

* Tester is used to test the RF performance of the DUT in different modes. Typically, it is the WT-328/I1QXel
tester.

* USB-to-UART board is used to communicate between the PC and the DUT.

¢ Device under test (DUT) refers to a product designed based on the ESP32-S2 chip or module. It is connected
to the USB-to-UART board via UART and to the tester via an RF connection cable. The DUT is usually placed
inside a shield box.

« Shield Box is used to isolate external RF interference and ensure the stability of the test environment.

Note:
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3 RF Test Items

¢ The CHIP_EN pin of the DUT is pulled up by default. If it is not pulled up in the product design, you need to
manually connect the CHIP_EN to the 3V3 pin.

* Some serial communication boards have already swapped RXD and TXD internally, so there is no need to
reverse the connection. Adjust the wiring according to the actual situation.

¢ ESP32-S2 has a power-on self-calibration feature. The RF connection cable must be connected to the tester
before the DUT is powered on for testing.

Conduction Test

 For modules without an onboard PCB antenna, the RF connection cable can be directly soldered to the antenna
feed point of the module (as shown in the schematic diagram above).

* For modules with an onboard PCB antenna, cut the trace that connects to the PCB antenna feed point and
solder the RF connection cable. The RF cable’ s shielding metal layer must be thoroughly soldered before
connecting to the module’ s GND. The GND soldering point can be either the shield cover or the exposed
GND layer on the PCB (after removing the green solder mask). Besides, it should be as close to the feed point
as possible.

@ ESPRESSIF @ ESPRESSIF

DUT With PCB Antenna DUT With PCB Antenna

FlERRE (L)
BifERAT

FlERRE (e
BRiERAT

Fig. 15: Soldering RF Connection Cable to Module with Onboard PCB Antenna

Flash Firmware

1. Open EspRFTestTool.
2. Set ChipType, COM, BaudRate, and click Open to open the COM port.

Note: Set BaudRate to 115200

3. Flash ESP32-S2 RF Non-Signaling Test Firmware to Flash via UART.
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3 RF Test Items

Tool Help

Manual Test

ChipType|| Select Chip |COM |COMS8 ~ | BaudRate | 115200 ~ | |open| |close

MAC: | RFTest_V112_753C0292_20240419.bin | [UAR ™ Select Bin
014D |saf7:03:c077:88

WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual

Test Mode: WiFi Rate: BandWdith : Channel:
TX continues ~ | 11b 1M w0 20M w1 12412 ~
Attenuation(0.25dB) Duty Cycle Certification EN Certification Code
0 default | | 0x1fc000 SRRC ~
start stop
Log
DEBUG:Writing at UxUO00BEDO. .. (25 %) ~

DEBUG:Writing at 0x00005c00... (26 %)
DEBUG:Writing at 0x00006000... (28 %)
DEBUG:Writing at 0x00006400... (29 %)
DEBUG:Writing at 0x00006800... (30 %)
DEBUG:Writing at 0x00006c00... (31 %)
DEBUG:Writing at 0x00007000... (32 %)
DEBUG:Writing at 0x00007400... (33 %)

DEBUG:Writing at 0x00007800... (34 %) [] Show Senc
DEBUG:Writing at 0x00007c00... (35 %) [] Show Time
DEBUG:Writing at 0x00008000... (37 %)
Log Clear
DEBUG:Writing at 0x00008400... (38 %)
v Log Save

Fig. 16: ESPRFTestTool Configuration

4. After the firmware flashing is completed, pull the boot pin high or leave it floating. The chip will enter the
working mode after power-off restart.

Note: If you use the flash download tool to flash the firmware, change the flash address of ESP32-S2 to 0x1000.

Start Testing

Wi-Fi TX Performance Test

* Test Mode:
— TX packet: Packet transmission duty cycle less than 50%, used for TX performance tests
— TX continues: Packet duty cycle close to 100%, used for certification tests;
— TX tone: Used for single-carrier tests.

* Wi-Fi Rate: Set Wi-Fi test rate

¢ BandWidth: Set Wi-Fi test bandwidth

¢ Channel: Set Wi-Fi test channel

 Atteunuation (0.25 dB): Set power attenuation
— 0 means no attenuation, which is the default value;
— 2 means 0.5 dB attenuation;
— 4 means 1 dB attenuation, and so on.
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* Duty Cycle: Set the packet duty cycle in TX packet tests. The default duty cycle is around 30%. Supported

values: 10%, 50%, 90%.

¢ Certification EN: Not enabled by default. Used only when verifying Power Limit function.
¢ Certification Code: Not enabled by default. Used only when verifying Power Limit function.

After clicking start, the log window should print Wi-Fi transmission parameters similar to the following:

[Wifi tx out: channel=1, rate=0x0, BK=0, length=50, delay=1200, packet_num=0

)

The above parameters indicate that Wi-Fi packet transmission is normal, and the transmission performance can be

detected with tester at this time.

| | EspRFTestTool
Tool Help

Manual Test

ChipType COM  COM3
IDLE
i WiFi Test BT Test WiFi Adaptivity
| TestMode: WiFi Rate:
TX packet 11b 1M
Attenuation(0.25dB) Duty Cycle:
0 default

Log

~ | BaudRate | 115200

~ | lopen| |close

Zigbee Test Manual
BandWdith :
20M
[] certification EN

0x1fc000

UAR ~ | |[RAD ~ Select Bin

0% Load Bin

Channel:

172412
Certification Code:
SRRC

start stop

DEBUG: [ CoM1™, *cCoM3’, " CoM9 ]

DEBUG: open comd Sucess
DEBUG: chwdOm_en: O

DEBUG: Tz packet test!

DEBUG:Wifi tz out: chammel=l,
delay=1200, packet_rum=0

rate=0z0, BE=0,

length=50,

[] Show Send
[] Show Time

Log Clear

Log Save

Fig. 17: Wi-Fi TX Performance Test

Wi-Fi RX Performance Test

¢ Test Mode: Set to RX packet for RX performance tests.
* Wi-Fi Rate: Set Wi-Fi test rate.

¢ BandWidth: Set Wi-Fi test bandwidth.

¢ Channel: Set Wi-Fi test channel.

After clicking start, the tester sends packets on the test channel. Click stop after completion. The log window

should display packet RX information similar to the following:
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[Correct:lOOO Desired:1000 RSSI:-614 noise:-960 gain:0 paral:0 para2:0 freq:0 J

Where:

* Correct: The total number of packets received this time.

¢ Desired: The number of packets received at the corresponding rate this time.

» RSSI: Represents the average RSSI of the received Desired packets. For example, “RSSI: -614” means the
RSSI value is -61.4.

Note:

e If Desired is 0, no packets were received from the tester. Please check the tester’ s packet settings and
packet file to ensure the packet RX link is normal;
e If DesiredisnotOand Correct is greater than Desired, there is interference in the environment. Please

retest in a shielded environment;
 Other parameters in the packet RX information are only used for RD debug and have no actual meaning.

Tool Help

Manual Test

ChipType|| Select Chip ||com |coms ~ | BaudRate | 115200 ~| [open! [close]

0% Load Bin

IDLE

WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual

Test Mode: WiFi Rate: BandWdith : Channel:
RX packet v | [11b 1M | [20m | 1312472 ~
Attenuation(0.25dB) Duty Cycle: [] certification EN Certification Code:
0 default o | | 0x1fc000 SRRC ~
Set 11ax Wave: Station ID:
1ax wave set 1 e start stop
Log

DEBUG: [" COM1™, ' COMB™ ]
DEBUG: open comb sucess
DEBUG: chwdOm_en: O

DEBUG:wifi rz start: chammel is 13, rate is 0z3

DEBUG: Correct: 1000 Desired: 1000 RSSI: -614 noise: -990 gain: 574
paral: 15 paraz: O freq: -36

DERUG:rx packet test

[] Show Send
[] Show Time

Log Clear
Log Save

Fig. 18: Wi-Fi RX Performance Test
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Appendix

This appendix is mainly used to explain the target output power of the chip’ s Wi-Fi, which is used for RF debugging

or test reference.

Table 2: ESP32-S2 Wi-Fi Target TX Power

Rate

11b IM

11b 11M

11g 6M

11g 54M
HT20-11n MCSO
HT20-11n MCS7
HT40-11n MCSO
HT40-11n MCS7

ESP32-S2 Wi-Fi Target Power (dBm)

19.5
19.5
18
18
18
17
18
16.5

3.2 Wi-Fi Signaling Test

The Wi-Fi Signaling Test assesses and verifies the Wi-Fi signaling functions of wireless network devices, focusing on
stable and reliable communication across varying operating scenarios. It evaluates Over-The-Air (OTA) performance,
including Total Radiated Power (TRP) and Total Isotropic Sensitivity (TIS).

Set Up Test Environment

Connect
to PC

USB to UART

3V3

3V3 9

Connect to Tester

RF Cable

GND

GND % ESp Product

RXD

UOTXD ]

§ ESPRESSIF

TXD

FARESER (L IOF-A0]
UORXD o ewman Pﬁ%

DUT

Fig. 19: UART Connection Description

The Device Under Test (DUT) is a product designed based on Espressif chips or modules. The device under test is

connected to the USB-to-UART adapter board via UART.

Note:

e The CHIP_EN pin of the device under test is pulled up by default. If it is not pulled up in the product design,

you need to manually connect the CHIP_EN to the 3V3 pin.

¢ Some serial communication boards have already swapped RXD and TXD internally, so there is no need to
reverse them. The wiring needs to be adjusted according to the actual situation.

 Espressif chips have a power-on self-calibration feature. Therefore, before powering on the device under test,
the RF connection cable must be connected to the testing instrument.

Flash Firmware

1. Open DownloadTool.
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2. Set ChipType, Com Port and Baud Rate, click Open, and select download to F1lash.

3. ESP32-S2 Wi-Fi Signaling Test Firmware (Single Country) supports a single country code, ESP32-S2 Wi-Fi
Signaling Test Firmware (Multiple Countries) supports multiple country codes. They each include 4 bin files,
i.e., bootloader.bin, partition-table.bin, phy_init_data.bin, and ssc.bin.

After unzipping ESP32-S2 Wi-Fi Signaling Test Firmware (Single Country) or ESP32-S2 Wi-Fi Signaling Test
Firmware (Multiple Countries), flash the 4 bin files to the following addresses via UART.

bin file

flashing address

bootloader.bin
partition-table.bin
phy_init_data.bin

ssc.bin

0x1000
0x8000
0xF000
0x10000

52% |UAR ~ ||[Flash

Chip Type Com Fert Baud Rate Close

naling_for_OTA_Test_V4.3_SinglePhy_20230525/bootloader. bin

LOAD
1g_for_OTA_Test_V4. 3_SinglePhy_20230525/partition-table. bin

i 5P SHgnaling for_OTH_Test V4. 3_SirnglaPhy_ 20230528/ ssc. b

54:43:h2:dc

f5c:04 ‘. for_OTH_Test 4 3_Singl Phy_20350525/phy_init_data. bir

.

Log

DEEUG :Writing at 0x00088<00... (50 %)

DEEUG :Writing at 0x00089000... (50 %)

DEEUG :Writing at 0x00089400... (50 %)

DEEUG :Writing at 0x00089300... (50 %)

DEEUG :Writing at 0x00089<00... (50 %)

DEEUG :Writing at 0x0008a000... (50 %)

DEEUG :Writing at 0x0008a400... (50 %)

DEEUG :Writing at 0x0008aB00... (50 %)

DEEUG :Writing at 0x0008ac00... (50 %)

DEEUG :Writing at 0x0008b00O0... (51 %)

DEEUG :Writing at 0x0008h400... (51 %)

DEEUG :Writing at 0x0008b800... (51 %)

DEEUG :Writing at 0x0008he00. .. (51 %)

DEEUG :Writing at 0x0008<000... (51 %)

DEEUG :Writing at 0x0008c400... (51 %)

DEEUG :Writing at 0x0008c800... (51 %)

DEEUG :Writing at 0x0008cc00... (51 %)

DEEUG :Writing at 0x0008d000... (51 %)

DEEUG :Writing at 0x0008d400... (51 %)

~| Start Load

Erase

Log Clear

ii;

W Log Save

Fig. 20: Firmware Flashing Schematic

After the flashing is completed, continue with the following steps for signaling testing.
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Start Testing

Check Power-on Log
Note: BaudRate is set to 115200.

Use a serial communication tool, such as Friendly Serial Assistant, to configure the port number and baud rate. After
the device under test is powered on again, if the serial output is similar to the following information, you can confirm
that the test status is normal:

E[0;32ml (656) phy_init: phy_version 310,5a96e9f,Jan 24 2024,17:35:133[0m
| (696) wifi:mode : softAP (10:97:bd:f2:6a:45)

| (696) wifi:Total power save buffer number: 16

| (696) wifi:Init max length of beacon: 752/752

| (696) wifi:Init max length of beacon: 752/752

E[0;32ml (706) esp_netif_|wip: DHCP server started on interface WIFI_AP_DEF with IP: 192.168.4.13[0m
+WIFI:AP_START

I (716) wifi:Set ps type: 0, coexist: 0

SSC config : configs/latest/ESP32C2/SSC_WIFI

SSC version : master(ef79b743)

IDF version : release/v5.2(a328e1a0)

WIFI LIB version : (HEAD detached at 1334b6d87)(1334b6d8)

Free Heap Size: 70184, Minimum: 69988

Mready!!!
E[0;32ml (736) main_task: Returned from app_main()@[0m

+APIPv6:GetlinkLocalAddress

Fig. 21: Serial Port Log for Device Power-on

Device Provisioning Enter the following two commands in the serial port in sequence for network configuration.

//Device Provisioning
//Configure the prototype to enter station mode
op -S -o 1

//Connect to AP, SSID is CMW-AP, password is 12345678
sta -C -s CMW-AP -p 12345678

Note: The —p parameter is used to set the AP password. If the AP has no password, this parameter is not needed.

After the station device is assigned an IP address, the Wi-Fi connection is successful, and the following log is printed:
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| (325546) wifi:new:<1,0>, old:<1,0>, ap:<1,0>, sta:<255,255>, prof:1 A

+SOFTAP:STADISCONNECTED,42:37:dd:d6:40:44,3
op-5-01

| (1407226) wifi:mode : sta (10:97:bd:f2:6a:44)

| (1407226) wifi:enable tsf

+WIFI:AP_STOP
+MODE:OK

+WIFI:STA_START
sta -C -s CMW-AP1 -p 12345678

+JAP:OK

I (1709076) wifi:new:<6,0>, old:<1,0>, ap:<255,255>, sta:<6,0>, prof:1

| (1709356) wifi:state: init -> auth (b0)

I (1709366) wifi:state: auth -> assoc (0)

I (1709366) wifi:state: assoc -> run (10)

I (1709376) wifi:connected with CMW-AP1, aid = 1, channel 6, BW20, bssid = c8:0e:77:4f:d4:29
I (1709376) wifi:security: WPA2-PSK, phy: bgn, rssi: -41

I (1709396) wifi:pm start, type: 0

I (1709396) wifi:dp: 1, bi: 102400, li: 3, scale listen interval from 307200 us to 307200 us
I (1709396) wifi:set rx beacon pti, rx_bcn_pti: 0, bcn_timeout: 25000, mt_pti: 0, mt_time: 10000

+JAP:WIFICONNECTED
I (1709436) wifi:AP's beacon interval = 102400 us, DTIM period =1

+STAIPv6:GetlLinkLocalAddress
E[0;32ml (1712406) esp_netif_handlers: sta ip: 192.168.5.8, mask: 255.255.255.0, gw: 192.168.5.18[0m

+JAP:CONNECTED,CMW-AP1

Fig. 22: Serial Port Log for Device Provisioning

After the device under test is successfully connected, you can use the RF test instrument for Wi-Fi Signaling Test.

3.3 Wi-Fi Adaptivity Test

The Wi-Fi Adaptivity Test evaluates a device’ s ability to make real-time adjustments to parameters, such as trans-
mission rate, channel selection, and power levels, by simulating varying network conditions and loads. This test aims
to optimize the overall network performance and stability.

Note: If the power spectral density (PSD) of the Wi-Fi signal is higher than 10 dBm/MHz, the adaptivity test should
choose the Listen Before Talk (LBT) mechanism based on non-hopping load.
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Set Up Test Environment

| Connect to Tester
@ ELE 3V3 § ESPRESSIF RF Cable
Connect - oale Cé)l\(.lg U((S)ﬁ)l(DD ] ESP Product
1S s o0 f@ :
to PC i G e S T o E,%
L
USB to UART DUT

Fig. 23: UART Connection Description

The Device Under Test (DUT) is a product designed based on Espressif chips or modules. The DUT is connected
to the USB-to-UART adapter board via UART.

Note:

¢ The CHIP_EN pin of the DUT is pulled up by default. If it is not pulled up in the product design, you need to
manually connect the CHIP_EN to the 3V3 pin.

* Some serial communication boards have already swapped RXD and TXD internally, so there is no need to
reverse them. The wiring should be adjusted according to the actual situation.

* Espressif chips have a power-on self-calibration function, so the RF connection line must be connected to the
test instrument before the DUT is powered on for testing.

Flash Firmware

1. Open DownloadTool.
2. Set ChipType, Com Port, Baud Rate, click Open, select to download to Flash.
3. Flash ESP32-S2 Wi-Fi Adaptivity Test/Blocking Test Firmware to 0x1000 via UART.
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MAC:
54:43:h2:dc
1Bc:i6d

Log

Chip Type| Select Chip Com Port |COM24 ~ | Baud Rate |576000 ~ Clese

DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing
DEBUG:Writing

at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at

0x00055c00. .
0x00056000. .
0x00056400. .
0x00056800. .
0x00056c00. .
0x00057000. .
0x00057400. .
0x00057800. .
0x00057c00. .
0x00058000. .
0x00058400. .
0x00058800. .
0x00058c00. .
0x00059000. .
0x00059400. .
0x00059800. .
0x00059c00. .
0x0005a000. .
0x0005a400. .

(34
(34
(34
(34
(34
(34
(35
(35
(35
(35
(35
(35
(35
(35
(35
(36
(36
(36
(36

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

A |8tart Load

Erase

Log Clear

iii

W Log Save

Fig. 24: Flashing Firmware

After the flashing is completed, continue with the following steps for the adaptivity test.

Start Testing

Note: Set BaudRate to 115200.

Check Power-on log Use a serial communication tool, such as SerialPortUtility, and configure the port number
and the baud rate. If the device under test prints similar information as below after being powered on again, you can
confirm that the test status is OK:
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E[0;32ml (656) phy_init: phy_version 310,5a96e9f,Jan 24 2024,17:35:133[0m
| (696) wifi:mode : softAP (10:97:bd:f2:6a:45)

| (696) wifi:Total power save buffer number: 16

| (696) wifi:Init max length of beacon: 752/752

| (696) wifi:Init max length of beacon: 752/752

E[0;32ml (706) esp_netif_|wip: DHCP server started on interface WIFI_AP_DEF with IP: 192.168.4.13[0m
+WIFI:AP_START

| (716) wifi:Set ps type: 0, coexist: 0

SSC config : configs/latest/ESP32C2/SSC_WIFI

SSC version : master(ef79b743)

IDF version : release/v5.2(a328e1a0)

WIFI LIB version : (HEAD detached at 1334b6d87)(1334b6d8)

Free Heap Size: 70184, Minimum: 69988

Mready!!!
E[0;32ml (736) main_task: Returned from app_main()@[0m

+APIPv6:GetlinkLocalAddress

Fig. 25: Device Power-on Serial Port Print Log

Next, you can choose to test using serial port commands or test using EspRF TestTool tool.

Test Using Serial Port Commands Enter the following commands in the serial port in sequence for network
configuration and traffic testing:

//Device provisioning
//Configure the prototype to enter station mode
op -S -o 1

//Connect to AP, SSID is CMW-AP, password is 12345678
sta -C -s CMW-AP -p 12345678

//Traffic test
//Clear socket
soc —-T

//Create UDP, port is 8080, default socket ID is 54
soc -B -t UDP -p 8080

//Perform traffic test on AP device with socket ID 54
soc -S -s 54 —-i 192.168.1.1 -p 8080 -1 2000 -n 200000000 -3 1

Note: The —p parameter is used to set the AP password. If the AP has no password, this parameter is not needed.

If the following similar information is printed in the serial port, it indicates that the traffic has been started and the
Wi-Fi Adaptivity Test can be initiated.
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+APIPv6:GetlinkLocalAddress

op-5-01

| (4041) wifi:mode : sta (10:97:bd:f2:6a:44)
| (4041) wifi:enable tsf

+WIFI:AP_STOP
+MODE:OK

+WIFI:STA_START
sta -C -s CMW-AP1 -p 12345678

+JAP:OK

| {(6101) wifi:new:<6,0>, old:<1,0>, ap:<255,255>, sta:<6,0>, prof:1

| (6381) wifi:state: init -> auth (b0)

| (6381) wifi:state: auth -> assoc (0)

| (6391) wifi:state: assoc -> run (10)

| (6421) wifi:connected with CMW-AP1, aid = 1, channel 6, BW20, bssid = c8:0e:77:4f:d4:29
| (6421) wifi:security: WPA2-PSK, phy: bgn, rssi: -39

| (6431) wifi:pm start, type: 0

I (6431) wifi:dp: 1, bi: 102400, li: 3, scale listen interval from 307200 us to 307200 us
| (6431) wifi:set rx beacon pti, rx_bcn_pti: 0, bcn_timeout: 25000, mt_pti: 0, mt_time: 10000

+JAP:WIFICONNECTED
I (6511) wifi:AP's beacon interval = 102400 us, DTIM period =1
E[0;32ml (7441) esp_netif_handlers: sta ip: 192.168.67.174, mask: 255.255.255.0, gw: 192.168.67.18[0m

+JAP:CONNECTED,CMW-AP1

+STAIPv6:GetLinkLocalAddress
soc-T

+CLOSEALL
soc -B -t UDP -p 8080

+BIND:54,0K,0.0.0.0,8080
soc -5 -s 54 - 192.168.1.1 -p 8080 -| 2000 -n 200000000000 -j 1

Fig. 26: Serial Port Log for Device Provisioning

Test Using EspRFTestTool Tool

¢ Open the EspRFTestTool toolkit, configure ChipType, COM, and BaudRate, open the port, and select the

WiFi Adaptivity test interface.
e In STA mode, enter AP ssidand AP pwd, and click Connect AP to connect.
 After successful connection, the following log should be printed:
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Tool Help

Manual Test

[ ChipType [ESP32C3 | COM [coM7 | BaudRate | 115200 - || |ooe I|close|

0% Load Bin

WiFi Test BT Test WiFi Adaptivit Zigbee Test Manual

o ppssie: cuwAt [ ConnectAP || Send Data ||
AP pwd: 12345678 [ DisConnect |
5 kenerip: [192168.16.1 ||Packet Num: 2000000 |
Senver PORT: (8080 |iPacket Len: 1000 |
Socke ID: |54 |iPacket Delay: [1] |
Log
M (7584F) wifi:age timer already deinit 2

I (75846) wifi:mode : sta (Tc:df:al:66:cf:7c)
1 (75846) wifi:enable tsf

>
+MODE : 0K

DEBUG:sta —-C -5 CMW-AF1 -p 12345672

[] Show Send
2 [] Show Time
+JAP: DK
Log Clear
v Log Save

Fig. 27: Device Network Provisioning

» After a successful connection, set Packet Num to a sufficiently large value—such as 20000000—to ensure
the traffic can run for a long duration.

* Set Server PORT to 8080, Socket ID to 54, and change Packet Delay to 1 to meet certification
requirements.

 After the above settings are completed, click Send Data. If the log is similar to the figure below, it indicates
that the traffic has been started, and the Wi-Fi Adaptivity Test can be initiated.
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Tool Help

Manual Test

ChipTyps [ESP32C3 | COM |cOM7 | BaudRate [ 115200 ~| [open! [close]

e | R ]| Seltmin
o | Lowon

IDLE

WiFi Test BT Test WiFi Adaptivity Zigbee Test Manual

g APssid  CMW-APT Connect AP
APpwd: 12345678
<
5 SemerlP:  [192.168.16.1 | Packet Num: 2000000 |
Sener PORT: (8080 | Packet Len: 1000 |
SockeID: |54 | Packet Delay: [1 |
Log
+CLOSEALL ~

DEBUG:soc -B -t UDP -p 2080

>
+BIND: 54, OK, 0. 0. 0. 0, 8080

WARNING:readline timeout
DEBIG:soc -5 -3 b4 -1 192,168, 16.1 -p 8080 -1 1000 -n [] Show Send

2000000 -3 1 [] Show Time

Log Clear

i

v Log Save

Fig. 28: Wi-Fi Adaptivity Traffic Test

3.4 Wi-Fi Blocking Test

The Wi-Fi Blocking Test evaluates the device’ s reception performance in environments with strong interference. By
introducing high-intensity interference signals, it measures the reception sensitivity and anti-interference capability
of a device, ensuring reliable operation in complex wireless environments.

Set Up Test Environment

: Connect to Tester

3V3 V3]  €SPRESSIF RF Cable

Connect GND GND 4 Esp product
to PC RXD UOTXD 1 . oensie

XD UORXD § =*%= E|-

L
USB to UART DUT
Fig. 29: UART Connection Description
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The Device Under Test (DUT) is a product designed based on Espressif chips or modules. The DUT is connected
to the USB-to-UART adapter board via UART.

Note:

e The CHIP_EN pin of the DUT is pulled up by default. If it is not pulled up in the product design, you need to

manually connect the CHIP_EN to the 3V3 pin.

* Some serial communication boards have already swapped RXD and TXD internally, so there is no need to
reverse them. The wiring should be adjusted according to the actual situation.
* Espressif chips have a power-on self-calibration function, so the RF connection line must be connected to the

test instrument before the DUT is powered on for testing.

Flash Firmware

1. Open DownloadTool.
2. Set ChipType, Com Port, Baud Rate, click Open, select to download to Flash.
3. Flash ESP32-S2 Wi-Fi Adaptivity Test/Blocking Test Firmware to 0x1000 via UART.

Chip Type Com Fort Baud Rate Close
0x1000
LOAD
MAC:
54:43:h2:dc
1Bc:i6d C
Log
DEBUG:¥riting at 0x00055c00... (34 %) || 3tart Load
DEBUG:¥riting at Ox00056000... (34 %)
DEBUG:¥riting at 0x00056400... (34 %)
DEBUG:¥riting at 0x00056800... (34 %) Erase
DEEUG :Writing at 0x00056<00... (34 %)
DEBUG:¥riting at OxO0057000... (34 %)
DEBUG:¥riting at 0x00057400... (35 %)
DEBUG:¥riting at OxO0057E00... (35 %)
DEEUG :Writing at 0x00057<00... (35 %
DEBUG:¥riting at 0x00058000... (35 %)
DEBUG:¥riting at Ox00058400... (35 %)
DEBUG:¥riting at OxO0058800... (35 %)
DEEUG :Writing at 0x00058<00... (35 %)
DEBUG:¥riting at 0x00053000... (35 %)
DEBUG:¥riting at 0x00053400... (35 %)
DEBUG:¥riting at OxO005%800... (36 %)
DEBUG:¥riting at 0x0005%c00... (36 %)
DEEUG :Writing at 0x0005a000... (36 %)
DEEUG :Writing at 0x0005a400... (36 %)
v Log Save

Fig. 30: Flashing Firmware

After the flashing is completed, continue with the following steps for the adaptivity test.
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Start Testing

Note: Set BaudRate to 115200.

Check Power-on log Use a serial communication tool, such as SerialPortUtility, and configure the port number
and the baud rate. If the device under test prints similar information as below after being powered on again, you can
confirm that the test status is OK:

E[0;32ml (656) phy_init: phy_version 310,5a96e9f,Jan 24 2024,17:35:133[0m
| (696) wifi:mode : softAP (10:97:bd:f2:6a:45)

| (696) wifi:Total power save buffer number: 16

| (696) wifi:Init max length of beacon: 752/752

| (696) wifi:Init max length of beacon: 752/752

E[0;32ml (706) esp_netif_lwip: DHCP server started on interface WIFI_AP_DEF with IP: 192.168.4.18[0m
+WIFI:AP_START

I (716) wifi:Set ps type: 0, coexist: 0

SSC config : configs/latest/ESP32C2/SSC_WIFI

SSC version : master(ef79b743)

IDF version : release/v5.2(a328e1a0)

WIFI LIB version : (HEAD detached at 1334b6d87)(1334b6d8)

Free Heap Size: 70184, Minimum: 69988

Mready!!!
E[0;32ml (736) main_task: Returned from app_main()@[0m

+APIPv6:GetlinkLocalAddress

Fig. 31: Device Power-on Serial Port Print Log

Test with Serial Port Commands Enter the following commands in the serial port in sequence to set up the
network:

// Device Provisioning
// Configure the prototype to enter station mode
op -S -o 1

// Connect to AP, SSID is CMW-AP, password is 12345678
sta -C -s CMW-AP -p 12345678

Note:

» The —p parameter is used to set the AP password. If the AP has no password, this parameter is not needed.

If the following information is printed on the serial port, the connection is successful and the Wi-Fi Blocking Test
can be performed.
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+APIPv6:GetlinkLocalAddress

op-5-01

| (4041) wifi:mode : sta (10:97:bd:f2:6a:44)
| (4041) wifi:enable tsf

+WIFI:AP_STOP
+MODE:OK

+WIFI:STA_START
sta -C -s CMW-AP1 -p 12345678

+JAP:OK

| {(6101) wifi:new:<6,0>, old:<1,0>, ap:<255,255>, sta:<6,0>, prof:1

| (6381) wifi:state: init -> auth (b0)

| (6381) wifi:state: auth -> assoc (0)

| (6391) wifi:state: assoc -> run (10)

| (6421) wifi:connected with CMW-AP1, aid = 1, channel 6, BW20, bssid = c8:0e:77:4f:d4:29
| (6421) wifi:security: WPA2-PSK, phy: bgn, rssi: -39

| (6431) wifi:pm start, type: 0

I (6431) wifi:dp: 1, bi: 102400, li: 3, scale listen interval from 307200 us to 307200 us
| (6431) wifi:set rx beacon pti, rx_bcn_pti: 0, ben_timeout: 25000, mt_pti: 0, mt_time: 10000

+JAP:WIFICONNECTED
I (6511) wifi:AP's beacon interval = 102400 us, DTIM period =1
E[0;32ml (7441) esp_netif_handlers: sta ip: 192.168.67.174, mask: 255.255.255.0, gw: 192.168.67.18[0m

+JAP:CONNECTED,CMW-AP1

+STAIPv6:GetLinkLocalAddress

Fig. 32: Serial Port Log for Device Provisioning

Test with ESPRFTestTool

¢ Open the EspRFTestTool package, configure ChipType and COM, select 115200 for BaudRate, open the
port, and select the WiFi Adaptivity test interface.

e In STA mode, enter AP ssidand AP pwd, and click Connect AP to connect.

 After successful connection, the following log should be printed:
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Tool Help

Manual Test

[ ChipType [ESP32C3 | COM [coM7 | BaudRate | 115200 - || |ooe I|close|

0% Load Bin

WiFi Test BT Test WiFi Adaptivit Zigbee Test Manual

o ppssie: cuwAt [ ConnectAP || Send Data ||
AP pwd: 12345678 [ DisConnect |
5 kenerip: [192168.16.1 ||Packet Num: 2000000 |
Senver PORT: (8080 |iPacket Len: 1000 |
Socke ID: |54 |iPacket Delay: [1] |
Log
M (7584F) wifi:age timer already deinit 2

I (75846) wifi:mode : sta (Tc:df:al:66:cf:7c)
1 (75846) wifi:enable tsf

>
+MODE : 0K

DEBUG:sta —-C -5 CMW-AF1 -p 12345672
[] Show Send
2 [] Show Time

+JAP: DK
Log Clear

i

v Log Save

Fig. 33: Serial Port Log for Device Provisioning

After successful connection, you can start the Wi-Fi Blocking Test.

4 RF Test Certification

4.1 CE Certification

CE Certification (Conformité Européene Mark) is a mandatory certification by the EU, confirming compliance with
safety, health, and environmental protection standards.

The CE certification of RF products requires non-signaling, adaptivity, and blocking tests:

» Wi-Fi Non-Signaling Test
» Wi-Fi Adaptivity Test
» Wi-Fi Blocking Test
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4.2 FCC Certification

FCC Certification (Federal Communications Commission Certification) is a mandatory certification by the U.S. Fed-
eral Communications Commission, ensuring compliance with regulations on radio spectrum use, electromagnetic
compatibility, and RF radiation.

The FCC certification of RF products requires passing relevant non-signaling tests:

» Wi-Fi Non-Signaling Test

4.3 SRRC Certification

The SRRC (State Radio Regulatory Commission) Certification is a mandatory certification for radio equipment in
China, ensuring compliance with national radio management regulations to avoid electromagnetic interference.

The SRRC certification of RF products requires related non-signaling and adaptivity tests:

» Wi-Fi Non-Signaling Test
o Wi-Fi Adaptivity Test

S Production Stage

For the production stage, this repository provides the following tools and resources designed to streamline the man-
ufacturing process:

* Flash Download Tool is used to flash firmware onto flash. It supports multiple targets and configurations,
enabling users to efficiently update firmware and debug devices.

e Espressif Production Testing Guide outlines the production testing schemes available for Espressif Wi-Fi prod-
ucts, thus providing reference for testing customer products during manufacturing.

o Test Fixture Manufacturing Instruction provides guidelines for manufacturing test fixtures used with Espressif’
s Wi-Fi modules. These standardized fixtures help prevent issues that may arise during production and testing.

6 Flash Download Tool User Guide

6.1 Preparation

The software and hardware resources required for downloading firmware to flash are listed below.

¢ Hardware:
— 1 x module to which firmware is downloaded
— 1 x PC (Windows 7 [64 bits], Windows 10)
¢ Software:
— Flash Download Tool
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6.2 Tool Overview

User Interface

Open the Flash Download Tool, double-click the . exe file to enter the main interface of the tool, as shown in the
figure below:

.
ChipType: ESPB266 v
WorkMode: Develop W

LloadMode: UART

QK

Fig. 34: Flash Download Tool Main Interface

* ChipType: Selects the chip type for your product.
* WorkMode: Work mode of the tool. Below are the differences between the two modes supported currently,
Develop and Factory modes.

Develop mode uses the absolute path of the firmware and only allows flashing firmware to one chip at
a time.

Factory mode uses a relative path. It is recommended to place the firmware to be flashed in the
bin folder at the same level as the .exe file. It will be automatically saved locally when closed after
configuration.

Selecting Fact ory mode leads you to a locked interface in order to prevent misoperation by your mouse.
Please click the LockSettings button to enable editing.

¢ LoadMode: Supports both UART and USB

SPIDownload Tab

Here is the configuration descriptions.

* Download Path Config You can configure the firmware loading path and downloading address (in
hexadecimal format), such as 0x1000.

e SPI

Flash Config

SPI SPEED: SPI boot rate

SPI MODE: SPI boot mode

DETECTED INFO: Flash & crystal oscillator information that are detected automatically.
DoNotChgBin: If it is enabled, the tool flashes the original content of the bin file. If not enabled, the
tool updates the firmware according to the SPI SPEED, SPI MODE configuration on the interface
before flashing.

CombineBin button: combines all the selected firmware in Download Path Config into one
firmware. If DoNotChgBin is enabled, combine the original firmwares. If DoNotChgBin is not
enabled, combine them according to the SPT SPEED and SPI MODE configuration. Any unused
areas between firmware files will be filled with Oxff. The combined firmware will be saved as ./com-
bine/target.bin. Each click of this button will overwrite the previous firmware.

Default button: restores the SPI configuration to the default values.
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* Download Panel
— START: Starts downloading
STOP: Stops downloading
ERASE: Erases the entire flash
COM: Serial port used for downloading
BAUD: Baud rate

SPIDownload HSPIDownload

]

S—

EEEEERERED

Eimfnimimin

ntoad pathrconfig

[€

g
SPI SPEED  SPI MODE Detectedinfo
] DoNotChgBin
(@) 40MHz ® QIO
LockSettings
(O 26.,7MHz (O QOUT
D 20MHz D DIO ! CombineBin
()BOMHz () DOUT Default
() FASTRD
SPI flash config
DownloadPanel 1
START | STOP | ERASE | COME ~]
: ' BAUD: 115200 v
download panel

Fig. 35: SPIDownload Tab

FactoryMultiDownload Tab

e Factory mode uses the relative path. By default, the tool loads the firmware from the bin folder of the tool
directory. Whereas, Deve 1op mode uses the absolute path. The advantage of the Fact ory mode is that as
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long as the firmware to flash remains in the bin folder of the tool directory, path problems will not occur when
the tool package is copied to other factory computers.

e In Factory mode, the tool enables LockSettings by default. When LockSettings is enabled,
firmware download path config and SPI flash config cannot be configured. This is to prevent pro-
duction line workers from accidentally clicking and causing errors. (When factory managers need to configure
these settings, they can click LockSettings to unlock.)

FactoryMultiDownload |
~ | DownloadPanel 1 DownloadPanel 6
B~ PASS: [ pass: (g
~ FAIL: s FAIL: =
5 cow [ com
START sTOP ERASE START sToP ERASE hd
BAUD: [115200 ~ BAUD: 115200 ~
: DownloadPanel 2 DownloadPanel 7
pAss:[o | PASS:[o
hd FAIL: i FAIL: €T
SPIFlashConfig
SPISPEED  SPI MODE Detectedinfo
DoNotChgBin START STOP ERASE [ START sToP ERASE
40MHz Qo BAUD: [115200 ~ BAUD: 195200
. [ LockSettings
267MHz () QOUT
20MHz DIo CombineBin DownloadPanel 3 DownloadPanel 8
80MHz DOUT Default A ° eS|
FAIL. clear’ FAIL: clear
FASTRD
o — ow
START STOP ERASE START sTOP ERASE
BAUD: [115200 v BAUD: [115200
DownloadPanel 4 DownloadPanel 9
PASS : PASS: :
FAII. ciear FAIL: S
START STOP ERASE
ALL ALL ALL
com com: ]
START sTOP ERASE START sToP ERASE
BAUD: 1152300 ~ BAUD: 1152300
DownloadPanel 5 DownloadPanel 10
PASS | pass:[o |
FAIL crear FAIL: e
com ] com
START STOP ERASE START STOP ERASE
BAUD: 1152300 ~ BAUD: 195300

Fig. 36: FactoryMultiDownload Tab

The download path configand SPI flash config section on the FactoryMultiDownload Tab are
basically the same as those on the SPIDownload tab. Please refer to SPIDownload Tab for descriptions. Do not
forget to configure the serial port number and baud rate of each download panel.

chipInfoDump Tab

¢ Device: Selects the device’ s serial port number and communication baud rate.
* Read Flash: Specifies the start address and size of the content to be read from the flash. This setting is
only required when reading flash.
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SPIDownload | chipinfoDump

Device: port: [com1 v]  baudrate: 115200 -

Read Flash: address: [ 0x000 | size: | 0x10000

Chip Info Read Flash | Read Efuse

Fig. 37: chipInfoDump Tab

 Function Description

— Chip Info: Reads the chip model, flash ID, and flash status register values. The read content is
displayed directly in the tab.

— Read Flash: Reads data stored in the flash. The read content is saved in a generated bin file, which
is named in the format “Chip MAC + Start Address of Reading + Data Length of Reading + Reading
Time” .

— Read Efuse: Reads the chip’ s eFuse content, with functionality identical to esprool summary. The
read content is stored in a generated text file, named in the format “Chip MAC + Reading Time” .

Note:

 To use the above reading functions, the product should enter download mode after startup.
* Tool version >=3.9.8

6.3 Download Example

This section takes the ESP32 series as an example to demonstrate how to perform both regular and encrypted down-
load operations. At present, ESP32-S2 only supports regular download, and will support encrypted download later.

Regular Download

1. Pull GPIOO low to enter the download mode.

2. Open the download tool, set ChipType to ESP32, WorkMode to Develop, and LoadMode to UART as
shown in the figure below. Then, click OK
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WorkMode: Develop w
LoadMode: UART

OK

Fig. 38: Selecting Device —ESP32 Download Tool

3. In the appeared download page, enter the path to the bin file and the address where it should be downloaded,
check the box before the path, and select SPT SPEED, SPI MODE, COM, and BAUD according to your
requirements.

4. Click START to start downloading. During the download process, the tool will read the flash information and
the chip” s MAC address.

5. After the download is complete, the tool interface is shown in the following figure.
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J SPIDownload | HSPIDownload

ODOo0O000~ A~

i

SPIFlashConfig
SPI SPEED SPI MODE

@40MHz O QIO

Detectedinfo

[] DoNotChgBin flash vendor:

(C) FASTRD

DownloadPanel 1

. 20h : N/A
k
O267MHz O QOUT LodSeEnas || fach deviD:
CombineBin 4016h
o Ll L | | QUAD:32Mbit
() BOMHz O pout ‘ M’“’h ‘ crystal:
40 Mhz

—

COMS54 w

STV | AP: 7CB7CEEE206D STA: 7CB7CEEE206C
-, BT: 7C87CEEE206E ETHERNET: 7CB7CEEE206F
o

' - COM:

START | STOP ERASE

| | BAUD:

L4

921600

Fig. 39: Download Completed

Encrypted Download

The encrypted firmware downloading process is as follows:

* Flash Download Tool downloads the plaintext firmware to the chip.
 The chip uses the key in its eFuse to encrypt the firmware and write it to the flash.
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« If there is no such key in the eFuse, the tool will automatically generate a random one and flash it to eFuse. You

can also prepare your own encryption key. If there is, the tool skips the key generation and flashing process.

To configure the encryption function, follow the steps below:

Open the configuration file ./configure/esp32/security.conf. If there is no such file, for example, when you open
the tool for the first time, restart the tool.
Update the configuration options as needed.

Below are the configuration options. The equal sign is followed by the default value of the option. True means
enabling the option; False means disabling it.

[SECURE BOOT] Secure boot related configurations:
— secure_boot_en = False (Configures whether to enable secure boot)
— public_key_digest_path = .securepublic_key_digest.bin (Path to the public key digest file. This file
is generated using the command espsecure digest_sbv2_public_key -k pem.pem -o
public_key_digest.bin. The .pemfile is the private key file specified during compilation.)
— public_key_digest_block_index = 0 (Index of the eFuse block where the public key digest file is stored.
Default: 0.)
[FLASH ENCRYPTION] Flash encryption related configurations:
— flash_encryption_en = False (Configures whether to enable flash encryption)
— reserved_burn_times = 3 (Configures how many times [3 in this case] are reserved for the flashing
operation)
— flash_encrypt_key_block_index = 0 (Configures the index of the encryption key in the block_key.
Default: 0. Range: 0~4. For more information, refer to Technical Reference Manual (PDF) > Chapter
eFuse Controller.)

[SECURE OTHER CONFIG] Other security configurations:

— flash_encryption_use_customer_key_enable = False (Configures whether to enable a customer-
specified encryption key)

— flash_encryption_use_customer_key_path = .secureflash_encrypt_key.bin (If using a customer-
specified key, the key path needs to be specified here.)

— flash_force_write_enable = False (Configures whether to skip encryption and secure boot checks during
flashing. If it is set to False (default), an error message may pop up when attempting to flash products
with enabled flash encryption or secure boot.)

[FLASH ENCRYPTION KEYS LOCAL SAVE] Determines whether to store the encryption key file lo-
cally. Default: False.

keys_save_enable = False (Configures whether to save the key.)

encrypt_keys_enable = False (Configure whether to encrypt the locally stored key.)
encrypt_keys_aeskey_path = (If you encrypt the locally stored key, please fill in the key file here, such as
J/my_aeskey.bin)

[ESP32* EFUSE BIT CONFIG] Determines whether to set encryption items when flash encryption is en-
abled. Default: False.

Table 3: [ESP32-S* DISABLE FUNC] Config Option

[ESP32-S* DISABLE FUNC] Config Op-  Description

tion

dis_usb_jtag = False Configures whether to disable USB JTAG

hard_dis_jtag = False Configures whether to hard-disable JTAG

soft_dis_jtag =7 Configures whether to soft-disable JTAG

dis_usb_otg_download_mode = False Configures whether to disable USB OTG download

dis_direct_boot = False Configures whether to disable direct boot

dis_download_icache = False Configures whether to disable instruction cache in the Download
mode

dis_download_dcache = False Configures whether to disable data cache in the Download mode

There will be a prompt message (shown below) when the tool is running. Check if the message is correct. The figure
below shows the prompt message of enabling both flash encryption and secure boot:
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Some of secure boot and flash
encryption function are enabled, efuse
will be burned, Please make sure this is
what you want!!!

secure boot en: True
flash encryption en: True
reserved burn times: 0

disable dl decrypt: True
disable dl encrypt: True
disable dl cache: True
disable JTAG: True

OK

Fig. 40: ESP32 Prompt Message of Enabling Flash Encryption and Secure Boot

During the firmware flashing process, the key and other information will be flashed into the chip’ s eFuse. After the
flashing process is completed, FINISH/ 5E ¥, will be displayed.

Note: Prior to downloading, the tool verifies flash encryption and secure boot information in the eFuse, so as to
prevent re-downloading to and damaging the encrypted module.

7 Espressif Production Testing Guide

This guide mainly describes the production testing schemes available for Espressif Wi-Fi products (Wi-Fi mod-
ule/Chip Onboard), thus providing reference for the production testing of customer products.

7.1 Introduction
Generally, there are two production testing schemes available to test the RF performance of the Wi-Fi products based
on Espressif IC:

* RF General-purpose Tester Scheme (general standard in the industry);
* Signal Board Scheme (ESP enterprise standard).
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RF General-purpose Tester Scheme

The tester scheme is widely used for the production testing of Wi-Fi products. Espressif provides the necessary serial
port commands and firmware, so the customers can easily use this scheme for testing.

The testing steps can be found below, which are also demonstrated in the figure below:

Espressif Cable or Radiation General-purpose
IC Product Tester
Serial Port
Communication

m Network Cable / Communication Cable

=

PC

Fig. 41: Diagram of the Tester Scheme

—

Download RF_Test_FW.bin to ESP IC RAM;

2. Run the Test Tool that corresponds with the RF tester on the PC, and send the serial port commands to the
modules for sending/receiving packets in different modes;

3. The RF tester analyzes the RF related parameters in each specific mode.

Note:

* For this scheme, the mass production testing tool provided by the tester supplier should be adaptable with the
Espressif IC products;
«If the supplier is unable to provide this kind of test tool, customers can alternatively make the tool
adaptable by using the tester’ s available interfaces. Meanwhile, customers can use esptool to

download RF_Test_FW.bin:
— esptool can be downloaded from here. For related commands, refer to the documentation;

— For the manual testing of ESP products’ RF performance, please refer to RF Test Items.
* The test above must be performed in a shielded enclosure.

Signal Board Scheme

The signal board scheme is specially designed by Espressif, which can effectively test the RF performance of the
mass-produced Wi-Fi products, and therefore guarantee the RF quality. This scheme features low cost of hardwares
and easy environment setup for factories.

As demonstrated in the figure below, the signal board can be used as a standard device to interact with and test the
DUT (Device Under Test) by analyzing the communication data.
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i ()
Espressif e __ R
[ IC Product L=
Radiation Signal Board
Serial Port
Communication

=

PC

Fig. 42: Diagram of Signal Board Scheme

signal board fixture

Fig. 43: Hardware Connection for Signal Board Scheme

Note: The test above must be performed in a shielded enclosure.
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Production Testing Process

1. Please find the following test points that need to be tested, and connect the DUT accordingly to conduct the

test:
Test Points Download Mode Flash Operation Mode
V33, GND, RXD, TXD, EN, GPIOO connected to low level GPIOO0 connected to high level
GPIOO
Note:

* Download mode: for downloading bin files and is the main mode used for production testing.
¢ Flash operation mode: for checking the log info.

2. Connect the DUT to the serial port board by using the test fixture, and enter the DUT into the download mode
via the production testing tool. If your serial port board does not support flow control, connect the corresponding
GPIO(s) to low level directly, so DUT enters the download mode after powering up automatically.

3. Start the production testing tool on your PC, and follow the instruction provided in Production Testing Tool.

Note:

* To enhance production efficiency, test fixtures are typically designed for one-to-multiple configurations. For
instance, a common set-up is one-to-four, where a single fixture can accommodate and test four devices simul-
taneously.

* For more details about the test fixture manufacturing instruction, please refer to Test Fixture Manufacturing
Instruction.

» Connect the serial port board (which is placed inside the bottom box of the fixture) to the PC with a USB cable,
and install the corresponding driver to ensure the serial port can be successfully identified.

Related Equipment for Production Testing

Serial Port Board The serial port board is mainly used as a USB converter. You may use other similar boards.
However, considering some of them might have unstable performance, it is recommended to purchase what is shown
below. If you want to purchase from Espressif, please contact us.
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Fig. 44: Serial Port Board

Please check the board you purchased against the following requirements to make sure the switches and shorting
jumpers are in the correct positions:

e Marking COM1 and Marking COM2: the serial ports used for the communication with the PC. Marking
1 and Making 2 are the two independent serial ports, corresponding to TX/RX/FRTS/FCTS.

* Marking 3: selects powering the device through the USB port or an external power supply.

e Marking 4: selects 3.3 V or 5 V serial voltage level.

* Marking 5: for connecting external power supply, not used, so no need to configure.

Test Fixture The test fixture is an important equipment to execute the DUT in test mode. Specifically, you can put
the module on the fixture and bring the module pins into contact with the fixture probes by pressing the fixture handle.
When the test is finished, lift the handle to separate the module pins from the probes (for other similar equipment,
customers may think of it as a reference or directly lead out the corresponding pins that are assigned to what you want
to test).

For the production testing of Wi-Fi modules, the module pins must be led out and connected to the base board, so
as to communicate with the serial ports of the PC. To achieve this, a fixture can be used. The figures below show the
overall appearance of a typical fixture.
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Fig. 45: A Typical Module Fixture

The primary structure of a typical module fixture can be seen in the table below (take Espressif test fixture as an
example).

Table 4: The Primary Structure of a Typical Test Fixture

Part Description

Handle When users lift the handle, the module is separated from the metal probes at the bottom
and gets disconnected from the power supply. When users press the handle, the module
comes into contact with the metal probes and starts the testing procedure.

Mounting Panel It is used for placing and holding the module.
Bottom box It is used to place serial port board(s), enabling the module to communicate with the PC
via USB.

Signal Board The signal board can be used a standard device to interact with the DUT during the production
testing.

Table 5: Signal Boards

Board Name Description
ESP-BAT32 For ESP32/ESP32-S/ESP32-C series
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Fig. 46: A Typical ESP-BAT32 Signal Board

For the purchase of Espressif signal board, please contact us.

Note:

* Only one signal board should be used within the same network coverage. Otherwise, signal interference will

occur.

* If more than one signal board are used for mass testing, please conduct in a shielded room or with a shielded

box.

» The above table is also applicable to ESP8684/ESP8585.

Scheme Comparison

The comparison between the signal board scheme and the tester scheme is shown in the table below. You can choose
from these two schemes according to your actual requirements.
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Table 6: Scheme Comparison

Scheme Test Item Description
Signal Board  RF Test Tests the supply voltage of the chip and its fluctuation, and the fre-
Scheme quency offset against the signal board, etc.
Packet Send- Tests the packet sending/receiving between the DUT and the signal
ing/Receiving Test board.
GPIO  Conductivity Identifies IC soldering defects, if there are any.
Test
Firmware Version Ver-  Verifies the version information of the firmware that has been down-
ification Test loaded to flash.
Flash RW Test Verifies the RW operation of flash.
Tester EVM Test Tests the TX Power, and EVM performance of the DUT during the
Scheme packet sending.
Frequency Offset Test ~ Tests the frequency of the DUT during the packet sending.
TX Power Test Tests the TX power of the DUT during the packet sending.
RX Sensitivity Test Tests RX sensitivity of the DUT (This test must be performed in an
RF shielded environment).
GPIO  Conductivity See above in this table.
Test
Flash RW Test See above in this table.
Note:

1. The signal board scheme has applied Espressif ’ s internal standards and can effectively ensure the quality of RF
products, provided that the RF matching of the module is qualified and the production materials are consistent
with those specified in the production processes.

2. To ensure the overall quality of the mass production of modules, the customers may use the signal board scheme
for full inspection and the tester scheme for sampling inspection.

3. You cannot directly test the RF performance parameters of a DUT, such as TX, RX, EVM, and FREQ, with
the signal board scheme. Therefore, a general-purpose Wi-Fi tester can be used as a supplement to the signal
board scheme.

The signal board scheme features low cost and easy environment setup, making it a popular solution that has long
been widely used by the customers. Therefore, this guide will mainly focus on this scheme, and demonstrate it with
the use of Espressif modules. Customers may follow this guide to set up the testing environment for their own Wi-Fi

products.

7.2 Environment Setup

In order to show the customers the effectiveness of our signal board scheme, Espressif provides a complete testing
package. Our testing package introduces the customers to the overall process of the production testing. Note that an
Espressif module is used in the package as an example, so that the customers can simply replace this module with
their Wi-Fi products (of ESP32-C/ESP32/ESP32-S/ESP8266 series) in their own production testing.

Testing Package

The production testing package has the following key components:
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Table 7: Production Testing Package

Production Test- Component Quan- Remark
ing Package tity
ESP32 /ESP32-S  ESP-BAT32 1 ESP32 signal board
ESP-FactoryTB2 2 UART base board
ESP32-WROOM-32D / 2 Espressif modules ESP32-WROOM-32D / Espres-
ESP32-S2-WROOM sif modules ESP32-S2-WROOM
Test Step

Please connect your DUT to the production testing base board as shown in the following figures, depending on the
product series (ESP32-C/ESP32/ESP32-S/ESP8266) your DUT belongs to; then, connect the serial port board, signal
board and your PC together; then, open the production testing software tool on your PC.

Fig. 47: Wiring for ESP32-WROOM-32D
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Fig. 48: Wiring for ESP32-WROOM-32E

1. The DUT communicates with the signal board at a rate of around 1 to 2 M. Configure the DUT to download
mode and power up the serial port board.
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signal board DUT

2. Open the production testing software tool and complete the corresponding configuration based on which prod-
uct series your DUT belongs to. For details, please refer to Section Tool Configuration below.

3. Click START button to start the test. During the testing, Parameter fb_rssi in the Log must be kept at
around -50.

4. Troubleshoot based on the test results.

7.3 Production Testing Tool
Tool Introduction

Download Link

Directory

e factory_test_ui_tool: the main directory
— factory_test_cus_vl.0.exe: the executable file
— config: the configuration files run by the tool
*+ .sys_config/.bin: stores the test bin files for different chips
* .sys_config/.spec_£file: stores the threshold files for different chips
* .sys_config/.sys_settings.conf: configures the current test bin file and threshold file
— logs: stores test logs for each DUT
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B factory test v2.0.4 - O X

Chip Type ESP8684H2

Firmware Ver ver_1.0.0

FacPlanID 00 Local Status xu/xxx
Test Mode RAM

Auto Start OFF

[y

[\ ]

3 | Jou statusbus Gangis Test Flov Test Tareshold |
A | ALL START| ALL STOP
DUT1 DUT2 DUT3 DUT4
START |MAC: STOF START [MAC: STOF START [NAC: STOF START [MAC: STOF
5
6|local

Fig. 49: Main Interface

Interface The MainWindows of the tool, as shown in the figure above, can be divided into six main parts:
1. Menu Bar:

e Config button can be used to switch between Local Mode and Cloud Mode (Cloud Mode is currently not
supported);

* Log button can be used to select and open log files;

* Help button can be used to find help files.

2. Test Configuration Info:

e left section shows test configuration information such as Chip Type;
e right section shows the summary of all historical tests till now (the numbers of passed and failed tests).

3. Interface Tab Bar switches between different interfaces for testing or configuration.

4. ALL START/ALL STOP: Start/Stop all operations.

5. Testing Interface: the default testing interface after configuration. Here, you can see four DUT blocks, because
a one-to-four fixture is used. Testing for different DUTs is independent from each other while the configuration of
those is not.

6. Position displays if Local Mode or C1oud Mode is enabled.

Test Mode The current testing tool only supports 1 type of testing:

¢ RAM Test: Before testing, make sure the DUT is in download mode. During testing, the host computer
downloads the firmware for testing to the RAM of the DUT, and runs it.
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Tool Configuration

i factory test v2.0.4

File Config Log Help

Chip Type ESP8684H2

Firmware Ver ver_1.0.0

FacPlanID 00 Local Status xx/xxx
Test Mode RAM

Auto Start OFF

T Status Dut Cenfig Test Flow Test Thresheld

[ TEST CONFIG | 1| |[ oot 2
chip tvpe [ESPB6E4HZ =] Test From [RAN <] PORTL |CON4 = | PoRTZ |COM4 x|
Ratel [115200 > | RateZ [115200 >
Fac-Flan |00 | EFUSE NODE |normal <] aLe =1 Rate =l

[ 4UTOST [ DUTZ

FORTL |coMss x| PORTZ JooMs x|

Ratel [115200 > | Rate2 115200 = |

" DUTS
FORT1 |COM47 > | PORTZ |COM47 x|
Ratel [115200 > | Rate2 115200 = |

" DUT4
FORT1 |CoM86 > | PORTZ |coMge x|
Ratel [115200 > | Rate2 115200 = |

3| APPLY

Fig. 50: DUT Config

Interface As shown in the figure above, the DUT Config tab can be divided into three major blocks:

e 1. EST CONFIG: Test-related configuration
e 2. DUT: DUT-related configuration
* 3. APPLY: apply the configuration

TEST CONFIG
Table 8: TEST CONFIG

Parameter Description Notes
Test From Location from which the pro- RAM: The test bin to be downloaded must be selected.
gram starts to run
Fac-Plan Test record code The MAC list stored in the form of code + test result.
AUTOST Automatic test switch If this option is checked, a new test will start automatically when
the current test finishes.
EFUSE Detection method of eFuse If a customized MAC address is used, the custom option should
MODE be selected here. Otherwise, use normal.
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DUT CONFIG

Table 9: DUT CONFIG

Parameter Description

Notes

Port Serial port number
Rate Baud rate
APPLY Confirms all the modification

that has been made

Serial port configuration of the DUT, including the serial port
for normal test and the serial port for firmware test. The configu-
ration of these two serial ports can be the same or not, depending
on the customers’ actual requirements.

Baud rate of the serial port.

Any modification to the configuration on the interface takes ef-
fect only after clicking the APPLY button and passing the verifi-
cation by entering the correct verification code. The verification
code depends on the date and time of performing the test (the
sum of the values of year, month, day and hour). For exam-
ple, assuming the test is performed at 12 o’ clock on March
Ist, 2018, the verification code is the sum of 2018 (year), 03
(month), 01 (date) and 15 (hour), i.e. 2037.

Test Flow

In addition to some basic RF performance tests, the production testing scheme can also be used to evaluate the overall
quality of the DUT through a variety of other tests, including but not limited to the RF Test (customizing commands
is allowed), GPIO Conductivity Test, Firmware Version Verification Test, and Flash RW Test.

RF Test

¢ Test Objective: RF performance tests must be conducted during the production testing to ensure that the DUT

can send/receive packets as expected.

* Test Method: Send/Receive packets back and forth between the signal board and the DUT through radiation.
The DUT sends the test results to the host computer via the serial port. Then, the host computer provides

conclusions by analyzing the test results.

* Test Steps: DUT runs with the testing firmware. The test starts after the host computer sends the serial port
commands. Initially, the DUT obtains the RF performance information by reading registers, including the
voltage fluctuations; then the DUT sends/receives a certain number of packets to/from the signal board; upon
completion, the host computer determines if the DUT has passed the tests by checking the log information

against the set thresholds.

* Configuration Interface: To enable this test, go to the Test Flow tab and check RF_TEST.

GPIO Conductivity Test

Test Option
v RF TEST

TX
RX
ANALOG

[ ] GENERAL TEST
] FUNCTION

Fig. 51: RF Test

* Test Objective: This test can be performed to check the conductivity of GPIOs. It can help identify if there
are any soldering problems, such as insufficient wetting or solder bridges.

¢ Test Method: After the corresponding pins of the fixture and DUT are shortened, the pin levels are set and
obtained with the serial port commands, thus identifying any existing soldering problems.
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» Test Steps: After the RF test is completed, a series of serial port commands are sent to perform the GPIO
conductivity test. The serial port commands have been integrated in the host computer, so the customers can
easily perform the GPIO Conductivity Test by enabling this function.

* Configuration Interface: As shown in the figure below, you can enable this test in the GENERAL_TEST
sub-list on the Test Flow tab. For details, please refer to Appendix B: GPIO Conductivity Test Configuration.

Test Optlon
[ ] RF_TEST
v [m] GENERAL TEST
[] USER_FW_CHECK
GPIO_TEST
[] FLASH_ID_CHECK
[] FLASH SCAN TEST
[ ] PSRAM_SCAN TEST
(] FUNCTION

Fig. 52: GPIO Conductivity Test

Firmware Version Verification Test

¢ Test Objective: This test can be performed to verify the correctness of the firmware version downloaded to
flash.

* Test Method: Check against the target firmware by comparing a “certain verification string” or “version
number” in the serial port log. Therefore, this verification string must distinguish itself from those of other
firmware.

» Test Steps: After the RF test, the host computer configures the serial port board to flow control mode, so
the DUT boots from flash, and check the string in the log against the target string. You can easily verify the
firmware version by enabling this function.

¢ Configuration Interface: You can enable this test in the GENERAL_TEST sub-list on the Test Flow tab.

Test Opticn
[ ] RF TEST
v [m] GENERAL TEST
USER FW CHECK
] GPIO_TEST
(] FLASH_ID_CHECK
[ ] FLASH_SCAN TEST
[ ] PSRAM _SCAN TEST
[] FUNCTION

Fig. 53: Firmware Version Verification Test

Flash-related Test

 Test Objective: Flash ID Verification Test and Flash RW Test can be performed to verify the correctness of
the flash model and the ability of the flash to read/write respectively.

e Test Method: These tests are performed with serial port commands, and the test results are returned to the
host computer via the serial port.

o Test Steps: After the RF test is completed, the host computer provides a conclusion by checking the test
results.

¢ Configuration Interface: You can enable these tests in the GENERAL_TEST sub-list on the Test Flow
tab. FLASH_SCAN_ADDR is the starting address of this test item (only requiring a 0x1000 sector size), while
FLASH_SCAN_TARGET is the target test value. The target value varies for different chips.
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Test Option
> [“] RF_TEST
v [m] GENERAL TEST
> [JUSER_FW_CHECK
> [ GPIO_TEST
> [«] FLASH_ID_CHECK
v [v] FLASH SCAN TEST
v FLASH_SCAN_ADDR
0x00
v FLASH_SCAN_TARGET
95Mhz flash test pass
> [] PSRAM_SCAN TEST
> [ FUNCTION

Fig. 54: Flash-related Test

Tool Operation

Two different test modes are supported in the signal board scheme: the Single-DUT mode and the Four-DUT mode.
The configuration below is applicable to both of these two test modes. The operation process is as follows:

1. After setting up the environment, click START button (or ALL START) to begin synchronization and down-
loading.

[ factory _test v2.0.4

File Config Log Help

Chip Type ESP32-C3
Firmware Ver App version: 1.1
FacPlanID 00

Test Mode RAM

Auto Start OFF

DUT Status Dut Config Test Flow Test Threshold

Local Status pass:1/ fail:0

ALL START| ALL STOP |
DUT1 DUT2 DUT3 DUT4
START |MAC: 6867254f878c STOP START |MAC: STOP START |MAC: STOP STARTlMAC: STOP

25:01]user quit test
25:02]syme_count iz : 1
26: 02]chip sycn ok
25: 03] [mac] 6867264£878c

25:03]uart dovnloading. ..

[
[
[
[
[

local

Fig. 55: Synchronization

2. After downloading is finished, the tool displays testing progress (RUN). Wait for test results.
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(W7 factory_test v2.0.4

File Config Log Help

Chip Type = ESP32-C3
Firmware Ver App version: 1.1

FacPlanID 00 Local Status pass:1/ fail:0
Test Mode RAM

Auto Start OFF

DUT Status Dut Config Test Flow Test Threshold

ALL START| ALL STOP |

DUTA1 DUT2 DUT3 DUT4
START MaC:6867254£878c STOP START |MAC: STOP START |MAC: STOP START |MAC: STOP

[16:41]syne_count iz @ 1
[16:41]chip =ycn ok
[16:42] [mac] 6B6T254£878c
[16:42]uart downloading...
[18: 44]uart dewnload ok
[16: 46]analog test ok
[16:45]tx test ok

[18: 45]ex test ok
[16:45]flash id check ok
[16:45]zpin test ok:step 1

Fig. 56: Running

3. The tool displays test results.
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[W7 factory_test v2.0.4
File Config Log Help
Chip Type ESP32-C3

Firmware Ver App version: 1.1

FacPlanID 00 Local Status pass:1/ fail:0
Test Mode RAM

Auto Start OFF

DUT Status Dut Config Test Flow Test Threshold

ALL START| ALL STOP |

DUT1 DUT2 DUT3 DUT4

START MaC: 6867224£878¢ STOP START MAC: STOP START HAC:

STOP START HAC: STOP

[14 20]user quit test

[14: 20]syne_count is :
[14:21]chip sycn ok
[14:21] [mac] 6B67264£8T8c
[14:21]uart downloading. ..
[14:24Juart download ok
[14:24]analag test ok
[14:24)tx test ok
[14:24]rx test ok
[14:24)flash id check ok
[14:25]gpio test ok:step 1
[14:28])gpin test ok:step 2
[14:26]flash scan test ok
[14:28]all item passed

local

Fig. 57: Finish

The tool displays FAIL if any test item fails. The status block lists the detailed results of each test, to help you identify
the reasons.

4. Check the detailed test records.

i’ MainWindow

File Config Log Help

Dut1

NS b
@CcS > hSIF

ATT QTiL... ‘Duti” QTNP |

Fig. 58: Check Test Record

The test results of each production test will be saved in a separated log. The name of each log follows the pattern of
“DUT MAC + date” . Click the Log button to bring up the log file of the last test for the corresponding DUT. If
there is no test history for this workstation, open the Logs folder to access available logs.

7.4 Appendix B: GPIO Conductivity Test Configuration

During the GPIO Conductivity Test, the pins (GPIOx, GPIOy) to be tested should be connected with each other as

instructed below. One pin works as an output for a signal (n = 0 or 1), while the other one works as an input and
reads the current signal.

Note on <GPIOx, GPIOy, n>:
1. GPIOx is the input pin, and GPIOy is the output pin.
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2. ncanbe 0 or 1. 0: low level; 1: high level.

To make sure both high and low levels of all the pins can be tested. Once configured, this GPIO conductivity test is
always performed twice:

1. First time with the configured n, and
2. Second time with the inverted n.

For example, if n is configured to 1, then the test will run with n = 1 for the first time, and then run again with n = 0
for the second time.

7.5 Appendix C: Firmware Version Verification Test
The detailed configuration of the firmware version verification test is shown below:

4 | | USER_FW_CHECK
4 USER_FW_VER_TEST
4 USER_FW_VER_STR
0.17.59eh
4 USER_FW_VER_TIMEQUT(s)
3
4 USER_FW_VER_DELAY(s)
0
4 USER_TEST_CMD<cmd,rsp,tmo>
<AT+GMR,"0.10.0",5>

Fig. 59: Detailed Configuration

The firmware version verification test is enabled if the option USER_FW_CHECK is checked. Here, two test modes
are available:

e USER_FW_VER_TEST: If the USER_FW_VER_STR is set to Espcmd_en, the USER_TEST_CMD is en-
abled. Otherwise, USER_FW_VER_TEST is enabled, in which a string is used to verify the firmware version
number, such as the 0.17.59eh in the figure above.

e USER_TEST_CMD: If the USER_FW_VER_STR is set to Espcmd_en, the USER_TEST_CMD is enabled.
You can verify the firmware version number with your customized commands. For example, the value
<AT+GMR, “0.10.0” ,5> in the figure above indicates that after sending the command AT+GMR, the serial
port should return a character string that contains 0.10. 0.

7.6 Certification

Download certificates for Espressif products from Certificates.

8 Test Fixture Manufacturing Instruction

8.1 About This Instruction

This document provides instructions on the manufacturing of the test fixtures for Espressif’ s Wi-Fi modules, in an
effort to avoid problems caused by the lack of standardized fixtures during the module production and testing.
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8.2 Overview

Module fixtures have different structures based on their types and usage. The structure of an ESP-WROVER fixture
is shown in the following figure:

Handle —'“ﬁl

Movable Plate

Mounting Panel

Bottom Box

Fig. 60: The Structure of a Typical Test Fixture (ESP-WROVER)

The structure of other module fixtures are similar to that of ESP-WROVER. The primary structure of a typical
module fixture consists of the following parts, which may differ only on the details:

Table 10: The Primary Structure of a Typical Test Fixture

Part Description

Handle It is used to power on or power off the module:
e When users lift the handle, the module is separated from the metal probes at the
bottom and gets disconnected from the power supply.
e When users press the handle, the module comes into contact with the metal probes
and starts the testing procedure.

Mounting Panel It is used for placing and holding the module.
Bottom box It is used to place serial port board(s), enabling the module to communicate with the PC
Switch It is installed on the bottom box to control the power supply to the serial port board and

the working modes.

8.3 The Main Structure of a Typical Module Fixture
Mounting Panel

The items needing attention during the manufacturing of mounting panels are listed below.

Antenna The antenna area should be completely exposed, keeping the antenna connection point over the line at
the left end of the mounting panel or aligned with the left end of the mounting panel, which can be seen in the figure
below. The mounting panel should not be made of metal, and the use of metal components should be minimized
around the antenna:
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Fig. 61: The Mounting Panel for the ESP-WROVER Test Fixture

Handle

¢ When users press the handle, they must ensure that the metal probes under the mounting panel are attached to
all the pins of the module.
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Fig. 62: The Metal Probes (the handle is pressed)

* When users lift the handle, they must ensure that the metal probes under the mounting panel are completely
detached from all the pins of the module, which can be seen in the figure below:
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Fig. 63: The Metal Probes (the handle is lifted)

When users press the handle, they should leave a suitable distance between the movable plate and the mounting panel.
The aim is to ensure that the probes are in touch with all the pins of the module, yet without crushing the module and
its shield cover. Please see the figure below:
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Fig. 64: The Movable Plate and the Mounting Panel

Bottom Box

Serial Port Board Two serial port boards (ESP_Factory Test Boards V1.3) are placed inside the bottom box,
which can be seen in the figure below:
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Fig. 65: A Typical Serial Port Board (ESP_Factory Test Board V1.3)

This serial port board, which has two serial-port chips, is placed inside the bottom box. Users should place as many
serial port boards as necessary for the specific type of module fixture in operation. For example, the one-to-four
module fixture requires four serial port boards.

It is required that the serial port boards be screwed onto the bottom box so as to keep them stable and prevent any
short-circuit in the boards. The serial port boards are fixed by using screws in the four pass-through holes of the
boards. In addition, when multiple serial ports are used to connect the HUB, the HUB should be provided with an
external power supply to avoid a series of problems caused by insufficient power supply to the serial ports.

The Mark on the Bottom Box To facilitate the identification of the fixtures, it is required that the logo be printed
on the surface of the bottom box. The classification of such marks is shown in the table below, where V* indicates
the version of the fixture.
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Table 11: The classification of the marks
Module Type Mark
ESP-WROOM-02/02D-V1

* ESP-WROOM-02
* ESP-WROOM-02D
* ESP-WROOM-02DC

« ESP-WROOM.02U ESP-WROOM-02U-V3

* ESP-WROOM-02UC

e ESP32-WROOM-32 ESP32-WROOM-32/32D-V1

» ESP32-WROOM-32D
e ESP32-WROOM-32DC
» ESP32-SOLO-1

» ESP32-SOLO-1C

e ESP32-WROOM-32U PESP32-WROOM-32U-V3

* ESP32-WROOM-32UC

ESP32-WROVER-V]1
« ESP32-WROVER (PCB) SP32-WROVER-V

 ESP32-WROVER-B (PCB)
« ESP32-WROVER-BC (PCB)

ESP32-WROVER-I-V2*
» ESP32-WROVER (IPEX)

« ESP32-WROVER-B (IPEX)
« ESP32-WROVER-BC (IPEX)

Note:

1. Jumper caps in The Movable Plate and the Mounting Panel should be plugged in the yellow shorting plugs.
2. This guide is not applicable to ESP-WROOM-02U-V3, ESP32-WROOM-32U-V3 and ESP32-WROVER-I-
V2.

The Wiring of the Mounting Panel Please see the rules in the table below, and connect the red and green wires
as requested, while leaving the rest of the wires unconnected.
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Table 12: Wiring Requirements

Components Functions Requirements Remarks
Red wire The red wires coming out Connect the DuPont Notices:
of the probe cables coming out of the 1. Users should use
probe to the serial boards. standard  DuPont
The pins with the same cables, and the
identification =~ numbers length of the cables
should be connected to should be kept as
one another (see the short as possible.
following figures). 2. For the pins on the
serial board that
are not led-out,
please solder the
cables directly to
the tin spots at the
back of the serial
boards.
The red wires coming out Connect tl}e DuPont 1. Press the handle, so
of the switch cables coming out of ;
the switch to the serial i the SWl,t?h o
boards. The pins with the GLEY m oSty
same identification num- amdl % 1 tur'ned on
bers should be connected ) (e sonbl e
to one another (see the o287 9 22 [poTiaies|
following figures). on; .
2. The DIP switch lo-
cated in position 3
and 4 is used to
control the conduc-
tivity of the wiring,
and therefore the
working modes.
Green wire No need to connect the —
green wires to the serial
port board.
Switch One to one One-channel side switch =
One to four A  four-channel side -
switch that controls four
circuits.
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Metal Probe

DuPont Cable

DuPont Connector
(female)

Fig. 66: A Diagram Showing How to Connect the Red Wires

The Wiring of the Fixture The fixture can enable or disable the Automatic Mode Switching on the Tool Side,
by using the different wirings which can be seen in the following figures.

Note: By default, the Automatic Mode Switching on the Tool Side is not enabled.

When the Automatic Mode Switching on the Tool Side is not supported
1. ESP-WROOM-02

Bottom View of the Bottom Box
4
3

T b TR SN e |

5698 7

O0QOOATH G2
B~ (O[O
% — R[] [=]

YaYslate o)

00

(o
O

] The pins with the same
identification numbers

should be connected to
one another.

Fig. 67: The Wiring of the ESP-WROOM-02 Fixture

2. ESP-WROOM-32
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Bottom View of the Bottom Box
4
3

CECLLELLELLETLELLL -

00 00A0RTEIG

The pins with the same
identification numbers

o B = should be connected to
OOOQO] e one another.

Fig. 68: The Wiring of the ESP32-WROOM-32 Fixture

3. ESP-WROVER

Bottom View of the Bottom Box
4
3

=)
B0
O
Q|
Q

00

[og

The pins with the same
identification numbers
should be connected to

00000] [ab one another.

QO0VCO0!

Fig. 69: The Wiring of the ESP-WROVER Fixture

When the Automatic Mode Switching on the Tool Side is supported
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1. ESP-WROOM-02

Bottom View of the Bottom Box
4
3

U0 i TSN i |

12

QOO
OECS
= E

The pins with the same

" identification numbers
00000 ]| [0b should be connected to
= one another.

Fig. 70: The Wiring of the ESP-WROOM-02 Fixture

2. ESP32-WROOM-32

Bottom View of the Bottom Box
4
3

=D

0000
{00l

Q0

o
©O00000!

The pins with the same
identification numbers
should be connected to

OOOOO| one another.

Fig. 71: The Wiring of the ESP-WROOM-32 Fixture

3. ESP-WROVER
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Bottom View of the Bottom Box
4
3 :EI
12

O
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O

D

(%)
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8]l The pins with the same
identification numbers
should be connected to
one another.

1 2
Fig. 72: The Wiring of the ESP-WROVER Fixture
8.4 Fixture Testing

Wiring Conductivity Test

To ensure that all the materials used for the wiring are functional, a conductivity test should be performed after the
wiring is completed. Users can choose test tools, such as a multimeter, a simple LED circuit and so on.

Working Mode Verification Test

Please follow the steps below to verify the working modes of the module.

Operation Mode (currently only for ESP-WROQOM-02 series modules)

1. After the wiring conductivity test, open a communication software for serial ports on the PC. (The Serial Port
Utility is recommended here).

2. Select the corresponding port and baud rate (ESP8266/ESP32: 115200), and start the communication.

3. Use the switch located in positions 3 and 4 and toggle it towards position 3, so that you configure the module
to the operation mode.

4. Press the handle.

5. Enter the command AT+GMR, and click Send.
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B serial Port ort Utility

file Edit View Tools Help

l Serial Port Setting

Boo[plIWC +— DS

= =]

Port |USE Serial I~

Baudrate (115200 h

Data Bits |6 =
' Parity [Nome =)
Stop Bits m
Flow Type m

Receive Setting

& Text T Hex
[™ hute Feed Line
[~ Display Send

[~ Display Tine

Send Setting

r1o 1B b Q1L IR A Lo TN B -plon 4" BEBELEN 51 LnLaLmbnfEn r
9 Vo> R S =1 G5 LIRAR 12 e i BEWLe pREIRARL R  LuLp Tp R o> R Tr 14
{12 e b BEPRLr 11 pEEELERS  Lr TpfE o BERROED~ 0 v T (RE T P SIOTEL
r 1 ArBEAR B 1" 8 o | (e BEE R E (€0 1E L FEIE v [ 1amfE {5 exF 11 Tnif
050 FFanpE #1035 M 1050 oF BEES ) AERTEETE #1008 THILr<pbf§ 1gEn<"n2fgELn-"b1" « Bl
RREEGTIE alnin’ < AT i IR B TUE T T LT HE= I < Lre-af
11 wTee TUTE AL 1700 1T AE ~0Tmilr Tyr T 1700 T 0EE D L LS [ —=~40n
o s e LT TR L 5 BRI R TR s m BEEAR LI e Tar Ty
d
TG
AT version:1.6.0.8(Feb 3 2018 12:00:86)
50K version:2.2.8(F2Beaf2)
compile time:Feb 6 2818 14:36:25
Bin version(Wroom B82):1.6.0
0K

ESP8266

# Text ' Hex
™ Loop [t00D s
AT*GMR |
L Send
[AT+GHR =l
COM26 OPENED, 115200, 8, NONE, 1, OF | Rxc 976 Bytes Tx: & Bytes

Fig. 73: AT Command Test

Note: Before clicking the Send button, users should press the Enter button after typing in the AT+GMR command.

6. Check the serial debugging tool window.
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B serial Port Uity
file Edit View Tools Help

' Serial Port Setting

Port |USE Serial I~
Baudrate (115200 x

Data Eits m

Parity |Hone =
Stop Bits 1 =]
Flow Type |None =

Receive Setting

 Text T Hex
[™ huto Feed Line
[~ Display Send

[~ Display Tine

Send Setting

* Text T Hex

— —

™ Loop [100D s

COM26 OPENED, 115200, 8, NONE, 1, OF | Rxc 976 Bytes T 8 Bytes
[  ——
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d
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AT version:1.6.0.8(Feb 3 2018 12:00:06)
SDK version:2.2.0(F2BeafFz)
compile time:Feb 6 2818 14:36:25
Bin version(Wroom B82):1.6.0
oK

AT+GHR
Send

[AT+GHR =l

Fig. 74: Expected Result of AT Test - ESP8266 Series

e 5 |

cﬂ

« If the test result is as expected, which means the test was successful, users should save a screenshot of the test

result.

« If the test result is not as expected, which means the test was not successful, users should perform the conduc-
tivity test again and ensure that the wiring is correct.

Download Mode

1. After the verification test of the operation mode, users should perform a verification test of the download mode,
using the same serial port debugging tool.

2. Select the corresponding port and baud rate (ESP8266: 74880; ESP32: 115200), and start the debugging.

3. Use the switch located in positions 3 and 4 and toggle it towards position 4, so that you configure the module

to the operation mode.
4. Press the handle.

5. Check the serial debugging tool window.
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[ File Edit View Tools Help

Beo[plllmC +— M

Serial Port Setting

Port m ets Jan 8 2013,rst cause:1, boot mode:z(1,2)
| Bautatem
Data Bits m
Parity m
Stop Bits |1 -
Flow Type m

Receive Setting

ESP8266

® Text T Hex
[™ Auto Feed Line
[~ Display Send

[~ Display Tine

Send Setting
* Text T Hex

™ Loop [t00D s

Send

[esp_tz 1 ox1T |
COM26 OPENED, 74880, 8, NONE, 1, OFF | Rx: 52 Bytes [ Tx: 0 Bytes |

Fig. 75: Expected Result - ESP8266 Series

Tools Helg
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Data Bits | = |
Parity m ESP32
Stop Bits m
Flow Type m

Receive Setting
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[” Auto Feed Line
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 Send Setting
 Text © Hex
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Send
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Fig. 76: Expected Result - ESP32 Series
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* If the test result is as expected, which means the test was successful, users should save a screenshot of the test

result.

* If the test result is not as expected, which means the test was not successful, users should perform the conduc-
tivity test again and ensure that the wiring is correct.

Test Report

Fixture manufacturers must perform the above-mentioned tests, and provide test reports or screenshots reflecting the

results of these tests.

8.5 Appendix

Materials to Apply Fixtures

To accelerate the fixture manufacturing process, please provide the fixture manufacturers with the materials listed in

the table below:

Table 13: Materials to apply fixtures

Material

Description

Module Gerber
Sample modules (for

firmware downloading)
Serial Port Board

Wiring mode

AT

Gerber files provide detailed information about the dimensions and positioning
holes of the module.

Sample modules can be useful for fixture manufacturers’ testing. Please pro-
vide them on demand.

Please provide as many serial port boards as you actually need. For example,
you should provide four serial port boards if you want to use a one-to-four
fixture. (The serial board is ESP_Factory_Test_board V1.3.)

Please inform the fixture manufactures whether you want to enable the Auto-
matic Mode Switching or not. (By default, the Automatic Mode Switching on
the Tool Side is not supported.)

Deliverable Items

The fixture manufacturers should deliver both of the items listed below:

Table 14: Deliverables

Deliverables

Description

Fixture Set

Test Report

Fixture + serial ports + complete wiring.
Notices:

1. If a one-to-four fixture is used, then there should be four serial boards in the

bottom box, with complete wiring.

2. The serial board is ESP_Factory_Test_board V1.3.

Test reports or screenshots reflecting the results of these tests.

Certification

Download certificates for Espressif products from Certificates.
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9 FAQ

9 FAQ

* RF Testing FAQs offers answers to common questions about EspRF TestTool Toolkit and RF Test Items.

* Flash Download Tool FAQs cover common questions about the Flash Download Tool User Guide.

* Espressif Production Testing Guide FAQs provide answers to common questions about the Espressif Production
Testing Guide.

9.1 REF Testing

1. What should I do if the EspRFTestTool Toolkit fails to flash?
The chip might not have entered download mode correctly. Follow these steps to troubleshoot:

* Check the log: Use a serial tool (such as sscom, Serial Port Utility), select the correct baud rate,
and check the log after powering up the chip.

* Confirm download mode: When the chip enters download mode, it typically displays “wait for
download.”

* Check the connections: If no log is printed, ensure that the power supply and UART connections
are functioning properly.

2. How can I confirm whether the firmware was successfully flashed?

Even if the flashing tool indicates success, the firmware might not have been flashed correctly. Follow
these steps to verify:

¢ Check the log: Close the serial port used by the flashing tool, open a serial tool (such as sscom,
Serial Port Utility), select the correct baud rate, and check the log.

* Enter working mode: Pull up the Boot pin and re-power the chip to enter working mode.

* Confirm flash success: Check if the log shows continuous reboots or matches the expected behavior
based on the firmware documentation to confirm if the flashing was successful.

3. What should I do if the running traffic fails in the Wi-Fi Adaptivity Test?
If running traffic fails, consider the following possible causes and solutions:

* Firmware issues: Ensure that the firmware was flashed successfully.

¢ Network issues: Check whether the router (AP) network is stable and connections are smooth.
¢ Connection delays: If the connection is slow, wait a few seconds and restart running traffic.

* Serial testing: If the issue persists, consider testing via serial commands.

9.2 WFA Certification Test

1. How can I get the USB port name of the device?
Run the command 1s /dev/ttyUSB* in the terminal to see the USB port name.
2. How can I get the MAC address of the DUT?

¢ Open minicom with the command minicom -D /dev/ttyUSB*;
¢ Type query and the MAC address of the DUT will be shown as dut_mac.

3. How do I flash the enterprise certificate?
The certificate is already included in the firmware, so you do not need to flash it separately.

4. Why isn’ t the tool starting?
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Check the Python version and ensure the toolchain is fully installed.
5. Why is the tool script not detecting UCC commands after starting?
Ensure that the IP address is correctly configured on your computer.
6. What should I do if the DUT shows garbled output and is unresponsive to read/write commands?

Confirm that the DUT is flashed with the correct bin files and check that the power supply is working
properly.

9.3 Flash Download Tool

1. I cannot find the serial port in the COM drop-down menu of the Flash Download Tool.

First, check the Device Manager to ensure the serial port is properly installed. If not, check the driver for any issues.

2.Igota “COM FAIL” error, as shown below:

—Download Panel 1

COM FAIL

START sTOP erase | COM: [(SEINER] =

BAUD: |921ﬁﬂﬂ ;I

Fig. 77: Connection Failure of Serial Port

* Make sure the correct COM port is selected
* Verify that the COM port isn’ t being used by another thread.

3. The Flash Download Tool is stuck, as shown in the figure below. How can I fix this?

-Download Panel 1

SYNC

com: [coma7 -
BAUD: (921600 =l

STOP ERASE

Fig. 78: Download Panel

This issue may occur due to:

¢ Hardware: The module is not in download mode.
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 Software: The module selected in the tool isn’ t the one you are using.

4. I clicked the START button and got the error shown below.

Doenipad Pasel 1

T
STHET | FTos gragp | TOME |CImE

BELDy [qpq3mem

Fig. 79: eFuse Error

The ESP8266 Chip efuse check error esp_check_mac_and_efuse message indicates an issue
with the eFuse. Possible causes include:

» The eFuse is fine, but the wrong module is selected in the tool. In this case, select the correct module based
on your setup.

 There is a problem with the module’ s eFuse. In this case, contact Espressif for esptool.exe and instructions,
and send the eFuse data to Espressif for further debugging.

5. Errors occur during downloading.
Check the following:

 Ensure the module’ s TX/RX pins are not used by other software.
¢ Make sure the module’ s flash size is no less than the firmware size.
* If you encounter an MDS5 verification error, erase the entire flash and try downloading again.

6. The module crashes when powered on again after downloading the firmware.
If the firmware works correctly, check the following:

» The module selected in the tool matches the one you are using.
¢ The correct flash boot mode is selected.
¢ The correct flash download mode is selected.

9.4 Espressif Production Testing Guide

1. Why it is necessary to set up an evaluating environment?

To ensure smooth mass production testing, the test environment must be evaluated beforehand. This is to
confirm several aspects: stable power supply (including power to the DUT and the signal board), that the
signal board and production test baseboard meet requirements, and to eliminate potential interference
from the surrounding environment.

2. What should be done if RX FAIL occurs after testing and fb_rssi and dut_rssi are outside the normal
range?

If RX FAIL occurs after testing and fb_rssi and dut_rssi are greater than 60 or less than -30, the following
measures can be taken: increase the distance between the signal board and the module under test, or add
a 30 dB attenuator on the signal board side.

3. How often does the signal board need to be calibrated? How can interference between signal boards be
avoided?

The MAC address and production date of the board are given at the back of the signal board. Note that
the signal board must be recalibrated every year, because the long operating time of components, such
as crystal oscillators, may lead to measurement deviations. Only ONE signal board must be used in an
independent environment or RF-shielded environment to avoid interference.
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10 Related Documentation and Resources

¢ Chip Datasheet (PDF)

¢ Technical Reference Manual (PDF)
¢ Chip Errata (PDF)

 Chip Variants

e Modules

¢ Development Boards

¢ ESP Product Selector

* Regulatory Certificates

¢ User Forum (Hardware)

* Technical Support

11 Disclaimer and Copyright Notice

Information in this document, including URL references, is subject to change without notice.
All third party’ s information in this document is provided as is with no warranties to its authenticity and accuracy.

No warranty is provided to this document for its merchantability, non-infringement, fitness for any particular purpose,
nor does any warranty otherwise arising out of any proposal, specification or sample.

All liability, including liability for infringement of any proprietary rights, relating to use of information in this doc-
ument is disclaimed. No licenses express or implied, by estoppel or otherwise, to any intellectual property rights are
granted herein.

The Wi-Fi Alliance Member logo is a trademark of the Wi-Fi Alliance. The Bluetooth logo is a registered trademark
of Bluetooth SIG.

All trade names, trademarks and registered trademarks mentioned in this document are property of their respective
owners, and are hereby acknowledged.
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