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Chapter 1

(R RV

A5 ESP-FAQ R U] . /AL 7 BAEAb B P T M Ml 18 07 Je iy HE R, 19 il
RTINS ) o [l FRATHERAGD A ESP-FAQ HEMUT A IR . B ORS00k 5Tk, AR HRAE
WA Z W SR DT .

L1 [PERER

BLHE R HETA A AR
o BRI

o [ SEHELE
L1188y

FURTAT PAJIZN AR 2 R s i 12 175 -

o R
o HEBRHEAS KB

RE I

RN AR TR BRI SR IF IR TATT, SRR RS RS2 i VTR &5 58 .
tbanE ik : ESP32 # Bluetooth LE HEHEE£ /D7
UL ESP32. BLE fll &rt &% KM N .

HEBR AN S ok ]
Eﬁ%ﬁ@*%ﬂﬂ*’l\ﬁﬁﬁ ARy KRR -HERR XA RS 2 I HERR 5 A Y

HA®ER: ESP32 -ble, LRGP A ble MERIFRPILIE.




Chapter 1. {#J15i8H

112 @y ReHee

FEER Lk 48 % LR, TTDARIF ESP-FAQ T4 MU0 4 JM R 2R L) e R
DA L HE

* FFA I
R 7 5
BMHréE
AR X
IMIRAZ I
A 4P

1.2 vigkdAm

FATHRT esp-faq T FACE TTRR, WMBREEDE, BOINSCRESE . FAT@id Github Pull Requests #3251k .

1.2.1 A2 HRA

X, RN B AR B B A S AR R AR TS, AR P B AR, T R
HF.

FXF git MREAEAMEEARI NG, ATAEE Git H KA

W8

L EARHF 125 %, WIS L AL

2. {EAHIEE web IDE $03) 5 F@ R AU W * . rst SO, ARAEASHAR R 1Y 178 5

3. wiRseUE, T A AR BRI RSB HUl, AT DAME ) Ak 2 iF PR iRy, IR
B A M T AL 5

4. WAER 5 G, HERLS] github J5IFHE%Z Pull Requests;

5. FF R FAREUN, W3R A R

6. R SCRYFTA PHE MR I LA PR, B 52 BUHH R e o

fes i) et

L JEARHAT 32 5 3, BEG o  BHLE;

2. FEAHIEE web IDE $4 25 BRI WY * . rst SO0, BEOWRB S

3. g s n, TP AR BRSPS AT G, nl DA Ak 25 10T S S0R,
AR TR AL

4. BLOEIR IS AAE, HEEF] github J5IF42%C Pull Requests;

5. R AT, AR AT K

6. TE ST THE MR IT IR AL PR, B S JMUE A AR -

1.2.2 Pl

By AR T B AT BRAERE, 3 B R M T SR AR A AR S
BRI

git status #&EF Y W 4 X
git checkout -b add/artificial-intelligence_camera_model #Jf T & ¥ |5 & "artificial-
—~intelligence camera model"
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1.23 & amis

o W ju) Wi: add/artificial-intelligence_{qg&a}, {q&a} ff F X {4 & W 9% & A
B, G 4n fr  artificial intelligence camera model [ i, 4 F 4: add/
artificial-intelligence_camera_model,

o & P M) Wi: mod/artificial-intelligence_qgsa, gsa ff i X #F &4 ) % & &
B W B M artificial intelligence camera model [A] i, 4 ¥ 44: mod/
artificial-intelligence_camera_model,

1.2.4 ] 2 BL S

TR AN RS S WA I B Q&A -

L
o INIHTY Q&A Y, YHEFTAEM I MG IRy "
)R X :

o LTI Vi I MR A ) R,
— ESP32-S2 {4kt L Bi4ER “A fatal error occurred: Invalid head of packet (0x50)”7 (WA

i )
— ESP32-S2 [E {4 e% it i B4 1% “A fatal error occurred: Invalid head of packet (0x50)” . flfa] fiE
B (I5)
o MBAEIK. WA KZ, R 3 B0 B E AR, 7 [0 25 0 1E SC R4 A h) i 5
ST

LES LW

o WNESCHFREIHAM, A code EyARH S SCF R IT.
o QRN TR [ A B A TE, U E R B SR, TR .
o TREYNZEZAGHSHRP TR, SR
- BEFHNF: Ay (R ER) . BURSCP RS IR IEA&H .
- WHMFS5)%R: TRET
o VIRBITANAMW T, W TRYERNES LS E, HPAES <7 452,
o WP H @ MIEFRM X R, WA R HF SRS 5 (ERFEIR), HFEBRRINEESCFE T
VLA — KW KR
o B3R (RIRPIERERETE), BT 2T S Wil
o NN H R RIS LIRS, Wk, HACh A H .
o ETHEPFIEMFSHHET, #23% Espressif Manual of Style H1f{)Z37 “Punctuation in Lists” ,

W2 KT ARG AE T, 75Z% ESP-Docs > Writing Documentation, 2 i ' U375 K Fr il
TR o

[l e il

AEETLA AT AGHEAGF&E?

X ECHKFEI XM ESP-EYE, &K K 4 ESP32, T # & 0v2640, 3660, 5640._
~EFZRBER L.
il 1y o7
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|5 A # & : support ESP8266 chip, but ESP8266_RT

figure:: _static/application-solution/android-application/case_two_
—~kconfig_error.png
ralign: center
:width: 900
theight: 100

ok F %  sudo apt-get install libncursesS5-dev

1.2.5  KHbZ PEIRSE

o AT UEFREE A ubuntu 5 Debian &%¢, FCE python FREE A 3.7,
o HEFH ] python HEIEREE, B34 docker PRH% .

# %% python3.7 5 & #l 3 5

sudo apt-get install python3.7 python3.7-venv
# 4 2 JE WL 5

python3.7 -m venv ~/.pyenv3_7
#OWOTEE WO B

source ~/.pyenv3_7/bin/activate

# EH pip

pip install —--upgrade pip

# %% pip A%

pip install -r docs/requirements.txt
# Y P U A

cd docs/cn/ && make html && cd -

# G F UK

cd docs/en/ && make html && cd -

# Bl R IR 5L

deactivate

1.2.6 ARG EME

FE7y S IR AAG S, DA IS IS S/ MR R B RE . B NPESf A — 2R THR, flin:

artificial-intelligence: add esp-eye support those camera models

1. esp-eye support those camera models.
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PR SR —ATRERMLT “WIREZES: ISR N . AT MRS S MU SCF 44 44
PRIFk . Bitn:

artificial-intelligence: esp-eye support those camera models.
BN RZIRAEZ MG R, W 2R — AT 2 e s il B .

— AN git 3R BV T — A A 2 KA, L, B R A H R AT AT R BT
Ko 95 REFII5EME RBAER RAUT-ZAER I, (EURAER R il T AL S P S S, X A
BRI R OB E A ) .

127 oIk

— HSE BSOS AT AR 73 SCEATAR — AT, WIS BT E 2 A, T PR SE R
WO SRR, AR,

FATBEA github A IFRERIIAERF 0 S A IS T 30, P

L R 0 SCHER B github )%
2. %3 esp-faq, #R)5E T “New pull request”;
3. EREERIGEMER G, REHES “AIFER” H4ER.

%% IDF sk fChg .

PRI RARSERLNE
* Title E3K:

add: % # &

* Description 3K
oy AR Z AT IE R .
NGk

Title:

artificial-intelligence: add esp-eye support those camera models.

Description:

’1. add esp-eye support those camera models.
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PR

2.1 IDE #ift

2.1.1 Arduino IDE fiifaZsm ESP32 JF & 7

e %F Arduino-ESP32 W45, 155 arduino-ide A | J35FS -
e %F Arduino IDE ¥$INFF &M, 1522 arduino Cores,

2.1.2 {fi}i] Arduino IDE JF& P&, il ESP32 i) A4 Wi-Fi 1) MAC Hihl ?

* Arduino-ESP32 J} & HEZE A1 https://github.com/espressif/arduino-esp32
* {§if] WiFi.macAddress() 3B ESP32 ) Wi-Fi [y MAC #uhl,
o IAT] PLZ:# WiFiClientStaticIP ¢ .

2.1.3 Il i il Flash B T8 2E T- Arduino JF 4RI bin 3Lk ] ESP32 ?

e {EHi{ File -> Preferences -> Show verbose output during 4)i% compilation, i
WG, 2ATH—% Python BEsgan 4, H P& RpResk iy bin SCLERA SO I Fe sk bk o

o TESRFEE M TH T 3k Flash 2k TH, (] Flash 74 T HSESREERE bin SO, f# AR,
RO stk BT

2.2 iR B



https://docs.espressif.com/projects/arduino-esp32/en/latest/getting_started.html
https://www.arduino.cc/en/Guide/Cores
https://github.com/espressif/arduino-esp32
https://github.com/espressif/arduino-esp32/blob/a59eafbc9dfa3ce818c110f996eebf68d755be24/libraries/WiFi/examples/WiFiClientStaticIP/WiFiClientStaticIP.ino
https://www.espressif.com/zh-hans/support/download/other-tools
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22.1 ESP &b n k4 ?

;% HAMGET S HBERGREN, ARINEIERGEMEFATRRSAAFR AR L
e
* Windows Z4¢H1H M54 24 Frig g COM*
e Linux R4 " - UART % 1% %5 4% #0202 /dev/ttyUSB* - USB % [ % £ & Fx =2
/dev/tty ACM*
» macOS F ¢ E 11K 4544 Frkg =2 /dev/cu.usbserial-*

2.2.2 ESP32 infa EPAER At UARTO X it ik fs 5L 7

» —% Bootloader H &5 5 1] At GPIO15 bk bk -

» % Bootloader H % & 7 PAYE menuconfig Hf#) Boot loader config HF T KL E .

» ESP-IDF /1) H 7515 5. 7] PAYE menuconfig B[] Component config > Log output F#EfTHH %
[

2.2.3  ESP32 il fEcBkil b RF Bedfi )5 A 7

o bW B RF ) 46 A6 BR AR O 4 R HE 1 7 % 4T JF menuconfig
CONFIG_ESP32_PHY_ CALIBRATION_AND_DATA_STORAGE .

s Rk B F R E, WA EH AR % X M menuconfig
CONFIG_ESP32_PHY_ CALIBRATION_AND_DATA_STORAGE T,

o GEUCEAEE T SRR O 2, X RERE T DALBIIE b RS S e, ] DAKE ) 45 2
HEmEER NVS b RE SERS BHRIE, DAl A HEm AR,

HZ% RF HE SO SRBCEZ R

2.2.4 ESP8266 il fEeicER il Lk i A ?

I RE WG BRI AL HERY 5 58 . %75 58 esp_init_data_default.bin [1J55 115 547
N 0x01, RF WIUGALIIAIBERL. A v B RS ShIRa], m 8 siofdt L e 4 Ay 5.

{#i)l NONOS SDK }: RTOS SDK 3.0 LJ¥il# /il 4< :

* {F user_pre_init 5§ user_rf_pre_init pK % H11JE i system_phy_set_powerup_option(3).
* f&EL phy_init_data.bin H155 115 F7k 0x03.

f#iJi] RTOS SDK 3.0 } LAJi i :

* F£ menuconfig "' 3¢} CONFIG_ESP_PHY_CALIBRATION_AND_DATA_STORAGE.,

o 11 S #F menuconfig ' JF 5 T CONFIG_ESP_PHY_INIT_DATA_IN_PARTITION,
& o phy_init_databin " & 115 £ 45 2k 0x03; U1 B % A B CON-
FIG_ESP_PHY_INIT_DATA_IN_PARTITION, {& #{ phy_init_data.h /1 2§ 115 F 35K
0x03,

BRG] LB sy B I 58, A7 la Ak 55 2 S b Il % 2B R D g -

* fiill NONOS SDK J RTOS SDK 3.0 PAHTHYIRAS . #Fx RF ZE PR NZ, il k2
HESAE
* fli}i] RTOS SDK 3.0 S PAJS AT #EER NVS 23 XN gE, il st

Espressif Systems 10 Release master
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2.2.5 ESP32 Boot FiglFi A IEH Wi HE#: 7

« ESP32-WROVER 41 f# fi 1.8 V flash 5 PSRAM, R#IRSEIA N 0x33, F#H#R
0x23,

o HpRAI A 3.3 V flash 5 PSRAM, EHEPIRSERIAK 0x13, T 003,

» ¥IE 7 S% ESP32 ?ﬁﬂwﬁ&ﬂﬁ)ﬁ%ﬂh "1y Strapping E‘%ﬂiﬁﬁ% A 0x13 XMW AR :

&M | GPIO12 | GPIOO | GPIO2 | GPIO4 | GPIO15 | GPIO5
HoF | 0 1 0 0 1 1

fEthnl PLE 2% Boot B3R

2.2.6 {8 ESP32 JLINK i, KB 24t ERROR: No Symbols For Freertos, #ififfi#
Jewe. ?

AR H SRR, ARG AZ% ST i

2.2.7 el BN 55 Bert R Ay A2 1] 7

P R4 vTaskList () ATDAN T MHT EE SRR R 25 8) . SRR #R1E AT PAZ5 CSDN
PEER

2.2.8 ESP32-S2 M af ULl JTAG #4717 FEAIA ?

A[PA, S % ESP32-S2 JITAG i

2.2.9 Wi fEAS S 2 menuconfig A i S0 R H G5 7

FE I H 5 A UL menuconfig (% 5, BT PAEH esp_log_level_set () B
Bl WRERF BN e s R s H GGG, AR 2R HEF A .
B, FXF network AR H E 2% B ESP_LOG_DEBUG, HJ PAf# AR AR :

esp_log_level_set ("network", ESP_LOG_DEBUG);

HRILIIRE T 25 5., 15257 Logging library.

2210 Kyfl2 ESP8266 ik AEIEIA (2,7) Ik A E IS AL ?

* T Hfifr ESP8266 JEZlify, Strapping 4 HIAL T Frag . AR AINTEREA M AE Strapping 5 13
AFNEERA T, ESP8266 Al AEHE ASS IR ERIER . AT HIEI T, BEMITH R
(ALY o

o FICAEBTT L, EUURF Strapping 45 I T8 3% S BN SR B T, XFEEARSTE L
Ay i Strapping 45 BIA S /AR PEIE 52 % ESP8266 Boot Mode Selection.
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2.2.11 ESP-WROVER-KIT Jf % #t OpenOCD %%i% Error: Can’ t find board/esp32-
wrover-Kit-3.3v.cfg, WfffEyge ?

* OpenOCD Jiz 44 20190313 #i1 20190708, 5/l openocd -f board/esp32-wrover.cfg f§
21T
7

« OpenOCD Ji 4% 24 20191114 F1 20200420 (2020 DA F AR AS) , % ffi | openocd -f board/
esp32-wrover-kit-3.3v.cfqg {§2F] I .

2.2.12 ESP32 SPI boot b} 2 — . %4 RTC_WDT S i kA 2 5?2

* J5U[H: flash %f VDD_SDIO I A3 2| 55— iy i 2 [A]A7 I i [] B 25K . Bildn, GD 4 1.8 V Flash #E3K
ML FL ) 55— U I IR TR] (E) B4 S ms, 107 ESP32 f i [f] (] B Ik 1 ms 247 (XTAL M%) 40
MHz), UL, V5 flash 26, HE QM ERGE T 1E RTC AT 1M EE, BRGNS E IR
BT HESC i A . RTC BT IME B THRZ 128 KB cycle, TERARE |1/ H B[ TR 26 MB cycle,
PA 40 MHz [1) XTAL WA R B, 24 RTC B AJ53R KT 192 KHz 1f, 255l RTC &)
WEE, WA E R A T E R, A B AR, VDD_SDIO SRp2Efibifl, B
flash AN LN, S8 7 AT DATER A, 1 RTC & )/ B 245 11 VDD_SDIO fiEH, #hinf {7517
flash ) 2 PR AN 12 flash - P 31 85— R 7 V0 4 Pk ] 1) o 1T B8RP S 52 37

o fRINE: 2% RTC B EER), VDD_SDIO Kyt fs ik, mTPAE E VDD_SDIO fii_E—/~H
ZERARUEX BN a] VDD_SDIO [ EA 245 5] flash REAE A ZHTHEPAT .

2.2.13 ESP32 Wifu 3k B S5 # M1 coredump ?

© MSERERIE PR HU 64 KB R/ coredump, 7 2Se M7 X HfiIA coredump (14 i
M. RIS 0x3F0000, a7 T fir &S E {4

python esp-idf/components/esptool_py/esptool/esptool.py -p /dev/
—ttyUSB* read_flash 0x3f0000 0x10000 coredump.bin

o ffi ] coredump EEHUHIANRE —HEHI1 coredump SCEFEAR T G E . B3R5
I coredump 4>~ coredump.bin, G [EA4-XF M ) elf S04k hello_world.elf , iz4TU07F Ay
A B S

python esp-idf/components/espcoredump/espcoredump.py info_corefile —-t.
—raw —-c coredump.bin hello_world.elf

W] PAZ:% Core Dump SRS THREE 25 H

2.2.14 ESP32. ESP8266. ESP32S2 fyifuf i 55k Pk e il ?

THZ L ESP SPINIASEH H help SUPFIETR B SRR

2.2.15 Win 10 &%¢ | PUNAZ] ESP B AR sl ?

* IR IR T AL APt

o kAR AE WinlO Linux BT R4 H R84

o WARIUZAE Winl0 NRBIASI B A, WRIER S G, ERENAXNSE, W COMx. #Hik
AIRAEUEATR A, AR BRI DA AR R I

* WARJEAE Linux BT RGN PONASIBA, RSB R A A LIRS G A ), YA VMWare
HIAE AL ICEL 7 1 LR “USB 248", Ak “/Rprf USB F A&
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2.2.16 ESP32 {43 Error:Core 1 paniced (Cache disabled but cache memory region ac-
cessed) J& {2 B ?

I i A

o J£ cache #{ 25 FIIIE] (I AnFE (A spi_flash AP S2HU/ S5 A/ /WG SPI flash i) |
KAET I B AR5 ) T flash A YT YR .

o G ZATEAC AL T TAE flash HEGRERE, SIH T flash . (HEEERE,
L4 o TR FEL T (56 ) double 874 AF FEE, T double Z A5 $8 4 i) S B T 514 5K
B, IR LB AR T flash o (51 Q050 I 8 BUAL g )

(LS EVIE
o AETP WU R R EO_E IRAM_ATTR B 14 «

o ZEAEPIT R DT B L DRAM_ATTR 464«
o ATEHIMTAEBEREFF 1] double 2870,

fEthn DA TR E AT RSO SRIRBUEZ (5 -

2.2.17 Wi EUEREH Flash %545 6L 7

o IREFBBALE0E R AT python JHIA esptool FEHL.
* Windows ¥4 :

’esptool.py -p COM* flash_id

o Linux }fkg:

’esptool.py -p /dev/ttyUSB* flash_id

2.2.18 i ESP-IDF "iff) Ethernet »rfil, H3RMIF 58 H s alfigde ?

emac: Timed out waiting for PHY register 0x2 to have value 0x0243 (mask.
—~0xffff). Current value:

A LASETT BRI AT IR, PRILIT S AR s B

* CONFIG_PHY_USE_POWER_PIN=y
* CONFIG_PHY_POWER_PIN=5

2.2.19 f{dij{] ESP32 I3 “Brownout detector was triggered” %y, MEPIEfF2, W

it 7
o ESP32 Py A RIS 24 LR B R o A T — s R T B A, 5 2 DA Hh B 22 4
T o

o R AREE G BT RESTEN I R B, (EAR AR R BRERTE T8 B i A e o 227 B sk A PEHBAIG T
HL (. AR @ n s . USB 4G, ByEAsar py 1 v 2 e ke

o XFTOE A L L R, FTRARR AR — T R, BOE A RER AR R R e, B
FL S FLZS

o BRubz Ah, AT DA o L R A, s R AR I RE . TEAN{E B S config-esp32-
brownout-det.,

« KT ESP32 L. BAIRFIRM, 1L CESP32 FARBASAD -
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2.2.20 ESP32 5 A 3 3¢k protocol_examples_common.h Ji5, Al 2 4ivEHE A2
EICE?
*f T # F B CMakeListstxt H ¥% I # 4] “set(EXTRA_COMPONENT_DIRS
$SENV{IDF_PATH }/examples/common_components/protocol_examples_common)” HIH],

o R PAZE M RGO RRBEZ (5 -

2.2.21 f§ilf] ESP8266 NonOS v3.0 it A<i) SDK, i FHZE &2 58 7

’E:M 536 E:M 1528

PAEM IR IR 2R AT A

2.2.22 fdi}f] flash_download_tool 25 ESP8266 Bif] ks Ml 4Emt, HBLan B &% 5 nfaf fig
g ?

’ESP8266 Chip efuse check error esp_check_mac_and_efuse ‘

o A
— H Pl efuse check error Ui i NHRHY eFuse S84 X 8 2| = 4M& P, eFuse
HUB A E S EEE R, e B E DA S MAC Hiihik. 2R eFuse 513K, #f
FEOE AR
— eFuse #5181 He sl & L 2
o H:
— AN H R A B Fa R i B B O
— ESP32-C3/ESP32-C2 its i 1t eFuse TJREA s, J52En] DA JEEr A 5¢ 7 it o

2.2.23 M\ ESP-IDF v4.4 g AR 981 8 v5.0 U U FIRAS, 24t esp_log.h:265:27: error:
Jormat ‘%d’ expects argument of type ‘int’ , but argument 6 has type ‘uint32_t’
{aka ‘long unsigned int’ } [- Werror=format=]265 | #define LOG_COLOR(COLOR)
“033[0;,” COLOR “m” %iik, wflfgye ?

o KRR LA SRR, BRRRFER I ET 2% TR M 4.4 TTHE] 5.0,

A A AR X AR O HER) WA PATE g IR B SO X Y 1 cmake
H¥ I target_compile_options (${COMPONENT_LIB} PRIVATE —-Wno-pointer-sign
-Wno-format) .

2.3 IR
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2.3.1 & ESP32-S2 it spasEt, flil] idf.py set- target esp32s2 {54, W
“Error: No such command ‘set-target’”, Af}-2 ?

o [AA ESP-IDF 2 M release/v4.2 MiASFF UG E B ESP32-S2 1Y, Fr AW SRAEZ Bl ESP-IDF A< |2
## BSP32-S2 M5, st Ii4tiR, il i8S idf.py set-target esp32s2 B}, &4l
“Error: No such command ‘set-target’”, i3 {#i Jf] ESP-IDF release/v4.2 K A5 iR A 3647 ESP32-S2 )
WHATF % . 21557 ESP32-S2 /\I‘] P

o AN[F] ESP-IDF JiRA[¥) ESP it i SZRpE 0L, 1217 ESP-IDF Release and SoC Compatibility .

2.3.2 Windows [F1{#iJj] ESP-IDF Tools 2.3 T.H. ¢4 master iR AS) ESP-IDF LBk i5 :
Installation has failed with exit code 2, &l 25 ?

DEARES ER W 45 I35 4 5%, ﬁ%f %M IR T TCVE L R P Github (3%, S80H fixi SDK
AR . Wi F| Github 15 0] 7)1, HEEERE 58 Windows 2245 T2 ) offline it 4,

2.3.3 Windows | {i}Jl] esp-idf-tools {5t ¥AB%, &4y make menuconfig LU F 5
13%

—-— Warning: Did not find file Compiler/-ASM Configure
—-— Configuring incomplete, errors occurred!

H BB A 152 1 i PR S R B A i AR m’ﬁ%ﬁﬁ H % Y)#: 2 ESP-IDF T/ )5, FiaiTid
B, GRIEERS . B, 41k hello world TAER}, SFEHH FYME esp-idf/examples/
get—started/hello_world, RIGHBTE . MFHEES

2.3.4 Windows P{iiJ{] esp-idf-tools 2%l i, 8E python T H 54 :

Installation has failed with exit code 1

WA R R PRI ANIE A S8, T TR A)%E i gitee FE7.

2.3.5 Windows PZe3uamiEiiE il Download failed: Z4 i 44 ?

X2 Windows 248 L ZBIAATFEDxF SSI13.0 /Y 5 HF

B A @ h | Internet #IM, FEHATIFWE O P 5R, REHE RE
/3% 7 SSL 3.0,
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2.3.6 Windows P47 export.bat, #i£;;5 CMake. gdbgui it A5 iR :

C:\Users\xxxx\.espressif\tools\cmake\3.16.4\bin
The following Python requirements are not satisfied:
gdbgui>=0.13.2.0

XA A T R gdbgui K2R T T, MM T2 S ARSI python R3fE4E . H HIW
B ER FEEe ESP-IDF i H 3 F i requirements. txt, $kF| gdbdui AR, BR:
gdbgui==0.13.2.0,

2.3.7 CBRRA v3.3 R PIRAG, 4} idf.menuconfig K idf.build H4% :

s WS PEALT BRI
o IR hello_world 35 H SCE T 413 H 5% build Flfd & X sdkconfig,

2.3.8 WIS ESP32 fil ESP8266, i%/EFfiX ¥l PATH fll IDF_PATH ?

e PATH A2, W DAIE—: export PATH=" $HOME/esp/xtensa-esp32-elf/bin:$HOME/esp/xtensa-
1x106-¢elf/bin:$PATH” ,

o %}F IDF_PATH, W DAYE LALH) Makefile B3 il 45 & :
FERT BSPR2 Y TR H B[l IDF_PATH = $ (HOME) /esp/esp-idf. FE3T ESP8266 [
THEWHBEEH: IDF_PATH = $(HOME) /esp/ESP8266_RTOS_SDK,

239 g FIMAR T 2 RN 1dE . py set—target $§A ?

i idf.py build giifWiH K, target BRI T

L WHERGEEH & build &AM, RGRHEH LR gGEmHE R target, ZSEAFET
build I d1 ¥ CMakeCache.txt 3L N .

2. WA ARA S EH SR, RGERHGE sdkconfig SCMF, A HE A LAY target.

3. QAR R R 4% H SR il sdkconfig S0, HILH 4505 LT RIAIY target, R0
ﬂifﬁho EIZRE O — A KA, BRAETER M R it H Sk 5 L F T3 ek T sdkconfig
A

4. A sdkconfig XM E SR H KEAFFE, A/ IDF_TARGET % i target, 1EH
CMake B EIAEAS B, [AlRE, A0SR BB 1Y target Fll sdkconfig XA s 4 H
SEHE ) target A —3, RG4S .

5. )5, W EiR=Mig AR E X target, R GEREH BRIA(E. FIHE sdkconfig.
defaults FXEERIAN target {8 .

6. FARVEARATEAE, RGN H ESP32 T4

KTREFEZKIM 1df .py set-target:

* idf.py set-target #§% & KWl & 1Y target {H A7 fiff T W1 H F 09 % 1% H % Al
sdkconfig M, FFAEMFM T L umEE. Wk, — BREAIH B E 5T BOF 8 H
target Zi i — K5, RUIHOIFHEE T —3H, FRYIE E—IHE, H target A2k
AL AR E R XA EH BCEME, CRFRIEM 1df.py set-target 54 HEik.

o AR H B 8 w1 5 — BN target {H, 35 RFERLAEIR N 2T H ) sdkconfig.
defaults {4 (Ul CONFIG_IDF_TARGET="esp32s2"). )5, W H P RGFLE
sdkconfig XA MIIEH T, idf.py buildB{fi/f] sdkconfig.defaults PE X

UENNIERZ RIS
* idf.py set-target #§4 & X ] target {H 1] F 5% sdkconfig.defaults il E Y
{H.
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2.3.10 A 2Yi ESP-IDF iRA S, M AA Rl S i ek ?

o G ATFHIURAS : AIDUEITAE IDF SRE R IFT 1dE. py ——version I H] IDF A
- CMake [ A4 of 3k W M A o0 Ll i A R

A% K S${IDF_VERSION_MAJOR}.
${IDF_VERSION_MINOR}.S${IDF_VERSION_PATCH} #KEBU M4 FiR A=,

o AR GIFEH R SRIBURA S - AT AL P T e esp_get_idf_version #iff, BB “com
ponents/esp_common/include/esp_idf_version.h” A S 225 L,

2.3.11 Windows 335 | ESP-IDF 4k Lbasfa il fE 1L ?

* I#F5 ESP-IDF {5 H 5% PA S 41345 H 3% . espressif ISINEIRTFHATFRIHRRI

2.3.12 A v UL HE{E Windows {3 HIIY) esptool T H. ?

» 1] PARETFE esptool

> Releases, FF 47 LA Asset £2 1 7 Windows fiRAS ) esptool T H..

2.3.13 &1y ./install.sh W} B BREEE KeyError:  ‘idfSelectedld’ W fig &A1 2. 0 IS8 ?

Xoe A 2 584 %¢ 1 ESP-IDF v5.0 DA FJRCARFELN), W AR ~/ espressif/idf-env. json UL«
BT rm -rf ~/.espressif /idf-env.json fER,

2.3.14 i&47 demo W} I BRAU S BRSO A T, IR Invaild manifest format .

Invalid dependency format . unknown keys in dependency details: override_path, m]
&b H

HesE 1 2 i Pl S35y ?

o RPN DA S B, 5 ZHRT component-manager . 15414} pip install ~upgrade idf-

component-manager .,

2.4 RSB

2.4.1 Host MCU il ik 5 1% ESP32 gEfrheskTha 7

o FHIPMSY 22 ESP32 HB ML, W SCRY UG S % 5 L.
o RPISEI IS5 S esp-serial-flasher.,
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2.4.2 e fdi Al USB &% 0 X ESP32 R 51IEAL T &1 7
USB #%H3 1%} ESP32 AR5 WAL 28 [ PR 4y U -

R&tEH [3V3 [GND | TXD | RXD [ 100 | EN
HEOTH | 3V3 | GND | RXD | TXD | DTR | RTS

#45iE: ESP8266 fRZH T3 EA MR 1015 Hzih

2.4.3 macOS Y Linux Q)55 M1k 7

« SEHR RS (macOS) AT AT brew 22445} git N2k esptool T HGesE 4.
* Linux &%¢ (40 Ubuntu) "] PAIE T apt-get 224 nk git T2 esptool ‘L H %[ {4

244 ESP32 A SZRHEN] JTAG B R GRT ?
ESP32 SO FHi ] ITAG M HERERET, WE% LTI T .

2.4.5 ESP_Flash_Downloader_Tool J& 7% 5 F & X itk ?

« ESP_Flash_Downloader_Tool GUI T HANHE, HA L Hrg AAT A .
* ESP_Flash_Downloader_Tool JiE /2404 esptool FFJi, SZHEF5E MBI E S G UIRE, @uET %4
R IF K

2.4.6 ESP32 figeR ik OTA JF 53 Secure Boot Mjfig ?

o AfEt#iE T OTA JT 5 Secure Boot Mifig, X ARAAFERAERE:, I HFFZL IR OTA [,
* Secure Boot I HE/EAET Bootloader ', £2ZL S W 3§ Bootloader 74 7] DA S FiZ I GE .
LB, fE Bl 1 X325 0] PMET 5 Secure Boot /511 Bootloader .
2. S5, HH—A3HFE A Bootloader 43 DX i Hr ] [l 4. ERIAFCL & H LA S Bootloader 431X,
L3 make menuconfig NS
3. Bg, RrrfE R 24 5 OTA B ARk 4y, afrHalEf:. dral[E 5517 OTA Bootloader,
T OTA W44 1B Bl
4. WARAE OTA Bootloader Fif H L i By L 5035 B ) K W e, e eyl msl, JFEEREE.

2.4.7 J&T ESP-IDF v4.1 il 1158 % 2] ESP32-S2 Beaa i Revb ol 24 B ki, %
Infar e
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esptool.py v2.9-dev

Serial port /dev/ttyUSBO
Connecting....

Chip is ESP32S2 Beta
Features: Engineering Sample
Crystal is 40MHz

MAC: 7c:df:al:01:b7:64
Uploading stub...

Running stub...

A fatal error occurred: Invalid head of packet (0x50)
esptool.py failed with exit code 2

Rk
AN Mm% 52 ESP32-S2 585 1 A& ESP32-S2 Beta oth j, g B2k ESP-IDF J14% %] v4.2 5§,
PA L.
hFE B
« ESP-IDF v4.1 %% ESP32-S2 Beta, %t 11 ESP32-S2 B AR [FII H . Joik3kzs.
» ESP-IDF v4.1 H#F1 esptool R4S & v2.9-dev, B H 37 #F ESP32-S2 Beta.

» ESP-IDF v4.2 45 ESP32-S2 it 1, 1ZMR A B 7 1) esptool R4S /& v3.0-dev, 747 ESP32-
S2,

2.4.8 i fdi i} flash_download_tool F# )& - ESP-IDF 4&iy sl 7

o WK a1k ESP-IDF L2155 get-started-guide.,

* P/ hello-world A2 MBI, 1547 idf.py build " (X # ESP-IDF v4.0 EMEMAE,
v4.0 ZHRAFEEA - make). WiFELEE, 24T bin SRR IESR
e

#Project build complete. To flash, run this command:
../../../components/esptool_py/esptool/esptool.py —-p (PORT) -b 921600_
—write_flash --flash_mode dio --flash_size detect --flash_freq 40m_
—0x10000 build/hello-world.bin build 0x1000 build/bootloader/bootloader.
—bin 0x8000 build/partition_table/partition-table.bin

or run 'idf.py -p PORT flash'

A DA B iZ 5 2428 1 bin SCE K besk bk ] flash_download_tool #Ef755%

249 ESP.EBh kel Ut 2, 7

o ESP Bk tRTE . Serial Protocol,
o H 1Y Python 52 : esptool.,
o« RO CIEE I esp-serial-flasher.

2.4.10  fufarxf ESP32-C3 v Wil g ek 7

o H A A TH SCRF ESP32-C3 [ ggkbesg . (HEJr A&AifY Flash '~ T H. W] DA et — it
HEF, SRR BRI, 2 SCRF 8 4 ESP32-C3 e [al I T 4 # {F:
o AN, BRI T TR AR AR, RESCRF 4 A ESP32-C3 B4 ] B
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2.4.11 ESP32 fifuf ik & Flash SPI 4 QIO FiL; ?

W] HifE menuconfig, jfiid Serial flasher config>Flash SPI mode it Bt ik HE,
X§ M. API °f esp_image_spi_mode_t().

2.4.12  {fiJH ESP8266 JF ek FEAYFG, LB ndTE R HA, 25K ?

ets Jan 8 2013,rst cause:1l, boot mode: (7,7)
waiting for host

FT B waiting for host )i Boot 552 SDIO #%=;, FH] GPIO15 (MTDO) #iHi 5, HZ I
ESP8266 Boot f53XiiH]

2.4.13 IRERAIRER T AT 7

* IAITE Flash T2 TH TERERR TR, %% GUI TH, (GEMT windows ¥,
o 'REELER TH esptool T python 45, JFHCIRACKD, I H IR P — 00T &

2.4.14 Flash P THKT) BEARIFR AR T2 X0 ?

o L) HACHZ A M, T RE OGO FaiiE -
o TJ R bin SUPFABSARIRBRAS, TFACE BT IR AR R 40 A

2.415 ESP32-C3.%5 )5 nlULfgi ] USB JEA71EIE T8k, fHAE ESP-IDF v4.3 F{EHIJEA K
5, Al i USB BEA 719 3% 7

3 L AE ESP-IDF v4.4 DA ERASS 9047 4. HLEGEGH 7 50T 08T IDF A J5 i) PAIE #9515
I USB 47 N . (At fEiES% usb-serial-jtag-console.,

2416 —HiDUIGH 1) BERBE G IWOEAT 2 5 ?

:CHIP: ESP32 | ESP8266 :

o IREEFE R B Sl a2 R AR SE IR HE SR, ILERERS 2 3.3 V LRI ARHIER 500
mA FJIEMEHR . FrA, TE—ZRE0T, SRR K USB 15 2Bk, &
EJQEHA:%HEJ;SB LA M5 R ICEFESR s E B R I R oL, B A hub #4745
SH45 hub fitH
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2.4.17 {§i Jil ESP32-WROVER-B {i#iifi;d Flash F# T.H F %k AT WfE, S5KE
flash Jii, 5548775 ERROR. {H{i )] ESP32-WEOVER-E [{Ei#] F ARG AT
PR R BTS2 7

« ESP32-WROVER-B #i4[ 5| i} T SPI flash )% i, {H ESP32-WROVER-E #i4[ %45 5|
SPI flash ({451, 5 4cH 2 ESP32-WROVER-B #5411 SPI flash 5| i 2 75 4 #1340 Ho v
FHHEE M.

« ESP32-WROVER-B [} SPI flash [ CMD 2| i GND £x 53 flash To¥: 580, fRESEHTED
R HA&:

rst:0x10 (RTCWDT_RTC_RESET),boot:0x1b (SPI_FAST_FLASH_BOOT)
flash read err, 1000

ets_main.c 371

ets Jun 8 2016 00:22:57

2.4.18  Jyft 248 Flash F 8 T HJcikdoifrkeok Cng sy ?

CHIP: ESP32 | ESP32-S2
] Flash T TH R SHEXTE IS TSN, (R SC— WM S B

2.4.19 JET esptool i L1t UART £ 1% ESP32 BEA7 R 1, A& nl DAFT M
44/\»app,j}[: ?

* flash SZ B A4 X1 O 3= B2 Bk T partition_table.bin F%UE . # AT PATE F7 partition_table.bin, W] DA
%43 bootloader.bin, app.bin £ H AWK LEE 2SR, MM FHE— app 201X,

2.4.20 {§i)i] ESP8266 jilixd Flash b2 T H FERUFIIMHR ICRFiafr Habgwil, H$n
TR b, Ak 2800 7

ets Jan 8
2013, rst cause:1, boot mode: (3,7)
ets_main.c

o AL R IR . 2L Boot mode 322815 HH .
* K EE bootloader.bin B N #mAZHIEE 7S 1EHH , ESP8266 i bootloader.bin " % ) A5 b
hER 0x0, 27 AR HhE A5 15K 2 53 flash ok H 8l .

2.4.21 Windows 7 Z4%; USB IRahJcik Bt 2 55 ?

o Windows 7 A% H 3 T3 T #4323 USB Serial JTAG K3,

2422 {diJil ESP32-WROVER-E 4] p &, LWITAIHEM T, 225N 7
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invalrd header:
invalrd header:

rst: 0x10 (RTCWDT_RTC_RESET) , boot:0x37 (SPI_FLASH_BOOT)
[2020-12-11 15:51:42 049]) invalrd header: Oxffffffff

Oxffffffff
Oxffffffff

o PN A H S —

B, HUCRE GPIOL2 HirfRillik—F . "2 L ESP32 boot log fi1H »

B i 2k GPIO12 $i 5 53k, ESP32-WROVER-E 4] GPIO12 A fE

2.4.23 f§i)H] Flash F# 1. Himixk USB %5t ESP32-C3 b}, Jx & 81 8-download data
fail, Anfffigde ?

s e EBREA, HEE TR
* V3.9.4 LPA ERRASE B % )

2.4.24 ESP32 {di i} ESP-IDF v3.0 Jiz A< 11 bootloader.bin J¢ i 1F & k3 zlj ESP-IDF v5.0
A app.bin, JEAF2 5B ?

41 | ESP-IDF v3.0 i 4[] bootloader.bin j= 5] ESP-IDF v5.0 JfU4S 1) app.bin i}, F53L7E ESP-IDF v5.0
FJF/E idf.py menuconfig > Build type > [*] App compatible with bootloader
and partition table before ESP-IDF v3.1 FoE ki,
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IVAIDIES

3.1 Al H

3.1.1 AL PR B il e 2B Lefik (% 7

s i ESP-EYE S5 -2 ESP32, A 36%5 0V2640, OV3660, OV5640, OV7725 %54 Sty
3, E0L: esp32-camera Github,

3.1.2 ESP-WHO Z#§{di i} ESP-IDF WJfStRiz A< ?

I ESP-WHO Github 2R UR 5 & -

3.1.3 kI A/ ESP-EYE RIS HERH, 7

ESP-EYE demo {5 /M PRI TR %Rl EspEyeForWeChat.

3.1.4 esp-skainet 75 {337 FEWB e s SWE ?

(S HR  SCRIE S

3.15 ESP-DL % HSUBsepimfes: 7

H i % #; mxnet, pytorch. tensorflow =/~F-& HtiAl,

23


https://github.com/espressif/esp32-camera/tree/master/sensors
https://github.com/espressif/esp-who
https://github.com/EspressifApp/EspEyeForWeChat
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3.1.6 ESP-DL ¥ I-iA =/~ F-f (mxnet, pytorch, and tensorflow) I1] ¥ £3 [i¢ i unt 7

FRZ o T A B 55125 ESP-DL Fr SCHf ISR A KSCRFINE T, 155 layer,

3.1.7 ESP-SKAINET B84 S fF 32 i SD vty ?
SCRFICAE SD R

3.1.8 ESP-SKAINET #fuf 2 ill iy &> i 7

SEM i, WEHR HE Tk,

3.1.9 MRS AL BRI RGN A 7

A PABERE A AEC. AE. VAD X =" IfiE.

3.1.10 16 fi i ALBEEIHI 8 S b BERAT f1 2, X0 ?
16 (iR APRE BE T, AR ER . 8 (LR LB B AR Rl

3001 AL S BRG] 1 28022 sl WGl i 2 i 7
FTDAYE AFE #v L 22 5 KB T A0 R AL

3.1.12 g S RIF KR R AR B 2R T 7
AT SD RN, W EHUCHEAE] SD R,

3.1.13 455 ESP-SR GitHub ¥4 2] 5B A CEMB L ?

5% ESP-SR JI] 5 H

3.1.14  453C ESP-DL ¥ 2 SORHE R AEB 1 7
2% W1 ESP-DL #5- T4,
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3.1.15 ESP32-S3 ffaf [ a2 S5 3L v A WA r i ?
o T MultiNet6, FEF 4 commands_en.txt 3K H E LIE XS, *FT MultiNet5, #]{# H
multinet_g2p.py BIACRIE S Ay SR multinet FTRARBINEH R . BAKE S esp-st/tool,

3.2 AT

F 3% ESP-AT f 55 UL RIS I, ESP-AT fi] 451

3.3 EaN HIHER

3.3.1 {iJil ESP-ADF ] VoIP Jjfigit, T-HLAI ESP32 Beay b Ar i ik anfuf BRI ?

o RFEPMLET ESP32, ESP32-S3 i F 4 [E #E % (Acoustic Echo Cancelation, AEC) B, R PAS%
HHAIRE

o WREERR, AEC WRCRA U T S EC B A, U TR Rt ki ge
B, SEEANREA A A TS5 5% A MEAESE, 275 SRk 8% ESP32-Lyrat-Mini JT %
Hr DA% ESP32-S3-Korvo-2 F % Ht i1t

3.3.2 {liji] ESP32-Korvo-DU1906 JI-%& 2625 Hl v g =0 ?

* ESP32-Korvo-DU1906 F A A il A H R T8 F A B = #4708, I HLF52E Profile,
 HIRREE L, THHESEALK, W iEE RS ER

3.3.3 RV BER L HL G Bl Rt 5 S R RTP ?

* ESP-ADF 4 iBASR B [ 25 F i P32 56T SIP SEBERY VoIP, MG /-A I E RTP.
o W] {ii ff] Espressif SDK ESP-ADF [ VoIP i #.

3.3.4 ESP-ADF ' SIP Wil IFR ?

HRIHSCR IR, DA Tib TR BEAMRTE .
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3.3.5 ESP-ADF BifeRe <l oF HALA %5 i 15 Uy fie 7

fl: pipeline_a2dp_sink_and_hfp, pipeline_a2dp_sink_stream, pipeline_bt_sink

« H i ESP-ADF i A % AVRCP [)i# %5 41E, ESP-IDF release/v4.0 J% DA F A E 28 345
T, BEAT ARl ] ESP-IDF Hf) a2dp_sink ffi#% Fll a2dp_source fif2 Xf .
* JaZke A ADF [t B SR .

3.3.6 AL ESP32-LyraT 1) 12C £ —AMEREZR N, WAl eI 12C Beds Bl
(iR 7

5% 2 I,

3.3.7  dndiddaily 32 Gid 128 S5 7
SH LT RIGEI

i2s_stream_cfg_t i2s_writer_cfg = I2S_STREAM_CFG_DEFAULT () ;
i2s_writer_cfg.type = AUDIO_STREAM_WRITER;
i2s_writer_cfg.stack_in_ext = true;
i2s_writer_cfg.task_core = 1;

i2s_writer_cfg.need_expand = true;
i2s_writer_cfg.expand_src_bits = 16;

i2s_writer = 12s_stream_init (&i2s_writer_cfqg);

3.3.8 i Al ] ESP-ADF il ESP-IDF v4.1 4% example/get-started/play-mp3 5} i,
EL 3 £k
S 7

R HE: fatal error: audio_type_def.h: No such file or directory

o C{F audio_type_def.h 13F- ESP-ADF [ esp-adf-libs H1. 15E7E S 3% FE 3R B S0
W] ESP-ADF v2.4 TTRERBLIERRI i, 45512 THLH AT RE N K 107

« BLIEHHI ESP-ADF v2.4, R 00 & —ANRE LA TR B TR

o FRPUTOA T a2 AL 4%

cd $ADF_PATH

git fetch
git checkout v2.4
git submodule update --init --recursive

3.3.9 iEWIAEYEH [ Ui A F ESP-ADF filiA 32 £ ESP-IDF A 0L 7

%% ESP-ADF | 32 ) ESP-IDF Ji{7f
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3.3.10 A DuerOS j& 2% ESP32-LyraT JF R Mk 5 e f b 7

HETRset 2 et b s s . (H2@n] AE S RE 12S_stream [ multi_output I
R, TR A B A A3 5 o o AR

3.3.11 ESP-ADF SR PUMDCHE b F e SOTFRMS 7

BIHEARFFHOEE NGB 0, GO DB B A S g e fiin] “mig, SREET. WIRECHEHRIFHK,
T DALMY 2 sales@espressif.com ] .

3.3.12 ESP-ADF &3 ESP32-LyraTD-MSC v2.1 JI & il Alexa filfe ?

ESP-ADF HURSA B S Alexa YBIRE. X T Alexa filfE, 15% esp-va-sdk.

3.3.13 ESP32 G Tyl i, SIBUAMAL, REMHEAAMIRI IRt ?
WEFF i Ff] ESP32-Lyrat-Mini & #g 8{# ESP32-S3-Korvo-2 H & #i K Sc A #ifk

3.3.14 ESP32 A7 [HI 2 £ MIC fil AUX 85351 JF &b ?

ESP32-lyraT-4.3 JF &M 4 MIC F AUX #5 «

3.3.15 WA ESP32-LyraT JF & B Blidiih Jsfie ?

NS g FIRE VoIP,

3.3.16 ESP32 R4 EWUIF S F5 2 KR4 435 7

 ESP32 FF & B ERIA(H ] NS4150 [ PA, —f A8t 3 W K/,
o WA HIHNTER, ATRATEH: PA it

3.3.17 RGN BRI T R RBER I AT i ROR 7

L HREENE S 0] DA (5L 5 dB AN RS ER, XS0 22 () M 3 538 T A
%) 0 dB LAY (TR B4 RS2 b=t ATtk )
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3.3.18 ESP32 i) AT JF &t FAT AUX S A, MIC siJcikh sy ?

* ESP-ADF JT R AMEZE ] PAREREZ R 07 (5, A MIC #i AR Line-in,
i (ERE s Wiz (L

typedef enum {
AUDIO_HAIL_CODEC_MODE_ENCODE = 1, /*! <select adc */ // MIC pickup
AUDIO_HAL_CODEC_MODE_DECODE, /*! <select dac*/
AUDIO_HAIL_CODEC_MODE_BOTH, /*! <select both adc and dac */ // MIC +._
—speaker
AUDIO_HAL_CODEC_MODE_LINE_IN, /*! <set adc channel */, //_
—microphone pickup
} Audio_hal_codec_mode_t;

e 7 ANECE AT

audio_board_handle_t board_handle = audio_board_init ();
audio_hal_ctrl_codec (board_handle->audio_hal, AUDIO_HAL_CODEC_MODE_DECODE,
—. AUDIO_HAL_ CTRL_START) ; //EE MIC % F, BRXANRE KT,

3.3.19 {§ifil ESP32-WROVER-B 4] + ES8311 B¢l ¥4 JF % h, MCLK Isf i nf gk %
WIS A

o T MCLK Higffifj GPIOO, GPIO1., GPIO3 45 Jll, “ANnIfi A4S, WIpdse «ESP32 AR
IS i IO_MUX M CLK_OUT*, BRiA{# B GPIOO,

* W[ ESP32-LyraT-Mini F At o hs (4 ) 3 1A 153t

o FH4 Wi ]2 0, ESP32-LyraT-Mini V1.2 Hardware Reference .

3.3.20 ESP32-WROVER-E Eig1fdi % 12S J& & nf 2B ]I S R 2

(] — 3% 128 AT DASCBL R &S ISR . ATPAZ% ESP32-LyraT JFAMA L 145 H o

3.3.21 RERBED X Fr Spotify Connect ?

:CHIP: ESP32 | ESP32-S2 | ESP32-S3 :
YRR, BCHIEMH dina, ATRATKEIELIATHCR .

3.3.22 ESP32-Korvo-DU1906 JI % #x iz 17 korvo_dul906 i £ ¥ k3, infinip:
Guru Meditation Error: Core 0 panic’ ed (Illegallnstruction). Exception was

unhandled, fjfoffiRye ?

o WK ALE,
o SEAAS ARG YR, IR 5 V2 A IFEEC AV, AAIEtE R E .
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3.3.23 ESP-DSP fft u[LLi&47 4096. 8192 LJ J ¥ % R AL ?

AP, ER SRR 32 K SRAFE . B RAE 7] PAYE menuconfig HHFCE:, DA fft demo S|, FlE BN

idf.py menuconfig>Component config>DSP Library>Maximum FFT length
> (*)32768,

3.3.24 ESP32 infuf g4 vi M ?

o WURIESRTE N, W RAESRE 12S AMK.
o QNSRRI OX, W PAER: ADC A% .

3.3.25 ESP32 J& G SR Bdth i b sl B v i il 7

* ESP32 3. DAC Bibl &gttt , T LAGE ] Bl iche s 5 25 ) B A
* ESP32 30 PWM B &4tk 1, AHEC DAC ZHORAEF, U esp-iot-solution.
* ESP32 [a] iy 3245 128 Fvdipthan i, 128 MBS nI DAER  (ESP32 SORKUAR13) AN DAL

3.3.26 ESP32 ¢\ [ SZ FrWIR ek 35 Bk X ?

ESP32 e 4iitg A MP3, AAC. FLAC. WAV, OGG. OPUS. AMR. G.711 %, "%
2% ESP-ADF SDK T3 .

3.3.27 i ] ESP32 36 1y iRt s 4 i i ?
i H ESP32 itk A i FE 46545 ) 5 F 1] 2% esp-adf/examples/recorder SC{4:3& H ) il

3.3.28 ESP-LED-Strip %} 4S5 Bl {Emp?

XA SR BIAEICAE ESP-ADF 1, 1i527% led_pixels B2

3.3.29 ESP32 A R Egin i ?

T, A FEHIFE esp-adf/examples/dueros.

3.3.30 ESP32 GEMSBLEESF LI & s i T ?

] DA ESP32 i Fil )2 #5 4 ) AVRCP &35 1M , 7] KLT esp-adf/examples/player/pipeline_bt_sink
BIFZI
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3.4 ESP-BLE-MESH )3 Ji] iE22

H 445 % ESP-BLE-MESH [ FAQ %% ESP-BLE-MESH %4 il i1l 35 Tl .

3.4.1 ft 2218 ESP-BLE-MESH J IR A b e BUYI] I ] SR 15 00 7

PREEPC Y], B AR B SE — Y SR BT S AR P Y, FR A1y mUC R 5¢
O P I PR e BRI S T R e X 0 B i 45 5 ] 2 vl T

o MEINFNSFIIRE A WERM G SR L2, BN A5 2%, Provisioner A fig
T B TR I V) S A I 46 0 5 4 s R Tl

o MBESARE: WRMEESARE, EEVTRSZE TN ES, AN FE AR
PR TR AR K

o TSR RS K AR O S R, W] BE 23 58K Provisioner £ £ I I HLHT &
FETHEL, A SO R S R AR K .

o MW HIFEFF5 Provisioner JlA5HLE . WIS FIFE/F 5 Provisioner 2 [AIIH 5 i, WHES S
W R SRR R AR K

3.4.2 kR ESP-BLE-MESH 15 54 W45 L 7/ el -3 #: ¥ ESP-BLE-MESH
Bey ?

1] PAVH F esp_ble_mesh_node_local_reset().

3.4.3  FCPAES il IHIER AN 15 R L A5 S 7

W B A A {5 B 0T DA A B esp_ble_mesh_provisioner_delete_node_with_uuid() B,
esp_ble_mesh_provisioner_delete_node_with_addr().

344 QURVGWHL Y, PR EHDE RN THUS IR FoEdLm ?

7] PAEI{E menuconfig, @i Component config>Bluetooth Mesh support > Store
Bluetooth Mesh key and configuration persistently FLIETRAFERCEEE, A
T B HRT

34.5 15kl Provisioner, 2. 3. 4 SIF RN . 41MkI)G, Wk 157
TR T, P )G ARES A 213X 4 mesh &% ?

VS IF M H B, W12k NetKey fil AppKey S 7424k, RIATEREEMAILI S . (H2 iR
BOA PRAF mesh W28 735 SR HHE,  DIIHIHE RS 2 52k
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3.4.6 ESP-BLE-MESH P, WURJATsibge 1, Sy ?

F AN DA AR TE B, VR AT DAGE A 8 AR (Health Model) J&13H 4 3% 0ok (heart) T B, 5§
Fol it H s AR (Vendor Model) J& #] 3% H 22 X B (vendor message).

3.47 ESP-BLE-MESH i ¢l il 5BLLL 54 H IR i 7

i i} Vendor Model, % 13 ¥ F4F R A vendor message & 1%, FEUSIR BRI BUG H 74T EB il
HTRITAT,

3.4.8 JiL¥i ESP-BLE-MESH {3 {715 55 B bF o) a6 1k 5 X W, %5k BLE_MESH:
Failed to init mesh partition, name ble_mesh, err 261, Ijify

ik 7

R %EFE Use a specific NVS partition for BLE Mesh 3&M, &M% partition.csv
Y E— 44 ble_mesh HYFRFETX.

3.4.9 Wi {E Provisioner )L Es i Health Model ?

BEA menuconfig, fF Component config->ESP BLE Mesh Support -> Support for
BLE Mesh Client Models H1/)3% ' Health Client Model.,

3.4.10 fdi}{] ble_mesh_fast_prov_client {§: & Provisioner il T-HL{j: & Provisioner £ {}- 2,

A—FE?
* ble_mesh_fast_prov_server % 2 AF Y& 8] ESP_BLE_MESH_MODEL_OP_APP_KEY_ADD
opcode K}, — Jf 8 B A F B & T, 1M F Hl Provisioner N FF T K £

ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND opcode #J 7 £ #! {1y AppKey, i % i%
ESP_BLE_MESH_MODEIL_OP_MODEL_PUB_SET fif & publication,

* ble_mesh_fast_prov_client 5 ble_mesh_fast_prov_server FfEE REFRALLHER
P77 %, SEELT 100 A5 R B E B A A MITEIAE 60 s DA . 8 1 SEBX AN fE, FoA14sn 7 —28 H
ESGEE, AT B e R B L .

3401 4if2 TRRIME L% A ESP-BLE-MESH ¥ f5.2 g I i1 v 2

o Bl bR N B NetKey . AppKey, DevKey PAK IV Index, @0 AR AN .
o USRS 37, 38, 39 ZIEEFIN, — MM L TR

3412 ) e DLATT A AppKey 7 Wik AppKey J& AT ERISCHK 7
AppKey FTDAJ G EIATICE, ERIBLRGREAE Y, RINEIAL A XA .
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34.13 QRN , JIf 200t Health Model Wy 75 S AL, J& 4% 4 mesh
[ 2% B S48 )17 2 1% Heartbeat jj5 501 7

ESP-BLE-MESH W 28 35 A7 AR 4, Bl ) il SRk B 0RT RAT) Al — A5 i
oSl SRRy va <

3414 FAl (REY ) SV KBNS, WL client-server %Iy 7 jt
AR IR ?

152 I, ble_mesh_fast_provision/ble_mesh_fast_prov_server /x5l .

3.4.15 A1 nRF (T-HNHFYTEHL, 47 Ffi Setting 44> Network Key, WLLH
HISER, X RS iRy NetKey WE ?

* 7 nRF [JFHLY HRFH, Network Key &l 2 Provisioner [#] NetKey, Provisioner fifl & H. &5
4 A2 NetKey 4128 AR 5.

* {4 Provisioner 47 Z 4> NetKey, Provisioner 75 H 8% 75 H, 1] DABEEEAH FHIEAS NetKey 7 Br 4515 75
Provisioner RJ PAf# FH A [H] ) NetKey F1M 24 o 545 S B4 738 1. B4~ 1589 NetKey #f 52 Provisioner
XL .

3.4.16 P#5inf A ESP-BLE-MESH [W%% ?

A PAZ:% ESP-BLE-MESH i A ],

3.4.17 ESP-BLE-MESH B f63% ik K it 2 A4 7
R 2 AR R 384 524, JRIZA MUK 11 545

3.4.18 fieMmidfitilid ESP32 ESP-BLE-MESH 2] 4Bl e 7 B E 41 Bt i HERE - ol A
P28 1% 7

o T PASE F 5% onoff_server, F-HLE HIAZ)T AT PAfE A nRF Mesh.
 FCM AL R 2% ESP-BLE-MESH i Al

3.4.19 fi ESP-BLE-MESH ', ARM %45k IAM) # 5k ESP-BLE-MESH,  Ijiif f&
BXAS FAFRE 7

] DA 42 11 esp_ble_mesh_set_unprovisioned_device_name(), #EiFE esp_ble_mesh_init() J5iF
TR, 5 WiA 2 2 BRiA K ESP-BLE-MESH.
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3.4.20 ESP32 ¥ ESP-BLE-MESH j; [ o] ULER: Z /P Vi ik ds ?

Hig &, ESP32 ) ESP-BLE-MESH J e K SCRAZA BT 32767 A, Scbr b A
FRIHT A AR DL

34.21 ESP32 K:bliig4r ESP-BLE-MESH F)¥), %% a5 2% A 2511 St
B4y Be ik, ESP-BLE-MESH fTEIH 4 NO multi-segment messsage
contexts available. HHuffiFYe ?

& W PA Bl £ Component config > ESP BLE Mesh Support > Maximum
number of simultaneous outgoing segmented messages, W W OE
BLE_MESH_TX_SEG_MSG_COUNT k¥ Ba3q] .

3.4.22 1{§ijfj ESP32 ESP-BLE-MESH Ji /], &% v L)L H] NetKey $1 IV Update ?

AW PA. NetKey A1 IV Update AR FEF IS -

3.4.23  WfAEIF ki BLE MESH 1508 F #2410 ADV )" #i g ?

J£  menuconfig ' JF B  BLE_MESH_BLE_COEX_SUPPORT, & i ## H
esp_ble_mesh_register_ble_callback() /i 28, #RJ5 i@ 1oF esp_ble_mesh_start_ble_scanning() JF
SR, RPRTcs) oAt 4R

3.5 BB LMNIIR

3.5.1 ESP32 R4 SRR IR0 1% 5% 7
%% ESP32 R HHI RIS

3.52  $HG At ER AT FH 2R 7

FIGAR X R BBk e, IR BHE S S 2 - B % 50, 2 RGB565. RGB8SS.
YUV422, JPEG 4%, 520l i e B R Sk i) A de R e i A%

3.5.3 BB I AR S B ?

BG4 B (PCLK) . Bk it As =X ki, Mth B/, P, GAMMA £
IEAFRECK H Al I BB S HOH
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3.5.4  $% )b MCLK Rl PCLK 32 2 J0E 12, WiFAamIXn 7

o MCLK 28 MEG L RGN 0B, EHIEBEDNRGEW ED R 3555 F HEB, MCLK H
TGS MR F, GRS . B S . R MEE B 04 . MET
', MCLK [R50 1 4500 1) R GE B BRI AR Sk N o A L R g, & DLW A 6 MHz,
12 MHz. 24 MHz. 48 MHz 4.,

* PCLK /& H R4 HMG K h BB E T . ZEERMg ki BUR S, MR R TR 2 — 7 (E
7, PCLK st H R HliX B P ES . HiAokil, PCLK B EFHAR TR —MERWERC &5
W, FBEIRFRR T MR IR XEESUE R T — M R BT .

o MCLK FEH5 3k WA 000 40 (IRIEH G K B e ) J5153%] PCLK. EHEOL T, PCLK )4
o MCLK ()2 a2 18505, Bilande 24 MHz () MCLK ', PCLK {9450 DA 12 MHz., 6
MHz 4,

3.5.5 k%) PCLK J& At i eyl af ?

o Mg I, PCLK MRS R, B Gt (Hsprfii g, PCLK B R RE X A )
A P LR B

24H7 ESP32 A1 ESP32-S2 Jth 9 A5 /il i 128 £ O s5c gy, s PCLK 2 F:80f
PR IO RIS, R G R s R S .

ESP32-S3 fii i3 7. Y LCD—CAM #£ 11, v RASZ R =Y PCLK S,

ESP32 {#j PCLK |Fi3 8 MHz.

ESP32-S2 ) PCLK [} 32 MHz,
ESP32-S3 1) PCLK [}y 40 MHz.

3.5.6 ESP32 Z51.5 3% F MIPT $; 10 7

« ESP32, ESP32-S2 il ESP32-S3 ¥ W, JGELth e k.
* 41 ESP32 RAME SR % 3k4% 1045 DVP, SPI. USB,

3.5.7 ESP32 Z4i.e % Fk USB2.0 £ 110 ?

* ESP32 il ESP32-S2 A SCHF, JRLERYL &3 F.

3.5.8 $E1% kb YUV/RGB 11145 % b 2Lk JPEG 12 ?

* 2% YUV/RGB %fli & o JPEG A% &K
o Bilhn: XFF 320 x 240 (AR RCT, YUVA22 (i 153.6 K, 1 JPEG 4/ {472 10 K.,
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359 BERISIN, ATWRBERUN R H 2 7

ezt ¢ SV LU AN e ] i e s S L

o PPEER PR, R EOREAE R R R BRI, R T .

o FEARE LR KB A8 £ 4% RGBS565 . RGB888. YUV422, JPEG 4%, A[m|fYIEI4A4%
AAEE GRS A7 A E 2 7, X S8 R EARE IR .

o BUGALEE: QRFFEXMEWIEG A TAC TR, anfeng . H5R. RAEEERE, 25 EZR
ALBRIN[E], AR

o AT 9T %ﬁﬁmﬁii@ i TR AL i R L R TR A 2 T

. g;fﬁﬂ%%ﬁ AL PR PERERA , A URR S AL FR A R S B DR 2, B iR 2 T
G

P, AESRAESR I, T ZARI R AR AR oK, AT LN 3, PSR B S A ot
RAEG .

3.5.10 L S s R i ?

o TEHEIR IR LB S

o WEFA RN IERf, 5 953 XCLK., SIOC, SIOD.

o XCLK #if A BT R AMR B IR G S IL AR IE®, SEUR G L LB IER 21T,

* SIOC A1 SIOD | #:#k K24, SEE R IEIR Bl ID A2 515 3k 2 HoAl
B, Mg I E R Gk ID, AR IETE.

o HELRMA TR WHEBER:

s AR ELEURE G AES, MCLK 2R IEFEHA
o BB AA A S B B -

© BRCKEB IR AR

o AN, A LKUZ RGB. YUV ike JPEG, 2R ar o 2.
o PR MR PCLK B

3.5.11 ESP32 S FpfEamaimiinmy ?

o PUBBUAL A 1% B A 2 Ay — ol A2 AT AL G AR

kAL ESP32 SCRE AL, AL R SR TR R M 454 9 . H B ESP32
TCP 19457 %8 20 MB/s, i55:2% Wi-Fi M5 .
o WA g fERS . ESP32 %Ki?@%ﬂ%ﬁﬁéﬁﬁﬁﬁ%o

3.5.12 ESP-EYE #51%) "BIfEAEWRHL ?
%% ESP-EYE [ ih) {4,

3.5.13 Camera Jj ZHI5E0 2 BilA7iAEWB L ?

* i %% ESP-WHO.
» E&# esp-iot-solution,
o HHF esp-dev-kits,
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3.5.14 ESP32 7 §F 12 fif DVP £ 15k 7
ANSCRR, HATSEEh R S0 8 i) DVP #21H .

3.5.15 ESP32 &2 Hd A JEPG Zand k% ) k3 JPEG 1% ?

R Bk A B A~ X R JPEG 4w S, W A = F IR AT 2 it W esp-iot-
solution/examples/camera/pic_server il 2, A ESP32 X 45 I st LK 4 JPEG % t5. % )5 ¥
T BN YUVA22 5 RGB565 £l i 74mis, 158 JPEG B .

3.5.16 ESP-EYE L.[#) 200 Jj{£ 21 OV2640 $E% J 0 M nl DLgosk M il 30 I 1411
R ?

A DA, ZERI R AR AL G B frame _size PA{ERAE E $R 1 28 I A0 HER KN

3.5.17 ESP32 S Hp 4l 1A HEER ) 7
SR, H AR RS O SCO31GS . SC132GS, HoAth Bt (B Sk 7 2 /MBI SR ) = ¢ o

3.5.18 ESP32 {{i}}] DVP ${{% J:itiid RTSP f&4a 1080P (gL nf LA £ % bt ?

FARNMIK 1080P L. H T 720P W] PAIAZE] 20 FPS.

3519 ESP32-S3 5L 5 MIPEG Zifid, fI17ES5BE resp/rtmp HE 30 I 15 %2 % 45
H264/H265 H RIGGIR, i 777 3 5 H264/H265 K5 X% 7

H #i ESP32-S3 7R S 5 A {4 o 1) H.264/H.265 Ffth. {HJZ, W LAMEH B gmtidgs, Hilin
FFmpeg FEF1 x264/x265 [, M OV2640 RAEF () MIPEG Mtk H.264/H.265 4t %%
e RB B T AL BEASPERE , T RE S RO

3.5.20 ESP32/ESP32-S3 M ATdle S+ g seig sk ?

AIERL, WPAZ% BF3005. OV5640 XMLk -

3.5.21 ESP32-S2 A LSRG kIR T % S B, RMATEGENAE0 ?

HUZE, BHUF

o 22 Pi esp_camera_init () L —LHEREREL.
e Hf menuconfig>component config>camera configuration B sccb Rk}

AP A 400000,
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3.5.22 ESP32 nfU P4 GC0308 % 42t 24 MHz §5i RN} 7

BT, Sk, ESP32 $24t45 GC0308 ) XCLK 5 K A% 2 Ml it fH 4 20 MHz.,

3.5.23 ESP32/ESP32-S3 }:{ 4+ MMS Hiifibpil ?

ESP32 F1 ESP32-S3 7s B H- A H 2 ¥ 45 MMS M, MMS (Microsoft Media Server) 52— F /i
ERTT R W TR AR AL i, % T Windows Media Player 1 % 2% Jii i (4 4% jii . ESP32 Al
ESP32-S3 2 1misia tinisCf RTSP A1 SIP, IR FFER: ESP32 5 ESP32-S3 AT X MMS
A, WA R SCRE MMS HsU) v [ sl i 4ads

3.5.24 fdi Hl ESP32-S3 {iX GC2145 L4 Lint, B % £i0dd Kk 0 Pe %k 1024768,
LR TR PER, 1 1280x720, Z3#iEsi cam_hal: EV-EOF-OVF i,
1 e itk ?

XFREOLR, T BRI GC2145 11 PCLK. 7] PAZE I & 5 /MK XCLK, DA K% 35815 L 1
PLL mt4h 240

3.5.25 ESP32-S3 &4+ GB28181 {pil ?

ESP32-S3 A B AN E S GB28181 i, H WS DAl ESP32-S3 55 APl Hh gt FIAR (45 5K
SR SR [0 GB28181 s APl 45 50 a6 2 B ) 5 M8, T A ESP32-S3
R 2 D REAN SRR , IR At . E A g A s A 1% Bty , RSB GB28181 T fiE
(7] I ZEIEA TR R BB IF 5, PASEEL GB28181 s i A A0 A5 1% i

3.5.26 ESP32/ESP32-S2/ESP32-S3 j& A3 ik 815 U0 4y =% 7

A, "[PAZZ ESP-WHO H A code recognition.

3.5.27 Ry OV5640 fi&25 M SD R4 MBS ik o, HRI ESP32 vh Al Shix
) — LA AP, W BAEAG JeB2 1VH SD R EZ KA L

ESP-WROVER-KIT JT % # #i#5 Camera I SD -FHi, 7 PAZ% ESP-WROVER-KIT V3 A ]
JE A T

3.5.28 MG AL BEHR AL RS A AT TR, GEMBEIN—AN e T S S
SLORg) ?

ATPA. g Soilad FOR SR RIS ORI TRRAIAR K, B BBk R AL S5, AT
A AR PR WY BRI R T o
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3.5.29  WdiEm—AY A LR 5 HER 7

i e 8 7 B A PE RN 640x240, BT DA GE A R IR B RR O YA OE O B 8 S 4 B
Bic # sensor T fF 7E #L AL 1y 4) ﬁ#i 640x480 -, SR 5 H @A o Eﬁi#iﬁﬁﬁ(ﬁ
(640x240), - 7 esp32-camera/driver/include/sensor.h H 3 Jill A7 1 FRAMESIZE_640%240, &
J& IF esp32-camera/driver/sensor.c 1 I 1% 43 HE R B K E 5 T E #) E L {640, 240, AS-
PECT_RATIO_16X9}. iXF U755 sensor B3R aN S FF H & LA #EA REIEH TA4E.

3.5.30 Il fElehk % A iR AR AU A AR L L 7

R TR E T L OV5640 B AR FFFAniC e, W DAIE A RPN a0 - HEEAE eSP32-
camera/sensors/ov5640.c f{] reset() pREC A ] write_reg() i B AH % ) B 1R R . - FEN T 28
set_reg() PRENHL BAH K10 P A74%

/e AR K

esp_err_t ret = esp_camera_init (&camera_confiqg);
sensor_t *s = esp_camera_sensor_get();
s—->set_reg (s, OxFFFA, OxFF, O0xAl);

3.5.31 esp32-camera % “cam_hal: EV-VSYNC-OVF” {255 7

X AL R i A i [R5 T B S B 8. ] DA B R T A BRI T HEA - 9547 esp-
iot-solution/examples/camera/pic_server /8. Q1AL /NG BENS I35 1a 4T, W A% ) U A2 A
PR - KA IR AR T3S 2 1) XCLK R HER R KN AR /el g XCLK A5 K,
Y] B T EUE A & I 25 St b, TR, R XCLK W A% A1 24 Hi 48 E 1)
PR NIERL

3.6 FLIXEKRIEES

3.6.1 ESP32-SOLO-1 £ {5 v UAE Arduino 1 il % ?

« H i ESP32-SOLO-1 |4 RS H#1E Arduino 5f_FHEFTIT % .
o QSR AT )T Arduino MRS, W] DAKF Arduino-esp32 i /E ESP-IDF HZH 14 BEATIF % st .

3.7 ESP Matter

3.7.1 ESP WpskEid] vf ULiE A Matter ?

* 127 Espressif Matter ‘(-4 .
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3.7.2 AYi |- ESP Matter, fWFee2E2) 95k 7

TS

ESP Matter Github

Espressif Matter 22471 {84
Espressif Matter J5 224055
Espressif Matter 75t 47i

3.7.3 ESP Matter j& & fiefE Windows 4aiFF & ?

o HEITCYELE Windows | 4513 . [E] I, A2 R ML 3647 ESP Matter J1 % , K>k Matter Controller
SR, BRI RS HBR A AT R . @ Linux 3 macOS &%t .

3.7.4  WRAERIRELR ] Matter P SO ?
BUAE Matter RN ZATF, ATPALE CSA BRBLF I o 425 il JEaIE T ok

3.7.5 W E—4> ESP Matter y= 4, ?

o YEMF Matter 7 i i 2 SR CSA & 51, 7 iAEif i Matter AIEMNIXZ )5, (R DATE CSA it
i

3.7.6 ESP32-C3 {ii i Ubuntu g PL3EFT ESP Matter J| & If, Bl Matter ‘B Jj
BB, nRERETE 205 7

AEWUE ALK 2EF T ESP Matter J1 %, Al 2A Matter Controller 238 i #5 1 14, FE4BIHL AT
RES BRI R . A E 30 A Ubuntu 20.04 LTS K PA_EHRAH) 4L

3.7.7 i i Matter DAC?

A PAF =5 =L H 4% Matter DAC:

o SENOLM PKIRIERT G 1E: 2 HACEWA —MIEBMANA , AT % 0k -
KM RSB A ERREEAUE A . FERSERT AL, AT DAM LIS PRI LR AL AR 7%
uEBIES (DAC),

o IREH CHRAIER PKI: 28 4HA A THITRZES . A RAIIEZE K
sl HAR AR XS FR N5 AT 55 1) A EAEE R BE G, A BCFIE B0 %

o 50 T-EHEN R (Espressif) £74F: P& RN v BB H M1 VID/PID 16305 K8 F-&
e AT DAC. CD i ff] dac_origin_vid/dac_origin_pid 5B B # e if VID/PID.,
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3.7.8 ESP Matter & /45 38 1T 5 /MR % RS2
o f, HEFEMTA chip-tool,

3.7.9 Matter L Ferl it 21 21 DCL, i DCL By A dyhest k2 ?

* Matter DCL & —Fp L T IR HUEER R, LEIMEBH M AGAEMN LS, RVFEEARERS (CSA) Al
PR R 75 % 1 H: Matter #4515 8., I 214 Matter 4= i DCL & P A 4 545 . .
o fAjfL3feii, Matter DCL 25 T £ 5k ) OTA.,

3.7.10 A1) HET Zigbee 1, WRZ gt ESP .6 LK% A Matter ?

o HT ZigBee $ ARSI 545 AN & Matter ArifE1 15t £, LI 75 251 Matter Bridge 15 #5172 ZigBee
5K A Matter 4%,

» Matter Bridge 1% £5 1] A — i SR 25119 Wi-Fi it i + 802.15.4 7t i 3231 . Matter Bridge For BLE Mesh
WA T DA — R 880 Wi-Fi St i + BLE G5 528, 508 HH— Wi-Fi + BLE combo it Jr 553 .

3.7.11 Matter &5 nf U %H2: — ALY smartthings ?

o WIPAXTEE, 5% [l & i smartthings B % .

3.7.12  fEM i H] Amazon/Google/Apple 1Y if 35 i 25 Btz il 32 7 Matter 1Y) ESP %95 7
VU VA 540 Bt K Matter BB 2 (LEMI: 1% % “Turn off the light” /L3
PR LT

o i I 3Z3F Matter P Amazon/Google/Apple #1545, 7] ASEIUFET-HL_Em A 4a il SRy Matter ()
WAre oh, XNT MRS, WA SR Matter PR AS RS, X MMES RGN HHE
FHE TR A8t BB S BT AR 45 ) S RE Matter ()14

o H{RSCEAPTR A T esp-matter SDK SEH4 7 Matter [V H 3 #4701 . - Google Matter Il /7 %
- Apple Matter i )5 ¥

3713 fEid Matter IAIEZI, 70 034 % SR Wi-Fi RIS SF BQB IAILE ?

o THEL, Matter j&—FUZFTHE Wi-Fi. A, Thread I 2545 HoAhF2 AR _FAGHRML. $23C Matter A
UERT, BERBA TS G Z A IAIE. A CESE AT 1 Wi-Fi 8¢ Thread ALE, 7 HET
Matter 75220 I A R A RLE , 075 2 T ORI A 1) BQB AIE.

3.7.14 i) ESP Matter BigH i st S A I DAC (Device Attestation Certificate) & {ffi%
TEMR LI ?

* ESP Matter #5141 11l /65 A1) DAC (Device Attestation Certificate) 77 7r flash /. 7E Matter
Pre-Provisioning IR 45 "', Matter DAC {lE 35 1iBE%AE esp_secure_cert 23X, Ktk XS
Z A KRR BT
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# ESP-IDF Partition Table

# Name, Type, SubType, Offset, Size, Flags

esp_secure_cert, O0x3F, , 0xdooo, 0x2000, , # Never mark this as.
—an encrypted partition

3.7.15 ESP32 Matter 45 nf ULk BLE A E Wi-Fi g ?

* ESP32 Matter %4 7] PAii it BLE KJL'E Wi-Fi , FA7 esp-matter SDK "I f i i FH 1 (I R 0 2 i
it BLE $#H47HC B . A &% &5 2.2 Commissioning and Control $iH .

3.8 ESP-NOW

3.8.1 ESP32 ESP-Now X, F—*%f—ijlfs s ik 20 ?

IR
o MERBERT: ESP32-DevKitC V4.,
o Wi-Fi 3 : station Bz,
o PBRE AN N 1 Mbps.
* open H3E K42 214 Kbps,
o BERGEIN AR 2552 555 Kbps.
o WNEORTE AR, WAL esp_wifi_config_espnow_rate #EATHCE .

3.8.2 ESP-NOW A2 ? et S5 st ?

» ESP-NOW & H SR 25 LI ToiEHEEAR P
* ¥£ ESP-NOW w1, I F AR P B s st e e 4 ML S BT A s A E i vp , ZE CIERAIIE LU, —A4> Wi-Fi
WL E 5 —A> Wi-Fi %45,

« ESP-NOW |~ ‘Izmﬂﬂ?%‘ﬁéﬂﬁ% BAIY s oy I e T

3.8.3 ESP-NOW &®mufUL Y Wi-Fi —& i ?
« WPA, EFEEREN S ESP-NOW {5 EZM T 411 AP H(5 B [F] .

3.8.4 k¥ ESP-NOW iflirty Sz ik i 48 7

i H esp_wifi_config_espnow_rate() (S G 1 S S . v A | 1 N Bl
esp_wifi_config_espnow_rate (WIFI_IF_STA, WIFI_PHY_ RATE_MCSO_LGI),
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3.8.5 ESP-NOW FcxfBRfilli % 20 A~ s, M7 Ipiksiils s ?

B A TP R AT, F ALk 65575 payload H, A2 HCXH R R . (0 FR L EIE A
i A BT

3.8.6 ESP-NOW I % w[Ufsihl 2 A ed ?

R B A Ty 5

o ANGE BB AL, SRR B 2 IO TR 20 N

o AN ] ESP-NOW htist, SCRplal N s FExT 42 6 sttt

o IGER)TREG, AUTRECEIE AR FEHBIE R AT A R P SO BB, HER
% R 2 WY TR

3.8.7 ESP-NOW B4 il3ii {5 2ixEHEps th 2505 2
ESP-NOW (22 H.J7 AN H M B AT HEATIAR , AT S i b h 25 R e R 8l «

3.88 hft2f5 ESP-NOW g2 Wty die KB BE MR 250 45, X ABefi vl DL
oy 7

s R KEHBIAREBH. Py ESP-NOW (i g i i R iy 4 D038 7 Bef% i Bt , 802.11
PR BOWE — A BENV TR E O R PR K B T AYFAY (OxME = 255), PRIBEER ] 1 1R 30
ESP-NOW il K, < 250 7.

o WEBATAGE] APl esp_wifi 80211 tx () Kis%di, I sniffer BIXRE . XAEFEAERT
PASEEE A TAEAE Wi-Fi 23+ HAVGE ] TCP/P HpsiAk .

3.8.9 {§i) ESP-NOW Ji i, G 8kEaifl 27

o 3% Wi-Fi DUSAREFHRETE, HRETE2 AT Wi-Fi (Sl YO8k
o ARBAUEA Modem-sleep #5350, Kok 2k H ESP-NOW % .

3.8.10 {diJil ESP-NOW Jj &Int, i FEARIkE ?

o AE AN 7 ORI RE
- # ffi i ESP-IDF v5.0 DL F A& ) SDK, W DA 7 K 1% # AP [y B f&, & i
esp_now_set_wake_window() Fl esp_wifi_set_connectionless_wake_interval() i W 4> bR £ 1% & e I
T AL, 1A YIkE.
- # i i ESP-IDF v5.0 fix A% 5{ % 5% #7 9 master fift 4%, R 404 A& XA 2k,
n DAAE & B AP B H fE K & B AP BY B} %, ff J] esp_now_set_wake_window() il
esp_wifi_connectionless_module_set_wake_interval() i P> 2R Z00 U0 B R 2R B 7 1R R] R .
R, WEAENNZRITHFIEREmMZR A ELEHRE S 2EED
[ P T R O LA 1A A 1 B AL, i, 38 F A A AE sdkeonfig.defaults B il ' CON-
FIG_ESP_WIFI_STA_DISCONNECTED_PM_ENABLE=y,
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3.8.11 %Xi{ %, ZXZUlfERR ¥ ESP-NOW [ s JLdeili (s )ik, A7 Al 4 )5
n 7

W] DA ] SoftAP + Station Y =USE . %45 (H Fl Wi-Fi SoftAP #ix(, [R5 2k
(Wi-Fi Station) ##373%E4%.

3.8.12 ESP-NOW i il S Fridiid 44~ Wi-Fi {53l % X 8 ?

¥ H%, 5% ESP-NOW CHY.

3.8.13 ¢ ESP-NOW £ AR T # Mk i@ s 0 s STl R sk Bty 7 nl CABR LSS T ESP-
NOW i R VEANF AR ST ? 54 1 RS JCgk il fs it , T THRCL F%E, B
In CSMA/CA. Pl R,

* ESP-NOW HIii AN T BT 4R AR T«
o FRSCEYIE s ESP-NOW A &g, 4] A A ESP-NOW SDK 7R 5l #4732 o
o BRI\ 1) ESP-NOW [ 45% 2 1 Mbps.

3.8.14 Mfl 214 Hl ESP32 jfillif esp-idf/examples/wifi/espnow FilfE, I 2K EFiEds: 7
A ey 7

- fE esp-now R, ESP32 SCRRIESMIGE R AMACR AR 17 4, BRI 7 . 2L “UhifL
XA .

SR AT B WM B W A W MR, WiFi mewconfig @
CONFIG_ESP_WIFI_ESPNOW_MAX_ ENCRYPT_NUM,

3.8.15 {di)ll ESP-NOW f&4u%icdhi, Al 4k IR0 Wity RSST ?
o ] DA wifi_pkt_rx_ctrl_t S HEECk M ) RSSI,

3.8.16 MififfE ESP-NOW v {ii Ji] RSSI 1Bk £ 705 il 45 i 2

o 1] PLIE L5 2K espnow_frame_head_t g_initiator_frame() H [ .forward_ttl F.forward_rssi 2% % 3L H .
Xt 2805 S I, esp-now/sre/espnow/include/espnow.h,

3.9 ESP RainMaker z:JlR55
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3.9.1 ESP RainMaker f7WIFEE Gkl it )5 R PEAG S555IE ?

HSE N

o HEWR

o AI'VJFA¥er

API 55

» RainMaker &£ [H{F 7 & A3 E

» RainMaker Android App JT & (¢ )4

RainMaker iOS App % (/%
ESP RainMaker #535 %58}

3.9.2 RainMaker G885 UL B3 ? R BAEME G ?

o TEHREUEN B, &P PAMIH Claiming filR 45 FREUIE 4, RainMaker 345 [l {49 & Hi2 4ty
Demo FRERIANJEH T2 M55 . FERD7 BB, EFHRZEE TG TE, AT AE ) IREERT 55 R AR
SO RN AL A BOIE 1 48 5 SRS

* HHI ESP RainMaker 77 22 (L T —4> FELIM 1T AEFRRAE R, H X RREZM TR & OTA {155
S #5F ESP insight £/ .

3.9.3 ESP RainMaker [SIfFHCHIFR SRz . B I PRBERA 24800 7

oW BT AL A QIR B QIR A B 1T RainMaker M6 DT APT
IR, BN SRR KRS 7 .

* BIRE . R D ERGEN Bl E A 2 fEX: (RS =7c4l (PUycdl) s shasEm.
ESP RainMaker {13 P 30 TE 2.

* RainMaker 3¢5 [E (17T % SDK BT i) ESP-IDF JFAAEZ, SRR . OTA Fh& . AHbiz il <52
REML 7B, BEATEARECE AT . SRR R AL S =7 SDK, B4 5 W i J= AR )
CIR 3 e -vinl

 RainMaker 7 [A]{4: 5T AWS JoAR % #5114 (Amazon Serverless Computing) #4 %, R EILFELE S
o GAEAAURD . W TCFR A TAEATRCE R AT 1, 8 A TR

* RainMaker App $2{tt i0OS 5 Android PiMiliA, App Al MR ¥4 FAAECE B shinzk UL K KR, [\
P52 7 L OO RATEL T DA B E App S Sk SR . App SFHMIH P58 iR A
I ZETLE . AR L, QI8 ERHESS, %R e k.

3.9.4 ESP RainMaker 2 4j z: 55 ESP RainMaker .5 5+ 21X ?

* ESP RainMaker 2 /REEFE LR — B8 AWS 75, SR T AWS S fitp)— 2o mh 3Bl 1
WA B 4E . AT IhEE, SREEFAX AT AR T App. BECEMIAGIRACE . [ T 07
MRS, FATERE T BRSSPI ZEHAT AR, ATy ESP RainMaker
PA T FEBA RO, L TH i) ESP RainMaker R A H =

o QARAEAE RS ESP RainMaker #33EAE H Y AWS K-S b, HOLETRICR IR 55 AIFIHO IR 55 1Y
VIFALRR, SAJ T2 ESP RainMaker i35 GOk 52 ALA A%« FESE AL R e, EeRla
ORI ER AP G . B, FAIF7Z 4 ESP RainMaker f4 Z .

Espressif Systems 44 Release master
Submit Document Feedback


https://rainmaker.espressif.com/zh-hans/index.html
https://rainmaker.espressif.com/docs/get-started.html
https://rainmaker.espressif.com/docs/api.html
https://github.com/espressif/esp-rainmaker
https://github.com/espressif/esp-rainmaker-android
https://github.com/espressif/esp-rainmaker-ios
http://customer.rainmaker.espressif.com/docs/intro/
https://rainmaker.espressif.com/docs/claiming.html
https://github.com/espressif/esp-rainmaker
https://www.espressif.com/zh-hans/contact-us/sales-questions
https://dashboard.rainmaker.espressif.com
https://github.com/espressif/esp-insights
https://www.espressif.com/zh-hans/contact-us/sales-questions
http://customer.rainmaker.espressif.com/docs/intro/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master

Chapter 3. W%

3.9.5 Nova Home ] ESP RainMaker {22 %& ?

* Nova Home 53 ESP RainMaker It il (i 55 a5 42, WP Hal, ARKAET App i

* Nova Home App #{X} - ESP RainMaker App, i UL Fii S FIARAs AR S AAl, 4 m 1~ — 28k 55 M2
B, HATeAE RO TR T . BRIUAT SRR TIRE S A A B AN, TRA
HRAR IREETT 5 ARHUE Z 4015 B

3.9.6 & Github #pjt & 47 bR 12570 ESP RainMaker J58% ?

* Gitee EVEH HBIFH BT ECRE. WRETEAE Gitee FIHL App JID, HECR REm %5, A
PRV R G A2
o R PAfE F esp-gitee-tools ¢ %, RainMaker % £ [&| {4 JF % 0 g e AR A P2 L

3.9.7 CLI T Higiaffdi] ?

o PR AR/ G ESP RainMaker, A AR H4(# ] CLI H 5% N1 rainmaker.py 75,
o PR AEHIRA) N FLE ESP RainMaker, §5 2544 serverconfig.py (cli/rmaker_lib/serverconfig.py) 7~ 41 fY
HOST ¥ A 74k %5251 URL BASE.,

3.9.8 ESP RainMaker App {47 Claiming INf {14 BR 1 5558 i ] ib Bt 2

Claiming 3/ J: W 28 HH R ER RN, — O IK P APAE M, B P e B8 A . i 5 A
JECW. TR IREER 55 ARG/ 5

3.9.9 [ESP RainMaker "Piixi. Yinimbh. dedy. &mE. W55, SBMEH2 T A
ftzm?

o 75 (node): T AT PAZE L —AN 7, #84—1 node id VEMARINAT, /& ESP RainMaker
HE L H 1 g/ N PR

o A5 JEME (node attribute) s 5 5 4 R G R A  E SCTT S AT RE

o W f% (device): WA FUZ T P HE B0 HAKSLIR, IngF e, BRIELT. REL RS . K
Fo — AR N AR A, PR ORE A A S

o &S JEYE (device attribute): 57 5 JEPESL, X LETTHEHE F R W AT Hb R AR 5 A
it

o M5 (service): M5 L5, FEXHIFET RS ATFEH Pt o] WHHAE, o
1€ OTA FH i, WA —2Jois P E S E RS,

o S8 (parameter): S RLI A SRS WIIRE, WBRIEITHBEEIRG. 8. B,
PAS. OTA 3 72 H IR A B T

A AR T DAMR A SRR AT RE . SRR IR A G A B st
EEE (VS
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3.9.10 ESP RainMaker & & X e S5 2 mfsh 7

¥, {F ESP RainMaker HF5 A H shfih & 5. (Automation Trigger and Actions), {Hi% B fill %
HIRTEA TS 51 T A 51 4 . . add AutomationTriggerAction JEFTIRTE, %3 AEiE
TTHE B, — HAFE B ALNE 2 B 3h &k m 25 H AR 5

3.9.11 ESP RainMaker J&: 7% £5 App 374 KL HERS ?

745, ESP RainMaker [171 515 HE 2L ET GCM (Google Cloud Messaging) -5 APNs (Apple Push
Notification service). FE[E PN ZEIH [ 10S FHLELRE G Google I} 55 HEZ2HY Android F-AL MR, .

3.9.12  ESP RainMaker J& {5 3¢ R Inh ] S iy i B it o br 7

HE, WA SRR B IR O S R R] A g O Bk % . #E ESP RainMaker
Wz B FR R ] 5 21 5id (Time Series data), 8] Bl MQTT 81 B4R, = tmASE RS
Ao I tsdata PrEUELHE, T 2% ESP RainMaker (3 H i1 L A% ian I .

3.9.13 ESP RainMaker App 5 Nova Home App v U WBRHL 7

» i0S F-HLA] PAYE App store H1482% ESP RainMaker. Nova Home H{L.

» Android FH7E Play Store #1428 ESP RainMaker. Nova Home #iHY .

» ESP RainMaker App Android FAS YA€ 2 H Bty apk SCf4:, 5% ESP RainMaker App
RAGIRAR

USRT ) A s R, RTRR SRERRT S AREURORT 2L

3.9.14 ESP RainMaker i Sl it B4 ST FH 21 7 HSEAE R IXBETH2 7 il
A7

o YN EAE B R HHA AT A9 —4H JSON # Ay cEd . 78 /nBIBLE H, devices iR THRANK
SRR BB SR BEZS . devices RIS JSON B4, X ftE— A5 F A
AR AR, TS BLEIAM KThfE, AL R IRV services [R]1PH . =5y BC G B B8R
MQTT 80 b, SRR RIERS| AN e Bz R .

o ZHUE B R BR A MRS h B H M, (AR IE A Y 5 A E B P % S R 28 A
IFCE . MU=l EH R SRR BET, stawi%E BT o, Wik & T % SDK %
Bk, A5 A B R R N S B .

o NIPAMES CLI THAFY SEFESSEIE R, 1E CLI 18511 H getmodeconfig fix % M IR ICTT
SECEGE, i geparams TS EEE .

3.9.15 ESP RainMaker f ik Zae L2 kiU a ?

AWS ft MQTT — Kk P K AEFZ I 128 KB f9%ds, ESP RainMaker HJC HAFR . (HF5 2
EHYZ, AWS XF MQTT i S 28 R AR5 /ISR, 2438 5K/ IMagiiad 5 KB IR
MR 1A, PACEHE, 25 B4R 11 KB RT3 Z 0 Bt it 2. FLRTH il
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3.9.16 ESP RainMaker App ' i/ Be# 2 O R 12, g mir ?

WA IR AT MQTT LBkt I I E], BIAN 120's, B8 AERSTE 180 s Kol B BiLk.
AL B R IR ) B IR HERS BEPRAVAS I 21 i 4 B4, (H MR B AR AL

3.9.17 ESP RainMaker Jj G 1 WBLE.E N 7 JHWBAY IDF JiAS 4 i 7 & 46 S hp LAl
FHESR 7

* RainMaker 3£ [E{4-FF % SDK H#i5E s T % ESP32 R85 G L -

e ESP-IDF JRASE KT va.1, £l il ESP32-C3 )43 v4.3 KA I, {#i il ESP32-S3 F4)#:31] v4.4
JePA L, fdiH ESP32-C2 FE U4 s| v5.0 &AL

* % FF, RainMaker 134 [ {471 % SDK $2fit MQTT &l 2, FFEEATEBNTE.

3.9.18 ESP RainMaker Jj & Claiming /5 3 g, XHILEWB 7 iZ ol L8t 7 g &
TERABE PR 7

o ARG EF Claiming LAY

o XA W A D RERLE R L SE e R Self Claiming, YRR Assisted Claiming  (Self Claiming f¢ift € B2
XPITA ESP32 ZAS I, H ARG T ESP32-S2) . ANy Wk A DI REALES 1645 Self Claiming .
P Assisted Claiming 5 Self Claiming ¥JICYE M), W3kF% Host Driven Claiming 8{H¢ £ IRZERI 55 A0FE.

o RUIEH, R HFEES M4 Claiming Joik N RS #HET .

3.9.19 ESP RainMaker Sz FRUJEREACIJ5 5K 7 X BRIl e L 7 BE & S0 B iy
e 2 4 ?

o HHEISZRRE A B 5 Soft Ap B .

o WL 5 58 2 it ESP-IDF Hrfiy wifi_provisioning ZH {4 SE 1Y) . 3547 RainMaker 15 [l -1 43 g
FIGIFER), ARHHTE 4R, 2B (5 BV SR 1 A SCREIIC I O X R 240 e, ] DA
ESP RainMaker App 94251 .

« AIDASINE Ry 2 . FEYEERE, ESP RainMaker W ELIGE E 1T, A ER: Wi-Fi 5588 H
P, Joier H e X, FRAE X .

3.9.20 ESP RainMaker App {ERCIKI I ATIRE23 58 (1 FCR 0, drfal IS ?

7& menuconfig H7¥ Component config -> Wi-Fi Provisioning Manager {3 | i 5635 5¢ P R ]
[ ] Enable BLE bonding
[ ] Enable BLE Secure connection flag

[ ] Force Link Encryption during characteristic Read / Write

Espressif Systems 47 Release master
Submit Document Feedback


https://github.com/espressif/esp-rainmaker-common/tree/473417c053888d4ad89def7d856e75a366f74122
https://rainmaker.espressif.com/docs/claiming.html
https://www.espressif.com/zh-hans/contact-us/sales-questions
http://customer.rainmaker.espressif.com/docs/faq/#why-doesnt-claiming-work-with-our-deployment
https://github.com/espressif/esp-idf/tree/release/v4.3/components/wifi_provisioning
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master

Chapter 3. W%

3.9.21 ESP RainMaker J& & Y EiAc izl 7

SHRE R Wi-Fi 547 Ja s R A @8 (5, 4 K BT mDNS iR 45, @il ESP-IDF i)
esp_local_ctrl 41{:52 8], RainMaker 75 B BRINH i, T RAE I R A7 A 24 1 M 2 T 2
FHA 47 1) ESP RainMaker 1545 :

» Windows V-4 , 1 55 F &4 %% Bonjour, B GHEM2 4T AT dns-sd -P _esp_local_ctrl. _tcp.
e Linux ‘&, EmF7HIST avahi-browse -r _esp_local_ctrl._tcp.

ESP RainMaker App FFSCHH , F 00560 AU BTIE S . 8 AP BTy, 2
BT SR ACH

3.9.22 f{fi}{] ESP RainMaker Topic J5 \iEf7 OTA b}, AW ! The certificate is not
correctly signed by the trusted CA, XiZWnfAbP ?

TR AT, HHIA OTA AR b OTA IRSF4HIED . MR E A HRHYIE
SHTRER G SISIE S
I3k B OTA ff i 9 URL. £ W DA % F & %4 ¥ % 1 OTA 3§ A
ok F  URL, # =X @ & N hips:/lesp-rainmaker-ota-xxxx-dev.s3.us-west-
1l.amazonaws. com/users/xxx/ﬁrmwar/m/xxxxxxxxxx

2. AR AR A9 OTA IR &5 ik 5. 7575 2 ff Fl Linux iy 247 AT openssl s_client

-showcerts -verify 5 -connect esp- rammaker ota-xxxxx-dev.s3.us-west- 1.amazonaws.com:443 <
/dev/null ,

3. B b . WR—VIIER, fERATREMER 2 25, ar AT RHT 2 MIESS, AFREIE
PR i ] P UE A

AR AT AR TCIRINE, WHRAR IREETT S5 St — i &

3.9.23 Swagger |-#2{itfY) RESTful API n] UL {2 RN, ?

LA, gt APLATIN Try it our EREITT m%&i%E7W%AHmﬁ@mgﬁ%%
7% accesstoken A BETAT, MRFFESCME ] swaggerapis HLFY) user login FEATH5%, %8 IR
o] = 2H token, Pii)i5 it UUTHI_I /7 #Y Authorize K accesstoken JE A FI| 51 i H B AT

3.9.24 ESP RainMaker App ity UL I Siseiy? il 11 SOV 2

* ESP RainMaker App H' iy UL (i 7r /2 i # LA node_config I B ER), T BT UL WL
RWARIT KA P PR ES R ETY

o WTPANEED SRR SR E AR RARIE UL, AR SEE IR0 E App bR 275 W
JPo WERHEERATCFFEZ AR NASH) UL, TR SRR 55 A3

310 F-Jizk%
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3.10.1 OTA JHRATBATHIG R BIS % 7

HSE N

» ESP8266 OTA
» ESP32 %% OTA

3.10.2  ESP32 Wb RAMRG R, S AATHISIR TR ?
ESP32 31 KA R AT A esp-aliyun SDK, WJPAZ [ ESP S xR HL 2451 .

3.10.3 esp-aliyun Y esp-ali-smartliving X ?

* esp-aliyun XHEHRE “PHM-FE7,

* esp-ali-smartliving Xt “EHRYEKRIT-G7.

o P LRS- A TE 2w B, T I RE BRI RERS R, IR AT ER A
o P DGR A DL A i 0B 15 -5 0 I -F- 15 1 DXl

3.10.4  PEHURER)™ MEHIRE 26, BELEn i) 5 R bt ?

o WAREEH R =15 2 ESP RainMaker, @ﬁ(fﬁ:ﬁ%ﬁl‘ﬂz@ﬁ’fﬁi GitHub.
o MR EHAM TG, AR 2:$1A1 BDA RSB AT, &% % sales@espressif.com.

3.10.5 ESP32 5 ESP8266 w[ L) ji:4%; Alexa ol # Google Home " ?

e A[PL, Alexa A]PASZ% aws_iot, fil—L% Alexa Big & BJ#A] .
* Google Home 4 H{& A ~Bl, 7] PAZ% ESP32 2% /KM esp-google-iot,

3.10.6 ESP32 + UIKkM + MQTT Ji X4EA P 2z, WiZELM?

i /] esp-aliyun, $f Wi-Fi #]45 LS #3 44 Ethernet #] 4G L BI A . W] PAZ 2% ESP-IDF T [
Ethernet 7Rl .

3.11 ESP-WIFI-MESH ) J{] {E22

B WEH H Wi-Fi Mesh A1 C 0 5t 5K, HEFRE B 300 FH 3R AT #E 3 1) ESP-Mesh-Lite 7748,
M ASE Wi-Fi Mesh,
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3.11.1 ESP-WIFI-MESH 5 2 KWAFE 7 2 254Mi PSRAM ?

ESP-WIFI-MESH #7511 £ 60 KB, 25 A PSRAM Bk T 34 SRR 00, — Bt i
oSN PSRAM,

3.11.2 ESP-WIFI-MESH g &t OTA ?

ESP-WIFI-MESH #£45 % #it it OTA. OTA H=y: MRS FEREM:, FikE Ry 5. B
7R i3 2% Mupgrade.

3.11.3 ESP32 752 /biks5dt41 ESP-WIFI-MESH 4] %] ?

ESP32 % 4% 1000 /™% 453347 ESP-WIFI-MESH 40 W, 2 3R @ i ki, B4
ESP-WIFI-MESH W %% (20 M g A 512 6.

3.11.4 ESP32 [ij) ESP-WIFI-MESH Router ;5 No Router BizX 45l 21X %] ?

* ESP-WIFI-MESH [ 1) Router Fse M i i d b4 T 4100, MY 2B ph 4% o
* No Router #3027 Tolk th #3557 FubAT B4R, BT A R 5 SN 5 5

3.11.5 ESP32 i ESP-WIFI-MESH HEAME 115 5l dR R A B8 th 2545 S 52 LM 7

LA T EA R Wi-Fi i SSID, 7E 115 A 8 & %) Wi-Fi i}, ESP32 [ ESP-WIFI-MESH
ST R R

3.11.6 ESP32 ¥ ESP-WIFI-MESH &% nf F gl & 5 4% ?

ESP32 [ty ESP-WIFI-MESH A3 # Il 45 Wik WL, T 1 B ie 5L %

3.11.7 {di)}] ESP32 ) ESP-WIFI-MESH, fE38%E4:5] Wi-Fi 500, e BB K
F4im ?

FEALE A RA N, T4 Mwifi 5] % 701

3118 {f/fl ESP32 ¥y ESP-WIFI-MESH, fEALI {1 03 H 1500, S5l LLfisie b
MBI A7 2% 7

ESP32 [f) ESP-WIFI-MESH ] AR E AN T . &R, R AS 5IRAY SR,
M SE B RS EHS Mesh [ 25 0EA 71625 o
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3.11.9 {fij] ESP32 ¥y ESP-WIFI-MESH, feJciihiigst t, 2AHTI G2 I fiE 1
IU\I]q ?

THmBET, 2R RZ AR AT .

3.11.10 inff 4 ify ESP-WIFI-MESH APP ¥iiihd ?

* i0S Ui YFS4ESRE - https://github.com/Espressif App/EspMeshForiOS
o rLuRIEIDAER; . https://github.com/Espressif App/EspMeshForAndroid

3.11.11 ESP-WIFI-MESH & 47 gk A AL ek th )i % ?
A No Router DA J% get_started Pi PN TEREH T ZE, AIAS%E,

31112 FIH] Mwifi B A1), dnfal 4 f BEAS 15 500 B AT T A AT s 5 i
(RSSI) ?

o A[PAIHIS mwifi_get_parent_rssi () SREIEHARY SH{ESHE.
» 1[PAZ:% ESP-NOW debug YA/~ 7, FRERIADAT 55 B 15 558 .

3.11.13 1 esp-mdf [¥] Mesh &5, 195l 2 BIE 112 B BGE 7 s

Mesh [% 2% Py S T B HEH 2 10 5 @ SO, X EATHRAZ LI IZ —. SR ACK #lL
i, AR BTN/ EAALE], WA TR LA B TTE R TR .

3.11.14 ESP-WIFI-MESH u] CLE A7 Vi i B0 a4 2 ik h 10 2

FUGMRAY A W] AR B i, R IR 137 500 & R ECE e e EARTY AL, AR )50E
ﬂ‘Ew AR R T

3.11.15 ESP-WIFI-MESH (¥ i sire M il 4G £ 5580 7

ATPASEEL, HHEFIEA LTI HZ RN H . 71 2% ESP-MDF 1) No Router /-, Y
JoE B A R I TR, ] A 4G AL R
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3.11.16 esp_mesh_set_parent FRERKIEZE G, MK AP, W% R AW Ao
W, e v R A T

s R LA A 4 W %, ESP-WIFI-MESH 2t 1A K~ & Eﬁ_o 200 R, T U A
esp_wifi_scan_start, FREUA]PATER A, FEHRE T A, 1S W Mesh F34H M 7R
Bl

o HEFEE AR BT BT R .

31117 2 fF 2 v ¥ % # Ji it %% phy_init: failed to load RF
calibration data?

IRESRAPIR LA RE AR, JRREEERAAE NVS Bl 3580 Ty, siafTats s
s, M.

3.11.18 ] Bf 155/ 52 Miwifi ?

ffif] mwifi_stop/mwifi_start E{&/KE Mesh,

3.11.19 ESP32 R4 Jeis th Mesh 41, APP /5 2,368 root 42 I111] softAP ?

FER 1 Mesh 3554, Mesh B4 TF R softAP K5 T Mesh S04 DAAMI LA A . ISR
TEFHEE Mesh BAHEA, BLHT ESP-Mesh-Lite.

3.11.20 ESP-WIFI-MESH fi£34: 5] AP, {HAHEZES] AP |- TCP SERVER, i fi
o ?

1522 GitHub issue: mesh -> “with-router” example doesn’ t work with espressif IDF softAP #71

3.11.21  Mwifi ;R BlE 28 PZ I AP ZE4% Rl K25 7 s it dpe R A5 S Fs inf i
zll\ ?

o 1] PAHIFE menuconfig, ¥ Component config>MDF Mwifi > Capacity config B ELE .
« JFPERERT 2% PERE /N
* WIFI-MESH 7 5 n[ il 3:f ESP-WIFI-MESH #% i & 0= 61 #4701

3.11.22 AR G AR RR AR IR I ?
W T 2 — > HTTP flgd5% , FrPAR BB APP AWK, AT LASR AR w oy =U3RR
SRR

o YRR AL, d i UDP @i M TR s ke . AR B ATA el 5 Y
WA, KB Sl APP E2hiE R i
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data_type.protocol = MLINK_PROTO_NOTICE;
ret = mwifi_write (NULL, &data_type, "status", strlen("status"),
MDF_ERROR_CONTINUE (ret != MDF_OK,

true);
"<%$s> mlink_handle",
—name (ret) ) ;

mdf_err_to_

o FEH— S5 fF (TCP/MQTT/HTTP server), 5HR45axliar TCP KiEH S, & /&A K
2 e e Mk

3.11.23 @i mTREC e seh, HiZ kA U i3 r ol i 19 S B i o ¥
% 15 2l m A ESP-WIFI-MESH [%%% ?

o RPN % getstarted /-l i T PR, ZRBlE e —Fr 2, BIFEE TR
S TATERR T SR, AR R LA .

« %% development_kit Hi{q light /15, %75 1T it & ESP-Mesh App #47 ] (Android A T 7E 7
9 F#, i0S Jii e App Store 83 ESP-Mesh 4L Mlit) -

o ORBIARERT AL, i BT, FER AR M . SRR T, QSRR R B
ks, RS B ER SR BB, ATEM T

3.11.24 ESP-WIFI-MESH App J55 &R Ik ?

o FRATE £%F ESP-Mesh App V5 i3] T GitHub |-, %2 EspMeshForAndroid £ EspMeshForiOS.
o WERAESE A A AR S 17 8¢ Bug, #(0] ATE GitHub 5{# X BLHEf TR S 11, AT RS —mf a2
ATAbHEL.

3.11.25 Wi-Fi Mesh £ 4 25 kit b 2 b1 ?
KK 1456 75,

3.11.26 ESP32 [t) Wi-Fi Mesh 3 £ JCig th B 41 my ?

ESP32 1 Wi-Fi Mesh 3745 % 1 41/, 7] 2 i, No Router 74 .

3.11.27 ESP32 {ii )] Wi-Fi Mesh i} LI K Vs 280E2 0 7

o Y£ Wi-Fi Mesh P55, AT DL T esp_mesh_set_max_layer() BR$%E M 45 KESL.
o XTRIEINGER, BARAE R 255 XFFaEInshaits, &IAE R 1000,

3.11.28 i ] ESP32 % He )ik esp-mdf/examples/function_demo/mwifi/router 755,
ESP32 & 73 i, TERS S B W nm iy Ak “espressif”, fnfif
BB #4585 7

HI £ menuconfig, FE Component config > LWIP > (espressif) Local netif
hostname HFEMHEIT] .
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31129 Wi-Fi Mesh o ULiliid TCP I35 A8 15 i e kit g 7

Wi-Fi Mesh [# 25 R 1 TCP it 55 a% H AR Bt 21 98 2 o s sl i, w1 2% Mwifi A7 i i 657
Bl

3.11.30  {£ ESP32 Wi-Fi Mesh p#iafrid firl, #MYNER, REakbift 2%
7

R E %, T Y A% 2 it % MDF_EVENT_MWIFL_PARENT_DISCONNECTED
(MESH_EVENT_PARENT_DISCONNECTED), FfiRIFFefEgiidsli, sArdpkss, Halkss
BT AR AT A

3.11.31 f§i)i] ESP32 47 Wi-Fi Mesh W 1IJF %, Hnifli i) esp_mesh_send() Fi%Y,
BeBRR 55 25 BEATHMC SR AT Bt - Anfl s St NI Y3 AL R 2 MR 95 45 7

* esp_mesh_send() HBE T Wi-Fi Mesh [ 2% N3R5
o WA S AR S5 2 AR R, TR Bl AR AU A B
o IETRABOA R M A SE R A A AR A, AR R R K 45 AT IR S5 A

3.11.32 ESP-MESH 4541 M 2 )5 i 5238 OTA F14% ?

o MRAY AT AIESE IR S 28 AR FF bin SCUF, SRS HEE RS I MAC Bk % 06 45 560 W (7 R 4 36 A 7
OTA F%%.
* ¥E 1S5 Mupgrade 7.

3.11.33 &4 ESP-MESH ¥ &% %l ?

o JTRYRR BT R RS =0 T 52y, BATHBCAMIC R 5 PCB AiJmy . {Hig BLMBIEAJE
FAVATFE G AR, SR 5 PWM FEHIKT B (s i A AL BT, HB0A KI IRt
* W[PAZ% ESP-MDF $KEUEZ T Mesh ff5 HL.

3.11.34 ESP-MESH Vi iR\l 28X 7

#RIAK IDLE 55,

3.11.35 ESP-MESH & JF k3 AP+STA KX, THLafUARE S| AP g ?

AAIPA, ESP-MESH Je/REBFMA T . HFHS% WIFI-MESH /141,
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3.11.36  BEAF LRI MISERR, B B e A o AR T 7
AFE, ARG T R, RENE S 9 B R IRy S B R AT SR

30137 ESP32 kB Aw A MBEA AT 25, S 45T LA BA2AE 2 ms Wy
ek ?

o ERXTHONY R, BIEET esp-mdf KK, R[S light_example 7R 1.
o {di ] esp_mesh_get_tsf_time() A % JE HAG SR .

3.11.38 ESP-MESH Hapfof 3 Y5 i ol 7

A PAJE ] esp_mesh_get_type 22 M 3R ELT S 257,

3.11.39 45345 ESP-Mesh {5 itk Ethernet )it 55 % i S i - ?

152 Mwifi Ethernet 245 /561

3.11.40  ESP-Mesh-Lite it Ji 58 SR L th S w55t 7

* 3§, ESP-Mesh-Lite ik 77 5 32 75711 B 7 5% 7] 2 W, ESP-Mesh-Lite £ 1iHH
o H] JtF Mesh-Lite J5 ik % 425 ) 75 7] i fE Component config > ESP Wi-Fi Mesh Lite >
Enable Mesh-Lite > Mesh-Lite info configuration > [*] Join Mesh no matter
whether the node is connected to router Pl F LI SN .
o XFT IO AR T RR BRI T :
- REWE— MR &, 7l esp_mesh_lite_set_allow_level (1) &HE.
— X HALT A, BH ] esp_mesh_lite_set_disallow_level (1) FRECEEE IFBEATK
SRR R
— Mesh-Lite {5 75 1, #E57 Mesh W48 TF B EE & W HELEE 25F0 Wi-Fi (55 % N %R,
WCRF BT 73 ) SR AN i, DAPRIIE Mesh [0 28 84 BEFA AR € 1

T

3.11.41 ESP-WIFI-MESH (L2241 Wi, KT,
R T AP 50 7

ESP-WIFI-MESH C 241 M}, ALA 7 s i &80 A 35T /5 Wi-Fi Scan Ji6E

s 15 ol LRI T S Wi-Fi Scan £

i

3.11.42  {¥)i] ESP-WIFI-MESH Router fi# gt Jj I, dnfuf YIsegityigs th 25 24 r 4L ?

« T PAYE MESH_EVENT_PARENT_DISCONNECTED )5, Bl FIem:
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mesh_router_t change_router = {

.ssid = "TP-LINK_CSwW",

.password = "12345678",

.ssid_len = strlen("TP-LINK_CSW"),
bi
esp_mesh_set_self_organized(false, false);
esp_mesh_set_router (&change_router) ;
esp_mesh_set_self_organized(true, true);
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AP

41 W

4.1.1 FHiBIFE gatt_server INHL I SCIFAFAERY BT ?

W HH I f2 gatt_server 1 P45 R 4L /8 fatal error: esp_gap_ble_api.h: No such
file or directory, {H3LHBE L5 0.

« }#5 sdkeonfig, 275 oA M BIFE A RS A sdkeonfig.defaults. %5 SDK 11k F Bk K A4
i#, FEREITN.
o AR cmake §53ERGIFE A CMakeLists.txt SO P9 A R BCE— (7 52 .

4.1.2 ESP32 n[L) 3% ¥ Bluetooth LE 5.0 4 ?

ESP32 fifi{f:/~ % ¢ Bluetooth LE 5.0, 3743 Bluetooth LE 4.2,

ESP32 H #ii#ii T Bluetooth LE 5.0 ffJIAiE, {H Bluetooth LE 5.0 [ #iZfig ESP32 AL+ (3
Fe x5 Hwth K- 5 5 Bluetooth LE 5.0 43551188 )«

4.1.3 41l 2 Bluetooth® LE JF&) " fk k5, AT FHLEAMAE] ?

« TN THLIZA S Bluctooth LE s AR THAE “BB” > “BA” U mIiAM LI,

Bluetooth LE J " 29 F AL fiE

o AW % HIY Bluetooth LE App i Bluetooth LE TjjfE. flaN, 5 FHLA LA LightBlue

App.

o TN TRERREAAT G, AL RS G i I T g, AR A e

57



Chapter 4. #RHF4

4.1.4 ESP32 geidi i 77 dt41 OTA ?

] DA 5 o 34T OTA . 10522 /i Bluetooth®, 1] PAELT bt_spp_acceptor A1 bt_spp_initiator &
K.

A SE ] Bluetooth LE, 1] PAEET ble_spp_server Fil ble_spp_client &4 .

4.1.5 ESP32 (¥ S W B annf 247 B fdi ) ?
ESP32 SCRFRUBLEE 4 - BA FRaR I Ty, AT B 22 B s )i A R PT i A o T A3
HIEE S E, Bluetooth® LE ¥ Jf] Bluetooth LE (1) API, 28 7 H 2Lk 411 API,

2 3% 7F 5 Bluetooth LE F:771 B 7] 2% kY ESP32 Bluetooth & Bluetooth LE XWUA i A 77
i

4.1.6 ESP32 11 Bluetooth® LE #FiH- it 270 ?

= ESP32 {{ Bluctooth LE 7 S T4 I %, IATERBET4E . MEHE IR . MTU K/INDA Kot s % 4
PERESF S .

* ESP32 - FZ i) Bluetooth LE i fi e K #r it L] 15 700 Kbps, 25 90 KB/s, HAAH A2 ESP-IDF
F1) ble_throughput example .

4.1.7 ESP32 %+ BT4.2 DLE (Data Length Extension) ?

¥, ESP-IDF AT iAHS 57 455 Bluetooth® 4.2 DLE, % Jo%f WV [1) sample code, A] EL2EAH &
BEOSEPl, ZL: esp_ble_gap_set_pkt_data_len.

4.1.8 ESP32 (15 71 Al Wi-Fi fnfafEA¢ 7

JE menuconfig W, H 4~ £F B #% Wi Software controls WiFi/Bluetooth
coexistence, M T i3 ¥ k4§ ESP32 B i 7 fl Wi-Fi 34, 0] DA 5 Wi-Fi.,
W A ¥ RE 37K
o UNAR{HifE Software controls WiFi/Bluetooth coexistence 3%, Bluetooth®
LE scan [A]fG A3 0100 slots (#5160 ms) . 7 H 2 Bluetooth LE 5 Wi-Fi 3t
17, TP AR IAUAN T o] 18345 6« (BT AR I 75 %93 2 Bluetooth LE scan
window IV )T 150 ms, f H. Bluetooth LE scan interval & /NT 500 ms.
o AAEMIE S Wi-Fi U7, WEST R A5

4.1.9 ESP32 W5 5F A e VAR 5 AR I ?

THERZ sales@espressif.com FASAEE MM IR &
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4.1.10 ESP32 ¥ F R AL 7

ESP32 WA (AT )5A 8 44, XV -12~ 9 dBm, [A]Ff 3 dBm 4. 42l R Exs &bt
DHARAEATIRAN AR P B )Xo B 2 R S5 G e RS 67

4.1.11 ESP32 n[)5:8 Wi-Fi fil Bluetooth® LE B3 gy ?

AIPASERL, XAE TN 2T % alPAiE i Bluetooth LE ZREUE M, i Wi-Fi #ili . n&%
Wi-Fi fIE S EA7H) demo, B H TR RIAT

4.1.12 ESP32 [fj Bluetooth® LE T fEHiigiiE 2/ ?

i = K B & M E FBH
(mA) (mA) &
Advertising: Adv Interval = 40 ms 142.1 32 42.67
Scanning: Scan Interval = 160 ms,Window = 20 ms 142.1 32 44.4
Connection(Slave): Connection Interval = 20 ms, latency | 142.1 32 42.75
=0
Connection(Slave): Connection Interval = 80 ms, latency | 142.1 32 35.33
=0

4.1.13 ESP32 ¥ FWiet Bluetooth® LE Profile ?

H A 2R 52 #4010 GATT/SMP SR ELRbfiHe, S7HrH & LECE; B2 LR E A Bluetooth LE
HID (#%%3%). . DIS. BFi (¥ 4HM) %,

4.1.14  nfal i1 ESP32 5 5F a4 THLRR I 50K 7

FF-HLE i W A 4% 4, ESP32 fI/E A2DP Sink. A2DP Sink Demo H 2@ it F-HL3H SBC
éﬁ@ﬂfﬁ}%oﬁ FERROE TR, HEMMORARRLE, E RREARR A . BUBR Y. 19
P AL

4.1.15 ESP32 Y] SPP PERE I 7

i P H ESP32 JF A AhS Y SPP, Bf [] 73 i T3k 1900 Kbps, #4235 KB/s, CHETHEHE
B AE .
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4.1.16 ESP32 [’ Bluetooth® LE {# 43 Eig Kk 270 ?

AR I Bluetooth LE 1% 4 % 1] PAiA %] 700 Kbps.

4.1.17 ESP32 Bluetooth® LE #jifaf JE A Light-sleep FiWg ?

R PF EFE 2SN 32 kHz 1AMk, 750 Light-sleep A A5
BpF L (SDK4.0 PAK VA EIUA A £ 34F) 1 menuconfig HHaR BATREDA FACHE:

¢ Power Management:lmenuconfig>Component config>Power management > [*]
Support for power management
¢ Tickless Idle:l menuconfig > Component config > FreeRTOS > [*] Tickless

idle support (3) Minimum number of ticks to enter sleep mode
for (NEW)

ik F(UEE “Tickless idle” HIREfd ESP32 Haliik A Light-sleep #1X . QIRTE 3 5411 (BAIA)
WICAT 453247, W) FreeRTOS $f#E A Light-sleep A5z, [l 100 Hz 35413 4 30 ms. #5iA22
i Light-sleep A FRFEE ], F3E K FreeRTOS (138 m k223, A1 menuconfig
> Component config>FreeRTOS> (1000) Tick rate (Hz),

» Configure external 32.768 kHz crystal as RTC clock source :l menuconfig > Component
config>ESP32-specific>RTC clock source (External 32 kHz
crystal) [*] Additional current for external 32 kHz crystal

#%7E:  “additional current” YEIV JyfEck ESP32 WL R4 Myt 528, W45 Gsfdi Fll 435 32 kHz
mm AR BB I . TR RE 4 I LR R — A0 A HRAS Ao

* Enable Bluetooth modem sleep with external 32.768 kHz crystal as low power clock :|
menuconfig>Component config>Bluetooth>Bluetooth controller >
MODEM SLEEP Options > [*] Bluetooth modem sleep

4.1.18  BEHE ESP32 (v B PRI 5 X, e AT SO UL 55 7
itk B LB T 2% ESP32 Blufi, A RLI 7 17T AZ% Blufi.

4.1.19 ESP32 UL¥; 5F SPP iyl Rigik 2l b 7

TEFF AT, XUa] RISk, <l Al 5] 1400+ Kbps #1590 Kbps (MEHRAUENS%, &
Bl DL R AR Y BRI SE ) o

4.1.20 ESP32 (1% 7 )& 73 3 %5 Bluetooth® ver2.1 + EDR fpi¥ ?

Hes. ESP32 WY1 FAAR), ERIDAGE I E I ey 357 ) 27 I
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4.1.21 ESP32 L5 2/ 1% it ?

Bluetooth® LE Server i K328 9 & P, W H H &AL E 241 ble_max_conn. i
FROETERE N 3 1N P o

4.1.22 ESP32 {fu 3R 0 7F B 251 MAC Hihl 7

Y5 esp_bt_dev_get_address(void); APT JARHUH 7 B B i) MAC Rtk . 7] PAYE FH esp_err_t
esp_read_mac(uint8_t* mac,esp_mac_type_ttype); API 3REU R S ik AT 53-35 MAC Hudik .

4.1.23 ESP32 SDK HgRIN PR M) 4k %20 7

* ESP32 SDK HrRiAfE oL T A TIRG G 5, AHRLI 2 SF 035 +3 dBm.
o ESP32 WA M2 TR 0 2 7, I 8 ATRG], KPR E M -12 dBm 3] 9 dBm. ZjRH
PRI LI, RN 3 dBm.

4.1.24 ESP32 Wi-Fi Smartconfig fit ) fll Bluetooth® LE Mesh nJ UJ, [si] i {i JJ 0 7

AHEFEFI ST IT o

* Smartconfig 5 Z— E UL MEHE, FrPAss—EL 5 H KL, W15H1 Bluetooth LE Mesh JE[f]
i, 2FBRMCRIEE .
* Bluetooth LE Mesh 1] PAF BluFi [FH# ], 7 DAHEZERC M 5 =156 4% BluFi fi [ .

4.1.25 ESP32 iz oF Tkt 2 ?

A2DP (Single core CPU 160 Mhz, DFS = false, commit a7a90f)

R it =AE (MA) | &/IME (MA) | Fi518
Scanning 106.4 30.8 37.8
Sniff 107.6 31.1 322
Play Music | 123 90.1 100.4

4.1.26 ESP32 Z 5SS ik p 4%

» ESP32/ESP32-S3/ESP32-C3 15 4 & Y o % ] i i esp_ble_tx_power_set() R B 3EAT % B, °] &
esp_bt.h,

o XTT ESP32-C6/ESP32-C2/ESP32-H2 m] DA 4 1# f] esp_ble_tx_power_set_enhanced() API 1% & & 415

o XFTEMAE A T DA esp_bredr_tx_power_set() #HATIE .
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4.1.27 ESP32 Y] Bluetooth® LE #5 5 Fe M 3 2 Ml 7 J& /M IR ?

 ESP32 {5 A ECM , f&#% BluFi ML, 32515 Bluetooth LE 73 ME—2, M SER, £, /D
K. OPPO. fkjk. —fm. H%EFRmFL, MR .
o H Hi BluFi ts & F-HUR B B4 RS ERE 2 P8

4.1.28 ESP32 jzafr bt_spp_acceptor Bilfi}, 10S &4 Jcik:HIii8) ESP32 ¥ess {2
P ?

o SERIIRHIEE A A2DP. HID #Y keyboard. avrcp DA} SPP (§53% MFI)
AMin 45 Bluetooth LE 1) ANCS.

« WU 10S B MU A 0 SPP A3 T 2 X3 SPP A58 MFLAE. F i ESP32
SPP ¥ A7 id 4t MFLAIE, A UL T0S 4% Toy 4 %] ESP32,

M5 i 1 Bluetooth® LE

4.1.29 [ESP32 Bluetooth® LE/Bluetooth® Secure Simple Pairing (SSP) 5 legacy pairing
RATEXfEE ?

* Secure Simple Pairing (SSP) [t legacy pairing 5 fil“4 4 .
* legacy pairing il I} #R /% HI%, Secure Simple Pairing (SSP) il /il i) /2 ARXS AR A% SRIA -

4.1.30 ESP32 Bluetooth® LE MTU J/panff e ?

« ESP32 3% 4 Bluetooth LE B[y MTU 3y 23 235, i KAl DAIE Yy 517 5735,
o FHLimAg MTU |l FHLim A7 X, HZEERN MTU B8 MTU 8 /NAHE—14 .

4.1.31 ESP32Bluetooth® LE EiX, B ) #k%dg % 2] “W (17370) BT_BTM: data exceed
max adv packet length” fjifuffi e ?

o PSR R 2 IR R K R o R A K B R

. T; WA BT KRR 31 5. R 31 17, R4 At & £ 57— 2udls, A
.

o WURTRERRAEEE K B AR BRI, R A B T DARCLE $ 6 i 3 83 40 (scan response data)
H

4.1.32 ESP32 Bluetooth® LE fig &3[Rl I} 2 F 1 MBI, 14 gatt server i9la]sf, o] {f:
i gatt client £ HAD 2510 ) R B ?

o Ty, H[SHEBIFE gattc_gatts_coex,
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4.1.33 ESP32 [fj Bluetooth® LE %35 6 AU - 245 Wk KU 7

o HE TR RN HYOE , FER AT, ESP32 Bluetooth LE 4% 3 M4 AT AR E (5

* Bluetooth LE [ i KEZEHECA A — MIEFI{E, E2 1 Bluetooth LE 345 [Al I IEFZ I %, RF 2
BT RE, FBEWRTE IR R K 8] 5 F S B0 2% A e W T

o EHSSE A connection interval . connection window ., latency. timeout, i] PAYE latency PAWNIA
W, HEFEE timeout MBI, R FEEEREETIT.

o BIECEZSHH interval & 100, window ;2 5, Wi-Fi XN, RS ERRLZES. WRHT
Wi-Fi, B(# interval WEPA/N, $FHRBERE DR,

o 4 Bluetooth LE 352 4N% 4 A RN, RF 1Y solt B P 45 MR &1, firDA Bluetooth LE 1% 4%
R Z ], FEE R 5.

4.1.34  {iJi] ESP32 B 451104 Bluetooth® LE F:HL, & k3Z+% b GNP AT AT
#%?

* ESP32 ] Bluetooth LE iz K304 9 6 AL UEATHERE, B BCERARE AR 3 4.
e T g menuconfig > Component config > Bluetooth > Bluetooth controller > BLE
MAX Connections ﬁﬁﬁﬂﬁo

4.1.35 ESP32 ijiff izt Bluetooth® BR/EDR 4% 3 7

o N Z:2Z 4% classic bt N bt_spp_acceptor B bt_spp_initiator .

4.1.36 ESP32 [ # ESP_SPP_SERVER filf, o] &l F 4 408 ?

o WA AFRATAES B adv S

static const uint8_t spp_adv_data[23] = {

0x02,0x01, 0x06,

0x03,0x03, 0xF0, OxAB,

0x0F, 0x09, 0x45, 0x53, 0x50, 0x5f, 0x53, 0x50, 0x50, 0x5f, 0x53, 0x45, 0x52, 0x56,
—0x45, 0x52};

* AT OXOF FOR JRSERUE R N 15, 0x09 Fon Bl (Bl AL ), 0x45 THiR 5 2E
B ACRBL A A PR B ASCITRS (BRIA4: BLE_SPP_SERVER).

4.1.37 ESP32 | BluFi BIfE1rACM, #5116 EspBluFi APP {ERCHE FifdE 1« —
AR Wi-Fi NI JCIEER: , BEREN APP il B8 5k 18 “H1H” a2 et
SFBBAAEE, 2K ?

* BluFi BIFEMLELE Wi-Fi BRI 0] PAKCIE Wi-Fi S f Ay 4

 {HA]¥E blufi_example_main.c /4 T i) case ESP_BLUFI_EVENT_GET_WIFI_LIST:{}; sR&0% 473
fin ESP_ERROR _CHECK (esp_wifi_disconnect()); K %5 fiff e b i)
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4.1.38 fif] ESP32, unfuf$sa BLE ¥E8/% 3% 1F core 0 |-3&47 ?

« ESP32 1) BLE % £/k 3% H Hi A X #§ 4§ & £ core 1 [ iz 47. W] il i fff B menuconfig
> Component config>FreeRTOS >Run FreeRTOS only on first core #f7i%HE.

o RIBILI FHEER, W[{#i ] xTaskCreatePinnedToCore() Y xTaskCreateStaticPinnedToCore() API 34|z
5oL BRI L BT 55

4.1.39 ESP32 B SCHF By HRR 2 5 WoniLey, B2 7

o BRI BEI g AR ) SR SRS N2 UTF-8, 7 BB R a1 2 i A XUl UTF-8.

4.1.40 {31 ESP32 e o i LAbsrmh, il RAGMBA K 253 (MTU B
K 263) , FEAE R ST 2 W et . WL R AT BluFi
PREPPX, nI 2R — B K BER B, s AT Il i e 15 58 ml 1 s 1

AR ?
o (EME ST HIE_E A R RO AT 2 A U A AR NS, T e R A B SRR L
LA .

* BLE {0 K &% E Iy T ESP_GATT_MAX_MTU_SIZE %%, W& iiiH].

* WA MTU Size K/NSEHida i, A0 MTU KR 20 MTU 22407 50k
B AR ERINE MTU (R e &84T MTU e fli 9 MTU S ize A AR P @ 15 6]
() MTU Size, W[#%H MTU ZHJSHERZ R, BlUBKAER(E :

case ESP_GATTS_MTU_EVT:
ESP_LOGI (GATTS_TAG, "ESP_GATTS_MTU_EVT, MTU %d", param—->mtu.mtu);

4.1.41 ESP32 U4 7 % 595 Profile ?

e HEiZ#r A2DP, AVRCP, SPP, HFP. HID.

4.1.42 ESP32-C3 Bluetooth® LE (BLE) £ dds % H wf Lk F 2 4 7
o B4 PPAN.

4.1.43  BLE vpriufaf &) BRiInt ] ] e ?

o SHEIH B M) IB SRR T adv_int_min fll adv_int_max ISR E . XA RIRN T
I3 R 6] G ) /ML RN e KA

o IR B[R] S B0 HUEE LA 0x0020 to 0x4000,  ERIAE A 0x0800, X i1 ) 4 sl 1] S S B *
0.625 ms, HJIJ &} ] [A]BF 4 20 ms F] 10.24 s,

* Y adv_int_min fl adv_int_max AR[EEF, 3R] ] BRAE A DX R P24, 24 5 I MELRT
AR BB B ] —AMELRS,  ERF [ Pa] s [ 5 R i (L
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4.1.44 ESP32 22l 75 B e an gy {6 T Bloaim A PIN 75 ?

A PAEIL 2] Secure Simple Pairing, MIMAN$F Legacy Pairing,

* v3.3 5| v4.0 (A~ f15 v4.0): Component config>Bluetooth>Bluedroid Enable
> [*] Classic Bluetooth> [ ]Secure Simple Pairing

e v4.0 & PA I Component config > Bluetooth > Bluedroid Options > [ ]
Secure Simple Pairing

4.1.45 ESP3R2 % NHZ VWA ?

o Pl

— BLE Hifi: 40 KB

— BR/EDR Hif5i: 65 KB

— XL 120KB
o FiA

— BLE GATT Client (Gatt Client {7~ ): 24 KB (.bss+.data) + 23 KB (heap) = 47 KB
BLE GATT Server (GATT Server ji75): 23 KB (.bss+.data) + 23 KB (heap) = 46 KB
BLE GATT Client & GATT Server: 24 KB (.bss+.data) + 24 KB (heap) = 48 KB
SMP: 5 KB
2 iE F (285 F A2DP_SINK 755, 417 SMP/SDP/A2DP/AVRCP) : 48 KB
(.bss+.data) + 24 KB (heap) = 72 KB (FRBilifTHIA4ME N 13 KB)

Frik: DALY (Heap) S0 & {155 1k (Task Stack), PSS B M RLIM IS HORIY , BN,

o flifk, PSRAM Jfi A :

J& ESP-IDF V3.0 & PAJ5, #TJF menuconfig B ¥ 7 32 H A PSRAM #{ <%, K Blue-
droid(Host) 43R4y bss/.data B K et A PSRAM, W[ %i4bE i 50 KB,

4.1.46 ESP32 fifi J}] gattc_gatts_coex.c FFEMA BLE Z 4%, fF menuconfi Hu}%§ BLE
Max connection [iLEEMIBE A “57, (HIBRIREE 4 M3, EEBSA
BRI 2R e, RAF2mH ?

o #5¥E menuconfig H1 BT/BLE MAX ACL CONNECTIONS BrE LI E N “57,

4.1.47 ESP32-C3 BLE [RIB} 325 MBI, 7§20 IWEBEREREE » E LD 7
IDF: release/v4.3, master
» ESP32-C3 [l SCRF E M, L 8 Mgz, i, ESP32-C3 4T 4 4> slave 4,
B2 8 - 4 = 4 /> master BATTERE .

* 734k, ESP32-C3 HIfE slave B, W#{ 8 /> master 45 1%4:; FAFE master if, Pz 8 4~
slave %45 .
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4.1.48 ESP32 2% 771t MTU Size I k[ 2 K8 ?

o ESP32 2k FA PR, 4> %1% A2DP FI SPP #4¥. BT A2DP fij MTU Size fr K% E (2RiA)
A 1008 FAY, Hob sk 12 71y, W2 SE b s gdE 2 B A 1008 - 12 =996 (F75); BT SPP
i) MTU Size fiz Kk (BRA) B R 990 75,

4.1.49  Wi-Fi fifisF 3 4emb, B 3L ELxXX error (Lbln ELx200) fififfige?

CHIP: ESP32

o %5 H i B #E commit 386a8e37f19fecc9ef62e72441e6e1272fa985b9 &4, 44 % %}
V1) commit 47 IIR .

4.1.50 BLE Wifnfdify ?

o i EARE THAAEESE, in:
— TI Packet sniffer
— NREF Packet sniffer

4.1.51 {551l ESP32 3 %M, MliA4LF )L/ AR ESP-IDF i) BluFi BIRESEA rRCM, X
i Z e A A TE I P e, St 25 ?

E (117198) BT_L2CAP: 12ble_update_att_acl_pkt_num not found p_tcb
W (117198) BT_BTC: btc_blufi_send_encap wait to send blufi custom data

« 24 P M 4, T components/bt /host /bluedroid/
btc/profile/esp/blufi/blufi_prf.c e 14 T, b
esp_ble_get_cur_sendable_packets_num(blufi_env.conn_id) B/ T')
esp_ble_get_sendable_packets_num(),

o SLIMBICAETET R o BT8R, W AT ESP-IDF Ry fif Release Mi4s .

4.1.52 (i ESP32, B§M#ioF G Al light-sleep 55X, JFE light-sleep BEX T PR 4§
WP ?

« ESP32 {#i [ light-sleep #%ix;, F5%% ESP-IDF release/4.0 PA_F A SDK 4 32.768 kHz i 1E .
o light-sleep #i30F, W7 0] APRIFERE. 52 % Bluetooth modem sleep with external 32.768 kHz xtal
under light sleep F5Fg .

4153 Ififfizsk ESP32 Wi oF ) H #4 8k 7
o BB LE AR :
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static uint8_t raw_adv_datal[] = {
/* flags*/
0x02, 0x01, 0x06,
Tx power*/
0x02, 0x0a, Oxeb,
/* service uuid*/
0x03, 0x03, OxFF, 0x00,
/* device name*/
0x0f, 0x09,'E','S','P',' ','G','A','T','T','S','_','D','E ','M','0"

bi

o LA /* device name*/ NBMI. Hr OxOf Nt F BB AR NS K, 0x09 FRIL
%ﬂ’fﬁ*ﬁb&%%o Eéd;ﬂ/g ¢E7 , asv , 4P7 , 4_7 , an , cAv , ‘T’ , ‘T’ , asv , ¢_7 , cDu
JET, MY, f0T )RR IR A4 ASCHL S EIA.

4.1.54 BLE 5.0 )Rtk legacy BEXIN S file K) kK IEN 24 7

o R SHEE] 31-byte.

4.1.55 BLE )RRl e @y Al E R w?

CHIP: ESP32

e n] % Z# gatt_server demo, ¥ J ¥ 2 A adv_type T B B N
ADV_TYPE_NONCONN_IND,

static esp_ble_adv_params_t adv_params = {
.adv_int_min = 0x20,
.adv_int_max = 0x40,
.adv_type = ADV_TYPE_NONCONN_IND,

.own_addr_type BLE_ADDR_TYPE_PUBLIC,
//.peer_addr =

// .peer_addr_type =

.channel_map = ADV_CHNL_ALL,

.adv_filter_policy = ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY,
}

4.1.56 EFEmEH 4y ESP32-WROOM-32D bl i #2: % 2% W 9F HCI iy 4?

o HZ IR controller_hci_uart_esp32.
» ESP32 HI{E controller, HAhi%451E R host, BT UART %5 ESP32 %% HCI 354
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4.1.57 ESP32 &8 A2DP Kk ?

ESP32 % F A2DP K&k 45, WS ZfIFE a2dp_source.

4.1.58 ESP32 Bluetooth LE "Il L2 /P8 ?

ECES TR VS

4.1.59 ESP32 {KIFEH 7 vl LL{di ] PSRAM 1 7

# B £ Component config > Bluetooth > Bluedroid Options H &
BT/BLE will first malloc the memory from the PSRAM Pt &, BIRJ1EALEhEER 7 1] PSRAM,

4.1.60 1{di}}] ESP32-C3 BLE Scan b}, &0 L%k B {LE1% Long Range [#¥%4% ?

o 1] PA, W] F T esp-idf/examples/bluetooth/bluedroid/ble_50/ble50_security_client %] £ 3 M i, K
ext_scan_params 2 #{ W B " .cfg_mask = ESP_BLE_GAP_EXT_SCAN_CFG_UNCODE_MASK
| ESP BLE GAP_EXT SCAN_CFG_CODE_MASK g b .cfg_mask =
ESP_BLE_GAP_EXT_SCAN_CFG_CODE_MASK, X ¢ 5t 7 WA {45 # %] primary PHY 2t % 34 LE
CODED PHY (" 3% 43

4.1.61 ESP32 558 Qe AR KBS A AT PR ?

o ESP32 M5 F R AFR K EABEL 248 7Y, Lhrl TR G AMZ R T WA T BEdEunKE. 2T
it BT AR, 355 I, CONFIG_BT_MAX_DEVICE_NAME_LEN,

4.1.62 f§i)1] ESP32 ifaf ¥ ¥ BLE Scan sk A1 i Asy™ Hz vt ?

o YEffi ] esp_ble_gap_start_scanning() K$(I145 BLE Scan I}, *#f duration 58 >k 0 BIA] .

4.1.63 nfnfidk ESP32 3L BLE #4511 RSSI F)1i ?

* Afgi H esp_ble_gap_read_rssi() BRACEIRIN T #4521 BLE 5451 RSSI[A{H
o FETUREUE B HEHBA A BLE X451 RSSI #{H, #57E ESP_GAP_BLE_SCAN_RESULT_EVT
Ff- A ] ble_scan_result_evt_param ZEF4 {45 RSSI 250 HIFT EI .

4.1.64 Wik BLES.O {&450b 25 7 niff ¥t ¥ BLES.0 11 Long Range Biz, 7

o TESCBR A o, BLES.O % i 2 7E 200 KAc Ay, B LASE BriiialiE 25k i . ESP32-S3 3 4:F BLES.0
(i, T Coded PHY (125 Kbps F1 500 Kbps) 5 3% RS PUE I B (Long Range) i (% .
o WA 125 Kbps Coded PHY FIME K & S )34 (tx_power), HeSLPUTEE Bl (5 . S8 W FE:
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https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/bluetooth/esp_gap_ble.html#_CPPv421esp_ble_gap_read_rssi13esp_bd_addr_t
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/bluetooth/esp_gap_ble.html#_CPPv4N22esp_ble_gap_cb_param_t8scan_rstE
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master
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esp_ble_gap_ext_adv_params_t ext_adv_params_coded = {
.type = ESP_BLE_GAP_SET_EXT_ADV_PROP_SCANNABLE,
.interval_min = 0x50,
.interval_max = 0x50,

.channel_map = ADV_CHNL_ALL,
.filter_policy = ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY,
.primary_phy = ESP_BLE_GAP_PHY_CODED,

.max_skip = 0,

.secondary_phy = ESP_BLE_GAP_PHY_CODED,
.sid = 0,

.scan_req_notif = false,

.own_addr_type = BLE_ADDR_TYPE_RANDOM,
.tx_power = 18,

bi

« BLES5.0 f5i#% I, ESP-IDF HLfJ ble_50 73,

4.1.65 Jt T ESP32-C3 jfii esp_ble_gap_set_device_name() ¥ X ¥ ¥ 9 # 8k, 1F An-
droid Pt Liafy AT, JFibas A L ued ik, fE 10S Vst b, Besy #RR0)
SRR Z BRI T B8k, EREA el e Apple ¥ey L BREIEHR L ?

o It} FF Ol Raw data [ X Ok ) B BLE J7 # 2, ¥ JE7E menuconfig HL{# A
CONFIG_SET_RAW_ADV_DATA % I (idf.py menuconfig > Example 'GATT SERVER'
Config>Use raw data for advertising packets and scan response data), /S
J& H E X gatt server 79 BLAY T HECLZEHA A& BT .

* i fd ] nRF Connect APP i#F1 7l FRATMid, 7 nRF connect APP |2 1EH Y, iXFPEl4: 5 10S
APP AR EH K.

4.1.66 i JH Wi Pe ESP32 JF % B ik ¥5 oF % ¥, fdi H gatt_security_client Fll
gatt_security_server 7 BiliE 2,V B % 11 gl 7

* gatt_security_client il gatt_security_server 7 {5 BRI\ 15 B 1Y) [&] 72 e X %5 80wk 2 123456, & LTS
uint32_t passkey = 123456, 0] DA BAT B HAL Y .
« W ESP32 I umBA TR A monan Fl A AL, L IFERF 1O fig J7i% # 4 No output No input, &
7] PLZ% Gatt Security Server Example Walkthrough 3 T fi# 55 2 4175 .
o LN E F-ahE ABCXTS54H, A gatt_security_server 75l H Y esp_ble_io_cap_t iocap 1% 4
ESP_IO_CAP_OUT #4350, $X 540 PAf# il nRF Connect APP 5 BLE Server 37 %42 .

4.1.67 ¢ gatt_security_server ¥t ¥ & ESP_IO_CAP_OUT & KX, Jf ¥
gatt_security_client {1 i% ¥ & ESP_IO_CAP_OUT FiX, R ExE
i) passkey, {HUEBREREVER: b, WEBDETH2 5P ?

* server & & N ESP_IO_CAP_OUT ##CH}, gatt_security_client 1% 1% B & ESP_IO_CAP_IN ##=,
o [A]IEETLAE gatt_security_client ¥ [ case ESP_GAP_BLE_PASSKEY_REQ_EVT 4K, AN
AR B sl A i 5 U B R 1Y passkey (Eg i 2 BEIERE RS OL -

esp_ble_passkey_reply (param->ble_security.ble_req.bd_addr, true, 123457);
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https://github.com/espressif/esp-idf/tree/v4.4.4/examples/bluetooth/bluedroid/ble_50
https://github.com/espressif/esp-idf/blob/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_server
https://github.com/espressif/esp-idf/blob/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_server/main/gatts_demo.c#L77
https://github.com/espressif/esp-idf/tree/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_security_client
https://github.com/espressif/esp-idf/tree/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_security_server
https://github.com/espressif/esp-idf/blob/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_security_server/main/example_ble_sec_gatts_demo.c#L561
https://github.com/espressif/esp-idf/blob/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_security_server/main/example_ble_sec_gatts_demo.c#L556
https://github.com/espressif/esp-idf/blob/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_security_server/tutorial/Gatt_Security_Server_Example_Walkthrough.md
https://github.com/espressif/esp-idf/tree/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_security_server
https://github.com/espressif/esp-idf/blob/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_security_server/main/example_ble_sec_gatts_demo.c#L556
https://github.com/espressif/esp-idf/blob/v4.4.4/examples/bluetooth/bluedroid/ble/gatt_security_client/main/example_ble_sec_gattc_demo.c#L386
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master
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4.1.68 ESP32-C3/ESP32-C6/ESP32-S3 j&: & % i 9 AOA/AOD?

» ESP32-C3/ESP32-C6/ESP32-S3 ¥J A 2 #5145 I AOA/AOD. HHi, FATEMA e MEA X5 T
AOA/AOD,

4.1.69 ESP32-C3 .85/ 1)1l BLES.0 fth 52 £t de K BLE )" B ER R KE 2R 7

« ESP32-C3 BLES.0 3 #f W &% K )7 # # # & K K 1650 % 4y, " @ &
esp_ble_gap_config_ext_adv_data_raw() API #fT1% % .

4.1.70 ESP32 47 API nl ] T34 5t 4% BLE )t bR elidsk 7

o QIR F Y2 bluedroid i8R, HETREA AP o] T2 .
o QAR /2 Nimble Pttt (HLGEM Y2 BLE 4.2 fYED &)%) , W] I ] ble_gap_adv_active
AP AR

4.1.71 ESP32 HIffz BLE server 32 £$ 2/~ client [s]isF a4 7 dnfaf SEEEWE 7

» ESP32 A PAYEN BLE server 7 #22{~ BLE client [f]it4% A, 0] PAYE A BLE client [&] i iE £ 4~
BLE server, #5119 BLE $aE B8N 3 1.

* M BLE server I, HEHE client #4522 J5, FRRIF/E)#ERITT . DA gatt_server_service_table Sy fi,
FEULB] ESP_GATTS_CONNECT_EVT 4 )5, i/ esp_ble_gap_start_advertising B
.

* JI{E BLE client [}, W] PAZ:#% gattc_multi_connect i FE .

4.1.72 Wl B¢ ¥ BLES.O [ £58e 1Rt ] 7

* ffiJf] esp_err_t esp_ble_gap_start_ext_scan(uint32_t duration, uint16_t period); API #i47i% B, 24 period
EFH O i, duration (] kRS,

4.1.73  nff 2T GATT Server HIf¢ i e —4 128 {vi UUID 1) GATT JJR55 ?

LE =2 RN CE

static const uint8_t pctool_service_uuid[l6] = {

0x00, 0x03, Oxcd, 0xd0, 0x00, 0x00, 0x10, 0x00, 0x80, 0x00,.
—~0x00, 0x80, Ox5f, 0x9b, 0x01, 0x31
bi
static const uint8_t pctool_write_uuid[16] = {

0x00, 0x03, Oxcd, 0xd2, 0x00, 0x00, O0x10, 0x00, 0x80, 0x00,.
—0x00, 0x80, 0x5f, 0x9b, 0x01, 0x31
bi
/* Full Database Description — Used to add attributes into the.
—~database */
static const esp_gatts_attr_db_t gatt_db[HRS_IDX_NB] =

QS
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https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c3/api-reference/bluetooth/esp_gap_ble.html#_CPPv435esp_ble_gap_config_ext_adv_data_raw7uint8_t8uint16_tPK7uint8_t
https://github.com/espressif/esp-nimble/blob/f8f02740acdf4d302d5c2f91ee2e34444d405671/nimble/host/include/host/ble_gap.h#L831
https://github.com/espressif/esp-idf/tree/master/examples/bluetooth/bluedroid/ble/gatt_server_service_table
https://github.com/espressif/esp-idf/tree/master/examples/bluetooth/bluedroid/ble/gattc_multi_connect
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32s3/api-reference/bluetooth/esp_gap_ble.html?highlight=esp_ble_gap_start_ext_scan#_CPPv426esp_ble_gap_start_ext_scan8uint32_t8uint16_t
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master
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// Service Declaration
[IDX_SVC] =
{
{ESP_GATT_AUTO_RSP}, {ESP_UUID_LEN_16, (uint8_t *)s&primary_
—sservice_uuid, ESP_GATT_PERM_READ,
sizeof (pctool_service_uuid), sizeof (pctool_service_uuid), .
— (uint8_t *)&pctool_service_uuid}
} 14
/* Characteristic Declaration */
[IDX_CHAR_A] =
{
{ESP_GATT_AUTO_RSP}, {ESP_UUID_LEN_16, (uint8_t *)é&character_
—declaration_uuid, ESP_GATT_PERM_READ,
CHAR_DECLARATION_SIZE, CHAR_DECLARATION_SIZE, (uint8_t *)¢&
—char_prop_read_write_notify}
b
/* Characteristic Value */
[IDX_CHAR_VAL_A] =
{
{ESP_GATT_AUTO_RSP}, {ESP_UUID_LEN_128, (uint8_t *)é&pctool_write_
—uuid, ESP_GATT_PERM READ | ESP_GATT_PERM WRITE,
GATTS_DEMO_CHAR_VAL_LEN_MAX, sizeof (char_value), (uint8_t._
—*)char_value}

by

4.1.74 JET GATT Server BIREZEATIIA, J& 5 nf CAMERER IR 1800 F1 1801 IR 55 Js
P ?

1800 7l 1801 [t J&HE & BLE Wil by bR e GATT [ @, R T DAMIR SRR . &A1
BLE B ALy, HROL T A B A BRI M DR 0y, P AREF 5 Rk BLE sl e
1@0

« OXI800 10 “HLFUAI" , 5t X T AR PE: T Ox1801 [ “SH R, 22— 0
GATT lRd5 , i TR B A O B A .

4.1.75 J& 745 ESP-IDF SDK ) % BLE Z5taS e ?

* ESP-IDF SDK *'{}] BLE i 2 % 1) BLE ARUEMMIL, XA A H5 SR U W] al 2 L LIST OF BLE
ERROR CODES.,

4.1.76 Jt T BLE SPP Server 5] # 1 i 7 B X ¥% ¥ & Component config >
Bluetooth > Controller Options > Bluetooth controller mode
(BR/EDR/BLE/DUALMODE) XK o b4 M, HBLan B sy, 12k
?

E (2906) GATTS_SPP_DEMO: spp_gatt_init enable controller failed:._
—ESP_ERR_INVALID_ARG

o TR A I E5 %2 B T BLE SPP Server /R ffil #RA A Class Bluetooth #4 i Z5REHL T WA
1527 esp_bt_controller_mem_release() API JiiHH .
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https://github.com/chegewara/esp32-ble-wiki/issues/5
https://github.com/chegewara/esp32-ble-wiki/issues/5
https://docs.espressif.com/projects/esp-idf/en/release-v5.0/esp32/api-reference/bluetooth/controller_vhci.html#_CPPv429esp_bt_controller_mem_release13esp_bt_mode_t
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* % & Bluetooth Dual Mode #5555 , T3 22 [ ESP_ERROR_CHECK (esp_bt_controller_mem_release(ESP_BT_MODE
KRG 1 Pk ret = esp_bt_controller_enable(ESP_BT_MODE_BLE); 2} ret =
esp_bt_controller_enable (ESP_BT_MODE_BTDM) ;.

4.1.77 BT ESP32 SzEENY % 1% Bluetooth LE Eddystone beacon #ilf ?

o HulEAEET ESP32 11y & i% Bluetooth LE Eddystone beacon f5lf£, W] Z:2% Eddystone Protocol Speci-
fication A, 3T esp-idf/examples/bluetooth/bluedroid/ble/ble_eddystone ARG HACHS, HATEI &
% Bluetooth LE Eddystone beacon [ [ .

4.1.78 4'E Ji) Bluetooth LE OTA fifny ?

* 1, I esp-iot-solution/examples/bluetooth/ble_ota

 It4h, Android Fil I0S fit 4] Bluetooth LE OTA APP JEf% ¥ L4 GitHub F£ji, W, Android JEf% Fl
10S VirY, FEFRRETHHIY bin SCARAFEE R APP #8542 K, XJI GitHub T##f#) README X}
JCE B AR P T U

4.2 KM

4.2.1 ESP32 UKRMIFZBorpiE “emac: Reset EMAC Timeout” A7WRS gt ?

iﬂ:gg 4 EMAC ¥l feiing, 5 RMIUWRA 3¢, @RS RECE 8, AR PHY S i
AE'I:/“ R

4.2.2 ESP32 4h: LAN8720, GPIOO x}it#¢fit CLK, Ethernet BIFi)aiLiles. i

firh 7

(229) cpu_start: App cpu up.

(247) heap_init: Initializing. RAM available for dynamic allocation:
(254) heap_init: At 3FFAE6EO len 00001920 (6 KiB): DRAM

(260) heap_init: At 3FFB40A8 len 0002BF58 (175 KiB): DRAM

)
)
)
) (
(266) heap_init: At 3FFE0440 len 00003AEO (14 KiB): D/IRAM
) (
) (
)
)

(273) heap_init: At 3FFE4350 len 0001BCBO (111 KiB): D/IRAM
(279) heap_init: At 400885D0 len 00017A30 (94 KiB): IRAM
(285) cpu_start: Pro cpu start user code

(303) cpu_start: Chip Revision: 1

Sl HHHHHHHHH

(303) cpu_start: Chip revision is higher than the one configured in.
—menuconfig. Suggest to upgrade it.

I (307) cpu_start: Starting scheduler on PRO CPU.

I (0) cpu_start: Starting scheduler on APP CPU.

I (319) system_api: Base MAC address is not set, read default base MAC._
—address from BLKO of EFUSE

E (1329) emac: Timed out waiting for PHY register 0x2 to have value._
—0x0007 (mask Oxffff). Current value Oxffff

(P oUgkzh)
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https://github.com/espressif/esp-idf/blob/cbce221e88d52665523093b2b6dd0ebe3f1243f1/examples/bluetooth/bluedroid/ble/ble_spp_server/main/ble_spp_server_demo.c#L666
https://github.com/espressif/esp-idf/blob/cbce221e88d52665523093b2b6dd0ebe3f1243f1/examples/bluetooth/bluedroid/ble/ble_spp_server/main/ble_spp_server_demo.c#L674
https://github.com/google/eddystone/blob/master/protocol-specification.md
https://github.com/google/eddystone/blob/master/protocol-specification.md
https://github.com/espressif/esp-idf/tree/v5.1.2/examples/bluetooth/bluedroid/ble/ble_eddystone/main
https://github.com/espressif/esp-iot-solution/tree/master/examples/bluetooth/ble_ota
https://github.com/EspressifApps/esp-ble-ota-android
https://github.com/EspressifApps/esp-ble-ota-ios
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E (2329) emac: Timed out waiting for PHY register 0x3 to have wvalue.
—0xc0f0 (mask O0xfff0). Current value Oxffff

E (2329) emac: Initialise PHY device Timeout

ESP_ERROR_CHECK failed: esp_err_t Oxffffffff (ESP_FAIL) at 0x40084140
0x40084140: _esp_error_check_failed at /mnt/hgfs/workspace/esp32/IDF/esp—
—1df-v3.3/components/esp32/panic.c:720

file: "/mnt/hgfs/workspace/esp32/project/ethernet/main/ethernet_example_
—main.c" line 153

func: app_main

expression: esp_eth_enable ()

ELF file SHA256:._
<" 597d55ebf237clcffa5f47¢c73148a159022726d94a7b78100bd%41d7d5£c906e"™ "

Backtrace: 0x40083cdc:0x3ffb5e80 0x40084143:0x3ffb5eal.
—0x400d32c1:0x3ffb5ec0 0x400d1742:0x3ffb5f20 0x40085d91:0x3ffb5£40
0x40083cdc: invoke_abort at /mnt/hgfs/workspace/esp32/IDF/esp-idf-v3.3/
—.components/esp32/panic.c:715

0x40084143: _esp_error_check_failed at /mnt/hgfs/workspace/esp32/IDF/esp—
—1df-v3.3/components/esp32/panic.c:721

0x400d32cl: app_main at /mnt/hgfs/workspace/esp32/project/ethernet/main/
—ethernet_example_main.c:153 (discriminator 1)

0x400d1742: main_task at /mnt/hgfs/workspace/esp32/IDF/esp-idf-v3.3/
—scomponents/esp32/cpu_start.c:542

0x40085d91: vPortTaskWrapper at /mnt/hgfs/workspace/esp32/IDF/esp-idf-v3.
—3/components/freertos/port.c:403

Rebooting...

. i%d;’v_z% 100 F@2@mA . 128 CLK it pin (Mg 4 100 A HRES, X5
B o

» GPIOO %y RMII B} 4]0 7 Keonfig HH35/A)3% CONFIG_PHY_CLOCK_GPIO0_OUT,

o T8k, DKM T P AZ % example H1#) README Hi#, 10 AT LAS 5 7 S0k API
5%,

4.2.3

fal fig e 7

1 Z% : BBS issue 5 Github issue,

B2 PHY 2377440 OXFFFF B, 38 3 500 il DA R HER -
a. ##F MDIO F1 MDC Ay 4k 2 754 5%
b. s RMII ZE2 () 50 MHz 275 13
c. K7t PHY Huhb 2 B E IR (R R ()

i 0 SR OAG Ar —3k  f) PHY ik strap 518, PR 2082, ANSEERIN! B fRIX L strap 5|

CAWINRRLE FRECE MR T .

WAL R ABHE PHY HhETE T2 20, aIDAER P rp B B PHY HUibA 0 JF8R %) 31, 285

B PHY ID 27474%, AR em SR mwm A s, WERIER), 103 F 2480 PHY Mk,
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https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-reference/network/esp_eth.html
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-reference/network/esp_eth.html
https://www.esp32.com/viewtopic.php?f=12&t=6322&p=27381#p27381
https://github.com/espressif/esp-idf/pull/1127#issuecomment-340727923
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master
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4.2.4 {difl] ESP-IDF v4.1, ESP32 Ethernet Iji1{ifi% & s IP ?

1T ESP-IDF v4.1 PAJK VA ERRAS 45574 tep/ip B4 1, 20 H ESP-NETIF [ 1.
N MY

{

esp_netif_config_t cfg = ESP_NETIF_DEFAULT_ETH();
esp_netif_t *eth_netif = esp_netif_new(&cfqg);

// Set default handlers to process TCP/IP stuffs
ESP_ERROR_CHECK (esp_eth_set_default_handlers (eth_netif));

char* ip= "192.168.5.241";

char* gateway = "192.168.5.1";

char* netmask = "255.255.255.0";
esp_netif_ip_info_t info_t;

memset (&info_t, 0, sizeof(esp_netif_ ip_info_t));

if (eth_netif)

{
ESP_ERROR_CHECK (esp_netif_dhcpc_stop(eth_netif));
info_t.ip.addr = esp_ip4addr_aton((const char *)ip);
info_t.netmask.addr = esp_ip4addr_aton((const char *)netmask);
info_t.gw.addr = esp_ip4addr_aton((const char *)gateway);
esp_netif_set_ip_info(eth_netif, &info_t);

4.2.5 ESP32-Ethernet-Kit JJ % Hbed 2% ik ESP32-WROOM-32D U KM I RE e o 1F
ExSn] ?

« ESP32-Ethernet-Kit I [fj ESP32-WROVER-B ] L 5§t it ESP32-WROOM-32D, DLk [ T il 3%
A
« ESP32-WROOM il ESP32-WROVER Z IJ 4 5 K[y < /2 : ESP32-WROVER # 45 4 MB PSRAM,
i ESP32-WROOM kil 7% PSRAM. 5% :
— ESP32-WROOM-32D 7 R#AE 5
— ESP32-WROVER-B # A 4k5 13
« ESP32-WROOM 7 ESP32-WROVER #2H %0 {if ] () & ESP32 515 A, ESP32 it B DA AR, BT
A[PAZ:% ESP32 $ RAAK .
o FFEICARY: ESP32-Ethernet-Kit A J45Fd

4.2.6 il ESP32 Uil AAT UM T, FE'ErJi esp-idf/examples/ethernet £
P, Remr, AfaER?

E (5556) emac: Timed out waiting for PHY rdgister 0x2 to have value.
—0x0022 (mask Oxffff). Current value Oxffff
E (6556) emac: Timed out waiting for PHY register 0x3 to have value_
-0x1430 (mask Oxfff0). Current value Oxffff

o DU I RECE LA 08T, RMIL I phicAy IR L4y PHY, 833 PHY #7748 K.
HF RMITINAPESS, alZ L il
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https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_netif.html
https://www.espressif.com/sites/default/files/documentation/esp32-wroom-32d_esp32-wroom-32u_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp32-wrover-b_datasheet_cn.pdf
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4.2.7 ESP32 UM SZHF MIT £ 7

o WEPESCRE, BPFIEAEERCE, P AATSEE R 2% Ethernet doc,

4.2.8 ESP32-S2 }EmufLIAMELL KM ?

o 1JPA, HHj ESP-IDF £ Z42L 7 DM9051 #Eb ik sl , 2l N4 s AR M ) MAC #1 PHY 3
g, AIPAMI MCU 2 Ja)si i SPI 22 L E4 T iR . DM9051 F4ER T MAC+PHY [tk #55% &%

NGl

AR AP o

4.2.9 ESP32 {3+ EMAC 55 SPI UK ] ist i ] 2

o W, ESP32 W] [FHHE ] EMAC Fl—Z #i4> SPI RAKIMAEE . W3 esp-idf/examples/ethernet/basic
BiFEAE menuconfig H [l = PHY 1 SPT DA FEA 7 i o

43 it

y &3

431 Wi-Fi RIgESFIAEIE, S HPPRE I (e 5t 2

XFFR I RE S % 0.

4.3.2 Wi-Fi fil ESP-BLE-MESH 3t £gif, ft2 Wi-Fi £ R % ?

H3E#, PSRAM [#) ESP32-DevKitC 1% #, Wi-Fi Al ESP-BLE-MESH JL{7 0] DLIE 4547, {H
ER R, 24 Wi-Fi il ESP-BLE-MESH JL77H}, #5%k PSRAM [1J ESP32-DevKitC 3% 1]
PARSESE 1 Mbps DA |

W i & menuconfig H1 1) —LE i B K 57 F PSRAM:

ESP32-specific —-—-> Support for external, SPI-connected RAM —->
Try to allocate memories of Wi-Fi and LWIP...

Bluetooth —--> Bluedriod Enable —--> BT/BLE will first malloc the
memory from the PSRAM

Bluetooth --> Bluedriod Enable --> Use dynamic memory
allocation in BT/BLE stack.

Bluetooth —-—> Blutooth controller —--> BLE full scan feature

supported.
e Wi—-Fi —--> Software controls Wi-Fi/Bluetooth coexistence —-->
Wi-Fi
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https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-reference/network/esp_eth.html
https://github.com/espressif/esp-idf/tree/master/examples/ethernet/
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4.3.3 ESP32 i) ESP-WIFI-MESH #I Bluetooth® LE Mesh n] U, [si] s} 3 £ ?

ANSHF

ESP32 fj ESP-WIFI-MESH #l BLE #] DA[R] i 325, 53 ESP32 Wi-Fi STA #£3{#l BLE Mesh 7]
PARIN 085

4.3.4 ESP32 % 51 Wi-Fi g & mHdi ] ?
ESP32 () Wi-Fi i v A7, (HF5Z4ri 6], PI7E menuconfig HP 5 Wi-Fi FllE F 347
WE, W

menuconfig —-> Component config —-> Wi-Fi —-> Software controls WiFi/
Bluetooth coexistence (Enable)

4.3.5 Wi-Fi. Bluetooth® LE fil A2DP Sink 1t{#, #FA Bluetooth LE 141 i} iz 354
sk, B, Eooe?

* {1} RingBuf ZEf7- 5
o EERECE &, NGRS, Bl IETERIRE A

4.3.6 BLE adverting (Connectable) + iBeacon sending(advertising) nJ D) 2L f¢0) 77

IDF: release/v4.0 UJ, Je U, |- As | CHIP: ESP32

o WEME EARARSCHRE, 2T DA e B AR IR )RR R SE
IDF: release/v4.3 U} U, LA | CHIP: ESP32-C3|ESP32-S3

* AJPAo

44 Hpik

4.4.1 BHUE s (ADC)

ESP8266 ADC [¥)4y Wi fnuf ?

 ESP8266 ADC 4 10 i, Fig/r#idh 210 =1024,

* ESP8266 i 7t Jm, B STA #0453 A Modem-sleep #5:0, SEUH R NS Z (AL, HIL
ADC Jl #1350 dR ARk .

o WSRAHE RS, FTRATESCH] Wi-Fi 5, ] system_adc_fast_read e,
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ESP8266 Wifif 4kt ADC 5 {725 P s L 7

H T ESP8266 ADC ;& Fll ¥ RF FLE S EAE R, BT DA BRI 2R 725 B A 0F, WA+
WA SRIEHE £ sales@espressif.com

ESP32 ADC A7 JLAV il ? RAERFA Bt 2 7

« ESP32 ) ADC 347 18 NliiH
o FE{E 1R Wi-Fi i1 00 AL ADC DMA 1AL, SRAERINE AT 2 MHz, {HSE R g B B/
HRFER

* TE Wi-Fi IE% TAERIRFOLT, BEREIEED 1000 .

* ADC WA RAECH 12 fif

5 1] ESP8266 iJl] adc_read_fast () API 255 Wi-Fi Wiy ?

* il adc_read_fast () APIHjF52KF Wi-Fi FIH I oCra], 2 ULt APT i (5 FH Ui B o

e HT adc_read_fast () API &4 R4E, ADC NER-S Wi-Fi RF 24 &80, ToHEAE Wi-Fi
ﬂ%é@ﬂﬁﬁ?ﬁl)ﬂﬁuﬁ

* #£ Wi-Fi JFJ3 1% 535 (8 ] adc_read () API #14T ADC R&E. RWERUEEEFaE, =526 H
esp_wifi_set_ps (WIFI_PS_NONE) pRZ( x4 Wi-Fi Modem-sleep fRHRFZ .

ik ADC RAEE%: 74 1E Wi-Fi (gL, BEIAEI4EAP 100000 (k. Wi-Fi £ TAEMEN T, BERE
FAP 1000 7K.

%5 ADC 5[, $TEIL VDD3P3 [{fi % 65535, JIkZ2 VDD3P3 [yl it 65535/1024 = 63 V. XA
JEMAFE, Jefh 280 7

ADC I AJERIFRERT O V/NT 3.3V CRFEZRSE R EIRAR), &2l R R e CRES .

ESP32 ADC 15 APLEZ 2 ?
ADC ZHAEVER, FTPAA A H AR K.

)1 ESP32 1ty ADC RAGMMALIRALIE, AT Sl T4 5 ?

ESP32 ) ADC 225 H[£24 1100 mV, W] DATE i e 8 N sk 4k ADC &, B ]
225 T ADC 5577 AN AR JovA I R TR, T AN e HL B

ESP32 .t /it ADC DMA &Rl i35 32 F5 2 KIER AR ?

PR IR g SCRF 2 MHz R EEIAR .
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{5l ESP32, {f esp_wifi_start () fllesp_wifi_stop () Z[AliZI adc2_get_raw () #{EJNL,
At 2053 ?

o1 Wi-Fi L2 ADC2, H Wi-Fi BB sy iifed. ik, f& Wi-Fi TR0,
W HFEFF I adc2_get_raw () ATAEEEURIN, ORI 2% R R0 3R 1] (E, 2R O Bprb AT
—IRME.

ESP32 JE {32 +f ADC2 5 SF Rl ] 7

S

ESP32-S2 ;i )it ADC DMA BEXSREFERAERIEHE 2 K 7

PP - 611 Hz ~ 83333 Hz,

ESP32 i) ADC 3¢+ % it il IR AR 7

ESP32 ) ADC A5 2 BRI RAE, #7601 ADC Zil RAE, T3 RIBGEHRAE 7 30k
SCPL.

{#i)ll ESP32-WROVER-B Ei#], ESP-IDF ) release/vd.2 i/, % GPIO &% 4 ADC 11 )5, {EAUELT
BRSNS OL T, 1R GPIO # ¥ b AL {ih TO BiX H AU 1O BERAERG , Bk GPIO JCIR W, iilan
MrREISON i GPIO KX 7

« HAELRE ADC 2 111305 i A GPIO.
o ZET ADC 432 CURECHT, 39488 ] ade_digi_stop() :H] ADC.

ESP32 .85 )i ) ADC Z [l iR 722K 7

BOANTEOL T, ESP32th )1 ADC Z [A]AI 22502 £6%, AIZ%  (ESP32 LAY -

ESP32 GEIRI WA ADC i il AR B ARl iy 7 leambissinte ?

i f—A~ ADC JE3EAME] [l — B 21 Z A ADC i A(E, #] DMK E 28R 4~ ADC 38
EREE
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ESP32-S3 ADC Jit¥i ) ADC_ATTEN_DB_12 I}, Jyfuf il v B JC 75 #bsFR 3100 mV ?

ESP32-S3 ADC1 5, ADC2 i # 4 ADC_ATTEN_DB_12 i}, Wl EWERE S 0 ~ 3100 mv,
E A0 B f K L R I EH(E/NT 3100 mv, AT DA R P b 355 Sl gkt s/ i i :

o HE L WIS R, T AN R A R R AEREAE (R AP, AR
e R BE A — 2.

o FFE2: KM ADC PREE TS, Fe RN EEEY EE] 3300 nv,

M ITEAE ] GPIOO {2k ADC 5, [Rlinkfs ESP32 {04 Wi-Fi #y il ?

o 24ffi f] Wi-Fi i, ESP32 ADC2 4§ IANRE R A A . UL, W E&7E A Wi-Fi B Joyk M ADC2
GPIO FRHUE, &nT A% S ADCI GPIO, X MWi% v PAfEUL SR 8. A XHEQE S, HSH
ADC JEZ R RE PR 5] A1 ADC Oneshot A5 Al (4B 11 o

« GPIOO. GPIO2. GPIOS. GPIO12 (MTDI) il GPIOI5 (MTDO) & strapping %5 /#l. % GPIOO Jij -1
DI EER}, TREFE LA GPIO -, iR LA} GPIOO MR-, MR A 5 HEAT # =,
HXREZFER, HS R ESP32 $AMAE 15 .

i 1l ESP32-S3 1) GPIO19 il GPIO20 LT “esp-idf/examples/peripherals/adc/oneshot_read” i )i,
ADC2 Jifig, ADC2 RS H k¥l 11dB, M5 AN 0.6 V BF, WAL REH 1.1V 128V, Al
2R ?

o FIKEA RTINS ADC2 Ml iB# /T T adc_oneshot_config_channel() FY L&

ESP32 fEli]—4~ ADC #5ilil25 F, REWIIN 325785y ADC ilijli it DMA E&X, #4r ADC jijii ) one shot
sty 7

» ESP32 ADC fii fl DMA #5=, 3R ] esp-idf v5.0 ;DA L JASH) SDK.

 ESP32 ) ADC2 A 37 4% DMA i,

* FE[Al—A~ ADC #5fild8 , ASCHFH S ADC jliiE ) DMA 15X, 4> ADC jf@iiE A oneshot £z . i
27 ESP32 ADC hardware-limitations {33 HH .

o YE B 4 b, # i ff ] adc_continuous_config_t ¥ ADC1 i% & & DMA & i&; ffF H
adc_oneshot_config_channel *{ ADC2 % & 4 oneshot 1#iH .

442 BBy (DAC)

ESP32-S2-Saola-1 f#i)i] DAC filir, R 3.3V #irfiel, bt 250 E 47 3.1V ?

MTAAAENIRERE, BAFfE R 225, RIGEREA 3.3 V fitds, Sehric it A 3.2V Ay

44.3 GPIO & RTC GPIO
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ESP32 5 HINC B # S E A 2. 7

ESP32 Z #2044 ESP32-WROOM Z 51| fil ESP32-WROVER %1, GPIO {i it &y & =
W

WROOM-32/32D/32U ZF A 26 MG MM b5 i, JER ST :

« GPIO6 ~ GPIO11 %% flash (51, Aal e ;

» GPIO34. 35. 36 Fl 39 M A, AR L AREST

 ESP32 P& GPIO A4, #or AN v DARCE BME B 2SN b BIRE (RSt , AN
T PR R T B ] S A LSS R L

PEAE BT PAS % (ESP32 F A& 1Y FEK 9 INE.
WROVER / WROVER-I / WROVER-B / WROVER-IB #\iﬁ 24 &%%ﬂﬁjﬁtéﬁ)ﬂﬁﬂﬂ, HE
I :

* GPIO6 ~ GPIOL1 g N flash i Jf], A CEN

» GPIO34. 35. 36 i1 39 M AN, ANH&HHEETT;

* WROVER RSIEELIH, GPIO12 i FAERIA NERBE Eir, A UUT ML BN g

* ESP32 N E GPIO Ji[%, Frohstd% Nl ARCEFME B2 WA M L. EPREARBETE, A
it LR R L T BRI A R D L

FEAIME B PAB % (ESP32 HiARMIAS )  HFakts 9 BN .
ESP32 4 3 21 UART, {HF#k Hu[{fi i UARTO, HA& MBI E .

ESP8266 /5> GPIO I3 r PRy R 2, 7

o MAERECFST, B GPIO AFAEBUA BT HLIRES, FrAER SRR, 28 B f PR 52
FREl, BroA2 B RPAES | B > GPIO HIP-ARIERf .

o AR BT X 2L GPIO |, i {F B BAMERR T S EOA BRI —E, B RT PATES | S A
AR AR, TR S AR T

ESP32 Ji& 45 nl DASC P Ze R R A — A~ S al) CPU LASEEE GPIO SEInkifl ?

* H Al SDK BA MK EEFEME CPUL iz fy, PI%0 HScRy SMP, ASZRF AMP,
o f P DR B TIBTIY T DA Ry 5
- ﬁﬂ%;ﬁﬁiﬂﬁ Foo i, B B PSS B SPLL 12 128 <, FRER A SPLEUE S-4 H 2
FHEPIE .
— B RMT 245 0] AP EEROY , HR% 2B KIE.
— BECFR TR Y, F RO A IRAM
- WLARIADE A R B AL BRAS  BRT PAAAETC B E R SR B L

ESP32 GPIO Hi V- Tk i ik 20 7

GPIO Hi V-4 K ZFERT 300 ns,
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ESP32 & RTC ApReigHLdi$T JFE (SARADC1. SARADC2. AMP. HALL {41%%8), GPIO36 fil
GPIO39 %4 A 2 iK% 80 ns, lifuffitde 7

o N T EORG AT I AR I R ARSI, R T DA IR - PR DA b AR AR Y
HUEIRAT I I, oKk H GPIO36 A1l GPIO39 [y A« - il B SC B AR L #1380 A
GPIO36 il GPIO39 i ARASI, T DATEARAF R S B 5 818l W ARES AT 2 UORFERIEDL
AN/ L R T e -3 5 T

ESP32 [k 24> GPIO 5 JHIACEL ¥ A5yl i, WBEAEl GEJCTL Efl R i, fige ok 2

 THIE (ESP32 RIE A HIRE) BRI LR,

il ESP-WROOM-02D £i4], GPIO0. GPIO15. GPIO1 fi1 GPIO3 & vl i k3% il GPIO i Ji]?

* Strapping 2l (GPIOO #1 GPIO15) FI'F# 44 (GPIO1 #1 GPIO3) W[ RAYE A3l GPIO fifif .
o {1 Strapping & JHI{E K5 GPIO fF T, 7 flash T #Hitbi=X i 752331 Strapping 47 I HL P 2K o

ESP32-C3 ZF.E5Ji-K GPIO19 B EL A A B bk, BEI% 10 TR s s, (HACE ESP32-C3
AR S CAd A5 M e AL i R A AR A B, BB s P ?

* ESP32-C3 ) GPIO19 % USB D+ 4 Jil, USB 45 Iy -7 rifH fr 45 0 Ehi A USB Ehrdtfmaadi, 24
Hop—Fh bpr = 1R, X ER A B RE .

+ GPIO19 2K\ USB EHiflifgny, BUCELE T4 MM A T hEiKIFE ERifiae, &M R xmH

* v44.3 KDL ERUA GPIO 3R 8l O &8 52 1% 00 8T, 1 2R S5 () 4 AR A 1) ESP-IDF, i B 3% 1%
USB_SERIAL_JTAG_DP_PULLUP Zf7#s5 N 0 #H4T L& .

f4i /| ESP-IDF release/v4.2 JiiAct) SDK, ESP32 fiff s B84~ GPIO [R]IH5 k% A/ ik 7

GRS esp_err_t gpio_set_direction(gpio_num_t gpio_num, gpio_mode_t mode) API Ei% & .

ESP-IDF HURE g ¥ GPIO 3R ahsa ) ?

A PA. 15{# ] API gpio_set_drive_capability 315 & GPIO IK B3R .

ESP32 {ii ] gpio_install_isr_service() #Ji&1b#ii) GPIO vk 5510 & 0] ESP_ERR_NOT_FOUND, T]fit
At 20 ?

XA R A AR ESP32 (R WG ], SIS A R I 22 A SN CTE [ I o A T
U T D HAB AR R W DR S BOR AR AL B ) GPIO Halk .
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AR ESP32 RTC_GPIO 14 A HL TR ?

* AEEH RTC GPIO X 714 25 77 s Huhk 14 2 R 3R RTC_GPIO Y A RLPIRAES, 2%
“esp-idfcomponentssocesp32includesocrtc_io_reg.h” .

o XMARESET

uint8_t level = (uint8_t) ((REG_GET_FIELD (RTC_GPIO_IN_REG, RTC_GPIO_IN_
—NEXT) & BIT(gpio_num)) 2 1 : 0);

Infaf £ Light-sleep B F )1 GPIO $§E ?

AT PAE SR R D RE , YRR, 3F RTC GPIO JCiA[R]I = A GPIO saiivfl A R F-fil & o a]
A Button 411 BUA Y ED REA LB -

ESP32-C6 ) GPI020 $)4aR &EK A SDIO 5, Wl ¥ i GPIO B ?

AR AR ACERF ESP32-C6 GPI020 F 44 SDIO R H A GPIO A

’gpio_hal_iomux_func_sel(GPIO_PIN_MUX_REG[ZO], PIN_FUNC_GPIO) ;

444 12C Wghfdy

ESP8266 & 73 3% £ 12C MHLELR, 7

AR, WNAEAR SRR, T ESP32 1 3% ESP32-S2 itk . ESP32 &% R fil:
12C_self_test,

ESP8266 12C J&:&k Pl ey ?

ESP8266 12C 2 F§ GPIO #4441 .

M ESP32 .t i I2C fE LAy (JUH AL T-HeliBEAmt) , Biigk Lepi 2R, FEAETESS 8/9 4
PP FIERY Z 0, XIEAIEH ?

RAHEAE 819 ASIHER B 2k A RIE SR T 12C EMALE IR S 800, BT 12C Hh
PBIMIEF RS
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ESP32 s i e b 12C & ML & #F A 6 55 FF M Pl A& B % 6
i2c_master_read_to_device % B, 75 TN BLIE 5= & A )a o
—BE ML HEW S A 4 o ol ST B Tl A R R Il B

o #EE 0T Bl ool
PR o] B ds, (MR S PR Y

T PABAATH i2c_master_read_device ¥4 =R oEAT5L IR -
1.5 4y & 1 H1 #k: i2c_cmd_link_create_static > 1i2c_master_start

> i2c_master_write_byte > i2c_master_cmd_begin >
i2c_cmd_link_delete_static

2. JER}

3.8 M ML % ¥ i2c_cmd_link_create_static > i2c_master_read
> i2c_master_stop > i2c_master_cmd_begin >

i2c_cmd_link_delete_static

{51 ESP32 5 )y IvF,  ie734% GPIO32 #l GPIO33 43 Hifi ¥ 4 12C_SDA #1 I2C_SCL ?
AT LA, ESP32 f 12C 45 AT DAGE AL 23R ) GPIO HEATHMLS. 35 2 i ESP32 R K%

Ty 42 /NT, AMESIIBCE . Q1SR EORN TR EEANES 32.768 KHz dh#ik, AIB-4 fmT PAfH
GPIO32 #l GPIO33 3 12C 45

4.4.5 ARpRHLEE N B BUAZE (12S)

ESP32 J& 3 SR I e 110 128 it 7

ESP32 NS GH AR RIS 128 RYIPBi, mIBdEE (ESP32 $iARZSH T ok T 12S
PPEACE -

¥ 12S M BE$5 47 12S_DATA . 12S_SCK Fll I2S_WS ix K54k, ESP32 ik 12S s, ik
FeX A% )i A2

SCRF, ER R MCLK SR 0 i AR 0N 7 85K

ESP32-C3 1 12S ;1 &A% 372 £ PDM RX ik, ?
o TEEAFIKRSBN |, ESP32-C3 {y 12S 22 1A 435 f# il PDM RX 520, 5 ESP32-S3 AJq], ESP32-C3 f{}

128 411 #) PDM RX 547 PDM to PCM A% AR BEER | 3X ZWRE SEU £ds 2 RAW PDM A5,
BRI AR R 2 B DL T A RE B -

44.6 LCD
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ESP Z31E 5 LCD kg Ke 5% iR Aevl ?
15 % ESP-loT-Solution 4324514 - LCD F 4 555 .

ESP R4t i LCD B 0 BC s O B e ?
%% ESP-loT-Solution 4ifE4§Fg - LCD H A 455 .

ESP 258 h Wi BEIF R Bt 43 3 #58 1] Arduino IDE JF% GUIL ?

o HEIE A CHEL T Arduino JT %) LCD K% )% ESP32_Display_Panel, 7] PAF#7F Arduino IDE |
TE, SRR RRESE SR,
o TEERPAT LA

— ESP32_Display_Panel 438 arduino-esp32,

— T ESP32-S3 ) RGB 2 I A7AE 5t %2 4% [N, F5%di f] ESP-IDF release/v5.1 S PA_F A ()
FRMERARYE, M arduino-esp32 (v2.x.x) H{ii Fl ) ESP-IDF fiiAH va.4.x, KA TR o
A, AE ARSI H Y arduino-esp32 (v3.x.x) H U2 f# ] ESP-IDF v5.1,

- BT H Arduino J5¥Af§ ESP-IDF —#iifi it menuconfig B XA SEICE, Wik
R, FTLAH T BRI PERE , AL T ESP-IDF % GUI.

3 w5 LCD fry i s 7

?é?fllﬁiﬂﬁiﬁﬁﬁ H1 2% ESP-loT-Solution 424 - LCD #ffik. —okit, sZBRT ESP it
PERE, “8E OiE” ”ﬁffl_jt? YRR, PRI BT PAZRAR A <A =y LCD [ 7E Jemizs”.
BRI AN [ Al TU\A}\U\TE/W? AT

- ¥ ESP [ 1:fE. £ ESP-IDF JF & I} W] DA &2 menuconfig K fit & ESP, 1 BRI %A
@ﬂﬁ%ﬂ%ﬁﬁﬁ%, XHLPA ESP32-83 B, FATATDAFER CPU Ml H| £ 240 MHz, #25
FreeRTOS tick [#55i3% %] 1000, 34K flash 5§ PSRAM [ 95. bz 4h, A4 K data cache
line size, WHEIIFMALFY N -02 5.

- P& LVGL 1fg. LVGL A& St @ v PAiE i menuconfig 8¢ v_conf.h SCIAFEATRCE R, Bil4n
¢ E LVGL {#i ] ESP-IDF 1Y) malloc fl memcpy ZNFERIEREL, )8 fast memory %
PRI o

— DAL A . — 5 TR AT DAIE S AT 55 AL e 54 8 CPU A% (15 LVGL FIHABAT 55 7843
FIH CPU ¥R, JUH @A HA XML ESP; I3 —Jr AT AL L GUI By it, Han/S &k
i1 F 42 2 Bl A R LA B I R 2 IR & ROR

o DL ESP32-S3R8 Hfil, DA ESP firt BT 42 Tl 44 5 B (IDF release/vS.1):

— CONFIG_FREERTOS_HZ=1000

— CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_240=y

— CONFIG_ESPTOOLPY_FLASHMODE_QIO=y

— CONFIG_ESPTOOLPY_FLASHFREQ_120M=y [$£%iY5 PSRAM {3 —%K]

— CONFIG_SPIRAM_MODE_OCT=y

— CONFIG_IDF EXPERIMENTAL FEATURES=y and CONFIG_SPIRAM_SPEED_120M=y [FEHZE
5 FLASH 45—

- CONEIG_SPIRAM_EETCH_INSTRUCTIONs:y

— CONFIG_SPIRAM_RODATA=y

— CONFIG_ESP32S3_DATA_CACHE_LINE_64B=y
— CONFIG_COMPILER_OPTIMIZATION_PERF=y

* PAF LVGL B 56 i fi 7 #5 By (LVGL v8.3):

- #define LV_MEM_CUSTOM 1 or CONFIG_LV_MEM_CUSTOM=y

— #define LV_MEMCPY_MEMSET_STD 1 or CONFIG_LV_MEMCPY_MEMSET_STD=y

- #define LV_ATTRIBUTE_FAST_MEM IRAM_ATTRor CONFIG_LV_ATTRIBUTE_FAST_MEM=y
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* W41 LCD J LVGL PEREUEH, 555 S0p,

ESP32 &4 128 334 LCD (545400 7

 ESP32/ESP32-S2 {ii fij 12S 3R a1 Ji- 45 4% 11 284 180(8080)
o XTHIFE, WESHLCD )42,

ESP R5LE N i Kl LSR8 2 205y Wi LCD 7 AR 0 7

* X ESP32-S3 1 ESP32-P4 [¥) RGB #4211, T 32 HAERRR &, #ie B Kk F 4096 x 1024
SRR (KPRl 4096, MEACK N 1024); X ESP RN A A HAMAMERE O, ATPASHF %
KIS HERI BT —A B K" BORELERR ],

o T IIAAER/N THE R AN D 4 Sea BR, i HOR 42 02884 LCD @ 2a
FRETE R A% B BLER 6T ESP32-C3 il ESP32-S3 X s K- 2l Fl LCD ()40 HER 40 :

SoCs SPI QSPI 180 RGB

ESP32-C3 | 240 x 240 | NfEfF AT AT
ESP32-S3 | 320 x 240 | 400 x 400 | 480 x 320 | 480 x 430, 800 x 480

o £1%} ESP32-S3 1) RGB #2110, H a5 K #1254 800 x 480, 2 i KR >A 59 (PCLK 30
MHz), X} 5. LVGL ~F-¥i% A 23; LVGL ~F-# iR _FFR A 26, Xf M3z ik 4 41 (PCLK 21 MHz),

ESP32-S3R8 jifif I 52 PSRAM 120M Octal (DDR) ?

« ESP-IDF 2 #iffi [f| release/v5.1 DA b4 32 A
e i@ I menuconfig JT /8 B & Mi: IDF_EXPERIMENTAL_FEATURES, SPIRAM_SPEED_120M,
SPIRAM_MODE_OCT,
* ESP32-S3-WROOM-1-N16R16V 4 H RIA LR IIAE, WAHREM, ATRes LS e LHE-R
YIRS A1) TR
o WTERL, ZFRER - FMITENNETE R TSI T RE T R DA TR U -
- TERERT 65°C GO T, BT ECC Mg th Ly RIE IE 5 TAE.
— R BEAR AR T R S 805 17 PSRAM/flash B FEJT 15, BAS% SORY.

)11 ESP32-S3 Uik LVGL Bilfe, Wi H i 283G he 1 WIBLE TR S i s k5 7

AHEFEHH esp-iot-solution HHRYIRANFIFIFE. KT HIFE, HESHLCD #42,

ESP32-S3 i /il RGB J 5552 4h: PSRAM 1} ?

o WHKVLZM, RGB PFHZOR st 2D BRI/ MIZEAE, 11 RGB B/ HE5— R
K, ESP32-S3 [#) SRAM 1R A] G Jo ikl /2 752K

o NHEFEEH 4 2 PSRAM, [H°A 4 £ PSRAM (137 948 (%, 2352 RGB LCD [¥) PCLK Joi:ik & %
TR RN

o #EAEf A 8 2k PSRAM I HFRZLELE 4Pk 80 MHz [ DA L.
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ESP32-S3 il fEPRIE RGB it s IR IR 08 T 45 PCLK e LR ?

o JHFRUL, PCLK (i FRRAZFRT PSRAM p947 95, AL FR 24 = PSRAM [7 9 -
— [ SR ) PSRAM P8, sl SE 5814 PSRAM B2k (8 £k).
- B HABSMEN PSRAM A5 SEf 5, 40 Wi-Fi, flash 4%,
— %Ik Data Cache Line Size %] 32 Byte ({#Jf] RGB Bounce Buffer #7522 i% B 3| 64 Byte) .

* FF & RGB 3K Zh14 Bounce Buffer 155, Ff H. buffer M R Er, HH FEiHS% OB, TR,
M TR 2 Jcii it CPU iz PSRAM %(#% 2| SRAM, Fiif if GDMA 1% 4 %% 2| RGB Fh %,
W EZ R CONFIG_ESP32S3_DATA_CACHE_LINE_64B=y, 750 fE4 S804 IR .

o Zyt/ENE, 4 48 PSRAM 80 MHz Hif ) PCLK f¢ & % 11 MHz, 8 2% PSRAM 80 MHz i} 1)
PCLK #5532 22 MHz, 8 4 PSRAM 120 MHz Hi}1#) PCLK f75i% & % 30 MHz.

ESP32-S3 RAIRLE R S FRIBLE Py e X 7

o HEI'E HN 2 IPEG f#rg#5=, N HFIFET] 2% esp-idf/examples/peripherals/led/tjpgd.
o BT LVGL J- &3, RIPASCHE PNG, BMP, SIPG. GIF & FfiidtssX, H&N41 0 LVGL libs.

HAt2, ESP32-S3 §iZ) RGB LCD pkit 1B ks (o i i 4 A 5528 ) 7

o B

— RGB 4P PCLK # &4, PSRAM 5 GDMA a5 55 JE vk 2 o

— PSRAM Al flash $:f—41 SPI $:11, 275 flash #/E (41 Wi-Fi. OTA. {EIhEEWET) i, 1
[B] PSRAM g5 A .

— EEUK Y flash/PSRAM $3E, S2{ PSRAM #7558 E o

o PCYE 5 i

— $25 PSRAM A flash %7 9%,  HEANFERE: AR IFRO ST, SR B B AR ol o K7 58 o

- JJ& CONFIG_COMPILER_OPTIMIZATION_ PERF,

— %% Data Cache Line Size #| 32 Byte ({#i[] RGB Bounce Buffer fiziiSEE % B 5| 64 Byte).

— HJ3 CONFIG_SPIRAM_FETCH_INSTRUCTIONS Hll CONFIG_SPIRAM_RODATA,

- (F¥E#E) JFB CONFIG_LCD_RGB_RESTART_IN_VSYNC, W DAYERHERG HEhKE , H
TGk 1% A 80 H R ARIRER

o Wi

- TR TERMEHE T, RERVD PCLK Wi, B PSRAM 175 5 H .

- R FEMH Wi-Fi, (RIFEIE A FIESE S flash 19 #:4FE, 75K XIP on PSRAM + RGB
Bounce buffer Wk, HHr, XIP on PSRAM H| T RF A5 Be A H 52 B iy £l i 4% 3
PSRAM, JF B 5I4TE flash ¥:/F A &2 f] PSRAM, RGB Bounce buffer T sz
R/ Yt CPU A PSRAM #iiz 5| SRAM, 4K /5 53] GDMA f£4i %4 %] RGB 4M%
FHET B4R ] PSRAM GDMA ()5 =X REAS SC B0 0 = AL iy e . B A IR AT -

« i\ ESP-IDF it AN H (>2022.12.12) ) release/v5.0 DA F, - NIHMASA L x1P
on PSRAM [JHjEE (release/v4.4 M) AT AN T 1R =SB, HORHER) .

+ Hfi A PSRAM [ & H i & % 68 JF J§ CONFIG_SPIRAM_FETCH_INSTRUCTIONS Al
CONFIG_SPIRAM_RODATA XM, 4 H B K (W KERF), 2533 PSRAM
RN, PUI AT AR A SO R G s0RE B R AR 8 bin Ik 2145 e 451X .

« WHIANTE (SRAM) BEASE, KAEEZ 5 [10 * screen_width * 4] =7,

+ W Data cache line size i 64 Byte (F[#% & Data cache size 34 32 KB PATY
BN -

+ B CONFIG_FREERTOS_HZ A 1000,

« WMPA_EIFFE 40, BT PAS % SCRY 58k RGB 3K 32 Bounce buffer #ix .
Bounce buffer X4 AL —3 SRAM WAEER I ZAE, )5S CPU 4 Ytz il
ZATHEPEE] SRAM, i 17 GDMA &4 %#i 2| RGB sk, iXFE5E 7] DA% PSRAM
%ﬁ%‘ﬂ%%ﬁz‘aﬁ R TR GRS, ATRASE K buffer, (B2 EHEZH
SRAM P17
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« W HEAE OWi-FL ) £ FE bR ow OB O, W] PL 22k & ] PSRAM H
CONFIG_SPIRAM_TRY_ALLOCATE_WIFI_LWIP —Mi (&5 MH® K SRAM).,
« WG R EE: CPU TS . nlRESEm W E I ImE L. SEME RN
I -
* [T Boucne Buffer 24F GDMA il B if i CPU #iiz PSRAM 1 %$E %] SRAM, 75
ERE G I T HRAT 2 T T A (A0 1) portENTER_CRITICAL () ), HMIPILm5F
R BLYE
— B EEAE flash SHEBLWE N, W wii ERERE G, TAEREGAB
esp_lcd_rgb_panel_set_pclk () [k PCLK ({1 6 MHz) F4EB} K% 20 ms (RGB il
SE—MREgEHE]) , SRIGTEBRESS R G4E S PCLK & JFG/KF, A8 v] fe < a8 i N 1 B B
%o
-t B g6 ¥ W %, B DA FF Y CONFIG_LCD_RGB_RESTART_IN_VSYNC ¢ &
esp_lcd_rgb_panel_restart () B 0EE RGB B/F, BjiFKAEESR .,

Huft 2948 SP1/8080 LCD B s LVGL It Bh s fir. ?

NS R ] DMA il i) X, LVGL ) 1v_disp_flush_ready () F5%4E DMA {4k
WIEWA, MAZ draw_bitmap () J537BI#H .

1] ESP32-C3 iz SPI £ 11k LCD ik & i nbe, Al il RTC_CLK {£% SPI e, il LCD i
i SR DERETE Deep-sleep KX T IR b if bl i ?

* Deep-sleep #xX: CPU FI R/ Fh iR id, KA RTC fEff# b T TAERAS. HiIkES%
KESP32-C3 HCARKASEADY T IRTHFEEHL” Uil

e ESP32-C3 11§ SPI H 37 ¥ APB_CLK #il XTAL_CLK P fhit4hiE, A4 RTC_CLK., [ H¥E
Deep-sleep £5x0 T, LCD i ft bt Toik o n#S K . BARiES% (ESP32-C3 # RAE FHY > 4
15 fobt 4F [PDF],

* X SPIH: 1RENAY LCD sy, —MOkUiIRs) IC N GRAM, “RT5%E ESP #5441 SPI i
FRREIE T S RS I R, 2 ) TGV ST

1) TLI9488 LCD BEAEMBAPEREBIRE, 7532+ 9-bit JALEAN 18-bit (i ?

ILI19488 TR A ] DA 2 £ 9-bit 281 18-bit 1%, {HHE FiFRAIAIIKZN B &1 H 7 # 8-bit a2k
1 16-bit 7%,

fi 1 ESP32-S3 4k &) RGB Jt % B, b fI 4 i@ 17 #| esp_lcd_new_rgb_panel()
esp_lcd_panel_init () iz Ryeski&E i (TGIWDT_SYS_RST) ?

o kAL ESP O A B4l b 5 PSRAM i35 | /2755 RGB 5 I 1h25¢, Wi b 535 122 RGB 5]

P
o WNfF A ESP32-S3R8, iFht i il GPIO35. GPIO36. GPIO37 5|1,

4.4.7 LED PWM #siilZs (LEDC)
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ESP8266 PWM 55 % (i [l i 2 /g 7

ESP8266 PWM 2 B LI, 52 g ER ] CLK ko 1 M. HEREiiARy LK, tnl Al g
PAR: o5 25 LU MR B T SN R R

ESP32 GPIO 7% il ity PWM {AAERRBIMS ? 2 M af D3 i EIEE -4 V0 12 ?

« ESP32 PWM W[ifiid IO Matrix £ F/17% GPIO #i . [T HAK AIEER VO (#iltn: GPIO34 ~
GPIO39) Z4b, B I PWM A] DA% H BT 45
o SERRMEH P S Z B S0 A BRI BT A I EK flash (5 FH S5 LS

ESP8266 NonOS SDK PWM (728 fba5 1, AWEee)si 7

o WERAf# ] SDK example/IOT_demo W75 API, 4l 1ight_set_aim Bf light_set_aim_r jX
L APT, TR AR

* ¥ s 2 PWM Duty % # J5 57 BIZE &, WA PAYE A #: 1 pwm_set_duty, 7FZEE A
pwm_set_duty JFEIEHH pwm_start HIKIKE A FEER.

ESP32 LEDC #0&#i%%, Duty i ilishit, mffigge ?

1] LEDC Ay, Vg AR = A2 Pl e o :
* LEDC j= 3l A e ;
* LEDC #i28d #2H Scale F A7 E N 15

+ LEDC BBSPEF LA A1 IR E 2, Duty (i) 2 LECHSTIMER.DUTY_RES o
2 LEDC_LSTIMERx_DUTY_RES .

ESP8266 jfi i P 1 5k bk 25 FRC1 (W97 fE85 = PWM, K BLEIAG L Wi-Fi bf, Wi-Fi y= 24 ¢
ST HRi ke o 2500y, S ECE R PWM Kl , JE AT LU ] FRC2 774 PWM ? JE & [ LA f FRC1
RIS T~ Wi-Fi ?

AFPARE ) FRC2, H 2585 1 . Wi-Fi fiif] NMI bk, HAUGg0s T HAbE @ by, s
{#i Fl ESP8266 RTOS SDK [#) PWM J&, £:2% ESP8266_RTOS_SDK/examples/peripherals/pwm .

i J] v3.3.3 it A< ESP-IDF 1 ESP32 ¥ 55 LIl lede #IFE, 4530 T auto light sleep, LED PWM Ji i
15 {HA I auto light sleep, LED PWM A5 511t . ESP-IDF 4 FL45 1% B % T- LED PWM Ryt %R
LED PWM 7£ Sleep X FxERE LAEM, WM&l 250 7

esp-idf v3.3.3 fiiA ) SDK K % LED PWM ¥ Sleep 153X T TAF . 37 I F A esp-idf (v4.0 DA
A Ry LEDC BiIAE Sk 52, %40 esp-idf release/v4.2 A () SDK, HE5%04: LED PWM M
BRYE K N RTCSM B 4hiE .
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ledc_timer_config_t ledc_timer = {
.duty_resolution = LEDC_TIMER_13_BIT,
.freq_hz = 5000,
.speed_mode = LEDC_LOW_SPEED_MODE,
.timer_num = LEDC_TIMER_QO,
.clk_cfg = LEDC_USE_RTC8M_CLK,

bi

ESP32 PWM 32 R B AEIX T b ik ?
* LEDC A 3zFf, MCPWM A ORGP AL X AN o

* Sl ESP32-S3 Al DA id MCPWM 7=/ 10 k. 725 AR 1 us. SEXORSE 100 ns (1AM H 5
.

LEDC 37 ASZ R - = ke ?
¥ $#% SOC_LEDC_GAMMA_CURVE_FADE_SUPPORTED RYith - AT DAFE A (-0 2R,

P ledc_fill multi_fade_param_list il ledc_set_multi_fade_and_start
P

4.4.8 pPLEERIK S RHTEY (MCPWM)

ESP32 S Rfdi 1] MCPWM [y 23 K fih % AD RAFEM ?

B PAYE MCPWM [ E Rt E54 on_full, on_empty. on_stop HEIVE Tl &k AD KL, It
HMETT PATE MCPWM [ LU g S5 on_reach Il AD RA¥.

ESP32-S3 figfg)™ 158 4 G AR PWM M, SORIFBRGH0, L2 URS 0, SEDXalie i ?

SZ) ESP32-S3 1] PAif it MCPWM 72420514 10 k. (25 RS FE 1 us. FEDORSE 100 ns [ H kb
Hi I .

4.4.9 Jkohil-Eds (PCNT)

ESP8266 nf L)z 8 Jpk it % ?

* ESP8266 RALEFHEEIknh i1 Bk, PrACCeRrilad GPIO B FHT s R iy oy sE Bk vh 7144

. §P8266 R Wi-Fi IF R 5 T I0 e 0K il BE & 3-8 GPIO SRR BLE A, FIrRIERI T RS
B

o ik, AEVTRCESRE N A I SAERA T BSP32 DAL S 0
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ESP32-S3 [ LAiiliid PCNT SeBU54 ks 200 K G ikl it 5o 2
LA

PCNT nf DAL VHBO AN ™ v iy 2
PCNT H &AEh BB R BIE I A S A o, oA -8 A Al 42 iR 407 s CEsEHL

ESP32-C3 <345 PCNT Fi% /6 2.0p0 ?

] AP knob #EAT PCNT (it 8. ¥R, B0 AR T BOE S i AR 5 37 52
FHITEORRAGER R -

4.4.10 ZIAMEPERZES (RMT)

ESP .5 i L1t RMT Sh AR Brit W T 5t 7

* W% RMT WGl WPASEHIZLAMESE, LED AT 5, D-shot HUML{ZHI <5

WA RMT O, dnedfe 2 W —k ESP i)y ?

o 77 ESP32-S3, [N H fi A7 ESP32-S3 iX—3Gih 1 1) RMT i A7 DMA., X Ff: RMT a] DAk S Wi-Fi
BT 7 T T3

RMT spnfafReispf8Ch REF_TICK?

CHIP: ESP32 | ESP32-S2 | ESP32-C3
A DAY rmt_set_source_clk 322 (1% & -
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)1l ESP32 RMT #5ifil] WS2812 £T4i%, 455 Wi-Fi olg 505 F lHi It , 23 B30 40 Bt i S5 3 V) Il it
Z Ao ?

o XA EEITEEE ESP32-S3 it i EARMEAMRY, Bk RMT kil LED (JUIH 2R Z > LED (W) &
R WT, HASCR: DMA, 5254 W) ping-pong buffer, 1R i IKrsA SR, s
P BRAEOL T (R R BEE T—AN ), RPN KT R o i — o 7>k Y)4% ping-pong
buffer,

o ZREEA

— X}T esp-idf release/v4.4 7 HifiiAs, B PAE K mem_block_num, ¥E release/v5.0 A5 (15K,
2% Breaking Changes in Usage.
— ¥ RMT By 2o 72 1) CPU A% b, W\ PAYE—> pin to core ] task F /] driver install p&
B, T Wi-Fi sl s 400 0% .
- AT DA SPTDMA SRACE: RMT ok tb it H k1522 SPI DMA LED 477~
o WERBGRAL T R BORIEAN By, 1) ESP32-S3 ) RMT.

ESP-IDF 4L J145—4~ IR NEC 74, dnfnf i 5z B AD LT AP P S0 G i ?

« WLLFESH IR NEC /R Gl E A RMT Encoder e IIHLE BHABLT AL
o WRAHELLAESIAE, T RABT ir_learn 21

ESP32-S3 RMT % £dE 4 4~ RMT RX/TX channel, {H A1} 21552548 rmt_new_tx_channel 34:%% 6]
s 2 4~ RMT TX channel I3l 2 28 ?

o XK tx_chan_config G5FR TP ECE 1Y) mem_block_symbols 2504 K, ESP32-S3 | RMT &-4~%H
WAFERI R/ IN R 48 747 o AN SR IS ¥ mem_block_symbols 455 48, A TX il 18 i) 55 fr
B SAEAHER R — AN B B AR 5 s PR SR A R B R 4 ) RMT RX/TX
channel, mem_block_symbols Z$F{EA FEARIT 48,

AL, ESP32 |- RMT &A% i INAEHRI K/ N 64 A5,

ESP32-S3 RMT Mgzl £ 4> TX Channel 1 [H] 254 7

« WA, EEELNTSHAG:

rmt_channel_handle_t tx_channels[TEST_RMT_CHANS];
rmt_sync_manager_handle_t synchro = NULL;
rmt_sync_manager_config_t synchro_config = {
.tx_channel_array = tx_channels,
.array_size = TEST_RMT_CHANS,

bi
rmt_new_sync_manager (&synchro_config, &synchro);
for (int i = 0; i < TEST_RMT_CHANS; i++) {
rmt_transmit (tx_channels[i], led_strip_encoders[i], leds_grb, TEST_LED_
—NUM * 3, &transmit_configqg);
}

ESP32-S3 infa s B RMT TX i s s 8ot Lansde A v JCPR 9634 7

o Y4 rmt_transmit_config_t::loop_count it &>k -1 BIv] TLIRTER L4y, L7514 2% Initiate TX Trans-

action,

Espressif Systems 91 Release master
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/en/v4.4.1/esp32/api-reference/peripherals/rmt.html#_CPPv4N12rmt_config_t13mem_block_numE
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/migration-guides/release-5.x/5.0/peripherals.html#id13
https://github.com/espressif/esp-iot-solution/blob/master/components/led/lightbulb_driver/drivers/ws2812/ws2812.c#L99
https://github.com/espressif/esp-idf/tree/master/examples/peripherals/rmt/ir_nec_transceiver
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/peripherals/rmt.html#rmt-encoder
https://github.com/espressif/esp-iot-solution/tree/master/components/ir/ir_learn
https://docs.espressif.com/projects/esp-idf/en/latest/esp32s3/api-reference/peripherals/rmt.html#initiate-tx-transaction
https://docs.espressif.com/projects/esp-idf/en/latest/esp32s3/api-reference/peripherals/rmt.html#initiate-tx-transaction
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master

Chapter 4. #RHF4

ESP32-S3 J: 10 3 Kl f: One-Wire ?

« ESP32-S3 1] DA i iF RMT #f % 32 £ One-Wire 5 £k th . H & W H 7] & % “esp-
idf/examples/peripherals/rmt/onewire” 3|

4411 ZBcvim A (SDIO)

SDIO g it e 2 Fp 2 % 7

« ESP32 SDIO i #h#t s 50 MHz, 5% 35 4-2 st
« ESP32-S3 SDIO H4 55 80 MHz, i 745 8-2k izt
o SEPRI R, (R B 2B AR I S R .

ESP8266 1] SDIO &% %% SD | ?

ESP8266 J& SDIO M#L, 33 SD .

ESP32 SD L ZHille R w20 ?

« SD3.01 #E+ SDXC R k7 H: 2 TB (2048 GB) %42,

 ESP32 [¥) SDMMC FHLAF£ SD3.01 thi, @iz sME Al DAV Rl i 2 2 TB {4 X da; {8 ] SDSPI 4K
Bl SPL R Z i -Riy, WS REDT I 2 TB K

o FERRPFZT L, RBEAEH 023 [RIA 52 SO R SR

ESP32 SD k& nf L)Y flash & PSRAM JL[|{EE ] ?

o TEGIMIEA 5 TR 00T & W] RASE IR {5 1)
o TP, 24 ESP32 X SDMMC #4135, ESP32-WROOM F1 ESP32-WROVER #4 /) SDMMC
Slot0 5| il 5 flash {15,

[ /1l ESP-WROOM-S2 Eigfl, J& 7535 SDIO MMl ?

ESP-WROOM-S2 37 #% SDIO {EM#L.

ESP32-S2 IiLii§ ¥ SDIO #2117, JEMiB L fph% TF | 7

ESP32-S2 n]{ii ] SPI2 5% SPI3 #2 14M#% TF K, BLHHME ] TF K% SPI AR,
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ESP32-S2 %45 eMMC W} ?

CHIP: ESP32-S2
ASFE

ESP32-S2 7032 % SDIO ML ?

ESP32-S2 3545 SDIO #11, %4 SDIO fEMHL.

ESP32 dnfal JF £ A1 P SDIO AL BCBa it i

SDIO MR 5H: 2811 buffer IRH %, BWSEZ JGFEEYH M sdio_slave_recv_load_buf
ik buffer, 750 SDIO MK Jo vk kst m) SDIO MAL & £ dE .

4.4.12 SPI £iklgs

ESP-WROOM-02D Fi¥e &Ml L) 4hz; SPI flash ?

ESP-WROOM-02D 4]} — & LT ESP8266 5% F- 11 Wi-Fi #6541, 7 i F SPI 82 115 4N SPI
flash 45 AT (5. HAAREDE, ESP-WROOM-02D 40341t T 4 4~ SPI #2118 (GPIO12,
GPIO13. GPIO14 {1 GPIO15), H:# GPIO12~GPIO14 1 A 4 SPI #1311 MISO. MOSI,
A1 SCLK 5|1, 1 GPIO15 Ww] PAFIAE SPT MALIE 1) CS 511

B ] ESP-WROOM-02D ##4H %42 4156 SPI flash 14 4%, 22206 SPI flash 14 4% MOSI., MISO,
SCK F1 CS 5| ji 4y 53442 3| ESP-WROOM-02D ##i4 f) GPIO12~GPIO14 1 GPIO15 3| .
[, AT ZAE ESP8266 [ [ {1 v I s e B Aol a4k SPY 42 11, DA BEAS IE #5455 SPI
flash £ F-A TR

TREYER A2, S SPI flash 15 1 8-S A2 B 55 S EUTE SARYE B AR 0 1 3 5o fn 75 oK kAT
VEBR, [R5 B 51 6 SPI flash B4 RIS P RRAERI AT 5808, DACRIEEICHE (2 5 i) IE R MR AR
EPE. A, TEEH [ SPI flash 3545 Fil ESP-WROOM-02D H£2H 2 [1] (1) 4 3L 2 M e 2445
FRFEXEF RN, AT HER G RS = R R T SRR .

ESP-WROOM-S2 1§ ML, STM32 {f:25 MCU , wULfi[f] SPI 110 gy ?

AATPA, BN T BN REASCRF R 1 UARTO,  [E0F /5 3l f5 TR BRSNS, FER T A
Fricit sciy OTA k-

ESP32 1 SPI0/SPII/HSPI/VSPI = ZA45 11 21X W ?

« ESP32 47 4 4 SPI, SPIO # SPI1 ZW/MM&E, SiFR>h MSPL, i MSPI CSO % i {7 FE i flash,
MSPI CS1 %4z PSRAM, SPIO Al SPI1 L fl—2H GPIO #2 11, BRiA#h i I FA9Wi4HL SPI2 1 SPI3
AR E R E ) SPT.

* HSPI U Lk SPI2, VSPIUZE Lk SPI3, X4l SPI ¥ i A SPI, Jf HAR S QSPL,
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ESP Z 545 1 6 J1] SPTDMA Ik ISl fe 0 i K& 4095 5245, S DAy RGP S 2

o R, XJETRECFIRG], DMA 453 BN s HBEEESR 4095 AT B .
o {HJ2 SPIDMA BAR %6 m] DA 3 25 T 47 SOk HE O 21080, i e KIEdE G 7 r Bz i T
T {27 /7% SPI_LL_DATA_MAX_BIT_LEN " (FEZFEHHHBELRF, T # ESP-IDF H#

%3%), W " "max_transfer_sz <= (SPI_LL_DATA_MAX BIT_LEN / 8),

ESP Z 418 1) SPT [lint il =4~ SPT AL, S ila L fs 'S b A wevif] ?

o [ —A> SPLAMSAE A EHL, —HBES —DIHLEATIES, o CS P SR MALEEA Tl . a2k
sedy SPLUKENHE 3 MMHLLA, H-SEND BIEERIEZ T LARY, HEFEX A A,

o WX ME S T IRAEIL A A—A SPT YA, IR aN, 2l (E 522 T
AE, BARMEL SPT MRS - EALIKEh R

)1 ESP32 JF R Bk T- ESP-IDF release/v4.3 JiiAIY) SDK HATIFR MR, RIFgVEIREINT, RfH2 )5
P ?

spi_flash:Detected size (8192K) smaller than the size in the binary image.
—header (16384K) .Probe failed.

JE PR i A flash /N G SE PR F B flash K/NEERC, ik G iz A B R G Ml 23 ) 1 6 52 P
5 FH Y flash KNI TAGIN o

SPT M\BLSE Fidpe K 3t %70 7

CHIP: ESP32
ESP32 2y SPTMAILIS i i S5 10 M

{1 ESP R 501LE K110 SPL LBy, fEdl DMA BT ek nf— Rk Pkt fin 2 20 Vi Bt 7

* % SPIMf{F FIFO Y[R, 7E9E DMA BTN i kn] — R ket 64 74, W] 2% SPT LALIKENRL P
- Heka 5 FFSEINA] o

o ek AR 32 FURRN, ATDAfE AT SPT Master BK2l N RAY 4 5= T8 A B r Gt X, AT
Z:% SPI LAY - e/ T 32 (i) fekm s or Wil

. iﬂ?iﬁﬁ%ﬁ 32 LUAERE, FFE ATAIE SPL AZABURA G X, W 2% SPT LALIKSIRLSF - SPI {44
F55 Uil
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{{i il ESP32-S3-WROOM-1 (ESP32-S3R2) Ki#l % T- ESP-IDF v4.4 Jiiz A ) hello-world T £ PSRAM
WIUeEL G, FTRIATR s, k20N ?

E (232) spiram: Virtual address not enough for PSRAM!

ESP32-S3R2 it H 425 T 4 £k ¥ 2 MB PSRAM, i 7F menuconfig /¢ PSRAM #5034 & 4 Quad
B, R

menuconfig - Component config - ESP32S3 Specific - Support for
external, SPI connected RAM - SPI RAM config - Mode (QUAD/OCT) of
SPI RAM chip in use (Quad Mode PSRAM)

{{i il ESP32-S3-WROOM-2 (ESP32-S3R8V) £i4] J% T- ESP-IDF v4.4 it A If) hello-world BifJT §} PSRAM
WBEE T, TR, S Al 20 7

E (453) psrm: psrm ID read error: Ox00ffff
E (454) cpu start: Failed to init external RAM!

ESP32-S3R8V it i 4E /i T 8 £k /#) 8 MB PSRAM, ii7E menuconfig H1 ¥ PSRAM #1515 & K
Octal £, -

menuconfig - Component config - ESP32S3 Specific - Support
for external, SPI connected RAM - SPI RAM config - Mode
(QUAD/OCT) of SPI RAM chip in use (Octal Mode PSRAM)

ESP8266 RTOS SDK J&: 7% 3 £ SPI &0 1. ?

CHIP: ESP8266

ANZHF. A ESP8266 AR DMA, KMk THEm &M tERe R H T 43 FIFO, Rl H g
WL, BARPFNE1TE S % SPI readme.,

ESP £51.t5 h it Sk =2k SPLIY 9 Srnpph B (HIDHISE 1 i) 8 At a4 Bl ki) Wy ?

* H i ESP32, ESP32-S, ESP32-C Z A Aith A #5A 2 AR 26 55 it , BYH S08E 8 A2x 551y
BluAes, 1% mE AP I Github issue T S04,
o JEELERA) ESP ot F i RE & SR AR AT SR BE A, (0 H AR A BAR A TR

Ff ESP RALE A5 IHB B SDA Bdandeln, WAL 2 I SDA Zep bGP, 58 Rt
WAL o (HBEI A £ 2, — S PRI e O S oF, S8R ARG 7 inff eSS L 858 7

* SPI * MOSI (SDA) Fl SCK {552 i 25 PR HL P& i SPT AR5 il 1)
o W] DA 3 & spi_device_interface_config_t £5H4 14 B mode fi 51245 B SR AL,

ESP32-C6 f§iJI] SPI DMA EiXI}, ¥4 DMA Buffer fit k%5254 7

 ESP32-C6 {ii ffl SPI DMA #ix i}, B~ DMA Buffer fiz k57 4092 775
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4.4.13 EWEY

ESP8266 {1l HW 5 Ibf 25 vh I AR e 7 e 00 ?

* AIPASFAH K APL (Y (ESP8266 £ ARZ % T
o QIR NonOS SDK, 1[£:% (ESP8266 Non-OS SDK API &%) .
o WERTOUT, RECE AT R A RR E R TEE R, I BRI R BB IRAM i fp Cache 3¢
P ) 5% 1]
— RTOS SDK FFZAE R AL BN N4 4% )8 1 IRAM_ATTR.
— NonOS SDK NEEFE R4 iRl ICACHE_FLASH_ATTR (i%ZJ& 145 7E BRBUIAE flash H1).,

S IO 5 A 3 P I SE R 7

e esp_timer DA ESP32 & fil, W DA # i ¥£ Menuconfig ' & ¥ B & Wi CON-
FIG_ESP_TIMER_INTERRUPT_LEVEL 3k it & b Wi it e 2% .

* General-Purpose Timer 1] DA 7E 7 M} o Wr ik 55 oA £ W) i & W L e 9, Bk iE & %
timer_isr_callback_add ] API J5iRH .

4.4.14  fplBi RS

{1l ESP32/ESP32-S2/ESP32-S3 Touch J£ 7 uf LLidiid EMS % S5t ?
EMS & i il U2 B, S22 SNSRI . SNSRI R . T

ESP32/ESP32-S2/ESP32-S3 Touch $ii THLAE 1148 2, WIERM FAZIINEATR K, BWMEL A
Touch IC,

{1 ESP32 i fub BEAIE BTWE, WEHEATHIETOR I 5% 7

ESH LN PREFBOT

ESP32-S2 Touch Sensor (¥ 7k Ui & A7 KI5t il Touch & 245 K IH#ARE U Touch At ?

ESP32-S2 Touch Sensor [ [5j 7K U] B8 W] PAFE A /D /KBRS 5t F 1B TAE. FEf KA FUK
(Touch fji 5 Il 5¢ & 35 ) MUIELL T, Touch BB, EEIFUKBIEHRIG Touch 7 g
PR IEH TAE.

ESP32-S2 Touch Sensor [{jB)j /K i e (£ bl A1k #il¥) Touchpad I, J& MEEGE PR RF AR KT Pad 5 fEfL
H?

AR, T e A R R A A S
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A HEAE T LT Touch Sensor Jllik . v fih sz Touch Sensor Ji: H. %5 N T fih Bt S 88 0 i b4
¥t ?

XSRS, F AL A R AT AT

Touch Sensor FY 45 IHIGEA T g} ?

ANfE, P2 Touch Sensor J& #5402 .

TER e JIt )i, Touch Sensor & I BY i A& A3 i BB e . ?
i S TS B B

Touch Sensor fe KNS A ATME v UBRE S, LAEAEAIMERE R ve Jobivt, 113l DI pi i3 o 10 5 i 13
fi?

BN BE H SIE N 52 ) B S BL AFIri R A

ESP32 fili 5 b AT S5 Wk g) ?

» L4342 touch_panel_code,
o R4 2% touch_panel_doc,

4.4.15 M40 (TWAID

FERET] ESP32 TWAI® $5ifill g5 AT WIpLE 7 S it ?

%% (BSP32 25 liRZ) > &1 ESP32 TWAI FH % [/

4.4.16 UART #iilgs

% il ESP8266 RTOS v2.1 UJ J2 2 fiffiA SDK, fnfuf$% H &AL F 5 UART1 ?

TEMCE UARTL W64 /5, W LA APT Y4 H G th 2] UARTI,

UART_SetPrintPort (UART1) ;
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{8 il ESP8266 RTOS v3.0 DL} 2 )il SDK, ik H &Mt % #] UART1 ?

W] i 7f menuconfig -> Component config -> ESP8266-specific -> UART for
console output -> custom -> UART peripheral to use for console output -
> UARTO f&Mh UARTI #2117,

ESP32 IDF piyifnf fififit UART ji$s

o fHRERE (IS, 5% uart-flow-control,
o [HREFETEE, 5% software-flow-control.,

ESP32 fiiJil UARTO fi- i sh rr, A7WIBRE s i Rty by ?

o SR F R ASCH UARTO Bl AG T 11, % UARTO 45 BRA H 2 e
[

« 3 ESP32 ) UART AU J1T, S RE PR B4 K77 (0 ol RO 0 T, 0 9 52
UARTO i 35 11, 57 DR A

A5 - BT EN R ER OE S, BROARRF Y UARTO 2204 =04 T IR

O AbR 45| SEE (ROM ) TH), 1HUBTHS MTDO 4B (A Tt e
ROM [E 4T EJ

MR TR/ RMEBE T HEERH L, A DAY menuconfig -> Bootloader
config ->Bootloader log verbosity ¥ E A No output RHEiks| SMEEF
E‘;ui-[;ﬁll':[:'l

s BEARNVHAHEW Y, &0 PLR menuconfig -> Component config -> Log
output ->Default log verbosity iXE A No output ZFEikN H HEH L .

B 5 i -

o TENEAR PRI, DT 1L UARTO EAHERE, WERA I ER&STRES Ly
MR AHE ESP32 A BB A Z M HI R —> 0 Q UfH, AR T 30A W] AR X
A~ 0Q HEFH.

ESP32-SOLO-1 ) GPIO34 ~ GPIO39 J& 73 n[ {3k UART [y RX Jz TWAI® ) RX {3 24511 7

GPIO34 ~ GPIO39 {UAEM#2lk, nI4EN UART 19 RX K TWAI [ RX {5541 .

)1 ESP32 dnfar s gfceh 1 dle A0 F o B A28 ?

T PA# ] uart_set_baudrate () API Esh&&0k UART 42, 201 API {iiH].

i) ESP32 .t i 3% #f USRAT (Universal Synchronous Asynchronous Receiver Transmitter) " ?

REH, BSP32 {U3Hs UART, Toikiibfitl it oh.
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ESP32 ¢ )y 1 RS 32 £ M ARK Fi SPACE feiisg ?

ESP32 5 Fr A 32 H

ESP8266 H: 1111} FIFO 2% Kk ?

ESP8266 fitj UARTO #i1 UART1 &4 —MEJE 128 FA7 i fifi{f: FIFO % FIFO, HETER
—AHidik . S0 (ESP8266 i RS H T H “11.2. BRI B 3.

ESP8266 It 1 i bR HE 2 K 7

ESP8266 [1 5 I3 4% 235 [l h 300 ~ 11520040 bps, % i, (ESP8266 ¥ A &% F Wy iy
“TL.3.1. e B

] & UARTO g4 2

CHIP: ESP32 | ESP32 | ESP32-C3

u] PAAF menuconfig ' #f 47 % B, idf.py menuconfig —> Component config —>
Common ESP-related->Channel for console output (custom UART),

1] ESP8266, AU UARTO L I P4, #EM UART1 S530Mlui )i idifs . GPIO4 fl GPIOS fgfic i
% UART1 Hs i ?

* BT UARTI () RX D i 5 1, ArPA UART1 AfE-S HAE 5241, {2 UARTI (¥) TXD 45
Al ARSI H

« ESP8266 5 H: fih s A i {5 X fE i iF UARTO fi CTS Ml RTS 45 M =2 e % ¢ B, M ‘&
i GP104 F1 GPIO5 & R4/ .

» ESP8266 5 H A FriBE ] @8 uart_enable_swap () K%L, i UARTO F CTS 1 RTS 5|
I T3, 323> MTCK (I013), MTDO (I015) 451l . 45 %2 4 J5 ESP8266 111k GPIO13 (TXD)
I GPIO15 (RXD) 3k 55 A H #EAT UART il f.

ESP32 [¥) UARTO & u] DLAEHi i A8 bl msf SO s o iii il 65 i F A 7

o AJPA. UARTO #ith H 75 H TR EAH TXDO 45 M1, B2llob iids il & i A L SR 2 A RXDO 45 1.
" FT  “esp-idf/examples/system/console/basic” R F MR, .

e UART 155 560 ?

W] DA ] vart_set_line_inverse 2 [ 8 . [ES | HIZE0T PAM vart_signal_inv_t 25 & FRHEHL,

Espressif Systems 99 Release master
Submit Document Feedback


https://www.espressif.com/sites/default/files/documentation/esp8266-technical_reference_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp8266-technical_reference_cn.pdf
https://github.com/espressif/esp-idf/tree/master/examples/system/console/basic
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/peripherals/uart.html#_CPPv421uart_set_line_inverse11uart_port_t8uint32_t
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/peripherals/uart.html#_CPPv417uart_signal_inv_t
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master

Chapter 4. #RHF4

4.4.17 USB

ESP32 &% 5 USB Jjfig ?

« ESP32 3% #} USB Hifig.
« ESP32-S2/S3 37 4% USB2.0 Full-speed ##iz{,

ESP-IDF SDK USB #; 11 3% #f HID, MSC xS 7

 ESP32S2/S3 W[ {Ek MSC F#l, ZHFHEE U 5 /- %, 1 S% esp-idf,
« ESP32S2/S3 w]{Ek MSC %45, 4l U #17fi%, W% esp-iot-solution,

» ESP32S2/S3 HID F# 1] %% ESP-IDF Host HID,

o ESP32S2/S3 HID %4525 7] 2% ESP-IDF Device HID,

ESP32-S2 USB & ik il h %24 ?

X VBUS HUJRZ g fLfTs thAE 7y, gk, 15 ESP32-S2 by Took. SR Ak,
15 2:% Self-Powered Device,

ESP32-S3 [fj USB % USB 1: 4L ?

W, ESP32-S3 USB E#3hfE 5 ESP32-S2 —3.

ESP32-C3 USB 3§ USB H L Jjfigfi1 USB JTAG Hjfighty ?

SR, BICIE B E SR .

ESP32-S2 il ESP32-S3 USB I#4F 2 ?

ESP32-S3 #l ESP32-S2 B4 #][F 1Y USB 2.0 OTG 4p%, 374 full-speed iz, 73 # USB 3}
HLAT USB ¥4 UJfE. BRUbPASM, ESP32-S3 if 37 USB-Serial-JTAG % H 7k, nIH TR T
B

ESP32-S2 USB ML ERBIFEE A S5 ?

T %% ESP-IDF () USB Host Xz .
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ESP32-S2 F511) USB BhilUd OTG 1.1, M) it 12 Mbps., figfil USB 2.0 Je45ulifsny ?

USB 2.0 1 USB 1.1 full-speed Bzl 3f%s, W PAME TS .

ESP32-S2 37 §5 USB £{4 k0 ?

F . ESP32-S2/ESP32-S3 USB Host UVC 715 4¢ i i 2% usb_stream .

ESP32-S3 JE @ 2 Fiiv A 2 vE WA i 251 USB $5{% % ?

o - - ost + NP 2% usb_stream
¥, ESP32-S2/ESP32-S3 USB Host UVC + UAC /Rt 2% usb

&4 ESP32-S2 i U 3% (MSC DEVICE) [{j&% 74 ?

15 22% usb_msc_wireless_disk demo, H FiH FiE#E N 3 540 KB/s, E 350 KB/s,

ESP32-C3 47 USB, RMAHG Y cp2102 & h i nl LA Hiliid USB R &I 11: ?

J2f), ESP32-C3 w[ifit USB 5t [ bk AR)T, XA USB H: 145 Windows % & _F 7R K
COMx, Linux %% FE/RA ttyACMX,

ESP32-C3 & % +F USB 4L ?

AN3ZHe, ESP32-C3 AU 37 HF USB-Serial-JTAG g, HEE/E N USB 1% %5

ESP32-C3 .t )y ol LL{i)1] USB F# [, {0fe ESP-IDF v4.3 F A Fe. W fiji] USB Fak Rk 7

157 ESP-IDF v4.4 2 DA AR N9k, i dseli o 320F 0 IDF T.H, AR5 0] E 5 4ot
i ] USB "N &[4, 8754 U, usb-serial-jtag-console ,

ESP32-S2 J&7; % USB HID ?

S7#7, USB HID Device 2% ESP-IDF Device HID., USB HID Host %% ESP-IDF Host HID
BIRE.
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A USB $51% 3 Wi-Fi feiiBife, PBFTEIA sy, 2 fh 25?2

E (1437) UVC STREAM: Configuration descriptor larger than control.
—transfer max length

AR S H 252 8 USB Camera & 3% FRAFFK BE R T BRATR K EE (256) , WIRAME AN
THCE A 2048 HE4 T :

Component config > UVC Stream > (2048) Max control transfer data size
(Bytes)

ESP32-S3 34§ USB CDC it #7 H A1 B sl -y ?

ESP32-S3 " PAJ] USB CDC % i #2f5 H G T a0, (FUR TR ZIT S AN Be i e :

Component config > ESP System Settings > Channel for console output >
USB CDC

ESP32-S3 J£ 432 #% USB Device % Class 0 1425 % ?

o T, WZEIRHBI: esp-idf/components/tinyusb/additions/src/usb_descriptors.c . 4 Class code == 00H
B, class 2551 H interface 35 5E .

ESP32-S3 1) USB OTG % I'1 n] L) [A] I} {ili Ji] USB Host fi1 USB Device &1 ?

« ESP32-S3 [ USB OTG $ [ A fig ] it F§ USB Host 1 USB Device A, {E AT DATE 33 #5041 e o i
1, A

o WFEE USB OTG it T fE, 7522 H 5l ESP32-S3 (WAl {4 b 2 Re b Dige, AR
A R

i, esp-idf/examples/peripherals/usb/device/tusb_serial_device filf%, {#i ] TinyUSB % ik 5, 205l
JH tinyusb_cdcacm_write_flush pi#5) ?

KT P51k &% FIFO %55 1, AIPAfE A tinyusb_cdcacm_write_flush () REGHEFTRIHE
B2, KETEFRRRET T RES RN, SO S B B FH T

ESP32-S3 J& 1332 £4h4% USB hub 814> {154~ USB 1[It :4% USB 4G BEyefitm s ?
SRy, WRBNIEAETT &
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ESP32-S2/ESP32-S3 fff UVC Host ¥t 4 # 4 % % @ UVC #% & % 5 # =
HID_PIPI_EVENT_ERROR_OVERFLOW, {}-ZJ5iPd ?

ARV R FR 1R Sk Alt 35 i i MPS 3K (ESP32-S2/ESP32-S3 i w32+ 512 745 )
TN LA USBLL FREA/NTET 512 FAHE 1.

ESP32-S2/ESP32-S3 J: 34 USB 4G MR ?

., &% USB CDC 4G KRB .

ESP32-S2/ESP32-S3 }: {47 USB CDC Host 736 ?

£, 1i%% ESP-IDF USB CDC Host 713 B esp-iot-solution USB CDC Host 751

iliid ESP32-C3/ESP32-S3 USB Serial/JTTAG Controller Jyfig s 575t % 8L PC ATIHRBIAE] USB 11,
W 2R E USB S0 BUIRNG LA SNOT, 2ORfH 2 7

H §7 ESP32/ESP32-S2/ESP32-S3/ESP32-C3 ith F R a8 g 2 WL AREIE# =8 (flash
7%, flash BLA IEMA AR/, flash L HIF RS ), NERER &g (—2 L
i) —UOB R ER. HERTFRIER B, EHFAT IR, FaREEEATHER, X
A Ats | 8 B ESP32-S3/ESP32-C3 USB-Serial-JTAG SME & B HTHIMAIL, Fr DAXT R L4 5k
IR PC UG “Wilrgesr” (DULREICNRIER: . WidF. @8, Widt--.), AR hwif
fif s

o A EIR P EBIEGE flash %A, T3 boot A FTHER, XFG S RAEERE,

o $EENEN UART BestRB R iz 1T, 60 R e R M E UG, JGELsk e “USB

W e L RN E XTI I 2 B .

UNR A 1 B F-2h) boot Xif .1 strap pin R, FEAERIK USB "R I T2 K21

ESP32-S2/ESP32-S3 Ji:7%:3% %1 USB full speed $ 5% K 12 Mbps, w22 KA ?

PA TinyUSB #pislE k51, Rk itk USB #EX3A ffH] DMA, i@ H 06 FH CPU &if, ik f%
WA Se R ] 5 R 2%, LA TinyUSB PSR Tl H BBk E] 6.4 Mbps (415 R HEUH,
wLH, HISHEEE] 9.628 Mbps) .

Il ESP32-S2/ESP32-S3 USB 47 3 £ 5%k USB £if{% ity wl figtk: ?

ESP32-S2/ESP32-S3 USB H & #A& A KT 512 5 1) wMaxPacketSize Video Streaming ¥ i,
1) USB #5153, M P mT B0l USB #3143k Wi-Fi &4 GIFEI, #5738 L oy ds, #
ATEEIRAE B .
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ESP32-S2/ESP32-S3 fit 3 £l KW % K5y Wiy USB £i£1% 5 ?

o ASRAE EAH JPEG fifh . IR Z5MiSfE USB 7k, USB $RGCKIEAEIR 2264, 1) ESP USB
F74E FIFO K/ R, B aite kL AES] 500 KB/s. I AR EEAE] 15 Wi, AR/~ HfE 33 KB,
HAK 33 KB RESCILAY IR MR R T 4, —B0aT AR 480 * 320 3 B,

o MR TEAH IPEG 1D, BRI B XA R A RER B AP 15 .

ESP32-S2/ESP32-S3 USB fif USB CDC Device Ib} &R g 518 USB 14tk ahfi: ?

* A[PA, USB device R ] tinyusb i, £7% mount Hl umount [a]3f pR 410K S 157 USB (YK 11 F
o WEERRE, WARARBAE N At USB 0, T SN AL 1 DU I B Sk sh AR, iR
Wik VBUS #2511, #Z5% At USB B i s

ESP32-S3 USB fififit RNDIS il CDC Ijfig)ii %8 PC figii %% COM 11, {ijE COM 1% A ket Ifk
BT, REBAAT ?

o fFETUN, Hh USB HahbektfEiEid USB-Seial-ITAG MK SEEL, {H USB RNDIS HjfigiE i USB-
OTG #ME35LH, USB-OTG #h3Fl USB-Seial-JTTAG #MEFE Rl %) H A H—Rg TAE.

o WL A FHF T USB-OTG 41, #Bid L USB-Seial-TTAG AMESZERY [ ST fe ik 1. {H
A AF-ghilk AT EiiOk#E4T USB Bk .

ifi[n] ESP32-S2/ESP32-S3 &1 3%+ USB CDC NCM {piZ ?

o HHEiH 7 USB CDC ECM #MY, A3 USB CDC NCM 113,

¢ ESP32-C3/ESP32-S3 [t USB 5| JHIg) 45 1E 0 GPIO st e4b ik dhfie i, Ml 2 Jciki il USB kA
[l 7

 ESP32-C3/ESP32-S3 [) USB 5| i nI g1 iift -k GPIO st B AN F I, H@FHEHE2, winikse
WA, JRA) USB R Zh et biIT, Joykmhmad USB #10 H shot A R e, B ] PAE
1 FZ I Boot 5l (ESP32-C3 4 GPI09, ESP32-S3 24 GPIO0), F-#ifii ESP32-C3/ESP32-S3 ik A
TR, FELd USB #47 T #.

i ESP32-C3/ESP32-S3 [t USB % 11 {1:0)™ il — 1R IS F T 8otz 10, A7WRLdE i omi?

o % L35 ESP32-C3 (GPIO18,GPIO19) /ESP32-S3 (GPIO19,GPI020) [ USB 3|5 Fl R H & sk
Ike.

o WAGEATRE, AR R USB 51 IS A B YIaE, ARAEE i [R a5 | 1 Boot 5|
(ESP32-C3 4 GPI09, ESP32-S3 34 GPIO0), FTFahik A F#ikizt,

Windows IABE F{diff] idf.py —p com35 flash monitor my4y, iyl USB 00—t FE&MFTEN, R
B P oS 2P ?

o HERRHEWR:
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Connecting...
Failed to get PID of a device on com35, using standard reset sequence.

* Windows i T ECE COM MM KS , AR /NG com.

Il ESP32-S &A1y i USB VID/PID ?

o QAR AZEE T TinyUSB PMSUB R SZ L), AT PARE FHERIAY) TinyUSB PID. &0, {R7EZN %
A~ ESP32-S 417 Hii USB VID/PID., £ AHIE S W, “usb-pids” .

1¢ Windows 3485 F, {#i}i]l USB-Serial-JTAG %11 FEZEME, A CEw COM ngi's ?

o ATRAGE S B B3 75 AT IT Windows CMD, - AT DA R 454 RIS 25T, DAPH IR 4K 35
Serial S i#BI%5 , BT MG HE N REIZ P

REG ADD HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\usbflags\
<+303A10010101 /V IgnoreHWSerNum /t REG_BINARY /d 01

o HL{5 BiES% M1l Windows #K#E USB & 4% /741 5% COM %',

n[PAEH U 833847 OTA R8sy ?
arRA, i ZH A esp_msc_ota SEAL.

ESP32 Z416 32 F5 USB 2.0 ki ?

H Bi{¥ ESP32-P4 37} USB 2.0 53k ,

4.4.18 ILfbHbR

REF_TICK Ibfpirji 8 n] DL &gy ?

CHIP: ESP32 | ESP32-S2 | ESP32-C3
AHIPAE R, REF_TICK U2 B[ .

ESP32 73 % 5 PCI-E {lpiX ?

ESP32 A~ % #¢ PCI-E 1,
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4.5 Bl

4.5.1 ESP-TLS

ESP8266 jilli{ RTOS SDK mgtt/ssl_mutual_auth MRS5S %S Jeg 7

o ¥ SSL ok iEH Al fig /&t T ESP8266 NAFAA & T3 .

% {# F ESP8266-RTOS-SDK master iz 43 iz it I AE , master JfUAR 37 #35:7F menuconfig fit B w31 352
e N, A DAY N AR T4 , 1833 menuconfig -> Component config->mbedTLS -> (f“Y”
ffifE) Using dynamic TX /RX buffer -> (f# “Y” ffiff) Free SSL peer certificate
after its usage->(#“Y"{fifif) Free certificate, key and DHM data after its
usage,

ESP HTTPS {Ef It Bk 55 25 U5 ety ?

* AP, 157E menuconfig HLTHEDA T LI -
— Menu path: (Top) -> Component config -> ESP-TLS -> Allow potentially
insecure options
— Menu path: (Top) -> Component config -> ESP-TLS -> Allow potentially
insecure options->Skip server certificate verification by default
o [AIRFEERf/F esp_http_client_config t ZEMAERNEE cert_pem AT E, WHEEET
cert_pem, FABSHXNEER CA UEFHRERIR 55 AFUEA
o MR T E A HTTP OTA, 3£ 55 Z54F menuconfig B ffi i Menu path: (Top) -> Component
config->ESP HTTPS OTA->Allow HTTP for OTA;‘@Iﬁo

Il ESP-TLS i) esp_t1s_conn_read API ¥ RAEFLAERER 7 sli i AT LM 5 ORI IR 7

e A[PLKf esp_tls.h B esp_tls_cfg_ t G EK non_block IE N true SESZHIEFH ZE
o WA PAEH esp_transport_connect_async EEIIEIHZE,

ESP-IDF 324§t TLS Jig A7 W2t ?

* ESP-IDF HfE#5(¥) TLS $pi8>l Mbed TLS #i%.
* ESP-IDF v5.0 JeDA ERCAAFESCRE SSL 3.0, TLS 1.0 A1 TLS 1.1, 34 H7SCRpA) TLS A<y TLS 1.2 H
TLS 1.3,

Wil 5387 SSL #& T-24it “mbedtls_ssl_handshake returned -0x7200” %5 ?

* 0x7200 [EE TR TTREA AR LA
- MBEDTLS_SSL_IN_CONTENT_LEN ji/|n, —f/NFfk 16K

- WIFAE
- Med5deibgs ESP j4k, JikH) SSLrecord ASEHE, HEANWE T, HITIHS % KiE Wireshark
[EHECTR
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4.5.2 HTTP

ESP8266 37+ HTTP JJit 55 5t ?

4, ESP8266 7E SoftAP I Station FsX N HE AT DAVEIR 45 1 o

o 7£ SoftAP #istF, ESP8266 [} 45 itk IP Hiht 2 192.168.4.1,

o G5 Station iz, R 45N TP Mkl % i £543 Bl 45 ESP8266 [ TP,
o GNARIET SDK #H4T IR IF A, WS HAH N ARG

o ARAH AT $54, FHFMH AT+CIPSERVER J )i IS5 Ui o

I ffiJl] esp_http_client %%k (chunked) £ 7

o A PLiE 4 HTTP Stream [ R, ¥ esp_http_client_open() W) write_len SEEE
Ho-1, RBP4 EHEY Transfer-Encoding % B & chunked, £ % esp_http_client.c H {
http_client_prepare_first_line (),

o ARG

static void http_post_chunked_data ()
{
esp_http_client_config_t config = {
.url = "http://httpbin.org/post",
.method = HTTP_METHOD_POST, // This is NOT required. write_ len < 0 will.
—force POST anyway
bi
char buffer [MAX_HTTP_OUTPUT_BUFFER] = {0};
esp_http_client_handle_t client = esp_http_client_init (&confiqg);

esp_err_t err = esp_http_client_open(client, -1); // write len=-1 sets.
—header "Transfer—-Encoding: chunked" and method to POST
if (err != ESP_OK) {
ESP_LOGE (TAG, "Failed to open HTTP connection: %s", esp_err_to_name (err));
return;

// Post some data

esp_http_client_write(client, "5", 1); // length
esp_http_client_write(client, "\r\n", 2);
esp_http_client_write(client, "Hello", 5); // data
esp_http_client_write(client, "\r\n", 2);
esp_http_client_write(client, "7", 1); // length
esp_http_client_write(client, "\r\n", 2);
esp_http_client_write(client, " World!", 7); // data
esp_http_client_write(client, "\r\n", 2);
esp_http_client_write(client, "0", 1); // end
esp_http_client_write(client, "\r\n", 2);
esp_http_client_write(client, "\r\n", 2);

// After the POST is complete, you can examine the response as required.
—using:

int content_length = esp_http_client_fetch_headers(client);

ESP_LOGI (TAG, "content_length: %d, status_code: %d", content_length, esp_
—http_client_get_status_code(client));

QS
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(£ L£50)

int read_len = esp_http_client_read(client, buffer, 1024);

ESP_LOGI (TAG, "receive %d data from server: %s", read_len, buffer);
esp_http_client_close(client);

esp_http_client_cleanup(client);

ESP32 fi HTTP %13, AILLBET cookie 155500 7

ESP32 74 5% H % B cookie 1) API, {HW] DA esp_http_client_set_header [if) HTTP 3k B
TN cookie 25 3B 1) Sk % cookie.

ESP32 {0 HTTP IR 55 &5k, dnfof 3¢ ¥l ] Iep B2 00 2% i A B LB 7 AR & e e A~ Mok iy IR,
2 MBLEFER RGO ?

I HLE httpd_config t LA R max_open_sockets R[5 E [ I R AY & i e K
08

o R AEAE R a8 D BOE B R AR DL, W LAJE httpd_config t &5 MK HLAY
lru_purge_enable ZHBIE N true. XS EICE N true KR 2 WIRBA 7] A BB T
(IXMEFT I max_open_sockets YJUE), MR IR EH T N2 o i £ 1
Fo

ESP32 {47 £ /(¢ HTTP/2 |58 gRPC % yiiniv) i il ?

H BNEBA

& ESP-IDF v, lyiffidiid HTTP B8 SCrF A — R Be (MR LI N Range :bytes &) ?

1] PAZZ esp http client ;53] B http_partial_download pR%R.

ESP Eileff: s it HTTP/HTTPS Server, 3% 2% ¥ ifi M iF 22 3R ] Header fields are too long for server to
interpret Bz Wi ge ?

o BN P RR Y s @ 0 i i URL b, 1 iE)2 buffer 73 FCi R BEAGE , X &7 Al DAd 112 24
menuconfig fYJLE R IG K HTTP GBI, BOAR 512 575, I DARFH RN B R Bodls .t
1024 5y, BARERAELERATE :

— idf.py menuconfig > Component config > HTTP Server > (1024)Max HTTP
Request Header Length

— idf.py menuconfig > Component config>HTTP Server > (1024)Max HTTP URI
Length
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HTTP request ;3 [0] “HTTP_HEADER: Buffer length is small to fit all the headers” %%l figde ?

e ¥ esp—idf/components/esp_http_client/include/esp_http_client.h XY
esp_http_client_config_ t MK HE N RS E buffer_size_tx {54 1024 FA5EHE
Ko

4.5.3 IwIP

TCP 123 PH o b RIS ST DR T bRk 7

TCP #4% KM 5 AT RS AE 2 MSL, Bl 120 s, 835 &1 1inger/send_timeout
I SRR

ESP8266 RTOS SDK v3.2 SNTP EsifiJain i aBize k, e ?

EE %£5P8266 AOGUER S A IRE, RAPAEERES, A S ERER R, mld AR LA
R

o 433 v3.2 W DATE i B task g ) EE BT IR S5A 2D ] (47 300 s)

* 733 release-v3.3 B ARG R AISAFATEM , HEGMRRZER N, H B DUE B[R] 25
ik 55 2 B 1]

o /337 master 4k7K T release-v3.3 IR EAY, Btk 4h, Ali@iT menuconfig fir & SNTP
[F] 18] 06, BEFRAN R : Component config>LWIP >SNTP >Request interval to
update time (ms),

ESP8266 &% 37 Ry ise a5 um H & HUK ?

* ESP8266 475t s ¢ H & B UK.
o Z YT menuconfig Wif & &I 8 IwIP 1) LOOPBACK #E % T 7f: menuconfig > Component
config>LWIP >Enable per—-interface loopback (§# “Y” fHifE).

o BRI AEER R HbhE 127.0.0.1 K Bl B i il AFERR [l bk SRR B O R R

TCPAP FARC A Bl KRk 24 7

5% % menuconfig > Component config > LWIP > TCP > Maximum Segment Size

(MSS) Bir B HIH

SNTP i1 UTC Y5 GMT W75 15 AR A 2 H brivk DX fég i) ?

o “TZ=UTC-8” #ifipFtk POSIX i IX. 7E POSIX B XA%=H, X 3 NMEREERRHE (LE),
BF RN X% G T UTC /N

o “UTC-8” FERWIX, 4EH “UTC”, 3P UTC i -8 /Nit, B UTC + 8 /NAf. i UTC+8 21
UTC %5 8 /N, s EE T UTCH+8 FLIERfR LIt A 25 16 /NI O o
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ESP32 J& M A7 $ 9k 19 141 75 88 4 SDK,  wJ DUASEE FLES he R TCP/IP By i {42 it AP/STA (TCP/IP
bypass), DAGTIF LA WL HIALR ?

ESP-Dongle {05 545 G M LA #3K, IR 755 2238 NDA JEgRIBURH K75 .

ESP32 & ESP8266 {1t TCP server Inf¥ji; I REHO dndf v BIgk -2k 4 7

 ¥£ ESP32 Fl ESP8266 I, TCP i I kM 5 AL BURERL, T 24— /R N 4b+ TIME_WAIT
RZS, BERF 482 5 2w R o AR R PR RE ) B R E o R, X2 R TR P s i 0 3 R 55 7%
KA FIN 55 I ) PR, FEXANIRGST, S 0 oS BV . 75 B B S i e i
SO_REUSEADDR, EMEMHEAFRAIELAT TIME-WAIT JRAS, n FATEMNES 2 HiAH [/
TCP £#.

* #it TCP server 25 1] AYEVE ] bind() 2 {1 & SO_REUSEADDR B F I 5 R 45 2 R AL b 11 .

o AT RAfH A setsockopt() BRI % SO_REUSEADDR #£3, DA R j&— R Bilftas :

int reuse = 1;

if (setsockopt (socket, SOL_SOCKET, SO_REUSEADDR, &reuse, sizeof (reuse)) < 0) |
ESP_LOGE (TAG, "setsockopt (SO_REUSEADDR) failed");
return ESP_FAIL;

}

TEPA EACRS A, socket j2— A ELAAN @ ERT, reuse j&—> int KB FAS &, HAH K 1, FoRITH
SO_REUSEADDR £, 415 setsockopt() pREGR B f1{H, FRnisE KK, 5E SO_REUSEADDR i
AT DAL Sty 171 2 P S B P A, B 5 R AR ) XU o (0 RAE sy 11 754k T TIME_WAIT
RS, I — PN EEMHZm O, WRES FEE R AL, PRI ERRE 2 b AU B

{41 ESP32 341 T 4% tep_client Bilfs, iliid Wi-Fi g ay, (Erilhidiaitis Ping Ik, M/RIMLST
L P | 79 Y

Wi-Fi BRAJF 2 Power Save #55X;, 3% [4] Power Save W] & (K 1T Power Save 5|#2f Ping = ZER},
IE esp_wifi_start() 22 J5 i i esp_wifi_set_ps(WIFI_PS_NONE) 3 3 [4] Power Save f5z{ .

fiJil ESP-IDF #iif i3 #if 45 1P ?

Tl PAZ:% static_ip /1.

ESP32 47 3¢47 LTE &1 ?

» T PAS% ESP-IDF v4.2 } DA A L) examples/protocols/pppos_client 7751 .
o % ESP-IDF v5.0 } DA ERAS, 525% esp-protocols G JFET Rl .

ESP32 TCP Jx 52 3% i1 it socket Inf2x I BN At Bl 15 0L (ESP-IDF v3.3), BEPEft 2 ?

IDF v3.3 JijtAs, 4K AI1HE socket B}, 4N5E P#Bi% socket #UZH & A /- Blid 81, i< 4514 socket
AYEEA, I HARBITE socket BEHUR AL L, "FIRATAL % socket Bt HI 2 Bl BLAY -
T PABRRIR A3 BB 1) socket LA G RERL, Wi 2 — DI NAFINFE. 24451 socket FAHER 7 HiL
—i )G, WA AR AR -
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ESP32 #i#pJF )3 TCP server )i %t TCP client )i JOEREOE DA PR ?

AR, ESP32 [ EALERY socket fd (7R T LWIP_MAX_SOCKETS, ZRiAN 10,

i ESP32, IwIP [ MTU ZRi\NEZ K ?

IWIP ) MTU 2RiAJ2 1500 ([EZ(E), AEETEY.

ESP32 fjifuf 3 DNS i 2KInffia] ?

" PAF B 1B B T esp-idf/components/Iwip/lwip/src/include/lwip/opth B [ #define

DNS_MAX_RETRIES 4, BI#l¥f #define DNS_MAX_RETRIES [MEHMUN 10, XF: DNS ¥F

*/\Hﬁ%ﬁi Zl 10 Y441k, UGk R () =2 1, 1, 2, 3, 4, 5,6, 7, 8,
7 oy H:“EUZE 46 s,

VG2 I BIEE TG TCP SOCKET )i iBBiHEE “Unable to create TCP socket: errno 237, /B2 ?

:CHIP: ESP8266 | ESP32 | ESP32-S2 | ESP32-C3 | ESP32-S3 :

o JEH:” errno 23” fLFAYZ open many open files in system, [T 5% ] socket F52E 2 MSL HY)
BFRl, BrRAYE A close B2 10 3R S7RISCH, 58U socket FFLE BN, #BAT T socket fz K 5
FriEH (menuconfig HERIAAZ 10 4>, S RSZRE 16 4~) s

o fRYLHETE: WHL setsockopt 2 114 E SO_LINGER iH#& TCP A ], URYsiil S :

linger link ;

link.on_off =1 ;

link.linger = 0 ;

setsockopt (m_sockConnect, SOL_SOCKET, SO_LINGER, (const char*)é&link, .
—sizeof (linger));

ESP8266 W F| “tcp out of order” [ L L3 2408 7

o Il 5 fif f CONFIG_LWIP_TCP_QUEUE_OOSEQ (Component config -> LWIP -> TCP ->
Queue incoming out-of-order segments), 2fFfi# “out of order” IR, UHr 2 IHFE
AT

o WERARECE R AMERE, WLE “out of order” WL, & EFHRI I InEL . LAIAES 1.

3. 4 POtu%id, ESP8266 SEliE| 1 AR JFILE 4. ZELE fTRERS, ESP8266 ATE4JX/I\§5ITET?T5E,
LU 2, 3 5, fEXPOEEEE IR HE RECE R ERERT, ESP8266 & HikE S 4, Iiltin &
BAL 2, Xfumaes N 2 FFig ik, BIZIGOL T Sy .

ES32 37 §; PPP Yjiienty ?

X ¥F, W& % esp_modem 7R
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ESP32 {fi H &7 P I read il recv API i1 4 KB Bt , %BIEA LG R EB RIS 4 KB [R50
XA S an ] g 7

* read Ml recv APLHRE HREBURZ Gt KA 8, FLAnIRZ Zenh X 100 4585, read Al
recv fE AR Len K/NAA 50 747, B4 APT 5] 50 Ty AYREE gt 2k 0] QPRE AR Len
L2 b X U B BB A K B, AN 200 7Y, BB APL 23] 100 FArghanRE, HAL
SR FIBE] 200 FATA IR FTPARA 4 KB IR BRI A —E 2R 0] 4KB KIEZ MR, A&
308 7 IR T 2 et IX R AT ) H5CHR

o QARTEEAR AR 4 KB AR, BUEE TR Z BN AR BT R I 2 A, 1R
A IE ML B B2 2 4 KB 1R/

ESP-IDF H H iifdi i WIP JiiA &2 ?

H w8 H ) wIP it 2 2.1.3.

16 DHCP £ F, ESP32 Hiif#] IP )iy, WAL, 28290t IP 3B Spnhis IP ?

DHCP #CF AR, T1 (L2900 12 i) F1 T2 (RHZY6¢ 7/8 Wf1a]), 3 455 i~ A
W IS 2t — TP, HUA Y B AAE p (a) SRS A R M, A T R TP

ESP-IDF HL{{i)}] setsockopt [f] SO_SNDBUF MRS # B R RE 0P IX K/h 2 dikeE, it 2 ?

IWIP ERIA A SC4F SO_SNDBUF LI, 411 S 75 %2 e B A ik 2 o X K/ AT PATE menuconfig ->
Component config->LWIP->TCP ->Default send buffer size %HE. WIEFETK
Bl B g v XA, B FESEYE menuconfig L §E CONFIG_LWIP_SO_RCVBUF it
Wi 5 A SCREE ] setsockopt ) SO_RCVBUF FEIR S B BB i DX KN

{1l ESP-IDF Ji[iA’% 3L TCP & UDP WM& Btk , Wil TCP & UDP Pyl 2% o B e L £
27

* X TCP, EHGRIELA TCP_NODELAY eI, A DAMEAEZ LR &5 T EIAMERERY Nagle 573%,
TEFERRAS 2% A HO R A — o 5 5 e A iR 1 O

* X} UDP, UDP HJ%iflisc B RIEH &R MTE, WA EER, )2 Wi-Fi FMEIREREER,
UDP A 5 T K o

o QAR MBI 22 S8 TCP HA%, EAAMNMRIE S KRS SEEER S, WAZR4E% RTO HE
(38 111584 menuconfig L] component config->1lwip->tcp->Default TCP rto time il
TCP timer interval i),
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ESP32 00 F (Eednt ETH+STA) IbF, BRIAES th dnff ek ?

PATR LGS 1 RUM R IS BRI e anfarik e, A ETH A STA S f3l:

* &% ETH #1 STA FE [R]— Ry 94 :
— MU A R M kY, BdEE S up BY netif ,
— MRV AR R RS, $idEE route_prio fHKHY netif .
o {R¥% ETH fil STA ANE—/N a3 M, ETH J& T 192.168.3.x W E;, STA J&T 192.168.2.x [%
B
— &5 192.168.3.5 I, st4siE ETH netif
— MRE1A) 192.168.2.5 B, <& STA netif,
- MG 10.10.10.10 B, s EBGARHE (route_prio {HAHY netif), netif 2
kG, MR route_prio AR/MEEBGAME, BOAMKMEDHRE route_prio
{ERIP) netif o 24152517 1) I HCHE AN FE B B 2R HLR, Bl o B BAA RS H

ESP-IDF ¥ TCP #ifil JF k} keepalive ?

T PAZ% esp_tls.c B TCP keepalive #H AU .

ESP-IDF Wl ULAE 2 26 LR A ] — AN 25 ey 2

"IPA, 7E ESP-IDF #ft, &AL DAL ] — BT ATl . AR DA ] AGE A ] — 4
TR R FEMNEE , HFF LIRS B3 P TR AR ] 2, RS 2R P RIAE
SR — AT AGE ) BB (mutex) SRAEHIEHETFRIVTI, B OREEAS SR U7 H1 2 5 I
se LRI, i B I B T S SR AL TS O . AR R B R M,
ANEBOZMEE -

ESP DHCP JIR 55 %8N F , ESP S # sy i1 i 7 IP MgInf ] %20 7

2RiAK 120s, HIANL DHCPS_LEASE_TIME_DEF S, A@WUEHCH A/ NAE.

ESP-IDF DHCP L =AVHIZHIRIT AR 2 7 HARR AR R 2550 7

DHCP A fH £4171] (Address Lease Time) . fH 24253} (Lease Renewal Time) F1FH 24 55 #7158 5 1 B
[] (Lease Rebinding Time), 435Xt IwIP f0i5 of fered_t0_lease, offered_t1_renew
M offered_t2_rebind,

ESP-IDF IwIP ML4g R iR Bttt de K KR 20 7

TSR S0 send, THEREAKKER SSIZE_MAX BHE. WHRMH tecp_write
PREL, R EENKIEZRT snd_buf (KEZAFXEKE). send #1012 WIP EF)if¥ API
HENER RO, 2 tecp_write BB HZWED, TEEGTHPEHEZFEME. WA
AP 5 & LA 251
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i ] ESP-IDF (K3 IwIP 205G )8 5 20 2 0 988 H B, i Gesd s ik HBFTE (4n IwlP F
{7 DHCP il IP %) ?

1] PAFE menuconfig HL {1 8 IwIP AH 3¢ 83k H 25, H KRR #E5i >4 menuconfig -> Component
config -> LWIP -> Enable LWIP Debug., H. W 7H T # Ui Enable IP debug messages,
Enable DHCP debug messages 4, W PAHESEPRFEBLHEAT A M KT JE 0 B i H 7

* W7E _Fi& menuconfig HLYA $RE A Z A i H A BT, 40 UDP ik, ek & esp-idf/
components/lwip/port/esp32/include/lwipopts.h H 2 A #define UDP_DEBUG,
mMEH, A Fsh¥ #define UDP_DEBUG LWIP_DBG_OFF & {4 #define UDP_DEBUG
LWIP_DBG_ON, IR KA, W LS IR esp-idf/components/wip/lwip/src/include/lwip/opt.h 3C {4
i) #define UDP_DEBUG LWIP_DBG_OFF, fF esp—idf/components/lwip/port/esp32/
include/lwipopts.h HJjI—47 #define UDP_DEBUG LWIP_DBG_ON,

ESP-IDF v 454 7RIS ML A 0 DX A 2.2

o WFFEE R, PHAERIARFLIER) D GIAE T2 A B B A s 1R 2 2R . JHIER) A —H
SIS 6 o e I | 3 SRS Db vt U [ B o s s €

« MTEME, HEEMARZER X HITETRIR G X T 551 @R ZRE . HERS, WRIE
BEATE (JRZEZerh KW T 8 Wi ack Z Bl Ak 8 ) . XM G HES—EHE, |
?Uiﬁﬁﬁﬁﬁﬁ%iﬁtﬂ; FEHENEGRINGZPREZ L), ERFEFRELZEE, RES5A
M

o ARPHLZER RS A S PHIE R bR RS AT, FLIEE: R G S T Y A AR AT

ESP32 J& M SRR AEE L th e i b —J0ORIE B h 2wty TP A7l 5, Wi 20 i dolio T 4 A IE
Wik, il DHCP RARIGH 1P ?

o % ¥, W PAYE menuconfig B i 8 Component config > LWIP ->DHCP: Restore last IP
obtained from DHCP server 33,
¢ TELRRE, BN RS TP IR, (M TP BRI, WA P .

i )1l socket Zfemf, Wl sZEL connect I} ?

* ff socket P E AR IR, connect() PRI AR ZE, Z )5l select() bR Airise EL IR I 1] 5
HIWT socket R TEH NI, HAIRIEAIS%  “socket FEILHIN A"

ESP32 i )l SNTP [A] 2 Sz i ][] o) e S0 A7 AR B BLEwf,  0F— 26 40 07 i & B )& IDF Iwip 41 7 HL 1
SNTP_STARTUP_DELAY BRil b 1 T8y, EMATIMETEAEY IDF 4175 00 F 2Bl pLEm) ?

o HHEIA INEFEAE M IDF A O0 T 2 BEALIER , 75 2F-3h7E Iwip 2 HL 1 Iwipopts.h SC{4:
B I #define SNTP_STARTUP_DELAY 0 X7, XAMESHAT AW/ SNTP % 1% K i1
Bf], $E D> ESP 1548 b LG B0 2 B R S A [A]

o BRIAITRE B Rl AL AE B2 300 1 S R i axX & i SNTP REC ¥ SUHELE ), By 1k SNTP JIg 55-#% T 8K
HABEHL delay (B AT DA 15 4% R B o 1A () B
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IPv4 F1 IPV6 J& R L Frik B IP ?

o WARRAMEA TP, IPvA SCRFURLE, (H IPVO ByZRHE TP 2% B MSORN B s 2L By, Tosh T st .
o MAGEEJREA P, IPv6 1 IPv4 #RSCHFBLE

R THLE L ESP SoftAP )iy, THLEHE R Al LIS RRSHENT, #ks “AEH”, THLGedES
WV AMBIG, HREFER R, R T ALl i i UG AR 0. XA 25 7 i fig g ?

« JR[A: ESP DHCP Server [0 % 1) DHCP ACK H {1 option3 (router) FE%, Kt FHUMENTZ option )7,

SUCE IR  192.168.4.1, SECERFAGLHE T ESP Wi-Fi 1A 2 i & 1 17 7 17 .
o Y B dhepserver.c X FRAMCADEL HRERI AT .

4.5.4 Mbed TLS

ESP8266 OpenSSL J& 3 % F¥ U5 UE 4L %4 ?

SR, H i ESP8266 OpenSSL J& £ Mbed TLS £34¢ 1) 11, Mbed TLS SCHRFAUEEALA o
Jil ESP-TLS A] DAMRHJETC # 17]4: Mbed TLS 5 wolfSSL.,

ESP32 {§i i Mbed TLS Bt {RfL I AE ?

o 1] PAYE menuconfig B I B35S buffer, EAK$E/E R menuconflg -> Component config ->
mbedTLS -> Using dynamic TX/RX buffer (#"Y" {£#).

o [A] W A] DA BE F— 2 Y Using dynamic TX/RX buffer H fJ 7% Wi Free SSL peer
certificate after its usage fll Free certificate, key and DHM data after
its usage,

. ﬁ[l%ﬁﬁﬁﬁ’]xg v5.0 DA ERRAS, Free SSL peer certificate after its usage BCEZ)

BB AN TEAE, Mbed TLS BRiA 32 4L B MBEDTLS_SSL_KEEP_PEER_CERTIFICATE, WIHR&5E
%wﬁ WAF, H] %[ MBEDTLS_SSL_KEEP_PEER_CERTIFICATE, H/K#:{EF menuconfig
> Component config > mbedTLS >mbedTLS v3.x related > Keep peer certificate
after handshake completion (#"N" %xH).

JLT- ESP32 Ki4] ¥4 HTTPS Server, {5 F, 2fF2Kp 7

free heap size: 181784 bytes

I (4285) esp_https_server: Starting server

E (4285) esp_https_server: Could not allocate memory
I (4295) example: Error starting server!

I (4295) SSDP Server: SSDP server started

free heap size: 178636 bytes

o MEIHREZH TNAEAETE. NHEFERE, ZFH T esp_get_free_heap_size() API
TTSQ;% R A, ELIGTRI R AL 5 100 7 OB RAM FIAMTS PSRAM . .25 5 1 9
RN

* mbedTLS ZRiAfH ] N RAM A fF, R esp_get_free_internal_heap_size() 3REU N #H3E
RN
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o UNRELH AT S EB PSRAM, HAJ ¥ menuconfig > Component config > mbedTLS >
Memory allocation strategy > Internal memory Pt B AN menuconfig >
Component config > mbedTLS > Memory allocation strategy > External
SPIRAM T,

KT ESP32 fighr LALSFRIE, B F ARy, etk 2

getaddrinfo () returns 202, addrinfo=0x0

o MRS H 25 Z KA DNS 53K

o 730] I Debug 2544 1) DNS H i il He o2k A0k #E— 25 407

* AJ{F esp—idf/components/lwip/lwip/src/include/lwip/opt.h X430
#define DNS_DEBUG LWIP_DBG_ON fUhY, #KJ5H )2 Component config> LWIP
>Enable LWIP Debug ft# 3 H Debug %45 /) DNS H .

J&T esp-idf SDK JF'& , HBLUIT mbedtls FR PR A 2T 20500 7

E: esp-tls-mbedtls: mbedtls_ssl_handshake returned -0x4290

E: esp-tls: Failed to open new connection

E: transport_base: Failed to open a new connection

E: HTTP_CLIENT: Connection failed, sock < 0

E: HTTP_CLIENT: Failed to open HTTP connection: ESP_ERR_HTTP_
<~ CONNECT

o mbedtls %% 5% T % 0x4290, 0x4290 4 5 fih — g 12 0x4280 + 0x10. 0x4280 ft 32 4
% W B 25 MBEDTLS_ERR_RSA_PUBLIC_FAILED, 0x10 i3 B i, 48 35 i B3 19 & [
MBEDTLS_ERR_MPI_ALLOC_FAILED, 132 48 5 b B 52 P AE 40 2 T S 500174

o mbedtls 5125 %] ) K2 I, Mbed TLS error codes.,

i Jil ESP32 1 ESP-IDF v5.1.2 il A1) SDK |- 3% esp-idf/examples/protocols/https_mbedtls {3 5 2 1%
TLS v1.3 It 555 (B P4y, fh2p ?

E(53769) example: mbedtls_ssl_handshake returned -0x6c00

I(53779) mbedtls: ssl_tls.c:355 Reallocating in_buf to 4429
I(53779) mbedtls: ssl_tls.c:355 Reallocating in_buf to 16717
E(53769) example: Last error was: -0x6c00 - SSL - Internal error.
— (eg, unexpected failure in lower-level module)

* ESP-IDF v5.1.2 iRAEA S5 TLS V1.3, ﬂﬂ% ACHERE TLS v1.3 R 55 4%, AT

ESP-IDF v5.2-betal [z DA I JiZ< SDK {}ﬂJﬁ IL: esp_tls: add initial support for TLS 1.3
connection,

455 MQTT
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I MQTT BLEIR 55 ax st A L 26 ?
PAZ% MQTT filfE.

¥ 1] ESP8266 release/v3.3 it A< SDK iy, examples/protocols/esp-mqtt/tcp L, FEE Wi-Fillks . @
1, EREERANECEMIRSS 2y, IBLER W, log inF, 25K ?

(4211) MQTT_CLIENT: Connection refused, not authorized

(4217) MQTT_CLIENT: Error MQTT Connected

(4222) MQTT_CLIENT: Reconnect after 10000 ms

(4228) MQTT_EXAMPLE: MQTT_EVENT_DISCONNECTED

(19361) MQTT_CLIENT: Sending MQTT CONNECT message, type: 1, id: 0000

HH H H S

ML EARAE, FORMRSS A TR, PR A MQTT J 44 A S 20Uk
F AL AL . B A R M T IERR MQTT I 44 A1 .

ESP-IDF ' MQTT #1{: keepalive [¥2RINE SE 270 ?

BRNECH 1208, #E mgtt_config.h Wil MOTT_KEEPALIVE_TICK & X.

MOQTT 324§ A gy gty ?

* MQTT iy 5 3 # % 1 esp_mqtt_client_config_t F1¥)H f17EH  disable_auto_reconnect i,
WAABEEIAN false, FORMBEHZNEE.
o TW[PA# ] reconnect_timeout_ms % & EHEEHTE .

ESP-IDF 7 i) MQTT Jfi A< £ Wkue ?

ESP-IDF H i % $5#% MQTT }fi 4> MQTT 3.1, MQTT 3.1.1 fil MQTT 5.0,

ESP-IDF ! Wi-Fi JE4Z Ry, 2 MQTT L2 ity WAE 2 A A Rkisy 7

« A& ABREL, HXT 0 E AT XA AT T E SO ESP 45 ] 7B W)
JZ.

« XF MQTT W HJZ4LF:, M #itaie MQTT A& & 345 —4> MQTT 4tp, Ji 7 H ik XA

PR ANAE, FEAH MQTT BB E ] stop B3 destroy BEHCH Y. MQTT NAFHIW . X

Wi-Fi T 588, P AR EEE stop M3 destroy BEHX A MQTT IR i P H 8T H 37

MQTT #j#i. H28 MQTT 41 A A sh B L .

ESP32-C3 MQTT j& M HREA U EX WY client_id il client_id BRIANBCE M A T AR 7

o A[PL, AIHESAEN A EIEE set_null_client_id N true LI,
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4] ESP-IDF MQTT % f3iii % Aii QoS Jy 1 5k 2 %t fis, 24 MOTT_EVENT PUBLISHED fjli % bl it 43
B LIS 1Y G ack SRUEWIX K KA L gk 7 38R RE DLW D) % 16 1 — Ik Bt &y it
e ?

MQTT_EVENT_PUBLISHED F{4fili & At FAFL O HiA RN Pt A QoS Ay 1 505 2 1)
THEL, IEFROR Z AT E LA 5E 5.

ESP MQTT % Pl &t , vl T-2h i MQTT B ?

FohiE ] esp_mgqtt_client_destroy API B T]

ESP32 Wi-Fi AIRIIFER o JeA7if, MQTT keepalive B[l i anfif e ? 47 847 {1 2 4 ey e it i) 7

o 1€ ESP32 i [l Wi-Fi MURIIREE F ILAFERS, Wiz &L E MQTT keepalive i} [i]. T Wi-Fi il
IRIHFER A TR EIEFER G, HIHANR keepalive B[R &S5 K%, AIRER FE ARG METS S,
SO R GURR E R RE -

« T, BRI SEFRE DL E MQTT keepalive Wfi], PABR{RIESTELMFRT, AT RgwRD>
ARG FIRIIEFE. 75 Wi-Fi ARTHFEIE A SAF M 0T, T AT SR MQTT keepalive B[R] 1% E A #
KAGHIA], ana] PABCE N 30s. 60 s &, IXFER] DA/ 1455 MQTT broker 2 [A] 385 AL, BRAL

s FEHEMZ, WIR keepalive BRI EAF KK, Mk Lnl, TRETHRESMHR KM A 6 2
WL ,Tﬁﬂﬁﬁé%ﬂ@iﬁﬂ“ﬁﬁﬁf%ﬁo P, 75 BRI S b ia SRR R G it Bk S iR MQTT
keepalive Fi}[A]

ESP MQTT % j1¥ilf) disconnect R S 2 mHBA 2%k 7

disconnect JH B A TELA T IO H PE :

o MQTT & 7 H2It, TCP iRk iR

o MQTT @ /1R, MQTT jEH %

s Hf7EBhEAH T disconnect FREL

o BRI R EEEE R

o HLE R Py YRI5 i MQTT PING RESPONSE
o %3 MQTT PING 53k 2 ik

o HEHTER:

ESP32 MQTT % i '3 it 55 45 Wi F Ji 23 11 gl 25 Wrade g2y ?

ESP MQTT % ' i H ) esp_mgtt_client_config t 45 ¥ & it B H A&
disable_auto_reconnect Z4{, AIPAE S HE X NS N true {3 false 3E
HE RS TE MQTT Ha#EiE, MQTT B HEh i THE.
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kI ESP32 A Eep 5 MQTT il 55 25 WiJT?

il ESP32 275 2 4 5 Ik 45 #5 Wi AT PAGE A MQTT i) PING AL, /2 ESP-MQTT
H1 esp_mgtt_client_config_t G5HKHE A keepalive B4 disable_keepalive #
keepalive, P disable_keepalive BlE N false (EHASEHLE false, BJELA
JF )5 keepalive HLifi] ), SAJGHLE keepalive ZHCH 120 s R ELRIGHE, BRI 120, X
FE MQTT % Fii s o M &% PING SRAG A MQTT AR 525 2 5 IR .

4.5.6 JCAbBRHR

ESP32 il AL £ et ?

o FN L] Wi-Fi /KIRTIEE, ) APlesp_wifi_set_ps (WIFI_PS_NONE),
 71YAF menucongfig X45 AMPDU I fE .

ESP8285 L% f§ CCS (Cisco Compatible eXtensions) ?

ESP8285 374 CCS (Cisco Compatible eXtensions).

ESP32 J&£ /3% #f LoRa (Long Range Radio) jififF ?

ESP32 [ Ly A S HF LoRa il fi, St A 4R LoRa P3R53 B2 S AR 7 . ESP32 BT 1A
HMEAR R LoRa PSR i, M 3245 MCU 3842 LoRa it i, I PASEH Wi-Fi 55 LoRa 558
FRIIEA -

ESP32-S2 fr§}ll esp_netif_t* wifiAP = esp_netif create_default_wifi_ap () Jouiil
esp_netif_destroy (wifiAP) JEHIZ™ 4 12 Vil AFiEs, 1h2mH ?

o EPHF esp_netif_destroy (wifiAP) HIF/ME esp_wifi_clear_default_wifi_driver_and_handl
XA R IEM R AR, BUR AT Al A R B DL L 2

o WATPAEZE esp_netif_destroy_default_wifi (wifiAP), i%¥% 14E ESP-IDF v4.4 i
APAE .

Wil SEBLIESS F1 8 T R hig?
CHIP: ESP32
HABRIEENE 25 aws FIHIES A3 N EIIGE -
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ESP-IDF ML Al Ui B SRR R AR S 2 1 il As 6 7

* ESP-IDF 3.x iiAS N 45 1R (ermo) SR HHAAAET IDF iy errno.h W] DAEA T4

e ESP-IDF 4.x R &K ) errno.h i T 4% ¥ o8 L E 4 F, L, Xt F esp-2020r3 T &,
errno.h §Y) #1825 /root/.espressif/tools/xtensa-esp32-elf/esp-2020r3-8.4.0/
xtensa-esp32-elf/xtensa-esp32-elf/include/sys/errno.h,

ESP8266_RTOS_SDK &1 3 £ TR-069 Ppil ?

N3ZHF, ESP8266_RTOS_SDK A S At TR-069 s i Js A S, (HIT A3 ] AR s
H ORI TR AT 8 TR-069 #isltk, F-F H AL i3] ESP8266_RTOS_SDK . tin] DAfE i
A5 =77 TR-069 PhslEdEf T4 . &2, ESP8266_RTOS_SDK HJPASZH} TR-069 P, {H
k- SURESERE S

ESP32 %45 SAVI I ?

ANk, SAVI (Source Address Validation Improvements) 2 i i I W 35 i 25 4k ¢ (40 ND.,
DHCPv6) , HI CPS (Control Packet Snooping), Fr#: A& b (AP BiAzHtl) Sy & s
FT IPv6 kAL . MAC Hihl K282 A& im 488 C 2, BEIM X A2 38 1 s 111 TP 43¢
AT MR AR . A R SR L 5 90 SR VCEL T A AT DAFE A, BRAUEM 2% _E 5 a4 SR HD
HEESEHE . X R T A AL ECE g AP BRER AR, SR SRIE M. H il ESP32 3R
IPV6 FE A i . 4BkMhERE

VIR Wi-Fi JA#E, OESEE TR fm iy ?

:CHIP: ESP32 :

o SV esp_netif_get_route_prio Zr & DA MIAT Wi-Fi fIHCSE4, iR Wi-Fi lLegs T
PAKIM, ATPAES B esp_netif_t ZEMAEEY route_prio SREUEMEH.

il SNTP 24l “assert failed: sntp setoperatingmode IDF/components/lwip/lwip/src/apps/sntp/sntp.c:724

(Operating mode must not be set while SNTP client is running) ? “# i infaf i@ ?

* J£ sntp_init() 32 I HLUA N X BeACRS EP AT

if (sntp_enabled()) {
sntp_stop () ;
}

4.6 AL
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4.6.1

2zl ESP-Touch w[ DLZEINE A BRGNS (i sy ID, Av5! ESP32
REHZWENX AN ID) ?

* ESP-Touch /2 — M T1E T 1A ESP8266/ESP32  [A]## 7. Wi-Fi HEEHYIEFE ML, & M —FhRek

4.7

)" 475 2Ok fea Wi-Fi SSID MRS (EE . #1500, ESP-Touch | i i 2 B E A% 2N, A
REELIRAS I B 2 S -
U AR A 2 ESP32 BRSOl E e % ID 45 1 SR, ST RAZS TG HAhad A Pl , Bl MQTT,
HT1TP o FHX LML, BT A E e SO, FFAE Android [ IR AT ESP32 Z [AlEAT
HAE .
U AR A B 1 O SR, U BluFi, X 25T Bluetooth LE BREMI ML, 152 L

— Android APP: https://github.com/Espressif App/EspBlufiForAndroid.

— i0S APP: https://github.com/Espressif App/EspBlufiForiOS .

BA

4.7.1 ESP8266 I {1 )& &R FEwk 2L ?

ESP8266 [l {74 EAESNE flash, KAl g oMHGEE, I H ESP8266 A S Hf flash fil, Frf %k
Pz A S

4.7.2 ESP8285 )M n[ LA ?

* ESP8285 i A [ B ARA I TNRE, Toikse s e .
* ESP32 [ ESP32-S2 A TR BN TRE, 1 nl A IS A X Bt

WAy ) ESP828S, T AR SN EN R 1 5E MU K I

4.7.3

secure boot v1 fl secure boot v2 f5f|- 2. X% ?

secure boot v2 4T secure boot v1 FEA T PA N JF A MGEE: - bootloader Fi1 app i F AH R
2243, - bootloader Fil app {8 1 4t — 12544 % 4H .

W7, X ESP32 v3.0 DA A HEFE {4 ] secure boot v1, ESP32 v3.0 DA R4, ESP32-C3,
ESP32-S2 #1 ESP32-S3 #i#{#i ff] secure boot v2,

4.7.4 JF)3 secure boot Ji7, Ml 2 4 Ei b 3Ck ?

iR H A /Makefile.projbuild:7: /f/ESP32Root/secure_boot_signing_key.pem.

RAEGIF I« security boot J& [E{F2E A ALK ITIRE, ZYIAERE AL % . - J5 Al secure boot
VI P BB 97 ¥ 5% secure boot vI A4, - 1T secure boot v2 A I AT 1)
H¥EIE S % secure boot v2 A= 5 4H .
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4.7.5 B4l fdifE secure boot ))& vl U iR BEH ?

o % secure boot v1 iR E & one-time, MY L pkeR—ik, A A]PAT-E sk bootloader [# {4,
o % secure boot v1 fig & >4 reflashable, N7 PATE HikE5% bootloader [&E{4: .
* secure boot v2 R H HiEs% bootloader il app [E{4:.

4.7.6 Bidlfdifi flash encrypted, FHPHeHG M £1ash read error iyi%t. WfifiR
e ?

BT 0 2 B Ja R AN SCR A SR PRERe sk, WIAR IRIE 2% dOlrbe sk il fE BRI A i
AT PATE S espefuse BHIAR X PHINGE 5 PGSR SCRUE , 5B 5% flash IR B, KE NS 10
BIERA € e gl

%1k flash encrypted JI%E TF FAFAE R ELFR T .

4.7.7 ESP32 §TJ¥ flash Ji% il secure boot Jii, dnfif e ?

* WEREE 2 one-time flash (Release) #, HB2 flash I Fl secure boot #B 2N HE K I o
o BRG] i S2 reflashable (Development (NOT SECURE)) #55,, #4 flash IZw] DA, #5250
J: 14 Flash %% ; secure boot ~HE 1 .

4.7.8  ESP32 PPl 122 2t 5 sNATWILE 7

ESP32 34 flash f11%5 5 secure boot,

flash fiN%5 2% SCRY : flash % .

LA FHHEURY: secure boot,

TR 5 V2 B R v3.0 U4 T IE4A T 5 V2,

4.7.9 ESP32 jig)) flash M )a k4T GDB ik, Sl AWisd Ao e ?

 ESP32 j53 T flash Ji%% 5 secure Boot Ji5, BRIAKFEEH ITAG ik, S 0L R WA N ZE .
* A[PAIE 5T esptool THALHY) espefuse.py summary JIAFESEHCYHILE F ITAG RS

4.7.10 ESP32 &2 il ¥ k3 Flash s ?

o ¥ ESP-IDF %1% B0 & 7, ¥ & menuconfig By idf.py menuconfig 1 1) Security features —>
Enable flash encryption on boot (READ DOCS FIRST) B,
* 2 L Flash %25 3] .
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4.7.11 ESP32 ) GPIOO Wik o kA P, HEFTH “download mode is
disable” J&:fl2 50 7

o ESP32:i5 F | ALFT Bl “download mode is disable” H & , i Bi%:ts i ) UART F 245, (UART download
mode) TLHEEE . LTI AR %:t5 A eFuse H1f) UART_DOWNLOAD_DIS fi, &M &gk
e

o VB, JB M flash iy E , UART RGBSR BVABEE R . 25 E, #52% UART ROM

download mode.,

4.7.12 A{¢ Arduino JF 5 ¥Eih i i ESP32 fieJF k3 secure boot Lfighy ?

o REE, WIRZAEH] Arduino #E4TH %, FFJH secure boot FEHME— T 152 Arduino /E>4 IDF 4 14:
fifiF .

4.7.13 secure boot fl flash N % 3 5 A WpeE 7

* JFH secure boot J5 , AR IUNBGET T4 BB 2 G IE4 . BHIE, J5H secure boot WJ PAREAL %
M ARERI B B LX) 5 A 28 B A B [ 44

* JEJH flash %% 5, flash b A0 E 1404 20 DX DA LB FRH R “encrypeted” 1943 DX Hp B 50 RE- 5 i 4%
g{fg flash il ml DA G0 flash b A8l pi eyt e B, IF B flash b 9% LAY (- 5008 035 5
B H A

4.7.14 secure boot fll flash fizvp ik K WILEGEAE eFuse it A Wpee ?

* secure boot v1 H{ii Fl i 77AEAE eFuse $3E1 5% secure boot vl efuses,
* secure boot v2 F1{ii F IAZAEAE eFuse Z({E14 2% secure boot v2 efuses,
o flash Jin% oo (8 476 7 eFuse $41i5 2% flash Ji%% efuses.

4.7.15 §3JH secure boot J:W, $i/in “Checksum failure”, &2 R ?

* &M secure boot Ji5, bootloader.bin [ A/ NRFEA, TS | SR 74 XK/ INE TS RS
1331 bootloader.bin, FEZULIHTES % 5] FINEALTF K/,

4.7.16 J3H NVS m#J:, $#¢75 nvs: Failed to read NVS security cfg:
[0x1117] (ESP_ERR_NVS_CORRUPT_KEY_PART), /EAfRUL?
* JEH NVS IR, 2 ARk TR ER—K flash, K550 5 (8 NVS s i 4.
4.7.17 3 flash )5, $&78 esp_image: image at 0x520000 has invalid
magic byte (nothing flashed here), LR ?
o JEH flash %5, 2=l Brd app KB40 I EHRE AT, 24 app 7 R & A A0 B 1

app [EIFIS, FFfEnix loge GERTDALERS H flash IS I Fir A app ZE ALY 73 X R SR T4 16 1) app
PEARE G ) P AP o
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4.7.18 1difft¢ CONFIG_EFUSE_VIRTUAL %Wi)7, JFKS flash hnss, M A Ecdd A sk
e ?

* Virtual eFuses ZjfiE H AN T WK eFuse Hy S8, JHAZIAE)S, flash g ThEH-Rog 4Tt
=P

4.7.19  a[hig—A AR RE flash g E B hilid OTA S5 —A~flifie 1 flash iy
app [ fF" ?

o AIPA, ETEMIERTEUN LS Check Flash Encryption enabled on app startup.

4.7.20 Wiy secure boot [1f) key ?

* JHHH secure boot key #5424 new_app . bin BT SEMIY . HE new_app.bin A2
%o G, TR new_app.bin &4 . &5, MIHMEARE#ELE, #id new_app.bin
H1) esp_ota_revoke_secure_boot_public_key () PUTHESIH key BUHRAE. R, WHRE
i T OTA BVE %, AE esp_ota_mark_app_valid_cancel_rollback () i&[H ESP_OK
JE T esp_ota_revoke_secure_boot_public_key () . HZUiHHIES#% Key Revocation,

4.7.21 J3)1 secure boot 5 flash s (JF&EER) Ja, JCikBe Wik, #iR Failed
to enter Flash download mode, /E2Zf#0: ?

o RFPPERIEE AR H bk SN IEM . 5 1idf.py BAMAIT 1df.py bootloader,
idf.py app fiid4ii¥ bootloader.bin, app.bin. RJFHRIEMIFGAFREH idf . py AT
Bkt S . WRIEARERRKR T, W] espefuse.py —p PORT summary fiiS2E MHli A&
i eFuse, HHi# flash download mode 2754 enable JR7E.

4722 1t Wit ¥ T ESP-IDF X B 1y 2% uwii W % A espefuse.py
read_protect_efuse BLOCK3 i A %I Efuse BLOCK3 #4179 ),
W5 A esp_efuse_read _block () il Efuse BLOCK3 %dh, it
0x00, JEfF2 MK ?

+ Efuse BLOCKS3 B BERH 2 J5 R R FFAE HERL T

4.7.23 W] ik Pk eFuse 1) )5 A di fig secure boot 5 ¥ flash Jjss ?

BRNESLT, o R I ) 5 A TR SR AR T secure boot B flash M%) i 43 J= ] secure
boot 5 # flash % . P AT DAGE AL AR P F il 3 1 5% eFuse 1977 X {58 secure boot B #
flash %% : - flash_download_tool ZF{#ifig secure boot {3 flash B} £ H BhTHike s eFuse. - i@
i1 i espsecure.py Fl espefuse.py A B2 BH DA S pesxf 1) eFuse 7k
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4.7.24 )} Secure Boot )i, flilll idf.py flash A JCikkésk Pt bootloader.bin ?

» 2 H Secure Boot i, &5 {#i ] 1df.py bootloader firdgiid i bootloader.bin, 4R J5iE 1 idf . py
-p (PORT) bootloader—-flash fiy2esk ) bootloader.bin,

o ¥£ ESP-IDFv5.2 ] PA_F A, 434 vl DA 3 f#i i CONFIG_SECURE_BOOT_FLASH_BOOTLOADER_DEFAULT
O ook oY oM @, X T &% ¥ WO W M, W & % CON-
FIG_SECURE_BOOT_FLASH_BOOTLOADER_DEFAULT,

4.7.25 )} Secure Boot 2 flash %G, Wi &G AP RERFERGE ?

] esptool.py —-no-stub get_security_info i B EHXEHLEELR.

4.7.26 )} Secure Boot 5% flash hissfs, OTA BfpiZEZIF4 ?

* J3 M Secure Boot Ji5, RIAZIN; OTA B0 AT RS 7254, A5 W AR JCvE 0k v B se 45 s
o i flash % s, AEARBCHTE RS, iECRRRTEE flash A LTI

4.7.27 ESP32-S3 J i3 flash sz 4z dh)n, S ALNIVELE USB Hyhgle ?

* ESP32-S3 Jf) flash M sl %453l )G, 225 M USB-ITAG Wil Tifg, H AR USB #2113
1 idf.py dfu-flash $§4-kesk BRI DIfE -

o ESP32-S3 JFFJ5 flash &S ek &4 B35, 2 FF USB Host Fll USB Device Bhfig; 7 45{# ] USB 42113
it idf.py flash $§4 FEEFHTIRE.

&

=1

4.7.28 j3H flash k), #5751 eFuse "W EfEZ AN HIE W XTS_AES_128_KEY [T
flash s, Vel ?

© BRI MG Key 1D 934,

4.7.29 )i Secure Boot V2 b}, Il HI - 825525 A A LA 8l e sy | 7
o NG BATMEIER SR, 48K 53 H Secure Boot V2 i, 545K H s M2 44 He 32 BU A 4
G EH B AR

4.8 fiffr

4.8.1 FAT &%
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REAMIIWT L T 8 FatFs SCPE R SEtibh il s

K FatFs 1% 11/~ 37 #F write transactions, K I MK HE ] BB S8 K eg iR, I HIGTEE I 1A
FAE Y FatFs B XA, HarE: nl DA 02 A8 [F] 19 FatFs 2 X E4 T 008 K
MR 2R R8T, o n] AR B s L M SO R S8, a0t LittleFS il SafeFAT
(%) -

IR FREk —A FatFs U RGN BEE 7

ESP-IDF HoRFE(HEAI R TR, SR =7 TR, se Rl feanT

o 2 ([ mkfatfs THM— M5 SO B85S, Bl file_image SCHFIf@ K
7Nk 1048576 Byte, 44> fat_img.bin Hy4515 :

./mkfatfs -c file_image -s 1048576 ./fat_img.bin

« BT BESREBHR . BIANGESRE] 0x110000 Hidk:

esptool.py -p /dev/ttyUSBl1 -b 460800 --before default_reset -—-after hard_
—reset write_flash --flash_mode dio —--flash_size detect --flash_freqg 80m.
-0x110000 ~/Desktop/fat_img.bin,

s B JERE TR

static void initialize_filesystem() {
static wl_handle_t
wl_handle = WL_INVALID_HANDLE;
const esp_vfs_fat_mount_config_ t

mount_config = { .max_files = 10, };
ESP_LOGI (TAG, "Mounting FATfilesystem");
esp_err_t err = esp_vfs_fat_spiflash_mount ("/spiflash", "storage", &
—mount_config, &wl_handle);
if (err != ESP_OK) {
ESP_LOGE (TAG, "Failed to mount FATFS (%s)", esp_err_to_name(err));
return;

s X BRIk — g B2 4 X R BL FatFs X R4y Xyl , 18R 5 R 25 4 KR PR E W
F/N—3. menuconfig H11) Component config>Wear Levelling>Wear Levelling library
sector size FTFFIRE N 512, HNPESEFE LK.

FATFS '3 SPIFFS SPGRSCIERGAT 5%, RAVE L0552

WE% MRS

FatFs 32 ff i K20 it 2702

FAT32 SUFRGURON SRR 2 TB (e, (2 i TR B RS n R (G140 Windows), H
il FatFs 834 i R HTE 32 GB fFfiise sy BT . KT 32 GB iYfFfifke s, —AcBila
exFAT % 3CIF RS
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{1 FAT SO RGN, SCPRARTK — X iSO IS T, b Bt ?

7] PAFE menuconfig -> Component config -> FAT Filesystem support -> Long
filename support W# 4T %, ## ° Long filename buffer in heap B Long
filename buffer on stack Jt B Wi, %X J5 ¥ VA £ Component config -> FAT
Filesystem support ->Max long filename length &M K4 K)E.,

ffi ) ext_flash_fatfs - f5il Wl X, 4 X % P B fatffs 4 X & ¥ /b T 512 KB wf, 2 it
vEs_fat_spiflash:f mks failed(14),config:Failed to mount FATFS (ESP_FAIL)
B, iR ?

FAT 73 IX (/N REOR 128, Bt ASCHE R GER iR/ MRS 2 128*4+4%4=528 KB, iS4 4
B X T E TSI E R, PrAZ DR AR fatfls 731X size A/VT 528 KB

4.8.2 R KA (NVS)

#5 5py P PR AT S WA £ flash v, ESP32 B4 NVS B %K ?

R NVS Ui, NVS P HAR M o R NSk TORIAIAE H o 288 TR Y. flash f)—
AYBLESIX . R flash 5 IXR/NA 4096 47, BEASBURTAT A 126 A5 H (A H KN
32°7T), BUE R HARFER S T 0OLAER (32 595) MR FARASAIE (32 F795) o AN EE Kt
2 flash Z5 i Ay 100 k ANEER ] RSO RRRA AT 10 45, 4350805 A flash A%
KNSy 47745, I HAGEA] flash %, 155 flash SEAERRECH : 60x24x365x10=5256000.
XEE, 7ENVS P& SECREIT 42 k ASER I (5256000/126), 1 42k <100k, Kk, Bpff
TEBAH 2 F KW I 00 T U n] PASCHRR o FESERRBEH, T4 NVS B R/N—BCh 24
X, NVS 2AEZ X Z A Bk A, IR 25 A X B R R B SR /N T 42 k.

G, S 1 NVS SO RS AR, S I flash BB 10 B TR 2557, TR
RN BT

NVS S R AT B3 ?

2, NVS (Non-Volatile Storage) E.AG EEH#T (wear leveling) ThfE. {Eff 7 flash 725505
BF, H1T flash 5 AFHERIRECARR, & T80 Lo 5 ar b L s g, AT 52 i B
MR AT . AT RYLXAS 8, NVS i 94 & ESP-IDF H11) wear_levelling ZH{4, T
S AEH TR B —FE AL, FRER S 2 73 e flash )& MEfES, (541
FEARESR O UBUS AT REAHSE , AT EE K BEAS flash (1 75 i o

NVS ki DX A3 2 5 A Ik 8 A v i 4536 7

NVS S 2 VI A AGTE SN RE Sy, IR S BUR.
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RUEAFIY) Wi-Fi SSID il PASSWORD fi ESP #FIJFR MR LTl EMUR A 202K, Tsimiii A 7

o BRINSTFEAENVS B, R&FE pisrmg Ak, Sl AEd esp_wifi_set_storage () W&, It
BF 43 SR PR 10 -
- R MR E s o4 M fR fF WIi-Fi SSID Ml PSAAWORD, #] i@ i iH M
esp_wifi_set_storage (WIFI_STORAGE_FLASH) ¥ Wi-Fi {5 B {fEfi#4E flash 4,
— AR SC B e R R /7 Wi-Fi SSID fI PASSWORD ) #: £, W i & 18 A
esp_wifi_set_storage (WIFI_STORAGE_RAM) ¥ Wi-Fi {5 B 187 RAM 4.,

WS BAF R D P Bl SRR AT, AP OTA BiBR, H IRl 58l ?

o MRETOR, FHEMMARD) RIEAAE, AR IR eFuse 8 flash. B3| TR B0, HAgM
i flash. HEFEEET] NVS o MFG HLl. 52%
- MFG &)y
- NVS 73 R A ey

NVS g fieit) APT JE R ekl 4 ?

 WIRERI IR ML NVS BB 2 AR L any, (H)2H & NVS %L (open/get/set/commit/close) /&
SRR L A

ESP-IDF SDK i) NVS B85 iR F R WS fF 2 5 ?

» ESP-IDF SDK A3} [ f) NVS 48259158 B 2% esp-idf/components/nvs_flash/include/nvs.h,

4.8.3 PSRAM

{1 ESP32 8341, nff#AEA1 PSRAM R/ ?

XFFE ) ESP32 LAY DL, W PAGE ] ESP-IDF HifY esp_spiram_get_size() bR EOR IR
] PSRAM K/, e £k 1] PSRAM (RN (BRAATY) , W] DA T EAT A2 BC A

EPLSERAE.
PAF /2 3KHL PSRAM K/ 7R 4G -
size_t psram_size = esp_spiram_get_size();

printf ("PSRAM size: %d bytes\n", psram_size);

HE, R ELEM PSRAM ZHi ], PARGLRIE#ZRI PSRAM fY R/, 7541, 7%
JEAE make menuconfig WL E I PSRAM Jifig, DASEIE# 5 Al E PSRAM, 14,
PSRAM Hy-k/Naf i3 bootloader [ log i H K& H .
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ESP32 #p% PSRAM Ji5, hnfif ik PSRAM [¥ clock i ?

7& menuconfig P& . B4R B : menuconfig -> Component config -> ESP32-specific -> SPI RAM
config,

ESP32 BifflH:4k 8 MB PSRAM, Jyfuf SERame iy M4 4 MB ?

* BT ESP32 5 AL I F 7 ESP-PSRAM G-

o Fi4h RAM e KT i 4 MB (0x3F80_0000 ~ 0x3FBF_FFFF) #|# il itk 23 [8], 7] &% ESP32 7 AR
R T 3,14 EAE AR A UL .

* XIF 8 MB PSRAM, 1] IFE himem 5[] H4x 1) 4 MB 25[H]

{0 ESP32 %M, Ll 1) PSRAME - PSRAMG4H, 43t 1 55 —A 75 PSRAM S H i,
iafr ESP-IDF [ Bif)FIF ki PSRAM ficH, i dun, k2 5H ?

o H It PSRAM s i BLS . ETAE menuconfig > Component config > ESP32-specific >
Support for external, SPI-connected RAM>SPI RAM config>Type of SPI RAM
chip in use HEPAHM AL & %5 .

. %%ifﬁéﬂ@ PSRAM % J1 2457 menuconfig FF s A H W A BCE BT, TR A 4TI PSRAM Wt 1Y
UKz o

f)1] ESP32-WROOM-32E 4] T 4 hello-world BilFE, fTEIANFHesY, fF2 MM 7

(225) psram: PSRAM ID read error: Oxffffffff

E
E (225) spiram: SPI RAM enabled but initialization failed. Bailing out.

WEFENE: #4 FIFE T PSRAM (Component config>ESP32-specific > Support
for external, SPI-connected RAM) FiKE, (BRE{E 1A A] i) PSRAM,

ESP32 7§ 16 MB ') External Flash £l 8 MB [i}) External PSRAM 1L {gnj ?

ESP32 nJ DL ¥4 16 MB %) External Flash I 8 MB [ External PSRAM :774d ] .

3 T ESP32-S3-WROOM-N4R2 Jf k3 BT/BLE will first malloc the memory form the
PARAM JiL BN, SRIFGSi ke F H, H3S0] Bluetooth LE 5.0 Bt , EAT1EH . &l 25K ?

E(36997)BLE_INIT:Mallocfailed
E(37307)BLE_INIT:Mallocfailed
E(38307)BLE_INIT:Mallocfailed
E(39307)BLE_INIT:Mallocfailed
E(40307)BLE_INIT:Mallocfailed
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o M HT AR A2 B Malloe W AFE AR, 24 W N AF /N T idf.py menuconfig
> " Component config > ESP PSRAM > Support for external,
SPI-connected RAM > SPI RAM config > (16384) Maximum malloc ()
zise , in bytes , to always put in internal memory Hl & B}, < BRiA
S R AERNAE . FTDARF LIS B/, B0E K 1df . py menuconfig > Component
config > ESP PSRAM > Support for external, SPI-connected RAM > SPI
RAM config > SPI RAM access method ff B X & Make RAM allocatable
using heap_caps_malloc(...... MALLOC_CAP_SPIRAM) WIHCE .

ESP32-C6 % $55ME PSRAM ;i Ji-m 2

» ESP32-C6 A3 #4hE: PSRAM, {H ESP32-C61 % 4hd: PSRAM ith .

4.8.4 SD/SDIO/MMC iz

ESP8266 &3 n] DLRSAC TF RG] ?

ANEBGX A -
o BORREPE FR T ATERERY (@i SPL 5 TF Rilif5), {H2H >y ESP8266 I¥tiA KR, R
AR 5, RATRES BN RSO, P AREH ESP8266 FATIE TF 4l

A
o WPRGAT R Wi-Fi S, JF HBOER: TF K, #l{ii ] ESP32-S2 &5tk s

ESP32-S3 ) EMMC g K5 wm k20 7

2TB ;2 SD Al eMMC P BR i o ESP32-S3 Py BRI fi KA R R Al o (ELANSRARIN B 2 2
SAESUERGEZ B, RO R AT REZEI SO RS BR -

ESP32 #pg2; eMMC FIb}, &2 +F DDR52/HS200/HS400/SDR52 FixX ?

* TEMIA 40 MHz I, SCFF DDRS2 B, HAWAEUAR SCRF . SCRpRE(Z I Supported Speed Modes
e

4.8.5 SPI Flash
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Espressif Systems
Submit Document Feedback


https://www.espressif.com/sites/default/files/documentation/esp32-s2_datasheet_cn.pdf
https://docs.espressif.com/projects/esp-idf/en/release-v5.1/esp32/api-reference/peripherals/sdmmc_host.html#supported-speed-modes
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master

Chapter 4. #RHF4

ESP32 flash %3 [a] L i R 2, 7

A1 flash AT PALR] IS RS 3] CPU $i5 %A1 H el 25 7] . ESP32 A1 flash iz W] 304 16 MB.

o WPl E| CPU $54 25 [0, — Rk Z M 11 MB + 248 KB, IR LR 3 MB
+248 KB, | Cache PEREWAEFH T CPU Ao HEN I S U AR -

o YR H R A (B, — IR 2 AT AR 4 MB. SZHF 8-bit, 16-bit Fil 32-bit 2L,

o TREAEG S RASI S E flash 43 DXFE, BINRF flash X4 AR B4 X, 40 app 43X, data 43
X, OTA 43[X4F, F48 8 55 DX R/ N A% Hichl

o YEffi flash ), FFEERE flash [ A ap i@l fhF flash IR IRECE IR, FREAH
XA BE flash (R, FIAN(E ] wear leveling 26457 AR ZE K flash [ 6y

o e flash ), FREER flash SHAES 5 CPU B[R], W] RE S 5 A R 40 1 il [ 3
R T B R R /D flash S H/ERHE .

ESP8266 Fyfa], A7 ha X ol EL A 60 7

* SDK rel3.0 Z HijJ IR A, [ bootloader 5 app bin #MA S FEBEE N flash F/NY R 2 A B B XU
I NMERRGER, | MFE#E OTAFE., 1 AMFI RF KE(E B .

o SDK rel3.0 M H PA)JG A fii ] partition_table 3453 flash, [&1Z 04 H &5 bootloader 4, H.4x bin
CAB-¥YHE partition_table FRy: .

ESP8266 fiff i It flash i 7

* Wi i} ESP8266-RTOS-SDK I )l A< T A3 flash , 3% flash 7= 4
— 4% python FREE DA Kz T H AR ) £ 504
— #EA ESP8266_RTOS_SDK/components/esptool_py/esptool 12 ;
- T python esptool.py --chip esp8266 —-port /dev/
ttyUSBO —--baud 115200 read_flash 0x0 0x400000 esp8266.bin. 1% fiy &
Hr “esp8266.bin” A [ i XAFK, HEHUEIRY flash kAL 4 °h “esp8266.bin” S, fir
A “/dev/ttyUSBO” A linux 3G HTER 1145, HABIRIEA R R G H oA AIA

Aty ESP32 B0 ff 1 B flash BEERINF ] A — 3 ?

* AN[F]fY) ESP32 M4 n] R A AN[R] Y flash i F o flash 4545, aX LERECFZ (T AT BE S5 ER v IR 7 A
S, oS 11 flash PEATHRBRIS A S BBk (AL, Fr DARERS R . BRI, AN[FIAY flash )ty
Bl REEA AR EER IS ), 5140 SPI flash 11 QSPI flash HAT A [ A #2 I a] , R[] — 224 1
flash S F LT REAFAEA [l OB RN ), IR T BRI PR S N 2. BEAh, A[EY flash 4
il g A BRI BE T REXS R BRIN [ A . Pk, ANIR]AY ESP32 BE41n] fE & (i AN [F] Y flash
ok flash P2l AN O RN A — 2K

{#i )}l ESP32-S3-WROOM-2-32R8V iff], ¥¢¥ flash SPI mode %y QIO X, FilfFigfrmtfTEN I FHYi
et 2B 7

E (47) gio_mode: Failed to set QIE bit, not enabling QIO mode

ESP32-S3-WROOM-2-32R8V #5520 i Fil {) J& 32 MB Octal SPI flash i 8 MB Octal SPI RAM. ii§
FEHRE 537 175 Octal SPI flash I Octal PSRAM F 5 &
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* (Top) > Serial flasher config> [*] Enable Octal Flash > Flash SPI
mode (OPI)

e (Top) > Component config > ESP PSRAM > Support for external,
SPI-connected RAM > SPI RAM config > Mode (QUAD/OCT) of SPI RAM
chip in use

o 3t ESP-IDF J& 1 48 S 53K flash ?

* W[ PAZ7% Optional features for flash SRt —25 T f# ESP-IDF 7 ## 1) flash 5 5, FEH RN, MO
{23 i ESP-IDF fCfi5 2 S7 #5028 flash (945, H AR IREENIER R E flash 513,
o WNFREL flash BRI 3Ckr, WPABKR SRIERT 55 .

JET ESP32-S3 .85 )v 4% SPI flash, SZF ARG ARIEIR LS K ?

» ESP32-S3 fifi ("R il 4% SPI flash R ARAVFEIR G A K 64 754l .

4.8.6 SPIFFS 1f &5

SPIFFS 3¢ Fefg iy ?

CHIP: ESP32, ESP32S2, ESP32S3, ESP32C3

o SPIFFS ARALJFE ARG N2 Th ik, {5 SPIFFS 57 7E flash 1, W] DA flash fin% st
AR R EA T N . T DA IR MERT B % %, 4 mbedtls 5 OpenSSL, S I
% SPIFFS Wi 3C b, FE5 ASCHRRS, Jele it frimes, SRI5H5 A SPIFFS. fEiLi
SCPFS, Se AN SPIFFS BECEUE , O85OI AR B O A Sk A T AR

ks ESP32 4511 key I certs ££{ifi %] SPIFFS v ?

AR, SPIFFS Bif S bt BIRT 4K, 155 SPIFFS SC1F A4

ESP32 JE M nf LAfEAMENRG SPI flash vril:2 SPIFFS SCIE RS 1X 7

1 ESP-IDF v4.0 DA Z JE ARSI T i 2fE. REEER 2, S T2 X, AhE
Z TS5 [ [l — A3 X5 AT

4.8.7 HAbAFfEAHRE
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ESP32 LAt H LittleFS (- R%: 7

LittleFS 2y 55 = Jy B A 4111 esp_littlefs, W] E4%7E ESP-IDF Hrffi . VLRL LittleFS SCF R GE 5
1 T. 224 mklittlefs.,

ESP32 Wil # )y I AE (Bil4n: DRAM. IRAM. rodata) i Hl4%3E 7

A PATE TREZ S H SR NI A 1df.py size-components 54 RAH FATr il s i) 6 Al
UL WA T WSS IR R, W1 heap_caps_get_info £

ESP8266 1]y ] HIl¥) RTC RAM &% K ?

« ESP8266 Jl 7] Jilf) RTC RAM % 512 5273 (0x200), 7] 5 il esp8266.1d SCHFEHA .

Il fifiE exFAT ?

CHIP: ESP32
o =TS K #define FF_FS_EXFAT 0 140k & #define FF_FS_EXFAT 1, B{& A5 &%
ffconf.h,

ESP32 53 [X Fr 11 531X B KA B 2
o IR, SMKERKEE N 0xCO0 F47 (BB TTDMRAE 95 £ K HRAH ). BHHEE 5K £ KM,

ESP32 Il R HGE ) A NAFE ?

o nliE i esp_get_free_heap_size() RELHUE A RAM FIsR N7F -

1¢ ESP-IDF F{diJi] xTaskCreateStatic() & 2121l 4. ?

» T PAZ# xTaskCreateStatic() 15

49 ZR5
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4.9.1 WURIMPINATLAEER, Wb AER ?

ESP-IDF H LEFPHFNE 1M AR5 E T AR WrE 110 GR] DATEFC 35 5 56 A
FIM. 2407735 % Watchdogs

4.9.2 RTOS SDK £ Non-OS SDK 5[ [XJ] ?

TR ST
Non-OS SDK

* Non-OS SDK = Z{ Ji] 5 i 11 [ 8] e 50y 75 SR BRI RE SIS, R BRFSE A%
PF R il & 5 2 T RE PR LY . Non-OS SDK fifi ] espconn 4% I SE B 45 2, I P g2t
I8 espconn 2 111 B 6 AR BEATERAFTT

RTOS SDK

* RTOS it 4~ SDK fifi H FreeRTOS &%, 5| A OS Z AL 55 AL FMHLEI, FH ] PAAE A
FreeRTOS [ARiES: SRS BE . TEIARAE . AR5 NIRRT, 155 [R{F B AR 1B M [E 2
G AT S AR BT . BAREE Dl 7325 FreeRTOS ‘B Jy W 3l (1) {5 1 14 HH %
2 USING THE FREERTOS REAL TIME KERNEL - A Practical Guide X 4545 1128 .

o RTOS fifii4< SDK [t ¥ 4% B e+ 1 2 h7E IWIP API, [R]Af42{it T BSD Socket API 4% I /1 £}
BESLEL, AT DAE 4 B socket APT [ F 7 ORI A T, ] A B dwiis
A5 IARUE Socket I, A IBARY- 5 V0127 2 AR

* RTOS Jfii4< SDK 5| AT cJSON Fg, i Ffl i J72 pR 00T DA fin 7 {5 i S B0 X JSON £l £
IR -

» RTOS i <345 Non-OS SDK H1f) Wi-Fi #11. SmartConfig #1. Sniffer k{3211, &
Gz, EREREE L. FOTA #: RMIAMNEIIR 4z 11, AR AT S28.

4.9.3 ESPS8266 j3zlist LOG #ij i ets_main.c A7WFeeEip] 7

ESP8266 J5BIINATE] ets_main.c, FIREABITARRFIX, JiksfT; BEX AR,
THRALRE RIS T bin SCPFRIGE SRR A5 IR -

4.9.4 ESP8266 4iif Non-OS SDK It} IRAM_ATTR 82 58 ?

TR FEAE IRAM HHATIIRE, AT EN ICACHE_FLASH_ATTR HY%, IBAZIIREH 2
HCE IRAM HUfT

4.9.5 ESP8266 main A {EVEHL ?

ESP8266 fH F* SDK #B43¥% /4 main pK%{. main p{EALT—2% bootloader F H [E4LAEM ¥ ROM
B, T 5159 bootloader., % bootloader A I1FR%{A ets_main, B3 Gz N
Hf) user_init, 5|5%HFPRT.
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4.9.6 ESP8266 partition-tables ¥k {12508 7

ESP8266 partition-tables #H X} ESP32 %} OTA 43 XA —E MR T K, X2 H T ESP8266
cache M 538, #1557 ESP8266 partition-tables {mf%-5 Z3[H] .

4.9.7 W2 5EIZR bin SCERTELS IF G et 7
ASFE T -

4.9.8 ESP32 54| flash i i} 80 MHz 43 {1 2. 11 & i 0ty 7

IR AT C 2 RUE PRI, 30T PASTHE 80 MHz B3R . AR A v I il 40dfs . 80
MHz [R5 2 30 68 73 dr MR e 1 -

4.9.9 )] ESP-IDF JUiARLy, il e al fe sz g b b 8y 7

FEFPgifms, f# make menuconfig f84BEARCE SR, HATUTACE, WIAEFZEL 1
TR AR, 58 Y MR, N O RE.

Component config>FreeRTOS >Run FreeRTOS only on first core

4.9.10 ] ESP-IDF, nfifflifig ESP32 (AR 7
ESP-IDF — it 1% 0 T BRIA e B 10 2 W AZ LR, & 0] DAAE menuconfig H 17 B XU AZ (7] 1&

M :menuconfig>Component config>FreeRTOS>Run FreeRTOS only on first

core fFEERI-MBARZ, KRABERBRIIUZ .

4.9.11 {§i{] ESP32-DOWD it Ji- & & nf UUAEGEH ) Fd )y

RETRA, FFRE b 25 A1 flash BEFTA76E, b ROMORREFEGE ] FRET . ROM AL
(R Ath i —2% bootloader, “J 7RI H ) AP ANGERIA, %P0 H LA o

49.12 ESP32 3 AMESIFEBIRNE, PSRAM iy Bihi &% % 7

» Modem-sleep/Light-sleep iz}, PSRAM H$iE e E5% .
* Deep-sleep #ixCHf, CPU FIRKH/»IM#f <45, PSRAM H%idE s %
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4.9.13 il ESP32 CPU R Rl 7 th RS Z W pp Ak 7 R dnfar ?

CPU ZGuh}[a] )& iy esp_timer PRI 64 (LA {4 & i #f CONFIG_ESP_TIMER_IMPL j=4: 1,
SR 7 B EES W moks BB B

4.9.14 ESP32 ] flash 1 PSRAM [¥IB} g J5i 38 anfof f&z g ?

J£ menuconfig &P :

o flash IF4#i3: menuconfig> Serial flasher config>Flash SPI speed.
* PSRAM If4h4fi#%: Component config>ESP32-specific>SPI RAM config>
Set RAM clock speed,

4.9.15 f{§i{f] ESP32-SOLO-1 ¥i4], ESP-IDF ifuf % ¥ ] {E iz i Ligtr 7

{fi ] menuconfig 33k A B & A, Component config>FreeRTOS>Run FreeRTOS
only on first core (JBEEhIiEIN) AIFEBAMEEAH FiZfT .

4.9.16 ESP-IDF Ml DLfLE time_t 2 64 bit 7 (BLAE L 32 bit)

ESP-IDF M v5.0 JiASETF46 A F57-5 1 64 bit SRR time_t, #1552 UL Unix I [7] 2038 4F- i
H 1AL

4.9.17  [SEI X 4 328 i ESP828S b i ESP8266 ?

A 1l AN T AL esptool AGHON AL, ] ATERE AR $f Python fURL /R B, SEHGE A4
WAL, FERE R .

def get_efuses(self):

# Return the 128 bits of ESP8266 efuse as a single Python integer

return (self.read_reg(0x3f£f0005c) << 96 | self.read_reg(0x3£f£f00058) << 64.
| self.read_reg(0x3f£f00054) << 32 | self.read_reg(0x3££00050))

def get_chip_description(self):

efuses = self.get_efuses()

is_8285 = (efuses & ((1 << 4) | 1 << 80)) !'= 0 # One or the other.
—~efuse bit is set for ESP8285

return "ESP8285" if is_8285 else "ESP8266EX"

4.9.18 ESP32 iR UL &N ) Xomak)E ket ?
ESP32 A HEah AR R 28 e, HSC A .
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4.9.19 ESP32 i ik/D RSk IRAM WS H 2

* % menuconfig > Component config > LWIP >Enable LWIP IRAM optimization (f&
N ZE ) BCE AR A .

* ¥ menuconfig > Compiler option>Optimization Level >Optimize for size
(-Os) HHHYLE B,

e 35 ¥ menuconfig > Component config > wifi I EI B LW ) WiFi IRAM speed
optimization (N) flWiFi RX IRAM speed optimization (N) il BE-REWZEH.

o LT H S % Minimizing RAM Usage .

4.9.20 ESP32 NS 220 7

RS A R EIL BEIAE 2.43 V ~2.80 V 2 J8], AJ¥E menuconfig > Component config
>ESP32-specific >Brownout voltage level HHitfTi%E.

4.9.21 ESP32 light sleep Bilf kil 23 1 2 e 7

light sleep BIFE T, BRIAGEA] T PIFPMLEE T 50, 407F

esp_sleep_enable_timer_wakeup (2000000) ; // 2 8 o B
esp_sleep_enable_gpio_wakeup () ; // GPIO ™ FE

GPIO Wi ERIA 2 GPIOO kA ZMLRE, GPIOO Fii ik I ML RRAR A, GPIOO B H shit A
Light-sleep #83, #7752 N i) f& 77 Light-sleep 15X, T DAKE 2 £ H SRR, (0T GPIO
W,

4.9.22 ESP32 deep_sleep HIFEMIIX, A4 const int wakeup_time_sec = 3600 I}, Fi
¥ crash [BLAEDGEA ?

27 crash JFL[F 2 int 28678 S5k wakeup_time_sec ¥E1THE. wakeup_time_sec * 1000000 Hf
i i o

const uint64_t wakeup_time_sec = 3600;
printf ("Enabling timer wakeup, %$11ldn",wakeuo_time_sec);

4.9.23 ESP32 fjJLAhRSGEE N i ?

ESP32 HZ ARG E A7, WiEAT LA

. ?’WPE@ (Software Reset) : 7£ 5 I 7 o AT AT 14 ] esp_restart() BRECR BEATH
A

* SMARS AV (External Reset) : it SMAEECH LR, Bilank T RESET #4#. ftaitg AR
JEAE, ik ESP32 Y AL,

* BEPERT 1M AL (Hardware Watchdog Reset): 24 ESP32 {EiZ 17} & AL SUAN U b 57 55 1
OURRE, BECEE TR A Sl AL

* KA (Brownout Reset) : 4 F4E AL H AN AR E B AL AN JE IR, ESP32 A B4 L iR
R 2 A B A S A
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o W E N (Exception Reset): 24 ESP32 7Eizf7Ht &4 CPU S, BNy IEENAE . 2
TTIREIR 25, 2k R wRE L.

o JTAG & (JTAG Reset): 24 ESP32 {#i ] JTAG Ei 2478 m;, BT AET JITAG B
P ST AAHRAE

o HEZULHHZ L ESP32 RS % T > 377 “EAE7.

4.9.24 ESP8266-NONOS-V3.0 Jifii A<ty SDK, ¥, 2 kn ?

E:M 536
E:M 1528

o FEUHBLEM JFLE LOG 2 i TRIRNAAA L

4.9.25 ESP32 M a[LLsg#%/di ] 8 MB PSRAM My Ay ?

» ESP32 m[524#%{#i i} 8 MB PSRAM N7%.

o M1 T cache s KWL AS A0 4 MB,  JIT AU SZRF 4 MB PSRAM B, 8l 25 ) o] DA APT 4
YEREH .

o 22~ himem.,

4.9.26 ESP8266 AT 4% AP )i, REGEEINIEA Modem-sleep, {HHLREA W FEATWR
VLR ?

o AT [E{Fi%4% AP J5, ESP8266 & HZhiE A Modem-sleep 15X, DIFERLISTE 15 mA ~ 70 mA Z Ja] i
I

o ARIFEHBATE 15 mA ~ 70 mA Z 83, (EREas POREIMBIVIRR, ALAFEB: - ik
e flash J5, BECRBESk AT B, - RIS AT, ROEIELAIINMAIRETY, BHAME RS
IR B, AT DRI g (AP) AT

4.9.27 ESP32 MUk A gt MAC Hihl ?

o N H EM MAC Mtk o1&k . eFuse 1 2 £: 1 5 A H O B MAC Hitk,

o TEREF R APT 0] DASKECE #il MAC Huhl, F Bl PAK &3 250 P CEA HdE

o il B Z#%: mac-address,

o 4k, Espressif BEA7E S A T2, Beat A PR ALY MAC HihER % . G aEE, A LRI E

sales@espressif.com,

4.9.28 ESP8266 it11 OTA J12 st anfaf 255 all.bin AydE7k SCff ?

[Pl 5% -
« all.bin: [ bootloader.bin, partition.bin F{I app.bin & FH4 i
« ota.bin: I T OTA F|2% 1% H #5 bin 3C{4
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i /i simple_ota_example #£47 OTA FF& i}, =MIRS %% T3 allbin, B A OTA 43+ X2 )5,
WEaShIRE BRI,

JE PR 53 B :
AU HFRRT all.bin FEATALR:, FECRFAEARY bin XS A OTA 731X,
fir g Ji 5% :

i 33T FF sha256 #5256 H W all.bin & 3EYE bin S0, BEE AU Component config >
App update> [*] Check APP binary data hash after downloading.

4.9.29 ESP-IDF JiA g Brla, SPrieWI{ehiue 7
W PAFE GitHub release note v & 4H 315 HH .

4.9.30 ESP8266 j: M4 A A5 T ?

1 2% ESP8266 TRM > i} 3.

4.9.31 ESP32 JI k3 Secure Boot Ji JCILIEH 8, BN FHEES, 2kl ?

csum err:0x9a!=0x5f

ets_main.c 371

ets Jun 8 2016 00:22:57

rst:0x10 (RTCWDT_RTC_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:Oxee
clk_drv:0x00,q_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£ff0030, 1len:4

load:0x3fff0034,1en:9372

1oad:0x40078000,1en:19636

A] e 2 H A JF e Secure Boot Ji5 Bootloader 2348 K, Sk A FHT bin SCF ™A T & TG . W AE
i) Secure Boot J7 Bootloader ¥ A /)N, FEANTAT AR HE 43 X e i fm A% B KA 0XFO00.,

4.9.32 ESP8266 Ml fE e a8k AT OL B OR B e 7
o WERBASE G UARBONIE, PTLAGA flash RAFAELE, XA T NFRK, HHAES

HE

o FHHEE /N, PP RTC Memory WA RAFARAE 8t . 7wl Rel 2.1 ()43 H esp_system.h H1
BRI (4 7358 3568 ) system_rtc_mem_read.

o GERDAEREA IO R TR, Wl DABERESMERY RTC AF, nIPAMEA 12C 5 SPL #4720 HL.

o SHETES ARG IO IS A flash, R hi% 7 7 0 W L B 5T SR 1 4
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4.9.33 ESP8266 £iWpst gty vl f ?

* BSP8266 A5 — M1 E i #%, FTRAF=AE 9T, ¥E NONOS SDK 5 RTOS SDK il API B4 AN
o BAER
— NONOS ' APl os_timer J& DSR AL#f, ANGE/ 2L, (ERRW A= AATSs, 155 2 it 45
FHEBA .
— RTOS H1] LA ] FreeRTOS Hr ik (g i e, 8 5 X 2 3% .

4.9.34 ESP8266 [HEFIEIF 20 ?

« N TIRBERGRGENE, DA Zoh s EErEE, ESP8266 H T 2 YR EMHLG], WiGiki+-EE
T FnfE & E

o BN 2 NEEERZATIFR), HW WDT WAAEZE1T, I HAR AR EE HW WDT HHifgs, WS7ER
2 6 P45 EE MCU,

* SWWDT RATE 1.5 B4 MCU KA. 20U H/AEH SW WDT, {HAGEF /45 HW WDT.
A Az SW WDT J5 4 fig [l i 8 & HW WDT,

o H[EME L make menuconfig > Component config>Common ESP-related H[Y Invoke
panic handler on Task Watchdog timeout ZFERCEE M.

4.9.35 ESP8266 user_init WA AR RS0 ?

e wifi_set_ip_info, wifi_set_macaddr {XfF user_init I HER, Hid5J#H A4
o

e system_timer_reinit BHNAE user_init PEM, HNEMG, FEEH arm A timer.

+ wifi station set config WIRAE user init BN, RIRE HEVERATE ., AHEA
WA wifi_station_connect i 7R BN, FEMH wifi_station_connect #fTi#
¥,

* wifi_station_set_auto_connect W& FHEZINEE HaERCICREh: B, 4
HENEZYIRE, WERAE user_init i, WIMHIERR EHEAS BalEREH, QR EHAMmA
HWA, WRRERBIIAS AR H .

4.9.36 ESP32 [i]ib}Jf j3 Enable debug tracing of PM using GPIO filAllow
.bss segment placed in external memory )i WIS SR RGN E
) =4

e Enable debug tracing of PM using GPIOs fif & kI 2AF GDB R FEEITHE, Anf
5 Allow .bss segment placed in external memory g B eI & B .

e [A°5 Enable debug tracing of PM using GPIOs BRiA{#i Hl i 2 GPIO16 5 GPIO17, 5
PSRAM $: 11 (BRiAth2 GPIO16 1 GPIO17) #izs.,

4.9.37 ESP32 IDF v3.3 i X bootloader iz 47 v3.1 Jit A app bin, )5 Al 2% fih %
RTCWDT_RTC_RESET ?

* 1£ v3.3 [t bootloader 1 <xFFj5f WDT F| 141, HAEN LT (app) iz 17 5] WDT &I 1.

* {H v3.1 [{Y bootloader ¥4 17 WDT &[4, FrLAMN FHFET (app) ¥%&A WDT & 1MbLGl, S
# v3.3 [y bootloader 5|5 v3.1 )5 FIFEIT (app) £fii % WDT & 1M i

o B PAiE 3dHE menuconfig P A {fi fE BOOTLOADER_WDT_ENABLE, x4 v3.3 iR 7% bootloader H?
WDT F | JF)H
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4.9.38 ESP32 ¢ i i) &A1) chip_id ?

ESP32 .85 i R A beskME— chip_id,, {Hi%#BOASFRA £ERME-— MAC Huhl, v PABEE MAC Hh

1AL chip_id.

4.9.39 e ESP8266 kP ?

%5 ESP8266 St # R JE A

4.9.40 ESP32 4 Aty bin SCIF /M {4 ?

e ESP32 ik ALY bin SCAFH, Gl H G5 AR AU . 2» X3, ESP-IDF [H {1 HUH A4

o AT U4 bin SCPERIR/N, ATRAREATR JLAR T34 -

o Bl gmiE e vl E GCC gmikiiftb, #AEX ¥ idf.py menuconfig > Compiler

options >Optimization level (Optimize for size(-0s)).

o DA W RARS Y AR AR EA T A, BN oR ) B e s R SRR A e 454 L A g AQ
W2 AR . SRR USSR R, JR%E log 54, W ALE log $TH, BiAMURS LI

KN

o WETERRZ, FEIEAT bin SUPFRUNMEILES, 5 BAUE UL ALRICRANRE PO RE ik
1 R ERE T R SR SR . BT bin ST/ ML 225 B 07 SCRIFR Bl

HREIEAH S HE FIARIE
T £ 4171 2% Minimizing Binary Size.

4.9.41 ESP32 :MAi R gt APL?
s ZBZEHBIN API A {fiff] esp_restart (), FHRXUEHR S0

4.9.42 ESP32 5% log invalid header: Oxffffffff

ESP32 it B4 Bl 8 log S U R JLAME O :

AR BRI P ANIERS, St AR IR SE 40 i
flash FPIR VR B, BUINRBER SE R .

flash g PFIRIR , ToIRIHUEHIHE

A A B cache HRPIBEEARIR, ok RIS P4

4.9.43 ESP8266 deep sleep It pL Ll 2 ?

f£ Deep-sleep ARA T, f GPIO16 (XPD_DCDC) 44 & EXT_RSTB, 1 i £ ik M MR ]

GPIO16 i i {145 EXT_RSTB A, 85 A9 (M
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4.9.44 ESP32 [§i[fl heap_caps_get_ free_size 3l RAM %) 300 KB, Jfil 5T
W 520 KB f#{r 5% ?

* RPN NAFE R GURBII I B 4 NI RERTR ], RG0S 8l 5 R W72 300 KB,
o WERFIRAAFAL, ATAE R PSRAM 4L, F5 775 BLfE PSRAM i,

4.9.45 ESP32 & ESP8266 Ljififidized )Rk i app #E47 OTA J14% ?

o JEAEIM N APP B0 ] DARCE TS HTTP [, RFpe Ry [ F T Bbdaia HAb )% (UDP, CoAP,
MQTT &) %Kik ZE B
o Wl 540 URL OTA J53ABI T SE A% OTA B, /RBilEiAE SDK Hifefit.

4.9.46 ESP32 ek H &K il 1 pE Al GPIO ?

e il & menuconfig > Component Config > ESP System Settings > Channel for
console output >Custom UART, %FEH E X UART & .

o kA F—F, &4FF HI UART TX on GPIO# Al UART RX on GPIO# HULEI, 1% iiix
AT AT PABE 2 H 3 B O 1 GPIO .

4.9.47 ESP8266 1di fl MQTT ssl_mutual_auth jfiil, £ OTA IF B FHLE,

* Ox7f00 JEAf B e i T AF A R 38k, U] HTTP 753 OTA.

4.9.48 ESP32 [il¥§ menuconfig > Component config {45 NVS ki, Jbfffid
S b 7

* menuconfig> Component config ) NVS LI ZEE NVS M IEEN), ZIIGEHIHE 29T
J&i flash %,
* menuconfig>security feaures>enable flash encryption on boot BLEIED)S, {#

A PAEE NVS B BEE

4.9.49 ESP32 Lisk Deep-sleep Bk )i, ZBEALK/AE:—IKBEREHL?

« A EHPEEMNE COCE M R RLE, (R ALG ESP32 IEHH).
* Deep-sleep [k J5 11 & )52 {3 4% ESP-IDF v1.0 I8 i iiUA H H 8465
» Deep-sleep i )5, CPU m] AN B44 47 RTC fast memory W1 {j—E&F2)¥ . RTC fast memory " ¢)iX BE
FEFP AT Bk cache MMU i 31317 1) A AT 583 Deep-sleep BER JGB B AL, HikR:
— % DPORT_PRO_CACHE_CTRL1_REG ZHff£#4[ PRO_CACHE_MMU_IA_CLR [LHFE 1,
- FZIEREZE .
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4.9.50 ESP32 CPU {ii i cache Vi) #hi# SRAM In}, WidLixedfiie % CPU [l isf4ba,
e R G RA?

o XA TUBILIA AR A 3h5Ed

o XFFHRA 0 ESP32, CPU i fi] cache 1741 SRAM I}, HAERSHEAT B #E, E H A% Al 1
175 SRAM #:4F, B FRARREF T SRAM #4F, ANRESCE AT .

o flifl MEMW 454 fEi/E2 5, b __asm__ ("MEMW") 54, SRJETE CPU ik plib 25 mi
PR G HRME.

4.9.51 ESP32 CPU M%)\ 240 MHz B £:VJ#t8) 80/160 MHz 2 kA€, sy ?

o HERUE T AT PR :
(1) 2 MHz <-> 40 MHz <-> 80 MHz <-> 160 MHz
(2) 2 MHz <->40 MHz <->240 MHz

o WFBEAED A 1B,

4.9.52 ESP32 [ m} 45 GPIO fil RTC_GPIO ¥jfiE % pad 19 F b F v v B M fig th
RTC_GPIO 1) Fhy Fhrdsfedststl, e ?

* ESP-IDF v2.1 ¥R AN GPIO 4Kl [ 3 S i .
» GPIO il RTC_GPIO #{#i /il RTC_GPIO 27174

4.9.53 ESP32 il J- flash 32ty EE 2 1285 v BEIR flash (R, G5 v L2 HLsk Deep-sleep
Wk, SRR —RBERSE AL, bl ?

o S flash , BIK flash F R TSRS E RN T 800 s o 3% Ay YA W] PAGERLE LAl Deep-sleep
AR B E A

* Deep-sleep [k )5 (1) & B & {7 [ 8I7E ESP-IDF v2.0 K 8 = B AR o s 28ad (AER B[] o] DAARYE 75
FRCE ). HAAR 2 M Deep-sleep K )5 1 JC 52 HL RTC fast memory 1§54, S5 —BiitE], 4%
JE P2 flash.

4.9.54 ESP32 CPU f£ijj 1AMl SRAM Inf 2/l A B S 3 BR, dnfffigdle

o x>=y B}, ¥E store.x il load.y 2 [A]3F A 4 /> nop $54 .
o x<y W}, 7E store.x Fl load.y 2 [a]## A memw 54>,

4.9.55 ESP32 WA T, —A CPU A Zefridk A HihkasW], i —A CPU a2k
{Ei% B Huht %3], i3 B Huht %3G CPU wf g &% A dly i il fgg e 7

« —/> CPU fE3% A bk = (A, 82 i gionn i) 7 sOR G 75 — > CPU S B Hiuhik 2 [a) i 152
1S

o —A>CPUTERE A #idik 2382 17, fin—~ itk CPU 32 B k=3 (i) (JE FIFO Mtk 2zs[h], 411 0x3FF40078)
BAF, T HELRIETE B Huhk 25 (8] BAFR1352 A Mk =SR] 2 I 1 HY o
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4.9.56 ESP32 CPU i izl INTERRUPT_REG ZF{E2y K EH i CAN il g it i f3
Fo WURAEN]—A> APB P pp I CAN il s Wias ™ A4 ivb (s 5, Wk
B WE S B, g ?

B G Kk se O (Bp &% kB kke) , 4 —K I INTERRUPT_REG 5, H
JIHER N A AT STATUS_TRANSMIT_BUFFER i/, {13 STATUS_TRANSMIT_BUFFER B\ 1]
CAN_TRANSMIT_INT_ST {%HE i, WU AL P WESEK. 76 ESP32 H, 1] DI o 132
U INTERRUPT_REG ZFffar K2 i CAN = fil#5 i H 55 . (H2 WARAE [ —> APB B4
Wiy CAN il =k kP W5 S, &P ES e &k, BN ESP32 7R w4 F H N
FEHOR AR T REC 2 9E R . I THRPLX SRS, PTRAME I DAF vk

o UNINEERT: FEREH INTERRUPT_REG ZFfFa5 Z HI, AT ARSI —E MRS, PAffLR CAN
B TP S EAPE . T DA 10 AN R SR 5 3 214 A AE B R TR

o [l F AT ALBRAR W] DAGE I A WAL PR R R AL BE CAN 21 R W55, i rE R
—A~ APB BB JE I N 1200 INTERRUPT_REG A . HIBTACPEAR /7 ] AL ET i Y, CAN
BRI RWIES, REFESASER.

o AR AEAY AT DA ] A A A7 R A A7 CAN 5 Hl 2R P55, DARESRAElR]—
A~ APB 4 JE 3 P 32 INTERRUPT_REG 294725, 1, W PAf# B CANCTRL Z3f728ak
ERRCNT ZFfEan4s,

TRVERORL, (LM DA LIrEnT, TS AR SRR RIS, R, 1
ARV ERIRE AT AN O AL . DA PR SEH W RHER B e, 72 ESP32 thig f
CAN SRR FIHE 0T, A VR o IWH 5 BRI, DARAERGER) I AT

4957 ESP32v3.0.4507, MRUFRIMEE FHIZPM, 2080 livelock (B8 B%,
S8 CPU —PLUb FUifehas, Areakseihdidizsr, Wplmmiime ?

JES L ESP32 A5 K iRk > 3.15 /N,

4.9.58 ESP32 CPU ijj ] 0x3FF0_0000 ~ O0x3FF1_EFFF Y 0x3FF4_0000 ~
Ox3FF7_FFFF PiEtHhE A M AAfEPRGT, ] figtole 7

W52 ESP32 24100 iR > 3.16 /My,

4.9.59 ESP32 {ifnf ERER LOG Hiilh ?

e X ] bootloader H & : menuconfig >bootloader config>bootloader log verbosity
PEE N No output,

e XM F H & menuconfig > Component config > log output > Default log
verbosity kA No output,

* 7F ESP-IDF release/v4.3 [ 27 Hi B iR 2 ¥ 55 4] UARTO #;j 4} H 7§ menuconfig > Component
Config>Common ESP-related>Channel for console output >None,

o ¥£ ESP-IDF release/v4.4 [ 27 5 W RR A & 3¢ 5] UARTO #j 14 H 75 : Component config > ESP
System Settings >Channel for console output >None,
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4.9.60 ESP8266 11 Deep-sleep 15X |, PRAETE RTC Memory H vl sty ?

ESP8266 i Deep-sleep #i N H A RTC ERfardksr TAE, {RAFAE RTC Memory B 1 5EAE
Deep-sleep tiz F A 2iafr, HEEARRFEIRA S E L. (HE, 24 ESP8266 #iHi )5, PR1F1E RTC
memory B oA IR -

4.9.61 ESP32 () NVS ¥y Key Wi K KEEHZ A ?

 ESP32 {1y NVS iy Key S KK JE R 15 747, HICHEF M Key B RKEE . W13 0L #EXT BiRH
o [ {#i ] nvs_set_str() [ value SEEEE

4.9.62 ESP-IDF release/v4.2 H 1] cJSON %+ uint64_t 1) i ity ?

AZHFo cISON FEMENT I A IR, K A Double JE7,

4.9.63 & kil flash iy ESP32 nf U347 GDB ik, {Hx45) flash hns ) dE4r GDB
VAR, B —HEE, AN 7

Jet I flash il %% 85 22 42 J5 3y (secure boot) 5, FFERINZE M JTAG Wi IRE, EE2ELESH
JITAG HINFEnE ML 451 5.

4.9.64 ESP32 il AL T OTA WfE F &I, SRR RIS LRY G HRIT I &
LR — B RAEE OTA MRS (BEH#E th 25 IbHGi 4 WAN 11 £kl Bt )
AT 2K ?

o X MR OE E B L. W R esp_https_ota A {f # 47 OTA, W DA & M
7% # I B B http_config->timeout_ms K 10 ~ 30 # (& 2 ¥ K /M) , i BB
http_config->keep_alive_enable B EEEE 24 FH .

o XFHP AT OTA ik, M FiREE, Wil select HLEIRINELEGE I ok & (4 8 TCP
Keep-alive % BRI o

4.9.65 ESP32-C3 {i: Deep-Sleep i T v ULt Wkt GPIO k4 7

ESP32-C3 {{45 VDD3P3_RTC i 1 (1) & il (GPIOO ~ GPIO5) ] Fil T8 - M Deep-sleep Mifitt .
T REE ¢ (ESP32-C3 $i RS2 T <https://www.espressif.com/sites/default/files/documentation/
esp32-c3_technical_reference_manual_cn.pdf>‘_ H “5.9.1 GPIO 4 L =I5 vaie .
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4.9.66 {{i)il ESP-WROOM-02D K4, uileflery, fEfkrnid (BEE1hsingh) mam,
PR BES flash A7 fF 2 AR ?

FEAR LR OL MBI A TR AL flash FEAAAR AT RESA —LE M. EAEMRA R OU T Al
AETCYRIE® TARB A 2 KA, AARAE AR O AR B I TA% U RIS flash 7r6if gy, W]
BES T EATR MU :

o B ERESIR: FERAEFILT, flash fEffd T BETCIRIE B 5 AL . AR AT
AN G AR, W] RES T BO8E 2 R BHIR
o B EnIR (R R DU TS AT AR UL AL S flash 776 dF S THABRIAL I L&,
] BB S BT AR B EUUA
PE, SRR R OL T AR AN flash FEARESADT IR, EGA B A TR A A2

BHEAE . WRREIA TR SRR G EAE, NG RSN E, HAEBRER e 4L
PEPART IR £ 0o MEAh, i AR DD RE BRI A A GRS AU AT E Dol L R #E -

4.9.67 ESP32 hifnf 75 el Rl it RHeR /b 7

w] PAVE Tl UBaseType_t uxTaskGetStackHighWaterMark( TaskHandle_t xTask ) R EE . %K
O] DR [T 55 JE 8l i ) dae/ R A AR 25 ]

4.9.68 {diff] ESP32 H¥TEI “SW_CPU_RESET” H:&&AfF2 5 7

1E ESP32 |, FTEIH “SW_CPU_RESET” Hi&iEwH 2l TP FE L IE S . ESP32 NE
TSR A%, B ARG . RS, SRR E A BT, T
— RN, BRI AR B R AR R AL ER R R Ik, W RES SRR A RIS E
sl M FpES LA R, ESP32 &4 (UART) LATH! “SW_CPU_RESET” H
o BbAh, ] ESP-IDF &k W HAREFFIT, WrlRAEy AP HIHH esp_restart () B
BORE S5 BSP32, fEXAENR, ESP32 hafEp T4 FFTE] “SW_CPU_RESET” H
o HEHREME, BB “SW_CPU_RESET” HEHA—EBEMERTA H8isk ESP32 fifi{f:
Aigbs. i L Em THEREE N SEWERMS . B2, R Rt E
Friash, FREH TR AHERS . T AE A R H G A {8 A TR A SR A 2 1R R R
H .

4.9.69 {di}i] ESP32 s}, Sk NVS KBS AR, 205N ?

TR CRBE, LR X 1 NVS Bl 7 KSR/ 2R, NVS ey KA
B AR

4.9.70 e S e ) RS H] ?

CHIP: ESP32 | ESP32 | ESP32-C3
o AIPAMHH c 1B time () BEISRBEE RG],
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4.9.71 OTA gl firp esp_ota_end jk|0] ESP_ERR_OTA_VALIDATE_FAILED #jt
B, e HERE X S ]2

CHIP: ESP32

o~ T RN ENAG RSE, AT PAER esptool H1) read_flash 54 dump
B NZS, #R)5 ] Beyond Compare T HXfiX 2 /> bin SCHE#E4T 16 BEFIXTLL, &
bin SCPFHRE T A 1%

4.9.72 ESP8266-RTOS-SDK jifu] £ A7 i £ RTC memory vjr ?

o R A7 #FE RTC memory H)E U5 AU0F -

#define RTC_DATA_ATTR _SECTION_ATTR_IMPL(".rtc.data", __ COUNTER__ )

 W[Z I, esp_attr.h SCFLRA

4.9.73 1t Deep-sleep EBiAMaiE )5, ESP8266 & MWIEHL K1zl ?

ESP8266 T Deep-sleep FizUMLER 5, A KEM user_init [B3. 1520, esp_deep_sleep() P .

4.9.74 RTC Bl 2 bHik gk 6 ¥ ?
W b L LA A R a3 4 5y AR & #  RTC B4l

4.9.75 ESP32 {fi H] AT+GSLP {54 ik A Deep-sleep i )i, J& & vl difik EN 3E47
e 2

o fif] AT+GSLP $§4-# A Deep-sleep B J5, 7T PAETF7 Ik EN Mg, (EORHERE ARG .
* Deep-sleep #i 1] il i RTC_GPIO SRMafit, 752 0L «ESP32 Hi RZHFMH) .

4.9.76 M ZALRREEN ESP32 (AT it , @ ARt EIF AT 15 7
BEARIEFE VN, GRBREIRET . WIS 5 15

4.9.77 fliJl] ESP8266-RTOS-SDK release/v3.3, Hifaf JE A Light-sleep Fi; ?

o i E Light-sleep M0 ML ERAR L, W] Z:2% ESP8266_RTOS_SDK/components/esp8266/include/esp_sleep.h.
o SR)G{H ] esp_light_sleep_start() API 3 A Light-sleep #5=X .

o FRFPSEI ] PAB% esp-idf/examples/system/light_sleep/main/light_sleep_example_main.c i,

» ESP8266-RTOS-SDK T Sleep =11 API Ui B [ Sleep modes API Reference.
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4.9.78 ESP8266 {t Deep-sleep Biz\, B fjifnf it ?

ESP8266 1t Deep-sleep #1: T H A i i RTC Timer PEATMEME, & I S Y P od 2id ek 4K
esp_deep_sleep () WHEMMIH, HEEM: EFHEHE GPIO16 (XPD_DCDC) il if 0 Kk fH
5] EXT_RSTB, PASCHf Deep-Sleep HiAMeE. 752 UL HIN. APT eI .

4.9.79 {§i}i] ESP32-WROVER B4, (RNE{E Ll Fl ol 5 il i S 8OEpLC
LML 8, St 25 7

o BB IRHRAYIHE B CHEZ 12 uA, Y4k A i ol Feh B2 58 7 i I I i g, (HZ2 AR
iﬂjﬁ% ESP32 M 3.3 Vi 5] 0V il e rf, i Bk 3.3 V &3 ESP32 JoikMefit .

* WAL R VCC 5 EN 259 2 b HUR P 20K

. Tﬁﬂ% ESP32-WROVER ﬁiéﬂlﬁﬁﬁiﬁt_&'lﬂ WRAFAE R IR AR E SR R R O, TRES S
Bot R R A R T B, S ECOVA IR ML

o DA% FETR IS (S R P

* ESP32 bHL. ST, PRI CESP32 SORMMEAY .

4.9.80 nfakesk A5 L Mac Hhl: ?

A PASE T A ESP itk Mac fHLE, i55% Mac #idE /4. B Eikest A & L Mac #idi-f 2 Fh
VES
o K 1 HIELeH| eFuse blk3 1, W] DALRUEA BB L ;
o %2 {7f%F] flash Hr, AHEFE Mac Huhl 7 R7E BN NVS 4K, BHUA g —H g
TE LI NVS 4 RS A7 1 2 X Mac #idik, 6T 3 & X Mac ik i i, "TAS%

base_mac_address.,

4.9.81 ESP32 {EfliJi] esp_timer If, HBLMLE A0S sH WPl h, 26N 7

o esp_timer & kG I (4 I RS 4L, S5 & — Lo 4Lt g ] esp_timer 58— RGAT S5 . LR
esp_timer B, R N A B [ R P (o P A B . PHLZE2E1G APL, 3R] B M A iE [m] % R
RSP TAA, DA PR R G A ALY DIt
. ﬁﬂ BB ER R AR KR, 150 FreeRTOS ™[ I #§ 41 xTimer .

4.9.82 {Ji}] ESP32, iii[n] ULP Wi H] jump PeiL 314 efidk, M RMINERA

H Hi ULP CPU #5441 R AR UEHI S W, X HL o 3R [n] 48 430 3 (6 F — >3 F 2P e 25 0 PC b
Ik, TR, T HAT ULP SO 4 Sl fide, BrbARR ZaBEeE ] .
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4.9.83 Ll Pl R AR A 23 7
G TARR;, KBS R, SEGERRM, AT

error: format '$d' expects argument of type 'int *', but argument 3 has.
—type 'uint32_t *' {aka 'long unsigned int *'} [-Werror=format=]

BEXET L ARARE, F P T DAFE AL (ZE4LPF CMakeLists.txt 1) 500 H 25 (2091 H
CMakeLists.txt Fi1) {E8cHiFhias, sEFiF7 M RCR KB .

o TSR E HM N G iFRRE, H R ifE CMake B4 target_compile_options.,
W% A, HEHM target_compile_options 7k il W, CMake-
Lists.txt#L3,

o BUBUCEANTH 1 gRiFEtnE, AR ME CMake P4 add_compile_options & IDF
FrE RS idf_build_set_property ik & COMPILE_OPTIONS &, k&% ik
RN BRI

4.9.84 JLT ESP-IDF SDK Zi it fFInf, 2340 IDF_PATH )15 BVHIAF % 2 PEINE 1]
FEGVEN bin AA—FE. I BRI 2L E R 7

o R v5.0 &PAERRA ) SDK, B]PAFFE CONFIG_APP_REPRODUCIBLE_BUILD Bt & i%&Mi, JF
JEiJE , 8 ESP-IDF 4 iY B R P A MR T A A . B R 7 1 elf SO bin SCEAER AR R 5E
A, RPEPA AR B kA ARk
- Wi H FrfE H %
— ESP-IDF jii#£ H3% (IDF_PATH)
— e R]

%152 I, Reproducible Builds {01 .

o NHRE v5.0 DA RIRASH SDK, A DA X[ CONFIG_APP_COMPILE_TIME_DATE=n it , EM% %
ZFRHE S, 7 HH S COMPILER_HIDE_PATHS_MACROS=y fil & ¥ & IDF_PATH.,

4.9.85 fii Hl ESP32-S3-DevKitM-1 JF %t F #% £ Jj hello_world IFE)G B8 He 5,
At 25 7

ESP-ROM:esp32s3-20210327

Build:Mar 27 2021

rst:0x7 (TGOWDT_SYS_RST),boot:0x8 (SPI_FAST_FLASH_BOOT)

Saved PC:0x40043ac8

Invalid chip id. Expected 9 read 4. Bootloader for wrong chip?
ets_main.c 329

o LTI AL ] BE 5 FF & M E R B4R 5 ESP-IDF SDK 3K {E I A A 2 IE R & - i A
.o A (ROM) 5 SIMEFEFFHHIL A ID R 9, X2 B r= A (A2 A4 ) .
SR, FE G| BRIk, BER TR ID R4, X2 beta fUARLE o Al S
2% X B <https://github.com/espressif/esp-idf/issues/7960>_ fFj1itHH .

* AJPAiE It esptool.py chip_id fird AN B SEPRiAS . anAse i iU A 2 &y
WA, A% 4SS5 B 1) ESP-IDF SDK it A< 5. ESP32-S3 2 471 [ 7= i it {
ESP-IDF release/v4.4 2 DA_b WAk (43035

4.9.86 5] ESP32 ;5 3 150 kHz ) RTC ks 2 K ?

ESP32 ith i N6 150 kHz [t RTC BH4ioks R £5% .
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4.9.87 ESP32-DOWDR2-V3 ;i - 32 $51¥) ESP-IDF SDK IR A Ay Wjp sk ?

SZFE ESP-IDF fluAR RS : v44.1, v43.3, v42.3, v4.1.3,

4.9.88 JLJ- ESP32 8l ik OTA R, &% wl CLBHIER 2 DX 3 HLER IAAETER) factory 45
X, ¥ OTA_O0 5y Xyl & A 0x10000?

A LAZ S factory 73 IXIFHF OTA_O 73 XA I E A 0x10000, 53R AR app JEAUH) 73 X
D B MLtk 5225 0x10000 (64K) X5 o

4.9.89 M1l 2. i ] espefuse.py burn_key iy A JC ik $é 5% ESP32-C3 eFuse [
BLOCK3?

» espefuse.py burn_key 4 HAEMZEAN KEY_DATA [ eFuse BB, (H2BAE T
ESP32-C3 [{j BLOCK3 j USR_DATA 27 ,
o H[PAJEIT espefuse.py burn_block_data fiyd i USR_DATA 2.5 eFuse Hrps A3 .

4.9.90 J&J- ESP-IDF SDK iafr Wl fFadTEan F st i 2l 7

***ERROR*** A stack overflow in task sys_evt has been detected.

METHREE B T system_event /R HEAR A E S BUW, AIZ2i{ K Component config>ESP
System Setting>Event loop task stack size EERIFTMNK. Aud IR 2
TE system_event S{ AL T R Z 24, XFMT A S BAEN, W RS FE8US T FE
ToE BTt R o FRATTE SR 8 i BA S B HAB AR R X A2 4l 25 HABAT: 55 AL B

4.991 Wi-Fi OTA I}, i url WA % S EOCEMT, inflfgde ?
DA SR + B $20 RfEbk.

4.9.92 i #sFH ESP-IDF ' newlib [ Ac = 7

o AT DA B AR AT RASRIUR A -

— 1. {£ ESP-IDF 85 s 4T xtensa-esp32-elf-gcc -dM -E -x ¢ - «< “#include <_newlib_version.h>"
| grep NEWLIB_VERSION iy % 2 3% BU newlib fR A& 5, 4T B 25 DA N 250 #define
_NEWLIB_VERSION “4.1.0",

- 2. FELEARRCA 4% newlib A, #5248 ESP-IDF i fl i T HAE A . #i4n, X§T ESP-IDF
v5.0, M xtensa-esp32-elf A DAFHEN THAEMAS Jy esp2021-r1, 63 1% T HEEMA B &4T00
WU, AEERE H R DAEREN newlib U4 v4.1.0.

4.9.93 ESP32-P4 &R FHiFniaii ?

» ESP32-P4 HP CPU L #57% Mz ; LP CPU A7 iz H.
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https://docs.espressif.com/projects/esp-idf/en/v5.0/esp32/api-guides/tools/idf-tools.html#xtensa-esp32-elf
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4.9.94 A Z 5 ESP32 & i A%} 1% ESP-IDF SDK J§i A S| 2. 7
« 511, ESP-IDF A% 5 I Bt F AR A e e b 6.

4.9.95 Wiff#Fs ESP-IDF v SC 25 e B ACRS 0] 7

* ZL: HRIE S .

4.9.96 [fF@qT 3 F HaERET, Wit 25 H 7

Guru Meditation Error: Core 1 panic'ed (Unhandled debug exception).
Debug exception reason: Stack canary watchpoint triggered (zcr_task)

o iR H G E T & B T R EFES A AR A E. FTRAZEE K zor_task {145 %
X KN (Buffer Size), F{#i /] esp_get_free_heap_size() 250 i Hl 43 0] I HENTE .

o WIS HRANIEAL, AIHII PSRAM DAY REINTE, (3% INAEAL 16 SR AT AE s
DHEN AL .

o HEIMAFHEUIHS L M E R

4.10 Thread

4.11 Wi-Fi

4.11.1 ESP32 fil ESP8266 &% % f§+p 3¢ SSID ?
ESP32 FI ESP8266 #9304+ 3¢ SSID, {HF B A M A FEMIE A . HFEERERZ, T ¥
TR BT RORTE P S SSID I i B IRAL B

XfF ESP32, W[ PAfii Jij ESP-IDF 42 ff i) Wi-Fi M % APL. FE 4 AP I}, W] DLEA
esp_wifi_set_config() pREBLE Wi-Fi BLE, HARY ssid ZH00TDABCE N P OCTAFHR . Bl

wifi_config_t wifi_config = {
.sta = {
.ssid = "R, #HR",
.password = "passwordl23",

by
bi
ESP_ERROR_CHECK (esp_wifi_set_config(ESP_IF_WIFI_STA, &wifi_config));
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4.11.2 [Scan] ESP32 i — ik T 4L 2 Kt ?

FARAAE B Y S TR T -

RIS 2 T, BRI 3.

FAMEIEE R IR, BRA SRS 120 ms, 930344 360 ms.

Iéﬁﬁ% HECEMEEERE, BRAh 1~13 {514,
ﬁ%@ﬁ#LméﬁlﬁE#, BRI A PRE AT A o

Station $H33A &2 Station-AP #,, M Ei 254 ERE.

BONHILT , 1~11 (538 R8s, 12013 58 wah 4

* 7t Station BB ERLAHFIL T, S(FEMENE 0 114120 +2#360 = 2040 ms;

o JF Station B A i#4%E, 5iF Station-AP BT, &S5 AE) A 11%120 + 2*360 +
13*30 = 2430 ms,

4.11.3 [Scan] k&L E % Hf boundary scans( ¥ ) ?

ESP32 A 37 boundary scan.

4114 Wi-Fi {52112 7 WILLE AT B E 7

SRR Wi-Fi i 38 @50 B PR @ SR B By . AN R R S X 0 A5 1 B A TR
FlanEdL3E, Wi-Fi{EEEE 2 13 11, WER, Wi-Fi{FEEEE 18 13, HA S
2 ESP8266 Wi-Fi {518 4455

4.11.5 [LWIP] {¥iH] ESP-IDF v4.1, ESP32 H{{: SoftAP i i} anfnf iz 1P Huhk?

H1T* ESP-IDF v4.1 PAJ A L RAS x4 F45t TCP/IP B2 1T, HE##(# H] ESP-NETIF B2 1.
SR BIRSAT :
{

esp_netif_t *ap_netif = esp_netif create_default_wifi_ap();
char* ip= "192.168.5.241";

char* gateway = "192.168.5.1";

char* netmask = "255.255.255.0";

esp_netif_ip_info_t info_t;

memset (&¢info_t, 0, sizeof(esp_netif_ ip_info_t));

if (ap_netif)

{
ESP_ERROR_CHECK (esp_netif_dhcps_stop (ap_netif));
info_t.ip.addr = esp_ipd4addr_aton((const char *)ip);
info_t.netmask.addr = esp_ip4addr_aton((const char *)netmask);
info_t.gw.addr = esp_ip4addr_aton((const char *)gateway);
esp_netif_set_ip_info(ap_netif, &info_t);
ESP_ERROR_CHECK (esp_netif_dhcps_start (ap_netif));
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4.11.6 [LWIP] ESP32 Station FiX,, At iiid IP ?

1 vA.2 DARDA BRRAS 3745t TCP/IP 3% 10, 726 ESP-NETIF 1 H. 2% /R B
[CY N

esp_netif_t *sta_netif = esp_netif_create_default_wifi_stal();
if (sta_netif)
{

esp_netif_ ip_info_t info_t = {0};
esp_netif_dhcpc_stop(sta_netif);

info_t.ip.addr = ESP_IP4TOADDR (192, 168, 3, 23);
info_t.gw.addr = ESP_IP4TOADDR(192, 168, 3, 1);
info_t.netmask.addr = ESP_IP4TOADDR (255, 255, 255, 0);
esp_netif_set_ip_info(sta_netif, &info_t);

}

esp_netif_dns_info_t dns_info = {0};

4.11.7 [LWIP] ESP-IDF H.{jifuf ¥z ¥ DHCP Server [¥j Option % ?

HIT vA. 1 LA DA F A 24 745l tep/ip iY4% 11, 477 J] ESP-NETIF [#%#% 1. DHCP Client
WEINERAIASE ARG SHER BRI

// Gl # softap # netif A&

esp_netif_t *ap_netif = esp_netif_ create_default_wifi_ap();

// ESP_NETIF IP_ADDRESS LEASE_TIME, DHCP Option 51, iyrt E /7]\ ZV: FJ'] IP.

< M 4 A R B (A

uint32_t dhcps_lease_time = 60; // ¥ {I % 4 4

ESP_ERROR_CHECK (esp_netif_dhcps_option(ap_netif, ESP_NETIF_OP_SET,ESP_
—NETIF_IP_ADDRESS_LEASE_TIME, ¢dhcps_lease_time, sizeof (dhcps_lease_
—time)));

// ESP_NETIF _DOMAIN_NAME_SERVER , DHCP Option 6, % ® DNS SERVER

// % & DNS Z W %&£ E X E AH E DNS

esp_netif_dns_info_t dns_info = {0};

dns_info.ip.u_addr.ip4.addr = ESP_IP4TOADDR(8,8,8,8);

ESP_ERROR_CHECK (esp_netif_set_dns_info (ap_netif, ESP_NETIF_DNS_MAIN, &dns_
—info));

uint8_t dns_offer = 1; // th N 1 # &% DNsS £ ut, wREZ 0, A4 fo
<softap W gw ip 14 DNS server (Zik& 0)

ESP_ERROR_CHECK (esp_netif_dhcps_option(ap_netif, ESP_NETIF_OP_SET,ESP_
—NETIF_DOMAIN_NAME_SERVER, &¢dns_offer,sizeof (dns_offer)));

// ESP_NETIF_ROUTER_SOLICITATION_ADDRESS, DHCP Option 3 Router, f§ N 0 ff_
DHCP Option 3(Router) 7 HI; (BANH 1)

uint8_t router_enable = 0;

ESP_ERROR_CHECK (esp_netif_dhcps_option(ap_netif, ESP_NETIF_OP_SET,ESP_
—NETIF_ROUTER_SOLICITATION_ADDRESS, &router_enable, sizeof (router_
—enable)));

// ESP_NETIF_SUBNET_MASK, DHCP Option 1, # & F W &%
// ¥ 1 ESP_NETIF SUBNET MASK & & ¥ WM iE# L%, iEF#it esp netif set_ip_
—info B %
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4.11.8 [Performance] fj1faf Mt Wi-Fi Begl i fs s ?

HPAGE ] ESP-IDF HLf iperf 7 B EA 701

4.11.9 [LWIP] ESP8266 SoftAP ZRi\fthi HIWEA B ?

ESP8266 SoftAP BRIAf W Bt 192.168.4.%,

4.11.10 ESP8266 SoftAP + Station KX F, ZEHN) 192.168.4.X MBI}, Ml 225
W ?

ESP8266 SoftAP BkiA ffi I [ Bt 192.168.4.%, IP Hitk 2 192.168.4.1, ESP8266 ] 5 B % 13
192.168.4.X % B, ANREATHEE BIERE H O A B 1Y SoftAp b J& AN 1, BT DA i i

.

4.11.11 [Connect] ESP8266 SoftAP i, %+ L ss ?

ESP8266 SoftAP #5352 il DA A\ HE4% . X2 1T ESP8266 itk £ SoftAP T
B NAT (25 htieds) PLHUSORrRZ A IR RS . HTREEERE, S0 I8
ABEA & o5 —E R SER TR, DR B AR R DU, POMIERR S Z R T RE S
i) Wi-Fi B AP BN AR E 1

4.11.12 ESP8266/ESP32/ESP32-S2/S3/C2/C3 332 F§ web/softAP Pt ?

BES R

* ESP8266 i 2% I 7 fiil ESP8266 softap_prov;
« ESP32/ESP32-S2/S3/C2/C3 %% . 1] ESP32/ESP32-S2/S3/C2/C3 wifi_prov_mgr.

4.11.13 [Connect] ESP8266 fil ESP32 {f: 4 softap B, lifnf a5k SSID ?

P ESP8266 mi ESP32 2% Soft AP X ) SSID, I DAL AR J5 A5 B -

W H esp_wifi_set_config() L E: SoftAP #iX N1 SSID, 55 PA M2 k. Filan, PAT AR
X & SSID ) “MySoftAP” |, #H%°k “MyPassword” , K% i ] .ssid_hidden = 1 {62 3 2K
SSID:

wifi_config_t config = {
.ap = {
.ssid = "MySoftAP",
.ssid_len = strlen("MySoftAP"),
.password = "MyPassword",
.max_connection = 4,
.authmode = WIFI_AUTH_WPA_WPA2_ PSK
.ssid_hidden = 1
}I
bi
esp_wifi_set_config(WIFI_IF_AP, &configqg);
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Tie B 52 J5 E A esp_wifi_start() J5 2l Wi-Fi,

4.11.14 esp_wifi_802.11_tx £; 11+ (¥ buffer % a4 FCS 4 ?

At , FCS Wik B 34 i) -

4.11.15 ESP-WROOM-32D % #5115 Wi-Fi $iEHE BRI 220012 7

Wi-Fi S B 2412 ~ 2484 MHz, {4 BRI fic B w] FIA5 T AIXT . A TAESR . ThaREA BAE,
W] F AR E . e S5 5%  (ESP32 Phy Init Bin S ES 5 E T

4.11.16 ESP32 Wi-Fi RF YR mfikt2 b ?

ESP32 ) Wi-Fi RF (JC& AR ) TR s ol PARCE A 20 dBm. 15715, SRR H
TR VAT B 23 S i) 14 |6 R /A DX RS 178 FEAS ] o AE (8 ESP32 I}, A A Ry 24 i 1
ERVERL, PABREEMZEMA . 740, ST H W e i Al Wi-Fi {5580t
FEAESEIR R SRR RR T R A KT, AR LA 4 B 3 SR BRI TR AN R

4.11.17 ESP32 o] &% Wi-Fi & 91 0% 7

T j# 1) menuconfig il & Component config>PHY >Max Wi-Fi TX power (dBm) Eif%& Wi-
Fi )RS 013, FoRs2 20 dBm.
o BiEZ ] APl esp_err_t esp_wifi_set_max_tx_power(int8_t power); X B IFFE

4.11.18 [Connect] ESP32 AP iRk 2 25 2 /D Vess it ?
ESP32 AP i, i nIHCE Ny SCFF 10 DMcariesk, BOARCE N SCRF 4 B0

4.11.19  [Connect] Wi-Fi B4t RSST K fi kil 53 {5 5 e S 4 ?

FNTEATHS RSSIAG S5 FEHEAT SRR 7 MR TEHF ZATUESEATRI 7>, AIASH LR R R T
Ik

@UnsupportedAppUsage

private static final int MIN_RSSI = -100;

/** Anything better than or equal to this will show the max bars. */
@UnsupportedAppUsage
private static final int MAX_RSSI = -55;

public static int calculateSignallevel (int rssi, int numlLevels) {
if (rssi <= MIN_RSSI) {

(P oUgkzh)
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(£ 50

return O;
} else if (rssi >= MAX_RSSI) {
return numlLevels - 1;
} else {
float inputRange (MAX_RSSI -MIN_RSSI);
float outputRange = (numLevels - 1);
return (int) ((float) (rssi - MIN_RSSI) * outputRange / inputRange);

4.11.20 [Connect] ESP32 fi soft-AP 5} b fl 2,248 STA Bjfii 7

o BOATH 0L R 2 5 min WK B STA & i ok 09 204 10 5 & 48 STA B vl % W 8] W] DA 3 &
esp_wifi_set_inactive_time JFFTIETL .
* VI: esp_wifi_set_inactive_time F3 1 API.
— master commit: 63b566eb27dal87c13f9%6ef707ab3315da24c9d
— 4.2 commit: d0dae5426380£f771b0e192d8ccb051ce5308485e
— 4.1 commit: 445635fe45b7205497ad81289¢c5a808156a43539
— 4.0 commit: 0a8abf6ffececa37538f7293063dc0b50c72082a
— 3.3 commit: 908938bc3cd917edec2ed37a709%9a153182d511da

4.11.21 [Connect] ESP32 b4t Wi-Fi ZE#ZI0F, Dl e B B 6 I S W Bt IRl 2
ESP-IDF v4.0 [ PA_EJRAS AT 225401 M ACRSEREL Wi-Fi 3842 I I T A -

if (event_base == WIFI_EVENT && event_id == WIFI_EVENT_STA_ DISCONNECTED) {
wifi_event_sta_disconnected_t *sta_disconnect_evt = (wifi_event_sta_
—disconnected_t*)event_data;
ESP_LOGI (TAG, "wifi disconnect reason:%d", sta_disconnect_evt->reason);
esp_wifi_connect () ;
xEventGroupClearBits (s_wifi_event_group, CONNECTED_BIT);

}

W m] Y K R B 0k 3] WIFI_EVENT_STA_DISCONNECTED {4 W), W DL o 45 # &
wifi_event_sta_disconnected_t [{JA8 H reason FREE] 2 R A .

* WIFI_REASON_AUTH_EXPIRE fEif#:0Y auth [y B, STA %&£ 7 auth, {HAEFLE IR A
KRULE| AP [ auth [0]5, HRAMER 2 I,

e WIFI_REASON_AUTH_LEAVE &2 AP FE IR E FE W T STA #%3%, reason code
TH AP KLk,

e WIFI_REASON_4WAY_ HANDSHAKE_TIMEOUT 5{# WIFI_REASON_HANDSHAKE_TIMEOUT
M PR R B A iR
H ¥, WIFI_REASON_4WAY_HANDSHAKE_TIMEOUT 4 F% # i@ F ) 4% i% 19,
i WIFI_REASON_HANDSHAKE_TIMEOUT N H & X 4 R M. W HF X JE T
WIFI_REASON_4WAY_ HANDSHAKE_TIMEOUT A % i 2% 7F %5 hd 45 1% it 45 20 3% 4%,
PR A RS, WIFT_REASON_HANDSHAKE_TTIMEOUT % HH #S7E 25 AL 15 I AN 45 115
%, WA B EBLH e AR

e WIFI_REASON_CONNECTION_FATIL il Bk al (g 45i%65, F3 2 H T STA HitiF
TUCHECH AP, {H XA~ AP 744 B L, AP 7F R4 oA BT () R R 2 Yk AP 2554
T STA, = STA jE#: AP [y FEh Rk T,
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4.11.22  ESP32 RALE K KRR 55 85 A0 2 AT IR A4 Sy 7

TEMBR I, 34 it DNS JEFTARAT, M AR AL N B T A7 . AP TR T
M DNS Jiie 55 s R HUY) TTL %idhs, 282 Bl B2 IR SR, mH R 10 705

4.11.23 [Connect] Wi-Fi Log HR MLV G B L ?

eg: run -> init (fc0), fcO 5 Sk STA Y F| T deauth i, reason A4 id4kiR .

o cO RFYLEN WAL (00 R FEHBIT)
o f {3 reason

2% [a0 disassoc]. [b0 auth], [cO deauth].

4.11.24 [Connect] ben_timeout, ap_probe_send_start J&: | 2 &8 ?

FEFRERTRI Y (ESP32 BRiA 65, B[l 60 /> Beacon Interval), STA Uz %] Beacon i, & %i% I
ELINE
e WA . 7 ESP32_WIFI_ MGMT_SBUF_NUM” K% (log H £ 4T Hi “esf_buf: t=8,
I=beacon_len, ---” XFE[Y Error). WNAEAME, TJFEWLF| disconnect event [} 4] HY heap Kk
INRHEE .
e AP K% H beacon. nJifidHf) AP [ beacon EHEE
o Resi [ RAG. 7EE 24T Resi (ERAKHS, FIHEFE STA YA F] beacon, W] i
esp_wifi_sta_get_ap_info #HL Rssi HFKH .
o REMRIRA . Wt bERE

H P ben_timeout B}, STA 22438 &% 5 YK Probe Request, 15 AP [1] Probe Reponse, Hiffds
4z AR AP RWI%, STA % ik Disconnect S, FIKrFiE4:.

4.11.25 [Connect] Wi-Fi ZE42W T gl T ?

%] WIFI_EVENT_STA_DISCONNECTED 2 J51# [ esp_wifi_connect.

4.11.26 [Connect] ESP32 {§: 4 station IsH} 2 B i 25 SoftAP @i ?

BANTE LR 65 KULE] AP [ beacon FLaFt AP B35 . % I [8] 7] DAIE T esp_wifi_set_inactive_time
HATIE L
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4.11.27  [Scan] Jpfl 24T A 2] AP ?

ESP32 H1 ESP8266 i N3] AP IR AT REARZ , PAT &S0 WA It PR AN gl s -

o AP BBt e (5 B R 2% . ESP32 1 ESP8266 1 Wi-Fi ThfE K AerE— BB N TAE. 1
A AP R E s Wi-Fi {55 it K72, ESP32 fil ESP8266 mJ fig JuyA 4 £ AP, mJDASE
IR ESP32 5 ESP8266 fEit AP, i i FI{F S iRas R AP (5558 F .

« AP [¥) SSID [Gji: —4& AP W RERREH: SSID, X EREEASH) BRI ks. 7
XAMEGL T, ESP32 1 ESP8266 JyA i %] AP. Effsuix AN, #nlAFshi A AP
() SSID A% i dhAT 148 o

o AP DUV EHRE . W AP D8 EEE, &l BE O PR I IR oK, X T
ESP32 Fll ESP8266 JoikiE s AP, 0] A S5 fr— Bt E], SR FR T AP,

* ESP32 1} ESP8266 [FJ# M8 : A IHE, ESP32 i ESP8266 (4K {4 1] fE<x H Bl &, T
HICTEEREH AP, 7EXFMENRL T, &0 AS%IA & ESP32 o, ESP8266, I H #1543
Wi-Fi g, AR R RAFAE , 0T RERS 28 Hr ESP32 1l ESP8266 [ [E {4«

o« HfthHZ: HMFEE, ML, £eiE. MEIES, tnlges g ESP32 1f
ESP8266 1] Wi-Fi Tjfig. fEXFEILT, R EATHRE Wi-Fi BREEH- SR TAH M 1 % &

4.11.28 [Scan] I ZHEBHIZ DA AP ?

RERSHIEEI 1 AP S RN BSAT R, Tl o AP (%0 H S S E00 e,
B 5 P PR IRFTR] 5% B ISP ) BB T B 21 4R 1) AP

4.11.29 [Scan] ZEI} S HEIAEE 2 AN HHI6) ssid/password I} e85 26 k{1 AP ¥4 ?

ERINTE UL i WIFI_FAST_SCAN, SIS — NS AP, WIREE v {E: AP, %L
TEi% E: station A scan_method Fit & i, WIFI_ALL_CHANNEL_SCAN, [A]H}Hz & sort_method
e p i HePf RSSI Rl H & i %4211 AP,

4.11.30 [Scan] wifi_sta_config_t "' scan_method /& 2 lic & 7 215 AP
XIAEVR L ?

AETEHREAPOE A2 A T A1 AP Frds 2, scan_method %5 T fast_scan,
A PABC A threshold it JiEA5-5 5 s 1 =RER ) AP,

o BEFET fast_scan SFEFIFEEIEE — N UCECHY AP FOTEO0 N s IR, SRR TR, A
TERE I IHA] .

o PEFE T all_channel_scan [IHEH ST 2 E R, AEHRYE sort_method 1% E 1)
Her ik, FAtAE S i sl g I o i d 2 AP, S8 H S5 ek E
S N AL A ) AP JEF TR

4.11.31 [LWIP] &nfaf3HL socket M5 5L 7

* ESP-IDF v4.0 filtA DA (£ v4.0) AR B0A 2 socket APT 3 [0l eI f5 EL 4z 1 errno H{ELR R U
i

o ESP-IDF v4.0 27 DA R b1 1E B9 i &2 socket AP 3 [8] 45 0 J5 1 ] getsockopt(sockfd, SOL_SOCKET,
SO_ERROR, ---) W) 7 XARBUAS R, B4 24> socket HATHRAE ) 5 AT BB 2 SRECE S 1E 6 1 5 iR
i,
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4.11.32 [LWIP] i\ TCP keep-alive Is}jii] %y £ /b ?

AR OL T, ARIES A/ N BEA] TCP 430, &R 75 #0405 TCP keep-alive
W, LKL 9 A tep keep-alive [t 3C, WERMUIRCAFI XI5 K K (AT 1 3C LWIP 2 Wy
JF TCP 4%

Keep-alive 7] i i1 socket option HEFTHIHE

4.11.33 [LWIP] TCP # & []FE ?

ESP32 1ER &5 771, TCP M S AZ [RIBR R LA R 3 B, Wi %A &% ACK JHH,
M 24K Jacoboson Fy e 8 K FAL A I, BI kgt in s & (alfR et e, — M2 2., 4,
8. 16, 32 FhaZ W, X A~FEAL [RIFR ISR /2 B 1), TCP B SE 8L mT DATE o 3% —
SR, QERETIE] VB RN SR B ) B AL (AT B I T

4.11.34 [LWIP] I Z g Gl 2 0> socket ?

&% 164>, FIAN 104,

4.11.35  [Sleep] ESP32 A7WIE JLAMANR 5 X B AL XA 2, 7

o —IH = FRHRE )5 =: Modem sleep, Light sleep #1 Deep sleep.

— Modem sleep: WiFi 1ML E ) station WMM {REE = (station % 3% NULL im0 AP {RHR
s EK), station 3 I AP Z 5 HEFFE, #EARNRIRAS G 5 PSR HE , PRHIR 19 8] P45 A
AP 54, station Wi JT %4 )5 modem sleep A~ _LAE. ESP32 modem sleep 3t ARIRARZS G A W]
PAEREFRAR CPU W%, df— B R AR

— Light sleep: £+ modem sleep H station /R T, F1 modem sleep BYAS [A] Z ALTETF HEAARIRAR
BIEAM G, B85 CPU, iR HIRIRIRZS G CPU MW S ALK 4Ei27T

— Deep sleep: 3 WiFi PR BRHR T 2, 3 ARHRIRAS J5 & B RTC AL M iir A A
P, IBBARARRSE BN RGE EHET GUTRGEE)R), IRISHRIABELRRA AP pyiEH: .

4.11.36 [Sleep] ESP32 modem sleep ) &% HEEMRFT I ?

T{menuconfig>Component Config > Power Management > Support for power
management >FEnable dynamic frequency scaling (DFS) at startup $F]7F.

4.11.37 [Sleep] ESP32 modem sleep [E5i ) fe i K GEFESI 2 ?

H T CPU Infph i K AER 1] 40 MHz.
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4.11.38 [Sleep] ESP32 modem sleep “F-Y¥jHi i K/ Mgl = 7

ESP32 ) modem sleep Jeifl id 5 —NMe i JA1 U], B4 I AT IR0 A i St A i 5
AR IS TE] 5 PR R AR R -

AR P R K/ NZ Z R R R, RIS T LR RS R R

. f&%)ﬁ?& DR O P S DB, D RS B[R] GRS R A S, S R S
2N

o [FEE: WR Wi-FifFo iRz, &Rl B s Rk i, 838 o
BER KTV REAF G TEE (5, X e FECF R K.

o TEORRCE: O H BORE R ECE X TRE AR S, W CPU BAAZA @ W% . CPU B #hAi
., CPU ZERAIEL . HYRHE . 275 JME SR R H S 0Fg v ii K N AR 52
o HABFZE: BN EEE th#% &% beacon B[R] k@ A e, &E LXiE 20, B

A G R MR T AR

4.11.39  [Sleep] Jyfl 2 MM £1iF) modem sleep *F-32 HLisi fhi 5 ?

o MR AR Z 1 Wi-Fi SdRIck . SRl iRZ , #EARIRIRS LS D, P R .

o WL 1) i Fh 45 2 3% beacon Bif [B] AN ERf . Station 7522 W il >E W beacon, #7 beacon Hif[H] s
Eff, station 2 ZERFRCKATE], FEARIRIRAS BT giBk D, P35 v il &

o AT RE A AN BEIRAE T AR, 18 X P MBI B T

e JFJE T station + softap £, modem sleep H¥E station only #E5, N A &AL -

4.11.40  [Sleep] Hyft 2 MBI light sleep T RyHL fhi v ?

BT b3 B S T R

o WHZEAEHLIZTT, CPU AL B .
o WHEMH T ets timer B{# esp timer, H. timer [¥#8 BT} [a][E] R a 4%, CPU I EHL&%E

{5

4.11.41 [Sleep] ESP32 £5WFJLEN Wi-Fi Vi ek S X 50 ?

ESP32 [y BEREX — 2L =Fp2RAY . modem fo/NTRERIEN . modem S KT RERIA. DAY
AR
 modem F/NTRERIF : AR FEIZET, ESP32 M Light-sleep HrjiE R 1
beacon [ I [B] [8] [ H % 1 4% 5 DTIM geig, 4 (DTIM * 102.4) ms, BB AN % b 45 19
DTIM >y 1, WJ4ERE 100 ms ESP32 2R 4 T— Il
» modem i K7 fEfE: 7EZML T, ESP32 M Light-sleep HJif 3k it beacon i it [i] [i]
FEH wifi_sta_config_t XAEEMAE T 1isten_interval S5k E, & (listen
interval * 102.4) ms, BI{EANE% i # DTIM & 1, 1 listen_interval = 10, W4&Ef7 1 s ESP32
SR T .
o ATRERE : AU T REAL L.

4.11.42 ESP8266 }: % 3%+ 802.11k/v/r Fpil ?

Wi H S 802,11k I 802.11v, W] £ 71 i roaming .,
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4.11.43 ESP32 Wi-Fi % #H1FIG SSID ARG AP 2 [l 2

TR, METSCER 802.11k A1 802.11v MY, 1557 7/~ fH] roaming.

4.11.44 [Connect] NONOS_SDK 2.1.0 J}4¢ % 2.2.2 Jii, HERFMZEK 7

7125 NONOS_SDK master R4, %A Dk " CCMP Jill% 5548 AP AR 1 e

4.11.45 ESP32 iifafiickz Wi-Fi 802.11 454 ?

o AIDATELL AR APT#EAT 802.11 i e e -

esp_err_t esp_wifi_80211_tx(wifi_interface_t ifx, const wvoid *buffer, int.
—~len, bool en_sys_seq);
esp_wifi_set_promiscuous_rx_cb(wifi_sniffer_cb);

« ik API/E MDF 550 5 JiI%], WA%%: meonfig_chain.

4.11.46 [Connect] ESP32 £ %1 & ESP8266 %t 2% i 42 J: WA Wk e w fig st Rl ?

o WrEEHCE Y SSID 5 Password 275 1E .

o ANEEWAS A A SC SSID, AT REAFAEA [R] H SCImAS Y A 1) 7

o TREVERL bssid_set fUIXE, WIRATT HAE & M H 1) MAC ik, BBAFRHELE stationConf.bssid_set =
0,

« wifi_config_t wifi_config Z18 fiff JI #5255 static g L.

4.11.47 [Connect] ESP8266 £ IREEflM J5 & ?

 SmartConfig =R, : —HECE TR, XAHLE sniffer BER IR T

* SoftAP i : 45 HF )5 SoftAP, F-HLIEHz SoftAP J5 @ f2 i) TCP/UDP JE4% )5, &% SSID Fl1%
o,

o WPS iz Ui B & haf e s s SRR #2511 SoftAP Ji5 i H FHLAR (445 11 T )5 WPS.

4.11.48 [Connect] SmartConfig fit ] Wi-Fi %5 S A WRse K ?

SmartConfig J& — i £ Jy I 0 7 1% 7 UL Wi-Fi S50 07 %, P ar DLE 08 i Bl 2 1
APP X Wi-Fi -5 F185 5 & £ 4515 % . R SmartConfig Bt Wi-Fi Z4{5 B K :
* SSID #FR: SCHFH I SCHIECF AT, KB 32 M.
¢ Wil 864 MR, AN
o Wi-Fi 4% 72 H§j SmartConfig SZF:H%3 =XEa : WPA., WPA2 fil WEP,
et o n g 7=
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4.11.49 [Connect] ESP8266 Wi-Fi J& % £t WPA2 ik g 7

o % ¥, HSFE R wpa2_enterprise.,
o T]{ii ff FreeRADIUS [l %357 RADIUS [} &#%, i&5%:% FreeRADIUS,

4.11.50 [Connect] ESP32 {5+ Wi-Fi ¥EB:I0 IS SN EER AT WbLE 7

o TERAF Wi-Fi R S, 5 H & FE Active Fil Modem-sleep #5027 8] [ 2414, ThAEt S AEH Ff
A 224 .

» ESP32 Y #%1F light sleep ' Wi-Fi {#7%, H shMelEE) [ h DTIM S50k E .

o filfE2: 0. ESP-IDF - > examples - > wifi - > power_save.

4.11.51 RBEEH RN LE WPA3 ?

o BESP32 %% esp-idf M release/v4.1 MUASTT 4G S 5 WPA3, BRIA{#ifE, W ¥F menuconfig > Component
config > Wi-Fi L .

» ESP8266: ESP8266_RTOS_SDK [ release/v3.4 /3 2 FF 4430 F WPA3, ERAfHEE, W 7F menuconfig >
Component config > Wi-Fi H1HLE:,

4.11.52 [Connect] AN A 1EZ AN N SSID b, Befaanful i 7

o WHRSERZICTEIN AP B4,
o WERAREAREE S B AR, ATRAGE] Scan J5 9k B L0k
o ARAHEGESANE AP, W DAMEIEESHPIEA BSSID (5.

4.11.53 [Connect] ESP8266 i1 4kZs Jj R ?

N e T

4.11.54  ESP32 iU PRIy s 2 R B0 2 7 @l DL ?
HEAARUEUR 31 I, AR DARCE.

4.11.55 ESP32 il % X hostname ?

DL ESP-IDF v4.2 “Affi], W] PAYE menuconfig > Component Config > LWIP > Local netif hostname, #& 54
A& &) hostname R[IT] .
o ANFIR AT A 24 T A] BERS A A
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4.11.56 3N 802.11 JegkeEdif 7

o T PAZ:% ESP-IDF Ji#E SCAY H ) Wireshark i 855 «
« TUTERIOR , U M- 2R Monitor X,

4.11.57 ESP32 Wi-Fi ¥ £ PMF(Protected Management Frames) fll PFS(Perfect For-
ward Secrecy) ' 7

WPA2/WPA3 H1¥937# PMF, WPA3 37 §F PFS,

4.11.58 ESP8266 fr{fi H] esptouch v2 Bl AES PN %53 log ?

ESP8266 Y FI| i i 4 % T 4F J LI B o e, (R AR SEma i

4.11.59 ESP32 WFA i\l %2 #R0, 7
R, 7 S% ASD-1148 7.

4.11.60 fliJi] ESP32, J& M nf DLAEGE LI 2 i, JEHIR B Ay AP LK & R 15
M, AP RERE A D T ISR T F G AP WE ?

o H[PATEZESIPGEZ W, SEE A R AP DA S {518, 2% APl esp_wifi_scan_get_ap_records.
o RNREH SRR TS EEREY B 2N AP, FEEE UEEEFRRE.

4.11.61 i}l ESP32, ESP-IDF Jji A~ A release/v3.3, Wi-Fi Scan I}, %545 ZA-HINIY

SSID Inf, RN HIZeT AT 2 A RN SSID, A AT APL Efridag, O
—A~ SSID ?

ANFEXTHAE SSID JEATad)E. [ SSID BN FZ [ — M Eth&s, I SSID AH[H Y
e iR 1) BSSID S AN [A ) o

4.11.62 ESP8266 }: 1% EDCF (AC) & ?

24 il f 3 master B4R ESP8266-RTOS-SDK %7 #: EDCF (AC) i, {H¥A W i sef, #xn
PAYE menuconfig > Component config->Wi-Fi FiE HFIFE Wi-Fi QoS ilE , PARE
o
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4.11.63 i ] master i ASi%) ESP8266-RTOS-SDK, J- ki Wi-Fi Qos ) H1 3515 EDCF [
X FF, Wil ESP8266 it anfnf g WA B 4z 1% 4 it #| EDCF AC J3jiry?

A PAiE 3% % IPH_TOS_SET(iphdr, tos) JHi5E «

4.11.64 1)1 ESP32, fEAHIRNAF S IIFEMITEOL T, Il id B K Wi-Fi {44 3
Likase e ?

WFRECE K Wi-Fi ZHEE S5 EEM, 155 % ESP-IDF i fsmg o M= Wi-Fi HE6E,
1£ menuconfig HH B AH B B S HBI AT . Fil B 50 % 42 AT 7 menuconfig S, @it <7 ok
R, Rl ESEET RS bR 24 5 A PR R T

4.11.65 ESP8266 {i:’&) Wi-Fi SoftAP kiX., IkZ 5% /PA> Station ¥ea5iEH: 7

ESP8266 154 37 3 8 /> Station & 5 7E4%

4.11.66 i}l ESP32 ¥ £51f: ks Station i, Anfnf3iil CST $i5?

o IFVAM “esp_wifi_set_csi_rx_cb()” B 3KEL CSI $#k. Ul API{iiEH.
o BRI 77352 W Espressif CSI 743

4.11.67 ESP32 {E AP + STA KisXiif: Wi-Fi 5, [EREIF RG] AP K 5L 75 2 B
Wi-Fi 34 7

ESP32 ¥ AP + STA WU b AT Wi-Fi B85, W DMEEITE KM AP B, AP Wi-Fi
JEZP

4.11.68 ESP32 {ii H] release/v3.3 i A ESP-IDF #4794, N2k FO)ae, i uh
BRI P Wi-Fi Djfig ?

o JHH esp_wifi_stop() 7] 4] Wi-Fi Zhfg. APIijiHiZ I esp_err_t esp_wifi_stop(void).
o FraZE Mk Wi-Fi 5 AR, WA TE 208 A esp_wifi_deinit(), API iHiES: W, esp_err_t
esp_wifi_deinit(void),

o AR AR A A AT

#include "esp_wifi.h"
#include "esp_bt.h"

void app_main ()

{
/) RW Wi-Fi B #
esp_wifi_stop();

/7 AT F s

(Foakss)
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(& E70)
esp_bt_controller_config_t bt_cfg = BT_CONTROLLER_INIT_CONFIG_DEFAULT () ;
esp_bt_controller_init (&¢bt_cfqg);
esp_bt_controller_enable (ESP_BT_MODE_BTDM) ;

VY
}

AR, ST esp_wifi_stop() pR AL P Wi-Fi, RIS AT LI Thit. F5 2=
&, —HKHM T Wi-Fi i, sicii A Wi-Fi MG APL T .

41169 {)1) ESP-IDF JF% , esp_wifi_80211_tx() £ 11 WRER GRS A wHINiT)
Bl e 1 7
o BCEEE AL MR BRI, W

esp_wifi_set_promiscuous_rx_cb(wifi_sniffer_cb);
esp_wifi_set_promiscuous (true);

o H—IFEIH A M BH%I i, FIZ% esp-mdf.

4.11.70  esptouch i 4 J WOHE 3 5 o e Dt AL AT Wi 2%

CHIP: ESP32, ESP32S2, ESP32S3, ESP32C3, ESP8266

o FHLERMA AR Z .

o PHLEEM R GTES TR,

o B AN R AL

o BEEITR TG —, FHLERD] 5C BB

4.11.71 ESP32 {§i}}] Wi-Fi It} IRAM A&, nff{gqt ?

" PA AF menuconfig B X [] WIFI_IRAM OPT. WIFI_RX_IRAM OPT DA K
LWIP_IRAM_OPTIMIZATION (it IRAM Z5[i], {HiXkELMM% Wi-Fi fTEGE.

4.11.72 ESP32 Il A Wi-Fi {&5eh g ?

F]PAE ) iperf 7Bl FHCE A iperf UDP AKX, SRS NBTHIRIIT ESP B84, Al 7E B ARAYEE
Wi-Fi i fe i i 22 0,

4.11.73  ESP32 fdi)] Wi-Fi ilif5Ibf MTU KR K i 2 K, i WAEBE i ?

FIH Wi-Fi {50, MTU K RO L AEBEE A 1500, AT LwIP 414 netif > mtu
FAEVOZEME, NI AR BB T IE M.
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4.11.74 ESP32 B HEHLIAAT I 2ATEIRMWAN T log, ARl 25 37

log 5 B UIF:

[21-01-27_14:53:56]I (81447377) wifi:new:<7,0>, o0ld:<7,2>, ap:<255,255>,._
—sta:<7,0>, prof:l
[21-01-27_14:53:57]1 (81448397) wifi:new:<7,2>, 0ld:<7,0>, ap:<255,255>,._
—sta:<7,2>, prof:l
[21-01-27_14:53:58]1 (81449417) wifi:new:<7,0>, o0ld:<7,2>, ap:<255,255>,_
—sta:<7,0>, prof:l
[21-01-27_14:53:59]I (81450337) wifi:new:<7,2>, 0ld:<7,0>, ap:<255,255>,._
—sta:<7,2>, prof:l

o Hir, new JGRUBUEFE R YT FRAEE; old GBI FER FR EREE; ap JEHI%L
27" 24 1H] ESP32 AP [ E K518, #7H (HHE softAP X . i {ELE & 255; sta JEHI%L
(757752457 ESP32 sta [ IR (518 ; prof 42 nvs HLHIFEA% 1Y ESP32 softAP 151k .

o ARAFIEMRFWEUE, HS% wifi_second_chan_t.

o 3R log {5 B #FE 75 th #47E HT20 1 HT40 minus 2 [8] )4, T DAKA R 1% H 251 Wi-Fi
W TE B

4.11.75 ESP32 {f AP + STA B F, WG] AP Bi?

o XM AP 5 1T esp_wifi_set_mode(wifi_mode_t mode); pRET KX E
» P esp_wifi_set_mode(WIFI_MODE_STA); Biv]

4.11.76 ESP32 {¥i)I] Wi-Fi iydjiiels, J&®& ADC2 RBifT i # AN GErE 1 7

ESP32 YEfifi il Wi-Fi fE 0L, B4 8% Wi-Fi (5 FH ) ADC2 #95 | I m] PAMCE8 GPIO fifi . wf
%577 ADC JiHY.

4.11.77 Wi-Fi Bieinif v i 5 ?

CHIP: ESP8266 | ESP32 | ESP32 | ESP32-C3
Al A L IE A esp_wifi_set_country 322 15 B 50

4.11.78 4 ESP32 Ji] {2 SoftAP % 4% ¢ R F AL, T HL 42 =" K& &%
WPA/WPA2(TKIP) JiAE 4. WX AR e )R, A ¥ i th 25 DLt
1 WPA2(AES) st WPA3 2088 <, Znfulfigde ?
IDF: release/v4.0 K. UJ |-
o WAZHE T EAE TR E
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wifi_config_t wifi_config = {
ap = Ao

.ssid = EXAMPLE_ESP_WIFI_SSID,
.ssid_len = strlen (EXAMPLE_ESP_WIFI_SSID),
.channel = EXAMPLE_ESP_WIFI_CHANNEL,
.password = EXAMPLE_ESP_WIFI_PASS,
.max_connection = EXAMPLE_MAX_STA_CONN,
.authmode = WIFI_AUTH_WPA2_PSK,
.pairwise_cipher = WIFI_CIPHER_TYPE_CCMP

by

bi
« WIFI_AUTH_WPA2_PSK 2 AES, b0 CCMP, WIFI_AUTH_WPA_PSK =& TKIP,
WIFI_AUTH_WPA_WPA2_PSK /& TKIP+CCMP,

41179 ESP32 Ity Wi-Fi BEJe{ 45 2.4 GHz SR, WURAEEAFXE PRI A
1 24G F15G ZHidr Mgk s, Wi-Fi fERAk) ?

B d AR B B N Z AR (—A> Wi-Fi RS Rl 50 FF 2.4 GHz i1 5 GHz) , ESP32 #5045 1]
PAIEH 4% Wi-Fi.

4.11.80 ESP32 iz AP B ff 3482 1k K1 station 1) RSSI ?
o A[PAE 21 esp_wifi_ap_get_sta_list, ZH U FIUHS:

{
wifi_sta_list_t wifi_sta_list;
esp_wifi_ap_get_sta_list (&wifi_sta_list);

for (int 1 = 0; i < wifi_sta_list.num; i++) {
printf ("mac address: %02x:%02x:%02x:%02x:%02x:%02x\t rssi:%d\n",wifi_
—~sta_list.stal[i].mac[0], wifi_sta_list.stal[i].mac[l],wifi_sta_list.sta[i].

—mac([2],
wifi_sta_list.stal[i].mac[3],wifi_sta_list.sta[i].mac[4],wifi_

—sta_list.stal[i].mac[5],wifi_sta_list.sta[i].rssi);

}

}

* esp_wifi_ap_get_sta_list API FxELE| [ RSSI S — EXHTIE] N HISEME, A2 S RSSI,
ZHiH) RSSIALE Ay 13, i) RSSI WAL E K 3, 7E >= 100ms B 55 RSSI, BT A 55 248 H IH Y

rssi_avg: rssi_avg = rssi_avg*13/16 + new_rssi * 3/16,

4.11.81 ESP32 % #f FTM(Fine Timing Measurement) "} ?

AXFF, FTIM B3 kE, ESP32 WA W M AR o
2477 ESP32-S2 il ESP32-C3 FEMf {2 | %+ FTM.

o ESP-IDF v4.3-betal Jf-44 % FTM.,

KT FIM W Z WA A KB, 1#§5% FTM.,
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4.11.82 4 ESP32 ¥’ STA+AP JLfimt, figdmfgaidinl STA s AP £ 11K %5k
#5 7
)Py 5% -

ESP32 1E4 AP BRAH M BE 32 192.168.4.x, VE} STA I BE H#5  BE thAE 192.168.4.x, PC
% ESP32 AP H-4) % tcp server, JHT ESP32 1 tep client Lk 3 PC 11 tep %42 .

I FIES
o ESP32 W] PAFS il STA i3 AP 22 10 KiXEHE, AISZFIFE tep_client_multi_net, %
FErR[R] I H 7 Ethernet 32 F1AI STA #2101, AJ PASEE 2 10 K B 50 .
o BRI FORF socket 458 B HEAN
— {ii F netif name ({ifi ffj socket 1% SO_BINDTODEVICE)
— 1§ [f] netif local IP address (33 esp_netif_get_ip_info() KHE 110 IP, & bind() 4 :E)

ik

o 4fE STA $: O] DUEEST. ESP32 A1 PC 11 tep 4%, 4F%F AP #2110 Joyk 857 ESP32 fil PC 1) tep 4%
o BRNIE UL R W RAEEST ESP32 B F-HLK) tep %3 (FAUE N STA $2 A ESP32),

4.11.83 [ESP8266 wpa2_enterprise fifi] - k3 Wi-Fi i DIfE?

fifi F§ idf.py menuconfig J1'J& menuconfig it & , AGHECE A TS5

menuconfig==>Component config ==>Wi-Fi ==>

[*]Enable WiFi debug log ==>The DEBUG level is enabled (Verbose)
[*]WiFi debug log submodule
[*] scan

[*] NET80211
[*] wpa

[*] wpa2_enterprise

menuconfig==>Component config ==>Supplicant ==>
[*] Print debug messages from WPA Supplicant

4.11.84  Wi-Fi {5 S 507 R by ?
CHIP: ESP8266 | ESP32 | ESP32 | ESP32-C3

XF Wi-Fi {5 S8 BOF 350a X R AARIE, A DARIE B I g RSSTUEATIT S, ELan Bl 2 i
RSSI {2 [0,-96], QIARBRAGZHEERIRECH S #, B [0~-20] AWM, PAEIHE.

4.11.85 WFA Jgillfe 5 i prisod ?

CHIP: ESP32 | ESP32-S2 | ESP32-C3 | ESP8266
IS E KRB M L Wi-Fi e/,
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4.11.86  Wi-Fi ZEHE I ™ A R iR e Rt 2.2

CHIP: ESP32

o Wi-Fi 820 #2 AR AR 2 LR ASFE R 2 init, IF H. log L&A 16 #EHIEEE R, Fla
wifi:state, auth-> init(200), BIFEOLERJREE , J5 AR IR 8l K24 148 BRI 2R
i (ﬁﬂé@)'hﬁ%’éﬂﬁﬁ%ﬁ 00 (fl-2#B B E], FnEit). A0 (disassoc). BO (auth) F
CO (deauth).

o HIPHAL N AY R A T PAM WiFi Reason Code LAY . Jo5 A7 1 DAL 32 A4S BRTAC A HL A
Fo

4.11.87 fi i} ESP32 Release/v3.3 Jlg A1) SDK | &k Station filfe, JCE:ERA M)
Wi-Fi, JEfl 25K ?

o BIRR TG RN AP, AR BEE:

’.threshold.authmode = WIFI_AUTH_WPA2_PSK,

o HHERAIER AP, FRLATSHCR 0,

’.threshold.authmode =0,

* AP HGRPEULHI AT 2 I, esp_wifi_types.

4.11.88 ESP32-S2.¢: )i, Wi-Fi izl )2 KR E2 b 7

ESP32-S2 Wi-Fi i {5 1 ¥ £ 2 5 K #4150 Mbps.

4.11.89 ESP Bk % £ EAP-FAST?

:CHIP: ESP32 | ESP32-S2 | ESP32-C3 :

Y, HSF wifi_eap_fast demo.

4.11.90 ESP Bilk %+ WiFi NAN (Neighbor Awareness Networking) ppi{"} ?

CHIP: ESP8266 | ESP32 | ESP32-C3 | ESP32-S2 | ESP32-S3
ANSHF

4.11.91 f{diji] ESP32, ESP-IDF JjiA % release/v3.3, Pl & Higsnt, &4 API nfL),
LA IR AR SR AS IR 7

o WA APL W] HL B HIWr AR 1, KPE Wi-Fi thBUbRIE, 48500 A5 I, 2% B 2801 AN SR 5 IR
station PUVRKIETF /2 T H S 7. IEH RO IRBUERD 2 4 N (174 T, 2/4 T, 3/4 T, 4/4 i),
MR IR AP 2 K 3% 3/4 WL, 724 T E IR AP R4y &3k 3/4 Wi 2B A 1/4 i, (A2
AP 35T 3/4 W, (Hi TR RS S AR, AP SR /4 i, L, T station
b, JCYEUERA XA X PRSI, IR LAl 204 451, o 14 4%,

o U[Z% Wi-Fi JFEHEMAL.
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4.11.92 & T ESP-IDF v4.4 it i) SDK Jilik ESP32 [y Station BIfE, W%+ WPA3
B ?

e J}J3 menuconfig -~ Component config - Wi-Fi - Enable WPA3-Personal HJHIE;
o YEN RPN E pnf_cfg B capable = true;
o T[£:2% Wi-Fi Security {5 .

4.11.93 ESP32 fnfuf i Wi-Fi i % ?

AR HE MY AT DA ESP32 [ Wi-Fi 4255 3

o W CPU MRS F kK, AT ARSI E . BrI/MART AR FLASH 24k Q10,
80 MHz, fHrEIGMIIFE.

* 5¢[F] CONFIG_LWIP_DHCP_DOES_ARP_CHECK, A PAKIEFBEIGIREIP frtE], 02
AT Ry 2 A TP ke

* ¥TJF CONFIG_LWIP_DHCP_RESTORE_LAST_IP, {7 _EIRFA5) IP Hudik, dhep start
B B 4% % 7% dhep request, 452 dhep discover 117 .

o [EEHREE.

4.11.94 ESP32 WPA2 M FLililE & 8 32 FF Cisco CCKM B ?

FOBIA SCRAZAR S, FAR esp_wifi_driver.h W HZE WPA2_AUTH_CCKM, {HJ2 H FiASZ
o

4.11.95 {§i)i] wpa2_enterprise (EAP-TLS Jj3X), %) it Pl K2 RKIEE S ?

K 4 KB,

4.11.96 ESP8089 i 3%+ Wi-Fi Direct i, ?

ESP8089 ¢ i} Wi-Fi Direct f£xX;, {H ESP8089 M AEM T BRINAYIE & H9AE Sy, JovkibdT It
Ko

4.11.97 ABIPATIR%Z AP, ESP32 fifaf i RSSI AMIE T-ACE AT AP?

7t ESP32 staion #55 |N , 5 —}> wifi_sta_config_t FJ&5 A, NEA 2 M8, 20 HE sort_method
il threshold 25 ft, 34 453 42 Fet I R 8¢ & RSST {AL

4.11.98 ESP32 Wi-Fi {85k Z 0 (beacon lost) FHLAE 6 Bbah 254y AP %k 5 A E MG
K (probe request), ULibt AP Bl 2 B BWOIFERE, XA~ 6 Fphal DAL
2

] API esp_wifi_set_inactive_time H[J 7] i & .
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4.11.99 ESP32 Wi-Fi n[UJ)fdi f] PSRAM Wt} ?

%F Wi-Fi i j§ PSRAM ({5, i5&% (i PSRAM,

4.11.100 [Connect] ESP32 241> kv dnfal &K 1. BEEJ5 iR HER Wi-Fi A4 L ih
by ]t ?

] AR AR AP B HE A (0 7 -

o EAeIT Wi-Fi B HIK] RERY 22 MU A
o WRJE, M7 ESP32 HEEEA FEK A, SR B s B B 250K 08 A2 B H fik
42 ESP32 [ 5i:
- MFHARTCEIE Ly, EHEE R th a2 S AEAE Rt
- TN POEETE FRE AT, 5HEE ESP32 25 77E A
o HEACEK B A5 00 ) 2P B -
- HEKHSSEATW R EBNIE, TR B ORI EER IS s, 725
Rp—Brira) 2 8% th 280 ih b 50 BUE A BB IE 5 1 #E .
- FEANCER SSID FI A& 75 5 #E Hi s — 3K
- FATERCE HE 45 4 OPEN B 52 M Re IEH 1% .
- AR ST RBIEEEE A s
o HE#: ESP32 [u) @i 25 9k -
— HE#s ESP32 R4
* BAE BT ERE R ESP32 A B A&, A4 [ i) 28 ESP32 H Bt i)
B, GEit i PR ESP32 FARAR I LA TAIT TR IR ESP32 HyRE {22 57
— HEAR ESP32 B4y
+ 2 F (i ] ESP-IDF Bl station /i )2 75 REIE 2 I Wi-Fi, AL R B B ERA LR
TEHEENLR, FTPAR S EAE LK 1% 5 2 F B IR % Wi-Fi,
« FEANCE M SSID FI L 275 5 1 a8 —2L.
« TORTERLE % Hh 25 ) OPEN #x )5 @ &g I 1% L.
« & F £ Wi-F # 8 oa o M &2 | R 4 ] K API
esp_wifi_set_ps (WIFI_PS_NONE) J5R2EREIEEE I Wi-Fi,
o WEAT BRI R BRI B AL B R, dSGHET Wi-Fi R E— 20, WIS%
%% Wireshark i 1457 .

411101 ESP32 % LW BB ZSH S oS EHTEHILIRK W (798209)
wifi:<ba-add>idx:0 (ifx:0, £0:2£:74:9b:20:78), tid:O0,
ssn:154, winSize:64 5 W (798216) wifi:<ba-del>idx Ji W]
KB ESP32 WUk K, X2l ?

© HOUBHEEAERA A, X Wi-Fi BUriApLHI A ¢ H &, ba-add FoR ESP32 Y E) % i 4
AR IR BRIATT R T, ba-del SR ESP32 W i i M ER BRBA NG R M FT B Se T B e 4%
—HAEK

o ASREE R E ISR H RS, AR i 8 EREA T AR ST, W] DAL DA A Bk —
Uvalloe

- 7 wpa_supplicant_process_1_of_2() HLyEAT HEFTEIRBAIAZAZEE S 708 T L s AR L
i e A i T P I T LB ST
- EFEPK A Wi-Fi B &R S A77E 20804 B 37 i B IO &l 5 408
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4.11.102 ESP32 {i Hl s % esp_wifi_config_80211_tx_rate() A Joik: [l Wi-Fi %z 1253
RRDRRE R TR 4 7

* esp_wifi_config_80211_tx_rate() PR SEELE esp_wifi_80211_tx() XA R KB HE R .
o NI E Wi-Fi iy R 1E8% 3754 F s 4k esp_wifi_internal_set_fix_rate,

4.11.103  ESP32 fljf station Y2 th &5 IR LBEAT I AR IS 1P, el ik 7

« ¥T FF WwIP H DHCP @ ¥ i& H &, ESP-IDF menuconfig Ji & Component config >
LWIP >Enable LWIP Debug(Y) #l Component config -> LWIP >Enable DHCP debug
messages (Y) o

« B IDF A A EIA SR, 752 % Iwipopts.h B[ 806 F| 807 17, FfixX P47 ALY HL 1Y
LWIP_DBG_OFF P LWIP_DBG_ON, I ixs.

#define DHCP_DEBUG LWIP_DBG_ON
#define LWIP_DEBUG LWIP_DBG_ON

4.11.104 ESP32 fif softAP I} % BLEEH: B 11 station $ 47 IEH RIS IP, dnfuf ik ?

% dhcpserver.c H1[1}] #define DHCPS_DEBUG 0 f&¥N #define DHCPS_DEBUG 1, HJI
AT IwIP B DHCP 13 H 7 i it

4.11.105 1f ESP-IDF menuconfig it ¥ Component config>PHY >Max Wi-Fi TX
power (dBm) K% Wi-Fi 34 0y 2 5 9eba D2 anfuf 7 Lbimi i 17 dBm Ih}
Sebrie KRS AL 7

o X1 ESP32, PUFHYSE PRt K& SR A 16 dbm, HAKEHS % esp_wifi_set_max_tx_power() BEELHH
TR SRR o
* X ESP32-C3, 7t menuconfig L B 1) fic R S S E 4 RV S B B R T 34

4.11.106 ESP-IDF H piij 3 £§2%4% UTF-8 iy 3¢ SSID gt hids, JEMAJiikidEs s
46k GB2312 ftyvp 3¢ SSID 133 ?

BEILE ESP s 1 iy ORI B AR OR 5 — BCIRT, FEAX ARG OL T ik ESP 54 s th R Ji]
3T GB2312 iy Hi 3¢ SSID.

4.11.107 ESP32 fee4 3% h 835 R e 23 AR A FOkENa &5, K204 60 mA ¥ EH
Hige, dnfrflids ?

o BLEFEBGHEAT Wi-Fi JUEKEE—25 0007, A1 2% SR8 Wireshark i F1 55 . V0520 B8 AR )
NULL data f HUZ 73408 NULL (1) , HArdg 10 #2A08— NULL (1) W8I @ A%t 2 e b A T
PRIGAZH

o A PAEFE Wi-Fi 45 8 B 1% beacon 11 TIM(Traffic Indication Map) FE, WH
Traffic Indication ¥ 1, PLBATELE) &1 (Group Frames Buffered), ESP32 FE Ity &4T
JFRF, FEEhFES .
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https://github.com/espressif/esp-idf/blob/v4.0.1/components/lwip/apps/dhcpserver/dhcpserver.c#L63
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-reference/network/esp_wifi.html#_CPPv425esp_wifi_set_max_tx_power6int8_t
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4.11.108 Y ESP Zediy™ fhifg WHIAE A BRIV, 0 Wi-Fi [E 5% Sl id ¥ 7

o WEAEAFEZR = mE, WEARRER Wi-Fi [E 505,

cHMIANMBEAXEBEETUHTRZHER, BEARBFE WKW
Mo B A W E % B A CHINA {.cc="CN", .schan=1, .nchan=13,
policy=WIFI_COUNTRY_POLICY_AUTO}, #£ ESP-IDF v50 J5, 2t A N
"01l" (world safe mode) {.cc="01", .schan=1, .nchan=11,
policy=WIFI_COUNTRY_POLICY_AUTO}) . HF 12 fl 13 {5 # BN M ¥ sh =
i, ARSI R ZBEREM. A ESP 2= fmif ik il e 5 E 50 4 F shil
Bk e aF s . WiFBs s )5, 2 H I E N BOAR E R .

ik
o BOITTREAAAE— N0 AR R AR Bage 7 SSID,  HF 12 8 13 518, ESP &y ik
IR B B B 28 . AT 32 % policy=WIFI_COUNTRY_POLICY_MANUAL kil ESP
Ly AE 120 13 fFE ST 3304
o W HARIRAGE S, HOAn H A SR 1-14 {518, 14 /518 A 508 802.11b. ESP 23
TEERABCE N, JOVRIER: 14 (FIEM PR s

4.11.109 34y iperf JUTAIN A B —BewF i 3 2 PRSP, X2,
ha L ok 7

o WHEMEA
— LRI
- HlEkFAL 5 ESP32-S2 1} ESP32-S3 softAP B As PE IR, T8k g a3 %
TR
o MR
— EFXPEE PG, i S g I 2 R Bl A B R BLEA T
— EFXFEE RSB, XM menuconfig > Component config > Wi-Fi > WiFi
AMPDU RX &I, W IBEAEWT LIS, X menuconfig>Component config
>Wi-Fi>WiFi AMPDU TX &I,

/i
» AMPDU ft & MAC Pl 83 BT, s& IEEE 802.11n Friff o I R4 i W 25 A ik 1)
AR,
o XM WiFi AMPDU RX F/RAZHrEI AMPDU 4, IUHS&52mik &1 RX PERE.
e XM WiFi AMPDU TX F/RAFEAE AMPDU @, LB &5 mais a5 TX PERE.

4.11.110 J& T ESP-IDF v5.0 it A1) SDK @il ESP32-S3 451k Wi-Fi AP i, 4
FHLER I AP 7, SBESTHANF H&, k2500 7

@ (13964) wifi:<ba-del>idx
@ (13964) wifi:<ba-add>idx:2 (ifx:1, 48:2c:al0:7b:4e:ba), tid:0, ssn:5,._
—winSize:64

FTEI H R —EAE Q. W A-MPDU, JHATEURMBIER, NPilfs. HH%
Bz Ha, ATRAYE Wi-Fi R0 AR 7 2w b B RS BEA T

esp_log_level_set ("wifi", ESP_LOG_ERROR) ;
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4.11.111 ESP32 [y 11 (LANS8720) 5 Wi-Fi (Wifi-AP) fig /R ILAF 7

AT PASEAFR o FFPIAN ARSI S5 B Rl ASE BEIEAT

4.11.112  ESP32 {55 MEABEsk -HUIAEE b, Wi-Fi & EEURIRIN IP Hohk bhgefs infar {
ft?

o 1] PAFE Wi-Fi start 2 J5 4¢ 5% 4] Modem-sleep esp_wifi_set_ps(WIFI_PS_NONE);, 1t %% B 3|
IP_EVENT_STA_GOT_IP F4%} )5 FJT )& Modem-sleep .

o WTWrFEENEOL, T ATEEREZ 11 4E 80 X 4] Modem-sleep, 3k %] IP_EVENT_STA_GOT_IP Hi{f
JG FJT )2 Modem-sleep.

o R &AL T Wi-F/BT A2 soRid .

4.11.113 ESP32/ESP32-S2/ESP32-S3 T {EAE SoftAP i Xist, S5iLfh) "#FAHL. PC 3%
HEAT AT 2 B 1 B i il DAk 7

# X A] menuconfig B WiFi AMPDU RX #l WiFi AMPDU TX %W,

4.11.114 ESP32 Wi-Fi TX power IS E &2 ?

« ESP32 Wi-Fi TX power ¥ It {5 i il & 2-20 dBm. 7 ESP-IDF ., 7] DL {fi i oK %k
esp_wifi_set_max_tx_power () & B TX power [ fx K {H, [ B # 7] DA fiff H
esp_wifi_get_max_tx_power () HREGRECYHI RS0 LB 1Kk TX power {H.

s WEYERMZ, WHE TX power it /5 Al BESY 52 M R G A2 E AN R i A7 iy, (W) ERHO mT BB 3 S [ 4K
MK T plae , RIS AT o PEHI5 2% esp_wifi_set_max_tx_power API,

4.11.115 i} ESP32 i3 L Wi-Fi RSSI {if ?

¥£ ESP-IDF release/v4.1 41, 24 ESP32 {Ek station i I, ZEFRBGERZEFNY AP 11 RSSI, H] DA
i DA A A 7= 5 -

wifi_ap_record_t ap_info;

if (esp_wifi_sta_get_ap_info(&ap_info) == ESP_OK) {
int rssi = ap_info.rssi;
// H B rssi

}

wifi_ap_record_t Z5 A& TR AP (5 B, 45 SSID | BSSID . Jiiil . %
FrEEE, RSSIFEFR AP B RSSI{H. W esp_wifi_sta_get_ap_info () EEHEIAT
REGZ LM A(E B . API B2 I esp_err_t esp_wifi_sta_get_ap_info(wifi_ap_record_t *ap_info).
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4.11.116 ESP32 3+ WPA3 il fig ?

» ESP32 3 £f WPA/WPA2/WPA3/WPA2-Enterprise/ WPA3-Enterprise/ WAPI/WPS #lI DPP Wi-Fi I fE.
HxEE, TES% ‘ESP32 Wi-Fi L) §E41 3% <https://docs.espressif.com/projects/esp-idf/en/latest/esp32/
api-guides/wifi.html#esp32-wi-fi-feature-list>*__,

» YE esp-idf release/v5.0 fig74< SDK wf, F {132t T wifi_enterprise /x4, & ESP-IDF H, 5% 8
WPA3-Enterprise #5247 M. 738 5 40 F 25 SR AT B E idf . py menuconfig > Example
Configuration >Enterprise configuration to be used>WPA3_ENT,

4.11.117 ESP Bif] % ¥ WAPI (Wireless LAN Authentication and Privacy Infrastruc-
ture) Jjfign ?

XFF, WHE% Wi-Fi JIfgsE.

4.11.118  fiJi] ESP32 {{:J Wi-Fi Station ¥EFZ#h 3, A Bhma 14 th 2 agmtn] ?

o FEESP32 i, BRINIEOLT 1~ LUABTE N RS0, 12~ 1358 g sh sl . st
ST RRERE, 2% Wi-Fi A0 E .. R BRI a2 4 MEE 120
ms, PR EAMEE 360 ms. WIIRA BRG], AI7E esp_wifi_start ()
PRECZ BT, VR AT pR ORI 485 15 b 7 v B ) <

extern void scan_set_act_duration(uint32_t min, uint32_t max);
extern void scan_set_pas_duration (uint32_t time);
scan_set_act_duration (50, 500);

scan_set_pas_duration (500);

o BE A AEEEE B wifi_ap_record_t G54 BEEBUCE SRR BEh Y
i 1]

i

* BT beacon [y a][A] fF—A%AE 102.4 ms, B E/NT XA R, RE
1E 120 ms } DA F.

4.11.119 ESP32 &%+ LDPC?

SCRf. ESP32 BAAEUKEN LB LDPC, Jo B Nic B iR -

4.11.120 ESP k8] 2+ WAPI AS iy ?

ASFF. WAPLA PRI 7, RIIEF 25007 OBt s g1 2 500750, H AT, ESP 1A
SCRPBE S P14 51775 (WAPL-PSK) , i WAPT AS 2 il Fk 454517575
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4.11.121 %)L& UDP 4 f& 4wt , (B Exrror occurred during sending:
errno 12 INhWi%E 24080 ?

o RMMESE 12 FRFBRIAE, BEEXAREREE FFZAPEEAITE .. F2 N AWK Er
BTt kg UDP M5 4, (HJ2 2 M4 s 0 nI BE ) TovE IR A6, st S Ecidh
WAL

o AL PRX AP A UK VE S T AT IX AN IR MUE AT AL FE, Eb i B AR e )G PR T E A, S T
JZUNIN delay SR AE 2% K 15 o

4.11.122 ESP Eig] 3 F Wi-Fi HaLow Jjighy ?

A+, Wi-Fi HaLow 31 802.11ah Hpi¥.

4.11.123 {f ESP32 Wi-Fi Scan 13X, F 2] SEEEAS K a8 ATAnf S 4t i 7

o {§i [ esp_wifi_scan_start() API ¥ ESP32 & & M s, WIFI_SCAN_TYPE_PASSIVE RfiT],

4.11.124 ESP32-C6 J£ £ Wi-Fi AP EisUnE, B\ 802.11 Wi-Fi B stk %L1}
2.7

» ESP32-C6 J1j& Wi-Fi AP iU, BRAf# A 802.11b/g/m R G452, A1 esp_wifi_set_protocol() 14
E P ERAL,

4.11.125 [ESP32 Wi-Fi Station J.7:%E4% |- 2.4 GHz Enhanced Open mode £i:\/¥) Wi-Fi
ﬂ“}ﬁa IE.'” /J\. ?

o (VA release/v5.2 N PA_FRRASH) ESP-IDF SDK | 3% ##i% 4% 2.4 GHz {}] Enhanced Open mode £z /Y
Wi-Fi # i, 3 BAES 4 EEEIF S Component config > °"Wi-Fi >Enable OWE STA fi¢
BT, 152 W Wi-Fi Enhanced Open $iiHH.

4.11.126 i KM% -1 Wi-Fi J& Wi-Fi 4 )& Wi-Fi6 ?

o W] DA esp_wifi_sta_get_negotiated_phymode(wifi_phy_mode_t *phymode) API 375 %] 24
B R station B, DA 20 w71 :
wifi_phy_mode_t phymode;

esp_wifi_sta_get_negotiated_phymode (&phymode) ;
printf ("111=%d\n", phymode) ;

o TNSRFTEIMI(E R 3, NIZEHTH Wi-Fi 4 1 station 2857 T %32, WERITEIRYE N 5, WIZEH]
J Wi-Fi 6 fil station 737 T i3z,
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4.11.127 ESP32-S3 4§ AP fI STA [} T.f" ?

o ¥, BEHIFE softap_sta,

4.12 Zigbee
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Chapter 5

OEERIPS

5.1 .ol YyhextLk

SL1 WAGRIFRTTA. PERERIL . IRERBLAE I i 512%%— & ESP32 Yl B AU
X ?

ESP32 B SXUH) LR IR R ZL T M0, W] RASE— S ST R A %
Wl k.

o B SRER AR KB AN BRAE i T B FreeRTOS iz 77E BiA% b, XU
RN ITCENAEE., BiE A make menuconfig>Component config>FreeRTOS
> [*] Run FreeRTOS only on first core,

o VERERIUE S MBI A 225 (B0 AT L, macmriehwr), Ha i m E o
25,

o IFEIUAE Modem-sleep i3 N &G 4225, BURHSUZS A I ShREmS = T80 B 1
FEA[&% (BSP32 i ARSZFIY .

5.1.2  ESP32.@ i filAs v3.0 AEBRBE PR TR Z diiilA L8 A7 1 2, X500 7

o FAF BRI, JRARA 2 BRI RRY, BEPF EBR T2 bug,
o BRMBEHTAEERTAS % 308 KESP32 5th i iiAs v3.0 55

5.1.3 ESP32 1) GPIO34 ~ GPIO39 # e M HHE e B b A 7

+ ESP32 ff) GPIO34 ~ GPIO30 RSB M AL, WA kI L sk FRIIAE, A RESCE A
.
R EETIER
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https://www.espressif.com/sites/default/files/documentation/esp32_technical_reference_manual_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp32_chip_revision_v3_0_user_guide_cn.pdf
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-reference/peripherals/gpio.html?highlight=gpio34#gpio-rtc-gpio
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5.1.4 ESP32 fjiifid Linux *}- & 9kzhh ?

HiER, 15Z% esp-hosted A~

Frik: PORPIERL 802.3 PR, FFAE 802.11 Hi.

5.1.5  Badlbiilicas b ERSF % e figiss 7

o YRS U A 09201 18CAABSD2BTBA, AE 4 Hirdt 09 5 T fAAih, 20 Sy 209+ A4
By (ARG R 2020 4 ), 11 A JLEA P, 5 12 (i 8CAABSD2B7B4 “h#%t# MAC Hiht. 5%
FAE BRI, E2% A ERY .

5.1.6 ESP32 (¥ VDD3P3_RTC j& & 32 £ i fit i ?

* ESP32 N RTC AT AS S, T A, #5283 CPU S 5CE, B it el db (3t v IR SR eV AIRAEI 5%
RIEHL I DL o
 WERTFE ARG RN B EERAT, W AIRIANGE RTC i

5.1.7 ESP32-PICO-D4 fil ESP32-PICO-V3 L) }: ESP32-PICO-V3-02 5 2 X3 ?

o NEN A MRAS: ESP32-PICO-V3 Fl ESP32-PICO-V3-02 4% .0 s& ESP32 (ECO V3) ith B+, ESP32-
PICO-D4 ffj#Z .02 ESP32 (ECO V1) ith -,

o $}%E R sF: ESP32-PICO-D4 Fil ESP32-PICO-V3 [ R 54 7 x 7 x 0.94 (mm), ESP32-PICO-V3-02
RS}k 7%x7x1.11 (mm).

o N flash: ESP32-PICO-D4 I ESP32-PICO-V3 4%, T 4 MB [J SPI Flash, ffij ESP32-PICO-V3-02 £
%7 8 MB flash il 2 MB PSRAM,

o B2 W PAS % (ESP32-PICO-V3-02 £ A5 1) “ 5 ESP32-PICO-V3 Fl ESP32-PICO-D4
HENME TEAT.

5.1.8 ESPS8266 j: {3 +f 32 MHz M P4 ?

o A3, ESP8266 i 26 MHz A1 40 MHz /iR, #fF A 26 MHz,

5.1.9 ESP R4y~ /2 Zephyr ?

* ESP F;™ X} Zephyr (/)X HF ] PAS % IREEXT Zephyr B8 S HF, B RIGERL T #2TRetil,
Jagi et —L . R A K TIRETT K, W PASETE Zephyr Github issue b2 if sl #4211 o
o A PAM Zephyr ‘B 77 S0k ) XTENSA Boards 1 RISCV Boards %] ESP 7= HAH 32 %k} .
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5.1.10  pflidiadaei v 22010, BUILE R RS 7

O AN O] T A A 0 22 B N Espressif Tracking Information 1756 4 7iH 5.

Pin1 — @)

Espressif Logo \‘
@

Product Name —— = Product Name
Date Code ———— WWYYYY
Espressif

. S pam— D $.0.0.9.0.9.0.9.9 4.
Tracking Information

o A RAENS T AN ZE S, AR EE SO DA BEA X IVOE A 2R 5 I RSO
s AROCRZANERNA, E5% CRELTHEEGRY .

52 kBN

5.2.1 ESP32-Korvo v1.1 JFEPUE R4k LED driver .62 )5 ?

IREEH) I ESP32-Korvo v1.1 FF & M 4L T LED driver i .

5.2.2  ESP-EYE JFktiiad sk thad s st 7

o PRARIHEE: NSRBI ARSI, Wi-Fi o DUREIE S, 2SR R AT AZE A RIRASE AR AR
¥
o BASCEINEIAR: AT DA AE ESP32 i A by e B s

5.2.3  FOFRMAEN] USB flkely, b dndf o 145 N H, 7

o BB—M YA 3V3 EH: 3V3” + “GND #E#: GND” (WIRFF M AFAESE 3.3 V filLH A 2%
A, MRZEHARF VAR )
o TR YEY SV iERE SV + “GND i3 GND”,

s AL H TR L 500 mA,
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5.2.4 ESP8266 YEtk TP, LA R s, AWBLeli ?

wifi: state : 0 —> 2 (b0)
wifi: state : 2 -> 0 (200)
simple wifi : Disconnect reason : 2

A IMERZRES . a2 R AF7EA K SSID 27 IEH .

5.2.5 JF% Py ESP32-Korvo-DU1906 v DU1906 .t )3 35 Zcd i ik £ 2. B il 55 ESP32
AN t ?

JF & HL ESP32-Korvo-DU1906 7, DU1906 15854 i SPI {£45 ESP32,

5.2.6 JE{MATHF POE fEHLR UK BRI AR 7
ESP32-Ethernet-Kit & % 3% POE HtH i1 AA I FF % #

5.2.7 ESP32-DevKitC JF &M LED I A58, BearfBlds ik sz vesy, nlfestfl
2 A8 ?

o kAt R IR f L USB & jefitd, M7 A5 VCC Fi GND 21 ﬁ%f
o KRR R ETT SRR KA HAt ) ESP32-DevKitC JF A M #5 % USB 421y
o el BRI IE I TCE R B RN, ATDATE L USB #% TTL A isk, A# ESP32 DevKltC il
VCC. GND. TXD 5|Jfl, Misied i, HenhFERRLSRETTH HE.
o ARFTPA, ISR D UKEE R A HE, ATPAZ%E ESP32-DevKitC JREIA] .

528 O ATHREI EN 8, (HAEM LRI Rl BB AT B4kt 7

AT AR A Reset #56#, thT EN 7 B AINHE, 0T AL EI SARIC A Reset
k.

5.2.9 i ESP32 JF Mk, &tk Windows Hili i AR fEBEAr By PR B H 1, A7Wjpee
,/J\. ?

i1 ESP32 JF A M 4% %] Windows HUIS , AIRTEBCA B HAS HRHEN B 0, WHEZPATIL
A

o RULIRANFEST + FEMEH] ESP32 F & M4z Windows HUINHT, 75223 RKaNREF. Wik
WA R AN AR o IR R 2N IR, TP B O Ao R O i34 . %
% FT232R USB UART Bz .

o USB &Anshaliiiibh: ansf USB ZAnshsi Il , nl g FEOT M ICE RIS, -
A PABE S USB £kul F ki fr USB £ Hid %, #iff USB £ 5 il [F] 2 1R .

o FRRMEE: AR PA_EFRRE SUARAAEAE, IRATTRERIF RAMA S AAAEs . P ar A
%;ﬁtﬁﬁﬁ HAth USB iy 11 58 32 Ho A L i 0 A7 e 422 04, sl 6 5P i e 1) g {4 A6 00 A 4
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R, VT I AR B, 7 EAIATT A AR R O SRS s B
LA A BT AR T B A D BCE D TS L s A 3 S AR, A BRI R B il
[, —LUOKEN AR P T B T3l i Bl S MR, B PR S I R — 3

5.2.10 {§iJil ESP32-LyraT v4.3 F5450F kMR, Ki% Boot #il thil¥iib A FEBIR, &
fh2 50 ?

IERRRMEE R - K% Boot #5:4# , SRSk RST #4# (LI Boot # B AFATT), SRISHATF RST #%
B (S Boot fRINAKATT), ML TEMATFHA T EIG, HIMTHATT Boot 4.

5.2.11 )] ESP-WROOM-02D {341, Sfife s R A nbidl S A= ARE ?
B ARG T 0.6 V FERESE 200 ps DA 1fif, ESP-WROOM-02D 4 £ F.

5.2.12 MW&LwﬂmhnHkWMEWEWﬁE%HMMwM#m&MEﬁm U2
2|y ES7243 ADC & kA, iXFEM Hiv e 2 7

AEC [0 755 7% {55 1 E 1 [0 R HL B Codec (ES8311) [ DAC it il I (2 i 25 WIWL PA Al
ADC (ES7243) AINLP/N, /5 RAER) (5 5k ESP32, FIft AEC [l i BRE S % (5
T

5.2.13 f{diJ{] ESP32-MINI-1 Ei4l, $i00 FRFrEIHEmM T, 225N ?

rst:0x10 (RTCWDT_RTC_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
invalid header: Oxffffffff

invalid header: Oxffffffff

invalid header: Oxffffffff

invalid header: Oxffffffff

invalid header: Oxffffffff

invalid header: Oxffffffff

invalid header: Oxffffffff

invalid header: Oxffffffff

ets Jul 29 2019 12:21:46

ESP32-MINI-1 A FT B 40 I H &2 K ok flash WA TR .

5.2.14 ESP32-S3-DevKitC-1 JI- % Hi) RGB LED ¥E£: 1) W4 GPIO?

 ESP32-S3-DevKitC-1 v1.0 fiAT % i) RGB LED #3511 & GPIO48,

o ESP32-S3-DevKitC-1 v1.1 R A FF % # i) RGB LED &1 2 GPIO38,

o ESP32-S3-DevKitC-1 v1.1 BT & HfF RGB LED 45 jiiok 2 GPIO38 J& [F 24 ESP32-S3R8V ith A+ 11
VDD_SPI HLE L ¥E K 1.8 V. A, AT HAtl GPIO, % )1 76 VDD_SPI H 5l H1 ) GP1047
A1 GPIO48 () TAEH EH A 1.8 V,
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53 kil

5.3.1 ESP32 v 128 {558 ML o0, M elDRCEgrp—2k, Blmfci ] GpIos,
GPIO18.GPI023,GPIO19,GPI022 ui# GPI025,GPI026,GPI032,GPIO33
EHLE?

B 128 19 VO ST L. ROy, AR V0 HEefENiA, i55% (ESP32 #
KRS Y B FMRAE B 23 E 5 M SR 9 TO_MUX A5 I B

5.3.2 ESP32 £ Light-sleep i, F anfnf i & VDD3P3_RTC £ AN HL FE i, 7

ESP32 it A Light-sleep #)i5, RTC f5ii{ 2 fli VDD3P3_RTC A5 X ¥ () GPIO ) it - i
%, AIM-FESMNE RTC s Hoft MR ISR IE R TAE. W DRI T PRI Uiz -

o W E RTC B {4 Mg i 45 il 75 77 #F RTC_CNTL_REG R il i . B AR UL, 77 2465
RTC_CNTL_REG Zf£#5 114 FORCE_PU il FORCE_PD i % &5 1, Bl RTC_CNTL_REG
|= RTC_CNTL_FORCE_PU_M | RTC_CNTL_FORCE_PD_M; ,

* {§i/] GPIO {457 . ESP32 1] Light-sleep 51X 3 HF GPIO fREFHIRE, W LAKFRELE GPIO
EMVEE R, RREE R G AR AR PR . BAORE, WA
VDD3P3_RTC I B R R I, DAPRRR . A A e B R

esp_sleep_pd_config (ESP_PD_DOMAIN_RTC_PERIPH, ESP_PD_OPTION_ON) ;
esp_sleep_enable_gpio_wakeup () ;
gpio_hold_en (GPIO_NUM_X) ;

Hr, ESP_PD_DOMAIN_RTC_PERIPH 3/ RTC ¥ &% i Hi 5, ESP_PD_OPTION_ON 3
7~ RE HEL IR , gpio_hold_en() PR AT AKRFFS 22 1) GPIO 4 il &M S5 I . Kf VDD3P3_RTC
B ENRFEMZ G, BIERSEHEA Light-sleep 53X, %48 B0 i R 2 %5

 BER I, (1] GPIO fREFINRES I ARG R ThAE, DH BL A 2R EL AR (41 J1 37 Sk it
FOERTr 5. W AR BORES RTC REPRIHBIRALE., ATRAGEI S — Pk AR T 2 OREs
FHCARSMBEA PRGN, T RARE TS R0k

5.3.3 M ESP32 45T I 218 o ?

o KERECTF AN AT PATE L GPIO A7 4 e e B BT =45 . SDIO. SPI g i DA M AR LIS
AH T fig H e IO MUX )8 .
o I I VE R S ] 2% GPIO & RTC GPIO #iiH] .

i
* Strapping 4 IERINHF, H1ES%  (ESP32 HARMUAE D) .
» GPIO34 ~ GPIO39 (HfEfIA IO, IHIE L FHIgE).
« GPIO6 ~ GPIO11 H flash 45,5 F .
« GPIO1 #1 GPIO3 & UARTO i) TX 1 RX 451, oIt E .
o X4 PSRAM (4], GPIO16 il GPIO17 g PSRAM 5.
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534 IR&ELN GPIO I okt 240 ?

GPIO KR BT 3.6 Vo M H - O (F T AN e LB, 75 W& % GPIO

5.3.5 ESP8266 HiEHL#E K ?

 ESP8266 R B ayH I EE R /& 1.8 V~33V,
o BRI TAERER 3.0V ~3.6V, H&(L2.7V.
o B HLJRIE(E 350 mA.

o FrHJRIE(E 200 mA.,

2470 PEFENY SPI flash T/EHLJE S GPIO [y HL EVLH!. CHIP_EN TAEfE3.0V~3.6V,
i 1.8 V GPIO il iy 75 By i i e

5.3.6 k% Wi-Fi B4 M A b PCB 158 ?

* ESP32 /T JOARBLER, SIBMERENS T PCB Mt B iy 20R ., BATIE 4 R 5 2 2%, H
AR R BT

o TEMAEWENRER TS, B0 i PCB AT AR B2 M, MAFRATARIAL. 2T
WA, G RETCIA TS .

o PRI R EFH RE PERE, BTN 4 ZHiit.

5.3.7 iRk ESP8266 i A ELe i & i ?

* ESP8266 HIE{[ N 3.0 V~3.6 V, Py AA HL A A%y ESP8266 fILHL . 5 B3t B v it [ e 2 154
P s WA S £

o BRHM A HTE T BOR, IF HBCR I B ROR . AN iE & B Hedy ESP8266 fiti .

o HEFF B i) DC/DC B LDO JH#EH: 545 ESP8266 fitH, Ff HAE R s It )1 222K

5.3.8 ifa3iEL ESP32 Z& 416 )y footprint ?
ATDAFE BEZH T R G R X B R 222 0, B B R T

5.3.9 {diJi] ESP32-S2 .2 )y, J1 Y DVP camera 4 Il b e s A5 5y 7

ESP32-S2 ) LCD $%11. DVP camera % [1F1 128 #5113 ] — B 505, HRE[R] I SCReH
N
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5.3.10 {41l ESP32 Bill, )il GPIOO 1 GPIO4 ik I2C fg 'S0, R¥HEE 4 ?

TR 12C {54 1 iF, GPIOO F5#i Efi. heEmy, HEfRE B GPIOO fEifk, ARJ5fEnT
R, GPIOO Jois—ELfLf, HA TR 2.

5.3.11 ESP32 [¥34h% flash \5 il T GPIO6 ~ GPIO11, iX 6 4~ GPIO J& {3k fikfi: b SPI
ARAEH ?

ESP32 {4 flash (5 F T GPIO6 ~ GPIO11, i% 6 4~ GPIO 5/~ BEFAE R SPL Rfdi F T o

5.3.12  {di)i] ESP8285 gy ivt, & KR MR % 7

ESP8285 i i Wi o dic, 7 BRIk -

5.3.13 [ESP32-D2WD #pf PSRAM 11155 Ucit 7

#WS%  (ESP32-PICO-D4 FIARMUARATY (SN BT R B P EY

#1E: ESP32-D2WD & 1.8 V flash, fi7PA VDD_SDIO &% i s fHFIf 25, 7F Hifd: 1.8V
PSRAM.

5.3.14 ESP32 =&l JH PWM 5k DAC KRR 50k ?

ESP32 W] LAl PWM 5 DAC SR # 3 & &, flE#E M T4 R # i i, " BT esp-

4

adf/examples/player/pipeline_play_mp3_with_dac_or_pwm FIFEHEF T35 .

5.3.15 Jyft 2 ESP32 B4 ESP32 &5 h i W LR RS HIA—FE ?

o BB TAERE A ] 7 R A . - ESP32 b 22— A, S5 Se f Bl o b oh e i A
B 1E 3 T/E. ESP32 b F i il TAEH TSR 2.3 V 2 3.6 V, J2 M4k ESP32 i A B S S5
Fe B . TEIXA TN, ESP32 5N FrRERSIE 5 TAE, H EHLn] DASR Bt AR MR REFNThFE RN . -
ESP32 40 N2 C 2 B R i i A e i S EARUE HLEE . ANIBARTR . AN R AN
B, PARHABAMEE B (40 flash, RAM) 4%, AIDAEIEMEA . A4 B ik 2 2 gt b fni
iR, FEA TAE EERE S22, i, ESP32-WROOM-32 154 i) i T AF H FE ¥ Bl st
30V E36V, b, BT E%E flash (L, FTPA ESP32 ARZH 1) s TAE L e & T i — 2,

. %@mﬁ%ﬁ&ﬁ)ﬁﬂﬁéﬂﬂi T BRI EL AR DU B Al Y FRL YR A ML L %, ARRER E AT RERS IE 3 T

o AR TR G A 15
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5.3.16 [ 1 BtiHEE4] flash SRR L HIE IR FE B BATIRLE A 7

o MITFAE) K flash FRFEFFAEZESRE, BEEREIXE T I i ) A A IR, i 1) 22 5 Js T IR B G
o QRA BB ARR, WTAMNRARIR]) K flash BB R AT 4 PR AY

5317 ESP8266 Hyfil It il 2 iifckek 7

* ESP8266 1] RF FI¥-r i g AW R E RN, LS RF BRHE, TERMER ST ERH.
o FEFDLER A0 B R A PR L I T BER B 500 mA Bl L B/ B K FR A £ 200 mA.,

o HWHLN R, “FIYHEZ) 100 mA,
« 2 I, ESP8266 HLVRI TR ZH 2 500 mA HLj .

5.3.18 ESP32 UJJx RMII i} ppe PEAT MRS ?

« WEPRIH 1AL GPIOO ff-y RMIL EA ARYEERY, HYVERS GPIOO fEi5 LA A i sty
PN T MAC 5 PHY H7.

5.3.19 ESP32-LyraT Mg gs42 0 ks 7
210 PH-2A A& 1345

5.3.20 J& T ESP32 Briligkedl, VB HCIEgO il 7

« ESP32-WROOM Z 5|41, GPIO6 ~ GPIO11 *Jy flash &7, 15k flash i@ = A, ArlE P

« ESP32-WROVER Z7%1f4, GPIO16 il GPIO17 #iftizl PSRAM 5 H, AE#EH P

* tAh, ESP32 45 5/ Strapping f5 1, TEf R EAINER, RIAMES%  (ESP32 £ RF
Y .

5.3.21 ESP32 Wi (AR ALE h ?

ESP32 [y (v v fifi i CHIP_PU 451, 24 CHIP_PU M/ HE PR}, % {7 HL - (VIL_nRST) Hisk
SRR, IF HARF—Benta) . R mEMATIES. A0 ESP32 Mkt ey Hiy
REA R

5.3.22  ESP8266 fitH1 i vl ifs ETE RXWBLE ] e ?

 WERIEFEN LDO A8, iR A FBEAE (2.7 V ~ 3.6 V) Filfith i jii. (KT S00mA) ZRBK.
o IR AA 2R BT ESP8266 1k, S5l L A5 11K
« ESP8266 A fi Eﬁasv U H 3.3V, HUETERE 2.7V ~3.6V,
* WAL DC-DC 25 ESP8266 i, W% %l b LC i i
« 1[Z% (ESP8266 @ﬁﬁulﬁa By ) wIRE.
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5.3.23 ESP8266 fi ] TOUT #5 i ADC RFEN}, ik 0V ~ 1.0 V & RS R 7

 BARETEE T E MR R NSRS BIRE M (AN 0V ~3.6 V),
o EERFEBIERF S OREEIRER , SEEIREGIR .

5324 MHBREKRZRIBAL, R PCB FIShsE BT R 2K 7

o QnyE R AR HEAT on-board 1T, WIFE IS FEALAAE IR AR R, ] BE /)N R AR R AR
21 PCB RZMEREMI M .

o AR ILR, BRI PCB K4k X IE fH H AR AE A1, R8T R ] B M S T AR AR
DR, RS B T .

o TR BAT A &R R Ah e AL, A PCB R XKW K /M 15 mm I FFE S (AR5
ALk, Bio) .

o FLORUEIR T X WAL Y B (5T FE R

5.3.25 f{dil] ESP32 GPIO34 ~ GPIO39 )& n[{Eh UART ) RX ?

GPIO34 ~ GPIO39 {32 i, AT J UART [ RX.

5.3.26 ESP32 [ig1 5% 32 kHz Sk 5% kit ?

WE% (ESP32 WEFFICIHERY WY RTC e 4F (Tik) .

5.3.27 ESP32 4] flash j& 43+ 80 MHz 1) QIO FiL; ?

o ESP32 4 1] DA R B} 57 5 flash #2558, QIO Fl flash 3 & >4 80 MHz.
o ] QIO #x UL HIFE — 2% Bootloader 1), K MiBsy flash IRASZF AR 2N QE KE 1,

5.3.28 Wi[Ac ¥ ESP32 UK M) RMIT 5] 2610t ph 7

* 1§ N # esp-idf/examples/ethernet/basic FIFE AT .

« IP101 PHY ;t8 /i 7E GPIOO 4 i} CLK Bt M4 A e ER LA, A PHY 4p2E 50 MHz 5
%, GPIOO /ER%iA .

« W GPIOO (iR, FrPARG BLECE 1O #2514 PHY [HH AR .

o T FEE DAKIM SCRY.,

e T[%% SCH_ESP32-ETHERNET-KIT JEFH & 411 .

Espressif Systems 188 Release master
Submit Document Feedback


https://www.espressif.com/zh-hans/support/documents/technical-documents?keys=&field_download_document_type_tid%5B%5D=513
https://www.espressif.com/sites/default/files/documentation/esp32_hardware_design_guidelines_cn.pdf
https://github.com/espressif/esp-idf/tree/release/v4.4/examples/ethernet/basic
https://docs.espressif.com/projects/esp-idf/zh_CN/v4.4.2/esp32/api-reference/network/esp_eth.html
https://dl.espressif.com/dl/schematics/SCH_ESP32-ETHERNET-KIT_A_V1.1_20190711.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release master

Chapter 5. FF{44H

5.3.29 {di}] ESP8266 u)ﬂlnﬁﬂi‘ﬁﬁﬁﬁﬁﬁj ? RS AL AR SR R P AT R A
TR ? B SERAT 27

* ESP8266 ffJ Pin32 EXT_RSTB & (A M. BLAMINTA LRI, RE-FAR AP IS RT1
FIEMEE, #I EXT_RSTB fELI 8, 115 EXT_RSTB 4L iIn—1> RC R

» ESP8266 (1) CHIP_EN 45 il th i fE W BE PR (A M, 24 ] CHIP_EN 454 S A4S IS, A6
F TR R LA A AR T 0.6 V FFRFZE 200 ps DA B, ESP8266 S i .
FeMHER ] CHIP_EN AT S L. W[ 2% (ESP8266 M (i Er) iy ZAZFTY,

5.3.30 REBEBREIPI NC G2 T

NC /& No Component (455, RIA_EfF. WIFEFR, ERAEBEARA NC, RIZRiz Edig

FEA Ao
= GND o
el To I Il L o
<888058528
vDD31 Q XA AAFEQEEDQ
(]
HOUOU==E>==0
ESP32 SIP
R73 033 - PREEEFFREEEE
10K(5%)(NC) [ 1025
026
027
014
012
013
015
7,

5.3.31 g {r ESP32-S2 i [l £ K&k ?

* ESP32-S2 (2 RN AIHI ESP32 KB, WPAZ% (ESP32-WROOM-DA o ARMIAR 1) A2 KL
.

o (ESP-IDF Z@ff5ray  HHR et 7 ign i B3 e o
o fd IR —A RF JF¢, 8T 6 e LR TAER) Rk

5.3.32 ESP32-C3F SPI CSO j& M FE %ML 10 kQ R ?

* ESP32-C3F [¥J SPI 225 S F A4 W] ZmAE i CS (Chip Select) 45, ANFFELAME 10 kQ FhrHiFH.

* ¥ ESP32-C3F 1, TMLﬁTSH#ﬁ%ME¢RECS£WﬁE%GHOmw FHAEARD HpE
P GPIO R CS IR HEE. 24 SPL MZRas R, CS &M< B shwidiis £ GPIO 5
BRURAS, AFEIME R

-%%&%%%,Eﬁmﬁ#TEEMC8£WM m%fsmé%%%mimﬁcsﬁwhﬁ PA

Vet HARi s, ARG R CS NI, VAR A . [, BT EARIG SR oL % CS
£W%%$ﬂ&u,Mﬁﬁﬂﬂ R R E AT T AR
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5.3.33  ESP-Skainet £1 i % IR i1 54 7

5% ESP32-Korvo V1.1 [H] F45Fd .

5.3.34 #ifE R B2 32 kHz 1Y) RTC fiE 7

4% 32 KHz 4% 3 322 Fi T Bluetooth LE Light-sleep 118}, FTLAR Fi 3% 5t A i fi Bluetooth
LE Light-sleep B} A 75 #5AM% o

5.3.35 {diJil ESP32-MINI-1 Big{, 7 w42t Altium Designer (% CERE ?

o FATHEE R R E 2 AE PADS I LIt Ry, £ (ESP32-MINI-1 2% ¥31) A —~ ASC [ 3¢
{4, ATFE Altium Designer BLFGH1TFF .
o 2 RS BIH PRE T OB ATTE FOR SRS HkE.

5.3.36 ESP8266 [¥] UARTO [#y4m AHLEREH 3.3V Ch 1.8 VIy ?

UARTO ) H#, 52 VDDPST, VDDPST Fig L rJPA%E] 1.8 V, FriA UARTO Big I a] AR A,
1.8V,

5.3.37 ESP8266 UARTO [#jHiF- 4 th VDD Pegiy, ikt VDDPST Yegiy ?

ESP8266 UARTO fH1~f-/& i VDDPST (i{FHL i) vesEry, oY #k 2  VDDPST
PIE o

5.3.38 ESP32-D2WD . Ji- b2 PSRAM $kPFRCETE B 00Eh 2 7

o TEHEYE menuconfig FfifE CPU frequece 240 Mhz il RTC clock 80 Mhz, H/{KECEUITF:
— menuconfig>Serial flasher config>Flash SPI Speed (80 Mhz)
— Component config>CPU frequency (240 Mhz)
— Component config > ESP32 specific > [*]Support for external,
SPI-connected RAM
— Component config>ESP32 specific>SPI RAM config>Set RAM clock speed
(80 Mhz clock speed)

5.3.39 ESP32.% 524 VDD fitiphh 0 V 2427181 3.3 V IRk, &R hMJcikiEs Esh ?

o B AR T A E ORI L R, iRk Y VDD k%) 2.3 V iF, EN HL TR R
0.6V,

* {2 VDD _[Hisffaj i@}, SR EN bgft RC HLERE EN ZERF KB RERR LR T .

o W[PAYHEL RC Hijl, ez, JHHCmH, U2 Reset i A& ENIRES .

o U Et25 ESP32 AYHLEART 2.3 V BJRF ESP32 /9 EN HITi K.

o ESP32 FHIIFIIIZ I (ESP32 H AR .
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5.3.40 fifiJl] ESP32-WROOM-32D 4], &MU e GPIO12 b yfiE ?

« GPIOI12 >}y Strapping 45, #5il SPI flash f¥)J5 3l H % . ESP32-WROOM-32D #i41f1 SPI flash J3 3
R 3.3V, HTE FH)FSIE GPIO12 75 & H1k.

o T GPIO12 HEH AT AE, 5/ esptool T.H.iH T espefuse.py set_flash_voltage 3.3V iy
¥ VDD_SDIO [E %~ 3.3V,

o fE{F LA PAKF VDD_SDIO B #i%%] 3.3V I, XFEHLA H Fpesk eFuse,

BT R, R PAE W flash K 3R T H B “configlesp32/utility.confgi” 3¢ {4 F
ESP32_EFUSE_CONFIG [ BkiA fit B3 37 & 1A config_voltage = 3.3 V 2 N &k [E 4.

5.3.41 ESP32-WROOM-32D K414 flash, J& & vl LA ] GPIO6 ~ GPIO11 [
= ?

ESP32 k45 =40 SPI (SPI. HSPI 1 VSPI) #2171, APt SPI0/1 (HSPI/VSPI) 4237 i 4hs
flash. {H4ZF|HME (GPIO6 ~ GPIO11 PASIMY) GPIO) #y71% flash ANEEHIAREF, HAEBREIEL
PafEfint . H[EBEALFH) flash HEEHEAE GPIO6 ~ GPIO11 #2171 1.

5.3.42 ESP32.8)5 BeitEid], PCB Hud M Lmbkig s ?

o ST T BN R R T LR B S A K

- SO BRI S, FIINEEE R T IR ™R . AT (EMC) 3R
AR OLR, e B Es AT A Rk SN R PCB A B EAR TG, $Em RS RE
PEFIATEEE . BUE, BRMCEENZR A SRR, JF b, DA PR R0k

- S5, QRN SRR, SR TR/, EMC BURANE ST, s
WG AR AT REA R, HLaTBERe I R G A IR L

— MR TR HABE ST, el 2G. 3G, 4G i Wi-Fi. Bluetooth, Zigbee 282873 I
S -

5.3.43 ESP32 11 12S 1) CLK #iEp%ifdi il GPIO0. GPIO1 st GPIO3 't ?

MCLK 45 67 /i) GPIOO. GPIO1 i GPIO3 45 fifl . HCAb 48 A T LAGE AL R GPIO,
R, HiT GPIOO 2y Strapping B/, — AR I EHARIIRE.

5.3.44 ESP32-U4WDH .ti )y JE 05 X F54h2: PSRAM B 7

« ESP32-U4AWDH ith i 32 ##4M% PSRAM ith |, {HAN 75 Ik 88 & A ) ESP-PSRAMXXH ith i, A
i F 45 = PSRAM ith A

o fEMFEIT L, BRT CS AN, HALRTAEHES T LS Flash &, WEIEF1ES %  (ESP32 hifi{f:
Bt HEEY .

* 74, PCB #¢itHliEH & PSRAM [¥) GND %I ESP32-U4AWDH [ GND #3540, 15 W v fE < 520
(B
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5345 ESP32 L 75% H5 01l SPIO/SPI1 4 11 5h4% SD NAND flash Az fit B 4F
(T A~ A5 K A NOR flash) ?

o ESP32 it A #di ] SPIO/SPI1 (%388 /% flash) #2113k 4P SD NAND flash it .

o WSREAAABINTBEGE , B ESP32 (%) SPI2, SPI3 5% SDIO #% 13k 4% NAND SD its F .

* SPI2 A1 SPI3 W] PAf# F{T: & GPIO, {H SDIO 2 1 W] A F8 28 10, TEANULIE L CESP32 £ R
HUREY W SR B B EE T .

5.3.46 S LZHIIET ESP32-S3RS B AMEAE A PSRAM B )5 ?

o R¥HF., FNTE:
- PSRAM.ts 5 MSPI B £ fHi%E . MSPL /Mg AW CS (55, —A~5 flash #HiE, 55— P15
PSRAM #Hi% .
— CPU iy cache 1 MSPI i ] SN f7-fities . GPSPI A& 2 AN Ew; cache 1511 )

5347 fgMidft ESP32-S3-WROOM-1 #4111 3D %4 H1 Footprint L1} ?

HJ¥E espressif/kicad-libraries 72 Fp FEHUARZH 1) 3D #LZUF1 Footprint {4,

5.3.48 ESP32/ESP32-S2/ESP32-C3/ESP32-S3 Ji: i 3 Ui Zy RTC vl It 41k rla ke gt
FRB IS FE A ?

AZHE. PAESP32 B, PEANME B S S R ESP32 R {514 B RTC FY.

5.3.49 AfWipeed vy EMC PERERY 57?2

o FEREPRZT, ATPASRIRAF HftiR$ i PCB ) EMC P:fE:

= RAY)Z i ity EMC PRI T M2 B it

= KRR AL I D LB

= TERZHLE I 07 7 L R 2R

- £ SPI Flash Fii E3EN—4~ 0 RRAFRIRALIH, DARRAREKZN LT, DXt i T30,
Fe, SEAFHBGERCT IR

- JURRES GND 528,

- B2WROTEYATZ%  (ESP MR -

5.3.50 ESP32-S3 UOTXD Jyfl 2. E iy 499 Q 1 fH?

UOTXD {4 499 Q HPHZ M T4 80 MHz i . AN E#TS % (ESP32-S3 fifl {Ficif 41
FY
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5.3.51 fAfEadfk FagHE ESP32-S3 ADC ?

ESP32-S3 B &40 i WEkbii4T T ADC By {4 ki 1fE . ESP32-S3 ADC XM= Ue%, vl RT3k
ADC BHUH IR K25 . IR 5, SRR S M2 (Bil4n 100 nF [EHEE) %
3 ADC g AMREL, PABRCRBRBERBI /NSRS o b al, $8 0T DAGE I 22 SR Aok i — 25 sk
L s AT

5.3.52 X § ESP32 R4S veil A gl b &g ?
" PAZZ% ESP32-DevKitC JF 2 AR B Hf | 3 800 B iR R0

5.3.53 1t ESP8266 .ti )i L0 iZ i HIVIAhah P 7

ESP8266 ith 7 Z i H 26 MHz ) i PR B alits Ao e H A0 b4k B SRS FE 754 £10 PPM. i
SN, (ESP8266 {145

5.3.54 ESP32-C2. ESP32-C3 fil ESP32-C6 .t i ) A X 5 4M: PSRAM BB ?

ESP32-C2. ESP32-C3 #1 ESP32-C6 its H ¥ A 7 F:4M & PSRAM ith

5.3.55 ESP32-C3 R b fierpmt, e G PR, Lohels i oo i 2
i, ESP32-C3 v cik g, e, HaeH EWriby ESP32-C3 )ik
B, HEPHEEFRgRM, & 2RAE 3.3 V S EN 5 IRERE —4
Fg;ﬁfgﬁﬁrfuhmﬁﬁd) B CRRS SER A AT 20 7 A5 3 Ik
ERIL ?ﬂ Ik ?

o MARJE P ESP32-C3 b 5 Hr LA (i), CHIP_EN A4 75 203 /& ESP32-C3 5tk i JLE 5 5
ESP32-C3 W54 Fe HLAY b I P PR BRI A R A b R A b v U 2218, ESP32-C3
W REICIA SN AL, ISEE 73 AL T A E RS .

o RPN HED, A ST AR s REIEY RS, W LAE I RN ] RC S (M
P ], St — A A I SR 08 SR D B L. A 56 RC g PR{EL. AP AN (5
B, 30 ESP32-C3 R A BRI -

5.3.56 ESP32 RAIEAL ERYILETRE GND IS 11 2l 7
WAL 1 FUETHE GND RS HUAA -

54 FHEHIE
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54.1 ESP32 B41(r 2.8 V HLJ Figdr, SHBPERESAT FERM ?
SRS ATEE . B IRAR R, LSRR U B BT A i R R L

542 IR N SRR X ATWIpLE ?

« ESP8266 it K- #7207 BPSK/QPSK/16QAM/64QAM/DBPSK/DQPSK/CCK.,

« ESP32 it B 37 £ 19 U il 77 3% 4 : BPSK/QPSK/16QAM/64QAM/DBPSK/DQPSK/CCK/GFSK I1/4-
DQPSK 8-DPSK.,

ESP32-S2 ith B 3y Hl 5 4 . BPSK/QPSK/16QAM/64QAM/DBPSK/DQPSK/CCK .,
ESP32-C3 it B il 7 4 : BPSK/QPSK/16QAM/64QAM/DBPSK/DQPSK/CCK/GFSK .,
ESP32-S3 ith B i il 7 X4 : BPSK/QPSK/16QAM/64QAM/DBPSK/DQPSK/CCK/GFSK .,

54.3  WARIBURE ™ hhit) RE HOGHER (MERZeAid . RERMPES) M TIMIE?
THIRAR 55 IR KA R

5.4.4  ESP32 {fi)f] RF Test Tool It 2 fER5iR 80 °C Figd7 2 11 WA Bk 7

o ESP32 By SR B A ERIAAS T e BEAME , 4 IR B R m  D) AR, AR RR T IR B A M
ETLE L ERIA Y log B i) ESP32 %% txpwr_track_en 1 1 0.

54.5 ESP32-WROVER-E 8] il £ i Wi-Fi {55 0 Wi gy pas ) 7 O 5
Wi-Fi #%t)

o IR AT DA 4T API esp_wifi_set_max_tx_power() ¥ B & K & FT2h %, 0] 3@ i3 menuconfig #E4T
i : Component config>PHY >Max Wi-Fi TX power (dBm), BRIAKIHTNZRAHIME 20
dBm,

o HRPHRCRE N BN, TN REAFN T4t

— AT DAT R RS AR O ), R RS A S i T iR A, (R R B R

- BRI R IHLA & BB Y, RE&FmIA PCB, Wi-Fi (55 RZBIHEES T

— 2R PCB RARALF, FIPAE B ] TE RS, (& w1 an 58 = i S8 TPEX R
2.

— FESCR A AT ARG I R 2 A SRR

5.4.6 fnkeE phy_init £ ) flash v ?

:CHIP: ESP32 :

o T DA power limit tool 585 . F# ESP_RF_TEST Tool, f#E5EK)5, $17T EspRFTest-
Tool_vx.x_Manual.exe, i help > Tool help >PowerLimitTool help &F 4

iUES (e &
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54.7 v AUE™ R AL D A ?
Y ORI T R R B AR ST PA FRIRAR ST, I 5 2B AR (BT RAE) K
AL . DL :

o AESPBVCHC B — N33 2.4 pF /DRI HILZE , DADDARST ek b A2 R 5 o
o A5 PA YR GUV T 3. 4 451D A g — s icrgk, DA PA HLIRIZR IR ST .

5.4.8 80 MHz 4% iU 2% 1%l it o 7

75 80 MHz {245 Z Bl AR , 101 160 MHz. 240 MHz. 320 MHz 23 FL i, AIAE & 3550 (TXD)
B R R I — N PEAE 20 470 Q B PE, BRI H) 80 MHz 545 4%HK -

549 (ENUREIMERLGIIEAL, JEM T B T2l r D3R 7

AFEE M AMERLRS, EFRRAEEIEE R T HARAMNE . RERAX T H
R, Ho S ) AR

5.4.10 fgif] “RF A T H” 5 ¥ Wi-Fi “TX continues” iz, F, BRI\ X EITY “default”
L IARAYE oy o A N4

o BOABLERY “default” 2EZ%HY L2 H2 98% DAL, HANTMEL,

5.4.11 ESP SHuHR T H G 4 SR R il ?

o FF. AEMIASHRF Test mode 1 E N TX tone AR AT
o FEGEH ESP GHIA TR Z |, ECEFEE help SUPEJe B .

5.4.12  ESP RF SRR PF At A7 B gk 7 APT HT-F-AE W W R b s BEADSE S RF U
i yie ?

"] 2% esp-idf/examples/phy/cert_test BIFE, BLBIRRER T AT AN A APL,

55 T1.Z2% ESD i
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5.5.1 ESP32 ESD M7k % F i mhes 7

» ESP32 [#¥) ESD (Electrostatic Discharge, #riH) 20 T % BESP32 15 &7 1 57 i i fe I
HA RBINZae ). FEEFmanr:
— ESD iz %A ESD L5 % 5 % ESD B3 KIsii A7, X e 75 2 528 K i #2 A4 A i
FEL R L PR 1R i
- FEHAT ESD MR, Wz A& E PrdnfERy ESD i s, fUFE ESD A& E#R 1 ESD £zl
HAE DAL S R HERA P
- FE#A T ESD MR, FFEAREM 3.3 VA, ENtrace WIR KK, &5 FEEHRF.
— X} ESP32 #5720, PASS IR 32 B8 Sy B9 T St X Es R A il SRR Al
— WBSHTC MY, BRI DI 2 A B A P LR

5.6 s

5.6.1 At 25y Bidligi DIO/DOUT W wf BLEH F&ME, HEEH QOUT/QIO it
Ry CIE BT ?

© ST EHIABIAL A flash SCRFMFLERE, DA MBI BT E 22 15 R TR 2

o HUAG flash PRASAFAF 2209 QE 17, 1% bit f 4] flash @A REN Zepbis .

o AFERIREES F/AEAIR A flash |5, #5) R flash BRIA QB SCH . 75 20 1 52 o P 0K 72
4 SR P 2

. ;:“QIEZOM G GG MR, AREE RS QIO Jra i, &N QE KM

.

o AL ] DIO Fihesk, 7 menuconfig R QIO KX, XML E AL 45| AR 7 H L

. QE (flifile, #Eimi5] app bin fJ PULARA.

5.6.2 il R T H?

CHIP: ESP32 | ESP8266
o A I TR TR

5.6.3 ESP32 {§iJ{]l esptool.py burn_custom mac i 5 A ) H e X MAC Hi
e, il 2iliid esptool.py read_mac ZEINAREH) BRINT MAC Huhlk ?

e esptool.py read_mac 2B\ HEE#L 3] ) B HE eFuse BLOCKO ) MAC #uhil, T
esptool.py burn_custom_mac 25 AN A E X MAC #ihk 2 5 F| eFuse BLOCK3
1, BT ] espefuse.py get_custom_mac fiya K215 A eFuse BLOCK3 1) MAC Hidik,

* HZA5E 1 PAS7 esptool LAY,
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5.6.4 ESP32-WROVER-E (16 MB flash) 4l {diJi] Flash F# 1. H F 24 alf% bin
SCHPRS), 1 F A& A TR (12 MB) Jell, ST 250 ?

o T A9 5 0 B4 o #f e “OXFE” , iR LB m ,  [RIAFAK B 114 e 4 5030 Ak e /s ) 4
PR LR, FEERI A H IUGe AT (BRIA 7 #0) . ATRASCH] Flash N4k T H B
configure >esp32 > spi_download U B H HHHHEC E LR T AW RELE, a0

compress = False
no_compress = True
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LIP3l

6.1 SIECMIALGHE

6.1.1 ESP32 J\ Deep-sleep r{'Mfin; Ay fuf 2 A T 3Rk 4% 7

PEA Deep-sleep Ji5, 7N ESWIH, CPUNARRL, MEERT 2 EH5 | SR mMEEN
1o Ti{ﬁeep-sleep If RTC WAFPRFFHERL, T DAKRETG SE0R B i I R B AR e, e s 0t
FrmafrEEE .

6.1.2  ESP32 fyRIT XAYBILRN ? A2 X0 ?

4 Modem-sleep. Light-sleep il Deep-sleep =FAKHRE 7= .

* Modem-sleep 53X : CPU IE# TAFE, A DAXTES R EATHCE . A5 1F N station 42 | AP 2
Ja HETT R, #EARIRIRAS G 5 PGS, ORI IR R AP (1EHZ . WSS AP B
FFiERE, ESP32 Kt J0yEAE Wi-Fi Modem-sleep #i3 F IE#i547. ESP32 # A Modem-sleep
WS, IR] DASEERPR AT CPU iR, MR 7.

e Light-sleep 1 : CPU {5 T.{E, FFNZIAIZFR. 5 Modem-sleep iR [R] 2 Ab
T, #FEARBRRSIE, AMURF K], CPU FIF s RS R AR 5. IR HARHR
WS, CPU HEHET.

* Deep-sleep X1 FUF MM, CPU NAEERK. FEARIIRSE, KHER RTC gLk
E@%ﬁg\%}mﬁﬂ&; BHARIRGS G, BNREETZET (BUTREER) . KR,
AP EAZIIF

XM RERINFE R 2% ESP32 AR -15 il & 8 RRE AKX T oy .

6.1.3 ESP32 Deep-sleep n[ U, jifi b A1 3 RTC_GPIO Mt ?

WPA, RTC_GPIO ASMICE T IAZ% (ESP32 f ARKUKS 1) T 4 Bese U > 6 Mot 254y
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6.1.4 ESP8266 [ty CHIP_PU 45 & H It , S ShkE e 220 7

» CHIP_PU % JIEI#4H EN &1, &I MAREPIE, S5 R BTIFEZ) R 0.5 nA,
o 7E ESP8266 ¥ RFMEATY > shaehhif > K H3ET2 > % 34 TR DX T aghieh, e
A LR B3 CHIP_PU 45 BIRAG KPR ZS o

6.1.5 ESP32 it A Light-sleep Itf, {{[cE GPIO Wi ASC a1 AW meiny , JegHL i
Wit 223t T

o BUATEOUT , VA AL esp_light_sleep_start J A Wil flash, X024 1B 1k 245 A WIUEA PRI S
ZIREEERy, 2R flash iR 5¢ 4= i SCECHT B LW RES S EUAR IR
o A RICFBIEEANEE . AR L X g st TR RLREIAE, 355% (ESP-IDF Zifefim) iy

Power-down of Flash /Ny,

6.1.6 1F ESP32 [1J Deep-sleep BisXF, {4/ 150 KHz () RTC I ph sk 3 FHAb i 32
KHz, WEA~IkEsE K ?

o 7 RTC P phRu e e SMNIICIR 32 kHz f ik, ITHRERA X5,
o HERECE EANE T AN 32 kHz dhdik, oI RR A RTC I 8hJR, DhAg#i& L7t 50~100 pA.

6.1.7 WURMFENE CPU LB ik 0D IkE, b 1 ORUES BB I ia 47k CPU
TP 25K ?

CPU i 22 /07 5 80 Mhz A REFRUESHIUSLHL A IE 7 T A%

6.1.8 i ] ESP32-S3 gi4] Jt T esp-idf/examples/system/light_sleep FIFEMat, Nl
Mg ] GPIO M A fig timer W inf, DhkERE 3 mA, By datasheet 2215t K,
[N A

o 4{fiJi] RTC GPIO MR, HAEDEA light-sleep BCHIH AN FAUHAEA T, (HE
A pr—g SARUEE ] GPIO A 2 AERINE T 230 1) LW, PUOMAEBERCE timer
MR OL T, flash | Frmbilid kg2 28 flash bk

’esp_sleep_pd_config(ESP_PD_DOMAIN_VDDSDIO,ESP_PD_OPTION_OFF); ‘

6.1.9 JL T esp-idf/examples/system/deep_sleep #ilFL{di ] Timer Migint, fma B} fh] ik
Yok 2.5 /it ENSAE 1 /DA et e i, 1255 7

(MY U

const int wakeup_time_sec = 9000;

printf ("Enabling timer wakeup, %ds\n", wakeup_time_sec);
ESP_ERROR_CHECK (esp_sleep_enable_timer_wakeup (wakeup_time_
—sec * 1000000));
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e ESP_FERROR_CHECK (esp_sleep_enable_timer_wakeup (wakeup_time_sec
*1000000) ) ; FEasBAFES U, AR AT :

const uinté64_t wakeup_time_sec = 9000;
printf ("Enabling timer wakeup, %11d\n", wakeup_time_sec);
ESP_ERROR_CHECK (esp_sleep_enable_timer_wakeup (wakeup_time_sec.

—* 1000000));

e® FH H ¥ 5 N esp_sleep_enable_timer_wakeup (9000 *
1000000ULL) ; ,
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14 55 5 WL 1) &

7.1 PRI i B AL ?

R AFE UEAS TR PR Bk 1330

7.2 W B EDERRE ISO AR A RIAIE 7

A LT 1S09001:2015 JF E45 A ZIAIE.

7.3 WRRTLES A AIEELd ¥ REACH. ROHS SEARIAUENS ?

Ferls H FIRHAT & REACH, RoHS. Prop65 25 2 WA RAAIENRIE . 0T DABKES SR 55 3k
BOFERIUETS.

7.4 PRTHEEPY . BR3 . SEHE slomEg kAT (CPE RS ?

IR SRR S PRATHRER, RO TIEARSR G EPIRER .

7.5 WA EER W SR E PR ?

IR A B SO BATRABERT, WSR2 F /43 K 2 EHRA: sales@espressif.com
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7.6 Bral TG SRR o] DA R T sy A Rk 7

Eﬁiﬁmﬂ‘%%%?éﬁo BRI B B X . AR IR T BRSO i

7.7 UM A AT ENOIBE DR PR ENS 7

IREEARVEIE R P SN 2 A0 12 48, BRE RS Rl XL

7.8 WA bR R (SPQ) R/ IT H (MOQ) ?

BT E R (SPQ) A/ VETT i (MOQ) i il X B 2 CREHITIAEEY.

7.9 A AR IR e 7

N

ST EHERI, WA IRER S . BATW TAEA R SRS BB AR . A EHRE R
Ffh,

fi, B R AR SRR .

7.10 BRI ECRIBH R E 20 T il ORI 7

TE AR RIR A R 5 A, FRATH AN RS R 5

711 WERRTIF ™Mzl AT 2 K00 7 AAh A 50 5 555

AT AT XL AR PR P AR A . R I IR 2R R ] T A5 AN B BRI AN
KC|

=

7.12 il S AT I R 7 ek e TIEALAE R ok, T ] R AE
HY) IR SERR T Oris il 7 221012 0 T o an il B4 7

IREETT R T —8 AT 454948, Jr % P BApud bl 1) AT 8R4 ML o SRR ML
I ARE AT [0F . BAEZERIR RERIS - JATH TAEN R SRS BHUT
HRA. BLAh, MRIACMEER PR fE AR, SREE N AR A O A e g5 . T DATE
A g5 ARFCE ] SE M )RR H . BARE 25 SRR SRR, ARG
SCREREIR P Bl Ak B 5 465 5 1 )«
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7.13  iE NIRRT S £ HomeKit ? 4 3L Espressif HomeKit SDK ?

s m] LT 5] Espressif HomeKit SDK A% , Espressif HomeKit SDK (V{2 L45 £ 5545 MFi 7] [
M F o 3RHUSDK B 5 55 o fit /< (7407 Account Number .

7.14 ) i W] IR M s AEDIE I 7

IREERH: (BEEAURD : 688018) & —RKABRLHToih Bl F 3k An], JRaLT 2008 48, FEH
L PR, BIRE. FOMSSM PR s At Wk E 30 ZAEZRMMIX . GIHEER K&
ERRIVNE

715  WRMRITIEARMIK R T A2 7

THHEA XL, EIFREAT B B s . AT BT AR

7.16 i A G b ] AR 7

N TR R 350K, A X B RATORE R, FAI SRS IR .

7.17 i Rl af DL BUN B Rl ARy ™ ek NPT g ?

SRS B Bl B R A B8, LB T AT ER —HREK 429
FLAIREARIRAD , A KA 22 EN AR R Gt n] AE A XL BB T AR AR TS 1
Al 2 L2y XX 5 Mo (n %807 ), ACEENIREER i WER RS AR RISl 2 72
ARAGE XX I Mn, QRS2 NPL .

A IEE R R EE NPUF AT R A, AR IR 208 NP i R B . NPT ] RELE )™ fnh fif
PEPREENFARBNE R AT IR I RS, AEM AR oy — epfiR i, B NPLj
AR ST AR R SRR BRSO AT
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	FAT 文件系统
	意外的断电导致 FatFs 文件系统损坏如何改善？
	如何制作并烧录一个 FatFs 文件系统的镜像？
	FATFS 与 SPIFFS 这两种文件系统有何差异，我们怎么选择?
	FatFs 支持的最大容量是多少?
	使用 FAT 文件系统时，文件名稍微长一点的文件无法打开，该如何处理？
	使用 ext_flash_fatfs 示例测试，分区表中将 fatffs 分区设置小于 512 KB 时，会报 vfs_fat_spiflash:f_mks failed(14),config:Failed to mount FATFS(ESP_FAIL) 错误，如何解决？
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	NVS 是否具有磨损均衡？
	NVS 扇区是否会因写入时意外断电而损坏？
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	如何实现存储的用户数据支持掉电保存，不被 OTA 擦除，且支持重写或改写？
	NVS 库提供的 API 是否线程安全？
	ESP-IDF SDK 中的 NVS 错误码对应的是什么原因？

	PSRAM
	使用 ESP32 模组，如何查看模组的 PSRAM 的大小？
	ESP32 外接 PSRAM 后，如何更改 PSRAM 的 clock 来源？
	ESP32 模组挂载 8 MB PSRAM, 为何实际映射的只有 4 MB？
	使用 ESP32 开发板，上面用了官方 PSRAM 芯片 PSRAM64H，当更换了另一个型号的 PSRAM 芯片后，运行 ESP-IDF 的例程并开启 PSRAM 配置，却无法正常识别，是什么原因？
	使用 ESP32-WROOM-32E 模组下载 hello-world 例程，打印如下报错，是什么原因？
	ESP32 支持 16 MB 的 External Flash 和 8 MB 的 External PSRAM 共存吗？
	基于 ESP32-S3-WROOM-N4R2 开启 BT/BLE will first malloc the memory form the PARAM 配置选项后，软件运行报错如下日志，但关闭 Bluetooth LE 5.0 配置后，运行正常。是什么原因？
	ESP32-C6 支持外挂 PSRAM 芯片吗？

	SD/SDIO/MMC 驱动
	ESP8266 是否可以搭配 TF 卡使用？
	ESP32-S3 支持的 EMMC 最大容量是多少？
	ESP32 外接 eMMC 卡时，是否支持 DDR52/HS200/HS400/SDR52 模式？

	SPI Flash
	ESP32 flash 空间与使用要求是什么？
	ESP8266 的模组，有哪些扇区可以自主使用？
	ESP8266 如何读取 flash 数据？
	不同的 ESP32 模组为何出现 flash 擦除时间不一致？
	使用 ESP32-S3-WROOM-2-32R8V 模组，设置 flash SPI mode 为 QIO 模式，固件运行时打印如下错误是什么原因？
	如何判断 ESP-IDF 是否已经支持某款 flash？
	基于 ESP32-S3 芯片外接 SPI flash，支持单次写入的数据量是多大？
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	SPIFFS 支持磁盘加密吗？
	如何将 ESP32 设备的 key 和 certs 存储到 SPIFFS 中呢？
	ESP32 是否可以在外挂的 SPI flash 中挂载 SPIFFS 文件系统分区？
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	如何使能 exFAT？
	ESP32 分区表中的分区数量有限制吗？
	ESP32 如何读取芯片剩余内存？
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	如果我的应⽤不需要看⻔狗，如何关闭看⻔狗？
	RTOS SDK 和 Non-OS SDK 有何区别？
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	ESP8266 编译 Non-OS SDK 时 IRAM_ATTR 错误是什么原因？
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	使用 ESP-IDF，如何使能 ESP32 的双核模式？
	使用 ESP32-D0WD 芯片是否可以存储用户程序？
	ESP32 进入低功耗模式时，PSRAM 中的数据会丢失吗？
	请问 ESP32 CPU 系统时间是否由系统滴答时钟生成？精度如何？
	ESP32 的 flash 和 PSRAM 的时钟频率如何修改？
	使用 ESP32-SOLO-1 模组，ESP-IDF 如何设置可在单核模组上运行？
	ESP-IDF 是否可以配置 time_t 为 64 bit ？（现在是 32 bit）
	固件如何区分主芯片是 ESP8285 还是 ESP8266？
	ESP32 能否以动态库的方式加载库文件运行？
	ESP32 如何减小系统对 IRAM 内存的占用？
	ESP32 芯片低电压复位阈值是多少？
	ESP32 light sleep 例程为何会自动唤醒？
	ESP32 deep_sleep 例程测试，为何当 const int wakeup_time_sec = 3600 时，程序 crash 出现死循环？
	ESP32 有几种系统复位方式？
	ESP8266-NONOS-V3.0 版本的 SDK，报错如下，是什么原因？
	ESP32 是否可以完整使用 8 MB PSRAM 内存？
	ESP8266 AT 连接 AP 后，系统默认进入 Modem-sleep，但电流未明显下降有哪些原因？
	ESP32 是否可以永久更改 MAC 地址？
	ESP8266 进行 OTA 升级时如何校验 all.bin 为非法文件？
	ESP-IDF 版本更新后，更新说明在哪里？
	ESP8266 是否有详细的寄存器⼿册？
	ESP32 开启 Secure Boot 后无法正常启动，出现如下报错，是什么原因？
	ESP8266 如何在设备软重启的情况下保留数据？
	ESP8266 有哪些定时器可用？
	ESP8266 的看⻔狗是什么作⽤？
	ESP8266 user_init 内有那些注意事项？
	ESP32 同时开启 Enable debug tracing of PM using GPIO 和 Allow .bss segment placed in external memory 后为何会导致系统不停重启？
	ESP32 IDF v3.3 版本 bootloader 运行 v3.1 版本 app bin，程序为何会触发 RTCWDT_RTC_RESET？
	ESP32 芯片出厂是否有唯一的 chip_id？
	如何查看 ESP8266 重启原因？
	ESP32 编译生成的 bin 文件大小如何优化？
	ESP32 是否有系统重新启动的 API？
	ESP32 异常 log invalid header: 0xffffffff
	ESP8266 deep sleep 定时唤醒机制是什么？
	ESP32 使用 heap_caps_get_free_size 获取 RAM 约 300 KB，为何与手册 520 KB 存在差异？
	ESP32 & ESP8266 如何通过局域网的 app 进行 OTA 升级？
	ESP32 如何修改日志输出串口使用的 GPIO？
	ESP8266 使用 MQTT ssl_mutual_auth 通讯，在 OTA 时出现如下报错：
	ESP32 配置 menuconfig > Component config 中有 NVS 选项，为何配置项目为空？
	ESP32 上电或 Deep-sleep 醒来后，会随机发⽣⼀次看⻔狗复位?
	ESP32 CPU 使⽤ cache 访问外部 SRAM 时，如果这些操作需要 CPU 同时处理，可能会发⽣读写错误?
	ESP32 CPU 频率从 240 MHz 直接切换到 80/160 MHz 会卡死，如何解决？
	ESP32 同时有 GPIO 和 RTC_GPIO 功能的 pad 的上拉下拉电阻只能由 RTC_GPIO 的上拉下拉寄存器控制，如何解决？
	ESP32 由于 flash 启动的速度慢于芯⽚读取 flash 的速度，芯⽚上电或 Deep-sleep 醒来后，会随机发⽣⼀次看⻔狗复位，如何解决？
	ESP32 CPU 在访问外部 SRAM 时会⼩概率发⽣读写错误, 如何解决？
	ESP32 双核情况下，⼀个 CPU 的总线在读 A 地址空间，⽽另⼀个 CPU 的总线在读 B 地址空间，读 B 地址空间的 CPU 可能会发⽣错误如何解决？
	ESP32 CPU 通过读取 INTERRUPT_REG 寄存器来复位 CAN 控制器的中断信号。如果在同⼀个 APB 时钟周期内 CAN 控制器刚好产⽣发送中断信号，则发送中断信号丢失，如何解决？
	ESP32 v3.0 芯⽚，当程序同时满⾜下列条件时，会出现 live lock（活锁）现象，导致 CPU ⼀直处于访存状态，不能继续执⾏指令，请问如何解决？
	ESP32 CPU 访问 0x3FF0_0000 ~ 0x3FF1_EFFF 与 0x3FF4_0000 ~ 0x3FF7_FFFF 两段地址空间存在限制，如何解决？
	ESP32 如何关闭程序 LOG 输出？
	ESP8266 在 Deep-sleep 模式下，保存在 RTC Memory 里的数据是否可运行？
	ESP32 的 NVS 的 Key 的最大长度为多大？
	ESP-IDF release/v4.2 里的 cJSON 支持 uint64_t 的数据解析吗？
	未启用 flash 加密的 ESP32 可以进行 GDB 调试，但启动 flash 加密后进行 GDB 调试时，设备一直重启，是什么原因？
	ESP32 使用手机热点进行 OTA 固件下载时，关闭流量开关几秒后再次打开会出现程序一直卡死在 OTA 里的情况（使用路由器时插拔 WAN 口网线同理），是什么原因？
	ESP32-C3 在 Deep-Sleep 模式下可以通过哪些 GPIO 进行唤醒？
	使用 ESP-WROOM-02D 模组，电池供电，在低电量（模组勉强启动）的时候，频繁格式化读写 flash 有什么风险吗？
	ESP32 如何查看线程使用过的最大栈大小？
	使用 ESP32 时打印 “SW_CPU_RESET” 日志是什么原因？
	使用 ESP32 时，单独测试 NVS 发现占用内存很大，是什么原因？
	如何修改模块的系统时间?
	OTA 升级过程中 esp_ota_end 返回 ESP_ERR_OTA_VALIDATE_FAILED 报错，如何排查这类问题?
	ESP8266-RTOS-SDK 如何将数据存储在 RTC memory 中？
	在 Deep-sleep 模式唤醒后，ESP8266 是从哪里启动的？
	RTC 时钟什么时候会被重置？
	ESP32 使用 AT+GSLP 指令进入 Deep-sleep 模式后，是否可通过拉低 EN 进行唤醒？
	当多个线程要使用 ESP32 的看门狗时，是否每个线程都要开启看门狗？
	使用 ESP8266-RTOS-SDK release/v3.3，如何进入 Light-sleep 模式？
	ESP8266 在 Deep-sleep 模式下如何唤醒？
	使用 ESP32-WROVER 模组，休眠时存在电池抖动或异常掉电上电导致死机无法唤醒的问题，是什么原因？
	如何烧录自定义 Mac 地址？
	ESP32 在使用 esp_timer 时，出现网络通信或者蓝牙通信异常，是什么原因？
	使用 ESP32，请问 ULP 里面用 jump 跳转到一个函数，是否有返回的指令？
	如何调整编译的警告级别？
	基于 ESP-IDF SDK 编译固件时，会包含 IDF_PATH 的信息和存储编译时间，导致编译的 bin 不一样。如何删除这些信息？
	使用 ESP32-S3-DevKitM-1 开发板下载官方 hello_world 例程后出现如下报错，是什么原因？
	请问 ESP32 芯片的内部 150 kHz 的 RTC 时钟精度是多大？
	ESP32-D0WDR2-V3 芯片支持的 ESP-IDF SDK 的版本有哪些？
	基于 ESP32 芯片测试 OTA 应用，是否可以删除分区表里默认存在的 factory 分区，将 OTA_0 分区的地址设置为 0x10000?
	为什么使用 espefuse.py burn_key 命令无法烧录 ESP32-C3 eFuse 的 BLOCK3？
	基于 ESP-IDF SDK 运行固件后打印如下报错是什么原因？
	Wi-Fi OTA 时，指定 url 中有空格导致无法解析，如何解决？
	如何查看 ESP-IDF 中 newlib 的版本号？
	ESP32-P4 是否支持浮点运算？
	不同系列的 ESP32 芯片版本对应的 ESP-IDF SDK 版本是什么？
	如何查看 ESP-IDF 中定义的各种错误代码说明？
	固件运行出现如下日志报错，通常是什么原因？
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	Wi-Fi
	ESP32 和 ESP8266 是否支持中文 SSID？
	[Scan] ESP32 扫描⼀次需要花多长时间？
	[Scan] 乐鑫是否支持 boundary scans(边界扫描)？
	Wi-Fi 信道是什么？可以自行选择信道吗？
	[LWIP] 使用 ESP-IDF v4.1，ESP32 用作 SoftAP 模式时如何设置 IP 地址?
	[LWIP] ESP32 Station 模式，如何设置静态 IP？
	[LWIP] ESP-IDF 里如何设置 DHCP Server 的 Option 内容？
	[Performance] 如何测试 Wi-Fi 模组的通信速率？
	[LWIP] ESP8266 SoftAP 默认使用哪个网段？
	ESP8266 SoftAP + Station 模式下，连接的 192.168.4.X ⽹段时，为什么会失败？
	[Connect] ESP8266 SoftAP 模式支持几个设备？
	ESP8266/ESP32/ESP32-S2/S3/C2/C3 是否支持 web/softAP 配网？
	[Connect] ESP8266 和 ESP32 作为 softap 模式如何隐藏 SSID？
	esp_wifi_802.11_tx 接口中的 buffer 参数中包括 FCS 吗？
	ESP-WROOM-32D 支持的 Wi-Fi 频段信息和功率表分别是什么？
	ESP32 Wi-Fi RF 功率最高值是多少？
	ESP32 如何调整 Wi-Fi 的发射功率？
	[Connect] ESP32 AP 模式最多支持多少设备连接？
	[Connect] Wi-Fi 模组如何通过 RSSI 数值划分信号强度等级？
	[Connect] ESP32 做 soft-AP 时为什么会把 STA 踢掉？
	[Connect] ESP32 进行 Wi-Fi 连接时，如何通过错误码判断失败原因？
	ESP32 系列芯片每次连接服务器都会执行域名解析吗？
	[Connect] Wi-Fi Log 中状态机切换后面数字的含义？
	[Connect] bcn_timeout, ap_probe_send_start 是什么意思？
	[Connect] Wi-Fi 连接断开后如何重连？
	[Connect] ESP32 作为 station 时什么时候会把 SoftAP 踢掉？
	[Scan] 为什么有时候扫描不到 AP？
	[Scan] 最多能够扫描多少个 AP？
	[Scan] 连接时周围存在多个相同 ssid/password 时能否选出最佳 AP 连接？
	[Scan] wifi_sta_config_t 中 scan_method 怎么配置？全信道扫描和快速扫描的区别在哪里？
	[LWIP] 如何获取 socket 的错误码？
	[LWIP] 默认 TCP keep-alive 时间为多少？
	[LWIP] TCP 重传间隔？
	[LWIP] 最多能够创建多少个 socket ？
	[Sleep] ESP32 有哪几种休眠方式及其区别是什么？
	[Sleep] ESP32 modem sleep 动态调频功能在哪打开？
	[Sleep] ESP32 modem sleep 降频功能最低能降到多少？
	[Sleep] ESP32 modem sleep 平均电流大小影响因素？
	[Sleep] 为什么测到的 modem sleep 平均电流偏高？
	[Sleep] 为什么测到的 light sleep 平均电流偏高？
	[Sleep] ESP32 有哪几种 Wi-Fi 节能模式及其区别？
	ESP8266 是否支持 802.11k/v/r 协议？
	ESP32 Wi-Fi 支持相同的 SSID 不同的 AP 之间漫游吗？
	[Connect] NONOS_SDK 2.1.0 升级到 2.2.2 后，连接时间变长？
	ESP32 如何收发 Wi-Fi 802.11 数据包？
	[Connect] ESP32 系列 & ESP8266 路由器连接失败有哪些可能原因？
	[Connect] ESP8266 有那些配网方式？
	[Connect] SmartConfig 配⽹ Wi-Fi 参数信息有哪些要求？
	[Connect] ESP8266 Wi-Fi 是否支持 WPA2 企业级加密？
	[Connect] ESP32 保持 Wi-Fi 连接的低功耗模式有哪些？
	乐鑫芯片是否支持 WPA3？
	[Connect] 当环境内存在多个相同 SSID 时，设备如何连接 ？
	[Connect] ESP8266 有中继器方案吗？
	ESP32 数据帧和管理帧的重传次数是多少？是否可以配置？
	ESP32 如何自定义 hostname？
	如何获取 802.11 无线数据包？
	ESP32 Wi-Fi 支持 PMF(Protected Management Frames) 和 PFS(Perfect Forward Secrecy) 吗？
	ESP8266 在使用 esptouch v2 出现 AES PN 错误 log？
	ESP32 WFA 认证支持多播吗？
	使用 ESP32，是否可以在建立热点之前，先扫描所有的 AP 以及所占用的信道，从中选择一个占用最小最干净的信道来建立自己的 AP 呢？
	使用 ESP32，ESP-IDF 版本为 release/v3.3，Wi-Fi Scan 时，当有多个相同的 SSID 时，获取的列表中有多个重复的 SSID，是否有 API 进行过滤，只保留一个 SSID？
	ESP8266 是否支持 EDCF (AC) 方案？
	使用 master 版本的 ESP8266-RTOS-SDK，开启 Wi-Fi Qos 应用获得 EDCF 的支持，请问 ESP8266 是如何决定哪个数据包应该分配到 EDCF AC 类别的?
	使用 ESP32，在不考虑内存与功耗的情况下，如何配置最大 Wi-Fi 传输速度与稳定性呢？
	ESP8266 作为 Wi-Fi SoftAP 模式，最多支持多少个 Station 设备连接？
	使用 ESP32 设备作为 Station 模式，如何获取 CSI 数据?
	ESP32 在 AP + STA 模式连接 Wi-Fi 后，任意开启关闭 AP 模式是否会影响 Wi-Fi 连接？
	ESP32 使用 release/v3.3 版本的 ESP-IDF 进行开发，只需要蓝牙功能，如何通过软件关闭 Wi-Fi 功能？
	使用 ESP-IDF 开发，esp_wifi_80211_tx() 接口只能发送数据包，是否有对应的接收函数接口？
	esptouch 配网失败概率较高的原因有哪些？
	ESP32 使用 Wi-Fi 时 IRAM 不足，如何优化？
	ESP32 如何测试 Wi-Fi 传输距离？
	ESP32 使用 Wi-Fi 通信时 MTU 的长度最大能设置多大，需要在哪进行设置？
	ESP32 模组挂机测试有时会打印类似如下 log，代表什么含义？
	ESP32 在 AP + STA 模式下，如何关闭 AP 模式?
	ESP32 使用 Wi-Fi 的功能后，是否 ADC2 的所有通道都不能使用了？
	Wi-Fi 模块如何设置国家码？
	当 ESP32 用作 SoftAP 连接苹果手机时，手机提示”低安全性　WPA/WPA2(TKIP) 并不安全。如果这是您的无线局域网，请配置路由器以使用 WPA2(AES) 或 WPA3 安全类型“，该如何解决？
	ESP32 的 Wi-Fi 模块仅支持 2.4 GHz 频率的带宽，如果在进行连网配置时使用 2.4G 和 5G 多频合一的路由器，Wi-Fi 能否配网成功？
	ESP32 用作 AP 模式时如何获取连接进来的 station 的 RSSI？
	ESP32 支持 FTM(Fine Timing Measurement) 吗？
	当 ESP32 设置为 STA+AP 共存时，能否指定通过 STA 或者 AP 接口发送数据？
	ESP8266 wpa2_enterprise 如何开启 Wi-Fi 调试功能?
	Wi-Fi 信号格数有对应标准吗?
	WFA 漏洞修复最新情况？
	Wi-Fi 连接失败时产生的错误码代表什么?
	使用 ESP32 Release/v3.3 版本的 SDK 下载 Station 例程，无法连接不加密的 Wi-Fi，是什么原因？
	ESP32-S2 芯片，Wi-Fi 通信的物理层最大速率是多少？
	ESP 模块是否支持 EAP-FAST?
	ESP 模块支持 WiFi NAN (Neighbor Awareness Networking) 协议吗？
	使用 ESP32，ESP-IDF 版本为 release/v3.3， 配置路由器时，是否有 API 可以直接判断输入的密码不正确？
	基于 ESP-IDF v4.4 版本的 SDK 测试 ESP32 的 Station 例程，如何支持 WPA3 加密模式？
	ESP32 如何加快 Wi-Fi 的连接速度？
	ESP32 WPA2 企业级认证是否支持 Cisco CCKM 模式？
	使用 wpa2_enterprise（EAP-TLS 方式），客户端证书最大支持长度是多少？
	ESP8089 是否支持 Wi-Fi Direct 模式？
	环境中有很多 AP，ESP32 如何连接 RSSI 不低于配置阈值的 AP?
	ESP32 Wi-Fi 出现信标丢失 (beacon lost) 且在 6 秒钟之后给 AP 发 5 个探测请求 (probe request)，此时 AP 没回应就会导致断开连接，这个 6 秒钟可以配置吗?
	ESP32 Wi-Fi 可以使用 PSRAM 吗？
	[Connect] ESP32 系列产品如何从软件、硬件方面来排查 Wi-Fi 连不上路由器的问题？
	ESP32 连上路由器后会每 5 分钟会反复打印几次 W (798209) wifi:<ba-add>idx:0 (ifx:0, f0:2f:74:9b:20:78), tid:0, ssn:154, winSize:64 与 W (798216) wifi:<ba-del>idx 并明显发现 ESP32 的功耗增大，这是什么原因？
	ESP32 使用函数 esp_wifi_config_80211_tx_rate() 为何无法固定 Wi-Fi 发送速率来保持稳定传输？
	ESP32 做 station 连接路由器时发现没有正常获取到 IP，如何调试？
	ESP32 做 softAP 时发现连接它的 station 没有正常获取到 IP，如何调试？
	在 ESP-IDF menuconfig 配置 Component config > PHY > Max Wi-Fi TX power(dBm) 来调整 Wi-Fi 发射功率后实际功率如何？比如设置 17 dBm 时实际最大发射功率是多少？
	ESP-IDF 目前支持连接 UTF-8 编码的中文 SSID 路由器，是否有方法连接到编码为 GB2312 的中文 SSID 路由器？
	ESP32 在连接上路由器后发现在空闲状态下功耗偏高，大约有 60 mA 的平均电流，如何排查？
	当 ESP 终端产品需要销往全球时，对应的 Wi-Fi 国家码要如何配置？
	进行 iperf 测试时发现一段时间后速率会下降甚至中断发射，这是什么原因，需要如何解决？
	基于 ESP-IDF v5.0 版本的 SDK 创建 ESP32-S3 设备作为 Wi-Fi AP 模式，当手机连接上 AP 后，会频繁打印如下日志，是什么原因？
	ESP32 的网口 (LAN8720) 与 Wi-Fi (Wifi-AP) 能否共存？
	ESP32 在弱网环境或干扰环境下，Wi-Fi 连上以后获取 IP 地址比较慢如何优化？
	ESP32/ESP32-S2/ESP32-S3 工作在 SoftAP 模式时，与其他厂商手机、PC 等进行通信时容易出现断连该如何优化？
	ESP32 Wi-Fi TX power 的取值范围是多少？
	使用 ESP32 时如何获取 Wi-Fi RSSI 值？
	ESP32 支持 WPA3 企业版吗？
	ESP 模组支持 WAPI (Wireless LAN Authentication and Privacy Infrastructure) 功能吗？
	使用 ESP32 作为 Wi-Fi Station 连接路由器，如何增加扫描路由器的时间？
	ESP32 是否支持 LDPC？
	ESP 模组支持 WAPI AS 吗？
	当基于 UDP 进行传输测试时，出现 Error occurred during sending: errno 12 时应该怎么处理？
	ESP 模组支持 Wi-Fi HaLow 功能吗？
	在 ESP32 Wi-Fi Scan 模式下如何实现不发送任何射频波？
	ESP32-C6 开启 Wi-Fi AP 模式时，默认使用的 802.11 Wi-Fi 协议类型是什么？
	ESP32 Wi-Fi Station 无法连接上 2.4 GHz Enhanced Open mode 模式的 Wi-Fi 热点，是什么原因？
	如何判断连上的 Wi-Fi 是 Wi-Fi 4 还是 Wi-Fi 6？
	ESP32-S3 支持 AP 和 STA 同时工作吗？

	Zigbee

	硬件相关
	芯片功能对比
	请从编程开发⽅式、性能表现、功耗表现等⽅⾯列举⼀下 ESP32 单核与双核的区别？
	ESP32 芯片版本 v3.0 在软硬件使⽤上和之前版本的芯片有什么区别呢？
	ESP32 的 GPIO34 ~ GPIO39 管脚是否只能设置为输入模式？
	ESP32 有适配 Linux 平台驱动吗？
	模组屏蔽盖上的二维码扫描数据如何解读？
	ESP32 的 VDD3P3_RTC 是否支持单独电池供电？
	ESP32-PICO-D4 和 ESP32-PICO-V3 以及 ESP32-PICO-V3-02 有什么区别？
	ESP8266 是否支持 32 MHz 晶振频率？
	ESP 系列产品是否支持 Zephyr？
	如何通过芯片丝印，识别芯片版本？

	开发板使用
	ESP32-Korvo v1.1 开发板是否集成 LED driver 芯片？
	ESP-EYE 开发板运行发热过高如何改善？
	若开发板不使用 USB 供电，应如何使用管脚供电？
	ESP8266 连接手机热点，出现如下报错，有哪些原因？
	开发板 ESP32-Korvo-DU1906 中 DU1906 芯片音频数据通过什么协议与 ESP32 交互？
	是否有支持 POE 供电的以太网开发板？
	ESP32-DevKitC 开发板 LED 灯不亮，设备管理器也无法找到该设备，可能是什么原因导致的？
	文档中有提到 EN 按键，但在购买的开发板上没有找到该按键？
	使用 ESP32 开发板，连接 Windows 电脑后未在设备管理器中找到串口，有哪些原因？
	使用 ESP32-LyraT v4.3 音频开发板，长按 Boot 按键也很难进入下载模式，是什么原因？
	使用 ESP-WROOM-02D 模组，复位信号持续多久后模组会进入复位状态？
	ESP32-LyraT-Mini 开发板的原理图中将 ES8311 codec 芯片的模拟量输出连接到了 ES7243 ADC 芯片的输入，这样做的目的是什么？
	使用 ESP32-MINI-1 模组，串口上电打印日志如下，是什么原因？
	ESP32-S3-DevKitC-1 开发板的 RGB LED 连接的是哪个 GPIO?

	硬件设计
	ESP32 中 I2S 信号管脚过于分散，是否可以配置集中⼀些，例如配置到 GPIO5、GPIO18、GPIO23、GPIO19、GPIO22 或者 GPIO25、GPIO26、GPIO32、GPIO33 管脚上？
	ESP32 在 Light-sleep 模式下如何避免 VDD3P3_RTC 管脚的电压掉电？
	配置 ESP32 管脚有什么注意事项？
	乐鑫芯片 GPIO 最大承载电压是多少？
	ESP8266 电压电流需求？
	乐鑫 Wi-Fi 模组是否有单面板 PCB 的方案？
	使用电池为 ESP8266 供电有哪些注意事项？
	如何获取 ESP32 系列芯片 footprint？
	使用 ESP32-S2 芯片，用了 DVP camera 接口后还能接入语音吗？
	使用 ESP32 模块，使用 GPIO0 和 GPIO4 作为 I2C 信号接口，需要注意什么？
	ESP32 的外接 flash 占用了 GPIO6 ~ GPIO11，这 6 个 GPIO 是否还能作为 SPI 来使用？
	使用 ESP8285 芯片时，是否需要连接外部晶振？
	ESP32-D2WD 外接 PSRAM 的参考设计？
	ESP32 是否可以用 PWM 或 DAC 来播放音乐？
	为什么 ESP32 模组和 ESP32 芯片的建议工作电压范围不一样？
	自主设计模组 flash 擦除速度相比乐鑫模组较慢有哪些原因？
	ESP8266 为何上电瞬间会电流较大？
	ESP32 以太网 RMII 时钟选择有哪些？
	ESP32-LyraT 开发板扬声器接口规格？
	基于 ESP32 设计的模组，哪些管脚无法被用户使用？
	ESP32 如何使用管脚复位芯片？
	ESP8266 供电设计需要注意哪些问题？
	ESP8266 使用 TOUT 管脚做 ADC 采样时，超过 0 V ~ 1.0 V 是否会损坏管脚？
	使用板载天线的模组，对 PCB 和外壳设计有哪些要求？
	使用 ESP32 GPIO34 ~ GPIO39 是否可作为 UART 的 RX ？
	ESP32 模组外接 32 kHz 晶振参考设计？
	ESP32 模组 flash 是否支持 80 MHz 的 QIO 模式？
	如何配置 ESP32 以太网的 RMII 同步时钟？
	使用 ESP8266 芯片如何进行硬件复位？硬件复位信号是低电平有效还是高电平有效？复位的条件是什么？
	乐鑫原理图中的 NC 缩写是什么意思？
	如何在 ESP32-S2 中使用多天线？
	ESP32-C3F SPI CS0 是否需要外接 10 kΩ 上拉电阻？
	ESP-Skainet 有语音识别硬件设计参考吗？
	硬件上是否有必要接 32 kHz 的 RTC 晶振？
	使用 ESP32-MINI-1 模组，是否可提供 Altium Designer 的元件库？
	ESP8266 的 UART0 的输入电压能由 3.3 V 改为 1.8 V 吗？
	ESP8266 UART0 的电平是由 VDD 决定的，还是由 VDDPST 决定的？
	ESP32-D2WD 芯片外接 PSRAM 软件配置注意事项是什么？
	ESP32 芯片当 VDD 供电从 0 V 慢慢升到 3.3 V 时，芯片为何无法正常启动？
	使用 ESP32-WROOM-32D 模组，是否可以使用 GPIO12 用作其他功能？
	ESP32-WROOM-32D 模组的外接 flash，是否可以不使用 GPIO6 ~ GPIO11 的接口？
	ESP32 芯片设计模组，PCB 板是否需要加屏蔽盖？
	ESP32 的 I2S 的 CLK 管脚必须使用 GPIO0、GPIO1 或 GPIO3 吗？
	ESP32-U4WDH 芯片是否支持外接 PSRAM 芯片？
	ESP32 芯片是否支持使用 SPI0/SPI1 接口外接 SD NAND flash 来存储程序固件（而不是使用默认的 NOR flash）？
	是否支持基于 ESP32-S3R8 芯片外挂第二个 PSRAM 芯片？
	能否提供 ESP32-S3-WROOM-1 模组的 3D 模型和 Footprint 文件？
	ESP32/ESP32-S2/ESP32-C3/ESP32-S3 是否支持单独给 RTC 电源域供电来保持芯片低功耗工作？
	有哪些提高 EMC 性能的方法?
	ESP32-S3 U0TXD 为什么要预留 499 Ω 的电阻?
	如何在硬件上校准 ESP32-S3 ADC？
	如何基于 ESP32 系列芯片设计自动下载电路？
	在 ESP8266 芯片上应该使用哪种晶振？
	ESP32-C2、ESP32-C3 和 ESP32-C6 芯片是否支持外接 PSRAM 芯片？
	ESP32-C3 采用电池供电时，当供电电压逐渐下降，比如将电池放完电后再充电，ESP32-C3 可能会无法启动。此时，只能首先断开电池与 ESP32-C3 的连接，再重新连接充好电的电池，或者尝试在 3.3 V 引脚和 EN 引脚间连接一个稳压二极管才能让芯片正常启动，出现这种情况的根本原因是什么？有没有最佳的解决办法？
	ESP32 系列模组上的九宫格 GND 网格是否需要铺铜？

	射频相关
	ESP32 模组在 2.8 V 电源下运行，射频性能会有下降吗？
	乐鑫芯片支持的调制方式有哪些？
	如何获取乐鑫产品的 RF 相关的信息（如天线描述、天线辐射图等）用于认证？
	ESP32 使用 RF Test Tool 时为什么在高温 80 °C 下运行会自动降低发射功率？
	ESP32-WROVER-E 模组如何提高 Wi-Fi 信号的接收距离和强度？(应用场景：Wi-Fi 探针)
	如何烧写 phy_init 数据到 flash 中？
	客户⾃研产品如何优化⼆次谐波等杂散？
	80 MHz 倍频杂散较差该如何解决？
	使用乐鑫外接天线的模组，是否需要手动进行功率校准？
	使用 “RF 测试工具”设置 Wi-Fi “TX continues” 模式下，默认设置的 “default” 等级的占空比是多大？
	ESP 射频测试工具 是否支持单载波测试？
	ESP RF 测试固件 是否有对应的软件 API 用于在应用固件中实现相应的 RF 测试功能？

	工艺与 ESD 防护
	ESP32 ESD 测试注意事项有哪些？

	生产测试
	为什么部分模组使用 DIO/DOUT 时可以正常下载固件，但使用 QOUT/QIO 时程序无法正常运行？
	如何获取产测工具?
	ESP32 使用 esptool.py burn_custom_mac 命令写入用户自定义 MAC 地址，为什么通过 esptool.py read_mac 读到的还是出厂默认的 MAC 地址？
	ESP32-WROVER-E (16 MB flash）模组使用 Flash 下载工具下载多个单独的 bin 文件成功，但下载合并的固件 (12 MB) 失败，是什么原因？


	测试校验
	功耗测试指南
	ESP32 从 Deep-sleep 中唤醒时为何表现为重启的状态？
	ESP32 的休眠⽅式有哪⼏种？有什么区别？
	ESP32 Deep-sleep 可以通过任意 RTC_GPIO 唤醒吗？
	ESP8266 的 CHIP_PU 管脚为低电平时，芯片的功耗是多少？
	ESP32 进入 Light-sleep 时，仅配置 GPIO 唤醒而不配置定时器唤醒时，底电流为什么会升高？
	在 ESP32 的 Deep-sleep 模式下，使用内部 150 KHz 的 RTC 时钟或使用外部 32 KHz，哪个功耗更大？
	如果通过降低 CPU 主频的方法减少功耗，为了保证射频模块的正常运行对 CPU 主频有什么要求？
	使用 ESP32-S3 模组基于 esp-idf/examples/system/light_sleep 例程测试，如果单独使用 GPIO 唤醒源不使能 timer 唤醒时，功耗是 3 mA，与 datasheet 差别过大，可能是什么原因？
	基于 esp-idf/examples/system/deep_sleep 例程使用 Timer 唤醒时，将唤醒时间设置为 2.5 小时，却会在 1 小时左右的时间就唤醒，是什么原因？


	商务常见问题
	你们的产品通过哪些认证？
	请问贵司是否获得 ISO 质量管理体系认证？
	请问你们芯片和模组通过了 REACH、ROHS 等环保认证吗？
	你们在国内、欧洲、美国或加拿大有代理商吗？
	请问如何能成为乐鑫的代理商？
	贵司的产品信息在哪里可以查看？ 量产产品有哪些？
	你们的产品有⻓期供货保证吗？
	如何查看产品的标准包装量 (SPQ) 和最小起订量 (MOQ)？
	如何购买你们的产品？
	请问批量采购价格是多少？如何批量采购？
	请问你们各产品之间，有什么区别？包括不同系列与型号等。
	贵司模组本身有固件吗？我需要定制模组/芯片烧录，请问可否在出厂时候完成？价格如何？交期多久？我应如何操作？
	请问哪款产品支持 HomeKit？如何获取 Espressif HomeKit SDK？
	请问贵司的办公地点在哪里？
	请问你们技术的联系方式是什么？
	请问如何与贵司取得联系？
	请问如何可以快速识别贵司的模组为量产产品或 NPI 新品？


