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P Al

AR B AESE 5 1 5 ESP32 (4RI A B ARCF IR, a2k — 4] B B0 75 49 g s 4 ] {1 ESP-IDF
(Espressif IoT Development Framework) B B3 8, H-4wiF. FEE4 2 ESP32 - A& HTE.

#7il: iX/2 ESP-IDF branch release/v5. 1 AHY SCRY, A HAMAAS K SCRYESP-IDF 1Ak i A~ 2
%

1.1 R

ESP32 SoC ith i S F A T HIRE:

* 2.4 GHz Wi-Fi
o WA

o EiMERE Xtensa® 32 37 LX6 AU AL FHAE
o EARTIFETAL BEGS

o ZFhAMK

ESP32 3R] 40 nm T ZHInG, AARAEMIIFEERE. SPIPERE. FsE k. @RI &M, &0 45
I 3 S A R IIFER K -

IREE N P hE Bt e BB, REPFTIR, AT ESP32 B IIIT A . Horh, SREARITIT A 3145 ESP-IDF
EAE MBI PRI AR (oT) AT, A A WikFiL B2 REIFERETT T 2K

1.2 sy LR
121 @

o —iK ESP32 JF At
o USB %42k (A % Micro-B)
o ML (Windows, Linux 5{ macOS)

il Hul—28IF A Ml A2 USB Type C £ 1o A P O8] 5 28 A 40 SR EERTT S A

PATR 2 ESP32 B TP AR, i n] 1A SE S REEE R
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ESP32-DevKitC V4 Al 1351

RGN G T AT TF AR 66T ESP32-DevKitC V4 TF AR .

HESF AR

o ESP32-DevKitC V4 FF % #.
* USB A / micro USB B ##E4k
e PC (Windows, Linux #§ Mac OS)

BT ABRE AR, B RTE B R A2 7 T & B

ik ESP32-DevKitC V4 Jg JkiE —aCH T ESP32 BY/NRUTT Ao, M BRI 46 I 4 S 2 51
TP RN S RTARGE SCPRTG R, AN h Lk I 2 R ONE e F ORI A AR e e AR B

N T RN A PR, ESP32-DevKitC V4 38 SCRFPA N AN I L E :

o [k K ESP32 i1

— ESP32-WROOM-32E

— ESP32-WROOM-32UE

- ESP32-WROOM-32D

— ESP32-WROOM-32U

— ESP32-SOLO-1

— ESP32-WROVER-E

— ESP32-WROVER-IE
ESP32-WROOM-DA

o ATREHER EHER:
R R T A .

IyigieW]  ESP32-DevKitC V4 JFA M) FEAME. 120 Bl AT .

5V Power On LED  1/O Connector

CE R R N E LT L LY )
NS OW) E0 ZA ET OND ZT #1 L2 9T ST EE TE SE vE NA dA N3 EAE

EN Button ‘lrl-.-llillllllil

-
]
' -
Micro USB Port ——= : ESP32-WROOM-32
:
— ™
Boot Button @ - \ﬂ Hisssaaan -

@ D115|2 @ 4 16 17 S |18 19 GND 22 RX TX 22

USB-to-UART Bridge Optional Space for ESP32-WROVER

& 1: ESP32-DevKitC V4 (#z4% ESP32-WROOM-32)
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FEHG BEENE
ESP32-WROOM-32 HT BESP32 (. LR, &0, (ESP32-WROOM-32 i R Y .
EN SRR
Boot TR . HCT Boot ST OREE, MBS H— T EN (B ZINATT Boot )

A R B, R O

USB-to-UART #frfieds | i i USB-UART #iids, nlfflimih 3 Mbps (& 4imd =R .

Micro USB # 1. USB #10, IRty Bt L, %% PC #1 ESP32-WROOM-32 #
B A5 .

5V Power On LED TP EAGEE G (USB BN S V), SfintT 5o, H2EE, whiliax
L A% H SRR

/0 M PR A2 R IS E 51 2T AR HESE . APl AKX ESP32 iE

FF9AR, S PWM. ADC. DAC. I2C. I2S. SPI ZZFh1fifE.,

FUDRIEI  JT SR AT DA T = APl 07 XA AT e —

 Micro USB fitH1, (ERiA)
e 5V /GND &t
* 3V3/GND E it

B At Al IR, 75 00T HE S AR AR/ R A

s TR T I R (31 F0J3) A FRAITIRE, HEER 2 FR A1 B ESP32-DevKitC V4 (# 3%,
ESP32-WROOM-32) " Ji7.

2
Y ramTEm o
ﬂl
1 3V3 P 33V HIHE
2 EN I CHIP_PU, Reset
3 VP I GPIO36, ADC1_CHO, S_VP
4 VN I GPI1039, ADC1_CH3, S_VN
5 1034 | 1 GPIO34, ADC1_CH6, VDET _1
6 1035 | 1 GPIO35, ADC1_CH7, VDET_2
7 1032 | I/O GPIO32, ADC1_CH4, TOUCH_CHY, XTAL_32K_P
8 1033 | I/O GPI033, ADC1_CHS, TOUCH_CHS, XTAL_32K_N
9 1025 | I/O GPIO25, ADC1_CHS, DAC_1

10 1026 | /0 GPIO26, ADC2_CH9, DAC_2

11 1027 | 1/0 GP1027, ADC2_CH7, TOUCH_CH?7

12 1014 | 1/0 GPIO14, ADC2_CH6, TOUCH_CH6, MTMS
13 1012 | 1/0 GPIO12, ADC2_CHS5, TOUCH_CHS5, MTDI
14 GND | G B

15 1013 | 1/0 GPIO13, ADC2_CH4, TOUCH_CH4, MTCK
16 D2 /0 GPIO9, D22

17 D3 /0 GPIO10, D32

18 CMD | I/O GPIO11, CMD?

19 5V P 5V HR

VP AL I EIAG O Hi.
24 M DO, D1, D2, D3, CMD I CLK i ESP32 i -5 SPI flash [a] (4 Y EBil(5 , 4 -0 7arE Tt AR DI IUEELT USB it 0 4%
B BENE, XUEMBITAE, 5W0EER N SPI flash / SPIRAM 1) T.1E.
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J3

ESP32-DevKitC

0D/ID

0D/ID

(') (« @ ADC2_4 [TOUCH4_RTC _GPIO13.
D2
D3
!

ESP32 Specs

32-bit Xtensa® dual-core @240MHz

wE | BFR | KB | ThEE

1 GND | G Bl

2 1023 | I/O GPIO23

3 1022 | 1/O GPI1022

4 TX | 1/0 GPIO1, UOTXD

5 RX | 1/O GPIO3, UORXD

6 1021 | /O GPIO21

7 GND | G EH

8 1019 | /O GPIO19

9 1018 | I/O GPIO18

10 105 | I/O GPIO5

11 1017 | /O GPIO17?

12 1016 | /O GPIO16P%¢6.3

13 104 | 1/O GPIO4, ADC2_CHO, TOUCH_CHO

14 100 | I/O GPIOO, ADC2_CH1, TOUCH_CH1, Boot
16 102 | 1/0 GPIO2, ADC2_CH2, TOUCH_CH2

17 1015 | /O GPIO15, ADC2_CH3, TOUCH_CH3, MTDO
17 D1 /O GPIOg, D1

18 DO /O GPIO7, DO’

19 CLK | 1/0 GPIO6, CLK

0D/ID
0D/ID
0D/ID
0D/ID

32K XN
DAC_1
DAC_2
TOUCHT,

MTMS @0

0D/ID

MTDI

S_VP
S_VN
VDET_1
VDET_2
32K_XP_  TOUCH9,
TOUCHS

TOUCHS.

Wi-Fi IEEE 802.11 b/g/n 2.4GHz
BLuetooth 4.2 BR/EDR and BLE
520 KB SRAM (16 KB for cache)

448 KB ROM

34 GPIOs, 4x SPI, 3x UART, 2x I2C,
2x I2S, RMT, LED PWM, 1 host SD/eMMC/SDIO,
1 slave SDIO/SPI, TWAIe, 12-bit ADC, Ethernet

NI )y

ADC1_0
ADC1_3
ADC1_6
ADC1_7
ADC1_4
ADC1_5
ADC1_8
ADC2_9
ADC2_T
ADC2_6
ADC2_5

3V3
EN

RTC  GP1036
RTC GP1039
RTC  GP1034
RTC _GP1035
RTC __GP1032
RTC _GP1033
RTC _GP1025
RTC _GPI026
RTC _GP1027
RTC .GP1014
RTC _GP1012

GND

GPI09
GP1010
(< /DR GPIO11

5V0

& ESPRESSIF

GND,

GP1023 JVSPI_MOSI
& ESPRESSIF p—
ESP32-WROOM GPIO1 | UOTXD

GPI03 | UORXD CEIED

GP1021

GND

GPIO19 VSPLMISO. OD/IE

GPIQ18  VSPI_SCK | OD/IE

GPIO5 _ VSPLSS SDIO [ OD/IE/WPU

GPIO17, OD/IE

GPIO16, OD/IE

GPI04 _RTC, ADC2_0 . TOUCHO, OD/IE/WPD

GPIO0 LRTC_ ADC2_1 -TOUCH1, BOOT _ OD/IE/WPU

GPI02 _RTC, ADC2_2 _ TOUCH2, OD/IE/WPD

GPIO15; RTC; ADC2_3 [TOUCH3 B "1 [
GPIO8 DINDEETD !

GPI07 S Y oojie/weu I

[ EISCKID CIEIRD !

—\,— PWM Capable Pin

—>— P GPI0 Input Only

WPU: Weak Pull-up (Internal)
WPD: Weak Pull-down (Internal)
PU: Puil-up (External)

|E: Input Enable (After Reset)

1D: input Disabled (After Reset)
OE: Qutput Enable (After Reset)
0D: Output Disabled (After Reset)

@EI® GPIO Input and Output

DAC_X ' Digital-to-Analog Converter
DEBUG = JTAG for Debugging
FLASH  External Flash Memory (SPI)
Analog-to-Digital Converter
Touch Sensor Input Channel I
Other Related Functions '
Serial for Debug/Programming.
Arduino Related Functions
Strapping Pin Functions

RTC Power Domain (VDD3P3_RTC)
Ground

Power Rails (3v3 and 5V)

Pin Shared with the Flash Memory
Can't be used as regular GPIO

& 2: ESP32-DevKitC & it/ (k)

A5G CIS fids LA ESP32-DevKitC J A Al _EI¥ C1S AT REAFAEDA T [ :

3 % GPIO16 1 GPIO17 {3 F T4 2k ESP32-WROOM 51§11 ESP32-SOLO-1 - %4, #iZk ESP32-WROVER Z 41 H & )
BY%% 1 GPIO16 F1 GPIO17 {584 Pt i
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o TP hcti EHUERTREREA N HAis;

o AR P GPIOO i, CLS ATRE MG
PRI C15 W REZ AT AR, WIMTUARE C15 5eMlk. C1S FEIF AR B R AR AL I T P
BT

od N
IERN ey
o z

K 3: C15 (i) 7F ESP32-DevKitC V4 JT & # R &

W R FIF & ESP32-DevKitC V4 EHUAT, 5 E SCHIAIT KM 5E 4 Jotnt «
BUE, TR AT S R B, AR BETT BT, H R I H ek BT KA.

| 48.2 mm

LKD8 D1 1S 2 @ 4 16 17 5 18 19GND 21 RX TX 22 23 GND

Y
\4

27.9 mm

-
-
b
2
g
ol
=
A
S

I 4: ESP32-DevKitC F- % MR <+ (H22k ESP32-WROOM-32 #i41) -- 13k &l

TR T

FHSE SR
« ESP32-DevKitC V4 JEF %] (PDF)
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KESP32 $iAHHE15» (PDF)

(ESP32-WROOM-32 £ R#ik&45) (PDF)

(ESP32-WROOM-32D & ESP32-WROOM-32U # R#ik%+45» (PDF)
(ESP32-WROOM-DA i R#i#&15» (PDF)

(ESP32-WROVER # A#iA%45)» (PDF)

(ESP32-WROVER-B # R#i#%1» (PDF)

IREEFE IR TR

B RATF MBI TE Z B S0, iR R TRATBIRT 555K sales@espressif.com

ESP32-DevKitC V2 A 1451
AIEEEAE T A 4R 8 ESP32-DevKitC V2 Ff &4

A2 T

* ESP32-DevKitC V2 It % #.
» USB A / micro USB B $j(#}&4k
e PC (Windows, Linux B macOS)

T ABRE N2 Y . B RIE B R A2 T AL B

& ESP32-DevKitC V2 2 'R3E —#{CET ESP32 IR/NRMTF 2o, AR ERLALI 46 KA I E 51 i
TP RN GG SR TR, ANl B e AN, BRI A T S AR R

Dyedil]  ESP32-DevKitC V2 JFA MY T2, He i gzl XL T .

ESP-WROOM-32

12 GND 1013 502 SDJ C

I 5: ESP32-DevKitC V2 T %4k
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FEHG BEENE

ESP32-WROOM-32 HT BESP32 (. LR, &0, (ESP32-WROOM-32 i R Y .

EN SRR

Boot TR . HCT Boot ST OREE, MBS H— T EN (B ZINATT Boot )
BEA R FE B, a0

Micro USB 3 [ USB #211. w] H/EH ARG AE R YR, 5i%E$H: PC il ESP32-WROOM-32 #5
HEERED .

/0 M A2 B 46 R B EL 5 T 2 HF A B HEET . FH PRI RAXT ESP32 i
T, 23l PWM., ADC. DAC, I2C, I2S. SPI%:Z£fhzhfE.

HLDRIEI  JT BAR PT AT =ik 07 s AR e —

» Micro USB it/ (ZRiA)
+ 5V /GND %t
« 3V3/GND %5t

iy bR RN R, 75 AT BE S AT A AR/ S YR

WNREFIFA  ESP32-DevKitC V2 _EHIFT, 1§ 5 SCHIIATT AR se 4 Jotit -
BUE, AP AT PR 3 BT, AR TRCETT I, IR 0 H RSk BRI KR

HIZE3CR
« ESP32-DevKitC 51 [ (PDF)

o (ESP32 i ARHIHE45Y (PDF)
(ESP32-WROOM-32 $ R#ik%F» (PDF)

ESP-WROVER-KIT V4.1 A |51

AIEH A T AT AR 61 ESP-WROVER-KIT V4.1 JF A A S H I RERIAH S BC L«

HEd5 TR

o ESP-WROVER-KIT V4.1 7 % %
« USB 2.0 ##li4k (A % Micro-B)
e PC (Windows, Linux B macOS)

BT ABRE N2 Y, B RIE B R A2 T AL B

WA  ESP-WROVER-KIT & 52 — 3T ESP32 fIF KA.
ESP-WROVER-KIT J| & H &L S5 7 4 N 244

o ESP32-WROVER-E #i2H
* LCD
* microSD A

I4h, ESP-WROVER-KIT [#)tr 2 ACYEFEERL T St 2 v USB My (FTDIFT2232HL), fifHt
BN E B USB 42 1, fi ] JTAG X} ESP32 #4701, ToFa 404 JTAG 1Hif#% . ESP-WROVER-KIT
AT AN AL B H AR AR SR BT A ARG .

NTETRN, B B A IS BT | AT 2 AR5 .
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#51E: ESP32 1) GPIO16 11 GPIO17 45 I H1/E PSRAM [ i Mt 4p 55 . BRAIEOLT, N T4 H Pt
AR, XIS GPIO & IS | H 2 A ARG

Dpiiettid  ESP-WROVER-KIT JT A 4 3= A F A7 3R BT

seras
crystal

11O expand
UsE 3.2inch
Connector
1 Camera
1 MicroSD
USB_jV
EXT_5V RGB LED
K 6: ESP-WROVER-KIT 3 fEHE [&]
DyeitW]  ESP-WROVER-KIT JF 2R i) LA 4% 0 Beda il UL T .
FT2232HL  32.768 kHz
MicroSD Card Slot. 0R
1/0 Connector ESP32-WROVER-E
Diagnostic LEDs
UART
RGB LED spl
Camera Connector CTS/RTS
[Esle] JTAG
5V Power On LED
5V Input USB Port
EN Button
Power Switch Boot Button
& 7: ESP-WROVER-KIT F % i &) - AL IR
NEENG VIR R, AR
o WA EAITEG, PABBEHIDUT 48 T 18] 1 e 32 2404
SRS AR RERIUT Y40 T I 2 v 3 S
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LCD
K| 8: ESP-WROVER-KIT JT & i 5 - et /&

FEANG HEANLE

FT2232HL FT2232HL Z #pi USB %% 5 O #fr B gv. JF % A b1l i USB #2 11 %}
FT2232HL ;ts A #EA7E f 4 e, 5 ESP32 @7 4%, FT2232HL ifh H Al
TEHIA A $#2{1k USB-to-JTAG 2 L1 UJRE, Jf¥EiHE B $2it USB-to-Serial %11
oige, AR A RN LS. #0 ESP-WROVER-KIT V4.1 J5#
.

32.768 kHz 32.768 kHz fidi%, w3k Deep-sleep | i A ARG D EERT 4
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TEA A IFERGU IR, ELEAS IR By S de
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2
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AbFHRE
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Jall e

UART g2 0. FT2232HL #l ESP32 4T TX/RX (E 228 & JP2 s, ZRik
THOUT, XPESE S gk i . SR THF M ESP32 BLdd s 1, JwT
FEBRAH BRI, AR ZH %42 2 A AN AR Tk

SPI ERINTEOLT, ESP32 {fi ] SPI #2191 N & flash Al PSRAM., {ii i 265 1
13 ESP32 FIH A SPT % & . XFEOLT, T¥Gmaisrg ik (CS) {55
R, RO T/ERE N33V,

CTS/RTS B OGS BHBAANEZ 2B, b T EeE%TIee, W2 FHBkZE
B TP 14 [AH VA o

ITAG JTAG #:110. FT2232HL F1 ESP32 1% JITAG (Z2CE|H £ IP2 s . Bk
TR, XMW ESAERE. WFHMRE JITAG, L TR Ny, &
FEHRLE -

USB i 11 USB #11. o] {IAEH ARG HEE G, sk PC I & r (42 1 .

EN VR R

BOOT ## 4 TRk . $5T Boot HEITLREF, [FIHE—F EN & (MLHERZAN T Boot i)
HEA CREPERE B, dEadEp R S

YR K E?ﬁﬁa‘éo P 1] Boot #55g—Ml, FF &AM L HL; 5 % Boot #5#—M, FF &M
i,

HL YR BEREIT ¢ ESP-WROVER-KIT F % #i v] i1t USB Jiis 15k 5V iy A$z D fEf . H Pl {f
FH Bk e MEAE W AR L B AR A e . B2 R R, T LR TR A R
W 56 TPT IR A A .

5V Input S5V HEREO. NFrAERSEIERE DT, 5.5x 2.1 mm, HUO0IE. BUUEFF

T I N

KWHBHEAT ORI tense v 107 -e0n6836 103
), RTINS, ©

ST, RSB LT A % 2-g0a68361
5V-t0-3.3V 1 5 5%%@%%‘% T/(1A)., NCP1117 e KH K+ H 1

Ao *)iJ:LDijle%JtHEEF {ELH ot ] AT P EL A AT A% it R s Y
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ESP32 5 Ji5y id  ESP32 RLLH A4 I o 28 s el _E 20 oy O AN RE s . SR RAE DX
PR E BECE AR, WA BT AR . Eetn, A8 K/TP4 HERH REEBAN (T, X 28 GPIO W]
T HA i

R IR s 2 AR, ATt B AL SOONTRE R A R R E T, Ee A GPIOO 1 GPIO2., iy T4 i
i, —LEAPREBA AT [RIINGET , Befn, fi T JTAG A1 SD -RAEFE A, PR —2e 1] SD <30
REAY N I JCIA [l N 247 JTAG sl

FAAEOLR, ARGl E G . Hedn, LCD Ji#efl SD KA —4> GPIO21 A, ] A A .
AT LCD Bifed it D/C (B fdl) (55, HHTEOR B SD R RAGIES . aJess 6
FARMINRE, TR RIEATAE L R R167 KAEHZI0AE. Heif, LCD A1 SD -RAf AT [] i i1

WM N A, 3T —F T R

LR VO &% /JPL JPL R AE 14 x 2 N HEsE, RRIIRERT LR “V/O™ FI 4. Pl
CHT SN T AR B AR B A

H#H I/0 I/0 H#H

n/a 3.3V GND n/a

NC/XTAL 1032 1033 NC/XTAL

JTAG, microSD 1012 1013 JTAG, microSD

JTAG, microSD 1014 1027 Bg sk

Bk 1026 1025 %k, LCD

Wk 1035 1034 gk

gk 1039 1036 gk

JTAG EN 1023 %k, LCD

%3, LCD 1022 1021 %3k, LCD, microSD
%k, LCD 1019 1018 %k, LCD

Bz, LCD 105 1017 PSRAM

PSRAM 1016 104 LED, #1%3L, microSD
#1%3. LED, Boot 100 102 LED, microSD

JTAG, microSD 1015 5V

Vi

NC/XTAL - 32.768 kHz &5 &

JTAG - JTAG/JIP2

Boot - Boot $#8#/SW2

Betg sk - A%k IP4

LED - RGB LED

microSD - microSD Card/J4

LCD - LCD/US

PSRAM - ESP32-WROVER-E ) PSRAM

32.768 kHz ¥

ESP32 &
GP1032

GPIO33

i BOAEOUT, & GPIO32 #il GPIO33 iR £ k. Wik, N THIEE S5, XA
AT R JPL VO Hiegs. @R R11 8 R23 401 0 BRHFHEL £ R12 5§ R24 4, PAKF GP1032
1 GPIO33 i M L HRFE 2 IP1,
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SPI Flash/JP2

ESP32 &

CLK/GPIO6

SDO/GPIO7

SD1/GPIO8

SD2/GPIO9

SD3/GPIO10

NN | W~

CMD/GPIO11

#41E: SPIFlash B T U NERINAE. Bt XN ORI AN SPT s, UM T I = s

eI

T WIALRY flash SR CLHAE O WCHLfH R140 ~ R145 JE8 S HER JP2, AIRTE 2R flash (1 TARMRAR 2

1t 80 MHz, DAIKEIfRILE 2 f

IP2 Wit

2 12 ik
SR

PESE Y, HIFEER R140 ~ R145 fiPH, RERCALRY flash S 45 HFR

JTAG/JP2
. | ESP32 &H JTAG 55
1 | EN TRST_N
2 | MTMS/GPIO14 | TMS
3 | MTDO/GPIO15 | TDO
4 | MTDI/GPIO12 | TDI
5 | MTCK/GPIO13 | TCK
J./JP4
WIS eopr wm | mERES
1 n/a 3.3V
2 | n/a Hh,
3 | GPIO27 SIO_C/SCCB H5h
4 | GPIO26 SIO_D/SCCB H¥E
5 | GPIO25 VSYNC/Z f [f)
6 | GPIO23 HREF//K V-5 7%
7 | GP1022 PCLK/M& 2 i
8 | GPIO21 XCLK/Z& S} h
9 | GPIO35 D7/ Z 53 Bit 7
10 | GPIO34 D6/ Z K Bit 6
11 | GPIO39 D5/f8 Z B3 Bit 5
12 | GPIO36 D4/15 Z R Bit 4
13 | GPIO19 D3/f8 Z 53 Bit 3
14 | GPIO18 D2/ Z 554k Bit 2
15 | GPIO5 D1/ Z 53 Bit 1
16 | GPIO4 DO/f3 Z 54 Bit 0
17 | GPIOO RESET/#:% 35 i/
18 | n/a PWDN/35 1% 3L
* DO 3| D7 JpHef5 3k %t 2.2k
RGB LED
. | ESP32 &M | RGB LED
1 | GPIOO AR
2 | GPIO2 g
3 | GPIO4 g
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microSD |
ESP32 &/ microSD {5 &
| MTDI/GPIO12 DATA2
) MTCK/GPIO13 CD/DATA3
3 MTDO/GPIO15 CMD
4 MTMS/GPIO14 CLK
5 GPIO2 DATAO
6 GPIO4 DATAI1
- GPIO21 Card Detect
LCD/US _

. | ESP32 &M | LCD (52

1 | GPIO18 A

2 | GPIO19 SCL

3 | GPIO21 D/C

4 | GPIO22 CS

5 | GPIO23 SDA

6 | GPIO25 SDO

7 | GPIO5 wot

WNFYFIFL  ESP-WROVER-KIT FRUET, 115 SEHIATT A thse i Tofit -

PGV AR I PR R R AR, TR AN AR R

o fHJN IPT MRS, VEFE USB WJT A AR .
o 0 IP2 AR, flfE UART 15 .
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USB 28k UART @15

TR H AR
FIHF WLdEIF%, SV Power On LED [ 5555

IEATFHEIFR BUE, RPN T 23 Y, AR W SCETT R, iR I H ek
EVENIUPI T

AT LAE IDF A0 R 8 o fita (BSP).
PATR g i 75 ESP-WROVER-KIT JF A ARAE FAH K1 75 il

e H . LCD /Rfi|: peripherals/spi_master/Icd
e SD KA/~ : storage/sd_card
o %3 R . https://github.com/espressif/esp32-camera

FHIRESCRY

ESP-WROVER-KIT V4.1 J5i3 & (PDF)

ESP-WROVER-KIT V4.1 75 (DXF)
KESP32 £ AR¥tEH» (PDF)
(ESP32-WROVER-E #; R#i#%1» (PDF)

JTAG 33X,

H/W 5214 5%

ESP-WROVER-KIT V3 A[ 451

AIEF NG T W T AR (1) ESP-WROVER-KIT V3 JT- %y K H I RERIH KL L . 4 ¢ ESP-WROVER-KIT
HAURARING, W50 H/W 855 .

HEe LA

e ESP-WROVER-KIT V3 Ff & #&
» USB %4k (A %% Micro-B)
e PC (Windows. Linux Bf macOS)

GERTLABRE Ay, ELHEEIE BLR A2 A T R
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Hk ESP-WROVER-KIT & 82 —2ET ESP32 (I %M, £ T LCD J#EE ] microSD -Ff#,
ESP-WROVER-KIT AJ 35 PA T ESP32 K4 :

» ESP32-WROOM-32
» ESP32-WROVER Z¥I|##igH

14, ESP-WROVER-KIT R ATE T4 T — 3k Je#E 2 ¥ USB #r#s (FTDI FT2232HL), fifdf
KN E BT USB #2171, ffi ] JTAG % ESP32 #4791t , TSN ITAG #1525 . ESP-WROVER-KIT
AT R N R B (R EARCEL AR 8 1 T A IR T

NT BTN, B R 3 5 | A TT A5 .

#7E: %R A ESP32-WROVER #2401 GPIO16 i1 GPIO17 45 Il /E PSRAM [y F- e FI 4052 BAN
BUR, HTHH PSRRI EGE, XA GPIO IS [ H 2 I A ARG .

Dpiiettid  ESP-WROVER-KIT JT S 14 3= B F A4 T7 3R BT -

32.768KHz
1110 expand
| LCD:
USB 3.2inch
Connector
1 Camera
t MicroSD
EXT_5V gy \ﬂl M RGB LED
[ 9: ESP-WROVER-KIT T HEHE ]
DyigieW]  ESP-WROVER-KIT JF A Ml 32410 #2 1 KAz il XL T
NEENET IR A,
o NIERA EMITIR, DAY /48 75 L A 41
o SRJEVAIRIRERI T /44 T P 2 il B
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32.768
kHz
Micro OR
SD Card
ESP32
e Module
FT2232
RGB
LED
5 gl
UART
Camera
SPI
LDO
CTS
RTS
5V
Input JTAG
Power Power
Eokt Key USB Boot EN
& 10: ESP-WROVER-KIT F % M J5) -- AL I
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FTEHG BEENE

32.768 kHz 5N 32768 kHz (¥, 5Lt Deep-sleep 1 AT RERTED .

0 FRCHEFH ESP-WROVER-KIT Jf % Mk it 77—~ O BRHLFH, PIFEN & ESP32 R 511540
TEAFEDFERC T R, B RR s 0 Tiae -

ESP32 54 1] %5 ESP32-WROOM-32 & ESP32-WROVER, ESP32-WROVER iz 52%%
£ T ESP32-WROOM-32 W T A BIRE, H.PHE 32-Mbit PSRAM, AJ#E4ER
T A M4t 23 [B) R B s AL 3L T o

FT2232 FT2232 Z i USB i M f%dn . JF & AN vl USB 4% 1 X FT2232
SR AT AN R AR, 5 ESP32 ay 4., FT2232 008 A Al 7E 8 A $2 45
USB-to-JTAG #: M Yjfig, H{EifiA B $#2it USB-to-Serial £ 1 Tyfig, I
RN I 5. W ESP-WROVER-KIT V3 JF ],

UART 511, FT2232HL il ESP32 {47 TX/RX 2L 5[ H & JP11 fFine. BRiA
THOUT, XPES h kg Rz . AR E kT FT2232 i f] ESP32 #5145
I, N R Bl AR, R 1% 1 28 FLA Z R ER Tk g% o

SPI RN LT, ESP32 i fl SPI 422 19717 A & flash A1 PSRAM., fifi X 2£5]
[ %8z ESP32 FIH A SPT %45, XAMEOLT, FFIGINASMY Fik (CS) /7
o ER, kN ESP32-WROVER 4R}, %32 1000 T/ERE N 1.8V 1k
I ESP32-WROOM-32 I}, %3 i TAERE R 3.3 V.

CTS/RTS B OREES  EREBANERZ K. A T HBIZII6E, W70 Bk IE A
BEE TP 14 AH A5

JTAG JTAG ;1. FT2232HL Fl1 ESP32 ) JTAG 25| % JP8 lpiur. ZRik
BT, X G S AR, WFRMHEE JITAG, T IE LR NG, &
FERLIE .

EN A

Boot A . 152 Boot HEIFLRHF, [FIHE— R EN g (MLEERZAN T Boot i)
s CREAETEY AR, R TR E .

USB USB #: 11, w] HIAETF At pg Bt i, s s: PC M A vyl 4 1 .

(VSIS P USB i —MI, JFAM H; #5725 USB f#dd—Ml, JFAMubir.,

YRR K ESP-WROVER-KIT F % i n] i ik USB Jis 115k 5V iy A$z LI fkH . I Pl {f
FH Bk e MEAE WAL AR B T . B 2R R L, T W EE TR A R
WA 5% IPT HERESR AR .

5V Input 5V HUEE: D EBUNAET KoM B dhiztT (RiER: PC) BHMER . U T4 i fr
TAE T e HL i

LDO 5V-10-3.3V K JE 2= 2 H & [k %% NCP1117(1A), NCP1117 fix ) i HE oA 1
Ao B b LDO [l 2 iy b W, {HR Pt mT DA FH B R AR Sy L )
LDO. ®HZ{ZH,, il ESP-WROVER-KIT V3 5[4,

gk B0, bR E OV7670 A5 kAR bR,

RGB LED CLERE RO A, nTi PWM (ks se BRI 4554

/0 Me BRI T A Y 25 1 2T B HEE . W AT ESP32 #5474

2, SLH PWM, ADC, DAC, I2C. I2S. SPI %ZFIgE,

microSD < F#

0T 2 SR 2 B s A T O Y T A3

LCD 7R p#

SCREMGSE—3K 3.27 /) SPI (BRUEPUZeERFTAME 1) LCD EoRgs, 15 W ESP-
WROVER-KIT & # 7R &y -- 1P ALHE .

peELENL Il S 4HEE, BCEITAMRENEE, HR R LI RE L T
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ESP32 f5JHIsr il ESP32 R ¥4 Tl 4 i e B2 o5 YO T O ERRE AR i5e i o QSR L A TN 17
MRFERE (AR TERE, WHRAT BT IAEA T . Eetn, SRESIPA HEEH R ERAMI AL, WX L GPIO W] ff]
THA A

MR IR s 2 A TRE, ATt B AL SOONTRE R A R R E T, EC A GPIOO 1 GPIO2, iy T4 i
i, —LEANREBA TR G, et fi T JTAG A1 SD -RAEFE MM, PR —2e 1] SD K30
REAY N I JCIA [ N 247 JTAG st

FAAEOLR, ARG ATE G . Hedn, LCD Bl SD R —4> GPIO21 A& ], W] AR A .
AT LCD Bt D/IC (Bdlaizhl) {55, FF M TEOR A SD Ry CD (55 (RadlfES)-
WTEF R AR INRE, IF AN FIE T VAl L #E Bk R167 RASHZIIAE . JEIS, LCD Al SD -RAf u] [a] i fi
A

WM A G, 3T —FT R A

TL VO B /JPL IP1 TR 14 x 2 NHEEE, BARTIREW W R R “1/O” BRI/ 4e. Wil
“HHT B T X S A AR A T

H+H 1/0 I/0 H+H

n/a 3.3V | GND | n/a

NC/XTAL 1032 | 1033 | NC/XTAL

JTAG, microSD 1012 | 1013 | JTAG, microSD

JTAG, microSD 1014 | 1027 | #1%3k

Bk 1026 | 1025 | $#:f43L, LCD

gk 1035 | 1034 | ik

gk 1039 | 1036 | ##:f5:k

JTAG EN | 1023 | ##f53k, LCD

B3, LCD 1022 | 1021 | #:1%3L, LCD, microSD
%, LCD 1019 | 1018 | #f%%, LCD

Bk, LCD 105 1017 | PSRAM

PSRAM 1016 | 104 LED, #if%3L, microSD
%3k, LED, Boot | IO0 | 102 | LED, microSD

JTAG, microSD 1015 | 5V

N
=

NC/XTAL - 32.768 kHz Oscillator

JTAG - JTAG / JPS

Boot - Boot ##48 / SW2

Bk - $RA% K /IP4

LED - RGB LED

microSD - microSD Card / J4

LCD-LCD /U5

PSRAM - {5 F Tk ESP32-WROVER [t «

32.768 kHz ¥

ESP32 &k
GP1032

GPIO33

i BOAKSOUT, A8 GPIO32 Ml GPIO33 CLiffk A k. Ik, i T ARIEF S H e BrE, EPE
BIFFR R 2 JPL /O 3EH: . M Al iiad Ff RIT/R23 4b i O BRALPHAS % R12/R24 4b, PAKF GP1032 FiI
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GPIO33 Wi M MBI 2 JP1,

SPI Flash / JP13

ESP32 &/
) CLK / GPIO6
5 SDO0 / GPIO7
3 SD1 / GPIOS8
4 SD2 / GPIO9
5 SD3 / GPIO10
6 CMD / GPIO11

i B flash ST 0 ORI R140 ~ R145 JE 5 B HEEE JP13. QIR 2EKF flash 1 TR
75 80 MHz, y [ ik BIPRULE (5 558 SIS H Y, d@IURSER R140 ~ R145 MU, KFRE4LY flash B2k 5

HEEE IP2 BT
JTAG / JP8
ESP32 & JTAG 55
1 EN TRST_N
) MTMS / GPIO14 T™S
3 MTDO / GPIO15 TDO
4 MTDI / GPIO12 TDI
5 MTCK / GPIO13 TCK
#1531 JP4
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ESP32 EH BELES

1. n/a 3.3V

2. n/a e

N GPIO27 SIO_C / SCCB i

A GPIO26 SIO_D / SCCB ¥

S GPIO25 VSYNC / 7 f [l 2

6. GPI1023 HREF / /K F-52%

. GPI022 PCLK / G Z %

N GPIO21 XCLK / A5

N GPIO35 D7/ B Z KR Bit 7
10. GPIO34 D6 / G Z Kt Bit 6
1 GPIO39 D5 / % Z idE Bit 5
12. GPIO36 D4 /B Z K Bit 4
13. GPIO19 D3/ B & & Bit 3
1. GPIOI8 D2/ % Z KdE Bit 2
15. GPIOS DI /g Z 5 Bit 1
16. GPIO4 DO / 1 Z5H Bit 0
17. GPIOO RESET / 8 %4 {if
18. n/a PWDN / S 3K B

* DO £ D7 N BB a2k

RGB LED
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ESP32 & RGB LED
N GPIOO ARE)
5 GPIO2 Z3)
N GPIO4 k)
microSD |
ESP32 &/ microSD {5 &
N MTDI / GPIO12 DATA2
N MTCK / GPIO13 CD / DATA3
N MTDO / GPIO15 CMD
A MTMS / GPIO14 CLK
s GPIO2 DATAOQ
A GPIO4 DATA1
. GPIO21 CD
LCD/ U5
ESP32 & Hj LCD 55
N GPIO18 A
N GPIO19 SCL
N GPIO21 D/C
. GPI0O22 CS
s GPI023 SDA
. GPIO25 SDO
. GPIOS =t

WRETFIFE  ESP-WROVER-KIT EHURT, 31 SeifilIT AR S i Teiit .
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PIUGEBERE R IR R IR, RN SR ME AL B .

o N IPT MRS, 1EF USB AJT ARl
o i) IPLL MEEgS, (ERE UART @ fH.

USB@R _ fERE UART B8

RN B AR
FTIF WIRIFY:, SV Power On LED [/ 57,

AR e, RN T i B, AR A ETT BT, iR Bl H besx
ZEIERTT R
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1013 TCK 1013
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102 102
100 REF_CLK See note 1
104 104
1016 1016 (NC) | See note 2
1017 1017 (NC) | See note 2
105 Reset_N See note 1
1018 MDIO
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1021 TX_EN
RXDO RXD
TXDO TXD
1022 TXDI[1]
1023 MDC
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Mo A ESP32 i) GP1016 Fl GPIO17 451l # I T4 HAt R £ PSRAM Ryf4H , Ll ESP32-
WROOM-32D & ESP32-SOLO-1,

2. HATHREHRIT ) i e 4371 X AICEL
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GPIO 55y Be A4S

ESP32-WROVER-B | IP101GRI | UART | JTAG | GPIO Comments
S_VP 1036

S_VN 1039

1034 1034

1035 1035

1032 1032

1033 1033

1025 RXDIO0]

1026 RXDI[1]

1027 CRS_DV

1014 T™S 1014

1012 TDI 1012

1013 RTS TCK 1013

1015 CTS TDO 1015

102 102

100 REF_CLK See note 1
104 104

1016 1016 (NC) | See note 2
1017 1017 (NC) | See note 2
105 Reset_N See note 1
1018 MDIO

1019 TXD[0]

1021 TX_EN

RXDO RXD

TXDO TXD

1022 TXDI[1]

1023 MDC

ke

1. AR 1k ESP32 ] GPTIOO [ I HUIRAS3Z PHY M4 i 52, PHY ] RESET_N BRACH{E, PAX
M PHY filtehdi . B, &ATEd GPIOS #45ii RESET_N DAFT A B8P th . 2 WLPHY M3z
B RMIL it 4F o X Joiilat RESET_N 5¢ P Hppd ) PHY , PHY 78U f i nl e ZER4R /i g
AR SR, S5 00H RESET_N 28], BRUATEOLUT SRy 25/, I Lot ESP32 FF . A
X%, WS ESP32-Ethernet-Kit V1.1 DURMEEM (A #) JREEA

2. ESP32 s i i) GPIO16 #i1 GPIO17 & %A 5| i & ESP32-WROVER-B R 4H (& B, [ L o g
Ao Nl H ESP32 (1) GP1016 Al GPIO17 451, # S s e HoAth R4 PSRAM [y, Hedn ESP32-
WROOM-32D =} ESP32-SOLO-1.,

WHRF A ESP32-Ethernet-Kit FHLET, 15 B JeHfiiATF Z AR SE G Toft .
MG E

Lg%, A RMAE (AR) ERITAEF SRS ONIRES, (F DhRBERIF LA T ERIAIRES .
2. AT RN AR E AN, AR R TGS

3. BRI PATESEPOE 45 (B #) , (HURE] B ISR AT ] SR I

4. ffiff] USB Bl frvA K448 (A 4R) 3 ZE PC,

5. % HLJRIFEM GND #£ % 5V0 —1ll, JtH}, 5V Power On LED [ %%,

XTGP B, WERIER R AT R Y, AR R EIT RIS, H s Bl H bk

EVENIUPIY 4
W ILTEREN T — 210, BREE 5E ik pra IR
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B S MR UK MR B 7 58 O R RS 15 BRI AR S, 80] PARC & B2 5% ethernet/basic 75 .
ATRB LTI AR M I RE, 2R PHY, W $EESP32-Ethernet-Kit V1.1 F & A F ) IP101GRI .

%1%} ESP32-Ethernet-Kit V1.0 14§ 212

* Jit GPIOO S #H J i Bp 2 fik4s PHY J7 2 WCHh i PHY MIAMEZ LR SR, $RALA 445 GPIOO. JR T
EHIA PR S PRE OSC_EN 1) 102 BEjik, nI FHAEHAD A&

* AP 1k ESP32 fll] GPIOO 1) | FARASAZ 2 PHY {20 Hh 5207, PHY {ll) RESET_N BRACKHAG, %
M PHY M ah . 15T GPIOS #2574 RESET_N 47 FFZ i s e

o F%I5 FT2232H 515 B (94N SPI Flash U6,

o MR R HEE 14,

% nTRST ITAG {55, FHM 1) GPIO4 n] A HAth Hl &

« GPIO15 £ [y FhidifH R68 #£ 2 JTAG [ MTDO il .

o TN A BRI B AGEREE BB R (D SO dE A B AREIPLSY ) . RFESE A A B 2 HE 4
HEEFECA 1 HE 4 EFHEREFD 1 HE 4 £FHEER . AN 4 SFHEEHHERIHERRHEN 222578 B #l L.

ESP32-Ethernet-Kit it A<
o ESP32-Ethernet-Kit V1.0 N113& %

FHOR SR

ESP32-Ethernet-Kit V1.1 DAIA ML (A #7) JEHEE (PDF)
ESP32-Ethernet-Kit V1.0 PoE T-#z (B #t) B & (PDF)
ESP32 7 A ¥ikE 15 (PDF)

ESP32-WROVER-B A #i#% 43 (PDF)

JTAG 3%,

H/W Rt 5

B RATF KA B Z BT SR, THICRIRATHIRG 55711 sales@espressif.com.

ESP32-DevKitS(-R)

SN T IR % BSP32 RIS ESP32-DevKitS(-R).

ESP32-DevKitS(-R) 4% ik IT KR, 452 ESP32-DevKitS {1 ESP32-DevKitS-R., S ftF iM% (spring), R
{3 WROVER #4.

ESP32-DevKitS ESP32-DevKitS-R

ARG IR N

o N T35 &: BB T ESP32-DevKitS(-R) FIE . BRI E 5
o B A PEYIAEE T ESP32-DevKitS(-R) [ RE
o A& A% B T AH KR SURY B .
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ATHER AR NE T Ui g - ESP32-DevKitS(-R). FF3iB4r 1242 T ESP32-DevKitS(-R), 4o/ 1
FIEA NG T [EREAE ESP32-DevKitS(-R) 2552l . fic B Sbesi [l {4

fii& ESP32-DevKitS(-R) j SR #E &4 ESP32 Bt i bes kAR, Joffff ESP32 ML 5 Ht JEURIF -5 L Jt 4
ERT AT He% . ESP32-DevKitS(-R) FAEME4LS, nI {123l ESP32-DevKitC f/NRTF A AR o

ESP32-DevKitS #1 ESP32-DevKitS-R AV {45 5 A AT, F T &R [EH ESP32 #54H ,

¢ ESP32-DevKitS:

— ESP32-WROOM-32
ESP32-WROOM-32D
ESP32-WROOM-32U
ESP32-SOLO-1
ESP32-WROOM-32E

— ESP32-WROOM-32UE
¢ ESP32-DevKitS-R:

— ESP32-WROVER (PCB & IPEX)

— ESP32-WROVER-B (PCB & IPEX)

— ESP32-WROVER-E

— ESP32-WROVER-IE

AR MR RAEE, WS% ESP32 RIIF4L

Spring Pins

Left Female Headers Right Female Headers

@ ESPRESSIF
Medgl ESP32-Devkits
54105195 0000000000233

senann - (@] @]
B ABLE -_
[EsE

LDO

Power On LED USB-to-UART Bridge

frikng D115 2 A & %617 o

EN Button — Boot Button
Micro-B USB
& 38: ESP32-DevKitS - 1F
EIRE A
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Spring Pins

Left Female Headers Right Female Headers

& ESPRESSIF
sdel: ESP32-Davkiti-R
SH:DE1 §5000D0000001 34
sanasn oo B2 [E] S
R AN A e

VUL OO
0000000000

Ui

LDO

R

v
s
-
]
-
-«
=

Power On LED

1

1 152

USB-to-UART Bridge

EN Button Boot Button
Micro-B USB
& 39: ESP32-DevKitS-R - 1ETH
FEHGF 48
5| L TGO F AR EE AL, TR R e AR A
2.54 mm HH) e DRSNS . S THERE S IA 15 LA B /N .
USB-to-UART #ri#% FUES A USB %% UART #r4%4%, nlH{IE Rk 3 Mbps BOf&HH %,
LDO 5V-t0-3.3V it 2= 2k B fa g (LDO).

Micro-USB £ % ##/Micro | USB $21H o R AT Bt )k rht i P st e AU B AT Ay e 1 2 11
USB 3 1

EN £ S FiE

Boot £ TR . A Boot SV [RIEH— T EN BEHE A R T T B,
R R R E

ALY 7~ LED FEEMGEE G (USB sk fIEr fi i) , ixfgnhT ikt

IR IF b GEHLET, PR ESP32-DevKitS(-R) SE4f Joiit «

A REAE

o fT3k—3K ESP32 i
 USB 2.0 ¥4k (FnifE A %% Micro-B %)
o HJii (Windows, Linux & macOS)

BEPFRERL U448 T AP BRI 41 2 3] ESP32-DevKitS(-R) Fesr et L
o FRLH AR THE) ESP32-DevKitS(-R) besg et o B PRSI E 0y iR SESL S AR5 | ISR 5 .
o PR R, WrE] CRRmE” — S HI R B 2 AR -
o WA T R RIEIREESL b o A AR AL, TGS s S AR EESL A .
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IR

Wik A i ] ESP-IDF JF A& HE S 2 — 6 SCfF (*.bin) 4e5% %] ESP32-DevKitS(-R) By 16 . 15 I
FEB R AT, FE2 R — T A A WP S ST R A5, B AR P ek 2 ESP32-DevKitS(-R).

)i X Windows i ] DA Flash "R 2% T 5L o —dEHISCPE. i N EIZ TR BEIHFS M doc 3L
PEIC N i

i
1. BEss B SO RS ESP32 0 i s F R iAot X IR AT i besk TH 3 sh ik
17, WA Boot 4 5#If s5 4% EN 425 F2h 17
2. BeRsEiliE, Bk THERAEO T S EERA, S1Te bk ifEr .

27.9 mm

~ ESP32-DevKits-vi.l

ﬁ: "
PrebtpEbee

48.2 mm

A ®

COObENEe RO

AS OWY €0 20 ET OND ZT ¥ LZ

CLkD@ D1 15 2 & 4

[&] 40: ESP32-DevKitS R+ - 1%

JEHRA

NS AL

BRI A RAER, A4 ESP32-DevKitS(-R) IR AR L 42 8 28 i it oty s .
FE] RS HITE https://www.espressif.com/zh-hans/company/contact/buy-a-sample ,

AT AN RIS, ESP32-DevKitS(-R) FespRARCIF AR ARMRAR (% -

HEE VT BB HI{: https://www.espressif.com/zh-hans/contact-us/sales-questions.

W55
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48.2 mm

& 41: ESP32-DevKitS-R R~} - FH

ESP32-Devkit5-vi1.1

it

=
=r)
=

AS 0D €0 70 €T OND 20 BT £2 J’MW M'H

" wYw ve e WP

JyieHEr]  ESP32-DevKitS(-R) i F B4 PFAIESE T XA T B R

LRI BT PAR =Ah i Iy s AT 45 ESP32-DevKitS(-R) ffEH1 :

* Micro USB 3 i (2RiA)
* 5V Fl GND %5 {L e,
« 3V3 FI1 GND & JBfitH,

WP — At AL 7750 Micro USB i FIfitHE

. mE | 55

L1 3V3 | VDD 3V3

L2 | EN CHIP_PU

L3 | VP SENSOR_VP

L4 | VN SENSOR_VN

L5 | 34 GP1034

L6 | 35 GPIO35

L7 | 32 GP1032

L8 | 33 GPIO33

L9 |25 GPIO25

L10 | 26 GP1026

L11 | 27 GP1027

L12 | 14 GPIO14

L13 | 12 GPIO12

L14 | GND | GND

L15 | 13 GPIO13

L16 | D2 SD_DATA2

L17 | D3 SD_DATA3

L18 | CMD | SD_CMD

L19 | 5V External 5V

T o4r4r

Espressif Systems 74 Release v5.1.4-192-g0a68361¢35

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.4-192-g0a68361c35

Chapter 1. e AL

RS5-BIW
wE | B

R1 GND | GND
R2 | 23 GPIO23
R3 | 22 GPIO22
R4 | TX U0TXD
R5 | RX UORXD
R6 | 21 GPIO21
R7 | GND | GND
R8 19 GPIO19
R9 18 GPIO18
R10 | 5 GPIOS
R11 | 17 GPIO17
R12 | 16 GPIO16

R13 | 4 GPIO4
R14 | O GPIOO0
R15 | 2 GPIO2

R16 | 15 GPIO15
R17 | D1 SD_DATAI
R18 | DO SD_DATAO
R19 | CLK | SD_CLK

R AR RS IR 2B

FHESCRY

ESP32-DevKitS(-R) JE# |4 (PDF)

ESP32 £, R #it%15 (PDF)
ESP32-WROOM-32 ; R #1#% 45 (PDF)

ESP32-WROOM-32D & ESP32-WROOM-32U $; R#ik4 5 (PDF)
ESP32-SOLO-1 i R #1#% 45 (PDF)

ESP32-WROVER # R #ik& 5 (PDF)

ESP32-WROVER-B # A #i#% 45 (PDF)

SREEFT MR T H

ESP32-PICO-KIT-1

fti&  ESP32-PICO-KIT-1 Jj&—3 kT ESP32 B AR &I Ko

I K Wi #k ESP32-PICO-V3  (SiP, RS Eik) #igl. ESP32-PICO-V3 E 445281 Wi-Fi filiE 43
i, S5H'E ESP32 RAIMAIAMLL, MU C LR TR IMNE AL, ToFRHIN %

40 MHz &R

4 MB flash

53l AR

SFA5T D R ) 245 45

5 LALLPFRE % ESP32-PICO-V3, P FEFGANG K, RKFRAR T L AR oA, [ s T
P AL A

ESP32-PICO-KIT-1 FF A BRI T USB-to-UART #fz i, Jr (EHF & A\ by E i f PC () USB fi HUH
AT I PR

N5 (R 4%, ESP32-PICO-V3 LB 10 {5 SR RS LR I 5 | Hh T S AR AR (18 x 0.17)
A 18 NIRRT B HE, AT AL
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\\\\\\\\

I e v v e TXD Micro-B USB
RXD DP
EN L
USB to UART DM
BOOT
. . EXT 5V —
Spring Pins for

ESP32 Module |— LED

VDD33
00 ©)

Signal

e Eoon)(EN)

Power

[l 42: ESP32-DevKitS(-R) (Siik)

#47k: ESP32-PICO-KIT-1 J % #2 2R AR F HEET

ESP32-PICO-KIT-1 >4 Al AL T 3T ESP32 ith i b - & R4, S 8 PR ER ESP32 itk H i3]
RE.
PG AFEA N LAY

o Bk N REANZE ESP32-PICO-KIT-1 FF &b, PAS bTF- X 30 AR i v (A 3R A

o AWM ARy X AR ET AR E T BT A A RO X

o BHA%: §2{t BSP32-PICO-KIT-1 H AR (405 2 ;

o BARRRAN YRR AR (), B (A0 ), FFEREERE 2 P S RATE KR AT 3E

M O(a):
o AKX A FRALAH ORI AT EEEE

DA A4 T infap g 5 ESP32-PICO-KIT-1. ¥ Jgk} ESP32-PICO-KIT-1 JF A AR itEAT 1 fij 2
A, SRIGHERL R T 2 /NS P S AL o8 2T B

HL0FAE  ESP32-PICO-KIT-1 JFAAR Y FEEAME. 12 0 hedasihil 5 2000 T
MIE LIRSS, T Aot 32 S HI A W T 3%
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& 43: ESP32-PICO-KIT-1 #MNRE (Sa0ck)
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ESP32-PICO-V3 LOO USB-to-UART Bridga

3D Antenna

Micro USE Port
Power On LED
/O Connector EN Button BOOT Button
Kl 44: ESP32-PICO-KIT-1 JF & Mfi R - 16T (sShiiok)
FEAHG ik
ESP32-PICO-V3 ESP32-PICO-KIT-1 H & A AR 2 A5 4H (SiP), #4538 ESP32 SoC ith f, X
TAIEHERZ . LC ILACHL % . AR F—~ EN 55 bhr PRI W] IR
TAE.
LDO 5V 33V LEERER
USB-to-UART CP2102N: ¥ - USB-to-UART Ffisy, BfG ik %] ik 3 Mbps.
Micro-B USB USB #10. W F ity , s0%8; PC #E17 USB ji A5 .
5V Power On LED FrhM EH)E, dtfgnilei. E2ER, WARX A i H 2
K.
/0 Connector ESP32-PICO-V3 IS T 51t 2 A tcHEEr . H Pl ESP32 ##47
SifE, S8 PWM., ADC. DAC, 12C. 12S. SPI%3Thgg. HE(EH, I
BT S MR AE
BOOT ## TR . #F Boot BT LRAE, [MIEIHE N EN HRF IR AR T #H,
JE AR R E R
EN f 4 AR

WTDFR  LHnT, Ji§H6fR ESP32-PICO-KIT-1 SE4F FLifi .

it A

e 1 x ESP32-PICO-KIT-1 Ff % #
* 1 x USB 2.0 A % Micro B %4k
e 1 xPC, iz47 Windows, Linux B macOS £%;

BRUEBCE RPN, FER R AR WAL E I AR, RN R Ak 22 ESP32-PICO-
KIT-1 FF &4 .

NE AL i X

TN QSRR , B ESP32-PICO-KIT-1 A Bl f0 5%
EEJTH, FEHI{E https://www.espressif.com/en/contact-us/get-samples ,
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AL A EIGSE, ESP32-PICO-KIT-1 I AR AR ARHAR 1% .

HEETT BRI https://www.espressif.com/zh-hans/contact-us/sales-questions.

wirk5%

DytiekEr]  ESP32-PICO-KIT-1 f) F B FRIEER T s R B R o

[¢ 8 ¢ ¢ « ¢ ¢ ¢« ¢ ¢ ¢« &8 ¢ ¢ & ¢ ¢ & o ¢ o

Pin Header
S _ ™o Micro-B USE
_RXB | DP
ESOT USE to UART DM —
ESP32-PICO-V3 EXT_5V |—
NDD33 |_ LED
LDO {O)
N sgna
( en )(pooT)
Paower

ESP32-PICO-KIT-1

[. ®« & & & & & & & * & & @+ & & & & & b » .]

[ 45: ESP32-PICO-KIT-1 ThREHEE (i)

Pt IR BERBEA T = A i Ty 2, AT R — i

e Micro USB it/ (ZRiA)
 5V/GND %It
 3V3/GND 45 I fiLH

B L ta S UL RO, RREIRI IR, 5 UR] RE 2 SR T A BRI E e I

TN 2t T ETRETT AR VO AR, H R ARRITIREIL T K. AR S S X
S R P R — 2
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Header J2
WS B FE Ihge
1 1020 /0 GPIO20
2 1021 /0 GPIO21, VSPIHD, EMAC_TX_EN
3 1022 /0 GPI022, VSPIWP, UORTS, EMAC_TXD1
4 1019 /0 GPIO19, VSPIQ, UOCTS, EMAC_TXDO0
5 108 /0 GPIOS, SD_DATALI, HS1_DATAL1, U2CTS
6 107 /0 GPIO7, SD_DATAO, HS1_DATAO, U2RTS
7 105 1/0 GPIOS, VSPICS0, HS1_DATA6, EMAC_RX_CLK
8 1010 /O GPIO10, SD_DATA3, SPIWP, HS1_DATA3, UITXD
9 109 /0 GPIO9, SD_DATA?2, SPIHD, HS1_DATA2, UIRXD
10 RXDO | I/O GPIO3, UORXD (W:z/#% 1) , CLK_OUT2
11 TXDO | I/O GPIO1, UOTXD (MW.:x4% 1) , CLK_OUT3, EMAC_RXD?2
12 1035 I ADCI_CH7, RTC_GPIOS
13 1034 I ADC1_CH6, RTC_GPIO4
14 1038 I GPIO38, ADC1_CH2, RTC_GPIO2
15 1037 I GPI1037, ADC1_CHI, RTC_GPIOI
16 EN I CHIP_PU
17 GND P e
18 VDD33 | P 3.3V it
(3V3)
Header J3
ws B A Inge
1 GND P B
2 SEN- I GPI1036, ADC1_CHO, RTC_GPIO0
SOR_VP
(FSVP)
3 SEN- I GPI1039, ADC1_CH3, RTC_GPIO3
SOR_VN
(FSVN)
4 1025 /0 GP1025, DAC_1, ADC2_CHS8, RTC_GPIO6, EMAC_RXDO0
5 1026 /0 GPI026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI1
6 1032 /0 32K_XP (JL:Z#% 2a) , ADC1_CH4, TOUCH9, RTC_GPIO9
7 1033 /0 32K_XN (JL:zf#% 2b) , ADC1_CHS, TOUCHS, RTC_GPIOS
8 1027 /0 GPI1027, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV
9 1014 /0 ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK, HS2_CLK,
SD_CLK, EMAC_TXD2
10 1012 /0 ADC2_CH5, TOUCH5, RTC_GPIO15, MTDI (L% #% 3) , HSPIQ,
HS2_DATAZ2, SD_DATA2, EMAC_TXD3
11 1013 /0 ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID, HS2 DATA3,
SD_DATA3, EMAC_RX_ER
12 1015 /0 ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICS0O, HS2_CMD,
SD_CMD, EMAC_RXD3
13 102 /0 ADC2_CH2, TOUCH2, RTC_GPIOI12, HSPIWP, HS2 DATAO,
SD_DATAO0
14 104 /0 ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD, HS2 DATAI,
SD_DATAI1, EMAC_TX_ER
15 100 /0 ADC2_CHI, TOUCHI, RTC_GPIO11, CLK_OUTI1, EMAC_TX_CLK
16 VvDD33 | P 3.3V fiti
(3V3)
17 GND P e
18 EXT_5V| P 5V it
(5V)
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ik

L ZE M C R B L USB /S5 A5
2. 32.768 kKHz 5 4 5y A Fn 45 M -
o (a) WA
* (b) HHE R
3. ESP32-PICO-KIT-1 [§% SPI flash () T.fERER 3.3 V. [FIL, Strapping 45 MTDI 7£_I Hi 2 {3t Fi
R, SR IEEE TR, W A o TR R

J3

J2

‘

_ il [GPio21 |[TVSPIHD |EMAC_TXEN

[RTc_GPioo | [ADG1_cHo|[GPio3s | | ]

[[RTc_cpios | [Apci_cHa|[crioss || &

[EvAC_Rxoo | IIBAGHIN | RTc_GPios | [ADC2_CHE | [ GPIOZS | | ke

[ EmAC_RxD1 |[IIBAGEZN [ RTC_GPIO? | [ADG2_CHS || GPIO26 |

(ISR TOUCHS |[ RTC_GPIOS |[ADG1_CHA || GPIOa2

[IEZET|| ToucHs |[ RTC_GPIO8 |[ADG1_CHS |[GPICa3 |

[Emac_Rx_Dv|[ ToucH? |[RTC_GPIO17 |[ADC2_CH7 | GPIO27

[IESZI6IK)| | emac_TxD2 [[SD_CIK |[HSPICLK | MTMS | TOUCHe |[RTC_GPIOT6 |[ADC2_CH6 |[ GPIO14 |
[iS200ATAZ|| EmAC_TXD3 [SD_DATAZ[ HSPIQ | MTDI || TOUCHs |[RTC_GPIOTS |[ADG2_CHS [ GPIO12 |

[FiS200ATAS| EMAC_RX_ER[SD_DATAG[ HSPID | MTCK || TOUCH4 |[RTC_GPIO14 |[ADG2_CH4 [ GPIO13 |

Ll [GPiOz2 |[[VSPWP_ || UORTS || EMAC_TXD1 |
Ll [GPiO19 ][ VSPIQ || uoCTS  |[ EMAC_TXDO |
 [GPios |[SD.DATAT|| u2cTs | [IHSTIDATATY
e [ECACTN MR

B (G-ic% | [Vericsn | SBATAS | vac_Fo.od
bl [GPIO10 | [ SPIWP |[[SD DATAS | IHSTIDATASN [U1TxD
3

-« [ ERE

[IESZICHIB) | EMAC_RXD3 |[SD_CMD |[FSPICS0 | MTDO || TOUCH3 | [RTC_GPIOT3 | [ADG2_CHB | [ GPIOT5 [ AL [GPIOS5 |[ADCT_CHT |[RTC_GPIGS |
BO_PATAG[ HSPIWP |[JSZIBATAD]| ToUCH2 |[RTG_GFIOT2 | [ADGZ_CH2 |[ GPioz || 48 i : "™ [Pioas | [ADCT_CHG | [RTC_GPIOA |

& 46: ESP32-PICO-KIT-1 F#Ifi )R (AdicR)

A )y
BEPERRAS A% TT MO BTN, ARA T S RAR

FHOR SO

o ESP32-PICO-V3 # A 4%, (PDF)

o SREFEFMBEITH

« ESP32-PICO-KIT-1 Ji# ¥ (PDF)

+ ESP32-PICO-KIT-1 PCB 75 (PDF)

B RATF R E 2T SR, THERR AR 45301 sales@espressif.com

ESP32-PICO-DevKitM-2

Hfik  ESP32-PICO-DevKitM-2 J& 2 E: T ESP32 ({22 TF &M, #1352 ESP32-PICO-MINI-02(02U)
izl . ESP32-PICO-MINI-02(02U) #iH HL45 52 %4 14 Wi-Fi F1s FI6E.

ESP32-PICO-DevKitM-2 J % #z [ it 4E i, T~ USB-to-UART Mrige s %, 7 (HFF & A\ 0 B3 1 PC (%) USB
Uity 11 LR AT [ (e SR T
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N5 (ERE(FE4% , ESP32-PICO-MINI-02(02U) _ERYFTA 10 {55 MR S8 LA I 5 | i AT A AR DI 2
(18x0.17), bk 18 AMREARIYTHH B HEG, T AL R .

#7k: ESP32-PICO-DevKitM-2 JF % # Bt SR B HEAT

ESP32-PICO-DevKitM-2 2y i} P2 i 7 1L ESP32 55 i W T A HOREA, SEhn 7 (8 1 FR % ESP32 3t v
IHIRE o

& 47: ESP32-PICO-DevKitM-2 4N (fstiiok)

ARIEEEIEA I
o Bk AT T4 ESP32-PICO-DevKitM-2 JF A, PA K b T X T AU as i B R i
o NAt A e X NMAZEIT AR ETT AL 1 Rk =
o R4FA%: Ji{ ESP32-PICO-DevKitM-2 JF & HRH (- HE405 B
. zséﬁzﬁ&i&; PR A (A ), T8 (a0 ), JFHRitedss 2 07 st RARTE AR AL T4
M o(sE);
o ABK A% PR I SCRY R B .

PEATT A T sk - F ESP32-PICO-DevKitM-2., 15 4:%F ESP32-PICO-DevKitM-2 JF % #i it
7T AR, SRIGHE 2 B T2 N 2 AA] 5 [ {5k 2T KA

ALV ESP32-PICO-DevkitM-2 FF % MiHG T B 41 ¢, B2 11 Kl Jy st F IRl T SC A 2% ESP32-
PICO-MINI-02 {35 % 45y 06754

M BTG, SR ET I, T AR R PRAY A IR 2%
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ESP32-PICO-MINI-02 LDO USB-to-UART Bridge

Micro USE Port

Power On LED

Y0 Connector EN Button BOOT Button

/& 48: ESP32-PICO-DevKitM-2 J1 & M4l 44 &y - 1B (S iek)

FEHHE ik

ESP32-PICO-MINI-02 ESP32-PICO-DevKitM-2 J- A& M i A 28454l , #8528 ESP32 SoC ith fy. 1
P A] A 2k ESP32-PICO-MINI-02U [#F % #7 .

LDO SV 5 3.3V Rk =R

USB-to-UART CP2102N: Hi;i5 - USB-to-UART Hifigs, Bdif% s ] 35 3 Mbps.

Micro-B USB £ [ USB #1. wohJF &Mty 80248 PC 17 USB jif5 .

5V Power On LED Fkt ER)E, dEfRnITsR. HE2EE, AR A P ftnm
K.

/O Connector ESP32-PICO-MINI-02 [ I EL 51 2 & AcHEER . I Fal %) ESP32
WEAT4AR, S PWM, ADC. DAC, I2C. 12S. SPI Z1jfE, W= M,
DLEETE bt

BOOT R . HCT Boot S OREE, [AIHSHE N EN R IE A CF R #H,
IR R

EN fi:4# AR

BOTIFE  FHE, e ESP32-PICO-DevKitM-2 5247 T4 .

B s A
o 1 x ESP32-PICO-DevKitM-2 H % #x

* 1 x USB 2.0 A % Micro B %2k
* 1 xPC, 1547 Windows, Linux B macOS &%

BRAFACE. ATk N, TR R AR WP A E T RS, R R ek 2 ESP32-PICO-
DevKitM-2 T % #x

ML )5 X

TN WA, 44> ESP32-PICO-DevKitM-2 i i A1 2 .
AT W HIHE https://www.espressif.com/en/contact-us/get-samples ,
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fLET K, ESP32-PICO-DevKitM-2 JT A MR AR ARHAf (4 -

&= TT B HI{E https://www.espressif.com/zh-hans/contact-us/sales-questions
Wirk5%

Jygher  ESP32-PICO-DevKitM-2 f) = B AR 7 sV T i

[.....I.....I......l..]

Pin Header
e TXD Micro-B USB
RXD DP
SSOT USB to UART DM —
ESP32-PICO-MINI-02 EXT_5V -

LED
VDD33 |-

LDO {O)
VN

| EN "BOOT'

ESP32-PICO-DevKith-2

Signal

Pawer

[¢e ¢ ¢ ¢ o ¢ ¢ ¢ ¢ ¢ o ¢ ¢ ¢ ¢ ¢ ¢ o ¢ o o

%] 49: ESP32-PICO-DevKitM-2 T HER] (hmck)

ey X JFABERBLAT =it 73, AL R e —Fh:

» Micro USB £t (ERiA)
* 5V/GND %5 ik
* 3V3/GND %5 ik

N TR W Py WAN 52 o B VY N 24 1 955 M L IR  2P 1787 A -2 1 A R

MM 2 o BERA T AHLPI0N VO B, AR IRRIIAEIL R, AR %
S oSS (R — 5
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Header J2
WS B FE Ihge
1 1020 /0 GPIO20
2 1021 /0 GPIO21, VSPIHD, EMAC_TX_EN
3 1022 /0 GPI022, VSPIWP, UORTS, EMAC_TXD1
4 1019 /0 GPIO19, VSPIQ, UOCTS, EMAC_TXDO0
5 108 /0 GPIOS, SD_DATALI, HS1_DATAL1, U2CTS
6 107 /0 GPIO7, SD_DATAO, HS1_DATAO, U2RTS
7 105 1/0 GPIOS, VSPICS0, HS1_DATA6, EMAC_RX_CLK
8 NC - NC
9 NC - NC
10 RXDO | I/O GPIO3, UORXD (W:z/#% 1) , CLK_OUT2
11 TXDO | I/O GPIO1, UOTXD (MW.:x4% 1) , CLK_OUT3, EMAC_RXD?2
12 1035 I ADCI_CH7, RTC_GPIOS
13 1034 I ADC1_CH6, RTC_GPIO4
14 1038 I GPIO38, ADC1_CH2, RTC_GPIO2
15 1037 I GPI1037, ADC1_CHI, RTC_GPIOI
16 EN I CHIP_PU
17 GND P e
18 VDD33 | P 33V fith
(3V3)
Header J3
ws B A Inge
1 GND P B
2 SEN- I GPI1036, ADC1_CHO, RTC_GPIO0
SOR_VP
(FSVP)
3 SEN- I GPI1039, ADC1_CH3, RTC_GPIO3
SOR_VN
(FSVN)
4 1025 /0 GP1025, DAC_1, ADC2_CHS8, RTC_GPIO6, EMAC_RXDO0
5 1026 /0 GPI026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI1
6 1032 /0 32K_XP (JL:Z#% 2a) , ADC1_CH4, TOUCH9, RTC_GPIO9
7 1033 /0 32K_XN (JL:zf#% 2b) , ADC1_CHS, TOUCHS, RTC_GPIOS
8 1027 /0 GPI1027, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV
9 1014 /0 ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK, HS2_CLK,
SD_CLK, EMAC_TXD2
10 1012 /0 ADC2_CH5, TOUCH5, RTC_GPIO15, MTDI (L% #% 3) , HSPIQ,
HS2_DATAZ2, SD_DATA2, EMAC_TXD3
11 1013 /0 ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID, HS2 DATA3,
SD_DATA3, EMAC_RX_ER
12 1015 /0 ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICS0O, HS2_CMD,
SD_CMD, EMAC_RXD3
13 102 /0 ADC2_CH2, TOUCH2, RTC_GPIOI12, HSPIWP, HS2 DATAO,
SD_DATAO0
14 104 /0 ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD, HS2 DATAI,
SD_DATAI1, EMAC_TX_ER
15 100 /0 ADC2_CHI, TOUCHI, RTC_GPIO11, CLK_OUTI1, EMAC_TX_CLK
16 VvDD33 | P 3.3V fiti
(3V3)
17 GND P e
18 EXT_5V| P 5V it
(5V)
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il
L ZE M C R B L USB /S5 A5
2. 32.768 kHz Sk AR i :
(@) FAEH;
(b) H
3. ESP32-PICO-DevKitM-2 [N SPI flash ) T/EHE R 3.3 V., I, Strapping 45 il MTDI 7£ - fi &2 1/
FE R AR . AR IR T, SRR IR A PR R

| [epio2i][[VsPiHD |EmAC TX EN

. [GPI022|[[VSPWP ][ UoRTS | EMAC_TXD1 |
[GPIOT9][VSPI@ [ UOCTS |[ EMAC TXD0 |
| [GPiow |[SooAmaT]_veors | [SumAua
[cPior |[SocoATaG s [SmATARN
g [CF1os |[VSricso™] [N o R o

) [GPI0a |[ UORXD ][ CLK_OUT2 |

[Emac_rxoo [IBAGHIN [ RTc_GPios | [ADC2 cHe | [GPiozs] e
[EMAC_RD1 | [IDAGIZN) [ RTC_GPIO7 | [ADC2_CHS | [GPIOZ5] e

[IREZREEN[ ToucHe | [RTC_GPIO9 | [ADC1_CH4 | [GPIO32]

[IISEREE | ToucHs | [RTc_GPIos | [ADCT_CH5 | [GPioa3] fR

[Emac_Rx_Dv][ ToucH? |[RTC_GPIO17 |[ADCZ_CHT |[GPIO27]

[IHSZICIKI[ EmaC_TxD2 [[SD_CLK |[HSPICLK | MTMS || TOUCH6 | [RTC_GPIO16 |[ADCZ CHG | [GPiot4] [
[FS2I0ATAZ|| EMAC_TxD3 [ED_DATAZ[ HSPIQ | MTDI || TOUCH5 |[RTC_GPIO5 |[ADC2 CHs |[GPID12] 7
[S2IDATAS| EMAC_RX_ER|ED_DATAJ[ HSPID | MTCK | TouCH4 |[RTC_GPIO14 |[ADC2 CH4 |[GPID13] ok
[ESZICWB][ EMAC_RXD3 |[SD_CMD |[HSPICSO | MTDO | TOUCH3 | [RTC_GFIO13 | [ADG2_CH3 | [GPIOT5]
BO_DATAQ| HSPIWP |[IHSZIDATADN| TOUCH2 |[RTC_GPIO12 |[ADC2_CH2 |[ GPIOZ |
[EMAC_TX_ER|ED_DATAI| HSPIHD |[JHSZIDATAR| TouCHO | [RTC_GPIO10 | [ADC2_CHO | [ GPio4 | K
[cLk_ouT1]Emac_Tx_cLK|[ ToucH1 |[RTC_GPIO11 |[ADC2 CH1 |[ GPioo | K X

| [GPI01 ][ uoTxD [ CLK_OUT3 |[EMAC_RXD? |

GPIO35|| ADC1_CHTY || RTC_GPIO5

| [cPIO34][ADCT_CHE |[RTC_GPIOA4 |
~ [cPio3s][ADC1_cHz |[RTC_GPIOZ |

| [crios7][ADCi_cHi |[RTc_ceiot |

AE ONO W3

(7]

] 50: ESP32-PICO-DevKitM-2 %5 jiifi f (i chioh)

A )=y

BEPRRRAS A TT A BTN, ARA D S As

FHRE SR
+ ESP32-PICO-MINI-02 & ESP32-PICO-MINI-02U #; R #i#% 45 (PDF)
o IRFMEM T H
+ ESP32-PICO-DevKitM-2 JEF{ [ (PDF)
« ESP32-PICO-DevKitM-2 PCB #i 5Kl (PDF)

A RATFEARBEZ B SCR, IECR NIRRT 5570 sales@espressif.com.,

ESP32-DevKitM-1

AIEEAFN G ESP32-DevKitM-1, FHHRHUHE 2 XTI A ARIIE R -

ESP32-DevKitM-1 2 JRZE it 1 — 3t ESP32-MINI-1(10) B4 AT TGOT 2. A EAEAIIGHR 7
i@%%’lﬁ%ﬂﬁfﬂlﬂﬁkﬁ, HPAIARIE S PR FEoR T BRA AT R N BEs, (R I TR IT A AR 7
IR
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oc66A

3¢ 38 37 36 3V3 GND

ESP32-DevKitM-1-1F 1] ESP32-DevKitM-1 -l i

AF E A

o PR ATT: $R4L ESP32-DevKitM-1 )R] BEARIA Kb B RE A F AN B o
o B4 AL ESP32-DevKitM-1 HYTEARECHE . -
o ARX LAY RSO EER: .

e AT AT 444 ] ESP32-DevKitM-1, FIEAFE=KE B9E, N —L &+ ESP32-
DevKitM-1 FHEA (8, SRIRAE A A2 5 71 A S5 IEATRE PR A 1L, B AR 0fT y ESP32-
DevKitM-1 B¢ [ {4 .

HEik  ESP32-DevKitM-1 JF At —a/ NG S IIF A, RA& ATt Ihfg:

* #4257 ESP32-MINI-1 5 ESP32-MINI-1U £
USB %53 11 gt 11 [ B ) IF A pi ik e

o« BAHHT

o VO HEAHUNE AT 2B 1

AR A

PSRRI 3

BT Ak, AR ESP32-DevKitM-1 JF A ACRF AR AR sl 5 iy ey oty U4

FAET RS HIFE https://www.espressif.com/zh-hans/company/contact/buy-a-sample ,

AL R SK, ESP32-DevKitM-1 JF 2 AR AR ARHAR (4 -

HE VT BRI https://www.espressif.com/zh-hans/contact-us/sales-questions.

Al1kor4  ESP32-DevKitM-1 JF Rt i) A« 45 100 B2l s R & . R SCPARR#L ESP32-MINI-1 )
TF R BT B o
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USB-to-UART

N 5V 1o 3.3V LDO 1/0 Connector
Bridge

Boot Button

ESP32-MINI-1 Module

Micro-USB Port

Reset Button

3.3V Power
On LED I/O Connector

K 51: ESP32-DevKitM-1 - 1F i

FEANG BEENLE

M2 ESP32-MINI-1 #i4H 5§ ESP32-MINI-1U #:i41. ESP32-MINI-1 474 #k # PCB
K4k; ESP32-MINI-1U i AN R ERAY . B N B S R EE 4
MB flash, ¥ £, 50, (ESP32-MINI-1 & ESP32-MINI-1U 3 ARELH% )

5V 433V LDO RS, A SV, BH 33V

Boot TS . $T Boot f8[FIHF#%— T Reset gEiE A “[EFTNE B,
S ER T 2R

Reset £ 5 HicR

Micro-USB 11 USB 211, w] FIYEFF ARt e s sk PC Al ESP32 itk i [ i 1 1

USB % UART #i#:as | Hut ) USB % UART Wiy, wlHEfEmihk 3 Mbps & Hi %

3.3V HEIERET ﬁ%ﬁﬁﬁé% USB i), Zianilei. WE2EE, iF AR AL i
i

/O 1EH:AR JiiA v GPIO 451 (% Flash [ SPI J4k) ¥ 5|1 2FF AR EIHEE .
Pl ESP32 0tk g, JF A ZFpIGe

WNFDFIF R ESP32-DevKitM-1 EHURT, 5 B Sl A sE i i .

w25
o ESP32-DevKitM-1 FF % #x

« USB A / micro USB B %{JE 4k
* PC (Windows. Linux & macS)

BAveE BUE, RPN PSR B, AR WRBREIT AR, ISR R I H bR 2
T A o
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JERE: XF 2021 4F 12 F 2 H 2 fi2E i) ESP32-DevKitM-1, A% R0 % MCU BI4L, i
% PCN-2021-021 PARfE T A M BRGSO @ A5 0 BRI A . R TR B AR AL T St , b
FARLRER, SE3¥Emenuconfig W {fi fE R, (CONFIG_FREERTOS_UNICORE).

Wiftk5%

DitiekER]  ESP32-DevKitM-1 (4 2 ZLA RN HER T AT TR .

N
-
e
Power Supply/
Programming
: D+/D-
D01 usB.uART || TRRX
. > . < -
.6. Bridge ESP32MINI-1 |«
' Module
: 3.3V
‘ >
>
LDO I T
O O

Pin Header
Connector x2

§,~_ESP32-DevKitM-1_V1 Boot RST

&l 52: ESP32-DevKitM-1

VUDRIEIE T A AR AT A DAT = APl 0y 2T e —

 Micro USB ftH1 (2R )
e 5V /GND & ik
» 3V3/GND &t

He.
ik

o FIAEREE AnllRngE, 150 0] SIS R
o BUEES APt 72 Micro USB i I {HEHL .

FENRE TR VO A, HBRLFRAINEE I T 3% M MBS % (ESP32 FEARMIAE )

w/S AR ES3 Ihae
g!Page 90, 1
1 GND P FeH
2 3V3 P 3.3V IR
3 136 I GPIO36, ADC1_CHO, RTC_GPIOO
TT4kEE
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R6-EZFm
we AR £ Ihge
ggpage 90, 1

4 137 I GPIO37, ADC1_CHI, RTC_GPIO1

5 138 I GPIO38, ADC1_CH2, RTC_GPIO2

6 139 I GPIO39, ADC1_CH3, RTC_GPIO3

7 RST I AL EH fERE: IR KM

8 134 I GPIO34, ADC1_CH6, RTC_GPIO4

9 135 I GPIO35, ADC1_CH7, RTC_GPIOS

10 1032 1I/0 GPIO32, XTAL_32K P (32.768 kHz crystal oscillator input),
ADC1_CH4, TOUCH9, RTC_GPIO9

11 1033 /0 GPIO33, XTAL_32K_N (32.768 kHz crystal oscillator output),
ADCI1_CHS5, TOUCHS, RTC_GPIOS

12 1025 /0 GPIO25, DAC_1, ADC2_CHS, RTC_GPIO6, EMAC_RXD0

13 1026 1/0 GPI026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI

14 1027 /0 GPIO27, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV

15 1014 /O GPIO14, ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK,
HS2_CLK, SD_CLK, EMAC_TXD?2

16 5V P 5V HJR

17 1012 /0 GPIO12, ADC2_CHS, TOUCHS, RTC_GPIO15, MTDI?, HSPIQ,
HS2_DATA2, SD_DATA2, EMAC_TXD3

18 1013 1/0 GPIO13, ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID,
HS2_DATA3, SD_DATA3, EMAC_RX_ER

19 1015 /O GPIO15, ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO"& %2
HSPICS0, HS2_CMD, SD_CMD, EMAC_RXD?3

20 102 /0 GPIO2P2e®0.2 " ADC2_CH2, TOUCH2, RTC_GPIO12, HSPIWP,
HS2_DATAO, SD_DATAO

21 100 1/0 GPIOQM%0.2 " ADC2_CHI1, TOUCHI1, RTC_GPIO11, CLK_OUTI,
EMAC_TX_CLK

22 104 1/0 GPIO4, ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD,
HS2_DATAL, SD_DATA1, EMAC_TX_ER

23 109 1/0 GPIO9, HS1_DATA?2, UIRXD, SD_DATA?2

24 1010 I/0 GPIO10, HS1_DATA3, UITXD, SD_DATA3

25 105 /0 GPIO5™ 0.2 'HS1_DATAG6, VSPICSO, EMAC_RX_CLK

26 1018 /0 GPIO18, HS1_DATA7, VSPICLK

27 1023 1/0 GPIO23, HS1_STROBE, VSPID

28 1019 /O GPIO19, VSPIQ, UOCTS, EMAC_TXDO

29 1022 /O GPIO22, VSPIWP, UORTS, EMAC_TXD1

30 1021 I/0 GPIO21, VSPIHD, EMAC_TX_EN

31 TXDO /O GPIO1, UOTXD, CLK_OUT3, EMAC_RXD2

32 RXDO /0 GPIO3, UORXD, CLK_OUT2

N )

BEPRRELT DI W TCRATH T e

FHE SRS
e (ESP32-MINI-1 & ESP32-MINI-1U $ R#i#%-FY (PDF)
« ESP32-DevKitM-1 J5 3 [#| (PDF)
 ESP32-DevKitM-1 PCB i J5[& (PDF)
o ESP32-DevKitM-1 1iJ5 &l (DXF) - 7] {#i F§ Autodesk Viewer &
UP: B I A O K,
2 MTDI, GPIOO, GPIO2, MTDO #I GPIO5 >y Strapping 45l {Eith H FHFI R G A (adFE ., Strapping 45 BAR SRS B Y — 3k
W (F 4 Rt DB . Strapping FEIIG AR T, #i5%  (ESP32 $5 RHME ) > 215 Strapping .
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ESP32-DevKitM-1 & ESPRESSIF

[ 53: ESP32-DevKitM-1 (S lk)

o IREEFT IR T H
*  (ESP32 i ARHHE15) (PDF)

B RATF MBI TE Z B S0, IR TRATBIRI555K1] sales@espressif.com

1.2.2 At

WNFAE ESP32 | ffif] ESP-IDF, 425 DL Rk :

 WCE THEE, T % ESP32 {UfH;
* Gkl TH——CMake fiI Ninja it TH, JIT 4% ESP32 MR

* ZRI ESP-IDF B {FTF RAMESE . ZMER O G RAf0 5 ESP32 (IR APL (kRIS ) Hliz

S

1T

CILHERY AR ;
—— CMake / IDE
Toolchain
Project
L Application -

BUILD AT
- UPLOAD }|3 5
H :
H _ ; :

:ﬁj#w.-‘-. .}.—:Z — e — ___.-"'"I

f— = —— I.l‘:.:.:l._'lh -_-::\:::—_==:_:::;."-""j

D
Espressif Systems 91 Release v5.1.4-192-g0a68361¢35

Submit Document Feedback


https://products.espressif.com/#/product-selector?names=
https://www.espressif.com/sites/default/files/documentation/esp32_datasheet_cn.pdf
mailto:sales@espressif.com
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.4-192-g0a68361c35

Chapter 1. e AL

1.3 23

FATERBE AT I iR B 22 Ty F 2R, TR 2 ep 22—

1.3.1 IDE

ik EWESE N A CE R IT K35 (IDE) 4% ESP-IDF,

* Eclipse Plugin
¢ VSCode Extension

1.3.2 Fghedk
T HRYE R B AR R GERL NS WY 1) T30 2R -

Windows *F- & T HBEm ki i e &

i ESP-IDF 75 L2048 —2ph & T H, BRI % ESP32 #y 2 [E{f, f33% Python, Git, %2 X Jq 4.
CMake Fl1 Ninja 4% L H45.

TEARAT TR, FATEE WA RRFFATA X8 E. A, EAE23 ESP-IDF J5i8n] AT Eclipse
Plugin 5% Hfth 37 4 CMake 7)1k T H. IDE.

flk: WA (F: - #YERE ESP-IDF Ml ESP-IDF T FLAQZAE BA A R AEREL 90 578, B4 g it KTt
£ HMASIN. - Python 5 ESP-IDF 2238l 7 R AE L A 24 2 - [ AR BRAE R
}# Unicode UTF-8, 701] Python 5 ESP-IDF f)%  f4 th R A BLITHRAR 745 (I ASCIL 4

BRG] DA 1 40ROy SRR R GERC B SR Unicode UTF-8: 45 ThTAR- SE B H 30T B[R] i 47
M- PR TR - S R R GE - A) e T “Beta: i /] Unicode UTF-8 SCHFABRIE S - i - /g
i«

ESP-IDF T H23%%5  20%¢ ESP-IDF whfs T H IR 5 77 302 T #—1> ESP-IDF T H 22245

Installer

Windows Installer Download
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TR % G ISR e X )] AERR AR P AEH /N, AT A%E%E ESP-IDF WA U4 . fEdceadfir, %
PR KR L BMO SO, 936 Git For Windows 224685 . TELERAR T 208 N S AEEHE AT
H3% Suserprofile$/espressif 1,

BERAART AT EATA K a4 . BT L& T A F5 SOl SO, £33E Git For Windows Z42%4¢
Ao

WRNG TR RN AN
* NER Python
o XGRS
* OpenOCD
e CMake FiI Ninja g% L H
¢ ESP-IDF

LT VPR N # 3 G /Y ESP-IDF H 5% . #E##6 ESP-IDF N #;3| $userprofile%\Desktop\
esp—idf H3EF, HA suserprofiles FEFHKH .

J 5l ESP-IDF #AE: 223450, Wn4)3% T Run ESP-IDF PowerShell Environment B Run
ESP-IDF Command Prompt (cmd.exe), ZEIERET AT E NIRRT O 5sh ESP-IDF,

Run ESP-IDF PowerShell Environment:

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 54: 5% i, ESP-IDF T EH.Z3% 16 §:0H2 4T Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):

FE A 28 AF  AEJRSEB IR, ARG Windows () iy 4 /R AT HEA T4 45 -
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Using Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/
git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf
IAdding ESP-IDF tools to PATH.
espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
espressif\tools\xtensa-esp32s2-el1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
espressif\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
espressif\tools\cmake\3.13.4\bin
espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
espressif\tools\ninja\1.9.0\

espressif\tools\idf-exe\1.0.1\

espressif\tools\ccache\3.7\

C
C
C
C
C
C
C
C
C
C

:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date
Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

& 55: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

]

Run ESP-IDF Edipse Environment
Run ESP-IDF PowerShell Environment

=

Run ESP-IDF Command Prompt Environment

]

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about
30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

K 56: 5¢ i ESP-IDF T EL%%% ] S0tz 4T Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf |

Adding ESP-IDF tools to PATH...

C:\Users\test\ . .espressifitools\xtensa-esp32-elf\esp-2020r3-8.4.0\xtensa-esp3

. sers\test . .espressifitoocls\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es
p32s2-elf\bin
sers\test) . espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4.0\xtensa-es
elfi\bin
C:\Users\test\ .espressifitools\riscu3Z-esp-elf\1.24.0.123_64eb9ff-8.4.0"risc
y32-esp-elfi\bin
C:\Users\test\ .espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'2.28.51-esp-20191205esp32s2ul
p-elf-binutils\bin
sers\test),.

ifytoolshdfu-util 0. 9\dfu-util-90.9-win6Yy
if\python_enui\idf4.3_py3.T_envi\Scripts

Checking if Python packages are up to date...
Python reguirements from C:‘\Users\test\esp\esp-idfireguirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

[ 57: ESP-IDF iy A3 nf5 6 1
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ESP-IDF T HZZAEERnIAE “TFIR” S, Q#—4TJT ESP-IDF iy 5/ 7 6 HAYTREETT K. A HesE
J7 AATPAFTIF Windows fiy 942 7R 4F (B emd.exe) , JFI21T export .bat AR EAPIFASE (Han
PATH, IDF_PATH4). M4, EAIEDVAEIT Windows iy 42 mAF i A AhE 221 TH .

TR, AREEDy SU00E ] ESP-IDF TR 22%¢ 4% i€ 1) ESP-IDF %42 MR ERAY FL i _EA7/E 2 4> ESP-IDF
FAE (HCANESTHE 2R IAR 1) ESP-IDF) , %04 AR PRI 4

1. >k ESP-IDF T H- @z g8 ) @t i ped Oy A — AN ETAS, HREBr s Ty X 1Y ESP-IDF T /ERK 4R35 &
Ry A B3 F 1Y) ESP-IDF 4% .

2. B, BOPUETT emd. exe, U EEA A M H K ESP-IDF H%, RJHiafT export.bat. ¥E
B, XA YAELR PATH HEAE Python Al Git, WIRERTEME I HHB RN ¢ “HAF] Python 5§ Git” )
ARG R, R,

JERSHE)T] ESPIDF  SUE (0.2 B4 T HT) ESP-IDF HOFTAT 40, B2 FAHAF A M FF sty 55— A T
i

A SRR R 0 555 U6 ESP-IDF {055— 5. A fire, (49 60T ESP32 Bl — A TR, Ik,
Pe RN R 4 i

Frik: WPRESEAR 2R ESP-IDF, 2 a3 iR B, AREU AR S v B 5 (4 B A A«

UG ENE TR PIYE, EnTAER T & ESP32 W AR 7 T . 0 PAA ESP-IDF Ht examples H 5% 1
get-started/hello_world TFETT4G .

Hi%: ESP-IDF %1% 24 A % ESP-IDF 428 H TR AL i 254

H§ get-started/hello_world THE | £ EAMK) ~/esp HET:

cd %userprofile$\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

#{l:: ESP-IDF fy examples H g N —FRIRBI TR, G0 AR IR BRI R Iz 7 H A AR 6,
LIRS/ 1E N1 i R

EHEBERy  BUTE, WERFERY ESP32 TR RMRIERS] PC, AR ARMEMIE 0.
7t Windows #fERGEH, & HZAREH A coM Ik
A RAMTER B O LA IEANER, WS ESP32 el aitds,

il WHICER N4, BTSSR EA .

FLP TR W#EA hello_world Hig, & ESP32 A HIRGF, A1 TR E T.H menuconfig,

Windows

cd fuserprofile$\esp\hello_world
idf.py set-target esp32
idf.py menuconfig
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FIH—AHLIREE, WEEMN idf.py set-target esp32 WE “HIR" Eh. W, HWHEAEME
BRIFRIIAIL T H 2 A g AL E (A1) . ST AEER “HAR" BB IR R (il gkt i%25
). WEEE, WILAIFRARS K ¢ ser-target,

WA E BB RS ARG RR AR SR

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type ---=>
Application manager ---=>
Bootloader config ---=
Security features ---=>
Partition Table --->
Compiler options ---=
Component config ---=
Compatibility options ---=

[Space/Enter] Togglefenter [ESC] Leave menu [S] Save

[0] Load [7] nbol info [/] Jump to s
[F] Toggle show-help mode  [C] i ode [A] Toggle s
[Q] Quit (prompts for save) [D] Save minimal config (advanced)

K 58 TREACE—Ff 1

T DA I B SR AR T H 1 AR R, G Wi-Fi MR AR SR PSR Z 4 . hello_world /R
BT H 2 PABGARCELZ T, X —H o, AT ABk ] menuconfig #EATIH ML EX — K

W SR E A 2 ESP32-DevKitC (47 2k ESP32-SOLO-1 #i41) #§ ESP32-DevKitM-1 (#7 %k
ESP32-MINI-1(1U) #i4H) , AR E /R BIFE)FHI, HifE menuconfig Hffi g LA AL (CON-
FIG_FREERTOS_UNICORE) ,

ik B2 O RS S ERE AT RES S EEIRE . A DUl BRI sty le SRASAMIL, T
47 idf.py menuconfig —--help %, HKWELER.

AR R SCRRAIT S, T RAE I AR SCRFAL (BSP) SRIP BN ERITT K. HEAHR, Wi .

Gk LR WA a4, Sk TR

idf.py build

1247 PA_E a4 T AR HI R P A BT A ESP-IDF 200, 335 6 s | M AE e . 7 IXERAN Ay 3t
il S o

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

-— Component names:

—— Component paths:

(FOAkED)
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(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R UIERE, S SERUR A L bin SCPF

BB Rr BT T A, FERIRA: B — S PR T A0 ESP32 T4

idf.py -p PORT flash

iH-FF PORT #4a2y ESP32 JT A AR AR 4 5K AR PORT REE X, idf.py Freiul i AT H s O H 3
o

W2 K idf . py ZHEGTERE, W Widfpy.

ik Ak flash $EHUR B besk TR, FILILFRHETT idf.py build.

EAERET IS AR B ), AR A AR 5l S ESP32 403 ¢ v ik i SREBUE SRR B

WEREIE  TERS R iR, BT AR H &

esptool.py —-chip esp32 -p /dev/ttyUSBO -b 460800 --before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
<.0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting........
Chip is ESP32DOWDQ6 (revision 0)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 24:0a:c4:05:b9:14

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 5962.8.
—kbit/s)

Hash of data verified.

Compressed 26096 bytes to 15408...

Writing at 0x00001000... (100 %)

Wrote 26096 bytes (15408 compressed) at 0x00001000 in 0.4 seconds (effective 546.7.
—kbit/s)

Hash of data verified.

Compressed 147104 bytes to 77364...

Q)
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(8L 7))
Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000.. (100 %)

Wrote 147104 bytes (77364 compressed) at 0x00010000 in 1.9 seconds (effective 615.
5 kbit/s)
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

WER—PIEA], FesgFenln, HFRMFREAL, NV HFRT "hello_world” FF 451517 .
IR EZE 1 ] Eclipse 5({/& VS Code IDE, i3k idf.py, 5% Eclipse Plugin, PA K VSCode Extension,

WePRE AT DMEi ] idf.py —p PORT monitor fyd~, WAL “hello_world” TAEMBfTIENL. R,
T%ulﬂﬁ PORT 4 Jy fA51P) 5 10 24 F5 o

W a, IDF BE W EED:

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —-——

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

eE, Bl DAEERSh H SR H &2 5, FRFTEIR “Hello world!” T,

Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU core(s), WiFi/BT/BLE, silicon revision 1, 2 MB.
—external flash
Minimum free heap size: 298968 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

T pLbEgE cerl+], iR IDF Hatids.

U2 IDF ML asAEResR n IR PR A E A e, T BNMG B A iled (AF) , AR ATRE R PN R TF A R
T 26 MHz it dik, 1l ESP-IDF ERIA SRR R 2 BOT KA {11 40 MHz i ik .

e986) (Xn@By. |66 (6PW+)BBHN9a— /90! Gt 566PE~BKHGeBeah5hjA
~zYBOY (16,1 68 e888) (Xn@By. !Dr&zY (8 jpi®|8+z5Ymvp

BER, fEnTRA:
LB LS .

2. 1R[] menuconfig,
3. HEA Component config --> Hardware Settings -->Main XTAL Config -->Main XTAL
frequency #FTHECE, BCONFIG_XTAL_FREQ_SEL V%% 26 MHz,
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4. FH G EA G T AR .
£ 24 Fi 1) ESP-IDF AT, ESP32 SRR T IR AT -

* 26 MHz
e 40 MHz

ik BT LS TA N e, —IREESIITHEE . B il e -
idf.py -p PORT flash monitor

LAk,

o HHIFEIDF YAL%E , T #TE 240 IDF B0 2SA0 He bl A HoAb i
o i HIfEidfpy, BmEEZL 1df.py A HEET.

ek, BOEKESP32 AT ¥2]!
BUAE, A PAZE— 2o HAth examples, BE EHEITA B ORI AR .

g LRGSR ESP32, [0 ESP32 HOR & BT ek ik

e 4w R BIRE Y BT A README ({4 supported Targets i, QISRFEARH 5 ESP32, o
AAEXAFAE, A4 RIFRIR ESP32 SCRHX AR B .

el

LR 0] j8 /dev/ttyUSBO  {ifi F§ BE 26 Linux Jit4s [7] ESP32 Best [ 4 mf, WS Pl Failed to open
port /dev/ttyUSBO 454 . WL DAKEF sl % Linux Dialout 8.,

e %1y Python Jijii /A ESP-IDF 37 F Python 3.7 K PA b ilAS, ELTH 2% 8 A4E 2 50 3] d5 87 AR A T o8 38T
Python, W] FEM sources 273 55 i Python, B {#i ] Python & ¥ 255Ul pyenv X} AR AS AT TR 45 1

ETHRgSeR ETRAR Bt (BSP), MBI EHETT AR B IEZAT & o AR5 2R AL R %L
T8 AT PASE O 45 TF A AR WA AL -

— BRI, BSP SRR A BT RECRALE . R T E SCRIRIIR (LI RESN, BSP RPN B . 2
TR EO ARG A S SN Y KB R T o

BSP il L IDF 201432 35 KA, W DART{E IDF 410433 a% 47 R #.
VL F ABillER T anfiris ESP-WROVER-KIT BSP @l miH v :

idf.py add-dependency esp_wrover_kit

A7 KA BSP 7 Bil, I BSP 7m0

P flash  ESP-IDF SCREHEESR flash, 15217 N Ands, #EFR#EA flash:

idf.py -p PORT erase-flash

AATAETT ZARRRIN OTA ¥l , izfrA T

idf.py -p PORT erase-otadata

PRIk flash 72— Bamf ], FEHEBRGARR S, HWOT SRR ER
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RGP AR 7 SRR R P 2

o & Windows 335 F #.#7 ESP-IDF T 2
« L5 ESP32 432 % vikik

* Eclipse Plugin

¢ VSCode Extension

o IDF Y5035

1£ Windows ¥/J% F Wi ESP-IDF T . H

A 2% ESP-IDF 1 1L 5 M Windows “fp &R 4F" %11, Y)#: % ESP-IDF 945 Hk. A5z
17

install.bat ‘

T Powershell, i Y)#: % ESP-IDF (23 H . RIGE1T:

install.psl ‘

Z A% A N4 ESP-IDF i i) TH. . WIS &2 THAAN TR, WiZar - F o ZLTAM
T ER LA E i ESP-IDF T B2 830 B g , BN R A C: \Users\username\ .espressif,

<A K ESP-IDF T LN 4S PATH 355348 & ESP-IDF T H 22358887 “TFIR3EH” K
“ESP-IDF iy &4 Al X Sz U7 FF Windows iy S8 /RAF 7 1, AT fE% % 1
R B 2eEn T A,

HUREBL T, IR G SR AT DA @ P AT IR, e QR AR A % A 0
ESP-IDF, W] AR T 77 5 3R+ ESP-IDF T HU I 2 PATH I35 it

B, T 24 ] ESP-IDF (1 iy &4 n 71 11, Y14 2 %22%& ESP-IDF [ H 5%, 28 J5 4T export . bat,
HARGWF:

cd %userprofile%\espl\esp-idf
export .bat

Xt Powershell ] |, i A AL 222255 ESP-IDF i H 5%, SRJ5#4T export .psl, HRMGAHUIT:

cd ~/esp/esp-idf
export.psl

BT, GOt Al a9 345 ] ESP-IDF TR T,

55 ESP32 Gt kb
A PAfE A USB & UART #f, 5 ESP32 @@ 1%z .
IRATF R B 420545 USB & UART Wi, foRZe% , i F AN .

AT USB 5 UART #FJF AR 7E243545 USB & UART #FFF &M, PC FIFF [ali@ 1 USB %4,
FrAil ESP32 2 [a]i@ 1 UART %4,

A USB % UART i 40 AR M AN USB %2 UART #f o 3P 90388 7 HE BHAE 75 B4 1l 225 [ AR
AP, BN — 2 N R AR .

i Ji] UART #Efpkest AR anfi i USB & UART #i#E ESP32 il PC 2 [a] # v S AT . M LR
S ANRHRE ] o
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Developmment Board

L] L]
L] L]
use] :
Personal |, i 4 USB-to-UART |, . '
Computer ' Bridge ESP32 '
L] L]
1 1
L] L]
L] L]
I_ ____________________________________ L]
Il 59: kA USB £ UART Ml I KA
Programmmer Board Development Board
use]
Personal |, . USB-to-UART "
Computer | ' Bridge T ESP32

K 60: 4} USB % UART #f

YEE ESP32 fil PC ] USB 4K ESP32 J| &M iE 445 PC. USRI IR FE I8 HahZeds, i il
ESP32 1 % M ) USB % UART #f (=444 UART HEfiies) 85, RGN DI RIKaR T, T
Fah#d .
PAF R2 SR 2% ESP32 T LA SRS 7 A «

« CP210x: CP210x USB % UART #j} VCP IKzI )T

 FTDI: FTDI & COM & LIRS A5

PAEIKEN NS, AR BN, TR R ARG ) USB & UART #rth . — Mg ot
T, B ESP32 JF RS PC RN, MRS Mk D ApHTUAERRERG T, HEL A LR,

X USB 2 UART #f F 2RISR, BT LAIZFTA T v, S0E LR R T iES 4L

idf.py -p PORT [-b BAUD] flash

WA BRI PR, 5 2B AU BAUD . BROIAR B 460800,

s WA CE A 8 R, WIFRETFahdE AN A 154 BOOT #5411, [FIHf4%—F RESET
¥edll. ZJ5, PaJF BOOT #44l.

£ Windows #7751 6 #F Windows A B HLAR ) COM i 115155 )T ESP32 5 PC fyERE, &
JEERTEERE , AR SR P S R B

PATF 24 ESP32 DevKitC #1 ESP32 WROVER KIT £ [ :
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- )

=4 Device Manager E'@

File Action View Help

&= | T HE =

4 2 tdk-kmb-op780

& 78 Computer
: Disk drives
Display adapters
DVD/CD-ROM drives
Hurnan Interface Devices
; IDE ATASATAPI controllers
Keyboards

?!IE

] -

P

I,.;.
B

Mice and other pointing devices

Monitors

[ -&F Metwork adapters

4 73" Ports (COM & LPT)

LT ? Silicon Labs CP210x USE to UART Bridge (COM3)
b I Processors

b -iy Sound, video and game controllers

m i CE )

[» M System devices
I - i Universal Serial Bus controllers

E 61: s ESP32-DevKitC 1) USB % UART #f
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Il N

=4 Device Manager (== ]==]

File Action View Help

= @ E HE

4 = tdk-kmb-op780
1M Computer

]

[ =y Dhisk drives

i B Display adapters

[ I_L-ﬁ' DVD/CD-ROM drives

b Eﬁ Human Interface Devices
. g IDE ATA/ATAPI controllers
b-EB Keyboards

B

[+ --ﬂ Mice and other pointing devices
b | Monitors

b -mF Network adapters

4 73 Ports (COM & LPT)

i % Sound, video and game controllers
i 1M Systemn devices
[ - i Universal Serial Bus controllers

& 62: Windows 14 £ 45348 1 ESP-WROVER-KIT [ 4~ USB HE /7 1
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{E Linux fll macOS LA Fdi11  #AF ESP32 JF Aot (BOOMARRCER DI RCay) AYER DB AR, 3450
T arIE TR, B, WP AREGERLRS, HUGs TN e AR5, EEITANREEER, R
IBITA N A Horb, S st a4 H B i 1 B2 ESP32 X R H 1 -

Linux:

’ls /dev/tty*

macOS:

’ls /dev/cu.*

3 X macOS HI P FHHAERIHR I, ARG USB/H DK FET . HAR N i i i sk ) 2
¥, Wi ESP32 4o PC. 1T macOS High Sierra (10.13) (i f I, 4R 7] fEid 5 B T8 RIS UK S LT
e, BAERHTF AR RERE > ZefmRA >EA, RERSAGFLER: SEAFAARNRS
., Hh I & N R4 FR8 Silicon Labs 5, FTDI,

{F Linux "PEI 8] dialout  YEjEsEH P 24 0] DAE L USB XTER LT S #4E . #E 2% Linux
WA, AR DAl AR 4, R PEINE] dialout 41, MIMSRIFEEEAUR:

’sudo usermod —-a -G dialout S$USER

f£ Arch Linux 1, #525E PAT ar R i wucp 419

’sudo usermod -a -G uucp S$SUSER

THHEEER, BIRAR TR ERURAE .

Bl EdE  BUE, WG 0 KA e, AR HE BSP32 5 & um LR AR, ML 1R

oSt

ESP32 {5l G B R R BRIA A 115200

Windows fll Linux &% FEARGIST, A1 A PuTTY SSH Client, PuTTY SSH Client BE ] ff] T
Windows A fF Linux, Z3tA] DA HAER D1 AR e 3508 a0 R 7805 240

BT %, BCETE AR RR P ERIAR AR T R = 115200 (A 528, i EECHE G BRI R
), BARAL =8, {F1Efi =1, AFERE =N, UFEBR I ER T ) 7E Windows 1 Linux Hrfir 5 11
FEAREESE (W1 115200-8-1-N) o JEE, X @ Bl £erE iR BB ny e O ricE .

IRJG, KA ESP32 RAMAITHIHE . W, WEELuniT A DT AR . X A H S WA T 2k
B ESP32 (U AR, S %4 w1l

Pk WHEERAEER G IETE, FHE O, WERE KR — BT IRIRES, 25 FAe R
PR TR R ER .

macOS i R4 macOS 4L T higEm S, BUILEOR T 2365 1 ZOm ey .
* 2% f& Linux #2 macOS L& Fs5v | A Fand:

ls /dev/cu.*

o BT T 4 -

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7
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ﬁ PuTTY Configuration
Categary:

= Terminal

- Keyboard
- Bell

- Featuras
= Window

- Sppearance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Prosgy

- Telnet

- Flogin

- 55H

- Senal

Options contraling local sedal lines |

About

Select a seral line

Serial line to connect to
Corfigure the seral line
Speed (baud)

Data bits

Stop bits

Parity

Flow control

Comi2

115200

[ None - ]

| XON/XOFF -

Open

] [ Cancel ]

& 63: 7 Windows #E R G H (] PuTTY B8 OHES5
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to fdev/ttyusBo
Keyboard
Bell

Features
* Window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
selection Flow control XOMN/SXOFF -
Colours

3

Parity Mone

Fonks
¥ Connection
Data
Proxy
Telnet
Rlegin
* SS5H

Aboul % Cancel

P 64: 7 Linux #A/E RS PuTTY SCEH IS4
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o RSB R T R AR, B SR SRR . IR R SRR, B
T F s (AR, i <1152007 BECk LS A BAIE%) -

screen /dev/cu.device_name 115200

¥t device_name B NizfT 1s /dev/cu.* [FHIMIELAE OIS,

o BSHERIERE DERE R RI H G HE AT IMEE] BSP32 W AR, WS Hin dw k. 7
B Cul-A +\ SR BRAELTE

Friks EIERIESEH LR IER T, OCM PRSI . WURELHOC P A it L e KM bk, 2 ) bA%
W {1 IR e T I ER 1T

fttonBl DA RR—HERG. WEPREEEE M L, eI .

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£ff0008, 1en:8

load:0x3fff0010,1len:3464

load:0x40078000,1len:7828

10oad:0x40080000, 1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

WARFTEI A H B2 e (MAZELAS ), W RE HIEREIER . My, ] DAREEE 12058, Hipe X
B R 2 %) ESP32,

Friks FEREHE RN, fE ESP32 [l I RTT ENAR 1 HAEHT, 75 2 LAy s 451 H 1 RTS
& DTR B}, AL T RTS & DTR I H 445 EN & GPIOO 1l LR IL, 4 RZH0T
KM (GARIREITAMIT AR) BEA XM, FELHAMEE, S5 esptool SURY,

HIAAE 25 ESP32 WA FF R ARSI, M5 A%« FF441% 8 ESP-IDF ve B3 TiX B, iM% 25
Fr4&4% A ESP-IDF »& 4k&5: 535 .

Resk i britEER

PEREN ARABA T E ar 2 I BN “HEHR N XA IR, O IR R 2 — AT e ia T
esptool.py W B4R, esptool.py RIWERGIMA, HTHEELHA. 5 ROM 53Nk
ARG PER TR . i LA LA PRI T FEh AL, AR RIS AR R AR AR, 37
2% esptool B HERR ZRECE 2 {5 5.

esptool.py #iidfff USB % UART #f (40 FTDI = CP210x) fj DTR Al RTS il £ 4= %0k B sh & A
ESP32 (1§ &% L5 ESP32 43 % v ik 3% JRICE 214115 5) . DTR I RTS $& i 4 X % £z 5| ESP32 1)
GPTIOO0 I CHIP_PU (EN) & |, [Fik DTR F RTS (¥ i B P28 {2t ESP32 1 A [EfF N a4,
FnfFln] £ F ESP32 DevKitC Ff &M I HE A .

— kUL, B E 7 ESP-IDF JRAMA S B, {Hi2, esptool.py FEPANIEIL T AREH S EHE
R
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o SRR 23] GPIOO FI CIHP_PU A DTR FI RTS il £k,
* DTR FI RTS il e & 7 =R ] o
o PAFTEIXFER T4 M 2t -

MRIERECFRIRNE, AT DARFERH) ESP32 JF A AR TS BCE N [ (F F 8 (A7)

o WTIRFEIF RN, GRTASE XS I AR JFe s 8 P amg . BN, WA #/E Boot #e4l
(GPIO0) Fifl: EN #41l (CHIP_PU) KF-a)& {i ESP-IDF F &K .
o X HABRBAGRE:, v DA cPTo0 FiAK.

IDF Wi 812

IDF a4y, ] T esp-idf-monitor {4, T ICA H AR5 H: LA AT4kd), IDF 1
WA [F] A HE L IDF (1 H A

1 IDF Hiff ] idf.py monitor RJLAJEH HLHiHLAR -

PRFEDBERE 70785 IDF W MLas b A T2, 300 P a4 A B A
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TRIEGRE B®IE £
Curl+] B g R
Ctrl+T SRR WIS TR —, IR EE.
ct ey S b -
e Ctrl+T
. Ctrls] K exit TEAF Kk B RE
. CtilsP HEBRES, EAGIS | EEHRES, @ RTS & (WE#ER) dEAGI SR
AR Wi RTS &% | 77, WHHF ARSI RRT . SR HAL R &S sl
15 FHAE P DABE ] LR
. Ctil+R Wl RTS & H\H H AR | EERS, @M RTS & (T iER) BRI
%
. CulsF TP I I H {5 idf_monitor, 1517 £1lash Hix, 851K idf_monitor,
i AE ] ke 3 10 Y SC PR30 2 0 B A, AR TR
i 2R idf_monitor 2 PAZHL -E FH B, W &izAT H bR
encrypted-flash,
. Cirlta I Gk S e N ARy | %7 45 idf_monitor, iz 1T app-flash Hir, R EWKE
;4- w idf_monitor. X5 flash 28}, {HEA LW HEF R IF
N FR TR, WIS idf_monitor ELAZ KL & HENH, U
) 25fTH AR encrypted-flash,
. Ctley R EAE R LA | BG, SEFraEANSTEYE. RVvrESE B A
H &% PG O PR AR A H B .
— EIbMRE XS AH | ETREEF N, B TFSAHEEE. A
T ‘ﬁ%i)%%i%@ﬂ:/‘lﬂﬁﬁi%%ﬁ% (AR IDF Wi asth &2 1%
BE) .
. Ciritl {EIEARE FT B A bRic | IDF B ORRS o] PATERE— AT RO LT B — e Aric . HifTa)
@g 1) PRCHIRS T PAE i ——t imestamp-format 4415
- Bk AE
. CtlsH SR A P
(= &
H)
. ClleX B s
A
X)
Ctrl+C HIEFE TR N AR | B {5 IDF WS #0 #% Jf 32 /77 GDB I H ¥ ik #%,
¥ Mz e R XFEE

Jfl:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME
BT

BT ctrl-] Mlcerl-T, HAbberm(E s

He S IDF F¢tk:

F1 2y fi ity sl

L H AR E H AR A .

B 200 R AR T AT AT RIS R TN BERI LT, IDF ISP A f izt AE PR A i o

MOE CCHEERITTS), FE F—FT B AT A R A .
ESP-IDF [ IR % A: crash Al panic SR, K5 AR U07R 35 17w e o A1 [
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Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—~0x3ffb7e00

A2 : Ox3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H
—0x00000000

A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0

Al0 : 0x00000003 Al1l : 0x00060£f23 Al2 : 0x00060£f20 A13 H
—0x3ffba6dl

Al4 : 0x00000047 A1lS : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d

EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :o
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e¢00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40_
—0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF M 8 A 23 A7 a4 b S8 0 T A

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H-
—0x3ffb7e00

0x400£f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—~hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H.
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H.
—0x3ffb7dd0
Al0 : 0x00000003 A1l : 0x00060£23 Al12 : 0x00060£20 A13 H.
—0x3ffba6dl
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
< ./hello_world _main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32/./cpu_start.c:254

IDF Hi &R fE /G GIs T A R s, M4 ok

xtensa-esp32-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

TSR FHFE AL TS 48 A B VUL g Hbhl , IDF Y 288 2K 2r ROM LA, BEf R £ FT BIYE SO 44
M5, HER BH % in ROM:
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abort () was called at PC 0x40007c69 on core 0
0x40007¢c69: ets_write_char in ROM

Backtrace: 0x40081656:0x3ffb4acO0 0x40085729:0x3ffb4ae0 0x4008a7ce:0x3ffb4b00._
—0x40007c69:0x3ffb4db70 0x40008148:0x3ffb4b90 0x400d51d7:0x3ffb4c20._
—0x400e31bc:0x3ffb4c50 0x40087bc5:0x3ffb4c80

0x40081656: panic_abort at /Users/espressif/esp-idf/components/esp_system/panic.
—c:452

0x40085729: esp_system_abort at /Users/espressif/esp-idf/components/esp_system/
—port/esp_system_chip.c:90

0x4008a7ce: abort at /Users/espressif/esp-idf/components/newlib/abort.c:38
0x40007¢c69: ets_write_char in ROM

0x40008148: ets_printf in ROM

0x400d51d7: app_main at /Users/espressif/esp-idf/examples/get-started/hello_world/
—main/hello_world_main.c:49

0x400e31bc: main_task at /Users/espressif/esp-idf/components/freertos/app_startup.
—c:208 (discriminator 13)

0x40087bc5: vPortTaskWrapper at /Users/espressif/esp-idf/components/freertos/
—FreeRTOS-Kernel/portable/xtensa/port.c:162

ROM ELF ({2 #ii4fs TDF_PATH fl ESP_ROM_ELF_DIR MEiAr iz A ahmEk . i@ MATh, v
PAIEIT R esp_idf_monitor HI8EHEN ROM ELF X {4:#4: python -m esp_idf_monitor
—--rom-elf-file [ROM ELF XMW %421,

2 PFIfREEAS B ESP_MONITOR_DECODE %k 0 5% 2 ¥ ] esp_idf_monitor [1¥45 & @iy & 47 15 3
python -m esp_idf_monitor —-disable—address-decoding 2% |- HihkfEiY.

HERE SO H bR )y BRAIEOL T, IDF ISR A H ARt i 3 DTR F1 RTS 3474k H 2h & (7
he EPj Ik IDF WML B 2h 52 60, WFEJR 1 IDF BEALES I EikIi -—no-reset, 4l idf.py

monitor —--no-reset,

ik ——no-reset WEIFE IDF Wi 048 %12 2 55 28 v 11 B 0] ASE B AR, 40 idf . py monitor
—-—no-reset —-p [PORT],

M GDBStub LLFi)Il GDB - GDBStub SZH5AEIaf T #EA T 1. GDBStb 7£ H i bizfT, Hfiladeh Hig
FE FAL M Ay 2. GDBStub SCRFIUNAFAIZE B A ERR IR an . BAREAT ITAG
P, (T GDBStub 5¢ 4xif i B AT 11 58 MO R, WO 2GR REELE (401 ITAG/USB Hi
e

iﬁ;ij3{%1CONFIG_ESP_SYSTEM_PANIC &Ejﬂ GDBStub on runtime, W] PLKFH ﬁ@ﬂﬁ%ﬂ%}ﬁéi@ﬁ
GDBStub., GDBStub R H:E fG GiafT, BB T O AL ctrl+c SEUN HAEF W (RIE -2
F3HAT), Mifiil GDBStub AbBEHA A 2.

A, R DA IS i B CONFIG_ESP_SYSTEM_PANIC )y GDBStub on panic JHEIE panic ZbFEAEA, fili
HAE KA crash HFHHZETT GDBStub, 24 crash & 2EH}, GDBStub Ffifiid s 11 i APk I F AT AR, &
7% GDBStub 1F7EiE1T .

Toie 2l Ak crrl+C b @I EIRA FATHR N, IDF IAa ik H2h/ash GDB, ik il Fr ik i
4. GDBIBMSE, ilid RTS i AL Hin. WRARMERE RTS f 02k, WA, FaRNTT
KMo

#iE: IDF WALERAE IS 24740 M )3 A GDB:

xtensa-esp32-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"
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B on k B PALYE H idf.py monitor —-print-filter="xyz" J&2 3 IDF I fi 28, H o,
——print-filter J@&#i kS8 SEENE NS F55E, RIFTBIE A, S'Zﬁ@ﬂ% B AR

= ESP_IDF_MONITOR_PRINT_FILTER JHE e e -

%Z{ [E] B FH PR E A5 T ESP_IDF_MONITOR_PRINT_FILTER fI&%{ ——print-filter B, i@iIfy
AT CLI 24 ——print-filter /B .

FHAAT AR E RS, T8 E <tag>:<log_level> kM, HH <tag> BIREFIFH,
dogiewl>%{N,E,w,I,D,v,*}%ﬁ#ﬂ@%¢?ﬂg?ﬁﬁm5*éﬂﬂ
BN, ——print_filter="tagl:W" HVLEHFTEI ESP_LOGW ("tagl", ...) FiGgEH, ®ES

TERAR H ST EH AR %, B ESP_LOGE ("tagl", ...). WZ4EE <log_level> mifii 14l
TR ERINE * o

Friks HRiEmy, RAGEA R HEAE R &R A HUORTR B . BT DA IDF M A0 i 0 ok IR %
I E, HICTH iR Hﬁazf?

I AR P AR A E é\éi‘% B x. B9 o, DA ik fe .

SN AR i e a7 e R T [ A Tﬁﬁ%ﬁzﬂmﬁﬂjm_ﬂﬁb, B, MERLgRITURT AT, 5
Ja R EIZAT AN Z B A oﬁ%~Aaﬁ@ o AT DRI A 0[] S 3 G 1 (e S A A
ERHISHRE ).

iy 32 LW 7151

o * AT ILEATATRAARSE . (H ——print_filter="*:T1 tagl:E" {THIX T tagl Hith<
iRl , XN tagl BN * BRI SEm

o BRI (%) fff/ﬂi * V PR SR AE A 2 590 5 S AR S P AT R A 2 R R MR PE L I P25

o RN ORAH T HETh e, WAPH T print £ BFTENE . S T REGRIX — R, T
*:E Eﬁ%%ﬁﬂ@fﬁ%ﬁ%ﬂo

o FN "tagl:v", "tagl:v", "tagl:"., "tagl:*" fl "tagl" Z[d.

. fJAWl'J/"\;aEQl:W tagl:E" Z[HT "tagl:E", X/&H R JESE B E A A R 2 PRI bR 2 2 78 s el
Al— %5

o FN] "tagl:I tag2:wW" {UAE Info 40 B Ak BEARGUMNFTED tagl, 7E Warning P40 4% 5 55
FARGAATE tag2.
o MM "tagl:TI tag2:W tag3:N" fEA EAEFRT E—MN, X2H N tag3:NfEE tag3 AT
B

e tag3:NJEMN) "tagl:I tag2:W tag3:N *:V" FHEAEE X, XEHR FUWHEEEAE tag3:N,
tag3 ([F R ATREFTEI R T tagl Ml tag2 $5IR(E BT EIFERS & RN G n] (SR RGR) |
HBRINFT DT A

RO E RSB AT H SRR B AT AR SR I 17 LR BRATAY:

load:0x40078000,1len:13564
entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte
W (31) esp_image: image at 0x30000 has invalid SPI mode 255
E (39) boot: Factory app partition is not bootable
I (568) cpu_start: Pro cpu up.
I (569) heap_init: Initializing. RAM available for dynamic allocation:
I (603) cpu_start: Pro cpu start user code
D (309) light_driver: [light_init, 74]:status: 1, mode: 2
(T oUaRED)
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(£ L£50)

D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID..
<~>1
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="wifi esp_image:E light_driver:I" i Iifiicm i B irms:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

——print_filter="1light_driver:D esp_image:N boot:N cpu_start:N vis:N wifi:N

REAASTAlIY: L TR S

load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

IDF W28 L) sl
Windows 55 F B0 0] &
* HT Windows ¥l 5 BRI, A LUk 58 S A — SUREIR S JC 3 AE GDB i

© MAWOLT, idf.py RN, ATRESE IDF MOLREKE 2 BIET 1 30 7.
* GDB a7, WHESEHE—BUNE], A5 71455 GDBSwb JH4Til {5 -

Linux il macOS ¥ & T G50 brifi e B

VEANEREBYR IRYE N IR IR, el AR .

BEEIFR AL DA 20N ESP32 5L ESP-IDF [ A {4 %

s H—F wRESL

o % =% ILESP-IDF

I ES AS

e BV RENETE

o % AY: FH51EA ESP-IDF 2

S RBAlEsy T AE ESP32 fp{li)i] ESP-IDF, TERRERIE RS 2R — /i, DA 2R
AP R4 Linux F1 macOS [ 256 LA T3 B .

Linux JI| )" #i9¢ ESP-IDF {52 A N iRIE MK Linux ZATHUAS, PRGN ZEEM S
» Ubuntu £ Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

F B398 SCFF CentOS 7, {E4 T REAFAY iR, B CentOS 8.
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e Arch:

sudo pacman —-S ——needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

e
* fifi jfl ESP-IDF 5% CMake 3.16 o DA AR . &Y Linux 47T TR E T8 5 S A9 ARG 14

B FF 5 backports A, B 2% "cmake3” # {4 4U, (AN 2425 cmake”) .
o R BRI ERPEA BN RSGE, WSHET RGNS, AF R 2.

macOS J{|)"  ESP-IDF ¥{# il macOS _[BRi\ 2234 Python Jii s,

o %% CMake Fll Ninja 457 T H.
- #7F HomeBrew, 0] PListT:

’brew install cmake ninja dfu-util

- # MacPorts, #50] PAizsT:

’sudo port install cmake ninja dfu-util

- A EIARIE, W 1jIR CMake A1 Ninja 351, #0if) 4 K& macOS V-5 1)1 2k 434 7).
o i Z A A I &2 3E ccache PAFRAS TR AG 4R 1553 F . 217 HomeBrew, W] ifiif MacPorts [ /) brew
install ccache B{ sudo port install ccache FENZ%,

Friks WEHE BT BB E AR R

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

NamiZedE XCode Ay 47 TH., W[iafT xcode-select --install fyaidtfT4est,

Apple M1 i/ URIERIH H52E Apple M1 ZR 51 HA FIUTH H BRER:

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is._
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

B

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2—
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

EFF LI TN A2 2K %% Apple Rosetta 2:

/usr/sbin/softwareupdate —-—-install-rosetta —-—agree-to-license

‘%% Python 3 Catalina 10.15 & At B W FR AHEFF# ] Python 2.7 JiiAs, ¥E K S macOS A4S At A
BRI Python 2.7, $AATPA N i &SR4£ 7524 Wil 8 FH 11 Python K4k

python --version

QR A Z Python 2.7.17, WAEREMBGAMTERE Python 2.7, XBFFRELLETITA T fir ks
LR 2 75 B 48 %6 4 Python 3:
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python3 --version

WRETT B A AR R, AR AN A *4e%¢ Python 3.
TG AR 2 PR3 Python 3:
o {ifi f§ HomeBrew #4742 %E Ay a0 R

brew install python3

* fifi Ffl MacPorts JFf 7238 VAR :

sudo port install python38

45 b+ FRULESP-IDF  JE[F 58 ESP32 MyE Y AR F Z A, W 5CRBURZESR LAY 4R 4 30 ESP-IDF {x
JE o

AKHL ESP-IDF (YA HREIA: FTTF %35, DIHeE] G2 0RA7 ESP-IDF i TAEH K, i git clone fiyd e
BerLA O, FIXTRARIEREM AT, L F .

TIPS, 187 A T a4

mkdir -p ~/esp
cd ~/esp
git clone -b release/v5.1 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF ¥ F# & ~/esp/esp-idf,
15 BIFEESP-IDF pe A 4y, 45 ESP-IDF AN [R] RAS F) 2L AR F 5%

G52 Ye¥ LI BT OESP-IDF ALy, fGAFE SN 30 ESP32 By H %2%¢ ESP-IDF (i 1] i 4 Fh T A,
Pehnghitdy . A% . Python f3F.

cd ~/esp/esp-idf
./install.sh esp32

B} (i Jf] Fish shell:

cd ~/esp/esp-idf
./install.fish esp32

IR A AN ESP32 2235 fires T H. . WERFEAZAHbmG AP H , MR pA— R 2 2~ B AR,
WRETR:

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

8 {ifi Jf] Fish shell:

cd ~/esp/esp-idf
./install.fish esp32,esp32s2

USRS B R N A SRR H AL 283 TR, Wl AIsA T R fir s

cd ~/esp/esp-idf
./install.sh all

8¢ {#i i Fish shell:

cd ~/esp/esp-idf
./install.fish all
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il AT macOS I, AN ERAEATE PRS2 DU B

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—~to get local issuer certificate (_ssl.c:xxx)

Wiz f TS HL I Python SCfESE FRf) Install Certificates.command Z¥EH. THMELZEL, S
% 4245 ESP-IDF T H A B N 2B iR

P UHARE % ESP-IDF T HZE 452 2 Github AAR A AR — 28 T A, 415517 Github %2
NN, AR AIEACE, AL et Espressif 1R #5547 64T Github BTH 2

Frili: ZCE AWM Github KA A T EE B TR, EH AU Git €4 URL.

FAETER T RN L See it Espressif N R55 4%, WfEi2fT install. sh DA R a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

o 2580 A RPN 0 A4S ESP-IDF Frfs i 4 ie T H BN LR PR E sk, B
Linux 24 H¥) SHOME/ . espressif Hik. GEATPAKEER T H 23 Hph B SR, (HIETEETT 2258 A
Hl, EHrXEIEASE IDF_TOOLS_PATH. Y14, WHRENHPKS 4L 48 T B IZBARMAUR .

BB T IDF_TOOLS_PATH A%+, GMfRIZZ e IR AT A (install .bat, install.
psl B install.sh) il A (export .bat, export.psl B export.sh) BEEF—2.

SV BEVIPRBEAR R BUnS, GRWIRIZR A T H MRS N A5 PATH BRBEAS B, Jovkiliad “ar e 17 il
AT B Hil, AR E SRR R . X AT DAE 1 ESP-IDF $2 4L 55 — AN A A 7 108

WAL 25217 ESP-IDF B85 57 LIz T PA T g4

’ . SHOME/esp/esp-idf/export.sh

XFF fish shell ({S2HF fish 3.0.0 KA ERA), Iz AR 4

’ . SHOME/esp/esp—-idf/export.fish

R, IR 5ERZ [N A —A 2% !
MR ETF LA 1217 ESP-IDF, #0] DUATIAT export . sh Q#3144 HAACDIRAT
1. B HIFERENELL R 2% shell B & 049 (.profile, .bashrc, .zprofile %)

alias get_idf='. SHOME/esp/esp-idf/export.sh'
2. B E A& E D 8iiafT source [path to profile], fll source ~/.bashrc 3R E
A

BT DAEAT AT A i i 11 Pz AT get_idf RBEESUHT esp-idf PRk,

ANEWH AN export . sh #SHIE] shell (FHCE ST XA FEAEREA Kb & 35 HHREGT IDF FE L35
% (G TCTHE G IDF R3h) . X5EE 7601 MRS H i, 38 w] RESE M AR (Y BT o

ST JFUAEN ESP-IDF WL BUAEGE £ R T ESP-IDF HFFAT A, B2 TRAEAGAITIF AL
15— T

ASRRAFHE €58 W ESP-IDF (%545 . $RIGACHRE, (000 BSP32 QA — T, JFhze.
PR RER A
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il WPRGSE R ESP-IDF, 52 M4 30 shp P g, BRI AT m B s (4 B A 4

JFUGGIEE TR BAE, &P AMERIT & ESP32 I IR )¥ T . f&W LAM ESP-IDF 1 examples H 5% T [
get-started/hello_world TF2FF44.

% ESP-IDF % R4 S Ff ESP-IDF At T AR AR hofi Ay 25

Ff get-started/hello_world TF5 il 2 A ~/esp HR T :

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

#ril:: ESP-IDF ff) examples H g N4 —RIRBITAE, &0] AR IR BRI IR 247 A AR 1
WA A B B, TR AT

Wt BUE, WRERY ESP32 JFAMUERE PC, FEFIT KM MR,
WH, A TEAF AR R T B Z A A A -

o Linux ##fE&%:: VA /dev/tty F3k
* macOS ¥{E&RS:: DA /dev/cu. 3k

A RAMTER B ORI IEANER, EWE ESP32 el & ait ik,

ik WHICEROY, BRTERSS R

MCFL TAE THUEA hello_world Hag, BB ESP32 yHIREF, A)5iafr TRARCE TH menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32
idf.py menuconfig

I TR, Wi idf.py set-target esp32 W “HiR” A . {EE, AR
BRIt et H 2 M aidAIRCE. (A04) . AT AEESR “HARY BUE NI R (R Bk %4
B BEAEE, WWAFAIRSA : sertarget,

IEHEAE EIR P IRG, RGURRR AT R

fnr DAL e BB B H A R R AR R, UdE Wi-Fi RG24 PR, AL B Rd 24 . hello_world R
B H < PABGARC Bz tT, e —H &, wf AR 6 menuconfig #4700 H BCELX— 23R,

W A 1 2 ESP32-DevKitC (# % ESP32-SOLO-1 #54f) & ESP32-DevKitM-1 (#j %
ESP32-MINI-1(1U) #54H) , W 7E5RE /R BIRL T Hi, RifE menuconfig 1 fEEA ALK (CON-
FIG_FREERTOS_UNICORE) .

il Bt 1 2R MRS BB G A iR S EIEIRR . BT A R —-style KBRS, T
1817 idf .py menuconfig —-help iy, FIHEZFELE.

AR SCRFIT B, T RAE S R SCRF AL (BSP) SR BIEIIIT K. HEAER, Wi .
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{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

] Leave menu [5] save

7?1 svmbol info [/1 Jump to symbol
le show-help mode C o], S - [A] Toggle show-all mode
t (prompts for save) [D] Save minimal config (advanced)

K 65 LA E—FH 1

GivE LR IHMEHAT S, iR AL

idf.py build

IB4T A b4 W DA AR P AT A ESP-IDF 2004, B35 AR s |\ e e . 43 XERAN A 7 ok
il St

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized wvalues.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

WR—UNEH, S5 UR R B bin S0P

PORFIRAT WIS TPAT a2, R5 MU AL B —HE I SO ek 2 50 ESP32 I KA :

idf.py -p PORT flash

5FF PORT Fiffe oy ESP32 TR AU H A4 FK. WIS PORT REE X, idf-py Rl B W] I ER 1O H 3
o

W24 5% idf.py BN, 5 Widfpy.
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ik Ak flash $EHR B34 besk TR, FILILFHRHETT 1df.py build.

AEBE IR OB R 8, TR T F H IR B ESP32 613 % v i 4k SRPUE Z1R4{E B

WERIE  TER i, BB H&:

esptool.py —-chip esp32 -p /dev/ttyUSBO -b 460800 —--before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
—0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting........

Chip is ESP32DOWDQ6 (revision 0)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 24:0a:c4:05:b9:14

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 5962.8.
—kbit/s)

Hash of data verified.

Compressed 26096 bytes to 15408...

Writing at 0x00001000... (100 %)

Wrote 26096 bytes (15408 compressed) at 0x00001000 in 0.4 seconds (effective 546.7.
—kbit/s) ...

Hash of data verified.

Compressed 147104 bytes to 77364...

Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000... (100 %)

Wrote 147104 bytes (77364 compressed) at 0x00010000 in 1.9 seconds (effective 615.
-5 kbit/s)
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

WER—YIFR], Bk ia, TFARGREN, N AT hello_world” JF4Giz1T
ISR 75 226 ] Eclipse 552 VS Code IDE, [fidE idf.py, %% Eclipse Plugin, DA} VSCode Extension,

WP DA idf.py —p PORT monitor fid~, HifH “hello_world” TREMIEITIHN . HE,
TE;LD‘I/EA’{T PORT %ﬁjﬂlp\ﬂﬁ% DZ*L:D

EAFGGA S, IDF Wil E B AR

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build
(R oUgkzh)
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Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

ey, BT AYE RS HEMZW H &2 )5, BRIFTEIR “Hello world!” T

Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU core(s), WiFi/BT/BLE, silicon revision 1, 2 MB.
—external flash
Minimum free heap size: 298968 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

T pLbEgE ctrl+], iR IDF Hiiss.

W2 IDF M WlasAebest e R A AR A8, BAT ENG B a2 alig (r) , ARA AT RER PR SR IT SR
T 26 MHz fivdi, 1fif ESP-IDF BRIA SCRFR Z HOT AR ) 40 MHz i ik -

e986) (Xn@dy. |66 (6PW+)§BHN9a— /90 ! §t566PE~BKHGcheahsdiA
~zYBOY (16,1 60 e066) (Xn@By. !DrézY (6 jpi® |G+z5Ymvp

ATV

LR s .

2. 1R[] menuconfig,

3. #£ A\ Component config-->Hardware Settings -->Main XTAL Config -->Main XTAL
frequency #4THECE, BCONFIG_XTAL_FREQ_SEL V%% 26 MHz,

4. T G EAR T AR .
15241 ESP-IDF it , ESP32 SERFAY F A RN T -

* 26 MHz
* 40 MHz

il BWATUE T AT S, —RMATIOEE . Bk i A
idf.py —-p PORT flash monitor

LAk,

o iHHIFEIDF WALZS , THRE (1 F IDF W O0gs i) Hes da A At 1
o HHIfEidfpy, &HEEZL idf.py MAHIEEI .,

\_:E:;!l_{? »u\am’ﬁ ESP32 B’JA] J%j'
e, T PASE— 28 HA examples, B0 EIZTT A H C RN AT .

T —HORGIFF AR S ESP32, A ESP32 HrOR (U B ek i hd
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e 4w R BIRR Y BT & README U supported Targets i, AISRFEARH 5 ESP32, o
AAEXAFAE, A4 RIFRIR ESP32 SCRRX AR BIRES .

bt

FLRE 0] j8 /dev/ttyUSBO  {ifi F§ HE 26 Linux Jit 4s [7] ESP32 Bet {4 mf, WS P Failed to open
port /dev/ttyUSBO 45iR{HE . MHTR] DLREH ¥ 2 Linux Dialout 8.

He 721 Python Jfi AX  ESP-IDF 37 ¥F Python 3.7 & PA_bHRAS, FEWTHHEAE R 58 3] f 8 AR M T 58 8T
Python, W] £EM sources %73 55 i Python, B {#i fj Python & ¥ £ 55Ul pyenv X} AR AS AT TR 45

ETRgSeit ETRAR Bt (BSP), MBI T AR B IS ZAT Ko (RS 2R LA R %L
T8 AT PASE O 45 E TF A AR WA AL -

— R, BSP SRR AR ERTARECRALE . R T RE ORI (LI RESN, BSP RPN R . (2
TR ER ARG A S SN Y KB R T o

BSP it IDF #8435 32 35 JeAfi, 5P LARIAE IDF ZH ik as 2547 R 2.
CL P Bl 1 s ESP-WROVER-KIT BSP s 55 H v :

idf.py add-dependency esp_wrover_kit

AT KA BSP W7 Bil, I BSP 7m0

P flash  ESP-IDF SZREHESR flash, 15217 PA N Ands, #EFR#EA flash:

idf.py -p PORT erase-flash

AATAETT ZARRRIN OTA ¥l , izfTA N ansd

idf.py —-p PORT erase-otadata

PRk flash 52— Banf ], FEHEBRGARR T, WIS R

S 9 ESP-IDF  (RZ S RIHIE M FIAHY ESP-IDF, 1552 bug S 20GH 2168 #:%%, EESP-IDF
FO A S B IS R B A AT N0 SRR . S PRI, A L B g7, P
5| AT ESP-IDF JiA. 8% 5% T X FHIRIO RS B, 2% ESP-IDF ik,

UL, AR, AR R R AR MR A . LR R IR A esp-idf P
e, BRI S =% IR ESP-IDF WHOR, EHS M.

53— Ry RISy . LAy, IR £ A ESPIDF B4 . FLATTHE PR & R st
Fi1#y ESP-IDF JiRAAS FiF AN«

W, WG, WHERBTLEMA, PABGH R ESP-IDF i LREWA T E#H. AAiEsE % =
Yok E I

—HEH TR, WS HWARTRS, BARE2EEwy: AR te.

FHORSCRY

L5 ESP32 4|3 % v ik ik
Eclipse Plugin

VSCode Extension

IDF Y4025
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14 GabEss—A LR

QR &% 4t ESP-IDF H A i 4 T L3355 (IDE), 57 2 R1T i A Windows  Fr44
)3 T 42 B Linux %= macOS F 45403 T42 ik — TR,

1.5 #i#; ESP-IDF

155 H1#% ESP-IDF, %% Uninstall ESP-IDF .
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2.1 API Zyg

ARIANERT ESP-IDF W IR 4tk 1 (APD) i TR 24058 RIS
ESP-IDF {21t 1 L e 11 -

o {F ESP-IDF ZH{Fmy 2 3k Se - A B C eRigl. gMiR . Mos. K800 UITRALIES 2. et
F API SR T X SepR . S5 R FIZEal,

o GHIFRGRE. i AR, 51 S M ESP-IDF CMake #) 3% % %% API,

* Kconfig W, W] T K diik R G CH (CMakeLists. txt).

o T A NHGMTEH.

ESP-IDF th ZANMAMF4LAL, A48 % 17 ESP it 9w 5 ARG s 88 = e (RIS = 4iik) » W1
FLSes =J5)%, ESP-IDF $24E4 AL 28R 11, DARRIALXTEE =7 ERO AT, B3 L5 ESP-IDF H
MINBEMI M E . FLEN T, B2 AR E IR Z EN R4 APL,

PAT A4 7553 ESP-IDF APT K HAS HIAYAH S 2«

2.1.1  HEAAbEE

Z % ESP-IDF API 21k [l thesp_err_t KA E LY HIRMAI . A XML ELFER, SR
432 {53 . A % ESP-IDF AU FR ARSI, S FlER R 5%

2.1.2 ECEEGHIE

B ORI HIRE T 5 Rk ESP-IDF URRARA N, 3 LR W) i LB B A5 M A

% ¥ ESP-IDF (4 i Ak Bie B F1 22 R GAHES DA « . ._init (). ..._config() Ml ..._install()
W) HFRE -G A BRI FEEEA S 8. Bl

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"

Q)

125
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esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

IR BRI X AFRER I RCE S AR HE ST, DR B IeAi A iR R 224 h o
I R FP I I AL S R B B, DA R s B

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;
/r R FHR .arg 1 .name KAWL */
esp_timer_create (&émy_timer_args, &my_timer);

Jo2 i BSP-IDF SR €99 ) Fisk B L2 RSEMEG MBI 1L, AT DARIR0 2 B AR,
SRR T B

const esp_timer_create_args_t my_timer_args
.callback = &my_timer_callback,
/* E#, FH .arg f .name B HHBL AT */

{

bi

C+ 155 IR ORI E W IR LA TETS , (AR R LA AUEIE PSR GUT « e C++ fURS (/1] ESP-IDF API
I, ATRAZS A DA R AR

/* IE# : .dispatch_method., .name D\ X .skip unhandled_events AW K4 FE */
const esp_timer_create_args_t my_timer_args {
.callback = &my_timer_callback,

.arg = &my_arg,
bi
///* 4% % esp_timer create args_t W, .arg % .callback ZJg B ¥ */
//const esp_timer create_args_t my_timer_args = {
// .arg = &my_arg,
// .callback = &my_timer_callback,

ey

TR EVIRNAREZ L, WS A8 s e s . TR, C++20 ZHIH C++ 5 A2 24 Hi ESP-IDF
FIERARRAS . AN SIS BRI Es . IR A C++20 2 BTM C++ FRUEAFACHD, WI A E) GCC # @2k
JEPA T

esp_timer_create_args_t my_timer_args = {};
/AT EMBNHAE
my_timer_args.callback = &my_timer_callback;
RN LS

ESP-IDF Jy 30 s g B 7 1 R W BUA (R 2

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_ DEFAULT_ CONFIG.

ST RE—NEEHWENE. WA, FTAFRACREANRNE, BXFEHE: ~/
config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

HFE RCE S AR AL T BRARIIR AR, S B IR AR 2 -
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2.1.3 A7 API

1t ESP-IDF KL & i APL (LR T/ ESP-IDF YA R, A SERpfE Iy AR P P . ik
RSN AR TR private B esp_private. FEBAIfE (Hlhal) WL SHA APL

FLA APT n] BEFE U ELBURN T HUAS Z (8] PAAS SR T 2R B i B e

2.1.4 i H Lk

ESP-IDF R i it 7 — F 5173 ESP-IDF AP 75 sXAY T AR . sl e re 2 1 Bl P s 5 AR [ Y
B, R BIRg R ALPE b SCT — S A ) TR . X 28 4164 4% common_components H 5%
WL PR B4 B 0, B A1 ANET ESP-IDF APL HYTERE -

ANEWAE H & I H H il i EXTRA_COMPONENT_DIRS %k RS04 i BLA% 5 | X Be 41, FMAEARIAF)
ESP-IDF fiiAsHt, PFA] BEAAAE & A0k . BT ESP-IDF /RGBT 630 H B, 35 K500 5 B H T i 2
LA {4 ESP-IDF H&g il ok, IR0 A LT H 10— . TR, A LAERESIRBIE SN,
AIREA TR = N AR s T A AR A0 PR . ZEM BT, 75 B e Ag I I R0 3E T T as .

2.1.5 API faett:

ESP-IDF {1 i SURCARIE | PEINISS R A 22,

ESP-IDF R B RA FIAE IR 1B S RAS & PRAUE S AR RAS AR A E . AR 25 T R 1 3R A PR A ) 75 T A
FIR 1

DARHS GO e 75 1k

ESP-IDF {1t ESP-IDF A1{F{1 A SCPE Y C s %I, iR Moz 2R3 SOMTIALBE 75 Y I
PRSGRIAAE - PEACHS S A B AR TR B BB AT A E BT AR Y ESP-IDF _E 87 435

PATNAE AR 2 8] 4 S RN RS G A b -

* fliJ] deprecated JEMIEFRE. MNP #warning I SCIF. EFFRECTE ESP-IDF
FATUEIT ) o SRR A G DAGE e i 37 1) e RS SR PR T R B S - ESP-IDF )
TERUASRF R 63 I 7 1) eR BORI S«

o marAALE, RS IEACHAISL SO, (B ORI R G FT DASRE IEA 1 SCF

» Hfiy$; Keonfig JE11. Kconfig ALY ) /& Fe 514 BRI HIFEFAE sdkconfig U, CMake SCIFA
PRACHS AT AR AT DABE S 46 Y Keonfig TEI5 44 7% o

e /b e Pk

ESP-IDF JCyERf IR (B — B3R XM, QiR 54~ ESP-IDF JRASKI & T — A Tdmis e
TE T —/MRESAS R R A, TCEFRIZ R AR R 5 0217, DA B enT PAPRERIR A RS 20 1 3 25
P, AEAEIE B SR A

o TP C MR R IEE

o INIUHTBY LSRR R R B USRI . 2 T B T ERIE AR, ES B E 4k,

o HEBAHMFZZW) static inline pREFH extern BE, RZ MK,

o HZEAH) C BB BT R 72

FAUA I 15 0L

RAEFATEC Tk ESP-IDF JRARTHR A Sy, BRAEREIRAZ ], ESP-IDF fyRLLEHR 7 il fES A
ATy X AL A ARJET T AU SR AN T, Wil i) A Ao ik 4l -

o FuH API,

o 5B 2B,
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o AHAfHRIC N beta”, “preview” Y experimental” HIHfE .

o WML A S RN, s PAE LA T MR A L A ERA T I .

o MARBITHIIRITIRE. Blan, WERFEA RS EM AT , W sEs MR e R H
a4 B R . XA T E D BEIC A BT BE AR AT BE -

o RBAFRICSRIE AN SR & AT AT BB B R B o, ansh S HGE Rk .

o TESEHELE TP Keonfig eI .

o IS H WA E AR

2.2 WHDZEPMY

2.2.1 ASIO port

Asio is a cross-platform C++ library, see https://think-async.com/Asio/. It provides a consistent asynchronous model
using a modern C++ approach.

The ESP-IDF component ASIO has been moved from ESP-IDF since version v5.0 to a separate repository:
* ASIO component on GitHub
To add ASIO component in your project, please run idf.py add-dependency espressif/asio

Hosted Documentation

The documentation can be found on the link below:

¢ ASIO documentation (English)

2.2.2 ESP-Modbus

The Espressif ESP-Modbus Library (esp-modbus) supports Modbus communication in the networks based on RS485,
Wi-Fi, Ethernet interfaces. The ESP-IDF component freemodbus has been moved from ESP-IDF since version v5.0
to a separate repository:

* ESP-Modbus component on GitHub

Hosted Documentation

The documentation can be found on the link below:

* ESP-Modbus documentation (English)

Application Example

The examples below demonstrate the ESP-Modbus library of serial, TCP ports for slave and master implementations
accordingly.

e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
¢ protocols/modbus/tcp/mb_tcp_slave
e protocols/modbus/tcp/mb_tcp_master

Please refer to the specific example README.md for details.
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Protocol References

* https://modbus.org/specs.php: Modbus Organization with protocol specifications.

223 ESP-MQTT

HEid

ESP-MQTT /& MQTT il % F i i S 88, MQTT & —Fh 3T & A/AT B i 52 8 90H B M thill.
ESP-MQTT 4 374 MQTT v5.0.

o T HEH T TCP 1 MQTT. %:TF Mbed TLS 11 SSL. 3T WebSocket (1] MQTT DA & 3T WebSocket
Secure [} MQTT
e Jlik URI fijfb i B e
o B (—AN T A 24K )
. é%ﬂl‘)ﬁl KA. NIE. SIETHE . PRRRERELERMLEIPA K 3 ARG (QoS) A (R4 TRE
iy

SN ]

protocols/mqtt/tcp: F:T TCP 1) MQTT, BRiAu 0 1883

protocols/mqtt/ssl: F:F TLS # MQTT, ZRiAu 1 8883

protocols/mqtt/ssl_ds: KT TLS f MQTT, {# T4 AMEIHAT S I60E, BRIASG 1 8883
protocols/mqtt/ssl_mutual_auth: £ TLS ) MQTT, fiHE-FHFT S IE, BRI 1 8883
protocols/mqtt/ssl_psk: X TLS ) MQTT, {f f#idh = 84H 347 B0 560F, BRASE 1T 8883
protocols/mqtt/ws: KT WebSocket (1) MQTT, ERiA 1 80

protocols/mqtt/wss: T WebSocket Secure [i{) MQTT, ZRi\ i 443

protocols/mqtt5: {# Jf] ESP-MQTT JFE %82 MQTT v5.0 iR 55 #5

MQTT &\ 1%

W fHesp_mgtt_client_publish 8{HIEMH EE esp_mgtt_client_enqueue, HJ PAGIEHHY
MQTT JH 5 .

QoS 0 FIH EHF R AR, QoS 1Al 2 HAARATH, PEAHMTEZIG %ﬁf%%%ﬂ%mﬁm%jz

ESP-MQTT J& K I 4 & Hr A5 M A HIA B9 QoS 1 Fl 2 K AiH ., DARE S % 82 45 iR 5 505 )
B Ak MQTT #1735k (U AF B 7 i #2 H Clean Session 5 15 3% &~ 0 B 2 1% &y (%TXTJHG jﬂ

¥fdisable_clean_sessioni% B K true),

AREFREEAL D QoS 1 F1 2 J§ B B2 & THEBUR A&, (HA5 i lesp_mgtt_client_publish
W &S BE AT 88 — R R 22k, KAHIAE B E % ¥ fimessage_retransmit_timeout 2Z
JG #17. FECONFIG_MQTT_OUTBOX_EXPIRED_TIMEOUT _MS 2 j5, 1B & W gME. %
# CONFIG_MQTT_REPORT _DELETED_MESSAGES , W|£x %3625t S3@ 5 F .

Fic ¥

Wit Fesp_mgtt_client_config t 4SRN T BORIEATRCE . BCEATHAE S AT T4IE,
T HCER i 2 A

e esp_mqtt_client_config_ t::broker_t - fRiFikE bR 24051 .
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e esp_mqtt_client_config t::credentials_t - T B IERNE i
e esp_mqtt_client_config t::session_t - MQTT &%+ XAECE .

e esp_mqtt_client_config_ t::network_t - P XECHE .

* esp_mqtt_client_confiqg t::task_t - fVFHECE FreeRTOS /1% .

* esp_mqtt_client_config_ t::buffer_t - & A& HBIZ M XK/,

TOCHTEANZR A

M55 25

Huhl i3 address &tk uri FE{F hostname, transport DA fport G, AIPAEE RS
AL RN DA Epath, T BN WebSocket 41 F AR H A H -

i uri FEIFEA N scheme: //hostname:port /path,

o Wi mgtt, mgtts. ws fll wss L
* BT TCP 1) MQTT 74 :
— mgtt://mgtt.eclipseprojects.io: 3T TCP ) MQTT, 2RiAdIT 1883
- mgtt://mgtt.eclipseprojects.io:1884: T TCP i) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Kt F TCP 1
MQTT, 11 1884, A5 Hl P4 FIEE T
o HTF SSL ) MQTT /- :
- mgtts://mgtt.eclipseprojects.io: T SSL 1) MQTT, Il 8883
- mgtts://mgtt.eclipseprojects.io:8884: KT SSL [ MQTT, ¥lT 8884
o LT WebSocket 1) MQTT /= :
- ws://mgtt.eclipseprojects.io:80/mgtt
o ELF WebSocket Secure [1) MQTT 713 :
— wss://mgtt.eclipseprojects.i0:443/mgtt
o IfATACE

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler, .
—client);
esp_mgtt_client_start (client);

%if: O OU T, MQTT %) i S S PR PR 2R S A 6 MQTT i (SE#:. SilF. 2%
EIR

WEUE B UEAR 95 A% S0y, X TN TLS M gk, vl Everification A, IR55 A% UL
AR E N PEM 5 DER A%3(, U255 HE DER 4%, W EHF M certificate_len FBt, BN
fEcertificate TR AAETHFE M PEM MU T 4T H

o MRS ZSFRBLIE TS, fliN: mgtt.eclipseprojects.io

openssl s_client -showcerts -connect mgtt.eclipseprojects.i0:8883 < /dev/
—null \
2> /dev/null | openssl x509 -outform PEM > mgtt_eclipse_org.pem

o KEEE /RN T RRF: protocols/mqtt/ssl

o FCE:
const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.i0:8883",
(FTi4k%:)
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API 5%

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -- MOTT configuration structure

&Ml mgqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MQTT connection URI. This API is usually used to overrides the URI configured in esp_mqtt_client_init.
S8
e client -- MQTT client handle
* uri --
& In] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgrtt_client_handle_t client)
Starts MOTT client with already created client handle.
Z¥ client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mgtt_client_reconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
%4 client -- MOTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
%4 client -- MOTT client handle
& [1] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.

* Notes:
e Cannot be called from the MQTT event handler

24 client -- MOTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
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int esp_mgtt_client_subscribe_single (esp_mgqtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

* Client must be connected to send subscribe message

¢ This API is could be executed from a user task or from a MOTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

* client -- MQTT client handle
* topic -- topic filter to subscribe
* gos -- Max qos level of the subscription
1R [n] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

int esp_mgtt_client_subscribe_multiple (esp_mgqtt_client_handle_t client, const esp_mgtt_topic_t
*topic_list, int size)

Subscribe the client to a list of defined topics with defined qos.
Notes:

¢ Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

SH
e client -- MOTT client handle
* topic_list -- List of topics to subscribe
* size -- size of topic_list
R[] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

intesp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)

Unsubscribe the client from defined topic.
Notes:

 Client must be connected to send unsubscribe message
* It is thread safe, please refer to esp_mgtt_client_subscribe_single for details

S8
e client -- MOTT client handle
* topic--
&M message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_publish (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int gos, int retain)

Client to send a publish message to the broker.

Notes:

» This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)

* Client doesn’t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

« It is thread safe, please refer to esp_mgtt_client_subscribe for details

S8
e client -- MQTT client handle
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* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to O, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
1R [n] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure, -2 in case of full outbox.

int esp_mgtt_client_enqueue (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int gos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mqtt_client_publish() which sends the pub-
lish message immediately in the user task’s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

B8
e client -- MOTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to O, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
» store -- if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are en-
queued
& IH] message_id if queued successfully, -1 on failure, -2 in case of full outbox.

esp_err_t esp_mgtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.

Notes:
¢ Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
& In] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mgtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on ”before_connect” event.

SH
e client -- MQOTT client handle
* config -- MOTT configuration structure
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success

esp_err_t esp_mqgtt_client_register_event (esp_mgtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.

S8
e client -- MQTT client handle
* event -- event type
* event_handler -- handler callback
* event_handler_arg -- handlers context
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-
tion ESP_OK on success
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esp_err_t esp_mgtt_client_unregister_event (esp_mgqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
ZH
* client -- mqtt client handle
* event -- event ID
* event_handler -- handler to unregister

&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ ARG on invalid event ID
ESP_OK on success

int esp_mgtt_client_get_outbox_size (esp_mgqtt_client_handle_t client)

Get outbox size.

%4 client -- MOTT client handle
R [A] outbox size 0 on wrong initialization

esp_err_t esp_mqtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
S
e client -- MQOTT client handle
* event -- MQOTT event handle structure

& Ia] ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mqgtt_error_codes

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_Ilast_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component

intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification

esp_mgqtt_error_type_t error_type

error type referring to the source of the error
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esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MQTT messaged id of message

int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mqtt error handle including esp-tls errors as well as internal MQTT errors

bool retain

Retained flag of the message associated with this event
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int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig
struct esp_mqgtt_client_config_t

MQTT client configuration structure

¢ Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_mgqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MOQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_mgtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_maqtt_client_config_t::buffer_t buffer

Buffer size configuration.

struct esp_maqtt_client_config_t::outbox_config_t outbox

Outbox configuration.

struct broker_t

Broker related configuration

Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration
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struct esp_mqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker
struct address_t

Broker address

* uri have precedence over other fields
o If uri isn’t set at least hostname, transport and port should.

Public Members

const char *uri
Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’s identity isn’t verified. it’s recommended to set the options in this struct
for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.

esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.

const char *certificate

Certificate data, default is NULL, not required to verify the server.

size_t certificate_len

Length of the buffer pointed to by certificate.
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const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to certifi-
cate verification). PSK is enabled only if there are no other ways to verify broker.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate
CN must match this name, If NULL, server certificate CN must match hostname. This is ignored
if skip_cert_common_name_check=true.

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.
Public Members
int size

size of MQOTT send/receive buffer

int out_size

size of MQTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.

Public Members

const char *username
MQTT username

const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_mgqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication
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struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key.

size_tcertificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided.

size_tkey_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection

void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)
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int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_auto_reconnect=true to disable

esp_transport_handle_t transport

Custom transport handle to use. Warning: The transport should be valid during the client lifetime
and is destroyed when esp_mgqtt_client_destroy is called.

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

struct outbox_config_t

Client outbox configuration options.

Public Members

uint64_t 1imit

Size limit for the outbox in bytes.

struct session_t

MOQTT Session related configuration

Public Members

struct esp_maqtt_client_config_t::session_t::last_will_t last_will

Last will configuration

bool disable_clean_session

MQTT clean session, default clean_session is true

int keepalive

MOQTT keepalive, default is 120 seconds When configuring this value, keep in mind that the client
attempts to communicate with the broker at half the interval that is actually set. This conservative
approach allows for more attempts before the broker’s timeout occurs

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’t disable keepalive feature, but uses a
default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection.

Espressif Systems 141 Release v5.1.4-192-g0a68361¢35
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.4-192-g0a68361c35

Chapter 2. APl &%

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msg isn’t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MOTT task priority

int stack_size
MOTT task stack size

struct topic_t

Topic definition struct

Public Members

const char *£ilter

Topic filter to subscribe

int gos

Max QoS level of the subscription
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Macros

MQTT_ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

esp_mgtt_client_subscribe (client_handle, topic_type, qos_or_size)

Convenience macro to select subscribe function to use.
Notes:

e Usage of esp_mgtt_client_subscribe_single is the same as previous
esp_mgqtt_client_subscribe, refer to it for details.

S8
* client_handle -- MQOTT client handle
* topic_type -- Needs to be char* for single subscription or esp_mgtt_topic_t
for multiple topics
* gos_or_size -- It’s either a qos when subscribing to a single topic or the size of the
subscription array when subscribing to multiple topics.
R IH] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

Type Definitions

typedef struct esp_mgqtt_client *esp_mqgtt_client_handle_t

typedef enum esp_mgqtt_event_id t esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mgtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

typedef enum esp_mgqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mgqtt_protocol_ver_t esp_mgtt_protocol_ver_t

MQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mqtt_error_codes_t
MQTT error code structure to be passed as a contextual information into ERROR event
Important: This structure extends esp_t1s_Ilast_error error structure and is backward compatible with

it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
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tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mgtt_event_t

MQTT event configuration structure

typedef esp_mqtt_event_t *esp_mgtt_event_handle_t

typedef struct esp_mgqtt_client_config_t esp_mgtt_client_config t

MOQTT client configuration structure

¢ Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

typedef struct fopic_t esp_mgtt_topic_t

Topic definition struct

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

Values:

enumerator MOTT _EVENT_ANY

enumerator MOTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

enumerator MOTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MOTT EVENT_DISCONNECTED

disconnected event

enumerator MOTT EVENT_SUBSCRIBED
subscribed event, additional context:
* msg_id message id
* error_handle error_type in case subscribing failed

* data pointer to broker response, check for errors.
* data_len length of the data for this event

enumerator MOTT_ EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id
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enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA
data event, additional context:
* msg_id message id
* topic pointer to the received topic
* topic_len length of the topic
* data pointer to the received data
« data_len length of the data for this event
¢ current_data_offset offset of the current data for this event
* total_data_len total length of the data received
* retain retain flag of the message
* qos QoS level of the message
¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==1
¢ Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MOQTT connection error codes propagated via ERROR event

Values:

enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MQTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_REJECTED

MQTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MQTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MOQTT connection refused reason: Wrong user
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enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t
MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MOTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MOTTS

enumerator MOTT TRANSPORT_OVER_WS
MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MOQTT over Websocket Secure, using scheme: wss

enum esp_mqgtt_protocol_ver_t

MQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED

enumerator MOQTT PROTOCOL_V_3_1

enumerator MOTT PROTOCOL_V_3_1_1

enumerator MQTT PROTOCOL_V_5
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2.2.4 ESP-TLS
Overview

The ESP-TLS component provides a simplified API interface for accessing the commonly used TLS functionality.
It supports common scenarios like CA certification validation, SNI, ALPN negotiation, non-blocking connection
among others. All the configuration can be specified in the esp_t1s_cfg_t data structure. Once done, TLS
communication can be conducted using the following APIs:

e esp_tls_init (): for initializing the TLS connection handle.

* esp_tls_conn_new_sync (): for opening a new blocking TLS connection.

e esp_tls_conn_new_async (): for opening a new non-blocking TLS connection.
e esp_tls_conn_read (): for reading from the connection.

* esp_tls_conn_write (): for writing into the connection.

* esp_tls_conn_destroy (): for freeing up the connection.

Any application layer protocol like HTTP1, HTTP2 etc can be executed on top of this layer.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection: protocols/https_request.

Tree structure for ESP-TLS component

F— esp_tls.c

— esp_tls.h

I— esp_tls_mbedtls.c

I— esp_tls_wolfssl.c

L— private_include
}— esp_tls_mbedtls.h
L esp_tls_wolfssl.h

The ESP-TLS component has a file esp-tls/esp_tls.h which contain the public API headers for the component. Inter-
nally ESP-TLS component uses one of the two SSL/TLS Libraries between mbedtls and wolfssl for its operation. API
specific to mbedtls are present in esp-tls/private_include/esp_tls_mbedtls.h and API specific to wolfssl are present in
esp-tls/private_include/esp_tls_wolfssL.h.

TLS Server verification

The ESP-TLS provides multiple options for TLS server verification on the client side. The ESP-TLS client can verify
the server by validating the peer’s server certificate or with the help of pre-shared keys. The user should select only
one of the following options in the esp_t1s_cfg_t structure for TLS server verification. If no option is selected
then client will return a fatal error by default at the time of the TLS connection setup.

* cacert_buf and cacert_bytes: The CA certificate can be provided in a buffer to the esp_t 1s_cfg_t struc-
ture. The ESP-TLS will use the CA certificate present in the buffer to verify the server. The following variables
in esp_tls_cfg_t structure must be set.

— cacert_buf - pointer to the buffer which contains the CA cert.
— cacert_bytes - size of the CA certificate in bytes.

* use_global_ca_store: The global_ca_store can be initialized and set at once. Then it can be used
to verify the server for all the ESP-TLS connections which have set use_global_ca_store = true
in their respective esp_t1ls_cfg_t structure. See API Reference section below on information regarding
different API used for initializing and setting up the global_ca_store.

* crt_bundle_attach: The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom
x509 root certificates for TLS server verification. More details can be found at ESP x509 Certificate Bundle

e psk_hint_key: To use pre-shared keys for server verification, CONFIG_ESP_TLS_PSK_VERIFICATION
should be enabled in the ESP-TLS menuconfig. Then the pointer to PSK hint and key should be provided
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tothe esp_tls_cfg_t structure. The ESP-TLS will use the PSK for server verification only when no other
option regarding the server verification is selected.

e skip server verification: This is an insecure option provided in the ESP-TLS for test-
ing purpose. The option can be set by enabling CONFIG_ESP_TLS INSECURE and CON-
FIG_ESP_TLS_SKIP_SERVER_CERT_VERIFY in the ESP-TLS menuconfig. When this option is enabled the
ESP-TLS will skip server verification by default when no other options for server verification are selected in
the esp_t1s_cfg_t structure. WARNING:Enabling this option comes with a potential risk of establishing a
TLS connection with a server which has a fake identity, provided that the server certificate is not provided either
through API or other mechanism like ca_store etc.

ESP-TLS Server cert selection hook

The ESP-TLS component provides an option to set the server cert selection hook when using the mbedTLS stack.
This provides an ability to configure and use a certificate selection callback during server handshake, to select a
certificate to present to the client based on the TLS extensions supplied in the client hello (alpn, sni, etc). To enable
this feature, please enable CONFIG_ESP_TLS_SERVER_CERT _SELECT _HOOK in the ESP-TLS menuconfig. The
certificate selection callback can be configured in the esp_t1s_cfqg_t structure as follows:

int cert_selection_callback (mbedtls_ssl_context *ssl)

{
/* Code that the callback should execute */
return 0O;

}

esp_tls_cfg_ t cfg = {
cert_select_cb = cert_section_callback,
bi

Underlying SSL/TLS Library Options

The ESP-TLS component has an option to use mbedtls or wolfssl as their underlying SSL/TLS library. By default
only mbedtls is available and is used, wolfssl SSL/TLS library is available publicly at https://github.com/espressif/
esp-wolfssl. The repository provides wolfssl component in binary format, it also provides few examples which are
useful for understanding the API. Please refer the repository README.md for information on licensing and other
options. Please see below option for using wolfssl in your project.

12 As the library options are internal to ESP-TLS, switching the libraries will not change ESP-TLS specific code
for a project.

How to use wolfssl with ESP-IDF

There are two ways to use wolfssl in your project

1) Directly add wolfssl as a component in your project with following three commands.:

(First change directory (cd) to your project directory)
mkdir components

cd components

git clone https://github.com/espressif/esp-wolfssl.git

2) Add wolfssl as an extra component in your project.

¢ Download wolfssl with:

git clone https://github.com/espressif/esp-wolfssl.git

¢ Include esp-wolfssl in ESP-IDF with setting EXTRA_COMPONENT_DIRS in CMakeLists.txt of your project
as done in wolfssl/examples. For reference see Optional Project variables in build-system.
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After above steps, you will have option to choose wolfssl as underlying SSL/TLS library in configuration menu of
your project as follows:

idf.py menuconfig -> ESP-TLS -> choose SSL/TLS Library —-> mbedtls/wolfssl

Comparison between mbedtls and wolfssl

The following table shows a typical comparison between wolfssl and mbedtls when protocols/https_request exam-
ple (which has server authentication) was run with both SSL/TLS libraries and with all respective configurations
set to default. (mbedtls IN_CONTENT length and OUT_CONTENT length were set to 16384 bytes and 4096 bytes
respectively)

Property Wolfssl | Mbedtls
Total Heap Consumed | ~19 Kb | ~37 Kb

Task Stack Used ~22Kb | ~3.6Kb
Bin size ~858 Kb | ~736 Kb

$410:: These values are subject to change with change in configuration options and version of respective libraries.

ATECC608A (Secure Element) with ESP-TLS

ESP-TLS provides support for using ATECC608A cryptoauth chip with ESP32-WROOM-32SE. Use of
ATECC608A is supported only when ESP-TLS is used with mbedTLS as its underlying SSL/TLS stack. ESP-TLS
uses mbedtls as its underlying TLS/SSL stack by default unless changed manually.

f1:: ATECC608A chip on ESP32-WROOM-32SE must be already configured and provisioned, for details refer
esp_cryptoauth_utility

To enable the secure element support, and use it in you project for TLS connection, you will have to follow below
steps

1) Add esp-cryptoauthlib in your project, for details please refer esp-cryptoauthlib with ESP_IDF
2) Enable following menuconfig option:

menuconfig->Component config->ESP-TLS->Use Secure Element (ATECC608A) with ESP-
—TLS

3) Select type of ATECC608A chip with following option:

menuconfig->Component config->esp-cryptoauthlib->Choose Type of ATECC608A chip

to know more about different types of ATECC608A chips and how to obtain type of ATECC608A connected to
your ESP module please visit ATECC608A chip type

4) Enable use of ATECC608A in ESP-TLS by providing following config option in esp_tls_cfg_t

esp_tls_cfg_t cfg = {
/* other configurations options */
.use_secure_element = true,

bi

API Reference

Header File
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¢ components/esp-tls/esp_tls.h

Functions

esp_tls_t *esp_tls_init (void)

Create TLS connection.

This function allocates and initializes esp-tls structure handle.

1z 1] tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)

Create a new blocking TLS/SSL connection with a given "HTTP” url.

Note:  This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

S

url -- [in] url of host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’. At a minimum,

this structure should be zero-initialized.

1R[] pointer to esp_tls_t, or NULL if connection couldn’t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t

*tls)

Create a new blocking TLS/SSL connection.

This function establishes a TLS/SSL connection with the specified host in blocking manner.

BH

B m

hostname -- [in] Hostname of the host.
hostlen -- [in] Length of hostname.
port -- [in] Port number of the host.

cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg_t. At a minimum, this

structure should be zero-initialized.
t1s -- [in] Pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
1 If connection establishment is successful.
0 If connection state is in progress.

intesp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’s url.

S

B

url -- [in] url of host.

cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ’esp_tls_cfg_t’. At a minimum,

this structure should be zero-initialized.
t1s -- [in] Pointer to esp-tls as esp-tls handle.

-1 If connection establishment fails.
1 If connection establishment is successful.
0 If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t

*tls)

Create a new non-blocking TLS/SSL connection.
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This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’t wait for the connection to get established.

¥

¢ hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

e port -- [in] Port number of the host.

e cfg -- [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure

should be set to be true.

* tls -- [in] pointer to esp-tls as esp-tls handle.
P[]

e -1 If connection establishment fails.

* O If connection establishment is in progress.

¢ 1 If connection establishment is successful.

int esp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new non-blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’s url.

S8

e url -- [in] url of host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t.

* tls -- [in] pointer to esp-tls as esp-tls handle.
Bl

* -1 If connection establishment fails.

* 0 If connection establishment is in progress.

* 1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ’data’ into specified tls connection.

ZH
* tls -- [in] pointer to esp-tls as esp-tls handle.
¢ data -- [in] Buffer from which data will be written.
* datalen -- [in] Length of data buffer.

* >=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

* <0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

» ESP_TLS_ERR_SSL_WANT_READ/ ESP_TLS_ERR_SSL._WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)

Read from specified tls connection into the buffer ’data’.

S8
* t1s -- [in] pointer to esp-tls as esp-tls handle.
e data -- [in] Buffer to hold read data.
* datalen -- [in] Length of data buffer.
B
* >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.
* 0 if read operation was not successful. The underlying connection was closed.
* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.

int esp_tls_conn_destroy (esp_tls_t *tls)

Close the TLS/SSL connection and free any allocated resources.

Espressif Systems 151 Release v5.1.4-192-g0a68361¢35
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.4-192-g0a68361c35

Chapter 2. APl &%

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

Z¥ t1s -- [in] pointer to esp-tls as esp-tls handle.
&[] - 0 on success
* -1 if socket error or an invalid argument

ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)

Return the number of application data bytes remaining to be read from the current record.
This API is a wrapper over mbedtls’s mbedtls_ssl_get_bytes_avail() API.

%4 t1s -- [in] pointer to esp-tls as esp-tls handle.
Bl
* -1 in case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)

Returns the connection socket file descriptor from esp_tls session.

ZH
* t1s -- [in] handle to esp_tls context
* sockfd -- [out] int pointer to sockfd value.
&1 - ESP_OK on success and value of sockfd will be updated with socket file descriptor for
connection
¢ ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)

esp_err_t esp_tls_set_conn_sock£fd (esp_tls_t *tls, int sockfd)
Sets the connection socket file descriptor for the esp_tls session.

S
* t1s -- [in] handle to esp_tls context
* sock£d -- [in] sockfd value to set.
&1l - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
¢ ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd < 0)

esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)

Gets the connection state for the esp_tls session.

S
* t1s -- [in] handle to esp_tls context
* conn_state -- [out] pointer to the connection state value.
& la] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)

esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)
Sets the connection state for the esp_tls session.
ZH
* tls -- [in] handle to esp_tls context
* conn_state -- [in] connection state value to set.
& In] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-
vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)
void *esp_tls_get_ssl_context (esp_tls_t *tls)
Returns the ssl context.
%4 tls -- [in] handle to esp_tls context

R[] - ssl_ctx pointer to ssl context of underlying TLS layer on success
e NULL in case of error
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esp_err_tesp_tls_init_global_ca_store (void)

Create a global CA store, initially empty.

This function should be called if the application wants to use the same CA store for multiple connections. This
function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().
Bl
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

S8
* cacert_pem_buf -- [in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes -- [in] Length of the buffer.
Bl
e ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)
Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedtls related error codes. The error information is cleared internally
upon return.

S8
* h -- [in] esp-tls error handle.
* esp_t1ls_code -- [out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code
* esp_tls_flags -- [out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

e ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK (0) if no error occurred
* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)

Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

S8
* h -- [in] esp-tls error handle.
* err_type -- [in] specific error type
* error_code -- [out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

B

ESP_ERR_INVALID_STATE if invalid parameters
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e ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.
S8

* tl1s -- [in] handle to esp_tls context
* error_handle -- [out] pointer to the error handle.
izl
» ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)

mbedtls_x509_crt *esp_tls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

$51:: Modifying the pointer might cause a failure in verifying the certificates.

Bl
* Pointer to the global CA store currently being used if successful.
e NULL if there is no global CA store set.

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)
Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

ZH
* host -- [in] Hostname of the host.
* hostlen -- [in] Length of hostname.
e port -- [in] Port number of the host.
* cfg -- [in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle -- [out] ESP-TLS error handle holding potential errors occurred during

connection

* sockfd -- [out] Socket descriptor if successfully connected on TCP layer

&[] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS

based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key

const char *hint

hint in PSK authentication mode in string format
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struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

#51:: Note about format of certificates:

« This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };

* where 'h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-support
This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name
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unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey pem buf

Client key legacy name

unsigned int clientkey bytes
Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_ pem_bytes

Size of client key legacy name

const unsigned char *clientkey password

Client key decryption password string

unsigned int clientkey_ password_len

String length of the password pointed to by clientkey_password

bool use_ecdsa_peripheral

Use the ECDSA peripheral for the private key operations

uint8_t ecdsa_key_efuse_blk
The efuse block where the ECDSA key is stored

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established
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bool use_secure_element

Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

esp_tls_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

Type Definitions

typedef enum esp_tls_conn_state esp_tls_conn_state_t
ESP-TLS Connection State.
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typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct tls_keep_alive_cfg t1s_keep_alive_cfg_t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_family_ t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

#51:: Note about format of certificates:

 This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

* Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

* Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef struct esp_tls esp_tls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT
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enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

enum esp_tls_proto_ver_t

Values:

enumerator ESP_TLS_VER_ANY

enumerator ESP_TLS_VER_TLS_1_2

enumerator ESP_TLS_VER_TLS_1_3

enumerator ESP_TLS_VER_TLS_MAX

Header File

* components/esp-tls/esp_tls_errors.h

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.

Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

int esp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags
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Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOIL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_ TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_ OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET_ HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

Espressif Systems 160

Submit Document Feedback

Release v5.1.4-192-g0a68361c35


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.4-192-g0a68361c35

Chapter 2. APl &%

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_ VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ

Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSI_TIMEOUT
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Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations
enum esp_tls_error_type_t
Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM
System error &#8212; errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type &#8212; esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX
Last err type &#8212; invalid entry

2.2.5 ESP HTTP % j i

esp_http_client {@fit 7 —41 API, JIF-J\ ESP-IDF [ A% b At HTTP/S 33K, BRI 22
W

s 4t lesp_http_client_init (), Bl —"Tesp_http client_handle_t SLfl, BT
Y MWesp_http_client_config_t BLEAIE HTTP % P gif. e E0n s — o i i .
PRI CSE B E A, W ERAE .

o HIRV Hesp_http_client_perform(), $fT esp_http_client WA #4/E, BFEITIT
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» WJEMfesp_http_client_cleanup () RXMEHE (W), HREGTA RS HTTP %) i
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W Bl

8] ESP HTTP & i A& it HTTP/S i 3K ) fai BE7R 5, 122 protocols/esp_http_client,

HTTP JEA TR
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http_rest_with_hostname_path [ZJ@[O

FRA T

FRATERE HTTP i 2 A B AR M [ — 42 T 0k . SRR S5 %3 8A fH Connection:
close SRR KMIER, EHEMS—EARFITI, AT HARIK.

A T ESP HTTP & F i 7540 A FH R A GERZ LT, @ISO 0T 68 22 Hufili i W) — )i S5 49 ok &k v oK
&N ARG REE http_rest_with_url fil http_rest_with_hostname_path, /RfH,
— B AR, RISTEER IR ZAEK (W GET. POST, PUT %),

A TLS {2 ek (ATECC608) ‘&4t (ATECC608) 7] F T HTTP % i i 42 H (1) iK /2 TLS i
2. WS HESP-TLS 3 4% W) ESP-TLS Pty ATECC608A (A 7Ut) ZaF/NT, THEZHT. WE
4 I0E, W JeAE menuconfig B3 it CONFIG_ESP_TLS_USE_SECURE_ELEMENT St H 3T M,
J&, FIECE HTTP % Fumfi F 42 4oc s, WFpos:

esp_http_client_config_t cfg = {
/* other configurations options */
.use_secure_element = true,

bi

HTTPS i3k

ESP HTTP % ' um > #F fff | mbedTLS 1) SSL % #:, F{F & url B # & DA https
JF 3k, 8 ¥ transport_type & B N HTTP_TRANSPORT_OVER_SSL., A DA
71 CONFIG_ESP_HTTP_CLIENT_ENABLE_HTTPS kJit'® HTTPS 4% (ERiARH).

P AEAOE HTTPS #55KEF, GnFE RS AF50iE, BIEFE2M esp_http_client_config_t FLEHH)
cert_pem B RARMEASMNAARIET (PEM #3X) . I FA A DA esp_http_client_config_t fii
B crt_bundle_attach Ji§ 5, i ESP x509 Certificate Bundle #f7IRSS#5LIIE

MFHETWMEXFEEPTMERA T, HSHF WO PR E L https_with_url
https_with_hostname_path,

HTTP i

FERY AR T T8 B R AT IR e B a4 (CBO) « AEXFPEOL T, R AR S # I RN
i = VSN Ik
e esp_http_client_init (): B)#E— HTTP & il .
e esp_http_client_set_* i esp_http_client_delete_*: &g HTTP EESEL (A1),
* esp_http_client_open(): flwrite_len (RS NFEE ARSIINEKSEE) FTIF HTTP
R, W write_len=0 R iER:.
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e esp_http_client_write(): [RGB ALYE, ;KK E Hesp_http_client_open () R
B write_lenfl; BiE write_len=0 TLEEVHHILEREL.

e esp_http_client_fetch _headers(): {E K £ 5% i K L MR & #8 5 (W AH)
Ja, B B HTTP [k 4% #% ) m B k. M ARk 45 #% 38 [l content-length, Jf 0] PA
Mesp_http_client_get_status_code () 4K, PAFKBUER:R) HTTP RS,

e esp_http_client_read(): 3ZELHTTP Ji.

e esp_http_client_close(): F[HiE#E,

e esp_http_client_cleanup (): FBEABLHEE .

ﬁﬂaﬁ'ﬁ?TﬁEif%éﬂiﬁv iﬁ?‘%ﬁ‘l}ﬂﬂ?m ':PEI/JIZ@& http_perform_as_stream_reader,

HTTP i\ ik

ESP HTTP %y i ] vt 32 £ JEARI 5 ZEHNIE .

e R PAYE url B esp_http_client_config_t BiE HH) username fll password b4
AP 88, ST auth_type = HITP_AUTH_TYPE_BASIC, HTTP % Pl L E 4T
— IR AT E A R

e UMM auth_type = HTITP_AUTH_TYPE_NONE, {HE:E HA username fll password F
B, HTTP % i s BEAMAT I UEEVE . & P m e 25 — IR i 4 I &5 A5 ), 2l 401
Unauthorized 3k, TG FHARMX (5 EREEIAUEI ¥, FAES I Eh PUT.

WM FE T M LMY, FH S HF N M B P A K $ http_auth_basic,
http_auth_basic_redirect (I T & A NHF) Fl http_auth_digest (] T 3§
FAIE) -

AUERC Ll
* 3T URI fIAIE

esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

o BT A EIALL

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

JHPEAL A

ESP HTTP % F'um X Ff 3 4 4 3, & 4 M & F M wb & fil & M 0 & 4 4 38 =% )7,
esp_http_client_event_id_t WAL T A il ESP HTTP % i 447 HTTP 5 3K i} 0] §E & 4
=X O

Wiitesp http client_config t::event_handler & PIVERERI ] 5 I A AFEIEE

ESP HTTP % j 3B Wi &

YR SR AR B PR T R B 508 . #E ESP HTTP & i o, Wl DA A AE 3 PHAA R & Py g
SEHRE AR BOS W5 S M RE A3 N 3T+ ESP Insights HEZE  ZHESE n] 5 B S22 W5 B - S0, BIEEA
{3t ESP Insights #EZE , t9. 7] DASREZ WS B . S AR F 0] B id esp_event_handler_register()
BRI B FE R

FPEIEFR AR HTTP 2 i SR U Bs SR o
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e HTTP_EVENT_ERROR : esp_http_client_handle_t

e HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA : esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t

e HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

I 6 ¥ 4 W B HTTP_EVENT DISCONNECTED 2 Hi, 5 IF M  # — & # ik 3
fjesp_http_client_handle_t ¥FIHZHF . XMW EEZ N T X0 A W& F ik i,
TERTHEMER, HAERSEEE R imiEEe RS Ak As .

API %

Header File

¢ components/esp_http_client/include/esp_http_client.h

Functions
esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)

Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%4 config -- [in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client_perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() APL
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to reuse the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have to use esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

4 7F:  You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%% client -- The esp_http_client handle
|
¢ ESP_OK on successful
 ESP_FAIL on error
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esp_err_t esp_http_client_cancel_request (esp_http_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.

%4 client -- The esp_http_client handle
PE ]

¢ ESP_OK on successful

e ESP_FAIL on error

e« ESP_ERR_INVALID_ARG

e ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

B8
* client -- [in] The esp_http_client handle
e url -- [in] The url
B M
* ESP_OK
* ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

S
* client -- [in] The esp_http_client handle
* data -- [in] post data pointer
* len -- [in] post length
B
* ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)

Get current post field information.

BH

e client -- [in] The client

* data -- [out] Point to post data pointer
& ] Size of post data

esp_err_t esp_http_client_set_header (esp_htp_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

ZH
* client -- [in] The esp_http_client handle
* key -- [in] The header key
e value -- [in] The header value
P[]
« ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)
Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

ZH
e client -- [in] The esp_http_client handle
* key -- [in] The header key
¢ value -- [out] The header value
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gml
- ESP_OK
« ESP_FAIL

esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

SH
* client -- [in] The esp_http_client handle
e value -- [out] The username value
B
 ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

SH
* client -- [in] The esp_http_client handle
e username -- [in] The username value
izl
« ESP_OK
e« ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_http_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

2H
* client -- [in] The esp_http_client handle
* value -- [out] The password value
P
 ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

ZH
* client -- [in] The esp_http_client handle
» password -- [in] The password value
P[]
« ESP_OK
¢« ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

ZH

* client -- [in] The esp_http_client handle

* auth_type -- [in] The esp_http_client auth type
Bl

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_user_data (esp_http_client_handle_t client, void **data)

Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.
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ZH

* client -- [in] The esp_http_client handle

* data -- [out] A pointer to the pointer that will be set to user_data.
PEA ]

* ESP_OK

e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)

Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’s behalf.

2H
* client -- [in] The esp_http_client handle
* data -- [in] The pointer to the user data
FE ]
« ESP_OK
* ESP_ERR_INVALID_ARG

int esp_http_client_get_errno (esp_hittp_client_handle_t client)

Get HTTP client session errno.

%4 client -- [in] The esp_http_client handle
B

* (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_htip_client_handle_t client, esp_http_client_method_t
method)

Set http request method.

S
* client -- [in] The esp_http_client handle
* method -- [in] The method
izl
« ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)
Set http request timeout.
S

* client -- [in] The esp_http_client handle

e timeout_ms -- [in] The timeout value
PEA ]

 ESP_OK

e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_htip_client_handle_t client, const char *key)
Delete http request header.
S
* client -- [in] The esp_http_client handle
* key -- [in] The key
A
* ESP_OK
» ESP_FAIL
esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)
This function will be open the connection, write all header strings and return.
S8

* client -- [in] The esp_http_client handle
* write_len -- [in] HTTP Content length need to write to the server
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gml
- ESP_OK
« ESP_FAIL

int esp_http_client_write (esp_http_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()
S8
* client -- [in] The esp_http_client handle
* buffer -- The buffer
* len -- [in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
Bl
* (-1) if any errors
* Length of data written
intb4_t esp_http_client_fetch_headers (esp_http_client_handle_t client)
This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.

%4 client -- [in] The esp_http_client handle
Bl
* (0) if stream doesn’t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
* (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header

bool esp_http_client_is_chunked_response (esp_hittp_client_handle_t client)
Check response data is chunked.

%% client -- [in] The esp_http_client handle
J&a] true or false

int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

21z (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

ZH
* client -- [in] The esp_http_client handle
* buffer -- The buffer
* len -- [in] The length
A
e (-1) if any errors
* Length of data was read

int esp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform
%4 client -- [in] The esp_http_client handle
&[] Status code
int64_t esp_http_client_get_content_length (esp_http_client_handle_t client)

Get http response content length (from header Content-Length) the valid value if this function invoke after
esp_http_client_perform

%% client -- [in] The esp_http_client handle
B

¢ (-1) Chunked transfer

* Content-Length value as bytes
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esp_err_t esp_http_client_close (esp_http_client_handle_t client)

Close http connection, still kept all http request resources.

%% client -- [in] The esp_http_client handle
pq |

¢ ESP OK

« ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_http_client_handle_t client)

This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’t call this function if you
intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%4 client -- [in] The esp_http_client handle
PEA ]

e ESP_OK

e ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_http_client_handle_t client)
Get transport type.

%4 client -- [in] The esp_http_client handle
A

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)
Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user control over the redirection event.

%%, client -- [in] The esp_http_client handle
S|

e ESP_OK

« ESP_FAIL

esp_err_t esp_http_client_reset_redirect_counter (esp_http_client_handle_t client)
Reset the redirection counter. This is useful to reset redirect counter in cases where the same handle is used
for multiple requests.
%% client -- [in] The esp_http_client handle
B
* ESP_OK
* ESP_ERR_INVALID_ARG
void esp_http_client_add_auth (esp_http_client_handle_t client)

On receiving HTTP Status code 401, this API can be invoked to add authorization information.

£41:: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
off body data after calling this APL

%% client -- [in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)

Checks if entire data in the response has been read without any error.

%4 client -- [in] The esp_http_client handle
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R
e true
 false

intesp_http_client_read_response (esp_http_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

SH
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The buffer length
PEA ]|
* Length of data was read

esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)
Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferable to esp_http_client_read_response in situations where the content of the response may
be ignored.

S

* client -- [in] The esp_http_client handle
* len -- Length of data discarded
A
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
* ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_htp_client_handle_t client, char *url, const int len)
Get URL from client.

ZH
* client -- [in] The esp_http_client handle
e url -- [inout] The buffer to store URL
* len -- [in] The buffer length
P[]
 ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.
S8

* client -- [in] The esp_http_client handle
* len -- [out] Variable to store length
izl
* ESP_OK If successful, len will have length of current chunk
e ESP_FAIL If the server is not a chunked server
e ESP_ERR_INVALID_ARG If the client or len are NULL

Structures

struct esp_http_client_event
HTTP Client events data.

Public Members
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esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

int data_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header key

char *header_value
For HTTP_EVENT_ON_HEADER event_id, it’s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members

esp_http_client_handle_t client
Client handle

intb4_t data_process

Total data processed

struct esp_http_client_redirect_event_data
Argument structure for HTTP_EVENT_REDIRECT event.

Public Members

esp_http_client_handle_t client
Client handle

int status_code

Status Code

struct esp_http_client_config t
HTTP configuration.
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Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Http authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be 0 for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_t client_cert_len

Length of the buffer pointed to by client_cert_pem. May be O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client

size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be 0 for null-terminated pem

const char *client_key_ password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

Espressif Systems 173 Release v5.1.4-192-g0a68361¢35
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.4-192-g0a68361c35

Chapter 2. APl &%

esp_http_client_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect

Disable HTTP automatic redirects

int max_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event _handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size

HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.
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esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

Macros

DEFAULT_HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server

ESP_ERR_HTTP_INVALID_ TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed
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Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_EVENT_HEADER_SENT

This header has been kept for backward compatibility and will be deprecated in future versions esp-idf

enumerator HTTP_EVENT ON_HEADER

Occurs when receiving each header sent from the server

enumerator HTTP_EVENT ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually
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enum esp_http_client_transport_t

HTTP Client transport.

Values:

enumerator HTTP_ TRANSPORT_UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_proto_ver_t

Values:

enumerator ESP_HTTP_CLIENT_TLS_VER_ANY

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_2

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_3

enumerator ESP_HTTP_CLIENT_TLS_VER_MAX

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_ METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method

enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method
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enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_ METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_ METHOD_COPY
HTTP COPY Method

enumerator HTTP_ METHOD_MOVE
HTTP MOVE Method

enumerator HTTP_ METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_METHOD_PROPFIND
HTTP PROPFIND Method

enumerator HTTP_ METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:

enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_ AUTH_TYPE_DIGEST
HTTP Digest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:
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enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices

enumerator HttpStatus_MovedPermanently

enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect

enumerator HttpStatus_PermanentRedirect

enumerator HttpStatus_BadRequest

enumerator HttpStatus_Unauthorized

enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP Local Control

Overview

ESP Local Control (esp_local_ctrl) component in ESP-IDF provides capability to control an ESP device over HTTPS
or BLE. It provides access to application defined properties that are available for reading / writing via a set of
configurable handlers.

Initialization of the esp_local_ctrl service over BLE transport is performed as follows:

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_BLE,
.transport_config = {

.ble = & (protocomm_ble_config_t) {
.device_name SERVICE_NAME,
.service_uuid = {
/% LSB <mm oo
e e T > MSB */
0x21, 0Oxd5, 0x3b, 0x8d, Oxbd, 0x75, 0x68, 0x8a,
Oxb4, 0x42, Oxeb, 0x31, Ox4a, Oxle, 0x98, 0x3d

br

.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,

by

(P oUgkzh)
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.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_ _fn = NULL

Hy

/* Maximum number of properties that may be set */
.max_properties = 10

bi

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

Similarly for HTTPS transport:

/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT() ;

/* Load server certificate */

extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");

extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;

https_conf.servercert = servercert_start;

https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end][] asm ("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;

https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf

}I

.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,

}I

.handlers = {
/* User defined handler functions */
.get_prop_values = get_property_values,
.set_prop_values set_property_values,
.usr_ctx = NULL,
.usr_ctx_free_fn = NULL

by
/* Maximum number of properties that may be set */
.max_properties = 10

bi

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

You may set security for transport in ESP local control using following options:

1. PROTOCOM_SEC2: specifies that SRP6a based key exchange and end to end encryption based on AES-GCM
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is used. This is the most preffered option as it adds a robust security with Augmented PAKE protocol i.e.
SRP6a.

2. PROTOCOM_SECI: specifies that Curve25519 based key exchange and end to end encryption based on AES-
CTR is used.

3. PROTOCOM_SECQO: specifies that data will be exchanged as a plain text (no security).

4. PROTOCOM_SEC_CUSTOM: you can define your own security requirement. Please note that you will also
have to provide custom_handle of type protocomm_security_t * in this context.

$41:: The respective security schemes need to be enabled through the project configuration menu. Please refer to
the Enabling protocom security version section in Protocol Communication for more details.

Creating a property

Now that we know how to start the esp_local_ctrl service, let’s add a property to it. Each property must have a
unique name (string), a type (e.g. enum), flags (bit fields) and size.

The size is to be kept 0, if we want our property value to be of variable length (e.g. if its a string or bytestream). For
fixed length property value data-types, like int, float, etc., setting the size field to the right value, helps esp_local_ctrl
to perform internal checks on arguments received with write requests.

The interpretation of type and flags fields is totally upto the application, hence they may be used as enumerations, bit-
fields, or even simple integers. One way is to use #ype values to classify properties, while flags to specify characteristics
of a property.

Here is an example property which is to function as a timestamp. It is assumed that the application defines
TYPE_TIMESTAMP and READONLY, which are used for setting the type and flags fields here.

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

Also notice that there is a ctx field, which is set to point to some custom func_get_time(). This can be used inside the
property get / set handlers to retrieve timestamp.

Here is an example of get_prop_values() handler, which is used for retrieving the timestamp.

static esp_err_t get_property_values(size_t props_count,
const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_
—values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value.
* This is essential because the value has to be
* valid even after this function returns.

(P oUgkzh)
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* Alternative is to use dynamic allocation
* and set the free fn field */
static int32_t ts = func_get_time();
prop_values[i] .data = &ts;

}
return ESP_OK;

Here is an example of set_prop_values() handler. Notice how we restrict from writing to read-only properties.

static esp_err_t set_property_values (size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t..
—*prop_values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i].name);
return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values[i].size, ESP_LOG_INFO) ;

}
return ESP_OK;

For complete example see protocols/esp_local_ctrl

Client Side Implementation

The client side implementation will have establish a protocomm session with the device first, over the supported mode
of transport, and then send and receive protobuf messages understood by the esp_local_ctrl service. The service will
translate these messages into requests and then call the appropriate handlers (set / get). Then, the generated response
for each handler is again packed into a protobuf message and transmitted back to the client.

See below the various protobuf messages understood by the esp_local_ctrl service:

1. get_prop_count : This should simply return the total number of properties supported by the service

2. get_prop_values : This accepts an array of indices and should return the information (name, type, flags) and
values of the properties corresponding to those indices

3. set_prop_values : This accepts an array of indices and an array of new values, which are used for setting the
values of the properties corresponding to the indices

Note that indices may or may not be the same for a property, across multiple sessions. Therefore, the client must
only use the names of the properties to uniquely identify them. So, every time a new session is established, the client
should first call get_prop_count and then get_prop_values, hence form an index to name mapping for all properties.
Now when calling set_prop_values for a set of properties, it must first convert the names to indexes, using the created
mapping. As emphasized earlier, the client must refresh the index to name mapping every time a new session is
established with the same device.

The various protocomm endpoints provided by esp_local_ctrl are listed below:
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%< 1: Endpoints provided by ESP Local Control

Endpoint | URI (HTTPS Server + | Description
Name mDNS)
(BLE +
GATT
Server)
esp_local_ctritvgrsiérmdns- Endpoint used for retrieving version string
hostname>.local/esp_local_ctrl/yersion
esp_local_ctritegmtdkmdns- Endpoint used for sending / receiving control messages
hostname>.local/esp_local_ctrl/¢ontrol
API Reference
Header File

¢ components/esp_local_ctrl/include/esp_local_ctrl.h

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)

Start local control service.

%% config -- [in] Pointer to configuration structure
Bl
¢ ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)

Stop local control service.
esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%4 prop -- [in] Property description structure
Bl
e ESP_OK : Success
 ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%%; name -- [in] Name of the property to remove
B

* ESP_OK : Success

e ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)

Get property description structure by name.

This API may be used to get a property’s context structure esp_local_ctrl_prop_t when its name is
known
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%%, name -- [in] Name of the property to find
HE ]

* Pointer to property

e NULL if not found

esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)

Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

£41:: In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structure setin esp_local_ctrl_config_t, and passed
toesp_local_ctrl_start ().

ZH
* ep_name -- [in] Name of the endpoint
* handler -- [in] Endpoint handler function
e user_ctx -- [in] User data
Bl
e ESP_OK : Success
e ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble . h foravailable configuration
parameters.

esp_local_ctrl_transport_config_httpd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property
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uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
* if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property

uint32_t £lags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)

Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.

struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_ £n)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.
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£411:: If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure

Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
* All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

i If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
e ESP_ERR_INVALID_ARG : InvalidArgument
e ESP_ERR_INVALID_STATE : InvalidProto
* All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)
Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when

esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members
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esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.

const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security 0 This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.
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typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t
Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.

typedef struct protocomm_ble_config esp_local_ctrl_transport_config _ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_BLUEDROID_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config_httpd t
Configuration for transport mode HTTPD.

This is a forward declaration for ht t pd_ssl_config_t (for HTTPS) or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_ params_t

typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO

enumerator PROTOCOM_SEC1

enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC__CUSTOM
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2.2.7 ESP Serial Slave Link

Overview

Espressif provides several chips that can work as slaves. These slave devices rely on some common buses, and have
their own communication protocols over those buses. The esp_serial_slave_link component is designed for the master
to communicate with ESP slave devices through those protocols over the bus drivers.

After an esp_serial_slave_link device is initialized properly, the application can use it to communicate with the ESP
slave devices conveniently.

Espressif Device protocols

For more details about Espressif device protocols, see the following documents.

Communication with ESP SDIO Slave This document describes the process of initialization of an ESP SDIO
Slave device and then provides details on the ESP SDIO Slave protocol - a non-standard protocol that allows an SDIO
Host to communicate with an ESP SDIO slave.

The ESP SDIO Slave protocol was created to implement the communication between SDIO host and slave, because
the SDIO specification only shows how to access the custom region of a card (by sending CMD52 and CMD53 to
Functions 1-7) without any details regarding the underlying hardware implementation.

SDIO Slave Capabilities of Espressif chips The services provided by the SDIO Slave peripheral of the ESP32
chip are listed in the table below:

Services ESP32
SDIO slave Y
Tohost intr 8
Frhost intr 8

TX DMA Y

RX DMA Y
Shared registers 56%*

 * Not including the interrupt registers

ESP SDIO Slave Initialization The host should initialize the ESP32 SDIO slave according to the standard SDIO
initialization process (Section 3.1.2 of SDIO Simplified Specification). In this specification as well as below, the
SDIO slave is called an (SD)IO card. Here is a brief example of an ESP SDIO Slave initialization process:

SDIO reset CMD52 (Write 0x6=0x8)
SD reset CMDO
Check whether 10 card (optional) CMD8
Send SDIO op cond and wait for card ready CMDS5 arg = 0x00000000

CMDS5 arg = 0x00ff8000 (according to the response above, poll until ready)

Example: Arg of R4 after first CMD5 (arg=0x00000000) is 0OxXXFFFF00.

Keep sending CMDS5 with arg=0x00FFFF0O until the R4 shows card ready (arg bit 31=1).
5. Set address CMD3
6. Select card CMD7 (arg address according to CMD3 response)
Example: Arg of R6 after CMD3 is 0x0001xxxx.
Arg of CMD7 should be 0x00010000.

7. Select 4-bit mode (optional) CMDS52 (Write 0x07=0x02)
Enable funcl CMD52 (Write 0x02=0x02)
9. Enable SDIO interrupt (required if interrupt line (DAT1) is used) CMD52 (Write 0x04=0x03)

-

®
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10. Set Func0 blocksize (optional, default value is 512 (0x200)) CMD52/53 (Read 0x10~0x11)
CMD52/53 (Write 0x10=0x00)
CMD52/53 (Write 0x11=0x02)
CMD52/53 (Read 0x10~0x11, read to check the final value)

11. Set Funcl blocksize (optional, default value is 512 (0x200)) CMD52/53 (Read 0x110~0x111)
CMD52/53 (Write 0x110=0x00)
CMD52/53 (Write 0x111=0x02)
CMD52/53 (Read 0x110~0x111, read to check the final value)

ESP SDIO Slave Protocol The ESP SDIO Slave protocol is based on the SDIO Specification’s I/O Read/Write
commands, i.e., CMD52 and CMDS53. The protocol offers the following services:

* Sending FIFO and receiving FIFO

» 52 8-bit R/W registers shared by host and slave (For details, see ESP32 Technical Reference Manual > SDIO
Slave Controller > Register Summary > SDIO SLC Host registers [PDF]

* 16 general purpose interrupt sources, 8 from host to slave and 8 from slave to host

To begin communication, the host needs to enable the I/O Function 1 in the slave and access its registers as described
below.

Check the code example peripherals/sdio.

The ESP Serial Slave Link component implements the logic of this protocol for ESP32 SDIO Host when communi-
cating with an ESP32 SDIO slave.

Slave register table

32-bit

e 0x044 (TOKEN_RDATA): in which bit 27-16 holds the number of the receiving buffer.

¢ 0x058 (INT_ST): holds the interrupt source bits from slave to host.

¢ 0x060 (PKT_LEN): holds the accumulated data length (in bytes) already read by host plus the data copied to
the buffer but yet to be read.

¢ 0xOD4 (INT_CLR): write 1 to clear interrupt bits corresponding to INT_ST.

e 0xODC (INT_ENA): mask bits for interrupts from slave to host.

8-bit Shared general purpose registers:

e 0x06C-0x077: R/W registers 0-11 shared by slave and host.

* 0x07A-0x07B: R/W registers 14-15 shared by slave and host.
* 0xO07E-0x07F: R/W registers 18-19 shared by slave and host.
¢ 0x088-0x08B: R/W registers 24-27 shared by slave and host.
* 0x09C-0x0BB: R/W registers 32-63 shared by slave and host.

Interrupt Registers: - 0x08D (SLAVE_INT): bits for host to interrupt slave. auto clear.

FIFO (sending and receiving) 0x090 - Ox1F7FF are reserved for FIFOs.

The address of CMD353 is related to the length requested to read from or write to the slave in a single transfer, as
demonstrated by the equation below:

requested length = Ox1F800-address

The slave will respond with data that has a length equal to the length field of CMD53. In cases where the data is longer
than the requested length, the data will be zero filled (when sending) or discarded (when receiving). This includes
both the block and the byte mode of CMDS53.

$411: The function number should be set to 1, OP Code should be set to 1 (for CMD53).
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In order to achieve higher efficiency when accessing the FIFO by an arbitrary length, the block and byte modes of
CMD?53 can be used in combination. For example, given that the block size is set to 512 by default, you can write/get
1031 bytes of data from the FIFO by doing the following:

1. Send CMD53 in block mode, block count=2 (1024 bytes) to address 0x1F3F9=0x1F800-1031.
2. Then send CMDS53 in byte mode, byte count=8 (or 7 if your controller supports that) to address
0x1F7F9=0x1F800-7.

Interrupts SDIO interrupts are “level sensitive”. For host interrupts, the slave sends an interrupt by pulling the
DATI line down at a proper time. The host detects when the interrupt line is pulled down and reads the INT_ST
register to determine the source of the interrupt. After that, the host can clear the interrupt bits by writing the
INT_CLR register and process the interrupt. The host can also mask unneeded sources by clearing the bits in the
INT_ENA register corresponding to the sources. If all the sources are cleared (or masked), the DAT1 line goes
inactive.

On ESP32, the corresponding host_int bits are: bit O to bit 7.

For slave interrupts, the host sends a transfer to write the SLAVE_INT register. Once a bit is set to 1, the slave
hardware and the driver will detect it and inform the application.

Receiving FIFO To write to the slave’s receiving FIFO, the host should complete the following steps:

1. Read the TOKENI field (bits 27-16) of the register TOKEN_RDATA (0x044). The buffer number re-
maining is TOKEN1 minus the number of buffers used by host.

2. Make sure the buffer number is sufficient (buffer_size x buffer_num is greater than the data to write,
buffer_size is pre-defined between the host and the slave before the communication starts). Otherwise, keep
returning to Step 1 until the buffer size is sufficient.

3. Write to the FIFO address with CMDS53. Note that the requested length should not exceed the length
calculated at Step 2, and the FIFO address is related to requested length.

4. Calculate used buffers. Note that a partially used buffer at the tail is counted as used.

Sending FIFO To read the slave’s sending FIFO, the host should complete the following steps:

1. Wait for the interrupt line to become active (optional, low by default).

2. Read (poll) the interrupt bits in the INT_ST register to monitor if new packets exist.

3. If new packets are ready, read the PKT_LEN register. Before reading the packets, determine the length
of data to be read. As the host keeps the length of data already read from the slave, subtract this value from
PKT_LEN, the result will be the maximum length of data available for reading. If no data has been added to
the sending FIFO yet, wait and poll until the slave is ready and update PKT_LEN.

4. Read from the FIFO using CMDS53. Note that the requested length should not be greater than calculated at
Step 3, and the FIFO address is related to requested length.

5. Update the read length.

g te: The driver for ESP32 hasn’t been developed yet.

ESP SPI Slave HD (Half Duplex) Mode Protocol
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SPI Slave Capabilities of Espressif chips

ESP32 | ESP32-S2 | ESP32-C3 | ESP32-S3 | ESP32-C2 | ESP32-C6 | ESP32-H2
SPI Slave HD N Y (v2) Y (v2) Y (v2) Y (v2) Y (v2) Y (v2)
Tohost intr N N N N N N
Frhost intr 2% 2% 2% 2% 2% 2%
TX DMA Y Y Y Y Y Y
RX DMA Y Y Y Y Y Y
Shared registers 72 64 64 64 64 64

Introduction In the half duplex mode, the master has to use the protocol defined by the slave to communicate with
the slave. Each transaction may consist of the following phases (list by the order they should exist):

¢« Command: 8-bit, master to slave
This phase determines the rest phases of the transactions. See Supported Commands.

e Address: 8-bit, master to slave, optional
For some commands (WRBUF, RDBUF), this phase specifies the address of the shared buffer to
write to/read from. For other commands with this phase, they are meaningless but still have to exist
in the transaction.

e Dummy: 8-bit, floating, optional
This phase is the turnaround time between the master and the slave on the bus, and also provides
enough time for the slave to prepare the data to send to the master.

¢ Data: variable length, the direction is also determined by the command.
This may be a data OUT phase, in which the direction is slave to master, or a data IN phase, in
which the direction is master to slave.

The direction means which side (master or slave) controls the MOSI, MISO, WP, and HD pins.

Data I0 Modes Insome IO modes, more data wires can be used to send the data. As a result, the SPI clock cycles
required for the same amount of data will be less than in the 1-bit mode. For example, in QIO mode, address and
data (IN and OUT) should be sent on all 4 data wires (MOSI, MISO, WP, and HD). Here are the modes supported
by the ESP32-S2 SPI slave and the wire number used in corresponding modes.

Mode | command WN | address WN | dummy cycles | data WN
1-bit 1 1 1 1
DOUT | 1 1 4 2
DIO 1 2 4 2
QOUT | 1 1 4 4
QIO 1 4 4 4
QPI |4 4 4 4

Normally, which mode is used is determined by the command sent by the master (See Supported Commands), except
the QPI mode.

QPIMode The QPImode is a special state of the SPI Slave. The master can send the ENQPI command to put the
slave into the QPI mode state. In the QPI mode, the command is also sent in 4-bit, thus it’s not compatible with the
normal modes. The master should only send QPI commands when the slave is in QPI mode. To exit from the QPI
mode, master can send the EXQPI command.

Supported Commands

£47:: The command name is in a master-oriented direction. For example, WRBUF means master writes the buffer
of slave.
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Name Description Command Address Data

WRBUF Write buffer 0x01 Buf addr master to slave, no
longer than buffer
size

RDBUF Read buffer 0x02 Buf addr slave to master, no
longer than buffer
size

WRDMA Write DMA 0x03 8 bits master to slave, no
longer than length
provided by slave

RDDMA Read DMA 0x04 8 bits slave to master, no
longer than length
provided by slave

SEG_DONE Segments done 0x05 . .

ENQPI Enter QPI mode 0x06 . .

WR_DONE Write segments | 0x07 . .

done

CMD8 Interrupt 0x08 . .

CMD9 Interrupt 0x09 R .

CMDA Interrupt 0x0A . .

EXQPI Exit QPI mode 0xDD . .

Moreover, WRBUF, RDBUF, WRDMA, RDDMA commands have their 2-bit and 4-bit version. To do transactions
in 2-bit or 4-bit mode, send the original command ORed by the corresponding command mask below. For example,
command 0xA1 means WRBUF in QIO mode.

Mode | Mask
1-bit 0x00
DOUT | 0x10
DIO 0x50
QOUT | 0x20
QIO 0xA0
QPI 0xA0

Segment Transaction Mode Segment transaction mode is the only mode supported by the SPI Slave HD driver
for now. In this mode, for a transaction the slave load onto the DMA, the master is allowed to read or write in
segments. This way the master doesn’t have to prepare a large buffer as the size of data provided by the slave. After
the master finishes reading/writing a buffer, it has to send the corresponding termination command to the slave as a
synchronization signal. The slave driver will update new data (if exist) onto the DMA upon seeing the termination
command.

The termination command is WR_DONE (0x07) for the WRDMA and CMDS8 (0x08) for the RDDMA.
Here’s an example for the flow the master read data from the slave DMA:

1. The slave loads 4092 bytes of data onto the RDDMA
2. The master do seven RDDMA transactions, each of them is 512 bytes long, and reads the first 3584 bytes from
the slave
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e

The master do the last RDDMA transaction of 512 bytes (equal, longer, or shorter than the total length loaded
by the slave are all allowed). The first 508 bytes are valid data from the slave, while the last 4 bytes are
meaningless bytes.

The master sends CMD8 to the slave

The slave loads another 4092 bytes of data onto the RDDMA

The master can start new reading transactions after it sends the CMD8

Terminology

ESSL: Abbreviation for ESP Serial Slave Link, the component described by this document.

Master: The device running the esp_serial_slave_link component.

ESSL device: a virtual device on the master associated with an ESP slave device. The device context has the
knowledge of the slave protocol above the bus, relying on some bus drivers to communicate with the slave.
ESSL device handle: a handle to ESSL device context containing the configuration, status and data required
by the ESSL component. The context stores the driver configurations, communication state, data shared by
master and slave, etc.

The context should be initialized before it is used, and get deinitialized if not used any more. The master
application operates on the ESSL device through this handle.

ESP slave: the slave device connected to the bus, which ESSL component is designed to communicate with.
Bus: The bus over which the master and the slave communicate with each other.

Slave protocol: The special communication protocol specified by Espressift HW/SW over the bus.

TX buffer num: a counter, which is on the slave and can be read by the master, indicates the accumulated
buffer numbers that the slave has loaded to the hardware to receive data from the master.

RX data size: a counter, which is on the slave and can be read by the master, indicates the accumulated data
size that the slave has loaded to the hardware to send to the master.

Services provided by ESP slave

There are some common services provided by the Espressif slaves:

1.
2.
3.

Tohost Interrupts: The slave can inform the master about certain events by the interrupt line. (optional)
Frhost Interrupts: The master can inform the slave about certain events.

Tx FIFO (master to slave): the slave can send data in stream to the master. The SDIO slave can also indicate
it has new data to send to master by the interrupt line.

The slave updates the TX buffer num to inform the master how much data it can receive, and the master then
read the TX buffer num, and take off the used buffer number to know how many buffers are remaining.

Rx FIFO (slave to master): the slave can receive data from the master in units of receiving buffers.

The slave updates the RX data size to inform the master how much data it has prepared to send, and then
the master read the data size, and take off the data length it has already received to know how many data is
remaining.

Shared registers: the master can read some part of the registers on the slave, and also write these registers to
let the slave read.

The services provided by the slave depends on the slave’s model. See SDIO Slave Capadbilities of Espressif chips and
SPI Slave Capabilities of Espressif chips for more details.

Initialization of ESP Serial Slave Link

ESP SDIO Slave The ESP SDIO slave link (ESSL SDIO) devices relies on the sdmmc component. It includes the
usage of communicating with ESP SDIO Slave device via SDSPI feature. The ESSL device should be initialized as
below:

1.
2.
3.

Initialize a sdmmc card (see :doc:* Document of SDMMC driver </api-reference/storage/sdmmc>°) structure.
Call sdmmc_card_init () to initialize the card.

Initialize the ESSL device with essl_sdio config t. The card member should be the
sdmmc_card_t got in step 2, and the recv_buffer_size member should be filled correctly according to pre-
negotiated value.
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4. Call essl_init () to do initialization of the SDIO part.
5. Call essl_wait_for_ready () to wait for the slave to be ready.

ESP SPI Slave

#47::  If you are communicating with the ESP SDIO Slave device through SPI interface, you should use the SDIO
interface instead.

Hasn’t been supported yet.

APIs

After the initialization process above is performed, you can call the APIs below to make use of the services provided
by the slave:

Tohost Interrupts (optional)

Call essl_get_intr_ena () to know which events will trigger the interrupts to the master.

Call essl_set_intr_ena () toset the events that will trigger interrupts to the master.

Call essl_wait_int () to wait until interrupt from the slave, or timeout.

When interrupt is triggered, call essl_get_intr () to know which events are active, and call
essl_clear_intr () to clear them.

v

Frhost Interrupts

1. Call essl_send_slave_intr () to trigger general purpose interrupt of the slave.

TX FIFO

1. Call essl_get_tx_buffer _num() to know how many buffers the slave has prepared to receive data
from the master. This is optional. The master will poll tx_buffer_num when it try to send packets to the slave,
until the slave has enough buffer or timeout.

2. Call essl_send_packet () to send data to the slave.

RX FIFO

1. Call essl_get_rx_data_size () to know how many data the slave has prepared to send to the master.
This is optional. When the master tries to receive data from the slave, it will update the rx_data_size for once,
if the current rx_data_size is shorter than the buffer size the master prepared to receive. And it may poll the
rx_data_size if the rx_dat_size keeps 0, until timeout.

2. Call essl_get_packet () to receive data from the slave.

Reset counters (Optional) Call essl_reset_cnt () toreset the internal counter if you find the slave has reset
its counter.

Application Example

The example below shows how ESP32 SDIO host and slave communicate with each other. The host use the ESSL
SDIO.

peripherals/sdio.

Please refer to the specific example README.md for details.
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API Reference

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h

Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

ZH
¢ handle -- Handle of an ESSL device.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA |
e ESP_OK: If success
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* Other value returned from lower layer init.
esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

2H
e handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
P
e ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_ size.

ZH

* handle -- Handle of a ESSL device.

* out_tx_num -- Output of buffer num that host can send data to ESSL slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send

ZH
e handle -- Handle of an ESSL device.
* out_rx_size -- Output of data size to read from slave, in bytes
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_reset_cnt (essl_handle_t handle)

Reset the counters of this component. Usually you don’t need to do this unless you know the slave is reset.

%% handle -- Handle of an ESSL device.

FEA ]
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.
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esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)

Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size
(configured during initialization).

SH

B M

handle -- Handle of an ESSL device.

start -- Start address of the packet to send

length -- Length of data to send, if the packet is over-siz
blocks and hold into different buffers automatically.

e, the it will be divided into

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success

ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not

valid.

ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.

ESP_ERR_NOT_FOUND: Slave is not ready for receiving.
ESP_ERR_NOT_SUPPORTED: This API is not supported
One of the error codes from SDMMC/SPI host controller.

in this mode

esp_err_t essl_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t

wait_ms)

Get a packet from ESSL slave.

S

B

handle -- Handle of an ESSL device.
out_data -- [out] Data output address

size -- The size of the output buffer, if the buffer is smaller than the size of data to
receive from slave, the driver returns ESP_ ERR_NOT_FINISHED

out_length -- [out] Output of length the data actually received from slave.
wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success: All the data has been read from the slave.

ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other

arguments are invalid.

ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.

ESP_ERR_NOT_FOUND: Slave is not ready to send data.
ESP_ERR_NOT_SUPPORTED: This API is not supported
One of the error codes from SDMMC/SPI host controller.

in this mode

esp_err_t essl_write_reg (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t

wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

41z sdio 28-31 are reserved, the lower API helps to skip.

S

B

handle -- Handle of an ESSL device.

addr -- Address of register to write. For SDIO, valid address: 0-59. For SPI, see

essl_spi.h

value -- Value to write to the register.

value_o -- Output of the returned written value.
wait_ms -- Millisecond to wait before timeout, will not wa

ESP_OK Success
One of the error codes from SDMMC/SPI host controller

it at all if set to 0-9.

esp_err_t essl_read_regq (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)

Read general purpose R/W registers (8-bit) of ESSL slave.
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ZH
* handle -- Handle of a ess1 device.
* add -- Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 reserved,
return interrupt bits on read). For SPI, see ess1_spi.h
* value_o -- Output value read from the register.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
P[]
¢ ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

2H
¢ handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
PEA ]
* ESP_OK: If interrupt is triggered.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

¥

* handle -- Handle of an ESSL device.

* intr_mask -- Mask of interrupt bits to clear.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bl

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

SH
* handle -- Handle of an ESSL device.
* intr_raw-- Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st -- Output of the masked interrupt bits. set to NULL if only raw bits are read.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
¢ ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_set_